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OPEN HEARING: SOCIAL MEDIA INFLUENCE
IN THE 2016 U.S. ELECTION

WEDNESDAY, NOVEMBER 1, 2017

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 9:34 a.m. in Room
SH-216, Hart Senate Office Building, Hon. Richard Burr (Chair-
man of the Committee) presiding.

Committee Members Present: Senators Burr, Warner, Risch,
Rubio, Collins, Blunt, Lankford, Cotton, Cornyn, Feinstein, Wyden,
Heinrich, King, Manchin, Harris, and Reed.

OPENING STATEMENT OF HON. RICHARD BURR, CHAIRMAN, A
U.S. SENATOR FROM NORTH CAROLINA

Chairman BURR. I'd like to call the hearing to order. Good morn-

ing.
I'd like to welcome our witnesses today. Before I introduce them,
I want to say, on behalf of the full Committee, that our hearts and
our prayers go out to the individuals in New York, the families and
the friends of those who were affected by a senseless terror act. To
most on this Committee, we’'ve come to expect this. We spend
countless hours working through the threats that exist to this
country and around the world, and it’s sad that we’ve come to the
point where, really, nothing can happen that surprises us.

But it’s the responsibility of this Committee to work hand-in-
hand with our intelligence community to help to keep America safe
by providing the tools that they need to accomplish their mission.
We will continue to do that.

As is the case that we’re here today, and I welcome our wit-
nesses, Colin Stretch, Vice President and General Counsel at
Facebook; Sean Edgett, General Counsel at Twitter; and Kent
Walker, Senior Vice President, General Counsel at Google.

For several months now, the media has been fixated on the role
that social media platforms played in spreading disinformation and
discord during the 2016 elections. This is an opportunity for each
of you to tell your respective stories and, if necessary, correct the
record. My sense is that not all aspects of those stories have been
told accurately. I'll note for the record that this Committee is now
having its seventeenth open hearing this year, and the twelfth at
which we’ll be discussing Russia and Russia’s activities.

Today, I'm hopeful we can provide the American people with an
informed and credible assessment of how foreign actors used your
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platforms to circulate lies and to agitate unrest during last year’s
elections.

I'm also hopeful you’ll share with us what your companies are
doing to make it harder for foreign actors to use your platforms’
automated accounts and falsified stories to influence sentiment in
the United States.

Very clearly, this kind of national security vulnerability rep-
resents an unacceptable risk, and your companies have a responsi-
bility to reduce that vulnerability. While we’re on the topic of re-
sponsibility, I want to use this forum to push back on some nar-
ratives that have sprung up around the subject. A lot of folks, in-
cluding many in the media, have tried to reduce this entire con-
versation to one premise; foreign actors conducted a surgical, exe-
cuted covert operation to help elect a United States president.

I'm here to tell you this story does not simplify that easily. It is
shortsighted and dangerous to selectively focus on one piece of in-
formation and think that that somehow tells the whole story.

We've heard from the media how a series of, I quote, “Russian-
linked Facebook ads were specifically aimed at Michigan and Wis-
consin during the lead-up to last year’s presidential election,” un-
quote, and that, quote, “some of those ads targeted specific demo-
graphic groups in two states,” unquote. The narrative here is that
ads linked to Russia were targeted at pivotal states and directly in-
fluenced the election’s outcome.

What you haven’t heard is that almost five times more ads were
targeted at the State of Maryland than of Wisconsin, Maryland,
which is targeted by 262 ads in comparison to Wisconsin’s 55 ads,
and Maryland was not up for grabs. It was a State the Democrat
candidate carried by 26 percent; or that 35 of the 55 ads targeted
at Wisconsin ran prior to the Wisconsin primary, before there was
an identified Republican candidate; and moreover, that not one of
those 55 ads mentioned President Donald Trump by name; or that
the key election State of Pennsylvania had fewer ads targeted at
it than Washington, D.C., where 87 percent of the electorate voted
for Hillary Clinton; or that the three most heavily targeted states
in America—Maryland, Missouri, and New York—were all deter-
mined by at least 18-point margin, and two of them won by Hillary
Clinton.

One point the media has gotten correct is that more of these geo-
graphically targeted ads ran in 2015 than 2016—again, before
President Trump was identified as the Republican candidate for

resident. But some of the context surrounding the more than
5100,000 worth of divisive ads on hot-button issues purchased by
Russian actors is missing. To add some detail here where the
media has failed to do it and put the $100,000 into a frame of ref-
erence, the total ad spend for the State of Wisconsin was $1,979,
with all but $54 being spent before the primary—again, before the
emergence of a Republican candidate. The ad spend in the State of
Michigan was $823; Pennsylvania, $300.

To believe the narrative, you have to accept that these sophisti-
cated, well-resourced Russian actors studied our process, assessed
what states would be critical to the election result, then snuck and
invested all of $300 to execute their plan in Pennsylvania—$300.
More than five times as much money was spent on advertising in
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California, a State that hasn’t voted Republican in presidential
elections since 1988.

Even with the benefit of numbers and what can be calculated
and measured, this is an incredibly complex story. We can look at
the amount of money spent, the number of ads purchased, and
draw conclusions about priorities. We can look at the divisive con-
tent of the ads and the pages that they directed people towards,
the number of tweets and retweets, and the manipulated search re-
sults, and draw inferences about the intent of the information oper-
ation. What we cannot do, however, is calculate the impact that
foreign meddling in social media had on this election, nor can we
assume that it must be the explanation for an election outcome
that many didn’t expect.

I understand the urge to make this story simple. It’s human na-
ture to make the complex manageable, find explanations, and in-
terpret things in ways that conform to your conclusions. But that’s
biased. Pointing to a State and saying that no ads ran there after
the election doesn’t prove intent, or even motive. It just shows that
no ads ran there after the election.

This subject is complicated. There’s a whole new vocabulary that
comes with this stuff. Impressions are different than views. Views
are different than clicks. But there’s one thing that I'm certain of
and it’s this: Given the complexity of what we've seen, if anyone
tells you they've got this all figured out, theyre kidding them-
selves. And we can’t afford to kid ourselves about what happened
last year and continues to happen today.

That complexity, I'll note, is exactly why we depend on you for
expert insight and reliable information. Sixty percent of the U.S.
population uses Facebook. A foreign power using that platform to
influence how Americans see and think about one another is as
much a public policy issue as it is a national security concern.
Crafting an elegant policy solution that is effective, but not overly
burdensome, demands good faith and partnership between compa-
nies and this Committee.

Just recently, on the basis of a more complete and sophisticated
analysis, the original estimate that 10 million Americans were ex-
posed to Russian-origin content on Facebook was increased to 126
million. That tells me that your companies are just beginning to
come to grips with the scale and the depth of the problem.

That’s encouraging, but know this: we do better when you do bet-
ter. I'd urge you to keep that in mind and to work with us
proactively to find the right solution to a very constant and com-
plaining challenge.

I'll take a moment here to stress what this hearing is and is not
about. This isn’t about relitigating the 2016 U.S. presidential elec-
tion. This isn’t about who won or who lost. This is about national
security. This is about corporate responsibility, and this is about
the deliberative and multifaceted manipulation of the American
people by agents of a hostile foreign power.

I'll say it again: agents of a hostile foreign power reached into
the United States, using our own social media platforms, and con-
ducted an information operation intended to divide our society
along issues like race, immigration and Second Amendment rights.
What’s even more galling is that, to tear us apart, they’re using so-
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cial media platforms Americans invented, in connection with the
First Amendment freedoms that define an open and democratic so-
ciety.

While it’s shocking to think that foreign actors use the social net-
working and communications mediums that are so central to our
lives today in an effort to interfere with the core of our democracy,
what is even more troubling is the likelihood that these platforms
are still being used today to spread lies, provoke conflict and drive
Americans apart.

Your three companies have developed platforms that have tre-
mendous reach and, therefore, tremendous influence. That reach
and influence is enabled by the enormous amount of data you col-
lect on your users and their activities. The American people now
need to understand how Russia used that information and what
you’re doing to protect them. Your actions need to catch up to your
responsibilities.

We have a lot to get to this morning. I'm going to stop here.
Again, I want to thank each of our briefers—our witnesses today,
and I turn to the vice chairman for any comments he might have.

OPENING STATEMENT OF HON. MARK R. WARNER, A U.S.
SENATOR FROM VIRGINIA

Vice Chairman WARNER. Well, thank you, Mr. Chairman, and let
me also express our concerned thoughts about the tragedy yester-
day in New York.

Let me get right at it. In the age of social media, you can’t afford
to waste too much time or, for that matter, too many characters,
in getting the point across. So I'll get straight to the bottom line:
Russian operatives are attempting to infiltrate and manipulate
American social media to hijack the national conversation and to
make Americans angry; to set us against ourselves, and, at their
most basic, to undermine our democracy. They did it during the
2016 U.S. presidential campaign. They are still doing it now. And
no(’{ one of us is doing enough to stop it. That’s why we’re here
today.

In many ways, the threat is not new. Russians have been con-
ducting information warfare for decades. But what is new is the
advent of social media tools with the power to magnify propaganda
and fake news on a scale that was unimaginable back in the days
of the Berlin Wall.

Today’s tools in many ways seem almost purpose-built for Rus-
sian disinformation techniques. Russia’s playbook is simple, but
formidable. It works like this.

First, disinformation agents set up thousands of fake accounts,
groups and pages across a wide array of platforms. These fake ac-
counts populate content on Facebook, Instagram, Twitter,
YouTube, Reddit, LinkedIn, and many other platforms.

Each of these fake accounts spends literally months developing
networks of real people to follow and like their content, boosted by
tools like paid ads and automated bots. Most of the real-life fol-
lowers have no idea that they are caught up in these webs. These
networks are later utilized to push an array of disinformation, in-
cluding stolen e-mails, state-led propaganda like RT News and
Sputnik, fake news, and divisive content.
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The goal is pretty simple. It’s to get this so-called news into the
news feeds of many potentially receptive Americans and to covertly
and subtly push those Americans in the directions the Kremlin
wants to go.

As someone who deeply respects the tech industry and who was
involved in that industry for more than 20 years, it’s taken me
quite a bit of time—and I'm still learning—to truly understand the
nature of this threat. Even I struggle to keep up with the language
and the mechanics, the difference between bots, trolls, and fake ac-
counts; how they generate likes, tweets, and shares; and how all
these players and actions are combined into an online ecosystem.

What is clear, however, is that this playbook offers a tremendous
bang for the disinformation buck. With just a small amount of
money, adversaries use hackers to steal and weaponize data, trolls
to craft disinformation, fake accounts to build networks, bots to
drive traffic, and ads to target new audiences. They can force prop-
aganda into the mainstream and wreak havoc on our online dis-
course. And if you look back at the results, it’s a pretty good return
on investment.

So where do we go from here? I believe it will take all of us—
you, some of the platform companies, the United States govern-
ment, and the American people—to deal with this new and evolv-
ing threat.

The social media and innovative tools each of you have developed
have changed our world for the better. You've transformed the way
we do everything from shopping for groceries to growing small
businesses.

But Russia’s actions are further exposing the dark underbelly of
the ecosystem you have created, and there is no doubt that their
successful campaign will be replicated by other adversaries—both
nation-states and terrorists—that wish to do harm to democracies
around the globe. This is not a unique American phenomenon.

As such, each of you here today needs to commit more resources
to identifying bad actors and, when possible, preventing them from
abusing our social media ecosystem. Thanks in part to pressure
from this Committee, each company has uncovered, I believe, only
some of the evidence of the ways Russians exploited their platforms
during the 2016 election.

For Facebook, much of the attention has been focused on the
paid ads that Russian trolls targeted to Americans. However, these
ads are just the tip of a very large iceberg. The real story is the
amount of misinformation and divisive content that was pushed for
free on Russian-backed pages, which was then spread widely on
news feeds of tens of millions of Americans.

According to the data Facebook has provided, 120 Russian-
backed pages built a network of over 3.3 million people. From these
now-suspended pages, 80,000 organic unpaid posts reached an esti-
{nated 126 million real people—more than a third of the popu-

ation.

This is an astonishing reach from just one group in St. Peters-
burg. And I doubt that the so-called Internet Research Agency in
St. Petersburg represents the only Russian trolls out there.

Facebook has more work to do to see how deep this goes, includ-
ing into the reach that we’ve just found in the last 48 hours of in-
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formation you’ve provided, of IRA-backed Instagram posts, which,
again, if we just take for an example, 80,000 posts from IRA-based
trolls on Facebook, 120,000 pieces of content on Instagram, and we
don’t even have the data on how many—how much that content
reached.

The anonymity provided by Twitter and the speed by which it
shares news makes it an ideal tool to spread disinformation. Ac-
cording to one study, during the 2016 campaign, junk news actu-
ally outperformed real news in some battleground states, leading
up to Election Day. Another study found that bots generated one
out of every five political messages posted on Twitter over the en-
tire presidential campaign.

I'm concerned, sir, that Twitter seems to be vastly under-
estimating the number of fake accounts and bots pushing
disinformation. Independent researchers, people who've testified
before this Committee, have estimated that up to 15 percent of ac-
tive Twitter accounts, or potentially 45 million-plus accounts, are
fake or automated.

Despite evidence of significant incursion and outreach from re-
searchers, Twitter has to date only uncovered a small piece of that
activity, although I will acknowledge that in the last few days your
numbers have gone from about 200 accounts to over 2,700 ac-
counts. And again, I believe there’s more to be done.

Google search algorithms continue to have problems in surfacing
fake news or propaganda. Though we can’t necessarily attribute to
Russian efforts, false stories and unsubstantiated rumors were ele-
vated on Google Search during the recent mass shootings in Las
Vegas.

Meanwhile, YouTube has become RT’s go-to platform. Google has
now uncovered 1,100 videos associated with this Russian campaign.
Much more of your content was likely spread through other plat-
forms.

But it’s not just the platforms that need to do more. The United
States government has thus far proven incapable of meeting this
21st-century challenge. Unfortunately, I believe this effort is suf-
fering in part because of lack of leadership at the top. We have a
President who remains unwilling to acknowledge the threat that
Russia poses to our democracy. President Trump should stop ac-
tively delegitimizing American journalism and acknowledge and
address this very real threat posed by Russian propaganda.

I believe that Congress, too, must do more. We need to recognize
that current law was not built to address these threats. I partnered
with Senators Klobuchar and McCain on what I believe is the most
light-touch legislative approach, which I hope all my colleagues on
this panel will review. The Honest Ads Act is a national security
bill intended to protect our elections from the foreign interference
we all want to avoid.

Finally, but perhaps most importantly, the American people also
need to be aware of what is happening to our news feeds. We all
need to take a more discerning approach to what we are reading
and sharing and who we’re connecting with online. We need to rec-
ognize the person at the other end of that Facebook or Twitter ar-
gument may not be a real person at all.
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The fact is that this Russian weapon has already proved its suc-
cess and cost-effectiveness. We can be assured that other adver-
saries, including foreign intelligence operatives and potentially ter-
rorist organizations, have read this playbook and are already tak-
ing action. It’s why we, collectively, must act.

To our witnesses today, I hope you will detail what we saw in
the last election and, most importantly, tell us what steps you will
undertake for us to get ready for the next one. We welcome your
participation and encourage your commitment to addressing this
shared responsibility.

Thank you, Mr. Chairman.

Chairman BURR. Thank, Senator Warner.

I'd like to notify Members we will have seven-minute rounds
today by seniority.

Gentlemen, if I could ask you to please stand and raise your
right hand. Do you solemnly swear to tell the truth, the whole
truth, and nothing but the truth?

Mr. STRETCH. Yes.

Mr. WALKER. I do.

Mr. EDGETT. Yes.

Chairman BURR. Please be seated.

Mr. Stretch, we're going to recognize you, then Mr. Edgett, then
Mr. Walker. Mr. Stretch, the floor is yours.

STATEMENT OF COLIN STRETCH, VICE PRESIDENT AND
GENERAL COUNSEL, FACEBOOK

Mr. STRETCH. Chairman Burr, Vice Chairman Warner and dis-
tinguished Members of the Committee, thank you for this oppor-
tunity to appear before you today. My name is Colin Stretch and
since July 2013 I've served as the General Counsel of Facebook. We
appreciate this Committee’s hard work to investigate Russian in-
terference in the 2016 election.

At Facebook, our mission is to create technology that gives peo-
ple the power to build community and bring the world closer to-
gether. We are proud that each of you uses Facebook to connect
with your constituents, and we understand that the people you rep-
resent expect authentic experiences when they come to our plat-
form to share and connect.

We also believe that we have an important role to play in the
democratic process and a responsibility to protect it on our plat-
form. That’s why we take what’s happened on Facebook so seri-
ously.

The foreign interference we saw during the 2016 election is rep-
rehensible. That foreign actors hiding behind fake accounts abused
our platform and other internet services to try to sow division and
discord and to try to undermine our election process is directly con-
trary to our values and everything we stand for. Our goal at
Facebook is to bring people closer together. These foreign actors
sought to drive people apart.

In our investigation, which continues to this day, we have found
that these actors used fake accounts to place ads on Facebook and
Instagram that reached millions of Americans over a two-year pe-
riod, and that those ads were used to promote pages which in turn
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posted more content. People shared these posts, spreading them
still further.

Many of these ads and posts are inflammatory. Some are down-
right offensive. We know that much of this content is particularly
hurtful to members of the Facebook community that engaged with
this content believing it was authentic. People should believe con-
tent on Facebook is authentic, and should not have to worry that
they are being exploited in a cynical effort to prey on painful fault
lines in our society in order to inflame discourse in this country.

In aggregate, the ads and posts we are here today to discuss
were a very small fraction of the overall content on Facebook, but
any amount is too much. All of these accounts and pages violated
our policies, and we removed them.

Going forward, we are making significant investments. We’re hir-
ing more ad reviewers, doubling or more our security engineering
efforts, putting in place tighter ad content restrictions, launching
new tools to improve ad transparency, and requiring documenta-
tion from political ad buyers.

We're building artificial intelligence to help locate more banned
content and bad actors. We're working more closely with industry
to share information on how to identify and prevent threats, so
that we can all respond faster and more effectively. And we’re ex-
panding our efforts to work more closely with law enforcement.

We know bad actors aren’t going to stop their efforts. We know
we’ll all have to keep learning and improving to stay ahead of
them. We also know we can’t do this alone. That’s why I want to
thank you for this investigation. We look forward to the conclusions
you will ultimately share with the American public. And I look for-
ward to your questions.

[The prepared statement of Mr. Stretch follows:]



9

HEARING BEFORE THE UNITED STATES SENATE SELECT COMMITTEE ON
INTELLIGENCE

November 1, 2016

Testimony of Colin Stretch
General Counsel, Facebook

L INTRODUCTION

Chairman Burr, Vice Chairman Warner, and distinguished members of the Committee, thank
you for this opportunity to appear before you today. My name is Colin Stretch, and since July
2013, I've served as the General Counsel of Facebook. We appreciate this Committee’s hard
work to investigate Russian interference in the 2016 election.

At Facebook, our mission is to create technology that gives people the power to build community
and bring the world closer together. We don’t take for granted that each one of you uses
Facebook to connect with your constituents, and that the people you represent expect authentic
experiences when they come to our platform to share.

We also believe we have an important role to play in the democratic process—and a
responsibility to protect it on our platform. That’s why we take what’s happened on Facebook so
seriously. The foreign interference we saw is reprehensible and outrageous and opened a new
battleground for our company, our industry, and our society. That foreign actors, hiding behind
fake accounts, abused our platform and other internet services to try to sow division and
discord—and to try to undermine our election process—is an assault on democracy, and it
violates all of our values.

In our investigation, which continues to this day, we’ve found that these actors used fake
accounts to place ads on Facebook and Instagram that reached millions of Americans over a two-
year period, and that those ads were used to promote Pages, which in turn posted more content.
People shared these posts, spreading them further. Many of these ads and posts are
inflammatory. Some are downright offensive.

In aggregate, these ads and posts were a very small fraction of the overall content on Facebook—
but any amount is too much. All of these accounts and Pages violated our policies, and we
removed them.

Going forward, we’re making some very significant investments——we’re hiring more ad
reviewers, doubling or more our security engineering efforts, putting in place tighter ad content
restrictions, launching new tools to improve ad transparency, and requiring documentation from
political ad buyers. We're building artificial intelligence to help locate more banned content, and
bad actors. We're working more closely with industry to share information on how to identify
and prevent threats so that we can all respond faster and more effectively. And we are expanding
our efforts to work more closely with law enforcement.
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T'm here today to share with you what we know so far about what happened-—and what we’re
doing about it. At the outset, let me explain how our service works and why people choose to use
it.

IL FIGHTING ELECTION INTERFERENCE ON FACEBOOK
A. Understanding what you see on Facebook

1. The News Feed Experience: A Personalized Collection of Stories. When people come to
Facebook to share with their friends and discover new things, they see a personalized homepage
we call News Feed. News Feed is a constantly updating, highly personalized list of stories,
including status updates, photos, videos, links, and activity from the people and things you’re
connected to on Facebook. The goal of News Feed is to show people the stories that are most
relevant to them. The average person has thousands of things on any given day that they could
read in their News Feed, so we use personalized ranking to determine the order of stories we
show them. Each person’s News Feed is unique. It’s shaped by the friends they add; the people,
topics, and news sources they follow; the groups they join; and other signais like their past
interactions. On average, a person in the US is served roughly 220 stories in News Feed each
day. Over the time period in question, from 2015 to 2017, Americans using Facebook were
exposed to, or “served,” a total of over 33 trillion stories in their News Feeds.

2. Advertising and Pages as Sources of Stories in News Feed. News Feed is also a place where
people see ads on Facebook. To advertise in News Feed, a person must first set up a Facebook
account—using their real identity—and then create a Facebook Page. Facebook Pages represent
a wide range of people, places, and things, including causes, that people are interested in. Any
user may create a Page to express support for or interest in a topic, but only official
representatives can create a Page on behalf of an organization, business, brand, or public figure.
1t is against our terms for Pages to contain false, misleading, fraudulent, or deceptive claims or
content. Facebook marks some official Pages—such as for a public figure, media company, or
brand—with a “verified” badge to let people know they’re authentic. All Pages must comply
with our Community Standards and ensure that all the stories they post or share respect our
policies prohibiting hate speech, violence, and sexual content, among other restrictions. People
can like or follow a Page to get updates, such as posts, photos, or videos, in their News Feed. The
average person in the US likes 178 Pages. People do not necessarily see every update from each
of the Pages they are connected to. Qur News Feed ranking determines how relevant we think a
story from a Page will be to each person. We make it easy for people to override our
recommendations by giving them additional controls over whether they see a Page’s updates
higher in their News Feed or not at all. For context, from 2015 to 2017, people in the United
States saw 11.1 trillion posts from Pages on Facebook.

3. Advertising to Promote Pages. Page administrators can create ads to promote their Page and
show their posts to more people. The vast majority of our advertisers are small- and medium-
sized businesses that use our self-service tools to create ads to reach their customers. Advertisers
choose the audience they want to reach based on demographics, interests, behaviors or contact
information. They can choose from different ad formats, upload images or video, and write the
text they want people to see. Advertisers can serve ads on our platform for as little as $0.50 per
day using a credit card or other payment method. By using these tools, advertisers agree to our

2
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Self-Serve Ad Terms. Before ads appear on Facebook or Instagram, they go through our ad
review process that includes automated checks of an ad’s images, text, targeting and positioning,
in addition to the content on the ad’s landing page. People on Facebook can also report ads, find
more information about why they are being shown a particular ad, and update their ad
preferences to influence the type of ads they see.

B. Promoting Authentic Conversation

Our authenticity policy is the cornerstone of how we prevent abuse on our platform, and was the
basis of our internal investigation and what we found.

From the beginning, we have always believed that Facebook is a place for authentic dialogue,
and that the best way to ensure authenticity is to require people to use the names they are known
by. Fake accounts undermine this objective, and are closely related to the creation and spread of
inauthentic communication such as spam—as well as used to carry out disinformation campaigns
like the one associated with the Internet Research Agency (IRA).

We build and update technical systems every day to better identify and remove inauthentic
accounts, which also helps reduce the distribution of material that can be spread by accounts that
violate our policies. Each day, we block millions of fake accounts at registration. Our systems
examine thousands of account attributes and focus on detecting behaviors that are very difficult
for bad actors to fake, including their connections to others on our platform. By constantly
improving our techniques, we also aim to reduce the incentives for bad actors who rely on
distribution to make their efforts worthwhile.

Protecting authenticity is an ongoing challenge. As our tools and security efforts evolve, so will
the techniques of those who want to evade our authenticity requirements. As in other areas of
cybersecurity, our security and operations teams need to continually adapt.

C. Protecting the Security of the 2016 Election and Learning Lessons Quickly

1. The Evolution of Facebook’s Security Protections. From its earliest days, Facebook has
always been focused on security. These efforts are continuous and involve regular contact with
law enforcement authorities in the United States and around the world. Elections are particularly
sensitive events for our security operations, and as the role our service plays in promoting
political dialogue and debate has grown, so has the attention of our security team.

As your investigation has revealed, our country now faces a new type of national cyber-security
threat—one that will require a new level of investment and cooperation across our society. At
Facebook, we're prepared to do our part. At each step of this process, we have spoken out about
threats to internet platforms, shared our findings, and provided information to investigators. As
we learn more, we will continue to identify and implement improvements to our security
systems, and work more closely with other technology companies to share information on how tc
identify and prevent threats and how to respond faster and more effectively.

2. Security Leading Up to the 2016 Election.
a, Fighting Hacking and Malware. For years, we had been aware of other types of activity that
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appeared to come from Russian sources—largely traditional security threats such as attacking
people’s accounts or using social media platforms to spread stolen information. What we saw
early in the 2016 campaign cycle followed this pattern. Our security team that focuses on threat
intelligence—which investigates advanced security threats as part of our overall information
security organization-—was, from the outset, alert to the possibility of Russian activity. In several
instances before November 8, 2016, this team detected and mitigated threats from actors with
ties to Russia and reported them to US law enforcement officials. This included activity from a
cluster of accounts we had assessed to belong to a group (“APT28") that the US government has
publicly linked to Russian military intelligence services. This activity, which was aimed at
employees of major US political parties, fell into the normal categories of offensive cyber
activities we monitor for. We warned the targets who were at highest risk, and were later in
contact with law enforcement authorities about this activity.

Later in the summer we also started to see a new kind of behavior from APT28-related
accounts—namely, the creation of fake personas that were then used to seed stolen information
to journalists. These fake personas were organized under the banner of an organization that
called itself DC Leaks. This activity violated our policies, and we removed the DC Leaks
accounts.

b. Understanding Fake Accounts and Fake News. After the election, when the public
discussion of “fake news” rapidly accelerated, we continued to investigate and learn more about
the new threat of using fake accounts to amplify divisive material and deceptively influence civic
discourse, We shared what we learned with government officials and others in the tech industry.
And in April 2017, we shared our findings with the public by publishing a white paper that
described the activity we detected and the initial techniques we used to combat it.

As with all security threats, we have also been applying what we learned in order to do better in
the future. We use a variety of technologies and techniques to detect and shut down fake
accounts, and in October 2016, for example, we disabled about 5.8 million fake accounts in the
United States. At the time, our automated tooling did not yet reflect our knowledge of fake
accounts focused on social or political issues. But we incorporated what we learned from the
2016 elections into our detection systems, and as a result of these improvements, we disabled
more than 30,000 accounts in advance of the French election. This same technology helped us
disable tens of thousands more accounts before the German elections in September. In other
words, we believe that we’re already doing better at detecting these forms of abuse, although we
know that people who want to abuse our platform will get better too and so we must stay
vigilant.

3. Investigating the Role of Ads and Foreign Interference. After the 2016 election, we learned
from press accounts and statements by congressional leaders that Russian actors might have tried
to interfere in the election by exploiting Facebook’s ad tools. This is not something we had seen
before, and so we started an investigation that continues to this day. We found that fake accounts
associated with the IRA spent approximately $100,000 on more than 3,000 Facebook and
Instagram ads between June 2015 and August 2017. Our analysis also showed that these
accounts used these ads to promote the roughly 120 Facebook Pages they had set up, which in
turn posted more than 80,000 pieces of content between January 2015 and August 2017. The
Facebook accounts that appeared tied to the IRA violated our policies because they came from a

4
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set of coordinated, inauthentic accounts. We shut these accounts down and began trying to
understand how they misused our platform.

a. Advertising by Accounts Associated with the IRA. Below is an overview of what we’ve
learned so far about the IRA’s ads:

¢ Impressions (an “impression” is how we count the number of times something is
on screen, for example this can be the number of times something was on screen
in a person’s News Feed):
o 44% of total ad impressions were before the US election on November 8, 2016.
o 56% of total ad impressions were after the election.

e Reach (the number of people who saw a story at least once):

o We estimate 11.4 million people in the US saw at least one of these ads between
2015 and 2017.

¢ Ads with zero impressions:

o Roughly 25% of the ads were never shown to anyone. That’s because advertising
auctions are designed so that ads reach people based on relevance, and certain ads
may not reach anyone as a result.

*  Amount spent on ads:
o For 50% of the ads, less than $3 was spent.
o For 99% of the ads, less than $1,000 was spent.

o Many of the ads were paid for in Russian currency, though currency alone is a
weak signal for suspicious activity.

* Content of ads:

o Most of the ads appear to focus on divisive social and political messages across
the ideological spectrum, touching on topics from LGBT matters to race issues to
immigration to gun rights.

o A number of the ads encourage people to follow Pages on these issues, which in
turn produced posts on similarly charged subjects.

b. Content Posted by Pages Associated with the IRA. We estimate that roughly 29 million
people were served content in their News Feeds directly from the IRA’s 80,000 posts over the
two years. Posts from these Pages were also shared, liked, and followed by people on Facebook,
and, as a result, three times more people may have been exposed to a story that originated from
the Russian operation. Our best estimate is that approximately 126 million people may have been
served content from a Page associated with the IRA at some point during the two-year period.
This equals about four-thousandths of one percent (0.004%) of content in News Feed, or
approximately 1 out of 23,000 pieces of content.

Though the volume of these stories was a tiny fraction of the overall content on Facebook, any
amount is too much. Those accounts and Pages violated Facebook’s policies—which is why we

5
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removed them, as we do with all fake or malicious activity we find. We also deleted roughly 170
Instagram accounts that posted about 120,000 pieces of content.

Our review of this activity is ongoing. Many of the ads and posts we’ve seen so far are deeply
disturbing—seemingly intended to amplify societal divisions and pit groups of people against
each other. They would be controversial even if they came from authentic accounts in the United
States. But coming from foreign actors using fake accounts they are simply unacceptable.

That’s why we’ve given the ads and posts to Congress—because we want to do our part to help
investigators gain a deeper understanding of foreign efforts to interfere in the US political system
and explain those activities to the public. These actions run counter to Facebook’s mission of
building community and everything we stand for. And we are determined to do everything we
can to address this new threat.

D. Mobilizing to Address the New Threat

We are taking steps to enhance trust in the authenticity of activity on our platform, including
increasing ads transparency, implementing a more robust ads review process, imposing tighter
content restrictions, and exploring how to add additional authenticity safeguards.

1. Promoting Authenticity and Preventing Fake Accounts. We maintain a calendar of
upcoming elections and use internal and external resources to best predict the threat level to
each. We take preventative measures based on our information, including working with election
officials where appropriate. Within this framework, we set up direct communication channels to
escalate issues quickly. These efforts complement our civic engagement work, which includes
voter education. In October 2017, for example, we launched a Canadian Election Integrity
Initiative to help candidates guard against hackers and help educate voters on how to spot false
news.

Going forward, we’re also requiring political advertisers to provide more documentation to
verify their identities and disclose when they’re running election ads. Potential advertisers will
have to confirm the business or organization they represent before they can buy ads. Their
accounts and their ads will be marked as political, and they will have to show details, including
who paid for the ads. We’ll start doing this with federal elections in the US and then move onto
other elections in the US and other countries. For political advertisers that don’t proactively
identify themselves, we’re building machine learning tools that will help us find them and
require them to verify their identity.

Authenticity is important for Pages as well as ads. We’ll soon test ways for people to verify that
the people and organizations behind political and issue-based Pages are who they say they are.

2. Partnering with Industry on Standards. We have been working with many others in the
technology industry, including with Google and Twitter, on a range of elements related to this
investigation. Our companies have a long history of working together on other issues such as
child safety and counter-terrorism.

We are also reaching out to leaders in our industry and governments around the world to share
information on bad actors and threats so that we can make sure they stay off all platforms. We
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are trying to make this an industry standard practice.

3. Strengthening Our Advertising Policies. We know that some of you and other members of
Congress are exploring new legislative approaches to political advertising—and that’s a
conversation we welcome. We are already working with some of you on how best to put new
requirements into law. But we aren’t waiting for legislation. Instead we’re taking steps where we
can on our own, to improve our own approach to transparency, ad review, and authenticity
requirements.

a. Providing Transparency. We believe that when you see an ad, you should know who ran it
to be able to understand what other ads they’re running—which is why we show you the Page
name for any ads that run in your News Feed.

To provide even greater transparency for people and accountability for advertisers, we’re now
building new tools that will allow you to see the other ads a Page is running as well—including
ads that aren’t targeted to you directly. We hope that this will establish a new standard for our
industry in ad transparency. We try to catch material that shouldn’t be on Facebook before it’s
even posted—but because this is not always possible, we also take action when people report ads
that violate our policies. We’re grateful to our community for this support, and hope that more
transparency will mean more people can report violating ads.

b. Enforcing Our Policies. We rely on both automated and manual ad review, and we’re now
taking steps to strengthen both. Reviewing ads means assessing not just what’s in an ad but also
the context in which it was bought and the intended audience—so we’re changing our ads review
system to pay more attention to these signals. We're also adding more than 1,000 people to our
global ads review teams over the next year and investing more in machine learning to better
understand when to flag and take down ads. Enforcement is never perfect, but we will get better
at finding and removing improper ads.

¢. Restricting Ad Content. We hold people on Facebook to our Community Standards, and we
hold advertisers to even stricter guidelines. Our ads policies already prohibit shocking content,
direct threats and the promotion of the sale or use of weapons. Going forward, we are expanding
these policies to prevent ads that use even more subtle expressions of violence.

HI. CONCLUSION

Any attempt at deceptive interference using our platform is unacceptable, and runs counter to
everything we are working toward. What happened in the 2016 election cycle was an affront to
us, and, more importantly, to the people who come to Facebook every day to have authentic
conversations and to share. We are committed to learning from these events, and to improving.
We know we have a responsibility to do our part—and to do better. We look forward to working
with everyone on this Committee, in the government, and across the tech industry and civil
society, to address this important national security matter so that we can prevent similar abuse
from happening again.
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Chairman BURR. Mr. Edgett, the floor is yours.

STATEMENT OF SEAN EDGETT, GENERAL COUNSEL, TWITTER

Mr. EDGETT. Chairman Burr, Vice Chairman Warner and Mem-
bers of this Committee, Twitter understands the importance of the
Committee’s inquiry into Russia’s interference in the 2016 election,
and we appreciate the opportunity to appear here today. The
events underlying this hearing have been deeply concerning to our
company and the broader Twitter community. We are committed to
providing a service that fosters and facilitates free and open demo-
cratic debate and that promotes positive change in the world.

We are troubled by reports that the power of Twitter was mis-
used by a foreign actor for the purpose of influencing the U.S. pres-
idential election and undermining public faith in the democratic
process. The abuse of our platform to attempt state-sponsored ma-
nipulation of elections is a new challenge for us and one we are de-
termined to meet. Today we intend to show the Committee how se-
rious we are about addressing this new threat by addressing the
work we are doing to understand what happened and to ensure
that it does not happen again.

At the time of the 2016 election, we observed and acted on in-
stances of automated and malicious activity. As we learned more
about the scope of the broader problem, we resolved to strengthen
our systems, going forward. Elections continue all the time, so our
first priority was to do all we could to block and remove malicious
activity from interfering with our users’ experience. We created
dedicated teams within Twitter to enhance the quality of informa-
tion our users see and to block malicious activity whenever and
wherever we find it.

Those teams continue to work every day to ensure Twitter re-
mains a safe, open, transparent and positive platform. We have
also launched a retrospective review to find Russian efforts to in-
fluence the 2016 election through automation, coordinated activity,
and advertising.

While that review is still underway, we have made the decision
to review and share what we know today, in the interest of trans-
parency and out of appreciation for the urgency of this matter. We
do so recognizing that our findings may be supplemented as we
continue to work with the Committee staff and other companies,
discover more facts, and gain a greater understanding of these
events.

My written testimony details the methodology and current find-
ings of our retrospective review in detail. We studied tweets from
the period September 1st to November 15th, 2016. During that
time, we did find automated and coordinated activity of interest.
We determined that the number of accounts we could link to Rus-
sia and that were tweeting election-related content was compara-
tively small: about one one-hundredth of a percent of total Twitter
accounts at the time we studied.

One-third of one percent of the election-related tweets people saw
came from Russian-linked automated accounts. We did, however,
observe instances where Russian-linked activity was more pro-
nounced, and have uncovered more accounts linked to the Russian-
based Internet Research Agency as a result of our review.
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We have also determined that advertising by Russia Today in
seven small accounts was related to the election and violated either
the policies in effect at the time or that have since been imple-
mented. We have banned all of those users as advertisers, and we
will donate that revenue to academic research into the use of Twit-
ter during elections and for civic engagement.

We are making meaningful improvements based on our findings.
Last week, we announced industry-leading changes to our adver-
tising policies that will help protect our platform from unwanted
content.

We are also enhancing our safety systems, sharpening our tools
for stopping malicious activity, and increasing transparency to pro-
mote public understanding of all of these areas. Our work on these
challenges will continue for as long as malicious actors seek to
abuse our system and will need to evolve to stay ahead of new tac-
tics.

We have heard concerns about Russia actors’ use of Twitter to
disrupt the 2016 election and about our commitment to addressing
that issue. Twitter believes that any activity of that kind, regard-
less of magnitude, is unacceptable, and we agree that we must do
better to prevent it. We hope that our appearance today and the
description of the work we have undertaken demonstrates our com-
mitment to working with you, our industry partners, and other
stakeholders to ensure that the experience of 2016 never happens
again.

Cooperation to combat this challenge is essential. We cannot de-
feat this evolving, shared threat alone. As with most technology-
based threats, the best approach is to combine information and
ideas to increase our collective knowledge. Working with the broad-
er community, we will continue to test, to learn, to share, and to
improve so that our product remains effective and safe.

I look forward to answering your questions.

[The prepared statement of Mr. Edgett follows:]
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United States Senate Select Committee on Intelligence

Testimony of Sean J. Edgett
Acting General Counsel, Twitter, Inc.

November 1, 2017
Chairman Burr, Ranking Member Warner, and Members of the Committee:

Twitter understands the importance of the Committee’s inquiry into Russia’s interference
in the 2016 election, and we appreciate the opportunity to appear here today.

The events underlying this hearing have been deeply concerning to our company and the
broader Twitter community. We are committed to providing a service that fosters and facilitates
free and open democratic debate and that promotes positive change in the world. We take
seriously reports that the power of our service was misused by a foreign actor for the purpose of
influencing the U.S. presidential election and undermining public faith in the democratic process.

Twitter is familiar with problems of spam and automation, including how they can be
used to amplify messages. The abuse of those methods by sophisticated foreign actors to attempt
state-sponsored manipulation of elections is a new challenge for us—and one that we are
determined to meet. Today, we intend to demonstrate the seriousness of our commitment to
addressing this new threat, both through the effort that we are devoting to uncovering what
happened in 2016 and by taking steps to prevent it from happening again.

We begin by explaining the values that shape Twitter and that we aspire as a community
to promote and embody. We then describe our response to reports about the role of automation
in the 2016 election and on social media more generally. As we discuss, that response includes
the creation of a dedicated team within Twitter to enhance the quality of the information our
users see and to block malicious activity whenever and wherever we find it. In addition, we have
launched a retrospective analysis of activity on our system that indicates Russian efforts to
influence the 2016 election through automation, coordinated activity, and advertising. Although
the work of that review continues, we share what we know, today, in the interests of
transparency and out of appreciation for the urgency of this matter. We do so recognizing that
our findings may be supplemented as we work with Committee staff and other companies,
discover more facts, and gain a greater understanding of these events. Indeed, what happened on
Twitter is only one part of the story, and the Committee is best positioned to see how the various
pieces fit together. We look forward to continued partnership, information sharing, and
feedback.

We also detail the steps we are taking to ensure that Twitter remains a safe, open,
transparent, and positive platform for our users. Those changes include enhanced safety policies,
better tools and resources for detecting and stopping malicious activity, tighter advertising
standards, and increased transparency to promote public understanding of all of these areas. Our
work on these challenges will continue for as long as malicious actors seek to abuse our system,
and will need to evolve to stay ahead of new tactics.
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We are resolved to continue this work in coordination with the government and our
industry peers. Twitter believes that this hearing is an important step toward furthering our
shared understanding of how social media platforms, working hand-in-hand with the public and
private sectors, can prevent this type of abuse both generally and, of critical importance, in the
context of the electoral process.

L Twitter’s Values

Twitter was founded upon and remains committed to a core set of values that have guided
us as we respond to the new threat that brings us here today.

Among those values are defending and respecting the user’s voice—a two-part
commitment to freedom of expression and privacy. Twitter has a history of facilitating civic
engagement and political freedom, and we intend for Twitter to remain a vital avenue for free
expression here and abroad. But we cannot foster free expression without ensuring trust in our
platform. We are determined to take the actions necessary to prevent the manipulation of
Twitter, and we can and must make sure Twitter is a safe place.

Keeping Twitter safe includes maintaining the quality of information on our platform.
Our users look to us for useful, timely, and appropriate information. To preserve that
experience, we are always working to ensure that we surface for our users the highest quality and
most relevant content first. While Twitter’s open and real-time environment is a powerful
antidote to the abusive spreading of false information, we do not rest on user interaction alone.
We are taking active steps to stop malicious accounts and Tweets from spreading, and we are
determined that our strategies will keep ahead of the tactics of bad actors.

Twitter is founded on a commitment to transparency. Since 2012, we have published the
Twitter Transparency Report on a semiannual basis, providing the public with key metrics about
requests from governments and certain private actors for user information, content removal,
copyright violations, and most recently, Terms of Service (“TOS”) violations. We are also
committed to open communication about how we enforce our TOS and the Twitter Rules, and
about how we protect the privacy of our users.

Following through on those commitments takes both resolve and resources. And the
fight against malicious activity and abuse goes beyond any single election or event. We work
every day to give everyone the power to create and share ideas and information instantly, without
barriers.

1L Background on Twitter’s Operation

Understanding the steps we are taking to address election-related abuse of our platform
requires an explanation of certain fundamentals of Twitter’s operation. We therefore turn now to
a description of the way our users interact with our system, how we approach automated content,
and the basics of advertising on Twitter.
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A. User Interaction

Twitter has 330 million monthly active users around the world, 67 million of which are
located in the United States. Users engage with our platform in a variety of ways. Users choose
what content they primarily see by following (and unfollowing) other user accounts. Users
generate content on the platform by Tweeting original content, including text, hashtags, photos,
GIFs, and videos, They may also reply to Tweets, Retweet content already posted on the
platform, and like Tweets and Retweets; the metric we use to describe such activity is
“engagement™—the different ways in which users are engaged with the content they are viewing.
Users can also exchange messages with users and accounts they follow (or, if their privacy
settings permit, with any other user) through direct messaging (“DM”).

The volume of activity on our system is enormous: Our users generate thousands of
Tweets per second, hundreds of thousands of Tweets per minute, hundreds of millions of Tweets
per day, and hundreds of billions of Tweets every year.

Another metric we use is how many times a specific piece of content such as a Tweet is
viewed. That metric—which we refer to as “impressions”—does not require any additional
engagement by the user; viewing content generates an impression, although there is no guarantee
that a user has actually read the Tweet. Impressions are not “unique,” so multiple impressions
may be created by one account, by a single person using multiple accounts, or by many accounts.

A third important concept is “trends.” Trends are words, phrases, or hashtags that may
relate to an event or other topic (e.g., #CommitteeHearing). Twitter detects trends through an
advanced algorithm that picks up on topics about which activity is growing quickly and thus
showing a new or heightened interest among our users. Trends thus do not measure the
aggregate popularity of a topic, but rather the velocity of Tweets with related content. The trends
that a user sees may depend on a number of factors, including their location and their interests.
If a user clicks on a trend, the user can see Tweets that contain that hashtag.

B. Malicious Automation and Responsive Measures

Automation refers to a process that generates user activity—Tweets, likes, or following
behavior—without ongoing human input. Automated activity may be designed to occur on a
schedule, or it may be designed to respond to certain signals or events. Accounts that rely on
automation are sometimes also referred to as “bots.”

Automation is not categorically prohibited on Twitter; in fact, it often serves a useful and
important purpose. Automation is essential for certain informational content, particularly when
time is of the essence, including for law enforcement or public safety notifications. Examples
include Amber Alerts, earthquake and other storm warnings, and notices to “shelter in place”
during active emergency situations. Automation is also used to provide customer service for a
range of companies. For example, as of April 11, 2017, users are able to Tweet
@TwitterSupport to request assistance from Twitter. If a user reports a forgotten password or
has a question about our rules, the initial triage of those messages is performed by our automated
system—a Twitter-developed program to assist users in troubleshooting account issues.
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But automation can also be used for malicious purposes, most notably in generating
spam—unwanted content consisting of multiple postings either from the same account or from
multiple coordinated accounts. While “spam” is frequently viewed as having a commercial
element since it is a typical vector for spreading advertising, Twitter’s Rules take an expansive
view of spam because it negatively impacts the user experience. Examples of spam violations on
Twitter include automatically Retweeting content to reach as many users as possible,
automatically Tweeting about topics on Twitter in an attempt to manipulate trends, generating
multiple Tweets with hashtags unrelated to the topics of those hashtags, repeatedly following and
unfollowing accounts to tempt other users to follow reciprocally, tweeting duplicate replies and
mentions, and generating large volumes of unsolicited mentions.

Our systems are built to detect automated and spam accounts across their lifecycles,
including detection at the account creation and login phase and detection based on unusual
activity (e.g., patterns of Tweets, likes, and follows). Our ability to detect such activity on our
platform is bolstered by internal, manual reviews conducted by Twitter employees. Those
efforts are further supplemented by user reports, which we rely on not only to address the content
at issue but also to calibrate our detection tools to identify similar content as spam.

Once our systems detect an account as generating automated content or spam, we can
take action against that account at either the account level or the Tweet level. Depending on the
mode of detection, we have varying levels of confidence about our determination that an account
is violating our rules. We have a range of options for enforcement, and generally, the higher our
confidence that an account is violating our rules, the stricter our enforcement action will be, with
immediate suspension as the harshest penalty. If we are not sufficiently confident to suspend an
account on the basis of a given detection technique, we may challenge the account to verify a
phone number or to otherwise prove human operation, or we may flag the account for review by
Twitter personnel. Until the user completes the challenge, or until the review by our teams has
been completed, the account is temporarily suspended; the user cannot produce new content (or
perform actions like Retweets or likes), and the account’s contents are hidden from other Twitter
users.

We also have the capability to detect suspicious activity at the Tweet level and, if certain
criteria are met, to internally tag that Tweet as spam, automated, or otherwise
suspicious. Tweets that have been assigned those designations are hidden from searches, do not
count toward generating trends, and generally will not appear in feeds unless a user follows that
account. Typically, users whose Tweets are designated as spam are also put through the
challenges described above and are suspended if they cannot pass.

For safety-related TOS violations, we have a number of enforcement options. For
example, we can stop the spread of malicious content by categorizing a Tweet as “restricted
pending deletion,” which requires a user to delete the Tweet before the user is permitted to
continue using the account and engaging with the platform. So long as the Tweet is restricted—
and until the user deletes the Tweet—the Tweet remains inaccessible to and hidden from all
Twitter users. The user is blocked from Tweeting further unless and until he or she deletes the
restricted Tweet. This mechanism is a common enforcement approach to addressing less severe
content violations of our TOS outside the spam context; it also promotes education among our
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users. More serious violations, such as posting child sexual exploitation or promoting terrorism,
result in immediate suspension and may prompt interaction with law enforcement.

C. Advertising Basics

Advertising on Twitter generally takes the form of promoted Tweets, which advertisers
purchase to reach new groups of users or spark engagement from their existing followers.
Promoted Tweets are clearly labeled as “promoted” when an advertiser pays for their placement
on Twitter. In every other respect, promoted Tweets look and act just like regular Tweets and
can be Retweeted, replied to, and liked.

Advertisers can post promoted Tweets through a self-service model on the Twitter
platform or through account managers, who manage relationships with advertising partners.
When purchasing a promoted Tweet, an advertiser can target its audience based on information
such as interests, geography, gender, device type, or other specific characteristics. For most
campaigns, advertisers pay only when users engage with the promoted Tweet, such as following
the advertiser; liking, replying to, or clicking on the Tweet; watching a Tweet’s video; or taking
some other action.

Because promoted Tweets are presented to our users from accounts they have not yet
chosen to follow, Twitter applies to those Tweets a robust set of policies that prohibit, among
other things, ads for illegal goods and services, ads making misleading or deceptive claims, ads
for drugs or drug paraphernalia, ads containing hate content, sensitive topics, and violence, and
ads containing offensive or inflammatory content.

Twitter relies on two methods to prevent prohibited promoted content from appearing on
the platform: a proactive method and a reactive method. Proactively, Twitter relies on custom-
built algorithms and models for detecting Tweets or accounts that might violate its advertising
policies. Reactively, Twitter takes user feedback through a “Report Ad” process, which flags an
ad for manual human review. Once our teams have reviewed the content, typically one of three
decisions will be made: if the content complies with our policy, we may approve it; if the
content/account violates the policy, we may stop the particular Tweet from being promoted to
users; or, if Twitter deems the account to be in repeated violation of our policies at the Tweet
level, we may revoke an account’s advertising privileges (also known as off-boarding the
advertiser).

III. Malicious Automation in the 2016 Election: Real-Time Observations and Response

Although Twitter has been fighting the problem of spam and malicious automation for
many years, in the period preceding the 2016 election we observed new ways in which accounts
were abusing automation to propagate misinformation on our platform. Among other things, we
noticed accounts that Tweeted false information about voting in the 2016 election, automated
accounts that Tweeted about trending hashtags, and users who abused their access to the
platform we provide developers.

At the time, we understood these to be isolated incidents, rather than manifestations of a
larger, coordinated effort at misinformation on our platform. Once we understood the systemic
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nature of the problem in the aftermath of the election, we launched a dedicated initiative to
research and combat that new threat.

A. Malicious Automation and Misinformation Detected in 2016

We detected examples of automated activity and deliberate misinformation in 2016,
including in the run-up to the 2016 election, that in retrospect appear to be signals of the broader
automation problem that came into focus after the election had concluded.

On December 2, 2016, for example, we learned of @PatrioticPepe, an account that
automatically replied to all Tweets from @realDonaldTrump with spam content. Those
automatic replies were enabled through an application that had been created using our
Application Programming Interface (“API”). Twitter provides access to the API for developers
who want to design Twitter-compatible applications and innovate using Twitter data. Some of
the most creative uses of our platform originate with applications built on our API, but we know
that a large quantity of automated spam on our platform is also generated and disseminated
through such applications. We noticed an upward swing in such activity during the period
leading up to the election, and @PatrioticPepe was one such example. On the same day we
identified @PatrioticPepe, we suspended the API credentials associated with that user for
violation of our automation rules. On average, we take similar actions against violative
applications more than 7,000 times per week.

Another example of aberrant activity we identified and addressed during this period
involved voter suppression efforts. In particular, Twitter identified, and has since provided to the
Committee, examples of Tweets with images in English and Spanish that encouraged Clinton
supporters to vote online, vote by phone, or vote by text.

In response to the attempted “vote-by-text” effort and similar voter suppression attempts,
Twitter restricted as inaccessible, pending deletion, 918 Tweets from 529 users who proliferated
that content. Twitter also permanently suspended 106 accounts that were collectively
responsible for 734 “vote-by-text” Tweets. Twitter identified, but did not take action against, an
additional 286 Tweets of the relevant content from 239 Twitter accounts, because we determined
that those accounts were seeking to refute the “text-to-vote™ message and alert other users that
the information was false and misleading. Notably, those refuting Retweets generated
significantly greater engagement across the platform compared to the Tweets spreading the
misinformation—8 times as many impressions, engagement by 10 times as many users, and
twice as many replies.

Before the election, we also detected and took action on activity relating to hashtags that
have since been reported as manifestations of efforts to interfere with the 2016 election. For
example, our automated spam detection systems helped mitigate the impact of automated Tweets
promoting the #PodestaEmails hashtag, which originated with Wikileaks’ publication of
thousands of emails from the Clinton campaign chairman John Podesta’s Gmail account. The
core of the hashtag was propagated by Wikileaks, whose account sent out a series of 118 original
Tweets containing variants on the hashtag #PodestaEmails referencing the daily installments of
the emails released on the Wikileaks website. In the two months preceding the election, around
57,000 users posted approximately 426,000 unique Tweets containing variations of the
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#PodestaEmails hashtag. Approximately one quarter (25%) of those Tweets received internal
tags from our automation detection systems that hid them from searches. As described in greater
detail below, our systems detected and hid just under half (48%) of the Tweets relating to
variants of another notable hashtag, #DNCLeak, which concerned the disclosure of leaked emails
from the Democratic National Committee. These steps were part of our general efforts at the
time to fight automation and spam on our platform across al} areas.

B. Information Quality Initiative

After the election, we followed with great concern the reports that malicious actors had
used automated activity and promoted deliberate falsehoods on social media as part of a
coordinated misinformation campaign. Along with other platforms that were focused on the
problem, we realized that the instances our automated systems had detected in 2016 were not
isolated but instead represented a broader pattern of conduct that we needed to address in a more
comprehensive way.

Recognizing that elections continue and that the health and safety of our platform was a
top priority, our first task was to prevent similar abuse in the future. We responded by launching
an initiative to combat the problem of malicious automation and disinformation going forward.
The objective of that effort, called the Information Quality initiative, is to enhance the strategies
we use to detect and deny bad automation, improve machine learning to spot spam, and increase
the precision of our tools designed to prevent such content from contaminating our platform.

Since the 2016 election, we have made significant improvements to reduce external
attempts to manipulate content visibility. These improvements were driven by investments into
methods to detect malicious automation through abuse of our API, limit the ability of malicious
actors to create new accounts in bulk, detect coordinated malicious activity across clusters of
accounts, and better enforce policies against abusive third-party applications.

Qur efforts have produced clear results in terms of our ability to detect and block such
content. With our current capabilities, we detect and block approximately 450,000 suspicious
logins each day that we believe to be generated through automation. In October 2017, our
systems identified and challenged an average of 4 million suspicious accounts globally per week,
including over three million challenged upon signup, before they ever had an impact on the
platform—more than double our rate of detection at this time last year.

We also recognized the need to address more systematically spam generated by third-
party applications, and we have invested in the technology and human resources required to do
so. Qur efforts have been successful. Since June 2017, we have suspended more than 117,000
malicious applications for abusing our API. Those applications are collectively responsible for
more than 1.5 billion Tweets posted in 2017.

We have developed new techniques for identifying patterns of activity inconsistent with
legitimate use of our platform (such as near-instantaneous replies to Tweets, non-random Tweet
timing, and coordinated engagement), and we are currently implementing these detections across
our platform. We have improved our phone verification process and introduced new challenges,
including reCAPTCHAS (utilizing an advanced risk-analysis engine developed by Google), to
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give us additional tools to validate that a human is in control of an account. We have enhanced
our capabilities to link together accounts that were formed by the same person or that are
working in concert. And we are improving how we detect when accounts may have been hacked
or compromised.

In the coming year, we plan to build upon our 2017 improvements, specifically including
efforts to invest even further in machine-leaming capabilities that help us detect and mitigate the
effect on users of fake, coordinated, and automated account activity. Our engineers and product
specialists continue this work every day, further refining our systems so that we capture and
address as much malicious content as possible. We are committed to continuing to invest all
necessary resources into making sure that our platform remains safe for our users.

We also actively engage with civil society and journalistic organizations on the issue of
misinformation. Enhancing media literacy is critical to ensuring that voters can discern which
sources of information have integrity and which may be suspect. We are creating a dedicated
media literacy program to demonstrate how Twitter can be an effective tool in media literacy
education. Moreover, we engage in collaborations and trainings with NGOs, such as Committee
to Protect Journalists, Reporters without Borders, and Reporters Committee for Freedom of the
Press. We do so in order to ensure that journalists and journalistic organizations are familiar
with how to utilize Twitter effectively and to convey timely information around our policies and
practices.

IV.  Retrospective Reviews of Malicious Activity in the 2016 Election

In addition to the forward-looking efforts we launched in the immediate aftermath of the
election, we have initiated a focused, retrospective review of malicious Russian activity
specifically in connection with last year’s presidential election. Those reviews cover the core
Twitter product as well as the advertising product. They draw on all parts of the company and
involve a significant commitment of resources and time. We are reporting on our progress today
and commit to providing updates to the Committee as our work continues.

A, Malicious Automated and Human-Coordinated Activity

For our review of Twitter’s core product, we analyzed election-related activity from the
period preceding and including the election (September 1, 2016 to November 15, 2016) in order
to identify content that appears to have originated from automated accounts or from
human-coordinated activity associated with Russia. We then assessed the results to discern
trends, evaluate our existing detection systems, and identify areas for improvement and
enhancement of our detection tools.

1. Methodology

We took a broad approach for purposes of our review of what constitutes an election-
related Tweet, relying on annotations derived from a variety of information sources, including
Twitter handles, hashtags, and Tweets about significant events. For example, Tweets mentioning
@HillaryClinton and @realDonaldTrump received an election-related annotation, as did Tweets
that included #primaries and #feelthebern. In total, we included more than 189 million Tweets
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annotated in this way out of the total corpus of more than 16 billion unique Tweets posted during
this time period (excluding Retweets).

To ensure that we captured all relevant automated accounts in our review, Twitter
analyzed the data not only using the detection tools that existed at the time the activity occurred,
but also using newly developed and more robust detection tools that have been implemented
since then. We compared the results to determine whether our new detection tools are able to
capture automated activity that our 2016 techniques could not. These analyses do not attempt to
differentiate between “good” and “bad” automation; they rely on objective, measurable signals,
such as the timing of Tweets and engagements, to classify a given action as automated.

We took a similarly expansive approach to defining what qualifies as a Russian-linked
account. Because there is no single characteristic that reliably determines geographic origin or
affiliation, we relied on a number of criteria, including whether the account was created in
Russia, whether the user registered the account with a Russian phone carrier or a Russian email
address, whether the user’s display name contains Cyrillic characters, whether the user
frequently Tweets in Russian, and whether the user has logged in from any Russian IP address,
even a single time. We considered an account to be Russian-linked if it had even one of the
relevant criteria.

Despite the breadth of our approach, there are technological limits to what we can
determine based on the information we can detect regarding a user’s origin. In the course of our
analysis—and based in part on work conducted by our Information Quality team—we observed
that a high concentration of automated engagement and content originated from data centers and
users accessing Twitter via Virtual Private Networks (“VPNs”) and proxy servers. In fact, nearly
12% of Tweets created during the election originated with accounts that had an indeterminate
location. Use of such facilities obscures the actual origin of traffic. Although our conclusions
are thus necessarily contingent on the limitations we face, and although we recognize that there
may be other methods for analyzing the data, we believe our approach is the most effective way
to capture an accurate understanding of activity on our system.

2. Analysis and Key Findings

We began our review with a universe of over 16 billion Tweets—the total volume of
original Tweets on our platform during the relevant period. Applying the methodology described
above, and using detection tools we currently have in place, we identified 36,746 accounts that
generated automated, election-related content and had at least one of the characteristics we used
to associate an account with Russia.

During the relevant period, those accounts generated approximately 1.4 million
automated, election-related Tweets, which collectively received approximately 288 million
impressions.
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Because of the scale on which Twitter operates, it is important to place those numbers in
context:

e The 36,746 automated accounts that we identified as Russian-linked and tweeting
election-related content represent approximately one one-hundredth of a percent
(0.012%) of the total accounts on Twitter at the time.

¢ The 1.4 million election-related Tweets that we identified through our retrospective
review as generated by Russian-linked, automated accounts constituted less than three
quarters of a percent (0.74%) of the overall election-related Tweets on Twitter at the
time. See Appendix 1.

o Those 1.4 million Tweets received only one-third of a percent (0.33%) of impressions
on election-related Tweets. In the aggregate, automated, Russian-linked, election-
related Tweets consistently underperformed in terms of impressions relative to their
volume on the platform. See Appendix 2.

In 2016, we detected and labeled some, but not all, of those Tweets using our then-
existing anti-automation tools. Specifically, in real, time we detected and labeled as automated
over half of the Tweets (791,000) from approximately half of the accounts (18,064), representing
0.42% of overall election-related Tweets and 0.14% of election-related Tweet impressions.

Thus, based on our analysis of the data, we determined that the number of accounts we
could link to Russia and that were Tweeting election-related content was small in comparison to
the total number of accounts on our platform during the relevant time period. Similarly, the
volume of automated, election-related Tweets that originated from those accounts was small in
comparison to the overall volume of election-related activity on our platform. And those Tweets
generated significantly fewer impressions as compared to a typical election-related Tweet,

3. Level of Engagement

In an effort to better understand the impact of Russian-linked accounts on broader
conversations on Twitter, we examined those accounts’ volume of engagements with election-
related content.

We first reviewed the accounts’ engagement with Tweets from @HillaryClinton and
@realDonaldTrump. Our data showed that, during the relevant time period, a total of 1,625
@HillaryClinton Tweets were Retweeted approximately 8.3 million times. Of those Retweets,
32,254—or 0.39%—were from Russian-linked automated accounts. Tweets from
@HillaryClinton received approximately 18 million likes during this period; 111,326—or
0.62%—were from Russian-linked automated accounts. The volume of engagements with
@realDonaldTrump Tweets from Russian-linked automated accounts was higher, but still
relatively small. The 851 Tweets from the @realDonaldTrump account during this period were
Retweeted more than 11 million times; 416,632—or 3.66%—of those Retweets were from
Russian-linked, automated accounts. Those Tweets received approximately 27 million likes
across our platform; 480,346—or 1.8% —of those likes came from Russian-linked automated
accounts.

10
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We also reviewed engagement between automated or Russia-linked accounts and the
@Wikileaks, @DCLeaks_, and @GUCCIFER_2 accounts. The amount of automated
engagement with these accounts ranged from 47% to 72% of Retweets and 36% to 63% of likes
during this time—substantially higher than the average level of automated engagement,
including with other high-profile accounts. The volume of automated engagements from
Russian-linked accounts was lower overall. Our data show that, during the relevant time period,
a total of 1,010 @Wikileaks tweets were retweeted approximately 5.1 million times. Of these
retweets, 155,933—or 2.98%—were from Russian-linked automated accounts. The 27 tweets
from @DCLeaks_ during this time period were Retweeted approximately 4,700 times, of which
1.38% were from Russian-linked automated accounts. The 23 tweets from @GUCCIFER 2
during this time period were Retweeted approximately 18,000 times, of which 1.57% were from
Russia-linked automated accounts.

We next examined activity surrounding hashtags that have been reported as potentially
connected to Russian interference efforts. We noted above that, with respect to two such
hashtags—#PodestaEmails and #DNCLeak—our automated systems detected, labeled, and hid a
portion of related Tweets at the time they were created. The insights from our retrospective
review have allowed us to draw additional conclusions about the activity around those hashtags.

We found that slightly under 4% of Tweets containing #PodestaEmails came from
accounts with potential links to Russia, and that those Tweets accounted for less than 20% of
impressions within the first seven days of posting. Approximately 75% of impressions on the
trending topic were views by U.S.-based users. A significant portion of these impressions,
however, are attributable to a handful of high-profile accounts, primarily @Wikileaks. At least
one heavily-retweeted Tweet came from another potentially Russia-linked account that showed
signs of automation.

With respect to #DNCLeak, approximately 23,000 users posted around 140,000 unique
Tweets with that hashtag in the relevant period. Of those Tweets, roughly 2% were from
potentially Russian-linked accounts. As noted above, our automated systems at the time
detected, labeled, and hid just under half (48%) of all the original Tweets with #DNCLeak. Of
the total Tweets with the hashtag, 0.84% were hidden and also originated from accounts that met
at least one of the criteria for a Russian-linked account. Those Tweets received 0.21% of overall
Tweet impressions. We learned that a small number of Tweets from several large accounts were
principally responsible for the propagation of this trend. In fact, two of the ten most-viewed
Tweets with #DNCLeak were posted by @Wikileaks, an account with millions of followers.

4, Human-Coordinated Russian-Linked Accounts

We separately analyzed the accounts that we have thus far identified through information
obtained from third-party sources as linked to the Internet Research Agency (“IRA™). We have
so far identified 2,752 such accounts. Those 2,752 accounts include the 201 accounts that we
previously identified to the Committee. In responding to the Committee and through our
cooperation with its requests, we have since linked the 201 accounts to other efforts to locate
IRA-linked accounts from third-party information. We discovered that we had found some of
the 201 accounts as early as 2015, and many had already been suspended as part of these
previous efforts. Our retrospective work, guided by information provided by investigators and

11
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others, has thus allowed us to connect the 201 accounts to broader Russian election-focused
efforts, including the full set of accounts that we now believe at this point are associated with the
IRA. This is an active area of inquiry, and we will update the Committee as we continue the
analysis.

The 2,752 IRA-linked accounts exhibited a range of behaviors, including automation. Of
the roughly 131,000 Tweets posted by those accounts during the relevant time period,
approximately 9% were election-related, and many of their Tweets—over 47%—were
automated.

While automation may have increased the volume of content created by these accounts,
IRA-linked accounts exhibited non-automated patterns of activity that attempted more overt
forms of broadcasting their message. Some of those accounts represented themselves as news
outlets, members of activist organizations, or politically-engaged Americans. We have seen
evidence of the accounts actively reaching out to journalists and prominent individuals (without
the use of automation) through mentions. Some of the accounts appear to have attempted to
organize rallies and demonstrations, and several engaged in abusive behavior and harassment.
All 2,752 accounts have been suspended, and we have taken steps to block future registrations
related to these accounts.

B. Advertising Review

In the second component of our retrospective review, we focused on determining whether
or how malicious Russian actors may have sought to abuse our platform using advertising.

1. Methodology

To evaluate the scope and impact of election-related advertisements, we used a custom-
built machine-learning model that we refined over a number of iterations to maximize accuracy.
That model was designed to detect all election-related content in the universe of English-
language promoted Tweets that appeared on our system in 2016.

Our model yielded 6,493 accounts. We then divided those accounts into three categories
of high, medium, and low interest based on a number of factors: the number of promoted Tweets
the account had purchased in 2016, the percentage of promoted Tweets from the whole that our
model suggested were election-related (a concept known as “election density”), whether the
account had Russian-specific characteristics, and whether the account had non-Russian
international characteristics.

For the purpose of this review, we deemed an account to be Russian-linked if any of the
following criteria were present: (1) the account had a Russian email address, mobile number,
credit card, or login IP; (2) Russia was the declared country on the account; or (3) Russian
language or Cyrillic characters appeared in the account information or name. (As in the core-
product review, here too, we encountered technological challenges associated with VPNs, data
centers, and proxy servers that do not allow us to identify location.) We treated as election-
related any promoted Tweets that referred to any candidates (directly or indirectly), political
parties, notable debate topics, the 2016 election generally, events associated with the election, or
any political figures in the United States.

12
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Experienced advertising policy content reviewers then engaged in a manual evaluation of
each account to determine whether they had promoted violative content in 2016. While we
reviewed every account, the level of review corresponded to the category in which the account
belonged. For high-interest accounts (197), we reviewed 100% percent of the account’s
promoted content, as well as information about the account itself, including location and past
advertising activity. For other types of accounts, we adjusted our level of manual review
according to the interest category of the account. For the medium interest accounts (1,830), we
reviewed approximately three quarters of the promoted content associated with the account,
together with the account information. For the low interest accounts (4,466), we reviewed about
one quarter of the promoted content, together with other account information. For each Tweet
our reviewers examined, the reviewers evaluated its contents, including any attached media,
geographical and keyword targeting, and account-level details, such as profile, avatar, and non-
promoted Tweets. Reviewers looked at the Russian signals connected to any account, regardless
of its interest category.

Finally, we tested our results against accounts we knew to be Russian, such as Russia
Today accounts, to ensure that our methodology was sound. As we did with the retrospective
review of election-related Tweets, we evaluated the advertising data both using the policies in
place at the time and using our new policies that we have since introduced. That permitted us to
compare what we would have detected and stopped promoting during the relevant time period
had the more recent improvements been in place.

2. Analysis and Key Findings

We identified nine accounts that had at least one of the criteria for a Russian-linked
account and promoted election-related content Tweets that, based on our manual review, violated
existing or recently implemented ads policies, such as those prohibiting inflammatory or low-
quality content.

Two of those accounts were @RT COM and @RT_America. Those two accounts
represented the vast majority of the promoted Tweets, spend and impressions for the suspect
group identified in our review. Together, the two accounts spent $516,900 in advertising in
2016, with $234,600 of that amount devoted to ads that were served to users in the U.S. During
that period, the two accounts promoted 1,912 Tweets and generated approximately 192 million
impressions across all ad campaigns, with approximately 53.5 million representing impressions
generated by U.S.-based users.

On Thursday, October 26, 2017, Twitter announced that it would no longer accept
advertisements from RT and will donate the $1.9 million that RT had spent globally on
advertising on Twitter to academic research into elections and civil engagement.

The remaining seven accounts that our review identified represented small, apparently
unconnected actors. Those accounts spent a combined total of $2,282 on advertising through
Twitter in 2016, with $1,184 of this amount spent on ads that were served to users in the U.S.
Our available impressions data indicates that in 2016, those accounts ran 404 promoted Tweets
and generated a total of 2.29 million impressions across all ad campaigns. Approximately
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222,000 of those impressions were generated by U.S.-based users. We have since off-boarded
these advertisers.

V. Post-Election Improvements and Next Steps

While Russian, election-related malicious activity on our platform appears to have been
small in comparison to overall activity, we find any such activity unacceptable. Our review has
prompted us to commit ourselves to further enhancing our policies and to tightening our systems
to make them as safe as possible. Over the coming months, we will be focusing on a series of
improvements both to our user safety rules and our advertising policies that we believe will
advance the progress we have already made this year.

A. Enhancements to User Safety and Prevention of Abuse

In 2017, Twitter prioritized work to promote safety and fight abuse across much of the
platform. Our engineering, product, policy, and user operations teams worked with urgency to
make important and overdue changes designed to shift the burden of reporting online abuse away
from the victim and to enable Twitter proactively to identify and act on such content.

As a result of that focus, we have:

o Improved Twitter’s detection of new accounts created by users who have been
permanently banned;

e Introduced safer search, which is activated by default and limits potentially sensitive
and abusive content from search results;

¢ Limited the visibility and reach of abusive and low-quality Tweets;

¢ Provided additional user controls both to limit notifications from accounts without
verified email or phone numbers and/or profile photos and to allow more options to
block and mute; and

* Launched new forms of enforcement to interrupt abuse while it is happening.

While we have made progress on many of our goals, our CEO recently acknowledged
that much work remains and that we recognize the need for greater openness about the work we
are doing. We are therefore increasing our efforts on safety. Consistent with our commitment to
transparency—and to offer full visibility to the Committee, the public, and the Twitter
community—on October 19, 2017, we published a calendar of our immediate plans. That
calendar identifies dates for upcoming changes to the Twitter Rules that we plan to make in the
next three months. These changes will enhance our ability to remove non-consensual nudity,
glorification of acts of violence, use of hate symbols in account profiles, and various changes to
user-reported Twitter Rules violations.  See https://blog.twitter.com/official/en_us/topics/
company/2017/safetycalendar.html. We plan to offer periodic, real-time updates about our
progress.
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We are implementing these safety measures alongside the enhanced techniques and tools
that the Information Quality initiative has generated for stopping malicious automated content.
As described above, we have recently made enhancements to our enforcement mechanisms for
detecting automated suspicious activity and have more improvements planned for the coming
weeks and months. One of our key initiatives has been to shorten the amount of time that
suspicious accounts remain visible on our platform while pending verification—from 35 days to
two weeks—with unverified accounts being suspended after that time. While these suspicious
accounts cannot Tweet while they are pending verification, we want to further reduce their
visibility. We will also introduce new and escalating enforcement mechanisms for suspicious
logins, Tweets, and engagements, leveraging our improved detection methods from the past year.
Such changes are not meant to be definitive solutions, but they will further limit the reach of
malicious actors on the platform and ensure that users have less exposure to harmful or malicious
content.

These new threats to our system require us to continually reevaluate how to counter them.
As the role of social media in foreign disinformation campaigns comes into focus, it has become
clearer that attempts to abuse technology and manipulate public discourse on social media and
the Internet through automation and otherwise will not be limited to one election—or indeed to
elections at all. We will provide updates on our progress to Congress and to the American
people in real time.

B. Enhancements to Advertising Policy

Last week, we announced a new policy to increase transparency regarding advertising on
Twitter. We will soon launch an industry-leading transparency center that will provide the
public with more detail than ever before about social media and online advertisers. The
enhancements include the ability to see what advertisements are currently running on Twitter,
how long the advertissments have been running, and all creative pieces associated with an
advertising campaign.

Users will also have greater insight into and control over their experience with
advertising on Twitter. Individual users will be able to see all advertisements that have been
targeted to them, and all advertisements that the user is eligible to see based on a campaign’s
targeting. We will also make it possible for users to provide negative feedback regarding an
advertisement, whether or not the user has been targeted by the campaign.

Our new policy also changes how Twitter treats electioneering advertisements, or
advertisements that clearly identify a candidate or party associated with a candidate for any
elected office. Electioneering advertisers will be required to identify themselves to Twitter, and
they will be subject to stricter requirements for targeting and harsher penalties for violations of
our policies. Any campaign that an electioneering advertiser runs will be clearly marked on the
platform to allow users to easily identify it. In addition to the information provided about ail
advertisements on Twitter, this disclosure will include current and historical spending by an
electioneering advertiser, the identity of the organization funding the campaign, and targeting
demographics used by the advertiser, such as age, gender, or geographic location.

15
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We recognize that not all political advertising is electioneering advertising. While there
is not yet a clear industry definition for issue-based advertisements, we will work with our
industry peers and with policymakers to clearly define them and develop policies to treat them
similarly to electioneering advertisements.

* * *

We have heard the concerns about Twitter’s role in Russian efforts to disrupt the 2016
election and about our commitment to addressing this issue. Twitter believes that any activity of
that kind—regardless of magnitude—is intolerable, and we agree that we must do better to
prevent it. We hope that our appearance today and the description of the work we have
undertaken demonstrates our commitment to working with you, our industry partners, and other
stakeholders to ensure that the experience of 2016 never happens again.

Indeed, cooperation to combat this challenge is essential. We cannot defeat this novel,
shared threat alone. As with most technology-based threats, the best approach is to share
information and ideas to increase our collective knowledge. Working with the broader
community, we will continue to test, to learn, to share, and to improve, so that our product
remains effective and safe.

We look forward to answering your questions and working with you in the coming
months.
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Chairman BURR. Thank you, Mr. Edgett.
Mr. Walker, the floor is yours.

STATEMENT OF KENT WALKER, SENIOR VICE PRESIDENT AND
GENERAL COUNSEL, GOOGLE

Mr. WALKER. Thank you very much, Chairman Burr, Vice Chair-
man Warner, Members of the Committee, for the opportunity to
speak with you today. My name is Kent Walker. I'm Senior Vice
President and General Counsel at Google. I oversee our legal, our
policy, our trust and safety, and our Google.org teams. I've worked
at the intersection of technology, security, and the law for over 25
years, starting my career as an assistant U.S. attorney for the U.S.
Department of Justice focused on technology crimes.

Let me start my conversation with you today by joining your ear-
lier comments, acknowledging the victims and families of the awful
attack in New York yesterday. As a New York employer, we know
how strong and tough New Yorkers are and we look forward to do
anything we can to help.

Turning to the issues before the Committee today, Google be-
lieves that we have a responsibility to prevent the misuse of our
platforms, and we take that very seriously. Google was founded
with the mission of organizing the world’s information and making
it universally accessible and useful. The abuse of the tools and
platforms we build is antithetical to that mission.

Google is deeply concerned about attempts to undermine the
democratic elections. We are committed to working with Congress,
law enforcement, others in our industry, and the NGO community
to strengthen protections around elections, to ensure the security
of users, and to help combat disinformation. We recognize the im-
portance of this Committee’s mandate, and we appreciate the op-
portunity to share information and talk about solutions.

Of course, disinformation and propaganda campaigns aren’t new
and have involved many types of media and publications over the
years. And for many years, we’ve seen attempts to interfere with
our online platforms. We take these threats very seriously. We've
built industry-leading security systems, and we’ve put those tools
into our consumer products as well.

Back in 2007, we launched the first version of our Safe Browsing
tool, which helps protect users from phishing, malware, and other
attacks. Today, Safe Browsing is used on more than 3 billion de-
vices worldwide.

If we suspect that users are subject to government-sponsored at-
tacks, we warn them about that. And last month, we launched our
Advanced Protection Program, which helps protect those at great-
est risk of attack, like journalists, business leaders, and politicians.

We face motivated and resourceful attackers, and we are contin-
ually evolving our tools to stay ahead of ever-changing threats. Our
tools don’t just protect our physical and network security, but they
also detect and prevent attempts to manipulate our systems. On
Google News, for example, we use fact-check labels to help users
spot fake news. For Google search, we have updated our quality
guidelines and evaluations to help surface more authoritative con-
tent from the web. We've updated our advertising guidelines as
well to prohibit ads on sites that misrepresent themselves.
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And on YouTube, we employ a sophisticated spam and security
breach detection system, designed to detect anomalous behavior
and catch people trying to inflate view counts of videos or numbers
of subscribers. And as threats evolve, we will continually adapt in
order to understand and prevent new attempts to misuse our plat-
forms.

With respect to the Committee’s work on the 2016 election, we've
looked across our products to understand whether government-
backed entities were using our products to disseminate information
in order to interfere with the U.S. election. While we did find some
deceptive activities on our platform associated with suspected gov-
ernment-backed accounts, that activity appears to have been rel-
atively limited. Of course, any activity like this is more than we
would like to see. We've provided the relevant information to the
Committee, have issued a public summary of the results of our re-
view, and we will continue to cooperate with the Committee’s in-
vestigation.

Going forward, we will continue to expand our use of cutting-
edge technology to protect our users and will continue working
with governments to ensure that our platforms aren’t abused. We
will also be making political advertising more transparent, easier
for users to understand, and even more secure. In 2018, we’ll re-
lease a transparency report showing data about who is buying elec-
tion ads on our platform and how much money is being spent. We’ll
pair that transparency report with a database, available for public
research, of election and ad content across our ads products.

We're also going to make it easier for users to understand who
bought the election ads they see on our networks. Going forward,
users will be able to easily find the name of any advertiser running
an election ad on Search, YouTube, or the Google Display Network
through an icon on the ad. We'll continue enhancing our existing
safeguards to ensure that we permit only U.S. nationals to buy
U.S. election ads.

We already tightly restrict which advertisers can serve ads to au-
diences based on political leanings. Moving forward, we’ll go fur-
ther by verifying the identity of anyone who wants to run an elec-
tion ad or use our political interest-based tools, and confirming that
that person is permitted to run that ad.

We certainly can’t do this alone. We'll continue to work with
other companies to better protect the collective digital ecosystem.
And even as we take our own steps, we remain open to working
on legislation that promotes electoral transparency.

Moreover, our commitment to addressing these issues extends
beyond our services. We've offered in-person briefings and intro-
duced a suite of digital tools designed to help election websites and
political campaigns protect themselves from phishing, unauthorized
account access, and other digital attacks. We're also increasing our
long-standing support for the bipartisan Defending Digital Democ-
racy Project.

Let me conclude by recognizing the importance of the work of
this Committee. Our users, advertisers, and creators must be able
to trust in their security and safety. We share the goal of identi-
fying bad actors who attempted to interfere with our systems and
abuse the electoral process.
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We look forward to continued cooperation both with the Members
of this Committee and with our fellow companies to provide access
to tools that help citizens express themselves, while avoiding
abuses that undercut the integrity of elections.

Thank you again for the opportunity to tell you about our ongo-
ing efforts. We look forward to our continuing work with Congress
on these important issues, and we are happy to answer any ques-
tions you might have.

[The prepared statement of Mr. Walker follows:]
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Chairman Burr, Vice-Chair Warner, and members of the Committee, thank you for the

opportunity to appear before you this morning.

My name is Kent Walker. I am Senior Vice President and General Counsel at Google and
Ilead our Legal, Policy, Trust and Safety, and Philanthropy teams. I've worked at the
intersection of technology, security, and the law for over 25 years, including a tour early in my

career as an Assistant US Attorney at the Department of Justice focusing on technology crimes.

We believe that we have a responsibility to prevent the misuse of our platforms and we
take that very seriously. Google was founded with a mission to organize the world’s information
and make it universally accessible and useful. The abuse of the tools and platforms we build is
antithetical to that mission.

Google is deeply concerned about attempts to undermine democratic elections. We are
committed to working with Congress, law enforcement, others in our industry, and the NGO
community to strengthen protections around elections, ensure the security of users, and help

combat disinformation.

We are dealing with difficult questions that balance free expression issues,
unprecedented access to information, and the need to provide high quality content to our users.
There are no easy answers here, but we are deeply committed to getting this right. We recognize
the importance of this Committee’s mandate, and we welcome the opportunity to share

information and talk about solutions.
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Of course disinformation and propaganda campaigns aren’t new, and have involved
many different types of media and publications. When it comes to online platforms, for many
years we have seen nation states and criminals attempt to breach our firewalls, game our search
results, and interfere with our platforms. These attempts range from large-scale threats, such as
distributed denial of service attacks, which we are able to identify and thwart quickly, all the way
down to small-scale, extremely targeted attacks, such as attempts to gain access to email

accounts of high-profile individuals.

We take these threats very seriously. We serve billions of users every day, so our
solutions need to work at scale. We've built industry-leading security systems and we've put
these tools into our consumer products. Back in 2007, we launched the first version of our Safe
Browsing tool, which helps protect users from phishing, malware, and other attack vectors.
Today, Safe Browsing is used on more than three billion devices worldwide. If we suspect that
users are subject to government-sponsored attacks we warn them. And last month, we launched
our Advanced Protection Program, which integrates physical security keys to protect those at
greatest risk of attack, like journalists, business leaders, and politicians. We face motivated and
resourceful attackers, and we are continually evolving our tools to stay ahead of ever-changing

threats.

Our tools don’t just protect our physical and network security, but also detect and
prevent artificially boosting content, spam, and other attempts to manipulate our systems. On
Google News, for example, we label links so users can see if the content is locally sourced, an
OpEq, or an in-depth piece. For Google Search, we have updated our quality guidelines and
evaluations to help identify misleading information, helping surface more authoritative content
from the web. We have updated our advertising guidelines to prohibit ads on sites that
misrepresent themselves. And on YouTube we employ a sophisticated spam and security-breach
detection system to detect anomalous behavior and catch people trying to inflate view counts of

videos or numbers of subscribers.

We have deployed our most advanced technologies to increase security and fight
manipulation, but we realize that no system is going to be 100% perfect. It is hard to rapidly
identify all untruthful content at massive scale, and harder yet to understand the motives and

potential connections of the people posting that content. But we have made substantial progress

2
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in preventing and detecting abuse, and we are seeing continued success in stopping bad actors
attempting to game them. And as threats evolve, we will continue to adapt in order to

understand and prevent new attempts to misuse our platforms.

With respect to the Committee’s work on the 2016 election, we have looked across our
products to understand whether individuals apparently connected to government-backed
entities were using those products to disseminate information with the purpose of interfering
with the US election. We based this review on research into misinformation campaigns from
Alphabet’s Jigsaw group, our information security team’s own methods, and leads provided by

other companies.

‘While we did find activity associated with suspected government-backed accounts, that
activity appears to have been limited on our platforms. Of course, any activity like this is more
than we would like to see. We have provided the relevant information to the Committee, have
issued a public summary of the results of our review, and will continue to cooperate with the

Committee's investigation.

Starting with our ads products, we found two accounts that appear to be associated with
this effort. These accounts spent approximately $4700 dollars in connection with the 2016
presidential election, representing less than 0.0002 percent of the total amount spent on that
race. We believe that the activity we found was limited because of various safeguards that we
had in place in advance of the 2016 election, and the fact that Google’s products didn’t lend
themselves to the kind of micro-targeting or viral dissemination that these actors seemed to

prefer.

As part of our investigation, we also looked at our other services. Let me share a few key
points. On YouTube, we did find 18 channels on YouTube with roughly 1,100 videos, a total of 43
hours of content, uploaded by individuals who we suspect are associated with this effort and
which contained political content. That compares with the 400 million hours of YouTube
content uploaded every minute, and the over one billion hours of YouTube content watched
every day. These videos generally had very low view counts; only around 3% percent had more

than 5,000 views. The videos were not targeted to any particular sector of the US population as
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that's not feasible on YouTube. Additionally, we found a limited number of Gmail accounts that

appear to have been primarily used to to set up accounts on social media platforms.

We continue to expand our use of cutting-edge technology to protect our users and will
continue working with governments to ensure that our platforms aren’t used for nefarious

purposes.

We will also be making political advertising more transparent, easier for users to

understand, and even more secure.

e In 2018 we'll release a transparency report for election ads, sharing data about who is
buying election ads on our platforms and how much money is being spent. We’ll pair our
transparency report with a database of election ad creatives from across our ads

products. And we will make the database available for public research.

e We're also going to make it easier for users to understand who bought the election ads
they see on our networks. Going forward, users will be able to find the name of any
advertiser running an election ad on Search, YouTube, and the Google Display Network

with one click on an icon above the ad.

e We will continue enhancing our existing safeguards to ensure that we only permit US
nationals to buy US election ads. We already tightly restrict which advertisers can serve
ads to audiences based on their political leanings. Moving forward, we'll go further by
verifying the identity of anyone who wants to run an election ad or use our

political-interest-based tools and confirming that person is permitted to run that ad.

We certainly can’t do this alone. Combating disinformation campaigns requires efforts
from across the industry. We'll continue to work with other companies to better protect the
collective digital ecosystem, and, even as we take our own steps, we are open to working with

governments on legislation that promotes electoral transparency.

Our commitment to addressing these issues extends beyond our services. Google has

supported significant outreach to increase security for candidates and campaigns across the

4
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United States, France, Germany, and other countries. We've offered in-person briefings and
introduced a suite of digital tools designed to help election websites and political campaigns
protect themselves from phishing, unauthorized account access, and other digital attacks. We've
partnered with the National Cyber Security Alliance to fund and advise on security training
programs that focus specifically on elected officials, campaigns, and staff members. We are also
increasing our long-standing support for the bipartisan Defending Digital Democracy Project at

the Belfer Center for Science and International Affairs at Harvard Kennedy School.

Let me conclude by recognizing the importance of the work of this Committee. Our users,
advertisers, and creators must be able to trust in their security and safety. We share the goal of
identifying bad actors who have attempted to interfere with our systems and abuse the electoral
process. We look forward to continued cooperation, both with the members of this Committee
and with our fellow companies, to both provide access to tools that help citizens express

themselves while avoiding abuses that undercut the integrity of elections.

Thank you for the opportunity to tell you about our ongoing efforts in this space. We look
forward to continuing to work with Congress on these important issues, and I'm happy to

answer any questions you might have.
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Chairman BURR. Mr. Walker, thank you for your testimony.

The Chair would recognize himself and share with Members that
I'm going to talk about one specific ad that—it’s not going to count
to my seven minutes, and the Vice Chairman is going to do the
same at the beginning of his, to sort of set the stage for much of
what we’ll talk about today.

As an example, I'd like to highlight one specific case with real-
world implications involving two different Facebook groups, both of
which are associated with the Russian Internet Research Agency.

You'll see the first board that is up.

[The material referred to follows:]
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The first group’s called “The Heart of Texas,” with over 250,000
followers. This account promoted pro-Texas causes and included
posts many would characterize as anti-immigration or anti-Muslim.
The tagline for this group, as referenced in the top left-hand corner
of the first chart, is “Texas: homeland of guns, barbecue, and your
heart,” with the words “time to secede” emboldened on the Texas
flag.

Turning to the second group, which is in the bottom right-hand,
it’s called “The United Muslims of America,” with over 328,000 fol-
lowers. This account claimed to be pro-Islamic themes. The tagline
for this group, as referenced in the bottom-right corner of the first
chart, is “I'm a Muslim and I'm proud.”

So, if I could have the second board up. The Heart of Texas
group created a public event on Facebook, to occur at noon, May
21st, 2016, at the Islamic Center in Houston, Texas, to stop, quote,
“to stop the Islamization of Texas,” unquote. The same group then
placed an advertisement on Facebook to promote their event, with
over 12,000 people viewed.

The United Muslims of America subsequently created an event
on Facebook to occur at noon, May 21st, 2016, at the Islamic Cen-
ter in Houston, Texas, to, I quote, “save Islamic knowledge”—same
time, same place as the Heart of Texas event. The group then
placed an advertisement, targeting people in Houston, Texas, area
to promote their event to support the Islamic Center. More than
2,700 people viewed this ad.

If I could have the third board.

On May 21st, 2016, local news captured the events as they un-
folded, reporting on the protest stage by the Heart of Texas group
and resulting counter-protest. The pictures you see on the third
board are from the streets in front of the Islamic Center in Hous-
ton, Texas.

What neither side could have known is that Russia trolls were
encouraging both sides to battle in the streets and create division
between real Americans. Ironically, one person who attended stat-
ed, “The Heart of Texas promoted this event, but we didn’t see one
of them.” We now know why. It’s hard to attend an event in Hous-
ton, Texas, when you’re trolling from a site in St. Petersburg, Rus-
sia. Establishing these two competing groups, paying for the ads,
gnd causing this disruptive event in Houston cost Russia about

200.

Mr. Stretch, you commented yesterday that your company’s goal
is bringing people together. In this case, people were bought to-
gether to foment conflict, and Facebook enabled that event to hap-
pen. I would say that Facebook has failed their goal. From a com-
puter in St. Petersburg, Russia, these operators can create and pro-
mote events anywhere in the United States and attempt to tear
apart our society. I'm certain that our adversaries are learning
from the Russian activities and even watching us today. Simply
put, you must do better to protect the American people and, frank-
ly, all of your users from this kind of manipulation.

My time can start now. I have one simple question, yes or no
from each of you. I'll start with Mr. Stretch and work my way to
your left.
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The Federal Election Campaign Act prohibits any foreign na-
tional from spending funds in connection with any Federal, State,
or local elections in the United States. Doesn’t this law prohibit
your publication of this content?

Mr. Stretch.

Mr. STRETCH. Prohibit publication of the content we’ve seen?

Chairman BURR. Does FEC law apply to Facebook?

Mr. STRETCH. Certainly, FEC law, yes, applies to

Chairman BURR. Prohibits foreign dollars influencing an elec-
tion?

Mr. STRETCH. It prohibits foreign actors from using really any
medium, including Facebook, to influence a foreign—a U.S. elec-
tion.

Chairman BURR. So FEC law applies to Facebook?

Mr. STRETCH. Yes, it does.

Chairman BURR. Mr. Edgett.

Mr. EDGETT. It applies to Twitter as well.

Chairman BURR. It applies Twitter.

Mr. Walker.

Mr. WALKER. Yes, sir.

Chairman BURR. Great.

The prevalence of social media use among military members,
who spend so much time outside the country, deployed away from
friends, away from family, seems a likely target for foreign intel-
ligence agencies who want to collect details on U.S. force move-
ments, deployments, and other sensitive insight. Do you monitor
your platforms for indications that your users in the U.S. military
are targeted in any way?

Mr. Stretch.

Mr. STRETCH. Senator, yes, and I would say that that sort of—
that sort of security work really falls into the traditional cybersecu-
rity work that we’ve long been focused on. We’ve had a threat intel-
ligence team for years now that has been focused on tracking for-
eign actors, and it’s exactly that sort of threat that we believe has
historically been an area of focus for our adversaries, and likewise
an area of focus for us on the defensive side.

Chairman BURR. Mr. Edgett.

Mr. EDGETT. Similar to Mr. Stretch, we’ve been focused on that
type of threat for years. We're also focused on education on the
other side and helping law enforcement and military personnel un-
derstand how to use Twitter and both its benefits and its risks.

Chairman BURR. Mr. Walker.

Mr. WALKER. We've been looking at cyber espionage for some
years, and so this is all in focus. Because we’re not a social net-
work, we may not have as much visibility as to whether individual
users of our service are veterans or not, but that would certainly
be an area of concern.

Chairman BURR. These questions are for Facebook, Mr. Stretch.
In a blog published September 6th, 2017, Alex Stamos, Facebook’s
Chief Security Officer, wrote that the company had discovered
about 3,000 political ads that were paid for through 470 fake ac-
counts and pages that likely operated out of Russia. Facebook shut
down these accounts on the grounds that they were inauthentic.
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Had these accounts not violated Facebook’s prohibition against fake
accounts, would they have been shut down?

Mr. STRETCH. Senator, many of them would have, because many
of them violated other policies related to the type of content that’s
permitted on the platform. The authenticity issue is the key.

Referring to the content you surfaced earlier, it pains us as a
company, it pains me personally, to see that we were—that our
platform was abused in this way. People in this country care deeply
in—about issues of public concern, and it’s one of the strengths of
our country that people are so willing to speak freely about them.
The fact that foreign actors were able to use our platform to exploit
that openness is a deeply painful lesson for us, and one we’re fo-
cused on learning from going forward.

Chairman BURR. Does it trouble you that it took this Committee
to get you to look at the authentic nature of the users and the con-
tent?

Mr. STRETCH. Senator, we are certainly troubled—I'd say more
than troubled—by the evidence of abuse of our platform during
2016, and we're certainly grateful for the Committee’s investigation
and the attention you’re bringing to this issue. We think it’s very
important.

We do believe that it’s a larger issue than any one company, and
we believe that, going forward, there are opportunities, not just for
us to do better, but for us to work together to make sure we’re all
addressing this threat appropriately.

Chairman BURR. What characteristics would indicate that an ac-
count or a page is likely operated out of Russia?

Mr. STRETCH. There are a number of characteristics that can sig-
nal potential location. The most obvious one that is typically the
most reliable is location information that’s transmitted by the
user’s browser when they access Facebook. It’s also the most easily
manipulable.

There are many other signals that similarly will suggest location,
but, because of the way the internet is architected, can also be
faked. Our job is to look not just for the signals that are in plain
sight, but understand how they can be manipulated, and look for
patterns of activity that reveal efforts to abuse our platform that
are shrouded, both geographically and in other ways.

Chairman BURR. Mr. Edgett, your vice president at Twitter stat-
ed that Twitter’s expanding its team and resources and building
new tools and processes to combat automated Twitter accounts, or
bots. What is Twitter’s process for identifying a bot?

Mr. EDGETT. We have a lot of data behind sort of the things you
see on Twitter that looks at the activity of an account—and remem-
ber, there are hundreds of millions of accounts—the activity of an
account as it relates to other accounts. So as you or I, Senator,
tweet, our activity looks pretty normal. As an automated account
tweets thousands of times an hour, or logs in thousands of times
a day, that looks pretty suspicious.

So our technology is looking for that anomaly that differentiates
sort of normal accounts from automated accounts. But spammers
and bad actors are getting better at making themselves look more
real.
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Chairman BURR. So what percentage of accounts on Twitter are
actually bots and not real people?

Mr. EDGETT. So we do a monthly audit of this and investigation,
and determined that for years less than 5 percent of our accounts
are false accounts or spam.

Chairman BURR. What happens to accounts on Twitter that are
suspended by Twitter? Is there an indefinite status?

Mr. EDGETT. Once we suspend an account, they’re—especially an
automated account—they’re typically permanently banned from the
platform. And we also do work to link those accounts with new ac-
counts that may pop up. So the more we investigate and look into
this and build the web of information around the signals we’re see-
ing from these accounts, the better we get at linking those accounts
and stopping them before they get on the platform.

Chairman BURR. My time has expired, but I'm going to ask you
to submit in writing for the record Twitter’s assessment of why
independent assessments of the number of bots on Twitter con-
stantly, consistently, are higher than the 5 percent that you've
stated today, if you would provide that for the record.

Mr. EDGETT. Happy to provide that for the record and address
it today.

Chairman BURR. Thank you.

Vice Chairman.

Vice Chairman WARNER. Thank you, Mr. Chairman.

I also want to demonstrate, but I'd also—as we'’re getting ready—
we have had testimony before this Committee from a representa-
tive of NATO that fake and bot accounts on Twitter are more in
the 12 percent to 15 percent account. A vast number of research
studies—you know, 320 million active Twitter accounts—even if
you assume 10 percent, you're still talking 30-plus million potential
accounts that could be misused and abused.

If we could put up the chart here, this is another example of how
people are kind of lured in.

[The material referred to follows:]
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Vice Chairman WARNER. The first ad is an ad that is pretty be-
nign. It’'s obviously targeted towards Christians. It’s a—it’s an
“Army of Jesus” Facebook ad, 217,000 followers. You like that
page, and here’s what happens: you would get a series of, for the
most part, relatively benign Bible quotes or other items. This ad
appeared in October of 2016.

Late October, early November, suddenly, this benign site, in ad-
dition to your Bible quotes, suddenly we’re getting these other
posts, not paid ads, but posts from this organization. This message,
obviously the bottom one would’ve gone to the 217,000 followers.
We have no idea how many times it was liked or shared with other
individuals.

Again, we've got two different examples of the type of tools, how
people are lured in, and then once they’re lured into what they
think is a pro-Texas or pro-Muslim or here pro-Jesus account—and
then they are manipulated by foreign actors and foreign agents.

Go ahead and start my time.

First of all, I hear all your words, but I have more than a little
bit of frustration that many of us on this Committee have been
raising this issue since the beginning of this year, and our claims
were frankly blown off by the leaderships of your companies, dis-
missed, said, there’s no possibility, nothing like this happening,
nothing to see here.

It bothers me, if you're really committed to trying to work with
us to resolve this, that it took until this Committee continually
went at you, and it was July and early August when you made
your first presentations. And, candidly, your first presentations
were less than sufficient and showed in my mind a lack of re-
sources, a lack of commitment, and a lack of genuine effort.

Candidly, your companies know more about Americans in many
ways than the United States government does. And the idea that
you had no idea any of this was happening strains your credibility.

So my first question is this, and I want a yes or no answer, not
a filibuster. Will you commit to continue to work with this Com-
mittee to provide additional information and additional documents
as needed as we continue to explore this challenge and threat on
a going-forward basis?

We go right down the line. Mr. Stretch.

Mr. STRETCH. Yes.

Vice Chairman WARNER. Mr. Edgett.

Mr. EDGETT. Absolutely.

Vice Chairman WARNER. Mr. Walker.

Mr. WALKER. Absolutely.

Vice Chairman WARNER. Next, one of the things that I con-
tinue—again, and I will commend you here—that from the first our
friends at Facebook, you identified 470 accounts, 3,000 ads. And
most of the work, at least it appears to me, from at least Twitter
and Facebook, has all been derivative of that initial data dump.

And again, this is a yes or no question: Do you believe that any
of your companies have identified the full scope of Russian active
measures on your platform? Yes or no?

Mr. STRETCH. Senator, our investigation continues. So I would
have to say no, certainly not with certainty.

Vice Chairman WARNER. Mr. Edgett.
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Mr. EDGETT. No, and we’re still working on this.

Vice Chairman WARNER. Mr. Walker.

Mr. WALKER. I believe we haven’t done a comprehensive inves-
tigation, but, as Mr. Stretch says, these are ongoing issues, and we
continue to investigate.

Vice Chairman WARNER. Let me start again with Facebook here.
You've identified 470 accounts from one troll farm in St. Peters-
burg. There have been plenty of press reports of other troll farms
in Russia. There have been reports of other activities that were
Russian-controlled in Central Europe and Eastern Europe. In meet-
ings with your leadership, as you became more aware of this prob-
lem, you aggressively promoted the fact, for example, that you took
down 30,000 accounts around the French elections. Now, you say
not all of those were Russian-related.

Have you gone back and cross-checked those Russian-related ac-
counts that you took down in France to see if any of those accounts
were active in the American election?

Mr. STRETCH. Senator, the 30,000 accounts that we took down
in

Vice Chairman WARNER. The accounts that were related to Rus-
sian accounts that you took down. Your leadership in fact bragged
about how proactive you were in the French election process. Did
you check those accounts to see if any of them were active in the
American elections?

Mr. STRETCH. Senator, the system that ran to take down those
accounts, which were fake accounts of, really, all type and for any
purpose, has—is now active worldwide——

Vice Chairman WARNER. Have you

Mr. STRETCH [continuing]. And has been operated——

Vice Chairman WARNER. Just please answer my question. Have
you reviewed the accounts you took down in France that were Rus-
sian-related to see if they had played any role in the American
election?

Mr. STRETCH. Senator, I apologize. I'm trying to answer the ques-
tion.

Vice Chairman WARNER. Well, the answer is yes or no. I don’t
want a long explanation. I want to know if you have done this. I've
been signaling this to you for some time. We wanted to make sure
that you would review those accounts. We wanted to make sure—
the 470 accounts that paid for the 3,000 ads, you said these were
all accounts, except for one, that were paid for in rubles. Did you
even run those accounts to see if any of those accounts were paid
for with dollars or euros or other currencies?

Mr. STRETCH. Senator, those—let me try to state it

Vice Chairman WARNER. Yes or no?

Mr. STRETCH. So we have, and we continue

Vice Chairman WARNER. Mr. Stretch, yes or no?

Mr. STRETCH. Yes, we are looking and have looked at every pos-
sible indication of Russian activity in the 2016 election, and the in-
vestigation continues.

Vice Chairman WARNER. Sir

Mr. STRETCH. That includes any evidence we’ve identified from
those 30,000 accounts, as well as a number of:
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Vice Chairman WARNER. All those accounts have been run, that
database has been run, to see if any of those accounts were active
in the United States?

Mr. STRETCH. I will have to come back to you on that, Senator.

Vice Chairman WARNER. Sir, we’ve had this hearing scheduled
for months. I find your answer very, very disappointing.

On the question of—we just discovered, and I appreciate this,
you had 80,000 views in terms of Russian—views on Facebook. We
now discovered in the last 48 hours 120,000 Russian-based posts on
Instagram. Have you done any of the similar analysis on those
120,000 posts? We know the 80,000 ended up reaching 126 million
Americans. Have you done that same analysis on the 120,000 posts
on Instagram?

Mr. STRETCH. Yes, Senator, we have.

Vi}cg Chairman WARNER. And how many Americans did those
touch?

Mr. STRETCH. The data on Instagram is not as complete, but the
data that we do have indicates that, beginning in October of 2016,
those Instagram posts reached an additional 16 million people, in
addition to the 126 million people that we identify:

Vice Chairman WARNER. So now we’re seeing the Russian activi-
ties roughly at 150 million-plus Americans, without knowing how
many times they were re-shared.

Mr. STRETCH. If I can add that the time period prior to October
16th, where our data is less reliable, would yield an incremental
4 million. So all told, that gets you to approximately a little less
than 150 million. That’s correct, Senator.

Vice Chairman WARNER. Mr. Edgett, on the Twitter account,
you—there was one activity—and this was not something that hap-
pened during 2016. Again, I agree with the Chairman. We’re not
here to relitigate 2016. But there was a fake Tennessee Republican
account, TEN-GOP. The irony was this account had 154,000 fol-
lowers; the real Tennessee GOP party had 13,000—13,400 fol-
lowers, I believe, based on your numbers.

I find very interesting, there have been some people who have
said, “Well, people should be able spot these fake accounts.” Well,
if they’re able to spot these fake accounts, you had the President’s
communications director retweeting this account, Kellyanne
Conway. You had the President’s son, Donald Trump, Jr.,
retweeting this account.

My question is, why did it take so long to take this down when
the Tennessee Republican party was asking you repeatedly?

Mr. EDGETT. Yeah, that—and that was an absolute miss, and
we've gotten better since. We've refined our policies around imper-
sonation and parody accounts——

Vice Chairman WARNER. Let me just close with this. My time’s
about up.

Mr. EDGETT. Sure.

Vice Chairman WARNER. We've looked on this subject, on polit-
ical information and disinformation. But the same way that these
bots and trolls and click farms and fake pages, groups, algorithm
gaming can be used in politics, these same tools can and have been
used, I believe, to assist financial frauds around stock schemes. I
think there is a lot of this activity in broad-based digital adver-
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tising. I think we’ve seen some of this in schemes to sell counterfeit
prescription drugs, as well as the ability to encourage folks to
download malware. I believe this is a real challenge, and to get this
right we’re going to need your ongoing cooperation.

Thank you, Mr. Chairman.

Chairman BURR. Senator Risch.

Senator RiscH. Thank you.

Gentlemen, thank you for coming today. By now it’s probably
pretty obvious to everyone that this Committee has spent lots and
lots and lots of time on this, both as it relates to the election and
on these kinds of things not related to the political process here in
the country. But we have spent a lot of time, and I think have been
able to reach some conclusions on this.

No-one’s exempt. I come from a State that’s a lot smaller, Idaho.
They tried to do exactly in Idaho exactly what was done in Texas,
where they tried to promote a meeting where they had two con-
flicting sides, and no one showed up. So there was no success.

In Idaho, just like Texas, it had absolutely nothing to do with the
2016 presidential election. It was simply a cultural type of acri-
mony that they were attempting to promote.

The Chairman talked about the news reports that allege that the
Russians used social media to promote a particular candidate, and
may even, some of those, suggest that it changed the result of the
election. But this whole thing goes a lot deeper than that. One of
the things we’ve discovered—and I think you probably are aware
of this—that you can’t look at those ads and say, “Okay, they were
all promoting one particular candidate.” There were ads going both
ways, for and against both candidates, by the Russians. I'm going
to get back to that in just a second.

But the other thing that I think that we’ve come to a conclusion
on, and very early, is that the U.S. isn’t the only country suffering
from this. The Europeans, France, Austria, Germany, just among
others, have suffered from the exact same thing, and that is Rus-
sian attempted interference with their domestic affairs.

I put a section in the sanctions bill, the Iran, Russia, North
Korea sanctions bill, that requires the Executive Branch to do a
study on this, on the effect in Europe, because they were much
more overt in Europe than they were here—most of the work they
did here was covert—and probably because in European countries
there is actually a fair amount of Russian sympathy where they
can mobilize these people, not so much here in the United States.
Obviously some, but not nearly, what is there.

So I want to come at this from a different perspective. The 2016
elections got a lot of the politicians riled up because it went after
the political process. But my conclusion is, and I think most people
here would agree with me, that—and indeed, Senator Warner re-
ferred to this—that this is a lot deeper than just the elections.

There are a lot of things that the Russians are trying to do, and
not just inject themselves into the electoral process. It seems to me
that, after you step back and look at this and say, “What’s going
on here? What is the motivation? What are they doing?” I always
look at something from an objective standpoint—“What is their ob-
jective? What are they trying to accomplish?” And you walk away
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from it just shaking your head, because we Americans don’t think
the same way they think about promoting our country.

So the conclusion I've reached is that the Russians are doing
what they’ve done all along, long before your technology even ex-
isted, and that is trying to sow discord, simply trying to sow dis-
cord.

My question to each of you is: have you tried to analyze what the
Russians were trying to accomplish here, not only in the 2016 elec-
tions, but in these other kinds of ads, with the discord? What are
your personal views on that, whether they’'ve—what they’re trying
to accomplish?

Mr. Stretch.

Mr. STRETCH. Senator, it’s very difficult for us to ascribe motive.
It’s I think why this Committee’s work is so important. We've tried
to provide you as much information as we can, and we hope that,
with your visibility into other sources of information, you will be
able to help the American people have a better assessment of what
the motive is. We think that’ll help all of us do better to prevent
this sort of activity in the future.

Senator RisCH. Would you agree with me that the motive isn’t
obvious here, given the difference in the way they handle these
things?

Mr. STRETCH. Yes, I would agree with that.

Senator RISCH. Mr. Edgett.

Mr. EDGETT. I would agree with that, as well. I mean, based on
what we’ve seen, the advertisements from Russia Today, the types
of content that was being put out by the IRA, also the automated
account content, looks as if it’s merely focused on divisiveness. But
we're still investigating this issue, and look forward to working
with this Committee to help put the whole picture together.

Senator RiscH. Mr. Walker.

Mr. WALKER. The large majority of the material we saw was in
the socially divisive side, rather than direct electoral advocacy, yes.

Senator RISCH. And that has really been the focus of the media,
that, oh, this was all about the 2016 election. You agree with me
that this is much broader than that and is, as you say, divisive—
aimed at divisiveness, or aimed at discord? Would you all agree
with that?

Mr. EDGETT. Yes, and that’s a problem we’re trying to tackle
every day.

Senator RISCH. Mr. Stretch, do you agree with that?

Mr. STRETCH. Yes, I would agree and note that the time period
in question and the activity we saw even continued after the elec-
tion.

Senator RiscH. Mr. Walker.

Mr. WALKER. That seems reasonable, hard for us to know and,
again, ultimately for the Committee to decide.

Senator RISCH. I appreciate that. And as I said, my view of this
is this a whole lot broader than simply the 2016 election.

Mr. Walker, I have a specific question for you. I think I heard
you say that you’re enacting a policy where only a U.S. national
can buy an election ad. Is that correct?

Mr. WALKER. That’s correct.
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Senator RiscH. Okay. What about other countries? Obviously,
you operate in places other than the United States. Can a U.S. na-
tional buy an ad, for instance, for a French or German or Austrian
campaign?

Mr. WALKER. I haven’t studied the laws of individual countries,
but we are not confining our work to the U.S. We are looking at
other elections around the world to make sure that we do whatever
we can to minimize electoral inference.

Senator RISCH. So what you're going to do is try to confine people
to their own elections in their own countries? Is that pretty much
your objective?

Mr. WALKER. Certainly that’s the case for the United States, and
any other country around the world where that’s the law that’s
true, yes.

Senator RIscH. I think that’s going to be a big challenge for you,
but good luck, and I wish you well in that endeavor.

Thank you, Mr. Chairman.

Chairman BURR. Senator Feinstein.

Senator FEINSTEIN. Thanks, Mr. Chairman.

I sat in the Judiciary hearing yesterday. It was a subcommittee
hearing, but was able to ask some questions. And I want to just
make a personal comment, because I've been very proud, and I
know Senator Harris is as well, to represent this tech community
from California. But I must say, I don’t think you get it—I think
the fact that you're general counsels, you defend your company—
that what we’re talking about is a cataclysmic change. What we're
talking about is the beginning of cyber warfare. What we'’re talking
about is a major foreign power with the sophistication and ability
to involve themselves in a presidential election and sow conflict
and discontent all over this country.

We are not going to go away, gentlemen, and this is a very big
deal. I went home last night with profound disappointment. I asked
specific questions. I got vague answers, and that just won’t do.

You have a huge problem on your hands, and the United States
is going to be the first of the countries to bring it your attention,
and others are going to follow, I'm sure, because you bear this re-
sponsibility. You've created these platforms and now they are being
misused, and you have to be the ones to do something about it, or
we will.

And this Committee is Intelligence. It’s different from yesterday,
so they’re privy to different facts, and they’re very potent facts.

Let me go back to a couple of questions that I asked yesterday.
Mr. Edgett, yesterday, you testified that Twitter only began to re-
move voter suppression posts that told people they could vote by
texting or tweeting after you found out about them from other
Twitter users.

These were illegal tweets. Waiting for users to alert Twitter isn’t
sufficient. I'll give you another chance. What is Twitter doing to
proactively identify illegal voter suppression tweets?

Mr. EDGETT. Thank you for letting me address that. We’'re con-
stantly improving, not only on our technology around automated
accounts that are trying to amplify these types of messages——

Senator FEINSTEIN. That’s not enough.
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Mr. EDGETT [continuing]. But also on putting people and tech-
nology on the content and the behavior and trying to make our
workflows, our reporting flows, more efficient and using artificial
intelligence to prioritize things like the illegal voter suppression
ads and other things that we see on the platform, and taking those
down faster.

We are getting better, but this is a problem that we are focused
on getting better at every day.

Senator FEINSTEIN. Well, you have to find a way to prevent them
from going up.

Mr. EDGETT. That’s right. And that’s why we tend to

Senator FEINSTEIN. That’s the problem.

Mr. EpGETT. Right. That’s why we tend to focus on behavior be-
hind the accounts, to know before the content goes up. We've
seen—we’ve seen great strides in other areas not related to that,
and so we're trying to take that same solution to this problem set.

Senator FEINSTEIN. Mr. Walker, I asked your colleague yesterday
why Google didn’t immediately revoke Russia Today’s preferred
status after the intelligence community determined and publicly
stated that RT was a part of the Russian government’s efforts to
interfere in our election.

Mr. Salgado told me that RT only lost its preferred status be-
cause of a, quote, “drop in viewership,” end quote, not because it
was part of the Kremlin’s propaganda machine. This response was
deeply troubling, and frankly, did not answer my question. So here
it is again. Why didn’t Google take any action regarding RT after
the i?ntelligence community assessment came out in January of
20177

Mr. WALKER. Let me start by——

Senator FEINSTEIN. I'm sorry, your mic isn’t on.

Mr. WALKER. Senator, let me start by responding to your initial
comments to assure you we take this and have taken this issue
very seriously. The question of cyber espionage is one that we have
been working on for some years, publicly and privately, working
with other companies and working on our own to identify some of
these threats. This is one manifestation of that, but not the only
one.

With regard to RT, we recognize the concerns that have been ex-
pressed about RT and concerns about its slanted coverage. This is
of course a question that goes beyond the internet. RT is covered—
its channel is on major cable television stations, on satellite tele-
vision stations. Its advertising appears in newspapers, magazines,
girports. It’s run in hotels in pretty much every city in the United

tates.

We have carefully reviewed the content of RT to see that it com-
plies with the policies that we have against hate speech, incitement
to violence, et cetera. So far, we have not found violations, but we
continue to look.

Beyond that, we think that the key to this area is transparency—
that Americans should have access to information from a wide vari-
ety of perspectives, but they should know what they’re getting. And
so we already on Google provide information about the government-
funded nature of RT. We're looking at ways to expand that to
YouTube and potentially other platforms.
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Senator FEINSTEIN. Well, as you might guess, I'm really not sat-
isfied with that. That’s been the trend of the testimony all along.
I think we'’re in a different day now. We're at the beginning of what
could be cyber war. And you all, as a policy matter, have to really
take a look at that and what role you play.

I think my time is almost up. Let me try one more. A British re-
port recently concluded that social media platforms such as
Facebook, Twitter, and YouTube failed to remove extremist mate-
rial posted by banned jihadist and neo-Nazi groups, even when that
material was reported. The source for this is the British Par-
liament Home Affairs Select Committee.

Last night, we saw a horrific attack on innocent people in New
York by an individual who may have been radicalized online. We
know one person, who is Anwar al-Awlaki, with 75,000 hits, the
major radicalizer in the United States on the internet.

I'm working on legislation to require tech companies to report
known terrorist activity on their platforms to law enforcement and
to provide law enforcement with civil injunction authority.

So thank you, Mr. Chairman.

Chairman BURR. Thank you, Senator Feinstein.

Senator Rubio.

Senator RuBIio. Thank you.

Thank you all for being here.

Mr. Stretch, I want to ask you—and it relates to all this in the
following way, but let me work there. Guo Wengui is a whistle-
blower and a critic of the Chinese government, and his Facebook
account was blocked, and Facebook has informed us and has said
publicly that he violated terms of service. I think he published per-
sonal identifying information about individuals, and that violated
the terms of service, so—and I understand that argument.

My question—so what I want to be clear is, was there any pres-
sure from the Chinese government to block his account?

Mr. STRETCH. No, Senator. We reviewed a report on that account
and analyzed it through regular channels using our regular proce-
dures. The blocking was not of the account in its entirety, but I be-
lieve was of specific posts that violated our policy.

Senator RUBIO. But you can testify today that you did not come
under pressure from the Chinese government or any of its rep-
resentatives, or people working for them, to block his account or to
the block whatever it is you blocked?

Mr. STRETCH. I want to make sure I'm being precise and clear.
We did receive a report from representatives of the Chinese govern-
ment about the account. We analyzed that report as we would any
other and took action solely based on our policies.

Senator RUBIO. Facebook is not allowed to operate in China. Is
that correct?

Mr. STRETCH. Yes, that’s correct. Our consumer services are
blocked in China, that’s correct.

Senator RUBIO. Okay. There have been press reports that
Facebook may have potentially developed software to suppress
posts from appearing in people’s news feeds in specific geographic
areas. And the speculation is it’s being done for the purposes of get-
ting into the Chinese market.
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Is that accurate? Has Facebook developed software to suppress
posts from appearing in people’s news feeds in specific geographic
areas?

Mr. STRETCH. Senator, as you know, we are—we are blocked in
China, so any software we have is certainly not operative there. We
do have many instances where we have content reported to us from
foreign governments that is illegal under the laws of those govern-
ments. So a great example of this is Holocaust denial in Germany,
for example. And our position with respect to reports like that is,
if there is content that’s visible in a country that violates local law
and we're on specific notice of that content, we deploy what we call
geoblocking, or I.P. blocking, so that the content will not be visible
in that country, but remains available on the service.

Senator RUBIO. So, for example, if criticizing a government is il-
legal in that country, you have the capability to block them from
criticizing the government and thereby gaining entry into that
country and being allowed to operate?

Mr. STRETCH. We have the capability to ensure that our service
complies with local law, that’s accurate. We take a very nuanced
approach to reports of illegal content. We believe our mission is to
enable people to share and connect, and we believe that political
expression is at the core of what we provide. And so

Senator RUBIO. What if that political expression is illegal in the
country?

Mr. STRETCH. So, in the vast majority of cases where we are on
notice of locally illegal content, it has nothing to do with political
expression. It’s things like blasphemy in parts of the world that
are—that prohibit blasphemy.

Senator RUBIO. We could probably do a whole hearing on that
topic. But here’s why that’s related to what we’re talking about
today: terms of service is the reason why he was knocked off. All
of your companies have terms of service.

Is a foreign influence campaign a violation of the terms of service
of any of the three companies represented here today? If you can
prove that someone is doing it on behalf of a foreign government,
seeking to interfere in an election, does that violate your terms of
service?

[Pause.]

Any of you? Any of the three companies, in terms of being able
to operate or post things, and particularly Twitter and Facebook?

Mr. EDGETT. Generally, it would violate a number—we don’t
have state-sponsored manipulation of elections as one of our rules.
But generally the other types of rules, like inflammatory ads con-
tent, would take down most of these, these posts. So we don’t out-
right ban it, but——

Senator RUB10. Well, let me ask you this. I've read that you can
buy a bot army from between $45 to $100. Is buying and—if you
can prove that someone’s bought up and put together a bot army,
would that be a violation of terms of service?

Mr. EDGETT. Those would violate our terms of service around the
use of automated accounts, and those are the things that we’re
catching every day. We're blocking 450,000 suspicious logins a day.
We're challenging 4 million accounts every week, to make sure that
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they’re actually real people. But we have—we have terms of service
around——

Senator RUBIO. I didn’t get an answer on the face—is that a vio-
lation of terms of service, to buy for a foreign influence campaign
or to put together a bunch of fake ads and put them together?

Mr. STRETCH. That campaign violates our terms and our policies
in a number of ways. And we do not permit automated means for
accessing the site, so using the bots likewise would be a violation.

Senator RUBIO. Okay. If someone goes on and posts the Social
Security number and date of birth of an individual, that’s a viola-
tion of terms of service, correct?

Mr. STRETCH. For Facebook it is, yes.

Senator RUBIO. I would imagine for all the platforms.

Mr. EDGETT. It is.

Senator RUB10. What about if someone goes online and posts
classified information, illegally obtained, that threatens the lives of
individuals or methods, or potentially disrupts the ability to dis-
rupt a plot that can endanger the lives of people? Is posting that
online or posting that in one of your platforms a violation of terms
of service? It happens sometimes. I don’t know if you're aware of
it.

Mr. EDGETT. We work with law enforcement all the time on mat-
ters like that, and balance free speech rights, obviously, with those
of—obviously, an imminent threat, we would—we would take very
seriously and act on right away.

Senator RUBIO. I guess my point is, personal identifying informa-
tion is illegal to post it, right? It threatens someone’s identity. It’s
also illegal to steal and reveal classified information. And I'm just
curious if that’s also a violation of terms of service, since in fact
it could have real-life implications on individuals who could be com-
promised because of that release.

Do we have any evidence that Russian accounts uploaded U.S.
voter registration data and used it in conjunction with custom au-
diences to target specific voters by name? Do any of you have any
information that registered voter data was uploaded and used to
customize advertising or messaging to individual voters?

Mr. EDGETT. We haven’t seen evidence of that.

Mr. STRETCH. The same is true for Facebook.

Senator RUBIO. And my last question is—the scope of this was
not limited to 2016 or even the presidential race. As an example,
I think, with the help of some of the companies here, we've identi-
fied Being Patriotic, LGBT United, United Muslims of America,
Stop A.L, Heart of Texas; all were used to attack my campaign
during the primary. What’s interesting, though, is on the 3rd of
July and on the 8th of August, after the primary but when I chose
to run for reelection, one of those, LGBT United, attacked again.

So my point being these operations, while we’re talking about the
2016 presidential race, they’re not limited to 2016, and they were
not limited to the presidential race, and they continue to this day.
They are much more widespread than one election. It is about our
general political climate. Is that correct?

Mr. STRETCH. I would certainly agree with that statement, Sen-
ator.

Senator RUBIO. Okay. Thank you.
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Chairman BURR. Senator Wyden.

Senator WYDEN. Thank you, Mr. Chairman.

With the current fascist leadership of Russia enthusiastically un-
dermining our democracy, America must defend the values that
made us great and aggressively confront this espionage and the en-
emies that sponsor it. The tools of the espionage range from polit-
ical ads, to issue ads, sock puppets to fictional news stories, and
from rallies, to protests, to marches, all presented under false pre-
tenses.

While the Supreme Court has ruled that Congress may place
some limits on strictly political advertising, the other activities I
just mentioned are beyond the reach of government and govern-
ment regulation in a free society.

To fight back against this espionage, Americans have to rely on
our marketplace of ideas and the institutions that support it. Gen-
tlemen, today you three represent those institutions.

Now, you’ve discussed your response to these attacks, but it is
self-evident, in relation to the power your platforms now have, in
the past election you failed. And this is especially troubling because
the same Federal law that allowed your companies to grow and
thrive, the Section 230 law, gives you absolute legal protection to
take action against those who abuse your platforms to damage our
democracy.

The same algorithms that power your companies can be used to
identify the behavior indicative of these attacks, including fake ac-
counts and fake news stories, and identify the source of money pur-
chasing your ads.

Now, I'm of the view ads are a small part of a much bigger prob-
lem. Fake users posting stories on Facebook, videos on YouTube,
links on Twitter can be used by foreign and domestic enemies to
undermine our society. You need to stop paying lip service to shut-
ting down bad actors using these accounts. You've got the power
and Congress has given you the legal protection to actually act and
deal with this.

So I want to start with a couple of quick yes or no questions and
just go right down the row for the three of you. Mr. Walker, are
you satisfied with your platform’s response to foreign interference
in the 2016 election? Yes or no? Just yes or no.

Mr. WALKER. We—we are constantly doing better.

Senator WYDEN. Is the answer no?

Mr. WALKER. We could have done more, but I think we are doing
more today and have done more since the election.

Senator WYDEN. I'll take that as a no.

Mr. Edgett.

Mr. EDGETT. No, we need to do more.

Senator WYDEN. Mr. Stretch.

Mr. STRETCH. The same is true.

Senator WYDEN. Okay.

Do you all have—and we’ll start with you, Mr. Walker—the tech-
nical ability and resources to better respond to future misinforma-
tion campaigns? Yes or no?

Mr. WALKER. Yes. The safe harbors and the Good Samaritan
laws are important underpinnings for all of this. And we are doing
more, we have done more to combat fake news
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Senator WYDEN. Mr. Edgett, yes or no?

Mr. WALKER. Yes.

Mr. EDGETT. Yes.

Senator WYDEN. Mr. Stretch.

Mr. STRETCH. Yes, and I would add, though, that I do believe we
need information-sharing among industry, as well as working with
the government, to enable us to do this effectively.

Senator WYDEN. All right.

Gentlemen, specifically now describe the changes you’re going to
pursue that respond to not just the ads, but the sock puppets, the
hoaxes, and the confidence operations? We’d like to walk out of
here knowing the changes youre going to support going forward.

Mr. Walker.

Mr. WALKER. Sure. Let me give you four on the ad side and three
on the non-ad side.

Senator WYDEN. Quickly.

Mr. WALKER. Absolutely. The transparency report that we talked
about for ads; an archive of content that—of all ads’ content that’s
available; icons that make information on the site available to
users as to who sponsors an ad; and enhanced verification tech-
niques.

When it comes to non-ads material, fake news, we’re improving
our algorithms, our rater guidelines, and the signals we use. We're
using fake news fact-check labels to improve users’ ability to evalu-
ate fake news, and we’re looking at our ads policies to improve and
toughen rules against sites that misrepresent their nature.

Senator WYDEN. Mr. Edgett.

Mr. EDGETT. Coming out of the 2016 election and early this year,
our CEO asked our entire engineering product and design teams,
which make up a large majority of the company, to tackle the prob-
lem of safety, abuse, and misinformation on our platform, and to
drop everything else that we’re doing and to figure this out. We
formed we call an information quality team.

Senator WYDEN. Those are three sentences. What are the
changes?

Mr. EDGETT. Yes. We formed an information quality team fo-
cused on looking at both behavior and content and seeing how we
could stop bad actors from using automated activity to amplify
their message. We have just announced new transparency rules
around not just political ads, but all advertisements, to educate not
just American citizens, but our worldwide users.

We are also continuing to collaborate with law enforcement and
committees like this to make sure we're putting the right——

Senator WYDEN. I know very few specifics from that answer.

Mr. Stretch.

Mr. STRETCH. Senator, let me try four things.

First, today there are 10,000 people working at Facebook on safe-
ty and security across our security product and community oper-
ations teams. By the end of 2018, there will be more than 20,000.

Second, we announced last week a series of ad transparency
steps, drawing on the ideas in the Honest Ads Act that Senator
Warner talked about earlier, that will bring much greater visibility
to advertising generally and particularly to political advertising.
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Third, we are tightening our ad policies to limit divisiveness and
to limit violence in the use of our ad tools.

And fourth, we’re standing up an organization to enable better
industry sharing of threat information and also to help us work
better with law enforcement so that we can share information and
expertise in order to address this threat going forward.

Senator WYDEN. My last question is, it’s not clear that you all
or the public understand the degree of this sophisticated and ma-
nipulative intelligence operation. The Russians created Facebook
pages, posted YouTube videos, all trying to appeal to specific audi-
ences.

Some of the content wasn’t fake. It was intended to gather an au-
dience and gain trust. It told people that they were already recep-
tive to that, after gaining that trust, you could execute the espio-
nage, for example, by gathering liberals and then discouraging
them from voters.

Mr. Stretch, I'd like you to confirm that this technique was used
in the election.

Mr. STRETCH. Senator, we've provided all the information we can
about the content that we’ve identified on the system. I think to
make the sort of assessment you’re describing really requires this
Committee’s work to look at all of the online and offline activity
that would be necessary to effectuate a campaign like that.

Senator WYDEN. My time has expired. We have specific cases
that that was used. I would like in writing, within a week, what
you’re doing about it.

Thank you, Mr. Chairman.

Chairman BURR. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

It is very clear that Russian activities on your social media plat-
forms go far beyond the paid political ads that appeared last year.
The primary purpose of Russia’s active measures is to exploit and
to aggravate the divisions in American society and to undermine
public confidence in our democratic institutions. And those efforts
have not stopped. They continue to this very day. As Senator Risch
has pointed out, no area of the country is immune.

So let me give you an example, and we’ve passed it out to you,
by describing three unpaid posts from Facebook pages created by
the Russians that refer to the governor of Maine, Paul LePage.

[The material referred to follows:]
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Posts on Russian-Linked Facebook Pages Referenced by Senator Collins

Facebook Page: Williams & Kalvin
Date Posted: August 29, 2016
Video in Post: Video Link

Text Content:

"GOVERNER OF MAINE SAYS PEOPLE OF COLOR ARE ‘THE EMENY’

In a Friday press conference, Maine Governor Paul LePage called people of color and people of
Hispanic origin ‘the enemy’ and implied they should be shot.

LePage called up white people to kill Blacks! Does he want to repeat Rwandan genocide?
After this statement, we can clearly see what kind of people serve in American government!
White racist supremacy, that is for sure!

The only way to avoid mass killings of Black people is to fire LePage and all who have the same
racist beliefs from American government!"

Facebook Page: Williams & Kalvin
Date Posted: September 8, 2016

Text Content:

"MAINE GOVERNOR PAUL LEPAGE WAS DRAWN WEARING A KU KLUX KLAN
CAPE AND HOOD

LePage faced a lot of criticism over the past two weeks after his racial statements. And the
murals of LePage in a Ku Klux Klan cape and hood appeared over the weekend. We can clearly
see the reference to the white supremacist group.

But as for me, this graffiti reflect the real situation in American government! That is not a secret
that America is the country of white supremacy! And people like LePage must be replaced from
their positions in the government.

America doesn’t need racist politicians. Black people are tired of white supremacy!"

Facebook Page: Being Patriotic
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Date Posted: August 25, 2017

Text Content:
"Maine Gov. Paul LePage says he received death threats after comparing the removal of

Confederate statues to the removal of a 9/11 memorial.

The Republican governor made the comparison a week ago during a radio appearance on
WGAN-AM. He appeared on the same station Thursday to say he’s gotten letters “threatening to
kill me” and “threatening my personal life and my family.”

When even the governor is not safe from leftists hate then what can we say about ordinary
citizens, Liberals now are acting like terrorists. They try to intimidate everyone who disagrees
with them. Hope our police will take appropriate measures.
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Senator COLLINS. There are two negative posts related to the
governor on one Russian Facebook page, called Williams & Calvin,
that appeared in August of 2016. There’s a video of comments
made by Maine’s governor from that same month. And the post in
part says the following: “LePage called up white people to kill
blacks. After this statement, we can clearly see what kind of people
serve in American government: white racist supremacy—that’s for
sure. The only way to avoid mass killings of black people is to fire
LePage and all who have the same racist beliefs from American
government.”

There was a second post on the same website about 10 days
later. Let me just read part of that: “It is not a secret that America
is the country of white supremacy, and people like LePage must be
replaced from their positions in the government. America doesn’t
need racist politicians. Black people are tired of white supremacy.”

Then, this year, this year, in August of 2017, Maine’s governor
was the subject of a positive post on a different Russian-backed
Facebook page, called Being Patriotic. In this case, the post de-
fended comments that the government made at the time about
Confederate monuments.

The post ends with its own incendiary conclusion. It says: “When
even the governor is not safe from leftist haters, then what can we
say about ordinary citizens? Liberals are now acting like terrorists.
They try to intimidate everyone who disagrees with them. Hope
our police will take appropriate measures against these cowards.”

Now, let me point out something. Our governor was not up for
reelection last year; he is term-limited. He cannot run for reelection
as governor. And yet these comments were made both last year and
just a few months ago.

And the posts are just three among 80,000 that reveal the Rus-
sian playbook of playing both sides off against each other and of
sowing discord and division with inflammatory rhetoric. And there
were other posts that involved lower-level officials in the State of
Maine that we found as well. And the Russians continue to push
this kind of divisive rhetoric to this very day.

So my question to you is: what are you, as American companies,
doing to effectively counter unpaid content posted by the Russians
that is clearly designed to specifically polarize and anger the Amer-
ican people? And I would argue that you have a special obligation
here, given your reach in American society and the fact that you
are patriotic American companies.

Mr. Stretch.

Mr. STRETCH. Senator, we agree that we have a special responsi-
bility here. We value the trust that users place in our services. And
when they show up to connect with friends and family and to dis-
cuss issues, they need to know that the discourse they see is au-
thentic.

What is so painful about this type of content is that it exploits
truly and passionately held views and then inflames them to create
more discord and more distrust.

To prevent this, we are investing much more heavily in authen-
ticity. We believe that one of the cornerstones of Facebook is that
users are known by their real names and so that creates a level
of authenticity in the discourse that users can trust when they
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come to the platform. This sort of content erodes that trust and it’s
contrary to everything we stand for as a company. As Americans,
it’s particularly painful because it is so exploitative of the openness
of our society.

And so the investment we are making and the commitment we
are making is to ensure that our authenticity policy is more effec-
tively policed and monitored to prevent exactly this sort of behav-
ior.

Senator COLLINS. Mr. Edgett, what is Twitter doing?

Mr. EDGETT. We're focusing on a number of things. The one we
see the greatest strides in and where we see the greatest effect and
protections from our users is on the amplification side, in the use
of automated accounts. These bad actors need an audience for their
voice, and generally they don’t have a followership. So they are try-
ing to use activity on the platform to automate and amplify their
voices.

So we’re looking behind the message and behind the content at
the behavior of doing that, and have been successful in doubling
our effectiveness of doing that, year over year, and looking at the
behavior, taking down millions of accounts every single week be-
cause they’re not actually humans, they’re actually——

Senator COLLINS. Well, this just happened in August of this year.
This isn’t something old.

Mr. EDGETT. Right. We continue to try to stay ahead of their ac-
tivities. We're also looking at things like coordinated human activ-
ity, where real people are coming together, like the IRA, and actu-
ally putting out divisive content like this. We are able to link those
accounts and take action on them as we learn, not just what
they’re saying, but what’s behind. What’s behind it only we can see
on the Twitter side. We’ve had great strides on the terrorism front
in that regard, and we believe we can apply the same techniques
and methodologies to this, this problem.

Senator COLLINS. Mr. Walker. Thank you.

Mr. WALKER. We're also very concerned about this kind of decep-
tive and divisive content. We remove it immediately from our serv-
ices and we have removed these.

Going forward, and actually already, we have engaged a number
of things to avoid the problem of fake news: changes to our algo-
rithms, improving the training that our raters get in evaluating
quality, labeling fake news where we can find it, working with
third parties, et cetera.

Senator COLLINS. Thank you.

Chairman BURR. Senator Heinrich.

Senator HEINRICH. Thank you, Chairman.

Mr. Stretch, I want to start with you. Last month, President
Trump called Russian-purchased Facebook ads a hoax. I've looked
at those Russian-sponsored Facebook ads. I certainly hope you've
had a chance to review them. Are they in fact a hoax?

Mr. STRETCH. All the information we've provided to the Com-
mittee did run on Facebook, so

Senator HEINRICH. It’s a yes or no answer. I know you’re a law-
yer; it’s hard. But——

[Laughter.]
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Mr. STRETCH. No. The existence of—those ads were on Facebook
and were not a hoax.

Senator HEINRICH. So in the interest of just clearing this up and
giving the American people some transparency into this, so that
they can see the nature of what typically gets used to divide the
American populace, why not simply release those Russian-financed
Facebook ads to the public? Redact the pictures, but release the
contents, so that people can understand how this works?

Mr. STRETCH. Senator, we believe this Committee is really best
placed to determine what information to release. We stand ready
to assist in that, in that effort. We agree that the more people can
see the type of content that ran and the divisions that were sought
to be exploited, the better.

Senator HEINRICH. Well, I think we have a disagreement on this
Committee as to whether or not to release those. I would urge all
of you as platforms to consider that kind of activity as well.

I want to move on to Russia’s RBC magazine, which recently re-
vealed that St. Petersburg’s troll factory employed hundreds of
trolls, including 90 at the, quote-unquote, “U.S. desk” alone, and
spent about $2.3 million in 2016 to meddle in U.S. politics, actually
contacted U.S. activists directly and offered them thousands of dol-
lars to organize protests.

Your platform—your platforms are all global. Theyre not just
U.S. platforms. And there is substantial open-source reporting
right now suggesting that similar divisive activity may be occur-
ring, for example, in the Catalonian region of Spain right now.

What are each of you doing right now to make sure that your
platforms aren’t being used in similarly divisive ways across the
globe, to sow discord in Western democracies? And in particular
with the Catalonian example, are you familiar with what you're
doing there?

Mr. STRETCH. Senator, we are focused on preventing this form of
abuse globally. So when we say we have an obligation to protect
the platform from being used for abuse, that’s a global obligation.
So we are focused on elections as they appear on the calendar, in-
cluding the Catalonian election that occurred recently, as well as
the other elections that are on the calendar going forward.

We're focused on ensuring that all actors on the platform comply
with local law, as Mr. Walker suggested earlier, and we are focused
on making sure that any foreign threat actors that are seeking to
undermine democracy anywhere are removed from the platform.

Senator HEINRICH. Have each of you taken, had to take correc-
tive action against actors in that debate who are not who they pur-
ported to be?

Mr. Stretch.

Mr. STRETCH. Senator, the key I'd say progress we’ve made

is
Senator HEINRICH. That’s a yes or no, once again.
Mr. Edgett.
Mr. EDGETT. I believe so, but I'll need to follow up with your
staff.
Senator HEINRICH. Thank you.
Mr. Walker.
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Mr. WALKER. We're constantly removing fraudulent and decep-
tive accounts from our services. I'm not familiar with the specifics
there.

Senator HEINRICH. You can get back to us.

Mr. Edgett, given the discussion we've had about automated
Twitter accounts and bots—and the range is obviously very wide,
but we know that’s a problem. And you made an assertion earlier
that I want to come back to and just make sure it’s accurate. Do
you require at Twitter, by service agreement, that profiles are
linked to real names, real people, or some other way to make sure
that those go back to real human beings, from Social Security num-
bers to other unique identifiers?

Mr. EDGETT. We do not. We require some information at sign-up,
but we don’t require you to verify your identity. We have services
that verify identities on the platform.

Senator HEINRICH. Why on Earth not?

Mr. EDGETT. Because we see the power of Twitter being used by
folks like political dissidents, embedded journalists in difficult
countries who use the ability to not have to identify themselves by
name, like on other platforms, to speak their truth to power. We
see that

Senator HEINRICH. So the reason is for social dissidents and peo-
ple in third world countries or where there is a hostile government
regime? It is not your business model? You’re not reliant, for exam-
ple, on those automated accounts to generate revenue?

Mr. EDGETT. We don’t rely on—there’s some good automation on
the platform and I'm happy to talk about that. But we do not rely
ﬁn this, the bad, malicious automation that we’re talking about

ere.

Senator HEINRICH. If I were running a political campaign today
and I were to advertise on local television, on cable television, in
print or on the radio, or even through the mail, I would have to
have a “paid for by” disclaimer on those ads. Now, Mr. Walker I
believe has already addressed this issue. But is there any policy
reason that online social media ads, given how effective and influ-
ential they have clearly become, shouldn’t meet that same level of
transparency?

Mr. EDGETT. We agree with the transparency efforts and last
week announced that we're creating a transparency center, not just
for political ads, which will have even more information than all
ads, but a transparency center for all ads, so that you can see not
just the ad that you’ve seen and why it’s been targeted to you, but
all of the other ads created from that same advertiser.

On the election front, you'll also be able to see who’s paying for
the ad, how much they’ve spent on this ad campaign and all ad
campaigns, and you’ll—able to see what the targeting criteria are,
so to better educate around why these ads are on the platform.

Senator HEINRICH. I appreciate that, Mr. Edgett.

Mr. Stretch.

Mr. STRETCH. The same is true for Facebook. We are working
both on political ad transparency, enabling more visibility into
campaign ads by third parties, and also enabling campaigns to
meet their disclosure obligations in their—in their online commu-
nications.
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Senator HEINRICH. Thank you, Mr. Chairman.

Chairman BURR. Senator Blunt.

Senator BLUNT. Thank you, Mr. Chairman.

So, Mr. Edgett, in response to Mr. Heinrich’s question, there was
a lot of information that you could get based on that policy, if you
pursue it, like all the other ads they ran, how much. Would you
get that by going to another spot? Surely that’s not all right there
on the ad.

Mr. EDGETT. Obviously we’re a character-constrained platform,
so we will be identifying very clearly whether or not something is
a political ad, so that you can—you can see it right away. And
then, depending on if youre on a web browser or on a mobile
phone, you’ll have to hover over or click on a spot to then see a sort
of a full transparency center that gives you all that information
right away.

Senator BLUNT. So would you be able, on the ad itself, to go
ahead and put enough of a disclosure there that it’s clear, when
you’re looking at the ad, who paid for it and how to find more infor-
mation out about who paid for it?

Mr. EDGETT. We're still working through the technical details,
but believe we’ll be able to get that in front of——

Senator BLUNT. Mr. Walker, are you trying to do anything simi-
lar to that?

Mr. WALKER. We are. Our idea is to have an icon that a user can
cl&ck on, so it’s immediately available to them when they see the
ad.

Senator BLUNT. But it wouldn’t necessarily be—would any infor-
mation be on the ad except the icon?

Mr. WALKER. It depends on the format of the ad. There may be,
in display context or video context, where it makes more sense. In
a very small amount of space, the FEC has struggled with figuring
out appropriate disclosure requirements. We continue to look at
that.

Senator BLUNT. And you're looking at the other disclosure re-
quirements that other ads have to have on other media as you're
considering this?

Mr. WALKER. Of course, broadcast, newspapers, and online.

Senator BLUNT. Mr. Stretch.

Mr. WALKER. Yes.

Mr. STRETCH. The same is true for Facebook.

Senator BLUNT. Looking at this same thing.

Well, on—when you’re talking—and I think I'll start with Mr.
Edgett on this. When you’re talking about Russians, are you refer-
ring to the Russian government, or any Russian citizen, or people
who paid in rubles?

You mentioned the IRA, which I assume is not either your indi-
vidual retirement account or the Irish Republican Army. So how do
you know they’re Russians? And what are you looking for there
when you’re talking about Russians in retrospect?

Mr. EDGETT. Right. That’s a great question. We are looking for
signals. Not everyone identifies themselves as a Russian, especially
these malicious actors. So we're looking at things like whether they
registered in country in Russia. Do they have a Russian phone
number? Are they on a Russian mobile carrier? Do they have a



76

Russian email address? Are they coming in from a Russian I.P.?
Have they ever logged in—you’ll see in our retrospective work, we
looked at have you ever logged in at any time from Russia.

There are some technical—some technical challenges with that.
The trail sometimes goes cold at data centers, where information
is being processed. We saw about 14——

Senator BLUNT. Okay. Looking back at what the so-called—the
Russians, however were defining that, did during the election,
when you’re saying the Russians paid for these ads, these are ads
paid for by the Russians because you've now gone back and
checked groups like the Internet Research Agency, and you now
know that’s a Russian group?

Mr. EDGETT. Well, on the advertising side we also have some ad-
ditional data around banking information, because folks are paying
for these ads. But we didn’t link the IRA accounts to advertising
in the election. But what we did was found nine advertisers, based
on the signals I talked about and also banking information. Largely
it was Russia Today, who we have since removed as advertisers
from the platform.

Senator BLUNT. Let’s see if they got their money’s worth. Every-
body here has been involved in one way or another in buying ad-
vertising. I've always had some sense that in advertising you pretty
much got what you paid for.

Mr. Stretch, how much money did the Russians spend on ads
that we now look back as either disruptive or politically intended?
Is that $100,000? Is that

Mr. STRETCH. It’s approximately $100,000.

Senator BLUNT. I meant from your company.

Mr. STRETCH. Yes, approximately $100,000.

Se})nator BLUNT. How much of that did they pay before the elec-
tion?

Mr. STRETCH. The

Senator BLUNT. I've seen the number 44,000. Is that right, 56
after, 44 before?

Mr. STRETCH. The ad impressions ran 46 percent before the elec-
tion, the remainder after the election.

Senator BLUNT. Forty six percent? Well, if I had a consultant
that was trying to impact an election and spent only 46 percent of
tﬁe lI{noney before Election Day, I'd be pretty upset about that, I
think.

So they spent $46,000. How much did the Clinton and Trump
cam{g)aigns spend on Facebook during—I assume before the elec-
tion?

Mr. STRETCH. Yes.

Senator BLUNT. They were more organized than the other group.

Mr. STRETCH. Combined, approximately $81 million.

Senator BLUNT. Eighty one million dollars. And before the elec-
tion?

Mr. STRETCH. Yes.

Senator BLUNT. So $81 million. I'm not a great mathematician,
but $46,000 out of $81 million, would that be like five one-thou-
sandths of one percent? It’s something like that.

Mr. STRETCH. It’'s a—it’s a small number by comparison, cer-
tainly.




77

Senator BLUNT. Very small number by comparison. So the fact
that we’re talking about it today, it certainly seems like they got
their money’s worth after the election, whether they got it before
or not. We're still talking about five one-thousandths of one percent
of the Facebook money spent. And that was just by Clinton and
Trump? Or was that all the presidential candidates put together?

Mr. STRETCH. No, those were the——

Senator BLUNT. The $81 million?

Mr. STRETCH. Those were the Clinton and Trump campaigns,
combined.

Senator BLUNT. Well, probably got more attention here than they
did.

I know Ferguson, Missouri, and Baltimore were a couple of big
targets in a lot of these ad campaigns. Is there a way you could
do this to where you principally target viewers in the St. Louis
area for Ferguson or in Maryland, for Baltimore?

Mr. STRETCH. It’s important to distinguish between our ad tools
and the organic tools. Our ad—our ad tools do permit geographic
targeting of content. Approximately 25 percent of the ads that
we’ve identified and turned over to the Committee were geographi-
cally targeted to a region smaller than the United States. Most of
them were targeted on a State basis.

Organic content—unpaid posts, if you will—are not geographi-
cally targeted.

Senator BLUNT. And some of those targeted dollars were spent
in states where the election turned out not to be close at all. Is that
right?

Mr. STRETCH. That’s correct.

Senator BLUNT. The other questions that we’ll get to, maybe in—
maybe in writing later, but this—on the free media, I think we
have to be very thoughtful here about who decides what’s voter
suppression and what’s not; who decides what level of speech is ac-
ceptable and what’s not. It’s an unbelievable obligation that the
government’s never been very good at, and an unbelievable obliga-
tion that it sounds like to me your companies are all being asked
to assume. And that’ll be an ongoing discussion, I think, of whether
that’s possible or not, and the questions and problems that arise
when somebody does begin to decide what’s acceptable to talk
about and what’s not, and what discourages voters and what
doesn’t.

I would think the general election process these days would dis-
courage voters from participating, so maybe that would just mean
none of it could be discussed. But we will see how that goes.

Thank you, Mr. Chairman.

Chairman BURR. Senator King.

Senator KING. Thank you, Mr. Chairman.

Gentlemen, you’ve done a good job this morning. I must say,
though, I'm disappointed that you’re here and not your CEOs, be-
cause we're talking about policy and the policies of the companies.
And it’s fine to send general counsel, but I think, if you could take
a message back from this Committee, if we go through this exercise
again, we would appreciate seeing the top people who are actually
making the decision.
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I want to begin with two quotes, and I generally don’t read
quotes, but these are so apt. The first one says this: “Nothing was
more to be desired than that every practicable obstacle should be
opposed to cabal, intrigue, and corruption. These most deadly ad-
versaries of republican government might naturally have been ex-
pected to make their approaches from more than one quarter, but
chiefly from the desire of foreign powers to gain an improper as-
cendant in our councils.” That’s Alexander Hamilton in the 68th
Federalist. He saw this coming.

The other is a more recent quote from a fellow named Vladimir
Kvachkov, who’s a former GRU officer. And he said: “A new type
of war has emerged in which armed warfare has given up its deci-
sive place in the achievement of the military and political objec-
tives of war to another kind of warfare: information warfare.” And
that is exactly what we’re talking about here today.

I appreciate the Chair and the Vice Chair giving us the context
of what we’re doing. Their visual demonstrations I think were very
vivid. And the warfare is the division of our society. And it’s not
only us; it’s the entire West.

We know that the Russians were involved in the French election.
We know that they were involved in the German elections. We are
now learning that they’re involved in the separation of Spain, and
my understanding is they’ve set up shop in Scotland, which is talk-
ing about an independence vote from Great Britain. So this is a so-
phisticated, worldwide strategy that applied here in 2016.

There is one other piece I'd like to add to what the Chair and
the Vice Chair did, and that is that it’s still happening. This is a
service of the German Marshall Fund called, interestingly, “Ham-
ilton 68,” that follows hashtags on a daily basis. And I just picked
a day in September to show. These are the hashtags that are being
propagated, not created by Russians, but these are 600 Russian
websites that are using these are the hashtags on these particular
days.

[The material referred to follows:]
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September 23-24, 2017

Top Hashtags

syrig
nfl
boycotin®

standforouranthem:

Maga

Hashtag

russia

{akeaknee

us

isis
taicetheimeé
| 100 200 303 éﬂb : 5@0
Mumber of times used in the last 48 hours

Source: http://dashboard.securingdemocracy.org/

German Marshall Fund’s Hamilton 68 Project
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Senator KING. The interesting thing, Syria’s up there; clearly,
Russia has an interest there. But then we have the NFL; and then
we have “boycott the NFL”; then we have “Stand for our anthem”;
we have, “Make America great again”; Russia, “Take a knee.” In
other words, they were tweeting on both sides of the NFL dispute
in order to exacerbate the divisions.

One witness said to this Committee that their strategy is to take
a crack in our society and turn it into a chasm. And that’s exactly
what we saw in 2016. My point here is it hasn’t stopped and it
won’t stop.

So we have to figure out what to do about it. And it seems to
me that there are three possibilities, one of which you can make
a significant contribution to; the other two, frankly, are up to us.

The first is a technical defense, the kind of thing you’ve already
been talking about today: checking identities, identifying the source
of this kind of information. I want to pursue that in a minute.

The second is we as a society have to understand when we’re
being conned. I spent some time a year ago in Eastern Europe, be-
fore our election. And the Eastern European politicians, all they
wanted to talk about was Russian meddling in their elections. And
I said, “How do you defend yourself? You can’t undo the internet.
You can’t turn off the TV.”

They said, “All of our people now get it, that this is what the
Russians are doing. And when they see one of these postings, they
say, ‘Oh, it’s just the Russians again.””

We have to develop that level of sophistication so that we know
when we're being misled. And to me, this is the mentality we all
apply at the checkout counter of the supermarket and we see a tab-
loid that says a movie star had a two-headed baby. We say, “Oh,
that’s just a tabloid.” We need to apply that same kind of sensi-
bility to these kinds of fake news, misleading and purposeful dis-
tortions.

The third thing that we have to determine, I think, is that this
country has to have some kind of cyber warfare deterrent capacity.
Right now, there’s no price to be paid for meddling in our democ-
racy; and our adversaries have to understand that, if they’re going
to undertake a campaign like this, there will be a price to be paid;
there will be results; and if they do X, we are going to do Y to
them. Right now, that doesn’t exist, and all of what the Russians
did last year has basically been a free pass. And I think that’s a
very difficult problem.

Now, let me ask the technical question. Mr. Stretch, can you
guys—could you, for example, require a date line on a posting that
said where it comes from, just like a news story says “Moscow, Sep-
tember 23rd”? Is there some way to identify the source of informa-
tion as it comes across your news feeds?

Mr. STRETCH. Senator, it’s a great—it’s a great question. We do
permit users to identify the geographic location of the post. We
don’t require it. There are oftentimes privacy considerations that
would prevent a user from——

Senator KING. You could require it by country, couldn’t you?
That’'s——
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Mr. STRETCH. There are many uses of our services, Senator,
where requiring people to designate their physical location could be
problematic.

I would make two other points. One is, because of the way the
internet is architected, your geographic location is—can be dis-
guised. That’s something we need to work on in order to make sure
we're not being fooled, because I think your larger point is an ex-
cellent one. The geography of the location of the user, paired with
the content they’re serving

Senator KING. It’s part of the information.

Mr. STRETCH [continuing]. Is part of the information, and we
need to do a better job tuning our system to be more sensitive to
that.

Senator KING. Mr. Walker, you said the people should know
what they’re getting. When we get information, we know it’s in a—
it’s in a newspaper, we see the name of the author, we see the date
line. We’re in a new information distribution world here, and we
need to think about how to apply some of the principles that have
helped us to assess that information. And I hope that you all will
continue to develop policies, just as the newspaper business did 100
years ago, that help your customers to analyze and assess the va-
lidity of the data. The problem now is we'’re just taking what comes
as it comes.

I'll end with this: I have a quote on my kitchen wall that my wife
found, and it says, “The great problem with quotes on the internet
is determining whether they’re authentic.” Abraham Lincoln.

[Laughter.]

Thank you, Mr. Chairman.

Chairman BURR. Senator Lankford.

Senator LANKFORD. Gentlemen, thank you for being here. I hope
you hear loud and clear from this Committee there are lots of ques-
tions. You're asking lots of questions. This is not an opposition to
free speech, though. This is actually a battle to try to protect free
speech.

We want to have good American dialogue, and the fear is that
your platforms are being used by foreign actors that want to abuse
our free speech. If two Americans have a disagreement, let’s have
at it. Let’s walk it through as two Americans. If an outsider wants
to be able to come do it, we do have a problem with that. And we'’re
trying to be able to work through that.

So we’re grateful that you’re here and to be able to walk through
this, and we look forward to cooperation together and to be able to
figure out how we actually resolve some of these extremely com-
plicated issues.

I do want to be able to push on a little bit this issue about the
type of ads and the type of content. Mr. Edgett, you mentioned
from your testimony that in Twitter, of the 131,000 tweets posted
during the time—and I assume that means that September to No-
vember time period that you were tracking—only 9 percent of those
tweets from those Russia-targeted accounts were actually election-
related; the others were all social engagement, other issues. And I
think that’s being lost in the conversation, that only 9 percent of
the tweets were election-related.
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Now, my question is, for all of your platforms, what are you see-
ing from Russian-related accounts that you’re tracking now and
trying to be able to pull down or identify? What are the social
issues that are being discussed right now from those sites?

You can go back for the last six months if you want to. But give
me some examples of the type of social issues that they’re engaging
with. One has already been mentioned by Senator King and that’s
the NFL, either boycott the NFL or take a knee on that. Has that
1]E)leen actively pursued on your sites? Give me examples of topics

ere.

Mr. STRETCH. So one example we saw following the election was
an effort by the accounts we’ve identified to inflame some of the
post-election demonstrations we saw. So some of the accounts
turned to questioning the Electoral College, as an example.

Senator LANKFORD. Okay. So let me walk through multiple ex-
amples here. So Electoral College is one of them. Some of them, it’s
been publicly reported that the site was used to try to organize
events that were election protest events in certain cities, that—was
sending out messages saying, “Were all going to protest at this
spot,” but obviously it was created by a Russian group.

What else? NFL? Yes or no on that?

Mr. EDGETT. We've seen that activity.

Senator LANKFORD. Okay. What else? What other issues?

Mr. WALKER. We've seen more limited use of our services, Sen-
ator, but among that I would say police shootings and racial issues.

Senator LANKFORD. Okay. What else?

Mr. STRETCH. Certainly immigration has remained a topic
throughout.

Senator LANKFORD. Okay. Any other issues?

[No response.]

This is part of the reason that multiple members—and Senator
Heinrich mentioned it earlier—we really do want these ads to get
out in the public space. We think there’s great value for all of your
platforms to be able to say, “This is the type of content that foreign
actors are actually trying to put out, that are divisive content.
When we put it out, that’s one thing; when you put it out, it’s com-
pletely different.”

We think there’s a great benefit for you to be able to say, when
you’re aware of things, “Please note, this is the type of issue that’s
been coming out, that’s coming out, and this is what it looks like,”
and so people can say, “That’s the type of thing I've seen before,”
or they can say, “I've actually liked on that before and didn’t have
any idea that that was Russian-related.” That’d be helpful.

Can I ask a question? When were you aware of Russian activities
on your platform during the election time? During the election or
before your election? When were you aware that entities within the
Russian government, whether that be the Internet Research Agen-
cy or other individuals that you knew of that were Russian, either
government-related or at least policy-related, were involved in elec-
tion issues on your platform? Before or after the election? And all
three of you can say. Before or after?

Mr. STRETCH. We were aware of Russian state actors active on
the platform prior to and through the election, separate from the
Internet Research Agency. And we communicated with law enforce-
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ment about our concerns at the time. These actors were engaged
in more traditional cyber threat activity, focusing on account com-
promise, as well as trying to direct attention to stolen information
that was hosted on other sites.

Senator LANKFORD. How far back? Early 2016, 2015?

Mr. STRETCH. We had seen activity as early as 2015.

Senator LANKFORD. Okay. Mr. Edgett.

Mr. EDGETT. Twitter also saw activity from the IRA on our plat-
form and took large-scale action to take down accounts in 2015. We
generally are aware of intelligence community reports, so became
aware of the activity in the report that came out in January of this
year; and then obviously, through the retrospective of work, have
uncovered what we think is the full extent. We're continuing to
look and to research that issue.

Senator LANKFORD. Okay. Mr. Walker.

Mr. WALKER. We've been looking at cyber espionage issues, ac-
counts compromise issues, for many years. It was only after the
issuance of the report in January that we took a deeper dive on the
particular kinds of things we'’re talking about here today.

Senator LANKFORD. One of the things that we’re trying to ad-
dress is getting additional information. Getting the ads I men-
tioned before would be very helpful. Getting the type of posts that
have been done would be very helpful to the American people to
be able to see.

Getting the statistical information would also be helpful. The sta-
tistics that you’ve given us are the number of accounts that are re-
lated to this, but it’s not giving us the breadth and the depth of
those accounts once theyre activated. So for instance, it’s helpful
to know that one percent of those accounts were Russian-related.
But what we’re not getting statistically is was that one percent the
first one percent? They actually created it, launched it, and then
millions of people saw it after that? Are they in the middle, stirring
it and advancing it? Or were they beginning it?

That would be helpful to us as well. And I know you have that
data to be able to see if they started it or were they in the middle
of broadcasting it. So just giving us the percentage of users that
shared it doesn’t help us. Knowing when in that process and what
happened after that is what helps us.

You all have done a lot of work on terrorism, on Islamic extre-
mism, on the advance of ISIS. You've done a lot of work on child
pornography, on human trafficking, on the sales of illegal drugs on
your sites. We're asking for help on this area as well. And this is
something that I would hope that we do not have to engage legisla-
tively or, if we do, it’s the lightest possible touch. This is something
you have been actively engaged in with other topics, and we look
forward to cooperation in this as well, so that you all are managing
that.

But I do hope in the days ahead we continue to protect a plat-
form for free speech, to allow individuals to be able to speak their
opinions, whether its agreed or disagreed on by other Americans,
so Americans can engage in that dialogue. Thank you.

Chairman BURR. Senator Manchin.

Senator MANCHIN. Thank you, Mr. Chairman.
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Thank you all. RT, the Russian state news organization that
Federal intelligence officials call the Kremlin’s principal inter-
national propaganda outlet, RT America TV broadcasts negative
programs, derogatory information about the United States. It’s es-
sentially information warfare directed against the United States.
According to the unclassified intelligence report released on the
2016 elections, the Kremlin staffs RT and closely supervises RT’s
coverage, recruiting people who can convey Russian strategic mes-
saging.

Additionally, the Kremlin spends $190 million a year on the dis-
tribution and dissemination of RT programming. Can you all an-
swer, do any of your organizations allow RT to purchase space or
advertise on your accounts?

Mr. EDGETT. We've off-boarded, which means we’ve banned, Rus-
sia Today and their related accounts from advertising on the Twit-
ter platform.

Senator MANCHIN. That’s effective as of when?

Mr. EDGETT. That was effective as of a week or so ago.

Mr. WALKER. We have reviewed the RT accounts. As you know,
RT advertises extensively in newspapers, magazines, airports
across the United States. We've not found violations of our ac-
counts. But we are focused on making sure that there is enhanced
transparency with regard to government-funded broadcasting of all
kinds, whether that’s RT or Al Jazeera or other sources.

Senator MANCHIN. Mr. Stretch.

Mr. STRETCH. The same is true for Facebook, Senator.

Senator MANCHIN. Well, it says here that RT uses Google’s
YouTube, Facebook, and Twitter as the main distributors of their
content. So you all have been the main go-to to get their propa-
ganda out to the United States and do harm to us.

Mr. WALKER. That may be true online, Senator, but of course, RT
is covered by—RT channels are included on major cable television
networks, satellite television networks, hotel television choices, et
cetera. So it is a problem that goes beyond the web.

Senator MANCHIN. Let me ask you this question, if I may.
Kaspersky Labs, their antivirus software, do any of you all have it
on your personal computers? Your personal computers, are you
using Kaspersky Labs?

Mr. WALKER. No, sir.

Senator MANCHIN. Does your company use Kaspersky?

Mr. WALKER. I do not believe so.

Senator MANCHIN. Could you check and find out?

Mr. WALKER. We will—we will follow up.

Senator MANCHIN. How about any of the other two?

Mr. EDGETT. Not aware, but we’ll follow up with your staff.

Mr. STRETCH. Likewise.

Senator MANCHIN. Do you all have any doubts about Russia’s in-
volvement to interfere in our 2016 presidential election? Do you
have any doubts at all that Russia intervened, interfered, had a
profound outcome, basically, on our outcome to our election? Do you
all have any thoughts on that? Do you have any doubts about that?

Mr. STRETCH. We have no doubt that there were attempted ef-
forts at interference. It’s something we’re focused on addressing
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going forward. In terms of whether it had an effect on the outcome,
that’s not something we’re in a position to judge.

Senator MANCHIN. Well, let me ask this: Are you or your CEOs
concerned about the threat and damage your companies can do to
the U.S. with your far-reaching power, and that you have been
identified as the major distributors of fake news? Are you con-
cerned about that? Do your CEOs talk about the threats to the
United States of America, where you're domiciled? Or is it basically
just a business model that you’re worried about?

Mr. EDGETT. We're deeply concerned. This is an issue that we
talk about constantly. As I said earlier, the first part of this year,
we pointed our entire engineering product and design team on
tackling the issues of information quality, abuse of our systems and
protecting our users.

Mr. WALKER. I'd join that. It’s absolutely a very serious issue.
The North Star of Google is to provide accurate, comprehensive,
relevant information to people. We don’t always get that right. But
we have tens of thousands of engineers who are trying to improve
our algorithms, improve the rating guidelines we use for individ-
uals, address the problem of breaking news, which is a very chal-
lenging one to get right when there’s just not a lot of content out
there. So we take this very seriously.

Senator MANCHIN. You all would agree, then, I guess, with the
legislation that’s been introduced by different members and bipar-
tisan Members of this Committee and other committees, that you
all should be regulated and overseen the same as we do other news
medias?

Mr. Stretch, you have any idea, a comment? Are you all going to
fight back on that, lobby against it, or are you going to basically
support the legislation that’s going to be needed to make sure that
the American people are getting the facts and not fake news?

Mr. EDGETT. Senator, we stand ready to work with the Com-
mittee on legislation. Any particular pieces of legislation, we’re cer-
tainly happy to talk about.

Senator MANCHIN. You've seen the legislation that we’ve put out
there. You all three are lawyers. I'm sure you’re watching it very
closely, you know, the legislation that we have. Do you agree with
the exemption? Would you support a change in law that treats all
political advertising on the internet the same as print and broad-
cast ads, to require identification of sponsors, basically the legisla-
tion we're putting forth?

Mr. EDGETT. We're very supportive of the direction of the Honest
Ads Act, and have had really productive conversations——

Senator MANCHIN. You all we will be speaking in support of
these pieces of legislation?

Mr. EDGETT. Yeah, we have some fine-tuning that we’d love to
talk about. But we, as you saw, put out our own transparency cen-
ter that very much aligns with the information that the Honest
Ads Act was asking us to provide to you.

Senator MANCHIN. According to an Oxford University study re-
leased in October, Russian trolls are now targeting American mili-
tary personnel and veterans on Twitter and Facebook. Allegedly,
these trolls are pushing fake news and injecting them into veterans
groups and to active-duty personnel.
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In fact, one fake Facebook page was highlighted in a Stars &
Stripes article from October the 18th. The page was called “Viet-
nam Vets of America,” and it had attracted a follower network of
nearly 200,000. The real veterans organization, Vietnam Veterans
of America, called it an impostor page and another example of how
military and veterans are being targeted with disinformation.

A week after the original article was reported on October 18th,
Facebook reportedly took down the site, ostensibly for violating in-
tellectual property of the real veterans service organization.

So I would ask Facebook and Twitter, is the story accurate? Did
you all know about this? And are you seeing our military and our
geter%ns being targeted? And how come it took so long to take it

own?

Mr. STRETCH. Senator, we're intensely proud of the use of
Facebook by our military. You asked

Senator MANCHIN. We’re not talking about that——

Mr. STRETCH. Right.

Senator MANCHIN. We're talking about the people who are tar-
geting them.

Mr. STRETCH. Yes. And we are very focused on making sure that
it remains an authentic experience for them. We receive many re-
ports of inauthentic behavior. We try to act on them quickly. We're
trying to improve our tools to detect it even before it’s reported to
us. I'm not familiar with the particular—the particular page you've
described.

Senator MANCHIN. Stars and Stripes?

Mr. STRETCH. Yes, but I——

Senator MANCHIN. I hope you will check into that.

Mr. STRETCH. I will certainly check into it, Senator.

Senator MANCHIN. Let me just say this, as my time’s wrapping
up. You can see this is not a Democrat or Republican issue. This
is an American issue that we’re concerned about, the security of
our Nation.

We're getting hit from every way you possibly can imagine. And
you all are the largest, one of the largest distributors of news. And
there can be no doubt that it has to be authentic and true. You
cannot allow what’s going on against the United States of America.

You are on the front lines with us, and we’re doing everything
we can to support our military, our veterans, all the people who
put their lives on the line. And what you’re doing by allowing this
fake stuff to come across, this misleading, this damaging informa-
tion, is really threatening the security and the sovereignty of our
nation.

I would hope that your CEOs—and I agree with Senator King.
I wish that your CEOs would be here. They need to answer for
this. It can’t be a business model. It’s got to be a security issue.

Thank you.

Chairman BURR. Senator Cotton.

Senator COTTON. Thank you, gentlemen, for your appearance this
morning.

Mr. Edgett, I want to discuss Twitter’s history of cooperation
with our intelligence community. Last year, in an open hearing be-
fore this Committee, I asked then-CIA director John Brennan
about Twitter’s decision to prohibit a subsidiary called Data Miner
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from working with our intelligence community. Director Brennan
stated that he was disappointed in Twitter’s decision.

But at the same time that we learned that Twitter was refusing
to work with the CIA and the rest of the intelligence community,
we also learned that Twitter was pitching Russia Today and Sput-
nik%_ propaganda arms of the Kremlin, to sell advertisements for
profit.

So, in essence, last year Russia was beginning its covert influ-
ence campaign against the United States, and Twitter was on the
side of Russia, as opposed to the national security interests of the
United States. How can your company justify this pattern of behav-
ior to its fellow citizens?

Mr. EDGETT. We work frequently and hard with law enforcement
all the time. We do have global policies that prohibit the use of our
data hoses or publicly available data around tweets for purposes of
surveillance. But we allow law enforcement to use Data Miner and
Twitter products around news alerts, first response technology to
see what’s going on in an area if a 911 call is made and an emer-
gency responder is going somewhere. But we do not allow surveil-
lance based on Twitter data.

Senator COTTON. Did Twitter cut off the CIA and the intelligence
community from Data Miner last year?

Mr. EDGETT. We asked that our policy of surveillance be applied
consistently to all organizations, and I believe that Data Miner has
been enforcing that policy.

Senator COTTON. Has it cut off RT and Sputnik?

Mr. EDGETT. As to Russia Today, when we approached Russia
Today last year to talk about our advertising products and to sell
them our advertising services, they were approached as a regular
media organization like a BBC or an NPR.

Senator COTTON. Do you consider RT to be a regular media orga-
nization?

Mr. EDGETT. Obviously not now. Coming out of the DNI report
earlier this year and the retrospective work that we’ve done most
recently, we don’t. And that’s why we have banned Russia Today
from advertising on the Twitter platform.

Senator COTTON. So there’s a difference, though, between the ad-
vertising question, which was improvident, and the use of Data
Miner. According to a Wall Street Journal report to which Director
Brennan was responding, Twitter CEO Jack Dorsey vetoed the
Data Miner-CIA contract at the last minute because he objected to
the, quote, “optics” of continuing to help U.S. intelligence agencies.

That Wall Street Journal report also said, though, that cus-
tomers still getting Data Miner include RT. Is that an accurate re-
port? John Brennan had no reason to doubt its accuracy.

Mr. EDGETT. 'm—I don’t—I don’t have the information, but will
follow up on Russia Today’s use of Data Miner’s products, which
is the third party where we have a relationship. I believe Mr. Dor-
sey wanted to make sure that our policies were being applied con-
sistently around surveillance.

Senator COTTON. Do you see an equivalency between the Central
Intelligence Agency and the Russian intelligence services?

Mr. EDGETT. We're not offering our service for surveillance to any
government.
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Senator COTTON. So you will apply the same policy to our intel-
ligence community that you apply to an adversary’s intelligence
services?

Mr. EDGETT. As a global company, we have to apply our policies
consistently.

Senator COTTON. This reminds me of the old line from the Cold
War of one who did not see a distinction between the CIA and the
KGB on the other hand, because the KGB officer pushed an old
lady in front of an oncoming bus, the CIA officer pushed the old
lady out from the path of the oncoming bus, because they both go
around pushing old ladies.

I hope that Twitter will reconsider its policies when it’s dealing
with friendly intelligence services in countries like the United
States and the U.K. as opposed to adversarial countries like Russia
and China.

Would Twitter entertain the possibility of once again allowing
the intelligence community to use Data Miner?

Mr. EDGETT. We do today, for purposes of news alerts and first
response technology, getting information on certain areas. We do
not allow anyone—our policy is not to allow anyone, for the pur-
poses of user privacy, to use our technology to run surveillance.

Senator COTTON. Okay, let’s move on to another hostile intel-
ligence service. Other than Vladimir Putin and Russia, I can’t
think of anyone who was more involved in efforts to influence our
election last year than Julian Assange and WikiLeaks. The current
director of the CIA, Mike Pompeo, as well as this Committee in our
annual Intelligence Authorization Act, has labeled WikiLeaks a
non-state hostile intelligence service who aids hostile foreign pow-
ers like the Kremlin. Yet, to my knowledge, Twitter still allows
them to operate uninhibited. Is that accurate?

Mr. EDGETT. We have terms of service and rules that apply to
all users and will apply those consistently and without bias. We
take action on accounts like WikiLeaks——

Senator COTTON. Is it bias to side with America over our adver-
saries?

Mr. EDGETT. We're trying to be unbiased around the world. We're
obviously an American company and care deeply about the issues
that we’re talking about today. But as it relates to WikiLeaks or
other accounts like it, we make sure that theyre in compliance
with our policies, just like every other account, and have and will
continue, if we need to take

Senator COTTON. So you’ll be unbiased towards WikiLeaks and
Julian Assange, but you’ll take down videos of people like Marsha
Blackburn, a Republican running for the United States Senate?

Mr. EpGeETT. Marsha Blackburn’s video was never removed from
the Twitter platform. She ran that tweet and that video as an ad-
vertisement, and we have different standards for our advertise-
ments than we do for the organic tweets and content on our plat-
form, because we're serving ads to users who haven’t asked to fol-
low Representative Blackburn or others and we want to make sure
that that’s a positive experience. And so our policies have a dif-
ferent standard. And in that case, we had users reporting that it
was inflammatory and upsetting, and it was initially taken down.
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We're making these tough calls all of the time, and in that case
we reversed the decision and allowed the advertisement to continue
to run. But we never took down Representative Blackburn’s tweet
or allowed her not to convey that message to those who were fol-
lowing her and to engage in the dialogue with her.

Senator COTTON. Mr. Edgett, I know that you’re the acting gen-
eral counsel, not the general counsel. And if you were the general
counsel, these decisions are made at the CEO and the board of di-
rectors level. But I have to say most American citizens would ex-
pect American companies to be willing to put the interests of our
country above, not on par with, our adversaries—countries like
Russia and China, or non-state actors like WikiLeaks, or individ-
uals like Julian Assange.

As many other Members of this Committee have expressed, I
think your companies have accomplished amazing things for our
country and its citizens, and made our lives better in many ways.
I also support the channels that you've created for free speech, es-
pecially for some oppressed or persecuted people around the world.

But this kind of attitude I would submit is not acceptable to the
large majority of Americans, and it’s going to be part of what would
lead to unwise or imprudent regulation, not sensible and smart
regulation.

My time’s expired.

Chairman BURR. Senator Harris.

Senator HARRIS. Thank you.

California is home to many of the world’s most successful tech-
nology companies and we’re proud of that. And we also know that
with that great success comes great responsibility. Your companies,
therefore, have a great responsibility to the American public.

And, as you know, you are the modern town square and the mod-
ern postmaster. You are the phone company and the Yellow Pages.
You are the newspaper and the radio broadcaster and the tele-
vision station, and you are the emergency alert system. Your deci-
sions fundamentally inform public discourse.

So our Nation’s enemies have used your platforms in a way that
has been designed to create and disseminate and advertise hateful
rhetoric, with the intent and the effect of disrupting our democracy.
And that, of course, is why we’re all here.

I have several questions, but I'd like to start with what I think
is, frankly, an elephant in the room. And I'm holding up the SEC
Form 10-Q that has been filled out by each of your companies. And
your response to this is pretty much the same, but I have in front
of me that from Facebook. But Twitter and Alphabet have the
same information.

There’s a section here which requests, “What are the risks re-
lated to the business?” And it reads, “If we fail to retain existing
users or add new users, that will be a problem for us.” It goes on
to say, “We generate substantially all of our revenue from adver-
tising. The loss of marketers or reduction in spending by marketers
could seriously harm our business.”

It goes on to say, “Our advertising revenue could also be ad-
versely affected by a number of other factors, including adverse
legal developments relating to advertising, including legislative and
regulatory developments, and developments in litigation.”
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So my question to you is about American ads, not the Russian
ads, American ads that run on your platforms. There are legitimate
ads that appeared alongside of the Russian placement and propa-
ganda pages on Facebook, on Twitter and even on YouTube.

So can you please tell me that, as it relates to those advertise-
ments on Facebook, on Twitter or in YouTube, how you are ad-
dressing that, and in particular, how much money did you make off
of the legitimate ads that ran alongside the Russia propaganda?

And we can start with Alphabet or with Google, please. And that
would be the advertisements that ran before your videos on
YouTube.

Mr. WALKER. Sure. The total amount of advertising we discov-
ered across our platforms was $4,700 from the Russian sources.

Senator HARRIS. That’s not my question.

Mr. WALKER. I understand.

Senator HARRIS. My question is American advertising or legiti-
mate advertising. How much money did you make from legitimate
advertising that ran alongside the Russia propaganda?

Mr. WALKER. A de minimis amount, Senator. I don’t have it in
front of me. We’d be happy to follow up.

Senator HARRIS. Okay. What about for Twitter?

Mr. EDGETT. I don’t have the data, but I will follow up and

Senator HARRIS. Have you not looked into that?

Mr. EDGETT. I believe—are you asking how much advertising
revenue we made for the period, totally? Or

Senator HARRIS. I'm asking how much advertising revenue did
you receive from legitimate advertisers that advertised alongside or
in connection with Russian propaganda?

Mr. EDGETT. We haven’t done that analysis, but we’ll follow up
and work on that.

Senator HARRIS. Okay. What about Facebook?

Mr. STRETCH. The same is true for Facebook, Senator.

Senator HARRIS. You've not done that calculation?

Mr. STRETCH. We've not done that analysis.

Senator HARRIS. I find that difficult to understand, because it
would seem to me that we would figure out how much you’ve prof-
ited from Russian propaganda on your platforms. So please do fol-
low up with us as soon as possible on that.

And also, it is critically important that this Committee have ac-
cess to all of the information it needs to understand the Russia
propaganda in the 2016 election. So will you each commit to retain-
ing records, as you are required to do from the minimum standard
of media rating research, but do that and extend it beyond the 11
months that they require and extend it through the completion of
our investigation into Russia’s interference in the 2016 election?
Will you commit to keeping those records during the duration of
our investigation?

Mr. WALKER. We will commit—we will keep all relevant records
to this investigation and provide them to the Committee, yes.

Mr. EDGETT. Same goes for Twitter.

Senator HARRIS. Thank you.

Mr. WALKER. Yes.

Senator HARRIS. And as for all three of you, can you please name
the senior executive who is responsible in your operation for coun-
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tering state-sponsored information operations? And if you do not
have one, please indicate that, as well.

Mr. WALKER. It’s a challenging question, because we have a
number of people across different teams, including our cyber espio-
nage teams, as well as our trust and safety teams. I would say our
chief security officer is one such person. Another person would be
the head of our trust and safety team. Then we also have separate
teams at YouTube who work in these areas.

Senator HARRIS. So I take it you have not designated an indi-
vidual as part of your executive team who’s responsible specifically
for state-influence operations?

Mr. WALKER. I will take responsibility for that, Senator.

Senator HARRIS. Okay, I appreciate that.

Mr. EDGETT. That role—there’s two people filling that role at
Twitter. The first is our general counsel. I'm currently our acting
general counsel, so currently it is me. But also our head of our
Twitter product, the Twitter product that we all use, has taken re-
sponsibility for safety, abuse, and information quality on the plat-
form. So I feel like that’s directly related to your question.

Senator HARRIS. Okay. But I'd like you each to appreciate and
everyone to appreciate that this is a very specific issue with its own
pathology, requiring a great amount of resources, because we are
talking about state-sponsored activity. This is not about an indi-
vidual conducting this activity and then you need to review it.

So as it relates to state-sponsored information operations, I'm re-
questing that you name whoever is responsible now, but as we go
forward that you designate in your operation someone at the execu-
tive level who is responsible specifically for those types of oper-
ations, understanding that, as we know now, there are govern-
ments that are willing to put incredible amount of resources into
manipulating the American public.

And it is beyond what you might need to review in terms of ac-
tivity on your sites that involves issues of posting inappropriate im-
ages and things of that nature.

Mr. Stretch.

Mr. STRETCH. Senator, we have a chief security officer and a
threat intelligence team that’s acutely focused on this threat. I will
take responsibility for our overall response to this threat.

Senator HARRIS. And how many of your employees are dedicated
to addressing state-sponsored operations specifically? And if there
aren’t, please follow up in terms of what you're prepared to dedi-
cate to that.

Mr. STRETCH. This is a—it’s a harder question, because there are
so many vectors that we’re investing in. I stated earlier that we
have 10,000 people at Facebook across a number of teams who are
focused on safety and security generally, and we’re doubling that
number. The number of people who think of this as their full-time
job is something I'll have to come back to you on.

Senator HARRIS. Okay, I appreciate that. And for each of the
companies, we’d appreciate that.

You can create automated systems that detect foreign propa-
ganda. For example, you can determine whether a user is active
during Moscow business hours, or connects through a VPN, or reg-
isters with a fishy voice over an IP telephone number. And you can
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feed those signals into a machine that can actually create an algo-
rithm that can allow us to indicate or figure out if propaganda is
actually being pushed through. Have you done that as it relates to
state-sponsored manipulation of elections?

Mr. EDGETT. So our technology is agnostic. We have the tech-
nology you’re talking about, which is an algorithm that helps us
catch the bad actors based on their pattern and behavior, and also
connect accounts so that if they start new accounts or new net-
works of accounts, we get those before they tweet.

We want to catch that activity all over Twitter. That, having
automated accounts, malicious actors on Twitter, is a bad experi-
ence for our users. So we've been tackling that problem for years,
and the challenge is as we get better, these actors get better. And
so it’s a constant game of cat and mouse and one-upmanship.

But we are committed every single day to making sure that we
are removing those actors from our platform.

Senator HARRIS. My time is running out, so perhaps we can just
have quick answers for the remaining folks.

Mr. WALKER. Our answer would be similar.

Mr. STRETCH. The same.

Senator HARRIS. Thank you.

Chairman BURR. Members should be aware that there has been
a series of votes started about seven minutes ago, two votes. We've
got two Members left. We're going to move through those and wrap
up.
And at this time, I would ask unanimous consent that all Mem-
bers be allowed for seven days to submit questions to our witnesses
today.

[No response.]

Without objection, so ordered.

Senator Cornyn.

Senator CORNYN. Thank you for being here.

It strikes me that the United States is operating at a tremendous
disadvantage. We are a free and open society. We believe in free-
dom of the press, freedom of expression, and we respect the privacy
rights of individual—of individuals. Our opponents have the oppo-
site view. They view information as a tool of warfare, while deny-
ing their own citizens access to the sort of freedoms—the press, in-
dividual thought, and expression—that we celebrate in this coun-
try. But it seems to me that you're at the intersection of this prob-
lem, which brings us to why you're here today.

I'll restate the Chairman’s comments when he started by quoting
H.L. Mencken who said, “For every complex problem, there is a
clear, simple, and wrong answer.” And so we need to be very care-
ful, I think, in how we deal with this.

But I do think the public needs to understand how your plat-
forms operate. My friend Senator Harris talked about your being
the town square and the newspaper, the radio station. But you are
more than just a publisher of information. As you point out, most
of the income that your companies earn is from data mining. You
know more about individual Americans than anybody else, includ-
ing their own government. And, of course, you vow to protect that
information and their privacy at the same time.
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But you use it in order to target ads. Many of us here on the
panel have used your platforms in political campaigns to make sure
that our message gets to voters who we think might be receptive
to our point of view or our platform.

But I'd like to know as a general matter how do you distinguish
between somebody, like Senator Feinstein alluded to, using social
media as a means to recruit and incite lone-wolf terrorists like the
one that plowed down unsuspecting New Yorkers yesterday, killing
8 and injuring 11 others, between that person and a foreign gov-
ernment using your platforms in order to pursue the sort of
disinformation and active measures that caused so much confusion
and polarization in our election?

And how do you distinguish between the way you treat those
people on your platforms and how you treat sex traffickers, who are
targeting young girls and selling them, in essence, for sex? How do
you distinguish between those three?

Mr. WALKER. Senator, I'd say none of those activities are accept-
able on our platforms. We have strong policies against abuse of
platforms to promote hate, hate speech, incitement of violence, sex
trafficking, human trafficking, et cetera. In addition, when you
have the added layer of a deceptive actor, like a foreign govern-
ment, trying to push its points of view in deceptive ways, without
identifying itself, etcetera, that separately violates another layer of
our policies.

Mr. EDGETT. It goes back to what we talked about earlier. We
also have the same policies prohibiting all of this. We’ve had the
best success so far looking at the behavior and the signals we see
only on the Twitter side, around how accounts are linked and the
activity of those accounts, where they’re logging in from, what
they're doing with each other, to stop these bad actors before
they’re even able to tweet.

A good example of this is on the terrorism side. We are now able
to automatically detect and take down 95 percent of terrorist ac-
counts, 75 percent of those before they tweet for the first time. So
because we're focusing on behavior and not the content, we don’t
have to wait for them to get their messages out. We take those
down proactively before they’re able to speak.

Mr. STRETCH. I would just add, Senator, that of the three forms
of abuse of the platform you describe—child safety, terrorism, and
foreign interference in elections—the first two we’ve been working
on for quite a long time as an industry and with government, and
I think we have a proven track record of working well together, as
an industry and with government, to make sure we'’re taking ap-
propriate steps to address those abuses. We have work to do, but
we have made progress.

This threat of foreign interference in the elections is something
where we do need to up our game, I think, as a company and as
an industry and working with government. But the success we've
made or the successes we've had on those first two forms of abuse
gives me some reason for optimism going forward, with respect to
our ability to address the foreign interference threat.

Senator CORNYN. For each of you, have the terms of service of
your company changed at all since the 2015, 2016 actions of Rus-
sia? Your terms of service?
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Mr. WALKER. Yes. We have changed our policies with regard to
ads that are appropriate, as well as content that’s available on
YouTube.

Se‘z?nator CORNYN. Focused on active measures or on other mat-
ters?

Mr. WALKER. Our terms have to do with terms around adver-
tising and terms about what acceptable content is. We are simulta-
neously using additional tools behind the scenes to identify mate-
rial.

Mr. EDGETT. It’s very similar at Twitter.

Mr. STRETCH. The same is true for Facebook.

Senator CORNYN. Why should your companies be treated any dif-
ferent than the press from a legal accountability standpoint?

Mr. EDGETT. We believe, as a user-generated content platform,
that the rules around Section 230 provide a platform to our users
around free speech and expression, and don’t require us to take a
bias on removing content that we fear will violate certain rights.
And so we work actively to prohibit things like violence and ter-
rorism and abuse and harassment. And you’ll see how we were
tackling this problem with urgency and seriousness.

But we believe that, as a user-generated content platform, we
want to allow the free expression and debate without the inter-
ference of some of the things you’re talking about.

Senator CORNYN. So you believe you should be treated from a
legal standpoint differently than a newspaper, cable TV show, or
a radio show?

Mr. EDGETT. Yes. We're not producing the content; we’re allowing
users to upload. We have a lot of great journalists and news organi-
zations who are putting content on our platform to share, linking
back to their sites. We're offering the service to allow that inter-
change, that information sharing.

Senator CORNYN. That may well be a distinction that is lost on
most of us, that you're just a platform for other people to express
their views, as opposed to being a publisher in your own right of
those, of those views.

Finally, let me just ask each of you, please, to continue to work
with us on the Stop Enabling Sex Traffickers Act of 2017. As you
know, this deals with the Communications Decency Act, which has
been used as a legal bar to those who have been victims of sexual
abuse, when they seek to bring the people who facilitated that sex
trafficking to justice. And I think there is a way that, working to-
gether, we can come up with something that protects the victims,
but also maintains the freedom of the internet. And I would just
encourage each of you to continue working with us on that, so we
can reach an acceptable outcome.

Thank you, Mr. Chairman.

Chairman BURR. Senator Reed.

Senator REED. Thank you, Mr. Chairman.

For all the panelists, but starting with Mr. Stretch: When you
discover a deceptive foreign government presentation on your plat-
form, my presumption is from what you've said today you’ll stop it
and take 1t down. Do you feel an obligation in turn to notify those
people who have accessed that? And can you do that? And
shouldn’t you do that?
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Mr. STRETCH. Senator, we feel an obligation, as you say, first to
stop the activity; second, to investigate it further, to fan out, essen-
tially, from the account to make sure we’re taking an expansive
view of the investigation to try to capture any related activity;
third, to share threat information with the industry and with the
government so we can all do a better job; and then, fourth, to bring
the issue to the attention of, in this case, this Committee.

And the content itself, we've said we’re supportive of this Com-
mittee making it publicly available. The question of reaching out
to individuals who may have seen it is a much more difficult and
complex one. But we believe our commitment to transparency on
this issue generally should address that.

Senator REED. Well, potentially you could do that, I presume, or
you could invest the resources to do it. And as a result, frankly, re-
porting to us about the nefarious activities of Russia is not going
to immediately translate to the thousands or apparently 126 mil-
lion people who saw the message and thought it was legit.

You have the, I presume, the technical skill to do that. Again, ap-
ropos Senator Cornyn, you know, you’ll see in the newspaper, “We
correct the statement we made the other day; it was wrong,” or “It
was deliberately wrong.” And I think you, given the First Amend-
ment, you can live with that, I hope.

Mr. STRETCH. I'm sorry, Senator. Could you repeat the question?

Senator REED. Well, the question goes back to having an obliga-
tion under the First Amendment to notify people who you know
have been deliberately misled by a foreign government—not just
us, not just law enforcement.

Mr. STRETCH. The technical challenges associated with that un-
dertaking are substantial, particularly because much of the data
work underneath our estimate of the number of people who may
have been exposed to this relies on data analysis and modeling.

That said, we do believe transparency in this area is important,
and we are supportive of making as much of this information avail-
able to the public as the Committee deems warranted.

Senator REED. Mr. Edgett. I deem it warranted, for whatever
that’s worth.

Mr. Edgett.

Mr. EDGETT. It’s an interesting proposition. We have a team
dedicated to information quality and how we present information
on the platform. We see, as an open platform, active dialogue
around a lot of this false information, fake information right away.
So when you’re seeing the tweets, you're also seeing a number of
replies to it, showing people where to go, where other information
is that’s accurate. But we will definitely take that idea back to ex-
plore how we could implement a process like that.

Senator REED. Mr. Walker, your platform?

Mr. WALKER. We're somewhat differently positioned in that, be-
cause were not primarily a social network, many of our users are
not logged in at the time they access content. So it’s difficult for
us to know exactly who has seen what. But we too will take it
under consideration.

Senator REED. Thank you.

With respect to bots, what I've gleaned from the testimony is
that you can technically identify a bot system operating on your
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platform; and then, am I right to assume that you will shut them
down? Any bot system, you will shut down? Particularly a govern-
ment-related bot system?

Mr. WALKER. When we refer to bots, it’s primarily a Twitter
issue. I'm not familiar with bots on Google per se.

Senator REED. Well, let’s go to Twitter. I'm not the technical ex-
pert, but YouTube is your subsidiary, I presume.

Mr. WALKER. That’s correct, yes.

Senator REED. And a lot of the hits on YouTube I presume were
generated by electronic devices, not people, so that the RT program
that was attacking Secretary of State Clinton had a 2 percent over-
the-air audience, but a huge number of hits on YouTube. And as
a result, you know, you are being unwittingly or wittingly used by
bot systems all of the time.

Mr. WALKER. A bot, an automation, an automated view of con-
tent, really isn’t sort of the core issue. What people tend to do on
YouTube is try to drive up their perceived view counts to make
themselves appear to be more popular than they are.

Senator REED. And they do it by using electronic networks.

Mr. WALKER. That’s certainly right. And so we—yes, across—and
this is a problem not limited to this context. Many people would
like to make themselves appear more popular than they are. So we
have a lot of sophisticated tools that are precisely designed to com-
bat that kind of phenomenon, yes.

Senator REED. And you will, if you find it, reduce the number of
hits so it’s no longer trending?

Mr. WALKER. Either that or remove people from our services for
abuses of our terms of service, yes.

Senator REED. So you do have to deal with these bot networks,
and you’re dealing with it.

Mr. WALKER. In that sense, that’s correct, yes.

Senator REED. Okay.

Bots?

Mr. EDGETT. Similarly, we remove as many bad automated ac-
counts as we can find. As I said earlier, some of these bad actors
are trying to get more sophisticated, and so we’re staying ahead of
that by learning from the automated accounts that we’re seeing.
But we will remove them, and have technology to make sure that
automated accounts aren’t gaming trends, so that—the trending
hashtags that people are seeing on the platform. We will remove
their content from search and from the timelines, and we will re-
move them permanently from the system, you know, once we are
able to investigate.

Senator REED. Mr. Stretch, please.

Mr. STRETCH. Senator, we—apologies.

We prohibit automated account creation, and in doing so we’re
always looking for evidence of accounts being created en masse and
engaging in either of the behaviors that Mr. Walker and Mr.
Edgett identified.

Senator REED. Thank you.

Just a quick question, because my time is going. This is a
daunting effort. We're being attacked, and you have to go on the
offense, the counter-offense, because the way we’ve structured this
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system, we have very limited government role in your regulation,
your activities, et cetera.

And it comes down ultimately to resources. So I would like to fol-
low up officially. But what percent of your revenue are you devot-
ing to these activities? I mean proactive activities, not, you know,
just if someone complains enough we’ll take it down, but finding
bots, thinking about notifying recipients of clearly bad information.
So what percent do you think, Mr. Stretch, right now?

Mr. STRETCH. Senator, I cannot give you a percentage. I can tell
you that the company is committed to getting this right. Our most
expensive resources are—resources are people and, as I stated ear-
lier, we are doubling the amount of people who will be focused on
these efforts in the coming year.

Senator REED. Can you get us a number, please, in writing?

Mr. STRETCH. Yes.

Senator REED. Thank you.

Mr. Edgett, please.

Mr. EDGETT. We also dedicate a lot of resources to this, and I'll
follow up with your staff.

Senator REED. Mr. Walker, similarly?

Mr. WALKER. Similarly.

Senator REED. Thank you.

Thank you.

Chairman BURR. The Chair recognizes the Vice Chair.

Vice Chairman WARNER. Thank you, Mr. Chairman. I'll be very
brief. I know our time is limited.

One, I want to acknowledge Senator Reed I think raised a very
good question. And if you were in a medical facility and you got ex-
posed to a disease, the medical facility would have to tell the folks
who were exposed. The comment as well about TV and radio mak-
ing corrections. I do think it’s an interesting question about what
obligation you might have.

I just have to tell you, I think there has been some progress
made and I appreciate some of your efforts. I still find it very dis-
turbing that it appears that, at least from Twitter and Facebook,
the sense is that all the Russian active measures only originated
with one single troll farm in St. Petersburg, and it still appears
that most of the work that you have provided us is derivative of
your initial reports.

I was hoping very much that you would come in today and either
say that was absolutely all of it or we’ve identified other troll farms
or other entities. And I think we’ve got a lot more work to do.

Thank you so much, Mr. Chairman, for this hearing.

Chairman BURR. Thank you. Thank you, Senator Warner.

We've come to the close of this and let me just make a couple
of statements, if I can. If, for some reason, you need antitrust waiv-
ers to collaborate with each other, please let us know. More impor-
tantly, seek for the waiver yourself. This is going to take an overall
effort to minimize—I'm not going to use the term “eliminate”—to
minimize the damage and, more importantly, the impact of what
Russia is doing, did do, and what others will do next year.

I firmly believe that all three of your companies have a new per-
spective on security and that you've got your varying degrees of
changes that are good. The challenge is if it fails the impact of that
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failure is significantly different than it was in the 2016 elections.
I need you to know that up front.

You all acknowledge that FEC law applies to you, but it hasn’t
been lost on me that all of you asked for an exemption from the
applicable FEC law. So I sort of am reminded that a portion of the
content posted on Facebook by foreign actors appeared to support
one candidate or another. Clearly, it falls within the lines of what
the FEC law was there for. And, as you know, Federal campaign
law requires disclosures of sources for ads. I have to put that little
thing, “Paid for by.”

Mr. Edgett, you said your guys are adopting something similar.
I applaud you on that. And I'm sure, if I asked why you didn’t
apply it, you might have told me before that the FEC law didn’t
apply to you because they had a hung jury at the FEC. They didn’t
decide it did, and they didn’t decide it didn’t. Or maybe it’s the ex-
cuse that it was small, impractical items, therefore they had an ex-
ception to the disclosure.

Let me make it perfectly clear: There is no exception to the dis-
closure as it relates to foreign money used to influence U.S. elec-
tions. That is a national security issue. It is a direct attempt to in-
filtrate the democracy that we have here. And if it’s not stated in
the law, it should be your company’s responsibility to take it on
head-on.

So in the future I hope that, if there’s a takeaway from this, it’s
that everybody’s going to adhere to FEC law. If you're a media out-
let and you've known that it applied to you; if for some reason you
ever questioned whether it was foreign money, then you probably
didn’t run the ad. I hope that none of your platform is conditional
upon you not verifying where that money’s coming from.

So the one thing that I didn’t hear today, and I hope you will
take it back, is the effort to certify who’s paying for these things.
I, like others, do not want the government to stipulate to any of
you what content, especially political content, should look like. By
the same token, you’re the front line before anything else has to
kick in to certify that foreign money is not finding its way into in-
fluencing U.S. elections.

I wish I could leave today and believe the only thing we have to
worry about are elections. The truth is we've spent a tremendous
amount of time as two old guys trying to figure out what bots were
and things that I don’t use. But I have to understand them in a
way that as a policymaker makes decisions that are best for the
future of my kids and my grandchildren, to make sure they’ve got
access to your platforms, to make sure that they can experience
things I never dreamed about experiencing and am too old to un-
derstand.

But I recognize the fact that I can’t be influenced just because
I don’t understand it, because I've got to match my capital with the
intellect of all of you at the table and the people that work at all
your companies. That is our future.

Don’t let nation-states disrupt our future. And you're the front
line of defense for it. Please take that back to your companies.

This hearing is adjourned.

[Whereupon, at 12:30 p.m., the hearing was adjourned.]
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VIA EMAIL

Chairman Richard Burr

U.S. Senate Select Committee on Intelligence
211 Hart Senate Office Building
Washington, D.C. 20510

Dear Chairman Burr, Vice Chairman Wamer, and Members of the Committee:

Thank you for your questions for the record from the November 1, 2017
Committee Hearing on Social Media Influence in the 2016 U.S. Elections. Per your
request, attached are the answers for the record to your questions, as well as our hearing
testimony.

Please let us know if you have any further questions.

Regards,
On %t
Colin Stretch

General Counsel, Facebook

Address; 1601 Willow Road
Menlo Park, CA 4025
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Chairman Burr

1. What procedures must the Russian government follow to compel the
production of customer-created content or personally identifiable
information from your company?

As part of official investigations, government officials sometimes request data about
people who use Facebook. We have strict processes in place to handle these government
requests, and we disclose account records solely in accordance with our terms of service
and applicable law. We require officials to provide a detailed description of the legal and
factual basis for their request, and we push back if the request appears to be legally
deficient or is overly broad, vague, or otherwise inconsistent with our policies. Further,
with respect to government requests for disclosure from outside the United States, a
Mutual Legal Assistance Treaty request or letter rogatory may be required to compel the
disclosure of the contents of an account. Facebook has never produced customer-created
content or personally identifiable information in response to a request from the Russian
government.

2. Has the Russian government compelled the production of customer created
content or personally identifiable information from your company?

As part of our ongoing effort to share information about the requests we have received
from governments around the world, Facebook regularly produces a Transparency Report
about government requests to Facebook. Our Transparency Report contains historical
information about Russian requests for data going back to 2013. In summary, we
received 28 requests from the Russian government between 2013 and 2017. We did not
provide any data in response to these requests.

See https://transparency.facebook.com/country/Russia/2017-H1/.

3. If so, has your company complied with such efforts by the Russian
government to compel the production of customer-created content or
personally identifiable information?

See response to question 2.

4. Has your company ever refused to comply with efforts by the Russian
government to compel the production of customer-created content or
personally identifiable information? If so, have any of these efforts been
successful?

See response to question 2.
5. Has your company provided any content created by a U.S. person or
personally identifiable information about a U.S. person to the Russian

government?

See response to question 2.
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6. More specifically, has your company provided to the Russian government the
content of any direct messages sent to or from a U.S. person?

See response to question 2.

7. Has your company provided to the Russian government any information that
could be used to determine the location of a U.S. person?

See response to question 2.
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Vice Chairman Warner

1. Facebook took some action to curb activity on tens of thousands of nefarious
accounts in the lead-up to this year’s French election.

a. What were the lessons learned by Facebook and the French election
authorities in the aftermath of that election, where Russian
propaganda did not appear to be particularly effective?

While we cannot speak to lessons learned by French election authorities, we are
encouraged that improvements to our fake account detection systems allowed us to
disable more than 30,000 additional accounts in connection with the French election—
though these accounts were most commonly used for financially-motivated spam, not
organized propaganda campaigns from a particular country. In addition, after reports of
foreign interference in the run-up to the French—and U.S.—elections, we worked closely
with German officials on a number of initiatives to fight disinformation and make
Facebook a safer and more secure environment for genuine civic engagement. As with all
security threats, we have been continuously incorporating new insights into our models
for detecting fake accounts, including information specific to fake accounts focused on
social, political, or election issues. We believe that we were more effective at taking
down fake accounts connected to the French and German elections as a result.

2. Does Facebook intend to notify unwitting American users who shared, liked,
or commented on content published by Russian-backed users? For example,
informing users that they followed or interacted with a Facebook community
that was actually a Russian front. Why or why not?

We recently launched a portal to enable people on Facebook to learn which of the IRA
Facebook Pages or Instagram accounts they may have liked or followed between January
2015 and August 2017, This tool is available in the Facebook Help Center at
https://www.facebook.com/actionplan.

In the coming weeks, we will take significant steps to make users aware of this new tool,
including a notification in their News Feed. We will be promoting this tool alongside our
efforts to educate people about changes that we are making to strengthen our platform’s
resistance to inauthentic and malicious behavior, including increasing ads transparency,
implementing a more robust ads review process, imposing tighter content restrictions,
and exploring how to add additional authenticity safeguards. These efforts complement
ongoing work to help promote news literacy by giving people information so they can
make smart choices about the news they read. This work includes partnerships with
organizations like the News Literacy Project, support for the News Integrity Initiative,
and collaboration with academics and researchers around the world.

We have also worked to notify people about this issue, broadly, through our white paper
in April 2017, Information Operations on Facebook, and our disclosures this past fall.

3. What are your policies regarding the hosting and distribution of hacked and
stolen emails from your platform?

3



104

We prohibit any content that is claimed or confirmed to have come from a hacked source.
In rare situations and on a case-by-case basis, we may choose to allow content that is
newsworthy, significant, or important to the public interest even if it otherwise violates
our policies.

4. Reports suggest that in 2014 and 2015, Facebook was alerted by Ukranian
activists and politicians—and reportedly even Ukraine’s President—about
an active campaign by Russian trolls to push disinformation on Facebook.

a. What actions did you take in response to address the threat at the
time?

Those reports are incorrect to the extent that they imply that we were warned of
information operations similar to those that we have described to this Committee in
connection with the 2016 election.

In Russia and Ukraine, like in many countries, we’ve seen people use slang to refer to
people of other countries. For example, some people in Ukraine refer to Russians as
“moskal” (literally “Muscovites™) and some in Russia call Ukrainians “khokhol” (literally
“topknot”). After conflict started in the region in 2014, people in both countries started to
report posts containing these words as hate speech. We conducted a review and
concluded that these words were indeed being used in some cases as hate speech that
violates our Community Standards. We removed reported content, a decision that was
initially unpopular on both sides. Anyone can report content to us if they think it violates
our policies, and one report is enough for us to remove something. Multiple reports will
not lead to the removal of content if it meets our standards.
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Senator Collins

1. Several independent researchers have said that Facebook has the ability to
search for content or metadata that could substantiate or disprove
allegations of possible collusion between the Russian disinformation
operation and the Trump campaign’s own social media efforts, such as
timing of certain posts and sharing of content.

a. Is this true, and if so, has Facebook found any information relevant to
these allegations?

Facebook does not believe it is in a position to substantiate or disprove allegations of
possible collusion. Facebook is, however, providing investigators, including this
Committee, with information it has regarding the scope and nature of Russian
information operations on our platform so that those investigators have information that
may be relevant to their inquiries. We are happy to schedule a meeting with your staff to
discuss our findings in more detail.

2. Facebook has an automated engine for recommending content to users.

a. Did this recommendation engine suggest to any Facebook user that
they view, follow, or join any of the Russian-linked pages?

This happened in some cases. Because we were not aware that these Pages were not
legitimate, they were sometimes recommended when people followed similar Pages, for
example. However, these recommendations were not the primary way that the Pages
attracted their audience.

3. What provision in your Terms of Service ensures that political
advertisements targeted towards the United States are purchased by an
American citizen?

Facebook’s Statement of Rights and Responsibilities (the terms that govern all use of our
services) prohibit using Facebook to do anything that is unlawful, misleading, or
malicious. In addition, advertisers must comply with Facebook’s Advertising Policies,
including acknowledging that they are responsible for understanding and complying with
all applicable laws and regulations. Therefore, violating the Federal Election Campaign
Act also violates our terms.

We also support efforts to promote greater transparency in political advertising online
and recently announced steps to make advertising on Facebook more transparent,
increase requirements for authenticity, and strengthen our enforcement against ads that

violate our policies. See https://newsroom.fb.com/news/2017/10/update-on-our-
advertising-transparency-and-authenticity-efforts/.

4. Do your Terms of Service prohibit users from influencing elections in other
countries?
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Facebook requires advertisers and users to comply with all applicable laws and
regulations, including laws related to electoral activity. We also require advertisers and
users to comply with our policies, which require that people use their authentic name and
identity. Our advertising policy also prohibits misleading or false content, stating: “Ads,
landing pages, and business practices must not contain deceptive, false, or misleading
content, including deceptive claims, offers, or methods.”

5. If a foreign national working on behalf of a foreign intelligence service was
an authentic user in real name on your platform, could he post divisive, but
non-violent content related to a U.S. election without violating your Terms of
Service? Would he be able to purchase political advertising?

If the person was engaged in coordinated inauthentic behavior on behalf of a foreign
intelligence service, that would violate our terms even if he or she was using his or her
real name. In addition, our terms prohibit ads that are illegal, so if the advertising was
prohibited by the Federal Election Campaign Act or any other law, that would also
violate our terms.
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Senator Feinstein

1. Facebook has conceded that the number of people exposed to content from
foreign groups online is far more pronounced through organic traffic and
fake accounts than it is through paid advertising. Troublingly, it does not
appear there is a proven method for combating the spread of fake accounts
created to sow division in society. Although Facebook has indicated
authenticity activity measures are in development, as recently as August
2017, divisive foreign unpaid content designed to polarize and anger the
American people could be found on Facebook.

a. What specific actions is Facebook taking to combat this type of
divisive, unpaid activity on an on-going basis?

We are constantly improving our technical systems to identify and remove inauthentic
accounts and reduce the distribution of material that can be spread by accounts that
violate our policies, and we do have a track record of success and improvement in this
area. Each day, we block millions of fake accounts at registration, as our systems
examine thousands of account attributes and focus on detecting behaviors that are
difficult for bad actors to mask or fake, including their connections to others on our
platform. For example, we are encouraged that recent improvements to our fake account
detection systems focused on social and political content allowed us to disable more than
30,000 additional accounts in connection with the French election. However, these
accounts were most commonly used for financially-motivated spam, not organized
propaganda campaigns from a particular country.

Facebook also removes hate speech, which includes content that directly attacks people
based on their protected characteristics. We don’t allow any organizations or individuals
that are engaged in terrorist activity, organized violence or criminal activity, or organized
hate groups to have a presence on Facebook. We also remove content that expresses
support for groups that are involved in violent or criminal behavior. And, we remove
credible threats of physical harm to individuals and specific threats of theft, vandalism, or
other financial harm.

We have deployed a variety of tools in this fight to find and remove bad content,
including artificial intelligence, specialized human review, and industry cooperation, as
well as supporting important corrective measures such as counter-speech training. We are
more than doubling the number of people who work on safety and security at Facebook.

2. One of the more troubling findings from this investigation is the number of
targeted voter disengagement efforts promoted through social media.

a. Can you say with certainty that foreign actors did not use the U.S.
voter registration data to target individuals through both paid and
unpaid activity?

Facebook is not in a position to know everything that foreign actors did in their online
activities, but to date we have uncovered no evidence that the IRA used U.S. voter
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registration data for ad targeting on Facebook. The targeting for the IRA ads that we have
identified and provided to the Committee was relatively rudimentary, targeting broad
locations and interests, and did not use a tool known as Contact List Custom Audiences.
That tool (which can be used for ad targeting, but not organic, unpaid content) is the one
that a candidate’s campaign might use (in connection with their own vendors) to develop
customized targeting based on voter profile information. More information about
Facebook’s targeting options in general is publicly available on our website

at https://www.facebook.com/business/products/ads/adtargeting.

3. Between June 2015 and August, an estimated 126 million Americans were
exposed to Facebook content generated by Russian troll farms.

a. Are you keeping a database of accounts exposed?

We recently launched a portal to enable people on Facebook to learn which of the IRA
Facebook Pages or Instagram accounts they may have liked or followed between January
2015 and August 2017. This tool is available in the Facebook Help Center at
https://www.facebook.com/actionplan.

In the coming weeks, we will take significant steps to make users aware of this new tool.
We will be promoting this tool alongside our efforts to educate people about changes that
we are making to strengthen our platform’s resistance to inauthentic and malicious
behavior, including increasing ads transparency, implementing a more robust ads review
process, imposing tighter content restrictions, and exploring how to add additional
authenticity safeguards.

4. Facebook confirmed in the House Intelligence committee hearing that they
found no overlap in the groups targeted by the Trump campaign’s
advertisements, and the advertisements tied to the Russia-linked accounts
identified thus far.

a. Does this targeting assessment extend to the content used by the
Trump campaign and the Russia-related accounts?

b. Does this assessment extend to both the content used and groups
targeted by the companies associated with the campaign—like
Cambridge Analytica—and Russian accounts?

We have seen only what appears to be insignificant overlap between the targeting and
content used by the IRA and that used by the Trump campaign (including its third-party
vendors). We are happy to schedule a meeting with your staff to discuss our findings in
more detail.
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Senator Cotton

1. Do Facebook’s Terms of Service prohibit collaboration with Russian
intelligence services intended to influence a U.S. election?

Such conduct would violate our policies requiring users not to use Facebook to do
anything unlawful, misleading, or malicious, and prohibiting the use of inauthentic
accounts. We have processes designed to identify inauthentic and suspicious activity, and
we also maintain a sanctions compliance program to screen advertisers.

That said, the challenge of attributing online activities to specific governments or
organizations is widely recognized in the intelligence and law enforcement communities.
It is extremely difficult to definitively attribute online activity to particular threat actors,
and we often rely on information from others, like information included in the January 6,
2017 DNI report, to identify actors behind abuse that we observe and to better understand
these issues.

2. Provided an individual or entity does not violate Facebook’s Terms of
Service, will they be allowed to use your platform to work with hostile,
foreign intelligence services to potentially influence the 2018 and 2020 U.S.
elections?

We do not believe an individual or entity could engage in this kind of activity without
violating our policies—including our policy prohibiting coordinated inauthentic activity —
or the law, and we are working to improve detection and enforcement in this area. We are
also making significant investments across all of our safety and security teams, which
means that we will have more people dedicated to finding this type of abuse among many
others.

We support efforts to promote greater transparency in political advertising online
and recently announced steps to make advertising on Facebook more transparent,
increase requirements for authenticity, and strengthen our enforcement against ads that

violate our policies. See https://newsroom.fb.com/news/2017/10/update-on-our-
advertising-transparency-and-authenticity-efforts/. We’ll require more thorough

documentation from advertisers who want to run election-related ads. We are starting
with federal elections in the U.S., and will progress from there to additional contests and
elections in other countries and jurisdictions. As part of the documentation process,
advertisers may be required to identify that they are running election-related advertising
and verify both their entity and location. Once verified, these advertisers will have to
include a disclosure in their election-related ads, which reads: “Paid for by.” When users
click on the disclosure, they will be able to see details about the advertiser, and we will
maintain a searchable archive of information. Like other ads on Facebook, they will also
be able to see an explanation of why they saw that particular ad. For political advertisers
that do not proactively disclose themselves, we are building machine learning tools that
will help us find them and require them to verify their identity.
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3. What is Facebook’s justification for allowing entities and individuals such as
WikiLeaks, Julian Assange, and Edward Snowden to maintain Facebook
pages?

Facebook is a place where people are empowered to communicate, and we make our
services available to everyone who complies with our policies. We take seriously our role
in keeping abuse off our services. These individuals and organizations can maintain a
presence on Facebook as long as they comply with our policies. We take action on
activity that violates these policies, including blocking the accounts of repeat offenders.
In addition, when governments believe that something on Facebook violates their laws,
they may ask us to restrict access to that content. We scrutinize these requests, and if we
determine the specified content does indeed violate local laws, we may make it
unavailable in the relevant country or territory.
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Senator Heinrich

1. What percent of Facebook content reviews are conducted by an actual
human being rather than via automated review?

We don’t have an either-or approach to reviewing content. All content goes through some
degree of automated review, and we use human reviewers to check some content that has
been flagged by that automated review or reported by people that use Facebook. We also
use human reviewers to perform reviews of content that was not flagged or reported to
check the accuracy and efficiency of our automated review systems. The percentage of
content that is reviewed by a human varies widely depending on the type and context of
the content, and we don’t target a specific percentage across all content on Facebook.

2. Are Facebook’s content review processes the same now as they were during
the 2016 election? If not, how have they changed?

Our content review processes are fundamentally the same, but we are more than doubling
the number of people who work on safety and security at Facebook and have already
hired thousands more content reviewers. They will be engaged in processes that we are
continuously refining, but this significant investment of resources will help us to perform
those processes more accurately, quickly, and thoroughly. One improvement that we
believe will help to address more subtle kinds of abuse is that our ad review team will do
more to assess not just the content, but also the overall context of an ad, including the
buyer and intended audience. We will also significantly expand the number of people
who work specifically on election integrity before the 2018 U.S. federal elections this
fall, including people who investigate this specific kind of abuse by foreign actors.
Additionally, we have begun testing a program where people will be able to click “View
Ads” on a Page and view advertisements a Page is running on Facebook, Instagram and
Messenger—whether or not the person viewing it is in the intended target audience for
the ad. All Pages will be part of this effort, and we will require that all ads be associated
with a Page as part of the ad creation process. Finally, we continue to make
improvements to our efforts to more effectively detect and deactivate fake accounts to
help reduce the spread of spam, false news, and misinformation. We continually update
our technical systems to identify, checkpoint, and remove inauthentic accounts, and we
block millions of attempts to register fake accounts every day. These systems examine
thousands of detailed account attributes and prioritize signals that are more difficult for
bad actors to disguise, such as their connections to others on our platform. As with all
security threats, we have been incorporating new insights into our models for detecting
fake accounts, including information specific to election issues.

We are determined to do everything that we can to protect our platform. The investments
that we are making to address these issues and other security issues will be so significant
that we have informed investors that we expect that the amount that we will spend will
impact our profitability.

3. How does accountability work when an algorithm makes bad
recommendations? For example, as recently as mid-September, anybody
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could target ads towards anti-Semites using terms provided by Facebook
such as “Jew Hater” and “History of ‘why Jews ruin the world.”” Was
anybody held accountable for this?

In September 2017, we temporarily disabled some of our ad tools following news reports
that slurs or other offensive language could be used as targeting criteria for

advertising. In order to allow businesses—especially small ones—to find customers who
might be interested in their specific products or services, we offered them the ability to
target profile field categories like education and employer. So, if someone on Facebook
self-identified as a “Jew-hater” or said that they studied “how to bum Jews” in their
education or employer fields on their profile, those terms showed up as potential targeting
options for advertisers. These deeply offensive terms were used so infrequently in these
write-in fields that we did not discover this until a journalist brought it to our attention.

We have long prohibited hate on Facebook, and although we are not aware of instances in
which these terms were ever used to actually target ads, we take our failure to enforce
that policy with adequate caution and care in this instance extremely seriously. We never
intended or anticipated that this functionality would be used this way, and we did not find
it ourselves. We are accountable for these failures. We have tried to leamn everything that
we can from this painful incident so that we can do better in the future. We have
tightened our ad policies and have taken steps to improve our enforcement, including by
adding more oversight of our automated review processes, and have been exploring how
best to implement tools for people to tell us when our systems may inadvertently enable
abuse. We have also used human reviewers to manually check existing targeting options
and reinstate the roughly 5,000 most commonly used targeting terms—terms like “nurse”
or “dentistry”—to ensure that they meet our Community Standards. We will do more
manual review of new targeting options going forward to help prevent offensive terms
from appearing.

Targeted advertising on Facebook has helped millions of businesses grow, find
customers, and hire people. Our systems match organizations with potential customers
who may be interested in their products or services. The systems have been particularly
powerful for small businesses, who can use tools that previously were only available to
advertisers with large budgets or sophisticated marketing teams. Our ads help make
meaningful connections between business and people, and the improvements we are
making to our ad policies will help us do this more effectively.

4. In hiring more content reviewers, are your companies simply throwing
bodies at a specific problem, or are you fundamentally rethinking how to
prioritize which user interactions require additional human oversight and
review, If so, how? What other changes have you made in this regard?

We work continuously to make our platform safer and more secure, and our effort to do
so is a holistic one that involves not only hiring additional employees when issues arise,
but also a continual evaluation of our processes and policies. We rely on both automated
and manual ad review, and we’re now investing in and taking steps to strengthen both.
Reviewing ads means assessing not just what’s in an ad but also the context in which it
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was bought and the intended audience—so we’re changing our ads review system to pay
more attention to these signals. We’re also adding more than 1,000 people to our teams
dedicated to reviewing ads around the globe, and their work will be used to train our
automated review systems to be more efficient and effective at finding improper ads and
enforcing our policies. Enforcement is never perfect, but we will get better at finding and
removing improper ads.
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Senator Manchin

1. Does Facebook or any Facebook affiliate use information security products
or services of Kaspersky Lab or any Kaspersky Lab affiliate?

We work with anti-malware companies to make available free malware cleanup software
to Facebook users when Facebook detects that the user is accessing Facebook from a
device that may be infected with malware. In October 2017, we removed Kaspersky’s
anti-virus software from the list of products that we make available to these users.

We are also in the process of phasing out internal use of a different Kaspersky anti-virus
product. That product does not transmit data back to Kaspersky, and is not subject to the
security and privacy concerns that have been identified in recent months. We continue to
use a Kaspersky service that provides us with information about threat activity as a one-
way feed.

2. How many Facebook subscribers took advantage of your offer to
provide Kaspersky Lab malware detection products to clean up their
computer systems?

We no longer make available Kaspersky’s anti-virus software to people with infected
devices. Unfortunately, we are unable to easily reconstruct how many Facebook users
downloaded Kaspersky software.

3. Does Facebook or any Facebook affiliate sell network space to RT or Sputnik
news agencies?

RT and Sputnik can maintain Pages on Facebook and use our advertising tools as long as
they comply with Facebook’s policies, including complying with applicable law.

4. If you recently terminated any agreements with RT or Sputnik, on what date
did the termination become effective?

Not applicable.
5. Do either RT or Sputnik need to purchase advertising space on ybur
platform, or can they freely maintain a Page or distribute web content via

their own or affiliated Facebook accounts?

RT and Sputnik can maintain Pages on Facebook for free, as long as they comply with
Facebook's policies, including complying with applicable laws.

6. Does Facebook prohibit, or have any concern about, foreign state-sponsored
news organizations positing content via the Facebook platform?

Many media organizations, including state-sponsored media organizations, have a

presence on Facebook and use our advertising services to promote their content. Like
everyone on Facebook, these organizations are required to comply with Facebook’s
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policies, including complying with applicable laws. They must also comply with our
policy requiring them to use their authentic names and identities. And, no entities that
advertise on Facebook, including media organizations, can use deceptive, false, or
misleading content in their ads. If we become aware that our policies are being violated,
we will take action.
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Senator Harris

L Facebook has produced information about Russian propaganda
advertisements. Your company has also produced information about Russian
propaganda that appeared as ordinary user content. You have not, however,
provided information about the legitimate advertisements that accompanied
Russian content.

a. How long do you retain placement and billing records for
advertisements on your services?

Facebook generally retains core billing and advertisement records for as long as it is
commercially reasonable and necessary for our business.

b. Have you instructed relevant business units to retain these records of
advertisements that accompanies Russian propaganda? If you have
not, will you immediately issue that instruction?

Facebook has taken appropriate steps to retain relevant information related to IRA
activity on Facebook.

c How much revenue do you estimate that you earned from the
advertising that accompanied Russian propaganda?

Ads generally did not run on IRA Pages, and we expect that any revenue from such ads
would be immaterial. Ads that appear in News Feed are not connected to or endorsed by
other pieces of content in an individual’s News Feed.

d. Have you notified the advertisers whose advertisements accompanied
Russian propaganda?

Facebook has notified all its users and vendors via publicly accessible postings about
general activity associated with the IRA. Ads generally did not run on IRA Pages, and
ads that appear in News Feed are not connected to or endorsed by other pieces of content
in an individual’s News Feed.

e What do you plan to do with the revenue that you earned from the
advertisements that accompanied Russian propaganda?

Ads generally did not run on IRA Pages, and we expect that any revenue from such ads
would be immaterial. Ads that appear in News Feed are not connected to or endorsed by
other pieces of content in an individual’s News Feed. We have contributed hundreds of
thousands of dollars to the Defending Digital Democracy Project, which is a bipartisan
project launched by the Harvard Kennedy School that works to secure democracies
around the world from external influence. In addition, the investments that we are making
to address election integrity and other security issues will be so significant that we have
informed investors that we expect that the amount that we will spend will impact our
profitability.
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2. The problems of inauthentic, false, and hyper-partisan content are much
broader than Russian propaganda.

a. How many of the accounts on your service do you estimate are
inauthentic?

We regularly evaluate metrics to estimate the number of “false” accounts among our
monthly active users. We divide “false” accounts into two categories. The first category
includes user-misclassified accounts, where users have created personal profiles for a
business, organization, or non-human entity such as a pet. Such entities are permitted on
Facebook using a Page rather than a personal profile under our terms of service. The
second category includes undesirable accounts, which represent user profiles that we
determine are intended to be used for purposes that violate our terms of service, such as
spamming. We estimate that in the third quarter of 2017, user-misclassified and
undesirable accounts may have represented approximately two to three percent of our
worldwide monthly active users. Our estimation of false accounts can vary as a result of
episodic spikes in the creation of such accounts. Additional information relating to our
estimate of false accounts is included in our quarterly filings with the Securities and
Exchange Commission.

b. How much of the activity on your service do you estimate is
inauthentic or false?

See response to question 2(a).

c. How much of your annual revenue do you estimate is attributable to
inauthentic or false content?

We believe that annual revenue that is attributable to inauthentic or false accounts is
immaterial.

d. Do you have a policy of notifying advertisers when their
advertisements accompany inauthentic or false content?

Ads do not run on Pages, so there is no advertising that “accompanies” Pages on
Facebook. Ads that appear in News Feed are not connected to or endorsed by other piece:
of content in an individual’s News Feed.

e. What do you do with the revenue that you earn from advertisements
that accompany inauthentic or false content?

See response to question 2(d).

f. If you are aware of independent estimates of inauthentic or false
content on your platform, please provide those estimates. If you
disagree with the estimates, please explain why.
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We estimate that in the third quarter of 2017, user-misclassified and undesirable accounts
may have represented approximately two to three percent of our worldwide monthly
active users. The estimates of these accounts are based on an internal review of a sample
of accounts, and we apply significant judgment in making this determination. Our
estimates may change as our methodologies evolve, including through the application of
new data signals or technologies, which may allow us to identify previously undetected
duplicate or false accounts and may improve our ability to evaluate a broader population
of our users.

g If the independent estimates were accurate, how much of your annual
revenue would be attributable to inauthentic or false content?

Not applicable.

h. How much of the news content that is shared on your services do you
estimate is false?

We are taking steps to better understand the prevalence of content people find to be
wrong ot misleading based on the sources they trust. We must better understand if people
trust that the information they see on Facebook is credible, and one of the areas we want
to better understand is the broader category of information that people find wrong or
misleading. Defining what is false news content is difficult and controversial. While it is
difficult to estimate a formal percentage, we believe that only a very small amount of
content on Facebook is false news.

i. How much of the news content that is shared on your services do you
estimate is hyper-partisan?

Defining what is hyper-partisan is difficult and controversial, and we do not have an
estimate.

B Have you conducted any studies of how false content performs on
your services? If yes, please describe those studies and provide copies.

As part of our efforts to reduce the spread of false news and misinformation, we routinely
track and analyze how such content is disseminated on our platform based on various
signals. We do not have formal written studies or reports.

k. Have you conducted any studies of how hyper-partisan content
performs on your services? If yes, please describe those studies and
provide copies.

We are aware of the concern that our platform may contribute to polarization, and we
have been working to understand the role that we play in discourse and information
diversity. Defining what is hyper-partisan is difficult and controversial, and we have not
conducted any formal studies on how such content spreads on the platform.
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3. In the area of state-sponsored hacking, each of your companies has a
responsible senior executive and dedicated technical experts.

a. Who is the senior executive responsible for countering state-sponsored
information operations? When did that executive assume that
responsibility, and what is the scope of the responsibility?

Our Chief Security Officer manages a threat intelligence team that is acutely focused on
state-sponsored information operations. He reports to Colin Stretch, Facebook’s General
Counsel, who is ultimately responsible for Facebook’s overall response to this threat.

b. As of November 2016, how many of your technical employees had the
primary day-to-day task of countering state-sponsored information
operations?

In 2014, we stood up a threat intelligence team dedicated to reviewing and monitoring
for, among other things, attacks from threat actors tied to nation states. That work was
mostly directed at traditional cybersecurity, such as account compromise, surveillance,
and the dissemination of stolen information, but we did have some people addressing
state-sponsored information operations. We are expanding our threat intelligence team,
and more broadly, we are working now to ensure that we will more than double the
number of people working on safety and security at Facebook, from 10,000 to 20,000, by
the end of 2018. Many of the people we are adding to these efforts will join our ad review
team, and we also expect to add at least 3,000 people to Community Operations, which
reviews content that our users and automated tools flag as inappropriate, dangerous,
abusive, or otherwise violating our policies. These investments will help us to enforce our
policies, including our authenticity policy, and help us to counter threats from malicious
actors, including those who are state-sponsored. We will also significantly expand the
number of people who work specifically on election integrity before the 2018 U.S.
federal elections this fall, including people who investigate information operations by
foreign actors.

c As of today, how many of your technical employees have the primary
day-to-day task of countering state-sponsored information
operations?

Many people at Facebook have a role in countering state-sponsored information
operations and other threats. We are working now to ensure that we will more than
double the number of people working on safety and security at Facebook, from 10,000 to
20,000, by the end of 2018. Many of the people we are adding to these efforts will join
our ad review team, to assess not just the content but the entire context of an election ad,
including the buyer and the intended audience. We expect to add at least 3,000 people to
Community Operations, which reviews content that our users and automated tools flag as
inappropriate, dangerous, abusive, or otherwise violating our policies. These investments
will help us to enforce our policies, to identify new kinds of abuse on our platform, and to
respond quickly to reports from our community and from law enforcement. We will also
significantly expand the number of people who work specifically on election integrity
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before the 2018 U.S. federal elections this fall, including people who investigate
information operations by foreign actors.

4, Much of what we know about Russian propaganda is because of academic
researchers and investigative journalists. These groups do not currently have
access to the data that they need to inform the public and to build tools for
detecting state-sponsored information operations. For example, these groups
generally cannot assess the full set of public user activity associated with
state-sponsored information operations. Providing access to this data need
not come at the expense of user privacy, since these groups could be bound
by non-disclosure agreements and use privacy-preserving algorithms to
conduct their studies.

a, Will you commit to, by the end of the year, providing five or more
independent non-profit entities with access to the data they need to
understand and counter state-sponsored information operations? If
you will, please provide specifics and a timeline for how you plan to
honor the commitment. If you will not, please explain why.

Information operations can affect the entire information ecosystem, from individual
consumers of information and political parties to governments, civil society
organizations, and media companies. We recognize that an effective response requires a
whole-of-society approach and collaboration on matters of security, education,
governance, and media literacy. We are committed not only to addressing information
and other threats that directly involve our platform, but also supporting the efforts of
others to understand and counter these threats. That’s why we are supporting the
Defending Digital Democracy Project, which is a bipartisan project launched by the
Harvard Kennedy School that works to secure democracies around the world from
external influence. We are the founding sponsor of Defending Digital Democracy’s first
big project: building an information sharing and analysis organization with members in
various critical areas of the democratic process. We would need to evaluate any request
for data on a case-by-case basis that would include understanding the information
security practices and capabilities of a third-party organization.

5. Similarly, much of what we know we now know about inauthentic, false, or
hyper-partisan content is because of independent groups.

a. Will you commit to, by the end of the year, providing five or more
independent non-profit entities with access to the data they need to
understand the prevalence and performance of inauthentic, false, or
hyper-partisan content on your services? If you will, please provide
specifics and a timeline for how you plan to honor the commitment. If
you will not, please explain why.

At Facebook, we have been working on the issue of inauthentic and false content for a
long time, and we believe that tech companies, media companies, newsrooms, and
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educators ail need to work together to address these societal problems. We are engaged
with partners across these industries to help create a more informed community.

Though we are committed to doing everything we can to reduce the spread of false news,
we also need to make sure we take steps to address the problem when people do
encounter hoaxes. To that end, we are exploring ways to give people more context about
stories so they can make more informed decisions about what to read, trust, and share; we
are also exploring ways to give people access to more perspectives about the topics about
which they’re reading. We are committed to collaborating with news organizations to
develop products together, providing tools and services for journalists, and helping
people get better information so they can make smart choices about what they read. We
have also joined a group of over 25 funders and participants—including tech industry
leaders, academic institutions, non-profits and third-party organizations—to launch the
News Integrity Initiative, a global consortium focused on helping people make informed
judgments about the news they read and share online.

We are also committed to working with others to protect the political process more
generally. That’s why we are supporting the Defending Digital Democracy Project,
which is a bipartisan project launched by the Harvard Kennedy School that works to
secure democracies around the world from external influence. We are the founding
sponsor of Defending Digital Democracy’s first big project: building an information
sharing and analysis organization with members in the various critical areas of the
democratic process.

We would need to evaluate any request for data on a case-by-case basis that would
include understanding the information security practices and capabilities of a third-party
organization.

6. Addressing state-sponsored information operations will continue to require
cooperation among private sector entities and with the government.

a. Have you established a formal mechanism for promptly sharing
actionable information about the state-sponsored information
operations with other online services, similar to the mechanisms that
already exist for sharing information about state-sponsored
cybersecurity threats? If not, will you commit to developing such a
mechanism?

We agree that information-sharing among companies is critical to combating constantly
evolving cyber threats, including state-sponsored information operations. We have been
working with many others in the technology industry, including Google and Twitter, on
this issue, building on our long history of working together on issues like child safety and
counterterrorism. We are already sharing more but agree that there must be a formal,
enduring effort in this area, and are working to establish an independent organization
dedicated to these efforts.
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b. The FBI is the federal agency responsible for countering foreign
propaganda. Do you have a written policy of promptly sharing what
you learn about state-sponsored information operations with the FBI?
If not, will you commit to developing such a policy?

We have a long history of working successfully with the DOJ, the FBI, and other law
enforcement to address a wide variety of threats to our platform, including threats
emanating from Russia. When appropriate, we share our understanding of abusive
behavior on our platform with these authorities, and when we learn of a situation
involving an imminent threat of harm to a person, we immediately report the situation to
first responders. Further, as part of official investigations, government officials
sometimes request data about people who use Facebook. We have strict processes in
place to handle these government requests, and we disclose account records solely in
accordance with our terms of service and applicable law.

7. You currently have automated systems in place to detect spam and abuse.

a. Do you have an automated system in place to detect state-sponsored
information operations? If yes, will you provide this to the Committee
with a private briefing on the system’s design and performance? If no,
why not?

We are constantly refining our technical systems to detect and remove abuse on our
platform. We have systems that identify and remove inauthentic accounts, and we
prioritize signals that are difficult for sophisticated bad actors to disguise. We have also
incorporated signals specifically related to accounts connected to social or political
issues. And we use automated systems to help identify hate speech, terrorist and
extremist content, and other forms of abusive activity on our platform.

These systems do not differentiate on the basis of whether the bad actor is or may be
state-sponsored. The challenge of attributing online activities to specific governments or
organizations is widely recognized in the intelligence and law enforcement communities.
It is extremely challenging to definitively attribute online activity to particular threat
actors, and we often rely on information from others, like information included in the
January 6, 2017 DNI report, to identify actors behind abuse that we observe and to better
understand these issues.

We do not share detailed descriptions of how our tools work in order to avoid providing a
road map to bad actors who are trying to avoid detection.

8. You have promised to adopt additional transparency and verification
requirements for political advertising.

a. Please detail the new requirements and your timeline for
implementing those requirements

We support efforts to promote greater transparency in political advertising online
and recently announced steps to make advertising on Facebook more transparent,
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increase requirements for authenticity, and strengthen our enforcement against ads that

violate our policies. See https://newsroom.fb.com/news/2017/10/update-on-our-
advertising-transparency-and-authenticity-efforts/. We’ll require more thorough
documentation from advertisers who want to run election-related ads. We expect these
reforms to be in effect by the 2018 U.S. federal elections this fall, and will progress from
there to additional contests and elections in other countries and jurisdictions. As part of
the documentation process, advertisers may be required to identify that they are running
election-related advertising and verify both their entity and location. Once verified, these
advertisers will have to include a disclosure in their election-related ads, which reads:
“Paid for by.” When users click on the disclosure, they will be able to see details about
the advertiser, and we will maintain a searchable archive of information. Like other ads
on Facebook, they will also be able to see an explanation of why they saw that particular
ad. For political advertisers that do not proactively disclose themselves, we are building
machine learning tools that will help us find them and require them to verify their
identity.

b. How do you define the political advertisements that are covered by
the new requirements? Why did you adopt the definition that you
did?

We support efforts to promote greater transparency in political advertising online

and recently announced steps to make advertising on Facebook more transparent,
increase requirements for authenticity, and strengthen our enforcement against ads that
violate our policies. But our commitment to ad transparency is not limited to political ads.
While our most recent announcements have focused on election-related ads—although
not necessarily only ads that mention candidates by name—we are bringing greater
transparency to all ads by making sure that people can see all of the ads run by any Page,
regardless of whether those ads are targeted to them.

c. Will you commit to including within your definition, at a minimum,
advertisements that advocate for or against a specific candidate,
political party, piece of legislation, regulatory action, or ballot
referendum? If not, why not?

Our commitment to ad transparency is not limited to political ads. While our most recent
announcements have focused on election-related ads—although not necessarily only ads
that mention candidates by name—we are bringing greater transparency to all ads by
making sure that people can see all of the ads run by any Page, regardless of whether
those ads are targeted to them.

9. Your platform offers a range of advertisement targeting criteria.
a. Which types of targeting criteria, such as demographic, behavioral,
lookalike, or email matching did Russia use for its information
operations?

We have provided the targeting criteria to this Committee along with the ads themselves.

23



124

10.  Have you seen any evidence of state-sponsored information operations
associated with American elections in 2017, including the gubernatorial
elections in Virginia and New Jersey?

We have learned from the 2016 election cycle and from elections worldwide this last
year. We have incorporated that learning into our automated systems and human review
and have greatly improved in preparation for the upcoming elections. We hope to
continue learning and improving through increased industry cooperation and dialogue
with law enforcement moving forward.

11.  User reports are an important signal of when an account is not authentic.

a. How frequently do you receive user reports about inauthentic
accounts?

User reports are an important signal, and we rely on our community to help identify
inauthentic accounts. Facebook’s Community Operations team receives millions of
reports each week about content that may violate our community standards, including
about potential inauthentic accounts.

b. What is your process for responding to those reports? How often does
that process usually take?

Our community of users helps us by reporting accounts or content that may violate our
policies. Our Community Operations team——which is growing significantly over this
year—works around the world, 24 hours a day, and in dozens of languages to review
these reports.

c. What proportion of those reports result in an account restriction,
suspension, or removal?

When we review accounts that have been reported, we look for any violation of our
policies, not just for the violation that may have been identified by the reporter. When our
review identifies a policy violation, remedies may include feature disabling, content
removal, checkpointing, or account disabling. The severity of the remedy is dictated by
the policy violation in question, as well as its frequency and whether the account is a
repeat offender.

d. Among the reports that you decline to take action on, what proportion
involve reported accounts that you subsequently identify as
inauthentic?

Our automated processes for identifying fake accounts typically take effect before we
receive reports. Whether an account has been reported multiple times does not affect
whether it is disabled. Our reviewers are trained to look for violations and enforce our
policies consistently and as objectively as possible.
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e. How many of the accounts that you have identified as associated with
Russian information operations were the subject of a user report?
Please provide all the user reports associated with these accounts and
the actions you took in response including the specific time for the
report and each action.

We are not aware that any of these accounts were reported as inauthentic.

12.  Much of the public discussion about state-sponsored information operations
on your platforms has centered on the Internet Research Agency. That is not
the only group surreptitiously spreading state-sponsored propaganda.

a. What other groups are you tracking that are affiliated with the
Russian government?

We have used “the Internet Research Agency” or “the IRA” to describe a set of actors
that were active on our platform during the 2016 U.S. election cycle. We removed
accounts linked to those actors in August 2017, and we are continually on the lookout for
recidivist actors. These actors may have called themselves by other names, including
Glavset.

We have also tracked activity from a cluster of accounts we have assessed to belong to a
group, APT28, that the U.S. government has publicly linked to Russian military
intelligence services and the “DCLeaks” organization.

b. What other countries do you believe are conducting state-sponsored
information operations on your platforms? Please describe the groups
that you are tracking for each country, including both government
agencies and affiliates.

It is extremely difficult to definitively attribute online activity to particular threat actors,
including state actors. We are constantly monitoring for threat actors who, like the IRA,
are engaged in state-sponsored information operations.

13.  According to news reports, Russia’s propaganda is not just online. Russia
appears to have organized pro-Trump rallies across Florida during the 2016
campaign, for example, convened an anti-immigrant, anti-Muslim rally in
Idaho, and orchestrated a protest and a counter-protest at an Islamic center
in Texas.

a. What data does Facebook possess about the real-world gatherings
that were associated with Russian propaganda?

A total of 129 events were created across 13 IRA Pages. Approximately 338,300 unique
accounts viewed these events. About 25,800 accounts marked that they were interested in
an event, and about 62,500 marked that they were going to an event. We do not have dat:
about the realization of these events.
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b. Will Facebook make that data public to increase awareness of the
threat?

We believe we have a responsibility to be transparent about what we know regarding
foreign influence in our election, which is why, as we have discovered information, we
have come forward with it to this Committee and to share information publicly. In an
effort to provide additional transparency, we recently launched a portal to enable people
on Facebook to learn which of the IRA Facebook Pages or Instagram accounts they may
have liked or followed between January 2015 and August 2017. This tool is available to
users in the Facebook Help Center.

c. How many individuals checked-in at, liked, or shared event pages
associated with Russian propaganda?

See response to question 13(a).

14.  Recent news reports indicated that Facebook collects, analyzes, and uses a
range of information from consumers for purposes of the “Find Friends”
feature.

a. What information does Facebook collect, analyze, and use for this
feature? How is the data collected, analyzed, and used?

b. Is the information visible to a consumer? If not, will you commit to
making this information visible?

c. Can a consumer edit or delete the information? If not, will you
commit to enabling consumers to edit or delete the information?

d. Can an advertiser target ads based on this information?

e. Is there any indication Russia may have used or attempted to use this
information to advance its information operations?

People You May Know can help Facebook users find friends on Facebook. People You
May Know suggestions come from things such as having friends in common, or mutual
friends; being in the same Facebook group or being tagged in the same photo; users’
networks (for example, school or work); and contacts users have uploaded. We give
people context when we suggest someone with mutual friends. Users may delete contacts
that they have uploaded to Facebook, in which case that information is no longer used foi
People You May Know. Facebook does not allow advertisers to target ads based on
People You May Know.

15.  Inauthentic accounts can be disabled subsequent to automated or manual
review.

a. What role do automated and human review play in your decision to
disable a suspected inauthentic account?
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We rely on both automated and manual review, and we are now taking steps to strengthen
both. We continually update our technical systems to identify, checkpoint, and remove
inauthentic accounts. We block millions of attempts to register fake accounts every day.
These systems examine thousands of detailed account attributes and prioritize signals that
are more difficult for bad actors to disguise, such as their connections to others on our
platform. We do not share detailed descriptions of how our tools work in order to avoid
providing a road map to bad actors who are trying to avoid detection.

b. Do you require that a human employee review a suspected inauthentic
account before it is disabled?

When we suspect that an account is inauthentic, we typically enroll the account in a
checkpoint that requires the account holder to provide additional information or
verification. We view disabling an account as a severe sanction, and we want to ensure
that we are highly confident that the account violates our policies before we take
permanent action. When we have confirmed that an account violates our policies, we
remove the account.

c. If so, given the rate at which inauthentic accounts can be regenerated,
how do you anticipate remaining ahead of the problem?

We continually update our technical systems to identify, checkpoint, and remove
inauthentic accounts, and we block millions of attempts to register fake accounts every
day. These systems examine thousands of detailed account attributes and prioritize
signals that are more difficult for bad actors to disguise, such as their connections to
others on our platform. We also look for recidivists who repeatedly create inauthentic
accounts. We do not share detailed descriptions of how our tools work in order to avoid
providing a road map to bad actors who are trying to avoid detection.

d. What are you doing to improve automation in the process of detecting
and disabling inauthentic accounts?

As explained above, we continue to learn common traits of bad actors and to update our
systems to better identify and remove inauthentic accounts.

e What are you doing to make it more difficult to establish inauthentic
accounts?

The combination of our constantly updated technical systems and human review aids us
in preventing the creation of fake accounts and in discovering and removing them if they
are created. It is an evolving process and as new methods are used by bad actors creating
inauthentic accounts, we will develop new solutions for identification and prevention.
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Senator McCain

1. Current campaign finance law establishes disclosure standards for television,
radio, and print media. The Pew Research Center recently found that 65
percent of Americans identified an Internet-based source as their leading
source of information about the 2016 election.

a. Under current law, to what extent is Facebook responsible for
providing a similar quality of disclosure to the public?

Facebook requires advertisers to comply with all applicable laws and with our policies,
including our authenticity policy. We are also implementing new verification and
disclosure standards on Facebook that will bring greater transparency to political
advertising on our platform in general and make it easier for us to enforce our policies.
Starting with the 2018 U.S. federal elections this fall, we will require these advertisers to
identify who is paying for the ads to Facebook and to the public. For election advertisers
who do not self-identify, we are building automated tools that will help us identify these
ads proactively.

2. The Honest Ads Act requires disclosures and disclaimers for entities engaging
in paid and intentional campaign activity, all in an effort to better
understand and detect illegal activity, like foreign interference. Given the
unique nature and accessibility of social media, bringing campaign finance
law into the digital realm poses some challenges.

a. What can Facebook and Congress do to ensure that free speech is not
violated in this process?

Facebook is a platform for people to express themselves freely and openly, and we are
working to strike the right balance between enabling free expression and ensuring that
our platform is safe. Our policies are aimed at encouraging expression and respectful
dialogue. Facebook believes that transparency in political advertising and authentic
dialogue promotes open and effective democracies. We are taking several steps to make i
clear who is running election ads on Facebook and to identify and remove inauthentic
accounts. To ensure that advertising is as transparent on other platforms as it is on
Facebook, we support industry-wide standards that provide clear and consistent guidance
to advertisers regarding their disclosure obligations.

3. The public nature of television, radio, and print ensures that political
advertisements are subject to scrutiny of the press, fact-checkers, and
political opponents. Political advertisements sold on Facebook, however, can
be targeted towards specific groups, and frequently bear no indication as to
the purchaser of the advertisement.

a. Does Facebook have plans to create a permanent online record where

the public is able to monitor the content and ownership of certain
advertisements?
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We support efforts to promote greater transparency in political advertising online
and recently announced steps to make advertising on Facebook more transparent,
increase requirements for authenticity, and strengthen our enforcement against ads that

violate our policies. See https://newsroom.fb.com/news/2017/10/update-on-our-
advertising-transparency-and-authenticity-efforts/. We’ll require more thorough

documentation from advertisers who want to run election-related ads. We expect these
reforms to be in effect by the 2018 U.S. federal elections this fall and will progress from
there to additional contests and elections in other countries and jurisdictions. As part of
the documentation process, advertisers may be required to identify that they are running
election-related advertising and verify both their entity and location. Once verified, these
advertisers will have to include a disclosure in their election-related ads, which reads:
“Paid for by.” When users click on the disclosure, they will be able to see details about
the advertiser, and we will maintain a searchable archive of information. Like other ads
on Facebook, they will also be able to see an explanation of why they saw that particular
ad. For political advertisers that do not proactively disclose themselves, we are building
machine learning tools that will help us find them and require them to verify their
identity.

4. Facebook’s Terms of Service require that paid advertisers use authentic
information in the purchase and promotion of their content.

a. What steps has Facebook taken to monitor and enforce this
requirement?

Facebook builds and updates technical systems every day to better identify and remove
inauthentic accounts, which also helps reduce the distribution of material that can be
spread by accounts that violate our policies. Each day, we block millions of fake accounts
at registration. Our systems examine thousands of account attributes and focus on
detecting behaviors that are very difficult for bad actors to fake, including their
connections to others on our platform. By constantly improving our techniques, we also
aim to reduce the incentives for bad actors who rely on distribution to make their efforts
worthwhile.

We are also implementing new verification and disclosure standards on Facebook that
will bring greater transparency to political advertising on our platform in general and
make it easier for us to enforce our policies. Starting with the 2018 U.S. federal elections
this fall, we will require these advertisers to identify who is paying for the ads to
Facebook and to the public. For election advertisers who do not self-identify, we are
building automated tools that will help us identify these ads proactively.
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January 15, 2018

Questions for the Record
Senate Select Committee on Intelligence
Hearing on Social Media Influence in the 2016 U.S. Elections
November 29, 2017

Questions for the Record for Mr. Sean Edgett, Acting General Counsel, Twitter.
[From Chairman Burr]

1. What procedures must the Russian government follow to compel the production of
customer-created content or personally identifiable information from your
company?

Twitter publishes global guidelines for law enforcement personnel that explain our
policies and the process for submitting requests for information. See https:/help.twitter.com/en/
rules-and-policies/twitter-law-enforcement-support. Since 2012, Twitter has published bi-annual
Transparency Reports, reflecting the number of requests that we have received for user
information and content removal on a per-country basis, including requests from Russia. See
hitps://transparency.twitter.comy/.

Although we have received requests for user information from Russian government
entities, the number of requests per reporting period has been relatively small compared to
requests from other jurisdictions. As the Transparency Reports indicate, Twitter has not
complied with any of those requests. See, e.g., Fig. I below (showing Twitter’s Transparency
Report table reflecting 0% compliance for information requests from Russia).

Fig. 1: Summary of Information Requests from Russia

Russia
Russia information requests
Requsrt Aceount information reguesrs Baecentage whe some informrtior produced Acesunts spetihed
January - June 2017 2 % 2

July - Decamber 2016 - - -

January - Jure 2015 2 0% 2
July - December 2015 82 0% 87
January - June 2015 43 0% 46
July - December 204 108 0% 10a
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2, Has the Russian government compelled the production of customer-created content
or personally identifiable information from your company?

3. If so, has your company complied with such efforts by the Russian government to
compel the production of customer-created content or personally identifiable
information?

4. Has your company ever refused to comply with efforts by the Russian government

to compel the production of customer-created content or personally identifiable
information? If so, have any of these efforts been successful?

5. Has your company provided any content created by a U.S. person or personally
identifiable information about a U.S. person to the Russian government?

6. More specifically, has your company provided to the Russian government the
content of any direct messages sent to or from a U.S. person?

7. Has your company provided to the Russian government any information that could
be used to determine the location of a U.S. person?

The answers to questions 2-7 are provided in response to question 1.

8. The persona, GUCCIFER2.0 (@ GUCCIFER_2), emerged in June 2016 and almost
immediately started to post material purportedly hacked from the Democratic
National Committee (DNC), linking to a seemingly related WordPress site.

® When did Twitter become aware that the @GUCCIFER _2 account was posting
links to a site containing material hacked from the DNC?

e What investigation, if any, did Twitter perform into the @GUCCIFER_2
account?

e If an investigation was conducted, to whom were the results provided?

e Did Twitter provide any information about @GUCCIFER_2 to U.S. law
enforcement or the U.S. Intelligence Community?

e Why is the @GUCCIFER_2 permitted to remain active on Twitter?

Our ability to respond to these questions is limited because we are unable to comment on
whether or not we received requests related to any specific law enforcement investigations.

Twitter maintains a dedicated 24/7 team to respond to law enforcement requests. We
work closely with U.S. law enforcement agencies around the country and promptly respond to
properly scoped and valid legal process. To the extent we are permitted to do so by law, we
make available to the Twitter community and the general public bi-annual, high-level reports
summarizing the types of requests we receive and Twitter’s responses, if any. See
https:/transparency.twitter.com.
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Our Rules prohibit users from posting content that violates our private information
policy, unless those individuals provide express authorization and permission for Twitter users to
do so. An example of private information covered by the policy includes, but is not limited to, a
non-public personal email address. Sharing private information on the platform could pose
serious safety and security risks for the person whose information is shared and is a violation of
the Twitter Rules, which we take very seriously.

When we receive a complaint that private information was shared on our platform,
Twitter will take appropriate action under its policies, which can include temporarily suspending
the account in question pending removal of the private information posted in violation of the
Twitter Rules. Subsequent violations of the Twitter Rules can result in a permanent suspension.
Twitter applies these rules to all accounts, including the account referenced in the question, and
has taken action when that account or others do not comply with the Twitter Rules.

9. Relatedly, another account, currently also named Guccifer2.0 (@Guccifer2) was one
of the first accounts to welcome @GUCCIFER_2 to Twitter, responding to the
latter’s first Tweet. The @Guccifer2 account has been identified, through Twitter’s
application programming interface (API), to have been created on June 9, 2016.
The moniker “Guccifer2.0” did not publicly exist until @GUCCIFER_2 emerged,
which did not occur until June 16, 2016.

o Has Twitter conducted an investigation as to how the account @Guccifer2 and
the @GUCCIFER_2 account interacted?

e Has the @Guccifer2 account used any other names or handles? If so, when did
the cbange to Guccifer2.0/@Guccifer2 occur?

e What investigation, if any, did Twitter perform into the @Guccifer2 account?
e If an investigation was conducted, to whom were the results provided?

o Did Twitter provide any information about @GUCCIFER 2 to U.S. law
enforcement or the U.S. Intelligence Community?

Our ability to respond to these questions is limited because we are unable to comment on
whether or not we received requests related to any specific law enforcement investigations.

As noted above, Twitter works closely with U.S. law enforcement to promptly respond to
properly scoped and valid legal process. To the extent we are permitted to do so by law, we
make available to the Twitter community and the general public bi-annual, high-level reports
summarizing the types of requests we receive and Twitter’s responses, if any. See
https:/ftransparency.twitter.com. Any law enforcement requests that Twitter received in
reference to this account would be addressed consistent with Twitter’s Law Enforcement
Guidelines.

Twitter users are permitted to change their usernames (also referred to as their handles)
and display names over time while maintaining an account on our platform. Once a Twitter user
changes a username, the prior username and date of the change is no longer visible on Twitter or
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via our application programming interface (“API”). More information about how Twitter
account holders can update this information is available through Twitter’s Help Center. See
https://help.twitter.com/en/managing-your-account/change-twitter-handle.
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[From Vice Chairman Warner]

10.  Outside researchers suggest that as much as 15% of the accounts — or 48 million
accounts — on Twitter are automated bots, while Twitter has consistently
contended the proportion of automated accounts is much lower.

o If the researchers are inaccurate with respect to the number of fake accounts on
your platform, as you suggest, what steps will you commit to take to assist these
researchers with providing the real information?

We regularly receive and welcome input from researchers and Twitter users about ways
in which we can optimize our detection and enforcement methods with respect to false or spam
accounts. We are committed to continuing to work on refining those tools and to update the
public and the Twitter community periodically about our estimates and analysis. And Twitter is
unique in the transparency it provides about public Tweet data via our application programming
interface (“API”). Through our API, we provide developers, researchers, and other third parties
access to public Twitter content. This service is a hallmark of our commitment to transparency,
collaboration, and innovation.

Based on a review of a representative sample of accounts, we estimate that false or spam
accounts represent less than 5% of our MAUs. Our estimates are lower than those reported by
outside researchers because although we can make a significant amount of information public,
researchers do not have access to critical internal information necessary to make an accurate
determination of the scale of spam, false accounts or automated bots on Twitter. As a result,
reports from third-party researchers often overestimate the true volume of such accounts on our
platform—sometimes by large orders of magnitude.

While our detection tools for false or spam accounts rely on a number of inputs and
variables and do not operate with 100% precision, they are informed by data not available
outside of Twitter. Our internal researchers have access to and can analyze a number of different
signals including, among other things, email addresses, phone numbers, login history, and other
non-public account and activity characteristics that enable us to conduct a more thorough review
and reach more accurate conclusions as to whether the account in question is fake or spam. We
keep such information confidential and do not make it available to researchers in order to protect
the privacy of our users.

Because third-party researchers do not have access to internal signals that Twitter can
access, their bot and spam detection methodologies must be based on public information and
often rely on human judgment, rather than on internal signals available to us. One common
model for determining whether an account is fake or automated is the “Botometer model,” which
compares publicly available account features, such as Tweet count, follower count, and use of
language, to the characteristics exhibited by purportedly “known” bots. The initial evaluation of
whether an account is or is not a bot, however, relies on an individual assessment and is,
therefore, inherently imprecise.

The studies that rely on information from the Twitter API to identify automated accounts
similarly overestimate both the number and impact of these accounts because our internal



135

detection tools and filtering techniques are not available to third parties. Those tools enable us to
remove from the platform malicious automated accounts (and content generated by such
accounts), but the accounts may nevertheless appear in the data stream that researchers access
through our APL, thus inaccurately reflecting the traffic on Twitter.

A study conducted by the University of Southern California and Indiana University
estimated that as much as 15% of Twitter accounts are automated, spam accounts. That estimate,
however, was based on a prediction of whether a user may or may not be an automated account
and was derived from human judgments about an account’s attributes. The authors of the study
acknowledge that detecting automated accounts “is a hard task. Many criteria are used in
determining whether an account is controlled by a human or a bot, and even a trained eye gets it
wrong sometimes.” See https://botometer.iuni.iu.edu/#!/fag#bot-threshold.

In addition to our ongoing steps to promote transparency about our platform through the
API, as we have announced, we are also committed to donating the $1.9 million we projected to
have earned from RT advertising to support external research into the use of Twitter in civic
engagement and elections, including the use of malicious automation and misinformation.

11.  'What are your policies regarding the distribution of hacked and stolen emails from
your platform?

The use of Twitter to distribute hacked or stolen emails or documents may implicate a
number of the Twitter Rules, including our prohibitions on posting private information,
infringement of intellectual property rights, and/or unlawful use. For example, users are
prohibited from posting other people’s private information, unless those individuals provide
express authorization and permission for Twitter users to do so. This policy protects information
such as non-public personal email addresses and mobile phone numbers.

In addition, under the unlawful use provision of the Twitter Rules, users are prohibited
from using Twitter’s “service for any unlawful purpose or in furtherance of illegal activities” and
“[i]nternational users agree to comply with all local laws regarding online conduct and
acceptable content.” See Twitter User Agreement—Twitter Rules, https://twitter.com/en/tos.
Twitter has processes in place for law enforcement and private parties to report Twitter Rules
violations to us and to submit legal requests and court orders for removal of illegal content.
When Twitter detects content posted in violation of our rules and policies, we may take a range
of enforcement actions, including requiring the deletion of specific content, withholding an
account or specific Tweets where they are unlawful, or suspending the account.

12. We’ve seen that bad actors are working across the various platforms to spread their
disinformation. It has proven true in the past several months that identifying fake
accounts on one platform can facilitate identification on other platforms.

e Do you share data with other firms?

e What concrete steps are you taking to share information to improve detection?

Twitter has partnered with other platforms to make progress against common threats. In
June 2017, for example, we launched the Global Internet Forum to Counter Terrorism (the
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“GIFCT"), a partnership among Twitter, YouTube, Facebook, and Microsoft. The GIFCT
facilitates, among other things, information sharing; technical cooperation; and research
collaboration, including with academic institutions.

The GIFCT has created a shared industry database of “hashes”—unique digital
“fingerprints”—for violent terrorist imagery or terrorist recruitment videos or images that have
been removed from our individual services. The database allows a company that discovers
terrorist content on one of their sites to create a digital fingerprint and share it with the other
companies in the forum, who can then use those hashes to identify such content on their services
or platforms, review against their respective policies and individual rules, and remove matching
content as appropriate, or even block extremist content before it is posted in the first place. The
database now contains more than 40,000 hashes. Instagram, Justpaste.it, LinkedIn, Oath, and
Snap have also joined this initiative, and we are working to add several additional companies in
2018. Twitter also participates in the Technology Coalition, which shares images to counter
child abuse.

Twitter understands that, to succeed, we must combine information, knowledge, and
effort with industry partners, civil society, academic institutions, and government. We do not
compete against other companies on our ability to detect and label malicious content on our
platform; instead, we recognize that we will all be stronger if we view this as a shared threat.
We are committed to a continued collaborative approach and believe it will prove successful
going forward.

13.  Press investigations have found that for as little as $100 it is possible to buy a “bot
army” via unscrupulous underground online actors, enabling the coordinated
propagation of tweets, including of false information, to create trending topics. The
Daily Betlzst publication investigated and was able to buy 1000 Twitter accounts for
just $45.

o I3 it a violation of your Terms of Service to buy and sell bots?
o What safeguards do you have in place to prevent this type of activity?

Twitter strictly prohibits the purchasing and selling of account interactions on our
platform. We advise our users that, by purchasing followers, Retweets, and likes, they are often
purchasing bots, fake, or hacked accounts. Accounts found to have purchased, sold, or promoted
the selling of followers, Retweets, and likes are in violation of the Twitter Rules and may be
subject to suspension. See https://help.twitter.com/en/rules-and-policies/twitter-rules.

The Twitter Rules prohibit using automation tools for the purpose of generating spam—
unwanted content consisting of multiple postings either from the same account or from multiple
coordinated accounts. While “spam” is frequently viewed as having a commercial element,
since it is a typical vector for spreading advertising, Twitter’s Rules take an expansive view of
spam because it negatively impacts the user experience. Examples of spam violations on Twitter
include automatically Retweeting content to reach as many users as possible, automatically
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Tweeting about topics on Twitter in an attempt to manipulate trends, generating multiple Tweets
with hashtags unrelated to the topics of those hashtags, repeatedly following and unfollowing
accounts to tempt other users to follow reciprocally, Tweeting duplicate replies and mentions,
and generating large volumes of unsolicited mentions.

Our systems are built to detect malicious automated and spam accounts across their
lifecycles, including detection at the account creation and login phase and detection based on
unusual activity (e.g., patterns of Tweets, likes, and follows). Our ability to detect such activity
on our platform is bolstered by internal, manual reviews conducted by Twitter employees. Those
efforts are further supplemented by user reports, which we rely on not only to address the content
at issue but also to calibrate our detection tools to identify similar content as spam.

Once our systems detect an account as generating spam, we can take action against that
account at either the account level or the Tweet level. Depending on the mode of detection, we
have varying levels of confidence about our determination that an account is violating our rules.
We have a range of options for enforcement; generally, the higher our confidence that an account
is violating our rules, the stricter our enforcement action will be, with immediate suspension as
the harshest penalty. If we are not sufficiently confident to suspend an account on the basis of a
given detection technique, we may challenge the account to verify a phone number or to
otherwise prove human operation, or we may flag the account for review by Twitter personnel.
Until the user completes the challenge, or until the review by our teams has been completed, the
account is temporarily suspended; the user cannot produce new content (or perform actions like
Retweets or likes), and the account’s contents are hidden from other Twitter users.

We also have the capability to detect suspicious activity at the Tweet level and, if certain
criteria are met, to internally tag that Tweet as spam or otherwise suspicious. Tweets that have
been assigned those designations are hidden from searches, do not count toward generating
trends, and generally will not appear in feeds unless a user follows that account. Typically, users
whose Tweets are designated as spam are also put through the challenges described above and
are suspended if they cannot pass.

For safety-related Terms of Service (“TOS”) violations, we have a number of
enforcement options. For example, we can stop the spread of malicious content by categorizing
a Tweet as “restricted pending deletion,” which requires a user to delete the Tweet before the
user is permitted to continue using the account and engaging with the platform. So long as the
Tweet is restricted—and until the user deletes the Tweet—the Tweet remains inaccessible to and
hidden from all Twitter users. The user is blocked from Tweeting further unless and until he or
she deletes the restricted Tweet. This mechanism is a common enforcement approach to
addressing less severe content violations of our TOS outside the spam context; it also promotes
education among our users. More serious violations, such as posting child sexual exploitation or
promoting terrorism, result in immediate suspension and may prompt interaction with law
enforcement.
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14.  If Twitter feels it is important to allow for bots on its platform, then why not require
a disclosure that a bot account is non-human? Why not ensure that your real users
know when they are interacting with an automated bot?

Because automated content can originate with any type of account, such disclosure would
necessarily be both over-inclusive and under-inclusive. For example, certain automation tools
that do not violate our rules enable users to schedule their Tweets to post automatically at a
particular time or in response to specific activity. Since they may be utilized by individual users,
applying a categorical designation to accounts that employ those tools would not accurately
characterize such accounts.

It is important to note, moreover, that not all automation is malicious. Automation is
essential for certain informational content, particularly when time is of the essence, including for
law enforcement or public safety notifications. Examples include Amber Alerts, earthquake and
other storm warnings, and notices to “shelter in place” during active emergency situations.
Automation is also used to provide customer service for a range of companies. For example, as
of April 2017, users are able to Tweet @TwitterSupport to request assistance from Twitter. If a
user reports a forgotten password or has a question about our rules, the initial triage of those
messages is performed by our automated system-—a Twitter-developed program to assist users in
troubleshooting account issues.

To maintain the integrity of our platform and to ensure a positive user experience,
Twitter’s approach to addressing the spread of malicious automation is to focus on problematic
behavior and abuse, and on accounts that engage in such behavior. To that end, we monitor
various behavioral signals related to the frequency and timing of Tweets, Retweets, likes, and
other such activity, as well as to similarity in behavioral patterns across accounts, in order to
identify accounts which are likely to be automated and acting in a malicious automated and
coordinated fashion. When we identify such accounts or abusive activity, we take action to
prevent them from interfering with the integrity of the platform and detracting from the positive
experience of our users.
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[From Senator Collins]

15. 'What provision in your Terms of Service ensures that political advertisements
targeted toward the United States are purchased by an American citizen?

As part of our ads transparency and electioneering ads efforts announced in October
2017, Twitter will require advertisers to go through an onboarding process, which will obligate
them to provide information about how they are funding their media buys. For advertisers who
do not setf-identify but who run electioneering ads, we will use a combination of machine-
learning models and human manual review to detect and halt these advertisers until they have
correctly onboarded with us as an electioneering advertiser.

While it is possible that foreign governments may attemnpt to purchase ads through
consultants or management companies, Twitter’s upcoming Transparency Center is intended to
provide identifying information about any such companies and their other advertising activities
on Twitter. That information will better enable users and outside parties to conduct their own
research or evaluation regarding particular ads.

If Twitter concluded that any advertiser was running an unlawful ad on Twitter, Twitter
would restrict the user from such further action, remove the ad, or both as appropriate.

16. Do your Terms of Service prohibit users from influencing elections in other
countries?

Twitter is a global platform with more than 330 million monthly active users around the
world. Facilitating organic, robust debate and commentary about important events around the
world is a core part of Twitter’s mission. So long as our users do not violate the Twitter Rules or
the Twitter Terms of Service, we do not place restrictions on the organic content that they choose
to Tweet about and share with their followers, including when that content contains commentary
about elections in other countries.

By contrast, unlawful interference with elections is prohibited. As noted in the unlawful
use provision of the Twitter Rules, users are prohibited from using Twitter’s “service for any
uniawful purpose or in furtherance of illegal activities™ and “[i]nternational users agree to
comply with all local laws regarding online conduct and acceptable content.” Twitter User
Agreement—Twitter Rules, available ar https://twitter.com/en/tos. For example, during the
period leading up to the 2016 election, Twitter took action on Tweets that suggested to users that
they can vote by text message. Because the Tweets in question appeared to mislead users into
believing that they could vote online or vote by text, Twitter viewed them as an unlawful
interference with the voting process and took action against those accounts and Tweets.

17.  If a foreign national working on behalf of a foreign intelligence service was an
authentic user in real name on your platform, could he post divisive, but non-violent
content related to a U.S. election without violating your Terms of Service? Would he
be able to purchase political advertising?

Twitter is committed to providing a service that fosters and facilitates free and open
democratic debate and that promotes positive change in the world. Twitter has a history of
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facilitating civic engagement and political freedom, and we intend for Twitter to remain a vital
avenue for free expression here and abroad. As a global platform, we believe that our users
benefit from the exchange of ideas with other users around the world. Accordingly, unless an
account or a user violates the Twitter Rules or the Twitter Terms of Service—including by
engaging in abusive behavior, promoting violence, harassing individuals, or using the platform
for unlawful purposes—we do not restrict the type of content they choose to share with their
followers based on their nationality or citizenship.

Advertisements generally receive a different type of review than organic Tweets. This is
because organic Tweets are generally shown to people who choose to follow the user that sends
the Tweet, while ads—Promoted Tweets—can be served to a broader audience, including users
who have not chosen to follow the user or account that generated the ad. And Twitter places
greater limitations on the type of content that can be promoted with Twitter ads compared to
organic content that our users generate. In addition, foreign nationals may be subject to legal
restrictions governing campaign contributions and electioneering. If Twitter concluded that any
advertiser, including a foreign national, was running an unlawful ad on Twitter, Twitter would
restrict the user from such further action, remove the ad, or both as appropriate.
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[From Senator Feinstein]

18.  Twitter has conceded that the number of people exposed to content from foreign
groups online is far more pronounced through organic traffic and fake accounts
than it is through paid advertising. Troublingly, it does not appear there is a proven
method for combatting the spread of fake accounts created to sow division in
society. Although the Committee has heard testimony indicating that Twitter has a
number of ways to detect “bot-like” activity, as recently as August 2017, divisive
foreign unpaid content designed to polarize and anger the American people could be
found on Twitter.

e What specific actions is Twitter taking to combat this type of divisive unpaid
activity on an on-going basis?

We are committed to addressing the spread of misinformation on our platform—and to
prevent future attempts to interfere with U.S. elections—but we recognize that spam and
malicious automation are not limited to political content and can undermine the positive user
experience we seek to offer regardless of content. Twitter’s approach to addressing the spread of
malicious automation and inauthentic accounts on our platform is to focus on identifying
problematic behavior and abuse, not primarily on the content that such accounts attempt to
disseminate. This is not to say that the content is not important—or that content has no place in
our analysis—but we recognize that those who are seeking to influence a wide audience must
find ways to amplify their messages across Twitter. As with spam and terrorist content, these
behaviors frequently provide more precise signals than focusing on content alone.

Accordingly, we monitor various behavioral signals related to the frequency and timing
of Tweets, Retweets, likes, and other such activity, as well as to similarity in behavioral patterns
across accounts, in order to identify accounts that are likely to be maliciously automated or
acting in an automated and coordinated fashion in ways that are unwelcome to our users. We
monitor and review unsolicited targeting of accounts, including accounts that mention or follow
other accounts with which they have had no prior engagement. For example, if an account
follows 1,000 users within the period of one hour, or mentions 1,000 accounts within a short
period of time, our systems are capable of detecting that activity as aberrant and as potentially
originating from suspicious accounts.

Twitter is continuing its effort to detect and prevent malicious automation by leveraging
our technological capabilities and investing in initiatives aimed at understanding and addressing
behavioral patterns associated with such accounts. For example, in early 2017, we launched the
Information Quality initiative, an effort aimed at enhancing the strategies we use to detect and
stop bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform.

Since the 2016 election, we have made significant improvements to reduce external
attempts to manipulate content visibility. These improvements were driven by investments in
methods to detect malicious automation through abuse of our API, limit the ability of malicious
actors to create new accounts in bulk, detect coordinated malicious activity across clusters of
accounts, and better enforce policies against abusive third-party applications.
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In addition, we have developed new techniques for identifying patterns of activity
inconsistent with legitimate use of our platform (such as near-instantaneous replies to Tweets,
nonrandom Tweet timing, and coordinated engagement), and we are currently implementing
these detections across our platform. We have improved our phone verification process and
introduced new challenges, including reCAPTCHA (utilizing an advanced risk-analysis engine
developed by Google), to give us additional tools to validate that a human is in control of an
account. We have enhanced our capabilities to link together accounts that were formed by the
same person or that are working in concert. And we are improving how we detect when
accounts may have been hacked or compromised.

With our improved capabilities, we are now detecting and blocking approximately
450,000 suspicious logins each day that we believe to be generated through automation. In
September 2017, our systems identified and challenged an average of four million suspicious
accounts per week, which represents more than double our rate of detection at this time last year.
Over three million of those accounts were challenged upon signup, before their content or
engagements could impact other users. Between June and September 2017, we also suspended
more than 117,000 malicious applications for API abuse. Those applications were collectively
responsible for more than 1.5 billion Tweets in 2017.

We plan to continue building upon our 2017 improvements, including through
collaboration with our peers and investments in machine-learning capabilities that help us detect
and mitigate the effect on users of fake, coordinated, and malicious automated account activity.

We have also observed the expansion of malicious activity on our platform from
automated accounts to human-coordinated activity, which poses additional challenges to making
our platform safe. We are determined to meet those challenges and have been successful in
addressing such abusive behavior in other contexts. We are committed to leveraging our
technological capabilities in order to do so again by carefully refining and building tools that
respond to signals in the account behavior. For example, as of September 2017, 95% of account
suspensions for promotion of terrorist activity were accomplished using our existing proprietary
detection tools—up from 74% in 2016. These tools focus on indicia of violating activity beyond
the content of the Tweet. We are confident that the combination of our dedicated teams, our
detection tools, and other technological advancements at our disposal will prove essential in
addressing malicious human-coordinated activity as well.

19.  One of the more troubling findings from this investigation is the number of targeted
voter disengagement efforts promoted through social media.

o Can you say with certainty that foreign actors did not use U.S. voter registration
data to target individuals through both paid and unpaid activity?

As we explained in connection with the November 1, 2017, hearing before the
Committee, as a result of our retrospective review, we have identified ways in which Russian
actors engaged with our platform in the period leading up to the 2016 election. Although we
have no visibility into what information those actors had at their disposal, users posting organic
(unpaid) content cannot target other users based on any criteria, and voter registration is not an
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available targeting criterion for ads and promoted Tweets on our platform (i.e., paid Twitter
services).
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[From Senator Cotton]

20. Do Twitter’s Terms of Service prohibit collaboration with Russian intelligence
services to influence an election?

Unlawful interference with elections is strictly prohibited and users who engage in
malicious activity designed to exert artificial influence on an election are likely to violate any
number of Twitter’s rules and policies. These may include our rules against spam, malicious
automation, abuse or harassment, posting private information, or advertising policies. In
addition, any illegal collaboration with Russian intelligence services to influence an election
would implicate Twitter’s prohibition against use of the “service for any untawful purpose or in
furtherance of illegal activities.” Twitter’s Rules specify that “international users agree to
comply with all local laws regarding online conduct and acceptable content.” Twitter User
Agreement—Twitter Rules, available at https://twitter.com/en/tos.

21.  Provided an individual or entity does not violate Twitter’s Terms of Service, will
they be allowed to use your platform to work with hostile, foreign intelligence
services to potentially influence the 2018 and 2020 U.S. elections?

The answer to question 21 has been provided in response to question 20.

22.  What is Twitter’s justification for allowing entities and individuals such as
WikiLeaks, Julian Assange, and Edward Snowden to maintain Twitter accounts?

One of Twitter’s core purposes is to help advance the global, public conversation on
various topics of interest to our users. As we stated in connection with the Committee hearing,
Twitter’s values include defending and respecting the user’s voice—a two-part commitment to
freedom of expression and privacy. Twitter has a history of facilitating civic engagement and
political freedom, and we intend for Twitter to remain a vital avenue for free expression here and
abroad.

Consistent with our values and commitment to fostering an open exchange of ideas,
unless the activity or posted content violates our Terms of Service or Twitter Rules, we do not
bar controversial figures from our platform or prohibit accounts from posting controversial
content. We believe that barring controversial figures from our platform or removing their
controversial Tweets would hide important information that our users should be able to see and
debate and would detract from the public dialogue that our platform is intended to promote.

We take action against accounts for Terms of Service and Twitter Rules violations, and
we apply those rules consistently to all accounts. So long as those accounts remain in
compliance with our policies, we do not take action against their Tweets or suspend them from
the platform.

23.  Describe how Twitter came to acquire DataMinr.

Twitter did not acquire Dataminr. As has been publicly reported, Twitter owns a 5%
stake in Dataminr and maintains an ongoing commercial relationship with that company.
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24,  Is there any portion of the DataMinr platform that shows non-public facing tweets
or messages?

Twitter provides Dataminr only with Tweets that users choose to make public. We do
not share non-public facing Tweets or messages with Dataminr.

25.  What is Twitter’s justification for labeling U.S. Intelligence Community access to
information sold by DataMinr as “surveillance”?

We prohibit the use of Twitter data for surveillance purposes by any entity whose
primary function is surveillance or the collection of intelligence. This is a longstanding Twitter
policy. Twitter is proud to work with a range of government and law enforcement agencies,
including the FBI, and to provide Twitter data for public safety, news alerting purposes, or in
response to valid legal process.

26.  Which Russian and Chinese entities currently have access to information sold by
DataMinr?

Dataminr and its business relationships with its end users are managed independently of

Twitter. Dataminr has notified Twitter that it does not have existing customers in China or
Russia.

16



146

[From Senator Heinrich]

27.  On November 8, CNN reported that a Twitter account — MAGA Mike King —
tweeted more than a dozen times on Election Day, November 7, 2017, a graphic
purportedly instructing Virginians how to vote by text. This graphic included the
logos of the Democratic Party and its gubernatorial candidate, Ralph Northam.
According to CNN, the account remained active for almost three hours out of the 13
hours that the polls were open in Virginia.

o Did Twitter devote additional resources to monitoring misinformation on
Election Day, November 7, 2017?

o  Why did Twitter take so long to suspend the account?

When we become aware of malicious uses of our platform, we take immediate action to
enforce our rules. We also recognize the importance of events such as elections, and we commit
additional resources to respond to law enforcement inquiries concerning abuse, spam, and other
malicious uses of our platform during campaign and election periods. We regularly reexamine
staffing and resources and adjust as needed, and we are launching a process to ensure that during
election periods we are positioned to respond in the most effective and efficient way.

Due to the high volume of content posted to Twitter and the real-time nature of the
platform, Twitter is not able to proactively monitor all Tweets posted in relation to those events.
Our main line of defense against malicious activity on our platform remains our technological
tools and systems, which are capable of detecting malicious automated and spam accounts across
their lifecycles, including at the account creation and login phase, as well as when those accounts
exhibit unusual activity (e.g., patterns of Tweets, likes, and follows). Our ability to detect such
activity on our platform is bolstered by internal, manual reviews conducted by Twitter
employees, as well as by information we obtain through third-party security vendors. Those
efforts are further supplemented by user reports, on which we rely not only to address the content
at issue but also to calibrate our detection tools to identify similar content as spam.

Twitter is continuing its effort to detect and prevent malicious automation by leveraging
our technological capabilities and investing in initiatives aimed at understanding and addressing
behavioral patterns associated with such accounts. For example, in early 2017, we launched the
Information Quality initiative, an effort aimed at enhancing the strategies we use to detect and
stop bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform. Our efforts have
already allowed us to respond more quickly to automation, spam, and malicious activity during
high-profile events.

When Twitter received reports about the referenced account, we permanently suspended
the user. Our action against this account is consistent with the approach we took against illegal
voter suppression Tweets during the 2016 election. Here, however, and well before our manual
review of the account’s activity resulted in its permanent suspension, Twitter’s automated spam
detection systems identified malicious behavior originating from this account and took action to
hide that user’s Tweets from appearing in searches and counting toward trends. Those
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automated systems, which we continue to invest in as part of our Information Quality initiative,
help us address emerging malicious behavior even before a human reviewer can assess the
content.

28.  What percentage of Twitter content reviews are conducted by an actual human
being rather than via automated review?

Twitter dedicates significant resources to addressing malicious automation, bots, and
other coordinated activities. We believe we have the right resources and strategies in place. We
dedicated nearly the entire engineering, product, and design teams to look at these issues at the
beginning of 2017, and we regularly reexamine staffing and resources and adjust as needed.

Critical to the continued success of our efforts is our ability to leverage our technological
advancements and improvements to tackle this problem; given the scale, this is not something
that we or anyone else can review and address by hand.

But we do not depend on automated systems alone to address malicious automation, bots,
and other abusive content or activity on our platform. Our ability to detect such activity on our
platform is bolstered by internal, manual reviews conducted by Twitter employees. Those
efforts are further supplemented by user reports, which we rely on not only to address the
activity at issue but also to calibrate our detection tools to identify similar content as spam and to
enforce the Twitter Terms of Service and Twitter Rules.

While automation provides significant opportunities to scale enforcement activity, it
frequently performs better when it supplements, but does not supplant, human review of content.
For example, our automated systems flag accounts that engage in suspicious activity for further
manual review by Twitter personnel. Those systems also assist our staff in prioritizing manual
reviews of user reports. For accurate and consistent enforcement of the Twitter Rules, many of
the most sensitive and nuanced types of Twitter Rules violations are typically conducted by
Twitter employees. Sensitive reports of illegal activities, such as voter suppression, are subject
to review by a Twitter employee and in coordination with the legal department.

We also recognize that computer algorithms alone are not sufficient to address the
problem. Context matters, and Twitter’s commitment to protecting users’ opinions and
expression require that tooling alone does not try and solve these complex issues. Accordingly,
those tools are complemented by manual review teams, collaboration and information sharing
with industry peers and participants, reliance on data and intelligence from third-party security
vendors, and partnerships with other companies and civil society.

Twitter understands that, to succeed, we must combine resources, information,
knowledge, and effort with industry partners, civil society, and government. We do not compete
against other companies on our ability to detect and label malicious content on our platform;
instead, we recognize that we will all be stronger if we view this as a shared threat. We are
committed to a continued collaborative approach and believe it will prove successful going
forward.
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29.  Are Twitter’s content review processes the same now as they were during the 2016
election? If not, how have they changed?

Twitter’s approach to addressing the spread of malicious automation and inauthentic
accounts on our platform is to focus on problematic behavior and abuse, not primarily on the
content that such accounts attempt to disseminate. We are committed to addressing the spread of
misinformation on our platform—and to prevent future attempts to interfere with U.S.
elections—but we recognize that spam and malicious automation are not limited to political
content and can undermine the positive user experience we seek to offer irrespective of the
content.

Accordingly, we monitor various behavioral signals related to the frequency and timing
of Tweets, Retweets, likes, and other such activity, as well as to similarity in behavioral patterns
across accounts, in order to identify accounts that are likely to be automated or acting in an
automated and coordinated fashion in ways that are unwelcome to our users. We monitor and
review unsolicited targeting of accounts, including accounts that mention or follow other
accounts with which they have had no prior engagement. For example, if an account follows
1,000 users within the period of one hour, or mentions 1,000 accounts within a short period of
time, our systems are capable of detecting that activity as aberrant and as potentially originating
from suspicious accounts.

Twitter is continuing its effort to detect and prevent malicious automation by leveraging
our technological capabilities and investing in initiatives aimed at understanding and addressing
behavioral patterns associated with such accounts. For example, in early 2017, we launched the
Information Quality initiative, an effort aimed at enhancing the strategies we use to detect and
deny bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform.

Since the 2016 election, we have made significant improvements to reduce external
attempts to manipulate content visibility. These improvements were driven by investments in
methods to detect malicious automation through abuse of our API, limit the ability of malicious
actors to create new accounts in bulk, detect coordinated malicious activity across clusters of
accounts, and better enforce policies against abusive third-party applications.

In addition, we have developed new techniques for identifying patterns of activity
inconsistent with legitimate use of our platform (such as near-instantaneous replies to Tweets,
nonrandom Tweet timing, and coordinated engagement), and we are currently implementing
these detections across our platform. We have improved our phone verification process and
introduced new challenges, including reCAPTCHA (utilizing an advanced risk-analysis engine
developed by Google), to give us additional tools to validate that a human is in control of an
account. We have enhanced our capabilities to link together accounts that were formed by the
same person or that are working in concert. And we are improving how we detect when
accounts may have been hacked or compromised.

With our improved capabilities, we are now detecting and blocking approximately

450,000 suspicious logins each day that we believe to be generated through automation. In
September 2017, our systems identified and challenged an average of four million suspicious
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accounts per week, which represents more than double our rate of detection at this time last year.
Over three million of those accounts were challenged upon signup, before their content or
engagements could impact other users. Between June and September 2017, we have also
suspended more than 117,000 malicious applications for API abuse, Those applications were
collectively responsible for more than 1.5 billion Tweets in 2017.

We plan to continue building upon our 2017 improvements, including through
collaboration with our peers and investments in machine-leamning capabilities that help us detect
and mitigate the effect on users of fake, coordinated, and malicious automated account activity.

We have also observed the expansion of malicious activity on our platform from
automated accounts to human-coordinated activity, which poses additional challenges to making
our platform safe. We are determined to meet those challenges and have been successful in
addressing such abusive behavior in other contexts. We are committed to leveraging our
technological capabilities in order to do so again. For example, as of September 2017, 95% of
account suspensions for promotion of terrorist activity were accomplished using our existing
proprietary detection tools—up from 74% in 2016. We are confident that the combination of our
dedicated teams, our detection tools, and other technological advancements at our disposal will
prove essential in addressing malicious human-coordinated activity as well.

As noted above, ability to detect malicious activity and spam on our platform is bolstered
by internal, manual reviews conducted by Twitter employees. Those efforts are further
supplemented by user reports, which allow us to refine and calibrate our detection tools and
carefully review content potentially in violation of the Twitter Rules and Twitter Terms of
Service. Twitter has also devoted resources to improving our process for reviewing user
reporting, including adding better technology to improve how we rank reports for review and
adopting policies to allow more reports filed by observers of abuse to be actioned.

30. In hiring more content reviewers, are your companies simply throwing bodies at a
specific problem, or are you fundamentally rethinking how to prioritize which user
interactions require additional human oversight and review; if so, how? What other
changes have you made in this regard?

The answer to question 30 is provided in response to question 28.
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[From Senator Manchin]

31.  Does Twitter or any Twitter affiliate use the information security products or
services of Kaspersky Lab or any Kaspersky Lab affiliate?

Neither Twitter nor any entity controlled by Twitter uses any Kaspersky Lab or
Kaspersky Lab-affiliated products or services.

32.  Does Twitter or any Twitter affiliate sell network space to Russia Today or Sputnik
news agencies?

Twitter recently off-boarded Russia Today (“RT”) and Sputnik and will no longer allow
those companies to purchase ad campaigns and promote Tweets on our platform. As we
announced in October 2017, Twitter will donate the $1.9 million that RT had spent globally on
advertising on Twitter to academic research into elections and civic engagement.

33.  If you recently terminated any agreements with Russia Today or Sputnik, on what
date did the termination become effective?

Twitter off-boarded RT and Sputnik as advertisers on October 26, 2017.

34. Do Russia Today or Sputnik need to purchase advertising space on your platform,
or can they freely maintain a Page or distribute web content via their own or
affiliated Twitter accounts?

As noted above, Twitter recently off-boarded RT and Sputnik as advertisers on the
platform. With respect to organic (non-paid) content, in contrast, unless those accounts violate
the Twitter Rules or the Twitter Terms of Service—including by engaging in abusive behavior,
promoting violence, harassing individuals, posting prohibited content, or using the platform for
unlawful purposes-—we do not restrict the type of content they choose to share with their
followers. As a global platform, we believe that our users benefit from the exchange of ideas
with other users around the world.

Twitter places greater limitations on the type of content that can be promoted with
Twitter ads compared to organic content that our users generate. We draw this distinction
because organic Tweets are generally shown to people who choose to follow the user that create:
it, while ads-~Promoted Tweets—are served to a broader audience, including users who have
not chosen to follow the user or account that generated the ad.

35.  Does Twitter prohibit, or have any concern about, foreign state-sponsored news
organizations posting content via the Twitter platform?

Twitter does not categorically prohibit state-sponsored news organizations from posting
organic content on our platform. Twitter is a global company with hundreds of millions of users
accessing and engaging with information on the platform from around the world. Access to
news and real-time media reports is an essential feature of our platform, regardless of location.
As with any other account, we permit news organizations to post content on our platform that is
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accessible to their followers, so long as they do not engage in illegal activity or otherwise violate
our Terms of Service.
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[From Senator Harris]

36.  Your company has produced information about Russian propaganda
advertisements. Your company has also produced information about Russian
propaganda that appeared as ordinary user content. You have not, however,
provided information about the legitimate advertisements that accompanied
Russian content.

e How long do you retain placement and billing records for advertisements on
your services?

e Have you instructed your relevant business units to retain the records of
advertisements that accompanied Russian propaganda? If you have not, will you
immediately issue that instruction?

Twitter maintains advertisers’ billing records in the ordinary course of business. Those
records are and will be retained.

e How much revenue do you estimate that you earned from the advertising that
accompanied Russian propaganda?

e Have you notified the advertisers whose advertisements accompanied Russian
propaganda?

e What do you plan to do with the revenue that you earned from the
advertisements that accompanied Russian propaganda?

Twitter’s advertising revenue is primarily driven by our Promoted Products. The way in
which advertisers use our platform, and the nature of those Promoted Products, supports an
estimate that very little revenue was generated from advertising that “accompanied” Russian
propaganda on Twitter, as described below. Our Promoted Products are designed to be
incorporated into our platform as native advertising, ideally to be as compelling and useful to our
users as organic content on our platform. Given this design, Twitter’s advertising differs from
other platforms and most Twitter advertising does not accompany particular content. For
example, Twitter does not display banner ads that accompany a news story.

Twitter’s Promoted Products include Promoted Accounts, Promoted Trends, and
Promoted Tweets. Promoted Accounts appear in the same format and place as accounts
suggested by our Who to Follow recommendation engine, or in some cases, in Tweets in a user’s
timeline. Promoted Accounts provide a way for our advertisers to grow a community of users
who are interested in their business, products or services.

Promoted Trends appear at the top of the list of trending topics for an entire day in a
particular country or on a global basis. When a user clicks on a Promoted Trend, search results
for that trend are shown in a timeline and a Promoted Tweet created by our advertisers is
displayed to the user at the top of those search results.
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Promoted Tweets, in the vast majority of cases, appear within a user’s timeline or search
results just like an ordinary Tweet, and the advertisement is the Tweet itself. These Promoted
Tweets do not “accompany” any specific Tweet, nor are they otherwise linked to a particular
account,

A small percentage of Promoted Tweets or Accounts (approximately 7% during the 2016
election period) are served to user profiles and may appear within the profile page of an account
that a user chooses to visit. As with other Promoted Product placements, to protect user
experience, only a very limited number of Promoted Product impressions will render in a profile
when another user views it.

The results of our retrospective review allow reasonable estimates of how much revenue
could have been generated by Promoted Tweets served to profiles of accounts linked to the
Internet Research Agency (“IRA™). Our review has found that a very small fraction of the total
content on Twitter during the pre-2016 election period originated from IRA accounts. Even in
the unlikely scenario in which ads appeared in each of the account profiles identified as linked to
the IRA, the maximum amount of revenue Twitter would have eamed from those ads would be
very small, as described below.

The analysis we have conducted supports that estimate. We reviewed data from the
election time period concerning the number of impressions that were generally served on user
profiles available for ad impressions as well as the average revenue collected from those profiles.
Extrapolating from that data to a set of 2,752 accounts such as those that Twitter previously
identified as linked to the IRA, would yield an estimate of approximately $400 total revenue
during the late 2016 election period for Promoted Products that would have accompanied that
number of accounts by appearing in those user profiles. While this is a rough estimate based
upon aggregate data, it provides a sense of scale for revenue from the types of ads that could
accompany this content given the nature of Twitter’s advertising offerings during the relevant
time period.

Twitter has recently off-boarded Russia Today (“RT”) and Sputnik from running ad
campaigns on our platform on the basis of their efforts to disrupt the 2016 Presidential election
(as reported by the Intelligence Community) and due to violations of our advertising policies.
Twitter subsequently announced that we will donate the $1.9 million that RT had spent globally
on advertising on Twitter to academic research into elections and civic engagement.
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37.  The problems of inauthentic, false, and hyper-partisan content are much broader
than Russian propaganda.

o How many of the accounts on your service do you estimate are inauthentic?

e If you are aware of independent estimates of inauthentic or false content on your
platforms, please provide those estimates. If you disagree with the estimates,
please explain why.

o How much of the activity on your service do you estimate is inauthentic or false?

Based on a review of a representative sample of accounts, we estimate that false or spam
accounts represent less than 5% of our MAUs. Our estimates are lower than those reported by
outside researchers because those researchers do not have access to critical internal information
necessary to make an accurate determination of the scale of spam, fake accounts or automated
bots on Twitter. As a result, reports from third-party researchers often overestimate the true
volume of such accounts on our platform—sometimes by large orders of magnitude.

While our detection tools for false or spam accounts rely on a number of inputs and
variables and do not operate with 100% precision, they are informed by information not
available outside of Twitter. Qur internal researchers have access to and can analyze a number
of different signals including, among other things, email addresses, phone numbers, login
history, and other non-public account and activity characteristics that enable us to conduct a
more thorough review and reach more accurate conclusions as to whether the account in question
is fake or spam. We keep such information confidential and do not make it available to
researchers in order to protect the privacy of our users.

Because third-party researchers do not have access to internal signals that Twitter can
access, their bot and spam detection methodologies must be based on public information and
often rely on human judgment, rather than on internal signals available to us. One common
model for determining whether an account is fake or automated is the “Botometer model,” which
compares publicly available account features, such as Tweet count, follower count, and use of
language, to the characteristics exhibited by purportedly “known” bots. The initial evaluation of
whether an account is or is not a bot, however, relies on an individual assessment and is,
therefore, inherently imprecise.

There are also studies that use the limited public Tweet data that we offer researchers
through an application programming interface (“API”"). The studies that rely on information
from the Twitter API to identify automated accounts similarly overestimate both the number and
impact of these accounts because our internal detection tools and filtering techniques are not
available to third parties. Those tools enable us to remove from the platform malicious
automated accounts (and content generated by such accounts), but the accounts may nevertheless
appear in the data stream that researchers access through our AP], thus inaccurately reflecting the
traffic on Twitter.

A study conducted by the University of Southern California and Indiana University

estimated that as much as 15% of Twitter accounts are automated, spam accounts. That estimate,
however, was based on a prediction of whether a user may or may not be an automated account
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and was derived from human judgments about an account’s attributes. The authors of the study
acknowledge that detecting automated accounts “is a hard task. Many criteria are used in
determining whether an account is controlled by a human or a bot, and even a trained eye gets it
wrong sometimes.” See https://botometer.iuni.iu.edu/#!/fag#bot-threshold.

We are committed to continuing to work on refining our spam detection tools and to
update the Twitter community and the public periodically about our estimates and analysis of
these things on our platform. We regularly receive and welcome input from researchers and
Twitter users about ways in which we can optimize our detection and enforcement methods. In
addition, as we have announced, we are also committed to donating the $1.9 million we
projected to have earned from RT advertising to support external research into the use of Twitter
in civic engagement and elections, including the use of malicious automation and
misinformation.

Note that Twitter does not prohibit the use of pseudonymous accounts (accounts used by
real people for non-spam purposes under any name they choose) provided they comply with the
Twitter Rules. Many common and powerful uses of Twitter are enabled by this policy, including
allowing religious and/or political dissidents and others to engage in free expression without fear
of retribution from oppressive governments. It also allows users to have accounts focused on
specific interests and to keep those interests separate from a professional or other account
associated with their real name. Other users make creative use of this ability to Tweet in the
name of a pet or to engage in parody or satire. Such uses of Twitter do not violate our Rules.

e If the independent estimates were accurate, how much of your annual revenue
would be attributable to inauthentic or false content?

o How much of your annual revenue do you estimate is attributable to inauthentic
or false content?

e Do you have a policy of notifying advertisers when their advertisements
accompany inauthentic or false content?

o What do you do with the revenue that you earn from advertisements that
accompany inauthentic or false content?

o How much of the news content that is shared on your services do you estimate is
false?

o How much of the news content that is shared on your services do you estimate is
hyper-partisan?

Twitter’s approach to addressing the spread of malicious automation and inauthentic
accounts on our platform is to focus on problematic behavior and abuse, not primarily on the
content that such accounts attempt to disseminate. We are committed to addressing the spread of
misinformation on our platform—and to prevent future attempts of interfering with U.S.
elections——but we recognize that spam and malicious automation are not limited to political
content and can undermine the positive user experience we seek to offer irrespective of the
content.
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Accordingly, we monitor various behavioral signals related to the frequency and timing
of Tweets, Retweets, likes, and other such activity, as well as to similarity in behavioral patterns
across accounts, in order to identify accounts which are likely to be maliciously automated or
acting in an automated and coordinated fashion. We monitor and review unsolicited targeting of
accounts, including accounts that mention or follow other accounts with which they have had no
prior engagement. For example, if an account follows 1,000 users within the period of one hour,
or mentions 1,000 accounts within a short period of time, our systems are capable of detecting
that activity as aberrant and as potentially originating from suspicious accounts.

Twitter is continuing its effort to detect and prevent malicious automation by leveraging
our technological capabilities and investing in initiatives aimed at understanding and addressing
behavioral patterns associated with such accounts. For example, in early 2017, we launched the
Information Quality initiative, an effort aimed at enhancing the strategies we use to detect and
deny bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform.

The spread of misinformation online is neither a new phenomenon nor unique to our
platform. Twitter takes this issue seriously, but we also recognize that our ability to monitor or
control the veracity of the content our users choose to share on the platform is limited. We
cannot prevent individuals from lying or exaggerating. And given the scale of activity on our
platform-—where over 330 million users are Tweeting nearly half a billion Tweets per day in
scores of languages—we are not able to assess whether each of those Tweet contains arguably
inaccurate information (or assess revenue using that criterion).

We are open to examining new solutions to addressing this problem. But we also
recognize that the Twitter community itself remains one of the most powerful tools to addressing
the spread of misinformation. While it is true that false information and rumors can spread
quickly, accurate information—particular information directed at contesting untruths—
propagates in a similarly high velocity.

We have observed our users engage with false information by refuting it: they Retweet
it, reply to it, and Tweet original content contradicting it. As we noted in connection with the
Committee hearing, in response to the attempted “vote-by-text” effort and similar voter
suppression attempts during the 2016 election, Twitter restricted as inaccessible, pending
deletion, 918 Tweets from 529 users who proliferated that content. Twitter also permanently
suspended 106 accounts that were collectively responsible for 734 “vote-by-text” Tweets.
Twitter identified, but did not take action against, an additional 286 Tweets of the relevant
content from 239 Twitter accounts, because we determined that those accounts were seeking to
refute the “text-to-vote” message and alert other users that the information was false and
misleading. Notably, those refuting Retweets generated significantly greater engagement across
the platform compared to the Tweets spreading the misinformation—8 times as many
impressions, engagement by 10 times as many users, and twice as many replies.
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e Have you conducted any studies of how false content performs on your services?
If yes, please describe those studies and provide copies.

¢ Have you conducted any studies of how hyper-partisan content performs on
your services? If yes, please describe those studies and provide copies.

Twitter has not conducted such studies. As noted above, our efforts to address malicious
activity on our platform focus on behavior rather than content.

38.  In the area of state-sponsored hacking, each of your companies has a responsible
senior executive and dedicated technical experts.

® Who is the senior executive responsible for countering state-sponsored
information operations? When did that executive assume that responsibility, and
what is the scope of the responsibility?

The threats posed by state-sponsored misinformation operations have the potential to
impact many parts of our company, including consumer product, advertising, and information
security teams. Twitter’s General Counsel and Head of Consumer Product, along with our Head
of Trust & Safety and Chief Information Security Officer, are generally responsible for ensuring
that the platform remains safe. That responsibility includes overseeing and directing Twitter’s
response to state-sponsored misinformation and malicious human coordinated and automated
activity. Twitter’s Information Quality team, formed in in early 2017, reports to Twitter’s Head
of Consumer Product and is intensively focused on enhancing the strategies we use to detect and
stop bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform.

o As of November 2016, how many of your technical employees had the primary
day-to-day task of countering state-sponsored information operations?

® As of today, how many of your technical employees have the primary day-to-day
task of countering state-sponsored information operations?

Twitter dedicates significant resources to addressing malicious automation, bots, and
other coordinated activities. We believe we have the right resources and strategies in place. We
dedicated nearly the entire engineering, product, and design teams to look at these issues at the
beginning of 2017, and we regularly reexamine staffing and resources and adjust as needed.

Critical to the continued success of our efforts is our ability to leverage our technological
advancements and improvements to tackle this problem; given the scale, this is not something
that we or anyone else can review and address by hand alone. We have been successful at
addressing other challenges in other contexts and we believe we can meet this challenge as well.
For example, as of September 2017, 95% of account suspensions for promotion of terrorist
activity were accomplished using our existing proprietary detection tools—up from 74% in 2016,
We are confident that the combination of our dedicated teams and our ability to use our detection
tools and other technological advancements at our disposal equip us well to confront this
ongoing threat.
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We also recognize that, at this time, computer algorithms alone are not sufficient to
address the problem. Accordingly, those tools are complemented by manual review teams,
collaboration and information sharing with industry peers and participants, reliance on data and
intelligence from third-party security vendors, and partnerships with other companies and civil
society.

Twitter understands that, to succeed, we must combine resources, information,
knowledge, and effort with industry partners, civil society, and government. We do not compete
against other companies on our ability to detect and label malicious content on our platform;
instead, we recognize that we will all be stronger if we view this as a shared threat. We are
committed to a continued collaborative approach and believe it will prove successful going
forward.

39.  Much of what we now know about Russian propaganda is because of academic
researchers and investigative journalists. These groups do not currently have access
to the data that they need to inform the public and to build tools for detecting state-
sponsored information operations. For example, these groups generally cannot
assess the full set of public user activity associated with a specific topic, nor can they
analyze the behavior of accounts associated with state-sponsored information
operations. Providing access to this data need not come at the expense of user
privacy, since these groups could be bound by non-disclosure agreements and use
privacy-preserving algorithms to conduct their studies.

o Will you commit to, by the end of the year, providing five or more independent,
non-profit entities with access to the data they need to understand and counter
state-sponsored information operations? If you will, please provide specifics and
a timeline for how you plan to honor the commitment. If you will not, please
explain why.

Twitter is working to deepen our partnership with independent researchers. An example
of this commitment is the significant resources we are dedicating to the effort. Twitter recently
off-boarded Russia Today (“RT”) and Sputnik from running ad campaigns on our platform on
the basis of their efforts to disrupt the 2016 Presidential election (as reported by the Intelligence
Community) and due to violations of our advertising policies. Twitter subsequently announced
that we will donate the $1.9 million that RT had spent globally on advertising on Twitter to
academic research into elections and civic engagement.

We are also implementing changes to our data services that will make our public data
more accessible than before for research purposes. These changes include, for example, new
services which offer developers greater historical search access than was previously accessible.
Twitter’s data services are unique in the industry, offering insights into the Twitter platform that
other companies do not provide.

In addition, Twitter is launching an industry-leading Transparency Center that will offer
the public better visibility into who is advertising on Twitter and how those ads are targeted.
That information will better enable users and outside parties to conduct their own research or
evaluation regarding particular ads.
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40.  Similarly, much of what we now know about inauthentic, false, or hyper-partisan
content is because of independent groups.

e Will you commit to, by the end of the year, providing five or more independent,
non-profit entities with access to the data they need to understand the prevalence
and performance of inauthentic, false, or hyper-partisan content on your
services? If you will, please provide specifics and a timeline for how you plan to
honor the commitment. If you will not, please explain why.

The answer to question 40 has been provided in response to question 39.

41,  Addressing state-sponsored information operations will continue to require
cooperation among private sector entities and with the government.

¢ Have you established a formal mechanism for promptly sharing actionable
information about state-sponsored information operations with other online
services, similar to the mechanisms that already exist for sharing information
about state-sponsored cybersecurity threats? If not, will you commit to
developing such a mechanism?

o The FBI is the federal agency responsible for countering foreign propaganda.
Do you have a written policy of promptly sharing what you learn about state-
sponsored information operations with the FBI? If not, will you commit to
developing such a policy?

Twitter agrees that cooperation with other private-sector entities and the government is
necessary to address state-sponsored information operations. Twitter engages in information
sharing with its industry counterparts on a variety of threats and is committed to maintaining
such cooperative efforts.

Twitter has partnered with other platforms to make progress against common threats. In
June 2017, for example, we launched the Global Internet Forum to Counter Terrorism (the
“GIFCT”), a partnership among Twitter, YouTube, Facebook, and Microsoft. The GIFCT will
facilitate, among other things, information sharing, technical cooperation, and research
collaboration, including with academic institutions.

The GIFCT announced a commitment to create a shared industry database of “hashes”—
unique digital “fingerprints”—for violent terrorist imagery or terrorist recruitment videos or
images that have been removed from our individual services. The database allows a company
that discovers terrorist content on one of their sites to create a digital fingerprint and share it with
the other companies in the forum, who can then use those hashes to identify such content on their
services or platforms, review against their respective policies and individual rules, and remove
matching content as appropriate, or even block extremist content before it is posted in the first
place. The database now contains more than 40,000 hashes. Instagram, Justpaste.it, LinkedIn,
Oath, and Snap have also joined this joint initiative, and we are working to add several additiona
companies in 2018.
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Twitter also engages in regular discussions with law enforcement agencies, including the
FBI. We respond promptly to properly scoped legal process and valid requests for information
from those agencies. Given the difficulty of identifying and labeling activity as state-sponsored,
we also recognize the important role of government information sharing efforts, such as the
Intelligence Community’s Report about the 2016 U.S. election.

42,  You currently have automated systems in place to detect spam and abuse.

e Do you have an automated system in place to detect state-sponsored information
operations? If yes, will you provide this Committee with a private briefing on th¢
system’s design and performance? If no, why not?

Twitter’s approach to addressing the spread of malicious, inauthentic automation on our
platform is to focus on problematic behavior and abuse, not primarily on the content that such
accounts attempt to disseminate. We are committed to addressing the spread of misinformation
on our platform—and to prevent future attempts to interfere with U.S. elections—but we
recognize that spam and malicious automation are not limited to political content and can
undermine the positive user experience we seek to offer irrespective of the content.

Accordingly, we monitor various behavioral signals related to the frequency and timing
of Tweets, Retweets, likes, and other such activity, as well as to similarity in behavioral patterns
across accounts, in order to identify accounts that are likely to be maliciously automated or
acting in an automated and coordinated fashion in ways that are unwelcome to our users. We
monitor and review unsolicited targeting of accounts, including accounts that mention or follow
other accounts with which they have had no prior engagement. For example, if an account
follows 1,000 users within the period of one hour, or mentions 1,000 accounts within a short
period of time, our systems are capable of detecting that activity as aberrant and as potentially
originating from suspicious accounts.

Twitter is continuing its effort to detect and prevent malicious automation by leveraging
our technological capabilities and investing in initiatives aimed at understanding and addressing
behavioral patterns associated with such accounts. For example, in early 2017, we launched the
Information Quality initiative, an effort aimed at enhancing the strategies we use to detect and
stop bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform.

Since the 2016 election, we have made significant improvements to reduce external
attempts to manipulate content visibility. These improvements were driven by investments in
methods to detect malicious automation through abuse of our AP, limit the ability of malicious
actors to create new accounts in bulk, detect coordinated malicious activity across clusters of
accounts, and better enforce policies against abusive third-party applications.

In addition, we have developed new techniques for identifying patterns of activity
inconsistent with legitimate use of our platform (such as near-instantaneous replies to Tweets,
nonrandom Tweet timing, and coordinated engagement), and we are currently implementing
these detections across our platform. We have improved our phone verification process and
introduced new challenges, including reCAPTCHA (utilizing an advanced risk-analysis engine
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developed by Google), to give us additional tools to validate that a human is in control of an
account. We have enhanced our capabilities to link together accounts that were formed by the
same person or that are working in concert. And we are improving how we detect when
accounts may have been hacked or compromised.

With our improved capabilities, we are now detecting and blocking approximately
450,000 suspicious logins each day that we believe to be generated through automation. In
September 2017, our systems identified and challenged an average of four million suspicious
accounts per week, which represents more than double our rate of detection at this time last year.
Over three million of those accounts were challenged upon signup, before their content or
engagements could impact other users. Between June and September 2017, we have also
suspended more than 117,000 malicious applications for API abuse. Those applications were
collectively responsible for more than 1.5 billion Tweets in 2017.

We plan to continue building upon our 2017 improvements, including through
collaboration with our peers and investments in machine-learning capabilities that help us detect
and mitigate the effect on users of fake, coordinated, and malicious automated account activity.

We have also observed the expansion of malicious activity on our platform from
automated accounts to human-coordinated activity, which poses additional challenges to making
our platform safe. We are determined to meet those challenges and have been successful in
addressing such abusive behavior in other contexts. We are committed to leveraging our
technological capabilities in order to do so again. For example, as of September 2017, 95% of
account suspensions for promotion of terrorist activity were accomplished using our existing
proprietary detection tools—up from 74% in 2016. We are confident that the combination of our
dedicated teams, our detection tools, and other technological advancements at our disposal will
prove essential in addressing malicious human-coordinated activity as well.

43.  You have promised to adopt additional transparency and verification requirements
for political advertising.

o Please detail the new requirements and your timeline for implementing those
requirements.

o How do you define the political advertisements that are covered by the new
requirements? Why did you adopt the definition that you did?

o Will you commit to including within your definition, at a minimum,
advertisements that advocate for or against a specific candidate, political party,
piece of legislation, regulatory action, or ballot referendum? If not, why not?

Twitter’s approach to greater transparency in political advertising centers on two
components: a new electioneering policy and an industry-leading Transparency Center. We
expect to roll out the new policy in the U.S. during the first quarter of 2018.

To make it clear when a user is viewing or engaging with content considered to be an
electioneering ad, our policy will require that advertisers that meet the definition of

32



162

electioneering identify their campaigns as such. We will also change the interface of such ads
and include a visual political ad indicator (see, e.g., Fig. 2 below).

Fig. 2: Template for New Electioneering Ad

Political Account @&

@ Prometed by Political Account

Twitter’s definition of electioneering ads will be derived from the FEC regulations’
definition of that term, which includes any broadcast, cable, or satellite communication that
refers clearly to a candidate for federal office, is published 60 days before a general election or
30 days before a primary, convention, or caucus, and is targeted to the relevant electorate (if the
candidate is running for Congress).

The goal of the Transparency Center is to offer the public increased visibility into all
advertising on the platform, and to provide users with tools to share feedback with us. With
respect to electioneering ads and the Transparency Center, we intend to better enable users and
outside parties to conduct their own research or evaluation regarding particular ads.
Electioneering ads information accessible through the Transparency Center will include, among
other things, the identity of the organization funding the campaign, all ads that are currently
running or have run on Twitter, campaign spend, and targeting demographics for specific ads or
campaigns. We plan to launch the Transparency Center as soon as feasible after rolling out our
electioneering policy in the first quarter of 2018, and we are continuing to refine the tools we
will make available in conjunction launching the Transparency Center to ensure the best
experience for our users.

33



163

44.  Your platform offers a range of advertisement targeting criteria.

e Which types of targeting criteria, such as demographic, behavioral, lookalike, or
email matching, did Russia use for its information operations?

In connection with our retrospective review of Russian activity on our platform in 2016,
we identified nine accounts as being potentially linked to Russia that promoted election-related,
English-language content. Of the nine accounts that we identified as being potentially linked to
Russia and promoting election-related, English-language content, the most significant use of
advertising was by @RT_com and @RT_America. Those two accounts collectively ran 44
different ad campaigns, accounting for nearly all of the relevant advertising we reviewed.

Of all of RT’s ad campaigns, 11 were targeted exclusively at English-language speakers,
and several others—including all of @RT America’s seven campaigns—used geographic
targeting to focus on U.S. users. Though many of the campaigns did not include specialized,
non-geographic targeting, a subset of the @RT _com campaigns targeted followers of other RT
accounts or followers of other leading news organizations based in the U.S. and other countries.
A small number of short “quick promote” campaigns used keyword targeting to attempt to reach
audiences searching for particular words or phrases.

The remaining seven accounts, which collectively ran approximately 50 ad campaigns,
used a broad range of targeting strategies. We did not identify a trend across the targeting
criteria used by those accounts. The accounts sporadically used English-language targeting and
location targeting at the country level (including the U.S., Canada, the UK, France, and Ukraine).
A handful of campaigns also sought to reach followers of certain accounts.

45.  Have you seen any evidence of state-sponsored information operations associated
with American elections in 2017, including the gubernatorial elections in Virginia
and New Jersey?

Twitter is not aware of any specific state-sponsored attempts to interfere in any American
elections in 2017, including the Virginia and New Jersey gubernatorial elections. However, our
automated systems for detecting and preventing abuse of our services (including our spam and
malicious automation) continually operate with the goal of ensuring that all conversations on
Twitter—including those surrounding elections—are spam- and abuse-free. As was publicly
reported, we were made aware of a surge in automated followers for a candidate in a recent
Senate election, immediately took action, and do not have any indication that the activity was
state-sponsored.
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46,  User reports are an important signal of when an account is not authentic.
o How frequently do you receive user reports about inauthentic accounts?

o What is your process for responding to those reports? How often does that
process usually take?

e What proportion of those reports result in an account restriction, suspension, or
removal?

o Among the reports that you decline to take action on, what proportion involve
reported accounts that you subsequently identify as inauthentic?

Twitter receives approximately 5 million reports of spam content or malicious automated
Tweets, accounts, or interactions (e.g., follows) per month. The majority of those reports
automatically trigger a signal of potential inauthentic behavior by an account seeking to
manipulate our platform.

To prevent the misuse of reporting to trigger enforcement actions against users who are
not necessarily in violation of the Twitter Rules, user reports are not the sole factor that Twitter
considers when taking action against an account. Rather, we use a variety of signals—including
overall account behavior and interaction history—to determine whether a report of inauthentic
behavior warrants further review or action. Given the broad range of signals Twitter relies on in
determining whether an account should be restricted, suspended, or removed, we cannot with any
precision assess how many of the 5 million monthly reports directly result in action against the
reported account. In addition, Twitter accounts may be reported under different policies, for
different Tweets or content, and at different points in the account lifecycle. All of these factors
influence Twitter’s review and enforcement decisions.

It is not uncommon for an account to be subject to enforcement action later even if
Twitter does not initially suspend the account based on the initial report. For example, if Twitter
does not take action in response to a user report, the reporting user may be able to submit further
information for Twitter to consider during its review. Such supplemental reports may result in
Twitter taking action where it may not have previously. In some instances, such as in reports of
impersonation or intellectual property infringement, Twitter may require that the report include
specific types of information in order to take action against the account. Twitter may not be able
to take action until it has received that information. Twitter may also continue to receive reports
from the same or other reporters regarding an account or specific content, which may result in
Twitter taking action on those new reports at some point after the initial report.

o How many of the accounts that you have identified as associated with Russian
information operations were the subject of a user report? Please provide all the
user reports associated with these accounts and the actions that you took in
response, including the specific time for the report and each action.

We received user reports for a small minority of the IRA accounts previously identified

to the Committee, prior to the suspension of these accounts from Twitter. A large percentage of
those reports related to content from two accounts: @TEN_GOP and @SouthLoneStar. While
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many of these reports were not actioned at the time, Twitter has since made substantial changes
to its operations and policies to respond more effectively to user reports. For example, in July of
2017, we announced that we are now taking action on 10 times the number of abusive accounts
every day compared to the same time last year. We also announced that we now limit account
functionality or place suspensions on thousands more abusive accounts each day.

47.  Much of the public discussion about state-sponsored information operations on your
platforms has centered on the Internet Research Agency. That is not the only group
surreptitiously spreading state-sponsored propaganda.

e What other groups are you tracking that are affiliated with the Russian
government?

e What other countries do you believe are conducting state-sponsored information
operations on your platforms? Please describe the groups that you are tracking
for each country, including both government agencies and affiliates.

As we noted in connection with the Committee hearing, there are technological limits to
what we can determine based on the information we can detect regarding a user’s origin. Based
in part on work conducted by our Information Quality team, we are aware of the fact that, among
other things, a high concentration of automated engagement and content originates from data
centers and users accessing Twitter via Virtual Private Networks (“VPNs”) and proxy servers,
which obscure the user’s location and affiliation. Twitter’s abuse and spam detection and
prevention systems and enforcements mechanisms operate without regard to the specific country
of origin of an offending Tweet or malicious account. Users who violate the Twitter Rules
against abuse, spam, malicious automation, or other forms of prohibited behavior are subject to
enforcement, regardless whether they are affiliated with specific state actors.

Information we receive from third parties, including government agencies, security
research firms, and NGOs, may allow us to reliably associate certain accounts with particular
groups (such as the IRA). And we will continue working with the Committee and other groups
to help identify further state-sponsored actors that seek to abuse our services and manipulate
activity on our platform.

48.  You have confirmed that you have systems for assessing whether a specific account
is automated (i.e. a “bot”) and whether a specific piece of content is being amplified
through automated means.

o Twitter allows bots to operate on its social network. When and why did Twitter
make that decision?

Automation has not been categorically prohibited on Twitter for years, primarily because
we recognize that it often serves a useful and important purpose. Automation is essential for
certain informational content, particularly when time is of the essence, including for law
enforcement or public safety notifications. Examples include Amber Alerts, earthquake and
other storm warnings, and notices to “shelter in place” during active emergency situations.
Automation is also used to provide customer service for a range of companies. For example, as
of April 11, 2017, users are able to Tweet @TwitterSupport to request assistance from Twitter.
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If a user reports a forgotten password or has a question about our rules, the initial triage of those
messages is performed by our automated system—a Twitter-developed program to assist users in
troubleshooting account issues.

To maintain the integrity of our platform and to ensure a positive user experience, we
focus on addressing the spread of malicious automation, abusive content, and accounts that
engage in such behavior. To that end, we monitor various behavioral signals related to the
frequency and timing of Tweets, Retweets, likes, and other such activity, as well as to similarity
in behavioral patterns across accounts, in order to identify accounts which are likely to be
automated or acting in a malicious automated and coordinated fashion.

e How does Twitter differentiate between permissible automated activity (i.e.
“benign bots”) and impermissible automated activity (i.e. “bad bots”)?

Twitter distinguishes between “good” and “bad” automation based on the behavior of the
account, using both algorithm-driven behavior detections and manual reviews. Many of our
spam enforcement targeting malicious automation take place automatically and look for signals
such as high-volume Tweeting, inhuman response times, and coordinated activities across
accounts.

Thus, we monitor and review unsolicited targeting of accounts, including accounts that
mention or follow other accounts with which they have had no prior engagement. For example,
if an account follows 1,000 users within the period of one hour, or mentions 1,000 accounts
within a short period of time, our systems are capable of detecting that activity as aberrant and as
potentially originating from suspicious accounts. An example of automation that typically does
not trigger our detection tools involves automatic customer service responses to user’s Tweets
that include a company’s handle.

® When a user visits a profile page, Twitter does not currently indicate whether it
believes the profile belongs to a bot. Will you commiit to providing a visual
indication to users that Twitter believes that the account is a bot, so that users
can better understand and evaluate the content that they see? If not, why not?

e When a user encounters a piece of content, you do not currently indicate
whether the content is being amplified through automated means. Will you
commit to providing a visual indication to users of whether Twitter believes that
the content has been amplified through automation? If not, why not?

Because automated content can originate with any type of account, such disclosure would
necessarily be both over-inclusive and under-inclusive. For example, certain automation tools
that do not violate our Rules enable users to schedule their Tweets to post automatically at a
particular time or in response to specific activity. Since they may be utilized by individual users,
applying a categorical designation to accounts that employ those tools would not accurately
characterize such accounts.

We are committed to keeping Twitter a safe environment, and we continue to invest in

improving our systems for detecting and preventing malicious uses of our platform to amplify
content using automation. We prohibit the use of automation to artificially amplify content.
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Once our systems detect an account as generating automated content or spam, we can take action
against that account at either the account level or the Tweet level (e.g., hiding the Tweet,
revoking a user’s ability to post content on the platform until that user deletes the Tweet in
question, or temporarily or permanently suspending the account).

49.  Inauthentic accounts can be disabled subsequent to automated or manual review.

¢  What role do automated and human employee review play in your decision to
disable a suspected inauthentic account?

Our systems are built to detect malicious automation and spam accounts across their
lifecycles, including detection at the account creation and login phase and detection based on
unusual activity (e.g., patterns of Tweets, likes, and follows). Our ability to detect such activity
on our platform is bolstered by internal, manual reviews conducted by Twitter employees. Those
efforts are further supplemented by user reports, which we rely on not only to address the content
at issue but also to calibrate our detection tools to identify similar content as spam.

Once our systems detect an account as generating malicious automated content or spam,
we can take action against that account at either the account level or the Tweet level. Depending
on the mode of detection, we have varying levels of confidence about our determination that an
account is violating our rules. We have a range of options for enforcement, and generally, the
higher our confidence that an account is violating our rules, the stricter our enforcement action
will be, with immediate suspension as the harshest penalty. If we are not sufficiently confident
to suspend an account on the basis of a given detection technique, we may challenge the account
to verify a phone number or to otherwise prove human operation, or we may flag the account for
review by Twitter personnel. Until the user completes the challenge, or until the review by our
teams has been completed, the account is temporarily suspended; the user cannot produce new
content (or perform actions like Retweets or likes), and the account’s contents are hidden from
other Twitter users.

We also have the capability to detect suspicious activity at the Tweet level and, if certain
criteria are met, to internally tag that Tweet as spam otherwise suspicious. Tweets that have
been assigned those designations are hidden from searches, do not count toward generating
trends, and generally will not appear in feeds unless a user follows that account. Typically, users
whose Tweets are designated as spam are also put through the challenges described above and
are suspended if they cannot pass.

For safety-related TOS violations, we have a number of enforcement options. For
example, we can stop the spread of malicious content by categorizing a Tweet as “restricted
pending deletion,” which requires a user to delete the Tweet before the user is permitted to
continue using the account and engaging with the platform. So long as the Tweet is restricted—
and until the user deletes the Tweet—the Tweet remains inaccessible to and hidden from all
Twitter users. The user is blocked from Tweeting further unless and until they delete the
restricted Tweet. This mechanism is a common enforcement approach to addressing less severe
content violations of our TOS outside the spam context; it also promotes education among our
users. More serious violations, such as posting child sexual exploitation or promoting terrorism,
result in immediate suspension and may prompt interaction with law enforcement.
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e Do you require that a human employee review a suspected inauthentic account
before it is disabled?

Our ability to detect such activity on our platform is bolstered by internal, manual
reviews conducted by Twitter employees. Those efforts are further supplemented by user
reports, which we rely on not only to address the activity at issue but also to calibrate our
detection tools to identify similar content as spam and to enforce the Twitter Terms of Service
and Twitter Rules.

While our automated systems provide significant opportunities to scale enforcement
activity on spam (though presenting far greater challenges in other areas where account level
signals are less direct and user content itself is the focus), they frequently perform better when
supplemented by human review of content. For example, our automated systems flag accounts
that engage in suspicious activity for further manual review by Twitter personnel. Those
systems also assist our staff in prioritizing manual reviews of user reports. However, the
majority of enforcement actions against spam and malicious automated accounts are assisted by
automated systems. We continue to invest in improving these systems while ensuring that we
maintain a low rate of false positives to protect our users. And where we do not have sufficient
confidence in an automated assessment to take immediate action against a suspicious account,
that account may be reviewed by a Twitter employee.

e If so, given the rate at which inauthentic accounts can be regenerated, how do
you anticipate remaining ahead of the problem?

o What are you doing to improve automation in the process of detecting and
disabling inauthentic accounts?

e What are you doing to make it more difficult to establish inauthentic accounts?

Twitter is continuing its effort to detect and prevent malicious automation by leveraging
our technological capabilities and investing in initiatives aimed at understanding and addressing
behavioral patterns associated with such accounts. For example, in early 2017, we launched the
Information Quality initiative, an effort aimed at enhancing the strategies we use to detect and
stop bad automation, improve machine learning to spot spam, and increase the precision of our
tools designed to prevent such content from contaminating our platform.

Since the 2016 election, we have made significant improvements to reduce external
attempts to manipulate content visibility. These improvements were driven by investments in
methods to detect malicious automation through abuse of our API, limit the ability of malicious
actors to create new accounts in bulk, detect coordinated malicious activity across clusters of
accounts, and better enforce policies against abusive third-party applications.

In addition, we have developed new techniques for identifying patterns of activity
inconsistent with legitimate use of our platform (such as near-instantaneous replies to Tweets,
nonrandom Tweet timing, and coordinated engagement), and we are currently implementing
these detections across our platform. We have improved our phone verification process and
introduced new challenges, including reCAPTCHA (utilizing an advanced risk-analysis engine
developed by Google), to give us additional tools to validate that a human is in control of an
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account. We have enhanced our capabilities to link together accounts that were formed by the
same person or that are working in concert. And we are improving how we detect when
accounts may have been hacked or compromised.

With our improved capabilities, we are now detecting and blocking approximately
450,000 suspicious logins each day that we believe to be generated through automation. In
September 2017, our systems identified and challenged an average of four million suspicious
accounts per week, which represents more than double our rate of detection at this time last year.
Over three million of those accounts were challenged upon signup, before their content or
engagements could impact other users. Between June and September 2017, we have also
suspended more than 117,000 malicious applications for API abuse. Those applications were
collectively responsible for more than 1.5 billion Tweets in 2017.

We plan to continue building upon our 2017 improvements, including through
collaboration with our peers and investments in machine-learning capabilities that help us detect
and mitigate the effect on users of fake, coordinated, and malicious automated account activity.

50.  According to recent news reports, Twitter hosted content that was intended to
disenfranchise voters in the Virginia gubernatorial election by misleading them
about how to vote.

& What automated and manual processes does Twitter have in place to identify
content that is intended to disenfranchise voters?

e How quickly does Twitter remove content that is intended to disenfranchise
voters? Please provide a histogram or quantile data.

When Twitter receives reports of illegal voter suppression content, we review the Tweets
and accounts in question and, where appropriate, take action to remove the Tweets or suspend
the accounts for violating the Twitter Rules. We also employ the use of automated systems to
identify “lookalike” posts (i.e., posts which share a known misleading image) which were not
directly reported but which should be reviewed.

For example, during the period leading up to the 2016 election, in response to the
attempted “vote-by-text” effort and similar voter suppression attempts, Twitter restricted as
inaccessible, pending deletion, 918 Tweets from 529 users who proliferated that content. Twitter
also permanently suspended 106 accounts that were collectively responsible for 734 “vote-by-
text” Tweets. Twitter took action against the first reports of those Tweets within a day or two;
once we calibrated our systems to detect the vote-by-text content, our response time decreased
and we were able to hide the content rapidly. Because such content removal takes place on a
case-by-case basis and involves a fact-specific inquiry and human review, there is not a uniform
frequency or pattern to such enforcement actions that we can depict with graphs.
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[From Senator McCain]

51.  Current campaign finance law establishes disclosure standards for television, radio,
and print media. The Pew Research Center recently found that 65 percent of
Americans identified an Internet-based source as their leading source of
information in the 2016 election.

e Under current law, to what extent is Twitter responsible for providing a similar
quality of disclosure to the public?

Current campaign finance laws require advertisers to include disclosure language on
certain “public communications” and “electioneering communications.” Compliance with FEC
regulations and guidance from advisory opinions rests with the advertiser, rather than on Twitter
or the television, radio, print or digital provider on which an advertiser runs an ad. The Federal
Election Commission—through its regulations and advisory opinions—has advised advertisers
who disseminate paid communications on digital platforms that they may be able to rely on
regulatory exceptions to the disclaimer requirements for “small items” or for communications
where including a disclaimer is “impracticable.”

Twitter will take further steps to promote transparency and public understanding through
the Transparency Center that we publicly announced last year. The goal of the Transparency
Center is to offer the public increased visibility into advertising on the platform, and to provide
users with tools to share feedback with us. With respect to electioneering ads and the
Transparency Center, we intend to better enable users and outside parties to conduct their own
research or evaluation regarding particular ads. Electioneering ads information that will be
accessible through the Transparency Center will include, among other things, the identity of the
organization funding the campaign, all ads that are currently running or have run on Twitter,
campaign spend, and targeting demographics for specific ads or campaigns. We plan to launch
the Transparency Center as soon as feasible after rolling out our electioneering policy in the first
quarter of 2018, and we are continuing to refine the tools we will make available in conjunction
with launching the Transparency Center to ensure the best experience for our users.

52,  Your platform hosts thousands of tweets per second, or billions of tweets every year.

e Given the challenge of monitoring such a vast amount of content, to what extent
is the monitoring of campaign advertisements automated?

e Do you feel that this automation is sufficient in capturing bad actors?

Twitter relies on two methods to prevent prohibited promoted content from appearing on
the platform: a proactive method and a reactive method. Proactively, Twitter relies on custom-
built algorithms and models for detecting Tweets or accounts that might violate its advertising
policies. Reactively, Twitter takes user feedback through a “Report Ad” process, which flags an
ad for manual human review.

On the proactive side, an advertisement and advertiser account that is subject to manual

review is first reviewed by a set of machine classifiers that are built to detect Twitter Policy
violations; any suspicious ads that those models flag are subsequently reviewed by Twitter
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personnel. On the reactive side, when we receive reports through our “Report an Ad” service,
those ads are similarly subject to manual review.

We believe the balance of proactive and reactive review allows us to actively enforce our
policies through an effective process that incorporates user feedback. We continue to invest in
improving our detection tools and developing new machine-learning models to improve
detection accuracy and remain up-to-date with new trends and new Twitter policies.

As part of our ads transparency and electioneering ads efforts announced in October
2017, Twitter will require advertisers to go through an onboarding process, which will obligate
them to provide information about how they are funding their media buys. For advertisers who
do not self-identify but who run electioneering ads, we will use a combination of machine-
learning models and human manual review to detect and halt these advertisers until they have
correctly onboarded with us as an electioneering advertiser. While it is possible that foreign
governments may attempt to purchase ads through consultants or management companies,
Twitter’s upcoming Transparency Center is intended provide identifying information about any
such companies and their other advertising activities on Twitter. That information will better
enable users and outside parties to conduct their own research or evaluation regarding particular
ads.

With respect to organic content, Twitter dedicates significant resources to addressing and
blocking the use of malicious automation, bots, and other coordinated activities on our platform.
We believe we have the right resources and strategies in place. We dedicated nearly the entire
engineering, product, and design teams to look at these issues at the beginning of 2017, and we
regularly reexamine staffing and resources and adjust as needed.

Critical to the continued success of our efforts is our ability to leverage our technological
advancements and improvements to tackle this problem; given the scale, this is not something
that we or anyone else can review and address by hand. We have been successful at addressing
other challenges in other contexts and we believe we can meet this challenge as well. For
example, as of September 2017, 95% of account suspensions for promotion of terrorist activity
were accomplished using our existing proprietary detection tools—up from 74% in 2016.

We also recognize that computer algorithms alone are not sufficient to address the
problem. Accordingly, those tools are complemented by manual review teams, collaboration and
information sharing with industry peers and participants, reliance on data and intelligence from
third-party security vendors, and partnerships with other companies and civil society.

Twitter understands that, to succeed, we must combine resources, information,
knowledge, and effort with industry partners, civil society, and government. We do not compete
against other companies on our ability to detect and label malicious content on our platform;
instead, we recognize that we will all be stronger if we view this as a shared threat. We are
committed to a continued collaborative approach and believe it will prove successful going
forward.
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e What sort of appeals process is in place in order to prevent faulty sorting?

A user suspended from Twitter can file an appeal directly from the Twitter mobile
application or from our website. Twitter’s Help Center, accessible at http://help.twitter.com,
provides additional information to users about how to an appeal of a suspension.

Suspended advertisers are also able to file appeals. In many cases, an advertiser will
work with their account representative in order to do so. If an advertiser does not have a Twitter
account representative, or if the advertiser prefers to proceed independently, the advertiser can
file an appeal through Twitter’s advertiser support form.

53.  Twitter recently announced efforts to make campaign advertising more transparent,
including the development of a “transparency center,” and harsher penalties for
electioneering advertisers that violate policies.

¢ How do you plan to detect false disclosure information and enforce your
policies?

Twitter is developing mechanisms and processes for verifying the information we will
ask our advertisers to disclose, and policies governing enforcement of and compliance with the
applicable ads policies. For advertisers who do not self-identify, but who run electioneering ads,
we will use a combination of machine-learning models and human manual review to detect and
halt these advertisers until they have correctly onboarded with us as an electioneering advertiser,
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Responses to Questions for the Record for Mr. Kent Walker, Senior Vice President and
General Counsel, Google

Senate Select Committee on Intelligence hearing on Social Media Influence in the 2016 U.S.
Elections

[From Chairman Burr]

1. What procedures must the Russian government follow to compel the production of
customer-created content or personally identifiable information from your company?

We respond to Russian government requests for customer-created or personally identifiable
information only pursuant to valid U.S. legal process secured through Mutual Legal Assistance
Treaties (MLAT) with the United States and other diplomatic and cooperative arrangements. In
extraordinary circumstances, where Google has a good faith belief that disclosure of data without
delay is necessary to avert a threat to human life, Google, in consultation with an FBI legal
attaché or an attorney with the Department of Justice’s Computer Crime and Intellectual Property
Section, may also disclose information to the Russian government. In addition, we may produce
information pertaining to our Ads users who contract with our Ads business located in Russia
pursuant to valid legal process in Russia and according to Russian law.

2. Has the Russian government compelled the production of customer created content or
personally identifiable information from your company?

As discussed in response to Question 1 above, other than information pertaining to our Ads users
who contract with our Ads business located in Russia, the Russian government may compel
production of customer-related content or personally identifiable information only pursuant to
valid U.S. legal process secured through an MLAT or other diplomatic and cooperative
arrangements.

3. If so, has your company complied with such efforts by the Russian government to compel the
production of customer-created content or personally identifiable information?

Our transparency report provides details regarding our compliance with all government requests
for customer data, by country, including requests by the Russian government. The latest

information is available at https:/transparencyreport.google.com/user-data/overview.
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4. Has your company ever refused to comply with efforts by the Russian government to compel
the production of customer-created content or personally identifiable information? If so, have
any of these efforts been successful?

Yes. We review each request we receive to ensure it satisfies applicable legal requirements and
our policies. If we feel that a request is overbroad, we seek to narrow it. As you can see in our

transparency report, available at htps://transparencyreport.google.com/user-data/overview, we

have not complied with every request.

5. Has your company provided any content created by a U.S. person or personally identifiable
information about a U.S. person to the Russian government?

As stated in response to Question 3, our transparency report provides details regarding our
compliance with all government requests for customer data, by country, including requests by the
Russian government. The latest information is available at

https://transparencyreport.google.com/user-data/overview.

6. More specifically, has your company provided to the Russian government the content of any
direct messages sent to or from a U.S. person?

As discussed in response to Question 1 above, other than information pertaining to our Ads users
who contract with our Ads business located in Russia, the Russian government may compel
production of customer related content or personally identifiable information only pursuant to
valid legal process secured through an MLAT or other diplomatic and cooperative arrangements.
Our transparency report details our compliance with Russian government requests for customer

data and is available at: https://transparencyreport.google.com/user-data/overview.

7. Has your company provided to the Russian government any information that could be used to
determine the location of a U.S. person?

As discussed in response to Question 1 above, other than information pertaining to our Ads users
who contract with our Ads business located in Russia, the Russian government may compel
production of customer-related content or personally identifiable information only pursuant to
valid legal process secured through an MLAT or other diplomatic and cooperative arrangements.
Our transparency report details our compliance with Russian government requests for customer

data and is available at: https://transparencyreport.google.com/user-data/overview.
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[From Vice Chairman Warner]

8. Your platform allows for the continuous showing of videos to a user. Once a video is done,
YouTube recommends and actually begins playing the next video based on your previous
interactions. This seems particularly susceptible to foreign influence - particularly for children or
young adults that use YouTube without parental supervision.

e  What are you doing to ensure the Recommendation algorithm - in the same
way as the Search algorithm - is not susceptible to malign incursion?

Google has long had numerous systems in place, both automated and manual, to detect and
address manipulative and deceptive behavior across our products, including on YouTube.
YouTube employs a sophisticated spam and security-breach detection system to identify
anomalous behavior and malignant incursions, including attempts to inflate view counts of
videos or numbers of subscribers and other similar metrics used as inputs in recommendation
algorithms. In addition, while we do allow “auto-play” on You Tube, we also allow our users to
control their YouTube experience. If a user does not want a new video to play after the first
video has completed, he/she can turn off the “auto-play” mode with one click. Similarly, if users
do not like the recommendations they are receiving, or do not want a certain video to be included
as part of their history, they can delete specific videos or clear their watch history entirely.
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[From Senator Collins]

9, What provisions in Google's Terms of Service ensure that political advertisements targeted
toward the United States are purchased by an American citizen?

Qur Terms of Service prohibit the use of our services to engage in activities that violate U.S.
laws, including laws that prohibit non-U.S. persons from purchasing election ads.

10. Do your Terms of Service prohibit users from influencing elections in other countries?

Google’s Terms of Service specifically prohibit activity on our platforms that violate applicable
law. With respect to attempts to undermine democratic elections, we enforce policies that
prohibit a range of misconduct, including content that misrepresents the owner’s origin or
purpose, engages in harassment, or involves posting hateful, extremist, or violent content.

We are committed to working with other governments and with Congress to strengthen
protections around elections, ensure the security of users, and help combat disinformation.

11. If a foreign national working on behalf of a foreign intelligence service was an authentic user
in real name on your platform, could he post divisive, but non-violent content related to a U.S.
election without violating your Terms of Service? Would he be able to purchase political
advertising?

Google’s Terms of Service specifically require that activity on our platforms complies with U.S.
law, including laws that require agents of a foreign government to label any “informational
materials” they disseminate on behalf of that foreign government and laws that prohibit non-US
persons from purchasing election ads. We also enforce policies that prohibit a range of
misconduct by those who place content on our platforms, including content that misrepresents
the uploader’s origin or purpose.
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[From Senator Feinstein]

12. Google has conceded that the number of people exposed to content from foreign groups
online is far more pronounced through organic traffic and fake accounts than it is through paid
advertising. Troublingly, it does not appear there is a proven method for combating the spread of
fake accounts created to sow division in society. Although the Committee has heard testimony
indicating that social media platforms have developed a number of ways to detect "bot-like"
activity, as recently as August 2017, divisive foreign unpaid content designed to polarize and
anger the American people could be found on social media.

e What specific actions is Google taking to combat this type of divisive unpaid
activity on an ongoing basis?

While the majority of our platforms are not “social media”, and we saw only limited use of fake
accounts associated with the 2016 elections, we are deeply concerned about any attempts to use
our platforms to sow division. Our systems, for example, work hard to prevent the creation of
“bad” accounts by relying on a host of inputs about historical use and pattern recognition across
various services. In addition, we have developed robust protections to address attempts to
manipulate our systems by bots or other schemes, such as link farms. (Our webmaster guideline:
provide more information about this: hitps://support.google.com/webmasters/answet/35769.)
We use both algorithmic and manual methods, and we deploy these across our products,
including Search and YouTube. We have not, however, seen the same type of social media bots
as have been reported on other platforms.

We have also put significant effort into curbing misinformation on our unpaid products.
That includes better ranking algorithms in Search that prioritize authoritative sources,
tougher policies against the monetization of misrepresentative content by publishers. On
Google News, we mark up links with labels that help users understand what they are about
to read, whether it is local content, an op-ed, or an in-depth piece, and encourage them to be
thoughtful about the content they view. Publishers who review third-party claims or rumors
can showcase their work on Google News through fact-check labels and in Google Search
through fact-check cards. We will continue to work on promoting the access to high-quality
content, including partnering with the journalism industry to help people better understand
and contextualize what they see online.

13. One of the more troubling findings from this investigation is the number of targeted voter
disengagement efforts promoted through social media.
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e Can you say with certainty that foreign actors did not use U.S. voter
registration data to target individuals through both paid and unpaid
activity?

Google did not provide U.S. voter registration data to any advertisers account.
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[From Senator Cotton]

14. What type of data have you collected on Internet Research Agency actors who were using
your platforms? Please be specific. Have you provided that data to law enforcement? How long
is that data retained?

We have conducted an extensive review of this issue including developing a list of actors we
know or suspect were involved in this effort from our research of publicly available information,
the work of our security team, as well as leads we received from others in the industry, and
applying those leads to nearly twenty of Google’s products, including all Ads products. We have
responded to the law enforcement requests regarding the information we collected as part of our
review, and have and will continue to be committed to working with law enforcement and
Congress to provide information relevant to their investigations, in compliance with our policies
and the law,

15. Do you prevent delivery of ads to a mobile device that may be inside a polling place, where
other political ads would be illegal?

We do not allow ads to be targeted to polling places.

16. Have any of Google's companies been breached by foreign actors? How many times in the
last five years? What data has or could have been compromised?

Threats to our systems are continuously evolving. While we have not seen successful
compromise of Google’s systems in the past five years, we have encountered campaigns to gain
access to the IP of companies we have acquired, and we continually address challenges from
motivated and resourceful attackers. We report attacks to law enforcement and other authorities,
as appropriate.

We’ve built industry-leading security systems and we’ve put these tools into our consumer
products. Back in 2007, we launched the first version of our Safe Browsing tool, which helps
protect users from phishing, malware, and other attack vectors. Today, Safe Browsing is used on
more than three billion devices worldwide. If we suspect that users are subject to
government-sponsored attacks we warn them. And we recently launched our Advanced
Protection Program, which integrates physical security keys to protect those at greatest risk of
attack, like journalists, business leaders, and politicians. As threats evolve, we will continue to
adapt to understand and prevent new attempts to misuse our platforms and will continue to
expand our use of cutting-edge technology to protect our users.
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17. Have you mapped the WiFi networks on military bases or in other government buildings? Do
you collect information on individual Android users that may be in close proximity to, or
accessing these networks?

Google's location service collects anonymous data about nearby wifi access points from Android
users on an opt-in basis to improve Google's location services. We allow our users, including
Governments and military bases, to opt out of that mapping by sending us a 'nomap’ request as

described in our help page found here: hitps:/support.google.com/maps/answer/1725632%hl=¢n.

18. You have challenged the NSA for a lack of transparency and oversight, yet you collect large
amounts of data and have an opaque privacy policy.

« What types of information does Google collect?
= Does any non-biased third party oversee your use of personal information?

Google is committed to protecting the privacy of our users and to providing transparency
regarding the types of information we collect. In fact, Time Magazine and the Center for Plain
Language evaluated Google’s privacy policy as to be the most accessible and easy to understand
of any leading technology company. See http://time.com/3986016/google-facebook-
twitter-privacy-policies/. As described in our privacy policy, which you can find here:
https://www.google.com/policies/privacy/, we collect information to provide better services to al

of our users — from figuring out basic information about our users like which language they
speak, to more complex things like which ads they will find most useful or which YouTube
videos they might like. That includes information they give us and information about the
services they use and how they use them. We provide users with transparency and control
through easy-to-use tools that enable users to manage their privacy and security settings.

In addition to our own efforts to ensure our users can trust us with their information, Google is
subject to independent, governmental oversight in the jurisdictions within which it operates,
including by the Federal Trade Commission in the United States.

19. Have you ever returned revenue that was generated from advertising on webpages that
facilitated Russian attempts to influence the 2016 election, terrorist propaganda, or online sex
trafficking (like "backpage.com")?

Google enforces policies that prohibit a range of misconduct by those who place content on its
platforms, including misrepresenting the owner’s origin or purpose, engaging in harassment, or
posting hateful, extremist, or violent content. We do not permit that content to be monetized on
our systems. With respect to the 2016 election, the activity on our platforms was limited, with
only $4700 dollars of revenue associated with ads we identified. We believe that was in large
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part due to the controls we had in place prior to the election. Google and Jigsaw have recently
donated considerably more funds ($750,000) to the Belfer Center for Science and International
Affairs and its Defending Digital Democracy project.

20. Please provide a list of all the sources of user data that your platforms collect. Where is this
data stored? How long is it retained?

As discussed in the response to Question 18, Google is committed to protecting the privacy of
our users and to providing transparency regarding the types of information we collect. Our

privacy policy is available here: https://www.google.com/policies/privacy/. Any data we collect

is retained in accordance with our U.S. and international legal requirements.

21. According to Reuters, cyber actors linked to the Russian Government used malware
implanted on Android devices to track Ukrainian artillery units. This demonstrates that Russia is
not only using your platforms to influence elections, but to gain an advantage on the front lines
of a battlefield.

e How do you believe that Russia was able to accomplish this and what is being
done to prevent it from occurring in the future?

We are aware of this report and we, although with others in the industry, have questioned its

accuracy. (See, e.g., https://www.voanews.com/a/cyber-firm-rewrites-part-disputed
-russian-hacking-report/378141 1. html). For example, that the malware at issue was not
distributed through our Play Store. Regardless, as discussed in the response to Question 16, we
recognize that we face motivated and resourceful attackers, and we are continually evolving our
tools to stay ahead of ever-changing threats.

22. Google processes information on various servers all over the world.

¢ Is information collected on U.S. Government employees being processed or
stored in countries like Russia and China?

We do not have data centers that store information collected on U.S .-based government
employees in Russia or China.

23. Has Google ever provided the governments of Russia or China access to data that it has not
provided to the U.S. Government?

We respond to Russian and Chinese Government requests for customer-created or personally
identifiable information only pursuant to valid U.S. legal process secured through Mutual Legal
Assistance Treaties (ML ATSs) with the United States and other diplomatic and cooperative
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arrangements. We may produce information pertaining to our Ads users who contract with our
local Ads businesses pursuant to valid local legal process and according to local law. In
extraordinary circumstances, we may also disclose information to the Russian and Chinese
governments where Google has a good faith belief that disclosure of data without delay is
necessary to avert a threat to human life, which is conducted in consultation with an FBI legal
attaché or an attorney with the Department of Justice’s Computer Crime and Intellectual Property
Section. Our transparency report details our compliance with Russian and Chinese requests for

customer data: hitps:/transparencyreport.google.com/user-data/overview.

24. Do any Google applications or services behave differently in the United States than they do
in Russia, China, or another country?

Google strives to provide our products and services in a consistent manner to our users. We may
make changes to our products in certain regions based on consumer interest or legal requirements
of a particular region.

25. Has Google provided information on a U.S. citizen to the government of China?

As discussed in Question 23, we respond to Chinese Government requests for U.S.
customer-created or personally identifiable information only pursuant to valid U.S. legal process
secured through Mutual Legal Assistance Treaties (MLATSs) with the United States and other
diplomatic and cooperative arrangements. Our transparency report details our compliance with

Chinese requests for customer data: hitps://transparencyreport.google.com/user-data/overview.

26. Does Google share the personally identifiable information of its users with other countries’
foreign intelligence agencies absent legal process?

As discussed in Question 23, we respond to Russian and Chinese Government requests for
customer-created or personally identifiable information, only pursuant to valid legal process and
vis-a-vis the U.S. Department of Justice’s MLATS, with limited exceptions. Our transparency
report details our compliance with these types ofrequests for customer data:

https://transparencyreport.google.com/user-data/overview.

27.Is it possible that third party companies controlled by foreign intelligence agencies are
purchasing personally identifiable information from Google?

No. We do not sell personally identifiable information.
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[From Senator Heinrich]

28. In your testimony, you talked about finding 18 channels likely associated with Russian agents
who posted 1,100 misleading and divisive videos to YouTube. These videos received 309,000
views during the election cycle.

® What systems exist to prevent intentionally misleading or illegal content from
appearing at the top of YouTube searches or YouTube video recommendations?

e Can the same artificial intelligence or algorithms used to police terrorist
propaganda or pornography be used in this space? Why or why not?

On YouTube, we employ a sophisticated spam and security-breach detection system to identify
anomalous behavior and attempts to manipulate our systems. We remove any content that we
identify on YouTube that is attempting to spam or scam our users and respond to complaints by
our users. We are also working on greater transparency around news sources on our platform,
including disclosure of government funding.

While some tools may work for violent extremism and terrorism-related content in a scalable
way, the problem is very different for misleading or inauthentic content. Many times, the
misleading content looks identical to content uploaded by genuine activists. We are dealing with
difficult questions that require the balancing of free expression, access to information, and the
need to provide high quality content to our users. There are no easy answers here, but we are
deeply committed to getting this right.

29. The New York Times reported that YouTube played a crucial role in helping build and
expand RT. Until recently, RT was included in Google's "preferred" news lineups, which granted
them access to guaranteed revenue from premium advertisers.

* Why did Google favor RT content?

RT was available on YouTube’s Preferred Lineup because it met our standard Preferred Lineup
criteria available at: hitps://www.youtube.com/yt/lineups/united-states html. Those criteria
include factors such as the number of view counts of a particular channel, the number of that
channel’s subscribers, and the language of the channel. RT is no longer available on YouTube’s
Preferred Lineup.

30. What percent of Google content reviews are conducted by an actual human being rather than
via automated review?

We have a global team of thousands of policy experts, reviewers, product managers, and data
scientists focused on creating, maintaining, and enforcing our policies. We serve billions of
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users every day, so our solutions need to work at scale. We rely on highly-trained individuals
from our Trust and Safety and Security teams who work closely with machine learning tools and
our algorithms to ensure our platforms are protected and there is adherence to our policies.
Through a combination of sophisticated algorithms and other technologies and human review,
we both proactively look for violations and respond to complaints. Technology has helped us
accelerate and scale our removal process, with human review assisted by computerized
classifiers and computer classifiers informed by the results of human review.

31. Are Google's content review processes the same now as they were during the 2016 election?
If not, how have they changed?

We are constantly working to improve our processes and better ensure compliance with our
policies. Google enforces policies that prohibit a range of misconduct by those who place
content on our platforms, including misrepresenting the owner’s origin or purpose, engaging in
harassment, or posting hateful, extremist, or violent content.

Over the past 18 months, we have undertaken a broad effort to highlight authoritative sources
and minimize the spread of misinformation on our platforms. On Google News, we mark up
links with labels that help users understand what they are about to read, whether it is local
content, an op-ed, or an in-depth piece, and encourage them to be thoughtful about the content
they are looking at. Publishers who review third-party claims or rumors can showcase their work
on Google News through fact-check labels and in Google Search through fact-check cards. To
help ensure Google does not monetize content designed to mislead users, we have implemented a
new policy for our AdSense publishers that explicitly bans ads on sites that misrepresent,
misstate, or conceal information about the publisher, the publisher’s content, or the primary
purpose of the site. For Google Search, we updated our Search Quality Rater Guidelines and our
evaluation test sets to help identify misleading information and unexpected offensive results, and
have used this data to improve our search algorithms. This results in higher quality and more
authoritative Search results.

As we announced in 2017, we are also enhancing the transparency of election ads by permitting
users to find the name of any advertiser running an election ad on Search, YouTube, and the
Google Display Network. We also will be releasing a transparency report for election ads,
sharing data about who is buying election ads on our platforms and how much money is being
spent. We will pair our transparency report with a publicly available repository of election ad
creatives from across our Ads products.
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‘We will continue to work on preventing the spread of misinformation by partnering with the
journalism industry to help people understand what they see online and to support the creation of
quality content.

32. In hiring more content reviewers, are your companies simply throwing bodies at a specific
problem, or are you fundamentally rethinking how to prioritize which user interactions require
additional human oversight and review. If so, how? What other changes have you made in this
regard?

We agree with the suggestion that it is important to thoughtfully triage various threats to the
content available on our platforms. Google was founded with a mission of organizing the
world’s information and making it universally accessible and useful. The abuse of the tools and
platforms we build is antithetical to that mission. Google serves billions of users every day and
our solutions need to work at scale. We rely not only on the thousands of human reviewers we
have hired and trained, but we’ve also dedicated some of our top engineers to develop machine
learning tools and algorithms to protect our platforms and promote adherence to our policies,
focusing on key risk areas.

We face motivated and resourceful attackers, and we are continually evolving our tools to stay
ahead of ever-changing threats, but we are committed to putting our talent and technology behinc
addressing these problems, and will continue to build industry-leading security systems and
deploy those tools in our products.
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[From Senator Manchin]

33. Does Google or any Google affiliate use the information security products or services of
Kaspersky Lab or any Kaspersky Lab affiliate?

Kaspersky Lab products have not been approved for use on our corporate systems. Google’s
policy requires that before installation of software like that offered by Kaspersky Lab, the
software be reviewed by Google’s security and privacy team. A review of our systems has not
detected any installation of Kaspersky Lab products.

34. Does Google or any Google affiliate sell network space to RT or Sputnik news agencies?

Both RT and Sputnik do purchase ads from Google. Like all other advertisers RT and Sputnik
are subject to our strict ads policies and community guidelines, including policies against
advertisers misrepresenting their origin or purpose. To date, we’ve seen no evidence that they
are violating these policies, but we continue to monitor all of our platforms to guard against
potential abuse.

35. If you recently terminated any agreements with RT or Sputnik, on what date did the
termination become effective?

We have not terminated any agreements with RT or Sputnik. RT was once available on You
Tube’s Preferred Lineup because it met our standard Preferred Lineup criteria available at:
https://www.youtube.com/vt/lineups/united-states.html. Those criteria include factors such as
the number of view counts of a particular channel, the number of that channel’s subscribers, and
the language of the channel. RT is no longer in our Preferred Lineup. That did not, however,
involve the termination of any agreement with RT.

36. Do either RT or Sputnik need to purchase advertising space on your platforms, or can they
freely maintain a presence or distribute web content via their own or affiliated accounts?

RT and Sputnik do not need to purchase advertising space on our platforms. Google’s mission is
to organise the world’s information and make it universally accessible and useful. For example,
on Search, we index websites such as RT and Sputnik just as we do others. We are, however,
actively working to provide users and advertisers with more information about the content they
are seeing to allow them to make educated choices. We have labels on Search describing RT’s
relationship with the Russian Government and we are working on disclosures to provide similar
transparency on YouTube.
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37. Does Google prohibit, or have any concern about, foreign state-sponsored news organization:
posting content via any Google platform? '

The aim of our content platforms, like Search and YouTube, is to bring users a diverse range of
news views and opinions from across the ecosystem. Our Search resuits, for example, contain a
variety of partly or wholly government-backed news outlets, such as BBC or France Television.

As discussed above, we are actively working to provide users and advertisers with more
information about the content they are seeing to allow them to make educated choices, including
whether they advertise on specific sites, such as RT. We take misinformation on our platforms
very seriously, and we have put significant effort into curbing misinformation in our products.
That includes a policy against news content by foreign state-sponsored news organization that
conceal their affiliations with foreign governments.
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[From Senator Harris]

38. Your company has produced information about Russian propaganda advertisements. Your
company has also produced information about Russian propaganda that appeared as ordinary
user content. You have not, however, provided information about the legitimate advertisements
that accompanied Russian content.

e How long do you retain placement and billing records for advertisements on your
services?

* Have you instructed your relevant business units to retain the records of
advertisements that accompanied Russian propaganda? If you have not, will you
immediately issue that instruction?

o How much revenue do you estimate that you earned from the advertising that
accompanied Russian propaganda?

e Have you notified the advertisers whose advertisements accompanied Russian
propaganda?

¢ What do you plan to do with the revenue that you earned from the advertisements
that accompanied Russian propaganda?

We retain our Ads billing data and will continue to do so as is required by law, or when requested
by law enforcement, and in accordance with our policies. With respect to Ads revenues
associated with this effort, our extensive investigation identified very limited activity on our
platforms: we identified two accounts that purchased approximately $4700 of Google ad
inventory. We paid less than $35 of revenue to those actors for ads served on their published
content; our earnings were a fraction of that amount. In addition, Google and Jigsaw recently
donated approximately $750,000 to the Belfer Center for Science and International Affairs and
its Defending Digital Democracy Project as part of our commitment to enhance the protections
surrounding our democratic process.

39. The problems of inauthentic, false, and hyper-partisan content are much broader than Russian
propaganda.

» How many of the accounts on your service do you estimate are inauthentic?
How much of the activity on your service do you estimate is inauthentic or false?
How much of your annual revenue do you estimate is attributable to inauthentic or
false content?

o Do you have a policy of notifying advertisers when their advertisements accompany
"inauthentic or false content?

o  What do you do with the revenue that you earn from advertisements that
accompany inauthentic or false content?
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e Ifyou are aware of independent estimates of inauthentic or false content on your
platforms, please provide those estimates. If you disagree with the estimates, please
explain why.

o If the independent estimates were accurate, how much of your annual revenue
would be attributable to inauthentic or false content?

o How much of the news content that is shared on your services do you estimate is
false?

o How much of the news content that is shared on your services do you estimate is
hyper-partisan?

¢ Have you conducted any studies of how false content performs on your services? If
yes, please describe those studies and provide copies.

¢ Have you conducted any studies of how hyper-partisan content performs on your
services? If yes, please describe those studies and provide copies.

Google serves billions of users every day. People watch over a billion hours of YouTube content
a day, we index billions of web pages on Google Search, and there are billions of emails sent
each day using Gmail. It is, therefore, effectively impossible to identify every single piece of
content that might be false or inauthentic. Inauthentic, false and misleading content is, however,
antithetical to Google’s mission, and we are committed to preventing this type of content on our
platforms. Our systems rely on a host of methods to help ensure the legitimacy of accounts and
content on our platforms. Those methods include:

® Assessing historical use and pattern recognition across various services in an effort to
detect if an account creation or login is likely to be abusive and to prevent or detect and
close “bad” accounts.

e Preventing users from creating a large number of Google Accounts in a short time period
and, if we detect suspicious conduct, requiring verification.

® Curbing misinformation in our products—from better ranking algorithms that prioritize
authoritative sources, to tougher policies against the monetization of misrepresentative
content.

® On Google News, marking-up links with labels that help users understand what they are
about to read, whether it is local content, an op-ed, or an in-depth piece, and encourage
them to be thoughtful about the content they are looking at. Publishers who review
third-party claims or rumors can showcase their work on Google News through
fact-check labels and in Google Search through fact-check cards,

e Preventing monetization of content designed to mislead users by implementing our new
policy for our AdSense publishers that explicitly bans ads on any site that misrepresents,
misstates, or conceals information about the publisher, the publisher's content, or the
primary purpose of the site.



190

o Updating our Search Quality Rater Guidelines and our evaluation test sets to help identify
misleading information and unexpected offensive results, and using this data to improve
our search algorithms.

e Increasing transparency for our users, including adding “nutrition labels” on Search and
similar disclosures on YouTube and our recent transparency efforts around election ads.

40. In the area of state-sponsored hacking, each of your companies has a responsible senior
executive and dedicated technical experts.

* Who is the senior executive responsible for countering state-sponsored information
operations? When did that executive assume that responsibility, and what is the
scope of the responsibility?

« As of November 2016, how many of your technical employees had the primary
day-to-day task of countering state-sponsored information operations?

* As of today, how many of your technical employees have the primary day-to-day
task of countering state-sponsored information operations?

Protecting our platforms from state-sponsored interference is a challenge we began tackling as a
company long before the 2016 presidential election. We’ve dedicated significant resources to
help protect our platforms from such attacks by maintaining cutting-edge defensive systems and
by building advanced security tools directly into our consumer products.

We have a global team of thousands of policy experts, reviewers, product managers, and data
scientists focused on creating, maintaining, and enforcing our policies and, as Senior Vice
President and General Counsel of Google, leading our Legal, Policy, Trust & Safety and
Philanthropy teams, I oversee many of those efforts. While the activity on our platforms
associated with this effort was relatively limited — which we believe that was in large part due
to the controls we had in place prior to the 2016 election — we understand the importance of
maintaining and enhancing those controls as we go into the 2018 election season.

41. Much of what we now know about Russian propaganda is because of academic researchers
and investigative journalists. These groups do not currently have access to the data that they need
to inform the public and to build tools for detecting state-sponsored information operations. For
example, these groups generally cannot assess the full set of public user activity associated with
a specific topic, nor can they analyze the behavior of accounts associated with state-sponsored
information operations. Providing access to this data need not come at the expense of user
privacy, since these groups could be bound by non-disclosure agreements and use
privacy-preserving algorithms to conduct their studies.
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o Will you commit to, by the end of the year, providing five or more independent,
non-profit entities with access to the data they need to understand and counter
state-sponsored information operations? If you will, please provide specifics and a
timeline for bow you plan to honor the commitment. If you will not, please explain
why.

We agree that combating disinformation campaigns requires efforts from across the industry and
the public sector, and we are collaborating with technology and NGO partners to research and
address disinformation and, more broadly, election integrity. That includes our partnership with
the Belfer Center for Science and International Affairs on its Defending Digital Democracy
Project, to which Jigsaw and Google recently donated $750,000. We will continue our
long-established policy of routinely sharing threat information with our peers and work with
them to better protect the collective digital ecosystem. We also welcome input from law
enforcement, Congress, and independent entities.

In addition, our enhancements to transparency around election ads on our platforms will include
a transparency report for election ads, sharing data about who is buying election ads on our
platforms and how much money is being spent and a publicly available repository of election ad
creatives from across our Ads products. We will make that database available for public researct
to all who are interested in learning or using it to conduct research, including NGOs.

42. Similarly, much of what we now know about inauthentic, false, or hyper-partisan content is
because of independent groups.

e Will you commit to, by the end of the year, providing five or more independent,
non-profit entities with access to the data they need to understand the prevalence
and performance of inauthentic, false, or hyper-partisan content on your services?
If you will, please provide specifics and a timeline for how you plan to honor the
commitment. If you will not, please explain why.

We take misinformation on our platforms very seriously, and we have put a lot of effort into
curbing misinformation in our products, including partnering with NGOs through our trusted
flagger programs, progtams like the Trust Project, and our partnership with the Belfer Center for
Science and International Affairs on its Defending Digital Democracy Project. We will continue
to work on preventing the spread of misinformation by partnering with the journalism industry to
help people understand what they see online and to support the creation of quality content. We
look forward to continuing to collaborate with non-profit entities to tackle disinformation and,
more broadly, election integrity.
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43. Addressing state-sponsored information operations will continue to require cooperation
among private sector entities and with the government.

e Have you established a formal mechanism for promptly sharing actionable
information about state-sponsored information operations with other online
services, similar to the mechanisms that already exist for sharing information about
state-sponsored cybersecurity threats? If not, will you commit to developing such a
mechanism?

e The FBI is the federal agency responsible for countering foreign propaganda. Do
you have a written policy of promptly sharing what you learn about state-sponsored
information operations with the FBI? If not, will you commit to developing such a
policy?

We are committed to working with Congress, law enforcement, others in industry, and the NGO
community to strengthen protections around elections, whether in a formal or informal setting.

44. You currently have automated systems in place to detect spam and abuse.

¢ Do you have an automated system in place to detect state-sponsored information
operations? If yes, will you provide this Committee with private briefing on the
system's design and performance? If no, why not?

Protecting our platforms from state-sponsored intetference is a challenge we began tackling as a
company long before the 2016 presidential election. We’ve dedicated significant resources to
help protect our platforms from such attacks by maintaining cutting-edge defensive systems and
by building advanced security tools directly into our consumer products. We have previously
provided a detailed briefing to Committee staff on this issue and are happy to provide additional
briefings as requested.

45. You have promised to adopt additional transparency and verification requirements for
political advertising.

o Please detail the new requirements and your timeline for implementing those
requirements.

Google is concerned about attempts to undermine democratic elections and we continue our
ongoing efforts in this area. We have updated our advertising guidelines to prohibit ads on sites
that misrepresent themselves. We are committed to working with Congress, law enforcement,
others in our industry, and the NGO community to strengthen protections around elections,
ensure the security of users, and help combat disinformation.
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In addition, we have announced a number of measures to enhance transparency within election

advertising:
L

Transparency Report. In 2018, we’ll release a transparency report for election
ads, which will share data about who is buying election-related ads on our
platforms and how much money is being spent.

Creative Library. We’ll also introduce a publicly accessible repository of election
ads purchased on AdWords and YouTube (with information about who bought
each ad). That means people will not only be able to learn more about who’s
buying election-related ads on our platforms, they’ll be able to see the ads
themselves, regardless of to whom they were shown.

In-ad disclosures. Going forward, we’ll identify the natnes of advertisers running
election-related campaigns on Search, YouTube, and the Google Display
Network.

Verification program. U.S. law restricts entities outside the United States from
running election-related ads. We’ll reinforce our existing protections by requiring
that advertisers proactively identify who they are and where they are based before
running any election-related ads. As they do, we’ll verify that they are permitted
to run U.S. election campaigns through our own checks.

¢ How do you define the political advertisements that are covered by the new
requirements? Why did you adopt the definition that you did?

We will apply the new requirements to political advertisements that either constitute “express
advocacy” or contain a reference to a clearly identified candidate, as each of those terms is
defined by the Federal Election Commission.

o Will you commit to including within your definition, at a minimum, advertisements
that advocate for or against a specific candidate, political party, piece of legislation,

regulatory action, or ballot referendum? If not, why not?

As stated above, our political advertisement definition will reflect current FEC definitions of

express advocacy and electioneering communications.

46. Your platform offers a range of advertisement targeting criteria.

e Which types of targeting criteria, such as demographic, behavioral, lookalike, or
email matching, did Russia use for its information operations?
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The $4,700 of ads attributable to suspected state-sponsored Russian actors were not narrowly
targeted to specific groups of users: for example, we found no evidence of targeting by
geography (e.g., certain states) or by users’ inferred political preferences (e.g., right- or
left-leaning).

47, Have you seen any evidence of state-sponsored information operations associated with
American elections in 2017, including the gubernatorial elections in Virginia and New Jersey?

Protecting our platforms from state-sponsored interference is a challenge we began tackling as a
company long before the 2016 presidential election. While we have not specifically detected any
abuse of our platforms in connection with the 2017 state elections, our work is ongoing and we
will continue to develop tools and processes to combat evolving threats.

48. User reports are an important signal of when an account is not authentic.

o How frequently do you receive user reports about inauthentic accounts?

What is your process for responding to those reports? How often does that process
usually take?

s  What proportion of those reports result in an account restriction, suspension, or
removal?

e Among the reports that you decline to take action on, what proportion involve
reported accounts that you subsequently identify as inauthentic?

e How many of the accounts that you have identified as associated with Russian
information operations were the subject of a user report? Please provide all the user
reports associated with these accounts and the actions that you took in response,
including the specific time for the report and each action.

We are unaware of any inauthentic accounts linked to Russian information operations flagged by
our users. Our systems do rely on a host of inputs about historical use and pattern recognition
across various services in an effort to detect if an account creation or login is likely to be abusive.
The system operates to block “bad” account creation or to close groups of such accounts. We
prevent users from creating a large number of Google Accounts in a short time period if our
systems detect that the user might be abusive. If we detect suspicious conduct, we also require
verification, aimed at detecting if a bot is attempting to access or create an account. We have
also developed robust protections over the years to address attempts to manipulate our systems
by bots or other schemes, like link farms. (Our webmaster guidelines provide more information
about this: https://support.google.com/webmasters/answer/35769.) We use both algorithmic and
manual methods, and we deploy these across our products including Search and YouTube. We
have not, however, seen the same type of social media bots that have been reported on other
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49, Much of the public discussion about state-sponsored information operations on your
platforms has centered on the Internet Research Agency. That is not the only group
surreptitiously spreading state-sponsored propaganda.

e What other groups are you tracking that are affiliated with the Russian
government?

= What other countries do you believe are conducting state-sponsored information
operations on your platforms? Please describe the groups that you are tracking for
each country, including both government agencies and affiliates.

The 2016 election is not the first time we have encountered state-sponsored entities trying to
abuse our systems. We face motivated and resourceful attackers, and we are continually
evolving our tools to stay ahead of ever-changing threats. We will continue to build
industry-leading security systems and deploy those tools in our products. Our tools will be
aimed at protecting our physical and network security, but also detecting and preventing the
artificial boosting of content, spam, and other attempts to manipulate our systems. As threats
evolve, we will continue to adapt to understand and prevent new attempts to misuse our
platforms and will continue to expand our use of cutting-edge technology to protect our users.
We are happy to continue working with law enforcement and the Committee on these matters.

50. Inauthentic accounts can be disabled subsequent to automated or manual review.

o What role do automated and human employee review play in your decision to
disable a suspected inauthentic account?

e Do you require that a human employee review a suspected inauthentic account
before it is disabled?

¢ [f so, given the rate at which inauthentic accounts can be regenerated, how do you
anticipate remaining ahead of the problem?

» What are you doing to improve automation in the process of detecting and disabling
inauthentic accounts?

e What are you doing to make it more difficult to establish inauthentic accounts?

Technology has helped us accelerate and scale our removal of content that violates our policies,
but we also rely on highly-trained individuals from our Trust and Safety and Security teams who
work closely with machine learning tools and our algorithms to ensure our platforms are
protected and there is adherence to our policies. We both proactively look for violations and
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respond to complaints. We take this work very seriously; in 2016 alone we removed 1.7B ads for
violating policies.

As discussed in the answer to Question 48, our systems rely on a host of inputs about historical
use and pattern recognition across various services in an effort to detect if an account creation or
login is likely to be abusive. We have not seen the same type of social media bots that have been
reported on other platforms. We understand, however, that these types of threats to our systems
are continuously evolving.

51. According to news reports, Google Search and YouTube results often surface false content in
response to public safety emergencies. For example, after the tragic mass shooting in Sutherland
Springs, Google Search highlighted false social media content and YouTube featured false videos
describing the shooter's motives. -

e What processes does Google have in place to identify and address false content
following public safety emergencies?

e Has Google conducted any studies of false content following public safety
emergencies? If yes, please describe those studies and provide copies. If no, will you
commit to conducting such a study?

¢ Have you identified any state-sponsored information campaigns that distributed
false content in response to a public safety emergency in the United States? If yes,
please describe the campaigns and provide the associated content.to the Committee.

We take misinformation on our platforms very seriously, and we have put a lot of effort into
curbing misinformation in our products—from better ranking algorithms that prioritize
authoritative sources, to tougher policies against the monetization of misrepresentative content.
We are aware of recent issues regarding content that has appeared in the immediate aftermath of
public safety events, although we have not found this material to be related to state-sponsored
efforts. That said, these results should not have appeared, and we continue to make algorithmic
improvements to improve the quality of our results and reduce the likelihood of this happening in
the future.

Specifically regarding Google Search, we updated our Search Quality Rater Guidelines and our
evaluation test sets to help identify misleading information and unexpected offensive results, and
have used this data to improve our search algorithms. We regular monitor results on our
products after public safety events. In the last few months, we have altered our algorithm once
again to ensure irrelevant or unverified results are replaced by more relevant results.
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[From Senator McCainj

52. Current campaign finance law establishes disclosure standards for television, radio, and print
media. The Pew Research Center recently found that 65 percent of Americans identified an
internet-based source as their leading source of information about the 2016 election.

e Under current law, to what extent is Google responsible for providing a similar
quality of disclosure to the public?

We are committed to working with the FEC in order to enhance the transparency of digital
political advertising. In a 2010 Advisory Opinion, the FEC stated that advertisers are not
required to include a disclosure on the small format of AdWords because of the size of the ad or
impractical nature of including additional language. (In practice, the vast majority of advertisers
provide a disclosure on the landing page for the ads.) We are, however, in favor of making
election advertising more transparent by implementing the following measures:

o Transparency Report. In 2018, we’ll release a transparency report for election ads, which
will share data about who is buying election-related ads on our platforms and how much
money is being spent.

e Creative Library. We’ll also introduce a publicly accessible database of election ads
purchased on AdWords and YouTube (with information about who bought each ad). That
means people will not only be able to learn more about who’s buying election-related ads
on our platforms; they’ll be able to see the ads themselves, regardless of to whom they
were shown.

o In-ad disclosures. Going forward, we’ll identify the names of advertisers running
election-related campaigns on Search, YouTube, and the Google Display Network.

e Verification program. U.S. law restricts entities outside the United States from running
election-related ads. We’ll reinforce our existing protections by requiring that advertisers
proactively identify who they are and where they are based before running any
election-related ads. As they do, we’ll verify that they are permitted to run U.S. election
campaigns through our own checks.

In addition to these steps, we will continue working with the FEC and Congress to promote
transparency and better protect the integrity of U.S. elections.

53. In your prepared testimony, you stated that Google was committed to enhancing existing
safeguards to ensure that only U.S. nationals can buy U.S. election advertisements.
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o Please describe the vetting mechanism that will be used to determine the purchaser
of such advertisements.

As discussed above, we are committed to reinforcing our existing protections and requiring
increased transparency in election ads. This will include the requirement that advertisers
proactively identify who they are and where they are based before running any election-related
ads. We will also verify that they are permitted to run U.S. election campaigns through our own
checks of FEC reporting and registration.

54. In your prepared testimony, you announced Google's intention to release in 2018 a
transparency report on election advertisements.

» What information will be shared via this report?

The purpose of our report is to provide increased transparency with respect to election ads on our
platforms. To that end, we plan to share data about who is buying election-related ads on our
platforms and how much money is spent.

» Will the accompanying database be continuously updated for current and future
elections?

Yes. We intend to update the database for current and future elections.
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common stock. These assumptions should not be deemed to constitute an admission that all executive officers, directors and 5%
or greater stockholders are, in fact, affiliates of our company, or that there are not other persons who may be deemed to be affiliates
of our company. Further information concerning shareholdings of our officers, directors and principal stockholders is included or
incorporated by reference in Part 11, item 12 of this Annual Report on Form 10-K.

As of January 26, 2017, there were 297,117,506 shares of the registrant's Class A common stock outstanding, 47,369,687 shares
of the registrant’s Class B common stock outstanding, and 346,933,134 shares of the registrant’s Class C capitai stock outstanding.

DOCUMENTS INCORPORATED BY REFERENCE
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NOTE ABOUT FORWARD-LOOKING STATEMENTS

This Annuat Report on Form 10-K contains forward-looking statements within the meaning of the Private Securities
Litigation Reform Act of 1995. These statements include, among other things, statements regarding:

+ the growth of our business and revenues and our expectations about the factors that influence our success
and trends in our business;

« our plans to continue to invest in new businesses, products, services and technologies, systems, facilities,
and infrastructure, to continue to hire aggressively and provide competitive compensation programs, as well
as to continue to invest in acquisitions;

+ seasonal fluctuations in internet usage and advertiser expenditures, underlying business trends such as
traditional retail seasonality, and macroeconomic conditions, which are likely to cause fluctuations in our
quarterly results;

« our expectation related to our renewable energy efforts;

+ the potential for declines in our revenue growth rate;

« ourexpectation that we will continue to take steps to improve the relevance of the ads we deliver and to reduce
the number of accidental clicks;

» fluctuations in the rate of change in revenue and revenue growth, as well as the rate of change in paid clicks
and average cost-per-click and various factors contributing to such fluctuations;

» our expectation that our foreign exchange risk management program wilt not fully offset our net exposure to
fluctuations in foreign currency exchange rates;

« the expected variability of costs related to hedging activities under our foreign exchange risk management
program;

+ ourexpectation that our cost of revenues, research and development expenses, sales and marketing expenses,
and general and administrative expenses will increase in doliars and may increase as a percentage of revenues;

+ our potential exposure in connection with pending investigations, proceedings, and other contingencies;

+ our expectation that our monetization trends will fluctuate, which could affect our revenues and margins in the
future;

« our expectation that our traffic acquisition costs will increase in the future;

« our expectation that our results will be impacted by our performance in international markets as users in
developing economies increasingly come online;

+ our expectation that the portion of our revenues that we derive from non-advertising revenues will continue to
increase;

« our expectation that our other income {loss), net, will fluctuate in the future as it is largely driven by market
dynamics;

+ estimates of our future compensation expenses;

+ fluctuations in our effective tax rate;

« the sufficiency of our sources of funding;

« our payment terms to certain advertisers, which may increase our working capital requirements;

« fluctuations in our capital expenditures;

+ ourexpectations refated to the new operating structure implemented pursuant to the Alphabet hoiding company
reorganization;

+ the expected timing and amount of Alphabet inc.'s stock repurchases;

as well as other statements regarding our future operations, financial condition and prospects, and business
strategies. Forward-looking statements may appear throughout this report, including without timitation, the following
sections: Item 1 "Business," item 1A "Risk Factors,” and item 7 "Management’s Discussion and Analysis of Financial
Condition and Resuits of Operations." Forward-fooking statements generally can be identified by words such as
“anticipates,” "believes,” "estimates," "expects," "intends,” "plans," “predicts," "projects,” “wili be," “will continue,” "will
fikely result,” and similar expressions. These forward-looking statements are based on current expectations and
assumptions that are subject to risks and uncertainties, which could cause our actual results to differ materially from
those reflected in the forward-looking statements. Factors that could cause or contribute to such differences include,
but are not limited to, those discussed in this Annual Report on Form 10-K, and in particular, the risks discussed under
the caption "Risk Factors" in item 1A of this report and those discussed in other documents we file with the Securities
and Exchange Commission (SEC). We undertake no obligation to revise or publicly release the resulits of any revision
to these forward-looking statements, except as required by law. Given these risks and uncertainties, readers are
cautioned not to place undue reliance on such forward-looking statements.

As used herein, "Alphabet," "the company," "we," "us,” "our," and similar terms include Alphabet inc. and its
subsidiaries, uniess the context indicates otherwise.
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"Alphabet,” "Google,” and other trademarks of ours appearing in this report are our property. This report contains
additional frade names and trademarks of other companies. We do not intend our use or display of other companies’
trade names or trademarks to imply an endorsement or sponsorship of us by such companies, or any relationship with

any of these companies.
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ITEM1. BUSINESS

QOverview

As our founders Larry and Sergey wrote in the original founders’ letter, "Google is not a conventional company.
We do not intend to become one." That unconventional spirit has been a driving force throughout our history -- inspiring
us to do things like rethink the mobile device ecosystem with Android and map the world with Google Maps. As part
of that, our founders also explained that you couid expect us to make "smaller bets in areas that might seem very
speculative or even strange when compared to our current businesses.” From the start, the company has always
strived to do more, and to do important and meaningful things with the resources we have.

Alphabet is a collection of businesses -- the largest of which, of course, is Google. !t aiso includes businesses
that are generally pretty far afield of our main Internet products such as Access, Calico, CapitalG, GV, Nest, Verily,
Waymo, and X. We report all non-Google businesses collectively as Other Bets. Our Alphabet structure is about helping
each of our businesses prosper through strong leaders and independence.

Access and technology for everyone

The Internet is one of the world’s most powerful equalizers, and we see it as our job to make it available to as
many people as possible. At its core, Google has always been an information company. We believe that technology
is a democratizing force, empowering people through information. We are heiping people get onfine by tailoring
hardware and software experiences that suit the needs of emerging markets, pimarily through Android and Chrome.
We're also making sure our core Google products are fast and useful, especially for users in areas where speed and
connectivity are central concerns. Other Alphabet companies are also pursuing initiatives with similar goals.

Moonshots

Many companies get comfortable doing what they have always done, making only incremental changes. This
incrementalism leads to irrelevance over time, especially in technology, where change tends to be revolutionary, not
evolutionary. People thought we were crazy when we acquired YouTube and Android and when we launched Chrome,
but those efforts have matured into major platforms for digital video and mobile devices and a safer, popular browser.
We continue to look toward the future and continue to invest for the long-term. We won't become complacent, relying
solely on small tweaks. As we said in the original founders' letter, we will not shy away from high-risk, high-reward
projects that we believe in because they are the key to our long-term success.

The power of machine learning

Across the company, machine learning and artificial inteffigence (Al) are increasingly driving many of our latest
innovations. Within Google, our investments in machine learning over a decade are what have enabled us to build
Google products that get better over time, making them smarter and more useful -- it's what allows you to use your
voice to search for information, to transiate the web from one language to another, to see better YouTube
recommendations, and to search for people and events that are important to you in Google Photos. Machine learning
is also showing great promise in heiping us tackle big issues, like dramatically improving the energy efficiency of our
data centers. Across Other Bets, machine learning helps self-driving cars better detect and respond to others on the
road, and can aiso aid clinicians in detecting diabetic retinopathy.

Google
Serving our users

We have always been a company committed to making big bets that have the potential to improve the lives of
millions of people. As the majority of Aiphabet's big bets continue to reside within Googie, an important benefit of the
shift to Alphabet has been the tremendous focus that we're able to have on Google’s many extraordinary opportunities.
Our innovations in areas like search and advertising have made our services widely used, and our brand one of the
most recognized in the world. We generate revenues primarily by delivering online advertising that consumers find
relevant and that advertisers find cost-effective.

Google's core products such as Search, Android, Maps, Chrome, YouTube, Google Play, and Gmail each have
over one billion monthly active users, But most important, we believe we are just beginning to scratch the surface. Our
vision is to remain a place of incredible creativity and innovation that uses our technical expertise to tackie big problems.

Google’s mission to organize the world’s information and make it universally accessible and useful has always
been our North Star, and our products have come a long way since the company was founded nearly two decades

3
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ago. We used to show just ten blue links in our resuits, which you had to click through to find your answers. Now we
are increasingly able to provide direct answers -- even if you're speaking your question using Voice Search -- which
makes it quicker, easier and more natural to find what you're fooking for. We aiso introduced the Google Assistant,
which allows you to type or talk with Google in a natural conversational way to help you get things done. Over time,
we have also added other services that let you access information quickly and easily -- like Google Maps, which helps
you navigate to a store while showing you current traffic conditions, or Googie Photos, which helps you store and
organize ali of your photos.

This drive to make information more accessible has led us over the years to improve the discovery and creation
of digital content, on the web and through platforms like Google Piay and YouTube. And with the migration to mobile,
people are consuming more digital content by watching more videos, ptaying more games, listening to more music,
reading more books, and using more apps than ever before.

Fueling aii of these great digital experiences are powerfu! platforms and hardware. That's why we continue to
invest in platforms like our Chrome browser, Android mobile operating system, Chrome operating system, and
Daydream virtual reality platform, as well as a new family of great hardware devices like the Pixel phone and Google
Home.

Google was a company built in the cloud and has been investing in infrastructure, data management, analytics,
and Al from the very beginning. We've taken those long-term investments and offer many of the same cloud services
to our enterprise customers. Because more and more of today’s great digital experiences are being built in the cioud,
our enterprise cloud products help businesses of all sizes take advantage of the latest technology advances to operate
more efficiently.

How we make money

The goal of our advertising business is to deliver relevant ads at just the right time and to give people useful
commercial information, regardiess of the device theyre using. We also provide advertisers with tools that help them
better attribute and measure their advertising campaigns across screens. Our advertising solutions help millions of
companies grow their businesses, and we offer a wide range of products across screens and devices. We generate
revenues primarily by delivering both performance advertising and brand advertising.

» Performance advertising creates and delivers relevant ads that users will click on, leading to direct
engagement with advertisers. Most of our performance advertisers pay us when a user engages in their ads.
Performance advertising lets our advertisers connect with users while driving measurable resuits.

For performance advertisers, AdWords, our primary auction-based advertising program, heips create simple
text-based ads that appear on Google properties and the properties of Google Network Members. In addition,
Google Network Members use our AdSense program to display relevant ads on their properties, generating
revenues when site visitors view or click on the ads. We continue to invest in our advertising programs and
make significant upgrades.

» Brand advertising helps enhance users' awareness of and affinity with advertisers’ products and services,
through videos, text, images, and other interactive ads that run across various devices. We heip brand
advertisers deliver digital videos and other types of ads to specific audiences for their brand-building marketing
campaigns.

We have built a world-class ad technology platform for brand advertisers, agencies, and publishers to powe
their digital marketing businesses. We aim to ensure great user experiences by serving the right ads at the
right time and by building deep partnerships with brands and agencies. We also seek to improve the
measurability of brand advertising so advertisers know when their campaigns are effective.

Furthermore, we have invested significantly in programmatic advertising to help advertisers reach users when
and where it matters through automated ad buying, giving them access to top-tierinventory across screens and formats,
as well as the real-time insights that advertisers need to make their buys count.

We have allocated substantial resources to stopping bad advertising practices and protecting users on the web.
We focus on creating the best advertising experiences for our users and advertisers in many ways, ranging from
removing hundreds of millions of bad ads from our systems every year to closely monitoring the sites and apps that
show our ads and blacklisting them when necessary to ensure that our ads do not fund bad content.

Beyond our advertising business, we also generate revenues in emerging areas, such as digital content, cloud
services, and hardware.



206

Table of Contents Alphabet inc.

Other Bets

Throughout Alphabet, we are also using technology to try and solve big problems across many industries.
Alphabet's Other Bets are early-stage businesses, which come with considerable uncertainty, but they are aiready
making important strides in their industries. Our goal is for them to become thriving, successful businesses in the
medium tolong term. Forinstance, Nest products, led by their learning thermostat, remain top sellers in their categories,
and the team continues to successfully launch new products like the Nest Cam Outdoor. Aiso, life sciences and
healthcare company Verily has forged several partnerships with industry leaders as it works to create new solutions
inareas including diabetes and robotic surgery. Our self-driving car company, Waymo, is also making important progress
and is currently testing cars in four cities. We continue to build out these businesses thoughtfully and systematically
to capitalize on the opportunities ahead.

Competition

Our business is characterized by rapid change as well as new and disruptive technologies. We face formidable
competition in every aspect of our business, particularly from companies that seek to connect peopie with online
information and provide them with relevant advertising. We face competition from:

> General purpose search engines and information services, such as Microsoft's Bing, Yahoo, Yandex, Baidu,
Naver, and Seznam.

+  Vertical search engines and e-commerce websites, such as Amazon and eBay {(e-commerce), Kayak (trave!
queries), Linkedin (job queries), and WebMD (health queries). Some users will navigate directly to such content,
websites, and apps rather than go through Google.

«  Social networks, such as Facebook and Twitter. Some users are increasingly relying on social networks for
product or service referrals, rather than seeking information through traditional search engines.

»  Other forms of advertising, such as television, radio, newspapers, magazines, and billboards. Our advertisers
typically advertise in muitiple media, both oniine and offline.

« QOther oniine advertising platforms and networks, including Facebook, Criteo, and AppNexus, that compete
for advertisers with AdWords, our primary auction-based advertising program.

+  Providers of digital video services, such as Facebook, Netflix, Amazon, and Hulu.

« Companies that design, manufacture, and market consumer electronics products, including businesses that
have developed propnetary platforms.

*  Providers of enterprise cloud services, including Amazon and Microsoft.
» Digital assistant providers, such as Apple, Amazon, Facebook, and Microsoft.

Competing successfully in our advertising-related businesses depends heavily on our ability fo deliver and
distribute innovative products and technologies to the marketplace so that we can attract and retain:

¢  Users, for whom other products and services are literally one click away, primarily on the basis of the relevance
and usefulness of our search resuits and the features, availability, and ease of use of our products and services.

»  Advertisers, primarily based on our ability to generate sales leads, and ultimately customers, and to deliver
their advertisements in an efficient and effective manner across a variety of distribution channels.

« Content providers {Google Network Members, the parties who use our advertising programs to deliver relevant
ads alongside their search results and content, as well as other content providers for whom we distribute or
ticense content), primarily based on the quality of our advenrtiser base, our ability to help these partners generate
revenues from advertising, and the terms of our agreements with them.

Intellectual Property

We rely on various intellectual property laws, confidentiality procedures and contractual provisions to protect our
proprietary technology and our brand. We have registered, and apptlied for the registration of, U.S. and international
trademarks servica marks, domain names and copyrights. We have also filed patentapplications inthe U.S. and foreign
countries covering certain of our technology, and acquired patent assets to supplement our portfolio. We have licensed
in the past, and expect that we may license in the future, certain of our rights to other parties.
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Cuiture and Employees

We take great pride in our culture. We embrace collaboration and creativity, and encourage the iteration of ideas
to address complex technical chalienges. Transparency and open dialogue are central to how we work, and we like
to ensure that company news reaches our employees first through internal channels.

Despite our rapid growth, we still cherish our roots as a startup and wherever possible empower employees to
act on great ideas regardiess of their role or function within the company. We strive to hire great employees, with
backgrounds and perspectives as diverse as those of our global users. We work to provide an environment where
these talented people can have fulfilling careers addressing some of the biggest challenges in technology and society.

Our employees are among our best assets and are critical for our continued success. We expect to continue
investing in hiring talented employees and to provide competitive compensation programs to our employees. As of
December 31, 2016, we had 72,053 full-time employees: 27,169 in research and development, 20,902 in sales and
marketing, 14,287 in operations, and 9,695 in general and administrative functions. Aithough we have work councils
and statutory employee representation obligations in certain countries, our U.S. employees are not represented by a
fabor union. Competition for qualified personnel in our industry is intense, particularly for software engineers, computer
scientists, and other technical staff.

Seasonality

Our business is affected by seasonal fluctuations in Internet usage, advertising expenditures, and underlying
business trends such as traditional retail seasonality {e.g., commercial queries typically increase in the fourth quarter
of each year).

Other items

Climate change is one of the most significant globat challenges of our time, and we've long been committed to
improving ourenergy consumption. in 2012, we setalong term goal to reach 100% renewable energy for our operations,
and we expect to achieve that goal in 2017.

We continue 1o invest in our existing products and services as well as developing new products and services
through research and product development. We often release early-stage products. We then use data and user
feedback to decide if and how to invest further in those products. Research and development expenses include the
vast majority of engineering and technical headcount responsible for research and development of our existing and
new products and services, as well as their associated costs. For more information please refer to the Consolidated
Statements of income included in Part I of this Annual Report on Form 10-K.

For information about segments and geographic areas, piease refer to Note 15 of the Notes to Consolidated
Financial Statements included in Part #f of this Annua!l Report on Form 10-K.

As part of the Alphabet reorganization, we expect to convert Google Inc. into a fimited liability company.
Avaitable Information

Our website is focated at www.abc.xyz, and our investor relations website is located at www.abc.xyz/investor.
Qur Annual Reports on Form 10-K, Quarterly Reports on Form 10-Q, and our Proxy Statements are available through
our investor relations website, free of charge, after we file them with the SEC. We also provide a link to the section of
the SEC's website at www.sec.gov that has alt of the reports that we file or furnish with the SEC. You may read and
copy any materials we file with the SEC at the SEC's Public Reference Room at 100 F Street, NE, Washington, D.C.
20549. You can get information on the operation of the Public Reference Room by calling the SEC at 1-800-SEC-0330.

We webcast via our investor relations website our earnings calls and certain events we participate in or host with
members of the investment community. Our investor relations website also provides nofifications of news or
announcements regarding our financial performance, including SEC filings, investor events, press and eamings
releases, and blogs. Further corporate governance information, including our certificate of incorporation, bylaws,
govemance guidelines, board committee charters, and code of conduct, is also available on our investor relations
website under the heading "Other.” The content of our websites are not incorporated by reference into this Annual
Report on Form 10-K or in any other report or document we file with the SEC, and any references to our websites are
intended to be inactive textuai references only.
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ITEM 1A. RISK FACTORS

Our operations and financial results are subject to various risks and uncertainties, including but not limited to
those described below, which could adversely affect our business, financial condition, results of operations, cash flows,
and the trading price of our common and capital stock.

Risks Related to Our Businesses and Industries

We face intense competition. If we do not continue to innovate and provide products and services that
are useful to users, we may not remain competitive, and our revenues and operating results could be adversely
affected.

Our businesses are rapidly evolving, intensely competitive, and subject to changing technologies, shifting user
needs, and frequent introductions of new products and services. Competing successfully depends heavily on our ability
to accurately anticipate technology developments and deliver innovative products and technologies to the marketplace
rapidly and, for Google, provide products and services that make our search results and ads relevant and useful for
our users. As our businesses evolve, the competitive pressure to innovate will encompass a wider range of products
and services, including products and services that may be outside of our historical core business. As a resuit, we must
continue to invest significant resources in research and development, inciuding through acguisitions, in order to enhance
our search technology and our existing products and services, and introduce new products and services that people
can easily and effectively use.

We have many competitors in different industries, including general purpose search engines and information
services; vertical search engines and e-commerce websites; social networks; other forms of advertising and online
advertising platforms and networks; companies that design, manufacture, and market consumer electronic products;
providers of enterprise cloud services and digital video services; and digital assistant providers. Qur current and
potential domestic and international competitors range from large and estabiished companies to emerging start-ups.
Some large companies have longer operating histories and more established relationships with customers and users,
and they can use their experiences and resources in ways that could affect our competitive position, including by
making acquisitions, continuing to invest heavily in research and development, aggressively initiating inteflectual
property claims (whether or not meritorious), and continuing to compete aggressively for advertisers and websites.
Emerging start-ups may be able to innovate and provide products and services faster than we can or may foresee the
consumer need for products and services before us.

in addition, new products and services can sometimes present new and difficult technological and legal chalienges,
which may negatively impact our brands and demand for our products and services and adversely impact our revenues
and operating results, Our operating results would also suffer if our innovations are not responsive to the needs of our
users, advertisers, and Googie Network Members; are not appropriately timed with market opportunities; or are not
effectively brought to market. As technology continues to develop, our competitors may be able to offer user experiences
that are, or that are seen to be, substantially similar to or better than ours. This may force us to compete in different
ways and expend significant resources in order to remain competitive. if our competitors are more successful than we
are in developing compelling products or in attracting and retaining users, advertisers, and content providers, our
revenues and operating results could be adversely affected.

o
3 0

€ Many of our advertisers, companies that distribute
our products and services, digital publishers, and content partners can terminate their contracts with us at any time.
Those partners may not continue to do business with us if we do not create more value (such as increased numbers
of users or customers, new sales leads, increased brand awareness, or more effective monetization) than their available
alternatives. If we do not provide superior value or deliver advertisements efficiently and competitively, we could see
a decrease in revenue and other adverse impacts to our business. in addition, expenditures by advertisers tend to be
cyclical, reflecting overall economic conditions and budgeting and buying patterns. Adverse macroeconomic conditions
can also have a material negative impact on user activity and the demand for advertising and cause our advertisers
to reduce the amounts they spend on advertising, which could adversely affect our revenues and business.

Our ongoing inv t in new busi and new products, services, and technologies is inherently
risky, and could dIsrupt our current operations.

We have invested and expect to continue to invest in new businesses, products, services, and technologies. The
creation of Alphabet as a new holding company in 2015 and the investments that we are making across various areas
in Google and Other Bets are a reflection of our ongoing efforts to innovate and provide products and services that

7
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are useful to users. Such endeavors may involve significant risks and uncertainties, including insufficient revenues
from such investments to offset any new liabilities assumed and expenses associated with these new investments,
inadequate retum of capital on our investments, distraction of management from current operations, use of alternative
investment or compensation structures, and unidentified issues not discovered in our due diligence of such strategies
and offerings that could cause us to fail to realize the anticipated benefits of such investments and incur unanticipated
liabilities. Because these new ventures are inherently risky, no assurance can be given that such strategies and offerings
will be successful and will not adversely affect our reputation, financial condition, and operating resulits.

More people are using devices other than desktop computers to access the Internet and accessing new
devices to make search queries. If manufacturers and users do not widely adopt versions of our search
technology, products, or operating systems developed for these devices, our business couid be adversely
affected.

The number of people who access the internet through devices other than desktop computers, inciuding mobile
phones, smartphones, handheld computers such as laptops and tablets, video game consoles, digital assistants, and
television set-top devices, is increasing dramatically. The functionality and user experience associated with some
alternative devices may make the use of our products and services through such devices more difficult {or just different)
and the versions of our products and services developed for these devices may not be compeliing to users,
manufacturers, or distributors of aiternative devices. Each manufacturer or distributor may establish unique technical
standards for its devices, and our products and services may not work or be viewable on these devices as a result.
Some manufacturers may aiso elect not to include our products on their devices. in addition, search queries are
increasingly being undertaken via “apps” tailored to particular devices or social media platforms, which could affect
our search and advertising business over time. As new devices and platforms are continually being released, it is
difficuit to predict the problems we may encounter in adapting our products and services and developing competitive
new products and services. We expect to continue o devote significant resources to the creation, support, and
maintenance of products and services across muitiple platforms and devices. if we are unabie to attract and retain a
substantial number of alternative device manufacturers, suppliers, distributors, developers, and users to our products
and services, or if we are siow to develop products and technologies that are more compatibie with aiternative devices
and platforms, we will fail to capture the opportunities available as consumers and advertisers continue to exist in a
dynamic, multi-screen environment.

Our revenue growth rate couid decline over time, and we anticipate downward pressure on our operating
margin in the future.

QOur revenue growth rate could decline over time as a result of a number of factors, including:
« increasing competition,
« changes in property mix, platform mix, device mix, and geographical mix,
« the challenges in maintaining our growth rate as our revenues increase to higher levels,
» theevolution of the online advertising market, including the increasing variety of online platforms for advertising,
and the other markets in which we participate, and
» the rate of user adoption of our products, services, and technologies.

We believe our margins could experience downward pressure as a result of increasing competition and increased
costs for many aspects of our business as well as the continuing shift to mobile, changes in device mix, and the
contribution of new businesses to overall revenue. For instance, the margin on revenues we generate from our Google
Network Members is significantly less than the margin on revenues we generate from advertising on Google properties.
Consequently, our margins will experience downward pressure if a greater percentage of our revenues comes from
ads placed on our Google Network Members' properties compared to revenues generated through ads placed on
Google properties. Additionally, the margin we earn on revenues generated from our Google Network Members could
decrease in the future if we pay an even larger percentage of advertising fees to our Google Network Members.

Furthermore, in our multi-device world, we generate our advertising revenues increasingly from mobile and newer
advertising formats, and the margins from the advertising revenues from these sources have generally been lower
than those from traditional desktop search. We also expect our traffic acquisition costs (TAC) paid to our distribution
partners to increase due to changes in device mix between mobile, desktop, and tablet, partner mix, partner agreement
terms, and the percentage of queries channeled through paid access points.

Additionally, our margins could experience downward pressure because the margin on the sale of digital content,
hardware products, and cloud-based services have generally been lower than those from traditionat desktop search.
Further, our margins could be impacted adversely if we spend a proportionately farger amount to promote new products
and services or distribute certain products or if we invest more heavily in our innovation efforts across the Company
(such as our Other Bets businesses) than we have historically.
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We are subject to increasing regulatory scrutiny that may negatively impact our business. Additionally,
changes in policies governing a wide range of topics may adversely affect our business.

The growth of our company and our expansion into a variety of new fields involves a variety of new regulatory
issues, and we have experienced increased regulatory scrutiny as we have grown. For instance, various regulatory
agencies are reviewing aspects of our search and other businesses. We continue to cooperate with the European
Commission and other regulatory authorities around the world in investigations they are conducting with respect to
our business.

Legisiators and regulators may make legal and reguiatory changes, or interpret and apply existing laws or policies,
in ways that make our products and services less usefui to our users, require us to incur substantial costs, expose us
fo unanticipated civil or criminal fiability, or cause us to change our business practices. Additionally, changes in social,
political, and regulatory conditions or in laws and policies governing a wide range of topics may disrupt our business
practices. These changes couid negatively impact our business and resuits of operations in material ways

We are subject to numerous U.S. and foreign laws and regulations covering a wide variety of subject matters.
example, current and new patent laws such as AU.S\%atent laws a}%d European patent laws may affect the ability of
companies, including us, to protect their innovations and defend against claims of patent infringement. Similarly,
changes to copyright laws being considered in Europe and elsewhere may increase costs or require companies,
inciuding us, to change or cease offering certain existing services. The costs of compliance with these laws and
regulations are high and are likely to increase in the future,

Claims have been, or may be, threatened and filed against us under both U.S. and foreign laws for defamation,
invasion of privacy and other tort claims, unlawful activity, patent, copyrightand trademark infringement, product liability,
or other theories based on the nature and content of the materials searched and the ads posted by our users, our
products and services, or content generated by our users. Furthermore, many of these laws do not contemplate or
address the unique issues raised by a number of our new businesses, products, services and technologies. in addition,
the applicability and scope of these laws, as interpreted by the courts, remain uncertain, For exampie, the laws relating
to the liability of providers of online services are currently unsettled both within the U.S. and abroad.

In addition, other laws that could subject us to claims or otherwise harm our business include, among others:

»  We rely on statutory safe harbors, as set forth in the Digital Miliennium Copyright Act in the United States and
the E-Commerce Directive in Europe, against copyright liability for various linking, caching, and hosting
activities. Any legislation or court rulings impacting these safe harbors may adversely impact us.

» The General Data Protection Regutation, coming into effect in Europe in May of 2018, which creates a range
of new compliance obligations, and increases financial penalties for noncompliance significantly.

«  Court decisions such as the ‘right to be forgotten’ ruling issued by the European court, which allows individuals
to demand that Google remove search resuits about them in certain instances, may limit the content we can
show to our users and impose significant operational burdens.

+  Various U.S. and international laws that restrict the distribution of materials considered harmful to children and
impose additional restrictions on the ability of online services to collect information from minors.

+ Data protection laws passed by many states and by certain countries outside the U.S. that require notification
to users when there is a security breach for personal data, such as California’s Information Practices Act.

« Data localization laws, which generally mandate that certain types of data collected in a particular country be
stored and/or processed within that country.

We face risks and costs overseas as our products and services are offered in international markets and may be
subject to additional reguiations. Any failure on our part to comply with these laws and regulations can result in negative
publicity and diversion of management time and effort and may subject us to significant liabilities and other penalities.

We are regularly subject to claims, suits, government investigations, and other proceedings that may
result in adverse outcomes.

We are regularly subjectto claims, suits, and governmentinvestigations invoiving competition, inteliectual property,
privacy, consumer protection, tax, labor and employment, commercial disputes, content generated by our users, goods
and services offered by advertisers or publishers using our platforms, and other matters. The manufacturing and sale
of an expanded suite of hardware products further exposes us to the risk of product Hiability and other litigation as welt
as consumer protection concerns related to product defects, as well as heaith and safety, hazardous materials usage,
and other environmental concerns. We may also be subject to claims, including product warranty claims, if users
experience service disruptions, failures, or other issues. In addition, our businesses face intetlectual property litigation,
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as further discussed later, that exposes us to the risk of exclusion and cease and desist orders, which could limit our
ability to sell products and services.

Such claims, suits, and government investigations are inherently uncertain and their results cannot be predicted
with certainty. Regardless of the outcome, any of these types of legal proceedings can have an adverse impact on us
because of legal costs, diversion of management resources, and other factors. Determining reserves for our pending
litigation is a complex, fact-intensive process that requires significant judgment. it is possible that a resolution of one
or more such proceedings couid resuit in substantial fines and penaities that could adversely affect our business,
consolidated financial position, results of operations, or cash flows in a particutar period. These proceedings could
also result in reputational harm, criminal sanctions, consent decrees, or orders preventing us from offering certain
features, functionalities, products, or services, requiring a change in our business practices or product recalls or
corrections, or requiring development of non-infringing or otherwise aitered products or technologies. Any of these
consequences could adversely affect our business and results of operations.

We may be subject to legal liability associated with providing online services or content.

We host and provide a wide variety of services and products that enabie users to exchange information, advertise
products and services, conduct business, and engage in various online activities both domestically and internationatly.
The iaw relating to the liability of providers of these online services and products for activities of their users is stilf
somewhat unsettied both within the U.S. and internationally. Claims have been threatened and have been brought
against us for defamation, negligence, breaches of contract, copyright or trademark infringement, unfair competition,
unlawful activity, tort, including personal injury, fraud, or other theories based on the nature and content of information
that we publish or to which we provide links or that may be posted online or generated by us or by third parties, including
our users, In addition, we are and have been and may again in the future be subject to domestic or international actions
alleging that certain content we have generated or third-party content that we have made available within our services
violates U.S. and non-U.S. law.

We also place advertisements which are displayed on third-party publishers and advertising networks properties,
and we offer third-party products, services, or content. We may be subject to claims concerning these products,
services, or content by virtue of our involvement in marketing, branding, broadcasting, or providing access to them,
even if we do not ourseives host, operate, provide, or provide access to these products, services, or content. Defense
of any such actions could be costly and involve significant time and attention of our management and other resources,
may resuit in monetary liabilities or penalties, and may require us to change our business in an adverse manner.

Privacy concerns relating to our technology could damage our reputation and deter current and potential
users from using our products and services.

From time to time, concerns have been expressed about whetherour products, services, or processes compromise
the privacy of users and others. Concerns about our practices with regard to the collection, use, disclosure, or security
of personal information or other privacy related matters, even if unfounded, could damage our reputation and adversely
affect our operating results.

In addition, as nearly all of our products and services are web-based, the amount of data we store for our users
on our servers (inciuding personal information) has been increasing. Any systems failure or compromise of our security
that resuits in the release of our users’ data could seriously harm our reputation and brand and, therefore, our business,
and impair our ability to attract and retain users. We expect to continue to expend significant resources to create world-
class security protections that shield against theft and security breaches. The risk that these types of events could
seriously harm our business is likely to increase as we expand the number of web-based products and services we
offer and operate in more countries, and as cyber attacks by third parties become more sophisticated and targeted.

Regulatory authorities around the world are considering a number of legisiative and regulatory proposals
concerning data protection, including measures to ensure that our encryption of users’ data does not hinder law
enforcement agencies’ access to that data. In addition, the interpretation and application of consumer and data
protection laws in the U.S., Europe and elsewhere are often uncertain and in flux. it is possible that these laws may
be interpreted and applied in a manner that is inconsistent with our data practices. if so, in addition to the possibility
of fines, this could result in an order requiring that we change our data practices, which could have an adverse effect
on our business and results of operations. Complying with these vanious faws could cause us {o incur substantial costs
or require us to change our business practices in a manner adverse to our business.

Recent legal developments in Europe have created compliance uncertainty regarding certain transfers of
information from Europe to the U.S, For example, the European Unionand U.S. Privacy Shield framework was designed
to allow for legal certainty regarding transfers of data. However, the agreement itself faces a number of legal challenges
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and is subject to annual review. This has resuited in some uncertainty, and compliance obiigations could cause us to
incur costs or require us to change our business practices in a manner adverse to our business.

If our security measures are breached resulting in the improper use and disclosure of user data, or if our
services are subject to attacks that degrade or deny the ability of users to access our products and services,
our products and services may be perceived as not being secure, users and customers may curtail or stop
using our products and services, and we may incur significant legal and financial exposure.

Our products and services involve the storage and transmission of users’ and customers’ proprietary information,
and theft and security breaches expose us to a risk of loss of this information, improper use and disclosure of such
information, litigation, and potential liabiiity. We experfience cyber attacks of varying degrees on a regular basis. Our
security measures may also be breached due to employee error, malfeasance, system errors or vulnerabilities, including
vuinerabilities of our vendors, or otherwise. Such breach or unauthorized access, increased govemment surveillance,
or attempts by outside parties to fraudulently induce employees, users, or customers to disclose sensitive information
in order to gain access to our data or our users’ or customers’ data could resultin significant legal and financial exposure,
damage to our reputation, and a loss of confidence in the security of our products and services that could potentially
have an adverse effect on our business. Because the techniques used to obtain unauthorized access, disable or
degrade service, or sabotage systems change frequently and often are not recognized until launched against a target,
we may be unable to anticipate these techniques or to implement adequate preventative measures. If an actual or
perceived breach of our security occurs, the market perception of the effectiveness of our security measures could be
harmed and we could lose users and customers.

We are, and may in the future be, subject to intellectual property or other claims, which are costly to
defend, could result in significant damage awards, and could limit our ability to use certain technologies in
the future.

internet, technology, media, and other companies own farge numbers of patents, copyrights, trademarks, and
trade secrets and frequently enter into litigation based on allegations of infringement or other violations of intellectuai
property rights. In addition, patent hoiding companies may continue to seek to monetize patents they have purchased
or otherwise obtained. As we have grown, the intellectual property rights claims against us have increased and may
continue to increase as we develop new products, services, and technologies.

We have had patent, copyright, and trademark infringement fawsuits filed against us claiming that certain of our
products, services, and technologies infringe the intellectual property rights of others. Third parties have also sought
broad injunctive relief against us by filing claims in U.S. and international courts and the U.S. International Trade
Commission (ITC) for exclusion and cease and desist orders, which could limit our abiiity to seil our products or services
in the U.S. or elsewhere if our products or services or those of our customers or suppliers are found to infringe the
intellectual property subject to the claims, Adverse results in any of these lawsuits may include awards of substantial
monetary damages, costly royalty or licensing agreements {if licenses are available at all), or orders preventing us
from offering certain features, functionalities, products, or services, and may also cause us to change our business
practices, and require development of non-infringing products or technologies, which could resuit in a loss of revenues
for us and otherwise harm our business.

Many of our agreements with our customers and partners, inciuding certain suppliers, require us to indemnify
them for certain intellectual property infringement claims against them, which could increase our costs as a resuit of
defending such claims, and may require that we pay significant damages if there were an adverse ruling in any such
claims. Such customers and partners may atso discontinue the use of our products, services, and technologies, as a
result of injunctions or otherwise, which could result in loss of revenues and adversely impact our business. Moreover,
intellectual property indemnities provided to us by our suppliers, when obtainable, may not cover alf damages and
losses suffered by us and our customers from covered products. Furthermore, in connection with our divestitures, we
have agreed, and may in the future agree, to provide indemnification for certain potential fiabilities.

Regardiess of the merits of the claims, inteliectual property claims are often fime consuming, expensive to litigate
or settle, and cause significant diversion of management attention. To the extent such intellectual property infingement
claims are successful, they may have an adverse effect on our business, consolidated financial position, results of
operations, or cash flows.

Our intellectual property rights are valuable, and any inability to protect them could reduce the value of
our products, services, and brand.

Qur patents, trademarks, trade secrets, copyrights, and other intellectual property rights are important assets for
us. Various events outside of our control pose a threat to our intellectual property rights, as well as to our products,
services and technologies. For example, effective intellectual property protection may not be available in every country
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in which our products and services are distributed or made available through the internet. Also, the efforts we have
taken to protect our proprietary rights may not be sufficient or effective. Although we seek fo obtain patent protection
for our innovations, it is possible we may not be able to protect some of these innovations. Moreover, we may not have
adequate patent or copyright protection for certain innovations that later turn out to be important. Furthermore, there
is always the possibiiity, despite our efforts, that the scope of the protection gained will be insufficient or that an issued
patent may be deemed invalid or unenforceable.

We also seek to maintain certain intellectual property as trade secrets. The secrecy could be compromised by
outside parties, or by our employees, which could cause us to lose the competitive advantage resulting from these
frade secrets. We also face risks associated with our trademarks. For example, there is a risk that the word "Google”
couid become so commonly used that it becomes synonymous with the word “search.” if this happens, we couid lose
protection for this trademark, which could result in other people using the word “Googie” to refer to their own products,
thus diminishing our brand.

Any significant impairment of our inteliectual property rights could harm our business and our ability to compete.
Also, protecting our inteflectual property rights is costly and time consuming. Any increase in the unauthorized use of
our inteliectual property could make it more expensive to do business and harm our operating results.

Acquisitions, joint ventures, investments, and divestitures could result in operating difficulties, ditution,
and other consequences that may adversely impact our business and results of operations.

Acquisitions, joint ventures, investments and divestitures, are important elements of our overall corporate strategy
and use of capital, and these transactions could be material to our financial condition and resuits of operations. We
expect to continue to evaluate and enter into discussions regarding a wide array of potential strategic transactions.
Effecting these potential strategic transactions could create unforeseen operating difficuities and expenditures. The
areas where we face risks include:

»  Diversion of management time and focus from operating our business to challenges related to acquisitions
and other strategic transactions.

+ Failure to successfully further develop the acquired business or technology.

« Implementation or remediation of controls, procedures, and policies at the acquired company.

+ Integration of the acquired company's accounting, human resource, and other administrative systems, and
coordination of product, engineering, and sales and marketing functions.

< Transition of operations, users, and customers onto our existing platforms.

«  Failure to obtain required approvals on a timely basis, if at all, from governmental authorities, or conditions
placed upon approval that coutd, among other things, delay or prevent us from compieting a transaction, or
otherwise restrict our ability to realize the expected financial or strategic goals of an acquisition or other strategic
transaction.

« In the case of foreign acquisitions, the need to integrate operations across different cuitures and languages
and to address the particular economic, currency, political, and regulatory risks associated with specific
countries.

»  Cultural chalienges associated with integrating employees from the acquired company into our organization,
and retention of employees from the businesses we acquire.

» Liahility for activities of the acquired company before the acquisition, including patent and trademark
infringement claims, privacy issues, violations of laws, commerciat disputes, tax liabilities, and other known
and unknown liabilities.

»  Litigation or other claims in connection with the acquired company, including claims from terminated employees,
customers, former stockholders, or other third parties.

Qur faiture to address these risks or other probiems encountered in connection with our past or future acquisitions
and other strategic transactions could cause us to fail to realize their anticipated benefits, incur unanticipated liabilities,
and harm our business generally.

Our acquisitions could also result in dilutive issuances of our equity securities, the incurrence of debt, contingent
liabilities, or amortization expenses, or impairment of goodwill and/or purchased long-lived assets, and restructuring
charges, any of which could harm our financial condition or results. Also, the anticipated benefits or value of our
acquisitions and other strategic transactions may not materialize. in connection with our divestitures, we have agreed,
and may in the future agree, to provide indemnification for certain potential liabilities, which may adversely impact our
financial condition or resuits.

12



214

Table of Contents Alphabet Inc.

Our business depends on strong brands, and failing to maintain and enhance our brands would hurt our
ability to expand our base of users, advertisers, Google Network Members, and other partners,

Our strong brands have significantly contributed to the success of our business. Maintaining and enhancing the
brands of both Google and Other Bets increases our ability to enter new categories and launch new and innovative
products that better serve the needs of our users. Qur brands may be negatively impacted by a number of factors,
including, among others, reputational issues and product/technicai performance failures. Further, if we fail to maintain
and enhance equity in the Google brand, our business, operating resuits, and financial condition may be materially
and adversely affected. Maintaining and enhancing our brands wiil depend largely on our ability to remain a technology
leader and continue to provide high-qualiity, innovative products and services that are truly useful and play a meaningfut
role in peopie’s everyday lives.

We face a number of ifacturing and supply chain risks that, if not properly managed, could adversely
impact our financial results and prospects.

We face a number of risks related to manufacturing and supply chain management, We may enter into long term
contracts that commit us to significant terms and conditions of supply. We may be liable for material and product that
isnotconsumed due to market acceptance, technological change, obsolescences, quality, product recalls, and warranty
issues. For instance, the products we sell may have quality issues resulting from the design or manufacture of the
product, or from the software used in the product. Sometimes, these issues may be caused by components we purchase
from other manufacturers or suppliers. if the quality of our products does not meet our customers’ expectations or our
products are found to be defective, then our sales and operating earnings, and ultimately our reputation, could be
negatively impacted.

We rely on third parties to manufacture many of our assemblies and finished products, and we have third-party
arrangements for the design of some components and parts. Our business could be negatively affected if we are not
able to engage third parties with the necessary capabilities or capacity on reasonable terms, or if those we engage
fail to meet their obligations (whether due to financial difficulties or other reasons), or make adverse changes in the
pricing or other material terms of our arrangements with them.

We have in the past, and may experience in the future, supply shortages and price increases driven by raw
material availability, manufacturing capacity, labor shortages, industry allocations, natural disasters and significant
changes in the financial or business condition of our supptliers. We may experience shortages or other supply chain
disruptions in the future that could negatively impact our operations. in addition, some of the components we use in
our products are available only from a single source or limited sources, and we may not be abie to find replacement
vendors on favorable terms or at all in the event of a supply chain disruption.

Additionally, because many of our supply contracts have volume-based pricing or minimum purchase
requirements, if the volume of our hardware sales decreases or does not reach projected targets, we could face
increased materials and manufacturing costs or other financial liabilities that could make our products more costly per
unit to manufacture and therefore less competitive and negatively impact our financial results. Further, certain of our
competitors may negotiate more favorable contractual terms based on volume and other commitments that may provide
them with competitive advantages and may impact our supply.

We also require our suppliers and business partners to comply with law and company poficies regarding workplace
and employment practices, data security, environmental compliance and intellectuat property licensing, but we do not
controf them or their practices. If any of them violates laws or implements practices regarded as unethical, we could
experience supply chain disruptions, canceled orders, terminations of or damage to key relationships, and damage to
our reputation. if any of them fails to procure necessary license rights to third-party intellectual property, fegal action
could ensue that could impact the saleability of our products and expose us to financial obligations to third parties.

The Dodd-Frank Wall Street Reform and Consumer Protection Act includes disclosure requirements regarding
the use of certain minerals mined from the Democratic Repubtic of Congo and adjoining countries (DRC) and procedures
pertaining to a manufacturer's efforts regarding the source of such minerais. SEC rules implementing these
requirements may have the effect of reducing the poot of suppliers who can supply DRC “conflict free” components
and parts, and we may not be able to obtain DRC conflict free products or supplies in sufficient quantities for our
operations. Since our supply chain is complex, we may face reputational chalienges with our customers, stockhoiders
and other stakeholders if we are unable to sufficiently verify the origins for the minerals used in our products.

Web spam and content farms could decrease our search quality, which could damage our reputation and
deter our current and potential users from using our products and services.

“Web spam’ refers to websites that attempt to violate a search engine's quality guidelines or that otherwise seek
to rank higher in search results than a search engine's assessment of their relevance and utility would rank them.
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Although English-language web spam in our search resuits has been significantly reduced, and web spam in
most other languages is limited, we expect web spammers will continue to seek ways to improve their rankings
inappropriately. We continuously combat web spam, including through indexing technology that makes it harder for
spam-like, less useful web content to rank highly. We face challenges from low-quality and irelevant content websites,
including “content farms”, which are websites that generate Jarge guantities of low-quality content to help them improve
their search rankings. We are continually launching algorithmic changes focused on low-quality websites. if our search
results display an increasing number of web spam and content farms, this could hurt our reputation for delivering
relevant information or reduce user traffic to our websites. In addition, as we continue to take actions to improve our
search quality and reduce fow-quality content, this may in the short run reduce our AdSense revenues, since some of
these websites are AdSense partners.

Interruption or failure of our information technology and cc ications syst could hurt our ability
to effectively provide our products and services, which could damage our reputation and harm our operating
results.

The availability of our products and services depends on the continuing operation of our information technology
and communications systems. Our systems are vuinerable todamage or interruption from earthquakes, terroristattacks,
natural disasters, the effects of climate change (such as sea level rise, drought, flooding, wildfires, and increased storm
severity), power loss, telecommunications failures, computer viruses, computer denial of service attacks, or other
attempts to harm our systems. Some of our data centers are located in areas with a high risk of major earthquakes.
Our data centers are also subject to break-ins, sabotage, and intentional acts of vandalism, and to potential disruptions
ifthe operators of certain of these facilities have financial difficulties. Some of our systems are not fully redundant, and
our disaster recovery planning cannot account for all eventualities. The occurrence of a naturat disaster, a decision to
close a facility we are using, or other unanticipated problems at our data centers could resutt in lengthy interruptions
in our service. In addition, our products and services are highiy technical and complex and may contain errors or
vuinerabilities, which could result in interruptions in our services or the failure of our systems.

Ourinternational operations expose us to additional risks that could harm our business, operating results,
and financial condition.

Our international operations are significant to our revenues and net income, and we pian to continue to grow
internationally. International revenues accounted for approximately 53% of our consolidated revenues in 2016. in
certain international markets, we have limited operating experience and may not benefit from any first-to-market
advantages or otherwise succeed.

in addition to risks described elsewhere in this section, our international operations expose us to other risks,
including the following:

«  Restrictions on foreign ownership and investments, and stringent foreign exchange controls that might prevent
us from repatriating cash earned in countries outside the U.S.

+ Import and export requirements, tariffs, trade disputes and barriers, and customs classifications that may
prevent us from offering products or providing services to a particular market and may increase our operating
costs.

»  Longer payment cycles in some countries, increased credit risk, and higher levels of payment fraud.

+  Still developing foreign laws and legal systems.

» Uncertainty regarding liability for services and content, including uncertainty as a resuit of local laws and lack
of legal precedent.

» Different employee/employer relationships, existence of workers' councils and fabor unions, and other
challenges caused by distance, language, and cultural differences, making it harder to do business in certain
jurisdictions.

Additionally, changes in international local political, economic, regulatory, tax, social, and labor conditions may
adversely harm our business and compliance with complex foreign and U.S. laws and regulations that apply to our
international operations increases our cost of doing business. These numerous and sometimes conflicting laws and
reguiations include, among others, internal contro! and disclosure rules, privacy and data protection requirements,
anti-corruption laws, such as the U.S. Foreign Corrupt Practices Act, and other local laws prohibiting corrupt payments
to governmental officials, and competition regulations, among others. Violations of these laws and regulations could
result in fines and penalties, criminal sanctions against us, our officers, or our empioyees, prohibitions on the conduc
of our business and on our ability to offer our products and services in one or more countries, and could also materially
affect our brand, our international growth efforts, our ability to attract and retain employees, our business, and our
operating results. Although we have implemented policies and procedures designed to ensure compliance with these
taws and regulations, there can be no assurance that our employees, contractors, or agents will not violate our policies.
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Finally, since we conduct business in currencies other than U.S. doliars but report our financial results in U.S.
dollars, we face exposure to fluctuations in currency exchange rates. Although we hedge a portion of our international
currency exposure, significant fluctuations in exchange rates between the U.S. dollar and foreign currencies may
adversely affect our revenues and earnings. Additionally, hedging programs are inherently risky and could expose us
to additional risks that could adversely affect our financial condition and results of operations.

Our operating resuits may fluctuate, which makes our results difficult to predict and could cause our
results to fall short of expectations.

Our operating results may fluctuate as a resuit of a number of factors, many outside of our control. As a resulit,
comparing our operating results on a period-to-period basis may not be meaningful, and you should not rely on our
past results as an indication of our future performance. Our quarterly, year-to-date, and annual expenses as a
percentage of our revenues may differ significantly from our historical or projected rates. Our operating resuits in future
quarters may fall below expectations. Any of these events could cause our stock price to fail. Each of the risk factors
listed in this section in addition to the following factors may affect our operating results:

«  Our ability to continue to attract users to our websites and retain existing users on our websites.

+  Our ability to monetize (or generate revenues from) traffic on Google properties and our Google Network
Members' properties across various devices.

+  Advertising revenue fluctuations caused by changes in property mix, ptatform mix, device mix, and geographical
mix.

+  The amount of revenues and expenses generated and incurred in currencies other than U.S. doltars, and our
ability to manage the resulting risk through our foreign exchange risk management program.

+  The amount and timing of operating costs and expenses and capital expenditures related to the maintenance
and expansion of our businesses, operations, and infrastructure.

+  Our focus on long-term goals over short-term resuits.

*  The results of our acquisitions, divestitures, and our investments in risky projects, including new businesses,
products, services, and technologies.

«  Our ability to keep our websites operational at a reasonable cost and without service interruptions.

+ Our ability to generate significant revenues from new products and services in which we have invested
considerable time and resources.

Because our businesses are changing and evolving, our historical operating resuits may not be usefui to you in
predicting our future operating resuits. In addition, advertising spending has historically been cyclical in nature, reflecting
overall economic conditions, as well as budgeting and buying patterns. Also, user traffic tends to be seasonal. Our
rapid growth has tended to mask the cyclicality and seasonality of our business. As our growth rate has slowed, the
cyclicality and seasonality in our business has become more pronounced and caused our operating resuits to fluctuate.

If we were to lose the services of Larry, Sergey, Eric, Sundar, or other key personnel, we may not be able
to execute our business strategy.

Our future success depends in a large part upon the continued service of key members of our senior management
team. in particular, Larry Page and Sergey Brin are critical to the overall management of Alphabet and its subsidiaries,
and they, along with Sundar Pichai, the Chief Executive Officer of Google, play an important role in the development
of our technology. Along with our Executive Chairman Eric E. Schmidt, they also play a key role in maintaining our
culture and setting our strategic direction. All of our executive officers and key employees are at-will employees, and
we do not maintain any key-person life insurance policies. The loss of key personne! could seriously harm our business.

We rely on highly skilled personnel and, If we are unable to retain or motivate key personnel, hire qualifled
personnel, or maintain our corporate culture, we may not be able to grow effectively.

Our performance largely depends on the talents and efforts of highly skilled individuats. Our future success
depends on our continuing ability to identify, hire, develop, motivate, and retain highly skilled personnel for all areas
of our organization. Competition in our industry for qualified employees is intense, and certain of our competitors have
directly targeted our employees. In addition, our compensation arrangements, such as our equity award programs,
may not always be successful in attracting new employees and retaining and motivating our existing empioyees. Our
continued ability to compete effectively depends on our ability to attract new employees and to retain and motivate
our existing employees.

In addition, we believe that our corporate culture fosters innovation, creativity, and teamwork. As our organization
grows, and we are required to implement more complex organizational management structures, particutarly in light of
our holding company structure, we may find it increasingly difficuit to maintain the beneficial aspects of our corporate
culture. This could negatively impact our future success.
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Our business depends on continued and unimpeded to the Internet by us and our users. Internet
access providers may be able to restrict, block, degrade, or charge for access to certain of our products and
services, which could lead to additional expenses and the loss of users and advertisers.

Our products and services depend on the ability of our users to access the Internet, and certain of our products
require significant bandwidth to work effectively, Currently, this access is provided by companies that have significant
market power in the broadband and internet access marketplace, including incumbent telephone companies, cable
companies, mobile communications companies, and government-owned service providers. Some of these providers
have taken, or have stated that they may take measures, including legal actions, that could degrade, disrupt, or increase
the cost of user access to certain of our products by restricting or prohibiting the use of their infrastructure to support
or facilitate our offerings, or by charging increased fees to us or our users to provide our offerings. in addition, in some
jurisdictions, our products and services have been subject to govemment-initiated restrictions or biockages. Such
interference could result in a loss of existing users and advertisers, and increased costs, and could impair our ability
to attract new users and advertisers, thereby harming our revenues and growth.

New and existing technologies could block ads online, which would harm our business.

Technologies have been developed that can block the display of ads online and that provide tools to users to opt
out of seeing ads online. Most of our Google revenues are derived from fees paid to us in connection with the display
of ads online. As a result, such technologies and tools could adversely affect our operating results.

We are exposed to fluctuations in the market val of our invest, t:

Given the global nature of our business, we have investments both domestically and internationally. Credit ratings
and market values of these investments can be negatively impacted by fiquidity, credit deterioration or fosses, financial
results, foreign exchange rates, changes in interest rates, or other factors. As a result, the value or liquidity of our cash
equivalents and marketable securities could decline and resuit in a material impairment, which couid materially
adversely affect our financial condition and operating results.

We could be subject to changes in tax rates, the adoption of new U.S. or international tax legislation, or
exposure to additional tax liabilities.

Our future income taxes could be adversely affected by earnings being lower than anticipated in jurisdictions that
have lower statutory tax rates and higher than anticipated in jurisdictions that have higher statutory tax rates, the net
gains and losses recognized by legal entities on certain hedges and related hedged intercompany and other transactions
under our foreign exchange risk management program, changes in the valuation of our deferred tax assets or liabilities,
orchanges in tax laws, regulations, or accounting principles, as well as certain discrete items. Due to shifting economic
and political conditions, tax policies or rates in various jurisdictions may be subject to significant change.

In addition, we are subject to regutar review and audit by both domestic and foreign tax authorities. As a resuit,
we have received, and may in the future receive, assessments in muitiple jurisdictions on various tax-related assertions,
including transfer pricing adjustments or permanent establishment. Any adverse outcome of such a review or audit
could have a negative effect on our operating resuits and financial condition. In addition, the determination of our
worldwide provision for income taxes and other tax liabilities requires significant judgment, and there are many
transactions and calculations where the ultimate tax determination is uncertain. Aithough we believe our estimates are
reasonable, the ultimate tax outcome may differ from the amounts recorded in our financial statements and may
materially affect our financial resuits in the period or periods for which such determination is made.

Risks Related to Ownership of Our Stock

The trading price for our Class A common stock and non-voting Class C capital stock may continue to
be volatile.

The trading price of our stock has at times experienced substantial price volatility and may continue to be volatile.
For example, from January 1, 2016 through December 31, 20186, the closing price of our Class Acommon stock ranged
from $681.14 per share to $835.74 per share, and the closing price of our Class C capital stock ranged from $668.26
to $813.11 per share.

in addition to the factors discussed in this Annual Report on Form 10-K, the trading price of our Class A common
stock and Class C capital stock may fluctuate widely in response to various factors, many of which are beyond our
control, including, among others:
*  Quarterly variations in our results of operations or those of our competitors.
*  Announcements by us or our competitors of acquisitions, divestitures, investments, new products, significan
contracts, commercial relationships, or capitai commitments.
+ Recommendations by securities analysts or changes in eamings estimates.
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«  Announcements about our earnings that are not in line with analyst expectations, the risk of which is enhanced
because it is our policy not to give guidance on earnings.

»  Announcements by our competitors of their earnings that are not in line with analyst expectations.

»  Commentary by industry and market professionals about our products, strategies, and other matters affecting
our business and resuits, regardiess of its accuracy.

+  The volume of shares of Class A common stock and Class C capital stock available for public sale.

+  Sales of Class Acommon stock and Class C capital stock by us or by our stockholders (inciuding sales by our
directors, executive officers, and other employees).

+  Short sales, hedging, and other derivative transactions on shares of our Class A common stock and Class C
capital stock.

+  The perceived values of Class A common stock and Class C capita! stock refative to one another.

+  Our stock repurchase program.

In addition, the stock market in general, and the market for technology companies in particular, have experienced
extreme price and volume fluctuations that have often been unrelated or disproportionate to the operating performance
of those companies. These broad market and industry factors may harm the market price of our Class A common stock
and our Class C capital stock regardiess of our actual operating performance.

We cannot guarantee that our stock repurchase program will be fully consummated or that our stock
repurchase program will enhance long-term stockholder value, and stock repurchases could increase the
volatility of the price of our stock and could diminish our cash reserves.

In October 2016, our board of directors authorized our company to repurchase up to $7,019,340,976.83 of our
Class C capital stock. The repurchase program does not have an expiration date. Although our board of directors has
authorized a stock repurchase program, the share repurchase program does not obligate Alphabet to repurchase any
specific dollar amount or to acquire any specific number of shares. The stock repurchase program could affect the
price of our stock and increase volatility and may be suspended or terminated at any time, which may resuit in a
decrease in the trading price of our stock.

The concentration of our stock ownership limits our stockholders’ ability to influence corporate matters.

Our Class B common stock has 10 votes per share, our Class A common stock has one vote per share, and our
Class C capital stock has no voting rights. As of December 31, 2016, Larry, Sergey, and Eric beneficially owned
approximately 82.4% of our outstanding Class B common stock, which represented approximately 56.8% of the voting
power of our outstanding capital stock. Larry, Sergey, and Eric therefore have significant influence over management
and affairs and over all matters requiring stockholder approval, including the election of directors and significant
corporate transactions, such as a merger or other sale of our company or our assets, for the foreseeable future. in
addition, because our Class C capital stock carries no voting rights (except as required by applicable law), the issuance
of the Class C capital stock, including in future stock-based acquisition transactions and to fund employee equity
incentive programs, could prolong the duration of Larry and Sergey's current relative ownership of our voting power
and their ability to elect ali of our directors and to determine the outcome of most matters submitted to a vote of our
stockholders. Together with Eric, they would also continue to be able to control any required stockholder vote with
respect to certain change in control transactions involving Alphabet (including an acquisition of Alphabet by another
company).

This concentrated control limits or severely restricts our stockholders’ abitity to influence corporate matters and,
as a result, we may take actions that our stockholders do not view as beneficial. As a resuit, the market price of our
Class A common stock and our Class C capital stock could be adversely affected.

Provisions in our charter documents and under Delaware law could discourage a takeover that
stockholders may conslider favorable.

Provisions in Alphabet's certificate of incorporation and bylaws may have the effect of delaying or preventing a
change of control or changes in our management. These provisions inciude the following:
Our certificate of incorporation provides for a tri-class capital stock structure. As a result of this structure, Larry,
Sergey, and Eric have significantinfluence over ali matters requiring stockholder approval, including the election
of directors and significant corporate transactions, such as a merger or other sale of our company or our
assets. This concentrated contro! could discourage others from initiating any potential merger, takeover, or
otherchange of control transaction that other stockholders may view as beneficial. As noted above, the issuance
of the Class C capital stock could have the effect of prolonging the influence of Larry, Sergey, and Enc.
«  Our board of directors has the right to elect directors to filf a vacancy created by the expansion of the board
of directors or the resignation, death, or removal of a director, which prevents stockholders from being able
to filt vacancies on our board of directors.
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»  Our stockholders may not act by written consent. As a result, a holder, or holders, controliing a maijority of our
capital stock would not be able to take certain actions without holding a stockholders’ meeting.

+  Our certificate of incorporation prohibits cumulative voting in the eiection of directors. This limits the ability of
minority stockholders to elect director candidates.

«  Stockholders must provide advance notice to nominate individuals for election to the board of directors or to
propose matters that can be acted upon at a stockholders’ meeting. These provisions may discourage or deter
a potential acquirer from conducting a solicitation of proxies to elect the acquirer's own siate of directors or
otherwise attempting to obtain control of our company.

+ Our board of directors may issue, without stockholder approval, shares of undesignated preferred stock. The
ability to issue undesignated preferred stock makes it possible for our board of directors to issue preferred
stock with voting or other rights or preferences that could impede the success of any attempt to acquire us.

As a Delaware corporation, we are also subject to certain Delaware anti-takeover provisions. Under Delaware
law, a corporation may not engage in a business combination with any holder of 15% or more of its outstanding voting
stock uniess the holder has held the stock for three years or, among other things, the board of directors has approved
the transaction, Our board of directors could rely on Delaware law to prevent or delay an acquisition of us.

Risks Related to Our Holding Company Reorganization
As a holding company, Alphabet is dependent on the operations and funds of its subsidiaries.

On October 2, 2015, we completed a reorganization pursuant to which Alphabet became a holding company with
no business operations of its own. Alphabet’s only significant assets are the outstanding equity interests in Google
and any other current or future subsidiaries of Alphabet. As a result, we rely on cash flows from subsidiaries to meet
our obligations, including to service any debt obligations of Alphabet.

We may not obtain the anticipated benefits of our reorganization into a holding company structure.

We believe that our holding company reorganization and the current operating structure increases management
scale and allows us to focus on running our diverse businesses independently with the goai of maximizing each of the
business’ potential, The benefits of this reorganization may not be obtained if circumstances prevent us from taking
advantage of the strategic and business opportunities that we expect it may afford us. As a result, we may incur the
costs of a holding company structure without realizing the benefits, which could adversely affect our reputation, financiat
condition, and operating resuits.

Alphabet's management is dedicating significant effort to the Alphabet operating structure. These efforts may
divert management's focus and resources from Aiphabet's business, corporate initiatives, or strategic opportunities,
which could have an adverse effect on our businesses, results of operations, financial condition, or prospects.
Additionally, our subsidiaries may be restricted in their ability to pay cash dividends or to make other distributions to
Aliphabet, as the new holding company.

ITEM 1B. UNRESOLVED STAFF COMMENTS
There are no unresolved staff comments at December 31, 2016.
ITEM 2. PROPERTIES

Our headquarters are located in Mountain View, California. We also own and lease office and building space in
the surrounding areas near our headquarters, which in the aggregate (including our headquarters) represent
approximately 7.86 miltion square feet of office/building space and approximately forty-five acres of developable land
to accommodate anticipated future growth. In addition, we own and lease office/building space and research and
development sites, around the world - primarily in North America, Europe, South America, and Asia. We operate and
own data centers in the U.S., Europe, South America, and Asia pursuant to various lease agreements and co-location
arrangements. We believe our existing facilities, both owned and leased, are in good condition and suitable for the
conduct of our business.

ITEM3. LEGAL PROCEEDINGS
For a description of our material pending legal proceedings, please see Note 10 “Commitments and Contingencies

- Legat Maiters” of the Notes to Consolidated Financial Statements included in item 8 of this Annual Report on Forn
10-K, which is incorporated herein by referernice.
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ITEM4. MINE SAFETY DISCLOSURES

Not applicable.
PART I

ITEM5. MARKET FOR REGISTRANT’S COMMON EQUITY, RELATED STOCKHOLDER MATTERS AND
ISSUER PURCHASES OF EQUITY SECURITIES

As of October 2, 2015, Alphabet Inc. became the successor issuer of Googie inc. pursuant to Rule 12g-3(a) under
the Exchange Act.

Price Range of Common Stock and Capital Stock

Our Class A common stock has been listed on the Nasdaq Global Setect Market under the symbo! “GOQG” since
August 19, 2004 and under the symbol "GOOGL" since April 3, 2014. Prior to August 19, 2004, there was no public
market for our stock. The following table sets forth for the indicated periods the high and low sales prices per share
for our Class A common stock on the Nasdaq Global Select Market.

Low
70702
681.14
170489
753.22

Fiscal Year 201

6 Quarters Ended:
™ |

1

Fiscal Year 2015 Quarters Ended: ) L High Low
Maro I Sl E ; o 497.06
532.74

June 30, 2015 :
September 30,2015 541.70
December 31, 2015 642.00

Our Class B common stock is neither listed nor traded.

Our Class C capital stock has been listed on the Nasdaq Global Select Market under the symbol “GOQG” since
April 3, 2014. The following table sets forth for the indicated periods the high and iow sales prices per share for our
Class C capital stock on the Nasdaq Global Select Market.

Fisca

016 Quarters E
Marenat 20167 °
June 30, 2016
September 30, 2016
December 31, 2016

Fiscal Year 2015 Quarters Ended;
March 31, 2015

June 30, 2015
‘September 30,2015
December 31, 2015

Holders of Record

As of December 31, 2016, there were approximately 2,178 and 2,183 stockholders of record of our Class A
common stock and Class C capital stock, respectively, and the closing prices of our Class A common stock and Class
C capital stock were $792.45 and $771.82 per share, respectively, as reported by the NASDAQ Giobal Select Market.
Because many of our shares of Class A common stock and Class C capital stock are held by brokers and other
institutions on behalf of stockholders, we are unable to estimate the total number of stockholders represented by these
record holders. As of December 31, 2016, there were approximately 67 stockholders of record of our Ctass B common
stock.
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Dividend Policy

We have never declared or paid any cash dividend on our common or capital stock. We intend to retain any future
earnings and do not expect to pay any cash dividends in the foreseeable future.

Stock Performance Graph

The following graph compares the 5-year cumulative total return to shareholders on Alphabet Inc.’s common
stock relative to the cumulative total returns of the S&P 500 index, the RDG Internet Composite index, and the NASDAQ
Composite index. An investment of $100 (with reinvestment of all dividends) is assumed to have been made in the
company's Class A common stock and in each index on December 31, 2011 and its relative performance is tracked
through December 31, 2016. The returns shown are based on historical resuits and are not intended to suggest future
performance.

COMPARISON OF 5§ YEAR CUMULATIVE TOTAL RETURN*
Among Alphabet inc., the S&P 500 index, the
NASDAQ Composite index, and the RDG internet Composite index
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$360
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$300 - -
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$260 - . )
$240 -~
$220 -
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$180 -
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- Alphabet inc. Class A - S&P 500 e NASDAQ Composite

— RDG Internet Composite

*$100 invested on December 31, 2011 in stock or index, i i i of dividends. Fiscal year ending December 31.

Co;:\yrighkn 2015 S&P, a division of The McGraw-Hill Companies inc. All rights reserved.

This performance graph shaii not be deemed “filed” for purposes of Section 18 of the Securities Exchange Ac
of 1934, as amended (the Exchange Act), or incorporated by reference into any filing of Alphabet under the Securities
Act of 1833, as amended, or the Exchange Act, except as shall be expressly set forth by specific reference in such
filing.
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ITEM 6. SELECTED FINANCIAL DATA

The foliowing selected consolidated financial data should be read in conjunction with ltem 7 “Management’s
Discussion and Analysis of Financial Condition and Resuits of Operations” and our consolidated financial statements
and the related notes appearing in item 8 “Financial Statements and Supplementary Data” of this Annual Report on
Form 10-K. The historical resuits are not necessarily indicative of the results to be expected in any future period.

Year Ended December 31,
2012 2013 2014 2015 2016
{in miltions, except per share amounts}

‘Conso 7 nts of Income Data; SRR TR
Revenues $ 46,039 $§ 55519 §
peration 13,834 15,403 164967
Net income from continuing operations 11,435 13,160 13,620

86001 $ 74989 § 90272
360

19,478

12,733 19478

r shy‘are f C!aés A'and B common stock:
e 49778002045 08 1 234108 28.32
(0.64)

Basic net income per share of Class C
capital stock

2434 $ 2785
L 000

income per share of Class C
1598 $ 18.79 § 2057 $ 2434 § 27.85

capital stock

As of December 31,
2012 2013 2014 2015 2016
{in mitlions)

$ 48,088‘$ 58,717 $ 64395 $ 73,066 $ 86,333

o T Li29187 14748 A67.4¢
6,662 8,548 7,820 11,705
e 03860 120331 135,036
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ITEM7. MANAGEMENT'S DISCUSSION AND ANALYSIS OF FINANCIAL CONDITION AND RESULTS OF
OPERATIONS

Please read the following discussion and analysis of our financial condition and results of operations together
with our consolidated financial statements and related notes inciuded under item 8 of this Annual Report on Form 10-
K.

Trends in Our Business

The foliowing trends have contributed to the results of our consolidated operations, and we anticipate that they
will continue to impact our future results:

« Users' behaviors and advertising continue to shift online as the digital economy evolves.

The continuing shift from an offline to online world has contributed to the growth of our business since inception,
resulting in increasing revenues, and we expect that this oniine shift will continue to benefit our business.

» As online advertising evolves, we continue to expand our product offerings which may impact our
monetization.

As interactions between users and advertisers change, we continue to expand and evolve our product offerings
to serve their changing needs, Over time, we expect our monetization trends to fluctuate. For example, we have seen
an increase in YouTube engagement ads, which monetize at a lower rate than traditional desktop search ads.
Additionally, we continue to see a shift to programmatic buying which presents opportunities for advertisers to connect
with the right user, in the right moment, in the right context. Programmatic buying has a different monetization profile
than traditional advertising buying on Google properties. These trends will continue to affect our revenues and margins
in the future.

+ Users are increasingly using multiple devices to access our products and services, and our advertising
revenues are increasingly coming from mobile and other new formats.

Our users are accessing the internet via muitiple devices and want to feel connected no matter where they are
or what they are doing. We seek to expand our products and services to stay in front of this shift in order to maintain
and grow our business.

In this multi-device world, we generate our advertising revenues increasingly from mobile and newer advertising
formats, and the margins from the advertising revenues from these sources have generally been lower than those
from traditional desktop search. We aiso expect traffic acquisition costs {TAC) paid to our distribution partners to
increase due to changes in device mix between mobile, desktop, and tablet, partner mix, partner agreement terms,
and the percentage of queries channeled through paid access points. We expect these trends to continue to put
pressure on our overall margins.

» Asusers in developing increasingly come online, our revenues from international markets
continue to increase and movements in foreign exchange rates impact such revenues.

The shift to online, as well as the advent of the muiti-device world, has brought opportunities outside of the U.S.,
including in emerging markets, and we continue to develop localized versions of our products and relevant advertising
programs useful to our users in these markets. This has led to a trend of increased revenues from international markets
over time and we expect that our resuits will continue to be impacted by our performance in these markets, particularly
as low-cost mobile devices become more available.

Ourinternational revenues represent a significant portion of our revenues and are subject to fluctuations in foreign
currency exchange rates relative to the U.S. dollar. While we have a foreign exchange risk management program
designed to reduce our exposure to these fluctuations, this program does not fully offset their effect on our revenues
and eamings.

» The portion of our revenues that we derive from non-advertising revenues is increasing.

Non-advertising revenues have grown over time. We expect this trend to continue as we focus on expanding ou
Google offerings to our users through products and services like Google Cloud, Google Play, and hardware products.
Across these initiatives, we currently derive non-advertising revenues primarily from hardware sales, sales of apps,
in-app purchases and digital content products, and service and licensing fees; the margins on these non-advertising
businesses vary significantly and may be lower than the margins on our advertising business. A number of our Othe
Bets initiatives are in their initial development stages, and as such, the sources of revenues from these businesses
could change over time and the revenues could be volatile.
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+ As we continue to look for new ways to serve our users and expand our businesses, we will invest
heavily in R&D and our capital expenditures will continue to fiuctuate.

We continue to make significant research and development (R&D) investments in areas of strategic focus for
Google, such as search, advertising, and machine learning, as well as in new products and services across both
Google and Other Bets. The amount of our capital expenditures has fluctuated and may continue to fluctuate in the
long term as we invest heavily in our systems, data centers, real estate and facilities, and information technology
infrastructure.

In addition, acquisitions remain an important part of our strategy and use of capital, and we expect to continue
to spend cash on acquisitions and other investments. These acquisitions generaliy enhance the breadth and depth of
our offerings, as well as expand our expertise in engineering and other functional areas.

*  Our employees are critical to our success and we expect to continue investing in them.

Our employees are among our best assets and are critical for our continued success. Their energy and talent
drive Alphabet and create our success. We expect to continue hiring talented employees around the globe and to
provide competitive compensation programs to our employees.

Executive Overview of Resuits

Here are our key financial results for the fiscal year ended December 31, 2016 (consolidated uniess otherwise
noted):

+ Revenues of $90.3 billion and revenue growth of 20% year over year, constant currency revenue growth of
24% year over year.

+  Google segment revenues of $89.5 billion with revenue growth of 20% year over year and Other Bets revenues
of $0.8 billion with revenue growth of 82% year over year.

« Revenues from the United States, the United Kingdom, and Rest of the worid were $42.8 biftion, $7.8 billion,
and $39.7 billion, respectively.

+ Cost of revenues was $35.1 billion, consisting of traffic acquisition costs of $16.8 billion and other cost of
revenues of $18.3 billion. Our traffic acquisition costs as a percentage of advertising revenues was 21%.

« Operating expenses (exciuding cost of revenues) were $31.4 billion.

» Income from operations was $23.7 billion.

+ Effective tax rate was 19%.

« Net income was $19.5 billion with diluted net income per share of $27.85.
+ Operating cash flow was $36.0 bililion.

+ Capital expenditures were $10.2 billion.

» Headcount increased to 72,053 as of December 31, 2016.

Information about Segments

We operate our business in multiple operating segments. Google is our only reportable segment. None of our
other segments meet the quantitative thresholds to qualify as reportable segments; therefore, the other operating
segments are combined and disclosed below as Other Bets.

Qur reported segments are described below:

« Google ~ Google includes our main internet products such as Search, Ads, Commerce, Maps, YouTube,
Google Cloud, Android, Chrome, and Google Play as well as our hardware initiatives. Our technical
infrastructure and some newer efforts like virtual reality are aiso included in Google. Google generates revenues
primarily from advertising, sales of digital content, apps and cloud offerings, and sales of hardware products.

« Other Bets — Other Bets is a combination of multiple operating segments that are not individually material.
Other Bets includes businesses such as Access, Calico, CapitalG, GV, Nest, Verily, Waymo, and X. Revenues
from the Other Bets are derived primarily through the sales of internet and TV services through Google Fiber,
sales of Nest products and services, and licensing and R&D services through Venly.

Please refer to Note 15 of the Notes to Consolidated Financial Statements included in Part Ii of this Annual Report
on Form 10-K for further information. Prior period segment information has been recast to conform to the current period
segment presentation,
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Consolidated Revenues

The following table presents our consolidated revenues, by segment and revenue source, for the periods
presented (in miflions):

Year Ended December 31,
2014 2015 2016

63.785
1 ;"5‘9‘3;;

6the r Bets
{Other Bets re

Google segment

The foliowing table presents our Google segment revenues {in millions), and changes in our aggregate paid
clicks and cost-per-click {(expressed as a percentage) for the periods presented:

Year Ended December 31,

2018

egment revenues as a percentage of consolidated revenues

“n%

Use of Monetization Metrics

When assessing our advertising revenue performance, we present information regarding the percentage change
in the number of "paid clicks" and "cost-per-click" for our Google properties and Google Network Members' properties.
Management views these as important metrics for understanding our business. We periodically review, refine and
update our methodologies for monitoring, gathering, and counting the number of paid clicks and for identifying the
revenues generated by click activity.

Paid clicks for our Google properties represent engagement by users and include clicks on advertisements by
end-users related to searches on Google.com, clicks related to advertisements on other owned and operated properties
including Gmail, Maps, and Google Play; and viewed YouTube engagement ads like TrueView (counted as an
engagement when the user chooses not to skip the ad) and certain trial ad formats. Paid clicks for our Google Network
Members’ properties inciude clicks by end-users related to advertisements served on Google Network Members'
properties participating in our AdSense for Search, AdSense for Content and AdMob businesses. in some cases, such
as programmatic and reservation based advertising buying, we charge advertisers by impression; white growing, this
represents a small part of our revenue base.

Cost-per-click is defined as click-driven revenue divided by our total number of paid clicks and represents the
average amount we charge advertisers for each engagement by users.

Revenue growth and the change in revenue growth, as well as the change in paid clicks and cost-per-ctick on
Google properties and Google Network Members' properties and the correlation between these items, has fluctuated
and may continue to fluctuate because of various factors, including:

» growth rates of our revenues from Google properties, including YouTube, compared to those of our revenues
from Google Network Members' properties;

+ advertiser competition for keywords;

+ changes in foreign currency exchange rates;

+ seasonality;
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the fees advertisers are willing to pay based on how they manage their advertising costs;

changes in advertising quality or formats;

changes in device mix;

traffic growth in emerging markets compared to more mature markets and across various advertising verticals

and channels;

+ a shift in the proportion of non-click based revenue generated on Google properties and Google Network
Members' properties, inciuding an increase in programmatic and reservation based advertising buying; and

+ general economic conditions.

PSS

Our advertising revenue growth rate has fluctuated overtime as a result of a number of factors, including increasing
competition, query growth rates, chalienges in maintaining our growth rate as our revenues increase to higher levels,
the evolution of the online advertising market, our investments in new business strategies, changes in our product
mix, and shifts in the geographic mix of our revenues. We aiso expect that our revenue growth rate will continue to be
affected by evolving user preferences, the acceptance by users of our products and services as they are delivered on
diverse devices, our ability to create a seamiess experience for both users and advertisers, and movements in foreign
currency exchange rates.

Google properties

The foliowing table presents our Google properties revenues (in millions), and changes in our paid clicks and
cost-per-click (expressed as a percentage) for the periods presented:

Year Ended December 31,

2014 201§ 2016

as a percentage of Google segment revenues

Cost-per-click change (15)% {13)%

Google properties revenues consist primarily of advertising revenue that is generated on:

« Googie search properties. This includes revenue from traffic generated by search distribution partners who
use Google.com as their default search in browsers, toolbars, etc.;

+ Other Google owned and operated properties fike Gmail, Maps, and Googie Play; and

» YouTube, including but not limited to, YouTube TrueView and Gaogle Preferred.

Our Google properties revenues increased $11,428 million from 2015 to 2016 and also increased as a percentage
of Google segment revenues. The growth was primarily driven by increases in mobile search most notably due to
ongoing improvements in ad formats and delivery launched during 2016. We also experienced growth in YouTube
revenue driven primarily by video advertising across TrueView with a growing contribution from ad buying on
DoubleClick Bid Manager, as well as improvements in ad formats and delivery. The growth was partially offset by the
general strengthening of the U.S. doliar compared to certain foreign currencies.

The number of paid clicks through our advertising programs on Google properties increased from 2015 to 2016
due to growth in the adoption of YouTube engagement ads, improvements we have made in ad formats and delivery,
and continued global expansion of our products, advertisers and user base across all platforms, particularly mobile.
The positive impact on our revenues from paid clicks was partially offset by a decrease in the cost-per-click paid by
our advertisers. The decrease in cost-per-click was primarily driven by continued growth in YouTube engagement ads
where cost-per-click remains lower than on our other advertising platforms, and also impacted by changes in device
mix, property mix, product mix, geographic mix, and ongoing product changes, and the general strengthening of the
U.S. dollar compared to certain foreign currencies.

Our Google properties revenues increased $7,272 million from 2014 to 2015 and also increased as a percentage
of Google segment revenues. Our Google properties revenue growth was primarily driven by increases in mobile
search due to ongoing improvements in ad formats, as well as growth in YouTube video advertising across TrueView
and Google Preferred, partially offset by the general strengthening of the U.S. doliar compared to certain foreign
currencies.

The number of paid clicks through our advertising programs on Google properties increased from 2014 to 2015
due to an increase in aggregate traffic on Google owned properties, the adoption of advertising formats such as
YouTube engagement ads, and continued global expansion of our products, advertisers, and user base across all
platforms, particularly mobile. The positive impact on our revenues from paid clicks was partially offset by a decrease
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in the cost-per-click paid by our advertisers. The decrease was primarily driven by continued growth in YouTube
engagement ads where cost-per-click remains fower than on our other advertising platforms, as well as changes in
property and device mix, product mix, geographic mix, and ongoing product changes, and the generai strengthening
of the U.S. dollar compared to certain foreign currencies.

Google Network Members' properties

The following tabie presents our Google Network Members' properties revenues {in milfions) and changes in our
paid clicks and cost-per-click (expressed as a percentage) for the periods presented:

Year Ended December 31,

22.1% 202 % 174 %

a% (3%

ébst-pé r-cllck chan‘ge

Google Network Members’ properties revenues consist primarily of advertising revenues generated from ads
placed on Google Network Member propetties through:

+ AdSense (such as AdSense for Search, AdSense for Content, etc.);
+ AdMob; and
+ DoubleClick AdExchange.

Our Google Network Members' properties revenues increased $565 million from 2015 to 2016. The growth was
primarily driven by strength in programmatic advertising buying as well as strength in AdMob, offset by a decline in
our traditionai AdSense business and the general strengthening of the U.S. dollar compared to certain foreign
currencies.

The increase in paid clicks from 2015 to 2016 resulted from the growth in AdMob offset by declines in AdSense.
The decrease in cost-per-click paid by our advertisers from 2015 to 2016 resulted from changes in the product mix of
Google Network Members advertising revenues, ongoing product and policy changes, changes in property and device
mix, geographic mix, and relative fluctuations of the U.S. doliar compared to certain foreign currencies.

Our Google Network Members' properties revenues increased $494 million from 2014 to 2015. The increase
was primarily driven by strength in programmatic advertising buying, offset by our continued AdSense advertising
policy changes aimed at enriching the experience for users and the general strengthening of the U.S. dollar compared
to certain foreign currencies. The decrease in Google Network Members' properties revenues as a percentage of
Google segment revenues is due to relatively slower growth of Google Network Members' properties revenues
compared to that of Google properties revenues as well as Google other revenues.

The decreases in both paid clicks and cost-per-click paid by our advertisers from 2014 to 2015 were primarily
driven by ongoing product and policy changes designed to reduce lower quality inventory on AdSense for Search,
changes in property and device mix, product mix, and geographic mix, and the general strengthening of the U.S, dolla
compared to certain foreign currencies.

Google other reventies
The following table presents our Google other revenues (in millions) for the periods presented:

Year Ended December 31,
2014 2015

gie Gt revsriiss

Google other revenues as a percentage of Google segment revenues

Google other revenues consist primanly of revenues and sales from:

Apps, in-app purchases, and digital content in the Google Play store;
Hardware;

Licensing-related revenue; and

Service fees received for our Google Cloud offerings.

o s
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Our Google other revenues increased $2,926 million from 2015 to 2016 and increased as a percentage of Google
segment revenues. These increases were primarily due to the growth in revenues from Google Piay, primarily relating
to in-app purchases (revenues which we recognize net of payout to developers), hardware sales, and Google Cloud
offerings.

Our Google other revenues increased $1,104 million from 2014 to 2015 and increased as a percentage of Google
segment revenues. These increases were primarily due to the growth of our sales of digital content products in the
Google Play store, primarily apps (revenues which we recognize net of payout to partners). In addition, there was an
increase in revenues from service fees received for Google Cioud offerings. These increases were partially offset by
the general strengthening of the U.S. dollar compared to certain foreign currencies.

Other Bets
The foltowing table presents our Other Bets revenues (in millions) for the periods presented:

Year Ended December 31,
2014 2015 2016
@5 % 8w
0.6% 0.9%

Other Bets revenues consist primarily of revenues and sales from:

» Internet and TV services;
» Licensing and R&D services; and
« Nest branded hardware.

OurOther Bets revenues increased $364 million from 2015 to 2016 and increased as a percentage of consolidated
revenues. These increases were primarity driven by sales of Nest branded hardware and revenues from Fiber internet
and TV services. There was also an increase in revenues from Verily licensing and R&D services from 2015 to 2016.

Our Other Bets revenues increased $118 million from 2014 to 2015 and remained relatively flat as a percentage
of consolidated revenues. The increase was primarily due to increases in revenues from sales of Nest branded hardware
and revenues from internet and TV services, partially offset by a decrease in licensing revenues. As Nest was acquired
in February 2014, the increase in our Nest revenues is impacted by a partial year of revenues in 2014 as compared
to a full year in 2015.

Due to the early stage of our Other Bets businesses and because their revenues aggregates a number of
businesses operating in different industries, our Other Bets revenues may fluctuate in future periods. Additionally, our
Other Bets revenues may fluctuate due to one-time items.

Consolidated Revenues by Geography
The following table presents our domestic and international revenues as a percentage of consolidated revenues,
determined based on the billing addresses of our customers:

Year Ended December 31,
2014 2015

Unitsd States sl : e T e %
United Kingdom 10% 10%
‘Reg‘t}gf‘mém}'a : = - . e = e s e

For the amounts of revenues by geography, piease refer to Note 15 of the Notes to Consolidated Financial
Statements included in Part 1} of this Annual Report on Form 10-K.

Use of Constant Currency Revenues and Constant Currency Revenue Growth

The impact of currency exchange rates on our business is an important factor in understanding period to period
comparisons. Our international revenues are favorably impacted as the U.S. dollar weakens relative to other foreign
currencies, and unfavorably impacted as the U.S doltar strengthens relative to other foreign currencies. We use non-
GAAP constant currency revenues and constant currency revenue growth for financial and operational decision-making
and as a means to evaluate period-to-period comparisons. We believe the presentation of resuits onaconstant currency
basis in addition to GAAP results helps improve the ability to understand our performance because they exciude the
effects of foreign currency volatility that are not indicative of our core operating results.
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Constant currency information compares results between periods as if exchange rates had remained constant
period over period. We define constant currency revenues as total revenues excluding the impact of foreign exchange
rate movements and hedging activities, and use it to determine the constant currency revenue growth on a year-on-
year basis. Constant currency revenues are calculated by translating current period revenues using prior period
exchange rates, as well as excluding any hedging impacts realized in the current penod.

Constant currency revenue growth {expressed as a percentage) is calculated by determining the increase in
current period revenues over prior period revenues where current period foreign curmency revenues are transiated
using prior period exchange rates and hedging benefits are excluded from revenues of both periods.

These resuits should be considered in addition to, not as a substitute for, resuits reported in accordance with
GAAP. Results on a constant currency basis, as we present them, may not be comparable to similarly titted measures
used by other companies and are not a measure of performance presented in accordance with GAAP.

The following table presents our foreign exchange impact on United Kingdom revenues, Rest of the world
revenues, and total consolidated revenues for the current period (in millions):
Year Ended December 31,
2014 2015 2016

© 5 4B § 7087 5. 7787

826
20n)
$ 8316
20%

N/A

N/A
(169)
Ly 28867 %

{ 242)
5008

‘United States fevanias 0 Si e B e RIS 00482 83410 8 42781
United States revenue growth rate 18% 23%

Total consolidated revenues 5 66,001

65820 .
e —

In 2016 and in 2015, our revenues from the United Kingdom were unfavorably impacted by changes in foreign
currency exchange rates over the prior year, primarily as the British pound weakened retative to the U.S. dolar.

1n 2016, our revenues from the Rest of the world (excluding the United Kingdom) were unfavorably impacted by
changes in foreign currency exchange rates, primarily because the U.S. dollar strengthened refative to certain
currencies including the Euro and Argentine peso, partially offset by the impact of the U.S. dollar weakening relative
to the Japanese yen.

In 2015, our revenues from the Rest of the world (excluding the United Kingdom) were unfavorably impacted by
changes in foreign currency exchange rates, primarily because the U.8. dollar strengthened relative to the Euro,
Brazifian real, Australian doflar, and Japanese yen.
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Consolidated Costs and Expenses
Cost of Revenues

Costof revenues consists of trafficacquisition costs {AC)whichare paid to Google Network Members primarily for
ads displayed on their properties and amounts paid to our distribution partners who make available our search access
points and services. Our distribution partners include browser providers, mobile carriers, original eguipment
manufacturers, and software developers.

Additionally, other cost of revenues (which is the cost of revenues excluding traffic acquisition costs) inciudes
the following:

+ The expenses associated with the operation of our data centers {including depreciation, labor, energy.
bandwidth, and other equipment costs});

+ Content acquisition costs primarily related to payments to certain content providers from whom we license

their video and other content for distribution on YouTube and Google Play (we pay fees to these content

providers based on revenues generated or a flat fee);

Credit card and other transaction fees related to processing customer transactions,

Stock-based compensation expense;

Inventory refated costs for hardware we sell; and

Amortization of certain intangible assets.

The foliowing tables present our cost of revenues, including traffic acquisition costs, for the periods presented
{in mitlions):
Year Ended December 31,
2014 2015 2016
T EAT § 6793
12,194 18,345
258 5
38.9%

Other cost of revenue§

Total cost of revenues as a percentage of revenues

Year Ended December 31,
2015 2016
. 5894

Traffic acquisition costs to distributi -
Traffic acquisition costs to distribution partners as a percentage of
Google properties revenues (Google properties TAC rate)

9.2%

mbérs
mbers a

e

Traffic ac osts =
Traffic acquisition costs as a percentage of advertising revenues
(Aggregate TAC rate) 22.6% 21.3% 21.2%

The cost of revenues that we incur related to revenues generated from ads placed on the properties of our Googie
Network Members are significantly higher than the costs of revenues we incur related to revenues generated from ads
placed on Google properties because most of the advertiser revenues from ads served on Google Network Members’
properties are paid as TAC to our Google Network Members.

Cost of revenues increased $6,974 million from 2015 to 2016 due to various factors including traffic acquisition
costs, data center costs, content acquisition costs, and hardware costs. The increase in traffic acquisition costs of
$2,450 mitlion was due to increases in advertising revenues primarily from the growth of mobile search and
programmatic ad buying which carry higher TAC. The increase in other cost of revenues of $4,524 million was primarily
due to increases in (1) data centers costs including depreciation, labor, energy, bandwidth, and other equipment costs
as a resuit of business growth, (2) content acquisition costs as a resuit of increased activities related to YouTube, (3)
hardware costs associated with new hardware launches, and {4) stock-based compensation.
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The aggregate TAC rate remained relatively flat from 2015 to 2016 primarily as a result of a shift of mix from
Google Network Members’ properties revenue to Google properties revenue. Our aggregate TAC rate was also
impacted by the increase in mobile and programmatic advertising buying, which generally carry overall higher TAC.

The increase in Google properties TAC rate was primarily driven by a shift to mobile and more mobile searches
are subject to TAC. The increase in Network Members' TAC rate was primarily driven by the shift in advertising buying
from our traditional network business to programmatic advertising buying.

Cost of revenues increased $2,473 million from 2014 to 2015. The increase was primarily due to data center
costs and an increase in content acquisition costs as a result of increased activities related to YouTube and digital
content. The remaining increase was driven by increases in traffic acquisition costs of $848 miflion, resuiting from more
advertiser fees generated through our AdSense program driven primarily by an increase in advertising revenues, as
well as more fees paid to our distribution partners for additionat traffic directed to our websites. Additionally, there was
an impairment charge of $378 million recognized in 2014 related to a patent ficensing royalty asset acquired in
connection with the Motorola acquisition that did not recur in 2015.

The decrease in aggregate TAC rate from 2014 to 2015 was primarily a resuit of a shift of mix from Google
Network Members' properties revenue to Google properties revenue.

We expect cost of revenues to increase in dollar amount and as a percentage of total revenues in 2017 and
future periods based on a number of factors, including the following:

« The relative revenue growth rates of Google properties and our Google Network Members' properties;

« Traffic acquisition costs paid to our distribution partners, which are affected by changes in device mix between
mobile, desktop, and tablet, partner mix, partner agreement terms such as revenue share arrangements, and
the percentage of queries channeled through paid access points;

«+ Traffic acquisition costs paid to Googie Network Members, which are affected by ongoing adoption of
programmatic advertising buying and changes in partner agreement terms;

» The growth rates of expenses associated with our data center operations, content acquisition costs, as well
as our hardware inventory and refated costs; and

« Increased proportion of non-advertising revenues as part of our total revenues.

Research and Development

The following table presents our R&D expenses (in millions) for the periods presented:

Year Ended December 31,

) 2014 2015 2016
R elopment expenses . . $ G832 $ 12282 § 13948
Research and development expenses as a percentage of revenues 14.9% 16.3% 15.5%

R&D expenses consist primarily of:

« Labor and facilities-related costs for employees responsible for R&D of our existing and new products and
services;

» Depreciation and equipment-related expenses; and

+ Stock-based compensation expense.

R&D expenses increased $1,666 million from 2015 to 2016. The increase was primarily due to an increase in
stock-based compensation expense of $667 million and an increase in labor and facilities-related costs of $326 million
both largely as a result of a 16% increase in R&D headcount partially offset by higher expenses resuiting from project
milestones in Other Bets in 2015. in addition, there was an increase in depreciation and equipment-related expenses
of approximately $388 million and an increase in professional services of $267 miflion due to additional expenses
incurred for consulting, outsourced services, and temporary services.

R&D expenses increased $2,450 million and increased as a percentage of revenues from 2014 to 2015.
These increases were primarily due to an increase in labor and facilities-related costs of $1,502 million and an increase
in stock-based compensation expense of $487 million, both largely as a result of a 16% increase in R&D headcount.
The increase in labor and facilities-related costs was also impacted by expenses resuiting from project milestones in
Other Bets established several years ago. In addition, there was an increase in depreciation and equipment-related
expenses of approximately $248 million and an increase in professional services of $174 million due to additional
expenses incurred for consuiting and outsourced services.
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We expect that R&D expenses will increase in doliar amount and may fluctuate as a percentage of revenues in
2017 and future periods.
Sales and Marketing

The following table presents our sales and marketing expenses {in millions) for the periods presented:

Year Endod December 31,

8 and marketing expenses . Sl
Sales and marketing expenses as a percentage of revenues

Sales and marketing expenses consist primarily of:

+ Labor and facilities-related costs for employees engaged in sales and marketing, sales support, and certain
customer service functions;

+ Advertising and promotional expenditures related to our products and services; and

+ Stock-based compensation expense.

Sales and marketing expenses increased $1,438 million from 2015 to 2016. The increase was primarily due to
an increase in advertising and promotional expenses of $679 miifion Jargely due to increases in marketing and promotion
related expenses for our hardware products. Additionally, there was an increase in fabor and facilities-related costs of
$482 milfion and stock-based compensation expense of $179 million, both fargely resulting from a 10% increase in
sales and marketing headcount.

Sales and marketing expenses increased $916 million and remained relatively flat as a percentage of revenues
from 2014 to 2015. The increase in doilar amount was primarily due to an increase in labor and facilities-related costs
of $329 million and an increase in stock-based compensation expense of $184 million, largely resulting from a 12%
increase in sales and marketing headcount. In addition, there was an increase in advertising and promotionai expenses
of $184 million and an increase in professional service fees of $158 million due to additional expenses incurred for
consulting and outsourced services.

We expect that sales and marketing expenses will increase in doliar amount and may fluctuate as a percentage
of revenues in 2017 and future periods.

General and Administrative
The following table presents our general and administrative expenses (in millions) for the periods presented:

Year Ended December 31,
2014 2015 2016
, o 7% 613 § 6985
e expénses as a percentage of revenue 8.9% 8.2% 7.7%

General and administrative expenses consist primarily of:

« Labor and facilities-related costs for employees in our facilities, finance, human resources, information
technology, and legal organizations;

+ Depreciation and equipment-related expenses;

» Professionat services fees primarily related to outside legal, audit, information technology consulting, and
outsourcing services;

+ Amortization of certain intangible assets; and

+ Stock-based compensation expense,

General and administrative expenses increased $849 million from 2015 to 2016. The increase was primarily due
toincreases in labor and facilities-related costs of $460 million and stock-based compensation expense of $421 million,
both fargely resulting from a 15% increase in generat and administrative headcount, as well as increases in other
miscellaneous expenses. These increases were offset by a decrease in professiona!l service fees of $194 million due
to lower legal-related costs.

General and administrative expenses increased $285 million and decreased as a percentage of revenues from
2014 to 2015. The increase in dollar amount was primarily due to an increase in stock-based compensation expense
of $136 million and an increase in labor and facilities-related costs of $69 million, both largely resulting from a 15%
increase in general and administrative headcount. in addition, there was an increase in depreciation and equipment-
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related expenses of $121 million and an increase of $80 million of miscellaneous general and administrative expenses.
These factors were partially offset by a decrease in professional services fees and expenses of $128 million, primarily
due to lower legal-related cosis.

We expect general and administrative expenses will increase in doliar amount and may fluctuate as a percentage
of revenues in 2017 and future periods.

Stock-Based Compensation

The following table presents stock-based compensation expense for awards we expect to settle in equity (in
miilions} for the periods presented:

Year Ended December 31,
2014 2015 2016
775§ 5208
6.3% 6.9% 7.4%

tioh

Stock-based cbrhp és a perce a\‘g‘e“of revenues ‘

Stock-based compensation related to awards we expected to settie in equity increased $1,500 million from 2015
to 2016 and $1,028 million from 2014 to 2015. These increases were primarily driven by headcount growth.

We estimate stock-based compensation expense refated to awards we expect to seftle in equity to be
approximately $6.3 biflion in 2017 and $8.3 billion thereafter related to stock-based awards outstanding as of December
31, 2016. These estimates do not include expense related to stock-based awards granted after December 31, 2016.

(o] fidated Other | {Exp }, Net

The following table presents other income {expense), net, (in millions) for the periods presented:

Yeaar Ended December 31,
2014 2015 2016
763 % 201 ' 434
1.1% 0.4% 0.5%

{Other income (expensejinet e
Other income (expense), net, as a percentage of revenues

Other income (expense), net, increased $143 million from 2015 to 2016. This increase was primarily driven by
an increase in interest income and decreased losses on non-marketable investments, partially offset by increased
losses from our foreign currency transactions and impairments for certain assets.

Other income (expense), net, decreased $472 milfion from 2014 to 2015. This decrease was primarily refated to
awritedown of securities received in conjunction with the sale of a business as well as reduced gains on non-marketabie
investments as compared to 2014. These decreases were partially offset by an increase in interest income as a resuit
of increased cash and fixed income investments.

The costs of our foreign exchange hedging activities recognized in other income (expense), net, are primarily a
function of the notional amount of the option and forward contracts and their related duration, the movement of foreign
exchange rates relative to the contract prices, the volatility of foreign exchange rates and forward points. As we began
using foreign currency forward contracts to hedge our forecasted revenues in the fourth quarter of 2016, we expect
the hedging costs expensed in other income (expense), net, will decrease in 2017 and future periods as a resuit of
less option premiums paid.

Consolidated Provision for Income Taxes
The following table presents our provision for income taxes (in millions) and effective tax rate for the periods
presented:

Year Ended December 31,

. 2014 2015 2016
vision for income taxes o : % 36395 3303 54672
Effective tax rate 21.1% 16.8% 19.3%

Our provision forincome taxes and our effective tax rate increased from 2015 t0 2016, largely due to proportionately
more earnings generated in jurisdictions that have higher statutory tax rates and discrete items in 2015 and 2016,
partially offset by the stock-based compensation benefits recognized resulting from the adoption of Accounting
Standards Update No. 2016-08 (ASU 2016-09).
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Our provision for income taxes and our effective tax rate decreased from 2014 to 2015, largely due to a discrete
benefit recognized in 2015 as a resuit of the resolution of a multi-year U.S. tax audit related to prior years and
proportionately more eamings generated in jurisdictions that have lower statutory tax rates.

Our future effective tax rate could be adversely affected by earnings being lower than anticipated in countries
that have Jower statutory rates and higher than anticipated in countries that have higher statutory rates, the net gains
and losses recognized by legal entities on certain hedges and related hedged intercompany and other transactions
under our foreign exchange risk management program, changes in the vaiuation of our deferred tax assets or fiabilities,
or changes in tax laws, regulations, or accounting principles, as well as certain discrete items.

Quarterly Results of Operations

The following tables presenting our quarterly results of operations should be read in conjunction with the
consolidated financial statements and related notes included in item 8 of this Annual Report on Form 10-K. We have
prepared the unaudited information on the same basis as our audited consolidated financiat statements. Our operating
results for any quarter are not necessarily indicative of resuits for any future quarters or for a full year.

The following table presents our unaudited quarterly resuits of operations for the eight quarters ended December
31, 2016. This table inciudes all adjustments, consisting only of normat recurring adjustments, that we consider
necessary for a fair presentation of our consolidated financial position and operating resuits for the quarters presented.
Both seasonal fluctuations in internet usage, advertising expenditures and underlying business trends such as
traditional retail seasonality have affected, and are likely to continue to affect, our business. Commercial gueries
typically increase significantly in the fourth quarter of each year. These seasonal trends have caused, and will likely
continue to cause, fluctuations in our guarterly resuits, including fluctuations in sequential revenue growth rates.

Quarter Ended
Mar 31, Jun 30, Sep 30, Dec 31, Mar 31, Jun 30, Sep 30, Dec 31,
2015 2015 2015 2015 2016 2016 2016 2016

{tn miltions, except per share amounts) {unaudited|
;,C;Q,Ijlksoﬁ i S ) i s
Revenues

2,080 2,223
CUAABD. 4 4TT b2 U530 1824 4,824 22,024
‘12,902 13,967 150949 14915 15532 16,684 19425
482 4708 5880 B34z 5968 5767 6639
151

‘l'_e‘ss:‘ Adjustment Payment to ‘
Class C capital stockholders

Class Aa on s
Basic net income per share of
Class C capital stock
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Capital Resources and Liquidity

As of December 31, 2016, we had $86.3 billion of cash, cash equivalents, and marketabie securities. Cash
equivalents and marketable securities are comprised of time deposits, money market and other funds, highly fiquid
debt instruments of the U.S. government and its agencies, debt instruments issued by foreign govemments, debt
instruments issued by municipatities in the U.S., corporate debt securities, agency mortgage-backed securities, and
asset-backed securities. From time to time, we may hold marketable equity securities obtained through acquisitions
or strategic investments in private companies that subsequently go public.

As of December 31, 2016, $52.2 biliion of the $86.3 billion of cash, cash equivalents, and marketable securities
was held by our foreign subsidiaries. If these funds were needed for our operations in the U.S., we would be required
to accrue and pay U.S. taxes to repatriate these funds. However, our intent is to permanently reinvest these funds
outside of the U.S. and our current plans do not demonstrate a need to repatriate them to fund our U.S. operations.

Our principal sources of liquidity are our cash, cash equivalents, and marketable securities, as well as the cash
flow that we generate from our operations. We have a short-term debt financing program of up to $5.0 billion through
the issuance of commercial paper. Net proceeds from this program are used for general corporate purposes. We had
no commercial paper outstanding as of December 31, 2016. in conjunction with this program, we have a $4.0 biltion
revolving credit facility expiring in February 2021. The interest rate for the credit facility is determined based on a
formula using certain market rates. As of December 31, 2016, no amounts were outstanding under the credit facility.
We believe that our sources of funding will be sufficient to satisfy our currently anticipated cash requirements inciuding
capital expenditures, working capital requirements, potential acquisitions and other liquidity requirements through at
least the next 12 months.

As of December 31, 2016, we have unsecured senior notes outstanding due in 2021, 2024, and 2026 with a total
carrying value of $3.9 billion and a total estimated fair value of $3.9 billion.

In August 2013, we entered into a capital lease obligation on certain property expiring in 2028. In September
2016, we exercised our option to purchase the property for approximately $220 mittion.

In October 2015, the board of directors of Aiphabet authorized the company to repurchase up to $5,099,018,513.59
of its Class C capital stock, commencing in the fourth quarter of 2015. In January 2016, the board of directors of
Alphabet authorized the company to repurchase an additional amount of approximately 514 thousand shares. We
completed ali authorized share repurchases under this repurchase program.

In October 2016, the board of directors of Alphabet authorized the company to repurchase up to $7,019,340,976.83
ofits Class C capital stock. The repurchases are expected to be executed from time to time, subject to generai business
and market conditions and other investment opportunities, through open market purchases or privately negotiated
transactions, including through Rule 10b5-1 plans. No shares were repurchased in 2016 under this program.

In January 2017, Temasek, a Singapore-based investment company, signed a binding commitment to purchase
anon-controlling interest in Verily for an aggregate of $800 million in cash. We closed the first tranche of the investment
in February 2017 and anticipate closing the second and final tranche upon completion of certain terms in the second
half of 2017.

The following table presents our cash flows (in millions) for the periods presented.

Year Ended December 31,
20147 2015 2016
T g

(21,055)
ted for the impact of the adoption of ASU
Consolidated Financial Statements included in Part il of this Annuai Report on Form 10-K for further information.
Cash Provided by Operating Activities

Our largest source of cash provided by our operations are advertising revenues generated by Google properties
and Google Network Members' properties. Additionally, we generate cash through sales of apps, in-app purchases
and digital content, hardware products, licensing arrangements, and service fees received for Google Cloud offerings.

Qur primary uses of cash from our operating activities include payments to our Google Network Members and
distribution partners, and payments for content acquisition costs. in addition, uses of cash from operating activities
include compensation and related costs, hardware costs, other general corporate expenditures, and income taxes.
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Net cash provided by operating activities increased from 2015 to 2016 primarily due to increases in cash received
from advertising revenues and Google other revenues, offset by increases in cash paid for cost of revenues and
operating expenses. Additionally, the timing of tax payments and refunds had a favorable impact to our cash flows
from operations for 2016 compared to 2015.

Net cash provided by operating activities increased from 2014 to 2015 primarily due to increased net income
adjusted for depreciation and stock-based compensation expense, and loss on saies of marketable and non-marketable
securities. This was partially offset by a net decrease in cash from changes in working capital.

Cash Used in investing Activities

Cash provided by or used in investing activities primarily consists of purchases of property and equipment,
purchases, maturities, and sales of marketable securities in our investment portfolio, investments in reverse repurchase
agreements and the cash collateral received or returned from our securities lending program, as well as acquisitions
and divestitures of businesses and intangible assets.

Net cash used in investing activities increased from 2015 to 2016 primarily due to increases in purchases of
marketable securities, increases in cash collateral paid related to securities lending and increases in spend related to
acquisitions partially offset by increases in maturities and sales of marketable securities and decreases in purchases
of non-marketabie investments.

Net cash used in investing activities increased from 2014 to 2015 primarily due to net increases in purchases of
marketable securities, activities related to securities lending and purchases of non-marketable investments. This
increase was partially offset by lower spend related to acquisitions, lower investments in reverse repurchase
agreements, and a decrease in capital expenditures related to our production equipment, data centers, and real estate
purchases.

Cash Used in Financing Activities

Cash used in financing activities consists primarily of net proceeds or payments from issuance or repayments of
debt, repurchases of capital stock, and net proceeds or payments from stock-based award activities.

Net cash used in financing activities increased from 2015 to 2016 primarily driven by decreases in proceeds from
issuance of debt, and increases in the repurchases of capital stock and net payments related to stock-based award
activities, partially offset by a decrease in debt repayments.

Net cash used in financing activities increased from 2014 to 2015 primarily driven by the repurchases of capital
stock and an increase in net payments related to stock-based award activities.

Contractuai Obligations as of D: ber 31, 2016

The following summarizes our contractual obligations, excluding open orders for purchases that support normal
operations, as of December 31, 2016 (in millions}):

Payments Due By Period
Less than 1-3

Other long-term liabilities reflected on our
balance sheet” 2,093 261 601
al contractual obligations © 5 017,340 8 - 3108 5 .2,896 :
For further information, refer to Note 10 of the Notes to Consolidated Financial Statements inciuded in Part i of this Annual
Report on Form 10-K.
Purchase obtigations represent non-canceiable contractual obligations primarily related to data center operations and facility
build-outs, video and other content licensing revenue sharing arrangements, as wefl as purchases of inventory.
For further information, refer to Note 4 of the Notes to Consolidated Financial Statements included in Part it of this Annuai
Report on Form 10-K,
Other Jong-term liabilities represent cash obligations recorded on our consofidated balance sheets, including the short-term
portion of these long-term tiabilities and consist primarily of payments owed in connection with certain commercial agreements,
investments, and asset retirement obligations. in addition to the amounts above, we had long-term tax payable of $4.7 biflion
as of December 31, 2016 primarily related to uncertain {ax positions. At this time, we are unable to make a reasonably reliable
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estimate of the timing of payments in individual years beyond 12 months due to uncerainties in the timing of tax audit outcomes.
As a resuit, this amount is not included in the above table,

Off-Balance Sheet Arrangements

As of December 31, 2016, we did not have any off-balance sheet arrangements, as defined in ltem 303(a)(4)(ii)
of Regutation S-K promulgated by the SEC, that have or are reasonably likely to have a current or future effect on our
financial condition, changes in our financial condition, revenues, or expenses, results of operations, liquidity, capital
expenditures, or capital resources that is material to investors.

Critical Accounting Policies and Estimates

We prepare our consolidated financial statements in accordance with U.S. Generally Accepted Accounting
Principles (GAAP). In doing so, we have to make estimates and assumptions that affect our reported amounts of
assets, liabilities, revenues, and expenses, as well as related disclosure of contingent assets and liabiiities. in some
cases, we could reasonably have used different accounting policies and estimates. In some cases, changes in the
accounting estimates are reasonably likely to occur from period to period. Accordingly, actual resuits could differ
materially from our estimates. To the extent that there are materiat differences between these estimates and actual
resuits, our financial condition or results of operations will be affected. We base our estimates on past experience and
other assumptions that we believe are reasonable under the circumstances, and we evaluate these estimates on an
ongoing basis. We refer to accounting estimates of this type as critical accounting policies and estimates, which we
discuss further below. We have reviewed our critical accounting policies and estimates with the audit committee of our
board of directors.

Please see Note 1 of Part I, ltem 8 of this Annual Report on Form 10-K for the summary of significant accounting
policies.

Income Taxes

We are subject to income taxes in the U.S. and numerous foreign jurisdictions. Significant judgment is required
in evaluating our uncertain tax positions and determining our provision for income taxes.

Although we believe we have adequately reserved for our uncertain tax positions, no assurance can be given
that the final tax outcome of these matters will not be different. We adjust these reserves in light of changing facts and
circumstances, such as the closing of a tax audit or the refinement of an estimate. To the extent that the finai tax
outcome of these matters is different than the amounts recorded, such differences will impact the provision for income
taxes and the effective tax rate in the period in which such determination is made. The provision for income taxes
includes the impact of reserve provisions and changes to reserves that are considered appropriate, as weil as the
related net interest and penaities. In addition, we are subject to the continuous examination of our income tax retums
by the IRS and other tax authorities which may assert assessments against us, We regularly assess the liketihood of
adverse outcomes resulting from these examinations and assessments to determine the adequacy of our provision
for income taxes.

Loss Contingencles

We are reguiarly subject to claims, suits, government investigations, and other proceedings involving competition
and antitrust, intellectual property, privacy, indirect taxes, labor and employment, commercial disputes, conten
generated by our users, goods and services offered by advertisers or publishers using our platforms, and other matters.
Certain of these matters include speculative claims for substantial or indeterminate amounts of damages. We record
aliability when we believe that it is probable that a loss has been incurred and the amount can be reasonably estimated.
If we determine that a loss is reasonably possible and the loss or range of loss can be estimated, we disclose the
possible loss in the Notes to the Consolidated Financial Statements.

We evaluate, on a regular basis, developments in our legal matters that could affect the amount of liability tha
has been previously accrued, and the matters and related reasonably possible losses disclosed, and make adjustments
and changes to our disclosures as appropriate. Significant judgment is required to determine both likelihood of there
being and the estimated amount of a loss related to such matters. Until the final resolution of such matters, there may
be an exposure to loss in excess of the amount recorded, and such amounts could be material. Should any of our
estimates and assumptions change or prove to have been incorrect, it could have a materiat impact on our business,
consofidated financial position, results of operations, or cash flows. See Note 10 of Notes to Consolidated Financial
Statements included in item 8 of this Annual Report on Form 10K for additional information regarding contingencies.
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Business Combinations

We allocate the fair value of purchase consideration to the tangible assets acquired, liabilities assumed and
intangible assets acquired based on their estimated fair values. The excess of the fair value of purchase consideration
over the fair values of these identifiable assets and liabilities is recorded as goodwill. When determining the fair values
of assets acguired and liabifities assumed, management makes significant estimates and assumptions, especially with
respect to intangible assets.

Critical estimates in valuing certain intangible assets include but are not limited to future expected cash flows
from customer relationships and acquired patents and developed technology and discount rates. Management’s
estimates of fair value are based upon assumptions believed to be reasonabie, but which are inherently uncertain and
unpredictable and, as a result, actual results may differ from estimates.

Other estimates associated with the accounting for acquisitions may change as additional information becomes
available regarding the assets acquired and Habilities assumed, as more fully discussed in Note 6 of Notes to
Consolidated Financial Statements included in item 8 of this Annual Report on Form 10-K.

Goodwill

Goodwill is aliocated to reporting units expected to benefit from the business combination. We evaluate our
reporting units when changes in our operating structure occur, and if necessary, reassign goodwill using a refative fair
value allocation approach. We test goodwill for impairment at the reporting unit ievel at least annually, or more frequently
if events or changes in circumstances indicate that the asset may be impaired. Goodwill impairment tests require
judgment, including the identification of reporting units, assignment of assets and liabilities to reporting units, assignment
of goodwill to reporting units, and determination of the fair vaiue of each reporting unit.

Long-lived Assets

Long-lived assets, including property and equipment, long-term prepayments, and intangibie assets, exciuding
goodwill, are reviewed for impairment whenever events or changes in circumstances indicate that the carrying amount
ofan asset may notbe recoverable. The evaluation is performed at the lowest level of identifiable cash flows independent
of other assets. An impairment loss would be recognized when estimated undiscounted future cash flows generated
from the assets are less than their carrying amount. Measurement of an impairment loss wouid be based on the excess
of the carrying amount of the asset group over its fair value.

Impairment of Marketable and Non-Marketable Securities

We periodically review our marketable and non-marketabie securities for impairment. If we conclude that any of
these investments are impaired, we determine whether such impairment is other-than-temporary. Factors we consider
to make such determination include the duration and severity of the impairment, the reason for the decline in value
and the potential recovery period and our intent to sell. For marketable debt securities, we aiso consider whether (1)
it is more likely than not that we will be required to sell the security before recovery of its amortized cost basis, and
(2) the amortized cost basis cannot be recovered as a result of credit losses. if any impairment is considered other-
than-temporary, we will write down the asset to its fair value and record the corresponding charge as other income
{expense)}, net.

ITEM 7A. QUANTITATIVE AND QUALITATIVE DISCLOSURES ABOUT MARKET RISK
We are exposed to financial market risks, including changes in currency exchange rates and interest rates.
Foreign Currency Exchange Risk

We transact business globally in muitiple currencies. Our international revenues, as well as costs and expenses
denominated in foreign currencies, expose us to the risk of fluctuations in foreign currency exchange rates against the
U.S. dollar. We are a net receiver of foreign currencies and therefore benefit from a weakening of the U.S. dollar and
are adversely affected by a strengthening of the U.S. dollar relative to the foreign currency. As of December 31, 2016,
our most significant currency exposures are the British pound, Euro, and Japanese yen.

in the fourth quarter of 2016, we began using foreign exchange forward contracts in addition to the existing
foreign exchange option contracts, to protect our forecasted U.S. dollar-equivalent earnings from changes in foreign
currency exchange rates. When the U.S. doflar strengthens, gains from foreign currency options and forwards
reduce the foreign currency losses related to our earnings. When the U.S. dollar weakens, losses from foreign
currency forwards offset the foreign currency gains related to our earnings. These hedging contracts reduce, but do
not entirely eliminate, the impact of currency exchange rate movements. We designate these contracts as cash flow
hedges for accounting purposes. We record spot-to-spot foreign currency exchange rate changes of these
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contracts as a component of accumulated other comprehensive income (AOCH) and subsequently reclassify them
into revenues to offset the hedged exposures as they occur. We exciude the change in the time value and forward
points of these contracts from our assessment of hedge effectiveness. These excluded components are recognized
in other income {expense), net.

We considered the historical trends in currency exchange rates and determined that it was reasonably possible
that changes in exchange rates of 10% could be experienced in the near term. If the U.S. doilar weakened by 10% as
of December 31, 2015 and December 31, 2016, the amount recorded in AOCI reflecting spot-to-spot foreign currency
rate changes related to our foreign exchange contracts before tax effect would have been approximately $221 million
and $920 million lower as of December 31, 2015 and December 31, 2016, and the total amount of expense recorded
as other income (expense), net, would have been approximately $203 million higher in the year ended December 31,
2015 and $14 million fower in the year ended December 31, 2016. If the U.S. doilar strengthened by 10% as of
December 31, 2015 and December 31, 2016, the amount recorded in accumulated AOCi related to our foreign exchange
contracts before tax effect would have been approximately $1.5 bitlion and $1.0 billion higher as of December 31, 2015
and December 31, 20186, and the total amount of expense recorded as other income (expense), net, would have been
approximately $313 miltion and $13 mitlion higher in the years ended December 31, 2015 and December 31, 2016.
In both scenarios, the change in the value recorded in in AOCI would be expected to offset a corresponding foreign
currency change in forecasted hedged revenues when recognized.

In addition, we use foreign exchange forward contracts to offset the foreign exchange risk on our assets and
liabilities denominated in currencies other than the local currency of the subsidiary. These forward contracts reduce,
but do not entirely eliminate, the impact of currency exchange rate movements on our assets and liabifities. The foreign
currency gains and losses on the assets and liabilities are recorded in other income (expense), net, which are offset
by the gains and losses on the forward contracts.

We considered the historical trends in currency exchange rates and determined that it was reasonably possible
that adverse changes in exchange rates of 10% for ail currencies could be experienced in the near term. These
reasonably possible adverse changes in exchange rates of 10% were applied to totai monetary assets and liabilities
denominated in currencies other than the focal currencies at the balance sheet dates to compute the adverse impact
these changes would have had on our income before income taxes in the near term. These changes would have
resulted in an adverse impact on income before income taxes of approximately $61 million and $40 miilion as of
December 31, 2015 and December 31, 2018. The adverse impact as of December 31, 2015 and December 31, 2016
is after consideration of the offsetting effect of approximately $539 mitlion and $554 million from foreign exchange
contracts in ptace for the months of December 31, 2015 and December 31, 2016.

Interest Rate Risk

Our investment strategy is to achieve a return that will allow us to preserve capital and maintain liquidity
requirements. We invest primarily in debt securities including those of the U.S. government and its agencies, corporate
debtsecurities, agency mortgage-backed securities, money market and other funds, municipal securities, time deposits,
asset backed securities, and debt instruments issued by foreign governments. By policy, we limit the amount of credit
exposure to any one issuer. Our investments in both fixed rate and floating rate interest eaming securities carry a
degree of interest rate risk. Fixed rate securities may have their fair market vaiue adversely impacted due to a rise in
interest rates, while floating rate securities may produce iess income than predicted ifinterest rates fail. As of December
31,2015 and December 31, 2018, unrealized losses on our marketable debt securities were primarily due to temporary
interest rate fluctuations as a resulit of higher market interest rates compared to interest rates at the time of purchase.
We account for both fixed and variable rate securities at fair value with changes on gains and losses recorded in AOC!
until the securities are sold. We use interest rate derivative contracts to hedge gains and losses on our securities.
These derivative contracts are accounted for as hedges at fair vatue with changes in fair value recorded in other income
(expense), net.

We considered the historical volatility of short-term interest rates and determined that it was reasonably possibie
that an adverse change of 100 basis points could be experienced in the near term. A hypothetical 1.00% (100 basis
points) increase in interest rates would have resulted in a decrease in the fair value of our marketable securities of
approximately $1.3 billion and $2.2 billion as of December 31, 2015 and December 31, 2016.
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ITEM 8. FINANCIAL STATEMENTS AND SUPPLEMENTARY DATA
Alphabet inc.
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The supplementary financial information required by this item 8 is included in item 7 under the caption “Quarterly
Resuits of Operations.”
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REPORT OF ERNST & YOUNG LLP, INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM
The Board of Directors and Stockholders of Aiphabet Inc.

We have audited the accompanying consolidated balance sheets of Aiphabet Inc. as of December 31, 2015 and
2016, and the related consolidated statements of income, comprehensive income, stockholders’ equity and cash flows
for each of the three years in the period ended December 31, 2016. Our audits aiso included the financiai statement
schedule listed in the index at {tem 15(a)2. These financial statements and schedule are the responsibility of the
Company’s management. Our responsibility is to express an opinion on these financial statements and schedule based
on our audits.

We conducted our audits in accordance with the standards of the Public Company Accounting Oversight Board
(United States). Those standards require that we plan and perform the audit to obtain reasonable assurance about
whether the financial statements are free of material misstatement. An audit includes examining, on a test basis,
evidence supporting the amounts and disclosures in the financial statements. An audit aiso includes assessing the
accounting principles used and significant estimates made by management, as well as evaluating the overall financial
statement presentation. We believe that our audits provide a reasonable basis for our opinion.

In our opinion, the financial statements referred to above present fairly, in all material respects, the consolidated
financial position of Alphabet Inc. at December 31, 2015 and 2016, and the consolidated results of its operations and
its cash flows for each of the three years in the period ended December 31, 2016, in conformity with U.S. generally
accepted accounting principles. Also, in our opinion, the related financial statement schedule, when considered in
relation to the basic financial statements taken as a whole, presents fairly in all material respects the information set
forth therein.

As discussed in Notes 1 and 14 to the consolidated financial statements, the Company changed its method o
accounting for share-based payments to employees as a result of the adoption of the amendments to the FASB
Accounting Standards Codification resulting from Accounting Standards Update No. 2016-08, "Improvements to
Employee Share-Based Payment Accounting,” effective January 1, 2016.

We also have audited, in accordance with the standards of the Public Company Accounting Oversight Board
(United States}, Alphabet Inc.'s internal control over financial reporting as of December 31, 2016, based on criteria
established in Internal Control-integrated Framework issued by the Committee of Sponsoring Organizations of the
Treadway Commission (2013 framework) and our report dated February 2, 2017 expressed an unqualified opinion
thereon.

/s{ Emst & Young LLP

San Jose, California
February 2, 2017
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REPORT OF ERNST & YOUNG LLP, INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM
The Board of Directors and Stockholders of Alphabet Inc.

We have audited Alphabet Inc.’s internal control over financial reporting as of December 31, 2016, based on
criteria established in Infernal Control-integrated Framework issued by the Committee of Sponsoring Organizations
of the Treadway Commission (2013 framework) (the COSO criteria). Aiphabet inc.'s management is responsibie for
maintaining effective internal control over financial reporting, and for its assessment of the effectiveness of internal
control over financial reporting included in the accompanying Management's Report on Internal Control over Financial
Reporting. Our responsibility is to express an opinion on the company’s internal control over financial reporting based
on our audit.

We conducted our audit in accordance with the standards of the Public Company Accounting Oversight Board
{United States). Those standards require that we plan and perform the audit to obtain reasonable assurance about
whether effective internal control over financial reporting was maintained in all material respects. Our audit included
obtaining an understanding of internal control over financial reporting, assessing the risk that a material weakness
exists, testing and evaluating the design and operating effectiveness of internal control based on the assessed risk,
and performing such other procedures as we considered necessary in the circumstances. We believe that our audit
provides a reasonabie basis for our opinion.

A company’s internal control over financial reporting is a process designed to provide reasonable assurance
regarding the refiability of financiat reporting and the preparation of financial statements for external purposes in
accordance with generally accepted accounting principles. Acompany's internal control over financial reporting includes
those policies and procedures that (1) pertain to the maintenance of records that, in reasonabie detail, accurately and
fairly reflect the transactions and dispositions of the assets of the company; (2) provide reasonabie assurance that
transactions are recorded as necessary to permit preparation of financial statements in accordance with generatly
accepted accounting principles, and that receipts and expenditures of the company are being made only in accordance
with authorizations of management and directors of the company; and (3) provide reasonable assurance regarding
prevention or timely detection of unauthorized acquisition, use, or disposition of the company’s assets that couid have
a material effect on the financial statements.

Because of its inherent limitations, internal control over financial reporting may not prevent or detect
misstatements. Also, projections of any evaluation of effectiveness to future periods are subject to the risk that controls
may become inadequate because of changes in conditions, or that the degree of compfiance with the policies or
procedures may deteriorate.

In our opinion, Alphabet Inc. maintained, in ali material respects, effective internal control over financial reporting
as of December 31, 2016, based on the COSO cniteria.

We also have audited, in accordance with the standards of the Public Company Accounting Oversight Board
(United States), the 2016 consolidated financial statements of Alphabet inc. and our report dated February 2, 2017
expressed an unqualified opinion thereon.

/s/ Emst & Young LLP

San Jose, California
February 2, 2017
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Aiphabet Inc.
CONSOLIDATED BALANCE SHEETS
(in millions, except share and par value amounts which are reflected in thousands,
and par value per share amounts}

As of
31

As of
2015 D 31, 2016

73,086
11,556

Deferred income e:
‘Property and equipment, niet
‘!ntangible assets, net

1‘47 461 3

167,497

32082 000 .30
(1,874) (2.402)
i8g208" 51
120,331

See accompanying notes.
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Alphabet inc.
CONSOLIDATED STATEMENTS OF INCOME
(tn millions, except per share amounts)

Year Ended December 31,

2014

‘Costs and expenses:
. o .

i 10485
5851 6,136 6,985
49505 | 55820 66556
16,496 19,360 23,716

763 291 434

17,258 19,651 24,150
CUseas o oages aen2
$ 13620 $ 16,348 $ 19,478

19,478
0
19,478

28,32
0.00

Diluted net income pe
- CoRtiing Sherations
Discontinued operations

Asnd B common stogk =« & -

ed net income per share of Class C capital stock:

‘ Continuing operations $ 19.82 § 24.34 ‘$ “ 27.85
Discontinted operations .~ CeU0gs 000 000
Diluted net income per share of Class C capital stock $ 20.57 % 2434 § 27.85

See accompanying notes.
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Alphabet inc.
CONSOLIDATED STATEMENTS OF COMPREHENSIVE INCOME
{in miilions}

Year Ended December 31,
2014 2015 2018

Lesé: redlassiﬁcat:oﬁ adjustment s included ‘
in net income
Net change (n

fzed g osse S ;
Less: reclassification adjusiment for net {gains) losses included
in net income {124) (1,003) (361)
ﬂ e of tax effect of §196, 3115, and$84). - T sy T @n T 164
Othel rehensive (loss) income (98) (1,901) (528)

18,950

See accompanying notes.
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Alphabet inc.
CONSOLIDATED STATEMENTS OF STOCKHOLDERS’ EQUITY
{in millions, except share amounts which are reflected in thousands)

Class A and Class B
Common Stock, Class C

Adciionat Paiath Capita (.Mcg'?'lgf‘ﬁd rotal o

Shares Amount Income {Loss) Eamings Equity
of December 31,2013 ...~ 671,664 5525922 '§ . 125 8 " 60930:§. 86977
Common and capital stock issued 8,508 465 0 0 465
¥ Stoe ipensation expense Ui gogg. g L 0T 279

Stock-based combénsétion tax )

benefits 625 0 0 625
@524 e e @2
' 14,136 14,136
o o098
680,172 75,066 103,860
: . e

Stock-based compensation expense
St mipensation tax- :

ensive loss

(1,901
‘Balance as of Decermber 31, 2015 120331
Cumutative effect of accounting
change 47

” : 298
Stock-based compensation expense 6,700

X wit g relate e
'(3,597)

(3,693)
: 19,478

Other comprehensive loss (528)
Baldrice as of it $ 139,036

See accompanying notes.
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Alphabet Inc.
CONSOLIDATED STATEMENTS OF CASH FLOWS
{In mitlions)

Year Ended December 31,
2014 2045 2016

: \$  1413 5 16,348 S 19473

3523 413 5267

1456 93t ey
4,279 5,203 6,703
104y gy H(38)
(740) 0 0
Lge0y 33 2Ts
192 212 174
(1 841) (2,084) (2,578)
Lo Tirey s 325
459 {318) 312
Accountspayab S Gl U ABB 208 e 0
Accrued expenses and other habxlmes 757 1 597 1 ,515
, Lo Eas i e 593
(175) 43 223
23,024 R 6
9 ) .

Purchases of property and equipment - : (11,014} (9,950) (10;212)
Proceeds from drsposals of property and equrpment 55 35 240
: (56,310). | (74,368) | (84,509)
51,315 62,905 66,895

arketable investments “{4,440) 326 (

and sa!es of non-marketable investments 213
‘Cash collaterdl refated to securiies lending: F 44,408
Investments in reverse repurchase agreements (775)
! 388
(4 888)

‘Effectof exchangeé rate changes on'cash and cash equivalents
Net decrease in cash and cash equwalents

f§~ 8, 8,3
$ 18347 $ 16549 5 12918

e L

3B51Ts. 1643

Cash paid for interest 96 84

See accompanying notes.
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Aiphabet inc.
NOTES TO CONSOLIDATED FINANCIAL STATEMENTS
Note 1, Nature of Operations and Summary of Significant Accounting Policies
Nature of Operations

Google was incorporated in California in September 1998 and re-incorporated in the State of Delaware in August
2003. We generate revenues primarily by delivering relevant, cost-effective online advertising.

On August 10, 2015, we announced plans to create a new public holding company, Alphabet Inc. (Alphabet), and
a new operating structure. On October 2, 2015, we implemented the holding company reorganization, and as a result,
Alphabet became the successor issuer to Google inc. (Google).

The impiementation of the holding company reorganization on October 2, 2015 was accounted for as a merger
under common control. Alphabet has recognized the assets and labilities of Google at carryover basis. The consolidated
financial statements of Alphabet present comparative information for prior years on a combined basis, as if both
Alphabet and Google were under common contro! for all periods presented.

Basis of Consolidation

The consolidated financial statements of Alphabet include the accounts of Alphabet and ali wholly owned
subsidiaries as well as all variable interest entities where we are the primary beneficiary. All intercompany balances
and transactions have been eliminated.

Use of Estimates

The preparation of consofidated financial statements in conformity with U.S. Generaily Accepted Accounting
Principles (GAAP) requires us to make estimates and assumptions that affect the amounts reported and disclosed in
the financial statements and the accompanying notes. Actual results could differ materially from these estimates. On
an ongoing basis, we evaluate our estimates, including those related to the accounts receivable and sales allowances,
fair vaiues of financial instruments, intangible assets and goodwill, usefut lives of intangible assets and property and
equipment, income taxes, and contingent liabilities, among others. We base our estimates on historical experience
and on various other assumptions that are believed to be reasonabie, the resuits of which form the basis for making
judgments about the carrying values of assets and liabilities.

Revenue Recognition
The following table presents our revenues by segment and revenue source (in millions):

Year Ended December 31,
2014 2015 2016

45085 § 52357 $ 63785

g s SBEeE

~ Google advertising revenues 67,390 79,383
“ Google biie e 7454 - 10080

Google segment revenues ) 65,674 $ 74544 $ 89,463

Other Bets
‘Other Bets revenues.

Ui i3270§ U 445 g B0Y

{Consolidated reveriies. . 3 66,001 § 74080 § 90272

We generate revenues primarily by delivering performance and brand advertising. Performance advertising
creates and delivers relevant ads that users will click, leading to direct engagement with advertisers. Brand advertising
enhances users’ awareness of and affinity with advertisers’ products and services, through videos, text, images, and
other ads that run across various devices.

Google properties revenues consist primarily of advertising revenues generated on Google.com, the Googile app,
YouTube, and other Google owned and operated properties like Gmail, Maps and Google Play. Google Network
Members' properties revenues consist primarily of revenues generated from placing ads on Google Network Members’
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properties. Our customers generally purchase ads through AdWords, DoubleClick Bid Manager, and DoubleClick
AdExchange, among others. Most of our customers pay us on a cost-per-click basis, which means that an advertiser
pays us only when a user engages with the ads by clicking on an ad on Googie properties or Google Network Members'
properties or by viewing YouTube engagement ads like TrueView (counted as an engagement when the user chooses
not to skip the ad). We also offer advertising on other bases such as cost-per-impression, which enabies our brand
advertisers to pay us based on the number of times their ads are dispiayed on Google properties and Google Network
Members' properties.

Revenue from advertising is recognized when the goods or services have been delivered or provided, the amounts
we charge are fixed or determinabie, we and our advertisers or other customers understand the specific nature and
terms of the agreed upon transactions, and collectability is reasonably assured. We recognize as revenues the amounts
charged to advertisers each time a user engages with ads that appears next to the search resuits or content on Google
properties or Google Network Members' properties. For those advertisers using our cost-per-impression pricing, we
recognize as revenues the amounts charged to advertisers each time their ads are displayed on Google properties or
Google Network Members’ properties. We generally report revenues from ads placed on Google Network Members'
properties on a gross basis principally because we are the primary obligor to our advertisers.

Revenue from hardware sales to end customers or through distribution channels is generaily recognized when
the product has been shipped, risk of ioss has transferred to the customer, objective evidence exists that customer
acceptance provisions have been met, no significant obligations remain and allowances for discounts, price protection,
retums and customer incentives, if applicable, can be reasonably and reliably estimated. Revenues are reported net
of these allowances.

For the sale of certain third-party products and services, we evaluate whether it is appropriate to recognize
revenue based on the gross amount bitied to the customers or the net amount eamed as revenue share. Generally,
when we record revenue on a gross basis, we are the primary obligor in a transaction, and have also considered other
factors, including whether we are subject to inventory risk or have latitude in establishing prices.

For multi-element arrangements, inciuding those that contain software essential to hardware products’ functionality
and services, we allocate revenue to each unit of accounting based on their relative selfing prices. In such circumstances,
we use a hierarchy to determine the seiling prices to be used for allocating revenue: (i) vendor-specific objective
evidence of fair value (VSOE), (ii} third-party evidence of selling price, and {iii} best estimate of the selling price (ESP).
VSOE generally exists only when we seli the deliverable separately and is the price actually charged by us for that
deliverable. ESPs reflect our best estimates of what the selling price of the defiverable would be if it was sold regularly
on a stand-alone basis.

We record deferred revenues when cash payments are received in advance of our performance in the underlying
agreement on the accompanying Consolidated Balance Sheets.

Cost of Revenues

Cost of revenues consists of traffic acquisition costs which are paid to Google Network Members primarily for
ads displayed on their properties and amounts paid to our distribution partners who make available our search access
points and services. Qur distribution partners include browser providers, mobile carriers, original equipment
manufacturers, and software developers.

Additionally, other costs of revenues include the following:

» The expenses associated with the operation of our data centers (including depreciation, labor, energy, and
bandwidth costs};

« Content acquisition costs primarily related to payments to certain content providers from whom we license

their video and other content for distribution on YouTube and Google Play (we pay fees to these content

providers based on revenues generated or a flat fee);

Credit card and other transaction fees related to processing customer transactions;

Stock-based compensation expense;

Inventory related costs for hardware we sell; and

Amortization of certain intangible assets.

.
.
.
.

Stock-based Compensation

Stock-based compensation includes restricted stock units {(RSUs) that will be settled in Alphabet stock as well
as awards we expect to ultimately settle in cash. RSUs are measured at the fair market value of the underlying stoct
at the grant date. Liability classified awards are remeasured at fair value through settlement. We recognize stock-
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based compensation using the straight-line method over the requisite service period. With the adoption of ASU 2016-09
on January 1, 2016, we account for forfeitures as they occur.

For RSUSs, shares are issued on the vesting dates net of the minimum statutory tax withholding to be paid by us
on behalf of our employees. As a result, the actual number of shares issued will be fewer than the actual number of
RSUs outstanding. We record a liability for withholding amounts to be paid by us primarily as a reduction to additionat
paid-in capital.

Ce}tain Risks and Concentrations

Our revenues are primarily derived from online advertising, the market for which is highly competitive and rapidty
changing. In addition, our revenues are generated from a muititude of vertical market segments in countries around
the world. Significant changes in this industry or changes in customer buying or advertiser spending behavior could
adversely affect our operating results.

We are subject to concentrations of credit risk principally from cash and cash equivalents, marketable securities,
foreign exchange contracts, and accounts receivable. Cash equivalents and marketable securities consist primarily
of time deposits, money market and other funds, highly liquid debt instruments of the U.S. govemment and its agencies,
debt instruments issued by foreign governments, debt instruments issued by municipalities in the U.S., corporate debt
securities, agency mortgage-backed securities, and asset-backed securities. Foreign exchange contracts are
transacted with various financial institutions with high credit standing. Accounts receivable are typically unsecured and
are derived from revenues eamed from customers located around the world. in 2014, 2015, and 20186, we generated
approximately 45%, 46%, and 47% of our revenues from customers based in the U.S., with the majority of revenues
from customers outside of the U.S. located in Europe and Japan. We perform ongoing evaluations to determine
customer credit and we limit the amount of credit we extend, but generally we do not require collateral from our
customers. We maintain reserves for estimated credit losses and these losses have generally been within our
expectations.

No individual customer or groups of affiliated customers represented more than 10% of our revenues in 2014,
2015, or 2016.

Fair Value of Financial Instruments

Our financial assets and financial liabilities including cash equivalents, marketable securities, foreign currency
and interest rate derivative contracts, and non-marketable debt securities are measured and recorded at fair value on
arecurring basis. We measure certain financial assets at fair vaiue for disclosure purposes, as well as on a nonrecurring
basis when they are deemed to be other-than-temporarily impaired. Our other current financial assets and our other
current financial liabilities have fair values that approximate their carrying value.

Fair value is an exit price, representing the amount that would be received to sell an asset or paid to transfer a
liability in an orderly transaction between market participants. As such, fair value is a market-based measurement that
is determined based on assumptions that market participants would use in pricing an asset or a liability. Assets and
liabilities recorded at fair value are measured and classified in accordance with a three-tier fair value hierarchy based
on the observability of the inputs available in the market used to measure fair value:

Level 1 - Observable inputs that reflect quoted prices (unadjusted) for identical assets or liabilities in active
markets.

Level 2 - include other inputs that are based upon quoted prices for simitar instruments in active markets, quoted
prices for identical or similar instruments in markets that are not active, and model-based valuation techniques
for which alt significant inputs are observable in the market or can be derived from observable market data. Where
applicable, these models project future cash flows and discount the future amounts to a present value using
market-based observable inputs including interest rate curves, foreign exchange rates, and credit ratings.

Level 3 - Unobservable inputs that are supported by fittle or no market activities.

The fair value hierarchy requires an entity to maximize the use of observable inputs and minimize the use of
unobservable inputs when measuring fair value.

Cash, Cash Equivalents, and Marketable Securities

We invest all excess cash primarily in debt securities including those of the U.S. government and its agencies,
corporate debt securities, agency mortgage-backed securities, money market and other funds, municipal securities,
time deposits, asset backed securities, and debt instruments issued by foreign governments.
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We classify all investments that are readily convertible to known amounts of cash and have stated maturities of
three months or less from the date of purchase as cash equivalents and those with stated maturities of greater than
three months as marketable securities.

We determine the appropriate classification of our investments in marketable securities at the time of purchase
and reevaluate such designation at each balance sheet date. We have classified and accounted for our marketable
securities as available-for-sale. After consideration of our risk versus reward objectives, as well as our liquidity
requirements, we may sell these securities prior to their stated maturities. As we view these securities as available to
support current operations, we classify highly fiquid securities with maturities beyond 12 months as current assets
under the caption marketabie securities in the accompanying Consolidated Balance Sheets. We carry these securities
at fair value, and report the unrealized gains and losses, net of taxes, as a component of stockholders’ equity, except
for unrealized losses determined to be other-than-temporary, which we record within other income (expense), net. We
determine any realized gains or losses on the sale of marketable securities on a specific identification method, and
we record such gains and losses as a component of other income (expense), net.

Non-Marketable investments

We have accounted for non-marketable equity investments either under the equity or cost method. investments
through which we exercise significant influence but do not have contro! over the investee are accounted for under the
equity method. investments through which we are not able to exercise significant influence over the investee are
accounted for under the cost method.

We have accounted for our non-marketable investments that meet the definition of a debt security as available-
for-sale securities. Since these securities do not have contractual maturity dates and we do not intend to liquidate
them in the next 12 months, we have classified them as non-current assets on the accompanying Consolidated Balance
Sheet.

Variable Interest Entities

We make a determination at the inception of each arrangement whether an entity in which we have made an
investment or in which we have other variable interests is considered a Variabie interest Entity {(“VIE"), We consolidate
VIEs when we are deemed to be the primary beneficiary. The primary beneficiary of a VIE is the party that meets both
of the following criteria: (i) has the power to make decisions that most significantly affect the economic performance
of the VIE; and (ii) has the obligation to absorb losses or the right to receive benefits that in either case could potentially
be significant to the VIE. Periodically, we determine whether any changes occurred requiring a reassessment of whether
we are the primary beneficiary of a VIE. If we are not deemed to be the primary beneficiary in a VIE, we account for
the investment or other variable interests in a VIE in accordance with applicable GAAP.

impairment of Marketable and Non-Marketable investments

We periodically review our marketable and non-marketable investments for impairment, If we conclude that any
ofthese investments are impaired, we determine whether such impairmentis other-than-temporary. Factors we consider
to make such determination include the duration and severity of the impairment, the reason for the decline in value
and the potential recovery period and our intent to sell. For debt securities, we also consider whether (1} it is more
likely than not that we will be required to sell the security before recovery of its amortized cost basis, and (2) the
amortized cost basis cannot be recovered as a resuit of credit losses. If any impairment is considered other-than-
temporary, we will write down the asset to its fair value and record the corresponding charge as otherincome (expense),
net.

Accounts Receivable

We record accounts receivable at the invoiced amount and we normally do not charge interest. We maintain an
allowance for doubtful accounts to reserve for potentiaily uncollectible receivables. We review the accounts receivable
by amounts due by customers which are past due to identify specific customers with known disputes or colfectability
issues. In determining the amount of the reserve, we make judgments about the creditworthiness of significant
customers based on ongoing credit evaluations. We also maintain a sales allowance to reserve for potential credits
issued to customers. We determine the amount of the reserve based on historical credits issued.

Property and Equipment

We account for property and equipment at cost less accumulated depreciation and amortization. We compute
depreciation using the straight-line method over the estimated useful lives of the assets. We depreciate buildings over
periods up to 25 years. We generally depreciate information technology assets over periods up to 7 years. We amortize
leasehold improvements over the shorter of the remaining lease term or the estimated useful lives of the assets.
Construction in progress is the construction or development of property and equipment that have not yet been placed
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in service for our intended use. Depreciation for equipment commences once it is placed in service and depreciation
for buildings and leasehold improvements commences once they are ready for our intended use. Land is not
depreciated.

Inventory

Inventory consists primarily of finished goods and is stated at the lower of cost and net realizable value. Costis
computed using the first-in, first-out method.

Software Development Costs

We expense software development costs, including costs to develop software products or the software component
of products to be sold, leased, or marketed to extemal users, before technological feasibility is reached. Technological
feasibility is typically reached shorily before the release of such products and as a result, development costs that meet
the criteria for capitalization were not material for the periods presented.

Software development costs also include costs to develop software to be used solely to meet internal needs and
cloud based applications used to deliver our services. We capitalize development costs refated to these software
applications once the preliminary project stage is complete and it is probable that the project wiif be completed and
the software will be used to perform the function intended. Costs capitalized for developing such software applications
were not material for the periods presented.

Business Combinations

We include the resuits of operations of the businesses that we acquire as of the acquisition date. We allocate
the purchase price of our acquisitions to the assets acquired and liabilities assumed based on their estimated fair
values. The excess of the purchase price over the fair values of these identifiable assets and fiabilities is recorded as
goodwill. Acquisition-related expenses are recognized separately from the business combination and are expensed
as incurred.

Long-Lived Assets, Goodwill and Other Acquired Intangibie Assets

We review property and equipment, long-term prepayments and intangible assets, excluding goodwill, for
impairment whenever events or changes in circumstances indicate the carrying amount may not be recoverable. We
measure recoverability of these assets by comparing the carrying amounts to the future undiscounted cash flows that
the assets or the asset group are expected to generate. If the carrying value of the assets are ot recoverable, the
impairment recognized is measured as the amount by which the carrying value of the asset exceeds its fair market
value. in 2014, we recorded impairments of intangible assets, including an impairment of $378 million in the third
quarter of 2014 related to a patent licensing royalty asset. impairments of intangible assets were not material in 2015
or 20186.

We allocate goodwill to reporting units based on the reporting unit expected to benefit from the business
combination, We evaluate our reporting units when changes in our operating structure occur, and if necessary, reassign
goodwill using a relative fair value allocation approach. We test our goodwill for impairment at least annually, or more
frequently if events or changes in circumstances indicate that the asset may be impaired. No goodwill impairment has
been identified in any of the years presented.

Intangible assets with definite lives are amortized over their estimated usefut fives. We amortize intangible assets
on a straight-line basis with definite lives over periods ranging from one to twelve years.

income Taxes

We account for income taxes using the asset and liability method, under which we recognize the amount of taxes
payabie or refundable for the current year and deferred tax assets and liabilities for the future tax consequences of
events that have been recognized in our financial statements or tax returns. We measure current and deferred tax
assets and liabilities based on provisions of enacted tax law. We evaluate the realization of our deferred tax assets
based on all available evidence and establish a valuation allowance to reduce deferred tax assets when it is more-
likely-than-not that they will not be realized.

We recognize the financial statement effects of a tax position when it is more-likely-than not that, based on
technical merits, the position will be sustained upon examination. The tax benefits of the position recognized in the
financial statements are then measured based on the largest amount of benefit that is greater than 50% likely to be
realized upon settlement with a taxing authority. In addition, we recognize interest and penaities related to unrecognized
tax benefits as a component of the income tax provision.
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Foreign Currency

Generally, the functional currency of our international subsidiaries is the local currency. We transiate the financial
statements of these subsidiaries to U.S. doltars using month-end exchange rates for assets and liabilities, and average
rates for the annual period derived from month-end exchange rates for revenues, costs, and expenses. We record
transtation gains and losses in accumulated other comprehensive income as a component of stockholders’ equity. We
reflect net foreign exchange transaction gains and losses resulting from the conversion of the transaction currency to
functional currency as a component of foreign currency exchange losses in other income (expense}, net.

Advertising and Promotional Expenses

We expense advertising and promotional costs in the period in which they are incurred. For the years ended
December 31, 2014, 2015 and 2016, advertising and promotional expenses totaled approximately $3,004 mition,
$3,186 million, and $3,868 million, respectively.

Recent A ting Pr: its

Recently issued accounting pronouncements not yet adopted

in May 2014, the Financial Accounting Standards Board (FASB) issued Accounting Standards Update No, 2014-09
(Topic 606) "Revenue from Contracts with Customers." Topic 606 supersedes the revenue recognition requirements
in Accounting Standards Codification Topic 605, “Revenue Recognition”, and requires entities to recognize revenue
when they transfer control of promised goods or services to customers in an amount that reflects the consideration to
which the entity expects to be entitled to in exchange for those goods or services. We intend to early adopt Topic 606
as of January 1, 2017, using the modified retrospective transition method applied to those contracts which were not
completed as of that date. Upon adoption, we will recognize the cumulative effect of adopting this guidance as an
adjustment to our opening baiance of retained earnings. Prior periods will not be retrospectively adjusted. We expect
the adoption of Topic 606 will not have a material impact to our consolidated financial statements, including the
presentation of revenues in our Consolidated Statements of income.

In January 2016, the FASB issued Accounting Standards Update No. 2016-01 (ASU 2016-01) "Financial
Instruments-Overall (Subtopic 825-10): Recognition and Measurement of Financial Assets and Financia! Liabilities.”
ASU 2016-01 amends various aspects of the recognition, measurement, presentation, and disciosure for financial
instruments. ASU 2016-01 is effective for annual reporting periods and interim periods within those years beginning
after December 15, 2017. The most significantimpact relates to the recognition and measurement of equity investments
at fair value in the consolidated statement of income. While we continue to evaluate the effect of the standard, we
anticipate that the adoption of ASU 2016-01 will increase the volatility of our other income {expense), net, resuiting
from the remeasurement of our equity investments.

In February 2016, the FASB issued Accounting Standards Update No. 2016-02 (Topic 842) "Leases". Topic 842
supersedes the lease recognition requirements in Accounting Standards Codification Topic 840, "Leases". Under Topic
842, lessees are required to recognize assets and liabilities on the balance sheet for most ieases and provide enhanced
disclosures. Leases will continue to be classified as either finance or operating. Topic 842 is effective for annual
reporting periods, and interim periods within those years beginning after December 15, 2018. Entities are required to
use a modified retrospective approach for leases that exist or are entered into after the beginning of the earliest
comparative period in the financial statements, and there are certain optionat practicat expedients that an entity may
electto apply. Full retrospective application is prohibited and early adoption by public entities is permitted. We anticipate
that the adoption of ASU 2016-02 will materially affect our statement of financial position and will require changes to
our systems and processes. We have not yet made any decision on the timing of adoption or method of adoption with
respect to the optionaj practicat expedients.

In June 2016, the FASB issued Accounting Standards Update No. 2016-13 (ASU 2016-13) “Financial Instruments-
Credit Losses {Topic 326): Measurement of Credit Losses on Financial Instruments” which requires the measurement
and recognition of expected credit losses for financial assets held at amortized cost. ASU 2016-13 replaces the existing
incurred loss impairment mode!l with an expected loss methodology, which will result in more timely recognition of
credit losses. ASU 2016-13 is effective for annual reporting periods, and interim periods within those years beginning
after December 15, 2019. We are currently in the process of evaluating the impact of the adoption of this standard on
our consolidated financial statements.

Recently adopted accounting pronouncements

tn June 2014, the FASB issued Accounting Standards Update No. 2014-10 {ASU 2014-10) "Development Stage
Entities {Topic 915): Elimination of Certain Financial Reporting Requirements, including an Amendment to Variable
Interest Entities Guidance in Topic 810, Consolidation." ASU 2014-10 removes the definition of a development stage
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entity from the Master Glossary of the Accounting Standards Codification (ASC), thereby removing the financial
reporting distinction between development stage entities and other reporting entities. The additional elimination of
related consolidation guidance requires companies with interests in development stage entities to reassess whether
such entities are variable interest entities under ASC Topic 810, Consolidation. We adopted this standard in the first
quarter of 2016 on a retrospective basis. The adoption of this standard did nothave a material impact on our consolidated
financial statements. Additionat disclosures have been made related {o certain entities that are now considered variable
interest entities under this standard. See Note 7 for details.

In February 2015, the FASB issued Accounting Standards Update No. 2015-02 (ASU 2015-02) "Consolidation
(Topic 810): Amendments to the Consolidation Analysis." ASU 2015-02 changes the analysis that a reporting entity
must perform to determine whether it should consolidate certain types of legal entities. We adopted this standard in
the first quarter of 2016 on a retrospective basis. The adoption of this standard did not have a material impact on our
consolidated financial statements but resuited in additional investments being considered variable interest entities.

In March 2016, the FASB issued Accounting Standards Update No. 2016-09 (ASU 2016-09) "Compensation—
Stock Compensation (Topic 718): improvements to Employee Share-Based Payment Accounting.” We have elected
to early adopt these amendments beginning in the first quarter of 2016. Stock-based compensation
excess tax benefits or deficiencies are now reflected in the Consolidated Statements of Income as a component of
the provision for income taxes, whereas they previously were recognized in equity. Additionally, our Consolidated
Statements of Cash Flows now include excess tax benefits as an operating activity, with the prior periods adjusted
accordingly. Finally, we have elected to account for forfeitures as they occur, rather than estimate expected
forfeitures. As a result of the adoption of ASU 2016-09, the Consolidated Statements of Cash Flows for the twelve
months ended December 31, 2014 and 2015 were adjusted as follows: $648 million and $548 million increases to net
cash provided by operating activities, respectively, and $648 million and $548 million increases to net cash used in
financing activities, respectively,

Revision of Previously Disclosed information

During the third quarter of 2016, we identified an omission in our supplementai disclosure of cash paid for income
taxes in the Consolidated Statements of Cash Flows. We have evaiuated the materiality of the impact quantitatively
and qualitatively and concluded it was not material to any of the prior periods impacted. We elected to revise the
supplemental disclosure for the comparable periods presented. The revision only impacted our supplemental
disclosures included in the Consolidated Statements of Cash Flows.

Prior Period Reclassifications
Certain amounts in prior periods have been reclassified to conform with current period presentation.
Note 2. Financial Instruments

We classify our cash equivalents and marketable securities within Level 1 or Level 2 in the fair value hierarchy
because we use quoted market prices or alternative pricing sources and models utitizing market observable inputs to
determine their fair value. We classify our foreign currency and interest rate derivative contracts primarily within Level
2 in the fair value hierarchy as the valuation inputs are based on quoted prices and market observable data of similar
instruments.
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Cash, Cash Equivalents, and Markstable Securities

The foliowing tables summarize our cash, cash equivalents and marketable securities by significant investment
categories as of December 31, 2015 and 2016 (in millions):

As of December 31, 2015

Gross Gross N Cash and
Ad|usted Unrealized Unrealized Fair h

Cas Marketabie
- o5t Gains Losses Value Equivalents Securities
Cash - T8 0% 7m0 % 730s 0

Leyel 1:

15,623
20,901

U 20,643

Marketable eql e UBAT T e
27,371 5,881 21,490
3,223 2012 1211
Mo rket.and of ids? L 0 RN 1,14 Ty
Fixed-income bond funds®™ [ 219 0 219
:U.S: government agencies HEeT 2 a3 0 1,366
Foreign government bonds 2,233 2,233
Municipal:sesunitie 3,855 e 3:855°
Corporate debt secu 13,584 136 13,448
‘Securities @ g 0871
Asset-backed securities (8) 3,024 0 3,024
ey 38524 .. 164 .. (873 38315 3268 . 35007
Total $ 73141 § 345 $ (421) $ 73,086 $ 16,549 § 56,517
As of December 31, 2016
Gross Gross Cash and

A Uned U Vawe  Equelnts _'Securiies

quivalent ul

% 7078 s 0% 0 %0788 7078 % .

g 478

203
43361

Time deposits'’
ML

11,816
o

1856
35,450

o The majority of our time deposits are foreign deposits.

The balance related to cash collateral received in connection with our securities lending program, which was invested in
reverse repurchase agreements maturing within three months. See section titted "Securities Lending Program” below for
further discussion of this program.
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Fixed-income bond funds consist of mutual funds that primarily invest in corporate and government bonds.
@

The fair value option was efected for mutual funds with gains (fosses) recognized in other income (expense}, net.

We determine realized gains or losses on the marketable securities on a specific identification method. We
recognized gross realized gains of $238 million, $357 million, and $272 million for the years ended December 31,
2014, 2015, and 2016. We recognized gross realized losses of $85 million, $565 miltion, and $482 million for the years
ended December 31, 2014, 2015, and 2016. We reflect these gains and losses as a component of other income
(expense), net, in the accompanying Consolidated Statements of Income.

The following table summarizes the estimated fair value of our investments in marketable debt securities,
accounted foras available-for-sale securities and classified by the contractual maturity date of the securities (in millions):

As of
December 31,
2016

13,066
38,762
g agp
12,701
R

The following tables present gross unrealized losses and fair values for those investments that were in an
unrealized loss position as of December 31, 2015 and 2016, aggregated by investment category and the length of
time that individual securities have been in a continuous loss position (in milions):

As of December 31, 2015

Less than 12 Months 12 Months or Greater Total
Unrealized Unrealized Unrealized
Falr Vaiue Loss Fair Value Loss Fair Value Loss

—— - 05 1375 (48)

864 3)

3y 921 (23)

3) 1,157 (4)

‘Corporate deb ties 9492 @ 9,976 (278)
g ortgage-backed 5783 39 721

6,504 (57)

~ B 88 2804 )
$ 34105 §$ (315) § 1,968 $ (106) & 36,073 $ {421}

As of December 31, 2016

Less than 12 Months 12 Months or Greater Total
Unrealized Unreatized Unraalized
Fair Value Loss Fair Value 088 Fair Vaiue Loss
1,014 {11) 0 0 1,014 (1)
ighs @) serigs 0" 956 )
3,461 (63) 46 (2) 3,507 (65)
orporate urifies 6184 N 166 (8) 083800 ({116)
Agency mortgage-backed (208) 269 (10) 10,443 (216)
: Sy g W

S 48601 § (614 5 471 5 (175 49072 §_ (631)

During the years ended December 31, 2014 and 2016, we did not recognize any other-than-temporary impairment
loss. During the year ended December 31, 2015, we recognized $281 million of other-than-temporary impairmen
losses related to our marketable equity securities and fixed-income bond funds. Those losses are included in gain
{loss) on marketable securities, net as a component of other income {expense), net, in the accompanying Consolidated
Statements of income. See Note 5 for further details on other income (expense), net.
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Securities Lending Program

We entered into securities lending agreements with financial institutions to enhance investment income. We
foaned certain securities which were collateralized in the form of cash or securities. Cash collateral was usually invested
in reverse repurchase agreements which were collateralized in the form of securities.

We classified loaned securities as cash equivalents or marketable securities and recorded the cash collateral as
an asset with a corresponding liability in the accompanying Consolidated Balance Sheets. We classified reverse
repurchase agreements maturing within three months as cash equivalents and those longer than three months as
receivable under reverse repurchase agreements in the accompanying Consolidated Balance Sheets. For security
collateral received, we did not record an asset or liability except in the event of counterparty default.

Our securities lending transactions were accounted for as secured borrowings with significant investment
categories as follows (in millions):

As of December 31, 2015

ing C ity of the Agi
Qvernight and Greater Than
Securities Lending Transactions Continucus Upto30days 30 -80 Days 90 Days Total

€l nt rotes.

$ 182 %
504

306§ 1,659
0 581
e 188
2,428
s 7428
0

i cogn s for s

Arhodnts related to agreements not included i

As of December 31, 2016, we ended our securities lending program resulting in no cash collateral outstanding.
Derivative Financial Instruments

We recognize derivative instruments as either assets or liabilities in the accompanying Consolidated Balance
Sheets at fair value. We record changes in the fair value (i.e., gains or fosses) of the derivatives in the accompanying
Consolidated Statements of income as other income (expense), net, revenues, or accumulated other comprehensive
income {AOCI) in the accompanying Consolidated Balance Sheets, as discussed below.

We enter into foreign currency contracts with financia! institutions to reduce the risk that our cash flows and
earnings will be adversely affected by foreign currency exchange rate fluctuations. We use certain interestrate derivative
contracts to hedge interest rate exposures on our fixed income securities and debt issuances. Our program is not used
for trading or speculative purposes.

We enter into master netting arrarigemerits, which reduce credit risk by permitting net settlement of transactions
with the same counterparty. To further reduce credit risk, we enter into collateral security arrangements under which
the counterparty is required to provide collaterat when the net fair value of certain financial instruments fluctuates from
contractually established thresholds. We can take possession of the collateral in the event of counterparty default. As
of December 31, 2015 and 2016, we received cash coliateral related to the derivative instruments under our collateral
security arrangements of $192 million and $362 miilion.

Cash Flow Hedges

We use foreign currency option and forward contracts designated as cash flow hedges to hedge certain forecasted
revenue transactions denominated in currencies other than the U.S. dollar and at times we use interest rate swaps to
effectively lock interest rates on anticipated debt issuances. These transactions are designated as cash flow hedges.
The notional principal of these coritracts was approximately $16.4 billion and $10.7 billion as of December 31, 2015
and 2016. These contracts have maturities of 36 months or less.

We reflect gain or oss on the effective portion of a cash flow hedge as a component of AOC! and subsequently
rectassify cumulative gains and losses to revenues or interest expense when the hedged transactions are recorded.
If the hedged transactions become probable of not occurring, the corresponding amounts in AOCI is immediately
reclassified to other income (expense), net. Further, we exclude the change in the time value and forward points of
foreign currency options and forward contracts from our assessment of hedge effectiveness. We recognize changes
of the excluded components in other income (expense}, net.
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As of December 31, 2016, the effective portion of our cash flow hedges before tax effect was a net accumulated
gain of $603 miliion, of which $567 million is expected to be reclassified from AOCI into eamings within the next 12
months.

Fair Value Hedges

We use forward contracts designated as fair value hedges to hedge foreign currency risks for our investments
denominated in currencies other than the U.S. dollar. We exclude changes in forward points for the forward contracts
from the assassment of hedge effectiveness. The notional principal of these contracts was $1.8 billion and $2.4 billion
as of December 31, 2015 and 2016.

We have used interest rate swaps designated as fair value hedges to hedge interest rate risk for certain fixed
rate securities. The notional principal of these contracts was $295 million and $0 million as of December 31, 2015 and
2016.

Gains and losses on these forward contracts and interest rate swaps are recognized in other income (expense),
net, along with the offsetting losses and gains of the related hedged items.

Other Derivatives

Other derivatives not designated as hedging instruments consist of foreign currency forward contracts that we
use to hedge intercompany transactions and other monetary assets or liabilities denominated in currencies other than
the local currency of a subsidiary. We recognize gains and losses on these contracts, as well as the related costs in
other income (expense), net, along with the foreign currency gains and fosses on monetary assets and liabilities. The
notional principal of these foreign exchange contracts outstanding was $7.5 billion and $7.9 billion as of December
31, 2015 and 2016.

We also use exchange-traded interest rate futures contracts and “To Be Announced” (TBA) forward purchase
commitments of mortgage-backed assets to hedge interest rate risks on certain fixed income securities. The TBA
contracts meet the definition of derivative instruments in cases where physical delivery of the assets is not taken at
the earliest available delivery date. Our interest rate futures and TBA contracts (together interest rate contracts) are
not designated as hedging instruments. We recognize gains and losses on these contracts, as well as the related
costs, in other income (expense), net. The gains and losses are generally economically offset by unrealized gains and
losses in the underlying available-for-sale securities, which are recorded as a component of AOC! until the securities
are sold or other-than-temporarily impaired, at which time the amounts are moved from AOCI into other income
(expense), net. The total notional amounts of interest rate contracts outstanding were $50 miltion and $0 miflion as of
December 31, 2015 and 2016.

The fair values of our outstanding derivative instruments were as follows (in millions):

As of December 31, 2015

Fair Value of Fair Value of
Derivatives Derivatives Not
Designated as Designated as Total Fair
Balance Sheet Location Hedging instruments  Hedging instruments Value
Derivative Assets:
Foreign exchange Prepaid revenue share,
contracts expenses and other
assets, current and non-

current $ 626 §$

Derivative Liabilities:

Foreign exchange Accrued expenses and
contracts other fiabilities, current
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As of December 31, 2016

Fair Vatue of Fair Value of
Derivatives Derivatives Not
Designated as Designated as Total Fair
Balance Sheet Location Hedging Instruments  Hedging Instruments Vaiue

Derivative Assets:

Level2: :
Foreign exchange Prepaid revenue share,
contracts expenses and other

assets, current and non-
current

T@?‘ﬁ{f s
Derivative Liabilities

Fofeign exchange Accrued expenses and

confracts other liabilities, current
9 3 13

and non-current $
esricd

Total $ 43 93 13

The effect of derivative instruments in cash flow hedging relationships on income and other comprehensive
income {OCl) is summarized below (in millions}):

Gains (Losses) Recognized in OC!
on Derivatives Before Tax Effect {Effective Portion}

Year Ended December 31,

Derivatives in Cash Flow Hedging Relationship

2014 2015 2016
‘Foreign'ekehange eontracts T e TS T U029 8 "o $ T3
Interest rate contracts 0 0
Fetar 564 TR

Gains {Losses) Reclassified from AOC! into Income {Effective Portion}

Year Ended December 31,

Derivatives in Cash Flow Hedging
Relationship Location 2014 2015

Other income
(expense), net

Interest rate contracts

Gains (Losses) Recognized in Income on Derivatives (Amountm
Excluded from Effectiveness Testing and ineffective Portion)

Year Ended December 31,

Derivatives in Cash Fiow Hedging
Relationshi

2014 2015 2018

@

Other income
{expense), net 4 0 0

‘ln‘térest rate contracts

% Gains (losses) related to the ineffective portion of the hedges were not material in ail periods presented.
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The effect of derivative instruments infair value hedging relationships on income is summarized below (in mifiions):

Gains {L osses} Recognized in income on Derivaﬁvesm

Year Ended December 31,

Derivatives in Fair Value Hedging
Reiationship Location 2014 2015 2016

Other incdrhe ‘
{expense), net

Other income

(expense), net ‘ ) (3)
$ 0 3 0 38 0

@ Amounts excluded from effectiveness testing and the ineffective portion of the fair value hedging refationships were not material
in all periods presented

The effect of derivative instruments not designated as hedging instruments on income is summarized below {in
millions):

Gains {Losses) Recognized in Income on Derivatives

Year Ended December 31,

Derivatives Not Designated As

Hedging instruments Location 24 2M5 2016

operations

Interest rate contracts Other income
(expense), net

Offsetting of Derivatives, Securities Lending, and Reverse Repurchase Agreements

We present our derivatives, securities lending and reverse repurchase agreements at gross fair values in the
Consolidated Balance Sheets. However, our master netting and other similar arrangements atiow net settlements
under certain conditions. As of December 31, 2015 and 2016, information related to these offsetting arrangements
was as follows {in miftions):
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Offsetting of Assets
As of December 31, 2015

Gross Amounts Not Offset in the Consoiidated
Balance Sheets, but Have Legal Rights to Offset

Gross Net
Amounts Presented in
Gross Offaet in the the
A tsof  C Cash Non-Cash
Recognized Batance Balance Financiai Colateral Colaterat Net Assets
Sheets posed

Description Assets Sheets
TR s

Reverse repurchase
agreements

As of December 31, 2016

Gross Amounts Not Offset in the Consoiidated
Balance Sheets, but Have Legal Rights to Offset

Gross Net
Amounts Presented in
Gross Offset in the the
Amounts of  Consolidated  Consolidated Cash Non-Cash
Recognized Batance Balance Financiat Colieteral Cotiateral Net Assets
Description Assets Sheets Sheets Exposad

Deri b @EnE . DS s

® The balances as of December 31, 2015 and 2016 were related to derivative liabiliies which are auowed o be net settled
against derivative assets in accordance with our master netting agreements.

@ The batances as of December 31, 2015 included $1,140 million recorded in cash and cash equivalents and $450 milfion
recorded in receivable under reverse repurchase agreements.

Offsetting of Liabilities
As of December 31, 2015

Gross Amounts Not Offset in the Consoiidated
Balance Sheets, but Have Legai Rights to Offset

Gross Net
Amounts Presented in
Gross Offset in the the
A tsof C C Cash Non-Cash
Balance Balance Financiat Collateral Coltateral
Description Liabliities Sheets Sheets Instruments Pledged Pledged Net Llabtilues

0s

'SécUritié‘s fending
agreements 2,428 0 2,428

0 (2,401)

As of Decamber 31, 2016

Gross Amounts Not Offset in the Consolidated
Baiance Shaeets, but Have Legal Rights to Offset

Gross Net
Amounts Presented in
Gross Offset in the the
of G C i Cash Non-Cash
Recognized Batance Bslance Financial Collaterat Collateral

Description Liabliities Sheets Sheets instruments Piedged Piedged Net Liabilities

@ The balances as of December 31, 2015 and 2016 were related to derivative assets which are allowed to be net settied against
derivative liabilities in accordance with our master netting agreements.

Note 3. Non-Marketable Investments
Our non-marketable investments include non-marketable equity investments and non-marketable debt securities.
Non-Marketable Equity Investments

QOur non-marketable equity investments are investments we have made in privately-held companies accounted
for under the equity or cost method and are not required to be consolidated under the variable interest or voting models.
As of December 31, 2015 and 2016, investments accounted for under the equity method had a carrying value of
approximately $1.6 billion and $1.7 biflion, respectively. Our share of equity method investee earnings and losses
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including impairment was a net loss of $48 million, $227 million, and $202 mifion for the years ended December 31,
2014, 2015, and 20186, respectively. As of December 31, 2015 and 2018, investments accounted for under the cost
method had a carrying value of $2.6 billion and $3.0 billion, respectively, and a fair value of approximately $7.5 billion
and $8.1 biltion, respectively. The fair value of the cost method investments are primarily determined from data
leveraging private-market transactions and are classified within Level 3 in the fair value hierarchy. We reflect our share
of equity method investee earnings and losses and impairments of non-marketable equity investments as a component
of other income (expense), net, in the accompanying Consolidated Statements of income.

Certain renewable energy investmenis included in our non-marketable equity investments accounted for under
the equity method are variable interest entities ("VIE"). These entities' activities involve power generation using
renewable sources. We have determined that the governance structures of these entities do not allow us to direct the
activities that would significantly impact VIE's economic performance such as setting operating budgets. Therefore,
we do not consoiidate these VIEs in our financial statements. The carrying vaiue of these VIEs was $1.3 biliion with
a maximum exposure of $1.3 billion as of December 31, 2015 and $1.2 billion with a maximum exposure of $1.2 billion
as of December 31, 2016. The maximum exposure is based on current investments to date. We have determined the
single source of our exposure to these VIEs is our capital investment in these entities. We periodically reassess whether
we are the primary beneficiary of a VIE. The reassessment process considers whether we have acquired the power
to direct the most significant activities of the VIE through changes in governing documents or other circumstances.
We also reconsider whether entities previously determined not to be VIEs have become VIEs, and vice versa, based
on changes in facts and circumstances inciuding changes in contractual arrangements and capital structure.

Non-Marketable Debt Securities

Our non-marketable debt securities are primarily preferred stock that are redeemable at our option and convertible
notes issued by private companies. The cost of these securities was $1.0 billion and $1.1 billion as of December 31,
2015 and 2016, respectively. These debt securities do not have readily determinable market values and are categorized
accordingly as Level 3 in the fair value hierarchy. To estimate the fair value of these securities, we use a combination
of valuation methodologies, including market and income approaches based on prior transaction prices; estimated
timing, probability, and amount of cash flows; and ilfiquidity considerations. Financial information of private companies
may not be available and conseguently we will estimate the value based on the best available information at the
measurement date. No significant impairments were recognized for the years ended December 31, 2014, 2015, and
2016.

The following table presents a reconciliation for our non-marketable debt securities measured and recorded at
fair value on a recurring basis, using significant unobservable inputs {Level 3) {in millions):

Year Ended December 31

2015 2016
Beginning bafarice S35 90 8 1024
Total net gains or losses

Purchases ‘ ‘ ‘ ) 960 78‘
Settlements (20) (25)
Ending balaince: % 1024 § .. 1165

Note 4. Debt
Short-Term Debt

Google had a short-terrn debt financing program of up to $3.0 billion through the issuance of commerciat paper
and a $3.0 billion revolving credit facility as of December 31, 2015. in February 2016, we repiaced this program with
a new short-term debt financing program of up to $5.0 billion of commercial paper and a $4.0 biliion revolving credit
facility, which expires in February 2021. Net proceeds from these programs are used for general corporate purposes.

We had $2.0 billion of outstanding commerciai paper recorded as short-term debt with a weighted-average interest
rate of 0.2% as of December 31, 2015 and no commercial paper outstanding as of December 31, 2016. The estimated
fair vaiue of the short-termn debt approximated its carrying vaiue as of December 31, 2015.

The interest rate for the credit facility is determined based on a formula using certain market rates. No amounts
were outstanding under the credit facility as of December 31, 2015 and December 31, 2016,
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in August 2013, we entered into a capital lease obligation on certain property expiring in 2028. In September
2016, we exercised our option to purchase the property for approximately $220 million.

Long-Term Debt

Google issued $3.0 billion of unsecured senior notes in three tranches (collectively, the "2011 Notes”) in May
2011, due in 2014, 2016, and 2021, as well as $1.0 billion of unsecured senior notes (the “2014 Notes") in February
2014 due 2024,

in Apnit 2016, we completed an exchange offer with eligible hoiders of Google’s 2011 Notes due 2021 and 2014
Notes due 2024 (collectively, the "Google Notes"). An aggregate principal amount of approximately $1.7 billion of the
Google Notes was exchanged for approximately $1.7 billion of Alphabet notes with identical interest rate and maturity.
Because the exchange was between a parent and the subsidiary company and for substantially identical notes, the
change was treated as a debt modification for accounting purposes with no gain or loss recognized.

In August 2016, Alphabet issued $2.0 biition of unsecured senior notes {the "2016 Notes") due 2026. The net
proceeds from the issuance of the 2016 Notes were used for general corporate purposes, including the repayment of
ouistanding commercial paper. The Alphabet notes due in 2021, 2024, and 2026 rank equally with each other and are
structurally subordinated to the outstanding Google Notes.

The total outstanding long-term debt is summarized below (in miltions):

As of As of
December 31, 2015  December 31, 2016

“Short-Term Portion o <Term Debt S
2.125% Notes due on May 19, 2016 $ 1,000 $ 0
Capital Leass Obligation - B = 225 alee

Tdtél Short-Term Portio

fLong-Term Debt ‘ 3 15 s 0

Long-Term Debt

13625% Notes'dig'on May 19, 20217 0 7 : $ 1,000 -8
3.375% Notes due on February 25, 2024 1,000 1,000
1,998% Notes die on August 15,2026 - UL e O 0 2,000

v] ortized dvscf)unt for the Notes above ] o (5)’ (65)

tal Long-Term Debt™ - - .8 T g

Mincludes the outstanding (and unexchanged) Google Notes issued in 2011 and 2014 and the Alphabet notes
exchanged in 2016.

The effective interest yields based on proceeds received from the outstanding notes due in 2021, 2024 and 2026
were 3.734%, 3.377% and 2.231% respectively, with interest payable semi-annually. We may redeem these notes at
any time in whole or in part at specified redemption prices. The total estimated fair value of all outstanding notes was
approximately $3.1 biltion as of December 31, 2015 and $3.9 billion as of December 31, 2016. The fair value was
determined based on observable market prices of identical instruments in less active markets and is categorized
accordingly as Leve! 2 in the fair value hierarchy.

As of December 31, 2016, aggregate future principai payments for long-term debt were as follows (in millions):

Years Ending
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Note 5. § I i Fi ial Stat t Information

PP

Property and Equipment, Net
Property and equipment, net, consisted of the following (in millions):

16,084
8166

Information technology assets
e T

:Le‘ase‘hoid impri vérhénfs 3,415
ires Lo BB
40,146 47,527

: ; = 11,130) 13,293)
Property and equipment, net $ 29,016 % 34,234

As of December 31, 2016, assets under capital lease with a cost basis of $299 miltion were included in property
and equipment.

Note Receivable

In connection with the sale of our Motorola Mobile business on October 29, 2014 (see Note 9 for additionat
information), we received an interest-free, three-year prepayable promissory note (the "Note Receivable") due October
2017. The Note Receivable was included on our Consolidated Balance Sheets in prepaid revenue share, expenses
and other assets, non-current, as of December 31, 2015, and in current assets, prepaid revenue share, expenses and
other assets, as of December 31, 2016, Based on the general market conditions and the credit quality of Lenovo at
the time of the sale, we discounted the Note Receivable at an effective interest rate of 4.5%. The outstanding balances
are shown in the table beiow (in millions):

As of As of
December 31,2015 December 31, 2016

Principal Ll s EAEE T
Less: unamortized discount for the Note Receivable (112) {51)
o Tot 13368 1397

© T T e T i —

As of December 31, 2015 and 2016, we did not recognize a valuation allowance on the Note Receivable.
Accrued expenses and other current liabilities

Accrued expenses and other current liabilities consisted of the following (in millions):

As of As of
D ber 31, 2015 D« 31, 2016

TEE R 1,256
3,860 4,888

63



265

Table of Contents Alphabet inc.

A d Other Compreh ive Income {Loss)
The components of AOCH, net of tax, were as follows (in mitlions):

Unrealized Gains Unrealized
Forgign Currency {Losses) on Gains (Losses)
T i for-Sals on Cash Flow

Adj Hedges Total

‘Balance as ofD

Other comprehenswe income (loss) before
reclassifications

‘Balance as of Det

Cther comprehenssve income (Ioss) before
reclass;ﬁcatlons

Other comprehenswe mcome (loss) before

reclassnﬂcatlons (599) (314) 515
g gy sy
Other comprehensxve income (loss) (599) 164

lance as of December 31, 2016

423 8

The effects on net income of amounts reclassified from AOCI were as follows (in millions).

Gains (Losses} Reclassified from
AQCI to the Consolidated Statement
of income

Year Ended December 31,
AOCI Components Location 2014 15 2016

@21)
g
(221)

(208) $

Other |ncome (expens 153 $

Net of tax

) 3@

Uhreatized gains {Ioseee) on cash ﬁow )

hedges
 Foreigr : s B09irg T BY
!nterest ra e co r mcome (expense) net 4 5 5
Provision for income taxes: . ~:\ o (51) (401). . {193)

Net of tax ) ) $ 124 $ 1003 § 351

Total amount reciassified, net of tax $ 258 $ 795 § 130
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Other Income (Expense), Net
The components of other income (expense}, net, were as follows (in millions}):

Year Ended December 31,

2014 2015 2016
‘Interestincome S S 746 % 999§ 1,220
(101) (104) (124)

 exchange losses, net{ 0 o T (402), a2y

arketable securities, net 153 {208)
rketable investments net e o © 237 126y =

¥

@ Qur foreign currency exchange losses, net, are related to the option premium costs and forward points for our foreign currency
hedging contracts, our foreign exchange transaction gains and losses from the conversion of the transaction currency fo the
functional currency, offset by the foreign currency hedging contract josses and gains. The net foreign currency transaction
losses were $107 miftion, $123 million, and $112 million in 2014, 2015, and 2016, respectively.

Note 6. Acquisitions
2016 Acquisitions
Apigee

In October 2016, we completed the acquisition of Apigee Corp., a provider of application programming interface
(AP1) management, for approximately $571 million in cash. We expect the acquisition to accelerate our Google Cloud
customers’ move to supporting their businesses with high quality digital interactions. Of the total purchase price of $571
miltion, $41 million was cash acquired, $127 million was attributed to intangible assets, $376 million was attributed to
goodwill, and $27 miflion was attributed to netassets acquired. Goodwill, which was recorded inthe Google segment, is
primarily attributable to synergies expected to arise after the acquisition and is not deductible for tax purposes.

Other Acquisitions

During the year ended December 31, 2016, we completed other acquisitions and purchases of intangible assets
for total consideration of approximately $448 million. In aggregate, $12 million was cash acquired, $143 million was
attributed to intangible assets, $288 million was attnibuted to goodwill, and $5 miltion was attributed to net assets
acquired. These acquisitions generally enhance the breadth and depth of our offerings, as well as expanding our
expertise in engineering and other functional areas. The amount of goodwilt expected to be deductible for tax purposes
is approximately $67 million.

Pro forma results of operations for these acquisitions have not been presented because they are not material to
the consolidated results of operations, either individually or in aggregate.

For all intangible assets acquired and purchased during the year ended December 31, 2016, patents and
developed technology have a weighted-average useful life of 4.5 years, customer relationships have a weighted-
average useful life of 3.4 years, and trade names and other have a weighted-average usefu life of 6.2 years.

2015 Acquisitions
bebop Technologies

In December 2015, we completed the acquisition of bebop Technologies inc. {bebop), a company with a cloud-
based development platform focused on enterprise applications. The fair value of total consideration transferred in
connection with the close was $272 milfion, of which $1 million was paid in cash and $271 million was paid in the form
of Alphabet Class C capital stock. We issued a total of approximately 514 thousand shares of Alphabet Class C capital
stock in relfation to this acquisition, part of which will be accounted for as compensation expense. The fair value of the
shares of capital stock issued was determined based on the closing market price of Alphabet's Class C capital stock
as of the close date. The Class C capital stock issued by Alphabet in connection with the acquisition was treated as
a capital contribution from Alphabet to Google. We expect the acquisition will help us provide a new platform to build
and maintain enterprise applications. As part of the acquisition, Diane Greene, the former CEO of bebop and a member
of our Board of Directors, has joined Google.

65



267

Tabte of Contents Alphabet inc.

Of the total purchase price of $272 million, $28 million was cash acquired, $59 million was attributed to intangible
assets, $206 million was attributed to goodwill, and $21 million was attributed to net liabilities assumed. The goodwill,
which was recorded in the Google segment, is primarily attributable fo the synergies expected to arise after the
acquisition. Goodwill is not expected to be deductible for tax purposes.

Other Acquisitions

During the year ended December 31, 2015, we completed other acquisitions and purchases of intangible assets
for total consideration of approximately $263 million, which includes the fair value of our previously held equity interest
of $0 million. in aggregate, $4 million was cash acquired, $88 million was attributed to intangibie assets, $138 million
was attributed to goodwill, and $33 million was attributed to net assets acquired. These acquisitions generally enhance
the breadth and depth of our offerings, as well as expanding our expertise in engineering and other functionat areas.
The amount of goodwill expected to be deductible for tax purposes is approximately $20 million.

Pro forma results of operations for these acquisitions have not been presented because they are not material to
the consolidated results of operations, either individually or in aggregate.

For alt intangible assets acquired during the year ended December 31, 2015, patents and developed technology
have a weighted-average useful life of 4.1 years, customer relationships have a weighted-average usefu! life of 4.0
years, and trade names and other have a weighted-average useful life of 6.8 years.

Note 7. Calico

On September 18, 2013, we announced the formation of Calico, a life science company with a mission to harness
advanced technologies to increase our understanding of the biology that controis lifespan. As of December 31, 2016,
we have contributed $240 million to Caiico in exchange for Calico convertible preferred units and are committed to
fund an additional $490 million on an as-needed basis.

Calico is a VIE and its results of operations and statement of financial position are included in our consolidated
financial statements as we have the powerto directthe activities that most significantly impactits economic performance.

In September 2014, AbbVie Inc. (AbbVie) and Calico announced a research and development collaboration
agreement intended to help both companies discover, develop, and bring to market new therapies for patients with
age-related diseases, including neurodegeneration and cancer. As of December 31, 2016, AbbVie has contnbuted
$750 million to fund the collaboration pursuant to the agreement, which reflects its total commitment. As of December
31, 2016, Calico has contributed $250 million and committed up to an additional $500 mittion.

Calico has used its scientific expertise to establish a world-class research and development facility, with a focus
on drug discovery and early drug development; and AbbVie provides scientific and clinical development support and
its commercial expertise to bring new discoveries to market. Both companies share costs and profits equally. AbbVie's
contribution has been recorded as a liability on Calico's financiai statements, which is reduced and reflected as a
reduction to research and deveiopment expense as eligible research and development costs are incurred by Calico
over the next few years.

Note 8. Goodwill and Other Intangible Assets
Goodwilt

The changes in the carrying amount of goodwill allocated to our disclosed segments for the years ended December
31, 2015 and 2016 were as follows (in miftions):

Total
Google Other Bets Consolidated
15599 8. 0§
139

i

For and other adjustmer
Allocation in the fourth quarter of 2015

‘Balance as
‘A‘cquisitions
Fdreign o ; nts A g .

Balance as of December 31, 201 ' $ 16,027 § 441 $ 16,468
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Other intangible Assets
Information regarding our purchased intangible assets is as follows {in millions):

As of December M, 2015

Gross Net
Carrying Accumulated Carrying
Amount Amortization Amount
:Patents and develor . 6592 §- 321381 337

1,343 1,201 142
fid otfier. ~ L 95 ~ 3%
Total $ 8730 $ 4883 $ 3,847

Customer relatiénshlps

As of December 31, 2016

Gross Net
Carrying Accumulated Carrying
Amount Amortization Value

Iguon 56428 27 2,832

Customer rélatiorisﬁibs 352 197 155
Trade names giid oth : . o ‘ 463, 014300 320
Totai $ 6,357 $ 3,050 § 3,307

Patents and developed technology, customer relationships, and trade names and other have weighted-average
remaining useful lives of 4.6 years, 2.3 years, and 4.7 years, respectively. Amortization expense relating to our
purchased intangible assets was $1,079 million, $892 million, and $833 miltion for the years ended December 31,
2014, 2015, and 2016, respectively. As of December 31, 2016, $2.6 billion of intangible assets that were fully amortized
have been removed from gross intangible assets and accumulated amortization.

During the year ended December 31, 2014, we recorded an impairment charge in other cost of revenues of $378
miltion related to a patent licensing royalty asset acquired in connection with the Motorola acquisition, which we retained
subsequent to the sale of Motorola Mobile. The asset was determined to be impaired due to prolonged decreased
royalty payments and unpaid interest owed and was written down to its fair value. Fair value was determined based
on a discounted cash flow method and reflects estimated future cash flows associated with the patent ficensing royaity
asset at the measurement date and falls within level 3 in fair value hierarchy. Impairments of intangible assets were
not material for the years ended December 31, 2015 and 2016.

As of December 31, 2018, expected amortization expense relating to purchased intangible assets for each of
the next five years and thereafter was as follows (in millions):

2017
2018

2000
2020

Thereaftel

Note 9. Discontinued Operations
Motoroia Mobile

On October 29, 2014, we closed the sale of the Motorola Mobile business to Lenovo for a total purchase price
of approximately $2.9 biltion, including $1.4 bitiion paid at close, comprised of $660 million in cash and $750 miflion
in Lenovo ordinary shares (519.1 million shares). The remaining $1.5 billion was paid in the form of an interest-free,
three-year prepayable promissory note.

We maintain ownership of the vast majority of the Motorola Mobile patent portfolio, including pre-closing patent
applications and invention disclosures, which we licensed to Motorola Mobite for its continued operations. Additionally,

67



269

Table of Contents Alphabet inc.

in connection with the sale, we agreed to indemnify Lenovo for certain potential tiabilities of the Motorola Mobile
business, for which we recorded an indemnification liability of $130 million.

The sale resulted in a gain of $740 mitlion, net of tax, which was presented as part of net income from discontinued
operations in the Consolidated Statements of income for the year ended December 31, 2014. incremental to this net
gain, we recognized additional income of $254 mifiion, net of tax, in connection with certain [P licensing arrangements
between the parties, included as part of net income from discontinued operations on the Consolidated Statements of
fncome for the year ended December 31, 2014,

The financial results of Motoroia Mobile through the date of divestiture are presented as net income {loss) from
discontinued operations on the Consolidated Statements of income. The following table presents financial results of
the Motorola Mobile business included in netincome (loss} from discontinued operations for the year ended December
31, 2014 {in miiions):

Year Ended
December 31,
2014 1

‘Revenues 75,486
Loss fromdi \ ns : . - e A7)
Benefits from/(Provision for) income taxes ‘ 47)
Gainondisposal o L vag
Net (ioss) income from discontinued op! rations $ 516

M The operating results of Motorola Mobile were included in our Consolidated Statements of income from January 1, 2014
through October 29, 2014, the date of divesfiture.

The following table presents the aggregate carrying amounis of the major classes of assets and liabifities divested
(in millions):

Cash and cash equivalents
. Accounits recet 1403
‘ 217
-lepa eS L : S - %7
Prepaid expenses and other assets, non-current ‘ ) 290
- Property én Squipment. : " e e ok
Intangible

" Accrued compensa
RS ’
Deferred revenue, cufrent
. Oth m
Total liabilities

Note 10. Cc i ts and Conting
Operating Leases

We have entered into various non-cancelable operating lease agreements for certain of our offices, faciiities,
land, and data centers throughout the world with original iease periods expiring primarily between 2017 and 2063, We
are committed to pay a portion of the actua! operating expenses under certain of these lease agreements. These
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operating expenses are not included in the table below. Certain of these arrangements have free or escalating rent
payment provisions. We recognize rent expense under such arrangements on a straight-line basis.

As of December 31, 2016, future minimum payments under non-cancelable operating leases, net of sublease
income amounts, were as follows over each of the next five years and thereafter (in mitlions):

Operating Sub-lease OpeNr;:ing
Leases Income Leases
T ER T [T
2018 ‘ ‘ 902 6 896
;201\9 o - e ——— ST . g
2020 4
o A
Thereafter

Total minimum payments

Certain leases have adjustments for market provisions. Amounts in the above table represent our best estimates
of future payments to be made under these leases.

We have entered into certain non-cancelable lease agreements with original lease periods expiring between
2021 and 2035 where we are the deemed owner for accounting purposes of new construction projects. Excluded from
the table above are future minimum lease payments under such leases totaling approximately $1.4 biliion, for which
a $940 million fiability is included on the Consolidated Balance Sheet as of December 31, 2016.

Rent expense under operating leases was $570 million, $734 million, and $897 million in 2014, 2015, and 2016,
respectively.

Purchase Obligations

As of December 31, 2016, we had $2.5 billion of other non-cancelable contractua! obligations, primarily related
to data center operations and facility build-outs, video and other content licensing revenue sharing arrangements, as
well as certain inventory purchase commitments.

Letters of Credit
As of December 31, 2016, we had unused letters of credit for $797 million.
Indemnifications

in the normal course of business, to facilitate transactions in our services and products, we indemnify certain
parties, including advertisers, Google Network Members, and lessors with respect to certain matters. We have agreed
to hold certain parties harmiess against losses arising from a breach of representations or covenants, or out of intellectual
property infringement or other claims made against certain parties. Several of these agreements jimit the time within
which an indemnification claim can be made and the amount of the claim. in addition, we have entered into
indemnification agreements with our officers and directors, and our bylaws contain similar indemnification obligations
fo our agents.

It is not possible to make a reasonable estimate of the maximum potential amount under these indemnification
agreements due to the unique facts and circumstances involved in each particular agreement. Additionally, we have
a limited history of prior indemnification claims and the payments we have made under such agreements have not
had a materiat adverse effect on our results of operations, cash flows, or financial positiort. However, to the extent that
valid indemnification claims arise in the future, future payments by us could be significant and could have a materiat
adverse effect on our results of operations or cash flows in a particular period.

As of December 31, 2016, we did not have any material indemnification claims that were probabte or reasonably
possible. As part of the sale of Motorola Mobile, we issued indemnifications for certain potential liabilities. Please see
Note 9 for additional information.

Lega! Matters
Antitrust Investigations

On November 30, 2010, the European Commission's (EC) Directorate General for Competition opened an
investigation into various antitrust-refated complaints against us. On Aprit 15, 2015, the EC issued a Statement of
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Objections (SO) regarding the dispiay and ranking of shopping search resuits, to which we responded on August 27,
2015. On April 20, 2016, the EC issued an SO regarding certain Android distribution practices. On July 14, 2016, the
EC issued a Supplementary SO regarding shopping search resuits and an SO regarding the syndication of AdSense
for Search. We have responded to the SOs and Supplementary SO and continue to respond to the EC's informationat
requests. We remain committed to working with the EC to resoive these matters.

The Comision Nacional de Defensa de la Competencia in Argentina, the Competition Commission of India {CCl),
Brazil's Council for Economic Defense (CADE), the Federal Antimonopoly Service (FAS) of the Russian Federation,
and the Korean Fair Trade Commission have also opened investigations into certain of our business practices. in
November 2016, we responded to the CCi Director General's report with interim findings of competition law
infringements regarding search and ads. In September 2015, FAS found that there has been a competition taw
infringement in Android mobile distribution. The appeal against that decision has so far been rejected, so Google has
implemented the ruling to the degree possible and is working on product changes to finalize implementation. The
appeals process continues. in Aprit 2016, the Canadian Competition Bureau informed us that it was closing its antitrust
investigations of our business practices.

Patent and Intellectual Property Claims

We have had patent, copyright, and trademark infringement lawsuits filed against us claiming that certain of our
products, services, and technologies infringe the intellectual property rights of others. Adverse results in these lawsuits
may include awards of substantial monetary damages, costly royalty or licensing agreements, or orders preventing
us from offering certain features, functionalities, products, or services, and may also cause us o change our business
practices, and require development of non-infringing products or technologies, which could result in a loss of revenues
for us and otherwise harm our business. in addition, the U.S. international Trade Commission (ITC) has increasingly
become an important forum to litigate intellectual property disputes because an ultimate loss for a company or its
suppliers in an {TC action could result in a prohibition on importing infringing products into the U.S. Because the U.S.
is an important market, a prohibition on importation could have an adverse effect on us, including preventing us from
importing many important products into the U.S. or necessitating workarounds that may limit certain features of our
products.

Furthermore, many of our agreements with our customers and partners require us to indemnify them for certain
intellectual property infringement claims against them, which would increase our costs as a result of defending such
claims, and may require that we pay significant damages if there were an adverse ruling in any such claims. Our
customers and partners may discontinue the use of our products, services, and technologies, as a result of injunctions
or otherwise, which could result in loss of revenues and adversely impact our business.

Oracle America, Inc. {Oracle) brought a copyright lawsuit against Google in the Northern District of California,
alleging that Google's Android infringes Oracle's copyrights refated to certain Java application programming interfaces.
After trial, final judgment was entered by the district court in favor of Google on June 8, 2016, and the court decided
post-trial motions in favor of Google. Oracle has filed a notice of appeal. We believe this lawsuit is without merit and
are defending ourselves vigorously. Given the nature of this case, we are unable to estimate the reasonably possible
loss or range of loss, if any, arising from this matter.

Other

We are also regularly subject to claims, suits, regulatory and government investigations, and other proceedings
involving competition {such as the pending EC investigations described above), intellectual property, privacy, tax, labor
and employment, commercial disputes, content generated by our users, goods and services offered by advertisers or
publishers using our platforms, persenal injury, consumer protection, and other matters. Such claims, suits, regulatory
and government investigations, and other proceedings could resuit in fines, civil or criminal penalties, or other adverse
consequences.

Certain of our outstanding legal matters include speculative claims for substantial or indeterminate amounts of
damages. We record a liability when we believe that it is probable that a loss has been incurred and the amount can
be reasonably estimated. If we determine that a ioss is reasonably possible and the loss or range of loss can be
estimated, we disclose the possible loss. We evaluate, on a monthly basis, developments in our jegal matters that
couid affect the amount of liability that has been previously accrued, and the matters and related reasonably possible
losses disclosed, and make adjustments as appropriate. Significant judgment is required to determine both likelihood
of there being and the estimated amount of a loss related to such matters.

With respect to our outstanding legal matters, based on our current knowledge, we believe that the amount or
range of reasonably possible loss wiit not, either individually or in the aggregate, have a material adverse effect on
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our business, consolidated financial position, resuits of operations, or cash flows. However, the outcome of such legal
matters is inherently unpredictable and subject to significant uncertainties.

We expense legal fees in the period in which they are incurred.
Indirect Taxes

We are under audit by various domestic and foreign tax authorities with regards to indirect tax matters. The subject
matter of indirect tax audits primarily arises from disputes on the tax treatment and tax rate applied to the sale of our
products and services in these jurisdictions. We accrue indirect taxes that may resuit from examinations by, or any
negotiated agreements with, these tax authorities when a loss is probable and reasonably estimable. For certain
matters, while the loss is reasonably possible, the loss or range of loss cannot be estimated. We believe these matters
are without merit and are defending ourselves vigorously. Due to the inherent compiexity and uncertainty of these
matters and judicial process in certain jurisdictions, the final outcome may be materially different from our expectations.

For information regarding income tax contingencies, see Note 14.
Note 11. Net Income Per Share

We compute net income per share of Class A and Class B common stock and Class C capital stock using the
two-class method. Basic net income per share is computed using the weighted-average number of common shares
outstanding during the period. Diluted net income per share is computed using the weighted-average number of
common shares and the effect of potentially dilutive securities outstanding during the period. Potentially dilutive
securities consist of stock options, restricted stock units, and other contingently issuable shares. The dilutive effect of
outstanding stock options, restricted stock units, and other contingently issuabte shares is reflected in diluted earnings
per share by application of the treasury stock method. The computation of the diluted net income per share of Class A
common stock assumes the conversion of Class B common stock, while the diluted net income per share of Class B
common stock does not assume the conversion of those shares,

The rights, including the liquidation and dividend rights, of the holders of our Class A and Class 8 common stock
and Class C capital stock are identical, except with respect to voting. Further, there are a number of safeguards built
into our certificate of incorporation, as well as Delaware law, which preciude our board of directors from declaring or
paying unequal per share dividends on our Class A and Class B common stock and Class C capital stock. Specifically,
Delaware law provides that amendments to our certificate of incorporation which woulid have the effect of adversely
altering the rights, powers, or prefererices of a given class of stock must be approved by the class of stock adversely
affected by the proposed amendment. iIn addition, our certificate of incorporation provides that before any such
amendment may be put to a stockholder vote, it must be approved by the unanimous consent of our board of directors.
As a result, the undistributed eamings for each year are aliocated based on the contractual participation rights of the
Class A and Class B common shares and Class C capital stock as if the earnings for the year had been distributed.
As the fiquidation and dividend rights are identical, the undistributed eamings are allocated on a proportionate basis.
The net income per share amounts are the same for Class A and Class B common stock and Class C capital stock
because the holders of each class are legally entitied o equal per share distributions whether through dividends or in
liquidation. Further, as we assume the conversion of Class B common stock in the computation of the diluted net
income per share of Class A common stock, the undistributed earnings are equal to net income for that computation.

In the years ended December 31, 2014 and 2016, the net income per share amounts are the same for Class A
and Class B common stock and Class C capital stock because the holders of each class are entitled to equal per share
dividends or distributions in liquidation in accordance with the Amended and Restated Certificate of incorporation of
Alphabet Inc.

In the year ended December 31, 2015, the Class C Adjustment Payment was aflocated to the numerator for
calculating netincome pershare of Class C capital stock from netincome available to all stockholders and the remaining
undistributed eamings were allocated on a pro rata basis to Class A and Class B common stock and Class C capital
stock based on the number of shares used in the per share computation for each class of stock. The weighted-average
share impact of the Class C Adjustment Payment is inciuded in the denominator of both basic and diluted net income
per share computations for the year ended December 31, 2015.

The following table sets forth the computation of basic and diluted net income per share of Class A ard Class B
common stock and Class C capital stock (in millions, except share amounts which are reflected in thousands and per
share amounts):

71



273

Table of Contents Alphabet inc.

Year Ended December 31,
2014
Class A Class B Class C

17003

078 818
42 258
§ 49 08T

5 used in par share computatic
Basic net income per share:

282,877 64,928 338,130

8200558, 2048

§ 5700 § 1107 $§ 6813
I'of conversion‘of Clags B'to Class A'shares 0 107 g i 0

(18 20

1089 °§ 6,833

42 258

! Raalloeatin of undist oI 1)
Reallocation of undistrs (1) 1

Vi Doesrs s s 254"
TR ETE U B4928 1838130,

0 0

342,377 54,928 344,693

$ 1982 §

Continuing operations ig.éz $ 19.82
 Diggont prglions. - e A . : e 075 078008
Diluted net income per share $ 2057 $ 20.57 § 20.57
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Year Ended December 31,
2015
Class A Class B Class C

et incoime per share: .

N ﬁmerator

Xdjustment P : e e 0 s 622
ion of 9! $ 6695 $§ 1196 § 7,935
| gy e i 006,805 81 011968 0 B8 45T

Denominator
|1 Numbey of shares used
Basic net income per share

280,840 51745 1 343,040
$ 2311 § 2311 § 2463

$ 6,695 $ 1,196 § 7,935

Allocation of

 Redliocation of ndistributed’ ] sioh of Class B to Class A shares. 1486 g 0
Reallocation of undistributed earnings (39) (14)

4182 %

260640 4745 1 343041

Weighted—average effect of di(uiivé securities
A e

Conversion of Class B to Class A common sharés dutstanding

stricte i contingantly: issuable shares’

51,745
~2:395

Number df shai s‘u‘sed ‘pE!’ shéré cnmputatyion‘
‘Dilited niet inc ! Sl -
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Year Ended December 31,
2016
Class A Class B Class C

-Basic net incorm
Numerator

8382 gea T gel

Y94317 Vo AeEEe
3 mw s mw

amings for basic camputation 0 Ly eamoy 3B s a2

s in équity method investments and subsidiaries\ 9) 2) (10)

: Kok of r diluted : B3}y T s 9752

Reallocation of undistributed as a resuit of of Class B to Class A shares 1,382 0 0

< Redliocation of undistribited wamings ™ s S s " (94) @y

 Allocation of undisteibuted eamings 9611 1,361 9,846
sminsior s ‘ T

Numbevofs'hare‘s used in basic computation 294,217 48,859 344,702
Weightéid-average effect of dililive secilrifies : S i

S4B 10 Class A comprion shares oilstanding: . o i iaBESY i "o

Résiric!ed stock uﬁits and other contingéhily issuable sha;és“ 2,055

‘Number of §hafes ised in pér Share computation "

Diluted net income per share

2785 § 2788

Note 12. Stockholders’ Equity
Convertible Preferred Stock

Qur board of directors has authorized 100 million shares of convertibie preferred stock, $0.001 par value, issuable
in series. As of December 31, 2015 and 2016, there were no shares issued or outstanding.

Class A and Class B Common Stock and Class C Capital Stock

Qur board of directors has authorized three classes of stock, Class A and Class B common stock, and Class C
capital stock. The rights of the holders of each class of our common and capital stock are identical, except with respect
to voting. Each share of Class A common stock is entitied to one vote per share. Each share of Class B common stock
is entitled to 10 votes per share. Class C capital stock has no voting rights, except as required by applicable law.
Shares of Class B common stock may be converted at any time at the option of the stockholder and automatically
convert upon sale or transfer to Class A common stock.

Stock Plans

Under our 2012 Stock Plan, RSUs or stock options may be granted. An RSU award is an agreement to issue
shares of our publicly traded stock at the time the award vests. Incentive and non-qualified stock options, or rights to
purchase common stock, are generally granted for a term of 10 years. Options and RSUs granted to participants under
the 2012 Stock Plan generally vest over four years contingent upon employment or service with us on the vesting date.

As of December 31, 2016, there were 26,206,647 shares of stock reserved for future issuance under our Stock
Plan,
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Stock-Based Compensation

The foliowing table presents our aggregate stock-based compensation expense by type of costs and expenses
per the Consolidated Statements of income (in miliions):

Year Ended December 31,

2014 2015 2016

| i o 0 0
Total stock-based compensation expense $ 4279 $ 5253 § 6,871

For the years ended December 31, 2014, 2015, and 2016, we recognized tax benefits on total stock-based
compensation expense from continuing operations of $867 million, $1,133 million, and $1,465 million, respectively,
and from discontinued operations of $30 million, $0 million and $0 miifion, respectively. In addition, as a result of the
Tax Court ruting in Altera Corp. v. Commissioner, we have recorded a tax benefit of $522 million and $690 million
related to 2015 and 2016 stock-based compensation expense, respectively, that will be subject to reimbursement o
cost share payments if the tax court's opinion is sustained. Refer to Note 14 for more detaif regarding the Altera case.

Total direct tax benefit realized, including excess tax benefits, from stock-based awards vested or exercised
duning the years ended December 31, 2014, 2015, and 2016, was $1,356 million, $1,544 miltion, and $2,137 miltion,
respectively. These amounts do not include the indirect effects of stock-based awards, which primarily refate to the
research and development tax credit.

Of the total stock-based compensation expense from continuing operations recognized in the years ended
December 31,2014, 2015, and 2016, $0 mitlion, $50 miltion, and $168 million, respectively, was associated with awards
expected to be ultimately settled in cash. Awards which we expect to be uitimately settled in cash are classified as
liabilities in our Consolidated Balance Sheets.

Beginning January 1, 2016, we account for forfeitures as they occur, rather than estimate expected forfeitures.
The net cumulative effect of this change was recognized as a $133 million reduction to retained earnings as of January
1, 2016.

Stock-Based Award Activities

The foliowing table summarizes the activities for our unvested restricted stock units (RSUs) for the year ended
December 31, 2016:

Unvested Restricted Stock Units

Weighted-

Average

Number of Grant-Date

Shares Fair Value
Unvested as of December 31, 2015 25741,186 $ 531.74
CoaGrantedt: L TR R e R 451500.900° 8T L 74389
Vested ‘ ) ) (12,002,071) $ 532.87
i f‘i‘; ;ei_ L . f : V e :.\;‘: ST S 7(1'8‘9 60)1,55“ 1 562.03
Unvested as of December 31, 2016 25,348,955 % 624.92

The weighted-average grant-date fair value of RSUs granted during the years ended December 31, 2014 and
2015, was $573.71 and $546.46, respectively, Total fair vaiue as of the respective vesting dates of RSUs vested during
the years ended December 31, 2014, 2015 and 2016 was $6.0 billion, $6.9 billion, and $9.0 billion, respectively.

As of December 31, 2016, there was $14.6 biflion of unrecognized compensation cost related to unvested
employee RSUs. This amount is expected to be recognized over a weighted-average period of 2.7 years.

As of December 31, 2016, we had 3.3 million stock options outstanding and exercisabie, and $2 mifion of
unrecognized compensation cost related to unvested stock options. During the years ended December 31,2014, 2015,
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and 2016, the amount of cash received from the exercise of stock options was $465 miliion, $393 miltion, and $298
million, respectively.

Share Repurchases

In October2015, the board of directors of Alphabet authorized the company to repurchase up to $5,099,019,513.59
of its Class C capital stock, commencing in the fourth quarter of 2015. In January 20186, the board of directors of
Alphabet authorized the company to repurchase an additional amount of approximately 514 thousand shares. The
repurchases were executed, subject to general business and market conditions and other investment opportunities,
through open market purchases or privately negotiated transactions, including through the use of 10b5-1 plans. During
2016, we repurchased and subsequently retired approximately 5.2 million shares of Alphabet Class C capital stock
for an aggregate amount of approximately $3.7 billion. We compieted all authorized share repurchases under this
repurchase program as of June 30, 2016.

in October 2016, the board of directors of Alphabet authorized the company to repurchase up to $7,019,340,976.83
of its Class C capital stock. The repurchases are expected to be executed from time to time, subject to general business
and market conditions and other investment opportunities, through open market purchases or privately negotiated
transactions, including through Rule 10b5-1 plans. No shares were repurchased in 2016 under this program.

Note 13. 401(k) Pians

We have two 401({k) Savings Plans {401(k} Plans) that qualify as deferred salary arrangements under Section 401
(k} of the Internal Revenue Code. Under these 401(k) Plans, matching contnbutions are based upon the amount of
the employees’ contributions subject to certain limitations. We contributed approximately $259 million, $309 million,
and $385 million for the years ended December 31, 2014, 2015, and 2016.

Note 14. Income Taxes

Income from continuing operations before income taxes included income from domestic operations of $8,894
million, $8,271 million, and $12,020 million for the years ended December 31, 2014, 2015, and 2016, and income from
foreign operations of $8,365 million, $11,380 miflion, and $12,130 million for the years ended December 31, 2014,
2015, and 2016.

The provision for income taxes consists of the following ({in millions):

Year Ended December 31,
2014 2015 2016

T2716 $ 323 5 3,520

TUURe4T 3561 Lo 47092

198y
(43)
. an

(258)
TR

50)
(120)
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The reconciliation of federal statutory income tax rate to our effective income tax rate is as follows:

Year Ended December 31,

214 2015 2016
edaral miaxrale e BO0% - 350%  BO%
Foreign rate differential ‘ (12.2)% (13.4)% (11.0)%
‘Federal teseareh credit e o (1:8)% 21)% (2:0)%

Stock-based compensation expéhse 0.1% 03 %
Otherad ents O — N s 0% ‘:0(3;0)?\
Effective tax rate 211 % 16.8 %

We adopted ASU 2016-09 on January 1, 2016, which requires the excess tax benefits or deficiencies to be
reflected in the Consolidated Statements of income as a component of the provision for income taxes whereas they
previously were recognized in equity. Total excess tax benefits recognized in 2016 was $1.0 biifion.

Our effective tax rate is impacted by eamings realized in foreign jurisdictions with statutory tax rates lower than
the federal statutory tax rate. Substantially all of the income from foreign operations was earned by an Irish subsidiary.

As of December 31, 2016, we have not recognized deferred U.S. income taxes and foreign withholding taxes on
a cumulative total of $60.7 billion of undistributed eamings and other basis differences in our foreign subsidiaries, We
intend to indefinitely reinvest those eamings and other basis differences in operations outside the U.S. If such earnings
and other basis differences in our investment foreign subsidiaries were to be repatriated in the future, they wouid be
subject to U.S. income taxes and applicable non-U.S. income and withholding taxes. Determining the unrecognized
deferred tax liability related to such investments in foreign subsidiaries that are indefinitely reinvested is not practicable.

On July 27, 2015, the United States Tax Court, in an opinion in Altera Corp. v. Commissioner, invalidated the
portion of the Treasury regulations issued under IRC Section 482 requiring related-party participants in a cost sharing
arrangement to share stock-based compensation costs. The U.S. Tax Court issued the final decision on December
28, 2015. The IRS served a Notice of Appeal on February 22, 2016. At this time, the U.S. Treasury has not withdrawn
the requirement to include stock-based compensation from its regulations. We have evaluated the opinion and continue
to record a tax benefit in 2016 related to reimbursement of cost share payments for the previously shared stock-based
compensation costs. In addition, we continue to record a tax liability for the U.S. tax cost of potential repatriation of
the associated contingent foreign eamings because at this time we cannot reasonably conclude that the Company
has the ability and the intent to indefinitely reinvest these contingent earnings. The net impact to our consolidated
financial statements is not material. We will continue to monitor developments related to the case and the potential
impact on our consolidated financial statements.
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Deferred Income Taxes

Deferred income taxes reflect the net effects of temporary differences between the carrying amounts of assets
and fiabilities for financial reporting purposes and the amounts used for income tax purposes. Significant components
of our deferred tax assets and liabilities are as follows (in miflions):

As of December 31,
2015 2016

s 5343 574

Deferred tax liabiliies:
. Depreciatio s
identified intangibles
- Renewable‘energy investr

Foreign earnings '

e

As of December 31, 2016, our federal and state net operating loss carryforwards for income tax purposes were
approximately $592 million and $681 miltion. If not utilized, the federal net operating loss carryforwards will begin to
expire in 2021 and the state net operating loss carryforwards will begin to expire in 2017. itis more likely than not that
our state net operating loss carryforwards will not be realized, therefore, we have recorded a valuation aliowance
against them. The net operating loss carryforwards are subject to various annual limitations under the tax laws of the
different jurisdictions. Our foreign net operating loss carryforwards for income tax purposes were $304 million that will
begin to expire in 2022,

As of December 31, 2016, our California research and development credit carryforwards for income tax purposes
were approximately $1,515 miliion that can be carried over indefinitely. We believe the state tax credit is not likely to
be realized. Our foreign tax credit carryforwards for income tax purposes were approximately $166 miltion that will
start to expire in 2025. We believe it is more likely than not that ail of the foreign tax credit wili be reaiized.

As of December 31, 2016, we maintained a vaiuation allowance with respect to certain of our deferred tax assets
relating primarily to investment losses that are capital in nature, California deferred tax assets, and certain foreign net
operating losses that we believe are not fikely to be realized. We established a deferred tax asset for the book-to-tax
basis difference in our investments in Arris shares received from the sale of the Motorola Home business to Arris in
2013. Since any future losses to be recognized upon the sale of Arris shares will be capital losses, a valuation aliowance
has been recorded against this deferred tax asset to the extent such deferred tax asset is not fikely to be covered by
capital gains generated as of 2016. We reassess the valuation allowance quarterly and if future evidence allows for a
partial or full release of the valuation aliowance, a tax benefit will be recorded accordingly.

As aresult of the Altera opinion, we have recognized a deferred tax asset of $4.4 billion and a deferred tax liability
of $4.4 billion. Refer to above for more details on the Altera case.
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Uncertain Tax Positions

The foliowing table summarizes the activity related to our gross unrecognized tax benefits from January 1, 2014
{o December 31, 2016 ({in millions):

2014 2015 2016
ToE02 § 32943 ater
66 224 899
; Slated ; a4y “78) {157y
Decreases related to seftiement with tax authorities {1 27)
~Inicres ! ant year ns 77 Z
Ending gross unrecognized tax benefits $ 3294 $

The total amount of gross unrecognized tax benefits was $3,294 miltion, $4,167 million, and $5,393 mitlion as of
December 31, 2014, 2015, and 2016, respectively, of which, $2,909 million, $3,614 million, and $4,258 million if
recognized, would affect our effective tax rate.

As of December 31, 2015 and 2016, we had accrued $348 million and $493 mitlion in interest and penalities in
provision for income taxes.

We file income tax retumns in the U.S. federat jurisdiction and in many state and foreign jurisdictions, our two
maijor tax jurisdictions are the U.S. federal and ireland. We are subject to the continuous examination of our income
tax retums by the {RS and other tax authorities. The RS completed its examination through our 2006 tax years; all
issues have been concluded except for one which is currently under review in Tax Court. The IRS is currently examining
our 2007 through 2012 tax returns. We have also received tax assessments in multiple foreign jurisdictions asserting
transfer pricing adjustments or permanent establishment. We continue to defend any and all such claims as presented.

Our 2013, 2014, 2015, and 2016 tax years remain subject to examination by the IRS for U.S. federal tax purposes,
and our 2011 through 2015 tax years remain subject to examination by the appropriate governmental agencies for
Irish tax purposes. There are other ongoing audits in various other jurisdictions that are not material to our financial
statements.

We regularly assess the likelihood of adverse outcomes resulting from these examinations to determine the
adequacy of our provision for income taxes. We continue to monitor the progress of ongoing discussions with tax
authorities and the impact, if any, of the expected expiration of the statute of limitations in various taxing jurisdictions.

We believe that an adequate provision has been made for any adjustments that may resuit from tax examinations.
However, the outcome of tax audits cannot be predicted with certainty. If any issues addressed in our tax audits are
resolved in a manner not consistent with management's expectations, we could be required to adjust our provision for
income taxes in the period such resolution occurs. Although the timing of resolution, settlement, closure of audits is
not certain, it is reasonably possible that certain U.S. federat and non-U.S. tax audits may be conciuded within the
next 12 months, which could significantly increase or decrease the balance of our gross unrecognized tax benefits.

We estimate that our unrecognized tax benefits as of December 31, 2016 could possibly decrease by
approximately $200 million to $700 million in the next 12 months. Positions that may be resotved include various U.S.
and non-U.S. matters.

Note 15. Information about Segments and Geographic Areas

We operate our business in multiple operating segments. Google is our only reportable segment. None of our
other segments meet the quantitative thresholds to qualify as reportable segments; therefore, the other operating
segments are combined and disclosed below as Other Bets.

Our reported segments are described below:

+ Google — Google includes our main internet products such as Search, Ads, Commerce, Maps, YouTube,
Google Cloud, Android, Chrome, and Google Play as well as our hardware initiatives. Our technical
infrastructure and some newer efforts like virtual reality are also included in Google, Google generates revenues
primarily from advertising, sales of digital content, apps and cloud offerings, and sales of hardware products.

+ Other Bets — Other Bets is a combination of muitiple operating segments that are not individually materiai,
Other Bets inciudes businesses such as Access, Calico, CapitalG, GV, Nest, Verily, Waymo, and X. Revenues
from the Other Bets are derived primarily through the sales of internet and TV services through Google Fiber,
sales of Nest products and services, and licensing and R&D services through Verily.
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Revenue, costofrevenue, and operating expenses are generally directly attributed to our segments. Inter-segment
revenues are not presented separately, as these amounts are immaterial. Our Chief Operating Decision Maker does
not evaluate operating segments using asset information. Prior period segment information has been recast to conform
to the current period segment presentation.

Information about segments during the periods presented were as follows {in millions);

Year Ended December 31,
2014 2015 2016

74544 §

65674 § 80,463

90,272

66,001 § 74989 §
Year Ended December 31,

2014 2015 2016

$ 18965 § 23319 § 27,802

_ Other C1893) o (3se) . T(3ETE)
Reconciling items(® (576) (503) (598)
: me from operatians : R 3 360 23716

Reconciling items ére pﬁfnanly related to corborate administrative costs and other miscelianeous items that are not affocated
to individual segments,

Year Ended December 31,
2014 2015 2016

11178 § 8868 § 9417
Reconciling items®® S ‘ S (660) 232 (590)
ool I ; e A

) 2 g e ‘ Loy $.0.11.014. . § 9,850 8 .~ 10212
Reconciling items are related to timing differences of payments as segment capital expenditures are on accrual basis white

{otal capital expenditures shown on the Consolidated Statements of Cash Fiow are on cash basis and other miscellaneou:
differences. For the year ended December 31, 2014, reconciting items included capital expenditures of Motorola Mobile.
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Stock-based compensation {SBC) and depreciation, amortization, and impairment are included in segment
operating income (loss) as betow (in millions):

Year Ended December 31,
2014 201§ 2018

Stock:based compensation: s ST
~ Google : $ 3686 $§ 4610 § 50926
; 338 : 475 ‘ 647
118 130

s 4779

Reconcifing items 53
otal ipe T e e
B entsofCashFiows: . 3 4970 5 5063

@ Reconciling items represent corporate administrative costs that are not allocated to individual segments.

“  For purposes of segment reporting, we define SBC as awards accounted for under FASB ASC Topic 718 that we expect to
settle in stock. SBC for segment reporting does not include expenses related to awards that we expect o ultimately settie in
cash. For the year ended December 31, 2014, amounts exclude SBC from discontinued operations.

©  Reconciling items are primarily related to corporate administrative costs and other miscelfaneous items that are not allocated
toindividual segments. For the year ended December 31, 2014, reconciling items primarily represent depreciation, amortization
and impairment retated to Motorola Mobile,

Revenues by geography are based on the billing addresses of our customers. The following tables set forth
revenues and long-lived assets by geographic area (in millions):

Year Ended December 31,
2014 2015 2018

United States $ 20482 § 34810 $ 42781

£ Uniited Kingdom -+ G L8483 TO0B7 87
Rest of the world 30,036 33,112 39,704

= Total feventis 66,

74989-% 90272

As of As of
December 31, December 31,
2015 2016

Long-lived assets: CasnaiesE
United States 43686 § 47,383
Internationat e ; TEEEERa 13661 14,706

Total fong-lived assets ) § 57347 $ 62,089

Note 16. Subsequent Event

In January 2017, Temasek, a Singapore-based investment company, signed a binding commitment to purchase
a non-controifing interest in Veerily for an aggregate of $800 million in cash. We closed the first tranche of the investment
in February 2017 and anticipate closing the second and final tranche upon completion of certain terms in the second
half of 2017. The fransaction will be accounted for as an equity transaction with no gain or loss recognized.
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ITEM9. CHANGES IN AND DISAGREEMENTS WITH ACCOUNTANTS ON ACCOUNTING AND FINANCIAL
DiSCLOSURE

None.
ITEM SA. CONTROLS AND PROCEDURES

Evaluation of Disclosure Controls and Procedures

Our management, with the participation of our chief executive officer and chief financial officer, evaluated the
effectiveness of our disclosure controls and procedures pursuant to Rule 13a-15 under the Exchange Act, as of the
end of the period covered by this Annuat Report on Form 10-K.

Based on this evaluation, our chief executive officer and chief financial officer conciuded that, as of December
31, 20186, our disclosure controls and procedures are designed at a reasonable assurance level and are effective to
provide reasonable assurance that information we are required to disclose in reports that we file or submit under the
Exchange Act is recorded, processed, summarized, and reported within the time periods specified in the SEC's rules
and forms, and that such information is accumulated and communicated to our management, including our chief
executive officer and chief financial officer, as appropriate, to allow timely decisions regarding required disclosure.

Changes in internai Control over Financial Reporting

There were no changes in our internal control over financial reporting that occurred during the quarter ended
December 31, 2016 that have materially affected, or are reasonably likely to matenially affect, our internai control over
financial reporting.

Management’s Report on internal Control over Financial Reporting

Our management is responsible for establishing and maintaining adequate internal control over financial reporting,
as defined in Rule 13a-15(f) of the Exchange Act. Our management conducted an evaluation of the effectiveness of
our internal control over financial reporting based on the framework in Infernal Control—Integrated Framework issued
by the Committee of Sponsoring Organizations of the Treadway Commission (2013 framework). Based on this
evaluation, management concluded that our internal control over financial reporting was effective as of December 31,
2016. Management reviewed the resuits of its assessment with our Audit Committee. The effectiveness of our internal
control over financial reporting as of December 31, 2016 has been audited by Ernst & Young LLP, an independent
registered public accounting firm, as stated in its report which is included in item 8 of this Annual Report on Form 10-
K.

Limitations on Effectiveness of Controls and Procedures

in designing and evaluating the disclosure controls and procedures, management recognizes that any controls
and procedures, no matter how well designed and operated, can provide only reasonable assurance of achieving the
desired control objectives. In addition, the design of disclosure controls and procedures must reflect the fact that there
are resource constraints and that management is required to apply its judgment in evaluating the benefits of possible
controls and procedures relative to their costs.

ITEM 9B. OTHER INFORMATION

None.
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PART #li
ITEM 10. DIRECTORS, EXECUTIVE OFFICERS AND CORPORATE GOVERNANCE

The information required by this item will be included under the caption “Directors, Executive Officers, and
Corporate Governance” in our Proxy Statement for 2017 Annuat Meeting of Stockholders to be filed with the SEC
within 120 days of the fiscal year ended December 31, 2016 (2017 Proxy Statement) and is incorporated herein by
reference. The information required by this item regarding delinquent filers pursuant to ltem 405 of Regulation S-K will
be included under the caption “Section 16(a) Beneficial Ownership Reporting Compliance” in the 2017 Proxy Statement
and is incorporated herein by reference.

ITEM 11. EXECUTIVE COMPENSATION

The information required by this item will be included under the captions “Director Compensation,” “Executive
Compensation” and “Directors, Executive Officers, and Corporate Governance—Corporate Governance and Board
Matters—Compensation Committee interlocks and Insider Participation” in the 2017 Proxy Statement and is
incorporated herein by reference.

ITEM 12. SECURITY OWNERSHIP OF CERTAIN BENEFICIAL OWNERS AND MANAGEMENT AND
RELATED STOCKHOLDER MATTERS

The information required by this item wilf be included under the captions “Common Stock Ownership of Certain
Beneficial Owners and Management" and “Equity Compensation Plan Information” in 2017 Proxy Statement and is
incorporated herein by reference.

ITEM13. CERTAIN RELATIONSHIPS AND RELATED TRANSACTIONS, AND DIRECTOR INDEPENDENCE

The information required by this item will be inciuded under the captions “Certain Relationships and Retated
Transactions” and “Directors, Executive Officers, and Corporate Governance—Corporate Governance and Board
Matters—Director independence” in the 2017 Proxy Statement and is incorporated herein by reference.

ITEM 14. PRINCIPAL ACCOUNTANT FEES AND SERVICES

The information required by this item will be included under the caption “Independent Registered Public Accounting
Firm" in the 2017 Proxy Statement and is incorporated herein by reference.
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fTEM 15, EXHIBITS, FINANCIAL STATEMENT SCHEDULES

{a) We have filed the following documents as part of this Annuat Report on Form 10-K:
1.¢ lidated Fi e

Reports of Ernst & Young LLP, Independent Registered Public Accounting Firm 40

Financial Statements:
Consolidated Balance Sheets 42
Consolidated Statements of Income 43
Consolidated Statements of Comprehensive income 44
Consolidated Statements of Stockholders’ Equity 45
Consolidated Statements of Cash Flows 48
Notes to Consolidated Financial Statements 47

2. Fi ial O ¢t Snhadil

Schedule ii: Valuation and Qualifying Accounts

The table below details the activity of the allowance for doubtful accounts and sales credits for the three years
ended December 31, 2016 (in millions):

Balance at

Beginning of Balance at
Year Additions Usage End of Year

(n milions)

83 : 409 - (1646) 8 25,

) 225 M$‘ 579 § (508‘) $ o 298

2968 0 9428 @ry’s 467

1,2015
- 2016

Ye

Note:  Additions to the for doubtful are charged to expense. Additions to the aflowance for sales credits are charged against
revenues. For the year ended December 31, 2014, additions included the impact from the Motorola acquisition and usage included the
impact from the sale of Motorola Mobile business.

Al other schedules have been omitted because they are not required, not applicable, or the required information
is otherwise included.

3. Exhibits
See the Exhibit Index immediately following the signature page of this Annual Report on Form 10-K.

84



286

Table of Contents Alphabet inc.

SIGNATURES

Pursuant to the requirements of Section 13 or 15(d) of the Securities Exchange Act of 1934, the registrant has
duly caused this Annual Report on Form 10-K to be signed on its behalf by the undersigned, thereunto duly authorized.

Date: February 2, 2017

ALPHABET INC.
By: /s! LARRY PAGE
Larry Page
Chief Executive Officer

{Principai Executive Officer of the Registrant}

POWER OF ATTORNEY

KNOWALL PERSONS BY THESE PRESENTS, that each person whose signature appears below constitutes
and appoints Larry Page and Ruth M. Porat, jointly and severally, his or her attorney-in-fact, with the power of
substitution, for him or her in any and all capacities, to sign any amendments to this Annual Report on Form 10-K and
to file the same, with exhibits thereto and other documents in connection therewith, with the Securities and Exchange
Commission, hereby ratifying and confirming all that each of said attorneys-in-fact, or his or her substitute or substitutes,
may do or cause to be done by virtue hereof.

Pursuant to the requirements of the Securities Exchange Act of 1934, this Annual Report on Form 10-K has been
signed below by the following persons on behalf of the Registrant and in the capacities and on the dates indicated.
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Signature Title Date
Chief Executive Officer, Co-Founder and
/s!  LARRY PAGE Director {Principal Executive Officer) February 2, 2017
Larry Page

Senior Vice President and Chief Financial
/s! RUTH M. PORAT Officer (Principal Financial Officer) February 2, 2017

Ruth M. Porat

Vice President, Corporate Controiler, and
Chief Accounting Officer (Principal
Isi JAMES G. CAMPBELL Accounting Officer) February 2, 2017

James G. Campbel!

Executive Chairman of the Board of
/s/  ERic E. SCHMIDT Directors February 2, 2017

Eric E. Schmidt

/s/ SERGEY BRIN President, Co-Founder, and Director February 2, 2017
Sergey Brin
/s! L. JOHN DOERR Director February 2, 2017
L. John Doerr
/s/  ROGER W. FERGUSON, JR. Director February 2, 2017
Roger W, Ferguson, Jr.
/s/ DiANE B. GREENE Director February 2, 2017
Diane B. Greene
s/ JOHN L. HENNESSY Director February 2, 2017
John L. Hennessy
/s/  ANN MATHER Director February 2, 2017
Ann Mather
/sl ALAN R. MuLaLLY Director February 2, 2017
Alan R. Mulally
18/ PAUL S. OTELLIN Director February 2, 2017
Paui 8. Otetlini
/s K. RAM SHRIRAM Director February 2, 2017

K. Ram Shriram

/8! SHIRLEY M. TILGHMAN Director February 2, 2017

Shirley M. Tilghman
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Exhibit
Number

EXHIBIT INDEX

Description

Alphabet inc.

Incorporated by reference herein

Form

Date

2.0

4.08

4.09

4.11

412

413

10.01

10.02 *

10.03 *

Agreement and Plan of Merger, dated
October 2, 2015, by and among Googte
:nc., the Registrant and Maple Technologies
nc.

Amended and Restated Certificate of
Incorporation of the Registrant, dated
October 2, 2015

Amended and Restated Bylaws of the
Registrant, dated October 2, 2015

Specimen Class A Common Stock
certificate

Specimen Class C Capital Stock certificate
Alphabet inc. Deferred Compensation Pian

Transfer Restriction Agreement, dated
October 2, 2015, between the Registrant
and Larry Page and certain of his affiliates

Transfer Restriction Agreement, dated
October 2, 2015, between the Registrant
and Sergey Brin and certain of his affiliates

Transfer Restriction Agreement, dated
October 2, 2015, between the Registrant
and Eric E. Schmidt and certain of its
affiliates

Class C Undertaking, dated October 2,
2015, executed by the Registrant

indenture, dated February 12, 2016,
between the Registrant and The Bank of
New York Mellon Trust Company, N.A,, as
Trustee

Registrant Registration Rights Agreement
dated December 14, 2015

First Supplementat Indenture, dated Apni
27, 2016, between the Registrant and The
Bank of New York Melion Trust Company,
N.A,, as trustee

Form of the Registrant's 3.625% Notes due
2021 {inciuded in Exhibit 4.10)

Form of the Registrant's 3.375% Notes due
2024 (inciuded in Exhibit 4.10)

Form of the Registrant's 1.998% Note due
2026

Form of Indemnification Agreement entered
into between the Registrant, its affiliates
and its directors and officers

Letter Agreement, dated June 22, 2016,

between Roger W. Ferguson, Jr. and the

Registrant

Offer Letter, dated March 20, 2015,

between Ruth Porat and Google Inc., as

ggﬁumed by the Registrant on October 2,
5

Current Report on Form 8-K
(Fite No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(Fite No. 001-37580)

Current Report on Form 8-K
(Fite No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(Fite No. 001-37580)

Current Report on Form 8-K
{File No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Registration Statement on
Form S-3 (File No.
333-209510)

Registration Statement on
Form S-3 (File No.
333-209518)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(Fite No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(File No. 001-37580)

Current Report on Form 8-K
(File No. 001-36380)

October 2, 2015

October 2, 2015

October 2, 2015
October 2, 2015
Qctober 2, 2015
October 2, 2015

Qctober 2, 2015

October 2, 2015

QOctober 2, 2015

October 2, 2015

February 12, 2016

February 12, 2016

April 27, 2016

August 8, 2016

October 2, 2015

June 28, 2016

March 26, 2015
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Alphabet inc.

Incorporated by reference herein

Exhibit
Number Description Form Date
10.04 + Compensation Plan Agreement, dated Current Report on Form 8-K October 2, 2015
Qctober 2, 2015, between Google Inc. and  (File No. 001-37580)
the Registrant
10.05 # Director Arrangements Agreement, dated Current Report on Form 8-K October 2, 2015
October 2, 2015, between Google Inc. and  (File No. 001-37580)
the Registrant
10.086 4 Alphabet Inc. Deferred Compensation Plan  Curment Report on Form 8-K October 2, 2015
{File No. 001-37580})
10.07 * Google inc. 2004 Stock Plan, as amended  Current Report on Form 8-K June 7, 2011
(File No. 000-50726)
10.07.1 # Google Inc. 2004 Stock Plan - Form of Annual Report on Form 10-K March 30, 2005
Google Stock Option Agreement {File No. 000-507286)
10.07.2 % Google Inc. 2004 Stock Plan - Form of Annual Report on Form 10-K March 30, 2005
Google Restricted Stock Unit Agreement (Fite No. 000-50726)
10.07.3  # Google Inc. 2004 Stock Plan - Amendment  Registration Statement on April 20, 2007
to Stock Option Agreements Form S-3 (File No.
333-142243)
10.08 4 Alphabet inc. 2012 Stock Plan Current Report on Form 8-K June 10, 2016
(File No. 001-37580)
10.08.1 + Amendment to the Alphabet Inc. 2012 Stock Quarterly Report on Form 10-Q November 3,
Pian (File No. 001-37580) 2016
10.08.2 4 Alphabet inc. 2012 Stock Ptan - Form of Quarterly Report on Form 10-Q November 3,
Alphabet Restricted Stock Unit Agreement  {File No. 001-37580) 2016
10.08 4 Motorota Mobility Holdings, Inc. 2011 Registration Statement on May 24, 2012
Incentive Compensation Plan Form S-8 {File No.
333-181661}
10.10 ¢ AdMob, Inc. 2006 Stock Plan and UK Sub-  Registration Statement on June 9, 2010
Pian of the AdMob, Inc. 2006 Stock Plan Form S-8 filed {File No.
333-167411)
10.11 4 Apigee Corporation 2015 Equity Incentive Registration Statement on November 10,
Plan Form S-8 {File No. 2016
333-214573)
10.11.1 + Apigee Corporation 2015 Equity Incentive Registration Statement on November 10,
Plan - Form of Restricted Stock Unit Form S-8 {File No. 2016
Agreement 333-214573)
10.12 4 Apigee Corporation 2005 Stock Incentive Registration Statement on November 10,
Pian Form $-8 (File No. 2016
333-214573)
10.12.1 & Apigee Corporation 2005 Stock Incentive Registration Statement on November 10,
Plan - Form of Restricted Stock Unit Grant Form S-8 {File No. 2016
Notice and Restricted Stock Unit Agreement  333-214573)
12 * Computation of Earnings to Fixed Charge
Ratios
14.01 Code of Conduct of the Registrant effective ~ Current Report on Form 8-K October 2, 2015
as of October 2, 2015 (File No. 001-37580)
21.01 * Subsidiaries of the Registrant
23.01 * Consent of Emst & Young LLP, Independent
Registered Public Accounting Firm
2401 * Power of Attorney (incorporated b

reference to the signature page of this
Annual Report on Form 10-K)
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Number Description Form Date

31.01 *  Certification of Chief Executive Officer

pursuant to Exchange Act Rules 13a-14(a)
and 15d-14{a), as adopted pursuant to
Section 302 of the Sarbanes-Oxley Act of

31.02 * Certification of Chief Financial Officer
pursuant to Exchange Act Rules 13a-14(a)
and 15d-14(a), as adopted pursuant to
Section 302 of the Sarbanes-Oxley Act of
2002

32.01 1 Certifications of Chief Executive Officer and
Chief Financia! Officer pursuant fo
18 U.S.C. Section 1350, as adopted
pursuant to Section 906 of the Sarbanes-

Oxley Act of 2002

101.INS XBRL Instance Document

101.SCH XBRL Taxonomy Extension Schema
Document

101.CAL XBRL Taxonomy Extension Caicutation
Linkbase Document

101.DEF XBRL Taxonomy Extension Definition
Linkbase Document

101.LAB XBRL Taxonomy Extension Labe} Linkbase
Document

101.PRE XBRL Taxonomy Extension Presentation
Linkbase Document

* Indicates management compensatory plan, contract, or arrangement.
* Filed herewith.
1 Furnished herewith.
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COMPUTATION OF RATIO OF EARNINGS TO FIXED CHARGES
Year Ended December 31,
{in miilions, except ratlog) 2012 2013 2014 2015 2016
Pre-tax income from continuing ) }
17,259 § 19,65t § 24,150

operations $ 14,469 $ 15,899 §

348

14702°$ 164578 47566 % 20000 § | 24,573

Estlmaied interest component
included in rent expense

. Total fixed charges
Ratio of earnings to fixed charges
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Exhibit 21.01
SUBSIDIARIES OF THE REGISTRANT

The following is a list of subsidiaries of Alphabet Inc., omitting subsidiaries which, considered in the aggregate as a
single subsidiary, would not constitute a significant subsidiary as of December 31, 2016:

Name of Subsidiary Jurisdiction of Incorporation or Organization
Googte Inc.

Delaware
Google Ireland Holdings treland
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CONSENT OF ERNST & YOUNG LLP, INDEPENDENT REGISTERED PUBLIC ACCOUNTING FIRM

We consent to the incorporation by reference in the following Registration Statements:

(1) Registration Statement (Form S-8 No, 333-207254) pertaining to the Google inc. 2004 Stock Pian, Alphabet
Inc. 2012 Stock Plan, Click Holding Corp. 2005 Stock Incentive Plan, AdMob, inc. 2006 Stock Plan, UK Sub-
Plan of the AdMob, {nc. 2006 Stock Plan, Motorola Mobility Holdings, Inc. 2011 incentive Compensation Plan
and Alphabet inc. Deferred Compensation Plan,

(2) Registration Statement (Form S-3 No. 333-209510) of Alphabet Inc.,
(3) Registration Statement {Form S-8 No, 333-212914)} pertaining to the Alphabet inc. 2012 Stock Plan, and

(4) Registration Statement {Form S-8 No. 333-214573) pertaining to the Apigee Corporation 2015 Equity Incentive
Pian and the Apigee Corporation 2005 Stock Incentive Plan;

of our reports dated February 2, 2017, with respect to the consolidated financial statements and schedule of
Alphabet Inc. and the effectiveness of internal control over financial reporting of Alphabet inc. included in this
Annual Report (Form 10-K) of Alphabet inc. for the year ended December 31, 2016.

/s/ Ernst & Young LLP
San Jose, California
February 2, 2017
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CERTIFICATION OF CHIEF EXECUTIVE OFFICER
PURSUANT TO
EXCHANGE ACT RULES 13a-14{a) AND 15d-14(a),
AS ADOPTED PURSUANT TO
SECTION 302 OF THE SARBANES-OXLEY ACT OF 2002

I, Larry Page, certify that:
1. I have reviewed this Annual Report on Form 10-K of Alphabet Inc.;

2. Based on my knowledge, this report does not contain any untrue statement of a material fact or
omit to state a material fact necessary to make the statements made, in light of the
circumstances under which such statements were made, not misieading with respect to the
period covered by this report;

3. Based on my knowledge, the financial statements, and other financial information included in
this report, fairly present in all material respects the financial condition, results of operations
and cash flows of the registrant as of, and for, the periods presented in this report;

4 The registrant’s other certifying officer and | are responsible for establishing and maintaining
disclosure controls and procedures {as defined in Exchange Act Rules 13a-15(e) and 15d-15
{e)} and internal control over financial reporting (as defined in Exchange Act Rules 13a-15(f)
and 156d-15(f)) for the registrant and have:

(a) Designed such disclosure controls and procedures, or caused such disclosure
controls and procedures to be designed under our supervision, to ensure that
material information relating to the registrant, including its consolidated
subsidiaries, is made known to us by others within those entities, particularly during
the period in which this report is being prepared;

(b} Designed such internal control over financial reporting, or caused such internal
controt over financial reporting to be designed under our supervision, to provide
reasonable assurance regarding the reliability of financial reporting and the
preparation of financial statements for external purposes in accordance with
generally accepted accounting principles;

(©) Evaluated the effectiveness of the registrant’s disclosure controls and procedures
and presented in this report our conclusions about the effectiveness of the
disclosure controls and procedures, as of the end of the period covered by this
report based on such evaluation; and

{(d) Disclosed in this report any change in the registrant's internal control over financial
reporting that occurred during the registrant’s most recent fiscat quarter (the
registrant's fourth fiscal quarter in the case of an annual report} that has matenally
affected, or is reasonably likely to materially affect, the registrant's internal control
over financial reporting; and

5. The registrant’s other certifying officer and | have disclosed, based on our most recent
evaluation of internal control over financial reporting, to the registrant’s auditors and the audit
committee of the registrant’s board of directors {or persons performing the equivalent
functions):

(a) Ali significant deficiencies and material weaknesses in the design or operation of
internal control over financial reporting which are reasonably fikely to adversely
affect the registrant's ability to record, process, summarize and report financial
information; and

(b} Any fraud, whether or not material, that involves management or other employees
who have a significant role in the registrant's internal control over financial
reporting.

Date: February 2, 2017
/s/ LARRY PAGE

Larry Page

Chief Executive Officer
{Principal Executive Officer)
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CERTIFICATION OF CHIEF FINANCIAL OFFICER
PURSUANT TO
EXCHANGE ACT RULES 13a-14(a) AND 15d-14(a),
AS ADOPTED PURSUANT TO
SECTION 302 OF THE SARBANES-OXLEY ACT OF 2002

I, Ruth Porat, certify that:

1.
2.

| have reviewed this Annual Report on Form 10-K of Alphabet inc.;

Based on my knowledge, this report does not contain any untrue statement of a material fact or
omit to state a material fact necessary to make the statements made, in fight of the
circumstances under which such statements were made, not misleading with respect to the
period covered by this report;

Based on my knowiedge, the financial statements, and other financiat information inciuded in
this report, fairly present in all matenal respects the financial condition, results of operations
and cash flows of the registrant as of, and for, the periods presented in this report;

The registrant's other certifying officer and | are responsibie for establishing and maintaining
disclosure controls and procedures {as defined in Exchange Act Rules 13a-15(e} and 15d-15
{e}) and internal control over financial reporting {as defined in Exchange Act Rules 13a-15(f)
and 16d-15(f)) for the registrant and have:

(a) Designed such disclosure controls and procedures, or caused such disclosure
controls and procedures to be designed under our supervision, to ensure that
material information relating to the registrant, including its consolidated
subsidiaries, is made known to us by others within those entities, particularly during
the period in which this report is being prepared;

(b) Designed such internatl control over financiat reporting, or caused such internal
control over financial reporting to be designed under our supervision, to provide
reasonable assurance regarding the reliability of financiat reporting and the
preparation of financial statements for external purposes in accordance with
generatly accepted accounting principles;

{c) Evaluated the effectiveness of the registrant's disclosure controfs and procedures
and presented in this report our conclusions about the effectiveness of the
disclosure controls and procedures, as of the end of the period covered by this
report based on such evaluation; and

{d) Disclosed in this report any change in the registrant’s internal control over financial
reporting that occurred during the registrant’s most recent fiscal quarter (the
registrant’s fourth fiscai quarter in the case of an annual report) that has materially
affected, or is reasonably likely to materially affect, the registrant's internal control
over financial reporting; and

The registrant’s other certifying officer and | have disclosed, based on our most recent

evaluation of internat contro! over financial reporting, to the registrant's auditors and the audit

committee of the registrant’s board of directors {or persons performing the equivalent
functions):

(a) All significant deficiencies and material weaknesses in the design or operation of
internal control over financial reporting which are reasonably likely to adversely
affect the registrant’s ability to record, process, summarize and report financial
information; and

(b) Any fraud, whether or not material, that involves management or other employees
who have a significant role in the registrant’s internal control over financiat
reporting.

Date: February 2, 2017

/s/ RUTH PORAT
Ruth Porat

Senior Vice President and
Chief Financial Officer
{Principal Financiai Officer}
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Exhibit 32.01

CERTIFICATIONS OF CHIEF EXECUTIVE OFFICER AND CHIEF FINANCIAL OFFICER
PURSUANT TO
18 U.S.C. SECTION 1350,
AS ADOPTED PURSUANT TO
SECTION 906 OF THE SARBANES-OXLEY ACT OF 2002

I, Larry Page, certify pursuant to 18 U.S.C. Section 1350, as adopted pursuant to Section 906 of the
Sarbanes-Oxiey Act of 2002, that the Annuat Report on Form 10-K of Alphabet Inc. for the fiscal year ended
December 31, 2016, fully complies with the requirements of Section 13(a) or 15(d) of the Securities Exchange Act
of 1934 and that information contained in such Annual Report on Form 10-K fairly presents, in all material respects,
the financial condition and resuits of operations of Alphabet inc.

Date: February 2, 2017

By: /s/  LARRY PAGE
Name: Larry Page
Title: Chief Executive Officer

{Principal Executive Officer}

1, Ruth Porat, certify pursuant to 18 U.S.C. Section 1350, as adopted pursuant to Section 906 of the
Sarbanes-Oxley Act of 2002, that the Annual Report on Form 10-K of Alphabet Inc. for the fiscal year ended
December 31, 2016, fully complies with the requirements of Section 13(a) or 15(d) of the Securities Exchange Act
of 1934 and that information contained in such Annual Report on Form 10-K fairly presents, in all material respects,
the financial condition and results of operations of Alphabet Inc.

Date: February 2, 2017

By: s/ RUTH PORAT
Name: Ruth Porat
Title: Senior Vice President and Chief Financiai Officer

{Principal Financiai Officer)

The foregoing certifications are not deemed filed with the Securities and Exchange Commission for purposes
of Section 18 of the Securities Exchange Act of 1934, as amended (Exchange Act), and are not to be incorporated
by referance into any filing of Alphabet Inc. under the Securities Act of 1933, as amended, or the Exchange Act,
whether made before or after the date hereof, regardless of any general incorporation language in such filing.
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UNITED STATES
SECURITIES AND EXCHANGE COMMISSION

Washington, D.C. 20549

FORM 10-Q

(Mark One)
QUARTERLY REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE ACT OF 1934
For the quarterly period ended June 30, 2017

or
O TRANSITION REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE ACT OF 1934
For the transition period from to

Commission File Number; 001-35551

FACEBOOK, INC.

(Exact name of registrant as specilied in its charter)

Delaware 20-1665019
(State or other jurisdiction of P ion or izati (LR.S. Employer Identification Number)
1601 Willow Road, Menlo Park, Caiifornia 94025
{(Address of principal executive offices and Zip Code)

{6503 543-4800
(Registrant's telephone number, including ares code)

Indicate by check mark whether the registrani (1} has filed ali reports required to be filed by Section 13 or 15(d) of the Securities Exchange Act of 1934 (Exchange
Act) during the preceding 12 months {or for such shorter period that the registrant was required to file such reports), and (2) has been subject to such fiting
requirements for the past 90 days. Yes [ No O

Indicate by check mark whether the registrant has submitted efectronically and posted on its corporate Web site, if any, every Interactive Data Fite required to be
submitted and posted pursuant to Ruie 405 of Regulation S-T during the preceding 12 months {or for such shorter period shat the registrant was required to submit
and post such files). Yes [ No O

Indicate by check mark whether the registrant is a large i d filer, an i! d filer, a filer, smaller reporting company, or an emerging
growth company. See definition of “farge | d filer,” filer," “smaller reponting company,” and "emerging growth company” in Rule 12b-2 of
the Exchange Act. {Check one):

Large accelerated filer = Accelerated filer [u}
Non-accelerated filer D (Do ot check ifa smalfer reporting company) Smaller reporting company [m]

Emerging growth company
If an emerging growth company, indicate by check mark if the registrant has elected not to use the exiended transition period for complying with any
new or revised financial accounting standards provided pursuant to Section 13(a} of the Exchange Act.
Indicate by check mark whether the registrant is a sheil company (as defined in Rule 12b-2 of the Exchange Act). Yes O No [E
Indicate the number of shares outstanding of each of the issuer's classes of Common Stock, as of the latest practicable date.
Class Number of Skares Outstanding
Class A Common Stock $0.000006 par value 2,370,333,098 shares outstanding as of July 24, 2017
Class B Common Stock $0.000006 par value 533,863,486 shares outstanding as of July 24, 2017
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FACEBOOK, INC.
TABLE OF CONTENTS

Note About Forward-Leoking

Limi

of Key Metrics and Other Data
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NOTE ABOUT FORWARD-LOOKING STATEMENTS

This Quarterly chon on Form 10-Q contains forward-looking statements within the meaning of the Private Securities Litigation Reform Act of 1995. All
statements cantained in this Quarterly Report on Form 10-Q other than staternents of hlS(UﬂCﬂl fact, including sla!ernents regarding our future results of operations
and financial position, our business strategy and plans, and our obj for future are f¢ d-l & The words "helieve,” “may,"
"wifl,” "estimate,” "continue," “anticipate,” "intend," "expect,” and simitar expressions are intended to identify forward-!ookmg statements. We have based these
forward-looking statements largely on our current expectations and projections about future events and trends that we believe may affect our financial condition,
results of operations, business strategy, short: ang fong: business ions and objectives, and financial needs. These forward-looking statements are
subject to a number of risks, uncertainties and assumptions, including those dcscnbed inPart I, Item A, "Risk Factors® in this Quarterty Report on Form 10-Q.
Moreover, we operate in a very competitive and rapidly changing environment. New risks emerge from time 1o time. It is not possible for our management to
predict all risks, nor can we assess the impact of all factors on our business or the extent to which any factor, or combination of factors, may cause actual results to
differ ially from those ined in any forward-looking we may make. In light of thcse risks, uncertainties and assumptions, the future events and
trends discussed in this Quarterly Report on Form 10-Q may not occur and actual results could differ materially and adversely from those anticipated or implied in
the forward-looking statements.

We undertake no obligation to revise or publicly release the resuits of any revision to thesc forward-looking statements, except as required by law. Given
these risks and uncertainties, readers are cautioned not to place undue reliance on such forward-looking statements.

Unless expressly indicated or the context requires otherwise, the terms "Facebook," "company,” "we,” "us," and "our” in this document refer to Facebaok,
Inc., a Delaware corporation, and, where appropriate, its wholly owned subsidiaries. The term "Facebook" may also refer lu our products, regardiess of the manner
in which they are accessed. For references to accessing Facebook on the “web" or via a "website,” such terms refer to accessing Facebook on personal computers.
For references to accessing Facebook on “mobile,” such term refers to accessing Facebook via a mobile ication or via a mobile-optimized version of our
website such as m.facebook.com, whether on a mabile phone or tablet,
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LIMITATIONS OF KEY METRICS AND OTHER DATA

The numbers for our key metrics, which include our daily active users (DAUS), monthly active users (MAUS), and average revenue per user (ARPU), are
calculated using internal company data based on the activity of user accounts. While these numbers are based on what we believe to be reasonable estimates of our
user base for the applicable period of measurement, there are inherent chatlenges in measuring usage of our preducts across large online and mobile populations
around the world. In addition, we are continually secking to improve our estimates of our user base, and such estimates may change due to improvements or
changes in our methodology. In 2016, we estimate that "dupficate” aceounts (an account that a user maintains in addition to his or her principal account) may have

i 6% of our ide MAUS. We also seek to identify "false” accounts, which we divide into two categories: (1) user-misclassified
accounts, where users have created personal profiles for a business, organization, or non-human entity such as a pet (such entities are permitted on Facebook using
a Page rather than a personal profile under our terms of service); and (2) undesirable accounts, which represent user profiles that we determine are intended to be
used for purposes that violate our terms of service, such as spamming. In 2016, for example, we estimate user-misclassified and undesirable accounts may have
represented approximately 1% of our worldwide MAUs, However, these estimaics are based on an internal review of a limited sample of accounts and we apply
significant judgment in making this determination, such as identifying names that appear to be fake or other behavior that appears inauthentic to the reviewers. Our
estimates may change as our methodologies evolve, including through the application of new technologies, which may allow us to identify previousty undetected
false or duplicate accounts and improve our ability to evaluaie a broader population of our users. As such, our estimation of duplicate or false accounts may not
accurately represent the actual number of such accounts.

Our data limitations may atfeet our understanding of certain details of our business. For example, while user-provided data indicates a decline in usage
among younger users, this age data is liable because a disproportis number of our younger users register with an inaccurate age. Accordingly, our
understanding of usage by age group may not be complete.

In addition, our data regarding the geographic location of our users is estimated based on a number of factors, such as the user's IP address and self-
disclosed location, These factors may not always accurately reflect the user's actual location, For example, a user may appear to be accessing Facebook from the
location of the proxy server that the user connects to rather than from the user's actual location. The methodologies used to measure user metrics may also be
susceptible to algorithm or other technieal errors. Our estimates for revenue by user location and revenue by user device are also affected by these factors. For
example, in late 2015, we discovered an error in the algorithm we used to attribute our revenue by user geography. While this issue did not affect our overall
worldwide revenue, it did affect our atiribution of revenue to different geographic regions. The fourth quarter of 2015 revenue by user geography and ARPU
amounts were adjusted to reflect this rectassitication.

We regularly review our processes for calculating these meirics, and from time to time we may discover inaccuraeies in our metrics or make adjustments to
improve their accuracy, including adjustments that may result in the recalculation of our historical metrics. We believe that any such inaccuracies or adjustments
are immaterial uniess otherwise stated. In addition, our DAU and MAU estimates will differ from estimates published by third parties due to differences in
methodology.

The numbers of DAUs and MAUs discussed in this Quarterly Report on Form 10-Q, as well as ARPU, do not include Instagram, WhatsApp, or Oculus
users unless they would otherwise qualify as such users, respectively, based on their other activities on Facebook. In addition, other user engagement metrics
included herein do not include Instagram, WhatsApp, or Oculus unless otherwise specifically stated.

4
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PART }—FINANCIAL INFORMATION
Item 1. Finauncial Statements
FACEBOOK, INC.,
CONDENSED CONSOLIDATED BALANCE SHEETS
(In millions, except for number of shares and par value)
(Unaudited)

June 30, December 31,
2017 2016

Current asset:

8,903
20,546

(Iioﬁ Class A shares authorized, 2,571 mllllnﬂ and“2,3\54 million
shares issued and outstanding, including 2 miilion and 4 million outstanding shares subject to xepurchase, as of
June 30, 2017 and December 31, 2016, respectively; 4,141 million Class B shares authorized, 532 miltion and
538 million shares issued and outstanding, including I million and 2 miition outstanding shares subject to
repurchase, as of June 30, 2017 and December 31, 2016, respectively —_ o
: S S R : = - : Swasm
{703)
< 25670
59,194
64,961
i

Total stockholders' cquity
tlities anid stockholders*equity

Ti843 - §

See Accompanying Notes to Condensed Consolidated Financial Statements.
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FACEBOOK, INC.
CONDENSED CONSOLIDATED STATEMENTS OF INCOME
(In millions, excepi per share amounts)

(Unaudited)
Three Months Ended June 30, Six Months Ended June 30,
2017 1016 2017 2016
: $ 9,321 -8 U7 6436 $00000 17,3530 08 T UIBIE
Cnstsnn exﬁ:nses‘
 Chstofn 1,237 : 917 2,395 188
1,919 1471 3,753 2,814
L4 L) S28 GEELNTR8
640 413 1,205 778
4920 ) 30200 9 e TS

4,401 2,734 7,729 4,743

Income before provision for income taxes

Proy tincome takes

Net income

bl pax';rkg secur ‘=$

Net income attributable to Class A and Class B common
stockholders

Weighted average shares usd to cnﬁpute earnings per share
attributable to Class A and Class B common stockholders;

Markeuﬁg and sales ) IZﬁ
raland @ 2 T : 8
Total share-based compensation expense $ 1,032

See Accompanying Notes to Condensed Consolidated Financial Statements.
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FACEBOOK, INC.
CONDENSED CONSQLIDATED STATEMENTS OF COMPREHENSIVE INCOME
{in miitlions}
(Unaudited)
Three Months Ended June 30, Six Months Ended June 30,
2007 2016 N 2017 2016
Netincome = - G804 0 IR 8 w6959 8 4,021
Other comprehensive income (loss):
£ Change i for rrendy ranshation‘adjustment, net of fax - 2460 ey e 20
Change in pain/loss on available-fc ! and other, net of
tax 27 61
g 41020
s i

See Accompanying Notes to Condensed Consolidated Financial Statements.
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FACEBOOK, INC.
CONDENSED CONSOLIDATED STATEMENTS OF CASH FLOWS
(1 miltions)
(Unaudited)

Six Months Ended June 30,

2017 2016

it dperating activities .. ; ~ ; ~ ‘ R

Net income. s 6959 $ 4,021
1810 roconieile met intone to net GasH provided ty:dperating activitiess i o o s
Depreciation and amortization 1,400 EREY]
Share-bosed ovipussation e "‘ E 85
Deferred income taxes (178)
i 19
25y
(257
4
39
14
114
Jetarred rever 23
Other Liabilities 646
h ! lo@18 7141
@115 @127
(14,137) (9,635)
13,998 S 4,458
1,498 903
@, TR )
33 74
o LB L (6en

Cash flows from financing activities

FeNes pald related 5 e ettlenient of equity award : on
Principal payments on capital lease and other financing obligations - {312y
o & O G e
n 6
aseny 06
123 2
L (EEEyE B
8,903 4,907
6252 a8 5,108

See Accampanying Notes to Condensed Consolidated Financial Statements.
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FACEBOOK, INC.
CONDENSED CONSOLIDATED STATEMENTS OF CASH FLOWS
(In millions)
(Unaudited)

Six Months Ended June 30,
2017 2016

hital cashi flow data
Cash paid during the period for:

terest:

Income taxes, net

id financin . :
Net change in accounts payable, accrued expenses and other current liabilities, and other lab
property and equi it additions

ﬁseﬁ fCla;s‘Acnnimbn stock:

See Accompanying Notes to Condensed Consalidated Financial Statements.
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FACEBOOK, 1
NOTES TO CONDENSED CONSOLIDATED FINANCIAL STATEMENTS
(Unaudited)
Note 1. Summary of Significant Accounting Policies
Basis of Presentation
‘The dited i financial have been prepared in accordance with generally accepted accounting principles
in the United States (GAAP) and i rules and tations of the itics and E e Cs regarding interim financial reporting, Certain

information and note disclosures normally included in the financial statements prepared in accordance with GAAP have been condensed or omitted pursuant to
such rules and regulations. As such, the information included in this quarterly report on Form 10-Q should be read in conjunction with the consolidated financia!
statements and accompanying notes included in our Annual Report on Form 10-K for the fiscal year ended December 31, 2016

The condensed consolidated balance sheet as of December 31, 2016 included herein was derived from the audited financial statements as of that date, but
does not include al} disclosures including notes required by GAAP.

The i financial incude the accounts of Facebook, Inc. and ils wholly owned subsidiaries. All intercompany balances and
transactions have been eliminated.

The i il d idated financial reflect ail normai recunring adjustments necessary to present faitly the financial position,
results of operations, and cash flows for the interim periods, but are not necessarily indicative of the results of operations to be anticipated for the full year ending
December 31, 2017 .

There have been no changes to our signilicani accoun!mg policies described in our Annual Report on Form 10-K for the fiscal year ended December 31,
2016 that have had a material impact on our lidated financial and related notes.

In the fourth quarter of 2016, we elected o early adopt Accounting Standards Update No. 2016-09, Ce ion ~ Stock C ion (Topic 718):
Improvement 1o Employee Share-based Payment Accounting (ASU 2016-09), We were required to reflect any adoption adjustments as of January 1, 2016, the
beginning of the annual period that included the interim period of adoption. As such, our condensed consolidated statements of income and statements of
comprehensive income for the three and six months ended June 30, 2016 and statements of cash flows for the six months ended June 30, 2016 had been adjusted to
reflect the impact of ASU 2016-09 adoption. See “Note 1 y of i A ing Policics” in the notes o our consolidated financial statements in
our Annual Repori on Form 10-K for the fiscal year ended December 31, 2016 for detailed adoption information.

Use of Estimates

Conformity with GAAP requires the use of estimates and judgments that affect the reporied amounts in the idated financini and
accompanying notes. These cstimates form the basis for judgments we make about the carrying values of our assets and labilities, which arc not readily apparent
from other sources. We base our estimates and judgments on historical information and on various other assumptions that we believe are reasonable under the
circumstances. GAAP requires us to make estimates and judgments in several areas, inciuding, but not limited to, those rejated to rcvenue recognition,

ility of accounts i loss i ies, fair value of financial instruments, fair valuc of acquired intangiblc assets and goodwill, useful lives of
intangibie assets and property and equipment, and income taxes. These estimates are based on management's knowledge about current events and expectations
about actions we may undertake in the future, Actual results could differ materially from those estimates,

Recently Issued Accounting Pronouncements

In May 2014, the Financial Accounting Standards Board (FASB) issued Accounting Standards Update No. 2014-09, Revenue from Contracts with
Customers (Topic 606) {ASU 2014-09), which amends the existing accounting standards for revenue recognition. In August 2015, the FASB issued ASU No.
2015-14, Revenue from Contracts with Customers (Topic 606): Deferral of the Effective Date , which delays the effective date of ASU 2014-09 by one year. The
FASB also agreed to aliow entities to choose to adopt the standard as of the original effective date. In March 2016, the FASB issued Accounting Standards Update
No. 2016-08, Revenue from Contracts with Customers (Topic 606): Principal versus Agent Considerations (Reporting Revenue Gross versus Net) (ASU 2016-08)
which clarifies the implementation guidance on principaf versus agent considerations. The guidance includes indicators to assist an entity in determining whether it
controls a specified good or service before it is transferred to the customers. The new standard further requires new disclosures about contracts with customers,
including the significant judgments the registrant has made when applying the guidance. We witl be adopting the new standard effective January 1, 2018, The new

10
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standard also permits two methods of adoption: retrospectively to each prior reporting period (fult ive method), or pecti with the

cumulative effect of initially applying the guidance recognized at the date of initial application (the modified retrospective method). We currently anticipate

adopting the standard using the modified retrospective method. While we are stil! in the process of completing our analysis on the impact this guidance will have
t K and our internaf controls over financial reporting, we do not expect the impact to be material.

on our idated financial related di

In February 2016, the FASB issued Accounting Standards Update No. 2016-02, Leases (Topic §42) (ASU 2016-02), which generally requires companies to
recognize operating and finaocing lease liabilities and corresponding right-of-use assets on the balance sheet. This guidance will be effective for us in the first
quarter of 2019 on a modified retrospective basis and early adoption is permitted. We currently anticipate adopting the new standard effective fanuary 1, 2019.
‘While we continue to evaluate the effect of adopting this guidance on our i financial and refated di we expect our operating leases,
as disclosed in Note 8 —~ Commitments and Contingencies, witl be subject to the new standard. We will recognize right-of-use asscts and operating leasc liabilities
on our consotidated bafance sheets upon adoption, which will increase our total assets and fiabilities.

In January 2017, the FASB issued Accounting Standards Updale No, 2017-01, Business Combinations (Topic 803): Clarifving the Definition of a Business
(ASU 2017-01), which revises the definition of a business and provides new guidance in evatuating when a set of transferred assets and activities is a business.
"This guidance will be effective for us in the {irst quartcr of 2018 on a prospective basis, and early adoption is permitted. We do not expect the standard to have a
material impact on our consolidated financial statements.

In January 2017, the FASB issued Accounting Standards Update No. 2017-04, Intangibles - Govdwill and Other (Topic 350): Simplifying the Test for
Goodwill Impairment (ASU 2017-04), which eliminates step two from the goodwill impainnent test. Under ASU 2017-04, an entity should recognize an
impairment charge for the amount by which the carrying amount of a reporting unit exceeds its fair value up 1o the amount of goodwill atlocated to that reporting
unit. This guidance will be effective for us in the first quarter of 2020 on a prospective basis, and early adoption is permitted. We do not expect the standard to
have a material impact on our consolidated financial statements.

Note 2, Earnings per Share

‘We compute eamnings per share (EPS) of Class A and Class B common stock using the two-class method required for participating securities. We consides
restricted stock awards to be participating securities because holders of such shares have non-forfeitable dividend rights in the event of our declaration of a
dividend for common shares.

Undistributed earnings allocated to participati ities are d from net income in determining net iocome attributable to common stockholders.
Basie EPS is eomputed by dividing net income attributable to common kholders by the weighted ge number of shares of our Class A and Class B
common stock outstanding, adjusted for outstanding shares that are subject to repurchase.

For the caleulation of diluted EPS, net income attributable 1o common stackholders for basic EPS is adjusted by the effect of dilutive sccurities, such as
awards under our equity ion plans and ind awards under separate non-plan restricted stock unit (RSU} award agrecments, In addition, the
computation of the diluted EPS of Class A common stock assumes the conversion of our Class B common stock to Class A common stock, while the diluted EPS
of Class B common stock does not assume the conversion of those shares to Class A common stock. Diluted EPS atir to common ders is d
by dividiog the resulting net income attributable to common stockholders by the weighted-average number of fully diluted common shares outstanding.

Certain RSUs were excluded from the EPS caiculation because the impact woutd be anti-dilutive. Thesc exeluded RSUs were not material for the three and
six months ended June 30, 2017 and 2016 , respectively.

Basic and diluted EPS are the same for each class of common stock becausc they are entitied to the same tiquidation and dividend rights.

1
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The numerators and denominators of the basic and diluted EPS computations for our common stock are calcufated as follows (in millions, except per share
amounts):

‘Three Months Ended June 30, Six Months Ended June 20,
2047 2016 2017 2016
Class A Ciass B Class A Class B Class A Class B Class A Class B

Numerator i
MUY s BTSN S 1286 350 8

it .
Less: Net incame attributable to
articipati rities 4

ighicd average shares
ulstarding o b ;
Less: Shares subject to repurchase

Reatlocation of net income
attributable to participating

Reallocation of net income to Class
B comimon stock

U ¥
Conversion of Class B to Class A
common stock 534 —
Weiihited totdiitve:
Employee stack options
WSt
Shares subject to repurchase
Eamvoutsharp‘sf T

Number of shares used for

diluted EPS computation 542 2,921
“Diluted EFS 5 : $inal3n 8. 0T8T
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Note 3. Cash and Cash Equivaients, and Marketable Sccurities

The fotlowing tabie sets forth the cash and cash equi and ble securities (in

June 30, 2017 December 31, 2016

S Corporate debt segiirities
Total marketable securit

The gross unrealized gains or losses on our marketable securities as of June 30, 2017 and December 31, 2016 were not significant. In addition, the gross
unreatized loss that had been in a continuous loss position for 12 months or longer was not significant as of June 30, 2017 and December 31, 2016 . As of June 30,
2017, we considered the decreases in market vaiue on our marketable securities to be temporary in nature and did not consider any of our investments to be other-
than-temporarily impaired.

The following table classifies our marketabl ities by ities (in mitt

June 30, 2017

©7.739:
21,461
22 :

vt

Due in one {o five years
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Note 4, Fair Value Measurement
The following table summarizes, for assets or liabilities measured at fair vatue, the respective fair vatue and the classification by level of input within the

fair value hierarchy (in mitlions):

Fair Value Measurcment at
Reporting Date Using

Quoted Prices Significant
in Active Other Significant
Markets for Observable Unobservable
Tdentical Assets foputs Enputs
Description June 390, 2017 (Level 1} {Level 2) {Levet )
Cash cquivalerits; oy : e IR .

Money market funds $ 4427 $ 4421 % — § —
Hoverament S gt 25000 ) -

U.S. government agency secu

i “Centificate’of deposils and time deposits
Marketable securities:
SUUHS povertiment securities.

990

Fait Value Measurement at
Reporting Date Using

Quoted Prices Significant
in Active Other Significant
Markets for Observable Unobservable
{dentical Assets Inputs

December 31, 2016 (Level 1 (Level 3)

Murketable sscurities
U.S. government securities

5 w5 s s —

We classify our cash equivalents and marketable securities within Level 1 or Level 2 because we use quoted market prices or altemative pricing sources and
models utilizing market observabie inputs to determine their fair vatue.

We classify our contingent consideration Jiability within Level 2 as the valuation inputs are based on quoted market prices and market observable data.
During the three and six months ended June 30, 2017 , we recognized an increase in the fair value of our contingent consideration Hability of $21 miflion and $105
million, respectively, primarily due to the increase in the fair value of our common stock.

14
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Note 5. Property and Equipment

Property and equip consists of the ing (in

June 30, December 31,
2017 2016

§ - 720§ 696
4,013 3,109
742 LLES3L
6,685
ST
1,991

14,668
(4,040)

10,628 8 ¢

Construction in progress includes costs related to construction of data centers, office buildings, and network equipment infrastructure o support our data
centers around the world. No interest was capitalized during the three and six months ended June 30, 2017 and 2016 .

Nate 6. Goodwilt and Intangible Assets

The changes in the carrying amount of goodwil! for the six months ended June 30, 2017 are as follows (in miltions):

Bulance us of Deeember 31, 2016 8 18,122
2
$ 18,129
Intangibic assets consist of the following (in miliions):
June 30, 2017 Decermber 31, 2016
Weighted-
Average
Remaining,
Useful Lives in  Gross Carrying Accumuiated Net Carrying Gross Carrying Aceumulated Net Carrying
years) Amaunt i Amount Amount I Amount
Acquired users 43 5 2,06 § (826) $ 1230 8 2056 $ (678) § 1,378
équied technotogy. e St meay ey 317 R 413s
Acquired patents 785 “@s1) 324 785 (420) 365
; 2629 S0 279 6297 @93) 336

162 (126) 36 162 (119)

436 e s

Amortization expense of intangible assets was $174 mitlion and $349 million for the three and six months ended June 30, 2017 , respectively, and $193
miflion and $373 miltion for the three and six months ended June 30, 2016, respectively.
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As of June 30, 2017 , expected amortization expense for the unamortized acquired intangible assets for the next five years and thereafter is as fotlows (in
millions):

'I‘he remainder of 2019
2018

619

2020

Thereafter

Note 7. Long-term Debt

In May 2016, we entered into a five -year senior unsecured revolving credit facility that allows us to borrow up to $2.0 billion . Any amounts outstanding
under this facility wilt be due and payable on May 20, 2021. As of fune 30, 2017 , no amounts had been drawn down, and we were in compliance with the
covenants under this facility,

Note 8. Commitments and Contingencies
Commitments
Leases

During the six months ended June 30, 2017, we entered into additional non-cancelable operating Icase agreements, mostly rctated to office buildings. Our
various non-cancelable operating lease agreements for certain of our offices, land, facilities, and data centers have original lease periods expiring between 2017 and
2038 and our total future minimum payments relatcd to these operating leases as of June 30, 2017 was $2.7 billion . We are committed to pay a portion of the
related actual operating expenses under certain of these lease agreements. Certain of these arrangements have free rent periods or escalating rent payment
provisions, and we recagnize rent expense under such arrangements on a straight-fine basis. Operating lease expense was $81 miltion and $156 miltion for the
three and six months ended June 30, 2017 , respectively, and $66 miltion and $129 million for the three and six months ended June 30, 2016 , respectively.

Contingencies

Beginning on May 22, 2412, multiple putative class actions, derivative actions, and individual actions were filed in state and fedcral courts in the United
States and in other jurisdietions against us, our directors, and/or certain of our officers alieging violation of securities faws or breach of fiduciary duties in
connection with our initial public offering {IPO) and secking unspecified damages. We believe these lawsuits are without merit, and we intend to continue to
vigorously defend them. The vast majority of the cases in the United States, along with multiple cases fited against The NASDAQ OMX Group, Inc. and The
Nasdaq Stock Market LLC (collecnvely referred to herein as NASDAQ) alleging technical and other trading-related errors by NASDAQ in connection with our
PO, were ordered for or lidated pre-trial p: dings in the U.S. District Court for the Seuthern District of New York. In a series of
rulings in 2013 and 2014, the court denied our motion to dismiss the consolidated securities class action and granted our motions to dismiss the derivative actions
against our directors and certain of our officers. On July 24, 2015, the court of appeals affirmed the dismissal of the derivative actions. On December 11, 2015, the
court granted plaintiffs' motion for class certification in the consolidated securities action. On Aprit 14, 2017, we filed a motion for summary judgment. Triat is
scheduled to begin on October 23, 2017,

On April 27, 2016, we announced a proposal to create a ncw class of non-voting capital stock {Class C capital stock) and our inention to declare and pay a
dividend of two shares of Class C capxtal stock for each outstandiug share of Class A and Class B common stoek (the Reclassification}. Followmg our
of the ing on April 29, 2016, multiple purported class action lawsuits were filed on behalf of our stockholders in the
Delaware Court of Chancery against s, certain of our board of directors, and Mark Zuckerberg. The lawsuits have been consolidated under the caption /n re
Facebook, Inc. Class C Reclassifi z:atmn Litig. , C.A. No. 12286-VCL, and the consolidated complaint generally a!leges that the defendants bn‘.achEd their fiduciary
duties in jon with the R ion. Among other remedies, these lawsuits seek fo enjoin the jon as well as ified money damages,
costs, and attomeys’ fees. Trial is scheduled to begin on September 26, 2017, We believe that the lawsuits are without merit and intend to vigorously defend
against all claims asserted.
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We are also party to various legal proceedings, claims, and regulatory, tax or government inquiries and investigations that arise in the ordinary course of
business. With respect to these masters, we evaluate the developments on a regular basis and accrue a liability when we believe a loss is probable and the amount
can be reasonably estimated.

We belicve that the amount or estimabic range of reasonably possible or probable loss will not, either individually or in the aggregate, have a material
adverse effect on our business, consolidated financial position, results of operations, or cash Mows. However, the outcome of these matiers is infierently uncertain.
Therefore, if one or more of these matters were resolved against us for amounts in excess of management's expectations, our results of operations and financial
condition, including in a particular reporting period in which any such outcome becomes probable and estimabie, could be materiatly adversely affected.

For information regarding income tax contingencies, see Note 10 ~— Income Taxcs.
Note 8. Stockhoiders' Equity

Reclassification

in April 2016, our board of directors approved the R by d to our restated certificate of incorporation (the New
Certificate) that would, among other things, create a new non-voting Class C capx(a] stock The Class C capital stock will have the same nghts and powers, rank
equally {including as to dividends and distributions, mergers or similar business inati and in ion with any liqui or winding up
of the corporation), share ratably and be identical in all other respects and as to ali matiers to the shares of Class A and Class B common stock, cxcept for voting
rights and as expressly provided in the New Certificate. The New Certificate was approved by our stockholders on June 20, 2016. As of June 30, 2017, the New
Certificate was not yet effective.

As part of the Reclassification, we announced that our board of directors intends to issue two shares of the Class C capital stock as a one-time stock
dividend for each share of Class A and Class B common stock outstanding. The record and payment dates for this dividend will be determined by our board of
directors in its discretion and there can be no assurance as to the timing of such dates. For accounting purpases, we expect this dividend will be treated as a stock
split in the form of a dividend.

Share Repurchase Program

In November 2016, our board of directors authorized 2 $6.0 biition share repurchase program of our Class A common stock, which commenced in 2017 and

does not have an expiration date. The ummg and actual number of shares repurchased depend on a variety of factors, inciuding price, general business and market

it and other i ies, and shares may be repurchased through open market purch or privately i including

through the use of trading plans mtended to qualify under Rule 10b5-1 under the Exchange Act. During the six months ended June 30, 2017 , we repurchased and
subsequently retired approximately 3 million shares of our Class A common stock for an aggregate amount of approximately $408 million .

Share-based Compensation Plans

We maintain two share-based employee compensation plans: the 2012 Equity Incentive Plan (2012 Plan) and the 2005 Stock Plan {colicctively, Stock
Plans). Our 2012 Plan serves as the successor to our 2005 Stock Plan and provides for the issuance of incentive and nonstatutory stock nptxuns restricted stock
awards, stock appreciation rights, RSUs, p shares, and stock bonuses to quatified emp , directors and i awards under the
2005 Stock Plan continue to be subjest to the terms and conditions of the 2005 Stock Plan. Our board nfdxrecmrs approved the amendment and restatement of our
2012 Pian {the Amended 2012 Plan), which was approved by our stockholders and adopted by us in June 2016.

We initially rescrved 25 million shares of our Class A common stock for issuance under our 2012 Plan. Following the date of the contemplated stock
dividend of Class C capital stock described above, if it is declared and paid, the shares reserved and available for issuance under our Amended 2012 Plan will be
shares of the new Class C capital stock, except for shares reserved for awards outstanding immediately prior to the payment of the dividend. The number of shares
reserved for issuance under our Amended 2012 Plan increases aulomatically on January I of each of the calendar years during the term of the Amended 2012 Plon,
which will continue through and including Aprit 2026 unless terminated earlier by our board of directors or a committee thereof, by a number of shares of Class C
capital stock (and prior to the date of the payment of the stock dividend described above, Class A common stock) equal fo the lesser of (i} 2.5% of the total issued
and outstanding shares of our Class A common stock and Class C capital stock as of the immediately preceding December 31st or (i) a number of shares
determined by our board of directors. Qur board of directors elected not to increase the number of shares reserved for issuance in 2017

The following table summarizes the activities of stock option awards under the Stock Plans for the six months ended June 30, 2017 :
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Shares Subject to Options Outstanding

Weighted
Weighted Average
Average Remaining Aggregate
Number of Exercise Contractual Intrinsic
Shares Price Term Value ()
(in thausands) {in years) (in miltions)
Balance as'of December 31,2016 i N 3687 8 778 :
Stock options exercised (2,154 5.67 )
Balance as'of Tu | G : 3533008 Ligs . sor
Stock options exercisable as of June 30, 2017 2749 % 7.38 26§ 395
———

(1} The aggregate intrinsic value is caleulated as the difference between the exercise price of the underlying stock option awards and the officiat closing price of our Class A common stock of
$150.98 , as reported on the NASDAQ Globat Select Market on June 30, 2017

‘The foliowing table summarizes the activities for our unvested RSUs for the six months ended June 30, 2017 :

Unvested RSUs @
Weighted Average Grant Date Fair
Value

Number of Shares

(in thousands)

98,5867 L8299

28,565 ) 14014

i T Yeaeay

Forfeited 9532
Unves ; ‘une i - 9949

(1) Unvested shares include inducemeut awards issued in connection with an acquisition in 2014 and are subject to the terms, restrictions, and conditions of separate non-plan RSU award
agreements,
The fair value as of the respective vesting dates of RSUs that vested during the three and six months ended June 30, 2017 was $1.51 billion and $3.21 biliion
, respectively, and $1.18 billion and $2.63 billion during the three and six months ended June 30, 2016 , respcctively,
As of June 30, 20117, there was $8.78 biliion of d share-based ion expense, of which (i} $8.68 billion was related to RSUs, and (i)

$100 million was related to restricted shares, shares related to our i i jon with that were met in the second quarter of
2016 but are still subject to a service condition, and stock options. This unrecognized compensation expense is expected to be recognized over a weighted-average

period of approximately three years .

Note 10, Income Taxes

Qur tax provision for interim periods is determined using an estimate of our annuat effective tax rate, adjusted for discrete items arising in that quarter. In
each quarter, we update our estimate of the annuat effective tax rate, and if our estimated annual effective tax ratc changes, we make a cumulative adjustment in
that quarter, Our quarterly tax provision and our quarterly estimate of our annual effective tax rate are subject to significant volatility due to scveral factors,
including our ability to accurately predict the proportion of our income (loss) before provision for income taxes in multiple jurisdictions, the tax effects of our
share-based compensation, and the effects of isitions and the & ion of those isiti

Qur 2017 effective tax rate differs from the U.S. statutory rate primarily due to a portion of our income before provision for income faxes being carned in
jurisdictions with tax rates fower than the U.S. statutory rate where we plan to indefinitely reinvest a certain portion of those earnings, as well as the recognition of
excess tax benefits from share-based compensation.

Our gross unrecognized tax benefits were $3.45 billion and $3.31 billion as of June 30, 2017 and December 31, 2016 , respectively. If the gross
unrecognized lax benefits as of June 30, 2017 were realized in a subsequent period, this would result in a tax benefit of $2.68 bitlion within our provision of
income taxes at such time. Our existing tax positions will continue to generate an increase in unrecognized tax benefits in subsequent periods.

In July 2016, we received a Statutory Notice of Deficiency (Notice) from the IRS related to transfer pricing with our foreign subsidiaries in conjunction with
the examination of the 2010 lax year. While the Notice applies only to the 2010 tax year, the IRS states that it wilt also apply its position to tax years subsequent to
2010, which, if the IRS prevails in its position, could resuit in
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an additional federaf tax liability of an d, amount of ap i $3.0 billion to $5.0 biflion in excess of the amounts in our originatly Gled
U.S. return, plus interest and any penalties asserted. We do not agree with the position of the IRS and have filed a petition in the United States Tax Court
chalienging the Notice. We have previ acerued an esti d ized tax benefit i with the guidance in ASC 740 that is lower than the potential

additional federal tax liability of $3.0 billion to $5.0 biltion in excess of the amounts in our originally filed U.S. seturn, plus interest and penalties. If the IRS
prevails in the assessment of additional tax due based on its position, the assessed tax, interest and penalties, if any, conid have a material adverse impact on our
financia! position, results of operations or cash flows. As of June 30, 2017, we have not resolved this matter and proceedings continue in the United States Tax
Court.

We are subject fo taxation in the United States and various other state and foreign jurisdictions. The material jurisdictions in which we are subject to
potential examination include the United States and Irefand. We are inder examination by the Internal Revenue Service (IRS) for our 2011 through 2013 tax years.
Our 2014 and subsequent years remain open to examination by the IRS. Our 2012 and subsequent years remain open to examination in Ireland.

We believe that adequate amounts have been reserved for any adjustments to the provision for income taxes or other tax items that may ultimately result
from these examinations. Although the timing of the resolution, settlement, and closure of any audits is highly uncertain, it is reasonably possible that the balance
of gross unrecognized tax benefits could significantly change in the next 12 months. Given the number of years remaining that are subject to examination, we are
unable to estimate the full range of possible adjustments to the balance of gross unrecognized tax benefits. However, we do not anticipate a significant impact to
such amounts within the next 12 months.

Note 11. Geographical Information
Revenue by geography is based on the bifling address of the marketer or developer. The following tables set forth revenue and property and equipment, net

by geographic area {in miltions):

Three Months Ended June 30,  Six Months Ended June 30,

2017 2016 2017 2016
Reventie: LT T T T
$ 4,048 § 2852 § 7574 § 5361

United States

3t of the wor : e N Do B N T
Tatal revenue 3 9321 % 6436 § 17353 § 11,818

1) No individual country, other than disclosed above, exceeded 10% of our total revenue for any period presented.

June 30, December 31,
2617 2016

erty aind equipment, nat; .
United States 5 6,793
Resioftheorftl Frien 1798
Total property and equipment, ne¢ $ 8,591

(1) No individual cowntry, other than disclosed above, exceeded 10% of our total property and equipment, net for any period presented.
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tem 2. Management’s Discussion and Analysis of Financial Condition and Results of Operations

You should read the fallowing discussion of our financial condition and results of operations in junction with our financial

and the reloted notes included elsewhere in this Quarterly Report on Form 10-Q and with our audited consolidated financial statements included in our Annual
Report on Form 10-K for the year ended December 31, 2016 , as filed with the Securities and Exchange Commission. In addition to our historical condensed
consolidated financial information, the following di: ion comtains forward-looki that reflect our plans, estimates, and beliefs. Our actual results
could differ materially from those di: d in the forward-looki Factors that cotld cause ar contribute fo these differences include those discussed
below and elsewhere in this Quarterly Report on Form 10-Q, particularly in Part Il, Item IA, "Risk Factors.” For a discussion of limitations in the measurement of
certain of our user metrics, see the section entitled "Limitations of Key Meirics and Other Data” in this Quarterly Report on Form 10-Q.

Certain revenue information in the section entitled "—Three and Six Months Ended June 30, 2017 and 2016--Revenue — Foreign Exchange Impact on Revenue”
is presented on a constant currency basis. This information is a non-GAAP financial measure. To calculate revenue on a constant currency basis, we translated
revenue for the three and six months ended June 30, 2017 using the prior year's monthly exchange rates for our settlement currencies other than the U.S. dollar.
This non-GAAP financial measure is not intended to be considered in isolation or as a substitute for, or superior (o, financial information prepared and presented
in accordance with GAAP. This measure may be different from non-GAAP financial measures used by other ies, limiting its Jor ¢ i
purposes. Moreover, presentation of revenue on a constant currency basis is provided for year-over-year comparison purposes, and investors should be cautioned
that the effect of changing foreign currency exchange rates has an actual effect on our operating resulls. We believe this non-GAAP financial measure provides
investors with useful supplemental information about the financial performance of our business, enables comparison of financial results between periods where
certain items may vary independent of business performance, and alfows for greater iransparency with respect fo key metrics used by management in operating
our business.

Executive Overview of Second Quarter Results
Our key user metrics and financial results for the second quarter of 2017 are as follows:

User growth:
«  Daily active users (DAUs) were 1.32 biflion on average for June 2017 , an increase of 17% year-over-year.
*  Monthty active users (MAUs) were 2,01 billion as of June 30, 2017, an increase of 17% year-over-year.

Financial resuits:
*  Revenue was $9.32 biltion , up 45% year-aver-year, and ad revenue was $9.16 billion , up 47% year-over-year.
+  Total costs and expenses were § 4.92 billion .
»  Income from operations was $4.40 biltion .
»  Net income was $3.89 billion with diluted earnings per share of $1.32.
»  Capital expenditures were $ 1.44 billion .
»  Effective tax rate was 13%.
+  Cash and cash equivalents and marketable securities were $35.45 billion as of June 30, 2017 .
s Headcount was 20,658 as of June 30, 2017, an increase of 43% year-over-year.

In the second quarter of 2017 , we announced our new mission, which is to give people the power to build community and bring the warld closer together.
We also continued to focus on our three main revenue growth priorities: (i) helping businesses expand their use of our mobile products, (i) developing innovative
ad products that help businesses get the most of their ad campaigns, and {iii) making our ads more relevant and cffective through our targeting capabilities and
outcome-based measurement.

We continued to invest, based on our roadmap, in: (i) our most developed ecosystem, the Facebook app and platform, as well as video, {ii) driving growth
and building ecosystems around our products and featurcs that already have significant user bases, such as Instagram, Messenger, and WhatsApp, and (iif) long-
term technology initiatives, such as artificial intefligence, connectivity, and virtual and augmented reality, that we believe will further our mission to build
community and bring the world closer together. We intend to continue to invest based on this roadmap, and we expect these investments and our increasingly
global scale will drive significant overall year-over-year expense growih compared to 2016. In addition, we anticipate our expenses in 2017 wili continue 0 grow
as we exeeute on priorities such as (i) hiring top engineering talent, (ii) investing in research and development, content, and sales and marketing efforts, and (iii)
expanding our data center capacity and office facilities to support our growth,
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Trends in Our User Metrics

The numbers for our key metrics, our DAUs, MAUs, and average revenue per user {ARFU), do not include Instagram, WhatsApp, or Oculus users unfess
they would otherwise qualify as such users, respectively, based on their other activities on Facebook. In addition, other user engagement metrics do not include
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Instagram, WhatsApp, or Oculus uness otherwise specifically stated.

Trends in the number of users affect our revenue and financial results by influencing the number of ads we are able to show, the value of our ads to
marketers, the volume of Payments transactions, as well as our expenses and capital expenditures. Substantially all of our daily and monthly active users (as

defined below) access Facebook on mobite devices.

+  Daily Active Users (DAUs) . We define a daily active user as a registered Facebook user who fogged in and visited Facebook through our website or 2
mobile device, or used our Messenger application (and is also a registered Facebook user}, on a given day. Wc view DAUS, and DAUs s a percentagc of

MAUS, as measures of user engagement.
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Worldwide DAUs increased 17% to 1.32 billion on average during June 2017 from 1.13 billion during June 2016 . We experienced growth in DAUSs
across majos markets. including India, Indonesia, and Brazit,

Monthly Active Users (MAUs) . We define a mnmhly active user as a registered Facebeok user who logged in and visited Facebook through our website
or a mobile device, or used our N ion {and is also a regi Facebook user), in the last 30 days as of the date of measurement. MAUs
are a measure of the size of our global active user community.
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As of June 30, 2017 , we had 2.01 billion MAUs, an increase of 17% from June 30, 2016 . Users in India, Indonesia, and Brazil represented key sources
of growth in the second quarter of 2017 , relative to the same period in 2016 .

22




319

Trends in Our Monetization by User Geography

We calculate our revenue by user geography based on our estimate of the geography in which ad impressions are defivered, virtual and digital goods are
purchased, or virtual reality platform devices are shipped. We define ARPU as our total revenue in a given geography during a given quarter, divided by the
average of the number of MAUs in the geography at the beginning and end of the quarter. While ARPU includes all sources of revenue, the number of MAUS used
in this caloulation only includes users of Facebaok and Messenger as described in the definition of MAU above. Revenue from users who are not alsa Facebook or
Messenger MAUs was not material. The geography of our users affects our revenue and financial results because we currently monetize users in different
geographies at different average rates. Our revenue and ARPU in regions such as United States & Canada and Europe are relatively higher primarily due to the size

and maturity of those online and mobite advertising markets. For example, ARPU in the second quarter of 2017 in the United States & Canada region was more
than nine times higher than in the Asia-Pacific region.
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Note: Our revenue by user geography in the charts abave is geographically apportioned based on owr estimation of the geographic Tocation of our users when they perform @ revenue-
generating activity. This allocation differs from our revenue by geography disclosure in our condensed consolidated financial statementy where revenue is geographically apportianed based on
the location of the marketer or developer. In late 2015, we discovered an errar in the algorithm we used ta atiribute owr revenue by user geography. While this issue did ot affect our averall

warldwide revenue, it did affect our attribution of revenue fa different geographic regions. The fourth quarter of 2015 revenue by user geography and ARPU amounis for ail regions were
adjusted io reflect this reclassification.
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During the second quarter of 2017 , worldwidc ARPU was $4.73 , an increase of 24% from the second quarter of 2016 . Over this period, ARPU increased
by 35% in United States & Canada, 33% in Europe, 31% in Rest of World, and 20% in Asia-Pacific. In addition, user growth was more rapid in geographies with
relaiively Jower ARPU, such as Asia-Pacific and Rest of World. We expect that user growth in the future will be primarily concentrated in those regions where
ARPU is retatively lower, such that woridwide ARPU may continue to increase at a slower rate rclative to ARPU in any geographic region, or potentially decrease
even if ARPU increases in each geographic region,
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Components of Results of Operations

Revenue

B Our advertising revenue is d by displaying ad products on Facebook,
(nstag , and third-party a s or mnbxlc apphcauons Marketers | pay for ad producis either directly or thmugh Lhexr relationships with advertising
agencies, bzsed on the number of clicks made by people, the number of actions taken by people, or the number of i ;mpressmns delivered. We recognize revenue
from the defivery of click-based ads in the period in which a person clicks on the content, and action-based ads in the permd in which a person takes the action the
marketer contracted for. We recognize revenue from the display of impression-based ads in the period in which the impressions arc defivered.
Impressions are considered detivered when an ad is displayed to peaple. The number of ads we show is subject to methodological changes as we continue to evolve
our ads business and the structure of our ads products. We caleulate price per ad as total ad revenue divided by the number of ads delivered, representing the
effective price paid per impression by a marketer regardless of their desired objective such as impression, click. or action. For advertising revenuc arrangements
where we are not the primary obligor, we recognize revenue on a net basis.

Payments and other fees. We enable Payments from people to purchase virtual and digilal goods from ous developers. People can transact and make
payments on the Facebook website by using debit and credit cards, PayPal, mobile phone payments, gifi cards, or other methods, We receive a fee from developers
when people make purchases in these applications using our Payments infrastructure. We recognize revenue net of amounts remitted to our developers. We have
mandated the use of our Payments infrastructure for game applications on Facebook, and fees refated to Payments are generated almost exclusively from games.
Our other fees revenue, which has not been significart in recent periods, consists primarily of revenue from the delivery of virtual reality platform devices and
related platform sales.

Cost of Revenue and Operating Expenses

Cost of revenue. Our cost of revenue consists primarily of expenses associated with the delivery and distribution of our producls These include expenses

related to the operation of our data centcrs, such as facility and server equipment depreciation, salaries, benefits, and share-b: for on
our operations teams, and energy and bandwidth costs. Cnst of revenue also includes credit card and other transaction fees related to processmg custruner
costs with partner of i ible assets, and cost of virtual reality platform device inventory sold,

and Research and expenses consist primarily of share-based compensation, salaries, and benefits for employees on
our engineering and technical teams who are respensible for building new products as well as improving existing products. We expense all of our rescarch and
development costs as they arc incurred.

and sales, Our ing and sales expenses consist of salaries, share-based compensation, and benefits for our employees engaged in sales,
sales suppon marketing, husmess development, and customer service functions. Our marketing and sales expenses also incude marketing and promotional
as well as ton of i ible assets.

General and administrative. The majority of our general and administrative expenses consist of salaries, benefits, and share-based compensation for
certain of our executives as well as our legal, finance, human ications and poticy, and other administrative employees. In addition,
generat and administrative expenses include legal-related costs and pmfessmnai services.
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Results of Operations

The fotlowing tables set forth our condensed consotidated statements of income data:

Threc Months Ended June 30, Six Months Ended June 30,

07 2016 017 2016

(in millions)

Sl 9321 6436 % 11953 8 L LRTE

Revenie:.
Costs and expenses:

Custof reveriiie 917 a5 Sss
Research and development 1471 3,753 2,814
atketitg an : g0l AR
General and administrative 413 778
Tofal, i 3,702 CieTs
Income from operations 2,734 4,743
Intefest and diier ingotne; st 20 iy
Income before provision for income taxes 2754 1,821
Fro r‘ihmme‘tﬂ{gs‘: > 5 GonnnlATED L 800
Net income $ 2283 § 4,021
Share-based compensation expense included in costs and expenses:

Three Months Ended June 30, Six Months Ended June 30,

2017 2016 2017 2016
h and development ‘ 1217

d sales
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“The following tables sct forth our condensed consolidated statements of income data (as a percentage of revenue):

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 2017 2016
100%; s 100% o T00%: Cnd00%

(ki 14
21 23
il .
o e
530 S S&i
47 42 40
i G D i
48 4 41
1 : L 7 Ll e LT
Net income 42% 35% 40% 34%
Share-based compensation expense included in costs and expenses (as a percentage of revenue):
Three Months Ended June 30, Six Months Ended June 30,
2017 2016 2017 2016
% g Y
8 10
1 o, 1
i 1
13%
Three and Six Months Ended June 30, 2017 and 2016
Revenue
Three Months Ended June 30, Six Months Ended June 30,
2017 2016 % change 2017 2016 % change

{in mlllwn!, rxcepl  for percentages)
: 1702108 1544 S Z

378 (%

131 . :

Payments and other fees

Revenue in the second quarter and the first six months of 2017 increased $2.89 billion , or 45% , and $5.54 billion , or 47%, respectively, comparcd to the
same periods in 2016 . The increases were due 1o increases in advertising revenue,

‘The most important fastor driving advertising revenue growth was an increase in revenue from ads in News Feed. For the sccond quarter and the first sxx
months of 2017, we estimate that mobile ising revenue i 1y 87% and 86% , respectively, of total g revenue, as
with appmxxmately 84% and 83%, respectively, in the same pcnods in 2016 . Factors that influenced our advemsmg revenue growth in the second quarter and the
first six months of 2017 included (i) an increase in demand for our ad inventory, in part driven by an increase in the number of marketers actively advertising on
Facebook, (ii) an increase in users and their engagement, and (iif} an increase in the number and frequency of ads displayed in News Feed, as well as the quality,
relevance, and performance of those ads. However, we anticipate increases in the number and frequency of ads displayed in News Feed wilt be a less significant
driver of our revenue growth in the future.
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During the second quarter and first six months of 2017 , as compared to the same periods in 2016 , the average price per ad increased by 24% and 19%,
respectively, and the number of ads delivered increased by 19% and 25%, respectively. The increase in average price per ad was driven by an increase in demand
for our ad inventory. The increase in the ads delivered was driven by the same factors that influenced our advertising revenue growth, partiaily offset by increasing
user engagement with video content and other product changes.

Payments and other fees revenue in the second quarter and the first six months of 2017 decreased $40 milkion , or 20% , and $46 miltion , or 12%,
respectively, compared 1o the same periods in 2016 . The decreases in Payments and other fees revenue were mostly due to decreased Payments revenue from
games played on personal computers. We anticipate Payments and other fees
revenue will continue to decline in 2017,

Foreign Exchange Impact on Revenue

The general strengthening of the U.S. dotlar relative to certain foreign currencics from the second quarter and the first six months of 2016 compared to the
same perieds in 2017 had an unfavorable impact on our revenue.

If we had translated revenue for the second quarter ended June 30, 2017 using the ptior year's monthly exchange rates for our settlement currencies other
than the U.S. dollar, our total revenue and adverlising revenue would have been $9.46 biltion and $9.31 biltion , respectively. Using these constant rates, both total
revenue and adventising revenue would have been $141 miilion higher than actual total revenue and advertising revenue for the second quarter of 2017 . If we had
transtated revenue for the six months ended June 30, 2017 using the prior year's monthly exchange rates for our ies other than the U.S. doliar,
our total revenue and advertising revenue would have been $17.52 billion and $17.18 billion , respectively. Using these constant rates, total revenue and
advertising revenue wouid have been $164 million and $163 miliion higher than actual total revenue and advertising revenue, respectively, for the first six months
of 2017,

Cost of revenue

Three Months Ended Sune 30, Six Months Ended June 30,
2017 2016 % change 2017 2016 % change
(in millions, except for percentages)
Costafmvenue KAy A S 239508 155 36%
Percentage of revenue 13% 14% 14% 5%

Cost of revenue in the second quarter and the first six months of 2017 increased $320 miltion , or 35%, and $640 miltion, or 36%, respectively, compared
to the same periods in 2016 . The majority of the increases in both periods were due to increases in operational expenses related to our data centers and technical
infrastructure and, to a lesser extent, higher costs associated with ads payment p ing and ij

Research and development

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 % change 2017 2016 % change
(in millions, except for percentages)
Spmie e s R ULENR T 3%
Percentage of revenue 21% 3% ) 2% 2%

Research and development expenses in the second quarter and the first six months of 2017 increased $448 million , or 30%, and $939 million , or 33%,
respectively, compared to the same periods in 2016 . The majority of the increases in both periods were due to increases in payroll and benefits as a result of a 48%
increase in employee headcount from June 30, 2016 to June 30, 2017 in engineering and other technical functions. In addition, our equipment and related expenses
to support our rescarch and development efforts increased in both the second quarter and the first six months of 2017 , compared to the same periods in 2016.
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Marketing and sales
Three Months Ended June 30, Six Months Ended June 30,
2017 2016 % chauge 2017 2016 % change
(in mililons, except for percentages)
Merkefing and sales: - g BT s e 2855 LR S 26%
Percentage of revenue ) ) % 4% 13% 15%

Marketing and sales expenses in the second quarter and the first six months of 2017 increased $223 million , or 25% , and $453 million , or 26% ,
respectively, compared to the same periods in 2016 . The increases in both periods in 2017 were parlially due to increases in payroll and benefits expenses as a
result of a 30% increase in employee headcount from June 30, 2016 to June 30, 2017 in our marketing and sales functions. Additionally, in the second quarter and
the first six months of 2017 , our marketing expenses increased $61 million and $124 million, respectively, and our professionat services expense increased $50
milfion and $1 14 mitlion, respectively, due to higher ing and other p; ional service fees, d to the same petiods in 2016 .

General and administrative

Three Months Ended June 30, Slx Months Ended June 30,
2017 2016 %o change 2017 2016 Yo change
{in millions, except foF percentuges)
Geheraland Bamifisirative = i 80 RN S L T TSsvy 2955508 78: o 66%
Percentage of revenue 7% 6% o % 7%

Generat and administrative expenses in the second quarter and the first six months of 2017 increased $227 million , or 55% , and $517 milfion , or 66%,
respectively, compared 1o the same periods in 2016 . The majority of the increases in both periods were due to increases in legal-related costs, and to a lesser
extent, payroll and benefits expenses as a result of a 47% increase in employee headcount from June 30, 2016 to June 30, 2017 in general and administrative
functions.

Interest and other income, net

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 % change 2017 2016 % change
(in millions, except for percentages)

Fiams 188§ TR0 6T Y%
6% 18 (@4)%
N IR 15 %

omie, 1
Other (expense) income, net

Interest and other income, net in the second quarter and the first six months of 2017 increased $67 million and $90 miflion , respectively, compared to the
same periads in 2016 . The increases in both periods were primarily due to increases in interest income driven by higher invested cash balanees and interest rates.
In addition, for the first six months, such increase was partially offset by the foreign exchange impact resulting from the periodic re-measurement of our foreign
currency monetary assets and Habilities.

Provision for income taxes

Three Months Ended June 30, Six Months Ended June 3¢,
2017 2086 % change 2017 2016 % change
(in miliions, except for percentages)
n 940 gy S g CheIge § U
Effective tax rate 13% 17% 2% 17%

Qur provision for income taxes in the second quarter and the first six months of 2017 increased $123 million , or 26% , and $138 million , or 17% ,
respectively, compared to the same periods in 2016 , mostly due to increases in income before provision for income taxes, partiaily offset by decreascs in the
effective tax rates.
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Our effective tax rates in the second quarter and the first six months of 2017 decreased compared to the same periods in 2016, primarily due to increases in
income before provision for income taxes being carned in jurisdictions with a tax rate lower than that of the U.5. statutory rate where we plan to indefinitely
reinvest a certain portion of those earnings, pamally nffsat by decreases in the tax rate beneﬁt from share-based compensation. In the second quarter and the first

six months of 2017, excess tax bencfits d our provision for income taxes by $275 miliion and $577 miilion ,

respectively, and our effective tax rates by six and seven p points, respectively, as p to the lax rate \chout such benefits. For comparison, in the
second quarter and the first six months of 2016, excess tax bencfits ized from share-based d our provision for income taxes by $236
million and $462 million, respectively, and our effcctive tax rates by nine and ten points, respectively, as pared to the tax rate without such benefits.

Effective Tax Rate lems . Our effective lax rate in the future will depend upon the proportion of our income before provision for income taxes earned in the
United States and in jurisdictions with a tax rate lower than the U.S. statutory rate where we plan to indefinitcly reinvest a certain portion of those eamings, as well
as a number of other factors, including tax benefits from share-based compensation, tax effects of integrating intellectual propenty from acquisitions, seftiement of
tax contingency items, the impact of new legislation, and timing and amount of discrete items.

The portion of our incame before provision for income taxes eamcd in ]urlsdxctxons with a tax rate lower than the U.S. statutory rate will depend upon the
proportion of revenue and costs i with the respective juri Our ability to indefinitely reinvest those future camings wili depend upon the amount,
location, and cost of deploying those earnings to where they are needed by the business.

property from isith into our business genesally involves intercompany transactions that have the impact of increasing our
provision for income taxes. Consequently, our provision for income taxes and our effective tax rate may initiaily increase following an acquisition and integration.
The magnitude of this impact will depend upon the specific type, size, and taxing jurisdictions of the intetlectual property as well as the relative contributions to
income in subsequent periods.

The tax effects of the ing for share-based ion will increase or decrease our effective tax rate based upon the difference between our share-
based compensation expense and the deductions taken on our tax return which depends upon the stock price at the time of cmployee award vesting.

We recognize excess tax benefits on a discrete basis and we anticipate that our effective tax rate will vary from quarter to quarter depending on our stock
price in each period, If our stock price remains constant to the July 24, 2017 price, we expect that our third quarter and full year rates will be similar to the rate in
the second quarter.

Unrecognized Tax Benefits. As of June 30, 2017, our net unrecognized tax benefits, which were accrued as current Habilities of $25 miftion and other
lishilities of $2.63 billion, were predominantly accrued for uncertainties refated to transfer pricing with our foreign subsidiaries, which includes ficensing of

intelfectual property, providing services, and other as well as for inties with our research tax credits. The ultimate settlement of the liabilities
will depend upon resolution of tax audits, litigation, or events that would otherwise change the assessment of such items. Based upon the status of litigation
described below and the current status of tax audits in various jurisdictions, we do not antici a signi impact to such amounts within the next 12 months.

In July 2016, we received a Statutory Notice of Deficicney (Notice) from the IRS related to transfer pricing with our foreign subsidiaries in conjunction with
the examination of the 2010 tax year. While the Notice applies only 1o the 2010 tax year, the IRS states that it \vﬁl also apply its position for tax years subsequent

to 2010, which, if the IRS prevails in its position, could result in an additiona] federal tax liability of an esti amount of i Ty $3.0 billion
t0 $5.0 billion in excess of the amounts in our originatly filed U.S. return, plus interest and any penalties asserfed. We do not agree with the position of the IRS and
have filed a petition in the United States Tax Court challenging the Notice. We have previously acerued an esti ized tax benefit i with the

guidance in ASC 740 that is Jower than the potential additional federal tax iability of $3.0 biltion to $5.0 billion in excess of the amounts in our originally filed
U.S. return, plus interest and penatties. If the IRS prevails in the assessment of additional tax due based on its positian, the assessed tax, interest, and penalties, if
any, could have a material adverse impact on our {inancial position, results of operations, or cash flows. As of June 30, 2017, we have not resolved this matter and
proceedings continue in the United States Tax Court. We believe that adequate amounts have been reserved for any adjustments that may ultimately result from
these examinations,

We expect to continue to accrue unrecogmzed tax benefits for certain reeurring tax positions and anticipate that the amount for future quarters accrued will
be similar to the second quarter and the first six months of 2017. Absent any unanticipated event, we do not expect our unrecognized tax benefits wilt have a
significant impact on our effective tax rate in 2017.
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Liquidity and Capital Resources

Our principal sources of fiquidity are our cash and cash cquivalents, marketable sccurities, and cash generated frum nperauons Casgh and cash equivalents
and marketable securities consist mostly of cash on deposit with banks, investments in money market funds, and investments in U.S. government agency securities,
U.S. government securities, and corporate debt securities. Cash and cash equivalents and marketable securities were $35.45 hiflion as of June 30,2017, an increase
of $6.00 biilion from December 31, 2016 , mostly due to $10.42 billion of cash genetated from operations, partially offset by $2.72 billion for purchases of
property and equipment, $1.50 billion of taxes paid related to net share settlement of equity awards, and $378 mitlinn for repurchases of our Class A common
stock.

Cash paid for income taxes {net of refunds) was $1.36 biflion for the first six months of 2017 . As of June 30, 2017 , our federal net operating loss
carryforward was $3.74 biflion, and we anticipate that none of this smount will be utilized to offset our federal taxable income in 2017. As of June 30, 2017, we
had $104 million of federal tax credits, of which none will be available to offset our federal tax liabilities in 2017,

in May 2016, we entcred into a five-year senior unsecured revolving credit Facility that allows us to borrow up to $2.0 billion . Any amounts outstanding
under this facility will be due and payable on May 20, 2021. As of June 30, 2017 , no amounts had been drawn down and we were in comptiance with the
covenants under this credit facility.

n November 2016, our board of directors authorized a $6.0 biition share repurchase program of our Class A common stock that commenced in 2017 and
does not have an expiration date. The timing and actual number of shares repurchased depend on a varicty of factors, including price, geneml business and market

and other § ities, and shares may be repurchased through open market or privaiely i including
through the use of trading plans lmended to quahfy under Rule 10b5-l under the iti t Act of 1934 {Exch Act). During the six months ended
June 30, 2017, we repi and ly retired app) ty 3 miflion shares of our Class A common stock for n aggregate amount of approximatety

$408 million .

In January 2017, we began funding withholding taxes due on employee cquity awards by net share settlement, rather than our previous approach of
requiring employees to seil shares of our common stock to cover taxes upon vesting of such awards. In the first six months of 2017, we paid $1.50 billion of taxes
related to the net share settlement of equity awards.

As of June 30, 2017 , $9.91 billion of the $35.45 biltion in cash and cash equivalents and marketable securities was held by our foreign subsidiaries. We
have provided residual taxes for the portion of earnings in jurisdictions where we do not intend to indefinitely reinvest such earnings of the local subsidiary.

We currently anticipate that our available funds, eredit facility, and cash flow from operations will be sufficient to meet our operational cash needs for the
inreseeabie future,

Cash Provided by Operating Activities

Cash flow from operating activities during the first six months of 2017 mostly consisted of net income, adjusted for certain non-cash items, such as share-
based compensation expense of $1.90 bitlion and total depreciation and amortization of $1.40 biltion . The increase in cash flow from operating activities during
the first six months of 2017 , compared 1o the same period in 2016 , was mostly due to an increase in net income, as adjusted for share-based compensation
expense and depreciation and amortization,

Cash Used in Investing Activities

Cashi used in investing activities was $11.33 bilion for the first six months of 2017 , mostly due to $8.64 bitlion for net purchases of marketable securities,
and $2.72 biltion for capital expenditures as we continued to invest in servers, data centers, office buildings, and network infrastructure. The increase in cash used
in investing activities during the first six months of 2017 , compared to the same period in 2016 , was primarily due to net purchases of marketable securities.

‘We anticipate making capitai dif in 2017 of approxi $7.0 bitlion to $7.5 biltion.

Cash Used in Financing Activities

Cash used in finaneing activities during the first six months of 2017 mostly consisted of $1.50 billion of taxes paid related to net share settlement of equity
awards, and $378 miltion for repurchases of our Class A common stock. The increase in cash used in financing activities during the first six months of 2017 ,
compared to the same period in 2016 , was mostly due to taxes paid related to net share settlement of equity awards and repurchases of our Class A common stock
that commenced in 2017, partiaity offset by the reduction in payments on capital lease and other financing obligations.

31




328

Off-Balance Sheet Arrangements
We did not have any off-batance sheet arrangements as of June 30, 2017 .

Contractual Obligations

Except as disclosed in Note 8 — Commltmenls and Contingencies in the notes to the condensed lidated financial included in Part §, ftem {,
there were no material changes in our under i as disciosed in our Annuai Report on Form 10-K for the fiscal year ended
December 31, 2016 .

Contingencies
We are involved in legal proceedings, claims, and regulatory, tax or g inquiries and i igati We record a provision for a liability when we

believe that it is both probable that a tiability has been incurred, and that the amount can be reasonably estimated. Significant judgment is required to determine
both probability and the estimated amount. Such matters are inherently unpredictable and subject to significant uncertninties, some of which are beyond our
control. Should any of these estimates and assumptions change or prove to be incorrect, it could have a material impact on our results of operations, financial
position, and eash flows.

See Note 8 — Commitments and Contingencies and Note 10— Income Taxes in the notes to the lidated financial included in
Part 1, Ttem 1, and "Legal Proceedings” contained in Part I1, Item 1 of this Quarterly Report on Form 10-Q for additional information regarding contingencies.

Recently Issued Accounting Pronouncements

in May 2014, the Financial Accounting Standards Board (FASB) issucd Accounting Standards Update No. 2014-09, Revenue from Contracts with
Customers (Topic 606) (ASU 2014-09), which amends the existing accounting standards for revenue recognition. In August 2015, the FASB issued ASU No.
2015-14, Revenue from Contracts with Customers (Topic 606): Deferral of the Effective Date , which delays the effective date of ASU 2014-09 by one year. The
FASB also agreed to allow entities to choose to adopt the standard as of the original efective date. In March 2016, the FASB issued Accounting Standards Update
No. 2016-08, Revenue from Coniracts with Customers (Topic 606): Principal versus Agent Considerations (Reporting Revenue Gross versus Net) (ASU 2016-08)
which clarifies the implementation guidance on principal versus agent considerations. The guidance includes indicators to assist an entity in determining whether it
controls a specified good or service before it is transferred to the customers. The new standard further requires new disclosures about contracts with customers,
including the significant judgments the registrant has made when applying the guidance. We wili bc adnptmg thc new standard effective January 1, 2018, The new
standard also permits two methods of adoption: retrospectively to each prior reporting period d {ful pective method), or pecti with the
cumulative effect of initially applying the guidance recognized at the date of initial application (the mudlﬁcd reirospective method), We currently anticipate
adopting the standard using the modified retrospective method. While we are still in the process of completing our analysis on the impact this guidance will have
on our idated financial relfated di; and our intemal controls over financial reporting, we do not expect the impact to be material.

In February 2016, the FASB issued Accounting Standards Update No. 2016-02, Leases (Topic 842} (ASU 2016-02), which generally requires companies to
recognize operating and finaneing lease liabilities and comesponding right-of-use assets on the balance shect. This guidance will be effective for us in the first
quarter of 2019 on a modifted retrospective basis and early adoption is permmcd We curreotly anticipate adopting the new standard effective January 1, 2019.
‘While we continue to evaluate the effect of adopting this guidance on our financial and related discl WE eXpect our op g leases,
as disclosed in Note 8 — Commitments and Contingencies in the notes to the idated financial included in Part I, Item |, will bc subject
1o the new standard. We will recognize right-of-use assets and operating lease tabilitics on our consolidated balance sheets upon adoption, which will increase our
total assets and liabilities,

In January 2017, the FASB issued Accounting Standards Update No. 201701, Business Combinations (Topic 805): Clarifying the Definition of a Business
(ASU 2017-01), which revises the definition of o business and provides new guidance in cvaluating when a set of transferred assets and activities is a business,
This guidance will be effective for us in the first quarter of 2018 on a prospective basis, and carly adoption is permitied, We do not expect the standard to have a
material impact on our consolidated financial statements.

In January 2017, the FASB issued Accounting Standards Update No. 2017-04, fntangibles - Goodwill and Other (Topic 350): Simplifying the Test for
Goodwill impairment (ASU 2017-04), which eliminates step two from the goodwill impairment test. Under ASU 2017-04, an entity should recognize an
impairment charge for the amount by which the carrying amount of a reporting unit exceeds its fair valuc up to the amount of goodwili allocated to that reporting
unit, This guidance will be
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effective for us in the first quarter of 2020 on a prospective basis, and early adoption is permitted, We do not expect the standard to have 2 material impact on our
consolidated financial statements,

Critical Accounting Policies and Estimates

Our lidated financial are prepared in accordance with GAAP. The prep of these d tidated financial
statements requires us to make estimates and assumptions that affect the reported amounts of assets, liabilities, revenue, costs and expenses, and related
disclosures. These estimates form the basis for judgments we make about the carrying values of our assets and liabilities, which are not readity apparent from other
sources. We base our estimates and judgments on historical experience and on various other assumptions that we believe are reasonable under the circumstances.
On an ongoing basis, we cvaluate our estimates and assumptions, Qur actua! resufts may differ from these estimates under different assumptions or conditions.

We believe that the jons and estimates iated with income taxes, loss i ies, and business inations and valuation of goodwilt and
other acquired intangible assets have the greatest potential impact on our condensed lidated (inancial Therefore, we consider these o be our
criticat accounting poticies and estimates.

There have been no material changes to our criticaf accounting policies and estimates as compared to the critical accounting policies and estimates described
in our Annual Report on Form 10-K for the fiscal year ended December 31, 2016 .
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Item 3. Q itative and Qualitati isclosures About Market Risk

We are exposed to market risks, including changes to foreign currency exchange rates, interest rates, and inflation.
Foreign Currency Exchange Risk

We have foreign currency risks related to our revenue and operating expenses denominated in currencies other than the U.S. dottar, primarily the Euro. In
general, we are a net receiver of currencies other than the U.S. doliar, Accordingly, ehanges in cxchange rates, and in particutar a strengthening of the U.S. dollar,
have negatively affected our revenue and other operating results as expressed in U.S. doltars.

We have experienced and will continue to cxperience fluctuations in our net income as a result of transaction gains or losses related to revaluing certain
current asset and current lability balances that are i d in ies other than the ional currency of the entities in which they are recorded. At this
time, we have not entered into, but in the future we may enter into, derivatives or other financial instruments in an attempt to hedge our foreign currency exchange
risk. 1t is diffieult to predict the effect hedging activities would have on our results of operations, We recognized foreign currency fosses of $3 miltion and $13
miilion in the three manths ended June 30, 2017 and 2016, respectively, and foreign currcncy gains of $11 million and $16 million in the six months ended
June 30, 2017 and 2016, respectively.

Interest Rate Sensitivity

Qur exposure to changes in interest rates relates primarily to interest earned and market value on our cash and cash equi and

Our cash and cash equivalents, and marketable securities consist of cash, eertificates of deposit, fime deposits, money market funds, U.S. government
sccurities, U.S. government agency securitics, and corporate debt securities. Our investment policy and strategy are focused on preservation of capital and
supporting our Hiquidity requirements. Changes in U.S. interest rates affect the interest earned on our cash and cash equivalents and marketable securities, and the
market value of those securities. A hypothetical 100 basis point increase in interest rates would have resulted in a decrease of $534 million and $403 million in the
market value of our available-for-sale debt securities as of June 30, 2017 and December 31, 2016 , respectively. Any realized gains or losses resulting from such
interest rate changes would only occur if we soid the investments prior to maturity.
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ktem 4. Controls and Procedures
Evaluation of Disclosure Controls and Procedures
Our management, with the participation of our chief executive officer (CEQ} and chief financial officer (CFO), has evaluated the effectiveness of our

disclosure controls and procedures (as defined in Rules 13a-15(e) and 15d-15(e) under the Securities Exchange Act of 1934, as amended (Exchange Ast)), as of the
end of the period covered by this Quarterly Report en Form 10-Q. Based on such evaluation, our CEO and CFO have concluded lha( as of June 30, 2017 , our

disclosure controls and procedures are designed at a reasonable assurance level and are effective to provide that i jon we are required
to disclose in reports that we file or submit under Lhc Fxchange Act is recorded, processed summarized, and reported within thc time periods specified in the rules
and forms of the S and E; C (SEC), and that such i is and icated o our including our

CEO and CFO, as appropriate, to allow timely decisions regarding required disclosure.

Changes in Internal Control

There were no changes in our internal control over financial reporting identified in management's evaluation pursuant to Rules 13a-15(d) or 15d-15{d) of the
Exchange Act during the period covered by this Quarterly Report on Form 10-Q that materiaily affected, or are reasonably likely to materially affect, our internal
control over financial reporting.

Limitations on Effectiveness of Controls and Procedures

In designing and evaluating the controls and p and internal control over financial reporting, management recognizes that any controls
and procedures, no matter how wefl designed and operated, can provide only reasonable assurance of achieving the desired control objcctives. In addition, the
design of disclosure controls and procedures and internal contrel over financial reporting must reflect the fact that there are resource constraints and that
management is required to apply judgment in evaluating the benefits of possible controls and procedures relative to their costs.
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PART H—OTHER INFORMATION
Ttem i. Legal Proceedings

Beginning on May 22, 2012, multiple putative class actions, derivative actions, and individual actions were Filed in state and federal courts in the United
States and in other jurisdictions against us, our directors, and/or certain of our officers alleging violation of securities taws or breach of fiduciary duties in
connection with uur initial public offering (IPO) and seeking unspecified damages, We believe these lawsuits are without merit, and we intend to continue to
vigorously defend them. The vast majority of the cases in the United States, along with multiple cases filed against The NASDAQ OMX Group, Inc. and The
Nasdaq Stock Market LLC (collecuve]y referred 10 herein as NASDAQ) alleging technical and other trading-refated errors by NASDAQ in connection with our
IPO, were ordered for or idated pre-ttial p dings in the U.S. District Court for the Southern District of New York. In a series of
rulings in 2013 and 2014, the court denied our motion to dismiss the consolidated sccurities class action and granted our motions to dismiss the derivative actions
against our directors and certain of our officers. On July 24, 2015, the court of appeals affirmed the dismissal of the derivative actions. On December 11, 2015, the
court granted plaintiffs' motion for class certification in the consolidated securities action. On Aprit 13, 2017, we filed a motion for summary judgment. Trial is
scheduled to begin on October 23, 2017.

On April 27, 2016, we announced a proposal to create a new class of nan-voting capital stock (Ctass C capital stock}) and our intention to declare and pay a
dividend of two shares of Class C capnﬂl stock for each outstanding share of Class A and Class B common stock (the Reclassification), Fol}uwmg aur
of the i inning on April 29, 2016, multiple purported class action lawsuits were filed on behalf of our stockholders in the
Delaware Court of Chancery against us, certain of our board of directors, and Mark Zuckerberg. The lawsuits have been consolidated under the caption /n re
Facebook, Inc. Class C Reclassification Litig. , C.A. No. 12286-VCL, and the consolidated cnmp]aml generally alleges that the defendants breached their fiduciary
duties in connection with the Reclassification. Among other remedies, these jawsuits seek to cnjoin the i as well as ified money damages,
costs, and attomeys® fees, Trial is scheduled to begin on September 26, 2017. We believe that the awsuits are without merit and intend to vigorously defend
against all claims asserted,

On December 29, 2014, an entity named Social Ranger LLC sued us for alleged violations of the United States antitrust laws in conneetion with virtual
currency services. On May 24, 2017, the parties entered into a settlement agreement resolving ali claims.

‘We are also invoived in other legal proceedings, claims, and regulatary, tax or government inquiries and investigations arising from the ordinary course of
our business, and we may in the future be subject to additional Jawsuits and disputes.
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Item 1A. Risk Factors

Certain factors may have a material adverse effect on our business, financial condition, and results of operations. You should consider carefully the risks and
uncertainties described below, in addition to other information contained in this Quarterly Report on Form [0-0, including our condensed consolidated financial
statements and related notes, The risks and uncertainties described below are not the only anes we face. Additional risks and uncertainties that we are unaware of,
or that we currently believe ore not material, may also become important factors that adversely affect our business, If any of the following risks actually occurs,
our business, financial condition, results of operations, and future prospects could be materially and adversely affected. In that event, the trading price of our
Class A comman stock could decline, and you could lase part or all of your investment.

Risks Related to Our Business and Industry

. T —

our active user growth rate will continue to decline over time as the size of our active user base increases, and ag we achieve higher market penetration rates. If
people do not perceive our products to be useful, reliable, and trustworthy, we may not be able to attract or retain users or otherwise maintain or increase the
frequency and duration of their engagement. A number of other social networking companies that achieved carly popularity have since seen their active user bases
or levels of engagement decline, in some cases ipif . There is no that we will not experience a similar erosion of our active user base or
engagement levels. Our user engagement patterns bave changed over time, and user engagement can be difficult to measure, particutarly as we introduce new and
different products and services. Any number of factors could potentially negatively affect user retention, growth, and engagement, including ift

. users increasingly engage with other competitive products or services;

. we fail to introduce new products or services that users find engaging or if we infroduce new products or services that are not favorably received;

. users feel that their experience is diminished as a result of the decisions we make with respect to the frequency, prominence, format, size, and quatity
of ads that we display;

. users have difficulty instalfing, updating, or otherwise accessing our produels on mobile devices as 2 result of actions by us or third parties that we
rely on to distsibute our products and deliver our services;

. user behavior on any of our products changes, including decreases in the quality and frequency of content shared on our products and scrvices;

. we arc unable to continue to develop products for mobie devices that users find engaging, that work with a variety of mobile operating systems and
networks, and that achieve a high level of market aceeptance;

. there are decreases in user sentiment about the quality or usefulness of our products or concems related to privacy and sharing, safety, security, or
ather factors;

. we are unabie to manage and prioritize information to cnsure users are presented with content that is appropriate, interesting, useful, and relevant to
them;

. we are unable to obtain or attract engaging third-party content;

. users adopt new technologies where our products may be displaced in favor of other products or services, or may not be featured or otherwise
available;

. technical or other problems prevent us from delivering our products in a rapid and reliabte manner or otherwise affect the user cxperience, such as
security breaches or Failure to prevent or limit spam or similar content;

. we adopt terms, policies, or procedures related to areas such as sharing, content, or user data that are perceived negatively by our users or the general
public;
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. we elect to focug our user growth and efforts more on long initiatives, or if initiatives designed to aitract and retain users and
are 1 or dit il whether as a result of actions by us, third parties, or otherwise;

. we fail to provide adequate customer service to users, marketers, developers, or other partners:

. we, developers whose products are integrated with our products, or other partners and companies in our industry are the subject of adverse media

reports or other negative publicity; or

. our current or future products, such as our {op tools and ication ps ing interfaces that enable devefopers to build, grow, and
monetize mobife and web applications, reduce user activity on our products by making it easier for our users to interact and share on third-party
mobile and web applications.

1f we are unable to maintain or increase our user basc and user engagement, our revenue and financial results may be adversely affected. Any decrease in
uscr retention, growth, or engagement could render our products less attractive to users, marketers, and dovelopers, which is likely to have a material and adverse
impact on our revenue, business, financiai condition, and resufls of operations. If our active user growth rate continues to slow, we will become increasingly
dependent on our abitity to maintain or increase levels of user engagement and monetization in order to drive revenue growth.

We generate substantially all of our revenue from ising, The loss of or reduction in spending by marketers, could seriously harm our
business,

Substantially afl of our revenue is currently generated from third parties advertising on Facebook and Instagram. For the first six months of 2017 and 2016,
advertising accounted for 98% and 97% , respectively, of our revenue. As is common in the industry, our marketers do not have long-term advestising
commitments with us. Many of our marketers spend only a relatively smalf portion of their overall advertising budget with us. In addition, marketers may view
some of our products as experimental and unproven. Marketers will not continuc to do business with us, or they will reduce the prices they are willing to pay to
adventise with us or the budgets they are willing to commit to us, if we do not deliver ads in an effective manner, or if they do not believe that their investment in
advertising with us will generate a competitive retum relative to other alternatives.

Our advertising revenue could also be adversely affected by a number of other factors, including:

. decreases in user engagement, including time spent on our products;
. our inability to continue to increase user access to and engagement with our mobije products;
. product changes or inventory management decisions we may make that change the size, format, freq , ot relative promil of ads disptayed

on our products or of other unpaid content shared by marketers on our products;

. our inability to maintain or increase marketer demand, the pricing of our ads, or both;

. our inability to maintain or increase the quantity or quality of ads shown to users;

. changes to third-party policies that Iimit our ability to deliver or target advertising on mobile devices;

. the avaitability, accuracy, and utility of analytics and measurement solutions offcred by us ot third parties that demonstrate the value of our ads to

marketers, or our ability to further improve such tools;

. loss of advertising market share to our competitors, including if prices for purchasing ads increase or if competitors offer fower priced or more
integrated products;

. adverse legal devel relating to ising, including legislative and regulatory developments and developments in fitigation;

. decisions by marketers to reduce their advertising as o result of adverse media reporis or other negative publicity invalving us, our advertising
metrics, content on our products, developers with mobile and web apptications that are integrated with our products, or other companies in our
industry;

. reductions of advertising by marketers due to objectionable content pubtished on our products by third parties;

. the effectiveness of our ad targeting or degree to whieh users opt out of certain types of ad targeting;

. the degree to which users cease of teduce the number of times they cick on our ads;

38




335

. changes in the way edvertising on mobile devices or on personal computers is measured or priced; and
. the impact of macroeconomic conditions, whether in the advertising indusiry in general, or among specific types of marketers or within particular
geographies.

The occurrenee of any of these or cther factors could result in a reduction in demand for our ads, which may reduce the prices we receive for our ads, or

cause to stop ising with us cither of which would negatively affect our revenue and financial results,

Our user growth, engagement, and monetization on mobile devices depend upon effective operation with mobile operating systems, networks, and standards
that we do rot control.

‘The substantial majority of our revenue is generated from advertising on mobile devices. There is no guarantee that popular mobile devices witl continue to
feature Facebook or our other products, or that mobile device sers will continue to use our products rather than competing products. We are dependent on the
interoperability of Facebook and our other products with popular mobile operating systems, networks, and standards that we do not control, such as the Android
and iOS operating systems, Any changes, bugs, or technical issues in such systems, or changes in our relationships with mobile operating system partners, handset
manufacturers, or mobile carriers, or in their terms of service or policies that degrade our products' functionality, reduce or eliminate our ability to distribute our
products, give preferential treatment to competitive products, limit our ability to deliver, target, or measure the effectiveness of ads, or charge fees related to the
distribution of our products or our delivery of ads could adversely affect the usage of Facebook or our other products and monetization on mobile devices.
Additionally, in order to deliver high quatity mobile products, it is nmpomam that our products work well with a range of mobile technologies, systems, networks,
and standards that we do not comml and that we have good ships with handset and mobile carriers. Wc may not be successful in

or with key Is in the mobile ecosystem or in developing products that operate effectively with these tecbnologies,
systems, networks, or standards In the event lhat n is more difficult for our users $o access and use Facebook or owr other products on their mobile devices, or if
our usess choose not to access or use Facebook or our other products on their mobile devices or use mobile products that do not offer access to Facebook or our
other products, our user growth and user engagement could be harmed. From time to time, we may also take actions regarding the distribution of our products or
the operation of our business based on what we believe to be in our long-term best interests. Such actions may adversely affect our users and our relationships with
the operators of mobile operating systems, handset manufaciurers, mobile carriers, or other business partners, and there is no assurance that these actions will result
in the anticipated Jong-term benefiis. In the event that our users are adversely affected by these actions or if our relationships with such third parties deteriorate, our
user growth, and ization could be 1y affected and our business could be harmed.

Our business is highly competitive. Competition presents an angoing threat to the success of our business.

We compete with companies that sett advertising, as welt as with companies that provide sociat and communication products and services that are designed
to engage users and capture time spent on mobile devices and online. We face significant competition in every aspect of our business, including from companies
that facilitate communication and the sharing of content and information, companies that enable marketers to display advertising, and companies that provide

develop platforms for icati i . We compete with companies that offer products across broad platforms that replicate capabilities we provide.
For example Google has mtegrmed soctal funcuonahty into a number of its products, mcludmg search, v;deo and Android. We also campete with compdmcs that
dcvcl()p mobile i that provide social or other ity, such as ing, photo- and video-sharing, and

blogging, as well as that provide regional social networks that have strong positions in particular countrics. In addition, we face competition from

traditional, online, and mobile businesses that provide media for marketers to reach their audiences and/or develop tools and systems for managing and optimizing
advertising campaigns. We also compete with companies that develop and deliver virtuat reality products and services.

Some of our current and potential i may have signi y greater or better petitive positions in certain product segments,
geographic regions, or user demographics than we do. These factors may atlow our competitors to respond more effectively than us to new or emerging
technologies and changes in market conditions. We believe that some users, particufarly younger users, are aware ol and actively engaging with nther products and
services similar to, or as a substitute for, Facebook products and services, and we believe that some users have reduced their use of and engagement with our
products and services in favor of these other products and services. In the event that users increasingly engage with other products and services, we may experience
a decline in vse and in key user d ics or more broadly, in which case our business would likely be harmed.

Our competitors may develop preducts, features, or services that are simifar 1o ours or that achieve greater more f2 hing and

product b efforts or or may adopt more aggressive pricing policies. In addmun developers whose mobile and web

applications are integrated with Facebook or our othcr products may use information shared by our users through our products in order to develop products or
features that compete with us. Some
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may gain a ge against us in areas where we operate, i ing: by or features into
products they control such as mobile device operating systems, search engines, or web browsers; by making acquisitions; by limiting or denying our access to
advertising measurement or delivery systems; by lmiting our ability to deliver, target, or measure the effectiveness of ads; by imposing fees or other charges
retated to our delivery of ads; by making access to our products mare difficult; or by making it more difficult to communicatc with our usess. As a result, our
competitors may acquire and engage users or generate advertising or other revenue at the expense of our own efforts, which may negatively affect our business and
financial results. In addition, from time to time, we may take actions in response to competitive threats, but we cannot assure you that these actions wili be
successful or that they will not negatively affect our business and fioancial results.

We believe that our ability to compete effectively depends upon many factors both within and beyond our control, including:

. the papularity, usefulness, ease of use, performance, and reliability of our products compared to aur campetitors’ products;

. the size and composition of our user base;

. the engagement of users with our products and competing products;

. the timing and market acceptance of products, inciuding it and tu our or our itors' products;

. our ability to distribute our products to new and existing users;

. our ability to monetize our products;

. the frequency, size, format, quatity, and relative promi of the ads displayed by us or aur

. customer service and support efforts;

. marketing and sciling efforts, including our ability to measure the effectiveness of our ads and to provide marketers with a compelling return on their
investments:

. our ability to establish and maintain developers' interest in building mobile and web applications that integrate with Facebook and our other products;

. our ahility to establish and maintain publisher interest in integrating their conteot with Facebook and our other products;

. acquisitions or consolidation within our industry, which may result in more formidable competitors;

. our ability to atiract, retain, and motivate talented employees, particularly software engineers, designers, and product managers;
. our ability to cost-effectively manage and grow our operations; and

. our reputation and brand strength relative to those of our campetitors,

If we are not able to compete effectively, our user base and leve! of user engagement may decrease, we may become less attractive to developers and
marketers, and our revenue and results of operations may be materially and adversely affected.
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Action by governments to restrict access to Faceboak or aur other products in their countries could substantially harm our business and financial results,

It is possible that governments of one or more countries may seek to censor content available on Facebook or our other products in their country, restrict
access to our products from their country entirely, or impose other restrictions that may affect the accessibility of our products in their country for an extended
period of time or indefinitely, For example, access to Facebook has been or is currently restricted in whole ot in part in China, fran, and North Korea. In uddition,
government authorities in other countries may seek to restrict access o our products if they consider us to be in violation of their laws or a threat to public safety ar
for ather reasons, and certain of our products have been restricied by governments in other countrics from time to time. In the event that content shown on
Facebook or our other products is subject to censorship, access to our products is restricted, in whole ar in part, in one or more countries, or other restrictions are
imposed on our products, or our competitors are able to successfully penetrate new geographic markets or capture a greater share of existing geograpmc markets
that we cannot access or where we face other restrictions, our ability to retain or increase our user base, user or the level of by
may be adversely affected, we may not be able to maintain or grow our revenue as anticipated, and our financial resuits could be adversely affected,

Our new products and changes to existing products conld fuif to attract or retain users or generate revensue and profits.

Our ability to retain, increase, and engage nur user base and to increase our revenue depends heavily nn our ability to continue to cvolve our existing
products and to create successful new products, both i dentty and in conj with pers or other third parties. We wnay introduce significant changes
to our existing products or acquire ot introduce new and unproven products, including using technologies with which we have littie or no prior deveinpment or
operating experience. For example, in March 2016, we shipped our first virtual reality hardware product, the Qcutus Rifi, In addition, we have announced pians to
develop augmented reality technology and products. We dn not have signi i with hardware products or virtual or augmented renhty
(echno{ngy, which may adversely affect our ability to successfully develop and market these products and technologies, and we will incur increased costs in

with the P! and of such products and technologies. We have also invested, and expect to continue to invest, significant resources
in growing our WhatsApp and Messenger products. We have historically monetized messaging in only a very limited fashion, and we may not be successful in nur
efforls to generate meaningful revenue from messaging over the fong term. If these or other new or enhanced products fail to engage users, marketers, or
developers, or if we are unsuccessful in our monetization efforts, we may fail to attract or retain users or to generate sufficient revenue, operating margin, or other
value to justify our invesiments, and our business may be adversely affected.

We make product and investment decisions that may not prioritize short-term financial results and may not produce the long-term bencfits that we expect.

We frequently make product and investment decisions that may not prioritize short-term financial results if we believe that the deeisions are consistent with
our mission and benefit the aggregate user experience and will thereby improve our financial performance over the long term. For example, from time to time we
may change the size, frequency, or relative prominence of ads in order to improve ad quality and overall user experience. Similarly, from time to time we update
our News Feed ranking algorithm to defiver the most relevant content to our users, which may adversely affect the distribution of content of marketers and
developers and could reduce their incentive to invest in their development and marketing efforis on Facebook. We also may introduce new features or other
changes to existing products, or introduce new stand-alone products, that attract uscrs away from properties, formats, or use cases where we have more proven
means of monetization. For example, we have made, and expect to continue to make, changes to our products to provide users with greater access to video content,
and some of these changes have had, or will have, the effect of reducing user. engagement with News Feed, which could adversely affect our financial results. In
addition, we plan to continue focusing on growing users and on and WhatsApp, and we may also introduce ather stand-alone
applications in the future, These efforts may reduce engagement with the core Facebook application, where we have the most proven means of monetization and
which serves as the platform for many of our new user experiences. These decisions may adversely affect our business and results of operations and may not
produce the long-term benefits that we expect.

41




338

If we are not able to maintain and enhance our brands, or if events occur that damage our reputation and brands, our ability to expand our base of users,
marketers, and developers may be impaired, and our business and financial results may be harmed.

We believe that our brands have significantly contributed to the success of our business. We also believe that maintaining and enhancing our brands is
critical to expanding our base of users, marketers, and developers. Many of our new users are referred by existing users. Maintaining and enhancing our brands wilt
depend largely on our ability to continue to provide useful, reliable, trustworthy, and innovative products, which we may not do successfully. We may introduce
new products or terms of service or policies that users do not like, which may negatively affect our brands. Additionally, the actions of our developers or
advertisers may affect our brands if users do not have a positive experience using third-party mobile and web applications integrated with our products or
interacting with parties that advertise through our products. We will also continue to cxperience media, fegistative, or regulatory scrutiny of our decisions regarding
user privacy, content, and other issues, which may adversely affect our rcputation and brands. We also may fail to respond expeditiously to the sharing of
objectionable content on our services or to otherwise address user concerns, which could erode confidence in our brands. Our brands may also be negatively
affected by the actions of users that are deemed to be hostile or inappropriate to other users, by the actions of users acting under false or inauthentic identities, by
the use of our products or services to disseminate information that is deemed to be misieading (or intended to manipulate opinions), by perceived or actuaf efforts
by governments to oblain access to user information for security-rclated purposes, or by the use of our products or services for iflicit, objectionable, or illegal ends.
Maintaining and enhancing our brands may require us to make ial i and thesc i may not be 1. Certain of our past actions
have eroded confidence in our brands, and if we fail to successfully promote and maintain our brands or if we incur excessive expenses in this effort, our business
and financial results may be adversely affected.

Security breaches and improper access to or disclosure of eur data or user data, or other hacking and phishing attacks on our systems, could harm our
reputation and adversely affect our business.

Our industry is prone to cyber-attacks by third pariies seeking unauthorized aceess to our data or users’ data or to disrupt our ability to provide service. Any
failure to prevent or mitigate security breaches and improper access to or disclosure of our dala or user data could result in the loss or misuse of such data, which
could harm our business and reputation and diminish our competitive position. In addition, computer malware, viruses, social engineering {predominantly spear
phishing attacks), and general hacking have become more prevalent in our industry, have occurred on our systems in the past, and wilt occur on our systems in the
future, As a result of our prominence, we believe that we are a particularly attractive target for such breaches and attacks. Such atlacks may cause interruptions to
the services we provide, degrade the user experience, cause users to losc confidence and trust in our products, or result in financial harm to us, Our efiorts to
protect our company data or the information we receive may also be unsuccessful due fo software bugs or other technical malfunctions; employee, contractor, or
vendor eror or malfeasance; government surveiltance; or other threats that evolve. In addition, third parties may attempt to fraudulently induce employees or users
to disclose information in order to gain access to our data or our uscrs' data. Although we have developed systems and processes that are designed o protect our
data and user data, to prevent data loss, and to prevent or detect security breaches, we cannot assure you that such measures will provide absolute security.

in addition, some of our developers or other partners, such as those that help us measure the effectivencss of ads, may receive or store information provided
by us or by our users through mobile or web applications integrated with Facebook. We provide limited information to such third partics based on the scope nf
services provided o us, However, if these third parties or developers fail to adopt or adhere to adequate data security practices, or in the event of a breach of their
networks, our data or our users' data may be improperly accessed, used, or disclosed.

Affected users or government authorities could initiate legal or regulatory actions against us in connection with any security breaches or improper disclosure
of data, which could cause us to incur significant expense and lability or result in orders or consent decrees forcing us to modify our business practices. Any of
these events could have a material and adverse effect on our business, reputation, or financial results.

Unfavorable media coverage could negatively affect our business.

We receive a high degree of media coverage around the world. Unfavorable publicity regarding, for example, our privacy practices, terms of service,
product changes, product quality, litigation or regulatory activity, government surveillance, the actions of our advertisers, the actions of our developers whose
products are integrated with our products, the use of our products or services for illicit, objectionable, or illegal ends, the actions of our users, the quality and
integrity of content shared on our platform, or the actions of other companies that provide similar services to us, has in the past, and could in the future, adversely
affect our reputation. Such negative publicity also could have an adverse effect on the size, engagement, and loyalty of our user base and resuit in decreased
revenue, which could adversely affect our business and financial results.
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Owur financial results will fluctuate from quarter to quarter and are difficult to predict.

Our quarterly financial results have fluctuated in the past and will fluctuate in the future. Additionally, we have a limited operating history with the cursent
scale of our business, which makes it difficult to forecast our future results Asa result, you shoutd not rely upon our past quarterly financial results as indicators of
future performance. You should take into account the risks and by ies in rapidly evolving markets. Our financial
results in any given quarter can be influcnced by numerous factors, many of which we are unable to predict or are outside of our control, including:

. our ability to maintain and grow our user base and user engagement;
. our ability to atiract and retain marketers in a particular period;
. fluctuations in spending by our marketers due to seasonality, such as historicatly strong spending in the fourth quarter of each year, episodic regionat

or global events, or other factors;

. the frequency, prominence, size, format, and quality of ads shown to users;

. the success of technologies designed to block the disptay of ads;

. the pricing of our ads and other products;

. the diversification and growth of revenue sources beyond advertising on Facebook and Instagram;

. our ability to generate revenue from Payments, or the sale of Oculus products and services of other products we may introduce in the future;
. the development and introduction of new products or services by us or our competitors;

. product changes that may seduce traffic to features or products that we successfully monetize;

. increases in marketing, sales, and other operating expenses that we will incur to grow and expand our jons and to remain itive;
. costs and expenses related to the development and delivery of Oculus products and services:

. our ability to maintain gross margins and operating margins;

. costs refated to acquisitions, including costs i with ization and additional i to develop the acquired technologies;
M charges assaciated with impairment of any assets on our balance sheet;

. our ability to obtain equipment, components, and labor for our data centers and other technical infrastructure in a timely and cost-cffective manner;
. system failures or outages, which could prevent us from serving ads for any period of timc;

. breaches of sccurity or privacy, and the costs associated with any such breaches and remediation;

. changes in the manner in which we distribute our products or inaccessibility of our products due to third-party actions;

. fees paid fo third parties for content or the distribution of our products;

. share-based compensation expense, including acquisition-related expense;

. adverse litigation j il or other Jitigati Tated costs;

. the overall tax rate for our business, which may be affected by the mix of income we earn in the U.S. and in jurisdictions with comparatively lower
tax rates, the tax effects of share-based compensation, the effects of integrating inteliectual property from acquisitions, and the impact of new
{egislation;

. tax obligations that may arise from changes in iaws or tons of tax inati including the
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we are currently under by the Internal Revenue Service (IRS), that materially differ from the amounts we have anticipated;

. fluctuations in currency exchange rates and chenges in the proportion of our revenue and expenses denominated in foreign currencies;
. fluctuations in the market values of our portfolio investments and in interest rates;

. changes in U.S. generally accepted accounting principles; and

. changes in globat business or macroeconomic conditions.

We expect our rates of growth to decline in the future.

We expect that our user growth and revenue growth rates will decline over time as the size of our active user base increases and as we achieve greater
market penetration. We expect our revenue growth rate will generally decline over time as our revenue increases to higher levels. As our growth rates decline,
investors' perceptions of our business may be adversely affected and the trading price of our Class A common stock couid dectine.

Our costs are continuing to grow, which could reduce our
performance could be harmed.

margin and p ility. If our i are not I, our business and financial

Operating our business is costly, and we expect our expenses to continue to increase in the future as we broaden our user base, as users increase the amount
and types of content they consume and the data they share with us, for example with respect to video, as we develop and implement new products, as we continue
o expand our technical infrastructure, as we continue to invest in new and unproven tcchnologies, and as we continue to hire additional employees to support our
expanding operations. We wilf continue to invest in our messaging, video content, and global connectivity efforts as well as other initiatives that may not have
clear paths to monctization, In addition, we will incur inereased costs in ion with the lop and ing of out Oculus products and services. Any
snch investments may not be successful, and any such increases in our costs may reduce our operating margin and profitability. In addition, if our investments are
not successful, our ability to grow revenue will be harmed, which could adversely affect our business and financial performance.

Given our levels of share-bosed compensation, our tax rate may vary significantly depending on our stock price.

The tax effects of the ing for share-based fon may signi 1y impact onr effective tax rate from peried to period. In periods in which our
stock price is higher than the grant price of the share-based compensation vesting in that period, we will recogmzz excess tax benefits that wiil decrease our
effective tax rate. For example, in the first six months of 2017, excess tax benefits ized from share-bas our provisioo for income

taxes hy $577 million and our effective tax rate by seven percentage points as compared to the tax rate without such benefits. In future periods in which our stock
price is lower than the grant price of the share-based compensation vesting in that period, our effective tax rate may increase. The amount and value of share-based
compensation issued relative to our earnings in a particular period will also affect the magnitude of the impact of share-based compensation on our effective tax
rate. These tax effects are dependent on our stock price, which we do not control, and a decline in our stock price could significantly increase our effective tax rate
and adversely affect our financial results,

We are subject to a variety of laws and regulations in the United States and abroad that involve matters central to our business, including privacy, data
protection and personal information, rights of publicity, content, mlellectual property, dVEmsmg, marké:tmg distribution, data secunty, data retl:ntmn and
deletion, personaf information, electronic contracts and other of minors,
product lability, taxation, economic or other trade prohibitions or sanctions, securmes law complience, and online payment servxces The introduction of new
products, expansion of our activities in certain jurisdictions, or other actions that we may take may subjeet us to additional laws, regulations, or other government
serutiny. In addition, foreign data protection, privacy, content, competition, and other laws and reguiations can impose different obligations or be more restrictive
thao those in the United States.
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These U.S. federal and state and foreign laws and regulations, which in some cases can be enforced by private partics in addition to government entities, are
constantly evolving and can be subject to significant change. As a result, the and of !hesc laws and regulations are often
uncertain, particularly in the new and rapidly evolving industry in which we operate, and may be p and applied i from country to country and
inconsistently with our current poficies and practices. For example, regulatory or legisiative actions affecting the manner in which we display content to our users
or obtain consent to various practices could adversely affect user growth and engagement. Such actions coutd affect the manner in which we provide our services
or adversely affect our financial results.

We are also subject to faws and regulations that dictate whether, how, and under what circumstances we can transfer, process and/or teceive certain data that
is criticel o our operations, including data shared hetween countries or regions in which we operate and data shared among our products and services. For example,
in 2016, the European Union and United States agreed to an atternative transfer framework for data transferred from the European Union to the United States,
called the Privacy Shield, but this new framework is subject to an annual review that could result in changes ta our obligations and alse may be challenged by
nationa} regulators or private parties. In addition, the other bases upon which Facebook relies ta legitimize the transfer of such data, such zs standard Model
Contractua! Clauses (MCCs), have been subjected to regulatory or judicial scrutiny. For example, the Irish Data Protection Commissioner is investigating and has
chaflenged the legal grounds for transfers of user data to Facebook, Inc. We also face muitiple inquiries, investigations, and lawsuits in Europe, India, and other
jurisdictions regarding the August 2016 update to WhatsApp's terms of service and privacy policy and its sharing of certain data with other Facebook products and
services, including a lawsuit currently pending before the Supreme Court of India. If one or more of the legal bases for transferring data from Europe to the United
States is invalidated, if we are unable to transfer data between and among countries and regions in which we operate, or if we are prohibited from sharing data
among our products and services, it could affect the manner in which we provide our services or adverscly affect our financial results.

Proposed or new legistation and ions could afso signi affect our business, There currently are a number of proposals pending before federal,
state, and foreign legislative and regulatory bodies. In addition, the European Commission has approved a data protection regulution, known as the General Data
Protection Regulation (GDPR), which has been finalized and is due to come into foree in or around May 2018, The GDPR will include operational requirements
far companies that receive or process personal data of residents of the European Union that are different than those currently in piace in the European Union, and

that will include signil penaities for Hi Similarly, there are a number of Icgislative proposals in the United States, at both the federal and state
fevel, that could impose new obhgzlmns in areas affeclmg our busmess such as liability for copyright infringement by third partics. In addition, some couniries are
considering or have passed legislati I ing data p q or requiring local storage and processing of data or similar requirements that

could increase the cost and complexity of delivering our services.

These laws and regulations, as well as any fated inquiries or i igations or any other g actions, may be costly to comply with and may
delay or impede the development of new products, resuit in negative publicity, incresse our operating costs, require significant management time and attention, and
subject us to remedies that may harm our business, including fines or demands or orders that we modify ar cease existing business practices.

From time to time, we receive formal and informal inquiries from ities and regarding our comp!ianca with laws and
regulations, many of which arc evolving and subject to interpretation. We are and expest to continue to be the suhject of xnvesngauons, inquiries, acnons, and
audits in the United States, Europe, and around the world, particularly in the areas of privacy, data p i and as we
continue to grow and expand our operations, For example, several data protection authorities in the Eumpean Union hava initiated actions, mvest!gauuns. or
administrative orders seeking to assert jurisdiction aver Facebook, Inc. and our subsidiaries and to restrict the ways in which we collect and use infonnation, and
other data protection authorities may do the same. Orders issued by, or inquiries or enlorcement actions initiated by, government or regulatory authorities could
cause us {0 incur substantial costs, cxpose us to unanticipated civil and criminal liability or penalties (including substantial monetary fines), or require us to change
our business practices in a manner materially adverse to our business,
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If we are unable to protect our intellectual property, the value of our brands and ather intangible assets may be diminished, and our business may be adversely
affected,

We rely and expect to continue to rcly on a ination of fali i and license aps with our empi and third
parties with whom we have refationships, as well as trademark, eopyright, patent, frade secret, and domain name protection faws, to protect our proprietary rights.
In the United States and internationally, we have filed various applicatiuns for protection of certain aspects of our intellectual property, and we currently hold a
significant number of issued trademarks and patents in multiple jurisdictions and have acquired patents and patent applications from third parties. In addition, in
the future we may acquire additional patents or patent portfolios, which could require significant cash expenditures. Third parties may knowingly or unknowingly
infringe our proprictary rights, third parties may challenge proprietary rights held by us, and pending and future trademark and patent applications may not be
approved, In addition, effective intellectuel property protection may not be available in every country in which we operate or intend to operate our business. In any
or all of these cases, we may be required to expend significant time and expense in order 1o prevent infringement or to enforce our rights. Although we have
generaily taken mcasures to protect our proprietary rights, there can be no assurance that others will not offer products or concepts that are substantiafly simitar to
omrs and compete with our business. In addition, we regularly contribute software source eode under open source licenses and have made other technology we
developed avaitable under other open licenses, and we include open source software in nur products. For example, we have contributed certain specifications and
designs related to our data center equipment to the Open Compute Project Foundation, a non-profit entity that shares and develops such information with the
technology community, under the Open Web Foundation License. As a result of our open source contributions and the use of open source in our products, we may
ticense or be required to license or disclose code and/or innovations that turn out to be material to our business and may also be exposed to increased litigation risk.
if the ion of our proprictary rights is i to prevent unauthorized use or appropriation by third parties, the value of our brands and other intangible
assets may be diminished and competitors may be able to more effectively mimic our products, services, and methods of operations. Any of these events could
have an adverse effect on our business and financial resuits,

We are currently, and expect to be in the future, party to patent lawsuits and other intellectual property rights claims that are expensive and time consuming
and, if resolved adversely, could have a significant impact on our business, financial condition, or results of operations.

C ies in the Intenet, technology, and media i ies own large numbers of patents, mpyrlghts, trademarks, and trade secrets, and frequently enter
into litigation based on allegati of infri fation, or other violati of intetl | property or other rights. In addition, various "non-
practicing entities” that own patents and other inteliectual property nghts often atiempt to aggressively assert their rights in order to extract value from technology
companies. Furthermore, from time to fime we may introduce or acquire new products, including in areas where we historically have not competed, which could
increase our exposure to patent and other intellectuaf property claims from competitors and non-practicing entities,

From time to time, we receive notice from patent holders and other parties afleging that certain of our products and services, or user content, lnfrmge their
intetlectual property rights, We presently are involved in a number of intellectual property lawsuits, and as we face § and gain an
high profile, we expect the number of patent and other inteliectual property claims against us to grow. Defending patent and other intellectual property fitigation is
costly and can impose a signi burden on and empl , and there can be no assurances that favorable final outcomes will be obtained in all
cases. In addition, plaintiffs may seck, and we may become subject to, preliminary or provisional rulings in the course of any such litigation, including potential
preliminary injunctions requiring us to cease some or all of our operations. We may decide to settle such lawsuits and disputes on terms that are unfavorable to us.
Similarly, if any litigation to which we are a party is resoived adversely, we may be subject to an unfavorable judgment that may not be reversed upon appeal. The
terms of such a settlement or judgment may require us to cease some or all of our operations or pay substantial amounts to the other party. In addition, we may
have to seek a license fo continue practices found to be in violation of a third party's rights, which may not be available on reasonable terms, or at all, and may
significantly increase our operating eosts and expenses. As e result, we may also be required to develop alternative non-infringing technology or practices or
discontinue the practices. The development of alternative non-infringing technology or practices could require significant effort and expense or may not be
feasible. Our business, financial condition, and results of operations could be adversely affected as a result of an unfavorable resolution of the disputes and
litigation referred to above.

We are involved in numerous class action lawsuits and ather litigation matters that are expensive and time consuming, and, if resalved adversely, could harm
our business, financial condition, or results of operations.

In addition fo intellectual property claims, we are also involved in numerous ather lawsuits, inctuding putative class action tawsuits, many of which claim
statutory damages and/or seek signifieant changes to our business operations, and we anticipate that we wil continue to be a target for numerous lawsuits in the
future. Because of the scale of our user base, the plaintiffs in class action cases filed against us typically claim enormous monetary damages even if the alleged per-
user harm is small or non-
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existent. In addition, we may be subject to additional class action fawsuits based on product performance or other claims related to the use of consumer hardware
and software, as well as virtual reality technology and products, which are new and unproven. Any negative outcome from any such lawsuits could result in
payments of substantial monetary damages or fines, or undesirable changes to our products o business practices, and accordingly our business, financial condition,
or results of operations could be materiaily and adversely affected. Although the results of such lawsuits and claims cannot be predicted with certainty, we do not
believe that the final outcome of those matters relating to our products that we currcnily face will have a material adverse effect on our business, financial
condition, or results of operations. In addition, we are currently the subject of stockholder class action suits in connection with our PO and with our intention to
create a new elass of capital stock (Class C capital stock) and to declare and pay a dividend of twa shares of Class C capital stock for each outstanding share of
Class A and Class B comman stock (the Reclassification). We believe these lawsuits are without merit and are vigorously defending these lawsuits.

There can be no assurances that a favorable final outcome wilt be obtained in all our cases, and defending any lawsuit is costly and can impose a significant
burden on management and employees. Any litigation to which we are a party may rosult in an onerous or uofavorable judgment that may not be reversed upon
appeal or in payments of substantial monctary damages or fines, or we may decide to settle lawsuits on similarly unfavorable terms, which could adversely affeet
our business, financial conditions, or resulls of operations.

We may incar liability as a result of information retrieved from or transmitted over the Internet or published using our products or as a result of claims related
ta our products,

We have faced, currently face, and will continue to face claims relating to information that is published or made available on our products. In particular, the
nature of our business cxposes us to claims related to defamation, dissemination of misinformation or news hoaxes, discrimination, intetlectual property rights,
rights of publicity and privecy, personal injury torts, or local laws regulating hate speech or ather types of content, This risk is enhanced in certain jurisdictions
outside the United States where our protection from Hability for third-party actions may be unclear and where we may be less protected under local faws than we
are in the United States. We could incur signi costs i igating and ing such claims and, if we are found liable, significant damages. We could also
face fines or orders restricting or blocking our services in particular geographies as a result of content hosted on our services. For example, we will be subject to
recently enacted legistation in Germany that may impose significant fines for failure to comply with certain content removal and disclusure obligations, If any of
these events occur, our business and financial results could be adversely affected.

Our CEO has control over key decision making as a result of his control of @ majerity of the voting power af our outstanding capital stock

Mark Zuckerberg, our founder, Chairman, and CEO, is ablc to exercise voting rights with respect 1o a majority of the voting power of our outstanding
capital stock and therefore has the ability to contro] the outcome of matters submitted to our stockholders for approval, including the election of direciors and any
merger, consolidation, or sale of all or substantially all of our assets. This concentrated control eauld delay, defer, or prevent a change of control, merger,
consofidation, or sale of all or substantially afl of our assets that our other 1 support, or fy this d contro} could result in the
consummation of such a fransaction that our other stockholders do not support. This concentrated controt couid also discousage a potentiat investor from acquiring
our Class A common stock, which has limited voting power rclative to the Class B common stock, or if issued, our Class C capital stock, which will generally have
no voting power, and might harm the trading price of our Class A common stock and, if issued, our Class C eapital stock. In addition, Mr. Zuckerberg has the
ability to contro} the management and major strategic investments of our company as a resuit of his position as our CEO and his ability to confrol the election or
replacement of pur directors. In the event of his death, the shares of our capital stock that Mr. Zuckerberg owns will be transferred to the persous or entities that he
has designated. As a board member and officer, Mr. Zuckerberg owes a fiduciary duty to our stockholders and must act in good faith in a manner he reasonably
believes to be in the best interests of our Asas ider, even a ing stockholder, Mr. Zuckerherg is entitied to vote his sharcs, and sharcs
over which he has voting control as governed by a voting agreement, in his own interests, which may not always be in the interests of our stockholders generally.

Moreover, since our Class C capital stock, if issued, will generally have no voting power, the issuance of the Class C capital stock, including in connection
with future financings, acquisitions, or the issuance of future equity awards, could have the effect of prolonging the duration of Mr. Zuckerberg's ability to exercise
wvoting rights with respect to a majority of the voting power of our outstanding capita stock and therefore his ability to control the cutcome of matters submitted to
our stockholders for approvat, including the election of directors, and any merger, consolidation, or sale of all or substantiaily alt of our assets. We believe that Mr.
Zuckerberg's continued contro! of a majority of the voting power of our outstandiog capital stock is beneficial to us and is in the best interests of our stockholders.
In the event that M., Zuckerberg no fonger controls a majority of the voting power, whether as a result of the disposition of some or all of his shares of Class A or
Class B common stock or otherwise, our business or the trading price of our Class A common stock and, if issued, our Class C capital stock may be adversely
affected,
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We plan fo continue to make acquisitions, which could harm our financial
stock,

or results of operations and may ad iy affect the price of our common

As part of our business stratcgy, we have made and intend to continuc to make isitions to add iali pl and
praducts, or technologies. We may not be able to find suitable acquisition candidates, and we may not be able to compiete acqulsmons on faverable terms, if at alf.
In some cases, the costs of such acquisitions may be substantial. For example, in 2014 we paid approximately $4.6 biilion in cash and issued 178 million shares of
our Class A common stock in connection with our acquisition of WhatsApp, and we paid approximately $400 miltion in cash and issued 23 million sharcs of our
Class B common stock in connection with our acquisition of Oculus, We also issued a substantial number of RSUs to help retain the employees of these
companies, There is no assurance that we will receive a favorable return on investment for these or other acquisitions.

We may pay substantial amounts of cash or incur debt to pay for acquisitions, which could adversely affect our fiquidity, The incurrence of indebtedness
would also resuit in increased Fixed obligations and increased interest expense, and couid also include covenants or other restrictions that wouid impede our ab\lxty
to manage our operations, We may also issue equity securities to pay for acquisitions and we regularly grant RSUs to retain the employees of acquired companies,
which could increase our expenses, adversely affect our financial results, and result in dilution to our stockholders. In addition, any acquisitions we announce coutd

be viewed negatively by users, lopers, or investors, which may adversely affect our business or the price of our Class A common stock.
In the future, if issued, we may use shares of Class C capital stock as i fon in ion with jsiti However, we may not be able to use
shares of Class C capital stock as ideration because ies that we are i d in acquiring may not agree 1o accept shares that carry no voting rights, or

for other reasons. If the Class C capital stock trades at a discount to the Class A common stock, companies that we seek to acquire may atso demand snore shares off
Ctass C capital stock in exchange for accepting such stock as consideration. In such instances, we may need to pay cash, issue shares of our Class A or Class B
common stock as consideration, or issue a refatively greater number of shares of Class C capital stock to consummate the acquisitions.

We may also discover liabifities or ienc iated with the ies or assets we acquire that were not identified in advance, which may result in

ici costs. The i of our due difigence review and our ability to evaluate the results of such due diligence arc dependent upon the

accuracy and of’ and di made or actions taken by the companics we acquire or their representatives, as well as the limited amount

of time in which acquisitions are executed, In addition, we may fail to accurately forecast the financial impact of an acquisition transaction, mcludmg tax and

accounting charges. Acquisitions may also result in our recording of signifieant additional expenses to our results of ions and recording of finite-
fived intangible assets on our balance sheet upon closing. Any of these factors may adversely affect our linancial condm(m or results of operations.

We may not be able 1o successfully integrate our acquisitions, and we may incur significant cosis to integrate and support the companies we acquire.

The § ion of isitions requires signi time and resources, and we may not manage these - processes successfufly. Our ability to successfully
mtegra!c comph,x acqmsxtxuns is unproven, particularly with respect to panies that have i or that develop products where we do not have
prior experience. For example, Oculus and WhatsApp are larger and more complex than ies we have histori acquired. In parti Oculus builds

technology and products that are refatively new to Facebook and with which we did not have significant experience or structure in place to support prior to the
acquisition, We continue to make substantial investments of resousces to support these acquisitions, which will result in significant ongoing operating expcnses and
may divert resources and management attention from other areas of our business. We cannot assure you that these investments will be successful. iIf we fail to
successfully integrate the companies we acquire, we may not realize the benefits expected from the transaction and our business may be harmed.

If our goodwill or finite-lived intangible assets become impaired, we may be required to record a significant charge to earnings.

We review our finite-lived i ible assets for impai when events or changes in circumstances indicate the carrying value may not be recoverable,
such as a decline in stock price and market capitatization. We test goodwil for impairment at jeast annually. If such goodwili or finite-lived intangible assets are
deemed to be impaired, an impairment loss equal to the amount by which the carrying amount cxceeds the fair value of the assets would be recognized. We may be
required to record a significant charge in our financial statements during the period in which any impairment of our goodwilt or finite-lived intangible asscts is
determined, which would negatively affect our results of operations.
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Qur business is dependent on our ability te maintain and scale our technical inf , and any
reputation, result in o potential loss of users and engagement, and adversely affect our financial results.

iption in our service could damage our

Qur reputation and ability to aftract, retain, and serve our users is dependent upon the reliable performance of our products and our underlying technical
infrastructure. Qur systems may not be adequately designed with the necessary zeliability and redundancy to avoid performance delays or outages that could be
harmtul to our business. If our products are unavailable when users attempt to access them, or if they do not load as quickly as expected, users may not use our
products as often in the future, or at at}, and our ability to serve ads may be disrupted. As our user base and engagement continue to grow, and the amount and
types of information sharcd on Facebook and our other products continue to grow and evolve, such as inereased engagement with video, we will need an increasing
amount of technical infrastructure, including network capacity and computing power, to continue to satisfy the needs of our users. It is possible that we may fail to
continue to cffectively scale and grow our technical infrastructure to accommodate these increased demands. In addition, our business may be subject to
interruptions, delays, or faifures resulting from earthquakes, adverse weather conditions, other natural disasters, power loss, terrorism, geopolitical conflict, cyber-
attacks, or other catastrophic cvents. If such an event were to occur, users tay be subject to service disruptions or outages and we may not be able to recover our
technical infrastructure and user data in a timely manner to restart or provide our services, which may adversely affect our financial results.

A substantial portion of our network infrastructure js provided by third parties. Any disruption or failure in the services we receive from these providers
could harm our ability to handle existing or increased wraffic and could significantly harm our business, Any financial or other difficulties these providers face may
adversely affect our business, and we exercise little control over these providers, which increases our vulnerability to problems with the services they provide.

We could experience unforeseen difficulties in building and operating key portions of our technical infrastructure.

We have designed and built our own data centers and key portions of our technical infrastructure through which we serve our products, and we plan to0
continue to significantly expand the size of our mfrastruclure primarily through data centers and other projects, The i jon we are is
complex, and icil delays in the i of these projects, including due to any shortage of labor necessary in bmldmg pertions of such projects, or
availability of components may lead to increased praject costs, operational inefficiencies, or interruptions in the delivery or degradation of the quality of our
products. In addition, there may be issues related to this infrastructure that are not identified during the testing phases ufdeslgn and implemeniation, which may
only become evident afier we have started to fully utilize the underlying equipment, that could further degrade the user experience or inctease our costs.

Our products and internal systems rely on software thai is highly technical, and if it contoins errors or ilities, our business could be
adversely affected.

Our products and internal systems rely on software, including software developed or maintained internatly and/or by third parties, that is highly technical
and complex. In addition, our products and internal systems depend on the ability of such software to store, reirieve, process, and manage immense amounts of
data. The software on which we rely has contained, and will in the future contain, undetected errors, bugs, or vulnerabilities. Some errors may only be discovered
after the code has been released for external or internal use. Errors, vuloerabilities, or other design defects within the software on which we rely may tesult in a
negative experience for users and marketers who use our products, delay product introductions or enhancements, result in targeting, measurement, or billing crrors,
compromise our ability to protect the data of our users and/or our inteflectual property or lead to reductions in our ability to provide some or alt of our services. In
addition, any errors, bugs, vulnerabititics, or defects discovered in the software on which we rely, and any associated degradations or interruptions of service, could
result in damage to our reputation, foss of users, loss of revenue, or liability for damages, any of which could adversely affect our business and financial results.

Technologies have been developed that can block the display of our ads, whick conld adversely affect our financial results.

Technotogies have been devcloped, and will fikely continue to be developed, that can block the display of our ads, particularly advenising displayed on
personal We generate ally ali of our revenue from advertising, including revenue resulting from the display of ads on personal computers.
Revenue generated from the display of ads on personal computers has becn impacted by these technologies from time to time. As a result, these technologies have
had an adverse effect on our financial results and, if such technologies continue to proliferate, in particular with respect to mobilc platforms, our future financial
results may be harmed.

Real or perceived inaccuracies in our user and other metrics may harm our reputation and negatively affect our business.

The numbers for our key metrics, which include our DAUSs, MAUs, and average revenue per uscr (ARPU), are calcufated
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using internal company data based on the activity of user accounts. While these numbers are bascd on what we believe to be reasonabie estimates of our user base
for the applicable period of measurement, there are inherent chalienges in measuring usage of our products across large online and mobilc populations around the
world. In addition, we are continually seeking to improve our estimates of our user base, and such estimates may change due to improvements or changes in our
methodology.

In 2016, we estimate that "duplicate” accounts (an account that a user maintains in addition to his or her principal aceount) may have represented
approximately 6% of our worldwide MAUS. We also seek to identify "false” accounts, which we divide into two categories: (1) user-misclassilied accounts, where
users have created personal profiles for a business, organization, or non-human entity such as a pet (such entities are permitted on Facebook using a Page rather
than a personat profile under our terms of service); and (2) undesirable accounts, which represent user profiles that we determine are intended to be used for
purposes that vm]nte our terms of service, such as spamming. In 2016, for example, we estimate that such user-misclassified and undesirable accounts may have

1% of our ide MAUs. However, these estimates are based on an internal review of 2 limited sample of accounts and we apply
slgmfcantjudgmenl in making this determination, such as identifying names that appear to be fake or other behavior that appears inauthentic to the reviewers. Our
estimates may change as our methodologies evolve, including through the application of new technologies, which may allow us to identify previously undetected
false or duplicate accounts and improve our ability to evaluate a broader popuiation of our users. As such, our estimation of duplicate or false accounts may not
aceurately represent the actual number of such accounts.

Our data limitations may affect our understanding of certain details of our business. For example, while user-provided data indicates a decline in usage
among younger users, this age data is liable becausc a disproporti number of our younger users register with an inaccurate age. Accordingly, our
understanding of usage by age group may not be complete.

In addition, our data regarding the geographic location of our users is estimated based on a number of factors, such as the uset's IP address and self-
disclosed focation. These factors may not always aceurately reflect the user's actual location, For example, a user may appear to be accessing Facebook from the
location of the proxy server that the user connects to rather than from the user's actual location. The methodologies used to measure user melrics may also be
susceptible to algorithm or other technical errors. Our estimates for revenue by user location and revenue by user device are also affected by these factors. For
example, in fate 2013, we discovered an error in the algorithm we used to atiribute our revenue by user geography. While this issue did not affect our overall
worldwide revenue, it did affect our attribution of revenue to different geographic regions. The fourth quarter of 2015 revenue by user geography and ARPU
amounts were adjusted to reflect this reclassification,

We regularly review our processes for calcutating these metrics, and from time to time we may discover inaccuracies in our metrics ot make adjustments to
improve their accuracy, including adjustments that may result in the recalculation of our historical metrics. We believe that any such inaceuracies or adjustments
are immaterial unless otherwise stated. In additioo, our DAU and MAU estimates will differ from estimates published by third parties due to differences in
methodology.

In addition, from time to time we provide, or rely on, certain other metrics, including those relating to the reach and effectiveness of our ads. All of our
metrics are subject to software bugs, inconsistencies in our systems, and human error. If marketers, developers, or investors do not perceive our metrics to be
accurate, or if we discover material inaccuracies in our metrics, we may be subject to liability, our reputation may be harmed, and marketers and developers may be
less witling to aflocate their budgets or resources to Facebook, which could negatively affect our business and {inancial results.
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We cannot assure you that we will effectively manage our growth.

Our employee headcount and the scope and complexity of our business have increased significantly, with the number of employecs increasing to 20,658 as
of June 30, 2017 from 14,495 as of June 30, 2016 , and we expect such headcount growth to continue for the foreseeable future. The growth and expansion of our
business and products create signi i for our i and financiat inchuding ing mujtipte ionships with users,
marketers, developers, and other third parties. As our operations and the number of our third-party relationships continuc to grow, our information technology
systems or our internal controls and procedures may not be adequate to support such growth. In addition, some members of our management do not have
significant experience managing a large global business operation, so our management may not be able to manage such growth effectively. To effectively manage
our growth, we must continue to improve our operational, financial, and management processes and systems and to effectively expand, train, and manage our
employee base. As our organization continues o grow, and we are required to impl more complex izationat we may find it
increasingly difficult 10 maintain the benefits of our corporate culture, including our ability to quickly develop and launch new and innovative products. This could
negatively affect our business performance,

The loss of ane or more of our key personnel, or our failure 1o attract and retain other highly qualified personnel in the future, could harm our business.

We currently depend on the continued scrvices and performance of our key personnel, including Mark Zuckerberg and Shery! K. Sandberg. Although we

have entered into empl with Me. Z g and Ms. Sandberg, the agreements have no specific duration and constitute at-will employment. In
addition, many of our key technologies and systems are custom-made for our business by our personnel. The foss of key personnel, including members of
management as well as key enginecring, product keting, and sales 1, could disrupt our operations and have an adverse effect on our
business.

As we continue o grow, we cannot guarantee we will continue to attract and retain the personnel we need fo maintain our competitive position, In
particular, we intend to continuc to hire a significant number of technical personnel in the foreseeable future, and we expect to continue to face significant
competition from other companies in hiring such personnet, particularly in the San Francisco Bay Asea, where our headquarters are located and where the cost of
living is high. As we continue to mature, the incentives to atfract, retain, and motivate employees provided by our equity awards or by future arrangements may not
be as effective as in the past, and if we issue significant equity to attract additional employees or to retain our existing employees, we wouid incur substantial
additional share-based compensation expense and the ip of our existing holders would be further dituted. Our ability to attract, retain, and motivate
cmployees may aiso be adversely affected by stock price volatility. Additionatly, we have a number of current employees whase equity ownership in our company
has provided them a substantial amount of personal wealih, whieh conld affect their decisions about whether or not to continue to work for us. Asa result of these
factors, it may be difficult for us to continue to retain and motivate our employees. If we do not succeed in attracting, hiring, and integrating excetlent personnel, or
retaining and motivating existing personnel, we may be unable to grow effectively.

We may not be able to continue to successfully grow usage of and engagement with mobile and web applications that integrate with Facebook and our other
products.

We have made and are inuing to make i to enable pers to build, grow, and monetize mobiie and web applications that integrate with
Facebook and our other products. Such existing and prospecti pers may not be t in building, growing, or monetizing mobile and/or web
applications that create and maintain user Additionail pers may choose to build on other platforms, including mobile platforms coniratied by
third parties, rather than building products that integrate with Facebook and our other products. We are continuously secking to balance the distribution objectives
of our developers with our desire to provide an optimal user experience, and we may not be I in achieving a balance that i to attract and retain
such developers. For example, from time to time, we have taken actions to reduce the volume of ications from these pers to users on Facebook and
our other products with the objective of enhancing the user experience, and such actions have reduced distribution from, user engagement with, and our
monetization opportunities from, mobile and web applications integrated with our products, In some instances, thesc actions, as well as other actions to enforce our
policies applicable to developers, have adversely affected our relationships with such developers. If we are not successful in our efforts to continue to grow the
number of developers that ehoose to build products that integrate with Facebook and our other products or if we are unable to continue to build and maintain good
relations with such developers, our user growth and user engagement and our financiaf results may be adversely affected.
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We currently generate subsiantially all of our Payments revenue from developers that use Fucebook on personal computers, and we expect that our Payments
revenue will continue to decline as usage of Facebook on personal compuiers continues to decline.

We currently generate substantially al of our Payments revenue from developers that use Facebook on persanal computers. Specifically. applications built

by developers of social games are currently responsible for substantiaily all of our revenue derived from Payments, and the majority of the revenue from these

has been d by a limited number of the most popular games. We have experienced and expect to see the continued decline in usage

of Facebook on personal computers, which we expect wilf result in a continuing decline in Payments revenuc, In addition, only a relatively small percentage of our

users have transacted with Facebook Payments. If the Facebook-integrated applications fail to grow or maintain their users and engagement, whether as a result of

the continued decline in the usage of Facebook on personal computers or otherwise, if’ developers do not continue to introduce new applications that attract users

and create engagement on Facebook, or if Facebook-integrated applications outside of social games do not gain popularity and generate significant revenue for us,
our financial performance could be adversely affected.

Payrent transactions may subject us to additional regulatory requirements and other risks that could be costly and difficalt to comply with or that could harm
our business,

Our users can purchase virtual and digital goods from developers that offer applications using our Payments infrastructure on the Facebook website. In
addition, certain of our usets can use our Paymem: e, inctuding on for other activities, such as sending money 1o other users and making
ions fo certain charitabl We are subject to a variety of laws and regulations in the United States, Europe, and elsewhere, including those
governing anti ing and ist financing, money transmission, gift cards and other prepaid access instruments, electronic funds transfer,
charitable fundraxsmg, and import and export restrictions. Depending on how our Paymcnts pruducl evolves‘ we may also be subject to other laws and regulations
including those governing gambling, banking, and lending. In some jurisdi the or P jon of these laws and regulations is not clear, To
increase flexibility in how our use of Payments may evolve and to mitigate regulatory uncertainty, we have received certain money transmitter lcenses in the
United States and an Efectronic Money (E-Money) license that allows us to conduct certain regulated payment activities in the participating member countries of
the European Economic Area, which wilt generally require us to demonstrate compliance with many domestic and foreign laws in these areas. Our efforts to
comply with these laws and regulations could be cosily and result in diversion of management time and effort and may still not guarantee compliance. In the event
that we are found to be in violation of any such legal or regulatory rcquirements, we may be subject to monctary fines of other penatties such as a cease and desist
order, or we may be required to make product changes, any of which could have an adverse effect on our business and financial results.

In addition, we may be subject to a variety of additional risks as a result of Payments transactions, including:

. increased costs and diversion of managemeot time and effort and other resources to deal with bad transactions or customer disputes;
. potential fraudulent or otherwise illegal activity by users, developers, employees, or third partics;

. restrictions on the investment of consumer funds used fo transact Payments; and

. additional disclosure and reporting vequirements,

We have significant international operations and plan to continue expanding our operations abroad where we have more limited operating experience, and
this may subject us fo increased business and economic risks that could affect our financial results.

We have significant international operations and pian to continue the intcrnational expansion of our business operations and the transtation of our products.
We currently make Facebook available in more than 100 different fanguages, and we have offices or data centers in more than 30 different countries. We may enter
new international markets where we have limited or no i in ing, selling, and depioying our products. Qur products are generally avaifable globally
through the web and on mobile, but some or all of our products or functionatity may not be available in certain markets due to fegal and regulatory complexities,
For example, Facebook is not generaily available in China. We also outsource certain operational functions to third-parly vendors globaily. If we fail to deploy,
manage, or oversee our international operations successfully, our business may suffer. In addition, we are subject to a variety of risks inhesent in doing business
internationatly, including:

. political, social, or economic instability;
. risks related to legal, regulatory, and other government scrutiny applicable to U S companies with sales and operations in foreign jurisdictions,
including with respect to privacy, tax, law content, trade It
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property, and terrestrial infrastructure maiters;

. potentiai damage to our brand and reputation due to compliance with local Jaws, including potential censorship or requirements to provide user
information to local authorities;

. jons in currency exchange rates and it with currency controls;

. foreign exchange controls and tax and other regulations and orders that might prevent us from repatriating cash earned in countries outside the United
States or otherwise limit our ability to move cash freely. and impede our ability to invest such cash efficiently;

. higher levels of credit risk and payment fraud;

. enhanced di lties of § ing any foreign

. burdens of complying with a variety of foreign laws;

. reduced protection for intellectual property rights in some countries;

. difficulties in staffing, ing, and ing global operations and the increased travel, infrastructure, and legal compliance costs associated

with multiple international iocations;

. compliance with the U.S. Foreign Costupt Practices Act, the U.K. Bribery Act, and similar laws in other jurisdictions; and
. compliance with statutory equity requi and of tax.
If we are unable to expand internationatly and manage the lexity of our global operati Hy, our financial results could be adversely
affected.

We face design, manufacturing, and supply chain risks that, if not properly managed, could adversely impact our financial results.

We face a number of risks related to design, manufacturing, and supply chain management with respect to our Oculus products, For example, the Oculus
products we sell may have quality issues resulting from the design or menufacture of the products, or from the software used in the products. Sometimes, these
issues may be caused by components we purchase from other manufacturers or suppliers. If the quality of our Oculus products does not meet our customers'
expectations or such products are found to be defective, then our financial results could be adversely affected.

We rely on third parties to manufacture ous Oculus products. We may experience supply shortages or other supply chain disruptions in the future that could
result in shipping detays and i impact our operati We could be negatively affected if we are not able to engage third parties with the necessary

ilities or capacity on le terms, ot if those we engage with fail to meet their obligations (whether due to financial difficulties or other reasons}), or
make adverse changes in the pricing or other materiaf terms of such arrangements with them.

We also require the suppliers and business partners of our Oculus products to comply with laws and certain company policies regarding sourcing practices,
but we do not control them or their practices, 1 any of them violates laws or implements practices regarded as unethical or corrupt, we could experience supply
chain disruptions, canceled arders, or damage to our reputation.

In addition, the Sceurities and Exchange Commission’s (SEC) conflict minerals rule requires discl by public ies of i ion refating to the
origin, source and chain of custody nf specified minerals, known as conflict minerals, that are necessary to the functionafity or production of products

fe or to be d. Although the SEC has recently provided guidance with respect 1o a portion of the conflict minerals filing
requirements that will somewhat relax the reporting required, we may incur signi costs fated with plying with the other portions of the rule, such as
costs related to the determination of the origin, source and chain of custody of the minerals used in Oculus products, the adoption nf conflict minerals-related
governance policies, processes and controls, and possible changes fo products or sources of supply as a result of such activities.

We may face inventory risk with respect to sur Oculus products.

We may be exposed to inventory risks with respect to our Oculus products as a result of rapid changes in product cycles and pricing, unsafe or defective
merchandise, changes in consumer demand and consumer spending patterns, changes in consumer tastes with respect to Oculus products, and other factors. We
endeavor to accurately predict these trends and avoid overstocking
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or understocking products Oculus may sell. Demand for products, however, can change significantly between the time inventory or components are ordered and
the date of safe, In addition, when we begin selling or manufacturing a new Qculus product, it may be difficult to establish vendor rcla\mnshlps, determine
appropriate product or component selection, and accurately foreeast demand. The acquisition of certain types of inventory or components may require significant
lead-time and prepayment and they may not be returnabie. Any anc of thesc factors may adversely affect our operating results,

We may have exposure to greater than anticipated tax liabilities.

Our income tax obligations arc based in part on our eorporate operating structure and intercompany arrangements, including the manner in which we
operate our business, develop, value, manage, protect, and use our inteliectual property and the ions of our ‘We may also be
subject to addmonal indirect or non- mcome taxes, The tax !aws apphcable 1o our business, mc\udmg the laws of the United States and other jurisdictions, are
subject to interp and certain j are ing their laws in new ways in an effort to raise additional tax revenue from companies
such as Facebook. The taxing authorities of the Junsdlcuons in which we operate may chall our hodologies for vatuing hnol or
intercompany arrangements, which could increase our worldwide effective tax rate and harm our financiat position and results of operations. For example, the IRS
recently issued us a formal assessment relating to transfer pricing with our foreign subsidiaries in conjunction with the examination of the 2010 tax year, and
although we disagree with the IRS's positioo and are contesting this issuc, the ultimate resolution is uncertain and, if resofved in 2 manner unfavorable to us, may
adversely affect our financial resuits. We are subject to regular review and audit by U.S, federal and state, and foreign tax authorities. Tax authorities may disagree
with certain positions we have taken and any adverse outcome of such a review or audit could have a negative effect on our financial position and resuits of

i In addition, the ination of our worldwide provision for income taxes and other tax lahilities requires signi Jjudgment by and
there arc many transactions where the ultimate tax determination is uncertain. Qur provision for income laxes is also determined by the manner in which we
operate our business, and any changes to such operations or laws appli o such ions may affect our effective tax rate, Although we believe that our
provision for income taxes is reasoneble, the ultimate tax outcome may differ from the amounts recorded in our financiai statements and may materially affect our
financial results in the period or periods for which such determination is made. In addition, our future income taxes could be adversely affected by earnings being
fower than anticipated in jurisdictions that have lower statutory tax rates and higher than anticipated in jurisdictions that have higher statutory tax rates, by changes
in the valuation of our deferred tax assets and liabilities, or by changes in tax laws, regufations, or accounting principies. For example, we have previously incurred
Iosses in certain international subsidiaries that resulted in an effective tax rate that is significantly higher than the statutory ax rate in the United States and this
could continue to happen in the future.

Changes in tax laws or tax rulings could materially affect our financial position and results of operations.

The income and non-income tax regimes we are subject to or operate under are unsettied and may be subject to significant change. Changes in tax faws or
tax rufings, or changes in interpretations of existing laws, could materially affect our financial position and results of operations. Many couniries in Burope, as well
as a number of other countries and mganizations, have recently proposed or recommended changes to existing tax laws or have enacted new laws that could
slgmﬁcanlly increase our tax obligations in many eountries where we do business or require us to change the manncr in which we operate our business. The
(¢ for Cooperation and D P has been working on a Base Erosion and Profit Sharing Project, and issued in 2015, and is expected to
continue to issue, guidelines and proposals that may change various aspects of lhe exxsung framework under which our tax nbiigations are determined in many of
the countries in which we do business. The European C ission has ions in multiple countries focusing on whether focal country tax rulings
or tax legislation provides preferential tax treatment that violates European Union staic aid rules and concluded that certain countries, including Ireland, have
provided iHegal state aid in certain cases. These investigations may result in changes to the tax treatment of our foreign operations. In addition, the current U.S.
administration and key members of Congress have made public statements indicating that tax reform is a priority. Certain changes to U.S. tax laws, ineluding
limitations on the ability to defer U.S. taxation on eamings outside of the United States untif those earnings are repatriated to the United States, could affect the tax
treatment of our foreign earnings. Due to the large and expanding scale of our international business activities, many of these types of changes to the taxation of
our activities could increase our worldwide effective tax rate and harm our finaneial position and results of operations.

We cannot guarantee that our share repurchase program will be fully consummated or that it will enhance long-term stockholder value. Share repurchases
could also increase the volatility of the trading price of our stock and could diminish our cash reserves.

In November 2016, our board of directors authorized a share repurchase program of up to $6.0 hitlion of our Class A common stock that commeneed in
2017 and docs not have an expiration date. Although our board of directors has authorized this share repurchase program, the program does not obligate us to
repurchase any specitic doliar amount or to acquire any specific number of shares. The program could affect the tradiog price of our stock and increase volatility,
and any announcement of a termination of this program may result in a decrease in the trading price of our stock. In addition, this program coutd diminish our cash
reserves.
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Risks Related to Ownership of Our Class A Common Stock

The troding price of our Class A common stock has been and will likely continue to be volatile, and if the creation and dividend of Class C capital stock is
effected, the trading price of that class will likely be volatile and may impact the trading price for the Class A common stock.

The trading price of our Class A common stock has been, and is likely to continuc to be, volatile. Since shares of our Class A common stock were sold in
our IPO in May 2012 at a price of $38.00 per share, our stock price has ranged from $17.35 to $156.50 through June 30, 2017 . In addition to the factors discussed
in this Quarterfy Report on Form 10-Q, the trading price of our Class A common stock may fluctuate signi in response to factors, many of which
are beyond our control, including:

. actual or anticipated fluctuations in our revenue and other operating results;
. the financial projections we may provide to the public, any changes in these projections or our failure to meet these projections;
. actions of securities analysts who initiate or maintain coverage of us, changes in financial estimates by any securities anatysts who follow our

company, or our fajlure to meet these estimates or the cxpectations of investors;

. additional shares of our stock being sold into the market by us, our existing stockholders, or in ion with isitions or the anticipation of
such sales;

. investor sentiment with respect to our competitors, our business partners, and our industry in generat;

. by us or our itors of signi. products or features, technical i ions, jsiti strategic ps ips, joint ventures,
or capifal commitmenis;

. announcements by us or estimates by third parties of actual or anticipated changes in the size of our user base, the level of user engagement, or the
effectiveness of our ad products;

. changes in operating performance and stock market vatuations of technology companies in our industry, including our developers and competitors;

. price and volume fluctuations in the overall stock market, including as a result of trends in the economy as a whole;

. the inclusion, exciusion, or deletion of our stock from any trading indices, such as the S&P 500 Index;

. media coverage of our business and financial performance;

. tawsuits threatened o filed against us;

. devel in anticipated or new legisl and pending lawsuits or regulatory actions, including interim or final rulings by tax, judicial, or

regulatory bodies;
. trading activity in our share repurchase program; and
. other events or factors, including those resulting from war n incidents of terrorism, or responses to these events.

In addition, in 2016 we announced a proposal to create a new class of non-voting capital stock, known as Class C capitaf stock, and to distribute two shares
of Class C capitai stock as a dividend to the holders of our Class A and Class B common stock for each share of Class A and Class B common stock held by them.
While this proposal has been approved by our stockhoiders, the record and payment dates for this dividend will be determined by eur board of directors in its
discretion and there can be no assurance as to the timing of such dates, Once the dividend is distributed, we expect that the market price for the shares of our Class
A common stock will generally refleet the effect of a three-for-one stock split. The pending Reclassification is currently subject to class action lawsuits that were
filed on behalf of our stockholders.

1f issued, we plan to list the Class C capital stock on the NASDAQ Stock Market LLC. The trading priee for the Class C capital stock may be volatile and
affected by the factors noted with respect to our Class A common stock above. The trading price of the Class C capital stock may also be affected by the difference
in voting rights compared to our Class A and Class B common shares, the liquidity of the market for Class C capital stock, and investos demand for Class C capital
stock, inefuding that of institutional investors that may be unwilling, unable, or cheose not to hold non-voting shares of our capital stock.

1n addition, the stock markets have experienced extreme price and volume Nuctuations that have affected and continue to affect the market prices of equity
securities of many technology companies. Stock prices of many technology compenies have
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fluctuated in a manner unrelated or disproportionate to the operating performance of those companies. We are cusrently subject to securities litigation in connection
with our IPO. We may experience more such litigation following future periods of volatility. Any securitics litigation could subject us to substantial costs, divert
resources and the attention of management from our business, and adverscly affect our business.

We do not intend te pay cash dividends for tire foreseeoble future.

We have never declared or paid cash dividends on our capital stock. We currently intend to retain any future earnings to finance the operation and expansion
of our business, and we do not expect to declare or pay any cash dividends in the forcseeable future. As a result, you may only reccive a return on your investment
in our Class A common stock and, if issued, our Class C capital stock if the trading price of your shares increases.

The dual class structure of our common stock and a voting agreement between certain stockholders have the effect of concentrating voting control with our
CEQ and certain other holders of our Class B common stock; this will limit or preciude your ability 10 influence corporate matters,

Owr Class B common stock has ten votes per share, and our Class A common stock has one vote per share, and we intend to create Class C capital stock that
generally has no voting rights. Stockbolders who hold shares of Class B common stock, inctuding certain of our executive officers, employees, and directors and
their affiliates, together hoid a substantial majority of the voting power of our outstanding capital stock. Because of the ten-to-one voting ratio between our Class B
and Class A common stock, the holders of our Class B common stock collectively control a majority of the combined voting power of our common stock and
therefore are able to controf all matters submitted to our stockholders for approval so fong as the shares of Class B common stock represent at least 9.1% of alf
outstanding shares of our Class A and Class B common stock. This concentrated contro! will limit or preclude your ability to influence corporate matters for the
foreseeable future.

Transfers by holders of Class B common stock will generaily result in those shares converting to Class A common stack, subject to limited exceptions, such
as certain transfers effected for estate planning or charitable purposes. The conversion of Class B common stock to Class A common stock will have the effect,
over time, of increasing the relative voting power of those holders of Class B common stock who retain their shares in the long term. If, for example,
M. Zuckerberg retains a significant portion of his holdings of Class B common stock for an extended period of time, he could, in the future, continue to control a
majority of the combined voting power of our outstanding capital stock.

Our status as ¢ "controlled company” could make our Class A common stock less attractive tg some investors or otherwise harm our stock price.

Because we qualify as a “controlled company” under the corporate governance rules for NASDAQ—lmed cumpames we are not required to have a majority
of our board of direetors be independent, nor are we required to have a ittee or an function. In jon with the
pending Rectassification, contingent upon our payment of a dividend of Class C capital stock as described in last year's proxy statement, our corporate gavernance
guidelines will be amended to provide that our compensatioo & governance commitiee will be comprised solely of independent directors, We do not have a
separate and independent neminating function and will continue to have the fult board of directors be direcily responsibte for nommatmg memhers ul'uur board. In

addition, in the future we could elect not to have a majority of our board of directors be independent or not to have a dingly, shouid
the interests of our controlling stockholder differ from those of other khold the other may not have the same protections atforded 10
stockholders of companies that are subjeet to all of the corporate governance rules for NASDAQ-listed ies. Qur status as a tHed company could make

our Class A common stock and, if issued, our Class C capital stock less attractive to some investors or otherwise harm our stock price.

Delaware law and provisions in our restated certificate of incorporation and bylaws could make o merger, tender offer, or proxy contest difficult, thereby
depressing the trading price of our Class A common stock.

Our status as a Delaware ion and the anti-tak provisions of lhe Delaware Gcneral Corparation Law may discourage, delay, or prevent a change
in control by prohibiting us from engaging in a business ion with an Ider for a period of three years after the person becomes an
interested stockholder, even if 8 change of control would be beneficiat to our existing stockholders. In addition, our current restated certificate of incorporation and
bylaws contain provisions that may make the acquisition of our company more difficult, including the following:

. until the rst date on which the cutstanding shares of our Class B common stock represent less than 35% of the combined voting power of our
common stock, any transaction that would result in a change in control of our company requires the approval of a majority of our outstanding Class B
common stock voting as a separate class;

. we cusrently have a dual class common stock structure, which provides Mr. Zuckerberg with the ability to control

56




353

the outcome of matters requiring stockhoider approval, even if he owns significantly less than a majority of the shares of our outstanding Class A and
Class B common stock;

. when the ousstanding shares of our Class B common stock represent less than a majority of the combined voting power of common stock, certain
amendments fo our restated certificate of incorporation or bylaws will require the approval of two-thirds of the combined vote of our then-
outstanding shares of Class A and Class B common stock;

. when the outstanding shares of nur Class B common stock represent less than a majority of the combined voting power of our common stock,
vacancies on our board of direetors wilt be able to be fifled only by our board of directors and not by stockholders;

. when the outstanding shares of our Class B common stock represent less than a majority of the combined voting power of our common stock, our
board of directors will be classified into three classes of direetors with staggered three-year terms and directors will only be able to be removed from
office for cause;

. when the outstanding shares of our Ciass B common stock represent Icss than a majority of the combined voting power of our common stock, our
stockholders wilt only be able to take action at a meeting of stockhoiders and not by written consent;

. only our chairman, our chief executive officer, our president, or a majority of our buard of directors are authorized to cail a special meeting of
stackholders;

. advance notice proced apply for stockholders to nominate i for election as directors or to bring matters before an annual meeting of
stockholders;

. our restated i d preferred stock, the terms of which may be established, and shares of which may he

of porati
issucd, without stockholder approvai; and
. certain litigation against us can only be brought in Delawarc.
We intend to amend and restate our restated certificate of incorporation fo create, as further described above, a pew class of non-voting capital stock which

may prolong Mr. Zuckerberg's ability to control the outcome of matters submitted ta our stockholders for approval, including the election of directors and any
metger, conselidation, or sale of all or substantially ail of our assets.
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Item 2. Unregistered Sales of Equity Securities and Use of Proceeds
a} Sales of Unregistered Securities
None.
<) Issuer Purchases of Equily Securifies

The following table summarizes the share repurchase activity for the three months ended June 30, 2017 :

Tatat Number of Shares Approximate Dollar Value

Purchased as Part of of Shares that May Yet Be
Total Number of Shares Avernge Price Paid Per Publiiely Anncunced Purchased Under the Plans
Parchased Share @ or Programs

{in thousands} (in thousands) (in millions}

May 1~ 31,2017
Jume 1 = 30:2017-

5,772

5 18t Ligs
1,185 1,185
—— e ————
Tn November 2016, out board of directors authorized a share repurchase program of up 1o $6.0 billion of our Class A common stock, which commenced in January 2017 and does not have
an expiration date. The timing and actwal number of shares repurchased depend on & variety of factars, including price, general business and market conditions, and other investment

ies, and shares may be through open market purchases or privately negoliated transactions, including through the use of trading plans intended to qualify under Rule
10b5-1 under the Exchange Act.

Average price paid per share includes costs associated with the repurchases

(

2
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tem 6. Exhibits

Exhibit by Reference Filed
i
Number Exhibit Description Form Fite No. Exhbibit Flling Date Herewith
10.1 2012 Equity Incentive Plan forms of award agreements. X
361 Certification of Mark Zuckerberg, Chief Executive Officer, X
pursuant to Rufe 13a-14(a)/15d-14(a}, as adopted pursuant to
Section 302 of the Sarbanes-Oxley Act of 2002,
312 Certification of David M. Wehner, Chief Financial Officer, X
pursuant to Rule 13a-14{a)/i5d-14(a}, as adopted pursuant to
Section 302 of the Sarbancs-Oxley Act of 2002,
3214 Certification of Mark Z Chief ive Officer, X
pursuant to 18 U.S.C. Section 1350, as adopted pursuant to
Section 906 of the Sarbanes-Oxiey Act of 2002,
3224 Certification of David M, Wehner, Chief Financial Officer, X
pursuant to 18 U,S.C, Section 1350, as adopted pursuant to
Section 906 of the Sarbanes-Oxley Act of 2002,
10LINS  XBRL Instance Document, X
10L.SCH  XBRL Taxonomy Extension Schema Document. X
101.CAL  XBRL Taxonomy Extension Calculation Linkbase Document, X
101.DEF  XBRL Taxonomy Extension Definition Linkbase Document, X
101 LAB  XBRL Taxenomy Extension Labeis Linkbase Document. X
X

101.,PRE  XBRL Taxenomy Extension Presentation Linkbase Document.

# This certification is deemed not filed for purposes of Section 18 of the Securitics Exchange Act of 1934, as amended (Exchange Aet), or otherwise subject to the
fiability of that sectinn, nor shalf it be deemed incorporated by reference into any filing under the Securities Act of 1933, as amended (Securities Act), or the
Exchange Aet.
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SIGNATURES
Pursuant to the requi of the Securities Act of 1934, the Registrant has duly caused this Quarterly Report on Form 10-Q to be signed on its behalf
by the undersigned, thereunto duly authorized, in the City of Menio Park, State of California, on this 27th day of July 2017 .
FACEBQOK, INC.
Date: July 27, 2017 /s/ DAVID M. WEHNER

David M. Wehner
Chief Financial Officer
(Principal Firancial Officer)

Date: July 27, 2017 /s/ SUSAN J.5. TAYLOR

Susan J.8. Taylor
Chief Accounting Officer
(Principal Accounting Officer)
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FACEBOOK, INC.
2012 EQUITY INCENTIVE PLAN
NOTICE OF RESTRICTED STOCK UNIT AWARD
GRANT NUMBER:

Unless otherwise defined herein, the terms defined in the Facebook, Inc. {the “ Company “) 2012 Equity Incentive Plan (the © Plan ™) shall have the same
meanings in this Notice of Restricted Stock Unit Award (the “ Natice ).

Name:
Address:

You (* Participant ) have been granted an award of Restricted Stack Units {** RSUs ) under the Plan subject to the terms and conditions of the Plan, this Notice
and the attached Award Agreement (Restricted Stock Units) (hereinafter “ RSU Agreement ™).

Number of RSUs:
Date of Grant:

Vesting Commencement Date:

Expiration Date; The datc on which settlement of alt RSUs granted hereunder occurs, with earlier expiration upon the Termination
Date
Vesting Schedule: Subject to the limitations set forth in this Notice, the Plan and the RSU Agrcement, the RSUs will vest in

accordance with the following schedute:

By accepting (whether in writing, electronically or otherwise) the RSUs, and as a condition to and in consideration of the grant, vesting, and settlement of the
RSUs, Participant acknowledges and agrees to the foltowing:

Participant agrees and acknowledges that in the event Participant’s service status with the Company {or a Subsidiary or afliliate, as the case by may be) changes: (i)
the Vesting Schedule may change prospectively, or (ii} a portion of the awatd may be subject to forfeiture, Any such changes or forfeiture will ocour in accordance
with Company policies including but not limited to policies relating to full- or part-time status, leaves of absence, work schedules, and vesting of awards.

Participant that Participant’s employ or ip or service with the Company (or a Subsidiary or affiliate, as the case may be) is
for an § duration, can be inated at any time in accordance with the applicable law (which may include “at-wili” employment) and that nothing in this
Notice, the RSU Agreement or the Plan changes the nature of that relati ip. Participant ledges that the vesting of the RSUs pursuant to this Notice is
earned onlty by continuing service as an Employee, Director or Consultant of the Company {or a Subsidiary or affiliate, as the case may be). By receiving the
RSUs, Shares, or otherwise any benefit relating 1o the RSUs, Participant also acknowledges that this Notice is subject to the terms and conditions of both the RSU
Agreement and the Plan, both of which are incorporated herein by reference, Participant has read both the RSU Agreement and the Plan, and Participant consents
to the electronic delivery as set forth in the RSU Agreement.

Finatly, please note that the RSU Agreements includes the Country-Specific Addendum, which provides additional notices, disclaimers, and/or terms and
conditions that apply to employees in the countries listed, Participant understands and agrees that if Participant works, resides, moves to, or otherwise is or
becomes subject fo applicable laws or Company policies of any such jurisdictions at any time, such country-specific notices, disclaimers and/or terms and
conditions will apply to Participant, unlcss otherwise determined by the Company in its sole discretion. In particular, any elections or special provisions for such
country
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{including but not limited to provisions for certain tax , social e.g., the pass-through of employer Nationat Insurance Contributions in the
United Kingdom; potential or mandatory forfeiture of grants in certain circumstances or countries, e.g., Isract or China; and applicable holding periods, sale

ictions, or ing of may apply to Participant’s RSUs or Shares as from the date of grant, even if Participant was not subject to such country
faws or policies at the time of grant. Hawever, because applicable laws and policies are subject to change, the Country-Specific Addendum is not Ive. As
provided for in the RSU Agreement, the Campany also retains the right to impose other i in relfation to P ’, in the Plan fo the
extent necessary or advisable in order to comply with applicable laws or facilitate the administration of the Plan or this Agreement and to require Participant to

sign any or ings thai may be necessary or advisable to accomplish the foregoing.
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FACEBOOK, INC.
2012 EQUITY INCENTIVE PLAN
RESTRICTED STOCK UNIT AWARD AGREEMENT

Unless otherwise defined herein, the terms defined in the Facebook, Inc. {the * Company ) 2012 Equity Incentive Plan (ihe * Plan ) shall have the same
defined meanings in this Award Agreement (Restricted Stock Units) (the « Agreement ™).

Participant has been granted Restricted Stock Units {* RSUs ) subject to the terms, restrictions and conditions of the Plan, the Notice of Restricted Stock Unit
Award (the “ Nofice ™) and this Agreement.

Settlement . Settlement of RSUs shall be made within 30 days following the applicable date of vesting under the vesting schedule set forth in the
Notlce Settlement of RSUs shall be in Shares.

2, No Stockholder Rights . Unless and until such time as Shares are issued in settlement of vested RSUs, Participant shall have no ownership of the
Shares alincated to the RSUs and shail have no right to dividends or to vote such Shares.

3. Dividend Equivalents . Dividends, if any (whether in cash or Shares), shall not be credited to Participant,

3! ility of. s . RSUs may not be sold, assigned, transferred, pledged, hypothecated, or otherwise disposed of in any manner other than
by will or by thc laws of descent or distribution or courl order or unless otherwise permitted by the Committee on a case-by-case basis.

5, Termination . If Participant’s service Termi for any reason, all unvested RSUs shall be forfeited to the Company forthwith, and ali rights of
Participant to such RSUs shail immediately terminate. In case of any dispute as to whether Tenination has occurred, the Company shall have sole discretion to
determine whether such Termination has occurred and the cffective date of such Termination for purposes of the Plan. For the avoidance of doubt, it is noted that,
except as may be agreed to in the sole discretion of the Company, if Participant is Terminated by histher employer for any reason or if Participant’s Termination is
due to his/her voluntary resignation, all unvested RSUs shali be forfeited as of the date on which Participant is no longer actively providing services, and no vesting
shall continue during any notice period that may be mandated in relation to his Termination, whether specified under contract or applicable law, including any
“garden leave” or similar period.

6. Withhalding Taxes . Prior to the settlement of Participant’s RSUs and as a condition to and in consideration of the grant, vesting, and settlement of the
RSUs, Participant shal} pay or make adequate arrangements satisfactory to the Company (and any Subsidiary or affiliate) to satisfy all withholding obligations of
the Company {and any Subsidiary ot affiliate) and any other amounts in refation to the RSUs, including any appli taxes, social buti required
deductions, o other payments. In this regard, Participant authorizes the Company {and any Subsidiary or affiliate) to withhold ai} such amounts legaily payable by
Participant. In this regard, Participant authorizes the Company (and any Subsidiary or affiliate), at the d\rec(mn and discretion of Lhe Commitice, to satisfy ail
obligations by one or a combination of the following: (i) payment of a cash amount by Partict (ii} by ing from P: pant’s wages or other cash
compensation paid to Participant by the Company {(and any Subsidiary or affiliate), (iii} withholding Shares based on the Fair Market Value of the Shares that
otherwise would be issued to Participant when Participant’s RSUs are seitied, provided that the Company does not withhold more than the amount of Shares
necessary to satisfy the maximum statutory withholding amount, (iv} by withholding from proceeds of the sale of Shares acquired upon settiement of the RSUs
through a voluntary or mandatory sale arranged by the Company {on Participant’s behalf pursuant to this authorization without further action by Participant}, or (v)
by any other arrangement approved by thc Committee, all under such rufes as may be i by the Ci itice and in 1i with the Company’s Insider
Tradmg Pohcy and 10b5-1 Trading Plun Polxcy, if applicable. The Company may refuse to dehvcr the Shares if Participant fails to comply with Participant’s
in ion with the tax or other p as described in this section.

7. Acknowledgement . As a condition to, and in consideration of, the grant, vesting, and settlement of the RSUs, the Company and Participant agree that
the RSUs are granted under and governed by the Notice, this Agreement (inchuding the Country-Specific Addendum hereto) and the provisions of the Plan. By
receiving the RSUs, Shares, or otherwise any benefit relating to the RSUs, Participant: {i} acknowicdges receipt of 2 copy of the Pian and the Plan prospectus, (i)
represents that Participant has carefully read and is familiar with their provisions, and (iii) hereby accepts the RSUs subject to all of the terms and conditions set
forth herein and those set forth in the Plan and the Notice.

8. Wmmmjnmm;m This Agreement, the Pian and the Notice i the entire agi and ing of the parties
relating to the subject matter herein and supersede all prior discussions between them. Any prior
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the purchase of the Shares hi der are d. No modji of o d to this Agreement,
nor any waiver of any ngh{s under this Agreement, shall be effective unless in writing and signed by the parties to this Agrccment The failure by either party to
enforce any rights under this Agreement shail not be construed as a waiver of any rights of such party,

9. Data Protection . In order to enable the Company to properly administer the Pian and the RSUs received by the Participant pursuant to the Plan,
Participant hereby gives explicit consent to the Company, any Subsidiary or Parent of the Company, and/or any delegates to collect and process (electronically or
otherwise) personal data, including sensitive and financial data, about himself or herself necessary 0 administer the Plan and RSUs received by Participant
pursuant to the Plan, Such data may include, but is not limited to, Participant’s name, work or tax i fon number, date of birth,
beneficiaries’ contact information, RSU grant history, and compensation information. Participant aiso hereby gives explicit consent to the Company and refated
entities to transfer (electronically or otherwise) any such data outside the country in which Participant is living or employed (including to the United States), as
well as to third-party providers (in Participant’s home country or the United States or other countries) of legal, tax, benefits, administration or other services to the
Company, related entities, or employees. The Iegal person for whom such personal data is intended to be used is the Company and/or its related entities. Participant

further understands that the Company and/or its Subsidiary or Parent may report i ion regarding the Partici] and/or the RSU to tax authorities or other
governmental agencies as may be required to comply with applicable laws.

10. Compliance with Laws and Regulations . The issuance of Shares will be subject to and conditioned upon comphanw by the (‘ompany and
Participant with all applicable national or local faws and and with all i of any stock exch: or tion system on
which the Company’s Common Stock may be listed or quoted at the time of such issuance or transfer. Furthermore, Particij lhal the i

laws of the country and/or state or province in which Participant is living or working at the time of grant, vesting and/or settlement of the RSUs and/or disposition
of the Shares received thereunder (including any rules or regulations governing securities, foreign exchange, tax, fabor or other matters) and any other applicable
laws may restrict or prevent settlement of the RSUs and/or disposition of the Shares received thereunder or may subject Participant to additional procedural or
regulatory requirements Participant is solely responsible for and will have to independently fulfilt in reletion to the RSUs or ownership or sale of Shares or in order
fo otherwise reccive any benefit under this RSU. Such local requirements may be outlined in but are not limited to the Country-Specific Addendum attached
hereto.

1t Addendum and Additional Requirements . Notwithstanding any provisions in the Plan, the Notice or this Agrcement, the RSUs and any Shares to
be issued thereunder shall be subject to the terms and conditions set forth in the Country-Specifie Addendum that may apply due to Participant’s country of
residence or work upon grant, vesting or settiement of RSUs or the disposition of Shares received thercunder or upon Participant’s relocation to another country.
Moreover, the Company reserves the right to impose other requirements in relation to Participant’s panicipaﬁnn in the Plan to the extent necessary or advisable in
order to comply with applicable laws ot facilitate the admmxstratmn of the Plan or this Agreement and to require Participant to sign any additiona! agreements or
undertakings that may be necessary or advisable to the ing. Such will apply as from the date of grant, including in circumstances
where Participant moves to another country, unless otherwxsc determined by the Cumpany in its sole discretion.

12, Governing Law: Severability . If one or more provisions of this A t are held to be le under appli iaw, the parties agree to
renegotiate sueh provision in good faith. In the event that the parties cannot reach a mutually ble and bi for sueh provision, then (i)
such provision shall be excluded from this Agrecmam {if) the balance of this Agreement shall be interpreted as if such provision were so excluded and (ii} the
balance of this A it shall be with its terms. This Agreement and all acts and transactions pursuant hereto and the rights and
obligations of the parties hereto shall be guvcmed d and i d in with the laws of the State of Delaware, without giving effect to
principles of conflicts of law. For purposes of litigating any dispute that mﬂy arise directly or indirectly from the Ptan, the Notice and this Agreement, the parties
hereby submit and consent to fitigation in the exclusive jurisdiction of the State of California and agree that any such litigation shalt be conducted only in the courts
of California or the federal courts of the United States for the Northern Distriet of California and no other courts.

13, Ne Rights as Emplovee, Director or Consultani . Nothing i in this Agreemem shall affect in any manner whatsoever the right or power of the
Company, or a Parent or Subsidiary of the Company, to terminate Particip s service in d with applicable faws, which may provide for the termination
of Participant’s service for any rcason, with or without cause,

4, Discretionary and Voluntary Notice of Grant . As a condition to, and in consideration of, the grant, vesting, and settlement of RSUs, and in

receiving the award of RSUs, Shares, or any other benefit relating to the RSUs, Participant acknowiedges and agrees that;
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(@)  the Plan is established voluntarily by the Company, it is discretionary in nature, and it may be unilatersily modificd, amended, suspended or
terminated by the Company at any time, uniess otherwise provided in the Plan and this Agreement;

{b) the grant of the RSUs is voluntary and occasional and does not create any contractual of other right to reccive future grants of RSUs or other
Awards, or benefits in lieu of RSUs, even if RSUs have been awarded repeatediy in the past;

{c) all decisions with respect to future grants of RSUs, if any, will be at the sole discretion of the Company;
{d) Participant is voluntarily participating in the Plan;

{¢) the RSUs and any Shares acquired under the Pian are an cxtraordinary item that do not constitute compensation of any kind for services of any kind
rendered to the employer, the Company or any Subsidiary or Parent of the Company and are outside the scope of Participant’s employment or service contract, if
any;

() the RSUs and any Shares acquxred under the Plan are not part of normai or expeeted compensation or salary for any purposes, ineluding, but not
limited to, calculation of any dund: end of service p: , bonuses, long-service awards, pension or retirement or
welfare benefits or similar payments and in no event should be considered as compensation for or relaung in any way to, past services for the employer, the

Company ot any Subsidiary or Parent;

{g) inthe event that Participant is not an Employee of the Company, the RSUs and Participant’s participation in the Pian will not be interpreted to form
an employment or service contract or relationship with the Company; and, furthermore, the RSUs and Participant’s participation in the Plan will not be interpreted
to form an employment or service contract or relationship with any Subsidiary or affiliate of the Company;

(h) the future value of the underlying Shares to be issued when the RSUs vest or are settled, if any, is unknown and cannot be predicted with certainty,
and the Company is not fiable for any decrease in the vaiue of such RSUs or Shares nor for any foreign exchange fluctuations between Participant’s local currency
and the United States Dollar that may affect the vaiue of any benefit Participant may receive in relation to the RSUs or the Shares received thereunder; and

() no claim or entitlement to compensation or damages shal} arise from termination of the RSUs or from any diminution in value of the RSUs or the
Shares acquired upon vesting or settlement of the RSUs, and Participant imevocably relcases the employer, the Company and any Subsidiary or Parent from any
such claim that may arise; if, notwithstanding the foregoing, any such claim is found by a court of competent jurisdiction to have arisen, then, by signing the
Notice, Participans shall be deemed irrevocably to have waived his or her entitlement to pursue such claim.

By Participant’s acceptance (whether in writing, electronically or otherwise) of the Notice or receipt of the RSUs or Shares, and as a condition to and in
consideration of the grant, vesting, and settlement of the RSUs, Participant and the Company agree that this RSU is granted under and governed by the terms and
conditions of the Plan, the Notice and this A t (including any appli terms as provided in the Country-Specific Addendum). To the extent Participant
has been provided with a copy of the Notice, the Plan, this Agreemem or any other documentis relatmg to the RSU in a language other than English, the English
language documents will prevail in the case of any i or 2 as a result of i Participant has reviewed the Plan, the Notice and this
Agreement in their entirety, has had an opportunity to obtain the advice nf counsel prior to ing this A t, and fufly unds ds all provisions of the
Plan, the Notice and this A t. As a dition, and in ideration of, the grant, vesting, and settiement the RSUs and the lssuance of Shares and
Participant’s receipt thereof, Participant hereby agrees to accept as binding, conclusive and final all decisions or interpretations of the Committee upon any
questions relating to the Plan, the Notice and this Agreement. Participant further agrees to notify the Company upon any change in Participant's residence addrcss.
By acceptance of this RSU as described herem. Famclpant consents to the efectronic delivery of the Notice, this RSU Agreement, the Plan, account statements,
Plan prospectuses required by the ities and E: C U.S. financial reports of the Company, and alf other documents that the Company is
required to deliver to its security holders (including, without limitation, annual reports and proxy statements) or other communications or information related to the
RSU. Electronic delivery may include the delivery of a fink to a Company intranet or the internet site of a third party involved in administering the Plan, the
delivery of the document via e=mail or such othet delivery determined at the Company’s discretion.
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Country-Specific Addendum

This Addendum includes additi country-specific notices, disclai and/or terms and that apply to Particip who work or live in the countries
listed below and that may be material to Participant’s participation in the Pian. Such notices, disclaimers, and/or terms and conditions may also apply if Participant
moves to or otherwise is or becomes subject to the applicable laws or Company policies of the country listed. However, because foreign exchange regulations and
other local taws are subject to frequent change, Participant is advised 10 seek advice from Participant’s own personal legal and tax advisor prior to accepting a grant
or holding or selling Shares acquired under the Plan. Unless otherwise noted below, capitalized terms shall take the same definitions assigned to them under the
Plan and the Agreement. This Addendum forms part of the Agreement and should be read in conjunction with the Plan,

Unless otherwise noted, neither the Company nor the Shares are registered with any local stock exchange or under the controt of any local securities regulator
outside the U.S, This Agreement {of which this Addendum is a part), the Plan, and any other communications or materials that you may receive regarding
participation in the Plan do not constitute advertising or an offering of securities outside the U.S. The issuance of securities described in any Plan-related
documents is not intended for offering or public circulation in your jurisdiction.

European Union Data Privacy
l'he following supplements Section 9 of the Agreement: Participant understands that personal data will be held only as long as is necessary
to impl ister and manage Participant’s participation in the Plan. Participant understands that he or she may, at any time, view

his or her personal data, request additional mformauon about the storage and processing of personal data, require any necessary
amendments to personal data without cost, request a list of the names and addresses of any recipients of the personal data, or refuse or
withdraw the consents herein or by contacting in writing Participant’s {ocal human resources representative.

Argentina Foreign Exchange Restrictions
US doliar transactions must be conducted through a financial i diary ized by the Argentine Central Bank. US dollar proceeds
from the sale of stock by a participant, when remitted to Argenting, are subject to conversion to Argentine pesos at applicable exchange
rates, as well as relevant regulations of the Central Bank. Depending on thc amount, you may aiso be required to file certain documentation
of the sale with the local bank or otherwise place the funds in a interest-bearing US dolk inated mandatory deposit account for
a holding period of 365 days. As the restrictions may change, please confirm the foreign exchange requirements with your local bank
before any transfer of funds into ur out of Argentina.

Australia Seeurities Law Notice
This disclosure has been prepared in connection with offers to employees in Austrafia under the Plan and the Agreement {copies of which
are enclosed). It has been prepared to ensure that this grant and any other grant under the Plan (the “Offer”) satisties the conditions for
exemptions granted by the Australian Securities and Investments Commission (“ASIC™) under ASIC Cass order 14/1000.

Any advice given to you in connection with the Offer is general advice only. It does nof take into account the objectives, financial situation
and needs of any particular peeson. No financial product adwce is provided in the documentation relating to the Pian and nothing in the
documentation should be taken to itue a or of opinion that is intended to influence you in making a
decision to participate in the Plan. This means that you should consider obtaining your own financial product advice from an independent
person who is ficensed by the ASIC to give such advice. Facebook, Inc. will make avaifable upon your request the Aunstralian doliar
equivalent of the current market price of the underlying Shares subject to your RSUs. You can get those details by contacting
peeps(@fb.com .

Issue of RSUs
RSUs will be issued for no consideration.

Risks of Participation in the Plan
Pamcxpanon in the Plan and acquiring Shares in Facebook, Inc. carries inherent risks. You should carefully consider these risks in light of
your i bjectives and personal cil

Settlement
Notwithstanding any discretion in the Plan, the Notice or the Agreement to the contrary, settlement of the RSUs shall be in Shares and not,
in whole or in part, in the form of cash.
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Belgium

Foreign Assets Reporting

If you are a resident of Belgium, you will be required to submit an annual form declaring your income or assets (including shares acquired
under an employee share pian) held outside of Belgium to the National Bank of Belgium. The reporting should be compieted prior to filing
your annual Belgian income tax return.

Brazil

Foreign Assets Reporting

If you are a resident of Brazii, you will be required to submit an annual deciaration of assets and rights held outside of Brazii to the Central
Bank of Brazil (“BACEN") if the aggregate value of such assets and rights (including any capital gain, dividend or profit attributable to
such assets) is equal to or greater than US $100,000. The reporting should be compileted at the beginning of the year.

Canada

Employee Tax Treatment

For Canadian federal income tax purposes, the RSU is intended to be treated as an agreement by the Company to sell or issue shares to the
Employee and, as such, is intended to be subject to the rules in scetion 7 of the Jncome Tax Act (Canada), Under those ruies, the Employee
will be considered to have received an employment benefit at the time of settlement of the vested RSUs equal to the full vatue of the Shares
received, which amount will be taxed as employment income and will be subject to withholding at source.

Settlement
Notwithstanding any discretion in the Plan, the Notice or the Agreement to the contrary, settlement of the RSUs shail only be made in
Shares jssued by the Company from treasury and not, in whole or in part, in the forms of cash or other consideration.

Foreign Share Ownership Reporting

1f you are a Canadian resident, your ownership of cestain foreign property {including shares of foreign corporations} in excess of $100,000
may be subject to ongoing annual reporting obligations. Please refer to  CRA Form T1135 (Foreign income Verification Statement) and
consult your tax advisor for further details. It is your responsibitity to comply with ail applicable tax reporting requirements.,

Securities Law Notice
The security represemcd by the Notice and the Agreement was issued pursuant to an ion from the i of

i securities legislation in Canada. Partici lges that as Jong as the Company is not a reporting issuer in any
jurisdiction in Canada, the RSUs and the undeﬂymg Shares witl be subject to an indefinite hold period and that the RSUs and the
underlying Shares are subject to resirictions on their transfer pursuant to such applicable securities legislation. Participant further
acknowledges that (1), untess itted under jcable securities legislation, the Partici| is not permitted to transfer the RSUs or the
underlying Shares before the date that is 4 months and a day after the later of (d) the date of this Agreement and (b} the date the Company
became a reporting issuer (as such term is defined under applicable securities legislation) in any province of territory in Canadn (u) lhe
certificates representing the RSUs and the underlying Shares will bear the legend required by applicable securities jegis}
that the resale of such secuntms is restricted; and (iii) the Participant has boen advised to consult the Participant's own legal counsel for fulf

of the resale § i to the Particip:

Quebec: Consent to Receive Information in English

The following applics if you are a resident of Quebec: The parties acknowledge that it is their express wish that this Agreement, as well as
alt documents, notices and legat proceedings entered into, given or instituted pursuant hereto or retating directly or indirectly hereto, be
drawn up in English. Les parties reconnaissent avoir exigé la redaction en anglais de cette convention , ainsi que de tous documents

exécutds, avis donnés et procedures judiciaries intentées, di ou indjy , i & la présente

Colombia

Foreign Ownership Reporting

Prior approval from a government authority s not required to purchase and hold foreign securities or to receive an equity award, However,
if the value of foreign investments, including the value of any equity awards, equals or exceeds US $500,000, such investments must be
registered with the Cofombian Central Bank by June 30 * of each year.

Denmark

Employer Statement. Your participation in the Plan is also subject to the Danish Employer Statement, which has been provided to you
scparately and may also be obtained by contacting peeps@fb.com . By pting your grant, you ge that you have received and
agree to the Danish Employer Statement,

Foreign Account Reporting. Danish resident holders of non-Danish bank accounts or accounts with non-Danish brokers shoutd submit
centain forms to the Danish tax authorities:

Erklaring V regarding shares deposited with a non-Danish bank or broker { hitps://www skat.dk/SKAT aspx201d=90030 )

Erklering K regarding money deposited with a non-Danish bank or broker { https:/www.skat. di/SKAT.aspx20id=73344 )
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France

French Sub-Plan

The RSUs are intended to qualify for preferred treatment under French tax and social secutity laws and are subject to the provisions below
and the Sub-Plan to the Facebook, Inc. 2012 Equity Incentive Plan, Qualified Restricted Stock Units (FRANCE) (the “French Sub-Plan”),
which has been provided to you and is incorporated herein. Capitalized terms below shall take the same definitions assigned to them under
the French Sub-Plan and the Agreement.

Settlcment

Notwithstanding anything to the contrary stated herein, in the Notice, the Plan or the French Sub-Plan, in the case of Participant’s death, if’
the Participant’s heir or heirs request the delivery of the Shares subject to the RSUs within a period of six (6 months following the
Participant’s death, then the RSUs wil! be settled in Shares as soon as practicable following the request. If no such request in made within
six (6) months following the Participant’s death, the RSUs will be forfeited. In any case, settlement of RSUs shall be in Shares only and
not, in whole or in part, in the form of cash.

Non-Transferability of RSUs
RSUs may not be sold, assigned, transferred, pledged, hypothecated, or otherwise disposed of in any manner other than by wilf or by the
laws of descent and, in any event, always in accordance with appicablc taws.

Termination
Notwithstanding anything to the contrary stated herein, in the Notice, the Plan or the French Sub-Plan, death of a Participant’s wili not
cause such Participant's unvested RSUs to be immediately forfeited to the Company.

Minimum Vesting Period

Notwithstanding anything to the contrary stated herein, in the Notice, the Plan or the French Sub-Plan, save the case of death a Participant,
RSUs will not vest nor be settled before the first (1 ® ) annual anniversary of the Grant Date (as defined under the French Sub-Plan) or such
other period as is required to comply with the minimum mandatory holding period applicabic to Shares underlying French-qualified
Restricted Stock Units under Section L. 225-197-1 of the French Commercial Code, as amended, or by the French Tax Code or French
Soctal Security Code, as amended

Mandatory Holding Period

Notwithstanding anything to the contrary stated hetein, in the Notice, the Plan or the French Sub-Plan, any Shares issued to Participant
upon settlement of the RSUs must be hetd {and cannot be sold or transfesred} until expiration of a period which, together with the vesting
period, can be no tess than two years of the Grant Date, or such other period as is required to comply with the minimum mandatory holding
period applicable to Shares underlying French-qualified Restricted Stock Units under Section L. 225-197-1 of the French Commercial
Code, as amended, or by the French Tax Code or French Social Security Code, as amended; provided that if Participant dies or becomes
Disabled, this mandatory holding period wili not apply. In order to enforce this provision, the Company may, in its discretion, issue
appropriate “stop transfer” instructions to its transfer agent or hold the Shares uniil the expiration of the holding period set forth above
{such Shares may be held by the Company, a transfer agent designated by the Company or with a broker designated by the Company}.

Closed Periods
Pursuant to article L 225-197-1 of the French Code de commerce, shares of a listed company cannot be sold (i} during the period of ten
{10} stock-exchange trading days that precede or three (3} stock-exchange trading days that (ollow the date on which the consolidated
accounts, or failing that, the annual accounts arc made public; and (ii} during the period between the date on which the company’s

has k ledge of infic ion which, if it were made public, could have a significant impact on the priec of the company’s
securities, and the date ten (10) stock-exchange srading days afier that on which the said information is made public. These rules will apply
to Participant unless Participant is otherwise restricted from selling Shares received upon settlement of RSUs under similar rules applicable
under U.S. law, in which case the U.S. rules shalf prevail. In any event, you arc at ali times required to comply with the Faceboak, Inc.
Insider Trading Policy as may be amended from time to time, which may be accessed
at hitps://our, intern, facebook i fwiki/Legal/Insider_Trading_Policy/ and in particular Section II re No Trading on Material Non-
Public Information, Black-Out Periods, and other important matters. Persons who violate these general rules and the Insider Trading Policy
may be subject to lega} and financial penaltics. If you trade during any applicable Black-Out Period as described in the Insider Trading
Policy, or if the French tax authorities deem that you have not complied with the French closed period restrictions and/or similar rules
under applicable U.S. law, the RSUs and shares reeeived under the RSUs may lose Qualified status, and you will not receive preferential
tax treatment.

Acknowledgement

The Company and Participant agree that the RSUs are granted under and governed by the Notice, this Agreement {including the France
section of the Country-Specific Addendum), the provisions of the Plan and the French Sub-Plan, Participant: (i) acknowledges receipt of a
copy of the Plan and the Plan prospectus and the French Sub-Plan, (i) represents that Participant has carefully read and is famifiar with
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their provisions, and (iii) hereby accepts the RSUs subject to alt of the terms and conditions set forth herein and those set forth in the Plan,
the French Sub-Plan, the Notice, and the Agreement.

Consent to Receive Information in English
By accepting the Restricted Stock Units, Participant confirms he has read and understood the Plan and the French Sub-Plan and the
Agreement including the anch Couniry-Specific Addendum, which were provided in the English language. Participant accepts the terms

of those . En cette atiribution gratuite d'actions, vous confirmez avoir lu et comprenez le Plan, le Sous-
Plnn Frnncal: etle pre:ent Contrat, mcluam tous leurs termes el conditions. qui ont été transmis en langue anglaise. Vous acceptez les
ions de ces de en de cause.

Foreign Ownership Reporting
Residents of France with foreign account balances in excess of EUR I miltion or its equivalent must report monthly to the Bank of France.

Hong Kong

Securities Law Notice

‘The RSUs and any Shares issued upon vesting of the RSUs do not constitute a public offering of securities under Hong Kong law and are
available only 1o employees of the Company and its affitiates. The Plan, the RSU Agreement, including this Addendum, and other
incidental communication materiais have not been prapared in accordancc with and are not intended to constitute a “prospectus” for a
public offering of securitics under the and islation in Hong Kong and have not been registered with or
authorized by any regulatory authority, including the Securities and Future Commission, in Hong Kong. This Agreement and the incidental
communication materials are intended only for the personal use of cach eligible Participant and not for distribution to any othcr persons. If
you have any questions about any of the contents of this Agreement or the Plan or other incidental communication materials, you should
obtain independent professional advice.

India

Repatristion Requirement

You shal take all reasonable steps to repatriate to India immediately all foreign exchange received by you as a consequence of your
participation in Facebook’s Plan and in any case not fater than 90 days from the date of sale of the stocks so acquired by you under the
Plan. Further, you shall in no case take any action (or refrain from taking any action) that has thc effect of:

(a) Delaying the receipt by you of the whole or part of such foreign exchange; or
(b} Eliminating the foreign exchange in whole or in part to be receivable by you.

Upon receipt or realization of the foreign exchange in India, incuding in relation to any dividend payments, you shall surrender the
received or reatised foreign exchange to an authorised person within a period of 180 days from the date of such reccipt or realisation, as the
case may be. Plense note that you should keep the remittance certificate received from the bank where foreign currency is deposited in the
event that the Reserve Bank of India. Facebook or your employer requests proof of repatriation.

Ereland

Director Reporting

I you are a director or shadow director of the Company or refated company, you may be subject to special reporting requirements with
regard to the acquisition of shares or rights over shares. Please contact your personal legal advisor for further details if you are a director or
shadow director.

Settlement
Notwithstanding any discretion in the Plan, the Notice or the Agreement to the contrary, settlement of the RSUs shail be in Shares and not,
in whole or in part, in the form of cash.
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Sub-Pian for Israeli Participants

Your RSUs are granted under the Sub-Plan for israeli Participants (the “Israeli Sub-Plan™), which is considered part of the Plan, The terms
used herein shall have the meaning ascribed to them in the Plan or Isracli Sub-Plan. In the event of any conflict, whether explicit or
implied, between the provision of this Agreement and the Isracti Sub-Plan, the provisions set out in the Israeli Sub-Plan shall prevail. By
accepting this grant, you acknowledge that a copy of the Tsracli Sub-Plan has been provided to you. The Israeli Sub-Plan may also be
obtained by contacting peeps@fb.com .

Further Acknowledgement
The following fanguage shat! be read in continuation to Section 7 of the Agreement:

Participant also (iii} declares that she/he is familiar with Section 102 and the and rules p including
without fimitations the provisions of the tax route applicable to the RSUs, and agrees to comply with such provisions, as amended from
time to time, provided that if such terms arc not met, Section 102 may not apply, and (iv) agrecs to the terms and conditions of the trust
deed signed between the Trustee and the Company and/or the applicabie Subsidiary, which is available for the Participant’s review, during
normal working hours, at Company’s offices, (v) acknowledges that releasing the RSUs and Shares from the contro} of the Trustee prior to
the termination of the Holding Period constitutes a viotation of the terms of Scction 102 and agrees fo bear the relevant sanctions, (vi)
authorizes the Company and/or the applicable Sobsidiary to provide the Trustec with any information required for the purpose of
administering the Plan including executing its obligations under the Ordinance, the trust deed and the trust agreement, including without
limitation information about his/her RSUs, Sharcs, income tax rates, salary bank account, contact details and identification number, {vii)
declares that he/she is a resident of the State of Israel for tax purposes on the grant date and agrees to notify the Company upon any change
in the residence address indicated above and ach i that if histher with the Company or Subsidiary is terminated and
hie/she is no longer employed by the Company or any Subsidiary, the RSUs and Shares shall remain subject to Section 102, the trust
agreement, the Plan and this Agreement; (viii) understands and agrees that if he/she ceases to be cmployed or engaged by an Israeli resident
Subsidiary but remains employed by the Company or any Subsidiary thereof, alf unvested RSUs shall be forfcited fo the Company with ait
rights of the Participant to such RSUs immediately terminating prior to his/her termination of employment or services, and any Shares
already issued upon the previous vesting of RSUs shalf remain subject to Section 102, the trust agreement, the Plan and this Agreement;
{ix} warrants and undertakes that at the time of grant of the RSUs herein, or as a consequence of the grant, the Participant is not and will not
became a holder of a “controliing interest” in the Company, as such term is defined in Section 32(9) of the Ordinance, {x) the grant of
RSUsis itioned upon the Partici signing all d d by the Company or the Trustee.

Section 102 Capital Gains Trustee Route

The RSUs are intended to be subject to the Capital Gains Routc under Section 102 of the Ordinance, subjeet to you consenting to the
requirements of such tax route by ing the terms of this and the grant of RSUs, and subject further to the compliance with
all the terms and conditions of such tax route. Under the Capilal Gains Route tax is only due upon sale of the Shares or upon release of the
Shares from the holding or controt of the Trustee.

Trustce Arrangement

The RSUs, the Shares issued upon vesting and/or aoy additional rights, inciuding without Jimitation any right to receive any dividends or
any shares received as 2 result of an adjustment made under the Pian that may be granted in connection with the RSUs (the “Additional
Rights™), shall be issued to or controlied by the Trustec for the benefit of the Participant under the provisions of the 102 Capital Gains
Route and will be controlled by the Trustee for at least the period stated in Section 102 of the Ordinance and the Income Tax Ruics (Tax
Benefits in Share Issuance to Employees) 5763-2003 (the “Rules™). In the event the RSUs do not meet the requirements of Section 102 of
the Ordinance, such RSUs and the underlying Shares shall not qualify for the favorable tax treatment under Section 102 of the Ordinance.
The Company makes no representations or guarantees that the RSUs will qualify for favorable tax treatment and wili not be liabe or
responsible if favorable tax treatment is not avaitable under Section102 of the Ordinance. Any fees associated with any exercise, sale,
transfer or any act in refation fo the R§Us shall be bome by the Participant and the Trustee and/or the Company and/or any Subsidiary shail
be entitled to withhold or deduct such fees from payments otherwise due to you from the Company or a Subsidiary or the Trustce.

Restrictions on Sale

In accordance with the requirements of Section 102 of the Ordinance and the Capital Gains Route, the Participant shali not self nor transfer
the Shares or Additional Rights from the Trustee untif the end of the required Holding Period. Notwithstanding the above, if any such sale
or transfer occurs before the end of the required Holding Period, the sanctions under Section 102 shalf apply to and shali be borne by the
Participant.

Tax Treatment
The following language supplements Section 6 of the Agreement:
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The RSUs are intended 1o be taxed in accordance with Section 102, subject to full and complete compliance
with the terms of Section 102. Participanis with dual residency for tax purposes may be subject to taxation in sevcral jurisdictions.

Any Tax imposed in respect of the RSUs and/or Shares, including, but not limited to, the grant of RSUs, and/or the vesting, transfer,
waiver, or expiration of RSUs and/or Shares, and/or the sale of Shares, shall be borne solely by the Participant, and in the event of death, by
the Participant's heirs, The Company, any Subsidiary, the Trustee or anyone on their behalf shall not be required to bear the aforementioned
Taxes, directly or indirectly, nor shali they be required to gross up such Tax in the Participant's salaries or ion. The applicabl

Tax shall be withheld from the proceeds of sale of Shares or shalf be paid to the Company or a Subsidiary or the Trustee by the Participant.
Without derogating from the aforementioned, the Company or a Subsidiary or the Trustee shal! be entitied to withhold Taxes as it deems
complying with applicable law and to deduct any Taxes from payments otherwise duc to the Participant from the Company or a Subsidiary
or the Trustee. The ifi of any future modi ion of i Taw regarding the taxation of the RSUs granted to the Participant
shall apply to the Participant accordingly and the Participant shall bear the ful cost thereof, unless such modificd laws expressly provide
otherwise.

The issuance of the Shares upon the vesting of RSUs or in respect thereto, shall be subject to the full payments of any Tax {if applicable).

Securities Law

If required under applicable law, the Company shall use reasonable efforts to receive a securities exemption from the Isracli Securities
Authotity to avoid the requirement to fife an Israeli securities prospectus in refation to the Plan. Copies of the Plan and the Form 8-8
registration statement for the Plan filed with the U.S. ities and Ci ission will be made available by request from
peeps@fb.com

Italy

Data Privacy Consent

Pursuant to Legislative Decree no. 196/2003, the Controler of personal data processing is Faeebook, with registered oftiees at 66 Piano (6
™ Fioor), Piazza Giuseppe Missori 2, Milan 20122, ltaly, and its Representative in ltaly for privacy purposes is: Luca Colombo.

1 understand that Data processing related to the purposes specified above shall take place under dor d conditi
anonymously when possibie, that comply with the purposes for which Data are collected and with fality and security provisions as
set forth by applicable laws and regulations, with specific reference to Legisiative Decree no. 196/200.

The processing activity, including the communication and transfer of my Data abroad, including outside of the European Union, as herein
specified and pursuant to applicable Jaws and regulations, does not require my eonsent thereto as the processing is necessary for the

of I obligations refated to the i i inistration and of the Plan, I und; d that the use
of my Data will be minimized where it is not necessary for the i i inistration and of the Plan. I further
understand that, pursuant to Section 7 of the Legistative Decree no. 196/2003, I have the right to, including but not limited to, access,
delete, update, ask for rectification of my Data and stop, for legitimate reason, the Data processing. Furthermore, I am aware that my Data
will not be used for direct marketing purposes.

Japan

Exit Tax

Please note that you may be subject to tax on your RSUs, even prior to vesting, if you relocate from Japan if you (1) hold financial assets
with an aggregate value nf ¥100,000,000 or more upon departure from Japan and {2) maintained a principle place of residence ( jusho ) or
temporary place of abode { kyosho ) in Japan for S years or more during the 10-year period immediately prior to departing fapan. You
should discuss your tax treatment with your personal tax advisor.

Securities Acquisition Report
1f you acquire Shares valued at more than ¥100,000,000 total, you must file a Securities Acquisition Report with the Ministry of Finance
(*MOF”} through the Bank of Japan within 20 days of the acquisition of the Sharcs,

Kaoren

Repatriation Requirement

Please note that proceeds reccived from the sale of stock overseas must be repatriated to Korea within eighteen (18) months if such
proceeds exceed US $500,000 per sale. Separate sales may be deemed a single sale if the sole purpose of separate sales was to avoid a sale
exceeding the US $500,000 per sale threshold.
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Malaysia Securities Law Notice
The grant of Facebook equity awards in Malaysia constitutes or relates to an ‘excluded offer,” ‘exciuded invitation,” or ‘exciuded issue’
pursuant to Section 229 and Section 230 of the CMSA, and as a no X is required to be regi: with the i
Commission of Malaysia. The award documents do not constitute and may not be used for the purpose of a public offering oy an issue,
offer for subscription or purchase, invitation to subscribe for or purchase any securitics requiring the registration of a prospectus with the
Securities Commission in Malaysia under the CMSA.

Mexico Labor Law Acknowledgment

The invitation Facebook is making under the Plan i3 unilateral and discretionary and is not related fo the safary and other contractual
benefits granted to you by your employer; therefore, benefits derived from the Plan wifl not under any circumstance be considered as an
integral part of your salary . Facebook reserves the absolute right to amend the Plan and discontinue it at any time without incurring any
Habitity whatsoever, This invitation and, in your case, the acquisition of shares does not, in any way, establish a labor retationship between
you and Facebook, nor does it establish any rights between you and your employer.

La invitacién que Facebook hace en relacion con el Plan es unitateral, discrecional y no se relaciona con el salario y ofros beneficios que
recibe actualmente de su actual empleador, por 1o que cualquier beneficio derivado det Plan no serd considerado bajo ninguna circunstancia
como parte integral de su salario. Por lo anterior, Facebook se reserva el derecho absoluto para modificar o {erminar ¢f mismo, sin incurrir
en ilidad alguna. Esta invitacion y, en su caso, ia isicién de acciones, de ninguna manera establecen relacién laboral alguna
entre usted y Facebook y tampoco genera derecho alguno entre usted y su empicador.

New Zealand

Securities Law Notice

This is an offer of Restricted Stock Units over ordinary shares in Facebook, Inc. (“Facebook™}. Facebook shares give you a stake in the
ownership of Facebook. You may receive a return if dividends or dividend equivalents are paid. If Facebook runs into financial difficulties
and is wound up, sharehajders will anly be paid afier all creditors have been paid. You may lose some or ail of your investment,

New Zealand faw normaily requires people who offer financial products to give information to investors before they invest. This
information s designed to help investors to make an informed decision. The usual rules do not apply to this offer because it is made under
an employee share purchase scheme. As a result, you may not be given ali the information usually required. You wilt also have fewer other
Iegal protections for this investment. Ask questions, read alf docuinents carefully, and seek independent financial advice before comnmitting
yourself,

RSUs may not be transferred other than by wilt or by the laws of descent or distribution, subject to the terms of the RSU Agreement. I you
receive shares upon vesting of RSUs, you may seil such shares, subject to any applicable insider trading laws or other regulations and any
other trading restrictions imposed by Facebook. Facebook shares are quoted on NASDAQ. This means you may be able to self them on the
NASDAQ if there are interested buyers. You may get iess than you invested. The price will depend on the demand for the Facebook
shares.

In addition, you are directed to Facebook’s most recent annual report and financial In with New Zealand
securities Jaw, you are hereby notified thet the documents listed below are availabie for your review on Facebook’ external and internal
sites at the web addresses listed below:

Facebook’s most recent Annuat Report (Form 10-K) - www facehook com. (see “Investor Relations™);
Facebook’s most recent published financial statements ~ www.facebook.com_(see “Investor Relations™):
The Plan - http:/fwwv.schwab.com/facebook ;

The Plan Prospx - hitpi/www.schwab, book ; and

The RSU Agreement (of which this Appendix is a Part) - LWW, conV/F

A copy of the above documents will be sent to you free of charge upon request to peepsi@fb.com . You should read the materials provided
carefully before making a decision whether to participate in the Plan. When reading these materials, please note all references to the
exercise price are listed in US doltars. In addition, please consult your tax advisor for specific information concerning your personaf tax
situation with regard to Plan participation.

Philippines

Securities Law Notice. This offering is subject to fon from the i istration with the Philippi; ities and
Exchange Commission under Section 10.1 {k} of the Philippines Securities Regulauon C ode, THE SECURITIES BEING OFFERED
OR SOLD HAVE NOT BEEN REGISTERED WITH THE PHILIPPINES SECURITIES AND EXCHANGE COMMISSION
UNDER THE SECURITIES REGULATION CODE. ANY FUTURE OFFER QR SALE THEREQF IS SUBJECT TO
REGISTRATION REQUIREMENTS UNDER THE CODE UNLESS SUCH OFFER OR SALE QUALIFIES AS AN EXEMPT
TRANSACTION.
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Poland

Fareign Ownership Reporting

H you hold more than PLN 7,000,000 in foreign securitics (including Shares) at year-end, you are required to report quarterly to the
National Bank of Poland regarding the number and vafue of such securities. Such reports are filed on special forms avaifable on the website
of the National Bank of Poland. Additional forms are required if you hold 10% or more of the voting rights in a foreign entity.

Singapore

Securities Law Notice

This grant of the RSU and the Common Stock to be issued upon vesting of the RSU shall be made availabie only to an employee of the
Company or its Subsidiary, in reliance of the prospectus exemption set out in Section 173(1)(f) of the Securities and Futures Act (Chapter
289) of Singapore. In addition, you agree, by your acceptance of this grant, not to sell any Common Stock within six months of the date of
grant. Please note that neither this A it not any other ds or material in ion with this offer of the RSU and the
Common Stock thereunder has been or wili be lodged, registered or reviewed by any regulatory authority in Singapore.

Director Reporting

If you are a director or shadow director of the Company or an affiliate, you may be subject to special reporting requireinents with regard to
the acquisition of shares or rights over shares. Please contact your personal legal advisor for further details if you are a director or shadow
director.

Exit Tax / Deemed Exercise Rule

Ifyou bave received RSUs in relation to your employment in Singapore, please note that if, prior to the vesting of your RSUs, you are 1} a
resident of Si and leave Si permanently or are out of S or 2) neither a Sil citizen nor

permanent resident and either cease employ in Singapore or leave Si for any period ding 3 months, you will likely be

taxed on your unvested RSUs on a “deemed exercise” basis, even though your RSUs have not yet vested. You should discuss your tax

treatment with your personal tax advisor.

Sonth Africa

Securities Law Notice
This is an offer of Restricted Stock Units over ordinary shares in Facebook, Inc. (“Facebook™). You have been provided fuil particulars of
the nature of the Resiricted Stock Units with this Offer, but the relevant documents may also be accessed here:

The Plan - http//www.schwab.com/facebook ;
The Plan Prospectus - htp://www.schwab.com/facebook ; an
The RSU Agreement (of which this Appendix is a Part) - wwmmmm

Participation in the Pian and acquiring Shares in Facebook, Inc. carries inberent risks. You should carefully consider these risks in light of
your i bjectives and personal ci Any advice given to you in connection with the RSUs is general advice only. it
does not take into account the objectives, financial situation and needs of any particular person. No financial product adv(ce is provided in
the documentation relating to the Pian and nothing in the documentation should be taken to ituie a or of
opinion that is intended to influence you in making a decision to participate in the Plan.

Facebook shares give you a stake in the ownership of Facebaok. You may receive a return if dividends or dividend equivalents are paid. If
Facebook runs into financial difficuities and is wound up, shareholders wiil only be paid after alf creditors have been paid. You may lose
some or ail of your Share value.

You are directed to Facebook’s most recenl annual report and puhlxshed financial statements, In particular, Facebook’s most recent Annual
Report (Form 10-K) is availabie to you on b i fb. aspx. (“Investor Relations™) and includes information about
Facebook’s business and its profit history over the tast 3 years, Any material changes to this information are disclosed on quarterly Form
10-Q filings and Form 8-K filings, which will also be availabie to you on the Investor Relations site,
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Foreign Share Ownership Reporting

1f you are a Spanish resident, your isition, purchase, ip, and/or sale of foreign-listed stock may be subject to ongoing reporting
obligations with the Direccién General de Politica Comercial e Inversiones Exteriores (*DGPCIE™) of the Ministerio de Economia, the
Bank of Spain, and/or the tax authorities. These requirements change periedically, so you should consuit your personal advisor to
determine the specific reporting obligations, Currently, you must declarc the acquisition of Shares to DGPCIE for statistical purposes. You
must also declare the ownership of any Shares with the DGPCIE each January while the shares are owned. The relevant forms are Form D6
and, depending on the amount of assets, Form D8. In addition, if you perform transactions with non-Spanish residents or hold a balance of
assets and tiabilities with foreign parties higher than EUR 1,000,000, you may be required 10 report such transactions and accounts to the
Bank of Spain. The frequency (monthly, quarterty or annually) of the notification will vary depending on the total value of the transactions
or the balance of assets and liabilities. If you hold assets or rights outside of Spain (including Shares acquired under the Plan), you may also
have to file Form 720 with the tax authorities, generally if the value ol your foreign investments exceeds €50,000. Please note that
reporting requirements are based on what you have previously disclosed and the increase in value and the total value of certain groups of
foreign assets.

Taiwan

Exchange Controt Information

‘You may acquire and remit foreign currency (ineluding proceeds from the sale of Shares} into and out of Tajwan up te US $5,000,000 per
year. If the transaetion amount is TWD 500,000 or more in a single transaction, you must submit a foreign exchange transaction form and
also provide d fo the of the remitting bank. If the transaction amount is US $500,000 or more, you may
be required to provide additionat supporting d ion to the sati ion of the remitting bank. Please consult your personat advisor to
ensure compliance with applicable exchange control faws in Taiwan.

Thaitand

Exchange Contrel Information

When you sell Shares issued to you at vesting, you must repatriate all cash proceeds to Thailand and convert such praceeds to Thai Baht
within 360 days of receipt of such proceeds. In certain cases the inward remittance may then need to be reported to the Bank of Thaitand,
but this is typically handled by the receiving bank.

United Arab
Emirates

Securities Law Notice

This Plan has not heen approved or licensed by the UAE Central Bank or any other relevant licensing authorities or governmenta! agencies
in the United Arab Emirates. This Plan is strictly private and confidential and has not been reviewed by, deposited or registercd with the
UAE Central Bank or any other licensing authority or governmental agencies in the United Arab Emirates. This Pian is being issued from
outside the United Arab Emirates to a limited number of employees of Faceboak, Inc. and affiliated companies and must not be provided to
any person other than the original recipient and may not be reproduced or used for any other purpose. Further, the information contained in
this report is not intended 1o fead to the issue of any securities or the conclusion of any other contract of whatsoever nature within the
territory of the United Arab Emirates.
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‘Withholding of Tax

This provision supplements Section 6 of the Agreement:;

{F payment or withholding of the Tax-Related ftems {including the Empioyer NICs, as defined below) is not made within ninety (90) days
of the event giving rise to the Tax-Relaied ltems (the “ Due Date ™) or such other period specified in Section 222(1)(c} of the U K. Income
Tax {Eamnings and Pensions) Act 2003, the amount of any Hected Tax-Related Items will ftute a foan owed by Participant to the
Employer, effective on the Due Date. Participant agrees that the {oan will bear interest at the then~current Official Rate of Her Majesty’s
Revenue and Customs (“ HMRC ™), it will be immediately due and repayable. and the Company or the employcr may recover it at any time
thereafter by any of the means referred fo in Section 6 of the A the ing, if Participant is a director or
executive officer of the Company (within the meaning of Section 13(k) of the U.S. Securities and Exchange Act of 1934, as amended),
Participant witl not be eligible for such a foan o cover the Tax-Refated Hems. In the event that Participant is a director of executive officer
and the Tax-Related Items are not collected from or paid by Participant by the Due Date, the amount of any uncollected Tax-Related ems
wili itute a benefit to Partici| on which additional income tax and national insurance contributions will be payable. Participant wilt
be responsible for reporting and paying any income tax due on this additional benefit directly to HMRC under the seif-assessment regime.

Settiement
Notwithstanding any discretion in the Plan, the Notice or the Agreement to the contrary, settlement of the RSUs shall be in Shares and not,
in whole or in part, in the form of cash.

NICs Joint Election

As a condition of, and in consideration for, participation in the Plan and vesting of the RSUs and issuance of Shares, Paricipant agrees o
accept any liahility for secondary Class 1 national insurance contributions which may be payable by the Company and/or the employer in
connection with the R§Us and any event giving rise to Tex-Related Items {* Emp, NICs ™). By ing this Award {whether in
writing, electronically or otherwise) including the receipt of Shares or any other benefit relating to the RSUs, Participant explicitly accepts
the terms of and enters into the Form of Election to Transfer the Employer’s Secondary Class 1 National Insurance Liability to the
Employee, the form of such joint election being formatly approved by HMRC (the “ NICs Joint Election ), as provided for in Annex 1 to
this Addendum to the Agreement. Participant further agrees to accept any other required consent, elections or other joint efections as may
be required by the Company between Participant and the Company and/or the employer or any successor to the Company and/or the
Employer.

If Participant does not enter into a NICs Joint Election prior to the vesting of histher RSUs, or if the NICs Joint Election is revoked at any
time by HMRC, then unless the Company determines otherwise as provided below, the RSUs shall cease vesting and shal become nuif and
void and no Shares will be issued under the Plan, without any liabitity to the Company and/or the employer.

Participant shall indemnify the Company and/or the employer against any Employer NiCs and, if the Company so determines, the
Company shail allow vesting of the RSUs notwithstanding the absence of a valid NICs Joint Election, and Parlicipant agrees that, in such
circumstances, the Company and/or the employer may recover the amount of any Empl! NICs by way of withholding in

with Section 6 of the Agreement,

Participant further agrees that the Company and/or the employer may cotlect the Employer NiCs from Participant by any of the means set
forth in Section 6 of the Agrecment.
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ANNEX 1

FACEBOOK INC,
2012 EQUITY INCENTI{VE PLAN

Restricted Stock Unit Awards
for Employees in the United Kingdom

FORM OF ELECTION TO TRANSFER THE EMPLOYER'S SECONDARY
LASS 1 NATION, b NG ILITY L
1. Parties
This Efection is between:
(A) The named Pamcxpant {the Hp ), who is emp v the ing company set out in the attached schedule (the “Employer” ), and

who is eligible to receive Restricted Stock Units { “RSUs” ) pursuant to the terms and conditions of the Facehook, Inc. 2012 Equity Incentive
Plan (the “Plan*), and

{B) Facebook, Inc. of 1601 Willow Road, Menlo Park, Catifornia 94025, U.S.A. (the “Company™ } which may grant RSUs under the Plan and is
authorized 1o enter this Election on hehaif of the Employer.

21 This Efection relates to the Employer’s secondary Class 1 national insurance contributions (the “Employer’s Liabifity” ) which may arise on thc
occurrence of a "Taxable Event” pursuant to section 4(4)(a) of the Social Security Contributions and Benefits Act 1992, including:

6] the acquisition of securities pursuant to the RSUs including any dividend equivalents paid out in securities of the Company {pursuant to section
477(3)a} ITEPA); and/or

[ the assignment or release of the RSUs in return for consideration (pursuant to section 477(3)(b) ITEPA); and/or
(il the receipt of a benefit in connection with the RSUs other than a bencfit within (i} or (if) above {pursuant to section 477(3)(c} ITEPA).
1n this Election, ITEPA means the Income Tax {Earnings and Pensions) Act 2003,

22 This Election applies to ali RSUs granted to the Employee under the Plan, including any dividend equivalents paid out in securities of the Company with
respect to the RSUs, on or afier 23 Apri 2012 up to the termination date of the Plan,

23 This joint election wilt not apply to the extent that it relates to relevant employment income which is empioyment income of the earner by virtue of
Chapter 3A of Part 7 of ITEPA 2003 {employment income: securities with artificially depressed market value).

24 This Election does not apply in relation to any liability, or any parl of any fiability, arising as a result of regulations being given retrospective effect by
virtue of section 4B(2) of either the Social Security Contributions and Benefits Act 1992, or the Sociaf Security Contributions and Benefits (Northern
Tretand) Act 1992,

3. The Election

The Employee and the Company Jam(ly elect |hat the entnre liability of the Employer to pay the Employer’s Liability on the Taxable Event is hereby
to the Employ that by pting (whether in writing, electronically or otherwise} this Efection he or she wili

become personally liable for (he Fmpluyer s Liability covered by this Election.
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The Employee hereby authorizes the Company and/or the Employer ta coliect the Employer’s Liability from the Employee at any time afier the Taxable

Event:

[0}
1]
(i)

iv)

by deduction from salary or any other payment payable to the Employee at any time on or after the date of the Taxable Event; and/or
directly from the Employee by payment in cash or cleared funds; and/or

by arranging, on behalf of the Employee, for the sale of some of the securities which the Employee is entitled to receive in respect of the RSUs;
and/or

through any other method as set forth in the award agreement entered into between the Employee and the Company.

The Company hereby reserves for itsetf and the Employer the right to withhold the transfer of any securities o the Empioyee until full payment of the
Employer’s Liability is received.

The Company agrees to remit the Employer's Liability to Her Majesty’s Revenue and Customs { “AMRC™ } on behaif of the Employee within fourteen
(14) days after the end of the UK. tax month during which the Taxable Event occurs.

Duration of Election

The Employee and the Company agree to be bound by the terms of this Election regardless of whether the Employee is transferred abroad or is not
employed by the Empioyer on the date on which the Empioyer’s Liability becomes due.

5.2 This Election wilt continue in effect until the carliest of the following:

@
(i
(i)

[63]

such time as both the Employee and the Company agree that it should cease to have effect;
on the date the Company serves notice on the Employee terminating its effect;
on the date the HMRC withdraws approval of this Form of Election; or

on the date the Election ceases to have effect in accordance with its terms in respect of any outstanding RSUs granted under the Plan,

Agreed to by the Employee by electronicaily accepting this award of RSUs.
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Agreed to by Facebook, Inc.

Schedule o Form of Election - loving Co ni

The employing companies to which this Form of Election relates are:

Facebook UK Limited
Gladstone House, 77-79 High Street
Registered Office: Egham, Surrey, TW20 9HY
Corporation Tax District: Central London Area
Corporation Tax Reference: 623/29534 12978
PAYE District: Lothians Area
PAYE Reference: 846/BA09294
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EXHIBIT 31.1
CERTIFICATION OF PERIODIC REPORT UNDER SECTION 302 OF
THE SARBANES-OXLEY ACT OF 2002
I, Mark Zuckerberg, certify that:

1. I have reviewed this quarterly report on Form 10-Q of Facebook, Inc.;

2. Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary to make the statements
made, in light of the circumstances under which such statements were made, not misleading with respect to the period covered by this report;

3. Based on my knowledge, the financial statements, and other financiat information included in this rcport, fairly present in ail material respects the financial
condition, results of operations and cash flows of the registrant as of, and for, the periods presented in this report;

4. The registrant’s other certifying officer and I are for ishing and controls and procedures (as defined in Exchange Act
Rules 13a-15(e) and 15d-15(e)} and internal controt ever financial reporting (as defined in Exchange Act Rules 13a-15(f) and 15d-15(f)) for the registrant and
have:

a) Designed sueh disclosure controls and procedures, or caused such disclosure controls and procedures to be designed under our supervision, to ensure that
material information relalmg to the registrant, including its consolidated subsxd\arxcs, is made known to us by others within those entities, particularly during the
period in which this report is being prepared;

b} Designed such internal control over financial reporting, or caused such internal contro over financial reporting to be designed under our supervision, to provide
reasonable assurance regarding the reliability of financial reporting and the preparation of financial statements for external purposes in accordance with generatly
accepted accounting principles;

c) Evaluated the effeetiveness of the registrant’s disclosure controls and procedures and presented in this report our conelusions about the effectiveness of the
diselosure controls and procedures, as of the end of the periad covered by this report based on such evaluation; and

d) Disclosed in this report any change in the registrant’s internal control over financial reporting that occurred during the registrant’s most recent fiscat quarter (the
registrant’s fourth fiscal quarter in the case of an annual report) that has materially affecied, or is reasonably likely to materially affect, the registrant’s internal
control over financial reporting; and

5. The registrant’s other eentifying officer and I have disclosed, based on our most recent evaluation of internal contral over financial reporting, to the registrant’s
auditors and the audit committee of the registrant’s board of directors {or persons performing the equivatent functions):

a) All signi iencies and material in the design or operation of internal control over financial reporting which are reasonably likely to
adversely affect the registrant’s ability to record, process, summarize and report financial information; and

b) Any fraud, whether or not material, that involves or other employees who have a signi role in the registrant’s internal controt over financiat
reporting.

Date: July 27, 2017
/s MARK ZUCKERBERG
Mark Zuckerberg
Chairman and Chief Executive Qfficer
{Principal Executive Officer)
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EXHIBIT 31.2

CERTIFICATION OF PERIODIC REFORT UNDER SECTION 302 OF
THE SARBANES-OXLEY ACT OF 2002

1, David M, Wehner, certify that:
1.1 have reviewed this quarterly report on Form 10-Q of Facebook, Inc.;

2. Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary to make the statements
made, in light of the circumstances under which such statements were made, not misleading with respect to the period covered by this report;

3. Based on my knowledge, the financiai statements, and other financial information included in this report, fairly present in ali material respects the financial
condition, results of operations and cash flows of the registrant as of, and for, the periods presented in this report;

4. The registrant’s other certifying officer and I are ible for ishing and controls and procedures {as defined in Exchange Act
Rules 13a-15(e} and 15d-15(e)} and internal control over financial reporting (as defined in Exchange Act Rules 13a-15(f) and 15d-15(f)) for the registrant and
have:

2) Designed such disclosure controls and procedures, or caused such disclosure controls and procedures to be designed under our supervision, to ensure that
material information relating to the registrant, including its cansolidated subsidiarics, is made known to us by others within those entities, particularly during the
period in which this report is being prepared;

b} Designed such internat control over financial reporting, or caused such internal control over financial reporting to be designed under our supervision, to provide
reasonable assurance regarding the reliabifity of financial reporting and the preparation of financial statcments for external purposes in accordance with generally
accepted accounting principles;

¢) Evaluated the effectiveness of the registrant’s disclosure controls and procedures and presented in this report our conclusions about the effectiveness of the
disclosure controls and procedures, as of the end of the peried covered by this report based on such evaluation; and

d) Disclosed in this report any change in the registrant’s internal control over financial reporting that occurred during the registrant's most recent fiscal quarter {the
registrant’s fourth fiscal quarter in the case of an annuai report) that has materially affected, or is reasonably likcly to materially affect, the registrant’s internal
contro} over financiaj reporting; and

5. The registrant’s other certifying officer and | have disclosed, based on our most recent evatuation of internat cnntrol over financial reporting, to the registrant’s

auditors and the audit committee of the registrant’s board of directors {or persons ing the equi

a) All signi iencies and material in the design or operation of intcrnal control over financial reporting which are reasonably iikely to
adversely affect the registrant's ability to record, process, summarize and report financial information; and

b} Any fraud, whether or not material, that involves or other empl who have a signil role in the registrant’s internal control over financial
reporting.

Date: July 27, 2017
/s/ DAVID M. WEHNER
David M. Wehncr
Chief Financial Officer
{Principal Financial Officer)
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EXHIBIT 32,1
CERTIFICATION PURSUANT TO
18 U.S.C. SECTION 1350
AS ADOPTED PURSUANT TO SECT{ON %06
OF THE SARBANES-OXLEY ACT OF 2002

1, Mark Zuckerberg, Chairman and Chief Executive Officer of Facebook, Inc. (Company), do hereby certify, pursuant to 18 U.S.C. Section 1350, as adopted
pursuant 1o Section 906 of the Sarbanes-Oxley Act of 2002, that to the best of my knowledge:

+  the Quarterty Repori on Form 10-Q of the Company for the quarter ended June 30, 2017 (Report} fully complies with the requirements of Section 13(a) or
15(d) of the Securities Exchange Act of 1934; and

the information contained in the Report fairly presents, in all material respects, the financial condition and results of operations of the Company for the
periods presented therein.

Date: July 27, 2017

/s/ MARK ZUCKERBERG

Mark Zuckerberg

Chairman and Chief Executive Officer
(Principal Executive Officer)
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EXHIBIT 32.2

CERTIFICATION PURSUANT TO
18 U.S.C. SECTION 1350
AS ADOPTED PURSUANT TO SECTION 906
OF THE SARBANES-OXLEY ACT OF 2002
1, David M. Wehner, Chief Financial Officer of Facebook, Inc. (Company), do hereby certify, pursuant to 18 U.S.C. Section 1350, as adopted pursuant to Section
906 of the Sarbanes-Oxley Act of 2002, that fo the best of my knowledge:

«  the Quarterty Report on Form 10-Q of the Company for the quarter ended June 30, 2017 {(Report) fully complies with the requirements of Section 13(a) or
15(d) of the Securities Exchange Act of 1934; and

+  the infarmation cantained in the Repost fairly preseots, in all material respects, the financial condition and results of operatians of the Company for the
periods presented therein.

Date: July 27, 2017
s/ DAVID M. WEHNER
David M. Wehner
Chief Financial Officer
(Principal Financial Officer)
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TWITTER, INC.

FORM 10-Q

(Quarterly Report)

Filed 08/03/17 fdr the Period Ending 06/30/17

Address

Telephone
CIK
Symbol
SIC Code
Industry
Sector
Fiscal Year

1355 MARKET STREET, SUITE 900

San Francisco, CA 94103

{415) 222-9670

0001418091
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Internet Services

Technology
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UNITED STATES

SECURITIES AND EXCHANGE COMMISSION
Washington, D.C. 20549

FORM 10-Q

{Mark One)
QUARTERLY REPORT PURSUANT TO SECTION 13 OR 15{(d) OF THE SECURITIES EXCHANGE ACT OF 1934

For the quarterly period ended June 30, 2017

OR
[J  TRANSITION REPORT PURSUANT TO SECTION 13 OR 15(d) OF THE SECURITIES EXCHANGE ACT OF 1934
FOR THE TRANSITION PERIOD FROM T0

Commission File Number 001-356164

Twitter, Inc.

{Exact name of n trant as specified in its charter}

Delaware 20-8913779
{State or other jurisdiction of {LR.S, Employer
incorporation or organization} identification No.)

4355 Market Street, Suite 900
San Francisco, California 94103
(Address of principal executive offices and Zip Code)
(415) 222.9670
{Registrant’s telephone number, including area code)

indicate by check mark whether the registrant {1} has filed alf reports required to be filed by Section 13 or 15{d} of the Securities Exchange Act of 1934 during
the preceding 12 months (or for such shorier period that the registrant was required to fite such reports), and (2) has been subject to such filing requirements for
the past 90 days. YES NO 0[O

indicate by check mark whethsr the regi! and posted on its corparate Web site, if any, every Interactive Data File required to be
submitted and posted pursuant to Rute 405 of Regulatlon 8-T {§232.405 of this chapter) during the preceding 12 months (or for such shorter period that the
registrant was required to submit and post such files). YE§ B NO

indicate by check mark whether !he i is alarge fiter, an fiter, filer, smalfer reporting company, or an emerging
grawth company, See the it of “large filer," *: filer,” “smalier repurtmg company,” and “ererging growth company” in Rule 12b-2
of the Exchange Act.

Large accelerated filer =X Accelerated fiter =)
Non-accelerated filer ©J {Do not check if a smaller reporting company) Smaller reparting company [
Emerging growth company jm]

if an emerging growth company, indicate by check mark if the registrant has elected not to use the extended transition period for complying with any new or
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Indicate by check mark whether the segistrant is a shell company (as defined in Rule 12b-2 of the Exchange Act). YES [0 NO
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SPECIAL NOTE REGARDING FORWARD-LOOKING STATEMENTS

This Quarterly Report on Form 10-Q contains forward-looking statements within the meaning of Section 27A of the Securities Act of 1933, as
amended, and Section 21E of the Securities Exchange Act of 1934, as amended, which statements involve substantial risks and uncertainties.
Forward-looking statements generally relate to future events or our future financial or operating performence. in some cases, you can identify
forward-looking statements because they contain words such as “may,” “will,” “should,” “expects,” “plans,” “anticipates,” “could,” “intends,” “target,”

“projects,” “cor

pl " “believes,” " “predicts,” “potential” or “continue” or the negative of these words or other similar terms or

expressions that cancem our expectations, strategy, plans or intentions. Forward-looking statements contained in this Quarterly Report on Form 10-
Q include, but are not fimited to, statements about:

our ability to attract and retain users and increase the leve! of engagement, including ad engagement, of our users;
our beliefs regarding MAUs, DAUSs, cost per ad engagement and changes in ad engagements;

our abifity to develop or acquire new products, product features and services, improve our existing products and services,
including with respect to Promoted Tweet product features and video and performance advertising, and increase the value of our
products and services;

our business strategies, plans and priorities, inciuding our plans for growth, investment in and refinement of our products and
services, including our decisions to de-emphasize, discontinue or not launch certain products and product features;

our ability to provide new content from third parties, including our ability to secure live streaming video content on economic and
ather terms that are acceptable to us;

our abifity to attract advertisers to our platforms, products and services and increase the amount that advertisers spend with us;
our expectations regarding our user growth and growth rates and the continued usage of our mobile applications;

our abifity to increase our revenue and our revenue growth rate, including by differentiating and scaling revenue products and
our expectations regarding revenue mix;

our expectations regarding revenue growth vis-a-vis audience growth, competition and the effects of advertiser sales cycle;
our ability to improve user monetization, including of our logged out and syndicated audiences;

our future financial performance, including trends in cost per ad engagement, revenue, cost of revenue, operating expenses,
including stock-based compensation and income taxes; our expectations regarding our tax expense and cash taxes;

our expectations regarding outstanding fitigation;
the effects of seasonal trends on our resuits of operations;

the sufficiency of our cash and cash equivalents and cash generated from operations to meet our working capitat and capital
expenditure requirements;

our ability to timely and effectively scale and adapt our existing technology and network infrastructure;
our ability to successfully acquire and integrate companies and assets; and
our expectations regarding international operations.

We caution you that the foregoing fist may not contain all of the forward-looking statements made in this Quarterly Report on Form 10-Q.

3
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You shouid not rely upon forward-looking statements as predictions of future events. We have based the forward-looking statements
contained in this Quarterly Report on Form 10-Q primarily on our current expectations and projections about future events and trends that we believe
may affect our business, financial condition, operating results, cash flows or prospects. The outcome of the events described in these forward-
looking statements is subject to risks, uncertainties and other factors described in the s ection fitled “Risk Factors” and elsewhere in this Quarterly
Report on Form 10-Q. Moreaver, we operate in a very competitive and rapidly changing environment. New risks and uncertainties emerge from time
to time and it is not possible for us to predict all risks and uncertainties that could have an impact on the forward-looking statements contained in this
Quarterly Report on Farm 10-Q. We cannot assure you that the resuits, events and circumstances reflected in ihe forward-looking statements will be
achiev ed or occur, and actual results, events or circe could differ ji from those described in the forward-looking stataments.

The forward-looking statements made in this Quarterly Report on Form 10-Q relate only to events as of the date on which the statements are
made. We undertake no obligation to update any forward-looking statements made in this Quarterly Report on Form 10-Q to reflect events or
circumstances after the date of this Quarterly Report on Form 10-Q or to reflect new information or the occurrence of unanticipated events, except as
required by law. We may not actually achieve the pians, intentions or expectations disciosed in our forward-looking statements and you should not
place undue reliance on our forward-iooking statements. Our forward-looking statements do not reflect the potentiai impact of any future acquisitions,
mergers, dispositions, joint ventures or investments we may make.
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NOTE REGARDING KEY METRICS

We review a number of metrics, including monthly active users, or MAUs, changes in daily active users or daily active usage, or DAUs,
changes in ad engagements and changes in cost per ad engagement, to evaluate our business, measure our performance, identify trends affecting
our business, formulate business plans and make strategic dacisions. See the section titled “Management's Discussion and Analysis of Financial
Condition and Resuits of Operations—Key Metrics” for a discussion of how we caiculate MAUs, changss in DAUSs, changes in ad engagements and
changes in cost per ad engagement.

The numbers of active users presented in this Quarterly Report on Form 10-Q are based on internat company data. While these numbers are
based on what we believe to be reasonable estil for the i period of t, there are inherent chalienges in measuring usage
and user engagement across our iarge user base around the world. For axample, there are a number of false or spam accounts in existence on our
ptatform. We have performed an internal review of a sample of accounts and estimate that false or spam accounts represented less than 5% of our
MAUSs as of December 31, 2016. in making this determination, we applied significant judgment, so our astimation of false or spam accounts may not
accurately rapresent the actual number of such accounts, and the actual number of faise or spam accounts coutd be higher than we have estimated.
We are continually seeking to improve our ability to estimate the total number of spam accounts and eliminate them from the calculation of our active
users, and in the past have made improvements in our spam detection capabilities that have resuited in the suspension of a large number of
accounts. Spam accounts that we have identified are not included in the active user numbers presented in this Quarterly Report on Form 10-Q. We
treat multiple accounts held by a single person or organization as multiple users for purposes of calculating our active Users because we permit
people and organizations to have more than one account. Additionally, some accounts used by organizations are used by many people within the
organization. As such, the calculations of our active users may not accurately reflect the actual number of people or organizations using our pletform.

Our metrics are also affected by applications that automatically contact our servers for regular updates with no discernible user-initiated action
involved, and thia activity can cause our system to count the users associated with such applications as active users on the day or days such contact
oceurs, As of D 31. 2016, approxi 8.5% of users used third party applications that may have automatically contacted our servers for
reguiar updates without any discernible additicnal user-initiated action. As such, the calculations of our active users presented in this Quarlerly
Report on Form 10-Q may be affected as a resulit of this activity.

in addition, our data regarding user geographic location for purposes of reporting the geographic location of our MAUs is based on the IP
address or phone number associated with the account when a user initially registered the account on Twitter. The IP address or phone number may
not always accurately reflect a user's actual focation at the time such user engaged with our platform. For example, a mobile user may appear to be
accessing Twitter from the location of the proxy server that the user connects to rather than from a user's actual location.

We regularly review and may adjust our processes for calculating our internal metrics to improve their accuracy. Our measures of user growth
and user engagement may differ from estimates publishad by third parties or from similarly-titted metrics of our competitors due to differences in
methodology.

We present and discuss our fotal audience based on both internal metrics and relying on data from Google Analytics, which measures logged-
out visitors to our properties.
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P ART | — FINANCIAL INFORMATION

item 1, Financial Statements

TWITTER, INC.

CONSOLIDATED BALANCE SHEETS
{in thousands, except par value}
{Unaudited)

December 31,

988598
2,785,981

gs0.850
226,967

Csraos
236126

90,244
6,963,098

76
68,049
2,266,430

Commitm
res authorized; none isstied and outstanding = —
0 470 8nd 721,572 shares - : S s .
7,224,534
S8 558)
2,550,350
iaB04035
3 6,870,365

The accompanying notes are an integral part of these consolidated financiat statements.
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TWITTER, INC,

CONSOLIDATED STATEMENTS OF OPERATIONS

(in thousands, except per share data)
(Unaudited)

Three Manths Ended

Six Months Ended

June 30 June 30,
—mew a0 0%
§ 573,855 § 601,958 % _1,122;106  :'§ 1,196,479,
Costs and expenses
ost of revenue. 212,908 302,966 433,047
143174 178,511 271,899
185:296 236,619 17:354/890
70,839 70,238 140,707
Te1221 686,334 1,000,743
(38,359) (86,376) (78,637) {145,492)
(26,396) (24,934) (51,806)" (49,827)
48,320 6,734 (40,998) 13,040
(113,075} (104,576 (171.440) 1 (182,279)
3413 2841 6,607 4,669
“§(116488) $_UI07297) $...(178047) '3 . (186,948)
$ 048y 8. 0.15) "$ih 096y NS (027)
$ 016) $ ©15) $ (025) § 027
730,069

o
730,069

10508326

The accompanying notes are an integral part of these consolidated financial statements.
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TWITTER, INC.
CONSOLIDATED STATEMENTS OF COMPREHENSIVE LOSS

{in thousands)
{Unaudited)
Three Months Ended Six Months Ended
June 30, June 30,

. ) 2017 2016 . 007 2016
Netloss: o e (116.488) " § 7 (107,217).. 8 (178,047).F  (186.948)
Other comprehensive income (loss), net of tax .

Hangein U i

aliablefor-gal

$

The accompanying notes are an integral part of these consolidated financial statements.
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TWITTER, INC.

CONSOLIDATED STATEMENTS OF CASH FLOWS

compansation expenss. i
Amomzatxon of discount on convertible notes

mipalrmenit of investim
_ Other ad;ustments
CRERGE

h provided by operatmg actwmes
Ci e:tlng activitles:
,‘Purchases of property and equ(pment

‘Procedds foi
Proceeds fn:m

56!
Changes in accrued property and eqmpment purchases

{in thousands)
{Unaudited)

§ix Montha Ended June 30,

2017 2018 i
S e s (18694)
205855 181904
31861

39289 36,940
R R
(e8] 45
55,000 =
@854) 5,268
133026 86213
(1,856} 7 (16,985)
(13,616) (37.085)
72,822) s (19:216)

393,156 377,320

63.217) U s 2as)

E(1,578,045) 7N E(1,330:946)
1,461,687 1,232,249
LA08:81T 142,416

35,000 —

SR {580y

(525)  (78,002)

i 80142)

(10,008) 81)

: B3,068) - (313331
“1(5,023) E(6,094)

(55,150) (8740

7,331 6,208

14,019 15,821

(38,823} (33,683)
: 291,264 e 30,306
8,461 5933

P L 911471
$ 1,288,323 947,710

644

70925 125,922
(1847) % 10,938

The accompanying notes are an integral part of these consolidated financial statements.
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TWITTER, INC.

NOTES TO CONSOLIDATED FINANGIAL STATEMENTS
(Unaudited)

Note 1. D ion of and y of Significant A Policies

Twitter, Inc. (“Twitter” or the “Company”} was incorporated in Delaware in Aprit 2007, and is headquartered in San Francisco, California.
Twitter offers products and services for users, advertisers, developers and platform and data partners.

Basis of Presentation

The consolidated financial statements include the accounts of the Company and its wholly-owned subsidiaries. All significant intercompany
accounts and transactions have been eliminated in consofidation.

The acce ing unaudited i financial statements have been prepared in accordance with generally accepted accounting
principles in the United States of America {"GAAP"), The unaudited interim consolidated financial statements have been prepared on the same basis
as the audited consolidated financial statements and reflect, in management's opinion, alt adjustments of a normai, recurring nature that are
necessary for the fair statement of the Company’s financial position, resuits of operations and cash fiows for the interim periods, but are not
necessarily indicative of the results expected for the full fiscal year or any other period.

The ying interim consoli financial and these related notes should be read in conjunction with the consolidated
financial statements and reiated notes included in the Company’s Annuai Report on Form 10-K for the year ended December 31, 2016.

Use of Estimates

The preparation of the Company’s consolidated financial statements in conformity with GAAP requires management to make estimates and
assumptions that affect the reported amounts of assets, liabilities, revenue and expenses, as wel} as refated disclosure of contingent assets and
tiabilities. Actual results could differ materiafly from the Company’s estimates. To the extent that there are material differences between these
estimates and actual resuits, the Company's financial condition or operating results will be affected. The Company bases its estimates on past

and other ptions that the Company believes are reasonable under the circumstances, and the Company evaluates these
estimates on an ongoing basis.

Recent Accounting Pronouncements

y pr

in March 2018, the Financial Accounting Standards Board {*FASB") issued & new accounting standard update on simplifying the accounting
for share-based payment transactions, including the income tax consequences, classification of awards as either equity or fiabilities, and
classification on the statement of cash flows. The new guidance also allows an enity to account for forfeitures when they occur. This guidance
became effective for reporting periods beginning after December 15, 2016. The Company adopted this new guidance on January 1, 2017. Upnn
adoption, tax benefits in excess of stock-based compensation costs, and tax deficiencies, are in the o of op 1S
as a component of the provision for income taxes, whereas they previously were recorded in equity. The previously unrecognized excess tax
benefits as of December 31, 2016 were recorded as an increase to deferred tax assets. However, given the valuation aliowance placed on
substantially afl of the Company's deferred tax assets, the recognition upon adoption did not have an impact on the Company’s accumulated deficit.
As a result of adopting the new stendard utilizing the modified retrospective approach, the Company’s deferred tax assets increased by
approximately $0.93 biition with a corresponding increase in its valuation allowance. The Company alsc elected to account for forfeitures as they
occur, rather than estimate expected forfeitures. The adoption of this new guidance resulted in a net cumulative-effect adjustment of $13.3 milion
increase to accumulated deficit as of January 1, 2017, related to the accounting of forfeitures using the modified retrospective method. Additionally,
the Company adopted the aspects of the guidance affecting the cash flow presentation retrospectively, which resuited in an immateriai
reclassification of excess tax benefits from financing activities to operating activities in the Company's consolidated statements of cash flows.

10
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in January 2017, the FASB issued a new accounting standard update on simplifying the accounting for goodwill impairment. The new
guidance eliminates the requirement to calcuiate the implied fair value of goodwilt {i.e., Step 2 of the goodwill impairment test) to measure a goodwiil
impairment charge. Instead, entities will record an impairment charge based on the excess of a reporting unit’s carrying amount over its fair vaiue.
The Company adopted this guidance prospectively during the three man ths ended March 31, 2017 and the adoption had no impact on the
Company’s financiat statements.

In May 2017, the FASB issued a new accounting standard update on ciarifying when changes to share-based payment awards must be
accounted for as modifications. According to the new guidance, entities will apply the modification accounting guidance if the value, vesting
conditions or classification of the award changes. The Company adopted this guidance prospectively during the three months ended June 30, 2017
and the adoption had no impact on the Company's financiaf statements.

y issued g pr not yet p
in May 2014, the FASB issued a new accounting standard update on revenue recognition from contracts with customers. The new guidance
will replace all current GAAP guidance on this topic and eliminate industry-specific guidance. According to the new guidance, revenue is recognized
when promised goads or services are transferred to customers in an amount that reflects the consideration for which the Company expects to be
entitied in exchange for those goods or servicas. The guidance will be effective for fiscal years, and interim periods with those fiscal years, beginning
after December 15, 2017 and can be applied either retrospectively to each period presented or as a cumulative-effect adjustment as of the date of
adoption. in March 2016, Aprit 2016, May 2016 and December 2016, the FASB further amended the guidance to clarify the impiementation on
principal versus agent considerations, the identification of performance obfigation and the licensing implementation guidance to provide narrow-
scope improvements and practical expedients, and technical corrections and improvements. The Company will adopt this standard effective January
1, 2018 and currently anticipates adopting the standard using the modified retrospective method, The Company is stilf in the process of completing
its analysis of the impact this standard will have on the consolidated financiai statements including its disclosure. Specifically, white the Company
has not yet finalized its analysis of the recognition impact this standard will have on advertising revenue, the Company does not expect the impact to
be material; the Company is still assessing the recognition impact of adopting this standard on data licensing and other revenue; and the Company
has not completed its assessment of the presentetion impact of adoption of the new principal versus agent guidance on its arrangements, As part of
the Company's assessment and implementation pian, the Company is evaluating and impiementing changes to its poficies, procedures and controls.

In March 2017, the FASB issued a new accounting standard update on shortening the premium amortization period for purchased non-
contingently callable debt securities. The new guidance shortens the amortization period for the premium on purchased non-contingently caliabie
debt securities to tha earfiest call date. Currently, entities generally amortize the premium as a yield adjustment over the contractual life of the
security, This guidance wili be effective for fiscal years, and interim periods within those years, beginning after December 15, 2018. Early adoption is

permitted. The Company is evaluating the impact of adopting this new accounting standard update on the financial statements and refated
disclosures,

With the exception of the standards discussed above, there have been no other recent accounting pronouncements or changes in accounting
pronouncements during the six months ended June 30, 2017, as compared to the recent accounting pronouncements described in the Company’s
Annual Report on Form 10-K for the fiscal year ended December 31, 2016, that are of significance or potential sigrificance to the
Company.
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Note 2. Cash, Cash Equivalents and Short-term Investments
Cash, cash eqguivalents and short-term investments consist of the following {in thousands).

June 30, December 31,
. 2017 . 2016
Gashand:cash equivalent e K i S T
Cash 3 251 554 $ 253808
arket fun e S S : 842,805 110422518
27,899 12,638
366,265 2891636

s 1786323 5 o88s5es

s 1 a7e. s 1183768

ate |  paper ai SERE 11,645, 210" {4602, g13
Total short term investments $ 2791589 § 2785981
The contractual ities of it ified as available-for-sale as of June 30, 2017 were as follows (in thousands}.
June 30,
2017
DBus withiri'one year : 3 1,969,093
year tnrough two y 822,496
: 3 2,791,588
The following tables summarize unrealized gains and losses related to available-for-saie securities ified as short-term i 1ts on the
Company’s consofidated bajance sheets (in thousands):
June 30, 2017
Gross Gross Gross Aggregated
L
Costs Gains Losees Fueraiua
81,148,568 Ae7 g (26) 8 4e 370
1‘645,451 R - 275 (516) 1645210
$- 2794019779 e 43_2‘ $oie o (2.862) 7%

Dacember 31, 2016

Gross Gross Grol_a Aggregated

Costs - l Gains —Losges . Falr Vaiue
855747 % FaE ST saR) 8 1B TeE
1,603,048 114 i (©49) 1,602,213

U060 g 91

There were no securities in a continuous loss position for 12 months or longer as of June 30, 2017. The gross unrealized loss on securities in
a continuous joss position for 12 months or longer was not material as of December 31, 2016.

12
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investments are reviewed periodically to identify possible other-than-temporary impairments. No impairment foss has been recorded on the
securities included in the tables above as the Company believes that the decrease in fair value of these securities is temporary and expects to
recover up to {or beyond) the initial cost of investment for these securities .

Note 3. Fair Vaiue Measurements

The Company measures its cash equivalents, short-term investments and derivative financiat instruments at fair vaiue. The Company
classifies its cash equivalents, short-term investments and derivative financiat instruments within Level 1 or Level 2 because the Company vaiues
these investments using quoted market prices or alternative pricing sources and models utilizing market observable inputs. The fair vaiue of the
Company's Level 1 financial assets is based on quoted market prices of the identicat underlying security. The fair value of the Company's Level 2
financial assets is based on inputs that are directly or indirectly observable in the market, including the readily-available pricing sources for the
identical underlying security that may not be actively traded.

The following tables set forth the fair value of the Company's financial assets and fiabifities measured at fair value on a recurring basis as of
June 30, 2017 and December 31, 2016 based on the three-tier fair value hierarchy (in thousands}:

June 30, 2017

vael 1 Lovel2 Level3 Total
ea2805. ST I 80 s, 642,608
27,805 - - 27,89
R Cmeg T e T T 768
—- 362,485 ) — 362,485
- Hirsot2 i TN (3,012
R 733:924 733,924
412,455 412,455
i 752,793 - 755,705
Commercial paper 263408 - 283,409
artificates of 629,008" s A TGS 629,008
e U 2,968 S R e 9 986
$ 670,504 $ 3160820 § — § 383132
CHAT2 e 14725
$ 1472 % — 3 1472

13
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December 31, 2016
Level 1 Lovel2 . Level3 N Total .

Money market funds {7 s RS 402515 P | g 2288
.. Treasury bills 12,639 — 12,639
Corporaténates Y N s L7.aRT Lrael
292,249 292,249

- 657,502 657,502

T e e i : 526,266

_ 689,986 ) — 689,986

e 14,288 b i 311,238

600,989 600,989

1955

Liabilities
Other currentlmhﬂmas e

in 2014, the Company issued $935.0 million principal amount of 0.25% convertible senior notes due in 2019 {the “2019 Notes" and
$954.0 million principal amount of 1.00% convertible senior notes due in 2021 (the "202t Notes" and together with the 2019 Notes, the “Notes") in a
private placement to qualified institutional buyers pursuant to Rule 144A under the Securities Act of 1933, as amended. Refer to Note 8 -
Convertible Senior Notes for further details on the Notes. The estimated fair vaiue of the 2019 Notes and 2021 Notes based on a market approach
as of June 30, 2017 was approxrmate)y $882.6 miftion and $872.1 million respectively, which represents a Level 2 valuation. The estimated fair value
was di ined based on the or actual bids and offers of the Notes in an over-the-counter market on the last business day of the period.

Derivative Financial

The Company enters into foreign currency forward contracts with financial institutions to reduce the risk that its earnings may be adversely
affected by the impact of exchange rate fluctuations on monetary assets or liabilities denominated in currencies other than the functional currency of
a subsidiary. These contracts do not subject the Company to material balance sheet risk due to exchange rate movements because gains and
fosses on these derivatives are intended to offset gains and losses on the hedged foreign currency denominated assets and Habilities. These foreign
currency forward contracts are not designated as hedging instruments.

The Company recognizes these derivative instruments as either assets or liabilities in the consolidated balance sheets at fair vaiue based on
a Level 2 valuation. The Company records changes in the fair value (i.e., gains or losses) of the derivatives as other income (expense), net in the
consolidated statements of operations. The notional principal of foreign currency contracts outstanding was equivalent to $553.6 million and $536.9
mitfion at June 30, 2017 and December 31, 2016, respectively.

14
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The fair values of outstanding derivative instruments for the periods presented on a gross basis are as foliows (in thousands):

June 30, December 31,
heet Location 2017 2016
Other current assets 2,966 $ 1,955
instruments
Liabllities ‘ v S e e o v e = S
Fareign currency contracts not designated as hedging Other current liabilities $ 1,472 $ 500
instruments

The Company recognized $5.6 million and $2.4 million of net gains on the foreign currency contracts in the three and six months ended June
30, 2017, respectively. The Company recognized $6.5 million and $4.7 miflion of net losses on the foreign currency cantracts in the three and six
months ended June 30, 2016, respectively.

Note 4. Property and Equipment, Net
The following table presents the detaif of praperty and equipment, net for the periods presented {in thousands):

June 30, December 31,

2017 2018

909,797

319 304,613

398,983 353,163

eAeed 74,255

1,780,886 1,641,828

cumtliated deprégiation and awiortizatio £ i : (988.:674) +{857,0827)

Property and equipment, net $ 781,272 $ 783,901

Note 5. Goodwill and {ntangibie Assets
The following table presents the goodwill activities for the perieds presented {in thousands):
Goodwill

Balanck asiof D
reign currenc

iber 512016

tra Ial;on‘ad stmém and other )

$i 4 485,315
874

For each of the periods presented, gross goodwilt balance equaled the net balance since no impairment charges have been recorded.

The foliowing tabie presents the detail of intangibie assets for the periods presented (in thousands):

Gross Carrying Accumulated Net Carrying
Yalue

Amortizatiol Value

(63.434)
(47,698

176,424 (111,133)

1226118 @47.160)
e
s sl 8 (80,377}
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Amortization expense asscciated with intangible assets for the three months ended June 30, 2017 and 2016 was $14.3 million and
$12.8 miltion, respectively, and for the six months ended June 30, 2047 and 2016 was $30.5 million and $25.5 miltion, respectively.

Estimated future amortization expense as of June 30, 2017 is as follows {in thousands):

Remainder of 20171 R R T .15:830¢
2018 ) 16,023
20490 G : 2 R REE TR NN i o

2020
202
Thereafter .
ATotal

Note 6. Accrued and Other Current Liabilities
The following table presents the detaif of accrued and other current fiabilities for the periods presented (in thousands):

June 30, Decembar 31,
. 2017 2018
= : 82,354
55,942
44,362
33,659

Ascried compensation

Accrued restructuring .

AtGried plblisher, sontent
d

\eer liabilities 29558
Accrued fixed assets and maintenance 25,265
Actried other = S : e 5 109,787

Total 3 307,047 3 380,937

Note 7. investments in Privately-Held Companies

The Company makes strategic investments in privately-held companies and assesses the accounting for these investments under the equity
or cost method. The Company also evaluates each investee to determine if the investee is a variable interest entity and, if so, whether the Company
is the primary beneficiary of the variable interest entity. The Company has determined, as of June 30, 2017, there were no variable interest entities
required to be consolidated in the Company's consolidated financial statements. The Company’s investments in privately-held companies are
primarily accounted for using the cost method which had a carrying value of $35.2 miffion and $90.2 million as of June 30, 2017 and December 31,
2016, respectively. The maximum loss the Company can incur for its investments is their carrying value. These investments in privately-held
companigs are inciuded within Other Assets on the consolidated balance sheets.

The Company periodically evaluates the carrying value of the cost-method investments, when events and circumstances indicate that the
carrying amount of the investment may not be recovered. The Company estimates the fair value of the cost-method investments to assess whether
impairment losses shall be recorded using Level 3 inputs. These investments include the Company’s holdings in privately-held companies that are
not exchange traded and therefore not supported with observable market prices hence the Company may determine the fair value by reviewing
equity valuation reports, current financiat results, jong-term plans of the private company, the amount of cash that the private company has on-hand,
the ability o obtain additionai financing and overall market conditions in which the private company operates.
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in the three months ended June 30, 2017, the Company determined that the estimated fair value of a cost- method investment , valued using
Level 3 inputs, was below its carrying vaiue and that the carrying vaiue of this investment was not expected to be recoverable within a reasonable
period of ime. The Company caculated the expected value of the cost- m ethod investment basad on third- party offers received by the investee
and the Company’s expectation of its negotiated investment value based on the amount of cash that the investee has on-hand, the investee's ability
to abtain additionat financing and overalf market conditions in which the investee operates. Based on this analysis , the Company recorded a $55.0
million other-than-temporary impairment charge during the three months ended June 30, 2017 , which was recorded within other income (expense},
net in the consolidated statements of operations. No impairment charges have been recorded in the three months ended March 31, 2017, and three
and six months ended June 30, 2016.

Note 8. Convertible Senior Notes

in 2014, the Company issued $935.0 million principat amount of 2019 Notes and $954.0 million principal amount of 2021 Nates. The total net
proceeds from this offering were approximately $1.86 bilfion, after deducting $28.3 million of initiat purchasers’ discount and $0.5 milion debt
issuance costs in connection with the 2019 Notes and the 2021 Notes.

The interest rates are fixed at 0.25% and 1.00% per annum for the 2019 Notes and the 2021 Notes, respectively, and are payable semi-
annually in arrears on March 15 and September 15 of each year, commencing on March 15, 2015. For the three months ended June 30, 2017 and
2016, the Company recognized $22.1 miflion and $20.9 miffion, respectively, of interest expanse related to the amortization of initial purchasers’
discount and debt discount prior to capitafization of interest, and $3.0 mitlion and $3.0 million, respectively, of coupon interest expense. For the six
months ended June 30, 2017 and 20186, the Company recognized $43.5 miftion and $41.3 milfion, respectively, of interest expense related to the
amortization of initial purchasers’ discount and debt discount prior to capitalization of interest, and $5.9 million and $6.0 million, respectively, of
coupon interest expense.

The Notes consisted of the following {in thousands}:

June 30, 2017 December 31, 2016
2019 Notes 2021 Notes 2019 Notes 2021 Notes |

$ 935000

“oasoo0 s

136,38
798624 $
0§ 202826008 .

822,042

]

he equity componant |

{1} included in the consalidated batance sheets within convertible notes and amertized over the remaining livas of the Notes,
) Included in the consolidated balance sheets within additional paid-in capital.

As of June 30, 2017, the remaining Jife of the 2019 Notes and 2021 Notes is approximately 26 months and 50 months, respectively.
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Note 9. Net Loss per Share

Basic net loss per share is computed by dividing total net loss attributable to common stockholders by the weighted-average common shares
outstanding during the period. The weighted-average common shares outstanding is adjusted for shares subject to repurchase such as unvested
restricted stock granted to employees in connection with acquisitions, contingently returable shares and escrowed shares supporting
indemnification obligations that are issued in connection with acquisitions and unvasted stock options exercised.

Diluted net foss per share is computed by dividing the net loss attributabie to common stockhoiders by the weighted-average numbar of
commaon shares outstanding, during the period, inciuding potential dilutive common stock instruments. [n the three and six months ended June 30,
2017 and 2016, the Company's potential common stock instruments such as stock options, restricted stock units ("RSUs"), shares to be purchased
under the 2013 Employee Stock Purchase Plan (‘ESPP"), shares subject to repurchases, conversion feature of the Notes and the warrants were not
inciuded in the computation of diluted foss per share as the effect of including these shares in the calcutation would have been anti-dilutive.

The foliowing table presents the calculation of basic and diluted net loss per share for periods presented {in thousands, except per share
data).

Thres Months Ended June 30, 5ix Months Ended June 30,
2017 . 2018 2047 ;018
08 (116488):08 (107217} $.0 (178.047) § .-(186,948)

i drage commar shatas ¢ 7341781 704474 F30;388 50 T700.920¢
Weighted-average restricted stock
subject to rgpurchasa {5,961)

Basi : Sl o8y 0 S 027
Dituted 3 016} 3 .15 § 025 § ©27)

The following number of potential common shares at the end of each period were excluded from the calculation of diluted net loss per share
attributable to common stockholders because their effect would have been anti-dilutive for the periods presented (in thousands):

Three and Six Months Ended

June 30,
. 2017 2076
RSUs e RS e R 37,879 ©. 68,808
Warrants . i} 24,329 24,329
o S e e e 6,301 9,340
Shares subject ta repurchese and others 6,410 10,457

Since the Company expects to settle the principal amount of the outstanding Notes in cash, the Company uses the treasury stock method for
calculating any potential dilutive effect of the conversion spread on diluted net income per share, if applicable. The conversion spread of 24.3 million
shares will have a dilutive impact on diluted nat income per share of common stock when the average market price of the Company's common stock
for a given period exceeds the conversion price of $77.64 per share for the Notes.

if the average market price of the common stock exceeds the exercise price of the warrents, $105.28, the warrants will have a dilutive effect
on the eamings per share assuming that the Company is profitable. Since the average market price of the common stock is below $105.28, the
warrants are anti-dilutive,




398

Note 10, Stockholders’ Equity

Equity Incentive Plans

The Company's 2013 Equily incentive Plan became effective upon the completion of the Company's initial public offering and serves as the
successor to the 2007 Equily incentive Plan. initially, 68.3 milfion shares were reserved under the 2013 Equily Incentive Plan and ary shares subject
{0 options or other similar awards granted under the 2007 Equity Incentive Plan that expire, are forfeited, are repurchased by the Company or
otherwise terminate unexercised wilt become availabie under the 2013 Equity Incentive Plan. The number of shares of the Company’s common
stock availabie for issuance under the 2013 Equity incentive Pian were and will be increased on the first day of each fiscal year beginning with the
2014 fiscal year, in an amount equat fo the ieast of (i) 60,000,000 shares, (i) 5% of the outstanding shares on the last day of the immediately
preceding fiscai year or {iif) such number of shares determined by the Company’s Board of Directors. No additional shares have been issued under
the 2007 Equily incentive Plan since 2013,

Employee Stock Purchase Plan

The number of shares available for sale under the ESPP were and will be increased on the first day of each fiscal year beginning with the
2014 fiscal year, in an amount egual to the least of i} 11.3 million shares; i} 1% of the outstanding shares of the Company’s common stock as of the
last day of the immediately preceding fiscal year; or iii) such other amount as determined by the Company's Board of Directors.

During the six months ended June 30, 2017, employees purchased an aggregate of 1.1 miltion shares under the ESPP at a weighted-average
price of $12.43 per share. During the six months ended June 30, 2016, empl purchased an aggregate of 1.3 million shares under the ESPP at
a price of $11.99 per share. During the three months ended June 30, 2017 and 2016, the Company recorded $1.8 million and $5.7 miliion,
respectively, and recorded $4.4 million and $11.4 miition during the six months ended June 30, 2017 and 2016, respectively, of stock-based
compensation expense related fo the ESPP.

Restricted Common Stock

The Compary has granted restricted common stock to certain continuing employees in connection with the acquisitions. Vesting of this stock
is dependent on the respective employee’s continued employment at the Company during the requisite service period, which is generalfy up to four
years from the issuance date, and the Company has the right to repurchase the unvested shares upon termination of employment. The feir vatue of
the restricted common stock issued to employees is recorded as compensation expense on a straight-line basis over the requisite service period.

The activities for the restricted common stock issued to employees for the six months ended June 30, 2017 are summarized as foflows (in
thousands, except per share data):

Weighted-Average
Number of Grant-Data Fair
Shares Value Per Share
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Stock Option Activity

A summary of stack option activity for the six months ended June 30, 2017 is as foliows (in thousands, except years and per share data):
Optlons Outstanding

Weighted-
Weighted- Average
Average Remaining
Exercise Contractuat Life Aggregate
Price Por Share {in yeara} intrinsic Value
TEEII R T e 82400
228
272 s
11.20 517 % 56,414
o BTA CE A9 g 40,088

The total intrinsic values of stock options exercised during the three months ended June 30, 2017 and 2016 were $6.7 million and
$12.4 million, respectively, and $44.1 million and $32.2 miflion during the six months ended June 30, 2017 and 2016, respectively.

Performance Restricted Stock Units Activity

The Company grants restricted stock units to certain of its executive officers periodically that vest based on the Company's attainment of the
annual financial performanca goals and the executives’ continued employment through the vesting date, approximately one year {"PRSUs"). These
PRSUs are granted when the annual performance targets are set by the Compensation Committee of the Board of Directors, generally in the first
quarter of each financial year.

During the six months ended June 30, 2017, the Company granted 318,400 PRSUs, at the 100% target level, for the 2017 performance goals
with a weighted-average grant date fair value of $15,28 per share. During the year ended December 31, 20186, the Company granted 165,833
PRSUs, at the 100% target tevel, of which 117,808 vested in 2017,

The Company also grants restricted stock units to certain of its executive officers that vest based on Twitter stock price perfermance relative
to a broad-market index over a two year period from the grant date and the executives continued employment through the vesting date
("TSR RSUs"). During the six months ended June 30, 2017, the Company granted 134,400 TSR RSUs with a weighted-average grant date fair value
of §13.02 per share.

in addition, there ere 1,408,533 additional PRSUs and TSR RSUs that will vest based on performance goais and Total Shareholder Retum
{“TSR") targets in 2018 to 2020, if achieved, at target Jevels. Since the performance and TSR targets for those additional awards have rot been
established, they are not considered granted nor are they presented as outstanding.
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RSU Activity
The following table summarizes the activity related to the Company’s RSUs, excluding PRSUSs, for the six menths ended June 30, 2017. For

purpases of this table, vested RSUs rapresent the shares for which the service condition had been fulfilled as of each respective date (in thousands,
except per share data):

RSUs Outstanding
Waighted-

Average Grant-

Date Fair Value

Shares Per Share
Unvested and utstanding at Decamber 312016 AB08Y 2264
Granted . 9111 & 15.23
[ iVested: [ MR 22,28
Canceled . (8063) $ 22.61
Unvested'and outstanding at-Juna S a7979 8 20:97

The total fair value of RSUs vested during the three months ended June 30, 2017 and 2016 was $86.1 million and $119.8 million, respectively,
and $187.0 million and $212.4 million during the six months ended June 30, 2017 and 2016, respectively.
Stock-Based Compensation Expense

Stock-based compensation expense is allocated based on the cost center to which the award holder belongs. Total stock-based
compensation expense by function is as follows {in thousands):

Three Months Ended June 30, Six Months Ended June 30,

nee
Research and development

Ge
“Fotal

The Company capitalized $14.2 miffion and $17.9 milfion of stock-based compensation expense associated with the cost for devetoping
software for internat use in the three months ended June 30, 2017 and 20186, respactively, and $30.3 million and $40.5 milion in the six months
ended June 30, 2017 and 2018, respectively.

As of June 30, 2017, there was $738.2 milfion of gross unamortized stock-based compensation expense related to unvested awards which will
be recognized, net of actuat forfeiture in the future, over a weighted-average period of 2.3 years. Upon adoption of the stock-based compensation
expense simplification rule as of January 1, 2017, the Company no longer applies a forfeiture rate to determine the unamortized stock-based
compensation expense; instead, the Company accounts for forfeitures as they occur.

Note 11. Income Taxes

The Company is subject to taxation in the United States and various state and foreign jurisdictions. Earnings fram non-US activities are
subject to iocal country income tax. The material jurisdictions in which the Company is subject to potential examination by taxing autharities include
the United States, California and irefand. The Company is currently under a Federal income tax examination by the intemal Revenue Service (IRS)
far tax years 2011, 2012 and 2013. The Company believes that adeguate amounts have been reserved in these jurisdictions. The Company does
not provide for federal income taxes on the undistributed earnings of its foreign subsidiaries as such eamings are to be reinvested indefinitely
outside the U.S. The Company computes its quarterly income tax pravision by using a forecasted annuai effective tax rate and adjusts for any
discrete items arising during the guarter.
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The Company recorded an income tax provision of § 3.4 million and $ 2.6 million for the three months ended June 30, 201 7 and 2016,
respectively , and an income tax provision of $6.6 million and $4.7 m ilion for the six months ended June 30, 2017 and 2016, respectively . As of
June 30, 2017 , based on the avaitable objective evidence, management believes it is more likely than not that the tax benefits of the U.S. losses
incurred during the six months end ed June 30, 2017 will not be reatized by the end of the 201 7 fiscal year. Accordingly, the Company did not
record the tax benefits of the U.S. losses incurred during the six months ended June 30, 2017 . The primary difference between the effective tax
rate and the federal statutary tax rate relates to the valuation allowances on the Company'’s net operating losses and foreign tax rate differences.

During the three and six months ended June 30, 2017, the amount of gross unrecognized tax benefits increased by $12.8 mitlion and $23.5
miflion, respectively. As of June 30, 2017, the Company has $293.0 mitfion of unrecognized tax benefits, including $286.0 million of unrecognized tax
benefits which, if recognized, will not affect the annual effective tax rate as these unrecognized tax benefits would increase deferred tax assets which
would be subject to a fuli valuation allawance, while the remaining $7.0 miflion of unrecognized tax benefits which, if recognized, wouid affect the
annual effective tax rate.

Note 12.C i and Contti i
Credit Facility

The Company has a revolving credit agreement with certain lenders, which provides for a $1.0 billion revolving unsecured credit facility
maturing on October 22, 2018. The Company is obligated to pay interest on toans under the credit facility and other customary fees for a credit

facility of this size and type, including an upfront fee and an unused commitment fee. Obtigations under the credit facility are guaranteed by one of
the Company's wholly-owned subsidiaries. in addition, the credit facility contains restrictions on payments including cash payments of dividends.

As of June 30, 2017, no amounts had been drawn under the credit facility.

Leases

The Company has entered into various non-cancelable operating lease agreements for certain offices and data center facilities with
contractual lease periods expiring through 2028, Under the terms of certain leases, the Company is committed to pay for certain taxes, insurance,
maintenance and management expenses. Certain of these arrangements have free rent periods or escalating rent payment provisions, and the
Company recognizes rent expense under such arrangements on a straight-line basis.

There were no materiai changes in the Company’s leases compared to the disclosure in its Annuat Report on Form 10-K for the fiscal year
ended December 31, 2018,

Legal Proceedings

The Company is currently involved in, and will fikely in the future be involved in, legal proceedings, claims and govermment investigations in
the normal course of business. These proceedings, in the form of both individual and class action litigation, have included, but are not limited to
matters involving intefiectual property, defamation, privacy, securities, employment and contractual rights. Legal fees and other costs associated with
such actions are expensed as incurred. The Campany assesses, in canjunction with its legal counsed, the need to record a fiability for fitigation and
contingencies. Litigation accruals are recorded when and if it is determined that a loss related matter is both probable and reasonably estimable,
Materiaf foss contingencies that are reasonably possible of occurrence, if any, are subject to disclosure. As of June 30, 2017 and December 31,
20186, there was no liigation or contingency with at feast a reasonable possibifity of a material ioss. No material losses have been recorded during
the three and six months ended June 30, 2017 and 2016 with respect to litigation or loss contingencies.
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Indemnification

in the ordinary course of business, the Company often includes standard indemnification provisions in its arrangements with its customers,
partners, suppliers and vendors. Pursuant to these provisions, the Company may be obligated to indemnify such parties for losses or claims suffered
or incurred in connection with its service, breach of representations or covenants, intellectual property infringement or other claims made against
such parties. These provisions may limit the time within which an indemnification claim can be made. It is not possibie to determine the maximum
potential amount under these indemnification obligations due to the fimited history of prior indemnification claims and the unigue facts and
circumstances involved in each particular agreement. The Company has never incurred significant expense defending its ficensees against third
party claims, nor has it ever incurred significant expense under its standard service warranties or arrangements with its customers, partners,
suppliers and vendors. Accordingly, the Gompany had no fiabilities recorded for these provisions as of June 30, 2017 and December 31, 2016.

Note 13. Operations by Geographic Area
Revenue

Revenue by geography is based on the billing addresses of the customers, The foliowing table sets forth revenue by services and revenue by
geographic area (in thousands}:

Three Months Ended June 30, Six Months Ended June 30,
. N 2017 2016 2017 2016
Revenle by services: : e N —— e P T
Advertising services $ 489148 § 534524 § 962,928 ¢ 1,065,265
' Diata ficettsingand other [ = A e BTz sg AT 131214
Total revenue 3 573,855 $ 601,958 $ 1,122,106 $ 1196479
Three Months Ended June 30, $ix Months Ended June 30
2018

oo aefe T atr

34675 § 360676 675250 750,943

: v 239,180 241282 44 536
Total revenue $ 573855 ¢ 601958 § 1122106 § 1196479

Japan accounted for $74.2 million and $61.2 million, or 13% and 10% of total revenue for the three months ended June 30, 2017 and 2016,
respectively, and also for $146.8 million, or 13% of total revenue for the six months ended June 30, 2017. No individual country from the international
markets contributed in excess of 10% of the total revenue for the six months ended June 30, 2016.

Property and Equipment, net
The following table sets forth property and equipment, net by geographic area (in thousands):

June 30, December 31,
. S 2016
s 730269 5 728420
Total property and equipment, net $ 781,272 3 783,901
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Note 14. Related Party Transactions

The Company has a partnership agreement for no consideration with Square, Inc., for which Jack Dorsey {the Company’s Chief Executive
Officer) serves as Chief Executive Officer, to enable U.S. political donations through Tweets. Neither Square, Inc. nor the Company wifl pay each
other any amounts in connection with the agreement. The agreement has no impact on the Company’s financial statements.

Note 15. Restructuring Charges

On October 25, 2016, the Board of Directors of the Company approved a reduction in force plan (“2016 Plan") of up to approximately 9% of
the Company’s pasitions globally. The reduction in force was undertaken to eliminate investment in noncore areas and drive toward greater
efficiency, while alfowing the Company to continue to invest in its highest priorities. The Company expects the reduction in force to be completed in
2017.

On December 17, 2016, the Board of Direclors of the Company approved a lease abandonment plan {2016 Lease Plan™) to abandon excess
office space with lease terms expiring through 2028.

The following table summarizes the activities related to restructuring charges, as discussed above (in thousands):

2018 Employee
Termination Plan
21,8115
(11,629)

Charges o
Cash payment
Nomeash and other adjustments

Accrued as of June 30, 2017
Réﬂec‘led in consolidated balance sheets as of June 30,

Actried and other current llabilities'
Other long-term liabilities

(1) For the three months ended June 30, 2017, the Company recorded a reduction to restructuring charges of $0.2 million within sales and
marketing in the consoli stataments of operations. For the six months ended June 30, 2017, the Company recorded restructuring
charges of $1.3 million within sales and marketing, $0.6 miflion within research and development, $0.3 million within general and
administrative and $0.1 milion within cost of revenue in the consolidated statements of operations.
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| tem 2. MANAGEMENT'S DISCUSSION AND ANALYSIS OF FINANCIAL CONDITION AND RESULTS OF OPERATIONS

The foliowing discussion and analysis of our financial condifion and rasuits of operations should be read in conjunction with the consolidated

financial statements and related notes thereto included in ltem 1 “Financiaf Statements” in this Quarterly Report on Form 10-Q. This discussion
contains forward-looking statements that involve risks and uncertainties. Our actual results could differ materially from those discussad below.
Factors that could cause or contribute to such differences include, but are not limited to, those identified below and those discussed in the section
titted “Risk Factors” inciuded eisewhere in this Quarterly Report on Form 10-Q.

Overview and Highlights of Quarterly Results

Ravenue in the second quarter of 2017 totaled $573.9 million, a decrease of 5% compared to $602.0 million in the second quarter of 2016,
. Advertising revenue totaled $ 489.1 milfion, a decrease of 8% year-over-year.
. Data licensing and other revenue totaled $ 84.7 million, an increase cf 26% year-over-year.

» U.8. revenue totaled $334.7 million, a decrease of 7% year-over-year.

. International revenue totaled $ 238.2 million, a decrease of 1% year-over-year.
. Total ad engagements increased 95% year-over-year.
~ Cost per ad er 1t di d 53% y y

Net loss was $116.5 million, an increase of 9% year-over-year.
Non-GAAP net income was $56.4 mitlion, a decrease of 5% year-over-year.

Adjusted EBITDA was $177.9 million, an increase of 2% year-over-year.
Cash, cash equivalents and short-term investments in marketable securities totaled $4.08 billion as of June 30, 2017.

Average monthly active users were 328 miltion for the three months ended June 30, 2017, an increase of 5% year-over-year and compared to

313 million for the three months ended June 30, 2016.

Average daily active usage for the three months ended June 30, 2017 grew 12% year-over-year.
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Key Matrics

We review a number of metrics, including the foliowing key metrics, to evaluate our business, measure our performance, identify trends
affecting our business, formulate business plans and make strategic decisions.

Monthly Active Users (MAUS) . We define MAUs as Twitter users who fogged in or were otherwise authenticated and accessed Twitter
through our website, mobile website, desktop or mobile ications, SMS or regi third-party ications or sites in the 30-day period
ending on the date of measurement. Average MAUs for a period represent the average of the MAUS at the end of each month during the period.
MAUS are a measure of the size of our iogged in or otherwise authenticated active user base, In the three months ended June 30, 2017, we had
328 million average MAUs, which represents an increase of 5% from the three months ended June 30, 2016. The growth in average MAUS was
driven primarily by better relevance in email, push notifications, and the timeline, afong with ongaing efforts in marketing. in the three months ended
June 30, 2017, we had 68 million average MAUS in the United States and 260 million average MAUs in the rest of the worid, which represent
increases of 4% and 5%, respectively, from the three months ended June 30, 2016. For additional information on how we calcutate MAUs and
factors that can affect this metric, see the section litled *Note Regarding Key Metrics.”

Monthly Active Users: Worldwide
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Changes in Daily Active Users/Daily Active Usage (DAU) . We define d aily active users or daily active usage as Twitter users who logged in
or were otherwise authenticated and accessed Twitter through our website, mabile website or mobile applications on any given day, Average DAU
for a pariod represent s the number of DAU s on each day of such period divided by the number of days for such period . Changes in DAU are a
measure of changes in the size of our daily logged in or otherwise authenticated active user base. To calculate the year-over-year change in DAUS,
we subtract the average DAU for the three months ended i n the previous year from the average DAU for the same three months ended in the
current year and divide the result by the average DAU for the three months ended in the previous year. Prior to reporting results for the third quarter
of 2016, we had discussed DAUs and the ratio of MAUs to DAUS. In those instances, for comparability and consistency with MAUs, DAUs also
included users who accessed Twitter through our desktop applications and third-party properties. For additionat information on how we c alculate
changes in DAUs and factors that can affect this metric, see the section fitied “Note Regarding Key Metrics.”
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DAU grew faster than MAU in the second quarter of 2017 as we continued to improve our product experience for our existing user base
including better relevance in email, push notifications and the timeline.

Changes in Ad Engagements and Cost Per Ad Engagement . We define an ad engagement as a user interaction with one of our pay-for-
performance advertising products. Ad engagements with our advertising products are based on a user completing an objective set out by an
advertiser such as expanding, Retweeting, fiking or replying to a Promoted Tweet, viewing an embedded video, downloading or engaging with a
promoted mobile application, clicking on a website link, signing up for marketing emails from advertisers, following the account that tweets a
Promoted Tweet, or completing a transaction on an external website. We believe changes in ad engagements is one way o measure user
engagement with our advertising products. We beliave changes in cost per ad engagement is one way to measure demand.

in the three months ended June 30, 2017, ad engagements increased 95% from the three months ended June 30, 2016, The increase was
driven by a contining mix shift toward video ad impressions as well as higher click-through rates, as a resuilt of better targeting and ad relevanca,
across nearly alf ad formats on a fike-for-like basis. In the three months ended June 30, 2017, average cost per ad engagement decreased 53% from
the three months ended June 30, 2016, The decrease in cost per ad engagement reflects a higher mix of video ad engagements, and lower cost per
ad engagement across the majority of ad formats compared to the second quarter of 2016.

@d Engagement Year-over-Year Change gost Per Ad Engagement Year-over-Year Charge
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Non-GAAP Financial Measures

To supplement our consolidated financial statements presented in accordance with generally accepted accounting principles in the United
States, or GAAP, we consider certain financial measures that are not prepared in accordance with GAAP, including Ad}usted EBITDA, non-GAAP
income before income taxes, non-GAAP provision for income taxes as it refates to the calculation of non-GAAP net income, and non-GAAP net
income, These non-GAAP finarcial measures are not based an any standardized methodology prescribed by GAAP and are not necessarily
comparable to simitarly-titted measures presented by other companies.

Adjusted EBITDA

We define Adjusted EBITDA as net foss adjusted to exclude stock-based compensation expense, depreciation and amortization expense,
interest and other expenses, provision {benefit) for income taxes, restructuring charges and one-time nonrecurring gain, if any.

The following table presents a reconciliation of net loss to Adjusted EBITDA for each of the periods indicated {in thousands):

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 2017 2016
10SS 5 (116488) 5 (107.217) §  (178,047) (186,948)
41 Stockibasad compensation expens e e Aamees T BT ees - 236,393 : 318,611
Depmclanon and amortization expense n 103 083 93,283 205,855 181,904
. otk : : G S CRALRE 8,200 82803 R 3BT8T
413 2,641 07 4869

226 % = 9.798) i
177,874 $ 174,602 3 347,813 3

Ad]usted EEITDA

Non-GAAP Net income

We define non-GAAP net income as net foss adjusted to exclude stock-based compensation expense, amortization of acquired intangible
assets, non-cash interest expense related to convertible notes, non-cash expense related to acquisitions, impairment of investments in privately-held
companies, restructuring charges and one-time nonrecurring gain, and adjustment to income tax expense based on the non-GAAP measure of
profitability using our blended U.S. statutory tax rate (which was 37%).

Non-GAAP Income befors Income Taxes . We define non-GAAP income before income taxes as loss before income taxes adjusted to
exclude stock-based cumpensanon expense, amortization of acquyred intangible assets, non-cash interest expense refated to convertible notes, non-
cash expense related to acq S, of ir in privately-held companies, and restructuring charges and one-time nonrecurring
gain,

. We define non-GAAP provision for income taxes as the current and deferred income tax expense
commensurate with the non-GAAP measure of profitability using our blended U.S. statutory tax rate.
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The following table presents a reconciliation of net Joss to non-GAAP net inceme for each of the periods indicated (in thousandsj) :

{NEW METHOD} (PRIOR METHOD)
Three Months Ended Six Months Ended Three Months Ended Six Months Ended
June 30, June 30, June 30, Juns 30,
2017 2016 2017 2018 2047 2016 2017 2016

(186.948)
a8

S (78047} 8 (186948
o geoy 4865 ¢

) 8_(107.217) 8 (178047) $ s (116488) §

G e e SRR T G0 amey
(113,075)  (104.578) (171,440) (182.279) 1113,075) (104,576) (171,440) 182.279)
013,306 167,695 280,303 1 91881T 113,306 . 585 230388 H18611

14340 818 w0531 25846 18340 30,531

: a0 T 20048 138,286

tmpairment ) ‘ —

_ companies - 55,000 - sam
: 2263 {8798)., Jar

69476 94,505 173,975 188,865,
e R R T e e 0 1]

§ferss B_maws §ogear g _deeoey

O] Beginning Q2 2017, we are changing our methed of calcutating our non-GAAP provision for income taxas in accordance with the SEC's Non-
GAAP Financial Measures Compliance and Disclasure Interpretation. For this Quarterly Report on Form 10-Q only, we are providing the
calculations under our prior method and the new method, The "New Method" consists of current and deferred income tax expense
commensurate with the non-GAAP measure of profitability using our biended U.S. statutory tax rate of 37%. The "Prior Method" consists of
current and deferred income tax expense on a GAAP basis excluding the income tax effects related to acquisitions. We do not, however,
expect to pay significant GAAP taxes for the foreseeable future in the U.S. and certain other foreign jurisdictions and befieve that our long-
term effective GAAP tax rate will be lower than the U.S. statutory tax rate based upon our established tax structure.

We use non-GAAP financiai measures of Adjusted EBITDA, nan-GAAP income before income taxes, non-GAAP provision for income taxes,
and non-GAAP net income in avaluating our operating results and for financial and operational decision-making purposes. We believe that Adjusted
EBITDA, non-GAAP income before income taxes and non-GAAP net income heip identify underlying trends in our business that could otherwise be
masked by the effect of the expenses that we exclude in Adjusted EBITDA, non-GAAP income before income taxes and non-GAAP net income. We
befieve that Adjusted EBITDA, non-GAAP income before income taxes and non-GAAP net income provide useful information about our operating
results, enh: the overall ur nding of our past perfarmance and future prospects and allow for greater transparency with respect to key
metrics used by our management in its financial and oparational decisior-making. We also use these measures fo establish budgets and operationat
goals for managing our business and evaluating our performance.

These non-GAAP financial measures should not be considered in isolation from, or as a substitute for, financial information prepared in
accordance with GAAP, Thare are a number of limitations refated to the use of these non-GAAP financial measures rether than net loss, which is the
nearest GAAP equivalent of these financial measures. Some of these fimitations are:

. These non-GAAP financial measures exclude restructuring charges, one-time nonrecurring gain and certain recurring, non-cash
charges such as stock-based compensation expense, amortization of acquired intangible assets, non-cash interest expense related to
convertible notes and impairment of investments in privately-held companies;

. Stock-based compensation expense has been, and wilf continue to be for the foreseeable future, a significant recurring expense in our
business and an important part of our compensation strategy,

. Adjusted EBITDA and non-GAAP income before income taxes do not reflect tax payments that reduce cash available to us;

. Adjusted EBITDA excludes depreciation and amortization expense and although these are non-cash charges, the property and
equipmant being depreciated and amortized may have to be replaced in the future; and
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. The expenses that we exclude in our calculation of these non-GAAP financial measures may differ from the expenses , if any, that our
peer companies may exclude from similarly-tiled non-GAAP measures when they report their resuits of operations.

Results of Operations
The following tables set forth our consolidated statement of operations data for each of the periods presented {in thousands):

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 2017 2018
489,148 3 534,524 $ 1,065,265
& L AR 3 204
601,958 1,196,479
212,908 433247 401,371
CAABAT 271,898 111334,305¢
472,790
433,505
1,341,971
7 (145,402)
(49,827)
{experise); net: S 13.040
income taxes {171,440} {182,279)
¥ income taes . SR : : ey 4869
Net loss $  (116,488) $  (107,217) $  (178.047) §$  (186,948)
m Costs and expensas include stock-bDased compensation expense as follows {in thousands):
Three Months Ended June 30, Six Months Ended June 30,
2017 2017
Costof revenue: . 12205
Research and development 128,011
Salgs and Marketis 4578
44,394

0,393

S S
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The following table sets forth our consolidated statement of operations data for each of the periods presented as a percentage of revenue;

Three Months Ended June 30, Six Months Ended June 30,
2017
86% 89%
44 At
100 100
Costs and expense @
Cost of revenue . 39 34
i Resenreh and developmenit 24 k 28+
Sales and marketing 32 40
Gengral and administrative R B 11
Total costs and expenses 107 112
{4 Lods from operations. [6; M)
intere: nse X . (5) {4)
Other {expense), net-:: o (Y g
Loss before income taxes (15} {15)
Provigion for income taxes’ 1 G0
Net loss {16)% {16)%
Revenue

We generate the substantial majority of our revenue from the sale of advertising services. We also generate revenue by ficensing our data to
third parties and providing mebile advertising exchange services.

Advertising Services

We generate most of our advertising revenue by sefling our Promoted Products. Currently, our Promoted Products cansist of the foliowing:

Promated Tweets , Promoted Tweets, which are labeled as “promoted,” appear within a user’s timeline, search results or profile pages
just fike an ordinary Tweet regardiess of device, whether it be deskiop or mabile, Using our proprietary aigorithms and understanding of
the interests of each user, we can deliver Promoted Tweets that are intended to be relevant to a particular user. We enable our
advertisers to target an audience based on our users’ Interest Graphs. Qur Promoted Tweets are pay-far-performance advertising that
is priced through en auction. Our Promoted Tweets inciude objective-based features that aliow advertisers to pay only for the types of
engagement selected by the advertisers, such as Tweet engagements (e.g., Retweets, replies and likes), website clicks or conversions,
maobile ication installs or 1ts, obtaining new followers, or video views.

Promoted Accounts . Promoted Accounts, which are labeled as “promoted,” provide a way for our advertisers to grow a community of

users who are inferested in their business, products or services. Qur Promoted Accounts are pay-for-performance adventising that is
priced through an auction.

Promoted Trends . Promoted Trands, which are labeled as “promoted,” appear at the top of the fist of trending topics for an entire day
in a particular country or on a globa basis. We sell our Promoted Trends on a fixed-fee-per-day basis.

While the majority of the Promoted Products we sell to our advertisers are placed on Twitter, we also generate advertising revenue by placing
advertising products that we sefl to advertisers on third-party publishers’ websites, applications or other offerings.
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Data Licensing and Other

We generate data licensing and other revenue by (i) offering data products and data ficenses that allow our data partners to access, search
and analyze historical and reai-time data on our platfarm, which data cansists of public Tweets and their content, and (i} providing mabite advertising
exchange services through our MoPub exchange. Our data partners generally purchase licanses to access all or a portion of our data for a fixed
period. We recognize data licensing revenue as the licensed data is made available o our data partners. In addition, we operate a mobile ad
exchange and receive sarvice fees from transactions completed on the exchange. Our mobile ad exchange enables buyers and selfers to purchase
and self advertising inventory and matches buyers and seliers. We have determined we are not the principat in the purchase and sale of advertising
inventory in transactions between third party buyers and sellers on the exchange, Therefare we report revenue related to our ad exchange services
on a net basis.

Thre2 Months Ended June 30, Six Months Ended June 30,
2017 2016 % Change 2017 % Change
... {in thousands) e {in thous
480,148 1'$:534524 B § 962,028 g CERA0)%
84,707 67,434 26% 169,178 21%
573855 §.6018 B % $.4,122406 L(8)%.
PAS-ASS S SR et

Revenue in the three and six months ended June 30, 2017 decreased by $28.1 million and $74.4 million, respectively, compared to the three
and six months ended June 30, 2016.

In the three and six months ended June 30, 2017, advertising revenue decreased by 8% and 10%, respectively, compared to the three and
six months ended June 30, 2016. The substantial majority of our advertising revenue was generated from our owned and operated piatform.
Advertising revenue generated from the sale of our advertising products on our owned and opereted platform in the three and six months ended
June 30, 2017 was $435.9 milfion and $851.2 million, respectively, as compared to $480.7 milfion and $948.0 million in the three and six months
ended June 30, 2016, respectively. Advertising revenue generated from the sale of our advertising products piaced on third party pubfishers’
websites, applications and other offerings in the three and six months ended June 30, 2017 was $53.2 million and $111.7 million, respectively, as
compared to $53,8 million and $117.2 million in the three and six months ended June 30, 2016, respectively, The slight decrease was driven by
significantly lower contribution from TellApart (which we have been de-emphasizing and from which we expect iower revenus contribution), offset by
strong performance from Twitter Audience Platform. The overalf decrease in advertising revenue was primarily attributable to 53% and 58%
decreases in average cost per ad engagement offset by 95% and 114% increases in the number of ad engagements in the three and six months
ended June 30, 2017, respectively, compared to the same periods in 2016. The increase in ad engagements was driven by a continuing mix shift
toward video ad impressions as well as higher click-through rates, as a resutt of better targeting and ad relevance, across nearly all ad formats on a
fike-for-like basis. The decrease in average cost per ad engagement reflects a higher mix of video ad engagements, and lower cost per ad
engagement across the majority of ad formats compared to the second quarter of 2016. Advertising revenue continued {o be driven by strong growth
in our video ad formats and offset by declines in traditional Promoted Tweet and direct response ad formats. Although we believe the potential to
increase our revenue grows with growth in our user base and the level of engagement of our users, we expect revenue growth to continue to lag
behind audience growth on a year-over-year basis in, and possibly beyond, 2017 due to lead time for sales cycles, ongoing competition and the
impact from revenue products and features that we have de-emphasized (including TellApart}, discontinued or not launched or may decide to de-
emphasize, discontinue or not launch. As a result of these factors, we continue to face challenges that affect our ability to attract demand from
advertisers.

In the three and six months ended June 30, 2017, data licensing and other revenue increased by 26% and 21%, respectively, compared to
the three and six months ended June 30, 2018, A majority of the increase was attributable fo growth in data licensing fees from the offering of data
products. We expect to continue to grow our data revenue with a new product and channel segmented go-to-market approach.
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Cost of Revenue

Cost of revenue includes infrastructure costs, other direct costs including content costs, amortization of acquired intangible assets and
capitalized tabor costs, allocated facilities costs, as well as traffic acquisition costs, or TAC. Infrastructure costs consist primarily of data center costs
related to our co-located facilities, which include lease and hosting costs, refated support and maintenance costs and energy and bandwidth costs;
as well as depreciation of our internally developed software, servers and networking equipment; and personnel-related costs, including salaries,
benefits and stock-based compensation, for our operations teams. TAC consists of costs we incur with third parties in connection with the sale fo
advertisers of our advertising products that we piace on third-party publishers' websites, applications or other offerings coliectively resulting from
acquisitions, and from our organically-buiit advertising network, Twitter Audience Platform. Many of the elements of our cost of revenue are fixed,
and cannot be reduced in the near term to offset any decline in cur revenue.

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 % Change 2017 2016 % Change
N {inthousands)} . thousands} . .
Cost of revenue $ 202,986 8% S 433,247 T8I 401378 . “B%

Cost of revenue as a percentage of revenue 3% 39% 34%

in the three months ended June 30, 2017, cost of revenue, which inciuded TAC of $26.1 million, increased by $9.9 million compared to the
three months ended June 30, 2016. The increase was attributable to a $10.8 million increase in depreciation and amortization expense primarily
related to additional internally developed software, server and networking equipment and a $10.1 million increase in other direct costs that is
primarily driven by an increase in content costs . The increases were offset by an $8.3 million decrease in infrastructure costs, 8 $2.1 million
decrease in TAC due to the decrease in advertising revenue generated from the sale of our advertising products placed on third party publishers’
websites, applications and other offerings as weli as the mix of those advertising products , and a $0.6 million decrease in personnel-refated costs.

in the six months ended June 30, 2017, cost of revenue, which included TAC of $55.9 miflion, increased by $31.9 miflion compared to the six
months ended June 30, 2016. The increase was attributable to a $27.7 milion increase in other direct costs that is primarily driven by an increase in
content costs, and a $21.2 miflion increase in depreciation and amortization expense primarily related to additional internally developed software,
server and networking equipment. The increases were offset by an $8.4 million decrease in TAC due to the decrease in advertising revenue
generated from the sale of our advertising products piaced on third party publishers’ websites, applications and other offerings as welf as the mix of
thase advertising products , a $6.9 million decrease in infrastructure costs, and a $1.7 million decrease in personnel-related costs.

We plan to continue to scafe the capacity and enhance the capability and reliability of our infrastructure to support user growth and activity on
our platform, Although we expect TAC to decraase in the near term, cost of reveriue will otherwisa vary in the near term from period to period as a
percentage of revenue based on a number of factors, including the relative revenue growth rates, the growth rates of infrastructure costs to support
user growth and activity on our platform, and the growth rates of expenses associated with our cantent acquisition costs as well as our hardware
inventory and related costs.

Research and Devefopment

Research and davelopment expenses consist primarily of personnek-related costs, including salaries, benafits and stock-based compensation,
for our engineers and other employees engaged in the research and development of our products and services. in addition, research and

include ization of acquired intangible assets, allocated facilities and other supporting overhead costs.
Three Months Endad June 30, Six Months Ended June 30,
2017 2016 % Change % Change
. {in thousands} {in thousands) . .
! A lopment. 2aFATL LS aBS e 9 74,899 1§ 334806 {19)%
Research and development as a percentage 25% 30% 24% 28%

of revenue
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In the three months ended June 30 , 2017 , research and development expenses de creased by $ 35.3 million compared to th e three months
ended June 30 , 2016 . The decrease was attributable to a $ 34.3 milfion decrease in personnel-refated costs, mainly driven by a decrease in
recognition of stock-based compensation expense from a decrease in average employee headcount , a $ 4.3 m illion decrease in allocated facilities
and other supporting overhead expenses , and a $ 0.6 million decrease in depreciation and emortization expense , offset by 2 $ 3.8 mitlion

inthe italization of costs i with developing software for internaf use ,

in the six months ended June 30, 2017, research and development expenses decreased by $62.4 million compared fo the six months ended
June 30, 2016. The decrease was attributable to a $51.2 mitlion decrease in personnel-related costs, mainiy driven by a decrease in recognition of
stock-based compensation expense from a decrease in average employee headcount, an $11.5 million one-time nonrecurring gain net of
restructuring charges in the quarter ended March 31, 2017, an $8.4 milion decrease in aliocated facilities and other supporting overhead expenses,
and a $1.0 miliion decrease in depreciation and amortization expense, offset by a $9.7 miliion in the capitalization of costs d with
developing software for infernal use.

We plan to continue to invest in key areas of our business and ensure that we have the right level of engineering, product management and
design teams to support our research and development efforts. We expect that research and deveiopment costs will vary in the near term from
period to period as a percentage of revenue.

Sales and Marketing

Sales and marketing expenses consist primarily of personnel-related costs, including salaries, commissions, benefits and stock-based
compensation for our employees engaged in sales, sales support, business development and media, marketing, corporate communications and
customer service functions. In addition, marketing and sales-related expenses also include advertising costs, market research, tradeshows,
branding, marketing, public refations costs, amortization of acquired intangible assets, as well as allocated faciliies and other supporting overhead
costs.

Three Months Endad June 30, Six Months Ended June 30,

W ____ 206  _%Change 2017 2016 = % Change
. y . n {in thousands) . (in thousands})
Sales'and:marketing L e $:185:206 8 {22)%: 5. 354,890 718 472780 . 25)%

Sales and marketing as a percentage of 32% 32% 40%

revenue

in the three months ended June 30, 2017, sales and marketing expenses decreased by $51.3 miltion compared to the six months ended June
30, 2016. The decrease was attributable to a $38.1 million decrease in personnel-refated casts, driven by a decrease in average employee
headcount mainly as a result of our 2016 restructuring plan, an $8.4 million decrease in allocated facilities and other supparting overhead expenses,
a $5.3 million decrease in marketing and sales-refated expenses, and a $0.2 million decrease in restructuring expenses, offset by a $0.7 million
increase in amortization of acquired intangible assets.

In the six months ended June 30, 2017, sales and marketing expenses decreased by $117.9 million compared to the three months ended
June 30, 20186. The decrease was attributabie to a $76.2 million decrease in personnel-related costs, driven by a decrease in average employee
headcount mainly as a result of our 2016 restructuring plan, a $31,3 million in ing and sal lated expenses, and a $16.9 million
decrease in allocated facifities and other supporting overhead expenses. The decreases were offset by a $5.3 million increase in amortization of
acquired intangible assets and a $1.2 million increase in restructuring expenses.

Wa continue to evaluate key areas in our business to ensure we have the right leve! of sales and marketing to execute on our key priorities
and objectives. We expsct that sales and marketing expenses will vary in the near term from period to period as a percentage of revenue.
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General and Administrative

General and administrative expenses consist primarily of personnel-refated costs, including salaries, benefits and stock-based compensation,
for our executive, finance, legsl, information technalogy, human resources and other administrative emplayees. in addition, general and
administrative expenses include fees and costs for professional services, including consulting, third-party legal and accounting services and facilities
and other supparting overhead costs that are not atlocated to other depanments,

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 % Change 2017 2016 % Change
B ) ) . {in thousands} {in thousands}
Gengral and administraty NS T0839 1L §.070,238 %8 140707 81 0133,505 ; 5%
General and administrative es a percentage of 12% 12% 13% 1%
revenue

In the three months ended June 30, 2017, generet and administrative expense increased by $0.6 million compared to the three months ended
June 30, 2016. The increese was attributable to a $3.7 million increase in personnel-related costs, driven by an increase in everage employee
headcount, and a $1.0 million increese in fees and costs for professional services, These increases were offset by a $3.9 million decrease in
facilities and supporting costs not allocated to other functions and a $0.2 milfion increase in the capitaiization of costs associated with developing
software for internal use.

In the six months ended June 30, 2017, geners! and administrative expense increased by $7.2 million compared to the six manths ended
June 30, 2016. The increase wes attributable to a $7.4 million increase in personnel-reiated costs, driven by an increase in average emplayee
headeount, a $3.2 million increase in fees and costs for professional services, a $1.1 million in the capitalization of costs iated with
deveioping software for internal use, and a $0.3 milfion increase in restructuring expenses, offset by a $4.8 miilion decrease in facilities and
suppaorting costs not ailocated to other functions.

We plan to continue to invest in key areas of our business and ensure that we heve the right level of general end administrative support on
our key priorities and objectives. We expect that general and administrative expenses wilt vary in the neer term from period to period as a
percentage of revenue.

Interest Expense

Interest expense consists primarily of interest expense incurred in connection with the $935.0 milfion principal amount of 0.25% convertible
senior niotes que 2019, or the 2019 Notes, and $954.0 miflion principst amount of 1.00% convertible senior notes due 2021, or the 2021 Notes end
together with the 2019 Notes, the Notes, and interest expense related to capitat leases and other financing facilities.

Three Months Ended June 30, Six Months Ended June 30,
2017 2018 % Change 2017 2016 % Change
i (it D thousands)
26,898 SBY S 01805 s 49827

in the three and six months ended June 30, 2017, interest expense increased by $1.5 million and $2.0 million, respectively, compared to the
three and six months ended June 30, 2016. Interest expense in the three and six months ended June 30, 2017 was comprised of $25.0 miilion and
$49.1 million, respectively, of total interest expense related to the Nates as well as the credit facility and $1.4 mitlion and $2.7 million, respectively,
related to capitai Ieases of equipment.

35




415

Other Income (Expense), Net

Other income {expense), net, consists primarily of interest income resuiting from our short-term investments net of the refated amortization of
premium paid on such investments, and unrealized foreign exchange gains and losses due to re-measurement of monetary assets and liabilities
denominated in non-functional currencies as welf as realized foreign exchange gains and losses on foreign exchange transactions. We expect our
foreign exchange gains and iosses will vary depending upon movements in the underlying exchange rates.

Three Months Ended June 30, S$ix Months Ended June 30,
2017 2018 % Change TTRaT 2016 % Change
{in thousands) {in thousands}
Other income {expanse). net I d8a20) g e T SB18Y%: 8 {40,008): 8 13,040 @14y

Other expense, net, was $48.3 milfion in the three months ended June 30, 2017 compared to other income, net of $6.7 milfion in the three
months ended June 30, 2016. Other expense, net, was $41,0 million in the six months ended June 30, 2017 compared to other income, net of $13.0
mitiion in the six months ended June 30, 2016. The changes were primarily attributable to the recording of an other-than-temporary impairment on a
cost-method investment of $55.0 million during the second quarter of 2017 and less favorable foreign currency exchange impacts from foreign
currency-denominated assets and fiabilities as well as derivative financial instruments, offset by an increase in interest income on our short term
investments. Other expense, net in the three months ended June 30, 2017 was comprised of $55.0 million of other-than-temporary impairment on a
cost-method investment, $3.1 million of foreign currency exchange net loss and $0.3 miffion of other expense, oifset by $10.1 million of interest and
other income. Other expense, net in the six months ended June 30, 2017 was comprised of $55.0 million of other-than-temporary impairment on a
cost-method investment, $4,1 million of foreign currency exchange net foss and $0.4 milfion of other expense, offset by $18.5 million of interest and
other income.

Provision (Benefit) for income Taxes

Provision {benefit) for income taxes consists of federal and state income taxes in the United States and income taxes in certain foreign
junisdictions which are expected to fluctuate based on the pre-tax results within and outside of the United States and will also be impacted by our
allocation of centrally incurred costs to foreign jurisdictions. Our future effective tax rate will also be affected by the changes in tax rates and tax
reguiations, the impact of tax examinations, the impact of business combinations, and changes in valuation allowance. In addition, the provision is
impacted by deferred income taxes and changes in the related vaiuation aliowance reflecting the net tax effects of temporary differences between
the carrying amounts of assets and liabilities for financiai reporting purposes and the amounts used for incame tax purposes.

Three Months Ended June 30, Six Months Ended June 30,
2017 2016 2017 2016
{in thousands) {in thousands)
Provisioh for iricome taxes $ “3413 % 284158 T 6807 L B, 46

Our provision for income taxes in the three and six months ended June 30, 2017 increased by $0.8 miflion and $1.@ miltion, respectively,
compared fo the three and six months ended June 30, 2016, primerily due to increased foreign income taxes partially offset by reduced U.S. income
taxes.

Liquidity and Capital Resources

Six Months Ended June 30,
2017 2016
. i} ) N ) (in thousands)
Gonsolidated Statements of CaslhiFlows Data:

Netloss ) . $ (178,047) & (186,948)
Net:éash provided:by cperating sctivities : : : 393,455+ 877,820
Net cash used in investing activities (63,068) {313,331}
Net éash used in finafcing activities o g " (38,823). (33,683)
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Our principat sources of liquidity are our cash, cash equivalents, and short-term ir in ities. Our cash equivalents
and marketable securities are investad primarily in short-term fixed income securities, including government and in vestment-grade debt securities
and money market funds .

As of June 30, 2017, we had $4,08 biftion of cash, cash eguivalents and short-term investments in marketable securities, of which
$180.6 mitlion was held by our foreign subsidiaries. Under the current tax Jaws, if these funds are needed for our operations in the U.S., we would be
required to accrue and pay U.S. taxes to repatriate certain of these funds. However, our intent is to indefinitely reinvest these funds outside of the
U.S. and our current plans do not demonstrate a need to repatriate them to fund our U.S. operations. in addition, we have a revolving unsecured
credit facifity (described beiow) availabie to borrow up to $1.0 biflion. We believe that our existing cash, cash equivalents and short-term investment
balance, and our credit facility, together with cash generated from operations will be sufficient to meet our working capital and capitsl expenditure
requirements for at least the next 12 months.

Credit Facility

in October 2013, we entered into a revolving credit agreement with certain lenders which provides for a $1.0 billion revolving unsecured credit
facility maturing on October 22, 2018. We are obligated to pay interest on loans under the credit facility and other customary fees for a credit facility
of this size and type, including an upfront fee and an unused commitment fee. Our obligations under the credit facility are guaranteed by one of our
whally-owned subsidiaries. In addition, the credit facility contains restrictions on payments including cash payment of dividends, As of June 30, 2017,
o amounts had been drawn under the credit facility.

Operating Activities

Cash provided by operating activities consists of net loss adjusted for certain non-cash items inciuding depreciation and amortization, stock-
based compensation, amortization of discount on our Notes, deferred income taxes, impairment of investments in privately-held companies, non-
cash restructuring charges, as well as the effect of changes in working capital and other activities. We expect that cash provided by operating
activities will fluctuate in future periods as a resutt of a number of factors, including fluctuations in our revenue, increases in operating expenses and
costs related to acquisitions. For additional discussion, see “Part H-—Other information, liem 1A. Risk Factors.”

Cash provided by operating activities in the six months ended June 30, 2017 was $393.2 miflion, an increase in cash inflow of $16.8 milfion
compared $o the six months ended June 30, 2016. Cash provided by operating activities was driven by a net loss of $1768.0 million, as adjusted for
the exclusion of non-cash expenses totaling $526.3 million, of which $230.4 million was refated to stock-based compensation expense and $55.0
mitlion was related to other-than-temporary impairment on a cost-method investment, and the effect of changes in working capitat and other carrying
balances that resulted in cash inflows of $44.9 mifiion.

Cash provided by operating activities in the six months ended June 30, 2016 was $377.3 million, Cash provided by operating activities was
driven by a net loss of $186.9 miltion, as adjusted for the exclusion of non-cash expenses totaling $545.3 milfion, of which $318.6 mitlion was related
to stock-based compensation expense, and the effect of changes in working capital and other carrying balances that resulted in cash inflows of
$18.9 milfion.

Investing Activities

Qur primary investing activities consist of purchases of property and equipmant, particutarly purchases of servers and networking eguipment,
leasehold improvements for our facilities, purchases and disposai of marketabie securities, strategic investments in privately-held companies,
acguisitions of businesses and other activities.

Cash used in investing activities in the six months ended June 30, 2017 was $63.1 million, a decrease in cash outflow of $250.3 mitlion
compared to the six months ended June 30, 2016. The decrease in cash outflow was primarily due to a $295.8 million increase in proceeds from
sales and maturities of marketable securities, a net $80.1 million decrease in cash used in business combinations, a $77.5 million decrease in
purchases of investments in privately-held companies, a $35.0 million increase in proceeds from sale of long-fived assets, and a $15.0 million
decrease in purchases of property and equipment, offset by a $247.1 miilion increase in the purchases of marketable securities and a $6.0 mitlion
increase in expenditures on other investing activities.

We anticipate making capital expenditures in 2017 of approximately $300 milfion to $400 million, a portion of which we may finance through
capital leases, as we continue to expand our co-focated data centers.
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Financing Activities
Qur primary financing activities consist of issuances of securities, capital iease financing and stock option exercises by employees.

Cash used in financing activities in the six months ended June 30, 2017 was $38.8 million, an increase in cash outflow of $5.1 miliion
compared fo the six months ended June 30, 2016. The increase in cash outflow was due to 2 $6.4 million increase in payments of capital iease
obligations and a $1.8 million decrease in proceeds from the issuance of shares of stock from the ESPP, offset by a net $2.0 million decrease in tax
payments related to net share settiements of equity awards and other activities and a net §1.1 million increase in proceeds from option exarcises.

Off Balance Sheet Arrangements
‘We do not have any off-bafance sheet arrangements and did not have any such arrangements as of June 30, 2017,

Contractual Qbligations

There were no material changes in our commitments under contractual obligations except for scheduled payments from the ongoing business,
2s disclosed in our Annual Report on Form 10-K for the fiscal year ended December 31, 2016,

Criticat Accounting Policies and Estimates

We prepare our consolidated financial statements in accordance with GAAP. in doing so, we make estimates and assumptions that affect our
reported amounts of assets, liabilities, revenue and expenses, as well as related disclosure of contingent assets and Habilities. To the extent that
there are material differences betwesn these estimates and actual results, our financial condition or operating resuits would be affected. We base
our estimates on past experience and other assumptions that we believe are reasonable under the c and we evaluate these esti
on an ongoing basis. We refer to accounting estimates of this type as critical accounting poticies and estimates, Please refer to “Management's
Discussion and Analysis of Financial Condition and Resuits of Oparations® contained in Part it, item 7 of our Annual Report on Form 10-K for the
fiscal year ended December 31, 2016 for a more complete discussion of our critical accounting policies and estimates.

There have been no material changes fo our critical accounting policies and estimates as compared to the critical accounting paticies and
estimates described in our Annuat Report on Form 10-K for the fiscal year ended December 31, 2016.

Recent Accounting Pronouncements

For information with respect o recent accounting pronouncements and the impact of these pronouncements on our consolidated financial
statements, see Note 1 — “Description of Business and Summary of Significant Accounting Policies” in the nates to the consofidated financial
statements included in Part{ of this Quarterly Report on Form 10-Q.
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ttem 3, QUANTITATIVE AND QUALITATIVE DISCLOSURES ABOUT MARKET RISK

We have operations both within the United States and internationally, and we are exposed to market risks in the ordinary course of our
business. These risks include primarily interest rate and foreign exchange risks.

Interest Rate Fluctuation Risk

Our investment portfolio mainly consists of short-term fixed income securities, including government and investment-grade debt securities and
money market funds. These ities are ified as available-for-sale and, consequently, are recorded in tha consolidated bafance sheets at fair
value with unrealized gains or losses, net of tax reported as a separate component of accumulated other i 1sive foss. Qur ir policy
and strategy is focused on the preservation of capital and supporting our liquidity requirements, We do not enter into investments for trading or
speculative purposes,

Arise in interest rates could have a material adverse impact on the fair value of our investment portfolio. Based on our investment portfolio
balance as of June 30, 2017, a hypothetical increese in interest rates of 100 basis points would result in a decrease of approximately $16.5 mitlion in
the fair value of our availabie-for-sale securities. We currently do not hedge these interest rate exposures.

in 2014, we issued Notes with an aggregate principal amount of $1.89 billion. We carry the Notes at face value tess amortized discount on the
consofidated balance sheet. Since the Notes bear interest at fixed rates, we have no financial statement risk associated with changes in interest
rates, However, the fair value of the Notes changes when the market price of our stock fluctuates or interest rates change.

Foreign Currency Exchange Risk
Transaction Exposure

Wa transact business in various foreign currencies and have international revenue, as well as costs denominated in foreign currencies,
primarily the Euro, British Pound, Singapore Dollar and Japanese Yen. This exposes Us to the risk of fluctuations in foreign currency exchange rates,
Accordingly, changes in exchange rates, and in particular a continuing strengthening of the U.S. doliar, would negatively affect our revenue and
other operating results as expressed in U.S. doliars.

We have experienced and wilf continue to experience fluctuations in our net loss as a result of transaction gains or losses related to revaiuing
and ultimately settling certain asset and liability balances that are denominated in currencies other than the functional currency of the entities in
which they are recorded. Net realized and unrealized foreign currency gains were immateriai for the three and six months ended June 30, 2017 and
2016. We currently utilize foreign currency forward contracts with financial institutions to reduce the risk that our earmings may be adversely affected
by the impact of exchange rate fluctuations on monetary assets or fiabifities denominated in currencies other than the local currency of a subsidiary.
These contracts are not designated as hedging instruments, We may in the future enter into other derivative financial instruments i it is determined
that such hedging activities are appropriate to further reduce our foreign currency exchange risk. Based on our foreign currency exposures from
monetary assets and liabilities net of our open hedge position, we estimated that a 5% change in exchange rates against the U.S. doliars would have
resulted in a gain or loss of approximately $3.0 million as of June 30, 2017.

Transiation Exposure

We are also exposed to foreign exchange rate fluctuations as we transiate the financiai 1ts of our foreign subsidiaries into U.S. dollars
in consolidation. i there is a change in foreign currency exchange rates, the translating adjustments resulting from the conversion of our foreign
subsidiaries’ financiai statements into U.S. doliars would resuit in a gain or loss recorded as a component of accumulated other comprehensive loss
which is part of stockholders’ equity.
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{tem 4. CONTROLS AND PROCEDURES
Evaluation of Disclosure Controls and Procedures

Qur management, with the participation of our Chief Executive Officer and our Chief Financial Officer, has evaluated the effectiveness of our
disclosure controls and procedures as of the end of the period covered by this Quarterly Report on Form 10-Q. The term “disclosure controls and
procedures,” as defined in Rules 13a-15(¢) and 15d-15(e) under the Securities Exchange Act of 1934, as amended (the ‘Exchange Act’), means
cantrols and other procedures of a company that are designed to ensure that information required to be disclosed by a company in the reports that it
files or submits under the Exchange Act is ded, p ized and reported, within the time periods specified in the Securities and
Exchange Commissions' rules and forms, Disclosure controls and procadures include, without fimitation, controls and procedures designed to
ensure that information required to be disclosed by a company in the reports that it files or submits under the Exchange Act is accumulated and
communicated to the company’s management, including its principal executive and principal financiat officers, or persons performing similar
functions, as appropriate to allow timely decisions regarding required disclosure. Management recognizes that any controls and procedures, no
matter how welt designed and operated, can provide only reasonable assurance of achieving their objectives and management necessarily applies
its judgment in evaluating the cost-benefit refationship of possible controis and procedures. The design of disciosure controls and procedures and
internal control over financial reporting must reflect the fact that there are resource constraints and that management is required to apply judgment in
evaluating the benefits of possible controls and procedures refative to their costs. Based on such evaluation, our Chief Executive Officer and Chief
Financial Qfficer have concluded that, as of June 30, 2017, our disclosure controls and procedures were designed at a reasonable assurance level
and were effective to provide reasonable assurance,

Changes in Intemal Conirol over Financial Reporting

There was no change in our internal controf over financial reporting identified in connecticn with the evaluation required by Rule 13a-15(d} and
15d-15(d) of the Exchange Act that occurred during the period covered by this Quarterly Report on Form 10-Q that has materially affected, or is
reasonably likely to materially affect, our internal control over financial reporting.
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P ART i{ -~ OTHER INFORMATION

Item 1. LEGAL PROCEEDINGS

We are currently invoived in, and may in the future be involved in, legai p ings, claims, investigations, and government inquiries arising
in the ordinary course of business. Thesa proceedings, in the form of both individual and class action litigation, have included, but are not limited to
matters involving intellectual property, defamation, privacy, securities, employment and contractual rights. For example, we currently have pending
shareholder class action lawsuits alleging violations of securities faws fited in the U.S. District Court for the Northern District of California and the
Superior Court for San Mateo County in Califonia, naming current and former officers as defendants. Legat risk is enhanced in certain jurisdictions
outside the United States where our protection from fiability for content published on our platform by third parties may be unclear and where we may
be fess protected under Jocat laws than we are in the United States. Future litigation may be necessary, among other things, to defend ourselves,
and our users, by ining the scope, enfos ility, and validity of third-party rights or to establish our rights.

Although the resuits of the legal proceedings, claims, investigations, and government inquiries in which we are involved cannot be predicted
with certainty, we do not befieve that thera is a reasonable possibility that the final cutcome of these matters will have a material adverse effect on
our business, financial condition, operating resuits, or prospects. However, the final resuits of any current or future proceeding cannot be predicted
with certainty, and until there is final resolution on any such matter that we may be required to accrue for, we may be exposed to loss in excess of
the amount accrued. Regardiess of the outcome, litigation can have an adverse impact on us because of defense and seftlement costs, diversion of
management resources, and other factors.

Item 1A. RISK FACTORS

Investing in our common stock involves a high degree of risk. You should carefully consider the risks and uncertainties described below,
together with all of the other information in this Quarterly Report on Form 10-Q, including the section titled “Management's Discussion and Analysis

of Finaricial Condition and Resuits of Operations” and our financial and related notes, before making a decision to invest in
our common stock. The risks and uncertainties described befow may not be the only ones we face. if any of the risks actually occurs, our business,
financial condition, opersting resuits, cash flows and prosp could be fally and ly affected. in that event, the market price of our

common stock coutd decline, and you could iose part or all of your investment.

Risks Related to Our Business and Our Industry

i

¢ el ok We had 328 million average MAUS in the three
months ended Junie 30, 2017, representing a 5% increase from 313 miition average MAUS in the three months ended June 30, 2016. DAUs for the
three months ended June 30, 2017 increased 12% year over year. Our financial performance has been and will continue to be significantly
determined by our success in growing the number of users and increasing their overall feve! of engagement on our platform es well as the number of
ad engagements, We anticipate that our user growth rate will continue to slow over time as the size of our user base increases. For example, in
general, a higher proportion of internet users in the United States uses Twitter than Internet users in other countries and, in the future, we expect our
user growth rate in certain international markets, such as Germany, india, Japan, the Phiippines, Saudi Arabia, South Koree and Thailand, to
continue to be higher than our user growth rate in the United States. To the extent our logged-in user growth rate slows, our success will bacome
increasingly dependent on our ability to increase levels of ad engagement on Twitter and monefizing our total audience on iogged-out usage and
syndicated properties as well as increasing revenue growth from the sale to advertisers of our advertising products which we place on Twitter
properties and third party publishers’ websites, applications and other offerings. We generate a substantial majority of our revenue based upon
engagement by our users with the ads that we display. if people do not perceive our products and services to be useful, reliable and frustworthy, we
may not be able to attract users o increase the frequency of their engagement with our platform and the ads that we display. A number of
consumer-oriented websites that achieved early popularity have seen their user bases or levels of engagement decline, in some cases precipitously.
There is no guarantee that we will not experience a similar erosion of our user base or engagement levels. A number of factors could potentially
negatively affect user growth and engagement, including if:

. users, including infiuential users, such as world leaders, government officials, celebrities, athletes, journalists, sports teams, media
outiets and brands or certain age demographics, engage with other products, services or activities as an alternative to ours;
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. we are unable to convince potential or new users of the value and usefuiness of our products and services;

. there Is a decrease in the perceived quantity, quality, usefuiness or relevance of the content generated by our users or content
partners;

. our content partners terminate their relationships with us or do not renew their agreements on economic or other terms that are
favorable to us;

. there are user concerns related to privacy and communication, safety, security, spam or other hostile or inappropriate usage or other
factors;

. we fait to introduce new and improved products or services or if we introduce new or improved products or services that are not
favorably received or that negatively affect user er it

. technical or other problems prevent us from delivering our products or services in a rapid and refiable manner or otherwise affect the
user experience, inciuding issues with connecting to the Intemet;

. users have difficulty installing, updating, or otherwise accessing our products or services on mobile devices as a resuit of actions by us
or third parties that we rely on to distribute our products and deliver our services;

. we are unable to manage and prioritize information to ensure users are presented with content that is interesting, useful and relevant to
them;

. users befieve that their experience is diminished as a resutt of the decisions we make with respect to the frequency, format, relevance
and prominence of ads that we display;

. there are adverse changes in our products or services that are mandated by, or that we elect to make to address, legislation, regulatory
authorities or fitigation, including settlements or consent decrees;

. we fail to provide adequate customer service to users; or

. we do not maintain our brand image or our reputation is damaged.

We believe that retuming to meaningful MAU growth is dependent on improving our product and feature offerings to demonstrate our value
proposition to a larger audience. If we are unable to increase our user base, user growth rate or user engagement, or if these metrics decline, our
products and services coutd be less attractive to potential or new users, as well as to advertisers, content partners and platform partners, which
waould have a material and adverse impact on our business, financial condition and operating resuilts.

If our users or content partners do not continue to contribute content or such content is not viewed as unique or engaging by other users,
we may experience a decline in the number of users accessing our products and services and user engagement, which could resuft in the
loss of content p , . platform pi and .,

Our success depends on our ability to provide users of our products and services with unigue and engaging content, which in tum depends on
the content contributed by our users. We believe that one of our competitive advantages is the quality, quantity and real-time nature of the content
on Twitter, and that access to unique or real-time content is one of the main reasons users visit Twitter. We sesk to foster a broad and engaged user
community, and we encourage world leaders, government officials, celebrities, athletes, journalists, sports teams, media outlets and brands to use
our products and services to express their views to broad audiences. We aiso encourage media outiets to use our products and services to distribute
their content, In addition, we ficense our premium five streaming video content from a variety of content providers. I these content providers are no
fonger willing or able to license us content upon economic and other terms that are acceptable to us, our ability to stream such content will be
adversely affected and/or our costs could increase. If users, including influential users, do not continue to contribute content or content providers do
not license content to Twitter, and we are unable to provide users with unique, engaging and timely content, our user base and user engagement
may decline. Additionally, if we are not able to address user concerns regarding the safety and security of our products and services or if we are
unable to successfully prevent abusive or other hostite behavior on our platform, the size of our user base and user engagement may decline. We
rely on the sale of advertising services for the substantial majority of our revenue and a decline in the number of users, user growth rate, or user
engagement, including as a resuit of the loss of world leaders, government officiats, celebrities, athtetes, joumalists, sports teams, media outiets and
brands who generate content on Twitter, advertisers mey deter new advertisers from using our products or services or cause currenrt advertisers to
reduce their spending with us or cease doing business with us, which would harm our business and operating rasults.
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alf of our g revenue through the sale of our three Promoted Products: Promoted Tweets, Promoted Accounts and
Promoted Trends. As is common in our industry, our advertisers do not have long-term advertising commitments with us. in addition, many of our
advertisers purchase our advertising services through one of several large advertising agency holding companies. To sustain or increase our
revenue, we must add new advertisers and encourage existing advertisers to maintain or increase the amount of advertising inventory purchased
through our platform and adopt new features and functionalities that we add to our platform. However, advertising agencies and potential new

advertisers may view our Promoted Products or any new products or services we offer as experimentai and unproven, and we may need to devote
additional time and resources to educate them about our products and services. Advertisers also may choose to reach users through our free
products and services, instead of our Promoted Products. Advertisers will not continue to do business with us, or they will reduce the prices they are
willing to pay to advertise with us, if we do not deliver ads in an effective manner, or if they do not believe that their investment in advertising with us
wilt generate a competitive return on investment relative to alternatives, including online, mobile and traditional advertising platforms. In addition,
competition for advertising is becoming increasingly more intense and our advertising revenue could be further impacted by escalating competition
for digita ad spending as well as the re-evatuation of our revenue product feature portfolio, which coutd resuit in the de-emphasis of certain product
features. Since our initial public offering, our revenue growth has been primarily driven by increases in the number of our users and increases in our
ad toad driven by strong advertiser demand as well as other factors. To date, our available advertising inventory has been greater than demand. Qur
future revenue growth, however, may be limited by available advertising inventory for specific ad types on certain days if we do not increase the
number of our users, their engagement or monetize our larger global audience. Our advertising revenue coutd be adversely affected by a number of
other factors, including:

. decreases in user engagement with the ads on our platform and those that we serve off of our piatform;

. decreases in the size of our user base or user growth rate;

. if we are unable to demonstrate the value of our Promoted Products to advertisers and advertising agencies or if we are unabie fo
measure the value of our Promoted Products in a manner which advertisers and advertising agencies find useful;

. if we are unable to demonstrate the value cf, or attract video and videc advertisements on, our platform;

. decreases in the perceived quantity, quality, usefuiness or relevance of the content generated by our users or content partners;

. if our Promoted Products are not cost effective or not valued by certain types of advertisars or if we are unable to develop cost effective

or valuable advertising servicas for different types of advertisers;

. if we ara unable to convince advertisers and brands to invest resources in learning to use our products and services and maintaining a
brand presence on Twitter;

. our advertisers’ ability to optimize their campaigns or measure the results of their campaigns;

. product or service changes we may make that change the frequency or relative prominence of ads displayed on Twitter or that
detrimentally impact revenue in the near term with the goal of achieving iong term benefits;

. our inability to increase advertiser demand and spend from new and existing advertisers as well as advertising inventory;

. our inability to increase the refevance of ads shown to users;

. our inability to help advertisers effectively target ads, including as a resuit of the fact that we do not collect extensive personal

information from our users and that we do not have real-time geographic information for alf of our users particularly for ads served
through our app mobile-focused advertising exchange;

. decreasss in the cost per ad engagement;
. failure to effectively monetize our growing international user base, our logged-out audience or our syndicated audience;
. loss of advertising market share to our competitors;

. the degree to which users access Twitter content through appiications that do not contain our ads;
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. any arrangements of other partnerships with third parties to shar e our revenue;
. our new advertising strategies do not gain traction;
. the impact of new technologies that could block or obscure the disptay of our ads;

s

. our inability to create new products, product featuras and services that sustain or increase the value of our advertising services to both
our advertisers and our users;

. changes to our products or development of new products or product features that decrease users' ad engagements or limit the types of
user interactions that we count as ad engagernents;

. the impact of fraudulent clicks or spam on our Promoted Products and our users;
. changes in the way our advertising is priced; and
. the impact of macroeconomic conditions and conditions in the advertising industry in general.

The occurrence of any of these or other factors could result in a reduction in demand for our ads, which may reduce the prices we receive for
our ads, either of which would negatively affect our revenue and operating results.

If we are unable to compete effectively for users and advertiser spend, our business and operating results could be harmed.

Competition for users of our products and services is intense. Aithough we have developed a globat piatform that we believe is the best and
fastest place to see what's happening and what peopie are talking about all around the world, we face strong competition in our business. We
compete against many companies to altract and engage users, including companies which have greater financial resources and substantially larger
user bases, such as Facebook {including instagram and WhatsApp), Google {including YouTube), Microsoft {inciuding Linkedin), Snap and Yahoo,
which offer a variety of Internet and mobite device-based products, services and content. For sxample, Facebook operates a social networking site
with significantly more users than Twitter and has been infroducing features simiar to those of Twitter. In addition, Google may use its strong
position in one or more markets to gain a competitive advantage over us in areas in which we operate, including by integrating competing features
into products ar services they control. As a result, our competitors may draw users towards their products or services and away from ours. This could
decrease the growth or engagement of our user base, which, in turn, would negatively affect our business. We also compete against largely regional
social media and messaging companies that have strong positions in particular countries such as Kakao and Line.

We believe that our ability to compets effectively for users depends upon many factors both within and beyond our control, including:

. the poputarity, usefulness, ease of use, performance and refiability of our products and services compared to those of our competitors;
. the amount, quality and timeliness of content generated by our users and content partners;

. the timing and market acceptance of our products and services;

. our ability, in and of itself and in comparison to the abifity of our competitors, to develop new products and services and enhancements
to existing products and services;

. the frequency and refative prominence of the ads displayed by us or our competitors;
. our abifity to establish and maintain refationships with content partners;

. our ability to develop a reliable, scalable, secure, high-performance technology infrastructure that can efficiently handle increased
usage globally;

L5 ¢
. the application of antitrust {aws both in the United States and internationaily;
. the continued adoption of our products and services internationally;

M our ability to establish and maintain refationships with platform partners that integrate with our platform;
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. acquisitions or consolidation within our industry, which may result in more formidable competitors; and
. our reputation and brand strength retative to our competitors.

We also face significant competition for advertiser spend. The substantial majority of our revenue is currently generated through third parties
advertising on Twitter, and we compete against online and mobite businesses, including those referenced above, and traditional media outlets, such
as television, radio and print, for advertising budgets. In addition, many advertisers, particuiarly branded advertisers, use marketing mix analyses to
determine how to ailocate their advertising budgets on an annuat or bi-annuat basis. Accordingly, if we fail to demonstrate to such advertisers during
the appropriate time period that we provide a better return on investment than our competitors do, we may Jose the opportunity to secure, increase or
sustain our share of the advertising budget allocated for a significant portion of the year until the next budget cycle.

We also compete with advertising networks, exchanges, demand side platforms and other platforms, such as Google AdSense, DoubleClick
Ad Exchange, Yahoo Ad Exchange, AQL’s Ad.com and Microsoft Media Network, for marketing budgets and in the development of the tools and
systems for managing and optimizing advertising campaigns. In order to grow our revenue and improve our operating results, we must increase our
share of spending on advertising refative to our competitors, many of which are farger companies that offer more traditional and widely accepted
advertising products. tn addition, some of our Jarger competitors have substantially broader product or service offerings and leverage their
relationships based on other products or services to gain additionat share of advertising budgsts.

We believe that our ability to compete effectively for advertiser spend depends upon many factors both within and beyond our control,
including:

. the size and composition of our user base relative to those of our competitors;
. aur ad targeting and measurement capabilities, and those of our competitors;

. the timing and market acceptance of our advertising services, and those of our competitors;

. our marketing and selling efforts, and those of our competitors;
. the pricing of our Promoted Products refative to the advertising products and services of our competitors;
. the actual or perceived return our advertisers receive from our advertising services, and those of our competitors; and

. our reputation and the strength of our brand refative to our compefitors.

In recent years, there have been significant acquisitions and consolidation by and among our actual and potential competitors. We anticipate
this trend of consolidation will continue, which will present heightened competitive chalienges for our business. Acquisitions by our competitors may
result in reduced functionality of our products and services. For example, foliowing Facebook's acquisition of instagram, Facebook disabled
instagram'’s photo integration with Twitter such that Instagram photos were no fonger viewable within Tweets and users are instead re-directed to
Instagram to view Instagram photos through a link within a Tweet. As a result, our users may be less likely to click on links to Instagram photos in
Tweets, and Instagram users may be less likely to Tweet or remain active users of Twitter. Any similar elimination of integration with Twitter in the
future, whether by Facebook or others, may adversely impact our business and operating results.

Consolidation may also enable our Jarger competitors to offer bundled or integrated products that feature alternatives to our platform.
Reduced functionality of our products and services, or our competitors’ ability to offer bundled or integrated products that compete directly with us,
may cause our user growth, user engagement and ad engagement to decline and advertisers to reduce their spend with us.

if we are not able to compete effectively for users and advertiser spend our business and operating results wouid be materially and adversely
affected.
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Our operating resuits may fluctuate from quarter to quarter, which makes them difficuit to predict.

Our quarterly operating resuits have fluctuated in the past and will fluctuate in the future. As a resuit, our past quarterly operating resuits are
not necessarily indicators of future performance. Our operating results in any given quarter can be influenced by numerous factors, many of which
we are unable to predict or are outside of our control, including:

our ability to grow our user base and user engagement;
our ability to attract and retain advertisers, content partners and platform partners;

the occurrence of planned significant events, such as the World Cup, Super Bowl, Champions League Final, Wortd Series, Olympics
and the Oscars, or unpianned significant events, such as natural disasters and politica revolutions;

the pricing of our products and services;

the development and intraduction of new products or services, changes in features of existing preducts or services or de-emphasis or
termination of existing products, product features or services;

the impact of competitors or competitive products and services;
our ability to maintain or increase revenue;
our abifity to maintain or improve gross margins and operating margins;

increases in research and devefopment, marketing and sales and other operating expenses that we may incur to grow and expand our
operations and to remain competitive;

stack-based compensation expense;

costs related to the acguisition of businesses, talent, technologies or intellectual property, including potentially significant amortization
costs;

system failures resulting in the inaccessibility of our products and services;
breaches of security or privacy, and the costs associated with remediating any such breaches:

adverse fitigation judgments, settlements or other litigation-related costs, and the fees associated with investigating and defending
claim:
-

fluctuations in currency exchange rates and changes in the proportion of our revenue and expenses denominated in foreign currencies;
changes in U.S. generaily accepted accounting principles; and

changes in global business or macroeconomic conditions.

Given our limited operating history and the rapidly evolving markets in which we compete, our historical operating results may not be useful to
you in predicting our future aperating results. As our revenue growth rate siows, we expact that the seasonality in our business may become more
pronounced and may in the future cause our operating resuits to fluctuate. For example, advertising spending is traditionally seasonally strong in the
fourth quarter of each year and we believe that this seasonality affects our quarterly results, which generally reflect higher sequentiaf advertising
revenue growth from the third to fourth quarter compared to sequential advertising revenue growth from the fourth quarter to the subsequent first
quarter. {n addition, giabal economic concerns continue to create uncertainty and unpredictabifity and add risk to our future outiook. An economic
downturn in any particular region in which we do business or giobally could result in reductions in advertising revenue, as our advertisers reduce
their advertising budgets, and ather adverse effects that could harm our operating resuits.
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We depend on highly shilled personnel to grow and operate our business, and have seen high levels of attrition. if we are unable to hire,
retain and motivat e our personnel, we may not be able to grow effectively.

Our future success and strategy will depend upon our continued ability o identify, hire, develop, motivate and retain highly skilled personnel,
lnctudmg senior management, engineers, designers and product managers. We depend on contributions from our employees, and in particular our
senior management team, to execute efficiently and effectively. We do not have employment agreements other than offer letters with any member of
our senior or other key employee, and we do not maintain key person life insurance for any employee. We also face significant
competition for employees, particutarly in the San Francisco Bay Area (where our headquarters is Jacated), for engineers, designers and product
managers from other Internet and high-growth compames which inciude both publicly-traded and privately-held companies. As a result, we may not
be eble to retain our existing employ or hire new employ quickly enough to meet our needs. At the same time, we are aiso experiencing high
voluntary attrition, and the resuiting influx of new leaders and other employees requires that we expend the time and resources necessary to recruit
and retain talent, restructure our organizations, and train new employees. In addition, to attract highly and retain skilled personnel, we have had to
offer, and believe we will need to continue to offer, highly competitive compensation packages. {dentifying, recruiting, training and integrating
qualifiad individuals will require significant time, expense and attention. We may need to invest significant amounts of cash and equity to attract and
retain new employees and we may never realize retums on these investments. in addition, changes to U.S. immigration and work authorization laws
and regulahons can be smnlflcantiy aﬂected by pohtwca| forces and levels of economic activity. Our business may be materially adversely affected if

orad i changes to i 1 or visa laws and regulations impair our hiring processes or projects involving personnel who are
not citizens of the country where the work is to be performed. If we are not able to effectively attract and retain empioyees, we may not be abe to
innovate or execute quickly on our strategy and our abiiity to achieve our strategic objectives will be adversely impacted, and our business will be
harmed.

We also believe that our culture and core values have been and wiil continue to be a key contributor to our success and our ability to foster
the innovation, creativity and teamwork we befieve we need to support our operations. As we continue to evolve, however, we are subject to the
risks of over-hiring and o pensating our employees, and to the ¢f of integrating, developing and motivating an empicyee base that is
{ocated in various countries around the world. If we fail to effectwely manage our hiring needs and successfully integrate our new hires, our efficiancy
and ability to meet our forecasts and our cufture, employee morale, productivity and retention couid suffer, and our business and operating results
could be adversely affected.

#f we fail to y in i kets, our revenue and our business will be harmed.

We may not be able to monetize our products and services internationally as effectively as in the United States as a result of competition,
advertiser demand, differences in the digital advertising market and digital advertising conventions, as well as differences in the way that users in
different countries access or utilize our products and services. For example, a significant portion of users in emerging markets fike India and
Pakistan use faature phones and communicate via SMS messaging, both of which have Emited functionality and neither of which may be abie to
take fuli advantage of our products and services offered on smartphone or our website or desktop applications. Users wha access Twitter through
SMS messaging may monetize at lower rates than other users. Differences in the competitive landscape in international markets may impact our
ability to monetize our products and services. For example, in South Korea we face intense competition from a messaging service offered by Kakao,
which offers some of the same communication features as Twitter. The existence of a weli-established competitor in an internationai market may
adversely affect our ability to increase our user base, attract content partners, advertisers and platform partners and monatize our products in such
market. We may also experience differences in advertiser demand in international markets. For example, during times of political upheaval,
advertisers may choose not to advertise on Twitter. Certain international markets are also not as familiar with digital advertising in general, or in new
forms of digital advertising such as our Promoted Products. Further, we face in p g certain ising products, features or
analytics in certain intemational markets, such as the Europgan Union, due to government regu|a(|on Our products and services may also bs used
differently abroad than in the United States. in particular, in certain intemational markets where Internet access is not as rapid or refiable as in the
United States, users tend not to take advantage of certain features of our products and sefvices, such as rich media included in Tweets, video or live
streaming video. The limitation of mobile devices of users in emerging and other markets fimits our ability to defiver centain features to those users
and may limit the ability of advertisers to deliver compelling advertisements to users in these markets which may resuit in reduced ad engagements
which would adversely affect our business and operating resuits.
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If our revenue from our international operations, and particularly from our operations in the countries and regions where we have focused our
spending, does not exceed the expense of establishing and maintaining these operations, our business and operating results wilt suffer. fn addition,
our user base may expand more rapidly in international regions where we are less successful in monetizing our products end services. As our user
base continues to expand internationally, we wili need to increase revenue from the activity generated by our international users in order fo grow our
business. For exampie, users outside the United States constituted 79 % of our average MAUs in the three months ended June 30, 2017, but our
international revenue, as determined based on the billing focation of our advertisers, was onty 42 % of our consolidated revenuse in the three months
ended June 20 , 2017. Our inabitity to successtully expand our business internationally could adversely affect our business, financial condition and
operating resuits.

User growth and engagement depend upon ive it P with op Y , devices, web browsers and
standards that we do not control.

We make our products and servicas available across a variety of operating systems and through websites. We are dependent on the
interoperability of our products and services with popular devices, desktop and mobile operating systems and web browsers that we do not control,
such as Mac OS, Windows, Android, iOS, Chrome and Firefox. Any changes, bugs or technical issues in such systems, devices or web browsers
that degrade the functionality of our products and services, make it difficult for our users to access our content, fimit our abifity to target or measure
the effectiveness of ads, impose fees related to our products or services or give preferential treatment to competitive products or services could
adversely affect usage of our products and services. Further, if the number of platforms for which we develop our product expands, it will result in an
increase in our operating expenses. In order to deliver high quality products and services, it is important that our products and services work well
with a range of operating systems, netwarks, devices, web browsers and standards that we do not control, in addition, because a majority of our
users access our products and services through mobile devices, we are particularly dependent on the interoperability of our products and services
with mobile devices and operating systems. We may not be successful in developing refationships with key participants in the mabile industry or in
developing products or services that operate effectively with these operating systems, networks, devices, web browsers and standards. In the event
that it is difficult for our users to access and use our products and services, particularly on their mobile devices, our user growth and engagement
could be harmed, and our business and operating resuits could be adversely affected.

Qur ability to convince potential and new users of the value of our products and services js critical to increasing our user base and fo the
success of our business.

We have developed a globat platform that we believe is the best and fastest place to see what's happening and what people are tatking about
alt around the world, but the market for our products and services is relatively new and may not develop as expected, if at ail. Despite our efforts to
reduce barriers to consumption, peapie who are not our users may not understand the value of our products and services and new users may
initially find our product contusing, which may make retention of such users more difficult. There may be a perception that our products and services
are only useful fo users who Tweet, or to influentiaf users with large audiences. Convincing potential and new users of the value of our products and
services is critical to increasing our user base and to the success of our business.

If we faif to educate potential users and potential advertisers about the value of our products and services, if the market for our platform does
not develop as we expect or if we fall to address the needs of this market, our business will be harmed. We may not be able to successfully address
these risks and challenges or others. Failure to adequately address these risks and challenges couid harm our business and cause our operating
resuits to suffer.

We have incurred significant operating losses in the past, and we may not be able to achieve or subsequently maintain profitability.

Since our inception, we have incurred significant operating losses, and, as of June 30, 2017, we had an accumulated deficit of $2.74 bilfion.
Although our revenue has grown rapidly, increasing from $864.9 million in 2013 to $2.55 biflion in 2016, our revenue growth rate has slowed as a
result of a variety of factors. We believe that our future revenue growth will depend on, among other factors, our ability to attract new users, increase
user engagement and ad engagement, increase our brand a , compete ively, imize our sales efforts, demonstrate a positive return
an investment for advertisers, and successfully develop new products and services. Accardingly, you should not rely on the revenue growth of any
prior quarterly or ennual period as an indication of our tuture performance. Our costs may increase in future periods as we continue to expend
substantial financial resources on:

. our technology infrastructure;

. research and development for our products and services;
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. sales and marketing;

. attracting and retaining talented employees;

. strategic opportunities, including commercial relationships and acquisitions; and

. general administration, including personnel costs and legal and accounting expenses related to keing a public company.

These investments may not result in increased revenue or growth in our business. Additionaily, certain new revenue products or product
features may carry higher costs refative to our other products, which may decrease our margins. If we are unable to generate adequate revenue

growth and to manage our expenses, we may continue to incur significent losses in the future and may not be abie to achieve or maintain
profitability.

Our on it and unimpeded access to our products and services on the Internet by our users, content partners,

andp . If we or our users experience disruptions in internet service or if Interet service providers are able to
biock, degrade or charge for access to our products and services, we could incur additional expenses and the loss of users and
advertisers.

We depend on the ability of our users, content partners, advertisers and platform partners to access the internet. Currently, this access is
provided by companies that have significant market power in the broadband and intemet access merketplace, inciuding incumbent telephone
companies, cabfe companies, mobile communications companies, govemment-owned service providers, device manufacturers and operating
system providers, any of whom could take actions that degrade, disrupt or increase the cost of user access to our products or services, which would,
in tumn, negatively impact our business. The adoption of any laws or regulations that adversely affect the growth, popularity or use of the Internet,
including laws or practices limiting Internet neutrality, could decrease the demand for, or the usage of, our products and services, increase our cost
of doing business and adversely affect our operating resuits. For example, access to Twitter is biocked in China and has been intermittently blocked
in Turkey in the last three years. We also rely on other companies to maintain reliable network systems that provide adequate speed, data capacity
and security to us and our users. As the internet continues to experience growth in the number of users, frequency of use and amount of data
transmitted, the Internet infrastructure that we and our users rely on may be unabie to support the demands placed upan it. The failure of the Internet
infrastructure that we or our users rely on, even for a short period of time, could undermine our operations and harm our operating results.

Our new p , product , Services and initi and to existing products, services and initiatives could fail to attract
users, content pi X isers and P org .

Our industry is subject to rapid and frequent changes in technology, evolving customer needs and the frequent introduction by our competitors
of new and enhanced offerings. We must constantly assess the playing field and determine whether we need to improve o re-allocate resources
amongst our existing products and services or create new ones {independently o in conjunction with third parties). Qur ability to increase the size
and engagement of our user base, attract content partners, advertisers and platform partners and generate revenus will depend on those decisions.
We may introduce significant changes to our existing products and services or develop and introduce new and unproven products and services,
including technologies with which we have fittie or no prior development or operating experience. For example, in 2015, we introduced Periscope, a
mobile applicaticn that lets users share and experience live video from their mobile phones and in 2013, we introduced Vine, a mobile application
that enabies users to create and distribute videos that are up to six seconds in length, which we discontinued in January 2017 but transitioned
certain product features to the Vine Camera app. Also, we introduced new features to Twitter such as "Moments”, a curated collection of Tweets,
photos, videos, and Periscope broadcasts about current news stories or svents; “in Case You Missed It.” which surfaces Tweets a logged-in user
may have missed since last accessing Twitter; and Instant Timeline, which helps create a timeline for new users as well as new features to our
Promoted Tweets like promoted video ads. If new or enhanced products, product features or services fail to engage users, content partners and
advertisers, we may fail o aftract or retain users or to generate sufficient revenue or operating profit to justify our investments, and our business and
operating results could be adversely affected. in addition, we have faunched and expect to continue to Jaunch strategic initiatives that do not directly
generate reveriue but which we believe wili enhance our altractiveness to users, content partners and advertisers. In the future, we may invest in
new products, product features, services and initiatives to generate revenue, but there is no guarantee these approaches wiff be successful. We may
not be successful in future effarts to generate revenue from our new products or services. If our strategic initiatives do not enhance our ability to
monstize our existing products and services, enable us to develop new approaches to monetization or meet the expectations of our users or third-
party business partners, we may not be able to maintain or grow our revenue or recover any associated development costs and our operating resuits
could be adversely affected.
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i we fail to ively manage to our i and op: our i and operating results could be harmed.

Providing our products and services to our users is costly and we expect certain of our expenses to continue to increase in the future as we
broaden our user base and increase user engagement, as users increase the amount of content they contribute, and as we develop and implement
new features, products and services that require more infrastructure, in particular our video product features. In addition, our operating expenses,
such as our research and development expenses and sales and marketing expenses, have grown rapidly as we have expanded our business.
Historically, our costs have increased each year due to these factors and we expect to cantinue o incur increasing costs to support our operations.
We expect to continue to invest in our infrastructure so that we can provide our products and services rapidly and reliably to users around the world,
including in countries where we do not expect significant near-term monetization.

We intend to fully invest in our highest priorities, while efiminating investment in noncore areas. Finding and maintaining the appropriate
balance will require sigrificant expenditures and aflocation of vajuable management resources. if we fail to achieve the necessary level of efficiency
in our organization, our business, operating resuits and financial condition would be harmed.

We focus on product i and user eng rather than short-term operating results.

We encourage employees to quickly develop and help us Jaunch new and innovative features. We focus an improving the user experience for
our products and services, which includes protecting user privacy, and on developing new and improved products and services for the advertisers on
our platform. We prioritize innovation and the experience for users and advertisers on our piatform over short-term operating resuits. We frequently
make product, product feature and sarvice decisions that may reduce our shor-term operating results if we believe that the decisions are consistent
with our goals to improve the user experience and p for advertisers, which we believe will improve our operating results over the jong
term. For example, we are investing in our new live-streaming video experiences, and we may not successfully monetize such experiences. These
decisions may not be consistent with the short-term expectations of investors and may not produce the long-term benefits that we expect, in which
case our user growth and user engagement, our relationships with advertisers and our business and operating results could be harmed. in addition,
our focus on the user exparience may negatively impact our refationships with our existing or prospective advertisers. This could result in a loss of
advertisers, which could harm our revenue and operating resuits.

Our business and operating resufts may be harmed by a disruption in our service, or by our failure to timely and effectively scale and
adapt our existing technology and infrastructure.

One of the reasons paople come to Twitter is for real-time information. We have experienced, and may in the future experience, service
disruptions, outages and other performance problems due to a variety of factors, including infrastructure changes, human or software errors,
hardware failure, capacity constraints due to an overwhelming number of peopie accessing our products and services simuftaneously, computer
viruses and denial of service or fraud or security attacks. For instance, in January 2016, we experienced a brief service outage during which
Twitter.com and Twitter mobile clients were inaccessible as a resuilt, in part, of a software misconfiguration in one of our infrastructure components.
Additionally, although we are investing significantly to improve the capacity, capability and reliability of our infrastructure, we are not currently serving
traffic equally through our co-located data centers that support our platform. Accordingly, in the event of a significant issue at the data center
supporting most of our network traffic, some of our praducts and services may become inaccessible to the pubtic or the public may experience
difficulties accessing our products and services. Any disruption or failure in our infrastructure could hinder our abifity to handie existing or increased
traffic on our platform, which could significantly harm our business.
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As the number of our users increases and our users generate mare content, including photos and videos hosted by Twitter, we may be
required to expand and adapt our technology and infrastructure to continue to reliably store, serve and analyze this content, it may become
increasingly difficult to maintain and improve the performance of our products and services, especially during peak usage times, as our products and
services become more complex and our user traffic increases. In addition, because we lease our data center facifities, we cannot be assured that we
will be abie to expand our data center infrastructure to meet user demand in a timely manner, or on favorable economic terms, If our user s are
unable to access Twitter or we are not able to make information available rapidiy on Twitter, users may seek other channels to obtain the
information, and may not retum to Twitter or use Twitter as often in the future, or at all. This would negative ly impact our abifity to attract users ,
content partners and advertisers and increase engagement of our users. We expect to continue to make significant investments to maintain and
improve the capacity, capability and reliability of our infrastructure. To the extent that we do nat effectively address capacity constraints, upgrade our
systems as needed and continually develop our technology and infrastructure to accommodate actual and anticipated changes in technofogy, our
business and operating resuits may be harmed.

If we are unable to maintain and promote our brand, our business and operating results may be harmed.

We believe that maintaining and promoting our brand is critical to expanding our base of users, content partners and advertisers. Maintaining
and promoting our brand will depend largely on our abifity to continue to provide useful, refiable and innovative products and services with a focus on
a positive user experience, which we may not do successfuily. We may introduce new features, products, services or terms of service that users,
content partners, advertisers or platform partners do not fike, which may negatively affect our brand. Additionally, the actions of content partners may
affect our brand if users do not have a positive experience using third-party applications or websites integrated with Twitter or that make use of
Twitter content. Our brand may aiso be negatively affected by the actions of users that are hostile or inappropriate to other peopls, by users
impersonating other people, by users identified as spam, by use of our products or services to disseminate information that may be viewed as
misleading (or intended to manipulate the opinions of our users), by users introducing excessive amounts of spam on our platform or by third parties
obtaining controt over users’ accounts. For example, in the past, attackers obtained the credentials to Twitter accounts through a “phishing" attack.
Maintaining and enhancing our brand may require us to make substantial investments and these investments may not achieve the desired goals. if
we fail to successfully promote and maintain our brand or if we incur excessive expenses in this effort, our business and operating results could be
adversely affected.

gati icity could ly affect our busii and operating results.

We receive a high degree of media coverage around the world. Negative publicity about our company, including about our product quality and
reliability, changes to our products and services, privacy and security practices, litigation, regutatory activity, the actions of our users (including the
dissemination of information that may be viewad as misteading or as intended to manipulate the opinions of our users) or user experience with our
products and services, even if inaccurate, could adversely affect our reputation and the confidence in and the use of our products and services. Such
negative publicity could also have an adverse effect on the size, engagement and loyalty of our user base and result in decreased revenue, which
could adversely affect our business and operating resulits.

Action by governments to restrict access fo our products and services or censor Twitter content could harm our business and operating
resuits.

Governments have sought, and may in the future seek, to censor content available through our products and services, restrict access to our
products and services from their country entirely or impose other restrictions that may affect the accessibility of our products and services for an
extended period of time or indefinitely. For example, domestic Internet service providers in China have blocked access to Twitter, and other
countries, including Iran, Libya, Pakistan, Turkey and Syria, have intermittently restricted access to Twitter, and we believe that access to Twitter has
been biocked in these countries primarily for politicat reasons. in addition, governments in these or other countries may seek to restrict access to our
products and services based on our decisions around user content, providing user information in response to governmental requests, or other
matters. In the event that access to our products and services is restricted, in whole or in part, in one or more countries or our competitors are able
1o successfully penetrate geographic markets that we cannot access, our ability to retain or increase our user base and user engagement may be
adversely affected, and our operating resuits may be harmed.
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Our future perfor mance depends in part on support from our content partners and data partners.

We believe user engagement with our products and services depends in part on the availability of applications and content generated by our
content or platform partners. For instance, in July 2018, we partnered with the Major League Baseball Advanced Media to deliver a free live digitat
video stream of weekly MLB basebail games on Twitter. if our content or platform partners focus their efforts on other platforms, the avaitability and
quality of applications and content for our products and services may suffer. There is no assurance that our content or platform partners wili continue
to develop and maintain appfications and content for our products and servicss. If our content or platform partners cease to develop and maintain
applications and content for our products and services, user engagement may dedline. In addition, we generate revenue from licensing our historical
and real-time data to third parties. If any of these refationships are terminated or not renewed on economic and other terms that are acceptable to
us, or if we are unable to enter into similar relationships in the future, our operating results could be adversely affected.

Our international operations are subject to increased challenges and risks.

We have offices around the world and our products and services are available in multiple languages. However, our ability to manage our
business and conduct our operations internationaily requires considerable management attention and resources and s subject to tha particutar
challenges of supporting a rapidiy growing business in an environment of multiple fanguages, cultures, customs, legal and regulatory systems,
alternative dispute systems and commerciat markets. Our international operations have required and will continue fo require us to invest significant
funds and other resources, Operating internationally subjects us to new risks and may increase risks that we currently face, including risks
associated with:

. recruiting and retaining talented and capable employees in foreign countries and maintaining our company culture across all of our
offices;

. providing our products and services and operating across a significant distance, in different languages and among different cultures,
including the potential need to modify our products, services, content and features to ensure that they are cuituratly relevant in different
countries;

. increased competition from largely regional websites, mobile applications and services that provide real-time communications and have
strong positions in particular countries, which have expanded and may continue to expand their geographic footprint;

i differing and potentially lower levels of user growth, user er 1t and ad it in new and ing geographies;

. different levels of advertiser demand;

. greater difficulty in monetizing our products and services;

. compliance with appilicable foreign laws and regulations, including laws and regulations with respect fo privacy, data security, consumer

protection, spam and content, and the risk of penaities to our users and individual members of management if our practices are
desmed fo be out of compliance;

. longer payment cycles in some countries;

. credit risk and higher ievels of payment fraud;

. operating in jurisdictions that do not protect intellectual property rights to the same extent as the United States;

. compliance with anti-bribery laws including, without limitation, comptiance with the Foreign Corrupt Practices Act and the U.K. Bribery

Act, including by our business partners;
. currency exchange rate fluctuations;

. foreign exchange controls that might require significant [ead time in setting up operations in certain geographic tetritories and might
prevent us from repatriating cash earned outside the United States;

. potitical and economic instability in some countries;

. double taxation of our international eamings and iafly adverse tax cor due to changes in the tax laws of the United
States or the foreign jurisdictions in which we operate; and

. higher costs of doing business internationally, including increased accounting, travel, infrastructure and legal compliance costs.
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if we are unable to manage the complexity of our globat operations successfully, our business, financial condition and operating resutts could
be adversely affected.

Our products and services may contain undetected software errors, which could harm our business and operating results.

Our products and services incorporate complex scftware and we encourage employees to quickly develop and help us launch new and
innovative features. Our software, inciuding any open source software that is incorporated into our code, has contained, and may now or in the future
contain, errors, bugs cr vulnerabilities. For example, in February 2016, we discovered, and corrected, a bug that affected our password recavery
systems for about 24 hours. Although this issue did not expose passwords or information that could be used directly to access an account, it had the
potential to expose the emait address and phone number associated with a small number of accounts (fess than 10,000 active accounts). Some
errors in our software code may only be discovered after the product or service has been released. Errors, vulnerabilities, or other design defects
within the software on which we rely may result in a negative experience for users and advertisers who use our products, delay product introductions
or enhancements, result in targeting, measurement, or billing errors, compromise our ability to protect the data of our users and/or our intellectuat
property or lead to reductions in our ability to provide some o all of our services. For example, in December 2016, we discovered and corrected a
technical error in our Android application that resutted in incorrect reporting of certain video advertisement metrics for approximately one month, Any
ervors, bugs or vulnerabilities discovered in our code after release could result in damage to our reputation, loss of users, joss of content or platform
partniers, foss of advertisers or advertising revenue or fiability for damages or other refief sought in lawsuits, regulatory inquiries or other
proceedings, any of which could adversely affect our business and operating results.

Our is subject to plex and ing U.S. and foreign laws and regulations. These laws and regulations are subject to change
and uncertain interpretation, and could resuit in claims, to our P ices, Y d cost of
operations or declines in user growth, user orad or otherwise harm our business.

We are subject to a variety of laws and reguiations in the United States and abroad that involve matters central to our business, including
privacy, rights of publicity, data protection, content regulation, intellectual property, competition, protection of minors, consumer protection, credit
card processing and taxation. Many of these laws and regulations are stiif evolving and being tested in courts. As a result, it is possibie that these
Jaws and regulations may be interpreted and applied in a manner that is inconsistent from country to country and inconsistent with our current
policies and practices and in ways that could harm our business, particularly in the new and rapidly evalving industry in which we operate.
Additionally, the introduction of new products or services may subject us to additional laws and regulations.

From time to time, governments, regutators and others have expressed concerns about whether our products, services or praclices
compromise the privacy of users and others. While we strive to comply with applicable data protection laws and regulations, as welt as our own
postad privacy policies and other obligations we may have with respect to privacy and data protection, the faifure or perceived failure to so comply
may result, and in some cases has resuited, in inquiries and other proceedings or actions against us by governments, regulators or others.
Moreover, foreign data protection, privacy, consumer protection, content regulation and other laws and regulations are often more restrictive than
those in the United States. in particular, the European Union and its member states traditionally have taken broader views as to types of data that
are subject to privacy and data protection, and have imposed greater legal obfigations on companies in this regard. A number of proposals have
recently been adopted or are currently pending before federal, state and foreign legislative and regulatory bodies that could significantly affect our
business. For example, in Aprit 2016, European legislative bodies adopted the General Data Protection Regulation to reptace European Union and
national data protection fegisiation effective May 2018, which includes more stringent operational requi for entities p! ing personaf
information and significant peralties for non-compliance, including fines of up to €20 million or 4% of total worldwide revenue, whichever is higher.
Additionally, we rely on a variety of legal bases to fransfer certain personal information outside of the European Economic Area, including the EU-US
Privacy Shield Framewaork, or Privacy Shield, and EU Standard Contractual Clauses, or SCCs. The Privacy Shield is currently under review by
regulatory authorities and it and the SCCs are both subject of fegal challenges in European courts, and the absence of successor legal bases for
continued data transfer could require us to create duplicative, and potentially expensive, information technology infrastructure and business
operations in Europe or limit our ability to colfect and use personal information coliected in Europe. Any of these changes to EU data protection law
could disrupt our business.
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Further, following a referendum in June 2016 in which voters in the United Kingdom approved an exit f rom the EU, it is expected that the
United Kingdom government will initiate a process 1o leave the EU {often referred to as “Brexit’). Brexit has created uncertainty with regard to the
regulation of data protection in the United Kingdom. In particular, it is unclear whether the United Kingdom wilt enact data protection faws or
regufations designed to be consistent with the pending EU Generat Data Protection Regulation and how data transfers to and from the United
Kingdom wili be regulated.

Similarly, there have been a number of recent legistative proposals in the United States, at both the federal and state level, that could impose
new obligations in areas such as privacy and Hability for copyright infringement by third parties. The U.S. government, including the FTC and the
Department of Commerce, has announced that it is reviewing the need for greater regulation for the collection of information conceming user
behavior on the Intemet, including regulation aimed at restricting certain online tracking and targeted advertising practices. Additionally, recent
amendments to U.S, patent laws may affect the ability of companies, including us, to protect their innovations and defend against claims of patent
infringement.

Additionally, we have relationships with third parties that perform a variety of functions such as payments processing, tokenization, vaulting,
currency conversion, fraud prevention and data security audits. The laws and regulations related to onfine payments are complex, subject to change,
and vary across different jurisdictions in the United States and globally. As a result, we may be required to spend significant time, effort and expense
to comply with applicable laws and regutations. Any faifure or claim of our failure to comply, or any faiture or claim of failure by the above-mentioned
third parties to comply, could increase our costs or could result in liabilities. Additionally, because Twitler accepts payment via credit cards and is
certified as a PCt Level 1 service provider, we are subject to payment card association operating rules and certification requirements, including the
Payment Card industry Data Security Standard.

We currently allow use of our platform without the coflection of extensive personal information, such as age. We may experience additional
pressure to expand our coliection of personal information in order to comply with new and additional regulatory demands or we may independently
decide to do so. If we obtain such additiona! personat information, we may be subject to additional regulation.

and could cause us te incur additional expenses or change our business practices in a manner
matenally adverse to our business.

We have been subject to regulatory investigations in the past, and expect to continue to be subject to regulatory scrutiny as our business
grows and awareness of our brand increases. In March 2011, to resolve an investigation into various incidents, we entered into a settiement
agreement with the FTC that, among other things, required us o establish an information security program designed to protect non-public consumer
information and aso requires that we obtain biennial independent security ts. The obligations under the settl it remain in
effect untit the later of March 2, 2031, or the date 20 years after the date, if any, on which the U.S. government or the FTC files a comp|amt in federal
court alleging any viofation of the order. We expect to continue to be the subject of regulatory inquiries, investigations and audits in the future by the
FTC and other regulators around the worid.

it is possibie that a regulatory inquiry, investigation or audit might result in changes to our policies or practices, and may cause us to incur
substantial costs or could result in reputational harm, prevent us from offering certain products, services, features or functionalities, cause us to incur
substantial costs or require us to change our business practices in a manner materially adverse to our business. Violation of existing or future
regulatory orders, settiements or consent decrees could subject us to substantial monetary fines and other penaities that could negatively affect our
financial condition and operating results.
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If our securi ty measures are breached, or if our products and services are subject to attacks that degrade or deny the ability of users to
access our products and services, our products and services may be perceived as not being secure, users and advertisers may curtai  or
stop using our products and services and our business and operating results could be harmed,

Our products and services invoive the storage and transmission of users’ and advertisers’ information, and security breaches expose us fo a
risk of loss of this information, litigation, increased security costs and potential liability. We also work with third-party vendors to process credit card
payments by our customers and are subject to payment card association operating rules. We and our third-party service providers experience cyber-
attacks of varying degrees on a regular basis. For example, in October 2016, we experienced a service outage as a result of severat distributed
denial of service attacks on our domain name service provider, Dyn, Third parties may also gain access to Twitter user names and passwords
without attacking Twitter directly by combining credentiaf information from other recent breaches, using malware on victim machines that are stealing
passwords for alf sites, or a combination of both. In addition, some of our developers or other partners, such as third party applications to which our
users have given permission to Tweet on their behalf, may receive or store information provided by us or by our users through mobile or web
applications integrated with us. If these third parties or developers fail to adopt or adhere to adequate data security practices, or in the event of a
breach of their networks, our data or our users' data may be improperly accessed, used, or disciosed.

As a result, unauthorized parties have obtained, and may in the future obtain, access to our data or our users’ or advertisers' data. For
example, we have previously disclosed that sophisticated unknown third parties had attacked our systems and may have had access {o limited
information for small subset of our users. Any systems failure or actual or perceived compromise of our security that results in the unauthorized
access to o release of our users’ or advertisers’ data, such as credit card data, couid significantly lmit the adoption of our products and services, as
well as harm our reputation and brand and, therefore, our business.

Our security measures may also be breached due to employee error, malfeasance or otherwise. Additionally, outside parties may attempt to
traudutently induce employees, users or advertisers to disclose sensitive information in order to gain access to our data or our users’ or advertisers’
data or accounts, or may otherwise obtain access to such data or accounts. Since our users and advertisers may use their Twitter accounts to
establish and maintain online identities, unauthorized communications from Twitter accounts that have been compromised may damage their
reputations and brands as well as ours. Because the techniques used to obtain unauthorized access, disable or degrade service or sabotage
systems change frequently and often are not recognized untit faunched against a target, we may be unable to anticipate these techniques or to
implement adequate preventative measures, If an actual or perceived breach of our security occurs, the market perception of the effectiveness of our
security measures could be harmed, our users and advertisers may be harmed, fose trust and confidence in us, decrease the use of our products
and services or stop using our products and services in their entirety. We may also incur significant legal and financial exposure, including fegal
claims, higher transaction fees and regulatory fines and penaities. Any of these actions could have a material and adverse effect on our business,
reputation and operating results.

We may face lawsuits or incur liability as a result of content published or made available through our products and services.

We have faced and will continua to face claims relating to content that is published or made avaitable through our products and services or
third party products or services. in particutar, the nature of our business expases us to claims refated to defamation, intetiectual property rights, rights
of publicity and privacy, ifiegal content, misinformation, content regulation and personal injury torts. The laws relating to the fiability of providers of
onfine products or services for activities of their users remains somewhat unsettied, both within the United States and internationally. This risk may
be enhanced in certain jurisdictions outside the United States where wa may be Jess protected under ocal laws than we are in the United States. In
addition, the public nature of communications on our network exposes Us {o risks arising from the creation of impersonation accounts intended to be
attributed to our users or advertisers. We could incur significant costs investigating and defending these claims. if we incur material costs or liability
as a result of these occurrences, our business, financial condition and operating results coutd be adversely affected.
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Our intellectual property rights are valuable, and any inability to protect them could reduce the value of our products, services and brand.

Qur trade secrets, trademarks, copyrights, patents and other inteliectual property rights are important assets. We rely on, and expect to
continue to rely on, a combination of confidentiality and license agreements with our employees, consultants and third parties with whom we have
relationships, as well as trademark, trade dress, domain name, copyright, trade secret and patent faws, to protect our brand and other intetiectual
property rights. However, various events outside of our control pose a threat to our intellectual property rights, as well as to our products, services
and technologies. For example, we may Fail fo obtain effective intellectual property protection, or effective inteliectual property protection may not be
available in every country in which our products and services are availabie. Also, the efforts we have taken to protect our intellectual property rights
may not be sufficient or effective, and any of our intellectual property rights may be challenged, which could result in them being narrowed in scope
or declared invalid or unenforceable. There can be no assurance cur inteflectual property rights will be sufficient to protect against others offering
products or services that are substantially similar o ours and compete with our business.

We rely on non-patented proprietary information and technology, such as trade secrets, confidential information, know-how and technical
information, While in certain cases we have agreements in place with employees and third parties that place restrictions on the use and disclosura of
this ir proparty, these may be breached, or this inteliactual property may otherwise be disclosed or become known to our
competifors, which could cause us to lose any competitive advantage resufting from this inteliectual property.

We are pursuing registration of trademarks and domain namas in the United States and in certain jurisdictions outside of the United States.
Effective protection of trademarks and domain namas is expensive and difficult to maintain, both in terms of application and registration costs as well
as the costs of defending and enforcing those rights. We may be required to protect our rights in an increasing number of countries, a process that is
expensive and may not be successful or which wa may not pursue in every country in which our products and services are distributed or made
available,

We are party to numerous agreements that grant licenses to third parties to use our intefectual property, including our trademarks. For
example, many third parties distribute their content through Twitter, or embed Twitter content in their applications or on their websites, and maka use
of our trademarks in connection with their services. if the licensees of our trademarks are not using our trademarks properly, it may fimit our ability to
protect our trademarks and could uitimately resuit in our trademarks being declared invalid or unenforceable. We have a policy designed to assist
third parties in the proper use of our brand, trademarks and other assets, and we have an intemal team dedicated to enforcing our palicy and
protecting our brand. Qur brand protection team routinely receives and reviews reports of improper and unauthonizad usa of the Twitter brand,
trademarks or assets and issues takedown notices or initiates discussions with the third parties to correct the issues. Howaver, there can be no
assurance that we will be able to protect against the unauthorized use of our brand, trademarks or other assets. if we fail to maintain and enforce our
trademark rights, the vaiue of our brand could be diminished. There is also a risk that one or more of cur trademarks could become generic, which
could result in them being deciared invalid or unenforceable. For example, there is a risk that the word “Tweet” could become so commonly used
that it becomas synonymous with any short comment posted publicly on the internet, and if this happens, we could lose protection of this trademark.

We also seek to obtain patent protection for some of our technology and as of June 30, 2017, we had 1,034 issued U.S. patents. We may be
unable to obtain patent protection for our technologies, and our existing patents, and any patents that may be issued in the future, may not provide
us with competitive advantages or distinguish our products and services from those of our competitors. in addition, any patents may be contested,
circumvented, or found unenforceable or invalid, and we may not be able to prevent third parties from infringing or otherwise violating them. Effactive
protection of patent rights is expensive and difficuit to maintain, both in terms of application and maintenanca costs, as well as the costs of defending
and enforcing those rights.

5




436

Our Innovator’s Patent Agreement, or iPA, also fimits our ability to prevent infringement of our patents. In May 2013, we implemented the iPA,
which we enter into with our employees and consuitants, including our founders. The IPA, which applies to our current and future patents, aliows us
to assert our patents defansively. The IPA aiso allows us to assert our patents offensively with th e permission of the inventors of the applicable
patent. Under the IPA, an assertion of claims is considered for a defensive purpose if the claims are asserted: (i) against an entity that has fitad,
maintained, threatened or voluntarily parficipated in a pa tent infringement Jawsuit against us or any of our users, affiliates, customers, supptiers or
distributors; (ii) against an entity that has used its patents offensively against any other party in the past ten years, 50 long as the entity has not
instituted the patent infringement lawsuit defensively in response to a patent liigation threat against the entity; or {ili} otherwise to deter a patent
litigation threat against us or our users, affiliates, customers, suppliers or distributors. In addition, the IP A provides that the above limitations apply to
any future owner or exclusive ficensee of any of our patents, which could fimit our ability to sell or license our patents to third parties. While we may
be eble to claim protection of our inteilectuat propert y under other rights, such as trade secrets or contractual obligations with our employees not to
disclose or use confidential information, we may be unable fo assert our patent rights against third parties that we believe are infringing our patents,
even i f such third parties are developing products and services that compete with our products and services. For example, in the avent that an
inventor of one of our patents leaves us for another company and uses our patented technology to compete with us, we wo uld not be able to assert
that patent against such other company uniess the assertion of the patent right is for a defensive purpose. In such event, we may be limited in our
ability to assert a patent right against another company, and instead woutd need t o rely on trade secret protection or the contractual obligation of the
inventor to us not to disclose or use our confidential information. in addition, the terms of the IPA could affect our ability to monetize our intellectuat
property portfolio.

Significant impairments of our inteliectual property fights, and limitations on our ability to assert our intellectual property rights against others,
could harm our business and our ability to compete.

Also, obtaining, maintaining and enforcing our inteffectual property rights is costly and time consuming. Any increase in the unauthorized use
of our inteflectual property could make it more expensive to do business and harm our operating resuits.

We are currently, and expect to be in the future, party to intelfectual property rights ciaims that are expensive and time consuming fo
defend, and, if ly, could have a signil impact on our i ition or op g resufts.

Companies in the internet, technology and media industries are subject to litigation based on allegations of infringement, misappropriation or
other violations of inteliectual property or other rights. Many companies in these industries, including many of our competitors, have substantially
farger patent and intellectual property portfolios than we do, which could make us a target for litigation as we may not be able to assert counterclaims
against parties that sue us for patent, or other intellectual property infringement. In addition, various “non-practicing entities” that own patents and
other inteilectual property rights often attempt to assert claims in order to extract value from technology companies. From time to time we receive
claims from third parties which allege that we have infringed upon their inteflectual property rights. Further, from ime to time we may introduce new
products, product features and services, including in areas where we currently do not have an offering, which could increase our exposure to patent
and other intellectual property claims from competitors and non-practicing entities, in addition, although our standard terms and conditions for our
Promoted Praducts and public APIs do not provide advertisers and piatform partners with indemnification for intellectuaf property claims against
them, some of our agreements with advertisers, content partners, platform partners and data partners require us to indemnify them for certain
inteflectual property claims against them, which could require us to incur considerable costs in defending such claims, and may require us to pay
significant damages in the event of an edverse ruling. Such advertisers, content partners, platform partners and data partners may also discontinue
use of our products, services and technologies as a result of injunctions or otherwise, which could result in loss of revenue and adversely impact our
business.
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We presently are involved in a number of inteliectual property lawsuits, and as we face increasing competition and gain an increasingly high
profile and develop new produ cts , we expect the number of patent and other intellectual property claims against us to grow. There may be
intellectual property or other rights held by others, including issued or pending patents, that cover significant aspects of our products and servic es,
and we cannot be sure that we are not infringing or violating, and have not infringed or viclated, any third-party inteilectual property rights or that we
wilt not be held to have done so or be accused of doing s in the future. Any claim or litigation alfeging that we have infringed or otherwise violated
intellectual property or other rights of third parties, with or without merit, and whether or not settled out of court or determined in our favor, could be
time-consuming and costly to address and reso ive, and couid divert the time and attention of our management and technical personnel. Some of
our competitors have substantially greater resources than we do and are able to sustain the costs of complex inteflectual property litigation to a
greater degre e and for longer periods of time than we could. The outcome of any litigation is inherently uncertain, and there can be no assurances
that favorable final outcomes wilt be obtained in ali cases, in addition, plaintiffs may seek, and we may becoma subjact t o, preliminary or provisional
rulings in the course of any such litigation, including potential preliminary injunctions requiring us to cease some or ail of our operations, We may
decide o settie such Jawsuits and disputes on terms that are unfavorable o us. Simitarly, if any litigation to which we are a party is rescived
adversely, we may be subject to an unfavorable judgment that may not be reversed upon appeal. The terms of such a settiement or judgment may
require us to cease some or all of our operat ions or pay substantial amounts to the other party. In addition, we may have to seek a license to
continue practices found to be in violation of a third - party’s rights, if we are required, or choose to enter into royalty or licensing arrangements, such
arr angements may not be available on reasonable terms, or at afl, and may significantly increase our operating costs and expenses. As a result, we
may also be required to develop or procure alternative non-infringing technology . which coutd require significan t effort and expense or discontinue
use of the technology . An unfavorabie resolution of the disputes and litigation referred to above could adversely affect our business, financial
condition and operating resuits.

Many of our products and services contain open source software, and we license some of our software through open source projects,
which may pose parti risks to our propi 'y ), products, and services in a manner that could have a negative effect on our
business.

We use open source software in our products and sefvices and will use open source software in the future. In addition, we regularly contribute
software source code to open source projects under open source licenses or release internal sofiware projects under open source licenses, and
anticipate doing so in the future. The terms of many open source licenses o which we are subject have not been interpreted by U.S. or foreign
courts, and there is a risk that open source software licenses could be construed in a manner that imposes unanticipated conditions or restrictions on
our ability to provide or distribute our products or services. Additionally, we may from time to time face claims from third parties claiming ownership
of, or demanding release of, the open source software or derivative works that we developed using such software, which could include our
proprietary source cods, or otherwise seeking to enforce the terms of the applicable open source license. These claims could result in litigation and
could require us to make our software source code freely avaiiable, purchase a costly license or cease offering the impiicated products or services
uniess and until we can re-engineer them to avoid infringement, This re-engineering process could require significant additional research and
development resources, and we may not be able to complete it successfully, In addition to risks related to ficense requirements, use of certain open
source software may pose greater risks than use of third-party commercial software, as open source licensors generally do not provide warranties or
controls on the origin of software. Any of these risks could be difficult to eliminate or manage, and, if not addressed, could have a negative effect on
our business, financial condition and operating results.

We may require additional capital to support our operations or the growth of our business, and we cannot be certain that this capital will
be on terms when req , or at alf,

From time to time, we may need additional financing to operate or grow our business, Qur abflity to obtain additional financing, if and when
required, will depend on investor and lender demand, our operating performance, the condition of the capital markets and other factors, and we
cannot assure you that additional financing will be available to us on favorable terms when required, or at all. If we raise additional funds through the
issuance of equity, equity-linked or debt securities, those securities may have rights, preferences or privileges senior to the rights of our common
stock, and our existing stockholders may experience difution. if we are unable to obtain adequate financing or financing on terms satisfactory to us
when we require i, our ability to continue to support the operation or growth of our business could be significantly impaired and our operating results
may be harmed.
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We rely on and to certain of our key metrics, and real or perceiv ed inaccuracies in such metrics may
harm our ion and negatively affect our

The number of our active users is calculated using intemal company data that has not been independently verified. While these numbers are
based on what we believe to be reasonable caiculations for the applicable period of measurement, there are inherent challenges in measuring usage
and user engagement across our large user base around the world. For example, there are a number of false or spam accounts in existence on our
platform. We estimate that faise or spam accounts represent less than 5% of our MAUs as of December 31, 2016. However, this estimate is based
on an internal review of a sample of accounts and we apply significant judgment in making this determination. As such, our estimation of false or
spam accounts may not accurately represent the actual number of such accounts, and the actual number of false or spam accounis could be higher
than we have currently estimated. We are continually seeking to improve our ability to estimate the totaf number of spam accounts and eliminate
them from the calcufation of our active users, but we otherwise treat multiple accounts held by a single person or organization as multiple users for
purposes of calculating our active users because we permit people and organizations to have more than one account. Additionally, some accounts
used by organizations are used by many people within the organization. As such, the caiculations of our active users may not accurately reflect the
actual number of people or organizations using our platform,

Our metrics are also affected by mobile applications that automatically contact our servers for regular updates with no discernable user-
initiated action involved, and this activity can cause our system to count the user associated with such a device as an active user on the day such
contact occurs. The calculations of MAUs and DAUs presented in this Quarterly Report on Form 10-Q may be affected by this activity. The impact of
this automatic activity on our metrics varies by geography because mobile application usage varies in different regions of the world. in addition, our
data regarding user geagraphic Jocation is based on the IP address or phone number associated with the account when a user initially registered the
account on Twitter, That IP address or phone number may not always accurately reflect a user's actual location at the time of such user's
engagement on our platform.

We regularly review and may adjust our processes for calculating our internal metrics to improve their accuracy. We present and discuss our
total audience based on both intemal metrics and data from Google Analytics, which measures unigue visitors to our properties. Our measures of
user growth and user engagement may differ from estimates published by third parties or from similariy-titied metrics of our competitors due to
differences in methodology. If advertisers, content or platform partners or investors do not perceive our user metrics to be accurate representations
of our user base or user engagement, or if we discover material inaccuracies in our user metrics, our reputation may be harmed and content
partners, advertisers and ptatform partners may be less willing to alfocate their budgets or resources to our products and services, which could
negatively affect our business and operating results. Further, as our business develops, we may revise or cease reporting metrics if we determine
that such metrics are no longer accurate or appropriate measures of our performance. For example, we stopped disclosing timeline views as we no
fonger believed that metric was helpful in measuring engagement on our piatform. If investors, analysts or custorers do not believe our reported
measures of user engagement are sufficient or accurately reflect our business, we may receive negative publicity and our operating results may be
harmed.

Spam could dimi the user experi on our pi , which could damage our reputation and deter our current and potential users
from using aur products and services.

“Spam” on Twitter refers to a range of abusive activities that are prohibited by our terms of service and is generally defined as unsolicited,
repeated actions that negatively impact other users with the general goal of drawing user attention {o a given account, site, product or idea. This
includes posting large numbers of unsoficited mentions of a user, duplicate Tweets, misteading links (e.g., to malware or “click-jacking” pages) or
other faise or misleading content, and aggressively following and un-following accounts, adding users to lists, sending invitations, Retweeting and
liking Tweets to inappropriately attract attention. Our terms of service also prohibit the creation of serial or bulk accounts, both manually or using
automation, for disruptive or abusive purposes, such as to tweet spam or to artificially inflate the popularity of users seeking te promote themselves
on Twitter. Aithough we continue to invest resources to reduce spam on Twitter, we expect spammers wili continue to seek ways to act
inappropriately on our piatform. in addition, we expect that increases in the number of users on our platform will resuit in increased efforts by
spammers to misuse our platform. We continuously combat spam, including by suspending or terminating accounts we believe {o ba spammers and
launching algorithmic changes focused on curbing abusive activities. Our actions to combat spam require the diversion of significant time and focus
of our engineering team from improving our products and services. if spam increases on Twitter, this could hurt our reputation for delivering relevant
content or reduce user growth and user engagement and result in continuing operational cost to us.
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We rely in part on application marketplaces and Internet search engines to drive traffic to our products and services, and if we fail to
appear high up in the searc h resuits or rankings, traffic to our platform could decline and our business and operating results could be
adversely affected.

We rely on application marketplaces, such as Apple 's App Store and Google's Play, to drive downloads of our mabile appfications. In the
future, Apple, Google or other of may make changes o their marketplaces which make access to our products
and servicas more difficult or limit our use of data to prowde targeted advertising. We also depend in part on [nternet search engines, such as
Google, Apple Spotiight, Bing and Yahoo, to drive traffic to our website. For example, when a user types an inquiry into a search engine, we rely on
a h‘gh organic search result ranking of our webpages in these search resuits to refer the user to our website. However, our ability to maintain high
orgamc search result rankings is not within our control. Gur itors' search engine optil ion, or SEQ, efforts may resutt in their websites
receiving a higher search result page ranking than ours, or internet search engines couid revise their methodologies in a way that would advevsely
affect our search result rankings. if intemet search engmes modify their search algorithms in ways that are i to us, or if our
SEO efforts are more successful than ours, the growth in our user base could slow. Our website has experienced fluctuations in search resuit
rankings in the past, and we anticipate similar fluctuations in the future. Any reduction in the number of users directed to our mabile applications or
website through application marketptaces and search engines could harm our business and operating resuits,

Mare peopie are using devices other than persanal computers to access the Internet and new platforms to produce and consume content,
and we need to top the adop of our mobife applicati and our it and operating results may be harmed if we
are unable to do so.

The number of people who access the intemet through devices other than personal computers, including mobile phones, tablets, video game
consoles and television set-top devices, has increased dramatically in the past few years, In the six months ended June 30, 2017, 91% of our
advertising revenue was generated from mobite devices. Since we generate a majority of our advertising revenue through users on mabile devices,
we must continue to drive adoption of our mobile applications. However, in emerging markets like india and Pakistan, a significant portion of users
use feature phones and communicate via SMS messaging, both of which have limited functionality and neither of which may be abie to take fuil
advantage of our products and services offered on smartphone or our website or desktop applications. In addition, mobile users frequently change or
upgrade their mabile devices. Qur business and operating results may be harmed if our users do not install our mobile application when they change
or upgrade their mobile device. Although we generate the majority of our advertising revenue from ad engagements on mobite devices, certain of our
products and services, including Promoted Trends and Promoted Accounts, receive less prominence on our mobile applications than they do on our
desktop applications. This has in the past reduced, and may in the future continue to reduce, the amount of revenue we are able to generate from
these products and services as users increasingly access our products and services through mobile and alternative devices. in addition, as new
devices and piatforms are continually being released, users may consume content in a manner that is more difficult to monetize. If we are unable to
develop products and services that are compatible with new devices and pfatforms, or if we are unable to drive continued adoption of our mobite
applications, our business and operating results may be harmed.

and could disrupt our business and harm our fi i and operating results.

Qur success will depend, in part on our ability to expand our products, product features and services, and grow our business in respanse to
changing technologies, user and ds, and competitive pi . in some circur . wa may determine to do so through the
acquisition of complementary businesses and technologies rather than through mtemal development, mciudmg for example, our acquisitions of
Periscope, a livi 1g videa mobite ication, MoPub, a mobiie-focused advertising exchange; and TellApart, Inc., a marketing technology
company providing retailers and e-commerce advertisers with unique retargeting capabilities. The identification of suntabie acquisition candidates can
be difficult, time-consuming and costly, and we may not be able to successfully complete identified acquisitions. The risks we face in connaction with
acquisitions include:

. diversion of management time and focus from operating our business to addressing acguisition integration challenges;

. retention of key employaes from the acquired company;

. cuiturat challenges iated with integrating employ from the acquired company into our organization;

. integration of the acquired company’s accounting, it ir ion, human and other administrative systems and
procasses;
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. the need to implement or improve controls, procedures, and policies at a business that prior to the acquisition may have lacked
effective controis, procedures and poficies;

. liabifity for activities of the acquired company before the acquisition, including intellectual property infringement claims, violations of
{aws, commercial disputes, tax liabifities and other known and unknown fiabilities;

. unanticipated write-offs or charges; and

. fitigation or other claims in connection with the acquired company, including claims from terminated employees, users, former

stockholders or other third parties.

Our failure to address these risks or other problems encountered in connection with our past or future acquisitions and investments could
cause us to fail to realize the anticipated bensfits of these acquisitions or investments, cause us to incur unanticipated liabilities, and harm our
business generally. Future acquisitions couid also resuit in dilutive issuances of our equity securities, the incurrence of debt, contingent liabilities,
amortization expenses, incrementat operating expenses or the impeirment of goodwill, any of which could harm our financial condition or operating
results.

We also make investments in privately-held companies in furtherance of our strategic objectives. We may not realize a return and may
recagnize a loss on such investments. Many of the instruments in which we invest are non-marketabie at the time of our initial investment.
Companies in which we invest range from early-stage companies still defining their strategic direction to more mature companies with established
revenue streams and business models. The success of our investment in any company is typically dependent on the availability to the company of
additionat funding on favorable terms, or a liquidity event, such as a public offering or acquisition. If any of the companies in which we invest
decrease in value, we could [ose all or part of our investment. For example, in June 2017, we recorded a $55.0 miflion cost-method investment
impairment charge relating to an investment in a privately-held company.

In certain cases, we have also divested or stopped investing in certain products. For instance, in January 2017, we divested certain assets
related to our Fabric platform. in 2017, we also de-emphasized certain of our revenue products, including TellApart. In these cases, we have
needed to and may, in the future, need to restructure operations, terminate empioyees and/or incur other expenses. We may not realize the
expected benefits and cost savings of these actions and our results may be harmed.

i we fail to in an system of and internal control over financial reporting, our ability to produce timely
and accurate financial statements or comply with i fatic could be imp,

As a public company, we are subject to the reporting requirements of the Securities Exchange Act of 1934, as amended, or the Exchange Act,
the Sarbanes-Oxiey Act of 2002, as amended, or the Sarbanes-Oxley Act, and the listing standards of the New York Stock Exchange. The
Sarbanes-Oxley Act requires, among other things, that we maintain effective disclosure controls and procedures and internal control over financial
reporting. in order to maintain and improve the effectiveness of our disclosure controls and procedures and internal controi over financial reporting,
we have expended, and anticipate that we will continue to expend, significant resources, including accounting-retated costs and significant
management oversight.

Any failure to develop or maintain effective controls, or any difficuities encountered in their implementation or impravement, coutd cause us to
be subject to one or more investigations or enforcement actions by state or federal regulatory agencies, stockholder fawsuits or other adverse
actions requiring us to incur defense costs, pay fines, settlements or judgments, Any such faiures could also cause investors to lose confidence in
our reported financial and other information, which would likely have a negative effect on the trading price of our common stock. in addition, if we are
unable to continue to meet these requirements, we may not be able to remain fisted on the New York Stock Exchange.

I currency rates jalfy in the future, our operating results, which are reported in U.S. dollars, could be
adversely affected,

Our international operations expose Us to the effects of fluctuations in currency exchange rates. We incur expenses for employee
compensation and other operating expenses at our international focations in the local currency, and accept payment from advertisers or data
partners in currencies other than the U.S. dollar. Since we conduct business in currencies other than U.S. doliars but report our operating results in
U.S. doliars, we face exposure to fluctuations in currency exchange rates. White we enter into foreign currency forward contracts with financiat
instifutions to reduce the risk that our earnings may be adversely affacted by the impact of exchange rate fluctuations on monetary assets or
liabilities denominated in currencies other than the functional currency of a subsidiary, exchange rate fluctuations between the U.S. doltar and other
currencies could have a material impact on our operating resuits.
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Servicing our convertible senjor notes may require a significant amount of cash, and we may not have sufficient cash flow or the ability to
raise the funds Y to satisfy our under such notes, and our future debt may contain limitations on our ability to pay
cash upon conversion or repurchase of such n otes.

in 2014, we issued $935.0 miilion principal amount of 0.25% convertible senior notes due 2019, or the 2018 Notes, and $954.0 million
principal amount of 1.00% convertible senior notes due 2021, or the 2021 Notes and together with the 2019 Notes, the Notes, in private placements
to qualified institutionai buyers. As of June 30, 2017, we had a total par vafue of $1.89 billion of outstanding Notes.

Holdars of the Notes will have the right under the indenture for the Notes to require us to repurchase alf or a portion of their notes upon the
occurrence of a fundamental change before the reievant maturity date, in each case at a repurchase price equal to 100% of the principal amount of
the Notes, plus accrued and unpaid interest, if any, to the fundamental change repurchase date, in addition, upon conversion of the Notes, unless
we elect to deliver solely shares of our common stock to setie such conversion (other than paying cash in lieu of defivering any fractional shares},
we will be required to make cash payments in respect of the Notes being converted. Moreover, we wili be required to repay the notes in cash at their
maturity, uniess earfier converted or repurchased.

Qur ability to refinance the Notes, make cash payments in connection with conversions of the Notes or repurchase the Notes in the event of a
fundamental change will depend on market conditions and our future performance, which is subject to economic, financial, competitive and other
factors beyond our control. We also may not use the cash we have raised through the issuance of the Notes in an optimally productive and profitable
manner. However, since inception we have incurred significant operating fosses and we historically had not been cash flow positive and may not be
in the future. As a result, we may not have enough avaitable cash or be able to obtain financing on commerciaily reasonable terms or at all, at the
time we are required to make repurchases of notes surrendered therefor or pay cash with respect to notes being converted or at their maturity and
our level of indebtedness could adversely affect our future oparations by increasing our vuinerability to adverse changes in general econamic and
industry conditions and by fimiting or prohibiting our ability to obtain additional financing for future capital expenditures, acquisitions and general
corporate and other purposes. In addition, if we are unable to make cash payments upon conversion of the Notes we would be required to issue
significant amounts of our common stock, which would be dilutive {0 existing stockhoiders. If we do not have sufficient cash to repurchase the Notes
following a fundamentat changse, we would be in default under the terms of the Notes, which could seriously harm our business. In addition, the
terms of the Notes do not limit the amount of future indebtedness we may incur. If we incur significantly more debt, this couid intensify the risks
described above.

Our business is subject to the risks of ear fire, power outa; floods and other catastrophic events, and to interruption by man-
made problems such as terrorism.

A significant natural disaster, such as an earthquake, fire, flood or significant power cutage could have a material adverse impact on our
business, operating results, and financial condition. Qur headquarters and certain of our co-located data center facilities are located in the San
Francisco Bay Area, a region known for seismic activity. Despite any precautions we may take, the occurrence of a natural disaster or other
unanticipated problems at our data centers could result in fengthy interruptions in our services. In addition, acts of terrorism and other geo-pofitical
unrest could cause disruptions in our business. All of the aforementioned risks may be further increased if our disaster recovery plans prove to be
inadequate. We have implemented a disaster recovery program, which allows us ta move production to a back-up date center in the event of a
catastrophe. Although this program is functional, we do not currently serve network traffic equally from each data center, so if our primary data
canter shuts down, there will be a period of time that our producis or services, or certain of our products or services, will remain inaccessible to our
users or our users may experience severe issues eccessing our products and services.

We do not carry business interruption insurance sufficient to compensate us for the potentially significant losses, including the potential harm
to our business that may resutt from interruptions in our ability to provide our products and services.
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We may have exposure to greater than anticipated tax liabilities, which could adversely impact our operating resuits.

Our income tax obligations are based in part on our corporate operating structure, including the manner in which we develop, value and use
our inteliectual property and the scope of our international operations. The tax laws applicable to our international business activities, including the
laws of the United States and other jurisdictions, are subject to interpretation. The taxing authorities of the jurisdictions in which we operate may
chailenge our mett ies for valuing {oped technology {or other intangible assets) or intercompany arranigements, which could increase our
woridwide effective tax rate and harm our financial condition and operating resuits, On October 5, 2015, the Organization for Economic Cooperation
and Development {OECD), an international association of thirty four countries, including the U.S. and UK, released the finai reports from its Base
Erosion and Profit Shifting {BEPS) Action Plans. The BEPS recommendations covered a number of issues, including country-by-country reporting,
permanent establishment rules, transfer pricing rules and tax treaties. Future tax reform resulting from this development may resuilt in changes to
fong-standing tax principles, which could adversely affect our effective tax rate or result in higher cash tax liabilities. We are subject fo review and
audit by U.S. federal and state and foreign tax authorities. Tax authorities may disagree with certain positions we have taken and any adverse
outcome of such a review or audit could have a negative effect on our financial position and operating results. In addition, our future income taxas
could be adversely affected by eamings being fower than anticipated in jurisdictions that have lower statutory tax rates and higher than anticipated in
jurisdictions that have higher statutory tax rates, by changes in the valuation of our deferred tax assets and liabilities, or by changes in tax laws,
regulations or accounting principles, as well as certain discrete items. Greater than anticipated tax expenses, or disputes with tax authorities, coutd
adversely impact our operating results.

if our goodwiil or ible assets b e impaired, we may be required to record a significant charge to earnings.

Under generally accepted accounting principles in the United States, or GAAP, we review our intangible assets for impairment when events or
changes in circumstances indicate the carrying value may not be recoverable. Goodwill is required to be tested for impairment at least annually. As
of June 30, 2017, we had recorded a total of $1.25 billion of goodwill and intangible assets, An adverse change in market conditions or financial
results, particutarly if such change has the effect of changing one of our critical assumptions or estimates, could result in a change to the estimation
of fair value that could result in an impairment charge to our goodwili or intangible assats. Any such material charges may have a material negative
impact on our operating results.

Our ability to use our net operating loss carryforwards and certain other tax attributes may be fimited.

As of December 31, 2016, we had U.S. federal net operating loss carryforwards of approximately $3.47 billion and state nat operating loss
carryforwards of approximately $1.41 billion. Under Sections 382 and 383 of the Internat Revenue Code of 1986, as amended, or the Code, ifa
corporation undergoes an “ownership change,” the corporation’s ability to use its pre-change net operating loss carryforwards and other pre-change
tax aftributes, such as research tax credits, to offset its post-change income and taxes may be fimited. In general, an “ownership change’ occurs if
there is a cumulative change in our ownership by “5% shareholders that exceeds 50 percentage points over a roling three-year period. Similar rules
may apply under state tax laws. in the event that it is determined that we have in the past experienced an ownership change, or if we experience one
or more ownership changes as a result of future transactions in our stock, then we may be limited in our abifity to use our net operating loss
carryforwards and other tax assets to reduce taxes owed on the net taxable income that we earn. Any such limitations on the ability to use our net
operating loss carryforwards and other tax assets could adversely impact our business, financial condition and operating resuits.

Risks Refated to Ownership of Our Common Stock

provisi tained in our and restated il of ii
provisions of Delaware law, could impair a takeover aftempt.

Anfti-

P and ded and bylaws, as well as

Our amended and restated certificate of incorporation, amended and restated bylaws and Delaware law contain provisions which could have
the effect of rendering more difficult, delaying, or preventing an acquisition deemed undesirable by our board of directors. Among other things, our
amended and restated certificate of incorporation and emended and restated bylaws include provisions:

. creating a classified board of directors whose members serve staggered three-year terms;

. authorizing “blank check” preferred stock, which could be issued by our board of directors without stockholder approval and may
contain voting, fiquidation, dividend and other rights superior to our common stock;

. fimiting the fiability of, and providing indemnification to, aur directors and cfficers;
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. fimiting the ability of our stockholders to call and bring business before special meetings;

. requiring advance notice of stockholder proposals for business to be conducted at meetings of our stockholders and for nominations of
candidates for election to our board of directors; and

. controlling the proceduras for the conduct and scheduling of board of directors and stockholder meetings.
These provisions, aione or together, couid delay or prevent hostile takeovers and changes in control or changes in our management.

As a Delaware corporation, we are also subject to provisions of Delaware faw, including Section 203 of the Delaware General Corporation
taw, which prevents certain stockholders holding more than 15% of our outstanding common stock from engaging in certain business combinations
without approval of the holders of at least two-thirds of our outstanding common stack not held by such 15% or greater stockholder.

Any provision of our amended and restated cerificate of incorporation, amended and restated bylaws or Delaware faw that has the effect of
detaying, preventing or deterring a change in control could fimit the opportunity for our stockholders to receive a premium for their shares of our
common stock, and could also affect the price that some investors are wilfing o pay for our common stock.

The market price of our common stock has been and will ikely continue to be volatile, and you could lose all or part of your investment.

The market price of our common stock has been and may continue to be highly volatile in response to various factors, some of which are
beyond our control. Since shares of our common stock were sold in our initief public offering in November 2013 at a price of $26.00 per share, the
reported high and low sales prices of our common stock has ranged from $74.73 to $13.72, through June 30, 2017. in addition to the factors
discussed in this “Risk Factors” section and elsewhere in this Quarterly Report on Form 10-Q, factors that could cause fluctuations in the market
price of our common stock include the following:

. price and volume fluctuations in the overall stock market from time {o time;

. volatility in the market prices and trading volumes of technology stocks;

. changes in operating performance and stock market valuations of other technology companies generally, or those in our industry in
particular;

. sales of shares of our common stock by us or our stockholders;

. rumors and market speculation invalving us or other companies in our industry;

. failure of securities analysts to maintain coverage of us, changes in financiat estimates by securities analysts who follow our company,

or our faiture to meet these estimates or the expectations of investors;

. the financial or non-financial metric projections we may provide to the public, any changes in thase projections or our faiture to meet
those projections;

. announcements by us or our competitors of new products or services;

. the public's reaction to our press releases, other public announcements and filings with the SEC;

. actual or anticipated changes in our operating results or fluctuations in our operating results;

. actual or anticipated developments in our business, our competitors’ businesses or the competitive fandscape generally;

. our issuance of shares of our comman stock, whether in connection with an acquisition or upon conversion of some or alf of our
outstanding Notes;

. fitigation involving us, our industry or both, or investigations by regulators into our operations or those of our competitors;

. developments or disputes conceming our intellectual property or other proprietary rights;

. announced or completed acquisitions of businesses or tect ies by us or our itors;

. new laws or regutations or new interpretations of existing faws or regulations applicabie to our business;

. changes in accounting standards, policies, guidefines, interpretations or principles;
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. any significant change in our managsment; and

. general economic conditions and slow or negative growth of our markets.

in addition, in the past, following periods of volatifity in the overali market and the market price of a particular company's securities, securities
class action fitigation has often baen instituted against these companies. Any securities fifigation can result in substantial costs and a diversion of our
management's attention and resourcas. We are currently subject to securities litigation and may experience more such litigation following any future
periods of volatility.

The note hedge and warrant transactions may affect the vaiue of our commaon stock.

Concusrently with the issuance of the Notes, we entered into note hedge transactions with certain financial institutions, which we refer to as
the option counterparties, The note hedge transactions are generally expected to reduce the potential difution upon any conversion of the Notes
and/or offset any cash payments we are required to make in excess of the principal amount of converted Notes, as the case may be. We also
entered into warrant transactions with the option counterparties. However, the warrant transactions could separately have a dilutive effect to the
extent that the market price of our common stock exceeds the applicable strike price of the warrants.

The option counterparties or their respective affiliates may modify their initial hedge positions by entering into or unwinding various derivatives
contracts with respect to our common stock and/or purchasing or selling our common stock or other securities of ours in secondary market
transactions prior to the maturity of the Notes (and are likely to do so during any observation period refated to a conversion of Notes or following any
repurchase of Notes by us on any fundamental change repurchase date or otherwise). This activity coutd cause or avoid an increase or a decrease
in the market price of our common stock.

in addition, if any such convertible note hedge and warrant transactions fail to become effective, the option counterparties or their respective
affiliates may unwind their hedge positions with respect to our common stock, which could adversely affect the value of our common stock,

i securities or industry anaiysts do not publish or cease publishing research or reports about us, our business or our market, or if they
change their recommendations regarding our common stock adversely, the price of our common stock and trading volume could decline.

The trading market for our common stock is influenced, to some extent, by the research and reports that securities or industry analysts publish
about us, our business, our industry, our market or our competitors, if any of the analysts who cover us change their recommendation regarding our
commeon stock adversely, or provide more refative ions about our itors, the price of our common stock would fikely
decline. If any analysts who cover us were to cease coverage of our company of fail to reguiarly publish reports on us, we couid lose visibility in the
financial markets, which in turn could cause the price of our common stock or trading vofume to decline.

We do not expect to declare any dividends in the foreseeable future.

We do not anticipate deciaring any cash dividends to holders of our common stock in the foreseeable future. In addition, our credit facility
contains restrictions on payments including payments of cash dividends. Consequently, investors may need to rely on sales of our common stock
after price appreciation, which may nevar occur, as the only way to realize ary future gains on their investment.
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1tem 2. UNREGISTERED SALES OF EQUITY SECURITIES AND USE OF PROCEEDS
Unregistered Sales of Equity Securities
None.

Issuer Purchases of Equity Securities
Nene.

item 6. EXHIBITS

The documents fisted in the Exhibit index of this Quarterly Report on Form 10-Q are incorporated by reference or are filed with this Quarterly
Report on Form 10-Q, in each case as indicated therein {numbered in accordance with item 801 of Regulation $-K).
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SIGNATURES

Pursuant to the requirements of Section 43 or 15(d} of the Securities Exchange Act of 1934, the registrant has duly caused this Quarterly
Report on Form 10-Q to be signed on its behalf by the undersigned, thereunto duly authorized.

TWITTER, INC.

Date: August 2, 2017 By: /si Jack Dorsey

Jack Dorsey
Chief Executive Officer
(Principal Executive Officer)

Date: August 2, 2017 By: /s/ Anthony Noto

Anthony Noto
Chief Financial Officer
{Principal Financial Officer}
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EXHIBIT INDEX

Exhibit Incorporated by Reference
Number Exhibit Description Form Fite No, Exhibit Filing Date
32 Amended and Restated Byiaws of Twitter, Inc, 8-K  001- 31 April 7, 2017
36164
311 ification hief ive Offi xch: t Rules 13a-
=14 i 02 of th -0x

Acof 2002,

31.2 ification of Chief Financial Officer a-
-1 rsuan ion f i rbanes-S f

2002,
32.1% ifigati hief Executi Hicer jef Fi ial Officer pursuan!

1 d ursuant {o i h 3

f
101.INS XBRL instance Document.
101.8CH XBRL Taxonomy Schema Linkbase Document.
101.CAL XBRL Taxonomy Caiculation Linkbase Document.
101.DEF XBRL Taxonomy Definition Linkbase Bocument,
101.LAB XBRL Taxonomy Labels Linkbase Document.
101.PRE XBRL Taxonomy Presentation Linkbase Document.
t The certifications attached as Exhibit 32,1 that accompany this Quarterly Report on Form 10-Q, are deemed furnished and not filed with the
Securities and Exchange Commission and are not to be incorporated by reference into any fifing of Twitter, inc. under the Securities Act of

1933, as amended, or the Securities Exchange Act of 1934, as amended, whather made before or after the date of this Quarterly Report on
Form 10-Q, irrespactive of any general incarporation fanguage contained in such filing.
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Exhibit 31.1

CERTIFICATION OF PERIODIC REPORT UNDER SECTION 302 OF
THE SARBANES-OXLEY ACT OF 2002

1, Jack Dorsey, certify that:

1.1 have reviewed this Quarterly Report on Form 10-Q of Twitter, Inc.,;

2. Based on my knowledge, this report does not contain any untrue statement of a material fact or omit to state a material fact necessary 1o make the statements
made, in light of the circumstances under which such statements were made, not misleading with respect to the period covered by this report;

3. Based on my knowledge, the financial statements, and other financial information included in this report, fairly present in alf material respects the financiat
condition, resuits of operations and cash flows of the registrant as of, and for, the penods prescnud in this report;

4. The registrant's other certifying officer and I are responsible for ing and i controls and procedures (as defined in Act

Rules 13a-15(e) and 15d—15(e)) and internal control over financial reporting (as defined in Exchange Act Rules 13;\-\5([) and {5d-15(D) for the registrant and
have:

(2) Designed such disct controls and p or caused such di: controls and proced to be designed under our supervision, to ensure that
material information relating to the registrant, including its consolidated subsidiaries, is made known to us by others within those entities, particularly during the
period in which this report is being prepared;

{b) Designed such internal contro} over financial reporting, or caused such internal control over financial reporting to be designed under our supervision, to provide

reasonable assurance regarding the reliability of financial reporting and the preparation of financial statements for external purposes in accordance with generally
accepted accounting principies;

{c) Evaluated the effectiveness of the registrant's disclosure controls and procedures and presented in this report our conclusions about the effectiveness of the
disclosure controls and procedures, as of the end of the period covered by this report based on such evaluation; and

(d) Disclosed in this report any change in the registrant's internal controf over financiaf reporting that occurred during the registrant's most recent fiscai quarter {the
registrant's fourth fiscai quarter in the case of an annuaf report) that has materiaily affected, or is reasonably likely to materially affect, the registrant’s internal
control over financial reporting; and;

3. The registrant's other certifying officer and I have disclosed, based on our maost recent evaluation of internal comro! over financial reporting, to the registrant's

auditors and the audit committee of the registrant’s board of directors {or persons p ing the equi

(a) Al signi] deficiencies and material k in the design or operation of internaf control over financial reporting which are reasonably likely to
adversely affect the registrant's ability to record, process, summarize and report financiaf information; and

{b} Any fraud, whether or not material, that involves or other empl who have a signi; rale in the registrant’s internal controf over financial
reporting.

Date: August 2, 2017

s/ Jack Dorsey

Jack Dorsey

Chief Executive Officer
{Principal Executive Officer)
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Exhibit 31.2

CERTIFICATION OF PERIODIC REPORT UNDER SECTION 302 OF
THE SARBANES-OXLEY ACT OF 2002

1, Anthony Noto, certify that:
1. T have reviewed this Quarterly Reporl on Form 10-Q of Twitter, Inc.;

2. Based on my knowledge, this report does not contain any untrue statement of a materia! fact or omit to state a materiaf fact necessary to make the statements
made, in light of the circumstances under which such statements were made, not misleading with respect to the period covered by this report;

3. Based on my knowledge, the financial statements, and other financial information included in this report, fairly present in alf material respects the financial
condition, results of operations and eash flows of the registrant as of, and for, the periods presented in this report;

4. The registrant’s other centifying officer and I are ible for and maintaini i controls and pi dh (as defined in Exch Act
Rules 13a-15(e) and 15d-15(e)) and internal control over financial reporting {as defined in Exchange Act Rules 13a-15(f) and 15d-15() for the registrant and
have:

or caused such disch controls and

{a) Designed such di: consrols and pi
material information relating to the regi including its
peried in which this report is being prepared;

to be designed under our supervision, to ensure that
is made known to us by others within those entities, particularly during the

(b Designed such intema contrat over financial reporting, or caused such internal control over financial reporting to be designed under our supervision, to provide
reasonable assurance regarding the reliability of financial reporting and the preparation of financial statements for external purposes in accordance with generally
accepted accounting principles;

(c) Evaluated the effectiveness of the registrant’s disclosure controls and procedures and presented in this report our conclusions about the effeetiveness of the
disclosure controls and procedures, as of the end of the period covercd by this report based on such evaluation; and

{d) Disclosed in this report any change in the registrant’s intcrnal controf over financial reporting that occurred during the registrant’s most recent fiscal quarter {the
registrant’s fourth fiscal quarter in the case of an annual repart) that has materially affected, or is reasonably likely to materially affect, the registrant's internal
control over financial reporting; and

5. The reistrant’s other centifying officer and [ have disclosed, based on our most recent evaluation of internal contro} over financial reporting, to the registrant's
auditors and the audit commitice of the registrant's board of directors (or persons performing the equivaltent functions):

(a) All signi iencies and material in the design ar operation of internal control over financial reporting which are reasonably likely to
adversely affect the registrant’s ability to record, process, summarize and report financial information; and

(b} Any fraud, whether or not material, that involves or other empl who have a signi role in the registrant’s internal control over financial
reporting.

Date: August 2, 2017

/s/ Anthony Noto

Anthony Noto

Chief Financial Officer
{Principal Financial Officer)
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Exhibit 32.1

CERTIFICATIONS OF CHIEF EXECUTIVE OFFICER AND CHIEF FINANCIAL OFFICER
PURSUANT TO
18 U.S.C. SECTION 1350,
AS ADOPTED PURSUANT TO
SECTION 906 OF THE SARBANES-OXLEY ACT OF 2002

1, Jack Dorsey, certify, pursuant to 18 U.S.C. Seetion 1350, as adopted pursuant to Section 906 of the Sarbanes-Oxley Act of 2002, that the Quarterly Report on
Form 10-Q of Twitter, Inc. for the fiscal quarter ended June 30, 2017 fully complies with the requirements of Section 3(a) or 15(d) of the Securities Exchange Act
of 1934 and that information contained in such Quarterly Report on Form 10-Q fairly presents, in all material respects, the financial condition and results of
operations of Twitler, [nc.

Date: August 2. 2017 By:  /s/Jack Dorscy
Name: Jack Dorsey
Title:  Chief Executive Offticer

1, Anthony Noto, certify, pursuant to 18 U.5.C. Section 1350, as adopted pursuant to Section 906 of the Sarbanes-Oxley Act of 2002, that the Quarterly Report on
Form 10-Q of Twitter, Inc. for the fiscal quarter ended June 30, 2017 fully complies with the requirements of Section 13(a) or 15(d) of the Securities Exchange Act
of 1934 and that information contained in such Quarterly Report on Form 10-Q fairly presents, in all material respects, the financial condition and results o
operations of Twitter, Inc.

Date: August 2, 2017 By:  /s/ Anthony Noto
Name: Anthony Noto
Title:  Chief Financial Officer
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