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IDENTITY VERIFICATION IN A POST-BREACH
WORLD

THURSDAY, NOVEMBER 30, 2017

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:15 a.m., in room
2322, Rayburn House Office Building, Hon. H. Morgan Griffith
(vice chairman of the subcommittee) presiding.

Members present: Representatives Griffith, Brooks, Collins,
Walberg, Costello, Carter, Walden (ex officio), Schakowsky, Castor,
Tonko, Clarke, Ruiz, and Pallone (ex officio).

Staff present: Jennifer Barblan, Chief Counsel, Oversight and In-
vestigations; Samantha Bopp, Staff Assistant; Adam Fromm, Direc-
tor of Outreach and Coalitions; Ali Fulling, Legislative Clerk, Over-
sight and Investigations, Digital Commerce and Consumer Protec-
tion; Elena Hernandez, Press Secretary; Paul Jackson, Professional
Staff Member, Digital Commerce and Consumer Protection; Bijan
Koohmaraie, Counsel, Digital Commerce and Consumer Protection;
Alex Miller, Video Production Aide and Press Assistant; John Ohly,
Professional Staff Member, Oversight and Investigations; Hamlin
Wade, Special Advisor for External Affairs; Jessica Wilkerson, Pro-
fessional Staff Member, Oversight and Investigations; Greg Zerzan,
Counsel, Digital Commerce and Consumer Protection; Julie
Babayan, Minority Counsel; Jeff Carroll, Minority Staff Director;
Chris Knauer, Minority Oversight Staff Director; Miles Lichtman,
Minority Policy Analyst; Dino Papanastasiou, Minority GAO
Detailee; and C.J. Young, Minority Press Secretary.

Mr. GrIFFITH. We will go ahead and get started.

Welcome to this meeting of the O&I Subcommittee of Energy and
Commerce. So that everybody knows, there are a lot of folks who
are at another hearing downstairs and will be drifting in and out.

Also, I would like to take a point of personal privilege and recog-
nize Allie Gilmer and Olivia Smoot, who are here visiting today
from my district at Auburn High School in Riner, Virginia.

They are too young to remember this but I started representing
the Riner area in 1994 in the State legislature. So it’s good to have
you.

Ms. CASTOR. Do you want to stand up?

Mr. GRIFFITH. Yes, stand up. Be recognized. Thank you.

Thank you again. Welcome. Glad you’re here with us today.

o))
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That being said, let’s get started with our business here today,
and other folks will join us as we go forward on this very important
issue.

OPENING STATEMENT OF HON. H. MORGAN GRIFFITH, A REP-
RESENTATIVE IN CONGRESS FROM THE COMMONWEALTH
OF VIRGINIA

We are here today to talk about a very important topic: identity
verification in a post-breach world. This hearing is especially time-
ly, given several events that have taken place since the hearing
itself was announced last week, including three newly discovered
data breaches that comprised an additional 58.7 million records as
well as two major shopping days—Black Friday and Cyber Monday.

With consumers rushing to take advantage of holiday sales both
in stores and online, the questions and challenges around modern
identity verification become even more pressing.

Data breaches have been increasingly—have been an increasing
problem over the last several years. In fact, it is likely that every-
one in this room has had their information included in a recent
breach.

Between the 57 million accounts comprised in Uber’s recent dis-
closed 2016 breach, the 145 million accounts compromised in
Equifax’s breach, or the 22 million accounts compromised in the
OPM breach, as well as many others, I would argue that it would
be difficult to find an American whose information has not been
compromised.

While these breaches themselves are troubling enough, they also
raise a subtle more complicated series of questions and issues
around the ways in which organizations including government
agencies, banks, health care organizations, and retail companies
perform identity verification of their citizens and their customers.

It is a well understood concept that, to quote the famous cartoon
on the internet, nobody knows you’re a dog when you're in the
internet.

This anonymity has many advantages and it is important to
many aspects of the modern internet.

However, as the global economy has become more and more dig-
ital and an increasing amount of commerce takes place online, it
also creates significant challenges for organizations attempting to
ensure that they provide information and services only to author-
ized individuals.

Because these interactions usually take place on opposite ends of
an internet connection with participants rarely if ever meeting face
to face, the ability of organizations to remotely verify individuals
has been a constant struggle.

As a result, for years many organizations have relied on a type
of identity verification known as knowledge-based authentication,
or KBA. We are all familiar with this process even if we don’t quite
know it.

For example, some online accounts ask consumers to provide an-
swers to security questions such as their mother’s maiden name,
the make and model of their first car, or the street on which they
grew up on.
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Similarly, when consumers attempt to open new credit lines,
they are often asked a series of multiple-choice questions that may
ask who provided a consumer loan and in what year.

These are all examples of KBA. The effectiveness of KBA de-
pends on a very important assumption—that information such as
birthdays, mothers’ maiden names, addresses, work histories and
other KBA attributes remain relatively secret.

In today’s post-breach world, this is a tenuous assumption. Add
the wealth of personal information consumers voluntarily share
about their lives through social media and this assumption appears
almost laughable.

So what do we do? If modern commerce and many other services
including government services rely on KBA for identity verification
and that verification is no longer as secure or reliable as it was in
the past, we need new strategies and new technologies to ensure
that consumers are protected and economic growth continues and
we need them quickly.

With the exponential growth of connected devices and services,
it is likely that we will see more data breaches more often, not less.

Luckily, we are not starting from scratch. In the public sector,
the National Institute for Standards in Technology—NIST—spent
the past several years developing strategies and frameworks for
identity verification under their Trusted Identities Group—TIG.

As a part of this work, NIST’s TIG has provided funding to pilot
programs looking to develop, implement, and leverage innovative
new technologies that move organizations beyond KBA.

Similarly, in the private sector, many companies and organiza-
tions from a wide variety of sectors have come together to create
the Fast Identities Online, or FIDO, Alliance.

The FIDO Alliance provides a forum for collaboration and co-
operation around the development of standards-based interoperable
technologies. These standards are freely available and already de-
ployed in the products of companies like Google and PayPal.

Our witnesses today will not only help us understand the cumu-
lative impact of the dozens of data breaches that have occurred in
recent years go also assess how current practices can and should
be improved to protect consumers and their information and how
it’s been breached.

Today’s hearing is the start of what I expect will be a much
longer conversation. But it’s a necessary conversation to have as
our world becomes ever more connected. Identity verification is a
challenge that will only continue to grow.

[The prepared statement of Mr. Griffith follows:]

PREPARED STATEMENT OF HON. H. MORGAN GRIFFITH

We are here today to talk about a very important topic: identity verification in
a post-breach world. This hearing is especially timely given several events that have
taken place since the hearing itself was announced last week, including three newly
disclosed data breaches that compromised an additional 58.7 million records, as well
as two major shopping days, Black Friday and Cyber Monday. With consumers
rushing to take advantage of holiday sales, both in stores and online, the questions
and challenges around modern identity verification become even more pressing.

Data breaches have been an increasing problem over the last several years. In
fact, it is likely that everyone in this room has had their information included in
a recent breach. Between the 57 million accounts compromised in Uber’s recently
disclosed 2016 breach, the 145 million accounts compromised in Equifax’s breach,
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or the 22 million accounts compromised in the OPM breach, as well as many others,
I would argue that it would be difficult to find an American whose information has
not been compromised.

While these breaches themselves are troubling enough, they also raise a subtle,
more complicated series of questions and issues around the ways in which organiza-
tions, including government agencies, banks, healthcare organizations, and retail
companies perform identity verification of their citizens and customers.

It’s a well understood concept that, to quote the famous cartoon, on the Internet
nobody knows you’re a dog. This anonymity has many advantages, and is important
to many aspects of the modern Internet. However, as the global economy has be-
come more and more digital, and an increasing amount of commerce takes place on-
line, it also creates significant challenges for organizations attempting to ensure
that they provide information and services only to authorized individuals. Because
these interactions usually take place on opposite ends of an Internet connection,
with participants rarely meeting face to face, the ability of organizations to remotely
verify individuals has been a constant struggle.

As a result, for years, many organizations have relied on a type of identity
verification known as “Knowledge-Based Authentication” or “KBA.” We are all fa-
miliar with this process, even if we don’t quite know it. For example, some online
accounts ask consumers to provide answers to “security questions” such as their
mother’s maiden name, the make and model of their first car, or the street on which
they grew up. Similarly, when consumers attempt to open new credit lines, they are
often asked a series of multiple-choice questions that may ask who provided a con-
sumer a loan, and in what year. These are all examples of KBA.

The effectiveness of KBA depends on a very important assumption—that informa-
tion such as birthdays, mother’s maiden names, addresses, work histories, and other
KBA attributes remain relatively secret. In today’s post-breach world, this is a ten-
uous assumption. Add the wealth of personal information consumers’ voluntarily
share about their lives through social media and this assumption appears almost
laughable.

So what do we do? If modern commerce and many other services, including gov-
ernment services, rely on KBA for identity verification, and that verification is no
longer as secure or reliable as it was in the past, we need new strategies and new
technologies to ensure that consumers are protected, and economic growth con-
tinues. And we need them quickly; with the exponential growth of connected devices
and services, it is likely that we will see more data breaches more often, not less.

Luckily, we are not starting from scratch. In the public sector, the National Insti-
tute for Standards and Technology (NIST) spent the past several years developing
strategies and frameworks for identity verification under their Trusted Identities
Group (TIG). As part of this work, NIST’s TIG has provided funding to pilot pro-
grams looking to develop, implement, and leverage innovative new technologies that
move organizations beyond KBA.

Similarly, in the private sector, many companies and organizations from a wide
variety of sectors have come together to create the Fast Identities Online, or FIDO,
Alliance. The FIDO Alliance provides a forum for collaboration and cooperation
around the development of standards-based, interoperable technologies. These
standards are freely available and already deployed in the products of companies
like Google and PayPal.

Our witnesses today will not only help us understand the cumulative impact of
the dozens of data breaches that have occurred in recent years, but also assess how
current practices can and should be improved to protect consumers after their infor-
mation has been breached.

Today’s hearing is the start of what I expect will be a much longer conversation.
But it’s a necessary conversation to have. As our world becomes ever more con-
nected, identity verification is a challenge that will only continue to grow.

Thank you, and I yield back and now recognize Ms. Castor of
Florida for an opening statement.

OPENING STATEMENT OF HON. KATHY CASTOR, A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF FLORIDA

Ms. CASTOR. Well, thank you, Mr. Chairman, and thank you for
calling this hearing.

Mr. Chairman, data breaches are compromising the personal in-
formation of millions of Americans. The Equifax breach earlier this
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year, for example, exposed the personal information including
names, Social Security numbers, birth dates, addresses, and other
sensitive data of as many as 145 million Americans.

And there have been many more—Yahoo, JPMorgan Chase,
eBay, Uber. We simply cannot accept this as standard operating
procedure. When companies like Equifax, Yahoo, and Uber fail to
protect the vast information they collect about consumers, it poses
very serious risks.

It’s not limited to private corporations. Governmental entities
have also failed to adequately protect personal private data.

But with each data breach after each data breach, compromising
more and more of consumers’ personal information, we have got to
ask how do we ensure an online identity can be verified only by the
person in question.

I also think it’s important that we not forget that companies
should be held accountable when they fail to protect our data.

The Equifax breach exposed the personal information of nearly
half of the American population and it could have been prevented
by applying basic security standards.

So what is the recourse? What is the appropriate recourse? I
know that experts are working to develop methods to better protect
online identities and I would like to hear what your recommended
solutions are.

Under President Obama, the White House released the National
Strategy for Trusted Identities in Cyberspace. It’s a framework for
public and private collaboration on protecting digital identities and
improving online transactions.

So building on that effort, companies have begun experimenting
with ways to improve identity verification and authentication.

I would like to hear about some of these solutions as well as
what we can do to protect consumers’ privacy. As more and more
of our lives are online, it is equally important that we ensure that
these systems are secure and that the ways in which we access
these systems are protected.

I would like to thank our witnesses—Mr. Jeremy Grant, Mr.
Troy Hunt, Mr. Ed Mierzwinski—for coming today to discuss the
principles and various challenges in verifying online identities.

Each of you brings a wealth of knowledge and experience to this
hearing and it’s a pleasure to have you here today. Thank you, and
I yield back.

Mr. GrIFFITH. I thank the gentlelady.

I now recognize the chairman of the full committee, Mr. Walden
of Oregon.

OPENING STATEMENT OF HON. GREG WALDEN, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF OREGON

Mr. WALDEN. I thank the chairman, and we appreciate your lead-
ership on this and so many other issues, and we want to thank the
witnesses for being here today.

We have another hearing going on downstairs on the anniversary
of the 21st Century Cures legislation so I am bouncing back and
forth today.

Today’s hearing is about the future of digital commerce, as we
all know, and it’s about the future of how we ensure the person on
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the other end of an online transaction is in fact the person they
claim to be. What a concept.

For years, we have relied on user names, passwords, and knowl-
edge-based questions to confirm a user’s identity. It’s not a particu-
larly sophisticated process. Your mother’s maiden name or the
make and model of your first car aren’t exactly reliable forms of
verification.

Regardless, this process was suitable for a period of time in the
evolution of our connected world but that time has long since
passed, as we all know.

As noted by one of our witnesses today, it was almost a decade
ago that the 2008 Commission on Cybersecurity for the 44th presi-
dency highlighted identity as a frequent attack vector for
cyberattacks.

This prompted the previous administration to launch the Na-
tional Strategy for Trusted Identities in Cyberspace, or NSTIC.

As we will hear today, this high-level Federal attention encour-
aged the progress but we still have a long ways to go.

How far? Well, according to Verizon’s annual data breach inves-
tigation report, about 80 percent of breaches last year used identity
as a point of compromise—80 percent.

What has changed to make existing identity management prac-
tices so ineffectual and vulnerable to attack? There are a number
of factors at play but the underlying answer is fairly simple.

Today, the information necessary to compromise identity is read-
ily available to those who wish to find it. We live in a post-breach
world. Just look at the massive breaches that have occurred over
the last several from Target and Home Depot to Yahoo, Anthem,
OPM, Equifax and, most recently, Uber, to name a few.

I would be surprised if anyone in this room has not had at least
some portion of their personal details stolen in the last 2 years, let
alone their digital lifetime.

I remember a former colleague from Michigan who chaired the
Intelligence Committee, Mike Rogers, used to say there are two
types of companies in America—those that know they've been
breached and those that don’t.

It is not, however, just stolen data that undermines current iden-
tity verification practices. The explosion of social media is also a
factor.

Every day, consumers voluntarily post, tweet, and share details
about their lives, adding to the rich data set of information avail-
able to malicious actors.

One of our witnesses, Mr. Hunt, is a global expert on these
issues and that’s why your testimony is so very valuable to our
work, especially on how bad actors can compromise identity
through the collection of personal information and data that al-
ready exists in the digital universe.

He endured a 27-hour journey to be here, I am told, and I sus-
pect his testimony will be illuminating for all of us. I thought I had
a long trip back and forth to the West coast every week.

We can no longer ignore the current reality. Whether through
theft or voluntary disclosure, our information is out there and this
is not likely to change.
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Social media will continue to grow. Social, cultural, and economic
benefits are just too great for it not to. Likewise, digital commerce
and online transactions are integral to our economic prosperity
both now and in the future.

As our lives become increasingly entwined in the digital—with
the digital space, this must come with an acceptance that our infor-
mation will always be at risk.

Such is the nature of the cyber threat we face and there is no
perfect security in the connected world. But that makes it even
more important that we find ways to reduce vulnerabilities in our
digital ecosystem.

Clearly, identity is one of those weaknesses. So therefore, I look
forward to the work this committee is doing and the testimony you
all have submitted to us and the policies that will develop, moving
forward.

With that, Mr. Chairman, I yield back the balance of my time
and, again, thank our witnesses for being here and, as I said, I've
got a couple of these I have to bounce between. But we appreciate
the work you're doing.

[The prepared statement of Mr. Walden follows:]

PREPARED STATEMENT OF HON. GREG WALDEN

Today’s hearing is about the future of digital commerce. It is about the future of
how we ensure the person on the other end of an online transaction is, in fact, the
person they claim to be. For years, we have relied on user names, passwords and
knowledge-based questions to confirm a user’s identity. It’s not a particularly so-
phisticated process—your mother’s maiden name, or the make and model of your
first car aren’t exactly reliable forms of verification.

Regardless, this process was suitable for a period of time in the evolution of our
connected world—but that time has long-since passed. As noted by one of our wit-
nesses, it was almost a decade ago that the 2008 Commission on Cybersecurity for
the 44th Presidency highlighted identity as frequent attack vector for cyberattacks.

This prompted the previous administration to launch the National Strategy for
Trusted Identities in Cyberspace [N-STIC]. As we will hear today, this high-level
Federal attention encouraged some progress but we have a long way to go. How far?
Well, according to Verizon’s annual Data Breach Investigation Report, more than 80
percent of breaches last year used identity as a point of compromise.

What has changed to make existing identity management practices so ineffectual
and vulnerable to attack? There are a number of factors at play but the underlying
answer is fairly simple—today, the information necessary to compromise identity is
readily available to those who wish to find it.

We live in a post-breach world. Just look at the massive breaches that have oc-
curred over the last several years from Target and Home Depot to Yahoo, Anthem,
OPM, Equifax and most recently Uber—to name a few. I would be surprised if any-
one is this room has not had at least some portion of their personal details stolen
in the last 2 years, let alone through their digital lifetime.

It is not, however, just stolen data the undermines current identity verification
practices. The explosion of social media is also a factor. Every day consumers volun-
tarily post, tweet, and share details about their lives—adding to the rich data set
of information available to malicious actors.

One of our witnesses, Mr. Hunt, is a global expert on these issues—especially how
bad actors can compromise identity through the collection of personal information
and data that already exists in the digital universe. He endured a 27-hour journey
to be here today and I suspect his testimony will be illuminating for all of us.

We can no longer ignore the current reality. Whether through theft, or voluntary
disclosure, our information is out there. And this is not likely to change. Social
media will continue to grow—the social, cultural and economic benefits are too
great. Likewise, digital commerce and online transactions are integral to our eco-
nomic prosperity—both now and in the future. As our lives become increasingly en-
twined with the digital space, this must come with an acceptance that our informa-
tion will always be at risk.
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Such is the nature of the cyber threat. There is no perfect security in the con-
nected world, but that makes it even more important that we find ways to reduce
vulnerabilities in our digital ecosystem. Clearly, identity is one of those weaknesses
and I look forward hearing from all our witnesses about what options exist to ad-
dress this challenge.

Mr. GRIFFITH. Thank you, Mr. Chairman. I appreciate that.

I will tell you that Mr. Hunt not only sacrificed with the 27-hour
flight to get here but also put on a suit and tie for us where he
normally wears jeans and a black T-shirt, according, at least, to his
comments on the internet.

[Laughter.]

Mr. GRIFFITH. But anyway:

Mr. WALDEN. I was starting to wonder if it’s actually him or a
stolen identity before that. But I don’t know. Thank you.

Mr. GRIFFITH. Anyway, thank you, Mr. Chairman.

At this point, I would ask—oh, I would recognize Mr. Pallone of
New Jersey for an opening statement. Glad you made it. Thank
you.

Mr. PALLONE. Thank you, Mr. Chairman.

I want to—I have actually got the wrong statement here from the
other committee.

Mr. GrIFFITH. We will give you a minute. We have explained to
everybody that we have two hearings going on at the same time
and that folks are having to bounce back and forth so

Mr. PALLONE. All right.

OPENING STATEMENT OF HON. FRANK PALLONE, JR., A REP-
RESENTATIVE IN CONGRESS FROM THE STATE OF NEW JER-
SEY

So let me, again, thank you, Mr. Chairman.

So much of our lives today is linked to what we do online and
companies in virtually every sector of the economy collect vast
amounts of personal data about consumers, and these companies
know they are targets for malicious attacks and all too often they
fail to protect the valuable consumer information they collect and
store.

For example, recently the ride service company Uber revealed
that it had been hacked more than a year ago, and this breach re-
gortedly exposed the personal information of 57 million riders and

rivers.

This security breach is yet another example of a company that
failed to protect the data of its customers and then failed to come
clean about their security breach, in this case for more than a year.

Then there was the Equifax data breach which compromised the
personal data of more than 145 million Americans, and what’s
worse, the Equifax breach compromised personal data like Social
Security numbers and birth dates that are difficult or impossible
to change.

And consumers affected by the Equifax breach are vulnerable,
particularly because these identity verifiers can give someone ac-
cess to other sensitive information.

The committee is still waiting for answers to questions we asked
Equifax both before and after our hearing on the breach and, obvi-
ously, that’s unacceptable so, hopefully, we will get answers.
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It’s also unacceptable to the American people because when com-
panies fail to protect consumer data consumers pay the price,
sometimes years after a breach.

So as data breaches continue to compromise our personal infor-
mation, it’s important that we explore how consumers and the
holders of consumer information can verify that individuals are
who they say they are online.

For example, how many times has each of us been asked to pro-
vide the last four digits of our Social Security number to get access
to other information?

But how do we protect consumers’ digital identities, especially
after the Equifax data breach exposed the Social Security numbers
of nearly half the U.S. population.

And as companies suggest that they may move to behavioral and
biometric verifiers, are we comfortable with how much more per-
sonal information will be collected and used?

Are we comfortable with trusting that companies will keep this
data secure? And these are important questions now facing the
world of digital commerce.

According to the Identity Theft Resource Center, as many as
1,190 data breaches have occurred so far this year. Any data
breach exacerbates the issues the public is facing in verifying their
identities and authenticating access online.

Hackers and other malicious actors erode the trust we have on-
line by using the data they’ve been able to glean about each and
every one of us, and that’s not good for business and it’s certainly
not good for consumers.

So, again, I just want to thank our witnesses for being here
today to discuss the latest in identity verification and the chal-
lenges of protecting people’s data and I believe that unless we act
and pass meaningful legislation we will continue to see more data
breaches and the unfortunate ripple effects that result from them.

I don’t know if—you don’t want to add anything? All right. I
yield back, Mr. Chairman.

[The prepared statement of Mr. Pallone follows:]

PREPARED STATEMENT OF HON. FRANK PALLONE, JR.

Thank you, Mr. Chairman. So much of our lives today are online. Companies in
virtually every sector of the economy collect vast amounts of personal data about
consumers. These companies know they are targets for malicious attacks, and all
too often, they fail to protect the valuable consumer information they collect and
store.

Just this past week for example, the ride service company, Uber, revealed that
it had been hacked—more than a year ago. This breach reportedly exposed the per-
sonal information of 57 million riders and drivers. This security breach is yet an-
other example of a company that failed to protect the data of its customers, and
then failed to come clean about their security breach—in this case for more than
a year.

Then there was the Equifax data breach, which compromised the personal data
of more than 145 million Americans. What’s worse, the Equifax breach compromised
personal data like Social Security numbers and birth dates that are difficult or im-
possible to change.

Consumers affected by the Equifax breach are vulnerable—particularly because
these identity verifiers can give someone access to other sensitive information. This
committee is still waiting for answers to questions we asked Equifax both before
and after our hearing on the breach. This is unacceptable.

This is also unacceptable to the American people because when companies fail to
protect consumer data, consumers pay the price—sometimes years after a breach.
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As data breaches continue to compromise our personal information, it is important
that we explore how consumers and the holders of consumer information can verify
that individuals are who they say they are online.

For example, how many times has each of us been asked to provide the last four
digits of our Social Security number to get access to other information? But how do
we protect consumers’ digital identities, especially after the Equifax data breach ex-
posed the Social Security numbers of nearly half the U.S. population?

And as companies suggest that they may move to behavioral and biometric
verifiers, are we comfortable with how much more personal information will be col-
lected and used? Are we comfortable with trusting that companies will keep this
data secure? These are important questions now facing the world of digital com-
merce. According to the Identity Theft Resource Center, as many as 1,190 data
breaches have occurred so far this year.

Any data breach exacerbates the issues the public is facing in verifying their iden-
tities and authenticating access online. Hackers and other malicious actors erode
the trust we have online by using the data they have been able to glean about each
and every one of us. That’s not good for business, and it’s certainly not good for con-
sumers.

I want to thank our witnesses for being here today to discuss the latest in identity
verification and the challenges of protecting people’s data. I believe that unless we
act and pass meaningful legislation, we’ll continue to see more data breaches and
the unfortunate ripple effects resulting from them.

Thank you, and I yield back.

Mr. GrIFFITH. Thank you very much for yielding back. I appre-
ciate that, Ranking Member.

With that being said, I would now ask for unanimous consent
that the Members’ written opening statements be made a part of
the record. Without objection, they will be so entered.

I would now like to introduce our panel of witnesses for today’s
hearing and appreciate all of you being here.

First, we have Mr. Troy Hunt, the information security author
and instructor for Pluralsight. Next is Mr. Jeremy Grant, who
serves as the managing director of Technology Business Strategy at
Venable. And finally, we have Mr. Ed Mierzwinski, who is the con-
sumer program director at U.S. PIRG, or PIRG.

Thank you all for being here today, and I look forward to your
testimony and we appreciate you providing that testimony. We look
f(ﬁrward to the opportunity to discuss identity verification with you
all.

As you all are aware, the committee is holding an investigative
hearing and when doing so it is the practice of this committee—
this subcommittee of taking that testimony under oath.

Do any of you have an objection to testifying under oath?

Seeing none, the Chair then advises you that under the rules of
the House and the rules of this committee, you are entitled to be
accompanied by counsel.

Do any of you desire to be accompanied by counsel during your
testimony today?

Seeing no request for counsel, in that case would you please rise
and raise your right hand, and I will swear you in.

[Witnesses sworn.]

Seeing affirmative answers from all, you are now under oath and
subject to the penalties set forth in Title 18 Section 1001 of the
United States Code.

You may now give a 5-minute summary of your written state-
ment, and we will begin with you, Mr. Hunt.

Thank you so much for being here. You have 5 minutes.
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STATEMENTS OF TROY HUNT, INFORMATION SECURITY AU-
THOR AND INSTRUCTOR, PLURALSIGHT; JEREMY GRANT,
MANAGING DIREC