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(1) 

21ST CENTURY TRADE BARRIERS: PROTEC-
TIONIST CROSS BORDER DATA FLOW POLI-
CIES IMPACT ON U.S. JOBS 

THURSDAY, OCTOBER 12, 2017 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON DIGITAL COMMERCE AND CONSUMER 

PROTECTION, 
COMMITTEE ON ENERGY AND COMMERCE, 

Washington, DC. 
The subcommittee met, pursuant to call, at 10:17 a.m., in room 

2322, Rayburn House Office Building, Hon. Robert Latta, (chair-
man of the subcommittee) presiding. 

Present: Representatives Harper, Burgess, Lance, Guthrie, Bili-
rakis, Mullin, Walters, Costello, Schakowsky, Clarke, Dingell, Mat-
sui, Welch, Kennedy, Green, and Latta. 

Staff Present: Zachary Dareshori, Staff Assistant; Melissa 
Froelich, Chief Counsel, Digital Commerce and Consumer Protec-
tion; Adam Fromm, Director of Outreach and Coalitions; Ali 
Fulling, Legislative Clerk, Oversight and Investigations, Digital 
Commerce and Consumer Protection; Theresa Gambo, Human Re-
sources/Office Administrator; Elena Hernandez, Press Secretary; 
Paul Jackson, Professional Staff, Digital Commerce and Consumer 
Protection; Bijan Koohmaraie, Counsel, Digital Commerce and Con-
sumer Protection; Madeline Vey, Policy Coordinator, Digital Com-
merce and Consumer Protection; Greg Zerzan, Counsel, Digital 
Commerce and Consumer Protection; Michelle Ash, Minority Chief 
Counsel, Digital Commerce and Consumer Protection; Lisa Gold-
man, Minority Counsel; and Caroline Paris-Behr, Minority Policy 
Analyst. 

OPENING STATEMENT OF HON. ROBERT E. LATTA, A 
REPRESENTATIVE IN CONGRESS FROM THE STATE OF OHIO 

Mr. LATTA. Well, good morning. I would like to call the Sub-
committee on Digital Commerce and Consumer Protection to order. 
And the chair now recognizes himself for 5 minutes for an opening 
statement. 

And good morning again. I appreciate our witnesses for being 
with us today for this important hearing on digital trade and inter-
national data flows and the impact on U.S. industry. The free 
transmission of data across borders contributes to a seamless ex-
change of information, goods, and services. Digital trade has been 
a significant benefit to the U.S. economy, contributing an estimated 
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2.4 million new jobs, raising real U.S. GDP, and exceeding the eco-
nomic trade value of traditional goods and services. 

Today, we will hear from our witnesses about the current state 
of digital economy and its positive impact on U.S. competition, job 
creation, and economic growth. I hope that this hearing will be a 
jumping off point for a closer examination of these and other non-
tariff trade matters in the months to come. 

What is digital trade? It happens in each and every one of our 
daily lives when we use our personal laptops, tablets, smartphones, 
or when companies work to complete projects for customers. While 
this might seem broad and difficult to define, one of our witnesses 
today, Mr. Garfield, puts forward a clean definition: Digital trade 
is simply an economic activity involving the movement of digital in-
formation across borders. 

At the enterprise level, companies might be using services and 
applications like cloud computing, data processing, and predictive 
analytics. Uses can include processing payroll or designing prod-
ucts that are easy to manufacture at the highest quality possible 
for the lowest price. 

Through our work already this year, this committee has heard 
from many companies using the power of data flows to improve 
public policy goals like improving passenger safety and mobility, 
access through self-driving car technology. The internet, data, and 
digital trade now support economic growth in all sectors of the U.S. 
economy. U.S. industry around the country, whether in manufac-
turing, retail, and energy, and healthcare rely on cross-border data 
flows to run their businesses. This technological phenomenon also 
supports local businesses and smaller enterprises, including entre-
preneurs and app developers. 

According to a study by eBay, over 90 percent of eBay U.S. busi-
nesses trade across borders with more than 80 percent reaching 
five or more international markets. These small to medium-size 
companies touch all States and congressional districts. 

In my home State of Ohio, the software industry directly employs 
over 72,000 people and was responsible for $11 billion in direct 
value-added GDP in 2014. In my district, there are over 38,000 
high-tech workers in exports of digital goods and services totaling 
over $690 million in 2014. 

While these numbers are a few years old, in my visits to busi-
nesses around my district, I have certainly seen the impact of high- 
skilled workers in the manufacturing industries. Despite the many 
benefits of cross-border data flows, many trading partners have 
considered or adopted nontariff barriers, such as restrictions on 
cross-border data flows or requirements to localize data, produc-
tion, or facilities. 

If the internet is characterized by openness, then data localiza-
tion and other data flow restrictions create conflict either inten-
tionally as a protectionist measure or unintentionally. The wit-
nesses here today can speak about the data localization measures 
in force and the potential spread of additional restrictions. I am 
very pleased to hear about how the impact of these policies on busi-
nesses in my district are affected and around the country. 

Last year, the European Union and the United States put into 
place the EU–U.S. Privacy Shield. And last month, the European 
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Commission began its first review of the Privacy Shield. In 1 year, 
the Privacy Shield has been embraced by over 2,500 U.S. compa-
nies of all sizes and business models to allow for the free flow of 
data between the EU and the United States. 

Finally, there are multiple trade negotiation dialogues that are 
expected to set the stage for digital trade and data flow policy mov-
ing forward. Current trade agreements were written before the ad-
vent of the internet as we know it today. Going forward, there is 
a tremendous potential for the digital economy as we consider 
cross-border data flow policies and robust enforcement measures. 

We are living in an extraordinary time of growth in today’s 
digitally integrated global economy. The impact of digital trade and 
cross-border data flows will reach far and wide, and I believe Con-
gress can play a significant role in supporting the people and busi-
nesses that depend on the free and open flow of data. I look for-
ward to hearing from our witnesses today on this very timely mat-
ter. 

And at this time, I would like to recognize the ranking member 
of the subcommittee, the gentlelady from Illinois, for 5 minutes for 
an opening statement. 

[The prepared statement of Mr. Latta follows:] 

PREPARED STATEMENT OF HON. ROBERT E. LATTA 

Good morning. I appreciate our witnesses being here today for this important 
hearing on digital trade and international data flows, and the impact on U.S. indus-
try. 

The free transmission of data across borders contributes to a seamless exchange 
of information, goods, and services. Digital trade has been a significant benefit to 
the U.S. economy, contributing to an estimated 2.4 million new jobs, raising real 
U.S. GDP, and exceeding the economic trade value of traditional goods and services. 

Today we will hear from our witnesses about the current state of the digital econ-
omy and its positive impact on U.S. competition, job creation, and economic growth. 
I hope that this hearing will be a jumping-off point for a closer examination of these 
and other non-tariff trade matters in the months to come. 

What is digital trade? It happens in each and every one of our daily lives-when 
we use our personal laptops, tablets and smartphones, or when companies work to 
complete projects for customers. 

While this might seem broad and difficult to define, one of our witnesses today, 
Mr. Garfield, puts forward a clean definition: ‘‘Digital trade is simply any economic 
activity involving the movement of digital information...across borders.’’ 

At the enterprise level, companies might be using services and applications like 
cloud computing, data processing, and predictive analytics. Uses can include proc-
essing payroll or designing products that are easy to manufacture at the highest 
quality possible, for the lowest price. 

Through our work already this year, this committee has heard from many compa-
nies using the power of data flows to improve public policy goals like improving pas-
senger safety and mobility access through self-driving car technology. 

The Internet, data, and digital trade now support economic growth in all sectors 
of the U.S. economy. U.S. industry around the country—whether in manufacturing, 
retail, energy, and health care—rely on ‘‘cross-border data flows’’ to run their busi-
nesses. 

This technological phenomenon also supports local businesses and smaller enter-
prises including entrepreneurs and app developers. According to a study by eBay, 
over 90 percent of eBay’s U.S. businesses trade across borders, with more than 80 
percent reaching five or more international markets. 

These small-to-medium sized companies touch all states and congressional dis-
tricts. In my home State of Ohio, the software industry directly employed over 
72,000 people, and was responsible for $11 billion in direct value-added GDP in 
2014. 

In my district, there were over 38,000 high-tech workers and exports of digital 
goods and services totaled over $690 million in 2014. While these numbers are a 
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few years old, in my visits to businesses around my district, I have certainly seen 
the impact of high-skilled workers in the manufacturing industry. 

Despite the many benefits of cross border data flows, many trading partners have 
considered or adopted nontariff barriers, such as restrictions on cross-border data 
flows or requirements to localize data, production, or facilities. 

If the Internet is characterized by openness, then data localization and other data 
flow restrictions create conflict—either intentionally, as a protectionist measure, or 
unintentionally. 

The witnesses here today can speak about the data localization measures in force 
and the potential spread of additional restrictions. I am very interested to hear 
about the impact of these policies on businesses in my district and around the coun-
try. 

Last year the European Union and United States put into place the EU-U.S. Pri-
vacy Shield and last month, the European Commission began its first review of the 
Privacy Shield. In one year, the Privacy Shield has been embraced by over 2,500 
U.S. companies—of all sizes and business models—to allow for the free flow of data 
between the EU and the U.S.i 

Finally, there are multiple trade negotiations and dialogues that are expected to 
set the stage for digital trade and data flow policy moving forward. Current trade 
agreements were written before the advent of the Internet as we know it today. 
Going forward, there is tremendous potential for the digital economy as we consider 
cross border-data flow policies and robust enforcement measures. 

We are living in an extraordinary time of growth in today’s digitally-integrated 
global economy. The impact of digital trade and cross-border data flows will reach 
far and wide, and I believe Congress can play a significant role in supporting the 
people and businesses that depend on the free and open flow of data. I look forward 
to hearing from our witnesses today about this timely issue. 

OPENING STATEMENT OF HON. JANICE D. SCHAKOWSKY, A 
REPRESENTATIVE IN CONGRESS FROM THE STATE OF ILLI-
NOIS 
Ms. SCHAKOWSKY. Thank you, Chairman Latta. 
The internet has made our world dramatically more connected 

than ever before. It facilitates the exchange of ideas, keeps families 
connected, and creates new opportunities for global commerce. Over 
2.3 billion people have access to the internet, and this is expected 
to grow to 5 billion by 2020. 

Digital commerce comprises a growing share of the global econ-
omy, and, in fact, a McKinsey report claims that, ‘‘soaring cross- 
border data flows now generate more economic value than tradi-
tional flows of traded goods.’’ Cross-border data flows allow for 
quick communication, whether it is a personal message or a cus-
tomer order. It also introduces additional risks to consumers, pri-
vacy, and data security. 

Global digital commerce has become a necessity in the United 
States economy. Although the internet is global, the rules gov-
erning data are not. Differences among countries can create chal-
lenges for businesses and consumers. Countries should not be dis-
suaded from protecting their citizens’ privacy and security. But 
some of the policies we see across the world today are counter-
productive to data security and privacy. Requiring local servers can 
create new security risks. The U.S. should also not empower re-
gimes that monitor or restrict flow of data as a limit on their citi-
zens’ rights to free speech and expression. 

We need to distinguish between policies that truly represent an 
unnecessary or harmful barrier to digital trade and those policies 
designed to protect privacy and security. When it comes to data pri-
vacy and security, current U.S. law is lacking. We heard a clear ex-
ample of that last week when former Equifax CEO Richard Smith 
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testified in front of our committee. By failing to patch a known vul-
nerability, Equifax allowed the data of 145.5 million Americans to 
be compromised. I still have a lot of questions about this breach. 
Today, my Democratic colleagues and I are sending a letter to the 
majority requesting additional hearings to get answers that Ameri-
cans deserve. 

The Equifax breach impacted not only Americans, but also con-
sumers outside the United States. So you can understand if con-
sumers and governments abroad have their doubts about the data 
practices of American companies. This is yet another reason why 
we need to act in Congress to improve data security. And last 
week, I introduced the Secure and Protect Americans’ Data Act to 
ensure that companies take sufficient steps to protect consumers’ 
data and promptly notify law enforcement and consumers if a data 
breach occurs and provide meaningful relief to breach victims. 

Digital trade partners are also concerned about U.S. surveillance 
practices. Section 702 expires at the end of this year, and we 
should take this opportunity to better protect privacy, while still 
providing for our Nation’s security. 

So as we strengthen our own laws, we need to continue engaging 
with partners, such as the European Union, on ways to facilitate 
cross-border data flows, while ensuring that consumers here and 
abroad enjoy the privacy and security they expect. The United 
States benefits greatly from digital trade, and we should work to 
keep data flowing across borders. That requires improving our own 
laws and engaging with other Nations on how to keep consumers’ 
data and rights protected. I look forward to hearing from our wit-
nesses and getting our perspective on this complex issue. 

I yield back. 
Mr. LATTA. Well, thank you very much. The gentlelady yields 

back. 
And the chairman of the full committee is not here, but the gen-

tleman from Texas would like to claim his time. 

OPENING STATEMENT OF HON. MICHAEL C. BURGESS, A 
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS 

Mr. BURGESS. Thank you, Mr. Chairman, and thanks for holding 
the hearing. Thanks to our witnesses for being with us this morn-
ing. 

In 2015, the European Court of Justice invalidated the United 
States-European Union Safe Harbor Framework. This sub-
committee held hearings to evaluate the effect that this would have 
on trade, the risks to technological advancements, and the eco-
nomic impact of this ruling. In the absence of an agreement, small 
and medium-sized businesses were certain to suffer, leading to de-
creased output and job losses. Almost a year later, the United 
States and the European Union approved the Privacy Shield 
Framework to replace the Safe Harbor and allow compliance with 
European Union data protection requirements. 

Even though the Privacy Shield was approved, the United States 
is again facing restrictions that will decrease cross-border data 
flows and may even lead to actual data theft or theft of intellectual 
property or increased control of information flows. The free flow of 
data improves trade relations. It actually enhances technologies 
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like blockchain and artificial intelligence that rely on large 
datasets and improve security by increasing awareness of foreign 
activity, as well as providing redundancy for data through 
disaggregation. 

In our interconnected world, it is imperative that concerns over 
privacy do not become protectionist. I certainly look forward to 
what our witnesses have to share with us today about how to safe-
ly and securely continue the advancements afforded by cross-data 
border flows. 

And, again, Mr. Chairman, thank you for convening this hearing, 
and thanks again to our witnesses. And I will yield back my time. 

Mr. LATTA. Well, thank you very much. The gentleman yields 
back. 

And at this time, we will now move to our witnesses. We are con-
cluding our members’ statements. And pursuant to committee 
rules, all members will have their opening statements made part 
of the record. 

And, again, I want to thank our witnesses for being with us 
today and taking time to testify before the subcommittee. And to-
day’s witnesses will have the opportunity to give a 5-minute open-
ing statement, followed by a round of questions from our members. 

Our witness panel today, for today’s hearing, will include Ms. 
Victoria Espinel, the President and CEO of BSA, The Software Alli-
ance; Mr. Dean Garfield, President and CEO of Information Tech-
nology Industry Council; Mr. Morgan Reed, President of ACT—The 
App Association; and Ms. Jennifer Daskal, Associate Professor of 
Law at American University Washington College of Law. 

So I appreciate your being with us today. 
And, Ms. Espinel, we will begin with you today. And just pull 

that mic up close and just turn the mic on. And we look forward 
to your testimony today. Thank you. 

STATEMENTS OF VICTORIA A. ESPINEL, PRESIDENT AND CEO, 
BSA—THE SOFTWARE ALLIANCE; DEAN C. GARFIELD, PRESI-
DENT AND CEO, INFORMATION TECHNOLOGY INDUSTRY 
COUNCIL; JENNIFER DASKAL, ASSOCIATE PROFESSOR OF 
LAW, AMERICAN UNIVERSITY WASHINGTON COLLEGE OF 
LAW; AND MORGAN REED, PRESIDENT, ACT—THE APP ASSO-
CIATION 

STATEMENT OF VICTORIA A. ESPINEL 

Ms. ESPINEL. Thank you so much. 
Good morning, Chairman Latta, Ranking Member Schakowsky, 

and members of the subcommittee. My name is Victoria Espinel, 
and I thank you for the opportunity to testify here today on behalf 
of BSA—The Software Alliance. 

BSA members provide software-based services that have a sig-
nificant positive impact on the U.S. economy and the global econ-
omy. Those services, such as cloud computing, data analytics, arti-
ficial intelligence, depend on the ability to transfer data freely 
across borders. As a result, eliminating barriers to cross-border 
data flows is an important priority for BSA and for our members, 
and I am very pleased that it is a priority for this committee as 
well. 
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When I testified before this committee 2 years ago, the U.S.-EU 
Safe Harbor agreement had just been invalidated by the European 
Court of Justice. The Safe Harbor agreement was a critical mecha-
nism that allowed data to move back and forth between the United 
States and Europe, and, without it, transatlantic digital trade and 
the growth and job creation that go with it, on both sides of the 
Atlantic, would have been in jeopardy. 

The bipartisan letter that was signed by the chairman and rank-
ing member of the full committee and the subcommittee, and many 
other members of the committee, instilled much-needed confidence 
into the process, and the United States and the European Union 
were able to come to a conclusion of a new agreement, which has 
been called the Privacy Shield. And I thank the members of the 
committee for your leadership at that time. But I thank you as well 
for keeping continued focus on this issue, because we are con-
tinuing to see concerns around the world. 

Our economy today is rooted in digital data. Across every indus-
try sector cloud computing and data analysis have made businesses 
more agile, more responsive to their customer needs, and more 
competitive around the world. And all of these technologies depend 
on the ability to move data across borders. 

So as an example, human resources is an important element of 
every company that exists. If you are a company that has employ-
ees across the United States, but also employees around the world, 
if you lack the ability to transfer that data about your employees 
back and forth, it will make it, among other things, much harder 
and much slower to hire and much harder and much slower to be 
able to reward your employees as you should. For U.S.-based com-
panies, that also means that they will have less jobs in the United 
States because they will have to source and resource those func-
tions overseas. 

In cancer treatments, we are seeing great advances in artificial 
intelligence, allowing doctors to be able to make diagnoses more 
quickly and more accurately. And that is very dependent on the 
ability for doctors to be able to access as much data as possible 
about patients around the world. 

In manufacturing, data around the world are allowing manufac-
turers to be much more responsive to their customer needs more 
quickly. And for small manufacturers in particular, that feedback 
loop to be able to get information from their customers and then 
be able to redesign their products to be more responsive to their 
customer needs is extremely important. 

And what makes all of those examples work is the ability for 
data to move across borders. This is about real jobs and economic 
growth in the United States. 

Last month, software.org, the BSA Foundation, released a study 
that we conducted with data from the Economist Intelligence Unit 
that shows that the software industry alone supports over 10 mil-
lion jobs in the United States and significant jobs in every one of 
the 50 states of the United States. For example, since 2014, the 
number of software jobs has increased by nearly 10 percent in Ohio 
and by 14.4 percent in Illinois. Nationwide, softwares contributed 
$1.14 trillion to the U.S. GDP and has grown at three times the 
speed of the overall economy. 
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U.S. leadership on digital trade will help ensure that this growth 
continues. We see three clear opportunities for Congress and the 
administration to act. 

The first is to modernize the digital trade agenda. And, at the 
moment, NAFTA presents an opportunity for us to do that. When 
NAFTA was negotiated, the commercial internet essentially did not 
exist, digital trade was in its infancy, and, as a result, the agree-
ment, understandably, does not address digital issues. So there is 
a clear opportunity. We were encouraged to see that the adminis-
tration included digital trade and cross-border data flows in this 
negotiating the objectives. And we are very pleased that Congress 
has also included those in the objectives that they have set out for 
the administration to meet. 

Second, ensure the continued success of the Privacy Shield. I al-
luded a moment ago to this committee’s important role and the 
conclusion of the Privacy Shield. The Privacy Shield just had, last 
month, its first review. There are 2,500 companies that have al-
ready certified under it, as the chairman noted. And continuing to 
impart to both the U.S. administration and to the Europeans the 
importance of the Privacy Shield continuing is extremely impor-
tant. 

And the third thing I would suggest is to continue to encourage 
like-minded trading partners to promote rules that support the 
movement of data across borders, whether that is in formal trade 
negotiations or outside of formal trade negotiations. The U.S. is the 
leader in the technology that drives economic growth and depends 
on the ability for data to move across borders. We need the United 
States Government to also show leadership on this issue if we are 
to remain dominant in this area. And we know that if we do not, 
there are other countries that would be happy to move into that 
position. 

So, with that, I will conclude my remarks. And thank you very 
much for continuing to focus on this issue. 

[The prepared statement of Ms. Espinel follows:] 
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Testimony of Victoria Espinel 

President and CEO, BSA I The Software Alliance 

Hearing on "21"t Century Trade Barriers: 

Protectionist Cross Border Data Flow Policies' Impact on U.S. Jobs" 

October 12, 2017 

Washington, DC 

Good morning Chairman Latta, Ranking Member Schakowsky, and members of the 

Subcommittee. My name is Victoria Espinel, and I am the President and CEO of BSA 1 The 

Software Alliance. 

BSA is the leading advocate for the global software industry in the United States and around the 

world. 1 Our members provide services that have a significant impact on the U.S. and global 

economy, and those services often depend on the ability to transfer data freely around the 

world. As a result, an important priority for BSA is promoting international trade by eliminating 

barriers to global data transfers. I commend the Subcommittee for holding a hearing on this 

important topic, and I thank you for the opportunity to testify on behalf of BSA. 

When I testified before this Committee about international data transfers two years ago, the 

U.S.-EU Safe Harbor agreement had just been invalidated by the European Court of Justice, 

jeopardizing growth and job creation on both sides of the Atlantic. The Safe Harbor agreement 

was the critical mechanism that allowed data to be transferred between the EU and the United 

States. Without it, the many jobs that depend on transatlantic digital trade would have been in 

1 BSA ·s members include: Adobe, ANSYS, Apple, Autodesk, Bentley Systems, CA Technologies, CNC!Mastercam, DataStax, 
DocuSign, IBM, Microsoft, Oracle, salesforce.com, SAS Institute, Siemens PLM Software, Spfunk, Symantec, Trimble Solutions 
Corporation, The MathWorks, Trend Micro and Worl<day. 
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jeopardy-and the development of new artificial intelligence (AI), analytics, and other tools 

would have been impeded. 

This Committee played an important leadership role at that time. The bipartisan letter sent in 

October 2015 by the Chairmen and Ranking Members of the full Committee and this 

Subcommittee, as well as many members of this Subcommittee and others, instilled the needed 

confidence that the United States and EU would find an alternative mechanism-the Privacy 

Shield. I thank this Committee for its leadership and welcome its continued support of policy 

initiatives that promote global data flows. 

I. Economic and Social Impact of Software and Data-Driven Innovation 

Our economy today-and economic growth and job creation in the foreseeable future-are 

rooted in digital data. The dropping costs of data storage, alongside the acceleration of data­

driven innovation by BSA member companies and others, have led to profound new uses of 

data by enterprises across the economy. In high-tech and low-tech industries alike, the analysis 

of data has made businesses more agile, responsive, and competitive, boosting the underlying 

productivity of many key pillars of our economy. 

The sheer quantity of data available to fuel these developments is astounding. Indeed, the units 

with which we measure data are nearly unheard of in any other context: approximately 2 

quintillion bytes of data (that's two followed by 18 zeros) are generated every day,2 and every 

two years, we are doubling the rate at which data is produced. By 2021, globaiiP traffic will 

2 See BSA, What's the Big Deal Wffh Data?, 7 (Oct. 2015), at http:l/data.bsa.org/wp-contentluploads/2015/10/bsadatastudy en.pdf. 

3 
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reach 3.3 zetabytes per year-over three trillion gigabytes of data.3 

The software industry, and BSA members in particular, are at the forefront of the development 

of cutting-edge technologies and services that will drive the data economy, such as predictive 

analytics, cloud computing, AI, and blockchain technologies. These technologies spur job 

creation and economic growth, provide significant benefits to businesses, and improve the 

quality of life for many Americans, as well as people around the globe. These benefits are likely 

to grow substantially in the coming years. 

A. Data Services Are Creating Job and Economic Growth 

The economic implications of this software and data revolution are enormous. Economists 

predict that making better use of data could lead to a "data dividend" of $1.6 trillion in the next 

four years, and that data-enabled efficiency gains could add almost $15 trillion to global GOP by 

2030 4 

Last month, Software.org: The BSA Foundation released a study conducted by the Economist 

Intelligence Unit (EIU) that showed the software industry alone contributed more than $1.14 

trillion to the U.S. GOP in 2016-a $70 billion increase in the past two years. 5 The study also 

showed that the software industry is a powerful job creator, supporting over 10.5 million jobs, 

3 Cisco, Cisco Visual Networking Index: Forecast and Methodology, 2014-2019 White Paper(May 2015), at 
http://WJM.cisco.com/c/enlus/so!utions/co!latera!fservice~provlder/ip-ngn-ip-next-generation-networktwhite paper c11-481360.htmL 

4 See BSA What's the Big Deal With Data?, supra n. 2, at 14. Notably, the potential of digital data to improve the healthcare system 
is substantial: some estimates predict that if the healthcare sector were to use data more effectively to drive efficiency and quality, 
the sector could save more than $300 billion every year. See James Manyika et al., "Big Data: The Next Frontier for Innovation, 
Competition, and Productivity," McKinsey Global Institute (May 2011), at 
htto:!/W~N~N.mckinsey.com/insights/business technology/big data the next frontier for innovation. 

5 Software.org: The BSA Foundation, The Growing $1 Trillion Economic Impact of Software (Sept. 2017), 5, avaiiable at 

https://software.org/wp~content/up!oads/2017 Software Economic Impact Report.pdf. 

4 
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with a significant impact on job and economic growth in each of the 50 states.6 

B. Data Services Are Key to Growth Across Industry Sectors 

Software and data-driven innovation are driving economic growth across virtually all industry 

sectors, as businesses are increasingly using software and cloud-enabled platforms. These 

platforms facilitate human resources management, virtual collaboration, sophisticated design 

and modeling, remote maintenance, and a variety of other business functions. This data 

analysis is occurring at the core of their businesses and helping define how businesses operate 

and the services they offer. Software increasingly not only underpins their products, but also 

their business processes. 

Examples of how businesses are using data analysis to drive innovation and improve their 

competitiveness exist across the economy: 

For instance, companies use cloud-based human resource management software to hire, 

support, and conduct performance management for a workforce of tens of thousands of people, 

who are often spread across numerous subsidiaries and affiliates? Cloud-based solutions, such 

as those BSA members provide, increase HR functionality by providing real-time access to 

employee data worldwide, giving managers broad business insight across borders and business 

processes. By enabling powerful self-service tools available via a phone app, employing data 

analytics to give managers and HR departments more insight into their workforces, and 

enabling easy documentation and auditing of HR transactions, cloud-based HR systems 

'ld. 

7 See Oracle, Cummins Centralizes Key Customs and Compliance Processes to Minimize Supply Chain Risk, at 
http:I/WN\N.orac!e.com/us/corporatelcustomers/customersearchicummins-1-gtm-2602121.html; see a/so Workday, Wori<:day and 
Sanofi: Creating One Vision from Many, at https://wwiN'.workday.com/content!dam/web/en-us/documents/case-studies/workday­
sanofi-case-study.pdf. 
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increase efficiency and ease of use while reducing costs. They also improve security, as 

providers use their expertise to protect against cyberattacks and implement state of the art 

measures across the entire system through a unified approach to security. 

In addition, software-enabled data analysis is also helping the financial sector detect payment 

card fraud. As companies increasingly use sophisticated data analytics tools to glean insight 

into consumers' purchasing patterns, they are better able to identify potentially fraudulent 

transactions around the globe, which harm both consumers and businesses.8 

There are myriad examples across a wide swath of industries that underscore the significant 

impact of software-induced innovation.9 Whether it is improving human resource management 

or detecting financial fraud, optimizing manufacturing production or enhancing transportation 

services, the impact of software is visible in every industry, in every state, and across the globe. 

C. Data Services Offer Clear Societal Benefits and Improve Government Services 

Data analytics and related software tools are not only delivering economic benefits across 

industry sectors, but are also contributing to public health, safety, and the social good. Indeed, 

innovative software products are empowering teachers with more effective educational tools, 

8 As an example, one leading technology company noted that it can detect and block online fraud attempts in five seconds on 
average, helping to reduce the losses attributed to online fraudsters by $2.2 billion. See Pablo Hernandez, CA Technologies Uses 
AI Tech to Combat Online Fraud, eSecurityPianet, May 4, 2017, available at https://VY'IIvW.esecurityplanet.com/network-securitv/ca­
techno!ogies-uses-ai-tech-to-combat-on!ine-fraud.htmL 

9 Indeed, data analysis is even cultivating agricultural growth. For example, U.S. companies use virtual simulation software to 
improve the quality and reliability of new tractor models, helping them build durable and resilient tractors that allow U.S. farmers to 
be more productive and competitive. See Siemens, Agricultural Machinery Manufacturer Uses LMS Virtual. Lab to Increase 
Endurance Simulation, available at 
httos:/1\N\NW.plm.automation.siemens.com/en/about us/success/case study.cfm?Component=222942&ComponentTempfate=1481. 
Software innovation has even helped improve dairy production. Cloud technology powers programs such as a cow-monitoring 
system that gives farmers constant information on the health of their cows, allowing them to boost milk production. smooth the 
calving process, and ensure healthier animals. See Microsoft, Connected cows help farms keep up with the herd, aval1abfe at 
https://news.microsoft.com/features/connected~cows-help-farms-keep-up-with-the-herd/. 

6 
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matching underprivileged families in developing countries with access to small business loans, 

and delivering dramatic improvements to medical diagnostics and patient care, including those 

with disabilities. 

For example, artificial intelligence solutions, powered by data analysis, are at the heart of new 

devices and applications that improve the lives of people with disabilities, including helping 

people with vision-related impairments interpret and understand photos and other visual 

content, and even to navigate their physical surroundings. 10 This technology opens new 

possibilities for people with vision impairments to navigate their surroundings, giving them 

increased independence and greater ability to engage with their communities. 

Artificial intelligence technologies also are enabling a cognitive computing system to analyze 

large volumes of data, including patient information and medical test results, to assist physicians 

in evaluating possible treatment options for cancer patients. 11 

Data analysis is also helping governments provide better services to their citizens. For 

instance, using software that uses predictive analytics, the New York City Fire Department is 

combining data from 7,500 individual data collection points pulled from 17 city agency data 

streams to predict which of New York City's 1 million buildings are at greatest risk for fires. 12 

Charlotte, North Carolina, is harnessing smart city software and sensors to achieve a 20 percent 

10 For instance, Microsoft recently released an intelligent camera app that uses a smartphone's built-in camera functionallty to 
describe to !ow-vision individuals the objects that are around them. See Microsoft, Seeing AI, available at 
https:/!WWIN.microsoft.com/en~us/seeing-ai/. 

11 IBM. Watson for Oncology, https:l/wvvw.ibm.com/watson/health/oncology-and-genomics/onco!oav/; see also Jo Cavallo, How 
Watson for Oncology Is Advancing Personalized Patient Care, The ASCO Post, June 25, 2017, available at 
http:/twvm.ascopost.com/issues/june-25-2017/how-watson-for-oncology-is-advancinq-personalized-patient-care/. 

12 See BSA 1 The Software Alliance. The $1 Trillion Economic Impact of Software (June 2016), 8 available at 
http:llsoftwareimpact.bsa.oral. 
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reduction in energy usage-saving millions of taxpayer dollars in the process.13 And Chicago 

has deployed a city-wide network of 500 lamppost-mounted sensors to monitor air quality, using 

software to identify environmental issues like pest infestations that could be connected to the 

incidence of asthma. 14 

In brief, the power of software is transforming our world for the better. 

II. Data Flows Are Critical to These Data Services and Continued Innovation 

These transformative technologies often rely on the ability to move data freely from one place to 

another and, in many instances, around the world. Without this ability, most data-analytics 

software applications that businesses use today simply could not function effectively. For 

example, most modern software applications do not operate fully in isolation on a single device; 

rather, they connect to other devices and remote data centers through a variety of online 

services. Although a software user often creates or receives data on his or her device, the 

processing of that data increasingly occurs elsewhere, oftentimes in locations miles or even 

continents away. The ability to transfer data around the world is essential to this structure. 

In addition, AI applications, which use computational analysis of data to uncover patterns and 

draw inferences, depend on machine learning technologies that must ingest huge volumes of 

data, most often from a wide variety of sources. A language translation program, for example, 

cannot constantly improve its "understanding" of French without access to large volumes of 

French-language content-which may come from millions of search queries, mobile apps, 

databases, and other sources. The data for these AI systems may originate from many sources 

located in multiple jurisdictions, making it imperative that enterprises can transfer data freely 

13 See id. 

14 Seeid. 
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across borders. Therefore, rules that limit or prohibit such cross-border data transfers invariably 

limit the insights and other benefits that AI systems can provide. 

Cybersecurity is another area where the ability to transfer data is critical. Cloud-based storage 

of data across multiple locations can improve data security by establishing redundant, 

geographically dispersed back-ups, which can help mitigate physical risks to data like natural 

disasters, and by eliminating single points of failure. Storing all information in a single location 

can increase security risks because it isolates data in a high-target "data honeypot"-increasing 

the stakes and potential consequences of a single breach. By contrast, distributing data storage 

across multiple locations compartmentalizes data sets, making it easier to contain a breach in 

one location and minimizing the risk-from either physical damage or cyber-attack-to the 

entire data set. The ability to transfer data across borders is often necessary to share 

information between these storage locations. Moreover, dispersed data storage can facilitate 

continuous, around-the-clock security monitoring and response, with security professionals 

working across multiple time zones. Requiring data and data centers to be localized within a 

single country can eliminate these advantages. 

More broadly, the data analytics tools that BSA member customers and other companies are 

using to transform their businesses increasingly require unrestricted transfers of data. These 

tools often require picking out "needles in the haystack" by drawing meaningful inferences and 

connections within vast, unstructured datasets. For example, for multinational companies, the 

ability to collect and holistically analyze data on network analytics, employee technology 

usages, and data flows are critical to effective enterprise management-they enable a business 

to comprehensively examine their operations and supply chains. Digital trade restrictions that 

undermine this kind of technology could cripple enterprise operations. 

9 
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Ill. Opportunities to Facilitate Digital Trade and Data Flows 

Data services, including data storage, data processing, and analytics, are the fastest growing 

elements of digital trade, and these services rely on the free flow of data across borders. 

According to a 2016 McKinsey report, the amount of global data transfers has grown by a 

multiple of 45 since 2005 and is expected to surge in the next decade. 15 

This new digital data economy demands a globally recognized rules-based system for digital 

trade, establishing clear rules, rights, and protections. 

We encourage the United States to lead on digital trade policies to ensure this tremendous 

economic growth will continue. If the United States fails to lead, other countries-with different 

priorities-will fill the gap. 

We see three clear opportunities for Congress and the Administration to lead, promoting digital 

trade and ensuring the continued free flow of data: (1) modernizing NAFTA, (2) ensuring the 

continued success of the EU-U.S. Privacy Shield, and (3) strengthening relationships with other 

key trade partners. 

A. Modernization of NAFT A 

The digital economy has evolved significantly since NAFTA was originally concluded 25 years 

ago. When NAFTA was negotiated, digital trade was in its infancy, and there were relatively few 

services that were delivered digitally globally. It is therefore not surprising that the agreement 

15 James Manyika, Susan Lund, Jacques Bughin, Jonathan Woetzel, Kalin Stamenov, and Dhruv Dhingra, Digital Globalization: 
The New Era of Global Flows, McKinsey Global Institute (Feb. 2016), available at http://www.mckinsey.com/business­
functions/dtgita!-mckinsey/our-insightsldigital-g!obaHzation-the-new-era-of-qlobal-flows. 

10 
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does not address many of the digital trade issues our modern economy now faces; quite simply, 

the innovations of the last two decades were not and could not have been anticipated. Indeed, 

since NAFTA was negotiated, the American software industry has moved from floppy disks and 

bulky desktop computing to mobile apps, cloud computing, smart devices, and data analytics. 

NAFTA must now be modernized to enable the digital economy to continue to develop. We 

urge the United States to negotiate a well-constructed and modern agreement, with 21•' century 

digital trade obligations that will drive U.S. job creation, competitiveness, and innovation. 16 

In particular, NAFTA should prohibit measures that impose barriers to market access fore-

commerce and digital trade. Perhaps most importantly, NAFTA should contain an explicit 

commitment that the Parties will not adopt or maintain any measure that restricts the cross-

border transfer of data, including personal data. NAFTA should also prohibit the Parties from 

mandating that data centers or other computing facilities are located domestically, or requiring 

the use of domestic products or technologies. Any exceptions should be narrowly limited to 

ensure that they are necessary to achieve a legitimate public policy objective, and do not 

discriminate against foreign service providers in arbitrary ways. The agreement should also 

prohibit measures that require the transfer of technology, such as source code or algorithms, or 

the disclosure of trade secrets as a condition of market access. 

In addition, the agreement should promote cooperation among NAFTA governments on 

cybersecurity matters; provide providers with protection against intermediary liability; encourage 

the use of innovative technology in government and modernize procurement rules; ensure that 

governments do not undermine encryption in commercial products; and prohibit customs duties 

on e-commerce or digital data. 

16 For BSA's full agenda on modern digital trade. see BSA, Modernizing Digital Trade: An Agenda for Software in NAFTA and 
Beyond, available at http:l/www.bsa.orgl-lmediaiFilesiPolicyiTradei05222017BSANAFTAHandoutPress.PDF. 

11 
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A modernized NAFTA agreement with these key elements would stimulate significant economic 

growth and strengthen the United States' leadership on digital trade issues. 

B. EU-U.S. Privacy Shield 

The EU-U.S. Privacy Shield framework provides another important opportunity to promote 

digital trade. The Privacy Shield, which replaced the U.S.-EU Safe Harbor Framework, 

strengthens transatlantic trade by facilitating data transfers between the United States and the 

EU that are critical to digital services affecting a wide range of industries. Since its launch last 

year, over 2,500 companies have self-certified to participate in the Privacy Shield, including 

many BSA members. 

The Privacy Shield contains several new obligations that participating companies must 

undertake to protect the privacy of personal data, and companies have taken substantial steps 

to comply with these new requirements, resulting in robust privacy protections. The United 

States government also has made several commitments to ensure the success of the 

framework, including those related to its general administration of the program and creation of 

procedures to address concerns that implicate national security issues. 

The U.S. government and the European Commission agreed to conduct an annual review of the 

Privacy Shield to assess the progress of its implementation. The first annual review, which 

occurred last month, was an important opportunity for the Administration to highlight the 

significant work that it has undertaken to fulfill its commitments, including devoting increased 

resources to the administration of the program; ensuring sufficient remedies are available to EU 

citizens by implementing important aspects of the arbitration program; developing procedures 

12 
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for the Ombudsman who handles complaints that implicate national security issues, and 

announcing the nomination of officials to key position posts, such as the Chairman of the 

Privacy and Civil Liberties Oversight Board. 

We applaud the Administration's commitment to the Privacy Shield framework and the 

continued support from Congress to help amplify its importance to transatlantic digital trade. 

C. Strengthening Relationships with Other Key Trade Partners 

Finally, as other countries seek to stimulate economic growth by modernizing their trade 

policies, the United States should leverage these opportunities to ensure that it is engaging with 

key global partners, and to encourage our trading partners to continue to adhere to trade 

policies that facilitate data-driven economic activity and protect against market access barriers 

fore-commerce and digital trade. American technology companies and their customers are at 

the forefront of using data analytics, AI, and other data-driven tools to innovate, compete more 

effectively, and create new jobs. It is vital that, at this critical juncture, the United States does 

not cede its policy leadership on these issues to countries with agendas and interests that might 

conflict with our own. 

We appreciate Congress's leadership on the important issue of preserving the ability to transfer 

data across borders, which fuels job creation and economic growth. Thank you and I look 

forward to your questions. 

13 
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Mr. LATTA. Well, thank you very much for your testimony. 
And, Mr. Garfield, you are recognized for 5 minutes. Thank you. 

STATEMENT OF DEAN C. GARFIELD 
Mr. GARFIELD. Thank you, Chairman Latta, Ranking Member 

Schakowsky, members of the committee. On behalf of 62 of the 
world’s most dynamic and innovative companies, as well as my col-
leagues at ITI, I thank you for the opportunity to present at this 
hearing and for your efforts to spotlight this important issue. 

This hearing arrives at an opportune time. We submitted my tes-
timony for the record. So rather than repeat it, what I will do is 
highlight three things. One, why this issue is so important. Two, 
our sense of the state of play. And then, three, where we see gaps 
where your efforts in American leadership could be particularly 
valuable. 

On the first, this issue is so important because, in many respects, 
digital trade and cross-border data flows are the air that sustains 
21st century commerce. Moreover, the United States has a com-
parative advantage that will be unfairly undermined without vigi-
lance and our intervention. 

It is hard to think of anything that we do today that doesn’t in-
volve cross-border data flows in digital trade. Just my day today re-
flects that. When I got up this morning, I decided to go on a run 
and to download some music. Because the cloud servers that Ms. 
Espinel mentioned, and content-distribution networks are distrib-
uted all around the world, the music that I downloaded resulted in 
cross-border data flows. When I got in my car and drove here, and 
stopped at the grocery store, my car, the farming equipment for the 
food that I bought, as well as the delivery truck, have sensors to 
ensure safety that involve cross-border data flows and digital trade. 
I flew back from California yesterday. And while I was on my 
flight, my airplane has sensors that are making sure that the flight 
gets there safely, and if there is a problem when we get to the 
ground, that the ground crew is prepared to deal with any prob-
lems that may exist. Cross-border data flows, digital trade. 

I could go on and on, but I think you get the point. While cross- 
border data flows and digital trade involve technology, it is not a 
technology issue. It is an all-of-America economic issue. In fact, 
America has a significant economic comparative advantage in dig-
ital trade and cross-border data flows. Ms. Espinel mentioned cloud 
servers. Seventeen of the top 20 cloud companies in the world are 
based here in the United States. 

What is the state of play? Most countries around the world see 
that comparative advantage and are unwilling to sit by and watch 
it continue to exist. In China, for example, we face a tapestry of 
rules that are aimed at undermining that comparative advantage, 
whether it is forced localization or check and IP transfer, source 
code transfers, we see that catching fire. So markets like Indonesia 
and Vietnam are doing the same. 

In other markets, including in some of our allies like Europe, we 
see some of the same. While the motivation may be quite distinct, 
the end result is the same, which is undermining the competitive 
advantage and comparative advantage of U.S. companies, and, 
from our perspective, doing damage to their own economy. 
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What can Congress do about it and what should it do? I endorse 
all of the things that Victoria mentioned, and would add two more. 
One is that Congress, in passing the bipartisan Trade Prioritization 
and Accountability Act, TPA, made the point that digital trade 
should be a point of emphasis. While we have a number of trade 
agreements that are progressing today, where the opportunity ex-
ists to advance digital trade, whether that is in NAFTA, which we 
strongly support and hope the administration will as well, or in the 
efforts around the KORUS Agreement, and upgrading that agree-
ment as well, which we also view as incredibly important, the op-
portunity exists to make sure that we continue to advance our com-
petitive advantage in American interests in a way that is fair. 

The second is that acting in America’s interests means, in this 
instance, working with the rest of the world. And so, second, we 
have an opportunity here to provide global leadership on what the 
rules of the road should be on digital trade and cross-border data 
flows. The President has announced that he is heading to China in 
November. That is an opportunity to work with the Chinese to 
bring them onboard to following global rules around digital trade. 

We are hopeful that in working with Congress and working with 
the administration, we can ensure that this issue, which is so fun-
damental to America’s leadership in the world, is prioritized but 
also acted on appropriately. 

Thank you for the time. 
[The prepared statement of Mr. Garfield follows:] 

VerDate Nov 24 2008 08:39 Feb 15, 2018 Jkt 037690 PO 00000 Frm 00027 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-66 CHRIS



24 

VerDate Nov 24 2008 08:39 Feb 15, 2018 Jkt 037690 PO 00000 Frm 00028 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-66 CHRIS 27
65

2.
01

4

Testimony of Dean Garfield 
President and CEO, Information Technology Industry Council (ITI) 

Hearing on Effects of Digital Trade on U.S. Businesses 

Before the Subcommittee on Digital Commerce and Consumer Protection 
Committee on Energy & Commerce 

October 12, 2017 

Chairman Latta, Ranking Member Schakowsky, and Distinguished Members of the Subcommittee on 

Digital Commerce and Consumer Protection, thank you for the opportunity to appear before you today to 

discuss the critical importance of digital trade to U.S. innovation, competitiveness, job creation, and 

economic growth. As the Subcommittee with jurisdiction over non-tariff trade barriers, which most digital 

trade barriers are, we appreciate your leadership in engaging on these issues as the U.S. seeks to modernize 

the North American Free Trade Agreement and examines other trade agreements that were completed prior 

to the internet playing the role in the economy that it does today. 

IT! is the global voice of the tech sector and we appreciate the opportunity to provide testimony on global 

digital trade. IT! members participate in and power digital trade across the globe. They manufacture 

hardware, develop software, create online content and platforms, provide services, and are key partners of 

companies of every size and across every industry that rely on digital technologies to further their business 

operations. Governments are also increasingly important customers for our members, as technology allows 

governments to reach more citizens with services and creates efficiencies within their operations. As the 

premier advocacy and policy organization for the world's leading innovation companies, IT! navigates the 

relationships between policymakers, companies, and non-governmental organizations, providing creative 

solutions that advance the development and use ofteclmology around the world. ITI's testimony will focus 

on describing: I) "digital trade," 2) its importance to the U.S. economy, 3) risks to digital trade, and 4) ideas 

for maximizing the benefits of digital trade to the U.S. economy, companies, and workers. 

1 
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What is "Digital Trade?" 

It is important to be clear about what we mean when we say "digital trade." The U.S. International Trade 

Commission (ITC) defines "digital trade" as "U.S. domestic commerce and international trade in which the 

Internet and Internet-based technologies play a particularly significant role in ordering, producing, or 

delivering products and services." In my view, the definition is both more basic and more expansive. Digital 

trade is simply any economic activity involving the movement of digital information (or "data") across 

borders. 

In other words, digital trade is exceptionally broad. Technology companies such as IBM, Microsoft, and 

Intel rely on cross-border data flows to address important objectives, such as improving public health, 

environmental stewardship, and connecting devices and people. It occurs when one purchases goods and 

services from an online retailer in another country, such as Uniqlo, a clothing company in Japan. It occurs 

when companies send digital information around the world to manage their businesses, such as Rio Tinto, 

the global mining company, which uses data to coordinate its global operations and relationships with its 

customers. It occurs when service providers sell their products electronically to overseas customers, such 

as when an insurance company underwrites life insurance policies for people in other countries. And it 

occurs when an individual in the European Union downloads smart phone applications developed in the 

United States. In other words, in 2017 digital trade happens all the time, every day, in a multitude of ways 

in all sectors ofthe economy and depends implicitly on the movement of digital information across borders. 

Why is Digital Trade Important to the U.S. Economy? 

The United States benefits greatly and disproportionately from digital trade. The ITC has estimated that 

U.S. GDP increased between $517 billion and $710 billion (3.4 to 4.8 percent) in 2011 as a result of digital 

trade, and that digital trade helped create 2.4 million jobs in the United States the same year.' The ITC also 

1 See U.S. International Trade Commission (lTC), Digital Trade in the U.S. and Global Economies, Part 2, (U.S. lTC, 

2 
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found that, in 2012, small and medium-sized enterprises (SMEs) sold some $227 billion in goods and 

services online. At the end of September, the lTC issued another report on global digital trade that revealed 

even more about the importance of digital trade to the United States: 

Global digital trade is growing quickly as Internet usage is increasingly cloud-based. Four 

U.S. companies (Amazon, Microsoft, Google, and IBM) are the top global providers of cloud 

computing services. The United States ($44 billion), EU ($15 billion), and China ($1.3 billion) 

spent the most on public cloud computing services in 2015. 

Global e-commerce grew from $19.3 trillion in 2012 to $27.7 trillion in 2016. Business to 

Business (B2B) e-commerce makes up more than 86 percent of that total. Top Business to 

Consumer (B2C) e-commerce markets in 2015 were China ($767 billion) and the United States 

($595 billion). 

Internet usage is increasingly moving to the cloud. Using industry data, the Commission 

estimates that 70 percent of all 2015 global Internet traffic went through cloud data centers-a 

striking increase from 20 II, when only 30 percent went through those centers. 

The United States is the largest market for cloud services and home to some of the largest cloud 

service providers. U.S. firms such as Amazon Web Services, Google Cloud Platform, Microsoft 

Azure, and IBM Rackspace are the largest providers of cloud services for the global market, which 

had total estimated revenues of$89.9 billion in 2016. 

Global e-commerce grew from $19.3 trillion in 2012 to $27.7 trillion in 2016. Business to 

Business (B2B) c-commerce makes up more than 86 percent of that total. Top Business to 

Consumer (B2C) e-commerce markets in 2015 were China ($767 billion) and the United States 

($595 billion). 

The most important message I would like to convey to you today is that the internet, digital technologies, 

and, therefore, digital trade, are fundamental to the competitiveness and success of U.S. companies in all 

August 2014), http://www.usitc.gov/publications/332/pub4485.pdf. 
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sectors and of all sizes, to making international trade and the global economy more inclusive, and to making 

people's lives better. The international flow of data contributed $2.8 trillion to the global economy in 2014, 

a figure that could reach $11 trillion by 2025, according to McKinsey Global Institute. Digital trade is not 

just a tech sector issue, it's a whole of economy issue, and will only grow in significance as more companies 

use digital technologies to access markets, interface with customers, and innovate. 

While the economic value generated by technology companies is incredibly significant (they employ over 

6.9 million Americans- 5 percent of private sector employment and account for 7.5 percent of U.S. 

GOP), digital trade often has its greatest impacts in business-to-business contexts, outside of the technology 

sector. Technology products and services that underpin digital trade drive growth and job creation in 

virtually every sector of the economy. 

The U.S. Congress has recognized the importance of digital trade in many forms, most importantly when it 

enacted the Bipartisan Congressional Trade Priorities and Accountability Act of2015 ("TPA"). As a whole, 

it was the first TPA bill that recognized the impact the internet has had on the U.S. economy and the 

significant competitive advantage for U.S. companies provided by minimizing barriers to the trade and 

export of digital goods and services. The 2015 TPA bill acknowledged the central importance of digital 

trade and cross-border data flows to the U.S. economy by recognizing them as "principal trade negotiating 

objectives." In addition to protecting cross-border data flows, TPA gave specific direction to U.S. 

negotiators in several areas impacting digital trade, including modernized intellectual property and trade 

secrets protections, protections on requirements to transfer technology or source code, and the treatment of 

digital goods at the border. 

Business owners across the U.S. economy - whether in the automotive, construction, energy, financial 

services, hospitality, manufacturing, retail, or other sectors rely on cross-border data flows to run their 

businesses. 

4 
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Let me give a few concrete examples of companies using our technologies and innovations in their business 

operations: 

Caterpillar: Caterpillar, a leading manufacturer of machinery and engines used in industries, 

established its fleet management solution to increase its customers' performance and cut costs. Sensor-

enabled machines transmit performance and terrain information to Caterpillar's Data Innovation Lab 

in Champaign, Illinois where data can be analyzed, enabling Caterpillar and its customers to remotely 

monitor assets across their fleets in real time. This also enables Caterpillar and its customers to diagnose 

the cause of performance issues when things go wrong. For example, truck data at one worksite showed 

Caterpillar that some operators were not using the correct brake procedures on a haul road with a very 

steep incline. Retraining the operators saved the customer about $12,000 on the project, and company-

wide driver incidents decreased by 75 percent.2 

• AeroFarms: New Jersey-based AeroFarms utilizes 95 percent less water than traditional farms by 

growing an array of lettuces and herbs in indoor vertical farms that can be located near highly 

populated cities such as Newark. The innovative company can also grow 100 times more kale, 

arugula, and watercress than your traditional farm that relies on sunlight and soil. With a pilot project 

in the Middle East under their belt and the support of 118 employees, the company is expanding 

domestically and is just beginning their global journey. Aero Farms is in the midst of developing 

vertical farms throughout the United States and across 4 continents with China and the United Arab 

Emirates as their areas of focus at the moment. The internet plays an integral part in facilitating 

AeroFarms' ability to deliver its innovative technology on a global basis. The vertical growing towers 

function more like data centers than farms. They are filled with sensors that capture data during every 

step in the planting process, which are used to perfect growth algorithms·. AeroFarms' marketing team 

2 Information Technology and Innovation Foundation testimony at the House Ways and Means Trade Subcommittee 
Hearing on "Expanding U.S. Digital Trade and Eliminating Barriers to Digital Exports": 
https:l lwaysandmeans.house.govlwp-contentluploads/20 16107/20 160713TR -Atkinson-Testimony .pdf 
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manages its company Facebook, Twitter, Linked In and YouTube presence, which easily attracts 

interest from the media and customers. Restaurateurs and chefs share on AeroFarms' website and 

Facebook page how they have converted to using "Dream Greens," the company's new retail brand of 

locally-grown, pesticide-free, non- GMO baby greens.3 

Merck: Merck has partnered with Numerate, a technology platform company leveraging proprietary 

algorithms alongside the power of cloud computing to transform the drug-design process, in order to 

generate novel small-molecule drug leads for an undisclosed cardiovascular disease target. 

Numerate's algorithms provide predictive models for molecular properties with accuracies 

comparable to laboratory testing, enabling scientists to search through billions of compounds to 

rapidly and efficiently identify those with the highest probability of activity against a specific target. 

This type of computational bioscience combines knowledge of the biocode with exploding empirical 

data to clear the way for scientists to design new therapies in the cloud. Such approaches could 

dramatically reduce the cost of pharmaceutical development and greatly expand the number of 

therapies that can be created and tested by moving medical research away from a "hit-and-hope" 

world of trial-and-error guesswork.4 

The Interpublic Group of Companies: lnterpublic Group (lPG) is a global leader in modem 

marketing and advertising services, with more than 80 operating units and 47,000 employees in all 

major world markets. lPG is home to communications companies that provide consumer advertising, 

digital marketing, sports and entertainment marketing, public relations, and media services to many of 

the world's largest marketers. lPG Mediabrands, a division of the company, manages media strategy 

and placement services on behalf of clients, investing $37 billion in global media in more than 120 

countries. lPG Mediabrands relies on the free flow of data to identify advertising targets and media 

buys, develops the means by which to reach those targets, and evaluates the success of advertising 

3 Global Innovation Forum report on "The New Faces of American Trade'" 
http :II global innovationforum.com/flipbook/inc/pd f/GIF-New-Faces-US-Trade-20 17 -web. pdf 
4 Information Technology and Innovation Foundation report on "How Cloud Computing Enables Modem 
Manufacturing": http:/ /wwwZ.itif.org/20 l 7 -cloud-computing -enables-manufacturing. pdf 
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campaigns on behalf of its clients. lPG agencies work with clients around the world to evaluate and 

refine their global digital marketing and advertising campaigns by aggregating behavioral and 

demographic consumer information through regional processing centers. By coltecting performance 

metrics like the number of ad views and clicks, as well as social media presence (e.g., Tweets, 

Faccbook posts, blogs, Tumblr feeds, Linkcdln profiles), IPG agencies help their clients optimize and 

personalize the website advertisements shown to consumers across the world. 5 

In light of these examples, it is clear that U.S. companies and American workers have distinct competitive 

advantages in precisely the kinds of economic activities that digital trade facilitates: 

• The United States is a leader in creating new industries, and Internet-related technologies are no 

exception. Seventeen of the top 20 enterprise cloud computing companies are headquartered in the 

United States,' as are seven of the top I 0 Internet firms. 7 

• The United States excels in services, which are increasingly provided digitally. According to the 

Bureau of Economic Analysis (BEA)8, in 2014, exports of services that rely on information and 

communications technologies were $385.1 billion, and imports of such services were $230.9 billion, 

resulting in a trade surplus of $154.2 billion. U.S. firms and American workers are disproportionately 

successful in selling services - such as research and development services, professional and 

management consulting services, architectural and engineering services, industrial engineering, and 

training services- to customers outside the United States. 

5 Business Roundtable report on "Putting Data to Work": 
http://businessroundtable.org/sites/default!files/reports/BRT%20PuttingDataToWork.pdf 
6 See International Trade Administration (IT A), "20 15 Top Market Report Cloud Computing" (IT A, July 20 15), 
http://trade.gov/topmarkets/pdt/Cloud Computing Top Markets Report.pdf. 
7 See Shobhit Seth, "World's Top 10 Internet Companies," Jnvestopedia, March 4, 2015, 
http://www.investopedia.com/articles/personal-finance/030415/worlds-top-l 0-internet-companies.asp. 
8 https://www.bea.gov/scb/pdf/20 16/05%20May/0516 _trends_ %20in _us _trade_in _ict_serivces2.pdf 
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The United States dominates in products and services involving high proportions of intellectual 

property. According to the U.S. Patent and Trademark Office (USPT0)9
, total merchandise exports of 

!P-intensive industries increased to $842 billion in 2014 from $775 billion in 2010. Exports of service-

providing IP-intcnsive industries totaled about $81 billion in 2012 and accounted for approximately 

12.3 percent of total U.S. private services exported in 2012. 

U.S. manufacturers tend to rely on globally integrated business networks to design, produce, and deliver 

their products. U.S. companies use digital technologies to optimize their operations and produce world-

class products. 

U.S. small businesses are significant beneficiaries of digital trade. According to the Small Business 

Administration (SBJ\) 10, U.S. small businesses employ almost half of the U.S. workforce and create 

two-thirds of all net new jobs. U.S. small businesses are thriving on the digital platforms created by 

technology companies. For example, according to a study by eBay 11 , the cost of trading on eBay's 

online marketplace fell by 41 percent between 2005 and 2009, three times faster than the decline in 

costs for traditional trade. Over 90 percent of eBay's U.S. businesses trade across borders. More than 

80 percent of small businesses on eBay reach five or more markets. Amazon, for instance, now hosts 

some 2 million third-party sellers. In 2014, Face book estimated that 50 million SMEs are on its 

platform, up from 25 million in 2013. 12 

In other words, digital trade is about much more than technology policy. It is about how business is done 

in the 21" century and, by extension, the opportunities that we in the United States have to enable 

innovation, enhance competitiveness, create jobs, and power economic growth. Simply put, digital trade 

plays to our strengths. 

9 https://www. uspto.gov/ si tes/defau lt/fi les/documents/IPandtheUSEconomySept20 16 .pdf 
10 https://www .sba.gov /sites/default/files/advocacy /lssue-B rief-11-Small-Biz-Key-Players-International-Trade.pdf 
11 https://www.ebaymainstreet.com/sites/default/files/EBA Y _US-Marketplace"_ FINAL.pdf 
12 http://www.mckinsey.com/business-functions/digital-mckinsey/our-insights/digital-globalization-the-new-era-of­
global-flows 
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What are the Risks to Digital Trade? 

Just as opportunities for digital trade support U.S. competitiveness, job creation, and economic growth, 

barriers to digital trade threaten them. In recent years, governments around the world have adopted 

measures that interfere with the movement of data across borders, discriminate against U.S. firms, and, as 

a result, undermine U.S. economic interests. Such measures include: 1) restrictions on cross-border data 

flows; 2) requirements to localize data, production, or facilities; 3) mandates that companies transfer 

technology, such as source code, algorithms, or encryption keys; 4) stripping of "intermediary liability" 

protections, making online services liable for the conduct of third parties that they do not control; 5) the 

imposition of tariffs, taxes, and other charges on data flows or digital products; and 6) the extension of 

telecommunications and broadcasting regulatory requirements to online services. 

Both lTl members and companies across the U.S. economy experience a wide-range of barriers to digital 

trade across the world that, taken together as a whole, make the internet less global and open, restrict cross­

border data flows, and, therefore, reduce U.S. competitiveness. 

A globally competitive technology sector that benefits the U.S. economy, businesses, and workers depends 

on preventing, reducing and eliminating these barriers, either through negotiation or enforcement of existing 

rules. The primary type of barrier to digital trade we have identified is the data localization requirement 

(see Exhibit A, a time series chart that demonstrates the steep rise in these requirements), for example in 

China, Indonesia, Nigeria, Russia, Turkey, and Vietnam. Our IT! Snapshot of Data Locali7.ation 

Requirements 13 (see Exhibit B) lists 18 data localization measures in force and six potential measures. The 

Information Technology and Innovation Foundation (ITIF) found data localization requirements in force in 

13 https://www.itic.org/public-policy/SnapshotofDataLocalizationMeasures 1-19-2017 .pdf 
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36 countries around the world. 14 The European Center for International Political Economy (ECIPE) has 

identified 22 data localization measures in force in European Union Member States and 35 restrictions on 

data usage that could indirectly localize data within EU Member States." The economic impact of these 

measures is clear: data localization requirements increase costs for local companies by 30-to-60 percent 

according to a 2015 study by the Leviathan Security Group. 16 ECIPE estimates that these measures also 

detract from GDP growth, productivity, and competitiveness in the economies implementing themY 

The problem is not that governments are seeking to address the public policy issues raised by an 

increasingly digital world. Indeed, many of the stated motivations behind governments' policy choices are 

legitimate ones. It is appropriate, for example, for governments to work to ensure national security and 

public safety, support economic growth and job creation, and protect people's privacy and personal 

information. The problem is that, even when they have the right motivations, governments are too often 

pursuing the wrong policies. In other cases, governments are using legitimate motivations as smokescreens 

for protectionist efforts to advantage their own firms. 

Consider the steps that China has taken in recent years to interfere with the activities of U.S. technology 

finns. For the purported reason of protecting its national security, China has in a few short years enacted a 

tapestry of laws, regulations, and unwritten rules that discriminate against foreign companies and 

effectively extract their intellectual property for national use. Chinese policies and practices violate virtually 

every "best practice" of digital trade. They restrict cross-border data flows, require the localization of data 

and facilities within the country, mandate the disclosure of source code and other proprietary knowledge as 

a condition of doing business, and otherwise put a thumb on the scale in favor of Chinese firms. 

14 http://www2.itif.org/20 17-cross-border-data-flows.pdf/_ga=2.142742901.1791787411.1493816527-
1581443156.14672201 03 
1 5 http://ecipe.org/app/up loads/20 16/ 12/U nleashing -Internal-Data-Flows-in-the-BU. pdf 
16 http://www.leviathansecurity.com/bloglquantitying-the-cost-of-forced-localization 
17 http://www.ecipe.org/app/uploads/2014/12/0CC320 14_l.pdf 
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Or take the example of the many developing countries that are restricting data flows and requiring 

localization measures in hopes that this will stimulate their domestic economic development: 

A number of Indonesian measures, including its "Information and Electronic Transaction Law" and 

"Government Regulation 82," require that any company providing internet-enabled services to· locate 

its data centers domestically. 

Nigeria's "Guidelines for Nigerian Content Development in ICT" require that all consumer and 

subscriber data collected by companies in Nigeria be hosted within Nigeria. 

Vietnam's Decree on lnfonnation Technology Services mandates that companies that provide internet­

enabled services maintain at least one server within the country. 

With such measures, governments not only work against their own economic policy interests by depriving 

their firms, workers, and consumers of cutting-edge technologies, products, and opportunities, they also 

effectively prevent American companies and small businesses from selling their products and services to 

hundreds of millions of people overseas. 

A final example concerns the recent efforts of the European Union (EU) and the United States to agree on 

a mechanism for transatlantic data transfers. Like the United States, the EU has an admirably high level of 

legal protection for personal data, and it understandably wants to ensure that EU citizen data is appropriately 

protected when it is sent to third countries. Also like the United States, EU companies and citizens benefit 

greatly from the economic opportunities that cross-border data flows provide. Yet instead of agreeing to 

international rules guaranteeing cross-border data flows - subject to thoughtful, targeted exceptions to 

protect personal information- the EU seeks a blanket exemption of its data protection laws from any trade 

rules. It also maintains dozens of poorly justified data localization measures across its Member States. The 

effect of the EU's policies and practices on data is to create great uncertainty on the part of companies, 

11 
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many of which are based in the United States, regarding whether it will be legal or practical to move data 

across the Atlantic. 

What can we do to Maximize the Benefits of Digital Trade to the United States? 

We are at an inflection point in our policy choices about digital trade. Given the rapid pace of technological 

innovation, governments around the world are having to make choices about the regulatory structures that 

they want for the movement of digital information across borders. In our view, as discussed above, many 

governments are making the wrong choices. Whether for valid reasons or as pretexts for protectionism, 

many economies are imposing barriers to the movement of data and related economic activity that not only 

harm their own growth and development prospects, but also undermine the competitiveness of U.S. 

companies and the living standards of American citizens. 

The United States has an opportunity to show global leadership in crafting policy environments that support 

cross-border data flows, open markets, and enhance economic opportunity at home and around the world. 

Congress has a critical role to play in effectuating this leadership, not only because of its constitutional 

authority over international trade but also because it has done so before. The general policy recipe that 

Congress has articulated in recent years is the right one, and both Members of Congress and their staffs are 

well-positioned to provide the kinds of oversight and support that a well-designed U.S. policy on digital 

trade demands. 

Conclusion 

In that regard, it is worth recalling the three broad priorities that we identified for the Administration earlier 

this year, priorities that we would welcome Congress' support in pursuing. 18 

18 https://www.itic.org/news-events/news-releases/iti-outlines-tech-sector-s-trade-priorities-to-us-trade­
representative-lighthizer 
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New Rules. A globally competitive technology sector that benefits the U.S. economy, businesses, and 

workers depends not only on the enforcement of existing trade rules, but also on the negotiation of new 

rules that reflect the fundamentally digital nature of our economy and that prevent or eliminate barriers 

to digital trade. Ideally, as the United States government and other governments address barriers to 

digital trade, whether through trade agreements or other policy mechanisms, they would work to 

establish new international norms that ensure that the internet remains free, open, and global, including 

allowing data to flow freely across borders; prohibiting tariffs or other taxes on cross-border data flows 

and digital products; prohibiting discrimination against new services that innovative companies using 

digital technologies provide; prohibiting requirements to localize data, production, or infrastructure; 

prohibiting forced transfers of technology, source code, algorithms, or encryption; and ensuring the 

adoption of strong intermediary liability protections. 

Enforcement. It is also critical that the U.S. government enforce U.S. trade agreements to ensure our 

companies and workers can compete fairly. The rules in our trade agreements should ensure that U.S. 

companies and workers are treated fairly and have an equal chance to compete in markets around the 

world. Enforcement of these rules is critical to U.S. industry. We, therefore, encourage an active and 

aggressive approach to enforcement of U.S. trade agreements, targeted at problems of significant 

concern. 

Resources. To advance successful negotiating and enforcement agendas, we advocate that the U.S. 

government increase its efforts and resources to support a digital agenda in U.S. trade policy. 

Specifically, we recommend that USTR elevate and increase its digital trade efforts by designating a 

senior official responsible for digital trade and adding resources at all levels of the agency. These 

steps would be commensurate with the large and growing impact of digital technologies on the global 

economy and U.S. competitiveness. Last year, the Departments of State and Commerce enhanced 

their support for the digital economy with their digital attache programs; we have encouraged 

expansion of these programs to more markets. These agencies also have specific responsibilities, 

including in administering the EU-U.S. Privacy Shield. USTR also took a complementary and 

13 
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important step of creating an internal working group on digital issues. More focus is needed, 

however, especially in light of the TPA negotiating objectives on digital issues; increasing evidence 

that technology can make trade more inclusive; and the growing barriers impeding trade in digital 

technologies. Given this Subcommittee's role in authorizing the Commerce Department's activities 

and budget, additional oversight in this area would be greatly appreciated. 

* * 

14 
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EXHIBIT A 

The evolution of data localisation measures 

ol~--------------~~~~ 1%1 1966 1976 1981 1986 1991 !996 2001 
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EXHIBITB 

Data Localization Snapshot 
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China 

China 

China 

China 

China 
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Indonesia 
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Korea 

Nigeria 

Russia 

Health Record Provision 

Two provincial personal information 
laws: Nova Scotia and British 
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Cyber-Security Low 
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Protection within Public and 
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Management Rules 
Population and Healthcare 
Information Management Measures 

Telecommunications Ac_z 

National Data Sharing and 
Accessibility Policy 

Regulation No, 82: Information and 
Electronic Transaction law 

Amendments to Certain Legislative 
Acts on lnformatization 

Act on the Establishment and 
Management of Spatial information 

Guidelines for Nigerian Content 
Development in ICT 

Federal Law 242-FZ 

16 

Current as of January 19, 2017 

This restricts the exportation of any 
personally identifiable health information. 

These two provincial laws restrict the exportation 
of any personal data collected by or for public 
bodies, 

This law contains broad requirements for local 
processing and storage of "important data" related 
to Chinese citizens and critical information 
infrastructure, 

This law prohibits the off-shore analyzing, 
processing, or storage of Chinese personal financial 
information. 

This standard prohibits the overseas transfer of 
data without express user consent or government 
permission, 

This law requires that all servers used for online 
publishing in China be located within China, 

These measures prohibit the overseas transfer of 
health and medical information. 

Amendments to this act require 
telecommunications providers to store meta data 
for a specified period of time within the borders of 
Germany, 

This policy requires all data collected using public 
funds to be stored within the borders of India, 

This law mandates that any company which 
provides internet enabled services directly to the 
consumer must locate their data centers within 
Indonesia, 
These amendments require that all personal data 
collected within Kazakhstan be stored within the 
country, 

This act, an update to a law which originated in the 
Korean War era, greatly restricts the cross-border 
transfer of mapping data, 
These guidelines require that all consumer and 
subscriber data collected by companies in Nigeria 
be hosted within Nigeria, 

This law requires that all data collected on Russia 
citizens be stored within Russia. 
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Russia 

Turkey 

United 
States 

Vietnam 

China 

China 

Indonesia 

Korea 

Saudi 
Arabia 

Vietnam 

Federal law 149+Z 

E-Payment Law 

DoD Interim Rule on Network 
Penetration Reporting aili! 
~OJlJLacting for ClouQ.~syice~ 

Decree of Information Technology 
Services 

Draft Supervision Rules on Insurance 
Institutions Adopting Digitized 
Operations 

Secure and controllable standards 

Draft Regulation Regarding the 
Provision of Application and/or 
Content Services Through the 
Internet 

Standards for Cloud Computing 
Services 

Proposed Regulation for Cloud 
Computing 

Draft OTT Circular 

17 

This law: 1) Requires any organization which 
"disseminates" information on the internet (email, 
messaging services, etc) must keep all metadata 
within Russia for 6 months; and 2) all bloggers with 
more than 3,000 followers must register with local 
authorities. 

This law requires companies that provide e­
payment services to conduct all data processing 
within the bord~rs ofTurkey. 

These rules require that all cloud computing 
service providers that work for the DOD to store 
DOD data within U.S. Territory. 

This law mandates that all companies that provide 
a range of different internet enabled services 
maintain at least one server within the borders of 

require 
by any insurance institution processing the 
personal data of Chinese citizens. Additionally, 
there are vague requirements for data residency 
that are yet to be defined. 

In addition to highly invasive IP disclosure 
requirements, the regulation also has a section 
that gives preferred status to companies that can 
have upfront design duplicated environment of 
CPUs located within China. 

This law has a vague requirement that OTT service 
providers place part of their data centers within 
Indonesia. 

These pre-announced standards would require all 
cloud computing providers place servers handling 
public data within the borders of Korea. 
This proposed regulation would require cloud 
service providers to store certain types of data 
locally based on a four tier data classification 
system. 
This draft law would require all OTT service 
providers to locate at least one server in Vietnam. 
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Mr. LATTA. Thank you very much for your testimony. 
And, Ms. Daskal, you are recognized for 5 minutes. Thanks 

again. 

STATEMENT OF JENNIFER DASKAL 

Ms. DASKAL. Thank you. Chairman, ranking member, and mem-
bers of the committee, thank you for inviting me to testify here 
today. 

The free movement of data, as we have heard, is critical to eco-
nomic growth, has benefits for data security, and promotes privacy, 
speech, and associational rights. Yet increasingly, states are adopt-
ing a range of measures that restrict data flows to the United 
States and elsewhere and adopting costly data localization require-
ments pursuant to which companies must store data locally. 

Many of these restrictions are directed specifically at the United 
States or adopted in direct response to concerns about U.S. policies 
and market power. The motivating factors are multiple, including 
fears about the scope of U.S.-foreign intelligence surveillance, con-
cerns about the adequacy of U.S. consumer privacy protections, a 
desire by foreign governments to ensure access to data that they 
seek for law enforcement investigations, and sheer protectionism. 

There is, as a result, no single, all-encompassing solution. But 
there are also, nonetheless, important steps that the United States 
can and should take to address some of these motivating factors 
and promote a free and open internet. Specifically, I identify four 
key areas for reform. 

First, improvements to key foreign intelligence surveillance rules 
so as to better promote both privacy and the free flow of data, 
while also continuing to protect national security. Second, the adop-
tion of enhanced consumer privacy protections. Third, reforms to 
U.S. law to better facilitate law enforcement access to data across 
border, consistent with baseline substantive and procedural protec-
tions. And, fourth, the use of trade policy has been discussed al-
ready to preclude data localization mandates and impose penalties 
on those who engage in digital protectionism. 

In my written testimony, I go into detail in all of these areas. 
But given my limited time here, I am going to focus on two: sur-
veillance policy and law enforcement access to data across border. 

As we have already heard, in 2015, the European Court of Jus-
tice sent shockwaves to the business community by striking down 
the then-in-place Safe Harbor Framework given, primarily, con-
cerns about U.S. foreign intelligence surveillance. The Framework 
had been relied on by close to 5,000 companies to support the 
transfer of data from the EU to the United States. 

The Safe Harbor Framework, as we have also heard, has now 
been replaced by Privacy Shield, which just underwent its first re-
view. But both Privacy Shield, and an alternative basis for allowing 
such transfers of data from the EU, what is known as standard 
contractual clauses, are now subject to legal challenge. And, in fact, 
just 2 weeks ago, the Irish High Court referred one of those chal-
lenges back up to the European Court of Justice based on ‘‘well- 
founded’’ concerns about the scope of U.S. surveillance and account-
ability mechanisms. If these bases for transferring data from the 
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EU to the United States are struck down, it would be devastating 
to the free flow of data and to United States’ businesses. 

There are, however, reforms that Congress can and should push 
that would help respond to these concerns. In fact, the House Judi-
ciary Committee’s USA Liberty Act, introduced earlier this week, 
includes several such important reforms. Importantly, it codifies an 
already implemented restriction on so-called about communications 
pursuant to which communications that are about a foreign target 
and not just to or from the foreign target can be acquired. This 
kind of about collection yields large quantities of incidental collec-
tion on those that wouldn’t be otherwise legitimate targets and is, 
thus, a source of concern. 

The bill also sets up new transparency and accountability mecha-
nisms, and, importantly, it includes improvements to the Privacy 
and Civil Liberties Oversight Board, which would allow it to better 
function. This board plays an important role in overseeing surveil-
lance, policies, and, importantly, from a European perspective, re-
viewing complaints made by EU citizens regarding U.S. national 
security surveillance. It is now down to one member, so it can’t cur-
rently function. So Congress also should push the administration 
to move forward the other four nominees needed to fill this board. 

Secondly, Congress should also respond to the legitimate con-
cerns of foreign law enforcement officers that find themselves sub-
ject to lengthy delays in accessing emails and other communication 
content of their own nationals in the investigation of local crime 
based simply on the fact that some of the data is U.S. held. Nota-
bly, the Obama administration, and again the Trump administra-
tion, have sent up legislation to Congress that would ease some of 
those restrictions and facilitate access to cross-border data for law 
enforcement investigations, subject to important baseline sub-
stantive and procedural protections. This is something that should 
be supported. 

Collectively, these reforms are important to help ensure the free 
flow of data, to promote the U.S. in the global economy, and to pro-
tect data security and data privacy. 

Thank you. 
[The prepared statement of Ms. Daskal follows:] 
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Chairman Latta, Ranking Member Schakowsky, and Members of the Committee, 
thank you for inviting me to testifY. 

The free movement of data across borders is critical to economic growth, has 
benefits for data security, and promotes privacy, speech, and associational rights. Yet, 
increasingly states are adopting a range of measures that restrict data flows to the United 
States and elsewhere and adopting costly data localization mandates, pursuant to which 
companies must store data locally. 1 Such restrictions on the free movement of data harm 
U.S. business interests, undermine the growth potential of the Internet and thus the global 
economy, and undercut both data security and privacy. 

International data flows increased world GDP by 10 percent compared to a world 
without such flows, according to a recent McKinsey report.2 The benefits for the United 
States are particularly strong. The U.S. International Trade Commission reports that 
digital trade-loosely defined as economic activity involving Internet technology and the 
cross-border movement of data-increased U.S. GDP by 3.4-4.8 percent in 2011, 
resulting in a significant increase in wages. 3 Restrictions on the free flow of data threaten 
this important source of economic growth. 

Data security is also put at risk when service providers are forced to store all data 
on local servers, rather than distribute the data across different storage sites in multiple 

1 See, e.g., Anupam Chander & Uyen P. Le, Data Nationalism, 64 EMORY L. J. 677 (2015) (detailing a 
range of localization mandates); ALBRIGHT STONEBRIDGE GROUP, DATA LOCALIZATION: A CHALLENGE TO 
GLOBAL COMMERCE AND THE FREE FLOW OF INfORMATION (Sept. 2015), 
http://www.albrightstonebridge.com/files/ASG%20Data%20Localization%20Report%20-
o/.SWS~dW~!l.l\S.paiSAN LUND, JACQUES BUGHIN, JONATHAN WOETZEL, KALIN STAMENOV, & 
hb!RuvAiillllNM&.i)I'Drul;r A'l!J!Gltoil.A!Nl'J4\ ~CI85E!NJDMIJII.j<ACJI8Jl\"filtooM!~ ID\.(Mc.Kl'Fl:ldj!NillQb&l 
ThsRtllVe,DllaliGRlQID)piii:ttp:&wW\lll~:cWlllllfub!!ioo;IS:liarrolidilWiigitall'm:~kms<Hl/<(M~/<fillribll 
globalization-the-new-era-of-global-flows. 
3 U.S. INT'L TRADE COMMISSION, DIGITAL TRADE IN THE U.S. AND GLOBAL ECONOMIES, Part 2 13 (Aug. 
2014 ), https://www.usitc.gov/publications/3321pub4485.pdf. 

2 
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locations.4 Localization mandates also can result in business being shifted from major 
online providers to smaller local equivalents. This too can create additional security risks. 
Smaller, local providers often have weaker security protections than major multinational 
companies with the resources to respond to increasingly sophisticated cyber thieves.5 

Moreover, whereas data localization mandates are often described as a means of 
protecting privacy, they often have the converse effect. They provide a means for 
repressive regimes to keep tabs on citizens and residents in ways that can stifle dissent­
or worse. 

Such restrictions on the free flow of data are often directed specifically at the 
United States or adopted in direct response to concerns about U.S. policies and market 
power. The motivating factors are multiple-including fears about the scope of U.S. 
foreign intelligence surveillance, concerns about the adequacy of U.S. consumer privacy 
protections, a desire by foreign governments to ensure their own ability to access sought­
after data, and sheer protectionism. There is, as a result, no single, all-encompassing 
solution. But there arc nonetheless important steps that the United States can take to 
address some of the motivating forces and thereby promote a free and open Internet. 

In what follows, I suggest four areas of reform designed to address each of the 
key concerns motivating such restrictions. 

1. Surveillanf_'<_Reform 

Concerns about the reach of U.S. foreign intelligence surveillance have led 
foreign governments and foreign-based customers to seek out non-U.S.-based companies 
to manage their data and to insist on data localization-with significant costs to the U.S. 
tech industry.6 In 2015, the European Court of Justice (ECJ) sent shock waves through 
the business community in the United States and Europe by striking down the then-in­
place Safe Harbor Framework, largely due to concerns about U.S. intelligence 
surveillance in the wake of the Snowden revelations. 7 The Safe Harbor Framework had 
been relied on by well over 4,000 companies as a means of assuring (via a self­
certification process) that they had "adequate" privacy protections in place as required by 
EU law, and thereby permitting the transfer of personal data from the EU to the United 
States. 

4 See DANIEL CASTRO, THE FALSE PROMISE OF DATA NATIONALISM 1 (Info. Tech. & Innovation Found., 
Dec. 2013), 
http://www2.itif.org/2013-false-promise-data-nationalism.pdf ("The notion that data must be stored 

domestically to ensure that it remains secure and private is false"). 
5 See Chander & Le, supra note I, at 719. 
6 See, e.g., Claire Cain Miller, Revelations ofN.S.A. Spying Cost U.S. Tech Companies, N.Y. TIMES, Mar. 
21, 2014; DANIEL CASTRO & ALAN MCMCQUINN, BEYOND THE USA FREEDOM ACT: How U.S. 
SURVEILLANCE STILL SUBVERTS U.S. COMPETITIVENESS (Info. Tech. & Innovation Found., June 2015) 
https:/ /www .scribd.eom/embeds/268099469/content?start page= I &view mode=scroll&show recommend 
ations=true (asserting that concerns over U.S. surveillance practices in wake of the Snowden revelation arc 
likely to cost the U.S. tech sector more than $35 billion). 
7 See Case C-362114, Maximillian Schrems v. Data Prot. Comm'r, 2015 E.C.R., , 94-
95, http://curia.europa.eu/juris/documentldocument.jsf?docid= l69!95&doclang=EN. 

3 
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The subsequently negotiated Privacy Shield Framework is currently relied on by 
approximately 2,500 companies as a basis for engaging in the cross-continental transfer 
of personal data.8 A range of companies also rely on what are known as standard 
contractual clauses, which offer an alternative means of establishing the legality of such 
transfers.9 But both Privacy Shield and standard contractual clauses are subject to legal 
challenge as well-based on ongoing concerns about the reach of U.S. surveillance. 10 In 
fact, just two weeks ago, the Irish High Court concluded that there are "well founded 
concerns" about the adequacy of the privacy protections provided for by standard 
contractual clauses. The Irish Court focused on the reach of U.S. foreign intelligence 
surveillance and the perceived absence of effective remedies. 11 The case has now been 
referred to the ECJ. 12 

Meanwhile, several Members of the European Parliament also have expressed 
concerns about both the scope of U.S. surveillance and the absence of sufficient 
accountability mechanisms for EU citizens. 13 An expert group of European privacy 
officials have raised concern about bulk surveillance by the United States and the failure 
to staff the Privacy and Civil Liberties Board (PCLOB), which provides important 
oversight of U.S. surveillance policies and practices. 14 An ECJ ruling or broader policy 
determination that U.S. legal protections are inadequate to support cross-continental 
transfers of personal data would be devastating to the free flow of data from the EU to the 
U.S. and to U.S. businesses. 

Some of the EU's critiques reflect a miseharacterization of U.S. policies and 
practices and elide key changes to US surveillance policies and practices over the past 
several years. These include the passage of the Judicial Redress Act, which extends 
protections of the Privacy Act of 1974 to the citizens of the EU and other designated 
foreign countries; 15 the passage of USA Freedom Act, which put an end to the 
government's bulk collection of domestic telephony metadata, requires declassification 
reviews of significant Foreign Intelligence Surveillance Court (FISC) opinions, and 

8 See Sam Schechner, Europe's Top Court to Review Privacy, WALL ST. J. (Oct. 4, 20 17). 
9 Other possible mechanisms for supporting the cross-continental transfer of personal data include consent 
by the data subject (although the standard for finding valid consent can be hard to meet); binding corporate 
rules (although these only permit intra-corporation transfers and do not allow transfers to unaffiliated 
entities, such as customers and suppliers); and reliance on approved codes or conduct. See Lothar 
Determan, Brian llengesbaugh & Michaela Weigl, The E.U.-U.S Privacy Shield Versus Other EU Data 
Transfer Compliance Options, BLOOMBERG BNA (Sept. 12, 2016) (detailing various transfer options), 
10 See Case T-670/16, Dig. Rights Ireland v Comm'n, 2016 O.J. (C 410) 26; Data Prot. Comm'r v. 
Facebook Ireland Ltd, & Maximillian Schrems (Schrems II), [2017]2016 No. 4809 P (H. Ct) (lr.) (Oct. 3, 
20 17), hltps://iapp.org/media/pdf/rcsourcc _ center/lrishi!C-Fb-Schrems-decision-1 0-17.pdf (referring case 
to ECJ). 
11 Schrems II, [20 17] 2016 No. 4809 Pat ,I 334. 
12 Id 
13 See European Parliament resolution of 6 April 201 7 on the adequacy of the protection afforded by the 
EU-US Privacy Shield, (2016/3018(RSP)), http://www.europarl.europa.eu/sides/getDoc.do?pubRef=­
//EP//NONSGML+TA+P8-TA-2017-013l+O"DOC+PDF+VO//EN. 
14 See Article 29 Data Protection Working Party, Press Release, Preparation of the Privacy Shield annual 
Joint Review (13 June 2017). 
15 Judicial Redress Act of2015, Pub. Law No. 114-126 (2016). 
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mandates enhanced transparency about Foreign Intelligence Surveillance Act (FISA) 
collection; 16 and adoption of new executive branch guidance designed to better protect 
the privacy interests of foreigners. 17 

But ongoing concerns about the perceived overreach of U.S. foreign intelligence 
collection and the sufficiency of accountability mechanisms loom large, and there is more 
that Congress can do to assure the EU and other key allies that their concerns are being 
taken into account. Specifically, Congress can and should push for the following key 
reforms. Together, they will help assure foreign governments that the United States 
adequately protects the privacy interests of their citizens and residents and thereby better 
protect the free flow of data from the EU and elsewhere. 

First, with section 702 of the Foreign Intelligence Surveillance Act of2008 set to 
sunset this December, Congress should take this opportunity to implement additional 
protections designed to better safeguard privacy, consistent with the government's 
intelligence needs. 18 Among other reforms, Congress should codifY the end to the 
collection of"about" communications-something the executive branch has already put a 
stop to as a matter of policy. 19 As the terminology suggests, an "about" communication 
contains a reference to (is "about") an email or phone number associated with a particular 
target, rather than being directly to or from the target's email or phone number. It thus 
sweeps in a significant amount of incidental collection on those that would not otherwise 
be deemed legitimate, direct targets of such collection. 

Notably, the House Judiciary Committee's recently released USA Liberty Act 
includes an eight-~ear prohibition on "about" collection; this is something that should be 
widely supported. 0 Other provisions of the USA Liberty Act require enhanced reporting 
and accountability measures, mandate the appointment of amicus curiae to the FISC to 
assist in the issuance of 702 certifications, and put in place improvements to the Privacy 
and Civil Liberties Oversight Board (discussed in more detail below); these too deserve 
wide support. 21 Such reforms would help to ensure the EU and other foreign 
governments that U.S. surveillance programs are subject to enhanced accountability 

16 USA FREEDOM Act of2015, Pub. Law No. 114-23 (2015). 
17 See WHITE HOUSE, PRESIDENTIAL POLICY DIRECTIVE-SIGNALS INTELLIGENCE ACTIVITIES § 4 (Jan. 17, 
20 14 ), https://obanl!l'!Y_hitehouse.iiJchives. gov lthe-press-office/20 1410 Ill 7/presidential-policy -directive­
signals-intelligence-activities [hereinafter PPD-28]. 
18 The 702 program authorizes the National Security Agency to, pursuant to Foreign Intelligence 
Surveillance Court approval of minimization and targeting procedures, acquire the communications of 
foreigners located outside the United States for the purposes of gathering foreign intelligence information. 
For a detailed analysis of the program. For an excellent overview of the 702 program, see PRIVACY & C.L. 
OVERSIGHT BD., REPORT ON THE SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702 OF THE 
FOREIGN INTELLIGENCE SURVEILLANCE ACT (July 2, 2014), http://www.pclob.gov /library/702-Report.pdf. 
19 See Charlie Savage, N.S.A. Halts Callection of Americans' Emails About Foreign Targets, N.Y. TIMES 
(Apri128, 2017). 
20 H.R. 3989, 1151

h Cong. § 102(a)(2) (2017). 
21 Additional reforms, some of which are also included in the USA Liberty Act, are also needed to protect 
the Fourth Amendment interests of U.S. persons, including limits on FBI searches of the databases for U.S. 
person information. Here, however, I am focused on reforms that would provide protections for U.S. 
persons and foreigners alike, consistent with the goal of promoting the free flow of data. 
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mechanisms and thus help preserve the free flow of data. 22 

Second, Congress should mandate what Presidential Policy Directive 28 (PPD-28) 
docs as a matter of policy. PPD-28 was issued by President Obama in response, in large 
part, to foreign government concern about the scope of US surveillance and applies to all 
signals intelligence activity (not just that covered by 702). Specifically, Congress should 
codifY the requirement that "signals intelligence activities . . . include appropriate 
safeguards for the personal information of all individuals, regardless of the nationality of 
the individual to whom the information pertains or where that individual resides." 
Congress should also codifY the presumption (taken from PPD-28) that protections for 
personal information collected through signals intelligence apply to U.S. citizen and 
foreign data alike: "To the maximum extent feasible consistent with the national 
security, these policies and procedures [designed to safeguard personal information) are 
to be applied equally to the personal information of all persons, regardless of 
nationality. "23 

Third Congress should work with the administration to reinvigorate and put in 
place improvements to the Privacy and Civil Liberties Oversight Board (PCLOB). 
Created in 2007 and first operational in May 2013, the PCLOB provides oversight over 
foreign intelligence collection so as to ensure that such actions are balanced with the need 
to protect privacy and civil liberties. The PCLOB's reports on both the telephony 
metadata program and the 702 collection programs have been highly influential­
providing some of the most extensive information about these programs and ultimately 
contributing to the dismantling of the bulk collection of telephony metadata. 24 Of 
particular importance, the PCLOB has been designated as the review body for complaints 
referred by the Privacy Shield ombudsman, a position set up in the wake of Privacy 
Shield to receive and review complaints regarding national security access to data 
transfeiTed from the EU to the US 

Now down to one board member, the PCLOB lacks a sufficient quorum (three out 
of the five members) to continue to function. In an encouraging sign, the administration 
has recently nominated a new PCLOB Chair. Congress should move quickly to hold 
hearings on the nomination, push for the nominations of other board members, and 
reinvigorate this critically important oversight body. The PCLOB's continued operation 
is something that can help ensure the continued vitality of Privacy Shield. 

In addition, Congress should adopt the provisions included in the bipartisan USA 
Liberty Act that ensure the board can carry out key functions even during a period of 
vacancy by the Chair and permit board members to engage in informal discussions 
without being subject to the requirements of the Sunshine Act. Meanwhile, the 

22 
H.R. 3989, supra note 20 §§ 103, 104, 107,201-203. 

23 PPD-28, supra note 17, at§ 5. 
24 See REPORT ON THE SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702 OF TilE FOREIGN 

INTELLIGENCE SURVEILLANCE ACT, supra note 18; REPORT ON THE TELEPHONE RECORDS PROGRAM 

CONDUCTED UNDER SECTION 215 (Jan. 23, 2014), https://www.pclob.gov/library/215-
report_ on_ the_ telephone _records _program.pdf. 

6 
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provlSions requmng that the Board hold public hearings, inform the public of its 
activities, make its reports public to the greatest extent possible should be kept intact. 25 

2. _(;_Qpsumer Privacy Protectkl.!! 

This summer's breach at Expcrian-pursuant to which the personal and 
confidential information of nearly half of the American's population was exposed­
highlights once again the need for better consumer privacy protections in U.S. law. 
Enhanced consumer privacy requirements are things that any company doing business in 
Europe will already be familiar with-given the requirements of EU's soon to be 
implemented General Data Protection Regulation (GDPR). The GDPR, which will go 
into effect in May 2018, applies to all companies that process the personal data of EU 
data subjects, regardless of the company's location and mandates an array of protections 
for consumer privacy?6 Enhanced consumer privacy protections will also help ensure the 
future of Privacy Shield-protecting it from legal and policy-related challenges. 

In other words, strengthening consumer privacy protections is not only good 
policy, but something that just about any company that wants to do business in the EU is 
going to have to implement anyway, will help ensure the future of Privacy Shield, and 
will help to disincentivize protectionist policies based on a claimed need to protect 
consumer privacy. 

I suggest three key reforms. 

First, Congress should pass a strong data breach notification statute. This should 
set a minimal floor, putting in place strict obligations for timely and rolling notification, 
while also permitting states to innovate and demand more.27 Pursuant to the GDPR, 
timely notification is something that companies doing business in Europe will already be 
required to do; breach notification to authorities is generally required within 72 hours, 
and notification to affected data subjects "without undue delay" in specified 
circumstances.28 The fact that Equifax took some six weeks and perhaps longer to notify 
its customers about the breach should remind Congress of the need for legislative action 
in this area. 

Second, Congress should enact a Privacy Act for the private sector-what has 
often been called a Consumer Bill of Rights. 29 Whereas the Privacy Act grants 

25 See 42 U.S.C. 2000ee(f); ADAM KLEIN, MICHELE FLOURNOY, AND RICHARD FONTAINE, SURVEILLANCE 
POLICY: A PRAGMATIC AGENDA FOR 20!7 AND BEYOND 39 (Dec. 2017) (recommending that PCLOB be 
exempted from the Sunshine Act), https://www.cnas.org/publications/reports/surveillance-policy. 
26 Regulation (EU) 2016/679 of 27 April, 2016, General Data Protection Regulation, 2016 OJ. (L 119) 
!hereinafter GDPR]. 

7 See, e.g., Danielle Citron, The Privacy Po/icymaking of State Attorney General, 92 NOTRE DAME L. REV. 
747,767-769 (2016) (describing data breach notification requirements being mandated by states). 
28 GDPR, supra note 26, arts 32-34. 
29 See Examining the EU Safe Harbor Decision and Impacts for Transatlantic Data Flows: J. Hearing 
Before the U.S. HR. Energy & Commerce Subcomms. on Commerce, Mfg., and Trade and Commc 'ns and 

7 
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individuals a tool to learn about it and correct mistakes with respect to personal data in 
the hands of the federal government, there are no equivalent protections vis-a-vis the 
private sector. Congress should rectify this. It should ensure that individual consumers 
arc provided a statutory basis to protect their own personal data and correct mistakes 
made and potentially promulgated by the private sector. And it should oblige the private 
sector to take reasonable steps to protect data security, coupled with the creation a private 
right of action. 

Third, the Federal Trade Commission (FTC) should be given the authority to 
impose financial penalties for privacy and security violations, even the first time there is 
a compliance problem, and to impose larger fines than is currently possible. Currently, 
the FTC is not permitted to impose financial penalties on most first time offenders. These 
changes would help better incentivize companies to protect consumer security and 
privacy.30 

3. Law Enforcement Access 

Provisions of the Electronic Communications Privacy Act (ECP A) are imposing 
hard-to-justify barriers on foreign governments' ability to access communications 
content, such as emails, critical to their own investigations of serious crime-simply 
because the data happens to be U.S.-held. This is true even if the foreign government is 
investigating its own national in connection with a local crime and the only U.S. nexus to 
the data is that it happens to be held by a U.S.-based company in the United States. 
Instead, the foreign government is required to go through the mutual legal assistance 
process and initiate a diplomatic request for the data. 

Consider, for example, U.K. law enforcement investigating a London murder 
spree. The U.K. officials seek the data of the alleged perpetrator in order to help establish 
motive. If the perpetrator uses a U.K -based provider, the officials could access the data 
within days if not sooner. But if instead he uses a U.S.-based service provider, the U.K. 
officials arc told that they must make a request for the data through the U.S. government, 
employing the mutual legal assistance treaty (MLA T) process-a laborious and time­
consuming process that generally takes multiple months, sometimes years.3

I 

Tech, 114 Cong. 1 (2015) (testimony of Marc Rotenberg, President, Electronic Privacy Information 
Center) (calling for the adoption of a Consumer Bill of Rights). 
30 See Tara Siegel Bernard & Stacy Cowley, Equifax is Facing Scrutiny. If Only it had Come a Bit Sooner, 
N.Y. TIMES (Sep. 9, 2017) (noting that just last month, for example, the FTC punished TaxSiayer, a tax 
preparation service, yet lacked the authority to issue any fines because it was a first-time compliance 
action); Daniel J. Solove & Woody Hartzog, The FTC and the New Common Law a/Privacy, 114 COLUM. 
L. REV. 583 (2014) (providing an excellent and thorough account of the privacy jurisprudence of the FTC). 
31 See, e.g., RICHARD A. CLARKE ET AL., PRESIDENT'S REV. GRP. ON INTELLIGENCE & COMMC'N TECH., 
LIBERTY AND SECURITY IN A CHANGING WORLD 226-29 (2013), 
http://www.whitehousc.gov/sites/default/files/docs/2013-12-!2 _rg_ finai_report.pdf (noting that the United 
States takes an average of ten months to respond to official requests made through the MLAT process for 
email records). 
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Foreign governments arc understandably frustrated. And they are being 
incentivized to support data localization requirements in response-thereby ensuring 
access to sought-after data without having to go through the MLAT process. 

Draft legislation sent to the Hill initially by the Obama administration and then 
again by the Trump administration would begin to address this problem. The legislation 
would amend ECP A so that foreign governments can, in specified and narrow 
circumstances, directly compel the production of communications content from U.S.­
based providers, so long as baseline substantive and procedural protections are in place. 
This kind of direct access would only be available to those countries that entered into 
executive agreements with the United States; would continue to require use of the mutual 
legal assistance process if the foreign government were accessing the data of U.S. citizen 
or legal permanent resident or anyone located in the United States; and would require 
reciprocal rights of access to the United States in cases where it is seeking foreign-held 
data. 

Moreover, the legislation includes a number of specific criteria designed to 
protect privacy and civil liberties. Among other requirements, the requests would have to 
be particularized, targeted, based on artieulable and credible facts, and subject to judicial 
review or oversight; non-relevant information must be segregated, sealed, and deleted; 
and protections must be in place to ensure that the requests are not used as a means of 
acquiring information about a U.S. citizen or resident. There is room for some of these 
requirements could be strengthened, but in general they provide a notable set of baseline 
protections. 

The criteria are sufficiently stringent that, at least initially, only a handful of 
countries would likely meet the requirements necessary to enter into the kind of executive 
agreements envisioned. As a result, it will not be a total panacea to the law enforcement­
related concerns that are incentivizing data localization mandates around the globe. Nor 
should it be understood as such. But it would help disincentive data localization efforts 
with those countries with which the United States entered into the requisite executive 
agreements. And over time, it would establish a model-and baseline standards-that 
could be adopted more widely. It is lefislation that Congress should, with some modest 
improvements, move quickly to adopt.3 

4. Protectionism_a]}<i Free Trade 

The United States can and should make the maintenance of a free and open 
Internet, pursuant to which data flows freely across borders, a centerpiece of its trade 
agenda. Here, I focus on three key efforts that the United States should pursue in this 

32 See also Law Enforcement Access to Data Stored Across Borders: Facilitating Cooperation and 
Protecting Rights: S. Judicimy Comm. (2017) (testimony of Jennifer Daskal, Professor, American 
University Washington College of Law), https://www.judiciary.senate.gov/imo/media/doc/05-24-
17%20Daskal%20Testimony.pdf (describing draft legislation in more detail); Jennifer Daskal, Law 
Eriforcement Access to Data Across Borders: The Evolving Security & Rights Issues, 8 J. NAT'L SECURITY 
L. & PoL'Y 473 (2016). 
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regard. 

First, the United States should leverage trade agreements to both eliminate and 
prevent barriers to data flows across borders. The now-defunct Trans-Pacific Partnership, 
for example, included a set of provisions would have prohibited mandatory data 
localization requirements. Similar and even stronger provisions should be included in 
other trade agreements as well. 

Second, Congress should push the executive branch to continue to track digital 
protectionism and forcefully advocate the free flow of data in its bilateral and multilateral 
interactions, separate and apart from the treaty process. The placement of so-called 
digital trade officers in a handful of U.S. embassies is a start; this type of digital 
diplomacy should be expanded and encouraged. 

Third, Congress should also push the administration to, when appropriate and 
preferable as part of a multilateral effort, initiate actions against those countries that arc 
violating free trade obligations. More specifically, it should work to establish the 
important principle that data localization requirements violate free trade principles.33 

Conclusion 

The free flow of data is good for privacy, security, and economic growth both 
domestically and globally. Yet, countries around the world are implementing a range of 
policies designed to restrict the free flow of data-in many instances pointing to U.S. 
policies and practices as a justification for doing so. Stemming this trend will require a 
multi-pronged strategy designed to address the privacy and security concerns expressed 
by foreign governments while also taking steps to stem the protectionist impulses that 
contribute to these trends. Doing so will be good for the economy, good for security, and 
good for privacy-both domestically and globally. 

33 See Nigel Corey, Cross-Border Data Flows: Where are the Barriers, and What Do they Cost?, 
INFORMATION TECHNOLOGY & INNOVATION FOUNDATION 13-17 (May 2017), http://www2.itif.org/2017· 
cross-border-data-flows. pdf? ga=2.65050406.927 448598.1504895329-310094596.1504895329 (making 
similar and additional recommendations). 
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Mr. LATTA. Well, thank you very much for your testimony. 
And, Mr. Reed, you are recognized for 5 minutes. 
Thank you. 

STATEMENT OF MORGAN REED 

Mr. REED. Thank you. 
Chairman Latta, Ranking Member Schakowsky, and distin-

guished members of the committee, my name is Morgan Reed, and 
I serve as the president of The App Association, which represents 
5,000 small business app makers and connected-device companies 
across the globe. Our members leverage the connectivity of devices 
from cars, to phones, to refrigerators, to produce innovation that 
enhances our lives. 

The app ecosystem is now valued at roughly $143 billion and rep-
resents the front end for $8 trillion of international trade. Impres-
sively, the big numbers produced by this powerful engine are actu-
ally driven by small businesses. Our members range from one-per-
son shops with a few hundred people at the most. Yet virtually all 
of our members are global businesses with customers and users 
around the world. And small business in America is busy creating 
64 percent of new private sector jobs. 

The United States leads in world digital innovation. Why? Be-
cause American companies are at the forefront of using data to im-
prove the lives of our customers. With over 7 million tech sector 
jobs, as you have heard from all of us on this panel, and a growth 
rate of 3 percent, the policy environment of the U.S. has produced 
successful tech industry, and countries all over the world are work-
ing to expand their tech sectors as well. 

We must take steps to ensure continued job growth in the indus-
try, and we see three key barriers. Nontariff digital trade barriers 
result from domestic policies rooted in privacy, some that require 
data localization; conflicts between U.S. law enforcement agencies’ 
access to data stored overseas, which can and should be addressed 
with the passage of the International Communications Privacy Act, 
or ICPA. And I want to recognize Vice Chairman Harper as one of 
the cosponsors of that bill as well as full committee Chairman Wal-
den, who is not here. And I want to thank you for your support on 
that important bill. We are looking to get Chairman Latta to sup-
port it as well. 

And then, finally, any actions that weaken IP protections either 
through arbitrary enforcement of the law or through domestic 
sourcing preferences. 

Everyone in the room understands the way data is a key aspect 
of how we use and benefit from the internet. We heard about the 
billions of dollars flowing across the border in terms of general 
commerce. But I would like to discuss some aspects of cross-border 
data that you might not have considered. 

The future of medicine is in data that helps doctors make the 
right decisions. Think of it this way. You go to a physician, and a 
successful physician might have seen 25,000 patients by the time 
that they see you. But they have only seen about 500 with your 
genotype, age, gender, comorbidity, racial history, et cetera, et 
cetera. Now, imagine that the doctor can use data to know that, for 
example, a woman of Irish descent responds better to one medica-
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tion and South Asian males under the age of 30 respond better to 
another. But we can only provide that kind of leap forward if we 
have data, including global data, about treatment and effective-
ness. 

And this isn’t a pipe dream. In your district, Congressman Har-
per, the University of Mississippi Medical Center is relying on re-
mote patient monitoring and digital data collection to provide tens 
of thousands of underserved in the state, and they rely entirely on 
technologies developed by our members and platforms. 

Chairman Latta, in your district you have NAMSA, a leading 
medical research organization, and they rely on the Privacy Shield 
to interact with data from researchers around the world. 

And an issue that I know Congresswoman Dingell knows well, 
the next advances in car safety technology will rely on access to 
data. Self-driving cars will run on data to tell the difference be-
tween a tree and a bicycle. And yet if we have foreign governments 
or our own government interfering with that cross-border data 
flow, we will block that key resource, which will harm our ability 
to save lives. 

And it isn’t all about life saving. Sometimes we just do it to make 
our lives easier. In Congressman Schakowsky’s district, we have 
Paylocity, which helps manage software on the web for inter-
national clients to handle HR, payroll, and more. 

Congressman Guthrie, in your district we have Hitcents, which 
is an innovative mobile apps and games company. And yet they are 
a global player with global customers. 

Congresswoman Clarke, we have got Brooklyn Software Dev that 
does web development applications and mobile applications. Again, 
it is a global company in your district with five people. 

Congresswoman Matsui, you have got Health Rescue in your dis-
trict. They are looking to expand internationally, and yet worries 
about cross-border data flow are harming their ability to get bigger, 
stronger, and do a better job for their patients. 

In order to keep all of this going, we need Congress to act, and 
we need them to focus on the three key elements that you have 
heard from all of us today. We need to resolve the questions about 
law enforcement access. We need to resolve the questions about 
how we deal with intentional or other digital barriers to trade that 
serve as protectionists. And then, finally, we need to remember 
that my members’ most valuable resource is often the intellectual 
property that is the engine behind their products. 

I look forward to your questions, and thank you very much for 
this hearing. 

[The prepared statement of Mr. Reed follows:] 
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Chairman Latta, Ranking Member Schakowsky, and distinguished members 
of the Subcommittee: My name is Morgan Reed, and I serve as president of 
ACT I The App Association, which represents about 5,000 small business 
app makers and connected device companies across the globe. Our 
members leverage the connectivity of devices~~from cars to phones to 
refrigerators--to produce innovations that enhance our lives. 

The app ecosystem is now valued at roughly $143 billion, and represents 
the front end tor $8 trillion in international trade annually. Impressively, the big 
numbers produced by this powerful engine are driven by small enterprises. 

Most of our members range from one-person shops to a few hundred 
people at the most. Yet virtually all our members engage in international trade. This is what gives us a unique 
voice on digital trade issues. 

The United States leads the world in digital innovation. Why? Because American companies are at the forefront 
of using data to produce beneficial services. With over seven million tech sector jobs, and a growth rate of 3 
percent, the policy environment in the U.S. has produced a successful tech industry, and countries all over the 
world are working to expand their tech sectors as well. We must take steps to ensure continued growth for the 
industry. 

Digital trade supports American jobs, and it can also save Hves. The future 
ot medicine is in data and artificial inte1!1gence. A successful physician 
might see about 15,000 patients t!1roughout her career, but recent 
innovations in technology have grown doctors' reach and effectiveness 
exponentially. Our members create data-driven platforms that enable 
doctors to make decisions based on hundreds of thousands, even 
millions, of examples. For instance, with these software tools, a doctor 
can plug in a patient's characteristics and see which medication is most 
likely to work. These advantages benefit everyone, and yes, they can 
save lives. But they can only exist when data is accessible. Our member 
companies know that policies that stop data at national borders seriously 
degrade these life~ saving capabilities. 
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In an example this Subcommittee knows all too well, the United States faces more than 35.000 traffic fatalities 
year, the majority of which are due to human error. However, with the right technological advances, lives 

be saved. Airbags, safety belts, and other innovations helped reduce traffic fatalities frorn a high of nearly 
55,000 in 1972. But the next advances in safety technology will depend on access to international data. Self­
driving cars will run not just on energy, but also on data from drivers and traffic patterns from around the globe. 
How can a self-driving car recognize a bicycle or a cyclist? How does it know the cyclist is not a tree? The 
machine-learning engine that cars use must have seen bikes in all their forms, in millions of different contexts. 
The United States simply cannot provide aU the scenarios self-driving cars will encounter, therefore American 
car companies, especially those that se!l in overseas markets, must pertorm testing overseas that depends 
on the cross-border transfer of data. When foreign governments enact policies that encumber the flow of data 
overseas-some going so far as to directly require the localization of data-they are blocking U.S. companies 
from using a key resource, not just to create jobs, but also to save lives. 

Some barriers to cross-border data flows are direct and intentional, and others are unintentional consequences 
of domestic priorities. We are working hard to educate foreign governments on the effects their domestic 
policies could have on cross-border data flows. We urge American pollcymakers to look to trade agreements as 
a tool to help ensure the policies intended to protect privacy do not unduly burden cross-border data flows and 
hurt U.S. job creation. 

economy, Congress should consider updating key 
!CPA would reduce crippling legal 

uncertainty for our members and American companies looking to do overseas. It would also provide 
cover for American trade negotiators as they seek to show foreign governments that our privacy protections are 
equal to theirs. 

The digital economy more important in our trade relationships, giving rise to numerous 
actions by foreign interests that serious consequences for American businesses. Many of the battles we 
are fighting today feel like d8j3. vu- they are remarkably slmilar to the issues this Subcommittee highlighted 
three years ago. As these trends continue, our trade relationships present the best opportunity to stop digital 
protectionism abroad and protect economic growth and job creation at home. ! look forward to a discussion 
about how we can accomplish these goals, and working with the Subcommittee on these issues in the future. 

Foreign governments seek to encumber the free flow of data across political boundaries for many reasons and in a 
variety of ways. While some of these policies are based on legitimate goals (e.g., to protect privacy rights or public 
safety), are often thinly veiled efforts to protect domestic 
indust!y language to address these 
policies would require signatory countries to "allow the cross­
border transfer of infonnation by electronic means, including 
persona! information. ,,"1 one of many landmark provisions 
poised to assist the growth of the economy. The App 
Association continues to urge the Trade Representative 
(USTR) to include this clear proteclion of cross-border data flows 
in any update to the North American Free Trade Agreement 
(NAFTA)- to ensure American businesses in the digital economy 
may access the Canadian and Mexican markets more easily, and 
to serve as a standard for future trade agreements. 
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The required siting of data centers and digital infrastructure-and mandates to store data-inside of a country's 
borders harms the free flow of data across borders. These policies serve as a direct barrier to market access, and 
ignores the efficiencies ot cloud computing. Previous multilateral language sought to address these 
problematic proposals with a provision prohibiting from requiring companies to "use or locate 

faciHties'' inside that country's borders, with limited exceptions. We support NAFTA, currently 
re-r1eaotrerted between the United States, Canada, and Mexico, and encourage the inclusion 
to provide a predictable policy across North America, and a strong signal to combat the growing number of data 
localization policies we see around the globe. 

Numerous data localization requirements are in place today, actively locking American small businesses out of 
important markets. Key examples include; 

China has either proposed or implemented numerous restrictions on the flow of data across its borders. 
These regulations limit or prohibit the transfer ot data related to banking and financial credit, cybersecurity, 
counterterrorism, commercia! information systems, healthcare, and insurance outside of China. These policies 
each represent a barrier to market entry and serve as a non-starter for small businesses that would 
otherwise look to expand their businesses and create jobs. 

• Indonesia's Ministry of Communications and Information Technology {MC!T) requires electronic system 
providers for public services to locate a data center and disaster recovery center within lndonesia.2 The 
European Centre for International Political Economy has estimated that Indonesia's use of data localization 
requirements, in this context and others, will result in a 0. 7 percent loss in its gross domestic product.3 

• India's Nationn! and Accessibility Policy requires al! data collected using public funds be 
stored within the borders lndia. 4 In addition, India's 2015 National Telecom M2M ("machine to machine") 
Roadmap, 5 which has not been Implemented, states that all M2M gateways and application servers serving 
customers in India must be located within India. The draft policy also proposes rules that prohibit the use of 
foreign SIM cards in devices in India. 

• Russia's Federal Law No. 242-FZ, signed by President Vladimir Putin in July 20i4, requires companies that 
store and process the personal data of Russian citizens to maintain servers on Russian soil, and to notify the 
federal media regulator, Roskomnadzor, of all server !ocations,6 This law empowers Roskomnadzor to block 
websites and to maintain a registry of data violators, 

• Turkey's E-Payment Law mandates the processing of e-payments must occur within Turkey. 7 ln mid-2016, 
Turkey's Banking Regulation and Industry (BOOK) initiated a policy that requires companies to 
locate their ICT systems in Turkey.e These requirements have jeopardized our members' 
plans to enter this important market should their app include e-payment capabilities. 

has implemented even harsher data localization policies, not only requiring companies to store 
data within Nigeria, but also mandating that at least 50 percent of any information or communications 

technology devices manufactured in the region be comprised of local!y sourced inputs. 
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Data localization requirements are being implemented at an alarming rate that continues to grow. Our members 
rely heavily on cloud and its efficiencies, but these policies create significant barriers and untenable 
burdens. The ability to service providers to store and process data has allowed our members and 
businesses of a!! sizes to compete in the global economy and reach consumers around the world. However, 
requiring the construction of new data centers, or the exclusive storage of data in a country, coupled with the 
inability to share data across borders hurts these opportunities for global engagement and success. American 
businesses need strong provisions to combat these real and data localization 
policies. Now is a vital time for the United States to our negotiated 
bilateral and multilateral trade agreements. 

Similarly, our members encounter a growing require the transfer of proprietary source 
code or encryption keys as a condition for market po!lc!es are unacceptable for our members, and 
businesses of all sizes, because their intellectual property (IP) is the lifeblood of their innovation. 

Some countries' policies impede the international flow of data, and business, in unintentional ways. For 
example, various provisions of the General Data Protection Regulations (GDPR), set to go into effect on May 
25, 2018, impose additional requirements on non-European firms that increase the cost and risk associated 
with handling data that may pertain to EU citizens, For example, Article 27 of the pending law requires firms 
to physically place a representative in the EU, li) This can be an insurmountable hurdle to our small and 
medium-sized members entering the EU market Anything that can be done during GDPR implementation 
to ease the burden for these small and medium-sized companies could have hugely positive economic 
implications. 

The new GDPR requirements have also created conflicting companies that abide by 
U.S, and other international laws. the impact GDPR on the oversight and management 

global domain name system, currently implemented by the 
Internet Corporation for Assigned Names and Numbering (ICANN), 
is uncertain. The GDPR may jeopardize ICANN's effectiveness 
by inhibiting the transfer of information about websites that is 
necessary to protect consumers and intellectual property, This 
is not just an impediment to U.S. companies that provide critical 
Domain Name System (DNS) functions, but also to the broader 
digital economy that depends on their services. 

The recent trend of unilaterally imposed restrictions to cross­
border data flows is damaging for businesses of an slzes. For 
instance, many governments are seeking to force data to reside 
within national boundaries by imposing data localization laws, 
strict licensing regimes, data retention requirements, government 

and pressure on public sector sales. We 
urge to look to trade agreements as a tool to help 
ensure these sorts of detrimental policies do not unduly burden 
cross~ border data flows and hurt U.S. job creation. 
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For example, the Privacy Shield framework between the EU and the U.S. offers a bilateral cross-border data 
transfer framework that could be a model for other jurisdictions concerned about protecting personal data 
leaving national borders. 

Numerous App Association members have undertaken significant effort to meet the Privacy Shield's 
requirements and are today certified to the Privacy Shield. The U.S. government has also taken significant steps 
to hold up Its end of the bargain by holding companies that certify to the Shield to account. 11 

As a result, we strongly believe the Privacy Shield provides 
protections that are "essentially equivalent" to those of 
European law. and support its continuation. The App 
Association has communicated Utis support directly to 
the EC at its invitation in July of 2017. 17 The first annual 
joint EU-U.S. review of the Privacy Shield is a landmark 
assessment that we are closely with regulators 
about, on both business 
members would be especially disadvantaged by the 
invalidation of the Privacy Shield. 

International governmental pose unique threats to the global digital economy. The International 
Telecommunication Union's proposal contemplating a role for itself in over-the-top {OTT) services is 
particularly concerning, An agency of the United Nations (UN), the ITU allocates global radio spectrum, manages 
satellite orbits, and develops technical standards to ensure the interconnection of telecommunications. However, 
the ITU does not currently have a role in internet traffic or services. 

The ITU's Council Working Group (CWG) has proposed an "Open Consultation" to gather comments from 
stakeholders about public policies pertaining to OTT services. 13 In genera!, OTT services refer to those that 
operate on the internet, including apps and websites. 

Numerous data localization requirements are in place today, actively locking our American small businesses out 
of key markets. Key examples include: 

Therefore, in concert with existing laws for companies that operate on the internet, the imposition of specific 
regulations on on services would be redundant, and serve as additional barriers to trade. 

While a proposal to examine public policies concerning OTT services may seem benign, a similar proposal in 
2012 sought to expand the ITU's reach to include the regulation of internet services. The proposal was largely 
viewed as an international justification for heavy-handed regulation, partitioning, and censorship of the internet. 
The United States ultimately challenged the 2012 proposal the World Conference on International 
Telecommunications (WC!n, and Representative Mary Bono, put forth a 
congressional resolution to allow the U.S. delegation to walk away from an ITU vote on the issue. 14 
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The !TU's current proposal is just as threatening. Expanding ITU's reach to include OTT services would represent 
the UN's intervention into general online commerce policy, and could easily result in the arbitrary taxation of 
internet traffic on a country-by-country basis. The App Association filed detailed comments opposing the ITU's 
expansion into OTT services and presented our argument to !TU member state delegations in in Geneva, 
Switzerland, last month. We also served as a sector expert for the U.S. delegatlon to the !TU's working group on 
Internet Governance, where we reinforced these viewpoints to ITU staff and member states. 

We believe the Subcommittee should closely monitor, and consider engagement in, OTT-related developments 
in the ITU, and vigilantly seek opportunities to bolster the U.S. bargaining position in bilateral, mutti!ateral, and 
international contexts. We believe a resolution in line with Representative Bono's could help prevent mission 
creep at the !TU. We remain committed to working with this Subcommittee to advance U.S. interests in the ITU, 
and to keep the !TU's efforts within its remit 

Cloud computing has enabled American app 
developers to securely access, sl1are, and store 
the 2.5 quintillion bytes of data created daily 
to better serve consumers across the globe. 

the Electronic Communications 
Privacy Act the statute governing law 
enforcement's access to stored data, was 
written in 1986, long before the advent of cloud 
computing, and does not clearly outline when and 
how law enforcement can access data stored 
overseas. Several U.S. courts have contradict'1ng 
interpretations of ECPA's reach, and many have 
concluded that ECPA's scope is so broad that it 

other countries' domestic 
laws. these differing legal conclusions 
remain unresolved, many law enforcement agencies continue to use ECPA to authorize requests for data 
pertaining to citizens of any country, stored in any country. As companies increasingly store data on servers 
around the world, this creates serious uncertainties for their operations and success. 

Compliance with a law enforcement request that conflicts with domestic laws could, in some instances, result in 
a penalty of up to 4 percent of global revenue for a company. In these cases and others where a conflict exists 
between domestic and foreign law enforcement statutes, 15 our members are stuck between a rock and a hard 
place, or !eft with a significant financial burden. The confounding uncertainty undoubtedly establishes a 
non-tariff barrier to digital trade-it requires substantia! capita! and resources that small businesses like our 
members simply cannot bear, 

Nonetheless, the App Association favors the reform of intelligence surveillance and criminal investigation 
statutes, and strongly believes Congress should reform ECPA. The App Association deeply appreciates the 
House of Representatives' unanimous passage of the Email Privacy Act (H.R. 387) earlier this year. However, 
more must bo done to ensure U.S. companies business abroad do not face conflicts between law 
enforcement requests and foreign laws. We believe (H.R. 3718) legislation would ameliorate conflicts 
between foreign laws and U.S. law enforcement agencies' authority to obtain data pertaining to foreign citizens, 
and help remove this trade barrier. 
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Every year, app makers and content creators lose an estimated $3 to $4 billion from the installation of roughly 
I 4 billion pirated apps global!y. 16 Several governments continue to use competition law to propose and 
enact policies that seek to extract, or make it to protect, U.S. companies' valuable intellectual property. The 

strong protection of lP is crucial to our members' ability to do business overseas. 17 

This Subcommittee has a strong history of bolstering digital trade priorities. We are heartened by the continued 
focus on these issues, but the stakes are lligher today than when the Subcommittee last examined these 
issues three years ago. An ever-growing number of American jobs depend on digital trade, while the interests 
that support digital protectionism are becoming more influential. We have much more work to do to protect 
the vitality and dynamism of the digital economy, and we look forward to working with you in these shared 

endeavors. 
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Mr. LATTA. Well, thank you very much. And as the gentlelady 
from California said to me, you did your homework on us. Thank 
you very much for your testimony today. 

And, Mr. Garfield, if I could start my questions with you. How 
do the restrictions on cross-border data flows not only impact in-
dustries like yours in the technology sector but others like manu-
facturing, retail, energy, and healthcare? 

Mr. GARFIELD. Thank you for the question. As all of the wit-
nesses have shared, cross-border data flows, digital trade, is a 
broad economic issue. And so whether you are in farming or phar-
maceuticals, you rely on cross-border data flows for your companies 
to function. 

Moreover, it is no longer a big company versus small company 
issue. As Mr. Reed pointed out, there are small companies in all 
of your districts that rely on this. And so it is, in fact, in our eco-
nomic interest to make sure that there aren’t restrictions that limit 
the growth of those companies. 

Mr. LATTA. Thank you. 
Ms. Espinel, can you discuss how big data cloud computing, arti-

ficial intelligence, and other emerging technologies like blockchain 
are changing how business is done, and why cross-border data 
flows are important for these disruptive technologies and future in-
novation? 

Ms. ESPINEL. I would be happy to. So artificial intelligence, by 
its nature, typically demands large amounts of data in order to 
learn from that data and help whoever is using it, whether it is a 
doctor or a farmer or a manufacturer, be able to make better deci-
sions based on that data. Artificial intelligence, in most cir-
cumstances, doesn’t really work unless there is a large amount of 
data. And if you are trying to discern patterns or the best outcome, 
having as much data from as many places in the world is very 
helpful. And I will give a specific example of that. 

But first you mentioned data analytics. Data analytics is often a 
little bit like looking for a needle in a haystack. So you have, typi-
cally, very large, unstructured datasets. And what data analytics 
is letting you do is discern meaningful patterns that will then, 
again, help you make better decisions that would be virtually im-
possible, or literally impossible, for human beings to do on their 
own. But artificial intelligence, data analytics, are two examples of 
things that really don’t work, unless you have very large amounts 
of data and the computing power to be able to process and analyze 
it coming from various places around the world. 

To make that a little bit more concrete, I would turn to agri-
culture as one of the many, many, many examples of sectors that 
are using it. So many farms now have sensors in the soil. Those 
sensors, among other things, are determining the levels of moisture 
that are in the soils. And farmers can take the data that they are 
getting from the sensors that they are planting in their own farms 
and they can compare it to historical weather patterns around the 
world. And they can then use that to make decisions about when 
is the best time to plant, how best to irrigate, when is the best time 
to harvest. Their ability to do that is totally dependent on the abil-
ity to gather historical data on weather patterns across the world. 
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It doesn’t work, it doesn’t give them the same advantage, unless 
they have the ability to do that. 

I will mention one other example, which I think is very much on 
people’s minds today, which is cybersecurity. Cybersecurity and 
companies’ ability to be able to protect themselves from threats is— 
I am trying not to be overly superlative because that is not in my 
nature. But it is incredibly enhanced, shall we say, by the ability 
to be able to detect patterns of threat that are moving around the 
world in realtime. And you cannot do that unless you have access 
to the data from around the world. 

It also allows companies internally to be able to look at their net-
work analytics and how they are using technology inside their own 
companies, and then, again, compare that to threat data that they 
are collecting from around the world. That is, again, quite literally 
not possible, unless you have the ability to collect data from around 
the world and to do it in realtime, which means you need to be able 
to do it with as little friction as possible. 

I think myself and every member of this panel could give you ex-
amples in manufacturing and agriculture and healthcare and fi-
nancial services. So I will yield back my time to others if they want 
to. But the examples are plentiful. And I think what is really excit-
ing is that, as plentiful as they are, we are also clearly at the be-
ginning of what is possible. We talk a lot about data revolution and 
how that is transforming business and transforming the economy. 
But we sometimes forget that that itself is very nascent, and I 
think the advances that we are going to see over the next 5, 10, 
20 years are going to dwarf the advances that we have already 
seen so far, as long as the ability to transfer data across borders 
remains. 

Mr. LATTA. Thank you. 
Mr. Reed, in my remaining time, again, you pointed out a lot of 

the small businesses that you represent. And one of the other 
major concerns for the small business is small, medium enterprises 
that do not have the resources to localize this data production or 
facilities in a country abroad. How do they go about it? 

Mr. REED. Well, I think as you have heard from all of us, the rev-
olution of data often is primarily aided by the concept of cloud com-
puting. We all know that the term ‘‘cloud computing’’ is a bit of a 
marketing term, but the idea that data can be anywhere and every-
where all at the same time is absolutely critical to a small busi-
ness. 

So data localization laws that go into effect in other parts of the 
world, which limit two aspects: One is data localization laws that 
say any data collected on a citizen of that country must be on a 
server and only be on a server in that country. That is terrible. It 
is almost impossible to grow in that kind of an environment as an 
American company. 

And the second is one that you have heard all of us talk about, 
is the future of what this can do to improve lives. Now, imagine 
that I can’t take that data out or I can’t use it. I can’t bring it back 
to the United States to analyze it. I have to set up a whole series 
of different cybersecurity mechanisms based on the state or na-
tional laws in those other countries. And all of a sudden, if I am 
a small business, and I am looking in my pocketbook and thinking, 
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do I hire a developer to work on a product here in the states or 
do I roll the dice and spend a fortune to do something in a country 
where I don’t speak the language, I no longer can depend on the 
cloud, and I no longer have the resources in place to grow, then 
they are going to opt out of that global opportunity. And when they 
opt out of the global opportunity, they opt out of creating more jobs 
here domestically. 

Mr. LATTA. Well, thank you very much. And my time has ex-
pired. 

And I would like to recognize the gentlelady from California for 
5 minutes. 

Ms. MATSUI. Thank you very much, Mr. Chairman. And thank 
you very much for calling this very important hearing today. And 
I want to thank the witnesses for joining us today. This has been 
a very interesting discussion. 

Dr. Daskal, it is clear that while many data flow policies across 
the world are blatantly protectionist, countries also have real pri-
vacy issues to address. How can we distinguish between policies 
that are purely protectionist and those that address a legitimate 
need.? 

Ms. DASKAL. So thank you, and thank you for the question. 
As I said in my testimony, I think that the factors motivating 

data localization are multiple, and it is not always possible to parse 
out what is the motivating factor. And it highlights, I think, the 
need to work on the various different areas that identify both deal-
ing with trade policy and concerns about the digital efforts to be 
protectionist. 

At the same time, there are a number of data localization man-
dates and data localization rules that derive from concerns about 
U.S. privacy protections, both consumer privacy protections and 
also concerns about the scope of U.S.-foreign intelligence surveil-
lance. And addressing those, I think, is also critical, particularly 
with respect to preserving the flow of data from the EU to the 
United States. 

As we have talked about, the Safe Harbor Framework that was 
in place was struck down primarily because of concerns about the 
scope of foreign intelligence surveillance. And there are now a 
number of court cases, including one that was just referred back 
to the European Court of Justice, that raises those same set of con-
cerns based on a record and a finding by the Irish High Court that 
said we have a lot of concerns about the scope of U.S.-borne intel-
ligence surveillance and the sufficiency of remedies for EU citizens 
whose data is collected. 

Ms. MATSUI. OK. Mr. Garfield, in your testimony, you say that 
even when governments have the right motivations, like protecting 
public safety and privacy, they often pursue the wrong policies that 
result in data flow barriers. What do you see as the right privacy 
and public safety policies that will not impede data flows? 

Mr. GARFIELD. I think a part of what is needed here is actually 
U.S. leadership in bringing the world along in developing defini-
tions. And so I could sit here today and give you my sense of what 
the appropriate data security or privacy regime should look like. 
But I think the U.S. has an opportunity to build on the Privacy 
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Shield in a way that is globally necessary and encouraging. And so 
that is what I would actually encourage. 

Ms. MATSUI. OK. 
Mr. GARFIELD. It is bilateral in the sense that it is with the EU 

and all of the countries of the EU. But we have an opportunity to 
build upon that with the rest of the world. And the way that data 
moves today, it is absolutely necessary to do that on a global basis. 

Ms. MATSUI. All right. OK. 
Just yesterday, the President suggested he could support break-

ing up NAFTA into separate, bilateral trade agreements. 
Dr. Daskal, do you think breaking up NAFTA or other multilat-

eral agreements will have any impact on our efforts to ensure the 
global-free flow of data? If so, how? 

Ms. DASKAL. So I would be concerned about an effort to break 
up NAFTA. I think we have heard from other panelists the impor-
tance of NAFTA and the importance of using NAFTA as an oppor-
tunity to promote a digital-free trade agenda. And I hope that the 
administration follows the recommendations of all of those who 
support that quite strongly. 

Ms. MATSUI. OK. And I have been very concerned about the 
forced transfer of technology as a condition for foreign market ac-
cess, especially as it pertains to encryption and intellectual prop-
erty. Can any of our witnesses provide examples of these forced 
transfers? And do you have any suggestions of how we might ad-
dress this issue? Any of you? 

All of you can comment. 
Ms. ESPINEL. So, yes, I think there are specific countries around 

the world where we have seen either our members not be able to 
access the market or have their access severely limited. And among 
those are Russia, Indonesia, Brazil, China, Vietnam. Mr. Garfield 
noted many of these as well. And we have concerns that the litiga-
tion that Ms. Daskal and I believe other of the panelists have re-
ferred to several times, the litigation that is happening right now 
in the European Union, is also going to end up limiting data flows 
between the United States and Europe. So this is a live issue in 
many parts of the world. 

I think in terms of what can be done, a part of that is Congress 
continuing to encourage the administration to tackle this issue 
head-on. I do think, at least in our interactions with the Depart-
ment of Commerce and with USTR, they realize how important 
digital trade is to the United States and to the global economy, but 
it is not an easy issue. So I think continuing to make clear to them 
that this is also a priority issue for this committee is very impor-
tant. 

We live in a world right now where we don’t have any inter-
national consensus on what the right set of rules would be. You 
have heard many of us talk about NAFTA. A big part of the reason 
that we are interested in NAFTA is because it gives an opportunity 
to start setting that precedent, and that is really where we need 
to go to collectively. We need to have, at least among the major 
economies, an international consensus on what the right sets of 
rules around free movement of data should be. And that does not 
exist right now. 
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Mr. GARFIELD. If I may just suggest one recent report. The Infor-
mation Technology and Innovation Foundation is doing an annual 
report on cross-border data flows and the limitations to that. In 
that report, they identified 37 countries that now have these prin-
ciples in place or limitations in place. And so we can make that re-
port available for the committee as well. 

Ms. MATSUI. OK. Well, thank you very much. 
And Mr. Chairman has been very generous with me. So I need 

to yield back. Thank you. 
Mr. LATTA. Well, thank you very much. The gentlelady yields 

back. 
The chair now recognizes the gentleman from Mississippi, the 

vice chairman of the subcommittee, for 5 minutes. 
Mr. HARPER. Thank you, Mr. Chairman. And thanks to each of 

you for being here. 
It is mind boggling when you think of where we are today and 

with the opportunities that we have. And think back 10 years ago, 
I don’t know that we could have envisioned we would be on the— 
with such opportunities. And the challenges really are opportuni-
ties for us. 

And so I want to thank you each. You bring so much expertise 
to the table to help us as we go forward to make sure that we do 
things that do improve people’s lives, that we do things that don’t 
block that cross-border flow. And we want to make sure that we 
get it right. And, certainly, there are those opportunities we are 
going to grasp and go forward. 

So, Ms. Espinel, you mentioned in your testimony that you indi-
cated how digital trade can improve lives. Explain to me how that 
works. When I go back to my home State of Mississippi, what 
should I tell them? 

Ms. ESPINEL. So I think Mississippi, as we have already heard 
today, is a leader in healthcare and in personalized healthcare. 
And I think that is an area that is well worth emphasizing. So I 
am going to tell a story that is a little bit personal to me because 
it is borne out from my personal experience, actually in a couple 
of areas, where artificial intelligence and the ability to assess data 
from around the world is making an impact. 

The first I will start with is Alzheimer’s. So my mother suffers 
from Alzheimer’s. Researchers in the United States and Japan and 
Europe are now working together using technology developed by 
IBM Watson to use the medical patterns of Alzheimer’s patients 
from around the world to hopefully be able to find, if not a treat-
ment to Alzheimer’s, increase risk factors for Alzheimer’s. And that 
is an issue that is personal to my family. I know it is an issue to 
many families around the world. I think anything we can do to ad-
vance there is well worth it. And, again, that is an area where it 
is, if you are restricted to your ability to use data from a specific 
population set, that is going to make it much, much slower to be 
able to see the kind of advances that we would like. 

Another example that also resonates with me because of my own 
personal experience relates to doctors in Canada. So doctors in 
Canada started monitoring newborn babies, prematurely newborn 
babies for signs of risk. And one of the things that they found is 
that right before a premature baby has a crash, goes into a serious 
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risk incident, their vital signs stabilize, which is actually sort of in-
tuitively very strange, right. So, in fact, the medical practice up to 
that point had been if they saw the vital signs stabilize, they would 
lessen the monitoring of that particular baby because the assump-
tion was that the baby was going into recovery. What they actually 
found using cross-border data flows and data analytics, was that, 
in fact, that is a risk factor for a baby going into crisis. And that 
has completely changed the treatment and the monitoring of pre-
mature babies that are in the NICU and has saved lives. 

As a mother who, happily for me, very briefly had a child in the 
NICU, that is an example that resonates—— 

Mr. HARPER. Sure. 
Ms. ESPINEL [continuing]. With me very strongly. But it is an-

other example of an advance that would have been literally impos-
sible without the ability for doctors to be able to compare datasets 
from around the world. 

Mr. HARPER. That is great. 
Ms. ESPINEL. So Mississippi is a leader in healthcare. There are 

so many great examples there, and I think anything that we can 
do to try to keep the data within—while respecting privacy, to keep 
medical data flowing around the world to try to help researchers 
and doctors treat their patients is tremendous. 

Mr. HARPER. Thank you very much. 
Mr. Reed, we discussed a few moments before the hearing began, 

you know, University of Mississippi Medical Center selected last 
week as a Telehealth Center of Excellence. And that just didn’t 
happen because they went around to pick that. Tell us how fol-
lowing up on that has helped. 

Mr. REED. The reality is for University of Mississippi Medical 
Center, and I think there is something important. The ability to 
save lives is a critical aspect of this. But also, let’s not undervalue 
the fact that the University of Mississippi is also looking for the 
students that are coming out of there, and the school itself, to cre-
ate jobs, to create opportunities, and to break the place that they 
are now and find something that they can do. They can hire 10 
people, 20 people, 30 people. And you start to look at the fact that, 
from UMMC, when they are looking to do spinoffs and those stu-
dents are looking to build the next product that comes out of there, 
they are going to rely on data from all across the world to find that 
next solution. The example I gave you, if I have got to figure out 
what drug works better on this group of people versus this group 
of people, then I need the data to do so. 

And so it is important that we find a way to solve the health 
problems that we have raised, but let’s not undervalue the fact that 
part of what we are also doing is looking to promote entrepreneur-
ship. And entrepreneurship comes from information. All of us in 
the business case, we talk about asymmetry, information asym-
metry. We lose out when we have with information asymmetry. 
The more information they have, the better the product they can 
make, the more jobs that they can build. And I think we should 
remember that part of this is using data to spur entrepreneurship 
as well as life saving. 

Mr. HARPER. Great. Thank you, Mr. Reed. 
My time has expired, Mr. Chairman. 
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Mr. LATTA. Well, thank you. 
The chair recognizes the gentleman from Vermont for 5 minutes. 
Mr. WELCH. Thank you very much. I thank the panel of wit-

nesses. We are on pretty good bipartisan terms here. And the rea-
son is because what we are talking about, the data flow, is so im-
portant to the economy, independent of where you are from or even 
what your enterprise is. 

And the two issues that I guess I want to ask about are, number 
one, what are some of the issues we have to deal with with respect 
to European actions that are intended either to protect privacy as 
they see it, somewhat different than ours, and the collateral con-
sequences of the Snowden incident? And, number two, some of the 
anticompetitive steps they may take disguised as privacy steps for 
their people. 

So I will start with you, Ms. Espinel. Can you address that? 
Ms. ESPINEL. So I will mention at least two things. One is there 

is a regulation called the GDPR that is in the process of being im-
plemented throughout Europe. And part of what the GDPR does is 
puts into place stronger privacy rules. 

I will say, based on the experience at least of my companies, 
what we have found is, in terms of implementing that, U.S. compa-
nies are often far ahead of where the European companies are. So 
I think our companies, and certainly my members and their com-
mitment to privacy, is unparalleled. 

However, I think we do have concerns about some potential regu-
lations or litigation challenges that are happening in Europe. So 
two I will highlight is there is an e-privacy regulation that is being 
discussed in Europe right now, and we do have concerns that that 
is going to make it very difficult to operate in Europe, while not 
actually advancing the cause of privacy very much. So that is one 
that I would flag. 

The second I would flag is one that we have mentioned a couple 
of times on the panel, but I think it bears repeating because the 
threat of it is so serious. While the Privacy Shield is in place, as 
you know—and we were happy to see the United States and Eu-
rope come to an agreement and conclusion, and we are happy that 
it remains in place—the Privacy Shield is only one of the mecha-
nisms that companies use for moving data back and forth and 
around the world. And the other challenge, there are other mecha-
nisms called standard contractual clauses that are right now also 
being challenged in Europe, as Ms. Daskal referred to. Those have 
been very recently referred up to the European Court of Justice. 
Potentially, the impact of those being overturned could be even 
broader than the impact when the Safe Harbor was revoked. So we 
are watching that with great interest. And I think that goes to the 
discussion that we need to have collectively between the United 
States and Europe about what a long-term solution is. 

Mr. WELCH. OK. Thank you. 
Go ahead, Mr. Reed, and then Ms. Daskal. 
Mr. REED. I think that one of the key elements that is on the 

forefront is finding a way to solve the question about law enforce-
ment access. Right now, the International Communications Privacy 
Act, H.R. 3718, is going to be critical. Because we are staring right 
in the face of a decision by a court that will essentially say that 
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U.S. law enforcement can take data from anywhere, regardless on 
who it is on, regardless of what country it is stored on. And while 
that may be the right decision, the impact that that will have on 
our ability to do cross-border data flow with Europe will be signifi-
cant. Because if we say that, then you have to assume that the Eu-
ropean nations are going to say the same thing. 

And then, without a comity agreement, without some kind of 
ability for companies to adequately provide for the security of that 
data, you are facing a world where U.S. companies are either going 
to have to obey the law of the United States and find themselves 
in violation of laws overseas or violate the law in the United States 
to serve their European customers. And nothing will do as much 
damage to our positive relationship with Europe than the idea that 
I can no longer do business there without breaking a law in one 
place instead of the other. 

Mr. WELCH. Ms. Daskal, I have only got about a minute, a little 
less. Thank you. 

Ms. DASKAL. So I fully agree that the issue of law enforcement 
access to data across borders is important. And the converse of 
what Mr. Reed was just talking about is foreign governments’ in-
ability to access emails, communications, content, that happens to 
be U.S. held, even when they are investigating a local crime involv-
ing a local perpetrator and a local victim based on kind of out-
moded rules from the 1980’s Stored Communications Act. 

As I said in my testimony, first the Obama administration, now 
again the Trump administration, have sent up legislation to the 
Hill that would begin to ease those restrictions. And I think it is 
something that Congress should take up to at least alleviate one 
of the pressures in favor of data localization. 

Mr. GARFIELD. If I may, very quickly. 
All of that is absolutely correct, but we are in an untenable posi-

tion if the United States has to continually change its laws in order 
to respond to shifting court rules and dynamic in Europe. And so 
you asked about solutions. I think what is absolutely necessary 
here is American leadership in working with the rest of the world, 
not just Europe, to come up with rules of the road in this area. Be-
cause in the same way that the Privacy Shield can now be under-
mined by Schrems II, it will be Schrems III and IV a year from 
now. 

Mr. WELCH. Yes. 
Mr. GARFIELD. And so that is why our leadership in developing 

rules of the road in this area is so critically important. 
Mr. WELCH. Thank you. I thank the panel. 
Thank you, Mr. Chairman. 
Mr. LATTA. Thank you very much. The gentleman’s time has ex-

pired. 
And the chair now recognizes the gentleman from Kentucky for 

5—I am sorry. Mr. Lance is here. I am sorry. The gentleman from 
New Jersey for 5 minutes. 

Mr. LANCE. Thank you very much. Kentucky is a great State, 
however, and very beautiful. 

I want to thank the panel for joining us today to discuss this im-
portant topic. 
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The congressional district I serve is heavily involved in this field. 
Almost 60,000 constituents are employed in the high-tech sector. 
That is nearly 2 1A1⁄2 times greater than the average in a congres-
sional district which, as I understand it, is 24,000. It is a driving 
force in our local economy and will continue to be as business and 
society become ever more reliant on advanced technologies. 

Ms. Espinel, can you please explain how the free flow of data 
around the world supports emerging technology in machine learn-
ing and algorithms, for example, and the impact it has on busi-
nesses today? 

Ms. ESPINEL. I would be happy to. 
So machine learning is one aspect of artificial intelligence, and 

algorithms are the parameters or rules that let all kinds of artifi-
cial intelligence work. But artificial intelligence and the ability to 
be able to discern patterns and then help human beings make bet-
ter decisions doesn’t work in most circumstances unless you have 
fairly massive amounts of data. If you are a farmer looking at it 
trying to understand what is likely to happen in terms of weather 
conditions and, therefore, how you should be planting your fields 
and when you should be harvesting, if you are a manufacturer try-
ing to understand what the consumer demand is around the world, 
if you are in cybersecurity and trying to track threats as they move 
across the world very rapidly, you can use artificial intelligence and 
data analytics to do a much, much better job of assessing what the 
outcomes will be in making decisions, but you can’t unless you 
have large amounts of data to be able to do the data analytics and 
the artificial intelligence. 

And in all of those areas I just mentioned, having international 
data is going to be very important. If you only have the ability to 
assess the weather patterns that are hanging right over the State 
of New Jersey or even just the United States, that is going to very 
much limit your ability to determine what is actually going to hap-
pen in terms of weather. 

At the same time, if you are a manufacturer hoping to expand 
overseas and you can only get customer feedback from inside the 
United States, that is going to limit your ability to be able to best 
serve the largest amount of customers that you want to have. In 
cybersecurity, if you are limited to information that is in the 
United States, it will be virtually impossible to be able to detect 
patterns, because they move around the world so quickly. 

So artificial intelligence depends on large amounts of data. But 
in many, many areas it also depends on having datasets that are 
coming from around the world with as little friction as possible in 
order to make them useful. 

Mr. LANCE. Thank you very much. 
Mr. Reed, are there any digital trade issues that are important 

to your members, small tech companies, that may be different from 
the priorities of larger companies? 

Mr. REED. I think the issue of scale generally ends up being one 
of scarce resources. The reality is everyone here at this table has 
the same concerns when it comes to cross-border data flow. But 
let’s consider it from a company in your district who has got, let’s 
say, 20 employees. When they are looking at their CapEx expendi-
ture, how much can they spend to build a data center or to source 
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something overseas? If they have got 20 employees, I have got to 
decide do I hire the 21st employee to deal with a contract I have 
for a company in New Jersey or do I try to spend that money to 
build a data center overseas? 

So our primary issue that you are going to see the differentiation 
here is, for the larger companies, it is a cost but doable. For our 
folks, it becomes a barrier in which they cannot pass. And what be-
comes really disappointing about that outcome is, oftentimes, our 
companies are the one that drive forward the innovation. We get 
acquired by the big guys. We look forward to that opportunity to 
either beat them in the marketplace or get acquired and build an-
other better product. 

So the real differences that you are going to see in this space are 
where they say it is a cost, we say we can’t go. And there is where 
we end up with the more significant painful and, frankly, anti-in-
novation damage that is done by trade barriers. 

Mr. LANCE. Thank you. 
Would anyone else on the panel like to comment? 
Yes, Mr. Garfield. 
Mr. GARFIELD. Well, I was going to give a concrete example. So 

we met with a company 2 weeks ago that is 4,000 people. And in 
order to comply with GDPR, they are putting 34 engineers against 
it. So GDPR is moving forward for legitimate reasons. But it 
speaks to the point that Mr. Reed made which is, for some compa-
nies, they can afford to assign 34 engineers. For others, they sim-
ply can’t and so won’t operate. 

Mr. LANCE. Thank you. My time has expired. 
Thank you, Mr. Chairman. 
Mr. LATTA. Thank you very much. The gentleman yields back. 
And now the chair recognizes the gentleman from Kentucky for 

5 minutes. 
Mr. GUTHRIE. Too bad he went first. He asked some of my ques-

tions, so I appreciate it very much. 
But, no, it has actually been a fascinating panel, and you have 

all done such an excellent job. The things that I was going to ask 
you, really—I was going to talk about NAFTA. I wasn’t going to 
say Mississippi. I was going to say Kentucky. But the same ques-
tion that seems to be the same kind of answer, so I appreciate it. 

I guess it is probably about 20 years now, but it was twin broth-
ers who were in high school when they founded Hintcents, and 
they now have a very successful company, doing business in Bowl-
ing Green, so it is a great, great business. 

I guess the one thing, there was a European Centre for Inter-
national Political Economy that examined the consequences of GDP 
in countries that have cross-border restrictions, and under the sum 
of it is for safety and security, or there are a few of what is private. 
But in doing it for economics it says it decreases GDP in these 
countries that have these cross-border restrictions. So why would 
these countries do that? 

Ms. ESPINEL. So I would certainly argue that it is not in the 
long-term economic interest of countries to put in data localization 
policies, although I can imagine that some may view it as being at 
least in their short-term economic interest because of a view that, 
if it is harder for U.S. companies to be operating inside of their bor-
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ders, it will allow them to boost their domestic industry. I think 
longterm, that is not going to be the case. And I think it also is 
a real harm to their companies. 

One of the things we have been talking about here, but I want 
to emphasize the point is, some of us are larger tech companies, 
some of us are smaller tech companies. What is really important 
here, I think, is the customers of our companies. And the customers 
of our companies are in every industry sector that exists. And that 
is true in the United States. That is true overseas as well. 

So when governments put data localization policies in place, not 
only are they, in my view, hurting their own long-term economic 
interests in terms of building their tech industry, they are hurting 
the immediate economic interests of companies across their 
healthcare and manufacturing, transportation, other sectors, be-
cause they are denying them access to the latest innovation. 

Mr. GARFIELD. The other thing is that businesses are so inte-
grated today, both large and small, domestic and international; we 
represent companies all over the world. And they are codependent. 
And so when you put these rules in place, you do damage to your 
local businesses and customers. 

Mr. GUTHRIE. We do a lot of stuff here when the States are 
doing, in the Commerce Clause, we have to kind of look at our role. 

So I am going to go off the topic a minute; it is why you are here, 
Mr. Garfield. I met this morning with Secretary Acosta, Labor Sec-
retary. Everywhere I go, people are talking about jobs, the right 
skills, the right skills for jobs. People are hiring, but people don’t 
have the skills to move forward. And I am of a manufacturing 
background, so a lot of repetitive work has gone to automation. 
And some of your companies are involved in that, obviously. But 
as it goes to automation, the requirement to have somebody to be 
able to maintain that automation has raised, instead of being a 
$14, $15 person to the $25, $30, $35 person an hour. 

So your member companies are kind of driving this. What things 
are you guys doing—— 

Mr. GARFIELD. Yes. 
Mr. GUTHRIE [continuing]. To help develop the workforce? And 

what can Congress do to help, is the question? 
Mr. GARFIELD. It is completely on topic. I think one of the things 

you can do is what you are doing right now. So one of the examples 
you mentioned, I think banking, which is when ATMs came into 
the marketplace, most people assumed that there would be fewer 
people needed in banks. Well, the opposite is true. We have more 
ATMs around the world, but we have more people working in 
banks because there are more bank branches. 

Part of the disconnect, there are 6 million open jobs in the coun-
try today and about 7 million people looking for work, that the 
challenge is that the skills of the people looking to work don’t al-
ways match up with the jobs that exist. And so one of the things 
that we are putting a lot of energy behind, actually collectively, is 
making sure that we are reskilling the workforce such that those 
skills do align. 

I think where Congress can help is by putting resources behind 
those efforts, but making sure that they are well coordinated so 
that there is closer connection between the private sector and the 
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public sector. The job training programs should be rooted in the 
needs of the world today, not the needs of the world 20 years ago. 

Mr. GUTHRIE. Yes. It is also localized. I am on another committee 
that did the Workforce Investment and Innovation Act, WIOA, 
whatever they all stand for. And one of our main premises of 
changing it was make sure there was a business majority on the 
local boards and it is localized, because even though it is a global 
economy, there are certain things that happen in certain—people— 
they are clusters, and people become experts in their clusters. 

Ms. ESPINEL. And if could just add to that briefly. I think the 
issue of reskilling and making sure that young people and people 
on their career paths have the skills that we need is a very impor-
tant one, and I would echo everything that Dean just said. I think 
we also need to do a better job in terms of matching. So where peo-
ple do have the skills and there is employee demand for those, 
making sure that the employees that have those needs are in touch 
with the people that have those skills. And I know there are train-
ing programs now that are being very intentional about making 
sure that, once you go through the training programs, there is also 
a clear path into a company that has a job. I think that is a very 
important part that we need to make sure is infused throughout 
our training programs to the extent possible. 

I think this is a great area, though, for the industry, which is 
very focused on this and for Congress to be working together. 

Mr. REED. I know we are out of time, but I think one of the 
issues that I want to differentiate a little bit from what we just dis-
cussed is, even though we are the software industry and we know 
what the salary is, I come from a background of working with ma-
chinery as well. And one of the things that is fascinating to me is 
not everybody needs to be a programmer. If you were in the manu-
facturing side of the world. Well, you know what a toolmaker is, 
you know what a patternmaker is. The same skill set that required 
you to be good with a file and good doing patternmaking, you 
transfer that same knowledge of a three-dimensional shape to a 
CAD program. 

So when somebody says, well, I am a patternmaker, I don’t know 
how to live in this precision manufacturing world, my sense is that 
is a failure on us, because the skill set, the idea, how does this fit 
together, where does this fit in the machinery, how do I make a 
better widget that goes better with this product, it is exactly the 
same as holding a file in one hand and a piece of metal in another 
or just putting the keyboard in between. And that, to a certain de-
gree, is something we need to do to change the language about how 
we talk about reskilling and that we look at it from the standpoint 
of tools we are making to accomplish the same job are different, 
but the outcome is the same. 

Mr. GUTHRIE. Thank you. My time has expired. 
Mr. LATTA. Well, thank you very much. 
And the chair now recognizes the gentlelady from California for 

5 minutes. 
Mrs. WALTERS. Thank you, Mr. Chairman. 
Mr. Garfield, you state that data localization is the primary type 

of digital trade barrier. Can you describe which regions or coun-
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tries have proposed or enacted nontariff measures like data local-
ization or transfer of data restrictions? 

Mr. GARFIELD. Yes, certainly. It is actually a long and growing 
list, unfortunately, so—there is a recent report from the Informa-
tion Technology and Innovation Foundation that identifies 37 dif-
ferent countries. Their market is certainly like China, Indonesia, 
Vietnam, a number of South American markets that are now doing 
the same that is highly problematic. The thing that we have noted 
is that the motivations may be distinct in some of those markets. 
The drivers in Europe, for example, may be rooted in human rights 
and constitutional principles. But the end result is pernicious both 
for their local market and for global companies. And so there is a 
better approach to achieving the goals they have in mind. 

Mrs. WALTERS. OK. Thanks. And have you recognized patterns 
in which certain regions or similarly situated countries justify non-
tariff measures based on a particular reasoning? For example, do 
you recognize that developing countries justify these barriers based 
on protectionism or whether geopolitical rivals to the U.S. justify 
their barriers on national security? 

Mr. GARFIELD. I think the pattern that we see most often is that 
national security is the preeminent concern that is identified and 
articulated. The irony of it all is that national security is often un-
dermined by localization requirements, because you are not getting 
patterns, as Victoria has pointed out or Mr. Reed has pointed out, 
from around the world. You are also closing yourself off from access 
to the best technologies that would actually support security. 

And so part of this is addressing the legitimate security concerns 
while making sure they are not acting in a protectionist fashion. 

Mrs. WALTERS. OK. The next question is for the entire panel. 
The testimony we have received for this hearing makes clear that 
the flow of data is really about the flow of ideas. Recently, some 
have advocated for the United States to implement a more protec-
tionist trade policy. Are foreign countries reacting to this debate by 
moving toward additional policies to restrict data flows? 

Ms. ESPINEL. Well, I will start because, actually, I think that is 
a nice follow-on from the question you just asked. And Dean talked 
about patterns. And I would agree that I think national security 
concerns is a pattern that we are seeing governments raise around 
the world. But another pattern that we are seeing is that govern-
ments that are not the United States are involved in trade or other 
bilateral discussions with governments around the world, and they 
are encouraging their vision of data or, in some cases, their lack 
of vision on data. And that is a troubling trend. And that is one 
of the reasons I think we and others have encouraged the United 
States to continue to show leadership on this issue. 

The United States is using its trade negotiations, such as 
NAFTA, as sort of an immediate example or other bilateral discus-
sions it is having to push for cross-border data flows. That is going 
to be very helpful in no small part because other governments are 
out saying that trade agreements or bilateral discussions either 
should not have rules on data flows or should have rules that 
would localize data. So I think that is an important aspect of this. 

Mr. GARFIELD. It is not just theoretical, not to rehash TPP. But 
the Chinese model for data flows is almost 180 degree from ours. 
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But their influence in that region post-TPP is pronounced. I have 
spent a lot of time there in the last few months traveling between 
Japan, South Korea, and other markets in the region, and you can 
see the impact of that, particularly around data flows. 

Ms. ESPINEL. And to give another example, the Japanese and the 
European Union are engaged in trade discussions right now. The 
Japanese are aligned with the United States, and they have been 
big promoters of cross-border data flows. Obviously, global innova-
tion is a big part of their economy as well. But it looks like they 
are going to come to an agreement with the European Union that 
is going to leave this entire area out, rather than having rules on 
it as TPP and as we hope NAFTA would. So I think that is a trou-
bling trend that we are seeing as well. 

Mr. REED. And I will pile on. We just spent time dealing with 
Indonesia at, of all things, ITU, where there is an effort underway 
to essentially give the ITU power to control what is called over the 
top, which is essentially everything on the internet, through the 
ITU. And part of that is a move to restrict the success of the 
United States and the United States companies around data and 
get a lot of that under the control of the ITU and ultimately the 
United Nations. 

I am sending staff around the world to deal with these exact 
issues from a small business perspective. So it is everywhere, it is 
pernicious. And ultimately, we are going to have to address it 
quickly. 

Ms. DASKAL. And I would just add briefly, in addition to the pro-
tectionism concerns and the security motivating factors, there are, 
as we have talked about a little bit today, concerns about privacy, 
particularly amongst the EU. And there are steps that the United 
States can take both to take steps to improve its privacy protec-
tions both in the foreign intelligence surveillance regime and in the 
consumer privacy protection regime. And as Mr. Garfield said, also 
to play a leadership role in setting new norms and explaining bet-
ter what the United States already does well. 

Mr. REED. And I would be remiss if I didn’t thank you for your 
current cosponsorship of H.R. 3718, which is legislation that helps 
to address some of that, the International Communications Privacy 
Act. So thank you. 

Mrs. WALTERS. Thank you. And I am out of time. Thank you very 
much. 

Mr. LATTA. Thank you. The gentlelady yields back. 
The chair recognizes the gentleman from Florida for 5 minutes. 
Mr. BILIRAKIS. Thank you very much. I appreciate it, Mr. Chair-

man. And I apologize for being late. We had a hearing and a mark-
up in the VA Committee. 

But I want to ask the question of Mr. Garfield. Each day, my 
constituents are utilizing internet-enabled tools to access customers 
abroad in ways impossible a decade ago, of course. American indus-
tries from manufacturing tools to financial services to agriculture 
are increasingly relying on the internet for their current and future 
global competitiveness, as you know. Unfortunately, U.S. internet 
services continue to face a number of market access and regulatory 
barriers. 
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As governments continue to assert a heavy hand on U.S. internet 
services, how would you use trade policies to stop other countries 
from blocking or discriminating against the U.S. services and en-
sure that the U.S. continues to lead the world in innovation? 

Mr. GARFIELD. Thank you for the question. I would do what Con-
gress suggested when it passed TPA, which is making sure that 
digital trade, trade promotion, cross-border data flows are a pri-
ority, and that we put in place mechanisms for holding markets ac-
countable. It is not a theoretical issue. The United States is in the 
process of updating NAFTA and has said that they are on the path 
to do the same thing with the Korean trade agreement. I think in 
both instances we have the opportunity to ensure that all of the 
things that you identified that have an impact on the ground in 
Florida are, in fact, addressed. 

Mr. BILIRAKIS. Thank you. Good answer. I appreciate that. 
Mr. GARFIELD. I tried. 
Mr. BILIRAKIS. Ms. Espinel. Is that how you pronounce it? Is that 

right? 
Ms. ESPINEL. Espinel. 
Mr. BILIRAKIS. OK. Thank you. I have a question for you. In your 

testimony, you explain how the services and technologies provided 
by your member companies are fundamentally affecting the ways 
in which companies are running their businesses, accessing mar-
kets, interacting with clients and customers, and generally inno-
vating. How can trade agreements be used to help advance U.S. 
standards and best practices in protecting innovation and intellec-
tual property like copyright, trade secrets, and, of course, patents? 

Ms. ESPINEL. So one of the things that we have talked about a 
little bit today is the fact that, right now, one of the gaps in the 
international legal system is that there are no rules of the road. 
There is no international consensus on what data policy should be. 
And to me, it feels a little bit like where we were in the 1990s with 
intellectual property, investment, and services, where there were 
also no international rules of the road, or at least no trade inter-
national rules of the road. And at the time, the United States 
stepped up. 

And as part of the negotiations that led to the establishment of 
the World Trade Organization, they said intellectual property, in-
vestment, services clearly—already important parts of the U.S. 
economy, clearly going to be even more important to the U.S. econ-
omy and the global economy. We need to have international trade 
rules. There need to be some internationally recognized parameters 
on how intellectual property, investment, and services should work 
cross border. And the U.S. pushed hard for that to happen. And I 
am very confident, without U.S. leadership, it would not have hap-
pened. But it did, and eventually, all of the members of the WTO 
countries agree that there should be international rules on intellec-
tual property, investment, and services. 

It feels to me like we are at that moment again for data. Data 
is also new. Although there has been so much progress and ad-
vance already, this is still a new industry. And the way it is im-
pacting industry sectors across the economy is still relatively new. 
And that is part of the reason why there are no international rules 
on it yet. 
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And what I would ask Congress to do is to encourage the admin-
istration to look for places, NAFTA as an example, where we can 
start to set a precedent for international rules on data. I think it 
is clear that this is going to continue to be a very important part 
of the U.S. economy in the global economy, like IP investment and 
services. I am confident it is important so the economy will only 
grow over the next decade or so. And so we are going to need to 
have those rules. And I very much hope that this administration 
takes that mantle up and continues to work with countries around 
the world to try to set those rules. 

As a former trade negotiator, that is not going to be easy discus-
sion. That is not going to be a few days of discussions with other 
countries. It is a cutting edge issue, so it is going to be difficult. 
But it is so important, not just to our economy, but to the economy 
of our trading partners around the world. But I think it is very im-
portant. 

And so whether it is NAFTA, whether it is Korea, whether it is 
discussions with the European Union and the U.K., whether it is 
discussions with Japan, whether it is discussions in multilateral 
venues, like the GS and the G8 and the G20, I would encourage 
the administration to be looking for every opportunity it can to 
start laying the ground rules for international trade rules on data. 

Mr. BILIRAKIS. All right. Very good. Thank you very much. 
I yield back, Mr. Chairman. 
Mr. LATTA. The gentleman yields back. 
And the chair recognizes the gentleman from Pennsylvania for 5 

minutes. 
Mr. COSTELLO. Thank you, Mr. Chairman. 
As we all know, technological innovation shapes every State and 

region of the country. I am very proud in my southeastern Pennsyl-
vania and congressional district, over 800 million high-tech manu-
facturing exports, over 200 million IT services exports, 42,000 high- 
tech sector workers, 30,000 STEM workers, over 17,000 computer 
and math workers, and over 12,000 highly educated immigrant 
workers. 

My question, Mr. Garfield—and I appreciated your mention in 
your written testimony of several lead innovators from diverse in-
dustries and the many different ways they rely on cross-border 
data transmission as part of their core business function. 

Merck, which employs several thousand just east of my district, 
but many live in my district, they have been able to deliver medical 
advancements more efficiently as the technology platforms they 
rely upon have grown increasingly global and sophisticated. I am 
asking you to elaborate on how removing barriers to cross-border 
data flows has the potential to increase business efficiency for med-
ical innovators, create jobs, expedite the delivery of lifesaving 
therapies, and ultimately, lower costs for patient end users. In es-
sence, how does removing these barriers translate into a higher 
quality of life both here and also in countries engaging in freer dig-
ital trade? 

Mr. GARFIELD. Thank you. Thank you for the question. We were 
just noting that it makes me want to visit Pennsylvania just listen-
ing to your description of the place. 

Mr. COSTELLO. Come on down. 

VerDate Nov 24 2008 08:39 Feb 15, 2018 Jkt 037690 PO 00000 Frm 00082 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-66 CHRIS



79 

Mr. GARFIELD. So the shortest answer to your question is that 
cross-border data flows allow us to look at patterns where we 
wouldn’t know where to pull the information from. And so you 
would never know what insight you are going to get from these 
technologies which leads to greater innovation, greater collabora-
tion, greater job creation, greater economic growth, and greater de-
velopment in places like Pennsylvania. 

And so the bottom line is cross-border data flows is really the ox-
ygen, if you will, as I said at the beginning, for innovation today. 
And we all know the benefits of innovation and the broad-based 
impact that it has on economic development and growth in places 
like Pennsylvania, but throughout the country. 

Mr. COSTELLO. Yes. And thank you for the answer—a couple 
other questions. But does anyone have anything to add different 
from that? Otherwise, I will move along. 

OK. Next question. Have any studies been conducted on lost pro-
ductivity that results from some of the current nontariff barriers to 
digital trade? 

Ms. ESPINEL. I don’t know one specifically. I know the U.S. Com-
merce Department has estimated that the digital trade is worth 
$250 billion to the U.S. economy. But I am not familiar with the 
study that looks at lost productivity precisely. 

That said, it is clear that cloud computing and data analytics and 
others contribute to productivity. So it is clear that it is going to 
have a negative significant impact. But I don’t know of a specific 
study that has looked at that issue. 

Mr. REED. I am happy to bring you some numbers on that. I 
think the way that we would look at that is the old what happens 
if you put your hand out and you spray paint around it? What we 
look for is countries nearby and regions nearby where they haven’t 
seen the productivity growth that you should expect. 

It is interesting you bring up Merck, because that is one of those 
where you can really see some impact on lifesaving drugs. 

Mr. COSTELLO. I think the committee would certainly appreciate 
any feedback on that question further. 

Mr. Garfield, data localization laws that contribute to the restric-
tion of cross-border data flows. You mentioned the U.S. should 
work to establish new norms to remove some of those barriers. Two 
questions real quickly. Some of the nations you mentioned, have 
they demonstrated a willingness to help change the international 
norms? Second, besides formal negotiations, what else can be done 
to help change these international norms? 

Mr. GARFIELD. The answer to the first is yes. So in Latin Amer-
ica, for example, we have seen some progress from private sector 
efforts to push countries away from the direction they were head-
ing on restrictions on cross-border data flows. And so, yes, there is 
an opportunity there. 

What more can you do? Or what can the U.S. do? I think, as we 
negotiate trade agreements, emphasizing the importance of digital 
trade and cross-border data flows and building in accountability 
mechanisms is a key part of that. My colleague tapped me on the 
shoulder to say that there is a report from ICIP and ITIF that gets 
into productivity, and we will make sure we get that report to you. 

Mr. COSTELLO. Thank you. 
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I yield back. Thank you, Mr. Chairman. 
Mr. LATTA. The gentleman yields back. 
And seeing no other members seeking to ask questions, I would 

like to thank our witnesses today for appearing before us today. 
And before we do conclude, I would like to include the following 

documents be submitted for the record by unanimous consent: a 
letter from Insights Association and a letter from Electronic Pri-
vacy Information Center. 

[The information appears at the conclusion of the hearing.] 
Mr. LATTA. Pursuant to committee rules, remind members that 

they have 10 business days to submit additional questions for the 
record. And I ask that the witnesses submit their responses within 
10 business days upon receipt of the questions. 

And, without objection, the subcommittee is adjourned. 
[Whereupon, at 11:47 a.m., the subcommittee was adjourned.] 
[Material submitted for inclusion in the record follows:] 

PREPARED STATEMENT OF HON. FRANK PALLONE, JR. 

Today’s hearing is about the policies of foreign governments that affect the free 
flow of information across national boundaries.There is no dispute that the United 
States leads the world in technological innovation. And data continually crossing na-
tional borders is critical to that status. 

Most of us don’t spend much time thinking about how data is stored, how it 
moves, or how it affects our daily lives. But in our digital society, we rely on the 
ability of data to move quickly and seamlessly. It is essential to American innova-
tion and enterprise. 

Businesses of all types and sizes, and in virtually all industries, rely on data 
flows. For example, this near-instantaneous data flow happens when you use a cred-
it card in another country to buy a sandwich or when you purchase a product from 
a company located overseas online. All sectors, including agriculture, mining, and 
manufacturing, are reliant on moving data. 

The free flow of data allows business to flourish both domestically and abroad. 
Unnecessary barriers to these data flows affect the American economy and Amer-
ican jobs. 

In recent years, a number of countries have begun to put policies in place that 
may hamper the free flow of information. Data localization policies take a number 
of forms, from explicit requirements that data be stored and processed within a 
country’s borders to prohibitions on the transfer of personal information to countries 
that do not have adequate levels of data protection. 

Governments assert a number of reasons for data localization policies. Concerns 
about law enforcement access to individuals’ personal information have gotten a lot 
of attention in recent years following the disclosure of the NSA’s surveillance pro-
grams. 

Other factors are also at play-factors like competitiveness and antitrust concerns. 
In addition, national security and law enforcement interests have only increased in 
the wake of recent terror attacks all over the world. And some policies may be pure-
ly protectionist-to attempt to give local companies competitive advantage. 

Like most Americans, citizens of other countries are troubled by the mass collec-
tion of personal information by private companies and whether that information is 
kept secure. Massive data breaches-like the Equifax breach, which affects British 
and Canadian citizens in addition to Americans-makes people even more nervous 
about their personal privacy. Enacting baseline consumer privacy and data security 
protections in this country can help ease those fears. 

Meanwhile, addressing the other concerns of foreign citizens and foreign govern-
ments-those based on national security or economics-may require a combination of 
government and commercial actions to prevent harmful restrictions on cross border 
data flows. 

I look forward to hearing from our witnesses on this important topic. Thank you. 
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October 10, 2017 

The Honorable Bob latta 
Chairman 

.. 

The Honorable Jan Schakowsky 
Ranking Member 

Subcommittee on Digital Commerce and Consumer Protection 
House Energy & Commerce Committee 

Subject: Hearing on 21st Century Trade Barriers on October 12 

Dear Chairman Latta and Ranking Member Schakowsky, 

On behalf of the Insights Association, 1 the leading nonprofit trade association for the marketing 
research and analytics industry, thank you for holding this Thursday's hearing of the Digital Commerce 
and Consumer Protection Subcommittee on "21st Century Trade Barriers" and the vital issue of 
international digital trade. 

Barriers to market access can take many forms, but restrictions on private sector cross-border data 
flows have become particularly burdensome: data localization laws, which require U.S. companies to 
physically store data in the country in which it originates; and laws like the European Union's (EU) 
General Data Protection Regulation (GDPR), which require U.S. companies to adopt significantly more 
restrictive foreign data privacy practices. 

These laws and regulations have been enacted in many countries.2 Often framed as concern about U.S. 
government surveillance, some are driven by foreign governments' desires to access their own citizens' 
data. However, even former President Obama called out the EU for using the GDPR as a pretext for 
digital protectionism.' 

Local servers lead to a greater semblance of local control. They also generally require local workers, 
payment of local taxes, and submission to other local regulations. Meanwhile, "harmonization" of U.S. 
law to a foreign standard may not make the most sense economically, as innovative data businesses 

1 The Insights Association's membership includes both research and analytics companies and organizations, as well as the researchers and 
research departments inside ofnonMresearch companies and organizations. The Insights Association helps empower intelligent business 
decisions as a voice, resource, and network for the companies and individuals engaged in this important work. 
2 Testimony of Robert D. Atkinson, Information Technology and Innovation Foundation on "International Data Flows" at the House 
Subcommittee on Courts, Intellectual Property and the Internet November 3, 2015. http://www2.itif.org/20l5-:atkinson~intemational-data~ 
flows.pdf? ga~!.4629043.1886866732.1462063876 
1 President Barack Obama; "Sometimes the European response here is more commercially driven than anything else .... sometimes their 
vendors- their service providers who, you know, can't compete with ours- are essentially trying to set up some roadblocks for our 
companies to operate effectively there." http://www.marketingresearch.org/article/obama-cal!s-out-european~data-protection-plain­
protectionism 

INSIGHTS ASSOCIATION: 

115615TII S'I~ NW, SUITE 302, W ASHJNG'IDN, DC 20005 • PH: (202) 570-7312 
WEBSITE: www.lnsightsAssodation.org • EMAIL howard.fienberg®insiqhtsassodation.ora 
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generally develop and grow in the U.S., and our approach to data privacy may be a key factor in our 
competitive advantage.• 

Although the Insights Association was disappointed by the U.S. abandonment of the Trans Pacific 
Partnership {TPP) trade agreement, because of the important provisions to facilitate cross-border data 
flows, but we have appreciated the Trump Administration's focus on similar principles in the current 
renegotiation of the North American Free Trade Agreement (NAFTA), including: the establishment of 
rules to prevent "measures that restrict crossborder data flows" or "require the use or installation of 
local computing facilities"; getting signatories agreement "not to impose customs duties on digital 
products" (like research and analytics software); and demanding "non-discriminatory treatment of 
digital products transmitted electronically" and "fair and open conditions for services trade." 

We also encourage the Subcommittee to examine the complicated challenges facing U.S.-EU digital 
trade. We rolled with the punches when the European Union Court of Justice struck down the Safe 
Harbor, encouraging our members to embrace its replacement arrangement, the U.S.-EU Privacy Shield. 
However, the Irish Data Protection Commissioner just referred the underlying case, Schrems v. 
Face book, back to the EU high court again, based on concerns about the data protection "adequacy" of 
model clauses as a mechanism for data transfers to the U.S. The challenge could potentially lead to the 
court striking down not just the model clauses, relied upon by many companies, but the newly-vital 
Privacy Shield agreement as well, endangering most every trans-Atlantic data transfer. 

The Insights Association looks forward to your October 12 hearing, and working with the Subcommittee 
to support the ability of American businesses to share data across borders, in furtherance of domestic 
economic growth. 

Howard Fienberg 
Director of Government Affairs 
Insights Association 

4 "Corporate privacy officers discuss global compliance, trans-Atlantic competition, a comprehensive privacy law, and the US-EU Safe 
Harbor," March 7, 2013, http://www.marketingresearch.org/article/comorate-privacy-officers-discuss-global-comp!iance-trans-atlantic­
competition 

INSIGHTS ASSOCIATION 

115615TH ST, NW, Sl'ITE 302, WASHING'TDN, DC 20005 • PH: (202) 570-7312 
WEBSITE: www.lnsightsAssociation.org • EMAIL: howard.fienberg@insightsassociation.org 
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epic.org 
October 11,2017 

The Honorable Robert Latta, Chairman 

Electronic Privacy Information Center 
1718 Connecticut Avenue NW, Suite 200 

Washington, DC 20009, USA 

The Honorable Janice Schakowsky, Ranking Member 
U.S. House Committee on Energy and Commerce 
Subcommittee on Digital Commerce & Consumer Protection 
2125 Rayburn House Office Building 
Washington, D.C. 20515 

Dear Chairman Latta and Ranking Member Schakowsky: 

'I. +1 202 483 1140 

'l'i> +1 202 483 1248 

lJI @EPICPrivacy 

@i https://epic.org 

W c write to you regarding the "21st Century Trade Barriers: Protectionist Cross Border 
Data Flow Policy's Impact on U.S. Jobs" hearing.' We appreciate the Committee's interest in 
this important topic, but hope that you will consider the urgent need to update privacy laws in the 
United States as you examine the reasons that foreign governments may be reluctant to permit 
the transfer of personal data. 

EPIC is a public interest research center established in 1994 to focus public attention on 
emerging privacy and civil liberties issucs.2 EPIC has previously testified before this Committee 
on this issue and has made recommendations on how the US and Europe could move forward to 
address shared concerns about the protection of privacy. 3 Those recommendations have gained 
greater force over time. 

American consumers today face unprecedented privacy threats and security risks. The 
unregulated collection of personal data has led to staggering increases in identity theft, security 

1 21st Centwy Trade Barriers: Protectionist Cross Border Data Flow Policy's Impact on US Jobs, I 15th 
Cong. (2017), H. Comm. on Energy & Commerce, Subcomm. on Digital Commerce and Consumer 
Protection, https :/ /cnergycommcrcc.house.gov/hcarings/21 st-century~tradc-barricrs~protcctionist-cross­
border-data-flow-po1icies-impact-u-s-jobs/ (Oct. 12, 20\ 7). 
2 See EPIC, About EPIC, https://epic.org/epielabout.html. 
3 Marc Rotenberg, EPIC Executive Director, Testimony before the House Comm. on Energy & 
Commerce, Subcomm. on Communications and Technology, Examining the EU Safe Harbor Decision 
and Impacts for Transatlantic Data Flows (November 13, 2015), 
https://epic.org/privacy/intl!schrems/EPIC-EU-SH-Tcstimony-HCEC- \ \ -3-final.pdf: Marc Rotenberg, 
"They're Right to Distrust U.S. Data Security", Wall Street Journal (March 22, 2016); Marc Rotenberg, 
"Digital Privacy, in US and Europe," N.Y. Times, Oct. 13, 2015; Marc Rotenberg, "On International 
Privacy: A Path Forward for the US and Europe," Harvard International Review (Spring 2014); Marc 
Rotenberg & David Jacobs, "Updating the Law oflnformation Privacy: The New Framework of the 
European Union," Harvard Journal of Law and Public Policy (Spring 2013); Marc Rotenberg, "Better 
Privacy Laws: Priority for America and Germany," N.Y. Times, Sept. 3, 2013. 

EPIC Statement I Cross Border Data Flows 
House E&C Committee October 11, 2017 

Defend Privacy. Support EPIC. 
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breaches, and financial fraud in the United States.4 The Equifax data breach revealed last month 
that exposed the personal information of approximately 145.5 million Americans5 is the latest in 
a growing number of high-profile hacks that threaten the privacy, security, and financial stability 
of American consumers. Far too many organizations collect, use, and disclose detailed personal 
information with too little regard for the consequences. 

The United States should take four steps to update domestic privacy law: (1) enact the 
Consumer Privacy Bill of Rights, (2) modernize the Privacy Act, (3) establish an independent 
data protection agency, and ( 4) ratifY the International Privacy Convention. This is the strategy 
that enables cross border data flows to continue and protects the interests of US consumers and 
US businesses. 

The Federal Trade Commission Has Failed to Pursue Meaningful Enforcement 

The FTC is simply not doing enough to safeguard the personal data of American 
consumers. While we respect the efforts of the Commission to protect consumers, the reality is 
that the FTC lacks the statutory authority, the resources, and the political will to adequately 
protect the online privacy of American consumers. 

The FTC's privacy framework- based largely on "notice and choice"- is simply not 
working. Research shows that consumers rarely read privacy policies; when they do, these 
complex legal documents are difficult to understand. Nor can industry self-regulatory programs 
provide realistic privacy protections when they are not supported by enforceable legal standards. 

Even when the FTC reaches a consent agreement with a privacy-violating company, the 
Commission rarely enforces the Consent Order terms6 American consumers whose privacy has 
been violated by unfair or deceptive trade practices do not have a private right of action to obtain 
redress. Only enforceable privacy protections create meaningful safeguards, and the lack of FTC 
enforcement has left consumers with little recourse. 

Last month, the FTC announced a settlement with three companies that misrepresented 
their participation in the Privacy Shield arrangement.' The Privacy Shield8 allows companies to 
transfer the personal data of European consumers to the United States based on a system of 
industry self-certification. The FTC settlement prohibits the companies from making future false 
claims about compliance with Privacy Shield, but does not impose any penalty. The FTC 
settlement also fails to provide any remedy to the EU consumers whose personal data was 

4 Fed. Trade Comm 'n, Consumer Sentinel Network Data Book (Feb. 2016), 
https://www.ftc.gov/system/files/documents/reports/consumer-sentine1-network-data-book-january­
dcccmber-20 15/160229csn-20 !5databook.pdf. 
5 Equifax, Cybersecurity Incident & Important Consumer Information, 
https://www. equifaxsecurity20 I 7 .com/frequently-asked-questions/. 
6 See EPIC v. FTC, No. 12-206 (D.C. Cir. Feb. 8, 2012). 
7 Press Release, Federal Trade Comm'n, Three Companies Agree to Settle FTC Charges They Falsely 
Claimed Participation in EU-US Privacy Shield Framework (Sept. 8, 2017), https://www.ftc.gov/news­
evcnts/press-releases/2 0 17/09/three-companies-agree-settle-ftc-charges-they-falsely-claimed. 
8 EPIC, Privacy Shield EU-U.S. Data Transfer Arrangement, https://epic.org/privacy/intl/privacy-shield/. 

EPIC Statement 
House E&C Committee 

2 Cross Border Data Flows 
September II, 2017 
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wrongfully obtained, nor does it require the companies to disgorge the data they fraudulently 
obtained. 

Privacy Shield Is Not an Effective Basis for EU-US Data Flows 

EPIC and many others are concerned about the adequacy of the Privacy Shield and the 
protection of consumer data.9 Without more substantial reforms to ensure protection for 
fundamental rights of individuals on both sides of the Atlantic, the Privacy Shield will put users 
at risk and undermine trust in the digital economy. Specifically, the United States must commit 
to protecting the data privacy of both US-persons and non-US-persons in order to protect users 
and instill trust in the digital economy. 10 

Neither consumers nor businesses want to see the disruption of cross border data flows. 
But the problems of inadequate data protection in the United States can no longer be ignored. US 
consumers are suffering from skyrocketing problems of identity theft, data breach, and financial 
fraud. Not surprisingly, European governments are very concerned about what happens to the 
personal information of their citizens when it is transferred to the United States. Privacy Shield 
does not solve this problem. The US will need to do more to reform privacy law to enable cross 
border data flows. It is a well- known paradox that promoting the free flow of personal data 
across national boundaries requires comprehensive privacy protcction. 11 

The Schrems II Decision Could Have Far-reaching Consequences if the US Fails to Act 

The Irish High Court's decision12 released last week calls into question the viability of 
the current data transfer scheme between the US and EU. As a general principle, EU law 
prohibits data transfers outside of the EU where strict EU privacy laws do not apply, but there 
are exceptions. One exception was Safe Harbor, but two years ago, the Court of the Justice of the 
European Union invalidated it. 13 This case originated from a complaint brought my Max 
Schrems against Faccbook Ireland Ltd. before the Irish Data Protection Commissioner in 2013. 
After it could no longer use Safe Harbor, Facebook used another legal mechanism-Standard 
Contractual Clauses (also known as Model Clauscs)-to facilitate data transfers to the US. 
Standard Contractual Clauses are contracts between European and American companies whereby 
American companies agree to abide by European privacy law. The Irish Data Protection 
Commissioner has taken the position that Standard Contractual Clauses are invalid under EU 

9 See, e.g., Testimony of Marc Rotenberg, EPIC Executive Director, Testimony before the U.S. House of 
Representatives Energy & Commerce Subcommittees on Commerce, Manufacturing, and Trade and 
Communications and Technology, Examining the EU Safe Harbor Decision and Impacts for 
Transatlantic Data Flows (Nov. 3, 20 15), https://epic.org/privacy/intl/schrems/EPIC-EU-SH-Testimony­
HCEC-11-3-final.pdf. 
10 See, e.g., Letter from EPIC, eta!., to Article 29 Working Party Chairman Isabelle Falque-Pierrotin, et 
a!., on Privacy Shield (Mar. 16, 20 16), https://epic.org/privacy/intl/schrems/Priv-Shield-Coalition­
LtrMar20 16.pdf. 
11 Marc Rotenberg, On International Privacy: A Path Forward for the US and Europe, Harvard 
International Review (June 15, 2014), http://hir.harvard.edu/on-intemational-privacy-a-path- forward-for­
the-us-and-curopc/. 
12 Data Protection Commissioner v. Face book Ireland Limited and Maximilian Schrems [20 17] (Ir.). 
13 Maximilian Schrems v. Data Protection Commissioner [2015] (E.C.J.). 

EPIC Statement 
House E&C Committee 

3 Cross Border Data Flows 
September II, 2017 



86 

VerDate Nov 24 2008 08:39 Feb 15, 2018 Jkt 037690 PO 00000 Frm 00090 Fmt 6633 Sfmt 6633 I:\MY DOCS\HEARINGS 115\HEARINGS\115-66 CHRIS 27
65

2.
05

4

law, referred the case to the Court of the Justice of the European Union to resolve this question. 
Once again, the highest European court will have the opportunity to invalidate a mechanism 
commonly used to facilitate transfers between American and European companies. 

This case highlights the urgency of the need for the US to take action to protect user 
privacy. The United States should not update its privacy law because of a judgment of the 
European Court. The United States should update its privacy law because it is long overdue, 
because it is widely supported, and because the ongoing failure to modernize privacy law is 
imposing enormous costs on American consumers. 

To Support Cross Border Data Flows, Congress Must Modernize US Privacy Law 

There are at least four steps that Congress needs to take to address concerns about data 
protection in the United States. This is the strategy that enables cross border data flows to 
continue and protects the interests of US consumers and US businesses. 

First, Congress should enact the Consumer Privacy Bill of Rights. The Consumer Privacy 
Bill of Rights is a sensible framework that would help establish fairness and accountability for 
the collection and use of personal information. It is based on familiar principles for privacy 
protection that are found in many laws in the United States. This framework would establish 
baseline safeguards for the development of innovative services that take advantage of technology 
while safeguarding privacy. But the key to progress is the enactment by Congress. Only 
enforceable privacy protections create meaningful safeguards. 

Second, Congress should modernize the Privacy Act, revise the scope of the Act's 
coverage and clarify the damages provision. There are many changes that need to be made to the 
law to protect the interests of Americans. The Judicial Redress Act does not provide adequate 
protection to permit data transfers and it does not address the many provisions in the Privacy Act 
that need to be updated. 14 

Third, Congress should create an independent privacy agency, as Congress contemplated 
in 1974 when it enacted the Privacy Act. 15 EPIC has previously recommended the establishment 
of a privacy agency to ensure independent enforcement of the Privacy Act, develop additional 
recommendations for privacy protection, and provide permanent leadership within the federal 
government on this important issue. 16 This independent privacy agency would be charged with 
enforcing privacy laws. Enforcement should not be assigned to the FTC, as the FTC has missed 
many opportunities to strengthen US privacy law. 

14 See generally, EPIC, EU-US Data Transfer Agreement (2015), https://epic.orglprivacylintl/data­
agreementlindex.html. 
15 StaffofS. Comm. on Gov't Operations, 93d Cong., Materials Pertaining to S. 3418 and Protecting 
Individual Privacy in Federal Gathering, Use and Disclosure ofinformation (Comm. Print 1974) 
(collecting materials on S. 3418, a bill to establish a Federal Privacy Board). 
16 See, e.g., Marc Rotenberg, In Support of a Data Protection Board in the United States, 8 Gov 't Info. Q. 
79 (1991 ); Communications Privacy: Hearing Before the Subcomm. on Courts and Intellectual Prop. of 
H. Comm. on the Judiciary, I 05th Cong. (1998) (testimony of Marc Rotenberg), available at 
https://www.epic.org/privacy/internet/rotenberg-testimony-398.html. 

EPIC Statement 
House E&C Committee 

4 Cross Border Data Flows 
September 11, 2017 
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Fourth, the final step to address the growing EU-US divide is to ratify the international 
Privacy Convention 108, the most-well established legal framework for international data 
flows. 17 The Privacy Convention would establish a global bias to safeguard personal information 
and enable the continued growth of the Internet economy. In the absence of a formal legal 
agreement, it is likely that other challenges to self- regulatory frameworks will be brought. 

This is not simply a matter of trade policy. It is a matter of fundamental rights. There is 
today a growing consensus on both sides of the Atlantic, supported by consumer groups and 
business leaders, to recognize that privacy is a fundamental human right. 

As a general proposition, we support the free flow of information and oppose 
protectionist barriers. But the failure of the United States to ensure meaningful privacy protection 
for personal data is the reason that a growing number of countries arc concerned about trans­
border data flows. Until that problem is addressed, concerns about data transfers to the United 
States will remain. 

We ask that this Statement from EPIC be entered in the hearing record. We look forward 
to working with you on these issues of vital importance to the American public. 

Sincerely, 

lsi J'vtarc 'Roten6ern 
Marc Rotenberg 
EPIC President 

/s/ Cfiristine 'Bannan 
Christine Bannan 
EPIC Policy Fellow 

lsi Caitriona Titznerafif 
Caitriona Fitzgerald 
EPIC Policy Director 

17 See generally, EPIC, Council of Europe Privacy Convention (2015), 
https:/ I epic. erg/privacy /inti/ coeconvention/. 
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GREG WALDEN, OREGON 

CHAIRMAN 

ONE HUNDRED FIFTEENTH CONGRESS 

FRANK PALLONE, JR., NEW JEI1SEY 

RANKING MEMBER 

Wnittb $tatcs 

Ms. Victoria A. 
President and 

1!,lou!.\e of l\epre5cntatibe!l 
COMMITTEE ON ENERGY AND COMMERCE 

2125 RAYBURN HousE OFFICE BuiLDING 

WASHINGTON, DC 20515-·6115 
(202)22"5-2927 
(202):225-3641 

October 27, 2017 

BSA- The Software Alliance 
20 F Street, N.W. 
Washington, DC 2000 I 

Dear Ms. Espinc!: 

Pursuant to the Rules of the Committee on 
for ten business days to penn it Members to 

Barriers: Protectionist 

The format of your responses to these questions should be as (1) the name Member whose 
the complete text of the question you are addressing in bold, and (3) your 

text 

To facilitate the printing of the hearing record, please to these questions by the close of 
business on Monday. November 13, 2017. Your be mailed to A!i Legislative 
Clerk, Committee on Energy and Commerce, House Office Building, DC 
20515 and e-mailed in Word format to illld\llJ.!Ll£.lf,!Jill!illlJ.KW!i'M9.Y· 

Thank you again 10r your time and effort preparing and delivering testimony before the 
Subcon1mittee. 

Sincerely, 

Chairman 
Subcommlttcc on Digital Commerce 

and Consumer Protection 

cc: Jan Schakowsky, Ranking Member, Subcommittee on Digital Commerce and Consumer Protection 

Attachment 
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Additional Question for the Record Victoria Espinel 

The Honorable Michael C. Burgess 

Question: How can differing notions of data privacy be addressed particularly between two or 
more countries tbat have fundamentally different understandings of what constitutes "sufficient" 
privacy of personal data? 

Answer: Although countries around the world have implemented different privacy frameworks, 
many of the underlying principles-such as protecting the security of personal information or 
increasing transparency of data handling practices-are the same. 
As we seck to facilitate digital trade to spur innovation and global economic growth, countries 
must work together to leverage the commonalities underpinning their privacy frameworks and 
lind ways to bridge the differences. 

There arc important examples of existing etTorts to enhance intcropcrability among 
different privacy systems. The EU-U.S. Privacy Shield Framework provides a critical 
mechanism that both protects individual privacy and facilitates transatlantic trade. In the Asia­
Pacific region, the APEC Cross-Border Privacy Rules implement a robust system that establishes 
baseline privacy practices and promotes trade among participating economics, all while 
respecting national privacy laws. 

As countries continue to adopt, revise, and implement privacy laws, they should develop 
policy approaches that enhance global intcropcrability. The development of pragmatic solutions 
that not only provide important privacy protections, but also enable global data flows across 
countries with difTercnt national systems is critical for digital trade to flourish. 
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GHEG WALDEN, OREGON 

CHAIRMAN 

Mr. Dean C. Garfield 
Pr~sidenl and CEO 

ONE HUNDRED FIFTEENTH CONGRESS 

FRANK PALLONE, JR., NEW JERSEY 

RANKING MEMBER 

(!ongrcss of tbe mnitcb fetatcs 
1!Jouse of ~epresentatilles 

COMMITTEE ON ENERGY AND COMMERCE 
2125 RAYBURN HousE 0FFtCE BuiLDING 

WASHINGTON, DC 20515-6115 
Majority ~202) 225-:?927 
Mmontv (202Jn5-3641 

October 27, 2017 

Information T"·"'"·'"''""' Industry Council 
1101 K Street, N.W., 610 
Washington, DC 20005 

Dear Mr. Garfield: 

Thank you fm appearing before the Subcommittee on Digital Commerce and Consumer Protection 
on Thursday, October 12, 2017, to testify at the hearing entitled "21st Century Trade Barriers: Protectionist 
Cross Border Data Flow Policies' Impact on U.S. Jobs.'' 

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains open 
for ten business days to permit Members to submit additional questions for the record, which are attached. 
The format of your responses to these questions should be as follows: (I) the name of the Member whose 

the complete text of the question you arc addressing in bold, and (3) your 
text. 

To facilitate the printing of the hearing record, please respond to these questions by the close of 
business on Monday, November 13, 2017. Your responses should be mailed to Ali Fulling, Legislative 
Clerk, Committee on and Commerce, 2125 Rayburn House Office Building, Washington, DC 
20515 and e-mailcd in Word to aiLfulling@maiLbousc.gov. 

Thank you again for your time and effort preparing and delivering tt'stimony before the 
Subco1nmittee. 

Smcc!cly, 

Robe11 E Latta~~ 
Chairrnan 
Subcommittee on Digital Commerce 

and Consumer Protection 

cc: Jan Schakmvsky, Ranking Member, Subcommittee on Digital Commerce and Consumer Protection 

Attachment 
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ITI 
November 9, 2017 

The Honorable Bob Latta 
Chairman, Subcommittee on Digital Commerce and Consumer Protection 
Committee on Energy & Commerce 
2125 Rayburn House Office Building 
Washington, D.C. 20515 

RE: Question for the Record 
Hearing on "21'' Century Trade Barriers: Protectionist Cross Border Data Flow Policies' Impact on 
U.S. Jobs" 

Dear Chairman Latta: 

Thank you again for the opportunity to testify before the Subcommittee on October 12, 2017, on the 
importance of digital trade to U.S. jobs and the economy. Enclosed you will find my response to the 
question for the record submitted to me by Dr. Burgess. 

As the Subcommittee continues its work and oversight on this matter, please consider me as a resource. 

Sincerely, 

Dean C. Garfield 
President & CEO 

• 
11011< Street NW Suite 610 
Washington, D.C. 20005 

• (202) 737 8888 I www.itic.org 
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The Honorable Michael C. Burgess 

1. In your testimony you note that enabling cross-border data flows and curbing data localization are 
important to the success of multinational technology companies like the ones in your association. 
In what ways do these policies impact the health care and public health sector? 

In my testimony I explained how all industries- from manufacturing to agriculture rely on cross-border 
data flows to remain competitive in the global economy, and the health sector is no different. The free 
flow of data allows health care professionals to collaborate overseas to run tests and find cures to 
diseases. It allows new, cutting-edge treatments to be disseminated among hospitals and local doctors 
and reach patients at never before realized rates, regardless of their country of origin. It helps public 
health officials respond to and treat public health outbreaks across oceans before diseases can be spread 
to new areas. The health sector, perhaps more than many others, has been transformed by the internet 
and the free flow of data across borders. 

However, concerns about the security of that data and protecting the privacy of patients must be 
addressed in order to fully realize these benefits and build trust between doctors, patients, companies, 
and governments. Some countries, such as China and Australia, have opted to force companies to keep 
patient data within the borders of their countries- this is a mistake. Measures of this type degrade the 
ability of doctors, academics, and health professionals to collaborate and share information to bring 
state-of-the-art treatment to their markets. Additionally, as I explained in my testimony, restricting the 
ability of companies to transfer information over border raises the cost for companies to host and 
process data. In the health sector, what this translates to is increased healthcare costs and a degradation 
of the ability of American technology companies and health companies to do business in those markets. 

Concerns about security and privacy, of course, are legitimate and worth considering. First, it is important 
to understand that data security is not a function of its location. Security is the result of companies and 
governments using best security practices across their networks and technologies. For responsible 
handlers of data, this is built into their systems and cultures, regardless of location of data facilities. In 
fact, requiring specifically health data to be stored within certain borders can make it less secure because 
bad actors will know exactly which systems need to be breached to obtain access to that data. 

In addition, medical data privacy can be achieved without incurring the economic costs and 
discriminatory nature of forced data localization. Governments absolutely should protect the privacy of 
their citizens, but this can be done with interoperable, globally oriented privacy regimes. I believe that the 
Cross-Border Privacy Rules (CBPR) created under the auspices of the Asia-Pacific Economic Cooperation 
Forum (APEC) is a good example of such an international program. Under this system, companies and 
government certify to a set of privacy standards to which data must be handled in order to be transferred 
between countries. Countries can also set sector-specific standards for particularly sensitive data, such as 
medical data, to further ensure that their citizens are adequately protected when it is being transferred 
overseas. 

I hope that this thoroughly answers your question, and I am happy to expand further if you have any 
additionally follow-up. Thank you . 

• 
11011< Street, NW Suite 610 
Washmgton, D.C. 20005 

• (202) 737- 8888 I www.itic.org 
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GREG WALDEN, OREGON 

CHAIRMAN 

Mr. Morgan Reed 
President 

ONE HUNDRED FIFTEENTH CONGRESS 

FRANK PALLONE, JR., NEW JERSEY 

RANKING MEMBER 

<!Congres-S' of tbe Wntteb $tate!i 
}!)omic of l\epre%cntatilms 

COMMITTEE ON ENERGY AND COMMERCE 
2125 RAYBURN HousE OFFICE BuiLDING 

WASHINGTON, DC 20515-6115 

October 27, 2017 

ACT The App Association 
1401 K Street, N.W,, Suite 501 
Washington, DC 20005 

Dear Mr. Reed: 

Thank you before the Subcommittee on Digital Con11ncrcc .and Consumer Protection 
on Thursday, October to testify at the hearing entitled ''21st Century Trade Barriers: Protectionist 
Cross Border Data Flow Policies' Impact on U.S, Jobs,'' 

Pursuant to the Rules of the Committee on Energy and Commerce, the hearing record remains open 
for ten business days to permit Members to submit additional questions for the record, which are attached. 
The format of your responses to these questions should be as follows: (1) the name of the Member whose 
question you are addressing, (2) the complete text of the question you are addressing in bold, and (3) your 
answer to that question in plain text. 

To facilitate the printing of the hearing record, please respond to these questions by the close of 
business on Monday, November 13,2017. Your should be mailed to Ali Fulling, Legislative 
Clerk, Committee on Energy and Commerce, House Office Building, Washington, DC 

20515 and e-mailed in Word format to !ll1J!ll1UJtg(!,ili])illlJlQc\!S!~.QY. 

Thank you again for your time and cffon preparing and delivering testimony before the 
Subcommittee. 

Sincerely, 

~£.~ 
Chairman 
Subcommittee on Digital Commerce 

and Consumer Protection 

cc: Jan Schakowsky, Ranking Member, Subcommittee on Digital Commerce and Consumer Protection 

Attachment 
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The Honorable Michael C. Burgess 

Is there a critical role that Congress can play in this discussion? What do you think are the 
top two ways in which this Committee and Congress can address barriers to digital trade 
for small tech companies like your members? 

Yes, Congress can play a critical role in the digital trade space. First, Congress-and the 

Subcommittee on Digital Commerce and Consumer Protection in particular-should exercise its 

oversight authority and empower trade negotiators in their efforts to ensure the free flow of data 

across national borders to give American innovators, particularly small and medium-sized 

enterprises (SMEs), opportunities to grow their customer bases and create more American jobs. 

For example, the negotiating objectives set forth by the United States Trade Representative (USTR) 

for the North American Free Trade Agreement (NAFTA) seek to "establish rules to ensure that 

NAFTA countries do not impose measures that restrict cross-border data flows .... "ACT I The 

App Association strongly supports this negotiating objective. But as the negotiation over the trade 

agreement progresses, some of our most important priorities could be sacrificed for others without 

congressional input. 

As the former chairman of the Subcommittee, we appreciate your efforts to position the 

Subcommittee as a leader en digital trade issues. Your work in highlighting the trade barriers that 

prevent cross-border data flows is vitally important and helps ensure that our negotiators 

understand that such safeguards should remain part of NAFTA and future trade agreements. The 

International Trade Commission (lTC) estimates that U.S. GOP increased significantly (between 3.4 

percent and 4.8 percent) in 2011 as a result of digital trade. That year, lTC estimated that digital 

trade helped create 2.4 million jobs in the United States, 1 and the role of cross-border data flows in 

today's economy has only expanded. The growth that the digital economy drives depends heavily 

on the ability for U.S. companies, particularly SMEs, to easily access new markets seamlessly 

transferring data across political borders. This need must be a top trade negotiation priority in 

NAFTA and other negotiations, but is potentially jeopardized when our trade negotiators must 

focus on so many other aspects of the economy. Therefore, as part of these efforts, the 

Subcommittee has, and should continue to, lead Congress in providing a forum for experts, 
industry, and policymakers to publicly discuss, craft, and promote a single U.S. position on digital 

trade that maintains cross-border data flows as a top priority (along with other key digital trade 

priorities I detailed in my written and oral testimony) through further hearings and oversight activity. 

This activity would help by a) reinforcing the importance of digital trade to Congress and other 
stakeholders; and b) cementing the Subcommittee's role as an expert body and leading 

policymaker in the digital trade debate. 

Second, it is imperative that Congress provide as much legal certainty as possible to U.S. 
businesses seeking to leverage the growing digital economy to expand their businesses and create 

new American jobs, particularly the SMEs that do not have the resources that large corporations 

may have to account for such uncertainties. As a leading example, the App Association calls on 

Congress to resolve threshold liability questions related to warrants and data stored abroad by 

passing the International Communications Privacy Act (!CPA, H.R. 3718) as soon as practicable. 

!CPA would clarify when and how U.S. law enforcement agencies may access data pertaining to 

foreign persons stored by U.S. communications providers overseas. As the law in this area is 

1 http://www.usitc.gov/publications/332/pub4485.pdf. 

1401 K NW Suite b01 @AClon!ine 
Washington, DC 20005 

/actonline,org 
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unclear and unlikely to be fully clarified by a pending case at the U.S. Supreme Court (United 

States v. Microsoft), !CPA's passage is timely and needed. Enacting !CPA, or legislation like it, 
would reduce crippling legal uncertainty for our member companies and other American 

businesses looking to access overseas markets. It would also provide cover to American trade 

negotiators as they seek to show foreign governments that our privacy protections are equal to 

theirs. It is unfortunately common for policies that interrupt data transfers to be based, at least in 

part, on a mistrust of U.S. approaches to data privacy. More must be done to ensure that 
companies conducting business abroad do not face conflicts between law enforcement requests 

and foreign laws. We believe that !CPA would ameliorate these conflicts between foreign laws and 

U.S. law enforcement agencies' authority to obtain data pertaining to foreign citizens, which would 
in turn rernove a trade barrier. Further, ICPA would ensure that the United States continues to lead 

other nations in providing for rule of law and due process. 

Sincerely, 

011 I __ :;; u-~ 
Morgan Reed 
President 
ACT I The App Association 
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