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(1) 

WATCHDOG RECOMMENDATIONS: A BETTER 
WAY AHEAD TO MANAGE THE DEPARTMENT 
OF HOMELAND SECURITY 

Thursday, February 16, 2017 

U.S. HOUSE OF REPRESENTATIVES, 
COMMITTEE ON HOMELAND SECURITY, 

SUBCOMMITTEE ON OVERSIGHT AND 
MANAGEMENT EFFICIENCY, 

Washington, DC. 
The subcommittee met, pursuant to notice, at 2:03 p.m., in room 

HVC–210, Capitol Visitors Center, Hon. Scott Perry (Chairman of 
the subcommittee) presiding. 

Present: Representatives Perry, Ratcliffe, Higgins, Correa, Rice, 
and Barragán. 

Mr. PERRY. The Committee on Homeland Security Subcommittee 
on Oversight and Management Efficiency will come to order. The 
purpose of this hearing is to receive testimony regarding rec-
ommendations from the DHS Office of Inspector General, the OIG; 
and the Government Accountability Office, or the GAO; to improve 
the efficiency and effectiveness of the Department of Homeland Se-
curity. 

Before we begin I would like to welcome the new Members of the 
subcommittee. They bring with them tremendous private sector, 
law enforcement, and other experience, which will be helpful in the 
subcommittee’s oversight of DHS. 

I also look forward to working with our colleagues on the other 
side of the aisle. Ranking Member Correa and I met recently to dis-
cuss the subcommittee’s priorities, and I look forward to working 
with him on areas—well, on all areas and ones of mutual interest, 
as well. 

Chair now recognizes himself for an opening statement. 
For the past 8 years we watched the administration turn a blind 

eye to bureaucratic waste, inefficiency, and mismanagement. We 
witnessed an ever-expanding bureaucracy and an ever-diminishing 
National security complex. 

We raised alarms about security threats and watched horrified 
as terrorists attacked us on our soil right here at home; as hackers 
exploited vulnerabilities in our cyber networks; and as smugglers 
trafficked drugs, weapons, and unlawful immigrants across our po-
rous borders. 

The Department of Homeland Security simply must find a better 
way to prioritize and tackle these challenges. Last fall House Re-
publicans proposed the ‘‘Better Way’’ agenda to do just that—pro-
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vide a better way to secure our homeland, grow our economy, and 
make Government more accountable to the people. 

Today’s hearing will focus on a better way to manage DHS to 
prevent waste, fraud, abuse, and mismanagement, and to correct 
the outright negligence of the previous administration. 

I know first-hand that Americans are fed up with the status quo 
and are looking for ways to improve how the Government does 
business. As Chairman of this subcommittee I have seen that an 
unchecked and bloated bureaucracy results in failed programs and 
wasted taxpayer dollars. 

Simply put, DHS’s bureaucracy should get operators what they 
need at the best cost to the taxpayer, and then get the heck out 
of the way. 

Last Congress I chaired hearings to examine instances where 
that was not the case, where dysfunction and mismanagement im-
peded the mission—instances such as DHS’s botched management 
of the multibillion-dollar Human Resources Information Tech-
nology, or HRIT, program; DHS’s total waste of taxpayer dollars on 
the Federal Protective Service’s vehicle program, where it had lit-
erally more vehicles than officers to drive them; and DHS’s failed 
oversight of employee misconduct at the Transportation Security 
Administration and U.S. Secret Service. 

Every dollar wasted by inept bureaucrats is one less that can be 
spent on securing our homeland. Mismanagement puts our security 
at risk. 

The Heritage Foundation recently recommended that DHS rein 
in a bloated bureaucracy through a strong chain of command over 
component management functions so that DHS effectively equips, 
supports, and oversees its components. I am hopeful that the new 
Secretary, John Kelly, will use his military experience to do what 
the last administration couldn’t or wouldn’t, which is provide front- 
line operators with the necessary tools for getting the job done and 
keeping our Nation safe. 

Agency watchdogs like those we will hear from today bring in-
valuable insights to the issues facing the Department. Collectively, 
the Government Accountability Office and the DHS Office of In-
spector General have made thousands of recommendations to im-
prove DHS programs since the Department’s inception. I look for-
ward to hearing from GAO and OIG on the ways that the Depart-
ment can eliminate waste, fraud, and abuse, and mismanagement. 

In particular, I would like to hear about the steps DHS has 
taken to get off GAO’s high-risk list of areas in the Federal Govern-
ment that are most susceptible to mismanagement. Yesterday GAO 
reported that DHS’s management functions remain ineffective, the 
Federal Government’s cybersecurity activities need strengthening, 
and DHS’s National Flood Insurance Program is unaffordable. 

In addition to GAO’s high-risk list report, each year the OIG re-
leases an annual report on major management challenges facing 
DHS. The 2016 report identified six broad areas where the Depart-
ment faces serious management and performance challenges. OIG 
also identified hundreds of millions of dollars in questionable costs 
and funds. 

Hundreds of recommendations by these watchdogs remain open 
and unimplemented by DHS, and this is unacceptable. I urge the 
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Trump administration to fully leverage the work of these watch-
dogs to drain the waste and inefficiency from DHS. 

Washington bureaucrats may dismiss these management issues 
as simply the cost of doing business in Government. That is wrong. 
The American taxpayer deserves much better. 

After years and years of failing to rein in Washington’s bureauc-
racy, Americans demand more from their Government. It is time 
to demand more from and find a better way to manage the Depart-
ment of Homeland Security. 

[The statement of Chairman Perry follows:] 

STATEMENT OF CHAIRMAN SCOTT PERRY 

FEBRUARY 16, 2017 

For the past 8 years, we watched the Obama administration turn a blind eye to 
bureaucratic waste, inefficiency, and mismanagement. We witnessed an ever-ex-
panding bureaucracy and an ever-diminishing National security complex. We raised 
alarms about security threats and watched—horrified—as terrorists attacked us on 
our home soil; as hackers exploited vulnerabilities in our cyber networks; and as 
smugglers trafficked drugs, weapons, and unlawful immigrants across our porous 
borders. The Department of Homeland Security (DHS) simply must find a better 
way to tackle these challenges. 

Last fall, House Republicans proposed the ‘‘Better Way’’ agenda to do just that— 
provide a better way to secure our homeland, grow our economy, and make Govern-
ment more accountable to the people. Today’s hearing will focus on a better way to 
manage DHS to prevent waste, fraud, abuse, and mismanagement, and to correct 
the outright negligence of the Obama administration. I know first-hand that Ameri-
cans are fed up with the status quo and are looking for ways to improve how the 
Government does business. As Chairman of this subcommittee, I’ve seen that an un-
checked and bloated bureaucracy results in failed programs and wasted taxpayer 
dollars. Simply put, DHS’s bureaucracy should get operators what they need at the 
best cost to the taxpayer, and then get out of the way. Last Congress, I chaired 
hearings to examine instances where that was not the case; where dysfunction and 
mismanagement impeded the mission—instances such as: 

• DHS’s botched management of the multi-billion dollar Human Resource Infor-
mation Technology (HRIT) program; 

• DHS’s total waste of taxpayer dollars on the Federal Protective Service’s vehicle 
program, where it had more vehicles than officers to drive them; and 

• DHS’s failed oversight of employee misconduct at the Transportation Security 
Administration and the U.S. Secret Service. 

Every dollar wasted by inept bureaucrats is one less that can be spent on securing 
our homeland. Mismanagement puts our security at risk. The Heritage Foundation 
recently recommended that DHS reign in a bloated bureaucracy through a strong 
chain of command over component management functions so that DHS effectively 
equips, supports and oversees its components. I am hopeful that the new Secretary, 
John Kelly, will use his military experience to do what the last administration 
couldn’t—provide front-line operators with the necessary tools for getting the job 
done and keeping our Nation safe. 

Agency watchdogs like those we’ll hear from today—bring invaluable insights to 
the issues facing the Department. Collectively, the Government Accountability Of-
fice (GAO) and the DHS Office of Inspector General (OIG) have made thousands of 
recommendations to improve DHS programs since the Department’s inception. I look 
forward to hearing from GAO and OIG on ways that the Department can eliminate 
waste, fraud, abuse, and mismanagement. 

In particular, I’d like to hear about steps DHS has taken to get off GAO’s ‘‘High- 
Risk List’’ of areas in the Federal Government that are most susceptible to mis-
management. Yesterday, GAO reported that DHS’s management functions remain 
ineffective, the Federal Government’s cybersecurity activities need strengthening, 
and DHS’s National Flood Insurance Program is unaffordable. 

In addition to GAO’s High-Risk List report, each year the OIG releases an annual 
report on major management challenges facing DHS. The 2016 report identified six 
broad areas where the Department faces serious management and performance 
challenges. OIG also identified hundreds of millions of dollars in questionable costs 
and funds. Hundreds of recommendations by these watchdogs remain open and 
unimplemented by DHS—this is unacceptable. I urge the Trump administration to 

VerDate Mar 15 2010 12:57 Sep 22, 2017 Jkt 000000 PO 00000 Frm 00007 Fmt 6633 Sfmt 6621 H:\115TH CONGRESS\17OM0216\17OM0216.TXT HEATH



4 

fully leverage the work of these watchdogs to drain the waste and inefficiency from 
DHS. 

Washington bureaucrats may dismiss these management issues as simply the cost 
of doing business in government. Wrong. The American taxpayer deserves much bet-
ter. After 8 years of failing to reign in Washington’s bureaucracy, Americans de-
mand more from their Government. It’s time to demand more from, and find a bet-
ter way to manage the Department of Homeland Security. 

Mr. PERRY. The Chair now recognizes the Ranking Minority 
Member of the subcommittee, the gentleman from California, Mr. 
Correa, for his statement. 

Mr. CORREA. Chairman Perry, thank you very much for holding 
this hearing today. I also look forward to working with you on the 
Subcommittee on Oversight and Management Efficiency to help en-
sure the Department of Homeland Security fulfills its critical mis-
sion. 

Thank you, Inspector General Roth and Ms. Gambler, for being 
here today. 

I would also like to take a moment to recognize the men and 
women that serve in the DHS Office of the Inspector General and 
the Government Accountability Office for the incredible work that 
you all do. 

Independent investigative bodies such as OIG and GAO are criti-
cally important to keeping the Federal Government accountable to 
the American people, to the American taxpayers. The significance 
of your work cannot be overstated, as you are responsible for pro-
tecting American taxpayers from fraud, waste, and abuse. 

The importance of your work was shown even more when on Feb-
ruary 1 you, Inspector General Roth, announced an investigation 
into the President’s Muslim ban Executive Order. Once again, 
thank you. 

Unfortunately, it appears that neither the President of the 
United States nor senior White House aides seems to comprehend 
nor appreciate the important role of oversight in our Nation’s sys-
tem of checks and balances. This past Sunday the President’s sen-
ior policy advisor, Steve Miller, declared that this President’s Na-
tional security decision will not be questioned. 

Such a statement ignores a Constitutional responsibility that we 
as Congress have to hold the Executive branch accountable in the 
grand tradition of Americans challenging the President on their 
National security stances. This White House believes that it is 
above receiving oversight. 

On the evening of January 13 an e-mail from the Presidential 
transition team instructed all of his transition team leaders to 
reach out tonight and inform the inspector general and their agen-
cies that they are being held over on a temporary basis. This essen-
tially insinuated that the inspector general should seek other em-
ployment. 

Mr. Chairman, I would like to request unanimous consent to sub-
mit into the record the e-mail circulated by the administration 
transition team stating that the inspectors general were being held 
over on a temporary basis. 

Mr. PERRY. Without objection. 
[The information referred to follows:] 
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Mr. CORREA. Shortly before this e-mail was circulated the new 
secretary at DHS, General John Kelly, Stated in his pre-confirma-
tion hearing questionnaire that he, ‘‘will take seriously the findings 
of the Department of Inspector General and the GAO and will 
maintain a rigorous system to track management issues and the 
implementation of corrective actions.’’ 

Today I look forward to hearing from the witnesses about the im-
portant work they have completed, such as helping to ensure DHS 
continues to improve its management operations and to ensure 
that DHS puts those limited taxpayer resources toward operating 
efficiently and effectively in a more critical role, as DHS expects to 
direct up to $21 billion to build a wall along the U.S.-Mexico bor-
der. As you know, as many as—many drugs, I should say, and over 
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90 percent of the cocaine produced in South America coming to 
America is done via the oceans. 

Turning to the GAO high-risk list, I am encouraged the Depart-
ment has made some very good progress since the last report. I 
must extend credit to the former Secretary of Homeland Security, 
Secretary Johnson, whose initiatives such as Unity of Effort and 
the Joint Requirement Council helped move the Department in a 
positive direction. 

I do hope that the administration takes DHS management seri-
ously because effective management does lead to better employee 
morale, program efficiency, and Department unity. 

With that, Mr. Chairman, I yield the remainder of my time. 
[The statement of Ranking Member Correa follows:] 

STATEMENT OF RANKING MEMBER J. LUIS CORREA 

FEBRUARY 16, 2017 

I would also like to take a moment to recognize the men and women that serve 
in the DHS Office of the Inspector General and the Government Accountability Of-
fice for the incredible work that you do. Independent, investigatory bodies, such as 
the OIG and GAO, are critical to keeping the Federal Government accountable to 
the American people. The significance of your work cannot be overstated, as you are 
responsible for protecting the American taxpayer from waste, fraud, and abuse. 

The importance of your work was shown even more, when on February 1, you, 
Inspector General Roth, announced an investigation into the President Trump’s 
Muslim Ban Executive Order. Once again, thank you. 

Unfortunately, it appears that neither the President of the United States nor his 
Senior White House aides seem to comprehend nor appreciate the important role 
of oversight in our Nation’s system of checks and balances. This past Sunday, Presi-
dent Trump’s senior policy advisor, Stephen Miller, declared that this President’s 
National security decisions ‘‘will not be questioned.’’ 

Such a statement ignores the Constitutional responsibility that we, as Congress, 
have to hold the Executive branch accountable and the grand tradition of Americans 
challenging Presidents on their National security stances. This White House be-
lieves that it is above receiving oversight. 

On the evening of January 13, an email from the Trump transition team in-
structed all transition team leaders to ‘‘reach out tonight and inform’’ the inspectors 
general in their agencies ‘‘that they are being held over on a temporary basis,’’ in-
sinuating that the inspectors general should seek other employment. 

Shortly before this email was circulated, the new Secretary of DHS, General John 
Kelly, stated in his Pre-Confirmation Hearing Questionnaire that he ‘‘will take seri-
ously the findings of the Department Inspector General and GAO and will maintain 
a rigorous system to track management issues and the implementation of corrective 
actions.’’ 

Today, I look forward to hearing from the witnesses about the important work 
they have completed, such as helping to ensure DHS continues improving its man-
agement operations. 

Ensuring that DHS puts its limited taxpayer resources towards operating efficient 
and effectively is all the more critical at this moment in our Nation, when DHS is 
expected to be directed to spend upwards of $21 billion to build a wall along the 
U.S.-Mexico border—many drugs and over 90 percent of cocaine produced in South 
America destined to the United States is done via maritime conveyance. 

Turning to the GAO High-Risk List, I am encouraged that the Department made 
some progress since the last report. I must extend credit to the former Secretary 
of Homeland Security Jeh Johnson, whose initiatives such as Unity of Effort and 
the Joint Requirements Council, helped move the Department in a positive direc-
tion. 

I certainly hope the Trump administration takes DHS management seriously, be-
cause effective management leads to better employee morale, program efficiency, 
and Departmental unity. 

Mr. PERRY. Chair thanks the Ranking Member. 
Other Members of the subcommittee are reminded that opening 

statements may be submitted for the record. 
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[The statement of Ranking Member Thompson follows:] 

STATEMENT OF RANKING MEMBER BENNIE G. THOMPSON 

FEBRUARY 16, 2017 

The work done to ensure that the Federal Government is accountable to the 
American people is more valuable than ever. Over the years, both the DHS Inspec-
tor General and the Government Accountability Office have been reliable resources 
to this committee, warning us when programs were not performing to our expecta-
tions and identifying ways that DHS can do better. The reports you issue have driv-
en change at DHS, resulted in millions of taxpayer dollars being saved, and brought 
about improvements throughout the organization. 

Inspector General Roth, you put it best when you said, ‘‘No government agency, 
no matter how dysfunctional, will change on its own accord. Independent oversight 
is a critical and necessary ingredient for positive, constructive change.’’ The dysfunc-
tion you speak of has certainly been evident from Day One of President Trump’s 
administration. When, on the evening of January 27, 2017, President Trump signed 
an Executive Order directing a seven-country Muslim-ban, the Department of 
Homeland Security was suddenly thrust into utter confusion. 

Some travelers who were in the air when the EO was signed weren’t allowed to 
enter the country when they landed, some were detained, and others were sent back 
to their country of departure. When confronted with questions, some Customs and 
Border Patrol Officers suggested that impacted travelers and their families should 
direct all their questions to the President himself since they, themselves, lacked 
clarity about the parameters of the EO that they were directed to enforce. 

In fact, just last week, a Member of this subcommittee shared with the committee 
how, when she went to the international airport in her district in the hours after 
the EO’s issuance and pressed CBP officials for answers about how the Order was 
being implemented, they would not speak with her. 

The new DHS Secretary, General John Kelly, has defended President Trump’s 
EO, but testified before this committee last week that he does not believe the roll- 
out should have happened so quickly, specifically saying the EO should have been 
delayed ‘‘just a bit’’ so Members of Congress could be prepared. Thank you, Inspec-
tor Roth, for taking on the critical task of investigating this EO and for reviewing 
all documentation related to its implementation. 

This is a perfect example of why investigative bodies such as the OIG and GAO 
are vital to maintaining the integrity and efficiency of the Federal Government. It 
is more than a little disturbing to see the statements issued by President Trump 
and the people in his inner circle that reflect the view that they are not to be ques-
tioned and are unwilling to subject their activities to oversight from the press, Con-
gress, and Federal watchdogs. 

On January 13, the Trump transition team instructed transition leaders via email 
to contact inspectors general that very same day, and inform them they are being 
held over on a temporary basis. 

It is hard to know whether the Trump folks were purposely seeking to chill over-
sight with this directive but I am heartened that courageous watchdogs not only in 
OIGs across the Government but also at the Office of Government Ethics are stand-
ing their ground. 

Impartial assessments from inspectors general that identify fraud, abuse, mis-
management, and waste of taxpayer funds are essential to our democracy. The 
statements out of this White House also send the wrong message to the men and 
women that make up our Executive branch, including within DHS. 

While I am not surprised at all that the man who currently sits in the Oval Office 
thinks he is above oversight, I am concerned that the House Republican Leadership 
have, to date, refused to take a sober look at the growing mountain of evidence of 
contacts between Trump’s people and Russian intelligence officials during the period 
where Russia was interfering in the election to help get Mr. Trump elected. 

Unless the House Republicans step up, they risk the American public and history 
seeing them as puppets of a President who shows such derision toward the Con-
stitutional principles that undermine this democracy. 

Given that, to date, House Republicans have willfully refused to do their job, Con-
gress has to lean on you—the Watchdogs—to do more. 

Inspector General Roth, I applaud your colleague at the Department of Justice for 
investigating alleged misconduct by the FBI director and other DOJ employees in 
the lead up to the 2016 election. 

VerDate Mar 15 2010 12:57 Sep 22, 2017 Jkt 000000 PO 00000 Frm 00011 Fmt 6633 Sfmt 6621 H:\115TH CONGRESS\17OM0216\17OM0216.TXT HEATH



8 

But that one review by one inspector general is not enough to fully restore public 
confidence among the people I talk with in the institutions that are Constitutionally 
charged with protecting our Nation’s democratic system. 

There is still a need for an independent, non-partisan investigation—akin to the 
one carried out by the 9/11 Commission—into Russia’s interference in the 2016 elec-
tion. This is a critical moment in our Nation. 

All of us who took oaths to uphold the Constitution, whether we sit in an OIG 
office or at the GAO or in the halls of Congress, need to ask tough questions and 
demand answers from President Trump and his administration. 

Mr. PERRY. We are pleased to have a distinguished panel of wit-
nesses before us today. The witnesses’ entire written statements 
will appear in the record. 

The Chair will introduce the witnesses first and then recognize 
each of you for your testimony. 

The Honorable John Roth assumed the post of inspector general 
for the Department of Homeland Security in March 2014. Pre-
viously Mr. Roth served as the director of the Office of Criminal In-
vestigations at the Food and Drug Administration, and as an as-
sistant U.S. attorney for the Eastern District of Michigan. 

Ms. Rebecca Gambler is the director of homeland security and 
justice issues with the Government Accountability Office. Ms. Gam-
bler leads GAO’s work related to border security and immigration 
as well as DHS’s management issues, and is a proud graduate of 
Messiah College, which is about a mile from where I grew up. 

Thank you for being here today. 
The Chair recognizes Mr. Roth for an opening statement. 

STATEMENT OF JOHN ROTH, INSPECTOR GENERAL, U.S. 
DEPARTMENT OF HOMELAND SECURITY 

Mr. ROTH. Good afternoon. Chairman Perry, Ranking Member 
Correa, Members of the subcommittee, thank you for inviting me 
here today to testify. 

Homeland Security has made progress in the last 3 years, yet 
faces long-standing, persistent challenges. We at the Office of In-
spector General have focused our energy on the Department’s 
major management and performance challenges. 

We have identified six: No. 1, creating a unified Department; No. 
2, employee morale and engagement; No. 3, acquisition manage-
ment; No. 4, grants management; No. 5, cybersecurity; and last, 
improving management fundamentals. 

With a new administration the Department will face new respon-
sibilities. We understand the significant investment the Depart-
ment will be making to satisfy its obligations under the President’s 
Executive Order and the importance of spending that investment 
efficiently and effectively. 

The Department has historically performed very poorly in this 
area, that is securing the southern land border. As many recall, 
prior efforts to fortify the Southwest Border, known as SBInet, 
were canceled in 2011 as being too expensive and too ineffective. 
In a pilot program in Arizona, for example, DHS spent about $1 
billion to build the system across only 53 miles of State’s border be-
fore abandoning that initiative. 

Given the risks involved, we will be using a life-cycle approach 
to audit and monitor the Department’s actions to strengthen the 
physical security of the Nation’s Southern Border. A life-cycle audit 
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approach means that we will be auditing the project throughout its 
lifespan rather than waiting for the project to be completed or par-
tially completed before looking at it. In this way, we have the op-
portunity to stop waste and mismanagement before the money is 
spent, rather than simply identifying it after the fact. 

Our first report will address the lessons learned from the Depart-
ment’s prior Secure Border Initiative and other relevant acquisi-
tions related to securing our borders. We hope to have this report 
out in the next 6 weeks. 

Subsequently, we plan to review CBP’s comprehensive study of 
the security of the Southern Border that the Executive Order re-
quires be completed within 180 days of the Executive Order. Fu-
ture audits will address the planning, designing, acquisition, and 
construction phases of the Southern Border barrier. 

Similarly, the Department will face a number of challenges in 
executing the President’s Executive Orders directing the Depart-
ment to hire an additional 5,000 Border Patrol agents and 10,000 
immigration officers. 

We recently completed an audit that highlighted the numerous 
bottlenecks in effective hiring. In fiscal year 2015, for example, it 
took an average of 282 days, which is over 9 months, to hire a Bor-
der Patrol agent, measured from the time that the job announce-
ment closed to the date the applicant was hired. Other positions 
have likewise encountered significant delays. 

As with the acquisition area, I have initiated the first in a series 
of audits to further review the Department’s human capital strate-
gies and management capabilities to ensure that the Department 
can quickly and effectively hire a highly qualified and diverse work 
force. Our first engagement will compile and review open-source lit-
erature, other Government reports, and our prior work to help the 
Department and its components avoid previously-identified poor 
management practices and their negative impacts. 

One of the areas we will continue to focus on is acquisition man-
agement. Acquisition management, which is critical to fulfilling all 
DHS missions, is inherently complex, high-risk, and challenging. 
There continue to be DHS major acquisition programs that cost 
more than expected, take longer to deploy than planned, and de-
liver less capability than promised. 

For example, the USCIS continues challenges in its efforts to 
automate immigration benefits. After 11 years, USCIS has made 
little progress in transforming its paper-based processes into a 
modern automated system. It still uses a paper-based process, 
something akin to the 1950’s, to manage a complex and growing 
workload. 

The USCIS deployed the Electronic Immigration System in May 
2012, but to date customers can apply on-line for only two of about 
90 different types of immigration benefits and services. As we re-
ported in March 2016, USCIS now estimates it will take more than 
3 years to address these issues—over 4 years longer than esti-
mated, and an additional $1 billion to automate all benefit types. 
This delay will prevent USCIC from achieving its workload proc-
essing, National security, and customer service goals. 

These failures have a real impact on our National security. Er-
rors can result in approved applicants unable to obtain benefits, 
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ber 2006); Controls Over SBInet Program Cost and Schedule Could Be Improved, OIG–10–96 
(June 2010); U.S. Customs and Border Protection’s Management of the Purchase and Storage of 
Steel in Support of the Secure Border Initiative, OIG–12–05 (November 2011). 

maintain employment, or prove lawful immigration status. In the 
wrong hands, green cards may enable terrorists, criminals, and ille-
gal aliens to remain in the United States and access immigration 
benefits. 

Mr. Chairman, this concludes my testimony. I am happy to an-
swer any questions that you or other Members of the committee 
may have. 

[The prepared statement of Mr. Roth follows:] 

PREPARED STATEMENT OF JOHN ROTH 

FEBRUARY 16, 2017 

Chairman Perry, Ranking Member Correa, and Members of the subcommittee, 
thank you for inviting me here today to discuss our recommendations for improving 
the Department of Homeland Security (DHS). 

Since its establishment, DHS has progressed in addressing challenges to accom-
plish its mission. However, to fulfill its vital mission of protecting and securing our 
Nation successfully, the Department must continue to overcome challenges that 
hinder its efforts. The recommendations discussed below demonstrate our efforts to 
assist the Department and its components in overcoming the persistent challenges. 
By addressing these recommendations, DHS can continue to improve effectiveness 
and efficiency of its operations and reduce waste, fraud, and abuse. 

PRIORITIES AND CHALLENGES 

Homeland Security faces many long-standing challenges, and we at the Office of 
Inspector General (OIG) have focused our energy on the Department’s major man-
agement and performance challenges. We have identified six: 

• Creating a unified Department; 
• Employee morale and engagement; 
• Acquisition management; 
• Grants management; 
• Cybersecurity; and 
• Improving management fundamentals.1 
Today, I will focus on the challenges the Department faces in four areas: Creating 

a unified Department, acquisition management, grants management, and manage-
ment fundamentals, as well as newly-arising challenges. 

ADDRESSING NEW PRIORITIES 

With a new administration, the Department will face new responsibilities. We un-
derstand the significant investment the Department will be making to satisfy its ob-
ligations under the President’s Executive Order, Border Security and Immigration 
Enforcement Improvements, and the importance of spending that investment effi-
ciently and effectively. The Department has historically performed very poorly in 
this area. As many recall, prior efforts to fortify the Southwest Border, known as 
SBInet, were canceled in 2011 as being too expensive and ineffective. In a pilot pro-
gram in Arizona, DHS spent about $1 billion to build the system across 53 miles 
of the State’s border before abandoning the initiative.2 

Given the risks involved, we will be using a life-cycle approach to audit and mon-
itor the Department’s actions to strengthen the physical security of the Nation’s 
Southern Border. A life-cycle audit approach means that we will be auditing the 
project throughout its life span, rather than waiting for the project to be completed 
or partially completed before looking at it. In this way, we have an opportunity to 
stop waste and mismanagement before the money is spent, rather than simply iden-
tifying it after the fact. 

Our first report will address lessons learned from the Department’s prior Secure 
Border Initiative and other relevant acquisitions related to securing our borders. We 
hope to have this report out in the next 6 weeks. Subsequently, we plan to review 
U.S. Customs and Border Protection’s (CBP) comprehensive study of the security of 
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3 DHS Is Slow to Hire Law Enforcement Personnel, OIG–17–05 (October 2016). 
4 DHS’s H–60 Helicopter Programs (Revised), OIG–13–89 (May 2013). 
5 DHS Lacks Oversight of Component Use of Force, OIG–17–22 (January 2017). 

the Southern Border that the Executive Order requires be completed within 180 
days of the date of the Executive Order. Future audits will address the planning, 
designing, acquisitions, and construction phases of the Southern Border barrier. 

Similarly, the Department will face a number of challenges in executing the Presi-
dent’s Executive Orders directing the Department to hire an additional 5,000 Border 
Patrol Agents and 10,000 Immigration Officers. We recently completed an audit that 
highlighted numerous bottlenecks in effective hiring. We found that historically 
DHS components had insufficient staffing in the human resource area and had inad-
equate systems to track and process applicants. In fiscal year 2015, it took an aver-
age of 282 days (over 9 months) to hire a Border Patrol Agent, measured from the 
time the job announcement closed to the date the applicant was hired. Other posi-
tions likewise encountered significant delays.3 

As with the acquisition area, I have initiated the first in a series of audits to fur-
ther review the Department’s human capital strategies and management capabili-
ties to ensure the Department can quickly and effectively hire a highly qualified and 
diverse workforce. Our first engagement will compile and review open-source lit-
erature, other Government reports, and prior work of our office to help the Depart-
ment and its components avoid previously identified poor management practices and 
their negative impacts. Subsequent audits will address the collateral impact hiring 
15,000 agents and officers will have not only on other Departmental components, 
but also on other Federal agencies. 

Likewise, as we announced in the beginning of this month, we have begun a re-
view of DHS’s implementation of the recent Executive Order, Protecting the Nation 
from Foreign Terrorist Entry into the United States. The review is being initiated 
in response to Congressional requests and whistleblower and hotline complaints. In 
addition to reviewing the implementation of the Executive Order, we will review 
DHS’s adherence to court orders and allegations of individual misconduct on the 
part of DHS personnel. If circumstances warrant, we will consider including other 
issues that may arise during the course of the review. At the culmination of this 
review, we will provide a final report to Secretary Kelly, the Congress, and the pub-
lic. We appreciate the cooperation we have received from the Department’s compo-
nents as we conduct this review. 

CREATING A UNIFIED DEPARTMENT 

DHS’s primary challenge moving forward is transitioning from an organization of 
22 semi-independent components, each conducting its affairs without regard to, and 
often without knowledge of, other DHS components’ programs and operations, to a 
more cohesive entity focused on the central mission of protecting the homeland. A 
lack of coordination and unity occurs in all aspects of DHS’s programs—planning, 
programing, budgeting, and execution—and leads to waste and inefficiency. 

Our previous audit and inspection reports are replete with examples of the con-
sequences of failing to act as a single entity: 

• Our 2013 audit of DHS’s H–60 helicopter programs showed that one component 
did not cooperate with another to realize potential cost savings and other effi-
ciencies. Specifically, CBP was unwilling to coordinate with the Coast Guard to 
upgrade its H–60 helicopters, even though both components were converting the 
same helicopters. We estimated potential savings of about $126 million if the 
two components had successfully coordinated the conversion of CBP’s H–60 heli-
copters at the Coast Guard’s Aviation Logistics Center. A subsequent H–60 
Business Case Analysis by DHS’s Office of Chief Readiness Support Officer, the 
Aviation Governing Board, the Coast Guard, and CBP confirmed the cost sav-
ings of having the Coast Guard convert the helicopters, but it was too late.4 

• DHS employs approximately 80,000 Federal law enforcement officers whose po-
sitions allow for the use of force as they perform their duties; however, DHS 
does not have an office responsible for managing and overseeing component use- 
of-force activities. We discovered that each component varies on their use-of- 
force activities and DHS has no centralized oversight of use-of-force allegations, 
trends, training, facilities, and resource challenges faced by field personnel. We 
recommended that DHS establish a Department-level entity to actively oversee 
and assist with component use-of-force activities, update policies, and improve 
training.5 

• Since its formation, DHS has faced challenges in integrating various component 
training facilities and programs, and does not have adequate oversight of its 
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6 DHS’s Oversight of Its Workforce Training Needs Improvement, OIG–16–19 (January 2016). 
7 ICE and USCIS Could Improve Data Quality and Exchange to Help Identify Potential 
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8 DHS Pandemic Planning Needs Better Oversight, Training, and Execution, OIG–17–02 (Octo-

ber 2016). 
9 National Defense Authorization Act, Pub. L. No. 114–328, § 1902 (2017). 

workforce training. Multiple prior audits have shown DHS does not have reli-
able training cost data and information to make informed management deci-
sions. During our 2016 audit, we attempted to determine total DHS training 
costs for fiscal years 2014 and 2015. When we requested DHS training costs 
from the DHS Office of the Chief Financial Officer (OCFO), it could not readily 
provide the data. The OCFO did not have access to components’ financial sys-
tems; rather, it relied on data calls to provide the training costs and could not 
validate the data. As a result, we found significant discrepancies between the 
total amounts reported by DHS. Although DHS has taken steps to improve the 
reliability of its training data, further action is needed—thus, we recommended 
that the under secretary for management develop and implement a process to 
accurately capture and report training information across DHS.6 

• In January 2016, we issued a report on human trafficking and the visa process. 
Our audit objectives were to determine how individuals charged or convicted of 
human trafficking used legal means to bring victims to the United States, and 
to identify data quality and exchange issues that may hinder efforts to combat 
human trafficking. In this audit, we compared databases belonging to U.S. Im-
migration and Customs Enforcement (ICE) and to U.S. Citizenship and Immi-
gration Services (USCIS) and found that ICE and USCIS could improve data 
quality to facilitate data matching and identification of possible instances of 
human trafficking. For example, when ICE employees identified a human traf-
ficker, they did not always advise USCIS regarding the victims they identified. 
In turn, in selected instances where USCIS obtained traffickers’ names from the 
victims, USCIS did not have a process to routinely share this information with 
ICE. Without concerted DHS efforts to collect and share information, the risk 
exists that some human traffickers may remain unidentified and free to abuse 
other individuals.7 

• DHS has taken steps to develop a Departmental Pandemic Workforce Protection 
Plan (PWPP) intended to protect the workforce during a pandemic event. How-
ever, DHS cannot be assured that its preparedness plans can be executed effec-
tively during a pandemic event. For example, DHS did not develop clear re-
quirements for pandemic readiness training, even though the DHS PWPP re-
quires components to train and exercise staff and senior leadership on pandemic 
readiness at least annually. The Department did not provide details on applica-
ble trainings or the frequency needed to meet this requirement. As a result, 
seven of the components reviewed did not always include the necessary details 
in their plans on how pandemic training requirements would be met.8 

Despite these examples, DHS has made recent progress in tone and substance. 
In the last 3 years, DHS leadership has taken steps to forge multiple components 
into a single organization. New policies and directives have been created to ensure 
cohesive budget planning and execution, including ensuring a joint requirements 
process. The Department also has a process to identify and analyze its mission re-
sponsibilities and capabilities, with an eye toward understanding how components 
fit together and how each adds value to the enterprise. A new method for coordi-
nating operations, the Southern Border and Approaches Campaign, was created to 
try to reduce the silos and redundancy. 

However, in our report issued last November describing the Department’s major 
management challenges, we found that this progress has been a result of the force 
of will of a small team within the Department’s leadership, and may not be sustain-
able. We warned that absent structural changes within the Department to ensure 
streamlined oversight, communication, responsibility, and accountability—changes 
that we believed must be enshrined in law—that this progress could be undone. 

Fortunately, I am gratified to report that the National Defense Authorization Act 
for fiscal year 2017 establishes within the Department the Office of Strategy, Policy, 
and Plans.9 This Office will lead, conduct, and coordinate the development of the 
Department’s priority policies and will work with each component of the Depart-
ment in establishing or modifying policies. We believe that the creation of this new 
office is an important first step toward the structural changes that are needed to 
create a unified Department. 
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10 USCIS Automation of Immigration Benefits Processing Remains Ineffective, OIG–16–48 
(March 2016). 

ACQUISITION MANAGEMENT 

Acquisition management, which is critical to fulfilling all DHS missions, is inher-
ently complex, high-risk, and challenging. Since its inception in 2003, the Depart-
ment has spent tens of billions of dollars annually on a broad range of assets and 
services—from ships, aircraft, surveillance towers, and nuclear detection equipment 
to IT systems for financial management and human resources. DHS’s yearly spend-
ing on contractual services and supplies, along with acquisition of assets, exceeds 
$25 billion. There continue to be DHS major acquisition programs that cost more 
than expected, take longer to deploy than planned, or deliver less capability than 
promised. 

The Department was established very quickly by combining many legacy and new 
agencies, so DHS’s earliest acquisition processes were imperfect and slow to mature. 
Initially, DHS operated in disparate silos focused on purchasing goods and services 
with minimal management of requirements. In their transition to DHS, seven agen-
cies, including the U.S. Coast Guard, FEMA, and TSA retained their own procure-
ment functions. The expertise and capability of the seven procurement offices mir-
rored their pre-DHS expertise and capability, with staff sizes ranging from 21 to 
346. 

DHS has taken many steps to strengthen Department-wide acquisition manage-
ment, such as establishing an Acquisition Life-Cycle Framework—a four-phase proc-
ess to assure consistent and efficient acquisition management, support, review, and 
approval. The framework is designed to ensure that program managers have the 
tools, resources, and flexibility to execute acquisitions and deliver products that 
meet user requirements while complying with applicable statutes, regulations, and 
policies. 

The Department also created the Office of Program Accountability and Risk Man-
agement (PARM) in 2011. PARM oversees major acquisition programs and the ac-
quisition workforce, develops program management policies, and collects perform-
ance data. Within PARM, the Acquisition Review Board determines whether compo-
nents’ acquisitions meet specific requirements at key phases throughout the acquisi-
tion process. DHS established a Joint Requirements Council to review high-dollar 
acquisitions and make recommendations to the Acquisition Review Board on cross- 
cutting savings opportunities. 

DHS has also increased component-level acquisition capability. For instance, the 
Department appointed component acquisition executives to oversee and support 
their respective programs; it also initiated monthly component acquisition executive 
staff forums to provide guidance and share best practices. DHS has continued to en-
hance its acquisition workforce by establishing centers of excellence for cost esti-
mating, systems engineering, and other disciplines to promote best practices and 
provide technical guidance. 

Most of DHS’s major acquisition programs continue to cost more than expected, 
take longer to deploy than planned, or deliver less capability than promised. Al-
though its acquisition policy includes best practices, DHS sometimes approves mov-
ing forward with major acquisition programs without appropriate internal oversight. 

• USCIS faces continuing challenges in its efforts to automate immigration bene-
fits. After 11 years, USCIS has made little progress in transforming its paper- 
based processes into an automated immigration benefits processing environ-
ment. Past automation attempts have been hampered by ineffective planning, 
multiple changes in direction, and inconsistent stakeholder involvement. USCIS 
deployed the Electronic Immigration System (ELIS) in May 2012, but to date 
customers can apply on-line for only 2 of about 90 types of immigration benefits 
and services. As we reported in March 2016, the current ELIS approach does 
not ensure stakeholder involvement, performance metrics, system testing, or the 
user support needed for an effective system. USCIS now estimates it will take 
3 more years to address these issues—over 4 years longer than estimated—and 
an additional $1 billion to automate all benefit types. This delay will prevent 
USCIS from achieving its workload processing, National security, and customer 
service goals.10 
These failures have a real impact on our National security. Because of proc-
essing errors resulting from premature release of ELIS software, USCIS re-
ceived over 200,000 reports from approved applicants about missing green 
cards. The number of cards sent to wrong addresses has incrementally in-
creased since 2013 due in part to complex processes for updating addresses, 
ELIS limitations, and factors beyond the agency’s control. USCIS produced at 
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least 19,000 cards that included incorrect information or were issued in dupli-
cate. Most card issuance errors were due to design and functionality problems 
in ELIS. USCIS’ efforts to address the errors have been inadequate. Although 
USCIS conducted a number of efforts to recover the inappropriately-issued 
cards, these efforts also were not fully successful and lacked consistency and a 
sense of urgency. Errors can result in approved applicants unable to obtain ben-
efits, maintain employment, or prove lawful immigration status. In the wrong 
hands, Green Cards may enable terrorists, criminals, and illegal aliens to re-
main in the United States and access immigrant benefits.11 
We recently issued a Management Alert regarding additional concerns with 
ELIS that came up during an on-going audit of USCIS’ use of ELIS for natu-
ralization benefits processing. Early this year we learned of an impending deci-
sion by USCIS leadership to return to ELIS processing late January 2017. We 
are concerned about the feasibility and risk of such a decision given all the 
ELIS problems that remain unsolved. As such, we recommended that USCIS 
ensure the four minimal requirements of the Field Operations Directorate are 
met prior to returning to ELIS processing of N–400 naturalization applications 
and perform a risk-based analysis of all unresolved ELIS technical issues to en-
sure that, going forward, all systems improvement decisions are based on poten-
tial agency operational impact and risk to public safety.12 
We are pleased to report that USCIS has agreed to delay the return to ELIS 
processing until all of the technical issues have been resolved. 

• As we reported in November 2015, FEMA has taken steps to improve its IT 
management and developed numerous IT planning documents, but has not co-
ordinated, executed, or followed through on these plans. FEMA struggles to im-
plement component-wide IT governance, in part because the Chief Information 
Officer does not have sufficient control and budget authority to lead the compo-
nent’s decentralized IT environment. As a result, FEMA’s IT environment has 
become overly complex, difficult to secure, and costly to maintain. In response 
to one of our recommendations, FEMA plans to implement and enforce a stand-
ardized, component-wide process that sufficiently defines and prioritizes the ac-
quisition, development, operation, and maintenance requirements for all sys-
tems by exercising authorities through the IT Governance Board.13 

• In September 2014, we reported that FEMA spent about $247 million over 9 
years to implement a Logistics Supply Chain Management System that cannot 
interface with its partners’ logistics management systems or provide real-time 
visibility over all supplies shipped. In addition, FEMA estimated that the life- 
cycle cost of the system would be about $556 million—$231 million more than 
its original estimate. These problems were largely caused by FEMA’s failure to 
comply with the Department’s acquisition guidance. For instance, the program 
office responsible for the system did not analyze alternatives to determine how 
best to close the gap in FEMA’s logistics capability; did not report life-cycle cost 
increases to the component acquisition executives and the DHS Acquisition De-
cision Authority; and did not formally report program breaches as required, 
which hindered oversight.14 

• As this subcommittee well knows, the Department is challenged in using the 
most efficient and effective composition of its motor vehicle fleet to meet mission 
requirements, in part due to limited DHS authority over components’ fleet man-
agement decisions. We conducted three audits in this area. Most recently, in Oc-
tober 2015, we reported that the Federal Protective Service (FPS), based on its 
workforce, has too many vehicles and pays too much for its vehicles. Also, FPS 
officers in the National Capital Region used their vehicles to commute to and 
from home without proper justification. As a result, FPS may have missed sav-
ing more than $2.5 million. DHS’s insufficient oversight and potential cost sav-
ings were partly due to the DHS Fleet Manager not having enforcement author-
ity to influence component vehicle purchases. Because components receive fund-
ing for vehicle fleets in their individual operational budgets, they make inde-
pendent decisions about the number and type of vehicles needed to support 
their missions. 
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We appreciate this committee’s support on this issue, and appreciate the legisla-
tion originating out of this subcommittee that will amend the Homeland Secu-
rity Act of 2002 to make the DHS Under Secretary for Management responsible 
for overseeing and managing vehicle fleets throughout the Department, includ-
ing developing and distributing a standardized vehicle allocation methodology 
and fleet management plan; ensuring that components formally document fleet 
management decisions; and approving component fleet management plans, vehi-
cle leases, and vehicle acquisitions.15 

DHS has instituted major reforms to the acquisition process and has exerted sig-
nificant leadership to gain control of an unruly and wasteful process. However, we 
worry that these reforms, if not continuously supported and enforced, could be un-
done. As DHS continues to build its acquisition management capabilities, it will 
need stronger Departmental oversight and authority, increased commitment by the 
Department and components, as well as skilled personnel to effect real and lasting 
change. 

Congress has previously introduced legislation designed to address DHS’s acquisi-
tion challenges. We would support legislation that codifies existing policy and rel-
evant offices; provides the necessary authority for key personnel and mechanisms 
within the Department to effectively manage major acquisition programs; reinforces 
the importance of key acquisition management practices, such as establishing cost, 
schedule, and capability parameters; and includes requirements to better identify 
and address poorly performing acquisition programs. 

HOMELAND SECURITY GRANTS MANAGEMENT 

FEMA administers millions of dollars in homeland security preparedness grants. 
This is money given to States and communities to increase their capacity to prepare 
for and respond to a homeland security disaster. However, we find that FEMA does 
a fairly poor job of ensuring that the money is not wasted. We believe that this is 
a result of a failure of leadership on the part of FEMA and structural and systemic 
issues inherent in the program. 

• Since 2001, FEMA has awarded fire departments and first responder organiza-
tions almost $10 billion through the Assistance to Firefighters Grant (AFG) Pro-
gram and Staffing for Adequate Fire and Emergency Response (SAFER) grants. 
In our 2016 audit, we reviewed whether recipients complied with grant require-
ments and guidance to prevent waste, fraud, and abuse of grant funds. We 
found that 64 percent (243 of 379) of AFG grant recipients (grantees) we re-
viewed did not comply with grant guidance and requirements because they did 
not support expenditures of more than $6.3 million with adequate documenta-
tion. Based on the results of our statistical sample analysis, $147.2 million (13 
percent) of the $1.13 billion appropriated grant funds are possible questioned 
costs.16 

• We also found that 63 percent (88 of 139) of SAFER grant recipients (grantees) 
we reviewed did not comply with grant guidance and requirements to prevent 
waste, fraud, and abuse of grant funds. We found that they did not support ex-
penditures of more than $17.75 million with adequate documentation, and they 
may have expended more than $692,000 in grant funds on ineligible items and 
activities. SAFER grant appropriations for fiscal years 2010 through 2012 to-
taled approximately $1.16 billion. We examined about $72 million in grant 
funds spent and are questioning $18.4 million.17 

As a result of Congressional mandates, we have audited a significant number of 
homeland security preparedness grants and have made recommendations. Unfortu-
nately, FEMA has largely failed to take advantage of our recommendations in any 
kind of systemic or organized way. In an overarching audit of OIG recommendations 
related to preparedness grants, we reported that FEMA had not adequately ana-
lyzed recurring recommendations to implement changes to improve its oversight of 
these grants. Specifically, of the 58 homeland security grant audits we looked at, 
which contained 490 recommendations, we found that 91 percent identified chal-
lenges that were present year after year. In other words, we would identify an issue 
with one State’s grant and make recommendations, but FEMA would not make sys-
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temic changes to ensure that the same issue was not repeated in other State grants. 
Simply put, when it comes to administration of homeland security grants, FEMA 
is not a learning organization and is content to make the same mistakes over and 
over again.18 

Based on our recurring audit findings, it is critically important that FEMA offi-
cials examine regulations, policies, and procedures and assess the need for more ro-
bust changes throughout all grant programs. FEMA should refocus its efforts to 
identify systemic issues and develop solutions to address the cause and not just the 
symptoms. FEMA needs to improve its oversight of State grantees and proactively 
engage with States to improve management and guidance of subgrantees. 

MANAGEMENT FUNDAMENTALS 

Although neither exciting nor publicly lauded, the basics of management are the 
lifeblood of informed decision making and successful mission performance. Manage-
ment fundamentals include having accurate, complete information on operations 
and their cost; meaningful performance metrics on programs and goals; and appro-
priate internal controls. The Department has made strides in establishing its man-
agement fundamentals, including obtaining an unmodified opinion on its financial 
statements for the last 3 years. However, DHS still cannot obtain such an opinion 
on its internal controls over financial reporting. In plain terms, this means the De-
partment can assemble reasonably accurate financial statements at the end of the 
fiscal year, but it has no assurance that its financial information is accurate and 
up-to-date throughout the year. DHS has also instituted many positive steps such 
as over-arching acquisition policies and other meaningful acquisition reforms, but 
the value of these steps is undermined by the lack of discipline in management fun-
damentals. 

We have summarized the on-going challenges the Department faces into three 
main categories, but caution that these challenges are both interrelated and cumu-
lative: 
Collecting the Right Data 

The Department does not prioritize collection of data in its program planning, 
does not always gather enough data, and does not validate the data it receives to 
ensure it is accurate and complete. The lack of reliable and complete data permeates 
through the entire Department and its components and is often accompanied by too 
little management oversight and weak internal controls. DHS leadership does not 
always assert its authority over the components to ensure it gets the data it needs 
when it needs it. As a result, DHS and the components often struggle making good 
decisions on acquisitions (what is needed and how much is needed) and correctly 
deploying resources (people, as well as acquired goods and services). Further, DHS 
does not have the data required to measure performance and use the feedback to 
adjust and improve programs and operations. We have identified numerous exam-
ples of this issue, including DHS’s lack of accurate and complete inventory data for 
equipment, which hindered the provision of needed interoperable radio equipment, 
and incomplete inventory data on warehouse space, which led to wasted resources.19 
Simply put, without the foundation of solid data, DHS cannot be certain it will 
achieve its mission and spend taxpayer dollars wisely and efficiently. 
Collecting and Analyzing Cost Data 

The Department, like most Federal Government agencies, does not put sufficient 
emphasis on collecting cost data for operations and programs. Successful businesses 
unfailingly track cost data because the cost of their operations or products directly 
impacts their bottom line revenue. Government does not have that bottom-line drive 
for cost information; yet, all Government programs rely on informed decision mak-
ing to optimize performance. Without cost information, DHS cannot conduct a reli-
able cost-benefit analysis of proposed program or policy changes or new initiatives. 
Because it does not fully understand the costs of its program choices, the Depart-
ment is not equipped to analyze its risk decisions. The lack of information on pro-
gram costs also limits basic investment decisions among competing programs. Our 
fiscal year audit of CBP’s unmanned aircraft system program highlighted CBP’s fail-
ure to capture complete cost data for the program. CBP did not include all the ac-
tual operating costs because some costs were paid from a different budget line item 
or program. We determined that CBP was dramatically underestimating the cost of 
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20 U.S. Customs and Border Protection’s Unmanned Aircraft System Program Does Not Achieve 
Intended Results or Recognize All Costs of Operations, OIG–15–17 (December 2014). 

21 Verification Review of Transportation Security Administration’s Screening of Passengers by 
Observation Techniques/Behavior Detection and Analysis Program, OIG–16–111–VR (July 
2016). 

22 Streamline: Measuring Its Effect on Illegal Border Crossing, OIG–15–95 (May 2015). 
23 DHS Drug Interdiction Effects Need Improvement, OIG–17–09 (November 2016). 

the program at the same time it was considering expanding the program.20 Program 
decisions based on inaccurate or incomplete cost analysis can lead to program fail-
ure, poor performance, or significant delays. Since we issued our audit report, DHS 
has made substantial progress toward developing a common flying hour program. 
Performance Measurement 

DHS does not routinely establish meaningful performance measures for many of 
its on-going initiatives and programs. Multiple audit and inspection reports identify 
deficiencies in or the absence of DHS performance measures. Our audits have iden-
tified costly programs that DHS has not measured for effectiveness. Therefore, we 
do not know whether the investment of taxpayer resources is a good one. For exam-
ple: 

• TSA has continued to invest in its Screening of Passengers by Observation 
Techniques program without valid performance metrics to evaluate whether the 
investment is yielding appropriate results. In fact, 3 years after our initial 
audit, we found that TSA still is unable to determine its effectiveness.21 

• CBP’s Streamline, an initiative to criminally prosecute individuals who illegally 
enter the United States, had flawed measures of effectiveness and did not cap-
ture an accurate picture of the alien’s crossing history, re-entry, or re-apprehen-
sion over multiple years. As a result, CBP did not have good information to 
make management decisions about widening, maintaining, or constricting 
Streamline’s parameters.22 

• One of the Department’s critical functions is to protect the Nation by inter-
dicting illicit drugs headed for the United States through air, land, or maritime 
borders; however, the Department’s drug interdiction performance measures did 
not effectively assess the impact of its drug interdiction efforts. We found that 
the measures were not outcome-based or did not assess activities directly re-
lated to combating drug smuggling organizations. In one instance, the measure 
could be expanded to more accurately assess component drug interdiction activ-
ity effects toward dismantling transnational criminal organizations. This oc-
curred because the Department did not establish minimum standards for com-
ponents to use in developing effective performance measures. The Department 
instead relied on components to develop and implement performance measures 
to satisfy the Office of National Drug Control Policy priorities. As a result, DHS 
could not measure whether its drug interdiction efforts effectively support re-
quired National drug control outcomes.23 

Reliable and relevant feedback on program performance is critical to ensuring the 
Department does not invest its resources on unproductive, inefficient, or ineffective 
programs and initiatives. 

These critical business fundamentals, unglamorous as they may be, are part of 
any mature and functioning Government enterprise. The key to a more effective and 
efficient DHS is to focus on these basic Government business practices. DHS 
achieved its unmodified opinion on the financial statements through concentrated 
hard work and attention to detail at every level of the Department. Similar empha-
sis must be placed on mastering the fundamentals of business management before 
the Department can fully mature as a world class organization. 

Mr. Chairman, this concludes my testimony. I am happy to answer any questions 
you or other Members of the committee may have. 

Mr. PERRY. Thank you, Mr. Roth. 
The Chair recognizes Ms. Gambler for her opening statement. 

STATEMENT OF REBECCA GAMBLER, DIRECTOR, HOMELAND 
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE 

Ms. GAMBLER. Good afternoon, Chairman, Ranking Member, 
Members of the subcommittee. I appreciate the opportunity to tes-
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tify at today’s hearing to discuss GAO’s work on DHS’s efforts to 
strengthen and integrate its management function. 

Since 2003 GAO has issued hundreds of reports addressing the 
range of DHS’s mission and management functions and we have 
made about 2,500 recommendations to strengthen the Depart-
ment’s management and performance measurement, among other 
things. DHS has implemented more than 70 percent of these rec-
ommendations and has actions under way to address others. 

GAO also regularly reports to Congress on Government oper-
ations that we have identified as high-risk because of their greater 
vulnerability to fraud, waste, abuse, and mismanagement, or the 
need for transformation. In 2003 we designated implementing and 
transforming DHS as high-risk because DHS had to transform 22 
agencies into one Department and the failure to address associated 
risks could have serious consequences for U.S. National and eco-
nomic security. With DHS’s maturation and evolution we have nar-
rowed the scope of the high-risk area to focus on strengthening 
DHS’s management functions, which include human capital, infor-
mation and Technology, acquisition, and financial management. 

My remarks today will focus on two areas: First, DHS’s progress 
and remaining actions to strengthen its management functions; 
and second, cross-cutting issues or themes that have affected 
DHS’s efforts to implement its missions. 

First, DHS has made progress in meeting GAO’s five criteria for 
removal from the high-risk list. Specifically, agencies must have: 
No. 1, strong commitment and top leadership support; No. 2, an ac-
tion plan; No. 3, the capacity, which includes the people and other 
resources, to address the risks; No. 4, a program for monitoring 
progress; and No. 5, demonstrated progress in implementing correc-
tive actions. 

In our 2017 high-risk update, which we issued yesterday, we 
found that DHS has met three of our criteria: Demonstrating lead-
ership commitment, and having a corrective action plan, and a 
framework for monitoring progress. DHS has partially met the 
other two criteria. 

To help the Department in addressing our high-risk criteria GAO 
and DHS have agreed to 30 outcomes across DHS’s management 
functions. DHS has fully or mostly addressed 21 of these outcomes 
and has partially addressed or initiated activities relative to the 
others. 

For example, within acquisition management the Department 
has made progress in validating required acquisition documents for 
its major programs, but more work is needed to demonstrate that 
major programs are on track to achieve cost, schedule, and capa-
bility goals. Further, within human capital management DHS has 
developed and made progress on implementing a strategic human 
capital plan; however, DHS has considerable work ahead to im-
prove employee morale. 

Second, we have identified various themes that have impacted 
DHS’s progress in implementing its mission functions. These 
themes include leading and coordinating the homeland security en-
terprise, and strategically managing risks and assessing homeland 
security efforts. 
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1 GAO, High-Risk Series: An Update, GAO–03–119 (Washington, DC: January 2003). 

While DHS has made important progress in addressing these 
themes, they continue to affect the Department’s implementation 
efforts. For example, while DHS has made important strides in co-
ordinating efforts with homeland security partners in various mis-
sion areas, our work has shown that DHS could further improve 
its coordination and outreach in such areas as facility security and 
critical infrastructure. 

Further, DHS and its components have strengthened their risk 
and performance assessments of various programs and initiatives. 
However, opportunities exist for the Department and its compo-
nents to improve their risk and performance assessment efforts in 
such areas as the adjudication of immigration benefits. 

As I close I think it is important to note that DHS has made 
progress in addressing those issues that contribute to its designa-
tion as high-risk. While this progress has been positive, DHS needs 
to continue to demonstrate measurable and sustainable progress in 
implementing corrective actions and achieving those outcomes we 
and the Department have identified. Efforts by the Department 
and Congress—through proposed legislation and continued over-
sight, for example—are important to helping ensure that the De-
partment has the people, processes, and systems in place to 
strengthen management functions and address remaining chal-
lenges. 

GAO will also continue to work constructively with the Depart-
ment. For example, senior GAO and DHS officials have met rou-
tinely over the past several years to discuss the Department’s plans 
and progress in addressing this high-risk area, and we plan to con-
tinue these efforts. 

This concludes my oral statement, and I am happy to answer any 
questions Members have. 

[The prepared statement of Ms. Gambler follows:] 

PREPARED STATEMENT OF REBECCA GAMBLER 

FEBRUARY 16, 2017 

Chairman Perry, Ranking Member Correa, and Members of the subcommittee: 
Thank you for the opportunity to discuss the Department of Homeland Security’s 
(DHS) on-going efforts to strengthen and integrate its management functions. In the 
14 years since the Department’s creation, DHS has implemented key homeland se-
curity operations, achieved important goals and milestones, and grown to more than 
240,000 employees and approximately $67 billion in budget authority. We have 
issued hundreds of reports addressing the range of DHS’s missions and manage-
ment functions, and our work has identified gaps and weaknesses in the Depart-
ment’s operational and implementation efforts, as well as opportunities to strength-
en their efficiency and effectiveness. Since 2003, we have made approximately 2,500 
recommendations to DHS to strengthen program management, performance meas-
urement efforts, and management processes, among other things. DHS has imple-
mented more than 70 percent of these recommendations and has actions under way 
to address others. 

We also report regularly to Congress on Government operations that we identified 
as high-risk because of their increased vulnerability to fraud, waste, abuse, and mis-
management, or the need for transformation to address economy, efficiency, or effec-
tiveness challenges. In 2003, we designated Implementing and Transforming DHS 
as high-risk because DHS had to transform 22 agencies—several with major man-
agement challenges—into one department, and failure to address associated risks 
could have serious consequences for U.S. National and economic security.1 Given the 
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2 DHS also has responsibility for other areas we have designated as high-risk. Specifically, in 
2005, we designated establishing effective mechanisms for sharing and managing terrorism-re-
lated information to protect the homeland as high-risk, involving a number of Federal depart-
ments, to include DHS. In our 2017 update, we removed this area from the High-Risk List be-
cause the Program Manager for the Information Sharing Environment and key departments and 
agencies, such as DHS, made significant progress to strengthen how intelligence on terrorism, 
homeland security, and law enforcement, as well as other information, is shared among Federal, 
State, local, Tribal, international, and private-sector partners. In 2006, we identified the Na-
tional Flood Insurance Program as high-risk. Further, in 2003, we expanded the scope of the 
high-risk area involving Federal information security, which was initially designated as high- 
risk in 1997, to include the protection of the Nation’s computer-reliant critical infrastructure. 
See GAO, High-Risk Series: Progress on Many High-Risk Areas, While Substantial Efforts Need-
ed on Others, GAO–17–317 (Washington, DC: February 2017); High-Risk Series: An Update, 
GAO–09–271 (Washington, DC: January 2009); High-Risk Series: An Update, GAO–07–310 
(Washington, DC: January 2007); and High-Risk Series: An Update, GAO–05–207 (Washington, 
DC: January 2005). 

3 GAO, Department of Homeland Security: Progress Made and Work Remaining in Imple-
menting Homeland Security Missions 10 Years after 9/11, GAO–11–881 (Washington, DC: Sept. 
7, 2011). 

4 GAO, High-Risk Series: An Update, GAO–13–283 (Washington, DC: February 2013). 
5 GAO, High-Risk Series: An Update, GAO–15–290 (Washington, DC: February 2015). 
6 GAO, Determining Performance and Accountability Challenges and High Risks, GAO–01– 

159SP (Washington, DC: November 2000). 

significant effort required to build and integrate a department as large and complex 
as DHS, our initial high-risk designation addressed the Department’s initial trans-
formation and subsequent implementation efforts, to include associated manage-
ment and programmatic challenges.2 

Since 2003, the focus of the Implementing and Transforming DHS high-risk area 
has evolved in tandem with DHS’s maturation and evolution. In September 2011, 
we reported in our assessment of DHS’s progress and challenges 10 years after the 
terrorist attacks of September 11, 2001, that the Department had implemented key 
homeland security operations and achieved important goals in many areas to create 
and strengthen a foundation to reach its potential.3 However, we also reported that 
continuing weaknesses in DHS’s management functions had been a key theme im-
pacting the Department’s implementation efforts. While challenges remain for DHS 
across its range of missions, the Department has made considerable progress in 
transforming its original component agencies into a single Cabinet-level department 
and positioning itself to achieve its full potential. As a result, in our 2013 high-risk 
update, we narrowed the scope of the high-risk area to focus on strengthening DHS 
management functions (human capital, acquisition, financial management, and in-
formation technology [IT]), and changed the name from Implementing and Trans-
forming DHS to Strengthening DHS Management Functions to reflect this focus.4 
Finally, in our 2015 high-risk update, we found that DHS’s top leadership had con-
tinued to demonstrate exemplary commitment to and support for addressing the De-
partment’s management challenges and that DHS had made important progress in 
strengthening its management functions. However, we also found in our 2015 up-
date that DHS continued to face significant management challenges that hindered 
its ability to achieve its missions and concluded that DHS needed to continue to 
demonstrate sustainable, measurable progress in addressing key challenges that re-
mained within and across its management functions.5 

In November 2000, we published our criteria for removing areas from the High- 
Risk List.6 

Specifically, agencies must have: (1) A demonstrated strong commitment and top 
leadership support to address the risks; (2) the capacity (that is, the people and 
other resources) to resolve the risks; (3) a corrective action plan that identifies the 
root causes, identifies effective solutions, and provides for substantially completing 
corrective measures in the near term, including but not limited to steps necessary 
to implement solutions we recommended; (4) a program instituted to monitor and 
independently validate the effectiveness and sustainability of corrective measures; 
and (5) the ability to demonstrate progress in implementing corrective measures. 

In a September 2010 letter to DHS, we identified and DHS agreed to achieve 31 
outcomes that are critical to addressing challenges within the Department’s man-
agement areas and in integrating those functions across the Department. In March 
2014, we updated these outcomes in collaboration with DHS to reduce overlap and 
ensure their continued relevance and appropriateness. These updates resulted in a 
reduction from 31 to 30 total outcomes. The 30 key outcomes include, among others, 
validating required acquisition documents in accordance with a Department-ap-
proved, knowledge-based acquisition process; and sustaining clean audit opinions for 
at least 2 consecutive years on Department-wide financial statements and internal 
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7 GAO–17–317. See also the related GAO products list at the end of this statement. 

controls over financial reporting. Achieving sustained progress across the outcomes 
requires leadership commitment, effective corrective action planning, adequate ca-
pacity, and monitoring the effectiveness and sustainability of supporting initiatives. 

My statement discusses: (1) DHS’s progress and actions remaining in strength-
ening and integrating its management functions, and (2) cross-cutting issues that 
have affected DHS’s progress in implementing its mission functions. 

This statement is based on GAO’s 2017 high-risk update report as well as reports 
and testimonies we issued from September 2011 through mid-February 2017.7 For 
these products, among other things, we analyzed DHS strategies and other docu-
ments related to the Department’s efforts to address its high-risk areas, including 
analysis from our past reports issued since DHS began its operations in March 
2003, and interviewed DHS officials. More detailed information on the scope and 
methodology of our prior work can be found within each specific report. We con-
ducted the work on which this statement is based in accordance with generally ac-
cepted Government auditing standards. Those standards require that we plan and 
perform the audit to obtain sufficient, appropriate evidence to provide a reasonable 
basis for our findings and conclusions based on our audit objectives. We believe that 
the evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 

DHS HAS MADE IMPORTANT PROGRESS IN STRENGTHENING ITS MANAGEMENT 
FUNCTIONS, BUT CONSIDERABLE WORK REMAINS 

DHS Progress in Meeting Criteria for Removal from the High-Risk List 
DHS’s efforts to strengthen and integrate its management functions have resulted 

in progress addressing our criteria for removal from the High-Risk List. In par-
ticular, in our 2017 high-risk report, which we released yesterday, we found that 
DHS’s continued efforts to strengthen and integrate its acquisition, IT, financial, 
and human capital management functions have resulted in the Department meeting 
three criteria for removal from the High-Risk List (leadership commitment, a correc-
tive action plan, and a framework to monitor progress) and partially meeting the 
remaining two criteria (capacity and demonstrated, sustained progress), as shown 
in Table 1. 

TABLE 1.—ASSESSMENT OF DEPARTMENT OF HOMELAND SECURITY (DHS) 
PROGRESS IN ADDRESSING THE STRENGTHENING DHS MANAGEMENT 
FUNCTIONS HIGH-RISK AREA, AS OF FEBRUARY 2017 

Criterion for Removal From High-Risk 
List Met* Partially Met** Not Met*** 

Leadership commitment ................. X ....................... .......................
Capacity ........................................... ....................... X .......................
Action plan ...................................... X ....................... .......................
Framework to monitor progress .... X ....................... .......................
Demonstrated, sustained progress ....................... X .......................

Total ...................................... 3 2 0 

Source: GAO analysis of DHS documents, interviews, and prior GAO reports. GAO–17–409T. 
* ‘‘Met’’: There are no significant actions that need to be taken to further address this cri-

terion. 
** ‘‘Partially met’’: Some but not all actions necessary to generally meet the criterion have 

been taken. 
*** ‘‘Not met’’: Few, if any, actions toward meeting the criterion have been taken. 

In our 2017 high-risk report, we found that DHS’s top leadership, including the 
Secretary and Deputy Secretary of Homeland Security, demonstrated exemplary 
commitment and support for addressing the Department’s management challenges. 
DHS established a framework for monitoring its progress in its Integrated Strategy 
for High-Risk Management, in which it has included performance measures to track 
the implementation of key management initiatives since June 2012. In addition, we 
found that since our 2015 high-risk update, DHS has strengthened its monitoring 
efforts for financial system modernization programs that are key to effectively sup-
porting the Department’s financial management operations, resulting in DHS meet-
ing the monitoring criteria for the first time. We also found that DHS has updated 
its Integrated Strategy for High-Risk Management, demonstrating a continued focus 
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8 Pub. L. No. 114–328, § 1903(b) (codified at 6 U.S.C. § 341(a)(11)). 
9 H.R. 3572, 114th Cong. (as passed by House, Oct. 20, 2015). 
10 S. 2976, 114th Cong. § 101(b) (as reported by S. Comm. on Homeland Sec. and Gov’tal Af-

fairs, June 28, 2016). 
11 H.R. 6381, 114th Cong. (2016). 
12 DHS, Secretary of Homeland Security, Strengthening Departmental Unity of Effort, Memo-

randum for DHS Leadership (Washington, DC: Apr. 22, 2014). This memorandum committed 
to, among other things, improving DHS’s planning, programming, budgeting, and execution 
processes through strengthened Departmental structures and increased capability. DHS, 
Strengthening Departmental Unity of Effort, Management Directive 071–01 (Washington, DC: 
June 30, 2015). 

on addressing this high-risk designation, and made important progress in identi-
fying and putting in place the people and resources needed to resolve Departmental 
management risks. 

Congress also has taken a number of actions to support and oversee DHS’s 
progress in strengthening its management functions. For example, the National De-
fense Authorization Act for Fiscal Year 2017 includes a mandate that the DHS 
Under Secretary for Management report to us every 6 months to demonstrate meas-
urable, sustainable progress made in implementing DHS’s corrective action plans to 
address the Strengthening DHS Management Functions high-risk area until we sub-
mit written notification of the area’s removal from the High-Risk List to the appro-
priate Congressional committees.8 Similar provisions were included in the DHS 
Headquarters Reform and Improvement Act of 2015,9 the DHS Accountability Act 
of 2016,10 and the DHS Reform and Improvement Act.11 

Below we provide more detailed information on DHS’s progress in meeting criteria 
for removal from the High-Risk List. 

Leadership commitment (met).—We found in our 2017 high-risk report that the 
Secretary and Deputy Secretary of Homeland Security, the DHS Under Secretary 
for Management, and other senior DHS officials demonstrated exemplary commit-
ment and top leadership support for addressing the Department’s management chal-
lenges. We also found that they took actions to institutionalize this commitment to 
help ensure the long-term success of the Department’s efforts. For example, the Sec-
retary of Homeland Security’s Unity of Effort initiative helped to strengthen the in-
tegration of DHS’s business operations across the Department by, for example, final-
izing a management directive in June 2015 that formally establishes multiple senior 
leader forums for on-going review of Departmental initiatives.12 The Secretary’s 
Unity of Effort initiative also established enhancements to DHS’s budgeting process 
by creating a new approach to mission-focused, cross-DHS budget development and 
assessment. Senior DHS officials have also routinely met with us over the past 8 
years to discuss the Department’s plans and progress in addressing this high-risk 
area. During this time, we provided specific feedback on the Department’s efforts. 
According to DHS officials, and as demonstrated through their progress, the Depart-
ment continues to be committed to demonstrating measurable, sustained progress 
in addressing this high-risk area. For example, during monthly leadership meetings 
with the Under Secretary for Management, the Department’s Chief Executive Offi-
cers for each management area provide status updates on their respective business 
function’s efforts to achieve progress on outstanding actions that are to be accom-
plished related to the high-risk area. According to DHS officials, these meetings pro-
vide an opportunity to maintain leadership support and accountability for making 
progress toward resolving management challenges facing the Department. We con-
cluded in our 2017 high-risk report that it will be important for DHS to maintain 
its current level of top leadership support and commitment to ensure continued 
progress in successfully completing its corrective actions. 

Capacity (partially met). In our 2017 high-risk report, we found that DHS has 
taken important actions to identify and put in place the people and resources need-
ed to resolve Departmental management risks; however, DHS needs to make addi-
tional progress identifying and allocating resources in certain areas to sufficiently 
demonstrate that it has the capacity to achieve and sustain corrective actions and 
outcomes. Toward achieving the 30 outcomes we identified and DHS agreed were 
needed to address the high-risk area, DHS has issued 10 updated versions of its ini-
tial January 2011 Integrated Strategy for High-Risk Management, most recently in 
August 2016. 

Prior to the January 2016 Integrated Strategy for High-Risk Management, DHS 
did not identify sufficient resources in a number of areas, which could undermine 
DHS’s efforts to strengthen its management functions. For example, in June 2015, 
DHS identified that it had resources and personnel needed to implement 8 of the 
11 key management initiatives it was undertaking to achieve the 30 outcomes, but 
did not identify sufficient resources for the 3 remaining initiatives. In addition, our 
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13 The discovery phase includes an in-depth analysis of the requirements and capabilities of 
the new system, also known as a gap analysis, and is also performed to determine the feasibility 
of implementing, deploying, and maintaining financial management services for the chosen solu-
tion. 

prior work has identified specific capacity gaps that could undermine achievement 
of management outcomes. 

In contrast, DHS’s January and August 2016 updated versions of its strategy stat-
ed that it had addressed previously identified capacity shortfalls in areas such as 
IT human capital management and acquisition management, it had sufficient re-
sources to achieve all 30 outcomes, and it had self-assessed the capacity criterion 
as fully met. In its August 2016 updated version of its strategy, DHS also provided 
illustrative examples of actions it had taken within and across its management 
areas to demonstrate the Department’s ability to resolve potential risks to achieving 
the 30 outcomes, such as establishing a permanent office for the Unity of Effort In-
tegration within the Office of Policy to oversee Unity of Effort implementation. 

However, we found in our 2017 high-risk report that DHS needs to make addi-
tional progress identifying and allocating resources in certain areas. 

• Acquisition Management.—With respect to acquisition, DHS’s 2016 staffing as-
sessments focused on identifying critical acquisition-related position gaps rather 
than all major program acquisition-related positions; consequently, some pro-
grams were assessed as being fully or almost fully staffed for critical positions 
despite significant staffing shortfalls in the overall program. We concluded that 
this increased focus on critical gaps may limit DHS’s insight into the size and 
nature of acquisition-related staffing shortfalls, making it difficult for DHS to 
develop a plan or process to address these vacancies. In December 2016, DHS 
updated its staffing assessment guidance to re-focus the assessment process on 
all major program acquisition-related positions. However, DHS plans to pilot 
the implementation of this policy update incrementally during 2017 and the 
timing of full implementation is not yet known. 

• IT management.—DHS’s fiscal year 2015–2018 IT Strategic Plan introduced the 
department’s plan to shift the IT paradigm from acquiring assets to acquiring 
services and acting as a service broker. The Department’s August 2016 updated 
version of its strategy reported that this shift is a mechanism for building ca-
pacity to resolve risk. However, while DHS issued a workforce planning contract 
in July 2016 to help DHS headquarters transition to the skillsets needed to ac-
commodate the service broker model, Department officials stated that they have 
not yet defined what those skill sets are or analyzed the skills gaps resulting 
from the paradigm shift. Because DHS has yet to comprehensively assess IT 
human capital gaps within headquarters, it remains unclear whether DHS has 
the capacity to support this paradigm shift. 

• Financial Management.—Additionally, although DHS continues to make 
progress toward modernizing its financial management systems, critical infor-
mation needed to determine the resources required for two of three key mod-
ernization projects is not available as the projects are not yet to a point where 
DHS can determine what resources are required. We reported that the dis-
covery phase of these projects provides essential information for determining 
the implementation schedule and finalizing cost estimates that are needed prior 
to approving the projects for implementation; however, this phase is not ex-
pected to be completed for DHS’s Federal Emergency Management Agency 
(FEMA) and U.S. Immigration and Customs Enforcement modernization 
projects until April 2017.13 

In our 2017 high-risk report we found that DHS has taken actions to address 
some of its previous capacity shortcomings and ensure that the Department has the 
people and resources necessary to resolve risk. However, we also found that addi-
tional progress is needed to ensure that DHS has sufficient capacity not only to re-
solve risks, but to fully achieve and sustain the 30 outcomes. As a result, we as-
sessed DHS as having partially met the capacity criterion. We concluded that DHS 
needs to continue to comprehensively identify the people and resources necessary 
to make progress toward achieving all 30 outcomes; work to mitigate shortfalls and 
prioritize initiatives, as needed; and communicate to senior leadership about critical 
resource gaps requiring resolution. 

Action plan (met).—In our 2017 high-risk report, we found that DHS previously 
established a plan for addressing this high-risk area as discussed above, and has 
continued to take critical, actionable steps toward addressing challenges faced with-
in the Department. As with prior iterations, DHS included in its most recent August 
2016 version of its Integrated Strategy for High-Risk Management key management 
initiatives and related corrective actions for addressing each of the management 
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challenges and related outcomes we identified. For example, the August 2016 up-
dated version of its strategy includes information on actions DHS is taking for an 
initiative focused on financial systems modernization and an initiative focused on 
IT human capital management, which support various outcomes. We concluded that 
DHS’s strategy and approach, if effectively implemented and sustained, provides a 
path for DHS to be removed from our High-Risk List. 

Monitoring (met).—We found in our 2017 high-risk report that DHS has met the 
monitor progress criterion as a result of steps the Department has taken since our 
2015 high-risk update to strengthen its monitoring of key financial system mod-
ernization programs. DHS established a framework for monitoring its progress in 
implementing key management initiatives in the Integrated Strategy for High-Risk 
Management. In the June 2012 updated version of its strategy, DHS included, for 
the first time, performance measures to track its progress in implementing all of 
its key management initiatives. DHS continued to include performance measures in 
its August 2016 updated version of its strategy. For example, to monitor progress 
made toward strengthening the DHS acquisition process by improving the acquisi-
tion workforce, DHS management continues to monitor the percent of its nine acqui-
sition certification policies completed—policies related to program management, cost 
estimating, and contracting among others—and the percent of required acquisition 
certification training developed. 

However, in our 2015 high-risk update, we found that DHS could strengthen its 
financial management monitoring efforts and thus concluded that the Department 
had partially met the criterion for establishing a framework to monitor progress. In 
particular, according to DHS officials, as of November 2014, the Department was 
establishing a monitoring program that would include assessing whether the 
projects modernizing key components of their financial management systems were 
following industry best practices and meeting users’ needs. In 2015, we concluded 
that effectively implementing these modernization projects is important because 
until they are complete, the Department’s systems will not effectively support finan-
cial management operations. Following the 2015 high-risk update, DHS entered into 
a contract for independent verification and validation services that should help en-
sure that financial management systems modernization projects meet key require-
ments. We concluded in our 2017 high-risk report that moving forward, DHS will 
need to continue to closely track and independently validate the effectiveness and 
sustainability of its corrective actions and make mid-course adjustments, as needed. 

Demonstrated progress (partially met).—In our 2017 high-risk report, we found 
that DHS has continued to make important progress in strengthening its manage-
ment functions, but needs to demonstrate additional sustainable and measurable 
progress in addressing key challenges that remain within and across these func-
tions. For example, DHS established the Joint Requirements Council, an acquisition 
oversight body, through which it has created a process for validating capability and 
requirements documents, among other things. DHS has also worked to improve the 
management and oversight of its IT investments by establishing and implementing 
a tiered governance and portfolio management structure. In addition, DHS obtained 
a clean audit opinion on its financial statements for 4 consecutive fiscal years— 
2013, 2014, 2015, and 2016. 

However, in our 2017 high-risk report we found that considerable work remains 
as DHS continues to face significant management challenges in key areas that 
hinder the Department’s ability to meet its missions. For example, we found that 
while DHS has initiated acquisition program health assessments to demonstrate 
that major acquisition programs are on track to achieve their cost, schedule, and 
capability goals, it will take time to demonstrate that these initiatives will improve 
program performance. In addition, DHS does not have modernized financial man-
agement systems, which affects its ability to have ready access to reliable informa-
tion for informed decision making. It is important that DHS retain and attract the 
talent required to complete its work—a challenge the Department continues to face 
due to employee morale issues. As a result, we concluded that addressing these and 
other management challenges will be a significant undertaking, but will be critical 
to mitigate the risks that management weaknesses pose to mission accomplishment. 

In the coming years, DHS needs to continue implementing its Integrated Strategy 
for High-Risk Management and maintain engagement with us to show measurable, 
sustainable progress in implementing corrective actions and achieving outcomes. In 
doing so, it will be important for DHS to: 

• maintain its current level of top leadership support and sustained commitment 
to ensure continued progress in executing its corrective actions through comple-
tion; 
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• continue to identify the people and resources necessary to make progress to-
ward achieving outcomes, work to mitigate shortfalls and prioritize initiatives, 
as needed, and communicate to senior leadership critical resource gaps; 

• continue to implement its plan for addressing this high-risk area and periodi-
cally provide assessments of its progress to us and Congress; 

• closely track and independently validate the effectiveness and sustainability of 
its corrective actions and make mid-course adjustments, as needed; and 

• make continued progress in achieving the 17 outcomes it has not fully ad-
dressed and demonstrate that systems, personnel, and policies are in place to 
ensure that progress can be sustained over time. 

We will continue to monitor DHS’s efforts in this high-risk area to determine if 
the outcomes are achieved and sustained over the long term. 
DHS Progress in Achieving Key High-Risk Outcomes 

As previously discussed, key to addressing the Department’s management chal-
lenges is DHS demonstrating the ability to achieve sustained progress across the 
30 outcomes we identified and DHS agreed were needed to address the high-risk 
area. In our 2017 high-risk report, we found that DHS has fully addressed 13 of 
these outcomes, mostly addressed 8, partially addressed 6, and initiated the remain-
ing 3. Addressing some of these outcomes, such as those pertaining to improving 
employee morale and modernizing the Department’s financial management systems, 
are significant undertakings that will likely require multi-year efforts. Table 2 sum-
marizes DHS’s progress in addressing the 30 key outcomes and is followed by se-
lected examples, including recommendations that DHS should implement to 
strengthen its management functions. 

GAO ASSESSMENT OF DEPARTMENT OF HOMELAND SECURITY (DHS) 
PROGRESS IN ADDRESSING KEY OUTCOMES, AS OF FEBRUARY 2017 

Key management 
function 

Fully 
addressed* 

Mostly 
addressed** 

Partially 
addressed*** Initiated**** Total 

Acquisition 
management ........ 2 2 1 ................... 5 

Information 
technology man-
agement ................ 3 3 ................... ................... 6 

Financial 
management ........ 2 ................. 3 3 8 

Human capital 
management ........ 3 3 1 ................... 7 

Management 
integration ........... 3 ................. 1 ................... 4 

Total .............. 13 8 6 3 30 

Source: GAO analysis of DHS documents, interviews, and prior GAO reports. GAO–17–409T. 
* ‘‘Fully addressed’’: Outcome is fully addressed. 
** ‘‘Mostly addressed’’: Progress is significant and a small amount of work remains. 
*** ‘‘Partially addressed’’: Progress is measurable, but significant work remains. 
**** ‘‘Initiated’’: Activities have been initiated to address the outcome, but it is too early to 

report progress. 

Acquisition Management.—In our 2017 high-risk report we found that DHS has 
fully addressed two of the five acquisition management outcomes, mostly addressed 
two outcomes, and partially addressed the remaining outcome. For example, we re-
ported that DHS has validated the required acquisition documentation for all of its 
major acquisition programs, and plans to continue to ensure that all major acquisi-
tion programs have approved acquisition program baselines and to use a pre-Acqui-
sition Review Board checklist to confirm that programs have all required docu-
mentation for Acquisition Decision Events. In addition, DHS has taken a number 
of recent actions to establish and operate the Joint Requirements Council. These ac-
tions include: (1) Establishing a process for validating capability and requirements 
documents, and (2) piloting a joint assessment of requirements process that is in-
tended to eventually inform the Department’s budget decisions. We also found that 
DHS continues to assess and address whether appropriate numbers of trained ac-
quisition personnel are in place at the Department and component levels. 

Further, we reported in March 2016 that 11 of the 25 major DHS acquisition pro-
grams we reviewed remained on track to meet their current schedule and cost goals, 
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14 The remaining 6 programs lacked Department-approved schedule and cost goals at the time 
of our review (as of December 2015). See GAO, Homeland Security Acquisitions: DHS Has 
Strengthened Management, but Execution and Affordability Concerns Endure, GAO–16–338SP 
(Washington, DC: Mar. 31, 2016). 

15 GAO–16–338SP. 
16 A material weakness is a deficiency, or a combination of deficiencies, in internal control 

such that there is a reasonable possibility that a material misstatement of the entity’s financial 
statements will not be prevented, or detected and corrected, on a timely basis. A significant defi-
ciency is a deficiency, or combination of deficiencies, in internal control that is less severe than 
a material weakness, but is important enough to merit attention by those charged with govern-
ance. 

17 As previously discussed, in March 2014, we updated the actions and outcomes in collabora-
tion with DHS to reduce overlap and ensure their continued relevance and appropriateness. 

while 8 experienced schedule slips, cost growth, or both.14 We found that major 
milestone dates for these programs slipped an average of 11 months, and Life-Cycle 
Cost Estimates increased by a total of $1.7 billion. In our 2017 high-risk report we 
found that DHS has initiated acquisition program health assessments to report to 
senior DHS management the status of major acquisition programs toward achieving 
cost, schedule, and capability goals; however, it will take time to demonstrate that 
such initiatives are improving program performance. In March 2016, we also re-
ported that DHS leadership was taking steps to improve the affordability of its 
major acquisition portfolio, and that 14 of the 25 programs we reviewed had funding 
plans covering at least 93 percent of their estimated costs through fiscal year 
2020.15 However, we found that DHS guidance does not require components to 
quantify cost estimates, funding streams, and the monetary value of proposed trade-
offs, and that it was uncertain whether DHS leadership will assess the remaining 
programs in a timely manner because the assessments are not required until major 
decisions, which can occur infrequently. In our March 2016 report, we concluded 
that without timely affordability assessments, the acquisition funding plans pre-
sented to Congress are less likely to be comprehensive. 

We recommended in March 2016 that DHS: (1) Quantify information when assess-
ing programs’ funding gaps, (2) conduct these assessments in a timely manner, (3) 
communicate results to Congress, and (4) require components to establish formal af-
fordability review processes. DHS concurred, and implemented the first rec-
ommendation by establishing guidance for components to provide detailed informa-
tion about available funding and any associated shortfalls. DHS also has efforts 
under way to address the remaining three recommendations by requiring Depart-
ment components to submit key funding information annually for major acquisition 
programs and ensuring all components establish formal, repeatable processes for ad-
dressing major acquisition affordability issues, among other actions. These actions, 
which DHS plans to complete by April 2017, will address our remaining rec-
ommendations once implemented. 

IT Management.—In our 2017 high-risk report we found that DHS has fully ad-
dressed three of the six IT management outcomes and mostly addressed the remain-
ing three. For example, DHS established and implemented a tiered governance and 
portfolio management structure for overseeing and managing its IT investments, 
and annually reviews each of its portfolios and the associated investments to deter-
mine the most efficient allocation of resources within each of the portfolios. We 
found that the Department also made progress in implementing strategic IT human 
capital planning goals that support the Department’s IT Strategic Plan. In this stra-
tegic plan, DHS shifted its IT paradigm from acquiring assets to acquiring services 
and acting as a service broker, or intermediary between the purchaser of a service 
and seller of that service. However, according to DHS officials, this shift will require 
a major transition in the skill sets of DHS’s IT workforce, as well as hiring, train-
ing, and managing staff with those new skill sets. 

While DHS issued a contract in July 2016 for support services to assist DHS 
headquarters in implementing this transition, Department officials stated in Sep-
tember 2016 that they have not yet defined the skill sets needed to implement the 
paradigm shift or identified what skills gaps exist. Additionally, we found that DHS 
continues to take steps to enhance its information security program. According to 
independent auditors of the Department’s financial statements, DHS had made 
progress in correcting its prior year IT security weaknesses. However, in November 
2016—for the 13th consecutive year—the auditors designated deficiencies in IT sys-
tems controls as a material weakness for financial reporting purposes.16 

Financial Management.—We found in our 2017 high-risk report that DHS has 
fully addressed two financial management outcomes, partially addressed three, and 
initiated three.17 Most notably, DHS received a clean audit opinion on its financial 
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These updates resulted in a reduction from nine to eight total financial management actions 
and outcomes. 

18 DHS, Human Capital Strategic Plan Fiscal Years 2015–2019 (Washington, DC: October 
2014). 

19 DHS, Office of the Chief Human Capital Officer, DHS Workforce Planning Guide (Wash-
ington, DC: July 2015). 

20 GAO, Department of Homeland Security: Taking Further Action to Better Determine Causes 
of Morale Problems Would Assist in Targeting Action Plans, GAO–12–940 (Washington, DC: 
Sept. 28, 2012). 

21 GAO, Homeland Security: Oversight of Neglected Human Resources Information Technology 
Investment is Needed, GAO–16–253 (Washington, DC: Feb. 11, 2016). 

statements for 4 consecutive years—fiscal years 2013, 2014, 2015, and 2016—fully 
addressing two outcomes. In addition, in November 2016, DHS’s financial statement 
auditors reported that one of four material weaknesses in its internal controls over 
financial reporting had been remediated since our last high-risk update. We found 
that DHS has continued efforts to improve internal controls and expects that it will 
remediate the remaining three by fiscal year 2017. As we reported, until remedi-
ated, these weaknesses will continue to hamper DHS’s ability to establish effective 
internal controls over financial reporting and comply with financial management 
system requirements. We found that DHS also continues to make progress on three 
multi-year projects to modernize financial management systems for selected DHS 
components. Specifically, DHS has made progress on its U.S. Coast Guard mod-
ernization project, whereas additional efforts need to be completed on its projects 
to modernize FEMA and U.S. Immigration and Customs Enforcement financial 
management systems before DHS will be in a position to implement modernized so-
lutions for these components and their customers. 

For example, discovery phase activities to determine the feasibility of imple-
menting, deploying, and maintaining the chosen solution are not expected to be com-
pleted for these two projects until April 2017. Such information is essential for de-
termining the implementation schedule and finalizing cost estimates that are need-
ed prior to approving the projects for implementation. We concluded in our 2017 
high-risk report that without sound internal controls and systems, DHS faces long- 
term challenges in sustaining a clean audit opinion on its financial statements and 
in obtaining and sustaining a clean opinion on its internal controls over financial 
reporting, which are needed to ensure that its financial management systems gen-
erate reliable, useful, and timely information for day-to-day decision making as a 
routine business operation. 

Human Capital Management.—In our 2017 high-risk report, we found that DHS 
has fully addressed three human capital management outcomes, mostly addressed 
three, and partially addressed the remaining one. For example, the Secretary of 
Homeland Security signed a human capital strategic plan in 2011—which was re-
vised and reissued in 2014—that DHS has since made sustained progress in imple-
menting, thereby fully addressing one outcome.18 In addition, we found that DHS 
fully met one outcome for the first time by linking workforce planning efforts to 
strategic and program planning efforts. Specifically, DHS successfully demonstrated 
the ability to conduct structured workforce planning for the majority of its priority 
mission-critical occupations at the Department in fiscal year 2015, and for all mis-
sion-critical occupations in fiscal year 2016. To support this planning, DHS issued 
its Workforce Planning Guide in 2015, which enabled DHS components to apply a 
consistent and Departmentally-approved methodology, including the use of stand-
ardized tools and templates.19 DHS also published and implemented a Department- 
wide Employee Engagement Action Plan, which DHS’s components used to develop 
tailored action plans for their own employee engagement and outreach. 

However, we found that DHS has considerable work ahead to improve employee 
morale. For example, the Office of Personnel Management’s Federal Employee View-
point Survey data showed that DHS’s scores generally declined in four areas (lead-
ership and knowledge management, results-oriented performance culture, talent 
management, and job satisfaction) from 2008 through 2015. DHS has developed 
plans for addressing its employee satisfaction problems and improved scores in all 
four areas in 2016, but as we recommended in September 2012, DHS needs to con-
tinue to improve its root-cause analysis efforts related to these plans.20 

DHS also needs to continue strengthening its learning management capabilities. 
Specifically, in February 2016, we reported that DHS had initiated the Human Re-
sources Information Technology (HRIT) investment in 2003 to address issues pre-
sented by its human resource environment.21 With respect to learning management, 
in February 2016 we found limitations resulting from nine disparate learning man-
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22 GAO–16–253. 
23 DHS, Major Acquisition Program Staffing Management, DHS Policy Directive 102–05 

(Washington, DC: June 30, 2016). In December 2016, based in part on our input, DHS subse-
quently updated its staffing assessment guidance to re-focus the assessment process on all major 
program acquisition-related positions. This will be discussed further in our assessment of DHS’s 
major acquisitions programs, to be issued in March 2017. 

24 GAO–11–881. 

agement systems that did not exchange information.22 DHS established the Per-
formance and Learning Management System (PALMS) to consolidate DHS’s nine ex-
isting systems into one system and enable comprehensive training reporting and 
analysis across the Department, among other things. However, in our 2016 report, 
we found that selected PALMS capabilities had been deployed to DHS headquarters 
and two components, but full implementation at four components was not planned, 
leaving uncertainty about whether PALMS would be used enterprise-wide to accom-
plish these goals. As of September 2016, DHS had deployed selected PALMS capa-
bilities to one additional component and had plans to implement it at two additional 
components in the first half of fiscal year 2017. 

Management Integration.—In our 2017 high-risk report, we found that DHS has 
sustained its progress in fully addressing three of the four management integration 
outcomes, and partially addressed the remaining outcome. For example, in January 
2011, DHS issued a comprehensive action plan to guide its management integration 
efforts—the Integrated Strategy for High-Risk Management. Since then, DHS has 
generally improved the strategy with each updated version based on feedback we 
provided. DHS has also shown important progress in addressing the last and most 
significant management integration outcome—to implement outcomes in each man-
agement area to develop consistent or consolidated processes and systems within 
and across its management functional areas. For example, the Secretary’s April 
2014 Strengthening Departmental Unity of Effort memorandum highlighted a num-
ber of initiatives designed to allow the Department to operate in a more integrated 
fashion. 

Further, in support of this effort, in August 2015, the Under Secretary for Man-
agement identified four integrated priority areas to bring focus to strengthening in-
tegration among the Department’s management functions. According to DHS’s Au-
gust 2016 updated version of its strategy, these priorities—which include, for exam-
ple, strengthening resource allocation and reporting reliability and developing and 
deploying secure technology solutions—each include detailed goals, objectives, and 
measurable action plans that are monitored at monthly leadership meetings led by 
senior DHS officials, including the Under Secretary for Management. Accomplish-
ments DHS officials attribute to the Unity of Effort initiative and integrated prior-
ities initiatives include the following, among others: 

• DHS’s Office of Program Accountability and Risk Management developed and 
implemented a policy directive to monitor and track critical staffing gaps for 
major acquisition programs to ensure that such gaps are identified and remedi-
ated in a timely manner.23 

• DHS Science and Technology Directorate established Integrated Product Teams 
to better link the Department’s research and development investments with the 
Department’s operational needs. 

• DHS strengthened its strategy, planning, programming, budgeting, execution, 
and acquisition processes by improving existing structures and creating new 
ones where needed to build additional organizational capability. DHS has insti-
tutionalized these reforms by issuing a range of Departmental management di-
rectives and instructions. 

However, as we reported in the 2017 high-risk report, given that these main man-
agement integration initiatives are in the early stages of implementation and con-
tingent upon DHS sustaining implementation plans and efforts over a period of 
years, it is too early to assess their effects. We concluded that to achieve this out-
come, DHS needs to continue to demonstrate sustainable progress integrating its 
management functions within and across the Department and its components, as 
well as fully address the other 17 outcomes it has not yet achieved. 

KEY THEMES CONTINUE TO IMPACT DHS’S PROGRESS IN IMPLEMENTING ITS MISSION 
FUNCTIONS 

In September 2011, we identified three key themes that had impacted DHS’s 
progress in implementing its mission functions since it began operations: (1) Exe-
cuting and integrating its management functions for results, (2) leading and coordi-
nating the homeland security enterprise, and (3) strategically managing risks and 
assessing homeland security efforts.24 As previously discussed, DHS has made im-
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30 GAO, Critical Infrastructure Protection: Federal Agencies Have Taken Actions to Address 
Electromagnetic Risks, but Opportunities Exist to Further Assess Risks and Strengthen Collabo-
ration, GAO–16–243 (Washington, DC: Mar. 24, 2016). 

portant progress with respect to the first theme by strengthening and integrating 
its management functions, but considerable work remains. Our recent work indi-
cates that DHS has similarly made progress related to the other two themes of lead-
ing and coordinating the homeland security enterprise and strategically managing 
risk and assessing homeland security efforts, but that these two themes continue 
to impact the Department’s progress in implementing its mission functions. Further, 
our recent work has also found that by addressing these two key themes, DHS could 
improve the efficiency and effectiveness of its operations. 

Leading and coordinating the homeland security enterprise.—As we reported in 
September 2011, while DHS is one of a number of entities with a role in securing 
the homeland, it has significant leadership and coordination responsibilities for 
managing efforts across the homeland security enterprise.25 To satisfy these respon-
sibilities, it is critically important that DHS develop, maintain, and leverage effec-
tive partnerships with its stakeholders while at the same time addressing DHS-spe-
cific responsibilities in satisfying its missions. Before DHS began operations, we re-
ported that to secure the Nation, DHS must form effective and sustained partner-
ships among components and also with a range of other entities, including Federal 
agencies, State and local governments, the private and nonprofit sectors, and inter-
national partners.26 DHS has made strides in providing leadership and coordinating 
efforts. For example, in December 2015, we reported on the efforts of the Federal 
Protective Service (FPS), an agency within DHS, to collaborate with the General 
Services Administration (GSA) to implement their joint responsibilities to secure 
and protect approximately 8,900 Federal facilities.27 We found that FPS and GSA 
have taken some steps to improve collaboration, such as drafting a joint strategy 
and renewing negotiations to update their 2006 memorandum of agreement on roles, 
responsibilities, and operational relationships concerning the security of GSA-con-
trolled space. 

However, our recent work has also identified opportunities for DHS to improve 
its partnerships, and in turn, improve the efficiency and effectiveness of its oper-
ations. For example, our 2016 annual report on fragmentation, overlap, and duplica-
tion identified strengthening FPS and GSA collaboration as an opportunity for im-
proving efficiency and effectiveness.28 We reported that in December 2015, the two 
agencies had made limited progress in agreeing on several key practices GAO has 
previously identified that can enhance and strengthen collaboration.29 Specifically, 
FPS and GSA had not fully defined or articulated a common outcome or established 
mutually-reinforcing joint strategies; collaborated in communicating existing policies 
and procedures to operate across agencies and regions; or jointly developed mecha-
nisms to monitor, evaluate, and report on the results of their related missions re-
garding facility protection. The incomplete implementation of key collaboration prac-
tices leaves day-to-day operational decisions to the regional and facility levels, a sit-
uation that may result in inconsistent management practices and may increase se-
curity lapses, putting facilities, tenants, and the public at greater risk. Thus, we rec-
ommended that FPS and GSA take actions to improve their collaboration by, among 
other things, establishing plans with time frames for reaching agreement on: (1) A 
joint strategy defining common outcomes and (2) roles and responsibilities. DHS 
concurred and as of December 2016, FPS reported that it had begun to take steps 
with GSA to resolve differences in agency opinions on security-related authorities 
for protecting Federal real property. FPS also stated that once an agreement has 
been established, both agencies would be better-positioned to devise a plan with 
time frames for finalizing a joint strategy. 

Further, in March 2016, we reported on Federal efforts to address the risks of 
electromagnetic pulse or solar weather events—events which could have a debili-
tating impact on critical electrical infrastructure and communications systems.30 We 
found, among other things, that DHS and the Department of Energy (DOE), the two 
primary Federal entities with responsibilities for addressing risks to the energy sec-
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tor, had not taken action to identify key electrical infrastructure assets, as called 
for in DHS’s National Infrastructure Protection Plan.31 We recommended that DHS 
and DOE collaborate to leverage their expertise to review existing Federal Energy 
Regulatory Commission analysis to determine whether further assessment is needed 
to adequately identify critical electric infrastructure assets. DHS and DOE con-
curred and stated that they intend to review the analysis by April 2017 and in-
crease collaborative efforts on addressing risks to electrical infrastructure. 

Strategically managing risks and assessing homeland security efforts.—As we re-
ported in September 2011, risk management has been widely supported by Congress 
and DHS as a management approach for homeland security, enhancing the Depart-
ment’s ability to make informed decisions and prioritize resource investments.32 
Since DHS has limited resources and cannot protect the Nation from every conceiv-
able threat, it must make risk-informed decisions regarding its homeland security 
approaches and strategies. Our recent work has found that DHS offices and compo-
nents have continued to engage in risk management activities. For example, in April 
2016, we reported that DHS conducted a risk assessment to characterize risks, 
threats, current and future trends, and critical uncertainties that will most affect 
homeland security in the 2015 to 2019 time frame for its second Quadrennial Home-
land Security Review—a comprehensive examination of the homeland security strat-
egy of the United States.33 However, DHS did not incorporate all elements of a suc-
cessful risk assessment for its Quadrennial Homeland Security Review. Specifically, 
DHS did not document how its various analyses were synthesized to generate re-
sults, thus limiting the reproducibility and defensibility of the results. In addition, 
the Quadrennial Homeland Security Review describes homeland security hazards, 
but does not rank those hazards or provide prioritized strategies. We recommended 
that DHS improve its risk assessment documentation and prioritize risks to better 
justify cost-effective risk management strategies. DHS concurred with our rec-
ommendations and stated that it will implement them during the 2018 Quadrennial 
Homeland Security Review. 

In addition, our recent work has identified opportunities for DHS components to 
better strategically manage risks in various programs. For example, in December 
2015, we reported that DHS’s U.S. Citizenship and Immigration Services (USCIS) 
and the Department of Justice’s (DOJ) Executive Office for Immigration Review 
(EOIR)—the two agencies that adjudicate asylum applications—have limited capa-
bility to detect and prevent asylum fraud and that both agencies’ efforts to date 
have focused on case-by-case fraud detection rather than more strategic, risk-based 
approaches.34 To help ensure fraud prevention controls are effective and appro-
priately targeted, we recommended that USCIS and EOIR conduct regular fraud 
risk assessments. DHS and DOJ concurred. DHS indicated that USCIS was in the 
process of developing a risk assessment tool and implementation plan for completing 
regular fraud risk assessments, and expected the first assessment to be completed 
by the end of fiscal year 2017. 

In September 2011, we also reported that limited strategic and program planning, 
as well as assessment and evaluation to inform approaches and investment deci-
sions, had contributed to DHS programs not meeting strategic needs or doing so ef-
fectively and efficiently. For example, we reported that DHS had missed opportuni-
ties to optimize performance across its missions because of a lack of reliable per-
formance information or assessment of existing information.35 Our recent work has 
also indicated that strategic and program planning challenges continue to affect im-
plementation of some DHS programs. For example, in April 2015, we identified en-
hancing oversight of FEMA’s Disaster Relief Fund as an opportunity to save mil-
lions of dollars.36 In December 2014, we found that FEMA’s average annual admin-
istrative cost percentage (i.e., the percentage of total costs devoted to administrative 
costs) for major disasters had doubled since fiscal year 1989.37 To better control and 
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Examples of FEMA administrative costs include the salary and travel costs for the disaster 
workforce, rent and security expenses associated with field operation locations, and supplies and 
information technology for field operation staff. FEMA obligated $12.7 billion from the Disaster 
Relief Fund to cover its administrative costs for the 650 major disasters declared during fiscal 
years 2004 through 2013. 

38 Pub. L. No. 114–132, 130 Stat. 293 (2016). 
39 GAO, Immigration Benefits System: Better Informed Decision Making Needed on Trans-

formation Program, GAO–15–415 (Washington, DC: May 18, 2015). 
40 GAO, Immigration Benefits System: U.S. Citizenship and Immigration Services Can Improve 

Program Management, GAO–16–467 (Washington, DC: July 7, 2016). 

reduce its administrative costs for major disasters, we recommended that FEMA de-
velop an integrated plan that includes all steps the agency will take, milestones for 
accomplishing cost reductions, and clear roles and responsibilities, including the as-
signment of senior officials/offices responsible for monitoring and measuring per-
formance. In response, in December 2015, FEMA developed and issued an inte-
grated plan to control and reduce administrative costs. In addition, in February 
2016, Congress passed and the President signed the Directing Dollars to Disaster 
Relief Act of 2015 into law, which requires FEMA to implement an integrated plan 
to control its costs and report on progress for the next 7 years.38 

Our other recent work has indicated that further strengthening assessment and 
evaluation, including using reliable performance information, would better inform 
DHS approaches and investment decisions. For example, in May 2015, we reported 
on USCIS efforts to transform its outdated systems for processing the millions of 
applications for persons seeking to study, work, visit, or live in the United States, 
into a modern system with electronic adjudication and case management.39 We 
found that USCIS expected the Transformation Program—which was started in 
2006—to cost up to $3.1 billion and be fully deployed by March 2019, which is an 
increase of approximately $1 billion and delay of over 4 years from its initial July 
2011 baseline. Further, we found the program’s two key governance bodies had not 
used reliable information to make decisions, and that a key change in the acquisi-
tion strategy—the program architecture approach—was made without information 
on the added costs associated with implementing the change. In our 2015 report we 
recommended that DHS take actions to improve governance and oversight of the 
Transformation Program, including re-baselining cost, schedule, and performance 
expectations; and ensuring that the two key governance bodies are relying on com-
plete and accurate program data to effectively monitor performance. 

DHS concurred with these recommendations and has taken some steps to address 
them, such as approving a re-baseline of cost, schedule, and performance to measure 
progress going forward; however, DHS needs to take additional actions to improve 
its performance monitoring data and strengthen management of the Transformation 
Program. For example, in July 2016, we reported that cost and schedule data re-
ported monthly by the program office to the Department to monitor program per-
formance are not always accurate or present a full picture of the program.40 In July 
2016, we also reported on the extent to which the Transformation Program is using 
IT program management leading practices and found that key practices, including 
performance monitoring-related practices such as ensuring software meets expecta-
tions prior to being deployed and defining measureable development outcomes, were 
not consistently followed. As a result, the program runs the risks that the system 
will continue to face delays, that the functionality deployed will be of limited qual-
ity, and that production issues will delay performance of the system and the proc-
essing of filings for citizenship and immigration benefits. To improve program man-
agement, in July 2016 we made 12 recommendations, including that DHS review 
and update, as needed, existing policies and guidance and consider additional con-
trols to help ensure it follows its own policies and leading practices—such as those 
to monitor performance through the collection of reliable metrics, ensure software 
meets expectations prior to deployment, and establish outcomes for software devel-
opment, among others. DHS concurred and described plans to complete actions asso-
ciated with the recommendations by July 2017. 

Chairman Perry, Ranking Member Correa, and Members of the subcommittee, 
this completes my prepared statement. I would be happy to respond to any ques-
tions may have at this time. 

Mr. PERRY. Thank you, Ms. Gambler. 
The Chair now recognizes himself and offers for unanimous con-

sent to have Mr. Higgins, from Louisiana, speak out of turn be-
cause he has got a time issue. If anybody has objection to that? All 
right, so ordered. 
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Mr. Higgins, the gentleman from Louisiana, is recognized. 
Mr. HIGGINS. Thank you, Mr. Chairman. 
Inspector General Roth, thank you for your service to your coun-

try, sir. 
Ma’am, thank you for appearing, as well. 
Inspector General, the Office of the Inspector General and the 

Government Accountability Office has named cybersecurity as one 
of the most serious and complicated challenges facing our country 
and the Department of Homeland of Security. GAO reported that 
the Federal Government, including the Department of Homeland 
Security, needs to implement several cybersecurity initiatives be-
fore it can be removed from GAO’s high-risk list report. Likewise, 
your Department reported that the Department of Homeland Secu-
rity needs to better oversee component cybersecurity and privacy of 
sensitive information. 

Cybersecurity is the warfare that goes on around us unseen, and 
I am quite concerned about it, as are the Members of this com-
mittee. Please share with us your view of where we are on that 
after your efforts as inspector general. What can we do, and is it 
being done? What can this committee do to help? 

Mr. ROTH. Thank you for the question. You note that it is a very, 
very difficult task. 

Really, for the Department of Justice they really have two 
things. One, they have to secure their own networks, which is a 
challenge and something that we have looked at time and again. 
But DHS also has the obligation to secure the entire Federal net-
work, the so-called dot-gov network, as well as working with States 
and private industry to secure their networks, as well. So they 
really have three different tasks that they have to do. 

With regard to the first task, they have been challenged over 
time. I would estimate or I would assess that it is improving and 
has improved in the last 3 years. 

I think the cyber attack or the breach of the Office of Personnel 
Management, in which all those personnel records were stolen, 
really served as a wake-up call. So in the last I would say 18 
months there has been a cyber sprint, if that is the right word to 
use, to try to secure the DHS networks in a better way—for exam-
ple, basic kinds of cybersecurity like two-factor authentication, 
where you need a specialized card that you plug into your computer 
as well as a password. 

The Department historically had very low levels of compliance. 
Now they are almost at 100 percent. 

They still have a long way to go, though. For example, there is 
a thing called an authority to operate, which is functionally like a 
airworthiness certificate on an aircraft. It is a certification by an 
objective person—in this case it would be the chief information offi-
cer—that the system is locked down according to Government 
standards. We have found while that number has gone down over 
time—which is a good thing, fewer systems are operating without 
an authority to operate—there are still something like 79 systems 
within the Department of Homeland Security that are not locked 
down. 
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So it is a constant challenge. Part of the challenge is some of the 
I.T. equipment is simply old. They are legacy systems that don’t 
have the security built in. 

So these are constant challenges that they have. 
I know that GAO has done some work on, for example, EIN-

STEIN 3 Accelerated, which is the DHS system that is attempting 
to monitor the dot-gov networks, and I will let GAO talk about 
that. 

Mr. HIGGINS. Ma’am. 
Ms. GAMBLER. Similar to the I.G., GAO has identified challenges 

not just at DHS but across the Federal Government as it relates 
to cybersecurity, and that is one of GAO’s high-risk areas. In fact, 
it has been on the list since, I believe, 1997, and it is an area 
where we see not just at DHS but across the board that there is, 
you know, need for additional attention and progress. 

With regard specifically to DHS, that is also an area we have 
identified the need for DHS to continue to work to strengthen its 
own information system security. 

Mr. HIGGINS. Yes, ma’am. There seems to be a little bit of a 
breakdown in just cyber communications. You had issued a report 
in January 2016 that ICE computers and USCIS computers were 
not communicating with each other, and that led to a lack of ar-
rests that should have been made. 

You know, we are discussing the Department of Homeland Secu-
rity itself, and the computer systems, and the networks being on 
a high-risk list. This is quite concerning, and I would encourage my 
esteemed colleagues on this committee that as we move forward we 
make it a high priority to focus on cybersecurity. 

With that, Mr. Chairman, I yield back. 
Mr. PERRY. Chair thanks the gentleman from Louisiana. 
Chair now recognizes the gentleman from California, the Rank-

ing Member. 
Mr. CORREA. Thank you, Mr. Chairman. 
Question for Mr. Roth. 
Statements recently made by our President seem to indicate a 

lack of appreciation and desire for an independent oversight of the 
new administration. Question to you, sir: What would you say to 
critics who believe that the Federal agencies can operate without 
the work of inspector generals? Please explain the importance of 
your work. 

Mr. ROTH. Thank you for that question. 
Yes, I mean, I have been at this job for 3 years, and in that 3 

years I have seen a number of different agencies—for example, 
TSA—in which we have done independent oversight, reported those 
findings both to the administration but also, for example, this com-
mittee and other committees within Congress, and as a result of 
that have really changed the way that they have done business. We 
can cite a number of examples, for example, with regard to FEMA, 
with regard to TSA, with regard to the Secret Service. 

We are independent oversight—that is, oversight by our office 
and by the GAO. But also oversight by Congressional committees 
has assisted in improving operations. 

So I am a firm believer that independent oversight is a very posi-
tive thing for Government to be able to issue public reports that 
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sort-of shine the disinfectant of sunlight on Government operations. 
I think it is extraordinarily important. 

Mr. CORREA. My further question would be, what do you believe 
the impact would be if Federal programs were no longer monitored 
by an independent organization such as yours, sir? 

Mr. ROTH. Well, I think the I.G. principle has proven itself over 
time. I think across the I.G. community it is something like a 17– 
1 ratio of—for every dollar spent on the I.G.s we return $17 in sav-
ings. That doesn’t include the public safety and National security 
benefits, for example, that you get in oversight of TSA or Secret 
Service, where there are no monetary benefits but there are very 
real benefits to the lives and safety of the American people. 

Mr. CORREA. Another question for you, sir. Switching subjects, 
are you currently or do you have any future plans to investigate 
allegations of Russian hacking in the U.S. elections this past year? 

Mr. ROTH. I do not, no. 
Mr. CORREA. Thank you very much. 
I yield the remainder of my time, sir. 
Mr. PERRY. Chair thanks the gentleman from California, the 

Ranking Member. 
Chair now recognizes himself. 
Mr. Roth, just looking at the—there is a whole range of issues 

and 5 minutes is, as you know, clearly not enough. 
Ms. Gambler, we could spend all day. 
But let me just start somewhere that is kind-of close and near 

and dear to my heart. I live in what is called the Susquehanna Val-
ley, one of the most flood-prone areas east of the Mississippi. Look-
ing at FEMA and the National Flood Insurance Program, where I 
read that they currently cannot systematically review information 
on claims by policyholder types to reflect the risks faced by an indi-
vidual property. This means it can’t—FEMA can’t look at policy 
rates at a more meaningful granular level and adjust rates accord-
ingly. 

Quite honestly, you know, with an organization that is $17.5 bil-
lion or $18 billion in debt, you know, looking at the FEMA map 
issue—I am sure you are well familiar—et cetera, and the policies 
and the premiums put upon people in these areas, it is fairly in-
sulting. I am just wondering, you know, when they could—if they 
had a database that worked that would better adjust policy rates 
for policyholders. 

Have you taken a look at that? Do you have any idea when that 
is going to be addressed, that database, either one of you? 

Ms. GAMBLER. The National Flood Insurance Program, as you 
said, is on the high-risk list, and one of the key management issues 
we have identified with FEMA’s oversight of the program relates 
to the modernization of their I.T. systems to include their claims 
and policy system. 

I believe that, based on what is in our high-risk report, that 
FEMA is moving forward to making some progress to—or is mov-
ing forward to take some steps to address the challenges that you 
identify, Chairman, and we would be happy to follow back up with 
you and provide any information we have on time frames for that. 

Mr. PERRY. OK. I would appreciate that when you can. Thank 
you. 
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Since April 2016 USCIS has been accepting paper EB–5 applica-
tions, where then the adjudicators process them by verifying appli-
cant information by consulting several different I.T. systems. But 
what I find interesting is the applications are not scanned in and 
information that could be useful in identifying program partici-
pants linked to potential fraud is not required to be entered. It is 
not required to be entered into the USCIS’ database, i.e. the appli-
cant’s name, address, and date of birth. 

I am just wondering, you know, they say—I guess the plan is 
that they are going to have something better in 2017, but that is— 
there is 12 months. A month of that is already shot, a month-and- 
a-half is shot. 

Do either of you have any idea of when in 2017? I find this to 
be an interesting issue, especially when you look at the dollars that 
go with it and some of the other political ramifications with the 
EB–5 program. 

Any idea when they are going to get a solution set in 2017? 
Mr. ROTH. You know, we have looked at the ELIS system over 

the course of a number of years. I think our first report was in 
2005 and we have done I think something like eight or nine re-
ports. It is very much a moving target. 

We did a report in March of last year in which we set forth what 
they believe some of their time lines were going to be for intro-
ducing sort of automated reports, reports that would be, in fact, 
scanned in and then cross-referenced. Those deadlines have long 
since gone. 

For example, they attempted to automate their N–400, their ap-
plication process, last year. It overwhelmed and functionally broke 
the system, so they had to go back to the old paper-based system 
while they figured out a new way to do this. 

So I would not commit to any time line with regard to that kind 
of improvement. 

Mr. PERRY. Certainly we are not asking you to commit. I was 
just wondering if you knew, and I just think it is astounding in 
2017, the paper applications that can’t be cross-referenced, vetted, 
and aren’t even scanned in—aren’t even bothered to be scanned in 
at this point. I just find that overwhelming. 

Let’s move on to something quickly, because time is of the es-
sence here. 

Both OIG and GAO have reported on significant management 
issues at DHS and its various component—operational components. 
TSA’s list of failures alone in acquiring effective tools is astound-
ing. 

In your assessment—well, let me just go right to my point, I 
think. What is the Department Secretary’s role in overseeing com-
ponents’ management-related activities? So you got all these dif-
ferent agencies who were thrown together in a hurry. We get it. It 
is hard. You know, they got their own processes and systems. 

We have a Secretary. In your opinion, each of you, what is the 
Secretary’s role? What is top management’s role regarding all the 
disparate organizations under DHS? 

Mr. ROTH. Certainly there has been progress made in the last 2 
or 3 years under Secretary Johnson’s tenure in making an acquisi-
tion process that is more rational. For example, they have insti-
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tuted the Joint Requirements Council, which is—in fact, for the 
first time—an effort to look at DHS as an entire entity and figure 
out what the joint requirements are for each piece of acquisition. 

They have also given more strength to the under secretary for 
management to ride herd and do oversight over each of the indi-
vidual components within the Department of Homeland Security. 

I think most importantly, and what is very encouraging, is legis-
lation that Congress passed in December of this—of last year that 
creates an under secretary for policy, which I think is going to be 
a key role in figuring out how it is to make these components, 
which historically have never worked together, work together in a 
meaningful way. 

So I think the—for the first time the DHS upper management, 
including the Secretary, will have some authority and some teeth 
to ride herd over the disparate components. 

Mr. PERRY. Quickly, Ms. Gambler. 
Ms. GAMBLER. Yes. 
Mr. PERRY. Thank you. 
Ms. GAMBLER. Chairman Perry, we would say that top leadership 

attention at the Department is critical to ensuring effective over-
sight of acquisition, I.T., and other investments. Across our body of 
work on investments and acquisitions at DHS one of the key find-
ings we have had is the need for improved oversight and govern-
ance of those acquisitions and investments. 

That relates to things like the human resources; Information 
technology system; the USCIS transformation program, which Mr. 
Roth talked about. So across the board it is imperative that top 
leadership at the Department is involved and overseeing acquisi-
tions and investments through executive steering committees, 
through the Acquisition Review Board, through the Joint Require-
ments Council, and so on. 

Mr. PERRY. So just to kind-of wrap it up, what it sounds like to 
me there is no prohibition. This is top management. This is the 
Secretary, et cetera, that is in charge, for lack of a better term, of 
all this stuff, right? 

To me, when you are in charge you bring your leaders in from 
your disparate components and you say, ‘‘What are your issues?’’ 
or if they are already identified, ‘‘What is the solution set? What 
is your time frame? Here is your report back to find out how you 
have done, and then we go on from there. If you don’t complete 
that—and if you don’t complete your mission maybe this isn’t your 
life’s work,’’ or something like that. 

That is, I think, what we are looking for. I didn’t see or hear any-
thing that you said that precluded that. 

I will move on and yield. 
The Chair would now recognize the gentlelady from California, 

Ms. Barragán. 
Ms. BARRAGÁN. Thank you. 
This question is for Mr. Roth. 
Mr. Roth, it has been reported that DHS personnel, including 

Border Patrol officers, faced a great deal of confusion when the 
President initiated the Executive Order instituting the travel ban 
on the seven Muslim-majority countries. In fact, Members of Con-
gress, like myself, showed up at airports, were redirected, ignored, 
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didn’t get any answers. This happened across the country seeking 
information. 

Did anybody within your Department complain about the lack of 
guidance that resulted from this Executive Order? 

Mr. ROTH. We have started an inquiry with regard to that, an 
investigation as to CBP’s implementation of the Executive Order. 
It is really in two parts. 

No. 1, how was the Executive Order implemented? What were 
the communications like? How was it communicated? In addition to 
the various court orders that were coming down at various times 
during the implementation of that. Basically, how was the Execu-
tive Order executed? 

Then as a separate matter we are looking into specific allega-
tions of misconduct with regard to various CBP or other DHS per-
sonnel. So that is on-going right now. We are conducting interviews 
and looking at documents, and hopefully we will have a report or 
some kind of conclusion in the near term. 

Ms. BARRAGÁN. Do you know if any—do you happen to know if 
any employees complained about the roll-out? 

Mr. ROTH. As I said, right now it is on-going so we are getting 
the kinds of information that ultimately we will be able to report 
out, but I don’t have any information to share at this point. 

Ms. BARRAGÁN. OK. Do you have any information on what this 
may have done to employee morale? 

We heard a minute ago Ms. Gambler talk about the need to in-
crease employee morale. Do you have any information on what 
the—what I call the botched roll-out of this may have done to em-
ployee morale? 

Mr. ROTH. I do not at this point. As I said, we will continue to 
look at this issue and then hopefully we will have some answers 
for everyone. 

Ms. BARRAGÁN. OK. 
I wanted to follow up on what one of my colleagues was asking 

about earlier. My understanding is Secretary Kelly and President 
Trump have contradictory viewpoints on the role of the Office of 
the Inspector General and Government Accountability Office. You 
know, e-mails from the Trump transition team instructed the tran-
sition team leaders to, ‘‘reach out and inform the inspectors general 
and their agents that they are being held over on a temporary 
basis,’’ and that they should seek out other employment. 

Inspector general by tradition have been open-ended appoint-
ments, regardless of party that controls the White House. Do you 
plan on investigating how these sudden and unprecedented 
changes in authority are impacting the Department of Homeland 
Security? 

Mr. ROTH. I am not. I received one of those calls prior to the 
transition. That got worked out to my satisfaction. I was told that, 
in fact, I would be allowed to stay. As far as I am concerned, I am 
moving forward in the kind of aggressive, independent oversight 
that I have done in the last 3 years. 

So I don’t have any intention of investigating that. As far as I 
am concerned, it is over. 
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Ms. BARRAGÁN. OK. My understanding was you testified a 
minute ago about how Congressional oversight has been important 
in helping the efficiency at DHS. Is that correct? 

Mr. ROTH. Yes, absolutely. 
Ms. BARRAGÁN. So I really appreciate that you said that because 

I cannot think of a more important time on them needing Congres-
sional oversight than with this administration. I sometimes feel as 
though we get an order and the President is challenging that some-
body go tell him he can’t do something, as opposed to consulting 
in advance and making sure it is something that can be done. 

Do you have any thoughts on this theory that maybe Congress— 
in particular, this committee, Homeland Security—should hold 
hearings after Executive Orders are conducted within maybe 15 
days? 

Mr. ROTH. I can only reflect on my own experience, which has 
been, you know, examination of the programs and operations of 
DHS by both Congress and the inspector general is a healthy thing. 
That is the only thing I can talk about. 

Ms. BARRAGÁN. Ms. Gambler is there anything you would like to 
add? 

Ms. GAMBLER. I think we would just add, as it relates specifically 
to the high-risk list, for example, our comptroller general testified 
yesterday with the issuance of the high-risk reports and just talked 
about the helpful role that Congress can play in holding hearings 
and conducting oversight related to, like, the high-risk areas, for 
example. 

Ms. BARRAGÁN. Great. Thank you. 
I yield back. 
Mr. PERRY. Chair thanks the gentlelady. 
The Chair recognizes the gentleman, Mr. Ratcliffe, the gen-

tleman from Texas. 
Mr. RATCLIFFE. Thank you, Mr. Chairman. 
I want to start out, follow up on the line of questioning by my 

colleague from Louisiana, Congressman Higgins, on the issue of cy-
bersecurity. It is certainly not a surprise, I think, to any of us that 
both OIG and GAO have named cybersecurity as one of the most 
serious challenges that DHS faces. 

As the Chairman of the Cybersecurity and Infrastructure Protec-
tion Subcommittee I am of the opinion that it is perhaps our great-
est National security issue at this time. With all of the focus on our 
physical borders, I believe that perhaps the invasion of our digital 
borders presents a more daunting, more pressing, and more dif-
ficult challenge for all of us. 

I want to start with you, Ms. Gambler. I had the chance, in pre-
paring for this hearing, to review the GAO’s high-risk reports both 
for 2015 and 2017, where GAO recommended specific changes that 
should be adopted with respect to the security of Federal informa-
tion systems and critical cyber infrastructure. I noticed in there 
that you have got some 1,000 open information security-related rec-
ommendations that are noted. I am not going to ask you to 
prioritize those, but I am curious: Does GAO plan to examine the 
relationship between the extent of information security activities at 
each department and agency and the associated number of infor-
mation security incidents? 
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Ms. GAMBLER. So I am not GAO’s cybersecurity expert. I would 
be happy, sir, to take that back and get you a response for the 
record. 

Mr. RATCLIFFE. OK. Well, I guess the reason I ask the question 
is sometimes it is easy to identify the problem but we need to be 
helpful in terms of providing solutions. It would seem to me that 
that would provide a valuable performance metric by which DHS 
might be able to approach some of these challenges. 

Ms. GAMBLER. I would be happy to take that back, sir. 
Mr. RATCLIFFE. OK. 
I didn’t see it in the report, but are there any current practices 

for obtaining metrics in the cybersecurity are that you think that 
DHS ought to consider? Or is that something you would just prefer 
to circle back on? 

Ms. GAMBLER. We can definitely circle back and get you some 
specifics for the record, but we—I would say, as I had reflected ear-
lier, that it is also important for DHS to focus on its own informa-
tion system securities, as well, and so that is an important piece 
of identifying some of the high-risk areas that we have identified. 

Mr. RATCLIFFE. OK. 
I am going to shift to the inspector general here in a second, 

but—because I heard him mention—you mentioned the six chal-
lenges, and you mentioned cybersecurity as one of them. I want to 
know if you prioritize those at all. 

But before I do I want to give, Ms. Gambler, you a chance. Was 
any prioritization done with respect to where DHS, from the GAO’s 
perspective, is weakest with respect to its management at this 
point in time? 

Ms. GAMBLER. In terms of overall management, we would iden-
tify three key areas where we think DHS needs to focus its atten-
tion. One is in acquisition management, to ensure that its pro-
grams are on track to meet cost, schedule, and performance expec-
tations; No. 2, within the financial management area DHS needs 
to give attention to modernizing its financial management systems 
and making more progress there; and then No. 3, within the area 
of human capital management we would like to see DHS focus a 
little more on addressing employee morale issues. 

Mr. RATCLIFFE. OK. So thank you. 
Inspector General, let me give you a chance to comment on my 

question, in terms of prioritization. 
Mr. ROTH. Well, certainly it has been a priority for us to ensure 

that we take a look at how DHS is handling its own networks, both 
its Classified networks and its normal sort-of Sensitive but Unclas-
sified networks. We do every year the Congressionally-mandated 
annual review, the FISMA, Federal Information Security Manage-
ment Act review, and we are able to sort-of log exactly how the De-
partment is doing every year. 

I would say that for—last year there was a fairly significant im-
provement, but in years previous it was sort-of plateaued or in a 
rut. So I really do think that the—there was a sense of urgency in 
the last year that probably hadn’t been present before. I look back 
at some of the high-profile hacks, for example, the one at OPM that 
I think created a sense of urgency within OMB that then drove it 
down into the various departments. 
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So I would give them better marks this year than I have in the 
past, but there is still a long way to go. 

Mr. RATCLIFFE. Terrific. 
I see my time is expired, but I do want to relay to the inspector 

general there was some speculation here about your tenure, the 
length of your tenure. I did want to state for the record that I 
wanted to commend you for your performance, whatever your ten-
ure may be in your respective role. Oversight has at times been a 
challenge over the last couple of years, but in terms of your over-
sight with respect to DHS and this committee, I have nothing but 
praise for you and I have heard nothing but praise for you from 
other Members of this committee. So I thank you for your service 
and hope that it is a continued service. 

Mr. ROTH. Thank you for that. 
Mr. RATCLIFFE. With that, Mr. Chairman, I yield back. 
Mr. ROTH. Thank you. 
Mr. PERRY. Chair thanks the gentleman from Texas. 
The Chair thank—correction, the Chair recognizes the gentlelady 

from New York, Miss Rice. 
Miss RICE. Thank you, Mr. Chairman. 
Mr. Roth, just minutes ago the President defended leaks that we 

saw during the campaign season and condemned leaks since he 
was sworn in. I think everyone on this committee has long valued 
the role that whistleblowers play in protecting the Federal Govern-
ment from waste, fraud, abuse, inefficiency, mismanagement. 

But we have heard several members of the administration, in-
cluding the President himself, complain about what he calls ‘‘leaks’’ 
from within Federal agencies. What concerns me about this—and 
this is my question to you—is it is not just an issue of semantics; 
it is not ‘‘I say leaks, you say whistleblower.’’ 

This rhetoric by the President of the United States, I believe, can 
have a chilling—could have a chilling effect on whistleblowers in— 
I am speaking here specifically within DHS, but anywhere, for that 
matter, in any Federal agency, from coming forward when they see 
something that is not right. 

Now, I know that—and I don’t know if you are speaking to any 
people who were what I would call whistleblowers during the roll-
out of the Executive Order, the travel ban, saying, ‘‘The place is a 
mess. We are not getting any direction. We need help.’’ How do you 
feel about this issue? 

You know, whistleblower, leak—I mean, I think most people 
would agree that if they were working for a Federal agency they 
would worry about coming forward, especially when the President 
is talking about these so-called ‘‘leakers,’’ they should face criminal 
charges. So what do you say about that? 

Mr. ROTH. Well, it is never a leak to come to the inspector gen-
eral. Regardless of the level of classification of the material, the 
Whistleblower Protection Act has a safe harbor that any individual 
who is a contractor or employee of the Department of Homeland 
Security has the right—and, in fact, the obligation—to inform the 
inspector general of gross mismanagement; gross waste; violation 
of law, regulation, or policy. We encourage people to do that. 

Just this week we sent an e-mail to all 250,000 or 235,000 em-
ployees of the Department of Homeland Security reminding them 
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of, No. 1, their obligation to report those kinds of things; and No. 
2, their protections under the Whistleblower Protection Act, that 
they are, in fact, protected from retaliation. 

We do have a very vigorous program in which we will investigate 
allegations of retaliation. In other words, if somebody appropriately 
blows the whistle—that is, discloses information in the appropriate 
way—we will protect those individuals from any kind of retaliation 
or personnel action as a result of those disclosures. 

Miss RICE. Well, I think that I would ask that you—and I would 
echo what my colleague, Mr. Ratcliffe, said about your perform-
ance. I would encourage you to make that known so that people at 
least within the agencies that you—agency that you oversee under-
stand that and understand that they have a protection even though 
there is a President who is saying things that might indicate to the 
contrary. 

You discussed challenges that DHS was facing in executing the 
Executive Order because it, I believe, directed the Department to 
hire an additional 5,000 Border Patrol agents and 10,000 ICE offi-
cers. Since you have recently finished an audit detailing the DHS’s 
slow hiring process, how is the Federal hiring freeze going to affect 
this what you have already—what you have determined to be an 
already very lengthy process—hiring process? 

Mr. ROTH. As I understand it, the Executive Order exempts posi-
tions that are either National security or public safety. The Depart-
ment has a process to determine basically position-by-position what 
is exempted and what is not exempted. 

We will certainly look at that in the course of our review of this 
program. 

Miss RICE. Thank you. 
Thank you, Mr. Chairman. I yield back. 
Mr. PERRY. Chair thanks the gentlelady. 
We are going to try a second round. We are expecting votes mo-

mentarily, but if we can do 3 minutes we are going to proceed, and 
then when we have to end it we will end it. 

So I will recognize myself for 3 minutes. 
Regarding asylum fraud, the GAO reported that DHS’s U.S. Citi-

zenship and Immigration Service’s and the Department of Justice’s 
Executive Order—Office for Immigration Review, or the EOIR, 
have limited capabilities to detect asylum fraud, which GAO con-
cluded may affect the integrity of the asylum system. GAO also re-
ported that neither DHS nor the Department of Justice had as-
sessed fraud risk across the asylum process. 

Since this review was not completed by the last administration 
it is safe to say that illegal immigrants who provided fraudulent in-
formation to the U.S. Government may—may—have been granted 
asylum. Does this point need to be—does this point to the need for 
enhanced vetting of the asylum applicants? 

Ms. Gambler. 
Ms. GAMBLER. Yes, thank you, Chairman. 
In that report we made a number of recommendations to DHS 

and USCIS to strengthen their ability to detect and address fraud 
in the asylum process. Among the recommendations we had were 
that they needed to do a better fraud risk assessment so that they 
could, you know, get a sense of what the risk tolerance is that you 
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want to have in the asylum fraud program. We also pointed to the 
need for additional tools for detecting and addressing fraud in the 
process and the need for additional training, among other things. 

Mr. PERRY. So do you know, then, does the DHS have plans to 
review those risks or ones across the entire spectrum of their proc-
ess? 

Ms. GAMBLER. DHS did concur with the recommendations that 
we had in the report and identified plans to be responsive to our 
recommendations. 

Mr. PERRY. Do you have any idea of the time line for addressing 
a solution set? Has anything—that been fleshed out yet? When can 
we expect an answer? 

Ms. GAMBLER. Yes. They have been working toward addressing 
some of the recommendations in the report. Be happy to follow up 
and give you more specific time frames for the record. 

Mr. PERRY. All right. As you know, that is an important issue, 
as well, so I would appreciate that. 

Ms. GAMBLER. Absolutely. 
Mr. PERRY. With that, the Chair now recognizes the gentleman, 

the Ranking Member, Mr. Correa. 
Mr. CORREA. Thank you, Mr. Chair. 
Just a very quick question regarding the civilian hiring freeze 

implemented by the President. As of February 9 specific guidance 
has yet to be issued on how DHS will implement the provisions of 
that hiring freeze. Given critical areas such as our colleague from 
Texas was pointing to cybersecurity, any thoughts on what this hir-
ing freeze—how that will impact our National security? 

Ms. GAMBLER. We haven’t specifically looked at that issue yet. 
One of the things that we have pointed out, though, within the 
DHS management high-risk area is that the Department does need 
to do a better job of assessing what their human capital needs are 
in a number of areas, including acquisition and I.T. management. 
So as DHS moves forward in making those assessments we would 
say that that would be an important part of the consideration. 

Mr. CORREA. Just a quick follow-up question, Mr. Chair. 
So we have got to go back and figure out what we need in the 

first place and try to figure out where the holes are at? 
Ms. GAMBLER. In certain management areas, yes, we have re-

ported that DHS needs to do—could strengthen its processes for as-
sessing the staff it needs. 

Mr. CORREA. Including in the areas of cybersecurity? 
Ms. GAMBLER. Related to, yes, acquisition, I.T., yes. 
Mr. PERRY. Does the Ranking Member yield? 
Mr. CORREA. I yield. 
Mr. PERRY. So, you know, just in closing here, you know, 282 

days to hire a Border Patrol agent. That is astounding and I think 
that if most civilian organizations saw that, I mean, most people 
aren’t going to wait around for a month once they provide applica-
tion and know that they might be considered. I mean, people gotta 
move on with their life. 

I am hoping that you are going to provide some recommendations 
for shortening that time line. I mean, even half of that is twice as 
much as it should be. I mean, it should be some reasonable amount 
of time. 
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But with that, I want to thank the witnesses for their valuable 
testimony and the Members for their questions. 

For my part, Mr. Roth, Ms. Gambler, we are always happy to see 
you. Thank you for your valuable service and professional service, 
and we hope we continue to see you long into the future. 

Members may have some additional questions for the witnesses 
and we will ask you to respond to these in writing. 

Pursuant to committee rule VII(D), the hearing record will re-
main open for 10 days. Without objection, the subcommittee stands 
adjourned. 

[Whereupon, at 2:59 p.m., the subcommittee was adjourned.] 
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1 See H.R. 1249, 115th Cong. § 1 (2017); H.R. 1252, 115th Cong. § 1 (2017); and H.R. 1365, 
115th Cong. § 1 (2017). 

2 Major Management and Performance Challenges Facing the Department of Homeland Secu-
rity, OIG–17–08 (November 2016). 

A P P E N D I X 

QUESTIONS FROM CHAIRMAN SCOTT PERRY FOR JOHN ROTH 

FEBRUARY 16, 2017 

Question 1a. This subcommittee has a long-standing track record for proposing bi-
partisan management reform legislation to streamline DHS bureaucracy. In Janu-
ary 2017, the House unanimously passed the Stop Asset and Vehicle Excess Act 
(SAVE Act) aimed at improving DHS’s ability to manage its vehicle fleets, which 
was based off of a body of important work done by the OIG. 

What additional authorities are critical to ensuring the Department improves its 
management functions to ensure that taxpayer dollars aren’t wasted? 

Question 1b. Would legislation, such as that previously introduced by Members of 
this subcommittee related to acquisition management, help DHS improve manage-
ment and outcomes of programs? 

Answer. DHS OIG would support legislation that codifies existing DHS policy and 
relevant offices relating to acquisitions; provides the necessary authority for key 
personnel and mechanisms within the Department to effectively manage major ac-
quisition programs; reinforces the importance of key acquisition management prac-
tices, such as establishing cost, schedule, and capability parameters; and includes 
requirements to better identify and address poorly performing acquisition programs. 
In addition to the SAVE legislation, which we believe would be very beneficial, the 
committee recently proposed legislation intended to reform acquisition programs 
within DHS by expanding certain DHS officials’ authority and responsibility for ac-
quisition management, requiring DHS to develop a multi-year acquisition strategy, 
and authorizing the Department to expand its use of acquisition innovation.1 We 
support legislative efforts like these, and believe they could have a beneficial im-
pact. 

Question 2a. DHS has not done enough to address chronic employee morale issues 
across the Department, as both the OIG and GAO have recently reported. 

To what extent does DHS know what the root causes are behind poor employee 
morale? 

Question 2b. What risks does dismal employee morale pose to the Department? 
Answer. DHS is the third-largest Federal agency and its employees serve a vari-

ety of missions critical to the security of our Nation. The public relies on DHS to 
keep America safe, from ensuring the security of the Nation’s transportation sys-
tems to the security of our borders. To achieve its mission, it is vital that DHS em-
ploy and retain a high-caliber workforce. But low-employee morale and a dysfunc-
tional work environment have plagued the Department since its inception, nega-
tively impacting DHS’s recruiting and retention efforts. DHS OIG has performed 
work aimed at helping to identify for the Department many of the root causes con-
tributing to low morale. As we reported in November 2016, these issues appear to 
be connected to challenges we repeatedly identify: The Department’s failure to de-
velop, implement, and widely disseminate clear and consistent guidance; a lack of 
communication between staff and management; and insufficient training.2 DHS has 
also had problems determining how to assign staff appropriately and hiring and re-
taining enough people to handle a reasonable workload while maintaining a work- 
life balance. At times, DHS employees’ jobs are made more difficult by the lack of 
needed support, such as useful IT systems and up-to-date technology. 
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To address these issues, Department leadership must sustain its focus on address-
ing employee morale in order to fulfill its important mission of protecting and secur-
ing our Nation successfully. 

QUESTIONS FROM RANKING MEMBER BENNIE G. THOMPSON FOR JOHN ROTH 

Question 1a. Secretary Kelly has defended President Trump’s Executive Order 
(EO) on immigration, but stated before this committee that he does not believe the 
roll-out should have happened so quickly, specifically saying the EO should have 
been delayed ‘‘just a bit’’ so that Members of Congress could be prepared. There are 
also conflicting reports on Secretary Kelly’s involvement with the EO prior to the 
roll-out. 

Please describe for the subcommittee how conflicting messages related to the EO 
may negatively affect the DHS workforce. 

Question 1b. In an agency already plagued with management issues, is DHS lead-
ership sending the right message when it comes to the EO and its implementation, 
especially knowing many employees lacked clarity and information about the imple-
menting the order? 

Answer. In response to Congressional requests and whistleblower and OIG Hot-
line complaints, we announced in February 2017 that our office had initiated a re-
view of DHS’s implementation of the EO, ‘‘Protecting the Nation from Terrorist 
Entry into the United States by Foreign Nationals.’’ The scope of our review is fo-
cused on the manner in which the EO was implemented by the Department—from 
the time the EO went into effect until it was stayed by Federal court order. The 
review will address the effect on employees engaged in the work, but it is too early 
to assess the broader impact on employee morale. At the culmination of our review, 
we will provide a final report to Secretary Kelly, the Congress, and the public. 

Question 2. According to the DHS website, there are 54 positions at the Depart-
ment for ‘‘senior leaders.’’ As of February 9, 24 of those positions are filled by indi-
viduals in an acting capacity, and 14 are vacant. 

Based on your research of the Department, what impact do these vacancies and 
temporary leadership have on sound management practices and reform efforts at 
the Department? 

Answer. Our office has not done any work on the effect of vacancies on the overall 
functioning of an office. However, based on personal experience, I know it is impor-
tant to quickly fill leadership positions, particularly in a National security agency 
such as DHS. 

Question 3. IG Roth, were you contacted last month by the Trump Transition 
Team to discuss your employment status as inspector general? 

When, if at all, were you made aware of the email circulated to the transition 
team regarding the temporary employment status of inspectors general? 

Answer. I was contacted on the evening of January 13, 2017 by the head of the 
DHS transition team and informed that I would continue to serve as DHS Inspector 
General only on a ‘‘temporary’’ basis following the inauguration. I was encouraged 
to look for alternative employment. I received a subsequent phone call on January 
18, 2017 rescinding the earlier message and notifying me that I would be permitted 
to stay. I learned of the existence of the email instructions on January 17, and re-
ceived a copy of the email from another inspector general shortly thereafter. 

Question 4. IG Roth, in the past the DHS workforce has stated that they do not 
trust their management, particularly citing concerns of retaliation. What areas 
should DHS leadership focus on in order to restore faith in the DHS workforce? 

Answer. The Department continues to rank last among large agencies in employee 
engagement and continues to suffer poor employee morale and a dysfunctional work 
environment. It is imperative that DHS leadership take all steps necessary to 
strengthen esprit de corps. The Partnership for Public Service has made rec-
ommendations to improve employee morale and engagement within DHS, including: 

• Holding executives accountable for improving employee morale; 
• Partnering with employee groups to improve working relationships; 
• Designing and executing short-term activities to act on employee feedback and 

contribute to a potential long-term culture change; 
• Developing and committing to shared organizational values and aligning agency 

activities and employee interactions to those values; 
• Increasing transparency and connecting employees to the mission, the Depart-

ment, and their co-workers; and 
• Investing in and developing employees through leadership and technical train-

ing and by providing mentoring. 
Each of these steps requires a commitment from leadership, which involves con-

stant attention to measuring employee engagement and implementing programs to 
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3 The Secret Service Has Taken Action to Address the Recommendations of the Protective Mis-
sion Panel, OIG–17–10 (November 2016). 

improve morale. It also requires the leadership to publicly commit to workforce en-
gagement. 

Beyond improving employee engagement, the Department can make significant 
strides in restoring the workforce’s faith in its leadership by openly and actively 
supporting the important oversight function played by the OIG with respect to whis-
tleblower protection. We have raised our profile within DHS as the entity to which 
whistleblower complaints are reported, and with effective results. It is our duty to 
protect these individuals from being retaliated against as a result of stepping for-
ward and we remain committed to empowering and protecting agency whistle-
blowers. The Department has an important role to play in supporting our work, 
from publicizing the OIG hotline, to training supervisors and employees on whistle-
blower protections, to providing complete and timely cooperation to OIG investiga-
tors, auditors, and inspectors. The Department’s unequivocal commitment to facili-
tating OIG oversight—voiced from the top down—is a critical step in earning back 
the trust of the DHS workforce. 

Question 5a. IG Roth, please describe for the subcommittee your role and respon-
sibilities as it relates to oversight and investigation of the Department of Homeland 
Security. 

Can you please provide an example of information you uncovered about the De-
partment, which led to money being saved, an employee being protected, and/or any 
other positive outcome? 

Question 5b. What do you believe the impact would be to DHS if your role were 
diminished in any way? 

Answer. Inspectors general play a critical role in fostering positive change in an 
agency. During my tenure as inspector general for DHS, I have witnessed three 
agencies—FEMA, TSA, and the Secret Service—that have had to confront the neces-
sity of changing the manner in which they do business. It is a wrenching process 
that no agency would undergo voluntarily. Change in a bureaucracy happens as a 
result of three things: A dramatic intervening event, followed by intense scrutiny 
of agency programs and operations, and a resultant leadership commitment to 
change. Independent oversight by both the inspector general and Congress is a crit-
ical and necessary ingredient to positive, constructive change. 

For example, FEMA’s approach to disaster response changed only after Hurricane 
Katrina revealed the shortfalls in its operations, consistent IG and Congressional 
scrutiny brought further analysis to the problem, and the administration and FEMA 
leadership committed to change the manner in which FEMA responded. As we saw 
in the Superstorm Sandy response, FEMA has dramatically improved its response 
operations. 

TSA was likewise confronted with the need to change as a result of dramatic and 
troubling shortfalls discovered by our covert testing program, as well as other OIG 
reports about deficiencies in TSA’s judgment of risk in relation to expedited screen-
ing, vetting airport employees, and managing the access badge program. It was only 
through IG oversight, oversight by this and other Congressional committees, and 
TSA’s then-new leadership strongly embracing the message, that TSA at last pub-
licly acknowledged the need for change and started the long road to becoming a 
more effective organization. 

Finally, the well-publicized protective failures by the Secret Service resulted in 
hearings and investigations by Congress, by my office, and by the independent Pro-
tective Mission Panel. This oversight resulted in an excruciating process of examina-
tion and self-examination, which is by no means over, about the manner in which 
the Secret Service does business. As a result, the Secret Service has taken steps to 
fix some of the systemic issues that have plagued the agency over time.3 

Oversight makes Government better and fosters positive change. The critical and 
skeptical review of programs and operations, both by the inspectors general and by 
Congressional oversight committees, acts as the ‘‘disinfectant of sunlight’’ to ensure 
a more efficient Government. It works in conjunction with the Inspector General 
Act’s requirement that IGs keep Congress fully and currently informed of problems, 
abuses, and deficiencies within the Department. 

Moreover, our efforts to promote efficiency and ferret out fraud, waste, and abuse 
help streamline DHS programs and operations, prevent wasteful spending, and en-
sure that DHS operates efficiently, effectively, and with integrity. Any diminish-
ment of our work can be expected to result in an increase in program inefficiency 
and ineffectiveness. 
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Question 6a. What work does the OIG have planned to audit activities in the area 
of ‘‘Unity of Effort’’ and employee morale and engagement, whether Department- 
wide or specific to a DHS component, during 2017? 

What types of management and performance audits, if any, does the OIG typically 
conduct in the period of transition to a new administration and what are examples 
of such audits currently under way or planned? 

Question 6b. What concerns should the subcommittee be aware of as it relates to 
a change in administration, particularly regarding employee morale? 

Answer. In 2017, a portion of our work will focus on DHS’s acquisition manage-
ment, an area where increased ‘‘Unity of Effort’’ would pay dividends for the Depart-
ment. Since its inception in 2003, DHS has spent tens of billions of dollars annually 
on a broad range of assets and services—from ships, aircraft, surveillance towers, 
and nuclear detection equipment to IT systems for financial management and 
human resources. However, the Department’s lack of uniform policies and proce-
dures, a dedicated core of acquisition professionals, as well as component commit-
ment to adhere to Departmental acquisition guidance, adequately define require-
ments, develop performance measures, and dedicate sufficient resources to contract 
oversight has resulted in inefficiencies and wasteful spending. In 2017, our audit 
work will evaluate DHS’s progress in the area of acquisition management, with an 
emphasis on ‘‘Unity of Effort.’’ For instance, we have opened an audit to determine 
whether the Department and its components effectively identify capability needs for 
all levels of acquisitions prior to obtaining goods and services. 

Beyond acquisition management, our work in 2017 will look at ‘‘Unity of Effort’’ 
in other areas as well. For instance, we have on-going work to determine whether 
DHS fosters collaboration and unity of effort Department-wide to enforce and ad-
minister immigration policy. We are also evaluating the extent to which DHS’s Joint 
Task Forces effectively coordinate DHS assets and personnel, and whether they 
achieve expected results. 

With a new administration, the Department will face new responsibilities. We un-
derstand the significant investment the Department will be making to satisfy its ob-
ligations under the multiple President Executive Orders. We are currently finalizing 
a report that will address lessons learned from the Department’s prior Secure Bor-
der Initiative and other relevant acquisitions related to securing our borders. We ex-
pect to issue this report in early April. Subsequently, we plan to review U.S. Cus-
toms and Border Protection’s comprehensive study of the security of the Southern 
Border that the Executive Order requires be completed within 180 days of the date 
of the Executive Order. Future audits will address the planning, designing, acquisi-
tions, and construction phases of the Southern Border barrier. 

Similarly, the Department will face a number of challenges in executing the Presi-
dent’s Executive Orders directing the Department to hire an additional 5,000 Border 
Patrol Agents and 10,000 immigration officers. As with the acquisition area, I have 
initiated the first in a series of audits to further review the Department’s human 
capital strategies and management capabilities to ensure the Department can quick-
ly and effectively hire a highly-qualified and diverse workforce. Our first engage-
ment will compile and review open-source literature, other government reports, and 
prior work of our office to help the Department and its components avoid previously- 
identified poor management practices and their negative impacts. Subsequent au-
dits will address the collateral impact hiring 15,000 agents and officers will have 
not only on other Departmental components, but also on other Federal agencies. 

Question 7. IG Roth, in your November 2016 report on DHS Management, you 
state that in the last 3 years, DHS leadership has taken positive steps to forge mul-
tiple components into a single organization. Further, you state new policies and di-
rectives have been created to ensure cohesive planning and execution, including en-
suring a joint requirements process. What role do you feel these new programs and 
initiatives, such has Unity of Effort, have in the future of the Department? 

Are there any concerns the Department should keep in mind if the new adminis-
tration elects to eliminate these new programs and initiatives? 

Answer. I believe that the steps the prior leadership took to increase Unity of Ef-
fort were very important, and extended over a number of areas of the Department’s 
operations. These have benefited the Department and created efficiencies and 
synergies that would not have otherwise existed. However, the key to maintaining 
these improvements is constant vigilance and effort to ensure that the Department 
moves forward as a single entity. To do otherwise will result in a return to DHS 
consisting of a number of siloed organizations, each operating independently of each 
other. 

Question 8. DHS employee morale has been a major concern and focus of this sub-
committee. DHS improved in employee engagement and survey participation this 
year, but still has a ways to go. What areas can DHS management improve upon 
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4 John Hudak and Grace Wallack, Sometimes Cutting Budgets Raise Deficits: The Curious 
Case of Inspectors’ General Return on Investment, Brookings Institute (April 2015). 

as it relates to bettering the front-line workforce’s morale, particularly at agencies 
such as TSA and the Secret Service, which rank the lowest? 

Answer. As I indicated in my answer to question 4 above, there are a number of 
steps that the Department can and should take to improve morale. The first is a 
public commitment from the leadership to prioritize and promote workforce engage-
ment. Next is a commitment to fostering an environment conducive to high em-
ployee morale—i.e., an environment where transparency, constructive feedback, edu-
cation and training, mentorship and sponsorship, and professional development op-
portunities are provided and encouraged. 

Question 9. The OIG, like the rest of DHS, is operating both under a continuing 
resolution and a hiring freeze. 

What has been the impact, whether realized or expected, of any budget or hiring 
constraints on the capacity of the OIG to perform management and performance au-
dits? 

Answer. Section 6(a)(5) of the Inspector General Act states that inspectors general 
are to be treated as independent entities for purposes of staffing and training, and 
OMB Memorandum M–17–18, Federal Hiring Freeze Guidance, dated January 31, 
2017, further clarified that ‘‘in the case of an Inspector General’s (IG) office, the In-
spector General is considered the agency head for the purposes of determining 
which positions in the IG office are exempt’’ from the freeze. Exercising my author-
ity as an agency head under the Presidential Memorandum entitled ‘‘Hiring Freeze,’’ 
I have determined that none of the OIG positions that are currently open are sub-
ject to the hiring freeze given the critical role the OIG plays in ensuring that the 
National security and public safety operations and programs administered by DHS 
are run effectively and efficiently. 

However, operating under a Continuing Resolution has hampered our ability to 
grow to the level that the Department, OMB, and Congress have deemed appro-
priate to allow us to accomplish our critical mission. This level requires approxi-
mately 80 additional full-time employees. Moreover, based on the fiscal year 2018 
budget blueprint recently released by President Trump, it appears that our budget 
is, in effect, being cut to below fiscal year 2016 levels. This will necessarily limit 
the amount of work we can do, which calls into question whether we will be able 
to address many of the important issues this subcommittee has raised. 

The Brookings Institute’s Center for Effective Public Management has analyzed 
the financial impact on Government when OIGs’ budgets are cut and found that 
cuts to OIG budgets actually cost the Government money and contribute to the Fed-
eral deficit.4 Notwithstanding the President’s budget blueprint, we are hopeful that 
Congress will approve a budget that reflects the value and importance of the func-
tion we provide. 

QUESTIONS FROM CHAIRMAN SCOTT PERRY FOR REBECCA GAMBLER 

Question 1a. This subcommittee has a long-standing track record for proposing bi-
partisan management reform legislation to streamline DHS bureaucracy. In Janu-
ary 2017, the House unanimously passed the Stop Asset and Vehicle Excess Act 
(SAVE Act) aimed at improving DHS’s ability to manage its vehicle fleets, which 
was based off of a body of important work done by the OIG. 

What additional authorities are critical to ensuring that the Department improves 
its management functions to ensure that taxpayer dollars aren’t wasted? 

Answer. GAO has not identified any additional authorities needed to ensure that 
the Department of Homeland Security (DHS) improves its management functions, 
but the Department should leverage the authorities it has to continue its progress. 

Question 1b. Would legislation, such as that previously introduced by Members of 
this subcommittee related to acquisition management, help DHS improve manage-
ment and outcomes of programs? 

Answer. While the legislation introduced, such as the Reducing DHS Acquisition 
Cost Growth Act (H.R. 1294), would codify some actions that are already included 
in DHS acquisition policy, such legislation could also increase the oversight and ac-
countability of DHS major acquisition programs. 

Question 2a. DHS has not done enough to address chronic employee morale issues 
across the Department, as both the OIG and GAO have recently reported. 

To what extent does DHS know what the root causes are behind poor employee 
morale? 

VerDate Mar 15 2010 12:57 Sep 22, 2017 Jkt 000000 PO 00000 Frm 00053 Fmt 6601 Sfmt 6621 H:\115TH CONGRESS\17OM0216\17OM0216.TXT HEATH



50 
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Answer. In fiscal year 2012, we reviewed and reported on actions DHS took to 
address the morale of its employees.1 We reported, among other things, that DHS 
had taken steps to understand morale problems, such as holding focus groups, im-
plementing an exit survey, and routinely analyzing the results of the Office of Per-
sonnel Management (OPM) Federal Employee Viewpoint Survey—a tool that meas-
ures employees’ perceptions of whether and to what extent conditions characterizing 
successful organizations are present in their agency. However, we found that the 
DHS Office of the Chief Human Capital Officer (OCHCO) and DHS components 
could improve their efforts to determine root causes of morale problems. We rec-
ommended that OCHCO and component human capital officials examine their root 
cause analysis efforts and, where absent, add the following: Comparisons of demo-
graphic groups, benchmarking against similar organizations, and linkage of root 
cause findings to action plans. 

As of February 2017, DHS OCHCO officials and supporting documentation indi-
cate that DHS has taken some actions to incorporate these techniques. Specifically, 
as of December 2016, officials provided copies of DHS’s fiscal year 2016 Component 
Employee Engagement Action Plans that components tailor for their own employee 
engagement and outreach. We reviewed the action plans and spoke with DHS 
OCHCO officials to determine the extent to which the action plans addressed our 
recommendation. Several action plans we reviewed included evidence of utilizing the 
three survey analysis techniques we recommended, while other action plans did not 
include evidence of utilizing some or all of the techniques. For example, components 
whose action plans fully address the recommendation include: U.S. Customs and 
Border Protection (CBP), Federal Emergency Management Agency (FEMA), U.S. 
Immigration and Customs Enforcement (ICE), and the Transportation Security Ad-
ministration (TSA). Components whose action plans partially address the rec-
ommendation are: U.S. Citizenship and Immigration Services (USCIS), U.S. Coast 
Guard (USCG), and U.S. Secret Service (USSS). In contrast, the National Protection 
and Programs Directorate’s (NPPD) action plan did not address any of the three 
survey analysis techniques. According to DHS OCHCO officials, while OCHCO de-
veloped a checklist that components could consult when creating action plans to ad-
dress employee survey results, senior management decided not to require that com-
ponents use the checklist in developing their action plans as it may limit their free-
dom to develop their goals and plan. To fully address the recommendation we made 
and thereby strengthen DHS’s evaluation and planning process for addressing em-
ployee morale, DHS OCHCO officials need to continue to provide documentary evi-
dence of demographic analysis, benchmarking, and root cause linkage efforts com-
pleted for components that have not fully addressed the recommendation in their 
action plans. DHS OCHCO officials agreed with our analysis and reiterated their 
efforts to fully implement this recommendation. 

Question 1b. What risks does dismal employee morale pose to the Department? 
Answer. DHS employee concerns about job satisfaction are one example of the 

challenges the Department faces in implementing its mission to protect the security 
and economy of our Nation. We have previously reported that successful organiza-
tions empower and involve their employees to gain insights about operations from 
a front-line perspective, increase their understanding and acceptance of organiza-
tional goals and objectives, and improve motivation and morale.2 In January 2003, 
we designated the implementation and transformation of DHS as high-risk, includ-
ing its management of human capital, because it represented an enormous and com-
plex undertaking that would require time to achieve in an effective and efficient 
manner, and it has remained on our high-risk list since that time. In our 2017 high- 
risk report, we found that DHS still had considerable work remaining to address 
employee morale, and that employee morale issues had contributed to management 
challenges that hinder the agency’s ability to achieve its mission.3 

QUESTIONS FROM RANKING MEMBER BENNIE G. THOMPSON FOR REBECCA GAMBLER 

Question 1. Cited in the high-risk report is the necessity for DHS to identify work-
force needs and address deficiencies within acquisition personnel, who oversee and 
manage contracts that have become increasingly expensive and complex. What im-
pact do you anticipate President Donald Trump’s Federal Hiring Freeze Executive 
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4 GAO, Recent Government-Wide Hiring Freezes Prove Ineffective in Managing Federal Employ-
ment, FPCD–82–21 (Washington, DC: Mar. 10, 1982). 

Order will have on DHS’s ability to remain consistent with this recommendation, 
particularly regarding our ability to address areas of critical need via the workforce? 

Answer. GAO has not looked at the effects of the 2017 Federal Hiring Freeze Ex-
ecutive Order on DHS’s ability to assess and address whether appropriate numbers 
of trained acquisition personnel are in place at the Department and component lev-
els. However, GAO has previously reported on the effects of Government-wide hiring 
freezes, and found they are not an effective means of controlling Federal employ-
ment. In March 1982, we reported that because Government-wide hiring freezes did 
not account for individual agencies’ missions, workload, and staffing requirements, 
they disrupted agency operations and, in some cases, increased costs to the Govern-
ment.4 Specifically, we found that because such hiring freezes disregarded agency 
workload requirements and did not cover all personnel resources used by the Gov-
ernment, they created an incentive for managers to use alternative sources of labor. 
Any potential savings produced by these freezes would be partially or completely off-
set by increasing overtime, contracting with private firms, or using other than full- 
time permanent employees. We concluded that improved workforce planning and 
use of the budget as a control on employment, rather than arbitrary across-the- 
board hiring freezes, is a more effective way to ensure that the level of personnel 
resources is consistent with program requirements. 

Question 2. GAO found that DHS components were inconsistent in how they im-
plemented the Department’s acquisition management policy. The example GAO pre-
sented in March 2016 involved the Coast Guard, which had prepared incomplete 
funding plans. Has the Department indicated to you how it plans on ensuring that 
all of its components fully implement its acquisition management policy? 

Answer. DHS components have continued to make progress implementing the De-
partment’s acquisition management policy. For example, in August 2016, DHS ap-
proved the Acquisition Program Baseline for the U.S. Coast Guard’s (USCG) Me-
dium-Range Surveillance program—marking the first time all of the programs in-
cluded in our annual assessments of DHS’s major acquisition programs have had 
approved baselines. However, additional work remains to be done to effectively man-
age acquisition programs. For example, in April 2015, we recommended DHS ac-
count for all of the Operations and Maintenance (O&M) funding the USCG plans 
to allocate to its acquisition programs in its annual reports to Congress. DHS con-
curred with the recommendation, but the USCG has yet to take action. Given that 
an acquisition program’s O&M activities can account for more than 80 percent of 
program life-cycle costs, DHS’s continued inability to account for all of the O&M 
funding the USCG plans to allocate to its acquisition programs is significant. Until 
DHS implements our April 2015 recommendation, this issue will continue to obscure 
the size of the USCG’s funding shortfalls and undermine DHS’s efforts to address 
the USCG’s funding gaps in an informed manner. We continue to monitor DHS’s 
actions to address program affordability and, at the request of Congress, have initi-
ated a review to assess the extent to which DHS has accounted for programs’ O&M 
costs and funding. 

Question 3. As the transition to a new administration continues, what manage-
ment and administration structures are currently in place to enable DHS to con-
tinue with implementation of both the human capital strategic plan and its work-
force planning initiatives? How is GAO staying apprised of developments related to 
human capital management during this period? 

Answer. In its August 2016 Integrated Strategy for High-Risk Management—the 
framework DHS established to monitor progress and implementation of key man-
agement initiatives for strengthening it management functions—DHS describes 
steps the agency has taken and plans to take to implement its human capital stra-
tegic plan and workforce planning efforts. For example, DHS indicated the Depart-
ment’s senior human capital leadership intends to continue to review the human 
capital strategic plan on an annual basis to develop an operational plan for the next 
fiscal year. The operational plan is to provide the tactics and associated evidence 
of progress toward implementing the human capital strategic plan. In addition, the 
August 2016 Integrated Strategy for High-Risk Management states that senior 
human capital leadership will provide on-going monitoring of the human capital 
strategic plan through the Human Capital Dashboard—which provides information 
on progress towards targets—and quarterly review meetings to discuss measures, 
goals, and progress in implementing the associated operational plan. With regard 
to workforce planning, in September 2016, DHS officials indicated that DHS will 
continue to implement its workforce planning model in fiscal year 2017. This model 
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5 The National Defense Authorization Act for Fiscal Year 2017 includes a mandate that the 
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Pub. L. No. 114–328, § 1903(b) (codified at 6 U.S.C. § 341(a)(11)). 

6 Homeland Security: Oversight of Neglected Human Resources Information Technology Invest-
ment Is Needed, GAO–16–253 (Washington, DC: Feb. 11, 2016). 

is documented in the DHS Workforce Planning Guide and involves the following five 
steps: 

• set the strategic direction, including linking the workforce and the strategy, 
considering the scope, and determining the workforce balance; 

• conduct a supply analysis, demand analysis, and identify gaps in capacity and 
capability; 

• develop an action plan including strategies and actions to address identified 
gaps; 

• implement the action plan; and 
• monitor, evaluate, and revise the plan. 
To stay apprised of DHS’s human capital management efforts, we will continue 

to engage with DHS leadership through various means to help ensure the Depart-
ment maintains its progress in implementing corrective actions through completion. 
Specifically, we will continue to: 

• Assess and provide feedback to DHS leadership on reports the Department sub-
mits on its progress in addressing the Strengthening DHS Management Func-
tions high-risk area, which the National Defense Authorization Act for Fiscal 
Year 2017 mandates the DHS Under Secretary for Management provide to us 
every 6 months.5 

• Hold quarterly meetings with DHS leadership to discuss the Strengthening 
DHS Management Functions high-risk area and other pertinent issues. 

• Discuss the results of our audit work within DHS’s management areas with 
DHS leadership. 

• Perform outreach to senior DHS officials regarding the extent to which the De-
partment has implemented our recommendations, including those related to the 
Strengthening DHS Management Functions high-risk area, to help ensure that 
they are implemented effectively and in a timely manner. 

Question 4. Initiated in 2003, the Human Resources Information Technology 
(HRIT) investment is intended to consolidate, modernize, and integrate the human 
resources information technology infrastructure at DHS. Of 15 strategic improve-
ment areas measured, GAO reported that only one had been fully implemented. 
This subcommittee held a hearing last year to get an understanding of what went 
wrong and to galvanize the Department’s reform efforts. 

Please explain to the subcommittee the issues that the investment’s inefficiency 
continues to create for DHS and how the Department can address those challenges. 

Answer. The HRIT investment is intended to address the fragmented systems, du-
plicative and paper-based processes, and the lack of uniformity of data management 
practices within the Department’s human resources environment. According to DHS, 
these issues are compromising the Department’s ability to effectively and efficiently 
carry out its mission. For example, according to DHS, reporting and analyzing en-
terprise human capital data are time-consuming, labor-intensive, and challenging 
because the Department’s data management largely consists of disconnected, stand- 
alone systems, with multiple data sources for the same content. Additionally, ac-
cording to DHS, the Department does not have information on all of its employees, 
which reduces its abilities to strategically manage its workforce and best deploy peo-
ple in support of homeland security missions. Further, based on its current human 
resources environment, DHS reported that it, among other things: 

• is unable to support enterprise reporting of human resources information and 
has data quality issues; 

• does not have enterprise-level employee performance information available or 
standardized performance measures across the components; and 

• incurs significant costs associated with maintaining seven different systems for 
personnel action requests, and experiences inefficiencies due to duplicative data 
entry into multiple systems. 

To address these challenges and effectively implement HRIT, DHS needs to fully 
implement the 14 recommendations we had made in our February 2014 report.6 To 
its credit, the Department has fully implemented 3 of the 14 recommendations, in-
cluding re-evaluating HRIT’s strategic improvement opportunities to determine 
whether they are still valid and reflective of DHS’s current needs and re-prioritizing 
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the improvement opportunities as needed to determine on which ones to focus first. 
Going forward, the Department needs to fully implement the remaining 11 rec-
ommendations, including 

• ensuring that the HRIT executive steering committee is consistently involved in 
overseeing and advising HRIT, 

• developing a complete life-cycle cost estimate, and 
• updating and maintaining a schedule estimate for implementation of the im-

provement opportunities. 
Question 5. Can you please describe for the subcommittee your views on the role 

of independent, impartial oversight of Federal agencies? 
In your opinion, what impact would Federal agencies face without the work of 

GAO? 
Answer. GAO exists to support Congress in meeting its Constitutional responsibil-

ities and to help improve the performance and ensure the accountability of the Fed-
eral Government for the benefit of the American people. We examine how taxpayer 
dollars are spent and advise lawmakers and agency heads on ways to make Govern-
ment work better. GAO is a unique Federal entity that can look across the Govern-
ment and follow Federal spending internationally and domestically across Federal, 
State, and local government levels. In this role, we continue to monitor and address 
the Nation and Government’s most pressing challenges. For example, GAO’s ‘‘Key 
Issues’’ website (http://www.gao.gov/keylissues) provides incoming Members of 
Congress and the American people with quick and easy access to bodies of GAO 
work on issues of critical importance to the nation, including collections of cross-cut-
ting work on the Fiscal Outlook, High-Risk List, and Duplication and Cost Savings. 

In fiscal year 2016, we documented $63.4 billion in financial benefits for the Fed-
eral Government—a return of about $112 for every dollar we spent—and 1,234 im-
provements in broad program and operational areas across the Government. In ad-
dition, in fiscal year 2016, 73 percent of our recommendations were implemented by 
Federal agencies or Congress, and 68 percent of the products we issued contained 
recommendations. 

Question 6. Ms. Gambler, please describe what you believe is the most important 
area DHS can improve upon, particularly as it relates to employee morale. 

How does a change in administration, leadership, and priorities typically impact 
workforce morale? 

Answer. While GAO has not done work on how changes in administration, leader-
ship, and priorities impact workforce morale, it will be important for DHS to con-
sider employee morale as it works to implement the new administration’s priorities. 
As we reported in our 2017 high-risk report, DHS has taken steps but still has con-
siderable work ahead to improve employee morale.7 For example, in response to our 
recommendation that OCHCO and component human capital officials establish 
metrics of success within the action plans that are clear and measurable, DHS offi-
cials have regularly provided us with copies of annual component employee engage-
ment action plans, most recently as of December 2016. We reviewed the action plans 
and spoke with DHS OCHCO officials to determine the extent to which DHS’s ac-
tion plans addressed our recommendation. Our review in January 2017 indicated 
that two components’ action plans included clear and measureable targets. However, 
several other component plans did not fully address both elements. For example, 
components whose action plans fully address the recommendation include ICE and 
NPPD. Components whose action plans partially address the recommendation are 
CBP, USCG, FEMA, TSA, and USSS. USCIS’s action plan did not address the rec-
ommendation. To fully address this recommendation, DHS OCHCO officials need to 
continue to provide documentary evidence of improved measure clarity and incor-
porate measurable targets in their action planning efforts for components whose ac-
tion plans do not support closure of the recommendation. DHS OCHCO officials 
agreed with our assessment and told us that they are planning to provide training 
to component officials over the coming year to address action planning needs. We 
will continue to monitor DHS’s efforts to address our recommendation to help 
strengthen employee morale. 

Question 7. Ms. Gambler, you note several improvements the Department made, 
particularly related to Human Capital Plans. However, some components, such as 
CBP have struggled to fully staff at the allotted Congressional cap. It is also ex-
pected that the workforce will need to further increase under the new administra-
tion. Has the Department addressed staffing needs, particularly of Border Patrol 
agents, in its Human Capital Plan? 

How will the Plan need to be adjusted given the new administration’s priorities? 

VerDate Mar 15 2010 12:57 Sep 22, 2017 Jkt 000000 PO 00000 Frm 00057 Fmt 6601 Sfmt 6621 H:\115TH CONGRESS\17OM0216\17OM0216.TXT HEATH



54 

8 DHS, Human Capital Strategic Plan Fiscal Years 2015–2019 (Washington, DC: October 
2014). 

9 GAO–17–317. 
10 GAO–12–940. 
11 GAO, Federal Workforce: Additional Analysis and Sharing of Promising Practices Could Im-

prove Employee Engagement and Performance, GAO–15–585 (Washington, DC: July 14, 2015). 

Answer. DHS’s human capital strategic plan outlines high-level goals and objec-
tives that describe desired future states and outcomes, but does not include specific 
plans to address CBP or Border Patrol workforce challenges.8 However, as part of 
its workforce planning process, DHS has assessed Border Patrol workforce capacity 
gaps, worked to identify root causes for its continued challenges in meeting staffing 
goals, and developed an action plan to address the priority root cause it identified. 
For example, in fiscal year 2016, DHS identified attrition as the highest priority 
root cause of its Border Patrol agent staffing challenges, and identified actions, such 
as utilizing pay and compensation flexibilities to incentivize mission critical per-
sonnel to remain with CBP. Moving forward, DHS will need to incorporate any 
changes in Border Patrol staffing requirements into its workforce planning efforts, 
reassess capacity gaps and root causes, and design an action plan that addresses 
the highest priority challenges. 

Question 8. In his exit memo, former Secretary Jeh Johnson cites the need for ‘‘an 
aggressive campaign to improve morale and satisfaction at the Department.’’ Based 
on your review of the Department, what are ways the new administration can con-
tinue the aggressive campaign the former Secretary started? 

What particular programs or policies did the DHS workforce seem to take a par-
ticular interest in and/or respond the most positively to? 

Answer. As we reported in our 2017 high-risk report, DHS has taken steps but 
still has considerable work ahead to improve employee morale.9 For example, DHS 
has implemented a Department-wide Employee Engagement Action Plan, which 
DHS’s components use to develop tailored action plans for their own employee en-
gagement and outreach; however, to continue to make progress in addressing em-
ployee morale, DHS needs to fully implement our prior recommendations to: (1) 
Comprehensively examine root causes and (2) establish clear metrics of success with 
DHS and its components’ actions plans.10 By implementing these recommendations 
DHS would be better-positioned to design action plans that address root causes of 
employee morale issues and determine the effectiveness of their plans. 

Additionally, while we have not examined the particular DHS efforts to which 
DHS’s workforce has responded most positively, we have previously identified key 
drivers and lessons learned for strengthening employee engagement that DHS could 
leverage in its efforts to improve employee morale.11 In 2015, we reported that over-
all, what matters most in improving engagement levels is valuing employees—that 
is, an authentic focus on their performance, career development, and inclusion and 
involvement in decisions affecting their work. Specifically, our regression analysis 
of selected Federal Employee Viewpoint Survey questions identified the following six 
practices as key drivers of engagement, as measured by OPM’s Employee Engage-
ment Index: (1) Constructive performance conversations, (2) career development and 
training, (3) work-life balance, (4) inclusive work environment, (5) employee involve-
ment, and (6) communication from management. Further, our case studies of three 
agencies also identified three key lessons for improving employee engagement: 

• Any change must be implemented using effective management practices, such 
as top leadership involvement, consistently applying policies, creating a line of 
sight between the agency’s mission and the work of each employee, and reach-
ing out to employees and their labor union representatives, if applicable, to ob-
tain insights and inform efforts. 

• The Employee Engagement Index alone is not enough; agencies must look to 
other sources of data for a complete picture of employee engagement levels in 
their organization and its components. 

• Improving engagement and organizational performance takes time and does not 
neatly follow the survey cycle; change may involve several efforts and effects are 
seen at different points in time. 

Question 9. Building the morale of DHS’s workforce was a high priority for the 
previous administration, including former Secretary Jeh Johnson. How much more 
difficult does President Donald Trump’s Federal Hiring Freeze Executive Order 
make that challenge for the new DHS Secretary General John Kelly? 

Based on your research on human capital challenges at the Department, what 
areas warrant particular attention and consideration in order to maintain positive 
momentum with DHS morale? 
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Answer. While GAO has not assessed the Executive Order, it will be important 
for DHS to consider its impacts as the Department moves forward with its efforts 
to address employee morale. We have previously identified specific actions that DHS 
should take as well as key drivers and lessons learned DHS could leverage to con-
tinue to strengthen employee engagement.12 In 2012, we reviewed and reported on 
actions DHS took to address the morale of its employees and recommended that 
DHS: (1) Comprehensively examine root cause analysis efforts and, where absent, 
add the comparisons of demographic groups, benchmarking against similar organi-
zations, and linkage of root cause findings to action plans; and (2) establish clear 
metrics of success with DHS and its components’ actions plans for employee engage-
ment and outreach.13 As we reported in our 2017 high-risk report, DHS must imple-
ment these recommendations, among others, in order to make continued progress 
in achieving the outcomes that are critical to addressing the challenges within the 
Department’s high-risk management areas.14 

In addition, in 2015, we identified key drivers and lessons learned for strength-
ening employee engagement that DHS could leverage in its efforts improve em-
ployee morale.15 Overall we found that what matters most in improving engagement 
levels is valuing employees—that is, an authentic focus on their performance, career 
development, and inclusion and involvement in decisions affecting their work. Spe-
cifically, our regression analysis of selected Federal Employee Viewpoint Survey 
questions identified the following six practices as key drivers of engagement, as 
measured by OPM’s Employee Engagement Index: (1) Constructive performance 
conversations, (2) career development and training, (3) work-life balance, (4) inclu-
sive work environment, (5) employee involvement, and (6) communication from man-
agement. Further, our case studies of three agencies also identified three key les-
sons for improving employee engagement: 

• Any change must be implemented using effective management practices, such 
as top leadership involvement, consistently applying policies, creating a line of 
sight between the agency’s mission and the work of each employee, and reach-
ing out to employees and their labor union representatives, if applicable, to ob-
tain insights and inform efforts. 

• The Employee Engagement Index alone is not enough; agencies must look to 
other sources of data for a complete picture of employee engagement levels in 
their organization and its components. 

• Improving engagement and organizational performance takes time and does not 
neatly follow the survey cycle; change may involve several efforts and effects are 
seen at different points in time. 

Question 10. Ms. Gambler, what is the single most important action DHS can take 
to address the remaining two requirements to be removed from the High-Risk List? 

In addition, what is the most important action DHS must continue in order to 
prevent backsliding? 

Answer. In order to address the remaining two criteria for removal from the High- 
Risk List and prevent backsliding, DHS needs to achieve sustained progress across 
30 outcomes that we identified and DHS agreed were needed to address the 
Strengthening DHS Management Functions high-risk area. In our 2017 high-risk re-
port, we found that DHS has fully addressed 13 of these outcomes, mostly addressed 
8, partially addressed 6, and initiated the remaining 3.16 Furthermore, we found 
that in order to achieve the 30 outcomes, DHS will need to make additional progress 
identifying and allocating resources in the following areas: 

• Acquisition Management.—With respect to acquisition, DHS’s 2016 staffing as-
sessments focused on identifying critical acquisition-related position gaps rather 
than all major program acquisition-related positions; consequently, some pro-
grams were assessed as being fully or almost fully staffed for critical positions 
despite significant staffing shortfalls in the overall program. We concluded that 
this increased focus on critical gaps may limit DHS’s insight into the size and 
nature of acquisition-related staffing shortfalls, making it difficult for DHS to 
develop a plan or process to address these vacancies. In December 2016, DHS 
updated its staffing assessment guidance to re-focus the assessment process on 
all major program acquisition-related positions. However, DHS plans to pilot 
the implementation of this policy update incrementally during 2017 and the 
timing of full implementation is not yet known. 
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• Information Technology (IT) management.—DHS’s fiscal year 2015–2018 IT 
Strategic Plan introduced the Department’s plan to shift the IT paradigm from 
acquiring assets to acquiring services and acting as a service broker. The De-
partment’s August 2016 updated version of its strategy reported that this shift 
is a mechanism for building capacity to resolve risk. However, while DHS 
issued a workforce planning contract in July 2016 to help DHS headquarters 
transition to the skillsets needed to accommodate the service broker model, De-
partment officials stated that they have not yet defined what those skill sets 
are or analyzed the skills gaps resulting from the paradigm shift. Because DHS 
has yet to comprehensively assess IT human capital gaps within headquarters, 
it remains unclear whether DHS has the capacity to support this paradigm 
shift. 

• Financial Management.—Additionally, although DHS continues to make 
progress towards modernizing its financial management systems, critical infor-
mation needed to determine the resources required for two of three key mod-
ernization projects is not available as the projects are not yet to a point where 
DHS can determine what resources are required. We reported that the dis-
covery phase of these projects provides essential information for determining 
the implementation schedule and finalizing cost estimates that are needed prior 
to approving the projects for implementation; however, this phase is not ex-
pected to be completed for DHS’s FEMA and ICE modernization projects until 
April 2017.17 

Question 11a. Ms. Gambler, DHS has struggled with the modernization of its in-
formation technology systems. Did you evaluate any of those programs during your 
review of the High-Risk List? 

Answer. Yes, we evaluated and monitored eight of DHS’s previously or currently 
troubled IT investments as part of our High-Risk List review. Specifically, we in-
cluded the following investments: 

1. Analysis and Operations’ Homeland Security Information Network 
2. CBP’s Automated Commercial Environment 
3. DHS HRIT 
4. FEMA’s Logistics Supply Chain Management System 
5. ICE’s Student and Exchange Visitor Information System 
6. ICE’s TECS Modernization 
7. NPPD Federal Protective Service TacCom 
8. USCIS Transformation 

To monitor and evaluate these investments, we tracked their respective Chief In-
formation Officer (CIO) ratings that DHS reported on OMB’s IT Dashboard, as well 
as analyzed the results of DHS’s internal IT program health assessments. We also 
reviewed documentation demonstrating actions that DHS oversight officials had 
taken or were currently taking to improve the performance of the troubled invest-
ments. Further, we relied on reports and documentation from other GAO audits, 
such as our 2016 report on DHS’s major acquisition programs, to track the cost, 
schedule, and performance of these investments.18 

Question 11b. What are your suggestions for the Department to finally get pro-
grams such as HRIT and USCIS Transformation on the right track, both of which 
were initiated a decade ago? 

Answer. To help get programs such as HRIT and USCIS Transformation on the 
right track, the Department should focus on the use of incremental development, 
consistent with Office of Management and Budget guidance directing that IT invest-
ments deliver functionality in 6-month increments. The Department’s use of ‘‘big 
bang’’ approaches, which scope requirements broadly and aim to deliver 
functionality several years after initiation, too frequently fail. According to the De-
fense Science Board, such an approach—which DHS had used on programs such as 
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19 Pub. L. No. 113–291, div. A, § 831(a), 128 Stat. 3292, 3438–3440 (2014). 
20 GAO, Immigration Benefits System: U.S. Citizenship and Immigration Services Can Improve 

Program Management, GAO–16–467 (Washington, DC: July 7, 2016); GAO–16–253; and GAO– 
15–415. 

21 DHS, Secretary of Homeland Security, Strengthening Departmental Unity of Effort, Memo-
randum for DHS Leadership (Washington, DC: Apr. 22, 2014). This memorandum committed 
to, among other things, improving DHS’s planning, programming, budgeting, and execution 
processes through strengthened Departmental structures and increased capability. DHS, 
Strengthening Departmental Unity of Effort, Management Directive 071–01 (Washington DC: 
June 30, 2015). 

22 DHS, Major Acquisition Program Staffing Management, DHS Policy Directive 102–05 
(Washington, DC: June 30, 2016). In December 2016, based in part on our input, DHS subse-
quently updated its staffing assessment guidance to re-focus the assessment process on all major 
program acquisition-related positions. This will be discussed further in our assessment of DHS’s 
major acquisitions programs, to be issued in March 2017. 

USCIS Transformation—is often too long, ineffective, and unaccommodating of the 
rapid evolution of IT. 

Additionally, the Department should focus on improving its capacity to success-
fully acquire IT by fully implementing the CIO oversight and management authori-
ties described in the Federal IT Acquisition Reform Act (FITARA).19 The Depart-
ment should also promptly address the numerous outstanding recommendations 
that we made to HRIT and USCIS Transformation, which are consistent with 
FITARA.20 

Question 12. Ms. Gambler, what impact do you feel initiatives such as Unity of 
Effort and the Joint Requirements Council have on the Department’s management 
integration? 

Answer. The Secretary of Homeland Security’s Unity of Effort initiative and the 
Joint Requirements Council (JRC) are positive steps toward strengthening manage-
ment integration, but it is too early to assess their effects. Specifically, the Unity 
of Effort initiative has helped to strengthen the integration of DHS’s business oper-
ations across the Department by, for example, finalizing a management directive in 
June 2015 that formally establishes multiple senior leader forums for on-going re-
view of Departmental initiatives.21 The Secretary’s Unity of Effort initiative also es-
tablished enhancements to DHS’s budgeting process by creating a new approach to 
mission-focused, cross-DHS budget development and assessment. Additionally, DHS 
officials attribute the following accomplishments, among others, to the Unity of Ef-
fort initiative and integrated priorities initiatives: 

• DHS’s Office of Program Accountability and Risk Management developed and 
implemented a policy directive to monitor and track critical staffing gaps for 
major acquisition programs to ensure that such gaps are identified and remedi-
ated in a timely manner.22 

• DHS Science and Technology Directorate established Integrated Product Teams 
to better link the Department’s research and development investments with the 
Department’s operational needs. 

• DHS strengthened its strategy, planning, programming, budgeting, execution, 
and acquisition processes by improving existing structures and creating new 
ones where needed to build additional organizational capability. DHS has insti-
tutionalized these reforms by issuing a range of Departmental management di-
rectives and instructions. 

However, given that these Unity of Effort initiatives are in the early stages of im-
plementation and contingent upon DHS sustaining implementation plans and efforts 
over a period of years, it is too early to assess their effects. 

Additionally, the re-establishment of the JRC after many years without such an 
active body is a positive demonstration of senior-level commitment to improving the 
DHS-wide capabilities and requirements processes. The JRC has the potential to 
help DHS reduce duplication and make cost-effective investments across its port-
folio; however, specific outcomes will not materialize in terms of budget decisions 
for several years. Since full implementation of the JRC’s Joint Assessment of Re-
quirements—and its use to inform the Department’s budget decisions—is several 
years away, it is too soon to tell how effective it will be in prioritizing requirements 
and reducing duplication and inefficiencies, as intended. 

Question 13a. What has DHS done during the past year to mitigate staffing short-
falls in key positions, such as program managers, systems engineers, and logisti-
cians? 

Answer. As part of its fiscal year 2016 workforce planning cycle, DHS identified 
17 priority mission-critical occupations. According to DHS, the 17 priority mission- 
critical occupations account for approximately 64 percent of the civilian workforce 
and are the most critical to performing core DHS mission areas. 
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23 GAO, Homeland Security Acquisitions: DHS Could Better Manage Its Portfolio to Address 
Funding Gaps and Improve Communications with Congress, GAO–14–332 (Washington, DC: 
April 17, 2014). 

24 GAO, Homeland Security Acquisition: DHS Has Strengthened Management, but Execution 
and Affordability Concerns Endure, GAO–16–338SP (Washington, DC: Mar. 31, 2016). 

25 GAO, DHS Strategic Workforce Planning: Oversight of Department-wide Efforts Should Be 
Strengthened, GAO–13–65 (Washington, DC: Dec. 3, 2012). 

For each of the 17 priority mission critical occupations, DHS applied its workforce 
planning cycle, which involves the following five steps: 

• set the strategic direction, including linking the workforce and the strategy, 
considering the scope, and determining the workforce balance; 

• conduct a supply analysis, demand analysis and identify gaps in capacity and 
capability; 

• develop an action plan including strategies and actions to address identified 
gaps; 

• implement the action plan; and 
• monitor, evaluate, and revise the plan. 
As part of its fiscal year 2016 monitoring and evaluation efforts, DHS reported 

that many of the 17 occupations met their defined targets or showed improvement 
in closing gaps. 

Additionally, DHS components develop annual Component Recruiting and Out-
reach Plans to guide recruiting efforts to fill gaps in priority mission-critical occupa-
tions. The Component Recruiting and Outreach Plans are to assist components in 
developing a systematic, sustainable process to ensure communication between re-
cruiters and workforce planners to identify and address short- and long-term human 
capital needs. 

Question 13b. Another challenge is program-funding gaps, whereby estimated 
costs exceed projected funding. How has DHS addressed the emergence of funding 
gaps for key programs? What steps has the Department taken, or does the Depart-
ment plan to take, to reduce the size and frequency of these gaps? 

Answer. In April 2014, we reported that DHS’s major acquisition programs faced 
a 30 percent funding gap over a 5-year period, and made nine recommendations to 
help DHS take steps to close this gap.23 In June 2014, the DHS chief financial offi-
cer established a new process for improving the affordability of the Department’s ac-
quisition portfolio, which addressed one of our recommendations. In March 2016, we 
reported that this process has enhanced the Department’s acquisition management 
process by creating a formal mechanism to address affordability issues at Acquisi-
tion Review Board meetings.24 However, we identified opportunities for DHS leader-
ship to expand upon these efforts and made recommendations that they take addi-
tional actions, such as improving the information components provide on program 
affordability, conducting affordability assessments for programs that have not been 
reviewed at an Acquisition Decision Event since the funding certification require-
ment was established, and strengthening DHS’s communications with Congress and 
the processes components use to address and communicate affordability information 
to leadership. Making such refinements to DHS’s processes would better position the 
Department to ensure that Congress and taxpayers understand the investment 
needed to deliver the intended capabilities to the end-users. We will continue to 
track the Department’s progress in this area. 

Question 14a. GAO has indicated that the Department has sustained its progress 
in implementing a human capital strategic plan. A significant initiative related to 
workforce planning in the administration of President Obama was the Balanced 
Workforce Strategy, which sought to identify the appropriate balance of Federal and 
contractor employees required to achieve the DHS mission. 

What is the current status of the Balanced Workforce Strategy and does GAO an-
ticipate that the initiative will continue in the new administration? What specific 
changes in the strategy for and composition of the DHS workforce have resulted 
from the initiative? 

Answer. In December 2012, we reported that after issuing the Balanced Workforce 
Strategy in 2010, DHS developed an automated tool to help components perform the 
necessary analysis to determine the appropriate mix of Federal employees versus 
contractors.25 In its August 2016 Integrated Strategy for High-Risk Management, 
DHS reported that the use of this tool became mandatory in fiscal year 2014. In 
addition, DHS reported that the Balanced Workforce Strategy Division regularly 
monitors component use of the tool and that it had completed audits of ICE, NPPD, 
USCIS, FEMA, the Federal Law Enforcement Training Centers, and TSA’s imple-
mentation of the Balanced Workforce Strategy and tool. We have not assessed how 
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the Balanced Workforce Strategy has impacted the DHS workforce or how the 
change in administration may affect the implementation of the strategy. 

Question 14b. Are there any other workforce planning initiatives under way in the 
Department? 

Answer. DHS has developed a workforce planning model that involves the fol-
lowing five steps: 

• set the strategic direction, including linking the workforce and the strategy, 
considering the scope, and determining the workforce balance; 

• conduct a supply analysis, demand analysis, and identify gaps in capacity and 
capability; 

• develop an action plan including strategies and actions to address identified 
gaps; 

• implement the action plan; and 
• monitor, evaluate, and revise the plan. 
In September 2016 DHS officials indicated that DHS will continue to implement 

its workforce planning model in fiscal year 2017. Additionally, DHS components de-
velop annual Component Recruiting and Outreach Plans to guide recruiting efforts 
to fill gaps in priority mission-critical occupations. The Component Recruiting and 
Outreach Plans are to assist components in developing a systematic, sustainable 
process to ensure communication between recruiters and workforce planners to iden-
tify and address short- and long-term human capital needs. 

Æ 
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