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HUMAN TRAFFICKING INVESTIGATION

THURSDAY, NOVEMBER 19, 2015

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
OF THE COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:01 a.m., in
room SD-342, Dirksen Senate Office Building, Hon. Rob Portman,
Chairman of the Subcommittee, presiding.

Present: Senators Portman, McCain, Lankford, Ayotte, Sasse,
McCaskill, Tester, and Heitkamp.

Staff present: Mark Angehr, Mel Beras, Eric Bursch, Brian
Callanan, Mark Iaskowitz, John Cuaderes, Margaret Daum, Liam
Forsythe, Stephanie Hall, Crystal Higgins, John Kashuba, Amanda
Montee, Victoria Muth, Brandon Reavis, Brittney Sadler, Sarah
Seitz, Molly Sherlock, Kelsey Stroud, Matt Owen, Andrew
Polesovsky, Stuart Varvel, Thomas Caballero, Myles Matteson,
Samantha Roberts, and Chris Barkley.

OPENING STATEMENT OF SENATOR PORTMAN

Senator PORTMAN. OK. Thank you all for being here this morn-
ing. We were waiting until all the documents were circulated. This
hearing will now come to order.

Senator McCaskill and I have called this hearing to address the
difficult but really important subject of sex trafficking. Over the
past 7 months, this Subcommittee has conducted a bipartisan in-
vestigation into how sex traffickers increasingly use the Internet to
advance their trade and to evade detection. The aim of this inves-
tigation is very straightforward. We want to understand how law-
makers, law enforcement, even private businesses can more effec-
tively combat this serious crime that thrives on this online black
market.

As Co-Chair of the Senate Caucus to End Human Trafficking
and, maybe more importantly, as someone who represents a State
that has experienced some abhorrent sex-trafficking networks, and,
maybe most importantly, as a father, this is an issue that I feel
strongly about and have worked on over a number of years.

I have spent time with those dedicated to fighting this crime and
those victimized by it. For victims, the toll of sex trafficking is
measured in stolen childhoods and long-lasting trauma. For traf-
fickers, it is measured in dollars, often a lot of dollars. It is a prob-
lem that I believe Congress should pay more attention to.
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Precise data is hard to come by because this market exists in the
shadows. But experts tell us that there were as many as 27 million
victims of human trafficking last year, including 4.5 million people
trapped in sexual exploitation. In the United States, about 8 of
every 10 suspected incidents of human trafficking involve sex traf-
ficking—80 percent—that is, the sale of minors or forced sale of
adults for commercial sex.

Sex traffickers prey on the vulnerable. The Department of Jus-
tice (DOJ) has reported that more than half of sex-trafficking vic-
tims are minors, and the problem appears to be getting worse.
Over the last 5 years, the leading authority on child exploitation,
the National Center for Missing and Exploited Children (NCMEC),
whom we will hear from later today, reported an 846-percent in-
crease in reports of suspected child sex trafficking. NCMEC says
that increase is “directly correlated to the increased use of the
Internet to sell children for sex.” That is what this hearing is all
about.

Traffickers have found refuge in new customers through websites
that specialize in advertising so-called ordinary prostitution and
lawful escort businesses. A business called “Backpage.com” is the
market leader in that industry, with annual revenues in excess of
$130 million last year. With a look and layout similar to the better
known Craigslist.com, Backpage has a special niche. According to
one industry analysis in 2013, $8 out of every $10 spent on online
commercial sex advertising in the United States goes to Backpage.
Some of that advertising is legal work. Much of it is illegal. A Fed-
eral court in Chicago noted this year, from that Backpage’s “adult
services section overwhelmingly contains advertisements for pros-
titution, including the prostitution of minors.”

The public record indicates that Backpage sits at the center of
this online black market for sex trafficking. The National Center
tells us that Backpage is linked to 71 percent of all suspected child
sex-trafficking reports it receives from the general public through
its CyberTipline. So think about that: 71 percent of all the sus-
pected child sex-trafficking reports that the center gets are related
to Backpage.

According to a leading anti-trafficking organization called Shared
Hope International, “Service providers working with sex-trafficking
victims have reported that between 80 percent and 100 percent of
their clients have been bought and sold on Backpage.com.” It is
easy to see why the National Association of Attorneys General
(NAAG) describe Backpage as a “hub of human trafficking, espe-
cizciilly the trafficking of minors.” And we will hear more about that
today.

A recent study of press accounts reveals that scores of serious
crimes are linked to Backpage. Shared Hope International has
catalogued more than 400 reported cases of children being traf-
ficked using Backpage.com across 47 States, and the Permanent
Subcommittee on Investigations (PSI) staff has identified at least
13 reported cases of child sex trafficking in my home State of Ohio
alone linked to Backpage over the past 4 years.

On this record, PSI saw a compelling need to better understand
the business practices of Backpage.com, especially the efforts it
takes to prevent the use of its site by sex traffickers. That seems
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very reasonable. We thought it might be simple enough because
Backpage holds itself out as a “critical ally” against human traf-
ficking. The company has stated that is “leads the industry in its
review and screening of advertisements for illegal activity,” a proc-
ess it calls “moderation.”

Backpage’s top lawyer has described its moderation process as
“the key tool for disrupting and eventually ending human traf-
ficking via the World Wide Web.” But Backpage has refused to turn
over documents about this key moderation process that it touts, as
well as other relevant aspects of its business.

Specifically, the company refused to comply with an initial sub-
poena issued by the Subcommittee on July 7, saying that it was
overbroad. Senator McCaskill and I then agreed to withdraw that
subpoena and issue a new, more targeted subpoena designed to ac-
commodate some of Backpage’s concerns, but the company again
refused to comply.

Defiance of a Congressional subpoena is rare and it is serious.
Backpage has tried to excuse its noncompliance based on its sweep-
ing claim of constitutional privilege. The company’s argument is
vague, but it can be summed up this way: Backpage says that the
First Amendment to the Constitution shields it from this investiga-
tion of advertising by sex traffickers because it also publishes some
lawful advertisements that are protected speech.

It is an interesting argument. It has no support in law or logic.
In a detailed ruling on behalf of the Subcommittee, Senator
McCaskill and I explained why Backpage’s legal argument is with-
out merit. We also explained the great care that PSI has taken to
protect any potential First Amendment interest at stake here. We
have made that ruling publicly available today on PSI's website,
and I encourage you to take a look at it.

After overruling Backpage’s objections, Senator McCaskill and I
ordered the company and its Chief Executive Officer (CEO) to
produce the documents we asked for by last Thursday, November
12. That day came and went with no response. The next day,
Backpage again informed PSI that it would not comply. But at the
same time, Backpage made quite a show of producing certain cher-
ry-picked documents favorable to the company, along with a
16,000-page pile of material and documents that the Subcommittee
does not need and is not seeking.

We do not think Backpage’s response to the subpoena has been
in good faith. It is fine for parties to have legal disagreements with
us about constitutional privileges or the appropriateness of par-
ticular requests. We treat these objections very seriously. But
Backpage has done more than just raise a legal objection to pro-
ducing certain documents. Just last week, Backpage’s lawyers told
PSI that the company had not even bothered to look for the docu-
ments responsive to the subpoena which means Backpage does not
even know what all it is refusing to produce, much less why these
documents should be protected by the First Amendment.

PSI was disappointed with Backpage’s noncompliance, but we
were not deterred. Through other sources, including a contractor
that Backpage outsourced its ad screening process to, we sought to
learn more about the issues under investigation. In a bipartisan
staff report released today, we have outlined some preliminary
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findings and further questions that need answers. The report re-
veals that Backpage has had a practice of editing some advertise-
ments by deleting words and images before publication. This is im-
portant because changing the appearance of a published ad obvi-
ously does not change the advertised transaction.

The staff report finds that in some cases these editing practices
likely serve to conceal evidence of the illegality of the underlying
transaction. That finding raises some very serious questions. We
want to know more about the purpose and effect of these editing
practices, which is why we issued a subpoena to Backpage for docu-
ments that could tell us whether and how Backpage deletes text or
images that could alert law enforcement about a crime being adver-
tised. When that failed, the Subcommittee tried to take the testi-
mony of two Backpage employees in charge of its moderation prac-
tices, but they refused to testify on the grounds that it might in-
criminate them. Nevertheless, we continue to seek documents from
Backpage that would allow us to understand this and other aspects
of its screening process.

In a moment, Senator McCaskill is going to describe our other
findings in greater detail. At the close of today’s hearing, we will
address the next steps the Subcommittee plans to take to enforce
the subpoena that Backpage has violated.

I am grateful to our Ranking Member, Senator McCaskill, and
her staff for their shoulder-to-shoulder work with us on this bipar-
tisan investigation. I would now like to turn to her for her opening
statement.

OPENING STATEMENT OF SENATOR MCCASKILL

Senator MCcCASKILL. Thank you, Chairman Portman, for holding
this hearing, and thank you for the strong working relationship we
have on this Committee.

Four months ago, a 15-year-old girl walked into Cardinal
Glennon Children’s Hospital in St. Louis, Missouri, and asked for
help. Along with four other girls between the ages of 12 and 18,
she had been sold for sex at truck stops across Missouri, Florida,
Texas, and New Mexico for almost 2 months. She was lucky to be
alive. According to her police report, another girl traveling with her
during those months had died in her arms.

The 15-year-old girl who walked into Cardinal Glennon, like the
majority of children who are sold for sex in the United States
today, was trafficked using Backpage.com. Throughout the Sub-
committee’s investigation, we have received information indicating
that Backpage has built a hugely successful business in part by
posting advertisements of children and other victims of human
trafficking on its website. And despite knowing that its website has
hosted advertisements of children being sold for sex, Backpage has
apparently signaled to its moderators that those ads should remain
on the site.

In April 2012, for example, Backpage initially told its outside
moderators that they should “fail” or remove ads containing ref-
erences to certain sex acts and words, including “school girl,”
“teen,” “human trafficking,” and “yung.”

Two days later, Backpage reversed that policy. The employee re-
sponsible for moderation issued clarifications regarding the banned
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words. He instructed that moderators should no longer delete ads
that use “young” or misspellings of “young.” Those deletions were
capturing too much volume, he explained, because there were too
many legitimate uses of the word to warrant a removal every time.
Instead of deleting advertisements for services with “young,” the
Backpage employee instructed moderators to send the ads to him
for additional review.

We do not know how many, if any, ads were removed following
that additional review. We do know that Backpage instructed its
moderators to be very cautious about deleting ads. According to the
manager of the moderators, “The definition of underage is anyone
under the age of 18. But for the purposes of making reports, we
err on the side of caution and try to report anyone that looks under
the age of 21.” Importantly, guidance from Backpage emphasized,
in all capital letters, “IF IN DOUBT ABOUT UNDERAGE: the
process for now should be to accept the ad,” and “ONLY DELETE
IF YOU REALLY VERY SURE PERSON IS UNDERAGE.” That
was in all caps.

The result of Backpage’s guidance of course, is the site contains
innumerable advertisements for sexual transactions with children.
The National Center for Mission and Exploited Children, for exam-
ple, reports that 71 percent of the child sex-trafficking reports it re-
ceives involve ads posted on Backpage. And according to Shared
Hope International, service providers working with child sex-traf-
ficking victims have reported that between 80 percent and 100 per-
cent of their clients have been bought and sold on Backpage.com.

We have also learned that Backpage has failed to preserve infor-
mation that would help law enforcement and other entities locate
victims and put pimps and traffickers in jail. Backpage has also
failed to implement other free, widely available technologies that
have helped law enforcement build cases against suspected sex
traffickers. Moreover, Backpage representatives and third-party
consultants have informed the Subcommittee that Backpage mod-
erators edit and delete content in ads in ways that may conceal evi-
dence of illegal activity from law enforcement.

The Subcommittee has also found that Backpage’s business
model has been highly profitable. Based on information obtained by
the Subcommittee, Backpage had net revenue of $135 million in
2014 and is expected to net more than $153 million this year—
nearly all of it profit. The company’s fair market value, taking into
account its lack of marketability, is approximately $430 million. As
a former sex crimes prosecutor, I know that behind these cold fi-
nancial statistics are survivors traumatized from abuse and deg-
radation and families suffering through years of terror and uncer-
tainty concerning the fate of their loved ones.

Today I hope to hear from our first witnesses about the impact
of Backpage on the efforts of law enforcement officials and advo-
cacy groups to curb sex trafficking in the United States. I am con-
fident that their testimony will make clear the importance of Sub-
committee efforts to press Backpage for information on its oper-
ations and procedures.

I also hope that we will at some future date finally have the op-
portunity to question Backpage CEO Carl Ferrer who received a
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subpoena to appear before the Subcommittee today but has refused
to attend. I have many questions for him.

I thank the witnesses for being here today, and I look forward
to their testimony.

Senator PORTMAN. Thank you, Senator McCaskill, and thank you
for your partnership in this investigation.

Senator McCaskill mentioned the report. Without objection, the
staff report! and some associated correspondence are ordered to be-
come part of the record.

Senator PORTMAN. With this, we are going to turn to our first
panel of witnesses and then have the opportunity for Members to
ask questions.

We are pleased to be joined by Yiota Souras. Yiota is Senior Vice
President and General Counsel (GC) of the National Center for
Missing and Exploited Children, the group we have been talking
about, the Nation’s leading authority and resource on issues re-
lated to missing and sexually exploited children. For over 30 years,
NCMEC has provided valuable services to law enforcement and the
criminal justice community with the goal of eliminating child sex-
ual exploitation and reuniting families. It has assisted law enforce-
ment in recovering over 200,000 missing children, including assist-
ing with the rescue of a missing child in Cleveland, Ohio, just ear-
lier this month. We appreciate what you do.

I am also honored to have with us today the founder of NCMEC.
Many of you know John Walsh, who is here with us in the room
this morning, who has been a good adviser to me and to this Sub-
committee.

We are also pleased to be joined by Darwin Roberts. Darwin is
the Deputy Attorney General with the Washington State Attorney
General’s Office where he supervises the Criminal Justice Division,
among other units, and is the office’s lead attorney for human-traf-
ficking issues. The State of Washington has been recognized as a
leader in its efforts to combat human trafficking due in large part
to the work of the State AG’s Office. The Polaris Project, a highly
regarded national anti-trafficking organization, gave Washington
the highest ranking for its anti-trafficking efforts last year. From
2005 to 2013, Mr. Roberts also served as an Assistant U.S. Attor-
ney.

We appreciate both of you being here this morning. We look for-
ward to your testimony.

Without objection, we are also going to make part of the record
the written testimony submitted by Brant Cook,2 who is the Direc-
tor of Ohio Attorney General Mike DeWine’s Crimes Against Chil-
dren Initiative. Ohio has also been at the forefront of this issue
under the leadership of former Senator Mike DeWine.

Senator PORTMAN. We are also going to, without objection, make
part of the record the testimony of the Chief Assistant District At-
torney for Manhattan3, who has also been engaged and involved in
this issue with us and the Subcommittee.

Senator PORTMAN. To the witnesses, it is the custom of this Sub-
committee to swear in all witnesses, so at this time I would ask

1The Majority Staff Report appears in the Appendix on page 53.
2The prepared statement of Mr. Cook appears in the Appendix on page 249.
3 The prepared statement of Ms. Friedman-Agnifilo appears in the Appendix on page 253.
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you both to please stand and raise your right hand. Do you swear
that the testimony you are about to give before this Subcommittee
will be the truth, the whole truth, and nothing but the truth, so
help you, God?

Ms. Souras. I do.

Mr. ROBERTS. I do.

Senator PORTMAN. Let the record reflect the witnesses answered
in the affirmative. All of your written testimony will be printed in
the record in its entirety. We ask that you try to limit your oral
testimony to 5 minutes.

Ms. Souras, we will hear from you first.

TESTIMONY OF YIOTA G. SOURAS,! SENIOR VICE PRESIDENT
AND GENERAL COUNSEL, THE NATIONAL CENTER FOR MISS-
ING AND EXPLOITED CHILDREN

Ms. Souras. Thank you. Chairman Portman, Ranking Member
McCaskill, and Members of the Subcommittee, I am pleased to be
here this morning on behalf of the National Center for Missing and
Exploited Children.

Let me take a moment to thank you for your efforts to inves-
tigate the crime of child sex trafficking and potential solutions to
combat this horrible crime. I am joined today by NCMEC’s co-
founder, John Walsh, and our incoming CEO, John Clark, former
Director of the U.S. Marshals, who are here with me to underscore
NCMEC’s support for the Committee’s work and our dedication to
preventing child sex trafficking and assisting survivors and their
families.

We are here to talk about the online lucrative sale of America’s
children for sex, which in our experience occurs most prominently
on the website Backpage.com. Every year in the United States,
thousands of children are sold for sex and repeatedly raped. Child
sex trafficking victims are boys, transgender children, and girls.
We see victims as young as 11 years old, with an average age of
15. Many of these children are moved constantly from city to city,
sold for sex up to 10 times a day, and tattooed by their traffickers,
literally branded for life.

Child sex trafficking is the rape of a child in exchange for some-
thing of value. Buying, selling, or facilitating the sale of a child for
sex 1s always illegal. Child sex trafficking is not prostitution, and
it has no relation to legal sexual activities between consenting
adults. When NCMEC talks about child sex trafficking, we are
talking about illegal activity that is not protected by the First
Amendment.

Technology has fundamentally changed how children are traf-
ficked. Today an adult can shop from their home, office, or hotel
room, even on a cell phone, to buy a child for sex. There are adver-
tising websites, notably Backpage, that are online marketplaces to
buy and sell sexual experiences. Some may be legal, but most are
not.

NCMEC operates the CyberTipline, the Nation’s reporting mech-
anism for suspected child sexual exploitation. Since 1998, we have

1The prepared statement of Ms. Souras appears in the Appendix on page 38
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received over 45,000 reports relating to suspected child sex traf-
ficking. A majority of these reports involve ads posted on Backpage.

In our experience, child sex trafficking often begins with a miss-
ing child. So far this year, more than 1,800 missing child cases re-
ported to NCMEC have involved possible child sex trafficking. Be-
cause there are so many child sex-trafficking ads on Backpage, our
staff search Backpage first when a missing child is at risk for being
trafficked.

At NCMEC, we routinely work with online companies to help
them make sure their websites are not misused to harm children.
We met with Backpage at their request after they started volun-
tarily reporting some ads to us in 2010. During this time, Backpage
publicly represented that it wanted to do everything possible to
stop child sexual exploitation on its website.

At our last meeting, in 2013, Backpage was frustrated with
NCMEC for not promoting their asserted efforts to curb child sex
trafficking. We have not met with Backpage again because it
seemed they were more interested in trying to publicly claim a
partnership with NCMEC on these issues rather than reducing the
sale of children on their website.

During our meetings with Backpage, we recommended many
steps they could take to reduce the possibility children would be
sold for sex on their website. Backpage declined to adopt most of
these recommended measures. Here are just two examples.

Backpage does not consistently remove ads it has reported to
NCMEC, even when the ad is reported by a family member of the
child, begging for assistance. Here is a report and what one Mom
and Dad wrote to Backpage: “Your website has ads featuring our
16-year-old daughter . . . posing as an escort. She is being pimped
out by her old boyfriend, and she is underage. I have emailed the
ad multiple times using your website, but have gotten no re-
sponse. . . . For God’s sake, she is only 16.”

We raised this issue repeatedly during our meetings with
Backpage, but were never told why some ads remained live on the
site after being reported.

Backpage also has more stringent rules to post an ad to sell a
pet, a motorcycle, or a boat. For these ads, you are required to pro-
vide a verified phone number. Even though Backpage knows its
site is used for child sex trafficking and after our repeated rec-
ommendations, Backpage still has not implemented any form of
verification to post an escort ad.

Today Backpage still voluntarily reports some child sex-traf-
ficking to NCMEC, but they have not taken basic measures to dis-
rupt the online marketplace of sex trafficking they have created.

There is no reason to believe suspected child sex-trafficking ads
on Backpage have decreased. However, Backpage’s number of re-
ports this year has shrunk to less than half the number of reports
in 2013, the same year we had our last meeting and the same year
NCMEC filed an amicus brief in support of child victims in the
lawsuit against Backpage.

Before I close, I would like to acknowledge the tremendous ef-
forts of many other advocacy groups, many of whom are here in the
room today, and the attorneys who are working on civil court cases
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in Massachusetts and Washington to end the devastating online
business of selling children for sex on websites like Backpage.

Mr. Chairman and other Members, I thank you for the chance
to share this information regarding child sex trafficking and
Backpage, and I am happy to answer any questions you may have.

Senator PORTMAN. Thank you, Ms. Souras.

Mr. Roberts, we would now like to hear from you.

TESTIMONY OF DARWIN P. ROBERTS,! DEPUTY ATTORNEY
GENERAL, THE WASHINGTON STATE ATTORNEY GENERAL’S
OFFICE

Mr. ROBERTS. Good morning, Chairman Portman, Ranking Mem-
ber McCaskill, and Members of the Subcommittee. Thank you for
the opportunity to appear here today. I am appearing on behalf of
Attorney General Bob Ferguson, who appreciates the invitation
and regrets that he was not able to come here in person.

I am proud to be here representing Washington State, which has
been recognized as a leader among the States in fighting human
trafficking at the State level. We were the first State to make it
a crime to commit human trafficking at the State level, and, of
course, our State definition of “human trafficking” matches the
Federal in that the use of force, fraud, or coercion for forced labor,
involuntary servitude, or commercial sex acts is classified as
human trafficking. And, of course, the commercial sexual abuse of
a minor is any use of a minor in a commercial sex act, because mi-
nors are recognized as not being able to consent legally to engage
in any sort of sex act with an adult, much less a commercial one.

While we appreciate the Chairman’s credit to the Attorney Gen-
eral’s office for the work we have done, I think I would be remiss
if I did not emphasize that we have an entire community of folks
doing really good work in Washington State, and if it were not for
all of our partners in law enforcement, the nonprofit community,
and other government agencies, we would not be close to where we
are today.

Washington has had the experience of becoming involved in liti-
gation with Backpage.com in the course of our efforts to prevent
the use of the Internet for human trafficking and the commercial
sexual exploitation of children. In 2012, the State of Washington
passed a law that aimed to criminally punish any person who,
using the Internet, “knowingly publishes, disseminates, or displays,
or causes directly or indirectly to be published, disseminated, or
displayed any advertisement for a commercial sex act which is to
take place in the State of Washington, and that includes the depic-
tion of a minor.”

Backpage.com led a challenge to this law before it could be im-
plemented. The Attorney General’s office attempted to defend the
law in court, but the U.S. District Court in Seattle ruled that the
law would be enjoined on the grounds that it was unconstitution-
ally vague under the First Amendment and also likely preempted
by the Communications Decency Act (CDA).

Almost simultaneously with this ruling by the U.S. District
Court, though, a lawsuit was filed in Washington Superior Court

1The prepared statement of Mr. Roberts appears in the Appendix on page 48.
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in Pierce County Tacoma alleging that Backpage, in fact, had done
more than just be a site that hosted the posting of ads, as they
claimed in order to invoke their immunity under the Communica-
tions Decency Act. In that case, several minors who alleged that
they were, in fact, prostituted using Backpage.com sued, alleging
that Backpage had essentially, by several means, including making
themselves a market leader—in other words, the go-to site for on-
line prostitution ads—by using terms like “escorts,” euphemisms
widely recognized as telling consumers that prostitution is the kind
of service that they could purchase on this website, and by using
what the plaintiffs terms “sham efforts at self-policing” to allegedly
try to keep ads for underage individuals off the site, that by doing
this Backpage.com had moved beyond the mere facilitation or post-
ing of the ads and, in fact, itself was materially contributing to the
use of its site to sell minors for sex.

Our Attorney General’s office filed an amicus brief in support of
these plaintiffs when their case went to the Washington Supreme
Court, and on the posture of the Backpage’s initial motion to dis-
miss, we argued that, in fact, the plaintiffs should be allowed to
conduct discovery to determine whether Backpage was materially
contributing as the plaintiffs alleged. The Washington Supreme
Court this fall ruled in favor of the plaintiffs, and that case is now
proceeding to discovery.

We are aware that in the court of this litigation and others,
Backpage.com has repeatedly asserted that law enforcement is best
helped if Backpage remains open as a website for the posting of
adult services-type ads and works with law enforcement, as they
put it, to try to prevent minors from being trafficked using their
site. These commitments sound positive as stated by Backpage, but
the Washington State Attorney General’s office and others is not at
all certain whether these commitments are at all sufficient to do
the kind of work necessary to prevent individuals from being traf-
ficked on the site.

During this entire period, even as Backpage has said this, there
have been repeated, numerous instances of children being traf-
ficked on Backpage, as Ms. Souras just cited. So the question for
the Attorney General’s office is: What is Backpage doing? What are
their goals? How effective are their techniques? Are they doing ev-
erything they can? Is there more they could be doing? What are the
costs of their compliance to them internally relative to the signifi-
cant revenues, as the Subcommittee cited, that they are making off
these ads?

So for all of those reasons, the Washington State Attorney Gen-
eral’s office hopes that Backpage.com will respond to the Sub-
committee’s subpoena and will shed more light on how exactly it
claims to be working to prevent the sex trafficking of minors.

Thank you, and I would be happy to answer any questions as
well.

Senator PORTMAN. Thank you, Mr. Roberts. I appreciate both of
you for your testimony. Your perspective is really valuable to the
Subcommittee, and I think we are going to have some very inter-
esting dialogue now.



11

We are going to begin with 5-minute question rounds so that
every member has got an opportunity, and we will go as many
rounds as necessary to get the questions answered.

I would like to start with just making the statement that it ap-
pears from what both of you have said that technology has fun-
damentally changed the way children can be victimized through
sex trafficking. That is the fundamental truth that we are hearing
here, and it is something the Subcommittee certainly found, and
you can see that in our report.

Ms. Souras, let me start with you. I, as you know, have deep con-
cerns about this notion of editing advertisements, and we have had
in our report, as you will see, some evidence of that. Let me ask
you first, how prevalent are advertisements for sexual exploitation
of minors on Backpage.com in your experience?

Ms. SOURAS. Mr. Chairman, as I testified to a few moments ago,
Backpage actually is the first place that NCMEC searches when we
have a missing child case where there is suspicion that the child
is being trafficked. That is because even though the child may also
have a trafficking ad on another site, they will always have a traf-
ficking ad on Backpage if they are being trafficked. So between
that and then the numbers of reports that we have received, as I
mentioned, over 45,000 reports of child sex trafficking, with a pre-
dominant number of those either from the public or otherwise
being reported on Backpage ads, it is clear to NCMEC that
Backpage really is the primary marketplace online for these ads.

Senator PORTMAN. You said over 70 percent of all suspected child
sex-trafficking reports that you receive on your CyberTipline are
related to Backpage?

Ms. SOURAS. From the public, that is correct.

Senator PORTMAN. Amazing. On the subject of underage victims,
I want to turn your attention now to one of the many emails our
investigation has uncovered. This email is from the company that
Backpage used to outsource the job of screening its advertisements.
It is a process, as I said earlier, that Backpage calls “moderation.”
In the email, that company instructs moderators who had the job
of reviewing and editing the ads, including how to handle ads for
victims that look underage, the ad instructs moderators—and I
have got this here. You can find it, by the way, if you want to look
in the appendix to the report on page 122.

The email instructs moderators that if they are in doubt about
underage, the process should be to accept the ad. The process
should be to accept the ad if you are in doubt.

It also cautions moderators that they should “only delete [ads] if
you [are] really sure [the] person is underage.” It seems to me
there is a bias there, but let me ask you, Ms. Souras: Does it sound
like instructions a company would give if it was really concerned
about everything it could do to keep kids off the Internet?

Ms. SOURAS. No, absolutely not. If a company really has a sin-
cere interest in trying to deter and remove child sexual exploi-
tation, including child sex-trafficking content, from its website,
then it will undertake a number of preventative measures early on,
and it also will deal with ads such as that likely will be picturing
children or minors. It will not allow that content up, and it will re-
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port that content as well. It will not take a half measure such as
noted here.

I will add, just glancing at this email, this is very similar to what
Backpage had told NCMEC was part of its moderation process re-
garding children that, quote-unquote, might appear to be young.

Senator PORTMAN. As we talked about, Backpage has a practice
of editing images and text out of certain ads before they publish
them. One of the obvious concerns I see here is that when you edit
an ad and change its wording, of course, you are not changing the
underlying transaction. You do not change the potential for the un-
derlying crime that is being committed.

I have a few questions for you. To start, were you aware that
Backpage moderators edited ads in this manner?

Ms. Souras. We had had previous conversations with Backpage
regarding the editing of ads as it pertained to photographs. We do
not recall any discussions with Backpage about moderators actu-
ally editing text of the ads. We had been told by Backpage that
when an ad came in, often with multiple photographs, if there was
a photograph that they deemed to be a violation of their terms of
service, containing nudity, for instance, or graphic sexual activity,
that photograph would be pulled, and then the ad would move for-
ward into the posting process.

Senator PORTMAN. So let us assume that the evidence that we
have uncovered is accurate and there is this kind of editing. What
concern does that practice give you?

Ms. Souras. It is incredibly troubling, Mr. Chairman, as you
noted, on a number of grounds. One is that it definitely obfuscates
the illegal activity that is the intent of that ad. If somebody is post-
ing an ad and saying this is a 15-year-old or providing other infor-
mation that it is a minor who is being sold for a sex act and
Backpage merely strips the age component out or whatever the
other indicia of youth might be, or being a child, that is definitely,
as you noted, hiding the crime before it goes public.

To me, also, from a legal standpoint, it could very much create
concerns about whether Backpage is still in its publisher category
or is it shifting now into becoming a creator in some ways of these
ads as well.

Senator PORTMAN. I would just say my time is coming to an end,
but I also think it makes it harder for you to find these kids. It
is harder to rescue children, because when you do not have the full
ad, when they are giving you this edited version rather than the
complete record of the ad, including the photo and all the original
text that might have existed prior to the editing which would help
you, it makes it more difficult for you to rescue these kids. Isn’t
that accurate?

Ms. Souras. That is absolutely correct. If we are able to receive
all the photographs and all the text, the additional information,
whether it is a photo that might include the face of the child, which
could obviously benefit greatly the identification of that child, or
other information such as a phone number or an email address
that is in the original ad that might have gotten stripped by the
Backpage moderator, that sort of information is crucial for law en-
forcement to rescue that child and also to pursue the individual
that is selling that child for sex.
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Senator PORTMAN. Thank you, Ms. Souras. Senator McCaskill.

Senator MCCASKILL. Can you explain, Ms. Souras, your testi-
mony that there are more stringent posting rules for selling a mo-
torcycle than selling a 12-year-old?

Ms. Souras. I really have no explanation for that, Senator. It is
what we were told when we met with Backpage. It is what is the
reality of how you go about posting an ad currently. During our
meetings between 2010 and 2013 with Backpage, we constantly
asked there to be some form of Know Your Customer, at least know
who the individual is in that ad, knowing the high incidence of
child sex-trafficking ads on that website. We pointed out the fact
that they are able to do this on other ad sections, such as pets and
motor vehicles. And we did ask why they could not incorporate that
element into their escort ads as well. We never received a satisfac-
tory answer.

Senator MCCASKILL. What was their answer? What excuse did
they have?

Ms. SouRrAS. They often would say they would look into it, they
would discuss it at the next meeting, it would be re-raised at the
next meeting, and it would be as if it was the first time we were
raising the issue. There was never a satisfactory response.

Senator MCCASKILL. So the sex ads are the only place where
they do not require verification?

Ms. SoURAS. I have not looked at all the other ad categories. We
have done, obviously, a lot of deep-dive research on the escort ads
themselves, and we have noted variations between ads. But there
are many categories of items for sale—apartments for rent, jobs, et
cetera. So I cannot answer that with specificity.

Senator MCCASKILL. That brings me to my next question. Have
you all done the math? And maybe the staff is busy working on
this. What percentage of the ads on Backpage are sex-related
versus the other kinds of advertisements that they pretend they
are interested in?

Ms. Souras. NCMEC has not. I know other groups have done re-
search on the ads that are on Backpage. NCMEC is really respon-
sive to our cases, so when we receive a child sex-trafficking report,
an exploitation report, we go to Backpage on that report. Similarly,
when we have a missing child case where the child may be traf-
ficked, we go to Backpage for that child.

Senator MCCASKILL. It appears that they are engaging—and, of
course, we are trying to find out. That is what this is about. We
are trying to find out the facts. It appears that this is a very impor-
tant part of their business model because I do not think anyone
could say this is not high risk. So if you are engaging in high-risk
activity, it is usually because it has a great deal of impact on the
bottom line.

Let me ask you, Mr. Roberts, as I said, this hearing is not about
reaching conclusions about Backpage, about what they have or
have not done. Instead, it is about affirming the legitimacy of this
investigation and the legitimacy of the questions that we are ask-
ing and that we demand answers to as the U.S. Senate.

In fact, in your amicus brief that you filed with the Supreme
Court of Washington—both in your amicus brief and the NCMEC
amicus brief—you explain the importance of receiving much of the
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same information that we are seeking. You stress the records of
Backpage’s ad screeners and its protocols for creating an ad,
screening for and rejecting ads offering children, and flagging and
banning repeat offenders.

Can you explain why it is so critical for anti-trafficking efforts for
Backpage to produce this kind of material and why our efforts to
get this material is so essential and why we should spare no proce-
dural effort to get at these facts?

Mr. ROBERTS. Absolutely, Senator, and thank you again for mak-
ing this effort. Without understanding what is going on, we cannot
understand whether they are putting in sufficient effort to solve
the problem. And, again, because Backpage continually invokes
their own efforts to block children from being advertised on their
site as the reason that they should be allowed to continue oper-
ating freely in this area, even as they litigate vigorously to protect
themselves from laws and lawsuits that might hold them account-
able, that attempt to hold them accountable for having trafficked
children on their website they invoke these protections. So we need
to know precisely what these protections are. What are they doing?
How significant are they relative to the overall volume of
Backpage’s business?

I think it is important for regulators and members of the public
to assess how much is Backpage putting into compliance. I mean,
if this is a tremendously profitable business for them, what is an
appropriate amount for them to spend trying to keep children from
being sold for sex?

Senator MCCASKILL. They are claiming protection under the law
while refusing to give the people who represent the law the facts
that would, in fact, support their claim.

Mr. ROBERTS. Right, and that is obviously

Senator MCCASKILL. They are basically saying, “You should trust
us. We are not going to give you any information.” Has Backpage
ever produced the documents the National Association of Attorneys
General requested of them in 2011 and 2012? Has that information
ever been produced?

Mr. ROBERTS. I do not believe so, Senator.

Senator MCCASKILL. Thank you, Mr. Chairman.

Senator PORTMAN. Senator McCain.

OPENING STATEMENT OF SENATOR MCCAIN

Senator McCCAIN. Thank you, Mr. Chairman. And I want to
thank all Members for their involvement in this really distasteful
issue but one of transcendent importance. I would like to especially
thank Senator Heitkamp for her significant involvement and advo-
cacy for the children on this really unsavory, unpleasant aspect of
America that seems to have grown over time with the ability to use
technology.

Mr. Chairman, I have been a Member of this Subcommittee for
many years. I have never known of a witness to refuse a subpoena,
and I am sure that you will take the necessary action to ensure
that that is not done with impunity. And I applaud you for your
actions.
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This is all about money, isn’t it, Mr. Roberts? Eighty percent of
their revenue for Backpage can be directly derived from their com-
mercial sex advertising? We are talking about money, aren’t we?

Mr. ROBERTS. It appears so, Senator.

Senator MCCAIN. And this is the most egregious example of that,
but it goes on with other websites around the country. This just
happened to be the most egregious. In fact, two Federal courts have
reached the conclusion that they are in violation of law.

What do we need to do about the whole situation, which is to
some degree the result of increased technology and means of com-
munication? What do we need to do?

Mr. ROBERTS. It is a very complicated question, sir. I can tell you
about some of the efforts that are taking place. The King County
prosecuting attorney’s office, which is the prosecuting attorney for
Seattle, the largest office in the State of Washington, is doing some
real cutting-edge work in this area.

Senator MCCAIN. What about the U.S. Attorney General?

Mr. ROBERTS. It has been a couple years since I was with the
Justice Department, sir. I know that at least in Washington State
the Department of Justice——

Senator MCCAIN. So you do not know of any Federal active en-
gagement? Do you, Ms. Souras? Do you know of any?

Ms. SOURAS. No, sir, I do not.

Senator MCCAIN. So you do not know of any priority with the At-
torney General of the United States?

Ms. SOURAS. I am not aware of any at this time.

Senator McCAIN. Mr. Chairman, maybe one of the results of this
hearing could be to increase the priority of this issue with—since
it is a national issue.

Please proceed, Mr. Roberts.

Mr. ROBERTS. Senator, I was just going to mention that our local
prosecuting attorney’s office is working on a project that seeks to
inhibit the online demand for persons seeking sex, particularly
with minors, by placing targeted advertisements online. In the
same way that Backpage apparently seeks to become the first
search result when someone searches for an adult services-type ad
online, the prosecuting attorney’s office is placing ads that ask peo-
ple, “Do you really want to be buying sex?” and try to expose them
to some of the negative effects that take place when they partici-
pate in the commercial sex economy, describing that women often
are not there willingly, that there is a great deal of exploitation,
violence, harm, trauma that comes from these efforts. And that has
been supported in part by grants from private sources, and we be-
lieve it has some potential to hopefully make some impact.

Senator McCAIN. So the fact that this has such a devastating ef-
fect is the hook, really, that should lead to every attempt being
made to stop this evil.

Mr. ROBERTS. Yes, sir.

Senator McCAIN. I thank you, Mr. Chairman, and I hope that
maybe we could, all of us on this Committee, maybe send a mes-
sage to the United States Attorney General that we need some pri-
ority on this issue.

Thank you, Mr. Chairman. I thank the witnesses.
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Senator PORTMAN. Thank you, Senator McCain, and good point.
Senator Heitkamp.

OPENING STATEMENT OF SENATOR HEITKAMP

Senator HEITKAMP. Thank you, Mr. Chairman and Ranking
Member, for this very important hearing. In the halls of Congress,
we frequently represent and talk about some of the most powerful
people in America, what we are going to do with the large banks,
what we are going to do, and today we are talking about the most
vulnerable people in America, small children, basically being ex-
ploited, being captured, and being sold as sex slaves. What could
be more horrific than that?

And we are told by an organization like Backpage.com that they
are doing everything, they are trying as hard as they can to pre-
vent this horrible thing from happening to children. I think today
we are saying, “You need to try harder. And if you were truly try-
ing as hard as what you could, if you truly cared, you would be in
this room with us talking about how we could, in fact, attack this
problem.”

They are not in this room because they are not in this fight with
the rest of us. They are not here to protect children. They are here
to make money, as Senator McCain talked about.

And I want to just kind of tell you what we are seeing in North
Dakota, because a lot of people think that this is something that
is removed, it is a city issue, it is something that big cities experi-
ence. But in North Dakota, this issue has hit us, and it has hit us
hard, because Backpage.com allows it to be invisible. There is no-
body walking the street corners. It is invisible.

And so just yesterday, to give you a sense of where we are, just
yesterday 69 new ads for “escorts”—and I put that in quotes—post-
ed on Backpage in North Dakota alone. Sixty-nine.

And I want to tell you a story. Earlier this year, a 14-year-old
Las Vegas runaway was rescued from traffickers in Minot, after
her mother saw emails in her inbox, her email inbox, basically ad-
vertising her, answering an ad that had been posted on
Backpage.com.

Last summer, right across from Fargo, North Dakota, in Moor-
head, Minnesota, the local law enforcement officials responded to
a posting on Backpage.com and found a 13-year-old runaway from
Minneapolis who had been trafficked for sex.

Now, are we to assume that these are the only minors who ever
appeared in North Dakota on Backpage.com? Well, you would have
to be quite naive and foolish to assume that is the fact. And you
would have to be quite naive and foolish to believe that we really
have a partner in solving this problem at Backpage.com. We do not
have a partner there. We have somebody who is, I believe, not par-
ticipating in solving this problem but, in fact, capitalizing and be-
coming filthy rich—and I use the word “filthy” honestly—filthy rich
on Backpage.com.

So one of the issues that I want to explore in the time that I
have left is basically the issue of metadata, because we have talked
a little bit about, scrubbing the ads, rewriting the ads. But it is my
understanding that metadata is also being scrubbed off these ads,
which then eliminates some opportunity for actually tracing back
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to the source where these ads are. And this is a question for either
one of you to explain how metadata is being treated on
Backpage.com as it relates to escort advertising.

Ms. Souras. Senator, your understanding is correct. When
NCMEC receives a Backpage ad that has been reported, there is
not metadata in back of that ad. Metadata, like an Internet Pro-
tocol (IP) address or other types of electronic data information, is
incredibly relevant and important as far as identifying location, ge-
ographic location, and other types of information that may be perti-
nent to connecting the individual who took that photograph with
the actual photograph and the location of that individual. Without
that information, it is often very difficult for NCMEC, certainly for
law enforcement, to start to connect that child to that photo.

Senator HEITKAMP. Do you see metadata being removed from an
advertisement for a car or anything else on Backpage? Do they
take the metadata off those ads?

Ms. Souras. We do not see those ad photos in the same way, so
that would be a difficult question for me to answer.

Senator HEITKAMP. OK. Mr. Roberts.

Mr. ROBERTS. In response to the Senator’s question, I would just
add metadata can be especially important in trafficking prosecu-
tions because what a lot of people do not realize

Senator HEITKAMP. I think we all understand how important it
is. Would there be any legitimate business purpose for removing
metadata from the advertisement? Commercial purpose?

Ms. Souras. It is storage intensive, so there is an investment
that might be required of servers and

S}fzr;ator HeITKAMP. And storage is so expensive these days,
right?

Ms. SOURAS. It is getting cheaper.

Senator HEITKAMP. Yes, it is very cheap. And so let us not pre-
tend that this is about storage, quite honestly.

I know I am out of time, but I want to give a shout-out to a great
partner who has put her reputation and has been a great partner
to the National Center for Missing and Exploited People, and that
is Senator McCain’s wife, Cindy McCain, who has been absolutely
a champion and I think has done more to raise the issue of
Backpage than almost anyone else in this country. And so she is
a great partner to have and a fierce champion for children in this
country. And so we are grateful that even though she is not at this
dais, she is definitely here with us today as we address this issue.

Senator PORTMAN. Thank you, Senator. She was here in the form
of her husband, and when I asked Senator McCain whether he
could come by today, he immediately said, “Of course I am going
to come because of Cindy.” And she has been great in raising
awareness for this issue. I have spoken with her at conferences,
and she has spent a lot of time and effort internationally as well
as here in this country on this issue. Senator Lankford.

OPENING STATEMENT OF SENATOR LANKFORD

Senator LANKFORD. Well, thanks for the work. Thanks for all you
are doing. As a Dad of two daughters, this is important to me, as
it is important to everyone else on this dais, as it is important to
the Nation. This is an issue that has to be confronted. This is a
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dark spot in our country that we have to be able to both shine light
on and to be able to deal with in the days ahead. So I appreciate
what you are doing because I can only imagine it is very difficult,
hard work, and it is painful to be able to see the images and be
able to walk this through with a lot of families. So just from us to
you, thank you for what you are doing for a lot of families around
the country.

What is the cost of one of these ads on Backpage? How much is
a child worth nowadays to run on an ad?

Ms. SOURAS. Senator, Backpage rigorously calibrates its ads ac-
cording to the geographic location. So in some large cities, like
Manhattan, in New York, an ad can go for upwards of $18 or
more—Boston, Miami, et cetera. In a smaller town, they will cali-
brate lower to satisfy the customer demand there to a few dollars.

Senator LANKFORD. So a child ad could be a few dollars, or it
could be $18 or $20?

Ms. SOURAS. To purchase the ad, yes.

Senator LANKFORD. To purchase the ad, right, to be able to put
this up, to be able to get this service online.

Ms. Souras. That is correct.

Senator LANKFORD. So Backpage is obviously not the first that
has dealt with this. Other locations have, other websites have. Give
me an example of other websites and how they have dealt with this
and how they have responded once they learn that child sex traf-
ficking is happening on their site. How have other entities re-
sponded?

Ms. SOURAS. Most entities deal with this issue, and as we know,
almost anything can go up on the Internet.

Senator LANKFORD. Correct.

Ms. SOURAS. So everyone is subjected to this threat. However,
what a responsible corporate entity does is it takes tremendous
preventative measures. So it has real moderation, it has real re-
view of its ads.

Senator LANKFORD. So give me an example of that. What does
real moderation look like? What have other sites done to say, “We
want to make sure this does not happen here, so we are going to
do this”? What are they doing?

Ms. SourAs. They often use hashing technologies or other types
of technologies such as PhotoDNA, which is a Microsoft product. It
enables someone to take basically a digital fingerprint of an image
so that they, as they get new ads, can screen new photographs. If
they get a hit off an ad that they know is a trafficked child, it im-
mediately comes out. It does not get posted. It reduces the modera-
tion cost as well. It is much faster, more efficient.

They also have well-trained moderation staffs. The sort of in-
structions that were being provided to the moderators that the
Chairman went over are not the type of instructions that, again,
responsible companies with professional moderators utilize.

Senator LANKFORD. So how expensive is that software? Is that
millions of dollars to be able to purchase software like that?

Ms. SOURAS. No, it is not.

Senator LANKFORD. So give me a ballpark figure.
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Ms. SOURAS. Hashing technology generally is a very low cost to
no cost. There are some costs to implement, of course, into a com-
pany’s systems. The PhotoDNA product is provided at no cost.

Senator LANKFORD. OK.

Mr. ROBERTS. Senator, in response to your question about the
relative cost, you might be interested to know our local law enforce-
ment has been involved in placing sting ads onsites, including
Backpage, that appear to be advertisements for young persons who
could be bought for sex. And in response to one of these ads that
might cost $18 or so, law enforcement sees literally hundreds of po-
tential responses within a few hours of it being posted, which
should give you some impression of why it is so lucrative for the
traffickers.

Senator LANKFORD. So knowing all that and what you are trying
to do in Washington State—you all have been at this for a while—
how do you measure success? How do you measure progress, that
we are achieving progress because we are seeing this? What
metrics are you looking for?

Mr. ROBERTS. Well, it is difficult to measure in part because we
do not have great statistics as to what is going on, and that is one
of the things that we as a State have been emphasizing, is that we
need to better study what the scope of the trafficking problem is.

Our indication based on our most recent study from about 2008
locally was that we believed we had something in the neighborhood
of 300 to 500 minors being trafficked for sex on an annual basis
in the Greater Seattle area. So if we could improve upon those
numbers the next time we took a survey, we would know we were
making progress. In the meantime, we just have to intercept as
many child victims as law enforcement has the resources to do. We
wish we had more resources.

Senator LANKFORD. So you are bailing water at this point on a
ship that is taking on a lot of water, and you are bailing basically
for staying afloat. That becomes the key. So I assume, as you men-
tioned before, you have a lot of partners working on this, non-
profits, churches, other agencies. The question from Senator
McCain about the U.S. Attorney and the Department of Justice, I
would hope that they are stepping in full force on this as well,
though it sounded like it was unknown what role they are playing
at this point. We can ask them, and obviously they can tell us what
they are doing on this. But are there partners that are missing? In-
dustry obviously has to be one of those partners. We are asking
Backpage to actually be a responsible corporate citizen, to actually
take on something that is clearly illegal away from their business
model. What partners are you missing?

Mr. ROBERTS. Industry is improving quite a bit, sir. There have
been efforts in the hospitality industry to train staff members on
recognition of trafficking situations. We definitely would like to see
better responses from organizations like Backpage.

I would say in the Seattle area there is a very strong presence
led by the local U.S. Attorney’s office, and there has been grant
funding by the Department of Justice for that effort. The Wash-
ington Coalition Against Trafficking and the Washington Anti-Traf-
ficking Response Network both have significant Federal funding
and significant participation from Federal law enforcement, includ-
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ing the Federal Bureau of Investigation (FBI) and Homeland Secu-
rity Investigations (HSI). So we feel that the Federal Government
and the Justice Department are a valuable partner in the State of
Washington.

Sﬁanator LANKFORD. Good, as they should be in this area espe-
cially.

Mr. Chairman, I yield back.

Senator PORTMAN. Senator Ayotte.

OPENING STATEMENT OF SENATOR AYOTTE

Senator AYOTTE. Thank you, Chairman.

I wanted to ask, Ms. Souras, about the Communications Decency
Act, and as I understand it, Backpage is trying to hide behind this
act, and I want to understand, as I look at—as we—and I am very
glad, by the way, that the Chairman and Ranking Member are
doing this investigation because I think it is incredibly important.
But I want to understand how under that particular act Backpage
can rely on that act to shield itself from the activities that, in my
view, seem to be very clearly facilitating trafficking in children and
other illegal activities. So you are lawyer.

Ms. SoURAS. Yes.

Senator AYOTTE. I wanted to get your thoughts on this.

Ms. SOURAS. Thank you, Senator. You are correct. Backpage has
really used the CDA as a flag, as a shield against the current law-
suits and threats of prosecution that may have arisen from time to
time. Their basic argument under the CDA is that they are a mere
publisher, so a bulletin board that someone might put up in a su-
permarket; they are not responsible for the note cards that people
put on that bulletin board selling certain items.

That seems very unrealistic when we are thinking that the item
for sale here is a human being and potentially a child. But that is
the basic component under the language of the CDA, which is a
fairly old statute, was created really to engender growth and en-
courage growth of the Internet, and it serves a tremendously im-
portant purpose in that regard, but did seek to protect Internet
providers from, let us say, rampant defamation suits and things of
that sort because there was so much public content going on to
some of these sites. So Backpage takes advantage of that and says,
“We are a mere publisher. We just provide the mechanism. We are
not responsible for what people put on.” That is why some of this
information that I understand is coming out of the Committee’s in-
vestigation regarding the editing of ads is crucial and I think will
be an area that many attorneys and prosecutors will be focusing
on after this hearing.

Senator AYOTTE. In other words, information that they them-
selves may be editing ads so, therefore, are quite aware of the con-
tent of the fact that what they are posting is involving the illegal
solicitation and horrific solicitation of children and other illegal ac-
tivities, other trafficking activities that are against the law.

Ms. SouraAs. Absolutely, and are also crossing that boundary be-
tween a mere publisher and participating in the creation of that ad
through their editing.

Senator AYOTTE. So you mentioned the CDA, and they are using
it as a shield. Obviously, we have talked today, as I understand
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your testimony, that other providers certainly are not using the
CDA in the way that Backpage is and are taking more affirmative
steps to make sure that there are not these times of horrific, illegal
ads on their sites. Isn’t that true?

Ms. Souras. That is correct.

Senator AYOTTE. So there is a huge contrast there. Do you think
that we as a Committee, as we look at this issue, need to revisit
or look at the CDA and how it is being used in light of the current
State of the Internet given that it is an older statute and given
that we have this Backpage using this statute in a way, obviously,
they are posting these ads of trafficking of children, which is just
appalling?

Ms. SoURAS. I know there has been tremendous discussion on
the Hill, in the Senate and the House, regarding the CDA, espe-
cially with a focus on anti-trafficking measures. NCMEC has been
very involved in speaking with a number of members and their
staffs regarding the CDA and how is it that it could be, let us say,
brought up to date a little bit or altered a bit so that unique sites
like Backpage who are not going to undertake the usual corporate
protections could not see that as a defense for them.

Senator AYOTTE. I am a strong proponent of obviously all the
Internet and the entrepreneurship and great things we have seen
from it. But I cannot believe that when the CDA was enacted, the
lawmakers who passed it could have envisioned a website like
Backpage and really they are using this as a shield for disgusting
types of illegal activity being posted there. So I hope that we will
look at that issue as well as a Committee to make sure that they
cannot use this statute in an improper way as a shield.

Thank you.

Senator PORTMAN. Thank you, Senator Ayotte.

We will go another round, if that is OK. I know that there are
Members who are still here who have questions, and I certainly do.
Again, we appreciate your testimony so far, and it has been trou-
bling in the sense that you have made it clear that this technology
is increasing the risk to our kids and that you are not getting the
cooperation that you certainly sought, which is unfortunately what
the experience has been with this Subcommittee in lack of coopera-
tion.

You did testify that over the course of 3 years, Ms. Souras, you
worked with Backpage regarding child sex trafficking on its
website and provided them with a number of specific recommenda-
tions of how they could utilize their available technology but do it
in a way that would reduce child sexual exploitation. I think you
have mentioned a couple of those today, but I would like you to tell
us specifically what recommendations did you make that Backpage
chose not to adopt.

Ms. Souras. Certainly the most egregious one is the one I men-
tioned, which is that they do not remove an ad even after they
have reported it for child sex trafficking, and even if a parent has
written in and said, “This is my child in this ad.” So that certainly
is the most egregious.

Also, their failure to really introduce any one of a variety of,
again, the Know Your Customer or the verification models. We are
all on the Internet, and we know if we go to even a cooking site
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for a recipe or to make a purchase, we often will be required to au-
thenticate ourselves in some way, put in an email or a mobile num-
ber and get a text to verify back that we are who we are and then
we can proceed to use that content on the Internet—very simple
mechanisms used for very innocuous content. As the Senator men-
tioned, this is very high risk content when you are talking about
escort ads and its proclivity for misuse in trafficking and especially
in child sex trafficking.

So one thing we recommended was validation of a telephone
number, a mobile number, an email address of some sort. They
have not done that to our knowledge.

Also, the capture and reporting through the CyberTipline of the
IP address, again, when you do not have the metadata, an IP ad-
dress is crucial to try to locate the geographic location of that ad.
Especially for a trafficking crime when a child is moved from city
to city, IP addresses could enable you to better track where that
child is being trafficked.

Again, as I mentioned before, the use of a variety of different
types of hashing technologies, PhotoDNA or other commercial
hashing technologies, but really utilizing it, not simply hashing
your photographs and keeping the hashes dormant. You must uti-
lize those hashes if you are really going to have a successful pre-
vention mechanism to screen your ads, to try to prevent content
that you know has been reported as child sex trafficking from ever
going up, so a moderator is never seeing that ad and making the
call, is it really too young or not, in the words of the Backpage
managers.

Also, again, just flagging the various identifiers in an ad. An ad
can have a cell phone, a location, a pet name of some sort, an email
address—these are important identifiers. Traffickers often are mar-
keting various girls or boys on the website for trafficking. By cap-
turing that information from one ad and using it to screen through
the other ads on the system, Backpage would be able to link ads
that might all be connected to one trafficker—another suggestion
that NCMEC made which Backpage to our knowledge has not
adopted and told us that it would not adopt.

There are a few others. Those are some of the primary ones.

Senator PORTMAN. Well, thank you. And all those would go to-
ward you being able to rescue these kids, all of us being able to
rescue our children. They also go to law enforcement, though, and
being able to prosecute these cases.

Ms. SOURAS. Absolutely.

Senator PORTMAN. The first example you used of them not pull-
ing ads, earlier you said that a mother finally sent them an email
saying, “For God’s sake, she is only 16.” So for all of us who are
parents or grandparents, think about that. “For God’s sake, she is
only 16.” And yet they refused to pull the ad.

And with regard to finding these children, again, you all have
been very helpful to us in Ohio. We appreciate that, and we have
worked with you on legislation to help finding exploited children
and missing children. But think about that. Not being able to pro-
vide that information to law enforcement means you cannot find
many children who otherwise could be able to be found. Again, the
heartbreak of knowing that that information is out there some-
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where, and yet a supposedly legitimate commercial concern will not
provide you the information or provide it to law enforcement to be
able to find your child, to me this is what this hearing is really all
about. It is about these kids and about this practice that keeps you
from doing your job at the National Center, but also keeps so many
parents and grandparents from being able to save their children
and rescue their children.

With that, Senator McCaskill.

Senator MCCASKILL. Mr. Roberts, could you briefly outline for
the record why you believe Backpage operates outside the immu-
nity of the Communications Decency Act?

Mr. ROBERTS. Well, Senator, I do not have enough information
yet to definitively say one way or the other, but the concern that
we expressed in our amicus brief is obviously that they are exceed-
ing the bounds of the exemption. In other words, by actually par-
ticipating in drafting the ads, by making themselves a go-to loca-
tion for ads advertising prostitution among such sites, and by
crafting essentially the message that is being sent to try to keep
it so that it does not involve or does not appear to involve

Senator MCCASKILL. Children.

Mr. ROBERTS [continuing]. Child trafficking. Exactly.

Senator MCCASKILL. So their engagement in editing and shaping
the content is at this point—because we are all hitting walls in
terms of getting good information from Backpage—is the reason.

So assuming that we eventually through legal processes get the
information, I am assuming that this is the kind of factual scenario
that could, in fact, lay an adequate foundation for the Racketeer
I}rllﬂ%enced Corrupt Organizations (RICO). Would you agree with
that?

Mr. ROBERTS. I think that is a possibility.

Senator MCCASKILL. Because this is an enterprise. This is not
one activity. This is an enterprise of activity.

I want to give a shout-out to you and your colleagues and the lit-
erally hundreds and hundreds of prosecutors across the country
that are prosecuting these cases against traffickers, against pimps,
and against customers. I appreciate the comments of Senator
McCain, but I know for a fact that there are many U.S. Attorney’s
Offices that are actively engaged in a cooperative fashion with local
law enforcement and bringing these cases. The case I referenced in
my opening statement was, in fact, filed by a U.S. Attorney’s Office
against the two traffickers that were taking these young girls from
truck stop to truck stop.

By the way, these pimps that take these girls from truck to truck
call them “lot lizards,” for the record, which is as distasteful as the
underlying practice of pimping these young women out.

One of the things that is interesting to me is how many stings
go on on Backpage. It is the go-to place for law enforcement to
place sting ads, and there are literally thousands of cases moving
through the criminal justice system right now where customers
have been caught in stings.

Have you all tried at NCMEC ever to place an ad in the section
of Backpage saying to people who are interested in escorts and sex,
“You should know this site is a No. 1 location for sting activity, and
you have a high likelihood of being prosecuted”? Has anybody ever
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tried to place that ad? Because it seems to me that we have two
problems here. We have the Backpage problem, we have the crimi-
nal element of traffickers problems, and then we have the demand
problem, and the fact that too many people believe they can do this
in anonymity, that they can try to access young children through
the Internet.

What efforts have you been privy to, Ms. Souras, of the various
organizations that are trying to do good in this area to inform
would-be customers that the chances that they are responding to
an ad that has a law enforcement officer on the other side go dra-
matically up when they think that they are going to be successful
at being anonymous?

Ms. Souras. Thank you, Senator. I am certainly aware that some
of my nonprofit colleagues at other organizations do engage in that
kind of advocacy, or attempt to on Backpage. It is my under-
standing that some of the organizations that have tried to place
messages such as you just detailed, those ads have been blocked
from the escort section or removed at some point. So it is very dif-
ficult for a nonprofit organization to place an advocacy message or
a public awareness message for a potential buyer on Backpage.
That is my understanding.

Senator MCCASKILL. Well, then we need to make sure that, as
we try to get information from Backpage, we include that question:
How many times have you blocked an ad informing would-be cus-
tomers that there is a likelihood that the ad you may be responding
to may, in fact, be law enforcement?

Ms. SOURAS. Absolutely, and I am happy to refer the Committee
to some of those nonprofits.

Senator MCCASKILL. That would be terrific because, factually, I
think as a prosecutor, that would be very important to a case I was
trying to bring.

Mr. ROBERTS. And, Senator, placing ads of that type is one of the
efforts of the King County prosecuting attorney’s office. However,
I believe they have been focusing on purchasing ad results from
search engines, like Google and Microsoft.

Senator MCCASKILL. Right. I know there are lots of different ave-
nues to try to get at this incredible problem. Well, thank you. I
think you all have made a very powerful case as to why it is impor-
tant that we be tenacious and refuse to give up. And let me just
say for the record that I know how dedicated the Chairman is to
this issue; I know how dedicated I am to this issue; I know how
dedicated Senator Heitkamp is to this issue. And if Backpage
thinks they are going to go quietly into the night, they are sadly
mistaken.

Senator PORTMAN. Senator Heitkamp.

Senator HEITKAMP. Mr. Chairman, again, I want to maybe give
another shout-out to an organization called Truckers Against Traf-
ficking. They are working to deal with kind of a culture that needs
to change within that subset, and they are doing terrific work in
terms of educating and hopefully are making strides along with the
rest of you in addressing the demand problem, because we know
even as reprehensible as what all of this is, as long as there is a
demand, we are going to find the next iteration, the next genera-
tion, and so we need to be on top of that as well.
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Senator Ayotte and the Chairman and Ranking Member, as we
look kind of going forward, we are looking at things that we can
do today. We are going to continue to be as tenacious as what we
possibly can on this investigation. But I want to talk about maybe
a couple ideas that could add to the effort here legislatively. And
I think, Ms. Souras, in your testimony you mentioned the fact that
current Federal law requires entities defined as electronic service
providers report apparent instances of child pornography that they
are being made aware of. So that is Federal law. But the same re-
quirement does not exist for apparent instances of child sex traf-
ficking.

Why do you think that is? Do you think it would make a dif-
ference if that law were changed to include child sex trafficking?
And has this issue ever been raised before Congress? And has there
been a broader discussion? Is this an additional tool that we could
be using and looking at?

Ms. Souras. At NCMEC we think this would be a tremendous
additional tool. I think historically it was not in the initial statu-
tory requirement that you reference, perhaps for a number of rea-
sons. Perhaps the focus was not so much on instances of online
trafficking as it was on child pornography at that time, and it has
done wonders to address that problem.

I also think child-trafficking ads or content are somewhat inher-
ently more difficult to identify than a child pornography image
where you simply have a photo and you know if it is apparent child
pornography or not. A child sex-trafficking ad or content will be a
mixture often of text and ads, photographs as well.

That being said, we have had some anecdotal discussions with
staff on the Hill regarding that gap, that small gap in the reporting
statute. It is a change and a further discussion that NCMEC would
welcome participating in. We believe if there is a requirement to
report, again, only apparent or child sex-trafficking content that a
server may become aware of—they have no obligation to search, of
course, for any of this content. If they did start reporting that to
NCMEC, it would not only increase our ability to provide that in-
formation through to law enforcement and assist families and vic-
tims in the process; it also, I think, would go very far to assisting
in our prevention measures. We would see more ad content and be
able to develop prevention measures that would address the con-
tent we are seeing.

Senator HEITKAMP. And legitimate actors would err on the side
of advancing that kind of content. Correct?

Ms. SOURAS. Yes, correct.

Senator HEITKAMP. People who really cared about this problem
would, in fact, welcome an opportunity to have someone who is a
partner with them to stop this from happening. Correct?

Ms. SOURAS. Absolutely, yes.

Senator HEITKAMP. I want to, I think, really thank all the advo-
cacy groups and all of you who have been on the front end of this,
who have been toiling, and we know that this is not just a problem
for our country. But as we work through these as a defender of the
First Amendment and as we work through that balance, the work
that we do here is work that will have repercussions not just in our
country but across the world.
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And so I really want to thank the Chairman and the Ranking
Member for making this a priority for the Committee, and I want
to thank you for your testimony. It has been great to see you all
again, and if there is anything more that we can do or that you
think of, I hope that you will reach out either to the Committee or
individual Members who have been working on these issues.

Thank you, Mr. Chairman.

Senator PORTMAN. Thank you, Senator Heitkamp, and thank you
for your leadership on this. And as you can see, all of my colleagues
on this Subcommittee have a passion for this issue, an intense in-
terest. I think what we have been able to find today are some very
specific ways in which to deal with the online issue, and, Ms.
Souras, in particular, your laundry list of things that you have
asked Backpage to do that they have not done certainly would help
both in terms of finding missing kids, as we say, prevention, as you
say, and in terms of law enforcement and prosecutions. There are
also other things that can and should be done with regard to sex
trafficking. We did pass legislation, as you know, here in Congress
that was signed into law earlier this year. You were very involved
with that, and you worked with us particularly on some of the
missing children issues who are the most vulnerable to trafficking,
but also the demand side issue. We really ought to make some
progress at the Federal level for the first time in 15 years. And
then, finally, we were able to change some of the Federal—the bias
in the legislation to say that these young women and men, girls,
boys, who are involved in this are indeed victims and should not
be treated as criminals but, rather, as victims so that we can deal
with their trauma, which, as you said earlier, is long term, some-
times lifelong.

And so this is, I think, an opportunity for us not just to talk
about Backpage and the obvious disappointment all of us have and
their inability to be here today, but also their unwillingness to co-
operate more generally with this issue. But it is also a chance to
talk about efforts we can take going forward to combat sex traf-
ficking and to try to put an end to sex trafficking in this country.

So we thank you very much, both of you, for your testimony this
morning. Mr. Roberts, thank you for your hard work. I know you
will keep it up nationally, working with all the Attorneys General.

And, Ms. Souras, and for John Walsh and John Clark, who are
here from the National Center, thank you for your leadership on
this, and to all the groups who are out there in the trenches work-
ing on this issue every day, and a particular shout-out to those who
are embracing these victims and helping them to get through this
trauma. Having met with victims in Ohio, some of whom are only
recently going into a treatment and recovery process, others who
have been at it for years, this is the most heartbreaking and dif-
ficult part of this whole process. And so thanks to all those groups
that are involved, and individuals.

We would excuse you, and we are now going to call the second
panel.

[Pause.]

I would like to call the CEO of Backpage, Carl Ferrer.

[No response.]
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We had hoped Mr. Ferrer would be here, but he has refused to
come. And we have talked a lot about the underlying sex-traf-
ficking issue here this morning, a horrific practice. It goes on,
sadly, here in the 21st Century, really one of the great human
rights causes of our century.

We have also talked about the fact that we have not received co-
operation from Backpage in looking into some very legitimate ques-
tions that have been raised, and our report lays out enough evi-
dence to make it clear why we need the information.

At this point in the hearing, we had planned to hear testimony
from Backpage’s CEO, Mr. Carl Ferrer. Mr. Ferrer has been under
a legal obligation to appear before the Subcommittee since October
1, and the Subcommittee notified him by letter on November 3 that
his appearance was scheduled for this morning.

The same day we sent the letter, the Subcommittee staff called
Mr. Ferrer’s lawyers to confirm that Mr. Ferrer should plan to ap-
pear and that we could not accept logistical excuses for not showing
up. Mr. Ferrer’s lawyers did not mention any conflict of interest.

Last Friday, less than a week ago, Mr. Ferrer’s lawyers asked us
to excuse his appearance because he was traveling and that, if
called to testify, he would plead the Fifth Amendment. They did
not say it would be impossible for Mr. Ferrer to appear. The Sub-
committee denied that request on Monday.

A witness has the right to refuse to answer questions that may
incriminate him, but that right belongs to the witness, not his law-
yers. It is appropriate to require a witness himself to appear, hear
the questions put to him, and to exercise his constitutional right
not to answer any questions he believes in good faith may tend to
incriminate him. Again, as I said earlier, this Subcommittee would
respect any valid assertion of the Fifth Amendment privilege. But
there is no privilege not to show up.

Yesterday, around noon, however, Mr. Ferrer’s lawyers wrote to
Senator McCaskill and myself informing us that Mr. Ferrer would
not appear today because he is on an international business trip.
This is truly extraordinary. You heard from Senator McCain earlier
who said that, in his many years on this Subcommittee, he has
never seen a situation where a witness simply refused to appear.
It is not acceptable for a witness under subpoena to wait until the
day before his appearance to announce unilaterally that he will be
out of the country and refuse to appear.

Senator McCaskill and I, of course, are conferring about next
steps, but we both consider Mr. Ferrer’s refusal to appear here a
clear act of contempt.

I would now like to turn to Senator McCaskill if she would like
to add a few words on this point.

Senator McCASKILL. Well, the laws of this country should apply
to everyone, and we should take all steps necessary to make sure
that we fulfill our obligations under the law. And under the law,
the Senate is entitled to ask witnesses to appear before it and for
them to answer questions and provide information.

So I think it is important that we be steadfast in our resolve to
get the information that we need in order to make sure that the
public policy in this country is effective when it comes to children
being victims. This is not an exercise in having a hearing. This is
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an exercise in making sure that we have done everything in the
law to protect children. It is not any more complicated than that.
And any witness who refuses to answer the lawful requirement of
t}e;stimony and providing information must be held accountable for
that.

And so we will be careful and cautious about using the proce-
dures available to us, but we will use them to ensure that this ef-
fort is robust and informed and that ultimately the result is that
more children and more families feel the comfort that their govern-
ment is doing everything it can under the law to protect them.

Senator PORTMAN. I thank the Ranking Member. And as you see,
we are partners in this effort, and we will not be deterred.

I would also like to thank the Chairman of this Committee, the
full Committee on Homeland Security and Governmental Affairs
(HSGAC) Chair and Ranking Member for their help. Senator John-
son and Senator Carper have not just supported our efforts this
morning. They have released a joint statement which commends
PSI efforts in this regard, and I would now like that statement to
be made part of the record. They are supporting us not just on the
important work we are doing to combat human trafficking, but also
with regard to any actions we might take with regard to Backpage
and their unwillingness to cooperate.

Senator PORTMAN. We began this bipartisan investigation with a
very simple goal: better informing Congress about the issue of sex
trafficking, how to combat it through smart reforms, including leg-
islative actions. We will not be deterred from that inquiry. If
Backpage fails to change course and comply with the Subcommit-
tee’s subpoena, the appropriate next step is to pursue contempt
proceedings. This is a step the Senate has not taken in 20 years—
as I said earlier, this is extraordinary—and PSI has not taken for
more than 30 years. But, regrettably, Backpage’s conduct has in-
vited this very unusual action.

When dealing with a party acting in good faith, we would be in-
clined to pursue what is known as civil contempt. That involves a
resolution authorizing the Senate Legal Counsel to bring a civil
lawsuit to compel Backpage to comply. But I think I speak for Sen-
ator McCaskill and myself when I say this case appears to be more
serious than a good-faith disagreement. It is not about questions of
privilege.

As I noted, Backpage’s lawyers have told PSI that the company
has not even bothered to search for and identify the documents re-
sponsive to the subpoena. And with no lawful excuse, the com-
pany’s CEO has defaulted on his obligation to appear before the
Subcommittee today.

These are not actions of a party acting in good faith. He could
have come. He could have pleaded the Fifth. He chose not even to
come. Rather, it is evidence of willful defiance of the Senate’s proc-
ess.

For those reasons, after consulting with our staff and Senate
Legal Counsel, Senator McCaskill and I believe this case may jus-
tify a referral to the Department of Justice for criminal contempt.
We will consider the appropriate course in the next few days.

Again, I would like to thank the witnesses and my colleagues for
their participation today in this very important hearing. The hear-
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ing record will remain open for 15 days for any additional com-
ments or questions from any of the Subcommittee members.

And, with that, this hearing is adjourned.

[Whereupon, at 11:35 a.m., the Subcommittee was adjourned.]
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This hearing will come to order. [gavel]

Senator McCaskill and I called this hearing to address the difficult but important
subject of sex trafficking. Over the past seven months, the Subcommittee has
conducted a bipartisan investigation into how sex traffickers increasingly use the
Internet to advance their trade and evade detection. The aim of this investigation is
straightforward: We want to understand how lawmakers, law enforcement, and
even private businesses can more effectively combat this serious crime that thrives
on an online black market.

As the Co-Chair of the Senate Caucus to End Human Trafficking, this is an issue
that I have worked on for a number of years. I have spent many hours with those
dedicated to fighting this crime and those victimized by it. For victims, the toll of
sex trafficking is measured in stolen childhoods and long-lasting trauma. For
traffickers, it’s measured in dollars—and often a lot of dollars. It’s a problem that
I believe should command attention in Congress.

Sex Trafficking On The Internet

Precise data is hard to come by because this market exists in the shadows. But
experts tell us that there were as many as 27 million victims of human trafficking
in 2013, including 4.5 million people trapped in sexual exploitation. In the United
States, about 8 in every 10 suspected incidents of human trafficking involve sex
trafficking—that is, the sale of minors or forced sale of adults for commercial sex.

Sex traffickers prey on the vulnerable. The Department of Justice has reported that
more than half of sex-trafficking victims are minors. And the problem appears to
be getting worse. Over the last five years, the leading authority on child
exploitation, the National Center for Missing and Exploited Children (known as
NCMEC), reported an 846% increase in reports of suspected child sex trafficking.
NCMEC says that increase is “directly correlated to the increased use of the
Internet to sell children for sex.”

(31)
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Traffickers have found refuge and new customers through websites that specialize
in advertising “ordinary” prostitution and lawful escort services. A business called
Backpage.com is a market leader in that industry, with annual revenues in excess
of $130 million last year. With a look and layout similar to the better known
Craigslist.com, Backpage has a special niche: According to one industry analysis
in 2013, eight out of every ten dollars spent on online commercial sex advertising
in the United States goes to Backpage. Some of that advertising is for legal work.
Much of it is illegal. A federal court in Chicago noted this year, for example, that
Backpage’s “adult services section overwhelmingly contains advertisements for
prostitution, including the prostitution of minors.”

The public record indicates that Backpage sits at the center of the online black
market for sex trafficking. NCMEC tells us that Backpage is linked to 71% of all
suspected child sex trafficking reports that it receives from the general public
through its “CyberTipline.” According to a leading anti-trafficking organization
called Shared Hope International, “[s]ervice providers working with child sex
trafficking victims have reported that between 80% and 100% of their clients have
been bought and sold on Backpage.com.” It is easy to see why the National
Association of Attorneys General described Backpage as a “hub” of “human
trafficking, especially the trafficking of minors.”

A study of recent press accounts reveals scores of serious crimes linked to
Backpage. Shared Hope International has catalogued more than 400 reported cases
of children being trafficked using Backpage.com across 47 states. And PSI staff
have identified at least 13 reported cases of child sex trafficking in my home state
of Ohio linked to Backpage over the past four years.

Our Subpoena

On this record, PSI saw a compelling need to better understand the business
practices of Backpage.com, especially the efforts it takes to prevent use of its site
by sex traffickers.

We thought that might be simple enough because Backpage holds itself out as a
“critical ally” against human trafficking. The company has stated that it “leads the
industry” in its review and screening of advertisements for illegal activity—a
process it calls “moderation.” Backpage’s top lawyer has described its moderation
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process as the “key” tool for “disrupting and eventually ending human trafficking
via the World Wide Web.”

But Backpage has refused to turn over documents about the key “moderation”
process that it touts, as well as other relevant aspects of its business. Specifically,
the company refused to comply with an initial subpoena issued by the
Subcommittee on July 7. Sen. McCaskill and I then agreed to withdraw that
subpoena and issue a new, more targeted subpoena designed to accommodate some
of Backpage’s concerns, but the company again refused to comply.

Defiance of a Congressional subpoena is rare and serious. Backpage has tried to
excuse its noncompliance based on a sweeping claim of constitutional privilege.
The company’s argument is vague, but it can be summed up this way: Backpage
says that the First Amendment to the Constitution shields it from this investigation
of advertising by sex traffickers, because it also publishes some lawful
advertisements that are protected speech. That argument has no support in law or
logic.

In a detailed ruling issued on behalf of the Subcommittee, Senator McCaskill and I
explained why Backpage’s legal argument is meritless. We also explained the
great care that PSI has taken to protect any potential First Amendment interests at
stake here. We have made that ruling publicly available today on PSI’s website.

After overruling Backpage’s objections, Senator McCaskill and I ordered the
company and its CEQ to produce the documents we asked for by last Thursday,
November 12. That day came and went with no response. The next day Backpage
again informed PSI that it would not comply. But at the same time, Backpage
made quite a show of producing certain cherry-picked documents favorable to the
company, along with a 16,000-page pile of material the Subcommittee does not
need and was not seeking.

We don’t think Backpage’s response to the subpoena has been in good faith. It’s
fine for parties to have legal disagreements with us about constitutional privileges
or the appropriateness of particular requests. We treat those objections seriously.
But Backpage has done more than just raise a legal objection to producing certain
documents: Just this week, Backpage’s lawyers told PSI that the company had not
even bothered to /ook for the documents responsive to the subpoena—which means

3
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Backpage does not even know what all it is refusing to produce, much less why
those documents are protected by the First Amendment.

Our Investigation

PSI was disappointed with Backpage’s noncompliance, but we were not deterred.
Through other sources, including a contractor that Backpage outsourced its ad-
screening process to, we sought to learn more about the issues under investigation.
In a bipartisan staff report released today, we have outlined some preliminary
findings and further questions that need answers.

Without objection, that report will be made part of the record.

The report reveals that Backpage has had a practice of editing some advertisements
by deleting words and images before publication. This is important because
changing the appearance of a published ad obviously does not change the
advertised transaction. The staff report finds that in some cases these editing
practices likely served to conceal evidence of the illegality of the underlying
transaction. That finding raises some very serious questions.

We want to know more about the purpose and effect of those editing practices—
which is why we issued a subpoena to Backpage for documents that could tell us
whether and how Backpage deletes text or images that could alert law enforcement
about a crime being advertised. When that failed, the Subcommittee tried to take
the testimony of two Backpage employees in charge of its moderation practices,
but they refused to testify on the grounds that it might incriminate them.
Nevertheless, we continue to seek documents from Backpage that would allow us
to understand this and other aspects of its screening practices.

In a moment, Senator McCaskill is going to describe our other findings in greater
detail.

And at the close of today’s hearing, we will address the next steps that the
Subcommittee plans to take to enforce the subpoena that Backpage has violated.

I am grateful to our Ranking Member, Senator McCaskill, and her staff for their
shoulder-to-shoulder work with us on this bipartisan investigation, and I would like
to turn to her from an opening statement.
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Human Trafficking Investigation
November 19, 2015

Senator Claire McCaskill

Opening Statement

Thank you, Chairman Portman, for holding this hearing.

Four months ago, a 15-year-old girl walked into Cardinal Glennon Children’s Hospital in
St. Louis, Missouri, and asked for help. Along with four other girls between the ages of 12 and
18, she had been sold for sex at truck stops across Missouri, Florida, Texas, and New Mexico for
almost two months. She was lucky to be alive. According to her police report, another girl

traveling with her during those months had died in her arms.

The 15-year-old girl who walked into Cardinal Glennon, like the majority of children
who are sold for sex in the United States today, was trafficked using Backpage.com. Throughout
the Subcommittee’s investigation, we have received information indicating that Backpage has
built a hugely successful business in part by posting advertisements of children and other victims

of human trafficking on its website.

And despite knowing that its website has hosted advertisements of children being sold for
sex, Backpage has apparently signaled to its moderators that those ads should remain on the site.
In April 2012, for example, Backpage initially told its outside moderators that they should “fail,”

2 &,

or remove, ads containing references to certain sex acts or words, including “schoolgirl,” “teen,”
“human trafficking,” and “Y-U-N-G” (a misspelling of “young”). Two days later, Backpage

reversed that policy. The employee responsible for moderation issued “clarifications” regarding
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the banned words. He instructed that moderators should no longer delete ads that “use ‘young’
or misspellings of ‘young.”” Those deletions were capturing too much volume, he explained,
because “there are too many legitimate uses of the word to warrant a removal every time.”
Instead of deleting advertisements for services with “young,” the Backpage employee instructed

moderators to send the ads to him for additional review.

We don’t know how many, if any, ads were removed following that additional review.
We do know that Backpage instructed its moderators to be very cautious about deleting ads.
According to the manager of the moderators, “The definition of underage is anyone under the
age of 18. But for the purposes of making reports, we err on the side of caution and try to report
anyone that looks under the age of 21.” Importantly, guidance from Backpage emphasized, in all
capital letters: “IF IN DOUBT ABOUT UNDERAGE: the process for now should be to accept

the ad ...” and “ONLY DELETE IF YOU REALLY VERY SURE PERSON IS UNDERAGE.”

The result of Backpage’s guidance, of course, is that the site contains innumerable
advertisements for sexual transactions with children. The National Center for Missing and
Exploited Children (or NICK-MICK), for example, reports that 71% of the child sex trafficking
reports it receives involve ads posted on Backpage. And according to Shared Hope International,
“[s]ervice providers working with child sex trafficking victims have reported that between 80%

and 100% of their clients have been bought and soid on Backpage.com.”

We have also learned that Backpage has failed to preserve information that would help
law enforcement and other entities locate victims and put pimps and traffickers in jail. Backpage
has also failed to implement other free, widely available technologies that would help law

enforcement build cases against suspected sex traffickers. Moreover, Backpage representatives
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and third-party consultants have informed the Subcommittee that Backpage moderators edit and

delete content in ads in ways that may conceal evidence of illegal activity from law enforcement.

The Subcommittee has also found that Backpage’s business model has been highly
profitable. Based on information obtained by the Subcommittee, Backpage had net revenue of
$135 million in 2014 and is expected to net more than $153 million this year—nearly all of it
profit. The company’s fair-market value, taking into account its lack of marketability, is
approximately $430 million. As a former sex crimes prosecutor, I know that behind these cold
financial statistics are survivors traumatized from abuse and degradation—and families suffering

through years of terror and uncertainty concerning the fate of their loved ones.

Today, I hope to hear from our first witnesses about the impact of Backpage on the
efforts of law enforcement officials and advocacy groups to curb sex trafficking in the United
States. I am confident that their testimony will make clear the importance of Subcommittee
efforts to press Backpage for information on its operations and procedures. [ also hope that we
will, at some future date, have the opportunity to question Backpage CEO Carl Ferrer, who
received a subpoena to appear before the Subcommittee today but has refused to attend. I have

many questions for him.

I thank the witnesses for being here today, and I fook forward to their testimony.
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Yiota G. Souras, Senior Vice President and General Counsel
The National Center for Missing and Exploited Children

Human Trafficking Investigation Hearing
November 19, 2015

Permanent Subcommittee on Investigations
Committee on Homeland Security and Governmental Affairs
United States Senate

Chairman Portman, Ranking Member McCaskill and Members of the Subcommittee, | am pleased
to be here on behalf of The National Center for Missing and Exploited Children (NCMEC).

At NCMEC, we are reminded daily of the devastating impact of child sexual exploitation. We
commend you for holding this hearing regarding your investigation of businesses that facilitate
criminal sex trafficking, particularly those businesses that are responsible for trafficking underage
children for sex online.

NCMEC was created in 1984 as a private, non-profit organization and designated by Congress to
serve as the national clearinghouse on issues relating to missing and exploited children. NCMEC
provides resources, services, and technical assistance to families, private industry, law
enforcement, victims, and the general public to assist in preventing child abductions, recovering
missing children, and providing services to combat child sexual exploitation. NCMEC performs
22 core functions, including serving as a clearinghouse for reports relating to child sex trafficking
and providing technical assistance to law enforcement and first responders relating to the
identification, location and recovery of child sex trafficking victims.

Child Sex Trafficking

Child sex trafficking is a pervasive, destructive, and underreported crime. Every year, thousands
of children from across the United States are trafficked, sold for sex, repeatedly raped, and suffcr
traumatic physical, sexual, and emotional abuse. The federal Trafficking Victims Protection
Reauthorization Act (TVPRA) recognizes the particular vulnerability of children to trafficking by
imposing severe penalties on anyone who knowingly recruits, harbors, transports, provides,
advertises or obtains a child for the purpose of a commercial sex act or who benefits financially
from such an act.

Traffickers, which include “pimps™ as well as buyers under the TVPRA, often use psychological
manipulation, pressure, violence, threats, and intimidation to compel a child to exchange sex for
something of value, whether that is money, food or shelter. Child sex trafficking victims are boys,
transgender children, and girls. Federal law recognizes that child sex trafficking victims may be
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under the control of a third party, such as a trafficker, or may be victimized by commercial sex
trafficking even when no third party trafficker is identified. Buyers encompass all racial, socio-
economic, and cultural backgrounds.

Child sex trafficking involves the rape or other sexual abuse of a child in exchange for something
of value. There is no legal protection for selling, facilitating the sale of, or benefiting financially
from the sale of a child for rape or sexual abuse. A child cannot legally consent to being trafficked,
and there is no situation in which child sex trafficking can be considered legal sexual activity
between consenting adults. Child sex trafficking does not encompass and is not similar to adult
prostitution, phone sex, or other types of legal sexual activities between consenting adults.

Online Child Sex Trafficking

Technology has fundamentally changed how children are victimized through sex trafficking. An
adult can now shop from the privacy of his home or hotel room, even via a cell phone, to buy a
child to rape. Traffickers can lure and recruit children on social networking websites. Pimps and
predatory offenders are aware that certain online advertising sites have created virtual
marketplaces at which they can peruse a variety of sexual experiences being offered for sale, and
complete their purchase online. Based on NCMEC’s experience, most child sex trafficking today
is facilitated by online classified advertising websites.

Online classified ad sites such as Backpage.com provide traffickers with a quick, easy, user-
friendly platform and allows them to remain anonymous, test out new markets, attempt to evade
public or law enforcement detection, and easily locate customers to consummate their sale of
children for sex. Online child sex trafficking also enables traffickers to easily update an existing
ad with a new location and quickly move a child to another geographic location where there are
more customers seeking to purchase a child for rape or sexual abuse.

NCMEC’s Unigue Role in Providing Assistance on Child Sex Trafficking Cases

CyberTipline

As the national clearinghouse on missing and exploited children issues, NCMEC has learned a
great deal about child sex trafficking. NCMEC launched the CyberTipline in 1998 to provide the
general public and electronic service providers (ESPs) with an efficient method of reporting
incidents of suspected child sexual exploitation, including child sex trafficking. Since its creation,
the CyberTipline has received over 7 million reports, including more than 45,000 reports relating
to suspected child sex trafficking. So far in 2015, NCMEC has received more than 3.5 million
CyberTipline reports, including more than 7,700 reports of suspected child sex trafficking. Based
on reports NCMEC receives from families of child victims, NCMEC’s experience in helping to
locate missing children who are being sold for sex online, and anecdotal and news reports
regarding law enforcement actions, we believe NCMEC receives reports on only a small fraction
of the children being trafficked online. Over the past five years, NCMEC has seen an 846%
increase in reports of suspected child sex trafficking to the CyberTipline.

Federal law (18 U.S.C. § 2258A) requires entities defined as ESPs to report apparent child
pornography that they become aware of on their systems to NCMEC’s CyberTipline. No federal
or state law imposes a comparable requirement to report child sex trafficking, however several
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ESPs, other online companies, and members of the public voluntarily submit reports of suspected
child sex trafficking to the CyberTipline. Backpage has voluntarily made reports of suspected child
sex trafficking ads to NCMEC’s CyberTipline since October 2010.

An integral part of NCMEC’s role as a national clearinghouse and resource center is engaging in
voluntary initiatives with the Internet industry to deter the online sexual exploitation of children.
NCMEQC regularly communicates with online companies to help efforts to reduce the proliferation
of child pornography and sexual exploitation online and to assist online entities who seek to take
proactive steps to limit the accessibility of child pornography on the Internet, reduce child sexual
exploitation and prevent future victimization of children. These efforts include providing
recommendations and working together to utilize technology and sound business practices to
reduce the dissemination of child sexual exploitation, including the online sale of children for sex,
and to deter the misuse of websites by predatory offenders and traffickers.

Child Sex Trafficking Team

As the central U.S. repository on reports of child sexual exploitation and missing children,
NCMEC has witnessed an increase in recent years in missing and exploited child cases that
involved the sexual trafficking of children. In October 2011, NCMEC created its Child Sex
Trafficking Team to respond to the increased need for specialized technical assistance, case
management, analysis and recovery services on cases involving child sex trafficking. NCMEC's
Child Sex Trafficking Team reviews CyberTipline reports relating to child sex trafficking; assists
on cases of missing children involved in, or at risk of, trafficking; and provides technical assistance
and training to help with the identification, location and provision of recovery planning to victims
of child sex trafficking.

When NCMEC receives a report of suspected child sex trafficking, it uses publicly-available
search engines to try to identify information relating to the victim and alleged trafficker, as well
as a potential geographic location where the child is being trafficked. Each report of suspected
child sex trafficking received by NCMEC is made available to the federal, state or local law
enforcement in the identified geographic location for their independent review and potential
investigation.

A majority of the child sex trafficking cases reported to NCMEC involve ads posted on
Backpage.com. Of all the child sex trafficking reports submitted by members of the public to the
CyberTipline, more than seventy-one percent (71%) relate to Backpage ads.

Correlation Between Missing Children and Sex Trafficking

NCMEC knows that child sex trafficking most often begins with a missing child, particularly the
nation’s most vulnerable children. In 2014, one in six endangered runaways reported to NCMEC
was likely a child sex trafficking victim. So far in 2015, more than 1,800 missing child cases that
involve suspected or confirmed child sex trafficking have been reported to NCMEC.

Many child sex trafficking victims are runaways who are exploited by traffickers and buyers.
NCMEC works to link cases of possible child sex trafficking to missing child cases where a child
is suspected of, or at risk for, being trafficked. Because of the frequency of these connections and
the prevalence of child sex trafficking ads on Backpage.com, NCMEC staff often search
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Backpage.com first when trying to help locate a missing child suspected of being trafficked.
NCMEQC has built specialized tools to search Backpage.com because experience has taught us that
the most likely place to locate a missing child who may be trafficked is in an escort ad on
Backpage.com.

Backpage and Online Child Sex Trafficking

Backpage has an “escorts” section that hosts ads composed of a headline, a stated age, photographs
and/or videos, and brief text describing the services for sale. The photographs and videos are often
sexually suggestive and feature partially-clad individuals, at times with their faces obscured, and
their breasts, buttocks, and/or genital areas prominently featured. Ads reported to NCMEC by
concerned members of the public, and by Backpage moderators, often feature highly suggestive,
graphic photographs of what appear to be children. Invariably, the ad contains text that
unambiguously and luridly describes the sexual experience being offered for sale.

Law enforcement has confirmed to NCMEC that each of the following Backpage ads advertised a
child for sex:'

o “QwO¥Exotic Young and Inexperienced ¥O¥OI dont know no better¥7%OSoo i might

just do itvQw - 18 you didn't get to see HERE'S YOUR CHANCE.. REAL PIC, NO
RUSH PLUS 1 LIKE. WHAT 1 DO EVEN THOUGH 1JUST STARTED”

e “sweet —sexy blond young and ready; Im sweet and fun and really young. Im 19 and 130
ib’s 57’5 with hazel eyes. Let me melt all your stress away w/my outgoing personality and
my cute smile.”

e “Wild Out wit . ., --*Up all night long- 24hrs . . . YOUR REAL ROCK STAR!!! VERY
WILD, AND READY FOR WHATEVA!!! BRING IT TO THE TABLE!!! ALL MY
PICTURES ARE 100% REAL, SO IF YOUR LOOKING 4 A REAL RUDE GIRL, CALL
THE BEST IN. I HAVE FRIENDS ALSO, SO IF THERES ANYTHING YOU NEED I
CAN HELP YOU MAKE IT HAPPEN. DOWN 4 WHATEVA (SEE YOU SOON)”

e “3 juicy wet kitties ready to be played with as we rotate around as we please you with
warming attitudes and open minded decisions were everything you been looking for”

e “LETS PARTY!*ILOVE TOMAKE...~-THOSE TOES CURL-----!1* wmevw- INDULGE
* THESE.SOFT-.-.-THICK THIGHS, PULL THIS LONG RED HAIR & SLAP THIS
FATT JUGGLEY AZZ!”

NCMEC Recommended Sound Practices to Backpage to Reduce Child Sex Trafficking

Between 2010 and 2013, NCMEC engaged in numerous discussions and meetings with Backpage
regarding child sex trafficking on its website and sound practices Backpage could adopt to reduce
and deter child sex trafficking in its escort ads. These meetings included Backpage’s owners and
operational and legal executives. Backpage publicly represented during this time that it wanted to
do everything possible to impede child exploitation on its site and wanted to be the “sheriff”

i Ad text has been reproduced verbatim except to remove personally identifying information.
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substantially reducing child sex trafficking on its website.

During our meetings with Backpage, NCMEC repeatedly recommended preventative measures
that Backpage could take to reduce the likelihood that children would be trafficked on its website.
These recommendations were in response to Backpage’s requests and representations that they
wanted to do more to prevent children from being trafficked on Backpage.com. After more than a
dozen meetings with Backpage, NCMEC memorialized these recommended preventative

measures and sound practices in writing and provided them to Backpage.

NCMEC’s recommended sound practices were:

A,

At the time an ad is created and submitted by a user, but prior to the ad being
posted online:

1.

iif.

vi,
vil.
viii.

Take steps internally to verify the identity and age of the user who

submitted the ad

Take steps internally to verify the identify and age of any individual

depicted in the ad

1. For example, develop an internal process to compare visual
characteristics of an individual depicted in an ad with their photo in
a government-issued identification that they provide

Prohibit the use of gift cards, pre-paid credit cards or other anonymous

purchasing tools as a form of payment for ads

Require and validate a user’s email address when they are

creating/submitting an ad

Require and validate a phone number when a user is creating/submitting

an ad

Capture the user’s IP address at the time an ad is created and/or submitted

Ensure the ad is compliant with established Terms of Service

Enforce a no nudity policy for images contained within ads

Implement a moderator review system to examine all submitted ads for

possible child sex exploitation

If a user changes an existing ad, prior to the ad being re-posted, capture

the updated IP address and conduct an additional moderator review for

Terms of Service violations

Prior to the ad being posted, if a possible minor is believed to be featured within
a submitted ad or an ad is believed to involve possible child sexual exploitation:

i
ii.

iii.

Not post the ad or allow it to go “live” on the site

Conduct searches of internal systems to identify and review all other ads
that may be associated by phone number, email address, credit card
information, images depicted within the ad, or any other identifiers
Report the possible child sex exploitation to law enforcement and/or the
CyberTipline (www.cybertipline.com)

Retain the relevant material related to possible child sexual exploitation
to provide to law enforcement upon the receipt of legal process
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v.  Digitally hash the photos that were submitted within the ad to allow for
comparison with other ads for review and possible removal. Those hashes
can be utilized to prevent future Terms of Service violations

vi. Flag identifiers associated with the ad such as phone number, email
address, credit card information, photos, identify of the user or person
depicted within the ad, etc. to prevent future Terms of Service violations

C. Once an ad has been posted publicly, if there is suspected child sexual
exploitation within the ad:

i.  Remove the ad from public view

ii.  Conduct searches of internal systems to identify and review all other ads
that may be associated by phone number, email address, credit card
information, images depicted within the ad, or any other identifiers

ili. Report the possible child sexual exploitation to law enforcement and/or
the CyberTipline (www.cvbertipline.com)

iv. Retain the relevant material related to the possible child sexual
exploitation to provide to law enforcement upon the receipt of legal
process

v.  Digitally hash the photos that were submitted within the ad to allow for
comparison with other ads for review and possible removal. These hashes
can be utilized to prevent future Terms of Service violations

vi. Flag identifiers associated with the ad such as phone number, email
address, credit card information, photos, identity of the user or person
depicted within the ad, etc. to prevent future Terms of Service violations

Backpage could adopt sound practices and update its current practices to make it more difficult for
traffickers and predatory offenders to participate in an online marketplace that facilitates the sale
and purchase of children for rape and sexual abuse. NCMEC believes each of these sound practices
would help online classified ad websites deter child sex trafficking ads online; discourage
traffickers from attempting to post online ads selling children from sex; and disrupt the current
online classified ad marketplace for child sex trafficking.

The following are examples of Backpage practices that are inconsistent with NCMEC
recommendations:

1. Backpage Does Not Consistently Take Down All Ads Reported for Child Sex Trafficking

Backpage does not consistently or uniformly take down ads from its site when the ad is reported
for potential child sex trafficking whether the report is by their own moderators, a family
member or the general public. By keeping the ad live, a child could continue to be purchased
and raped multiple times a day. NCMEC does not know why Backpage makes the decision to
keep some ads live and remove others. Despite this being a common topic of discussion during
meetings with Backpage, it was never fully explained to NCMEC.

Backpage has represented that the site’s “Report Ad” button is an effective means to “remove
ads when they are brought to our attention by other users as being possibly illegal.” But
NCMEC is aware that these user reported ads are not always removed, even when reported for
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suspected child sex trafficking. Untii recently, when a user clicked on the “Report Ad” button,
Backpage delivered the following message: “If you accidently reported this ad, do not worry.
It takes multiple reports from multiple people for an ad to be removed.” After the “Report Ad”
message was referenced in various court filings in which Backpage is a defendant, Backpage
revised this message to the following: “Ad Reported. Thank you, your report has been
received.”

Further, NCMEC has no information about whether Backpage reports all ads flagged by its
moderators or all ads reported by a child’s family, or what leads a moderator to flag an ad.
NCMEC has confirmed that a significant number of the ads Backpage reports were initially
reported by family or friends of children featured in the ads. These are some of the many
comments submitted by family members when reporting escort ads to Backpage because the
ads contain images of their child being sold for sex:?

e “No the girl in the is 16 shes my cousin she ra[n] away from home two months ago ... The
cops r trying to get her and her pimp She is a runaway She got tattoos of her pimp on her
lower stomach and upper right eyebrow.”

s “My daughter is on the escort site and she is 13 n mental ill. | want the damn picture’s
removed now.”

* “This ad has photos of my 16 year old sister who currently being trafficked and we are
trying to get home. We have an active investigation going on and am trying to get her away
from her pimp and bring her home. Please stop allowing whoever it is to post her. She only
a minor and we want her home.”

Even when an escort ad is reported by families as containing images of their child, Backpage
often does not remove the ad from public view. Instead, the reported ad remains live on
Backpage.com where potential customers can continue to purchase the child for rape or other
sexual abuse, even though Backpage is now on notice that the ad potentially involves a child.
Comments from family members who report ads of their children make clear they are painfully
aware that their pleas to Backpage do not necessarily result in ads of their children being taken
down:?

* “Mynameis[ ]Jand my wife is [ ]. Your website has ads featuring our 16 year old daughter
[ 1, posing as an escort. — She is being pimped out by her old bf, and she is underage. — |
have emailed the ad multiple times using your website, but have gotten no response. . . . —
For God’s sake, she’s only 16. Her bf is having her use a prepaid card. You need better
means of age verification. Stuff like this shouldn’t be allowed to happen.”

e THIS CHILD IS 6 AND MY DAUGHTER I am demanding that you remove this ad and
deactivate her account. Her name is not Ashley and she is not 18. 1 am contacting the local
authorities. This kind of trash is really unnecessary whether it be my daughter or someone

Ad text has been reproduced verbatim except to remove personally identifying information.
Ad text has been reproduced verbatim except to remove personally identifying information.
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else’s. I get carded for cigarettes and am 44 years old, and you allow teens to post any age
on something far more dangerous. . ..”

e  “im reporting this because my little sister is.t old enough to be escort she’s 15 ,years old I
tried flagging her post down nothing happen can u guys piz removed her posting before
police get in it I never want to see her she’s only I5,#!!!#”

2. Backpage Does Not Prevent Previously Reported Child Sex Trafficking Content from Being
Reposted

Backpage does not appear to search and does not report ads linked by a name, photograph,
email address, telephone number or credit card to a previously reported child sex trafficking
ad. Other online companies that NCMEC works with engage in such efforts to link and report
content and activity on their sites in this way to protect child victims from further abuse.
Despite NCMEC'’s urging, Backpage also does not appear to utilize free browser add-ons or
hashing technology to match images in ads of known children. In NCMEC’s experience, other
online companies commonly use these techniques to prevent the posting of, remove online
child sexual exploitation on their sites, and prevent its further proliferation. Though Backpage
declined to adopt certain technology recommendations that could assist in deterring child sex
trafficking on its website, it has adopted other complex technologies, including processing
Bitcoin and other online currency payment mechanisms.

Even if Backpage removes an ad reported to NCMEC, it does not appear to implement
measures to block traffickers from using the same payment method to create new or additional
ads with the same email address, telephone number, or even the same photographs of the child.
Backpage has stated that it can easily search ads based on “snippets of ads, specific pieces of
texts, telephone numbers, [or] any type of pertinent specific information that’s been listed in
an advertisement,” but does not undertake this process to protect children from being
repeatedly trafficked for sex on its website.

3. Backpage Has More Stringent Posting Rules Exist for Pet, Motorcycle and Boat Ads Than for
Escort Ads

Backpage imposes less stringent posting rules for sex trafficking ads than it does for other ad
categories. A user wanting to post an ad to sell a boat, motorcycle, or pet must provide a phone
number to “prevent scam ads from being posted.” Yet, Backpage does not require a phone
number for escort ads. Instead, it facilitates communications on escort ads by enabling
traffickers and buyers to communicate by email, while it disables email on ads for pets, boats
and motorcycles to deter scams. Backpage requires less information to post an escort ad than
it does to post a pet, motorcycle or boat ad, and it maintains this position even though it knows
its site is used for child sex trafficking.

4. Backpage’s Escort Pricing Does Not Deter Children from Being Sold on Backpage.com and
Has Created Tremendous Revenue for Backpage

Until recent changes affected by Backpage’s payment processors, Backpage had set its pricing
model to maximize revenue for escort ads. While it has always been free to post an ad on
Backpage.com to sell items or services in non-adult/dating categories, until recently there
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always was a fee to post an escort ad. Backpage has stated that it “charge[s] for adult ads to
help insure that the content is legal.” If Backpage’s goal in charging a fee for escort ads was to
deter child sex trafficking ads on its website or capture credit card information to assist law
enforcement, then it would seem unnecessary to rigorously calibrate its escort ad prices
depending on the geographic market and other situational factors such as day of the week, time
of year, or the timing of specific events and Backpage would not have accepted prepaid and
anonymous payment sources. Even when Backpage does report an ad to NCMEC, it still
collects and keeps the ad fee.

5. Backpage Has No Age Verification Process for Escort Ads

Backpage ads require a person posting an ad to enter their age. Backpage does not take steps
that some other online advertising sites take to verify a submitted age. Instead, when an
individual posting an ad enters an age under 18 years old, an error message is generated that
reads “Oops! Sorry, the ad poster must be over 18 years of age.” Even after Backpage is put
on notice that an individual was attempting to post an escort ad, Backpage permits the poster
to simply update the age field, as Backpage has directed, with an age over 18 years old and
post the ad with the same escort text, photographs and/or videos that the poster entered. That
postings exist for escort ads with the age of “99” years old further demonstrates that the
requirement to enter an age to post an escort ad is not meant to serve as an accurate age
verification tool.

6. Backpage Does Not Appear to Report All Suspected Child Sex Trafficking Ads

The number of Backpage ads reported to NCMEC appears to be only a small fraction of the
true child victims on Backpage.com. In 2012, Backpage told the National Association of
Attorneys General that Backpage identifies more than 400 “adult entertainment™ posts each
month that may involve a child. In 2014, Backpage reported that the website “removes or
blocks about a million ads a month, notably those that appear to involve minors or sex for
money.” Despite Backpage’s admissions and acknowledgement of the heavy volume of ads
selling children for sex on its site, based on the number of limited number of reports received
by NCMEC, Backpage does not report all of these ads to NCMEC.

Backpage’s Publicized Efforts to Reduce Child Sex Trafficking are Ineffective and Have
Failed to Deter Child Sex Trafficking on its Website

Though Backpage repeatedly represented that it was committed to substantially reducing child sex
trafficking on its website, it made largely ineffectual adjustments to its practices and refused to
adopt most of NCMEC’s recommended measures, citing its customers’ First Amendment
concerns. It soon became apparent to NCMEC that despite Backpage’s assertions, it was adopting
and publicizing only carefully selected sound practices, while resisting recommended substantive
measures that would protect more children from being sold for sex in escort ads on Backpage.com.

NCMEC’s last meeting with Backpage occurred in August 2013. During this meeting, Backpage
expressed frustration that NCMEC was not publicly endorsing Backpage’s claimed efforts to curb
child sex trafficking on its site. Backpage also informed NCMEC that it had decided not to
implement most of NCMEC’s recommendations and that changing Backpage’s practices would
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drive advertisers to other sites. NCMEC ended its meetings with Backpage at this time as it was
apparent Backpage was not engaging in good faith efforts to deter the selling and buying of
children for sex on its website.

Backpage continues to voluntarily report selective information to NCMEC regarding certain
suspected child sex trafficking ads, but Backpage’s relationship with NCMEC has changed since
the August 2013 meeting when Backpage raised concerns that NCMEC was not sufficiently
publicly supportive. Since then, Backpage’s reports of suspected child sex trafficking ads to
NCMEC have decreased dramatically. Although there is no reason to believe suspected child sex
trafficking on Backpage has decreased since 2013, Backpage’s average number of reports per
month in 2015 has dropped by over 50% from the average number of reports Backpage made each
month to NCMEC in 2013.

Conclusion

NCMEC is aware that children continue to be offered for sale and bought for rape and other sexual
abuse on Backpage.com. We continue to believe that the good faith adoption and enactment of
sound practices, the use of technology solutions, and a substantive and authentic effort to moderate
its site — tools and efforts adopted by many online companies for whom the reduction of online
child sexual exploitation is a true goal — would deter and substantially reduce the possibility that
children would be victimized on Backpage’s escort ads. We are hopeful that continued public
discussion and the attention of Congress and this Committee will fead to new hope for children
who are at risk for or being actively trafficked online and their families.

Thank you for the opportunity to provide you and the Committee with information on NCMEC’s
role in combatting child sex trafficking and background on our interactions with businesses such
as Backpage, which we hope will be useful for your investigation. We look forward to continuing
to work with you on this very important issue.

10
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Statement by
Darwin P. Roberts, Deputy Attorney General, State of Washington

Human Trafficking Investigation Hearing
November 19, 2015

Permanent Subcommittee on Investigations
Committee on Homeland Security and Governmental Affairs
United States Senate

Members of the Subcommittee:

Thank you for the opportunity to testify today regarding human trafficking and the use of the
Internet in the commercial sexual exploitation of children. My name is Darwin Roberts. 1am a
Deputy Attorney General for the Office of the Attorney General of the State of Washington. My
responsibilities include supervising our office’s Criminal Justice Division and coordinating our
efforts against human trafficking. For the last two years I have helped lead Washington’s
Statewide Coordinating Committee on the Commercial Sexual Exploitation of Children. Before
joining the Attorney General’s Office I served for eight years as a federal prosecutor in Seattle.

Background on Washington’s Anti-Trafficking Efforts

Washington has been a leader among the states in the fight against human trafficking. In 2003,
Washington became the first state to enact state-level legislation criminalizing human trafficking.
That initial legistation criminalized trafficking for purposes of forced labor, involuntary
servitude, or commercial sex acts, using force, fraud, or coercion. In 2007, Washington passed
several additional laws significantly strengthening penalties for the commercial sexual abuse of
minors, which is defined under both state and federal law as a form of human trafficking.

Further improvements have been made in the years since.'

Combating human trafficking has been a bipartisan priority for the Washington Attorney
General's Office, under both current Attorney General Bob Ferguson and previous Attorney
General Rob McKenna. There is strong cooperation among state, federal, and local law
enforcement, government agencies, and nonprofit groups on anti-trafficking efforts.

Washington has promoted the use of a “victim-centered” approach to the commercial sexual
exploitation of children. This approach recognizes that children are legally incapable of
consenting to sexual activity with adults and that trafficked children should be viewed and
treated not as criminals, but as victims. With partners including the Center for Children and

' Washington Statewide Coordinating Committee on the Commercial Sexual Exploitation of Children, 2014 Initial
Report to the Legislature (*Washington CSEC Committee Report, 2014™), at 21-23, 35-36.
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Youth Justice, a local nonprofit, Washington is implementing a statewide Model Protocol so that
agencies and organizations that encounter child sex trafficking victims can identify those victims
and use identified best practices to assist them. Task forces have been set up in several locations
around the state to help ensure the consistent implementation of the Model Protocol.?

As aresult of all these efforts, Washington has received the highest ranking for its anti-
trafficking efforts from the Polaris Project, a leading national anti-trafficking organization.3

The Role of the Internet in Human Trafficking and the Commercial Sexual Exploitation of
Children

Washington’s anti-trafficking community is well aware that the Internet plays a significant role
in many incidents of trafficking, particularly the commercial sexual exploitation of children. In
numerous cases, both locally and nationally, Internet websites have been used to advertise and
facilitate the exploitation of trafficked children.* In part, this is because there is a significant and
growing demand for sexual services on the Internet.

A 2014 report by the Urban Institute studied the “underground commercial sex economy” in
major United States cities, including Seattle.? It found that “Seattle, like many cities, has seen
increases in Internet-based prostitution over the last decade. Stakeholders attribute this increase
to the ease of using sites like Backpage and Craigslist, in addition to Seattle-specific sites [that
focus on sexual services].” Part of the increase in Internet prostitution is due to “a concerted
effort by law enforcement to crack down on visible street prostitution,” according to the report,
and an associated perception that prostitution via the Internet is less risky. This migration,
combined with the additional presence of “new entrants to the market,” has resulted in “an
overall increase in the amount of prostitution” in Seattle and other cities in the region.®

The Urban Institute’s findings are consistent with a 2013 study by the Office of Sex Trafficking
Intervention Research at the Arizona State University School of Social Work, which attempted tc
estimate the population of “active customers of online sex ads™ in 135 cities in the United States.
This study estimated that, on average, 5% of all males over the age of 18 living in large
American cities were involved in searching and responding to online sex ads.” Similarly, a 2013
report by the Institute of Medicine found that “the Internet and other digital networked

*Id. at 13-16.

* Id. a1 35; see also www.polarisproject.org

‘ See, e.g., Washington CSEC Committee Report, 2014, at 3-4; Martha Irvine, “Backpage ad site: Aider of
traffickers, or way to stop them?” Associated Press, August 16, 2015.

* Meredith Dank et al., “Estimating the Size and Structure of the Underground Commercial Sex Economy in Eight
Major U.S. Cities,” The Urban Institute, March 2014,

®ld. at114.

" Dominique Roe-Sepowitz ef al., “Invisible Offenders: A Study Estimating Online Sex Customers,” Arizona State
University School of Social Work, Office of Sex Trafficking Intervention Research, August 2013.
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techniques are being used to facilitate the commercial sexual exploitation and sex trafficking of
minors in the United States,” through “recruiting, grooming, and advertising victims[.]**

In Seattle, the King County Prosecuting Attorney’s Office and several police departments have
been working to combat the online commercial sexual exploitation of children. Their work
indicates that large numbers of local individuals are would-be customers of online sexual
services, including unfortunately high numbers interested in purchasing sex with children.’

Although there is unquestionably a problem with the commercial sexual exploitation of children,
including via the Internet, there remains a great deal of uncertainty about the exact scope of that
problem. Certain statistics that used to be widely cited in assessing that scope now have been
criticized as inaccurate.'® Washington’s best information comes from a local 2008 study
estimating that, as of eight years ago, 300-500 youth annually were involved in prostitution in
the Seattle/King County area.'' We do not believe that the problem has come close to being
solved during that time, as the Internet-based demand for the sexual exploitation of children
appears to have increased. There is widespread consensus that more information and research
are needed in order to accurately understand the total incidence of sex trafficking of minors in
Washington and the United States, the ways in which that trafficking interacts with the
burgeoning demand on the Internet, and the optimal strategies for combating it.'?

The Role of Backpage.com in the Advertising of Trafficked Minors and Washington’s
Related Litigation

Although there are many websites that host “escort”/prostitution advertising, Backpage.com
appears to play an especially significant role in the sector. According to various media reports,
Backpage.com became a market leader for “adult services”-type advertisements in the wake of
Craigslist’s 2009 decision to end its adult services advertising. A significant portion of
Craigslist’s advertising, then estimated to generate tens of millions of dollars a year, is believed
to have migrated from Craigslist to Backpage.com.'> Backpage.com also seems to consistently
appear as one of the top results when Internet search engines are used to find “adult services”-
type advertisements.

¢ Institute of Medicine and National Research Council of the National Academies, “Confronting Commercial Sexual
Exploitation and Sex Trafficking of Minors in the United States,” 2013, at 106-07.

? Sara Jean Green, “County’s ‘Buyer Beware’ program aims to reduce demand for prostitution,” Seattle Times,
October 15, 2014; Washington CSEC Committee Report, 2014, at 26.

1% See, e.g., Glenn Kessler, “Fact Checker,” “The bogus claim that 300,000 U.S. children are ‘at risk’ of sexual
exploitation,” The Washington Post, May 28, 2015; Washington CSEC Committee Report, 2014, at 24 (noting
issues with the “300,000” statistic).

' Washington CSEC Committee Report, 2014, at 25,

2 Id. at 23-29.

13 See, e.g., David Carr, “Fighting Over Online Sex Ads,” The New York Times, October 30, 2011.
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Washington’s efforts to combat Internet-facilitated human trafficking have led it to be involved
in litigation with Backpage.com. In 2012, Washington’s Legislature passed a law that aimed to
criminally punish “any person™ who, using the Internet, “knowingly publishes, dissem inates, or
displays, or causes directly or indirectly, to be published, disseminated, or displayed, any
advertisement for a commercial sex act, which is to take place in the state of Washington and
that includes the depiction of a minor.” " Backpage.com led a challenge to this law before it
could be implemented. While the Attorney General’s Office attempted to defend the law, the
law’s enforcement was enjoined by the U.S. District Court in Seattle on grounds including that it
was likely preempted by the Communications Decency Act as well as unconstitutionally vague
under the First Amendment.'®

Shortly after that federal court decision, three individual minors filed a lawsuit against
Backpage.com in Pierce County Superior Court in Tacoma, Washington. The plaintiffs alleged
that they had been subjected to sex trafficking by a trafficker who advertised them for sale on
Backpage.com. Backpage.com, they said, facilitated their exploitation through several means,
including by “materially contributing™ to the content that was posted on the website and used to
exploit them.'® Backpage.com moved to dismiss their action, but that motion was denied.
Backpage.com sought appellate review. Our Attorney General’s Office filed an amicus brief in
support of the plaintiffs’ lawsuit.!” In September of 2015, the Washington Supreme Court ruled
in favor of the plaintiffs, holding that they had alleged facts that, if proven, could prevaii against
Backpage.com’s claim of immunity.'®* Washington is aware that other states, including
Massachusetts and Illinois, also have been involved in litigation with Backpage.com relating to
the use of the site to advertise commercially sexually exploited minors. 19

We note that as Backpage.com has engaged in this litigation—opposing regulatory and legal
efforts to combat the trafficking of children that might impact its business model and market
share—Backpage.com has repeatedly argued that the community at large will be best protected i
Backpage’s “adult services” section remains open for business but cooperates with law
enforcement to fight the sex trafficking of minors. In 2015, the Associated Press reported that an
attorney for Backpage.com described the site as “one of the most valuable tools there is on the
Internet” to fight sex trafficking, citing a “four-step monitoring process” screening ads for

* State of Washington, “Commercial Sex Abuse of a Minor-Advertising,” Chapter 138, Laws of 2012 {(Engrossed
Substitute Senate Bill 6251).

'* Backpage.com, L.L.C., et al. v. McKenna, et af., No. CV12-0954-RSM, U.S. District Court, W.D. Wash., Dkt #69
(July 27, 2012 Order Granting Plaintiffs” Motions for Preliminary Injunction). The Attorney General’s Office
concluded that it would be futile to further litigate the viability of the statute under the current state of the law. See
Washington CSEC Committee Report, 2014, at 26-27.

' 1.8 etal. v, Village Voice Media Holdings, L.L.C., d/b/a Backpage.com, No. 12-2-11362-4, Pierce County
Superior Court {First Amended Complaint, filed September 5, 2012).

7 Village Voice Media Holdings, L.L.C., d/b/a Backpage.com v. J.S. et al., No. 90510-0, Supreme Court of
Washington (Amicus Brief of the State of Washington in Support of Respondents, filed September 5, 2014).

®id., September 3, 2015 Order of the Court (remanding case for further proceedings).

" See, e.g., Jane Doe No. I et al v. Backpage.com, L.L.C,, No. 14-13870-RGS, U.S. District Court, D. Mass, Dkt
#53 (May 25, 2015 Memorandum and Order on Defendants’ Motion to Dismiss)
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trafficking.”® In 2012, in response to the filing of the Pierce County lawsuit, an attorney for
Backpage.com stated that “the commercial sex exploitation of children is an extremely complex
problem on the streets and online, and it must be fought intelligently... Backpage.com is at the
forefront of fighting it intelligently online with a triple-tier prevention system and an
unparatleled law enforcement support system.”?! Another Backpage.com statement asserted that
“Backpage... does not want to make a single penny off this abhorrent activity [of human
trafficking]. In fact, it is investing substantial money, time and personnel in monitoring the site,
cooperating with iaw enforcement, and collaborating with anti-trafficking and child protection
groups to find effective, workable solutions.”?

While these commitments sound positive, the Attorney General’s Office does not understand
precisely what Backpage.com is doing to fight trafficking on its site or how “successful” its
efforts are. It is not clear to us exactly what techniques Backpage.com purports to be using to
combat the posting on its site of ads for persons who are actually trafficked children; how
effective its techniques are; how effective Backpage.com is attempting to make its techniques (in
other words, what its internal compliance goals are); and exactly what resources Backpage.com
is willing to expend to meet those internal compliance goals.

If Backpage.com’s techniques truly are “one of the most valuable tools... on the Internet” for
stopping trafficking, they may have immediate applicability in other contexts to help prevent
children from being trafficked. And in light of the significant presence of Backpage.com in
“adult services” markets throughout the United States, any statistics compiled by Backpage.com
concerning the incidence of human trafficking on its site could inform and assist a wide variety
of anti-trafficking efforts.

Conclusion

It appears that Backpage.com intends to try to maintain its position as one of the preeminent
online sites for advertising “adult services,” litigating vigorously to protect that position while
arguing that its own monitoring systems and contacts with law enforcement are the best way to
prevent the commercial sexual exploitation of children. Nevertheless, despite these efforts,
children who are the victims of sex trafficking continue to be advertised on Backpage.com.
Given that fact, the State of Washington would be interested to understand Backpage.com’s
methods and strategies and what Backpage.com’s own statistics reveal about its systems’
effectiveness. For all of these reasons, the Washington Attorney General’s Office hopes that
Backpage.com will deliver a full and helpful response to the Subcommittee’s subpoena.

 Martha Irvine, “Backpage ad site: Aider of traffickers, or way to stop them?” Associated Press, August 16, 2015.
Mg Washington teenagers sue Backpage.com,” Associated Press, July 29, 2012,
* Statement of L. McDougall, General Counsel to Village Voice Media Holdings (undated)
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I. EXECUTIVE SUMMARY

Backpage.com and its Chief Executive Officer, Carl Ferrer, have failed to
comply with a lawful subpoena issued by the Permanent Subcommittee on
Investigations. This report recommends enforcement of that subpoena.

The Subcommittee is investigating the problem of human trafficking on the
Internet — selling the sexual services of minors or coerced adults online. As part of
that investigation, the Subcommittee has conducted interviews with a large number of
interested parties who have cooperated with our investigation, including some websites
used for commercial sex advertising. The most important player in this market is
Backpage.com. Public records reveal hundreds of reported cases of underage sex
trafficking connected to Backpage. As a federal court recently observed, Backpage’s
“adult section is the leading forum for unlawful sexual commerce on the internet * * * *
including the prostitution of minors.”

Backpage claims to be a market-leader in combatting human trafficking online.
The company touts its “moderation” practices — the process of reviewing
advertisements to screen them for evidence of violations of its terms of use and possible
illegality. Its general counsel and chief spokeswoman, Elizabeth McDougall, has
written that the widespread adoption of similar practices are the “key to disrupting and
eventually ending human trafficking via the World Wide Web.”? To better understand
these procedures, their efficacy, and their costs, the Subcommittee served a subpoena
on Backpage requiring the production of documents concerning Backpage’s moderation
and ad-review procedures, basic financial information, and other topics.

Backpage refuses to comply with the subpoena. It claims that the First
Amendment’s protection for free speech entitles it to ignore the Subcommittee’s
compulsory process on the ground that it is a publisher of commercial advertising. That
is wrong. The First Amendment does, in rare circumstances, forbid the government
from using subpoenas as a tool for deterring or investigating disfavored speech. The
Supreme Court has, for example, invalidated subpoenas designed to discover the
identity of NAACP members or those with Communist sympathies.? The
Subcommittee’s subpoena, by contrast, raises no similar concerns. It is expressly
designed to shield Backpage’s users by instructing the company to redact any
personally identifying information of those who post advertisements on the site. And
the Supreme Court has made clear that a business is not immune from legitimate
investigations into unlawful activity on its property — here, sex trafficking — just

t Backpage.com, LLC v. Dart, 2015 WL 5174008, at *2 (N.D. Iil. Sept. 2, 2015). This case is currently
pending on appeal in the U.S. Court of Appeals for the Seventh Circuit.

2 Liz McDougall, Backpage.com is an Ally in the Fight Against Human Trafficking, Seattle Times
(May 6, 2012), available af http://www.seattletimes.com/opinion/backpagecom-is-an-ally-in-the-fight-
against-human-trafficking/.

3 E.g. NAACP v. Alabama, 357 U.S. 449, 451 (1958); Watkins v. United States, 354 U.S, 178, 184-85
(1957).
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because it is also engaged in protected speech.* In any event, even when a subpoena
does touch on First Amendment interests, it is valid if it seeks information closely
related to an important investigatory purpose; here, the Subcommittee’s objective is to
develop the robust factual record necessary to inform potential legislation concerning
human trafficking, without threatening Internet freedom. The Subcommittee’s
subpoena serves that interest through targeted document requests designed to capture
the most important information about Backpage’s business practices. Under those
circumstances, Backpage has no privilege to refuse to cooperate with the
Subcommittee’s subpoena.

Undeterred by Backpage’s noncompliance with its process, the Subcommittee
has pursued its fact-finding through other means. In this report, we detail our
preliminary findings. In our view, they only underscore the importance of the
issues the Subcommittee is probing and the need for enforcement of the subpoena.

First, we find substantial evidence that Backpage edits the content of some
ads, including by deleting words and images, before publication. The record
indicates that in some cases, these deletions likely served to remove evidence of the
illegality of the underlying transaction. Specifically, as part of its moderation
process, it appears that Backpage will delete particular words or images from an
advertisement before posting it to the web, if those words or images violate its
terms of service. Ms. McDougall told the Subcommittee of this practice in a staff
interview, but the company has so far refused to provide additional documents
about it. The Subcommittee attempted to take the testimony of two Backpage
employees in charge of its moderation practices, but they refused to testify on the
grounds that it might incriminate them. The Subcommittee, however, obtained
evidence demonstrating that, from 2010 to 2012, when Backpage outsourced its
moderation work to India, it did delete certain images, words, or phrases from
“adult” advertisements. The Subcommittee’s subpoena seeks to understand
whether Backpage’s current practices have the purpose or effect of removing images
or text that could alert law enforcement to the nature and extent of the transaction
being offered. Backpage refuses to produce that information.

Second, the Subcommittee has additional concerns about the steps Backpage
takes to ensure that it can be helpful when called upon to cooperate with law
enforcement investigations of potential human trafficking. Backpage, for example,
does not retain the “metadata” associated with images posted to its site, which
would be helpful to law enforcement in identifying victims of human trafficking. In
addition, the record is unclear about what steps Backpage takes to “hash” images —
i.e., to assign them a unique identifier. Backpage claims that it does hash images,

4 See Arcara v. Cloud Books, Inc., 478 U.S. 697, 707 (1986) (holding that statute regulating
establishments hosting prostitution did not trigger First Amendment concerns merely because books
were also sold on the premises).
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but at least one credible report disputes that.® The Subcommittee therefore
requested documents related to Backpage’s data retention and hashing practices,
but Backpage has not produced them.

Third, the Subcommittee has attempted to learn more about Backpage’s
corporate structure and finances. Earlier this year, Backpage’s corporate group was
assessed by an independent appraiser at a fair market value of between $618.4
million and $625.8 million. More striking, the company’s EBITDA margin (a
common measurement of a company’s operating profitability) was a staggering
82.4% in 2014. If true, that suggests Backpage has the resources for additional
action against human trafficking on its website, but perhaps lacks the financial
incentives to reject an increased number of ads, thereby reducing its revenue from
advertisements.

Finally, the Subcommittee has learned that, at least in one case, Backpage
customers were able to evade limits placed on its access to credit card networks by a
major financial institution. That institution attempted to block its card holders
from completing transactions with Backpage.com, out of concern that the site was
potentially facilitating human trafficking. Despite this block, Backpage modified it
merchant code, allowing cardholders to continue completing transactions.
Importantly, merchants may change their merchant code, and financial institutions
cannot prevent them from doing so.

* %k Kk

In short, the Subcommittee’s investigation to date demonstrates the
substantial value of further information about Backpage’s business practices, which
would inform thoughtful policymaking in this area. The investigation has been
conducted with scrupulous regard for First Amendment rights. The fact that
Backpage is a publisher of commercial advertisements protected by the First
Amendment does not entitle it to refuse to produce documents about its response to
what it admits is criminal activity on its website.

It is the recommendation of the Subcommittee staff that the October 1, 2015,
subpoena to Mr. Ferrer and Backpage.com should be enforced. The purpose of this
report, and its accompanying findings, is to explain the need for such enforcement
and the value of the information sought by the Subcommittee. For that reason, the
report is necessarily focused on Backpage, but that should not be mistaken for an
indication that the Subcommittee’s broader investigation is similarly limited. To
the contrary, the Subcommittee is conducting a wider inquiry into the problem of
sex trafficking on the Internet, by gathering information from a range of relevant

5 Testimony of Yiota G. Souras, Senior Vice President & General Counsel, National Center for
Missing & Exploited Children, before Permanent Subcommittee on Investigations, at 8 (Nov. 19,
2015).
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actors, including more than ten other online entities. The subject is of considerable
legislative interest to the Congress.

I1. BACKGROUND
A, Sex Trafficking on the Internet,

Human trafficking is a crime generating billions of dollars each year in illegal
proceeds, making it more profitable than any transnational crime except drug
trafficking.5 Under U.S. law, human trafficking includes, among other things, the
unlawful practice of selling, soliciting, or advertising the sexual services of minors
or of adults who have been coerced into participating in commercial sex.” Precise
empirical data concerning this black-market trade are scarce. But, in 2013, social
scientists estimated that there were as many as 27 million victims of human
trafficking worldwide,8 including 4.5 million people trapped in sexual exploitation.®
In the United States, over eight in ten suspected incidents of human trafficking
involve sex trafficking.10

Too often, the victims of sex trafficking are minors. The Department of
Justice has reported that more than half of sex-trafficking victims are 17 years old
or younger.!! In the last five years, the National Center for Missing and Exploited
Children (NCMEC) reported an 846% increase in reports of suspected child sex
trafficking — an increase the organization has found to be “directly correlated to the
increased use of the Internet to sell children for sex.”12 Children who run away
from home are particularly vulnerable to this crime; “{ijn 2014, one in six

6 1J.S. Dep’t of Homeland Security, Blue Campaign: What is Human Trafficking? (Sept. 14, 2015),
http://www.dhs.gov/blue-campaign/what-human-trafficking.

7 See 18 U.S.C. § 1591(a); 27 U.S.C. § 7102(30).

8 U.S. Dep't of State, Trafficking in Persons Report 2013, at 7 (June 2013),
http://www.state.gov/documents/organization/210737.pdf.

9 Polaris Project, Sex Trafficking, http://www.polarisproject.org/sex-trafficking.

10 11.8. Dep’t of Justice, Bureau of Justice Statistics, Characteristics of Suspected Human Trafficking
Incidents, 2008-2010, at 1 (Apr. 2011), http://bjs.ojp.usdoj.gov/content/pub/pdf/cshti0810.pdf.

11 U.S. Dep't of Justice, Office of Juvenile Justice & Delinquency Prevention, Literature Review:
Commercial Sexual Explottation of Children/Sex Trafficking, at 3 (2014) (citing Bureau of Justice
Statistics data), http://www.ojjdp.gov/mpg/litreviews/CSECSexTrafficking.pdf.

12 Testimony of Yiota G. Souras, Senior Vice President & General Counsel, National Center for
Missing & Exploited Children, before Permanent Subcommittee on Investigations, at 2 (Nov. 19,
2015); Br. of National Center for Missing & Exploited Children, J.S. v. Village Voice Media Holdings,
LLC, No. 4492-02-11, at 3 (Wash. Sup. Ct. Sept. 15, 2014). Congress designated NCMEC to be the
“official national resource center and information clearinghouse for missing and exploited children.”
42 U.S.C. § 5773(0)(1)(B). Among its 22 statutorily authorized duties, NCMEC assists law
enforcement in identifying and locating victims of sex trafficking and operates a “cyber tipline,”
which collects reports of Internet-related child sexual exploitation, including suspected child sex

trafficking. Id. §§ 5773(m)(L(P)3), b}(DH(V).
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endangered runaways reported to NCMEC was likely a child sex trafficking
victim.”18

Online advertising has transformed the commercial sex trade and in the
process has contributed to the explosion of domestic sex trafficking.! Sex
trafficking previously took place “on the streets, at casinos and truck stops, and in
other physical locations”; now it appears that “most child sex trafficking currently
occurs online.”’5 Sex trafficking has thrived on the Internet in part because of the
high profitability and relatively low risk associated with advertising trafficking
victims’ services online in multiple locations.’6 With the help of online advertising,
traffickers can maximize profits, evade law enforcement detection, and maintain
control of victims by transporting them quickly within and between states.

B. Commerical Sex Advertising and Backpage.com.

Sex traffickers have made extensive use of websites that serve as
marketplaces for ordinary commercial sex and escort services. These sites may
facilitate the sex trade by providing an easily accessible forum that matches buyers
of sex with traffickers selling minors and adults.

One such site, Backpage.com, is similar in look and layout to the online
marketplace Craiglist.com, and contains links to advertisements in sections such as
“community,” “buy/sell/trade,” “jobs,” as well as “adult.” Advertisements in the
“adult” section typically consist of a headline, a photo or photos, video, and a brief

13 Testimony of Yiota G. Souras, Senior Vice President & General Counsel, National Center for
Missing & Exploited Children, before Permanent Subcommittee on Investigations, at 3 (Nov. 19,
2015).

14 Urban Institute, Estimating the Size and Structure of the Underground Commercial Sex Economy
in Eight Major US Cities, at 234 (March 2014) (“The overall sex market has expanded . . . and law
enforcement detection has been reduced.”), http://www.urban.org/uploadedpdf/413047-underground-
commercialsex-economy.pdf; id. at 237-38 (“The results presented here corroborate[previous]
findings that the use of the Internet is not necessarily displacing street-based sex work, but is likely
helping to expand the underground commercial sex market by providing a new venue to solicit sex
work.”).

15 Backpage.com, LLC v. Dart, No. 15-cv-6340, Doc. 88-4, at 3 (N.D. I1l. Oct. 6, 2015).

16 Urban Institute, supra n.14, at 218 (reporting on multiple studies concluding Internet-facilitated
commercial sex transactions are “not as easily detected by law enforcement”); U.S. Dep’t of Justice,
National Strategy for Child Exploitation Prevention and Interdiction: A Report to Congress, at 33
(Aug. 2010) (noting the increase in profitability of trafficking children with the aid of the Internet
and explaining how the movement of sex trafficking victims from city to city, with the help of online
advertisements, makes building criminal cases more difficult),
http:/fiwww.justice.govipsc/docs/natstrategyreport.pdf; Michael Latonero, Human Trafficking Online:
The Role of Social Networking Sites and Online Classifieds, at 13 (Sept. 2011) (quoting former
NCMEC president and CEO Ernie Allen as stating, “[o]nline classified ads make it possible to pimp
these kids to prospective customers with little risk™,
https://technologyandtrafficking.usc.edu/files/2011/09/HumanTrafficking_ FINAL.pdf.
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description of the services being offered. Backpage's classified listings are localized
by city or region; as of November 2015, Backpage had sites in 431 cities in the
United States and 444 other cities around the world.!”

Backpage is a market leader: In 2013, it reportedly net more than 80% of all
revenue from online commercial sex advertising in the United States.!®8 NCMEC
has reported that of the suspected child trafficking reports it receives from the
public, 71% involve Backpage.l9 According to the Massachusetts Attorney General,
“[t]he vast majority of prosecutions for sex trafficking now involve online
advertising, and most of those advertisements appear on Backpage.”20

Two federal courts have reached the same conclusion. Just two months ago,
a federal court in Chicago found that Backpage's “adult section is the leading forum
for unlawful sexual commerce on the Internet” and that “the majority of the
advertisements there are for sex.”?! The court found that Backpage’s “adult services
section overwhelmingly contains advertisements for prostitution, including the
prostitution of minors,” and that, notwithstanding Backpage's review and editing
procedures, “many of the advertisements * * * clearly solicit payments for sex.”??
These observations echo the 2012 findings of a federal court in Seattle, which
concluded that “[m]any child prostitutes are advertised through online escort
advertisements displayed on Backpage.com and similar websites.”2

17 Backpage's predecessor company was an alternative news weekly, The New Times, founded in
1970 in Phoenix by James Larkin and Michael Lacey. In 2005, New Times Media acquired The
Villnge Voice, based in New York, and the new entity, still owned by Mr. Larkin and Mr. Lacey,
renamed itself Village Voice Media. Richard Siklos, The Village Voice, Pushing 50, Prepares to Be
Sold to a Chain of Weeklies, The New York Times (Oct. 24, 2005), available at
http://www.nytimes.com/2005/10/24/business/the-village-voice-pushing-50-prepares-to-be-sold-to-a-
chain-of-weeklies.html?_r=0. In response to public pressure regarding its adult advertisements and
the alleged connection to sex trafficking, Village Voice Media is reported to have spun off its media
holdings into Voice Media Group. In the wake of that spinoff, Village Voice Media, and its owners
Mr. Larkin and Mr. Lacey, retained ownership of Backpage. Mallory Russell, Village Voice
Management Buyout Leaves Backpage.com Behind, Advertising Age (Sept. 24, 2012), available at
http://adage.com/article/media/village-voice-management-buyout-leaves-backpage/237371/.

18 Advanced Interactive Media Group, Prostitution-ad revenue up 9.8 percent from year ago (Mar. 22,
2013), http://aimgroup.com/2012/03/22/prostitution-ad-revenue-up-9-8-percent-from-year-ago/.

19 Testimony of Yiota G. Souras, Senior Vice President & General Counsel, National Center for
Missing & Exploited Children, before Permanent Subcommittee on Investigations, at 3 (Nov. 19,
2015). This 71% figure does not include reports to the cyber tipline made by Backpage itself.

20 Br. of Commonwealth of Massachusetts, Doe ex rel. Roe v. Backpage.com, LLC et al., No. 14-13870,
Dkt. No. 30, at 7 (D. Mass. Feb. 20, 2015) (“In Massachusetts, seventy-five percent of the cases that
the Attorney General has prosecuted under our state human trafficking law, plus a number of
additional investigations, involve advertising on Backpage.”).

21 Dart, 20156 WL 5174008, at *2.
2]d.
28 Backpage.com, LLC v. McKenna, 881 F. Supp. 2d 1262, 1267 (W.D, Wash. 2012).
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Both courts also examined data from the jurisdictions involved in the cases —
Cook County, Illinois and Seattle, Washington — and found that a substantial
number of sex trafficking cases in those jurisdictions had links to Backpage. The
Chicago court observed that Cook County had conducted over 800 sting operations
responding to Backpage advertisements between 2009 and 2015 and that officers
“made arrests for prostitution, child trafficking, or a related crime 100% of the
time.”?4 Similarly, the Seattle court reported that, between 2010 and 2012, the
Seattle Police Department recovered at least 22 children advertised online for
commercial sex.25

The National Association of Attorneys General has sounded similar alarms
concerning Backpage’s facilitation of sex trafficking. On August 31, 2011, 45 state
attorneys general sent a letter in which they described Backpage as a “hub” of
“human trafficking, especially the trafficking of minors.” Pointing to more than 50
cases over the previous three years involving individuals trafficking or attempting
to traffic minors on Backpage, the attorneys general argued that Backpage’s
screening efforts were “ineffective.” They requested documents from Backpage
concerning the company’s public claims that it screens and removes advertisements
linked to sex trafficking. Backpage provided no substantive response to that
request.?6

C. Crimes Associated with Backpage.

Open-source research gives credence to these widely held concerns about the
proliferation of sex trafficking using Backpage. Shared Hope International, a
leading non-profit combatting sex trafficking, has documented more than 400 cases
in 47 states of children being sex trafficked through Backpage.com through media
reports.2” In addition, the Subcommittee’s own open-source research found more
than 40 murders linked to Backpage — in some instances as a result of a
commercial sex transaction turned violent.28

The details of many reported cases linked to Backpage are deeply disturbing.
In one Pennsylvania case, for example, the defendant forced a minor “to have sex
with approximately 15 different men in one encounter where she was threatened
with a handgun.”® In a Florida case, a trafficker “drugged and threatened to kill a

24 Dart, 2015 WL 5174008, at *2.
25 McKenna, 881 F., Supp. 2d at 1267.

% Letter from the Nat’l Ass'n of Attorneys General to Samuel Fifer, Esq., Counsel for Backpage.com
LLC (Aug. 31, 2011), http://www.ct.gov/ag/lib/ag/press_releases/2011/083111backpageletter.pdf.

27 Research on file with the Subcommittee.
28 Research on file with the Subcommittee.

28 Tim Logue, Chester Man Gets Life In Jail For Sex Trafficking, Delaware County Times (Dec. 19,
2014), available at http://www.delcotimes.com/general-news/20141219/chester-man-gets-life-in-jail-
for-sex-trafficking.
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14-year old” girl so that he “could sell her sexual services online.” In a California
case, a trafficker forced two women to work as his prostitutes through “regular
beatings and threats.”3! These are but a few examples among countless cases.32

D. Public Scrutiny and Victim Lawsuits.

1. Actions by the Financial Payments Industry.

In 2015, all three major credit card companies in the United States stopped
doing business with Backpage. First, in April 2015, American Express announced
that it would no longer process payments to Backpage.® MasterCard and Visa
followed suit later in the year. In announcing its decision, MasterCard stated that
it “has rules that prohibit our cards from being used for illegal or brand-damaging
activities. When the activity is confirmed, we work with the merchant’s bank to
resolve the situation.”3* Similarly, Visa noted that company “rules prohibit our

30 Susan Jacobson, Cops: Man Forced 14-Year Old Runaway Into Prostitution, The Orlando Sentinel
(Sept. 18, 2012), available at http://articles.orlandosentinel.com/2012-09-18/news/os-sex-trafficking-
arrest-20120914_1_prostitution-international-drive-investigators.

31 Brandon Macz, Auburn Man Indicted On Sex Trafficking Charges: BPD Investigation Alleges
Victims Forced Into Prostitution Through Violence, Threats, The Bellevue Reporter (July 31, 2014)
(explaining that the defendant “forced two women to work as prostitutes through regular beatings
and threats, keeping all of their earnings. These services were posted on online ad sites like
Backpage.com.”), available at http://www.bellevuereporter.com/news/269457301. html.

32 See, e.g., Press Release, U.S. Attorney’s Office, Eastern District of Virginia, Nevada Man Pleads
Guilty to Sex Trafficking a 15-year old Girl (Jan. 8, 2015) (“Haskins encountered two juveniles at a
hotel around Sacramento, California. One was 15 years old and the other was 17 years old. Both
were runaways from foster care. Haskins provided marijuana and eventually recruited them to
prostitute for him. Once he recruited them, Haskins performed sex acts with the victims.”),
http://www.justice.gov/usao-edva/pr/press-release-53; Press Release, U.S. Immigration and Customs
Enforcement, Atlanta Man, Accomplice Sentenced For Sex Trafficking Minor In Georgia, (Sept. 29,
2014) (“These defendants exploited a 17-year-old girl from West Africa who desperately needed a
place to live,” said United States Attorney Sally Quillian Yates.”),
https://www.ice.gov/news/releases/atlanta-man-accomplice-sentenced-sex-trafficking-minor-georgia;
Jon Vanderlaan, Couple Charged With Transportation Of A Minor To Engage In Sexual Activity,
The Odessa American Online (April 24, 2013) (“There was evidence of sexual intercourse and bruises
on the 16-year-old girl’s arms and legs consistent with sexual intercourse, according to the
complaint.”), available at avatlable at
http://'www.oaoa.com/news/crime_justice/courts/article_28ce8972-ad30-11e2-997b-
001a4bcf6878.html.

33 Hold the Backpage, The Economist (July 18, 2015), available at
http://swww.economist.com/news/united-states/21657872-sheriff-takes-biggest-marketplace-
prostitution-hold-backpage. After the actions by credit card networks to terminate services for
Backpage, users could only purchase advertisements using virtual currencies such as Bitcoin, or by
using “credits” purchased with checks, cash, or money orders.

3 MasterCard, Visa Stop Escort Ad Payments, Chicago Sun-Times (July 1, 2015), available at
http://chicago.suntimes.com/mary-mitchell/7/71/737561/tom-dart-backpage-mastercard-visa.
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network from being used for illegal activity.”3 (Backpage claims that MasterCard
and Visa stopped doing business with Backpage because they were threatened by
Sheriff Thomas J. Dart of Cook County, Illinois;3 both Visa and MasterCard have
said that they took action voluntarily.3? The Subcommittee has no position on this
dispute.)

2, Victims’ Lawsuits Against Backpage.

Backpage has also faced a number of civil lawsuits brought by trafficking
victims. In September 2010, Backpage faced its first civil lawsuit, brought in the
Eastern District of Missouri by a minor who was sold for sex and advertised on
Backpage by her trafficker.38 She alleged that Backpage “had a strong suspicion”
that the crimes of facilitating prostitution, exploitation of children, and child
pornography were being committed on its site “yet was so indifferent that it failed to
investigate for fear of what it would learn.”®® She further alleged that Backpage
“had a desire that [the] posters would accomplish their nefarious illegal prostitution
activities so that the posters would return to the website and pay for more
posting.”® The plaintiff sought a civil remedy pursuant to 18 U.S.C. § 2255, which
creates a private right of action for child victims of sexual exploitation. Backpage
persuaded the district court to dismiss the case on the ground that it was entitled to
immunity under Section 230 of Communications Decency Act (CDA), which shields
web publishers from civil liability for content to which they do not materially
contribute.4!

Backpage also faces an ongoing civil suit by minor sex trafficking victims in
Massachusetts.4?2 Unlike the plaintiff in the Missouri case, the Massachusetts
plaintiffs allege that Backpage's platform, categories, and filters actually “assist[ed]

3 Id.

36 See Complaint, Backpage.com, LLC v. Dart, No. 15-¢v-06340, Dkt. No. 1, 1§ 37-40 (N.D. Til. July
21, 2015).

37 See Declaration of Martin Elliott, Senior Director of Visa U.8.A., Inc., Backpage.com, LLC v. Dart,
No. 15-¢v-06340, Dkt. No, 47-19, 1 4 (N.D. I1l. Aug. 14, 2015) (“At no point did Visa perceive Sheriff
Dart to be threatening Visa with prosecution or any other official state action, nor did Visa base is
decision on any such threat.”); Br. of Sheriff Thomas J. Dart, Backpage.com, LLC v. Dart, No. 15-
3047, Dkt No. 28, at 24 (7th Cir. Oct. 26, 2015) (“Sheriff Dart offered internal communications from
MasterCard to establish that prior to receiving Sheriff Dart’s letter, MasterCard had taken steps to
terminate services with Backapge due to the illegal or brand damaging activity present in the adult
section of Backpage.com.”).

3 Complaint, M.A. ex rel. P.K. v. Village Voice Media Holdings, LLC., No. 10-cv-01740, Dkt. No. 1,

4 9 (E.D. Mo. Sept. 16, 2010).

¥ Id, at 12,

e 1d.

1 MA. exrel. P.K. v. Village Voice Media Holdings, 809 F.Supp.2d 1041, 1052, 1058 (E.D. Mo. 2011).

42 Doe ex rel. Roe v, Backpage.com, LLC, 2015 WL 2340771 (D. Mass. Oct. 16 2014).
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in the crafting, placement, and promotion of illegal advertisements offering
plaintiffs for sale.”3 But again, Backpage prevailed. The district court held that
Backpage.com was immune from civil liability under the CDA 44

The Supreme Court of Washington State, however, has reached a contrary
conclusion. That court held, in a suit brought by underage sex trafficking victims,
that Backpage would not be immune from suit if, as the plaintiffs alleged, Backpage
“helped develop the content of [the offending] advertisements.”#5 The Washington
plaintiffs allege that Backpage helped with ad-content creation through its posting
rules, screening process, and content requirements.* The court held these
allegations warrant additional factual development, explaining that “[i]t is
important to ascertain whether in fact Backpage designed its posting rules to
induce sex trafficking to determine whether Backpage is subject to suit under the
CDA because ‘a website helps to develop unlawful content, and thus falls within the
exception to [CDA immunity], if it contributes materially to the alleged illegality of
the conduct.”? The Washington case is now entering civil discovery.

III. INVESTIGATION TO DATE AND INTERIM FINDINGS

The Subcommittee began its inquiry into online sex trafficking in April 2015.
As part of that investigation, the Subcommittee has conducted interviews and
briefings with many relevant parties, including victims’ rights groups, nonprofit
organizations, technology companies, financial institutions, academic researchers,
federal, state, and local law enforcement officials, and several other advertising
websites similar to Backpage. The Subcommittee’s investigation is designed to
serve Congress’s interest in well-informed legislation to combat sex trafficking via
the Internet, including the sale of minors for sexual services through online
marketplaces.

Our inquiry eventually turned to Backpage, the market leader in online
commercial sex advertising due in part to Backpage’s linkage to an alarming
number of sex trafficking cases.#8 According to Shared Hope International,
“[s]ervice providers working with child sex trafficking victims have reported that
between 80% and 100% of their clients have been bought and sold on

43 Amended Complaint, Doe ex rel. Roe v. Backpage.com, LLC, No. 14-¢v-13870, Dkt. No. 9, 4 (D.
Mass. Nov. 6, 2014).

44 See Doe ex rel. Roe, 2015 WL 2340771, at *7-*11.

4 J.S. v. Village Voice Media Holdings, 2015 WL 5164599, at *2 (Wash. Sup. Ct. Sept. 3, 2015).
1 Id,

47 1d. at *3.

48 See supra Part 1.C.
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Backpage.com.”? The Subcommittee approached Backpage to better understand its
role in the industry and its efforts to combat trafficking throughout its moderation
and screening procedures.

Backpage maintains that it is a “critical ally” in the fight against human
trafficking.®® The Subcommittee’s investigation to date, however, raises significant
questions about that claim. First, the Subcommittee has attempted to examine the
details of Backpage’s advertisement-review practices. Among the most significant
unanswered questions is the extent to which Backpage moderators edit the text of
advertisements before they are posted. Such editing bears on the effectiveness of
Backpage’s purported efforts to combat illegal activity on its site. It also raises
questions about whether Backpage’s moderation activities may have the effect of
concealing the underlying illegality of some transactions being advertised. Second,
we have attempted to learn more about how Backpage’s practices enable it to
cooperate with law enforcement agencies in its efforts to identify trafficking victims
sold on the Internet. Third, we have examined Backpage’s financial and corporate
structure in order to better evaluate the company’s resources and incentives (or
disincentives) to police human trafficking on its site. The Subcommittee’s
investigation has revealed that the company has a number of websites in the escort
advertising market besides Backpage.com, and possesses substantially greater
assets than previously known. Fourth, we have found evidence that Backpage has
taken steps to evade limitations on its access to credit card payments.

It is important to note that the Subcommittee’s interests in Backpage’s
editing of online advertisements, data retention practices, and financial information
are described here in connection with a recommendation to enforce the subpoena at
issue. Those interests, however, apply more broadly; indeed, similar fact-finding
interests have guided and continue to guide the Subcommittee’s investigation of
other entities.

A. Backpage’s Efforts to Screen and Edit Commercial Sex
Advertisements.

Backpage’s putative efforts to combat illegal activity on its website center on
its so-called “moderation” practices. Moderation is Backpage’s term of art for
screening and reviewing advertisements for violations of its internal policies and
illegal activity, including human trafficking. The Subcommittee has learned that
moderation also entails editing and deleting content within advertisements.

48 Shared Hope International, White Paper: Online Facilitation of Domestic Minor Sex Trafficking, at
1 (Aug. 2014), http://sharedhope.org/wp-content/uploads/2014/09/Online-Faciliator-White-Paper-
August-2014.pdf.

50 McDougall, supra n.2.
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Backpage has publicly touted these procedures as robust and effective. The
company’s general counsel, Elizabeth McDougall, has testified that “Backpage leads
the industry in” its moderation methods,5! which the company says are an effective
way to exclude illegal activity from its site.5* Ms. McDougall has also said that
“{w]e monitor these ads and do everything we can to help law enforcement trace
traffickers,”s3 The company has gone so far as to describe its moderation practices
as the key countermeasure against human trafficking. In an op-ed for the Seattle
Times, Ms. McDougall asserted the company’s view that the “key to disrupting and
eventually ending human trafficking via the World Wide Web is . . . an online-
service-provider community — of businesses including Backpage — that
aggressively monitors for and traces potential trafficking cases, and promptly
reports to and cooperates with law enforcement.”34

As part of its broader investigation, the Subcommittee has attempted to
assess these claims — to learn what procedures Backpage uses to combat human
trafficking, whether they are effective, and how they might be improved. In
particular, the Subcommittee has sought to understand the extent to which
Backpage edits and strips out certain content before publishing — including content
that could potentially help distinguish legitimate ads from potential sex trafficking
transactions. Backpage has repeatedly refused to provide documents to the
Subcommittee concerning these important issues.

1. The Subcommittee’s Interest in Backpage’s Moderation
Practices.

It is useful to begin with how users create advertisements on Backpage.com.
To post an ad, a user clicks a “post ad” button located on the homepage and then
selects the appropriate category for the ad, such as automotive, community, jobs,
local places, real estate for sale, rentals, services, and adult entertainment. Posting
an advertisement is free — except in the adult entertainment section. The adult
section has several subcategories, shown below.

5 App. 33; see Committee on Women's Issues, City Council of New York, Tr. 91-92 (Apr. 25, 2012),
http://legistar.council.nyc.gov/LegislationDetail.aspx?ID=1078130&GUID=D1C2ZD58A-C5A2-48A1-
BB64-7TAF44AFDC030&0ptions=&Search.

52 McDougall, supra n.2.

53 Liz McDougall, Liz McDougall on Defending Classifted Ads for Erotic Services, Bloomberg
Business, (May 17, 2012), http:/www.bloomberg.com/bw/articles/2012-05-17/1iz-medougali-on-
defending-classified-ads-for-erotic-services.

54 McDougall, supra n.2.
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At this stage, the user enters the details of his ad into an online form —
including a title for the ad, a description of it, the advertiser’s age, his e-mail
address, and any photos or videos the advertiser wishes to post. Backpage does not
verify the user’s age. If the user records his or her age as less than 18, the ad will
be rejected with the message, “Oops! Sorry, the ad poster must be over 18 years of
age.” The user can then immediately enter a new age greater than 18 without
submitting any additional information and proceed with the submission. Users are
then offered a variety of upgrades including moving an ad to the top of the listings,
adding nearby cities to the posting, and highlighting the ad with thumbnails. Once
a user finalizes the ad and pays for any upgrades, the ad will enter Backpage’s
moderation process before it can be published.??

55 As of July 2015 the major credit card companies terminated services for Backpage, see Part 1.D.1,
and since that time Backpage has allowed users to post ads for free in the adult section. Payment
options still exist for upgrades giving ads better visibility and placement. Users may pay for these
upgrades using Bitcoin or by buying “credits” purchased with checks, cash, or money orders. See
Aamer Madhani, Backpage.com Thumbs Nose At Sheriff After Visa, MasterCard Cut Ties, USA
Today (July 9, 2015), available at http://www.usatoday.com/story/money/2015/07/09/backpage-free-
adult-services-ads-mastercard-visa/29931651/.
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The Subcommittee has limited information about Backpage’s moderation
procedures, and the company has publicly provided only a broad description:

Backpage already employs a triple-tiered policing system to prohibit
and report attempts at human exploitation. Backpage.com operates an
automated filter system to preclude ads with suspect words, phrases,
codes and data. On top of this filter, Backpage.com conducts two levels
of human, i.e., manual, review of all content submitted by users for the
adult and personal categories to identify suspect content. The first
level of review is conducted BEFORE content is allowed to be posted on
the website to prevent exposure to public view. Backpage.com also
performs post-publication manual review of adult and personal ads as
a triple check for possible exploitation or other illegal activity.5¢

Through our investigation, we have attempted to understand the details of
that process. But that attempt has raised more troubling questions than answers.
In particular, the Subcommittee has learned that Backpage does not merely screen
for and delete offending advertisements. Instead, the company edits and deletes
content in some advertisements before posting them.

In an interview with Subcommittee staff, Ms. McDougall explained that
every adult ad went through its moderation process. She further explained that, as
of June 2015, 120 of Backpage’s 180 employees were dedicated to filtering and
editing ads. Most of the employees work full-time out of Backpage offices in
Phoenix and Dallas, and they are divided into sections that review ads from various
geographic areas that Backpage serves.

56 App. 33.
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According to Ms. McDougall, moderators receive no formal training but
rather learn the job through a “hands-on” apprenticeship system. Initially, the new
trainees shadow an experienced moderator at work, and then the experienced
moderator monitors the new trainee for a period of time as a quality control
measure. Ms. McDougall stated that Backpage does not currently use a written
manual or guidance on how moderators should distinguish acceptable from
unacceptable content. Changes to moderation practices are communicated
informally to Backpage personnel. Ms. McDougall explained that supervisors call
meetings when necessary to discuss changes to moderating practices and
disseminate them by word of mouth.

Ms. McDougall told the Subcommittee that moderators have the ability
either to “fail” (that is, decline to publish) an offending ad or to revise the ad in
various ways. In particular, Ms. McDougall explained that moderators can edit or
delete words and images that violate Backpage’s standards and then publish the
revised ad. Ms. McDougall stated that Backpage keeps a record regarding edits
that moderators make to an ad. Ms. McDougall was unable to answer the
Subcommittee’s questions regarding exactly how and to what extent moderators
edit ads — whether by deleting or adding text.

The Subcommittee employed a number of investigative tools in an attempt to
gather more information about Backpage’s review, editing, and filtering process.
First, as explained in Part IV below, the Subcommittee issued a subpoena to
Backpage for the production of documents related to these issues, but Backpage has
refused to comply in a substantive way. Second, unable to secure responsive
documents, the Subcommittee attempted to advance its fact-finding by issuing
subpoenas for the depositions of two Backpage employees to discuss their job duties:
Andrew Padilla, the head of Backpage’s moderation department, and Backpage
Employee A,57 who is in charge of training moderators. Both Mr. Padilla and
Backpage Employee A retained individual counsel and, invoking their Fifth
Amendment privilege, declined to testify on the ground that it might tend to
incriminate them.

Finally, the Subcommittee sought information from third parties with
knowledge of Backpage’s business practices. In Part I1.A.2, we describe several
interim findings based on that investigation. Due to Backpage’s failure to
cooperate, however, the Subcommittee’s information is necessarily preliminary.

i We have chosen to redact the name of Backpage Employee A, who does not appear to be in
Backpage’s upper management.
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2. Backpage’s Outsourced Moderation Practices From 2010-
2012.

a. Backpage's Relationship with Company A.

Backpage has not always had an entirely in-house staff of moderators.
Instead, from October 2010 until September 2012, Backpage outsourced this work
to a California-based company, identified here as Company A to protect its identity,
that employed moderators based in India. Company A markets itself as a full-
service data services company specializing in the review of websites containing
user-uploaded content, such as photos, text, messages, and chats. Company A
moderates websites by removing inappropriate or offensive content from its clients’
websites, according to the guidelines established by each client. Person X, the
owner of Company A, explained that his company provides services at a significant
cost savings because the moderators performing the labor-intensive and repetitive
tasks associated with reviewing online content reside in India.’8 Backpage was
Company A’s first contract involving the review of online escort advertisements, and
since the termination of the contract in late 2012, Company A has had no client
similar to Backpage.

Backpage’s relationship with Company A expanded quickly. Initially,
Backpage requested a staffing level of six Company A moderators. By December
2010, that number had risen to 50 or 60 full-time moderators. At a rate
significantly lower than the U.S. minimum wage, Backpage paid Company A in the
mid five-figures per month from December 2010 through the termination of the
services in September 2012,59

During the course of their relationship, speedy processing of ads was
important to both Company A and to Backpage. In order to provide 24-hour
services, three sets of moderators — along with two or three supervisors — worked
staggered 8-hour shifts reviewing content posted on Backpage.com. The volume of
Backpage advertisements reviewed by Company A’s moderators varied, but in
September 2012, the daily volume of advertisements averaged over 14,000 — or
approximately 320 per moderator.50

Backpage provided Company A with logins that permitted employees to
access Backpage.com with administrative privileges from computers in India.
Company A’s moderators were then asked to review advertisements for compliance
with guidelines provided by Backpage. Each moderator viewed one ad at a time in
“queues.” The moderator had the ability to fail, approve, or edit the advertisement.

%8 Interview with Person X (Oct. 16, 2015).
59 Id,
0 Jd,
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Approving an ad would publish the ad on the website. Failing an ad would send the
ad to the “fail” queue for additional review, where U.S.-based Backpage moderators
would take a second look at the “failed” ad to make a final publication decision.6!

Over the course of its contract with Company A, Backpage issued specific
content guidelines and instructions to the moderators and continuously updated
those instructions. In turn, Company A used that guidance to train and evaluate its
staff and determine the types of content Backpage considered acceptable.2 Content
guidance from Backpage typically took one of three forms: First, Backpage provided
descriptions of images it would accept, decline, or edit, including specific examples.
Second, Backpage’s guidance included lists of words that should prompt moderators
to either fail or edit an ad. Finally, as described in more detail below, Backpage,
often through Mr. Padilla or Mr. Ferrer, would, in some instances, answer questions
from Company A’s moderators about failing, approving, or editing specific content
in specific ads.5?

Mr. Ferrer, Mr. Padilla, and Backpage Employee A were also in regular email
contact with Person X and his associate, Person Y, about the speed of the
moderation process. Backpage had the ability to monitor the number of
advertisements awaiting review in each queue, including whether certain
advertisements had exceeded a certain amount of time from posting to
approval.64 Automatic email alerts notified Backpage managers when
advertisements were waiting in the queue for longer than the target wait time. On
occasion, Mr. Padilla or Backpage Employee A emailed Person X or Person Y when
advertisements sat too long in the queue to urge them to process the ad.65 The
Process of Editing Advertisements Before Posting.

b. The Process of Editing Advertisements Before
Posting.

Records from Company A confirm Ms. McDougall's statement that Backpage
moderators edit certain questionable ads before publication rather than simply fail
the ad. E-mail correspondence reviewed by the Subcommittee reflects Backpage
executives’ concern that declining to publish advertisements could frustrate the
site’s customers and threaten its revenue.5¢ Accordingly, moderators were
instructed to not remove ads for certain violations; instead, as noted above,

61 App. 95.
52 App. 96.
63 App. 104.
64 App. 107.
8 App. 75.
86 App. 111.

17



73

Backpage policy held that “ads should be edited” before publishing.6” Company A’s
moderators working for Backpage clearly had the ability to edit an ad by deleting
particular words or images. It is less clear whether moderators were also able to
add text.

The editing process worked as follows: A moderator would use the reviewing
platform, shown below, to screen and edit an ad. Ifthe moderator wanted to edit
the text of the ad, he would click the “Edit this Ad (Backpage form)” link. The
moderator would then enter a reviewing platform through which he could delete
specific words or phrases identified by Backpage as problematic. If he needed to
delete specific photos submitted by a user, the moderator would click “Edit this ad
(object editor).” According to the managing moderator, moderators needed to
“unobtrusively” edit out problematic content while “maintain[ing] the essence of the
ad” — and, by extension, the essence of the transaction advertised.®®

Administrative Dats:
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Backpage managers, including Mr. Ferrer and Mr. Padilla, were intimately
involved in communicating the content policies Company A was to apply, and they
encouraged moderators to edit rather than fail ads with problematic language. For
example, guidelines in October 2010 flagged for scrutiny not only certain sexual
images, but also text that conveyved an offer of sex for money (“no pricing for services
less than an hour”).89 With respect to these particular changes in guidance, Mr.
Ferrer wrote, “Better to edit by removing bad text or removing bad language. We
will do this for a few weeks to give users a chance to adjust.”’® (The Subcommittee
has been unable to determine whether Mr. Ferrer’s expectation that users would
“adjust” reflects a view that Backpage policies could guide advertisers to write ads

67 App. 103.
68 App. 102.
59 App. 103.
70 App. 90,
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with fewer red flags for illegal conduct.) In one email, for example, Mr. Ferrer
communicated with Company A about how to deal with ads that offer services based
on time increments — e.g., 15 or 30 minutes — that are standard in the illegal sex
trade.”! Mr. Ferrer explained: “Removing bad pics and removing bad text like 15
min 1/2hour is critical. I think [the moderators] will be busy.”"2

Company A operated under instructions from Backpage concerning two
categories of problematic terms and phrases that appear in ads - those that should
prompt moderators to fail the entire ad, and those that should prompt moderators
to edit the ad before publication. Those terms and phrases were put in writing in
an excel document that Company A sent to Backpage in July 2012. The document
had two tabs.” The first tab, “Backpage Banned Code Words,” listed 120 terms
that, if present, should prompt the failure of an ad, either by operation of automatic
ad-filtering software or through manual failure of the ad by a moderator. The
second tab, “Editable Code Words,” was a list of additional problematic terms,
including phrases explicitly referring to sexual acts. The instructions required
moderators to delete those words from the text of an ad, but then publish the
revised ad.”™

The “banned term” list comprised 120 words that Backpage considered
“egregious violations” of its terms of use — including certain sexual acts and words
and phrases used by sex workers to refer to sexual acts. Padilla instructed
moderators to fail ads that attempted to get around the automatic filter by using
variations of those words. Included in that list were words including “schoolgirl,”
“teen,” “human trafficking,” and “yung” (a misspelling of “young”). Mr. Padilla
further stated that “for term violations not on this list, [the moderators] can
remove the term or phrase and update the ad.””

Two days later, however, Mr. Padilla issued “clarifications” regarding the
banned word list described above. He instructed that moderators should no longer
delete ads that “use ‘young’ or misspellings of ‘young.”’7¢ Those deletions were

71 See Meredith Dank, et al., Estimating the Size and Structure of the Underground Commercial Sex
Economy in Eight Major US Cities, Urban Institute, at 201 (Mar. 2014) (table listing prostitution
rates in the standard increments of 156 minutes, 30 minutes, and one hour),
http://www.urban.org/uploadedpdf/413047-underground-commercialsex-economy.pdf; see id. at 7
(online prostitution advertisements charge by time increment, as opposed to charges based on sex
act).

72 App. 92. Less than two years later, Backpage changed its guidelines to permit services for less
than an hour without providing any explanation.

3 App. 82.

74 These terms include words and phrases such as “I will take rough,” “rimming,” and “69.” In
addition, two phrases on the “Editable Code Words” list had additional instructions. If an ad using
“nail me” or “shag me” included a reference to “money,” the instruction was to fail the ad entirely.
75 App. 84 (emphasis in original).

76 App. 83.
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capturing too much volume, he explained, because “there are too many legitimate
uses of the word to warrant a removal every time.””” Instead of deleting
advertisements for services with “young,” Mr. Padilla instructed moderators to send
the ads to him for additional review.” Because Backpage has refused to produce
documents directly to the Subcommittee, however, details of that additional review
are not available. Yet, Backpage today contains innumerable advertisements for
sexual transactions with “girls” described as “young,” “babies,” “fresh,” and the
record of Backpage-linked sex trafficking involving underage victims is well-
established.”

In June 2012, according to internal Company A emails, a tracking document
was created to collect “suspicious underage ad links” for further review.80 According
to Company A’s moderator manager, “The definition of underage is anyone under
the age of 18. But for the purposes of making reports, we err on the side of caution
and try to report anyone that looks under the age of 21.” The guidance continued,
“IF IN DOUBT ABOUT UNDERAGE: the process for now should be to accept the
ad and note the link. However, if you ever find anything that you feel IS
UNDERAGE AND is more than just suspicious, you can delete the ad, note the
link and notify in IN ONLINE DOC.” The moderators were urged to be cautious
and “ONLY DELETE IF YOU REALLY VERY SURE PERSON IS
UNDERAGE.”8}

In addition to words and images, moderators were instructed to delete
hyperlinks in ads that directed readers to certain other websites, including The
Erotic Review, which is best known for hosting customer reviews of prostitutes.
Review websites are often explicit and overtly sexual in nature, and provide details
such as the nature and quality of specific sex acts.82 The Erotic Review assigns a
unique six or seven digit number to what it calls “providers and escorts.” That
number, when searched in conjunction with the term “TER” — The Erotic Review's
abbreviation — will often display the provider or escorts’ review page (e.g., “TER
#123456”). On February 2, 2011, Mr. Padilla issued guidance banning any
reference to “TER” or “The Erotic Review.”83 According to Mr. Padilla, Backpage
issued the new guidance because the company sought “to distance [itself] from the

7 Id.

8 Id.

7 See supra Part I1.C.

80 App. 122,

81 Id. (emphasis in original),

82 The Erotic Review website states, “[t]his is the section where the guys get to review providers who

advertise on the web. You can now know exactly what to expect before you make the call and spend
your hard earned money.” The Erotic Review, http://www.theeroticreview.com/reviews/index.asp.

8 App. 81.
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types of reviews found there.”® But Backpage designed this guidance to be easily
circumvented. Mr. Padilla, for example, wrote that if a moderator found a “string of
numbers without a direct reference to TER, it's allowed. Examples: ‘Well Reviewed
#666666,” ‘Google my reviews #12011201.”78%

As a result, a Backpage user could, in language clear to any savvy buyer of
sex services, refer potential buyers to his or her TER review — just so long as the
letters “TER” were not used immediately before his or her review number. Of
course, the underlying transactions remained what they were. As a result, it
appears that Backpage’s moderation process operated to remove explicit references
to the likely illegality of the underlying transaction — not to prevent illegal conduct
from taking place on its site.

c. Quality Control Measures.

Quality control for the screening and editing process was an important
concern for Backpage during its contract with Company A. Backpage encouraged
Company A’s moderators to review ads quickly, but not to “cut[] corners.”86
Backpage attempted to monitor the moderators to provide “constructive feedback”
when a moderator failed an ad that should have been approved or vice versa.?” But
at least as of 2010, the editing platform did not provide Backpage the ability to
monitor the specific edits a moderator made to a post; Backpage could only see the
final product.88

In some instances, Backpage took corrective action after ads containing
violations of Backpage content policies were published even after going through the
screening and editing process. In these cases, Backpage sent the violation to
Company A with the ID number of the moderator who “missed” the particular
violation.8? Company A would then retrain the moderator and explain why the
particular item needed editing.%0

Quality control was important to Backpage not only to ensure compliance
with its policies, but also to ensure customer satisfaction. Backpage’s revenue
depends on users’ willingness to pay to post advertisements, the cost of which can
range from a few dollars to more than one hundred dollars as users buy upgrades to
promote or sponsor ads to receive more views. In some instances, users complained

84 Id,

8 App. 88.
8 App. 113.
87 App. 106.
8 Id.

8 App. 101,
90 App. 112.
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to Backpage’s customer service department when images were deleted that the user
believed should have been approved. Mr. Ferrer reacted to that personally. In one
email, Mr, Ferrer noted “an increase in users complaining about false positives” and
urged the moderators to “exercise care when removing images.”! In at least one
instance, Mr. Ferrer offered a customer $1,000 in “freebies” when an ad was
erroneously edited.?2

B. Backpage’s Data Retention Policies.

The Subcommittee has also examined Backpage’s data-retention practices.
Electronic files, such as documents and images, contain basic information known as
“metadata” that may include author, date and time created, date modified, and file
size. Image metadata may also include geographic coordinates for location at the
time the image was created. In Subcommittee interviews, law enforcement officials
and relevant nonprofit entities indicated that the preservation of “metadata”
associated with advertisements in Backpage’s adult section would aid law
enforcement in locating victims, identifying pimps and sex traffickers, and
preventing child exploitation. Ms. McDougall’s 2012 testimony before the New York
City Council details the value of this information. In a section of her written
testimony entitled “Backpage.com’s Combat of Online Trafficking,” Ms. McDougall
stated, “When traffickers use the Internet, especially in a financial transaction, they
leave forensic footprints that create unprecedented tools and evidence that law
enforcement can use to locate and rescue victims of exploitation and to investigate,
arrest and convict pimps and their criminal networks.”?3 “Forensic footprints”
described by Ms. McDougall in her testimony include the metadata that law
enforcement and investigators use to conduct investigations into sex trafficking.

Despite the potential advantages to law enforcement and other entities
engaged in preventing the trafficking of minors, Backpage does not retain the
metadata associated with images posted in its adult advertisements. Ms.
McDougall stated in her Subcommittee interview that Backpage loses the metadata
of photos uploaded to Backpage when the website “resizes” them before publishing.
As for other data created by Backpage users, the Subcommittee’s investigation has
revealed that Backpage's data retention practices, including the length of time that
data is stored on Backpage’s servers and produced pursuant to law enforcement
requests, have changed over time. In a Subcommittee interview, Ms. McDougall
stated that Backpage’s data retention policy called for a six-month retention
window and had been recently changed.

9 App. 85.
92 App. 110.
9% App. 33.
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Image hashing is another important tool available to law
enforcement. “Hashing” gives photos a unique fingerprint that enables one to
search for identical photos in other places, including on different web pages. In an
interview with the Subcommittee, Ms. McDougall claimed that Backpage has
implemented hashing, although NCMEC, in testimony submitted to the
Subcommittee, states that Backpage “does not appear to utilize free browser add-
ons or hashing technology to match images in ads of known children.”?*

As a result of Backpage’s failure to retain data, outside groups, non-profits,
and academic organizations collect, analyze, and retain some of Backpage’s data for
use by law enforcement. For example, a group interviewed by the Subcommittee
maintains a largescale analytical database, designed specifically for law
enforcement, with more than tens of million Backpage ads.?> Another group, Traffic
Jam, developed by Marinus Analytics, allows law enforcement investigators to
search Internet classified sites by phone number and identifies “where and when
that number has been used, displays trails of ad movement, and pinpoints
interstate tracks to which a victim or number can be linked.” ¢ Traffic Jam can alsc
identify different victims being advertised with the same phone number. In
addition, to address instances in which phone numbers are changed, the system
applies techniques that identify alternate numbers used by the same person. This
group provides law enforcement tools to build cases specifically against suspected
sex traffickers and pimps — using data that Backpage fails to retain. The
Subcommittee wishes to examine Backpage’s retention practices to learn what
additional valuable information could be preserved that is now lost.

C. Backpage’s Corporate Structure and Finances.

The Subcommittee has attempted to learn more about Backpage’s corporate
structure and finances, in an effort to assess the resources available for, and the
costs of undertaking, anti-trafficking measures. We have also attempted to assess
the size and profitability of the online marketplace for commercial sex and sex
trafficking, and the role Backpage plays in that market. Backpage has refused to
comply with the Subcommittee’s subpoena for information on these topics. Despite
that, the Subcommittee has continued its fact-finding by gathering information
from other sources.

9 Testimony of Yiota G. Souras, Senior Vice President & General Counsel, National Center for
Missing & Exploited Children, before Permanent Subcommittee on Investigations, at 8 (Nov. 19,
2015); Interview with Elizabeth McDougall (June 19, 2015).

% Interview with Group A (Oct. 9, 2015); Interview with Group B (Nov. 10, 2015).

% Larry Alvarez & Jocelyn Cafias-Mareira, A Victim-Centered Appreach to Sex Trafficking Cases,
FBI Law Enforcement Bulletin (Nov. 9, 2015), https:/leb.fbi.gov/2015/movember/a-victim-centered-
approach-to-sex-trafficking-cases.
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Backpage itself has publicly disclosed very little about these topics, and what
it has disclosed has been cryptic. For example, a report surfaced in December 2014
that Backpage had been sold to an undisclosed Dutch company. No further details
were provided, and the announcement resulted in widespread concern that
Backpage would eventually cease to comply with U.S. law enforcement subpoenas
on the ground that it would no longer be under U.S. jurisdiction. Ms. McDougall
has argued that were U.S. authorities to somehow shut down domestic escort
advertising websites, the industry would simply move abroad, outside the reach of
U.S. law enforcement,

The Subcommittee’s preliminary findings regarding these matters are
discussed below.

1. Ownership and Corporate Structure.

Backpage and its corporate affiliates are privately held businesses, and no
publicly traded company holds any financial interest in Backpage entities. For that
reason, details of Backpage’s ownership and corporate structure have remained
largely hidden from public view.

In her June 19 interview with the Subcommittee, Ms. McDougall stated that
Backpage was a Delaware corporation with its principal place of business in
Texas.9” When asked about the sale of Backpage to a Dutch entity, Ms. McDougall
represented that she knew none of the details of the transaction, including the
name of the new Dutch holding company. As for the company’s new ownership, Ms.
McDougall said that she did not know whether Michael Lacey and James Larkin -
who owned Backpage’s former parent, Village Voice Media — had any continued
ownership interest in the company. Ms. McDougall told the Subcommittee that all
of Backpage’s operational activities remained in the United States, and that the
company'’s Dallas headquarters was responsible for operating all Backpage.com
websites devoted to foreign locations. According to Ms. McDougall, no operational
activities took place in the Netherlands, although she stated that Backpage
anticipated that future growth would occur abroad as the company expanded its
international presence.%

The Subcommittee’s investigation has since revealed that Backpage and its
related entities have substantial financial assets and a broad corporate umbrella,
Under this corporate umbrella, Backpage controls a number of websites and other
businesses spanning the commercial sex and online classified advertising
industries. Backpage’s corporate parent until May 2015 was Medalist Holdings,
Inc. ("Medalist”). Medalist is a closely-held company whose principal owners are
Michael Lacey and James Larkin. As of February 2015 Medalist owned 100% of

97 Interview with Elizabeth McDougall (June 19, 2015).
% Interview with Elizabeth McDougall (June 19, 2015).
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Camarillo Holdings, LLC, which in turn owned Dartmoor Holdings, LLC
(“Dartmoor”). Dartmoor owned a raft of limited liability companies, including
Backpage.com, LLC; Website Technologies, LLC; and IC Holdings, LLC.

As of February 2015, Medalist was negotiating a transaction in which an
unnamed employee would acquire a 100% interest in Dartmoor, and therefore a
100% interest in Backpage.com, LLC.9? According to the non-binding letter of
intent, the anticipated purchase price of this transaction was $600 million, which
Medalist or an affiliate would finance by giving the employee a six-year loan.1%0

2. Revenue and Appraised Value.

Backpage has guarded the details of its total revenue and the revenue it
generates from online escort advertising. In an interview with ABC News that
aired in April 2012, Ms. McDougall repeatedly refused to answer questions about
the revenue Backpage makes from adult advertisements.!®! Similarly, Backpage
has refused the Subcommittee’s repeated attenipts to obtain profit and revenue
information.102

Based on the Subcommittee’s investigation to date, however, Backpage’s
corporate group had the following net yearly revenue:

Year Net Revenue
2012 $71.2M

2013 $112.7M

2014 $135M103

92 App. 150.

100 Id, Mr. Ferrer, the CEO of Backpage.com, LLC, acquired Dartmoor’s wholly-owned affiliate
Website Technologies, LLC, in April 2015. App. 160. Website Technologies, LLC, shares an address
in Dallas with Backpage.

101 Katie Hinman & Melia Patria, Girls Sold for Sex Online, Backpage Defends Decision to Keep Ads
Up, ABC News, http:/abenews.go.com/US/girls-sold-sex-online-backpage-defends-decision-
ads/story?id=16193220,

102 Interview with Elizabeth McDougall (June 19, 2015); App. 5 (Subcommittee Subpoena, Schedule
A (Oct. 1, 2015)).

103 App. 156. Net revenue totals for 2013 and 2014 are based on an appraisal of Medalist in
contemplation of a potential sale.
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In February 2015, Medalist asked an independent financial firm to conduct
an appraisal for tax-planning purposes. That appraisal, which was conducted
before the major credit card companies took action to terminate services for
Backpage, showed that the future revenue of Backpage’s corporate group in the
coming fiscal years was expected to grow. The firm forecast that revenue as follows:

Year Net Revenue
2015 $153.9M

2016 $173.7TM

2017 $196.1M

2018 $221.8M

2019 $249.8M 104

The appraisal also estimated the total fair-market value of Backpage and its
affiliates to be between $618.4M and $625.8M.105 The appraisal firm discounted the
above valuations to take into account the company’s lack of marketability and
reflect the reduced value of a minority, non-controlling interest. With these
discounts in place, the fair market value of the common equity of Backpage on a
non-controlling and non-marketable basis was calculated to be $430.7M.106

In addition, the calculated EBITDA margin (a common measurement of a
company’s operating profitability) for the previous twelve months was a staggering
82.4% in 2014 — a product of the company’s low operating costs.197 The average
EBITDA margin in 2014 of firms in the online services industry was 9.3%.108

3. Other Websites Affiliated with Backpage or Mr, Ferrer.

To the Subcommittee’s knowledge, Backpage has not publicly acknowledged
that it manages or operates, or is otherwise affiliated with, other websites besides
Backpage.com. In a Subcommittee interview, Ms. McDougall declined to discuss
the subject.

104 App. 156.

105 App, 151-153.
106 App. 155.

107 App. 157.

108 I,
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Our investigation has revealed, however, that Backpage owns or operates
several websites that are solely devoted to commercial sex advertising — that is,
wehsites that do not have ten separate classified advertising categories, but instead
only one category: “escort” advertisements. Those websites include BigCity.com,
EvilEmpire.com, and NakedCity.com. All three of these websites contain graphic
male and female nudity, which Backpage purports not to allow on Backpage.com.

BigCity.com’s® tagline is “Chat. Share Pictures,” and users can search for
persons advertised according to preference, location, and age. The method by which
users contact those advertised on BigCity differs markedly from the method
employed on Backpage.com. Users interested in arranging encounters with
individuals advertised on BigCity can either call the phone number in the ad (if
listed) or click on an icon to chat in real time.}10 This chat then occurs directly on
BigCity.com.11

EvilEmpire.com,!!2 which is described as an “escort phone number directory,”
shares content with both BigCity.com and Backpage.com.!'3 Users may search
pictorial profiles of escorts by keyword or location; users interested in purchasing
services on EvilEmpire.com may contact the individuals advertised by telephone or
linking to ads on Backpage.com or BigCity.com that are purportedly connected to
the same individual.114

108 There are several indications that Backpage and / or its affiliated entities own or manage
BigCity.com: BigCity.com’s service provider IC Holdings, LLC, is a parent holding company of
Backpage.com, LLC. Backpage.com LLC v. Dart, Circuit Rule 26.1 Disclosure Statement, No. 15-30,
Dkt. 48, at 2 (7th Cir. Nov. 16, 2015). In addition, Carl Ferrer is BigCity.com's designated agent,
and the listed address is the same as Backpage's Dallas headquarters. See App. 138 (Interim
Designation of Agent to Receive Notification of Claimed Infringement) (May 14, 2013).

110 App. 128.

11 App. 132,

12 I ike BigCity.com, EvilEmpire.com appears for all intents and purposes to be a Backpage-
affiliated entity controlled by Mr. Ferrer. Carl Ferrer is listed as designated agent; Ad. Tech B.V. (a
company of which Carl Ferrer is the CEO, see App. 145) is listed as a service provider, and
Backpage’s Dallas address is listed as the address of the designated agent. See App. 137 (Interim
Designation of Agent to Receive Notification of Claimed Infringement (Apr. 8, 2015)); App. 148
(Interim Designation of Agent to Receive Notification of Claimed Infringement (May 13, 2013)); App.
140-41.

13 App. 125, 129, 142.

114 From at least 2005 until 2014, Backpage.com managed and hosted a discussion board called
Backpage Forums at the web address “Forums.Backpage.com.” Sometime in early 2013, the name of
the site changed from “Backpage Forums” to “Evil Empire Forums,” which as noted above is a sister
website linked to Backpage that exclusively hosts escort advertisements. “Evil Empire Forums” was
dismantled and became inaccessible by the end of 2014. The discussion board was organized into
topical categories and threads; of fifteen categories, by far the most active was “Sex / Obituaries.” Of
the over 500,000 posts found in that category, the topics of discussion included, among other things,
escorts and prostitution. See App. 149 .
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Like EvilEmpire.com, NakedCity.com!15 consists solely of escort ads
containing photos, videos, and text, and also like Evil Empire, the site shares
content with BigCity.com and Backpage.com.!16 Users may contact the person
advertised on NakedCity.com with the listed phone number or click on profiles that
link to ads on BigCity.com or Backpage.com.!1?

None of these websites is a forum for non-adult services. That is striking
because Backpage officials have stressed publicly, and emphasized to the
Subcommittee, that Backpage.com itself has ten separate categories, only one of
which involves “adult” entertainment and services. In a Subcommittee interview,
for example, Ms. McDougall noted that the adult category made up only 12% of
advertisements on Backpage.com. She also distinguished Backpage.com from other
websites devoted exclusively to illegal content.

D. Credit Card Processing.

The Subcommittee’s investigation has revealed steps taken by Backpage to
circumvent restrictions on its access to credit card networks. Major credit card
companies have attempted to terminate credit card services for customers buying
advertisements on Backpage. Visa and MasterCard did so in July 2015, while
American Express had done the same earlier in the year.}’® Mr. Ferrer has since
stated in a sworn affidavit that the “practical effect” of the termination of credit
cards services “has been to cut off nearly all revenue to Backpage.com.!19”
Backpage’s primary income since that time appears to have been derived from
advertisers purchasing ads with virtual currencies, or buying “credits” with checks,
cash, or money orders.

The card networks’ termination of services for Backpage in July 2015 was nof
the first effort by the financial community to sever ties with Backpage. In August
2013, one large financial institution that issues credit cards (what is known as an
“issuing bank”) prevented its cardholders from making purchases at the merchant
Backpage.com due to concerns that Backpage could possibly be facilitating human
trafficking.

115 NakedCity.com is also controlled by Carl Ferrer's entity Ad Tech B.V. See App. 137 (Interim
Designation of Agent to Receive Notification of Claimed Infringement (Apr. 8, 2015)).

118 App. 127, 131, 143.
1T App. 143.
118 Mary Mitchell, MasterCard, Visa Stop Escort Ad Payments, Chicago Sun-Times (July 1, 2015),

available at http://chicago.suntimes.com/mary-mitchell/7/71/73756 1/tom-dart-backpage-mastercard-
visa.

119 Declaration of Carl Ferrer, Backpage.com, LLC v. Dart, No. 15-cv-06340, Dkt. No. 88-31, at 11
(N.D. Iil. Oct. 6, 2015).

28



84

The block was successful; however, the financial institution identified
additional purchases with Backpage.com via alternative names such as
“‘B*pageclassifiedad’ and ‘b*cksolutions.’” The financial institution told the
Subcommittee that while there may be legitimate reasons for a merchant using
multiple merchant names, a merchant could theoretically engage in such behavior
to subvert restrictions on access to a bank’s credit network.

IV. THE SUBCOMMITTEE’S SUBPOENA TO BACKPAGE

The Subcommittee’s investigation has raised a number of important questions
about Backpage’s efforts to combat human trafficking on its website.}20 As explained
below, the Subcommittee has attempted several times to obtain information from
Backpage about its moderation practices, data retention, basic revenue, and other
important topics. Backpage, however, has refused to comply with the Subcommittee’s
fact-finding, including its documentary subpoenas.

A. Initial Fact-Finding Attempts.

PSI first contacted Backpage on April 15, 2015, to request an interview to
discuss Backpage’s business practices. On June 19, 2015, after nearly two months of
extensive communication with Backpage's outside counsel regarding the specific topics
that the Subcommittee wished to discuss, the Subcommittee conducted an interview
with Backpage general counsel Liz McDougall. During that interview, Ms. McDougall
would not answer several critical questions about the Subcommittee’s main area of
interests, including basic questions about Backpage’s ownership and the details of its
much-touted procedures for screening advertisements for illegality.

On July 7, 2015, the Subcommittee issued a subpoena to Backpage requesting
documents related to Backpage’s basic corporate structure, the steps it takes to review
advertisements for illegal activity, its interaction with law enforcement, and its data
retention policies, among other relevant subjects.12! The subpoena was returnable
August 7, 2015. On August 6, Backpage informed the Subcommittee by letter that it
would not produce any documents in response to the subpoena. It contended that the
subpoena violated the First Amendment, on the ground that it is a publisher of
protected speech (i.e., commercial advertising).1%2 After carefully considering
Backpage’s position, the Chairman and Ranking Member sent a letter to Backpage
explaining that the First Amendment cases on which Backpage relied were not

120 We emphasize again that those questions, and the accompanying findings, necessarily focus on
Backpage only because that company has failed to comply with our subpoena. This recommendation
seeks to inform the Senate about Backpage’s non-compliance as well as the importance of the
Subcommittee’s fact-finding endeavor.

121 See Letter and Subpoena from PSI to Backpage (July 7, 2015).

122 See Letter from Backpage to PSI at 5 (Aug. 6, 2015).
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applicable. The Subcommittee asked Backpage to submit a further explanation of its
position.

Meanwhile, in an attempt to continue its fact-finding, the Subcommittee issued
subpoenas for the depositions of two Backpage employees to discuss their job duties.
The two employees — Andrew Padilla (the head of Backpage’s moderation department)
and another employee in charge of training Backpage’s roughly 80 moderators
(“Backpage Employee A”) — retained individual counsel and, invoking their Fifth
Amendment privilege, declined to testify on the ground that it might tend to
incriminate them.!23 Mr. Ferrer also declined to be voluntarily interviewed by
Subcommittee staff.

B. The October 1 Subpoena and Backpage’s Objection.

On October 1, 2015, the Subcommittee withdrew its original subpoena and
issued a new, more targeted subpoena focused on its areas of principal interest.!2
This subpoena requested, among other items, documents concerning Backpage’s
moderation efforts, including information related to editing or modifying ads before
publishing. The subpoena also requested documents concerning metadata,
document retention, basic corporate information, and revenue derived from adult
advertisements.

The subpoena required Mr. Ferrer to produce the documents named in the
subpoena schedule by October 23, 2015, or else to appear personally on that date.12
In a letter accompanying the subpoena, the Chairman and Ranking Member
notified Mr. Ferrer that he was required to assert any privilege or right to withhold
documents by the October 23 return date along with a complete explanation of the
privilege or other right to withhold documents.126 After counsel for Backpage
committed to do this, 27 the Subcommittee continued Mr. Ferrer’s personal
appearance “to permit the Subcommittee to consider any objection [he] wish[ed] to
submit,”128

On the return date, Backpage produced twenty-one pages of publicly
available documents and submitted a letter objecting to certain document requests

123 Letter from Steven Ross to PSI (Sept. 3, 2015).

124 Tn the letter accompanying the October 1 subpoena, PSI explained that “we continue to see no
legal merit in Backpage’s explanation for its categorical refusal to comply with the Subcommittee’s
subpoena” and that withdrawal of the earlier subpoena “does not reflect, in any way, our agreement
with the merits of Backpage's expansive claim of privilege; rather, it represents a good-faith effort to
address Backpage’s expressed concerns.” Letter from PSI to Backpage at 2 (Oct. 1, 2015).

125 Subpoena, Oct. 1, 2015,

126 Letter from PSI to Backpage at 3 (Oct. 1, 2015).

127 E-mail from Steven Ross to PSI (Oct. 15, 2015).

128 Letter from PSI to Backpage at 1 (Oct. 20, 2015),
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in the subpoena (Requests One, Two, Three, Five, and Eight) on the grounds that
they violated the First Amendment and were not pertinent to a proper legislative
investigation. In particular, Backpage objected that “First Amendment tensions”
inherent in requesting information from a “publisher” counseled in favor of reading
the Subcommittee’s authorizing resolution not to encompass the power to issue this
subpoena. In its letter, Backpage cited a number of cases in which courts had
invalidated investigatory demands seeking information about disfavored political
dissenters — for example, a Southern State in the 1950s seeking the identities of
NAACP members, NAACP v. Alabama, 357 U.S. 449 (1958), or a House committee
trying to discover who is reading “books of a particular political tendentiousness,”
United States v. Rumely, 345 U.S. 41, 42 (1953).

On November 3, on behalf of the Subcommittee, the Chairman and Ranking
Member overruled Backpage’s objections.!2® They explained that Backpage’s vague
and undeveloped First Amendment arguments lacked merit. Unlike the cases cited
by Backpage, in which subpoenas or other investigatory tools were used to further
the official suppression of ideas, the Subcommittee’s subpoena infringed no one’s
First Amendment rights. Unlike the demands for membership lists 60 years ago,
the October 1 subpoena instructs Backpage to redact any personally identifying
information of its users. And the mere fact that Backpage is a publisher of
commercial speech does not immunize it from legitimate investigations into the
unprotected, unlawful activity that undisputedly also occurs on its facilities. Cf.
Arcara v. Cloud Books, Inc, 478 U.S. 697, 707 (1986) (“[Tthe First Amendment is not
implicated by the enforcement of a public health regulation of general application
against the physical premises in which respondents happen to sell books”).

In any event, contrary to Backpage's contentions, there is no doubt that the
Subcommittee’s authorizing resolution encompasses this investigation. The
Subcommittee is authorized to investigate “all * * * aspects of crime” within the
United States that affect the “national health, welfare, safety,” S. Res. 73
§ 12(e)(1)(D), 114th Cong., and is specifically tasked with examining “organized
criminal activity which may operate in or otherwise utilize the facilities of
interstate or international commerce,” id. § 12(e)(1)(C). Human trafficking is a
federal crime. See 18 U.S.C. §§ 1581-1592. Importantly, Congress has specifically
recognized human trafficking as an activity of organized crime; the Trafficking
Victims Protection Reauthorization Act of 2003 declared that human trafficking
offenses are predicates to liability under the Racketeer Influenced Corrupt
Organizations (RICO) Act. See Pub. L. 108-193, 117 Stat. 2875, 2879, § 5(b); 18
U.8.C. § 1961(1). And the Internet, an important facility of interstate commerce,
has become an increasingly central marketplace for human trafficking in the United
States.!3® The Subcommittee is empowered to investigate how individuals are

129 See App. 39.
180 See generally Mark Latonero, supra n.16.
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utilizing the Internet, including commercial sex advertising websites like
Backpage.com, to further their illicit trafficking schemes, as well as what
mechanisms websites can use to prevent such abuse of interstate facilities.

Senators Portman and McCaskill further rejected Backpage's entirely
unexplained contention that the document requests in the October 1 subpoena were
not pertinent to a proper investigation. The Subcommittee’s ruling articulated in
detail why each request relates to PSI’s efforts to understand online sex trafficking,
what companies like Backpage can do to prevent it, and what further steps the
government might take to further combat it.131

Backpage was ordered and directed to comply with the subpoena by
November 12, 2015. Mr. Ferrer’s personal appearance was continued until the
hearing date of November 19, 2015 at 10:00 a.m.

C. Backpage’s Continued Noncompliance with the Subpoena.

Despite the order to finally comply with the subpoena by November 12,
Backpage did not file any response until the following day, November 13. Backpage
neither sought an extension of the deadline nor has it furnished any excuse for its
tardy submission. By letter, counsel for Backpage reiterated the company’s First
Amendment and pertinence objections to the subpoena but explained that, “as a
gesture of good faith,” the company would produce some documents in response to
some of the subpoena’s eight document requests.

In particular, Backpage’s November 13 production consisted of 16,838 pages
of documents, more than 16,000 of which, or some 96%, consist of the en masse
production of Backpage’s responses to other government subpoenas. For example,
just one file produced in this category contained more than 750 pages of documents
— including hundreds of pages of ads and photos from 2013 and 2014 — responsive
to a single government subpoena requesting information relevant to one Backpage
user. Although Backpage explained that it had “five million” additional pages of
this material to produce,!32 Subcommittee staff informed Backpage it had no need to
review that material. Backpage also produced an additional 350 pages of emails
from law enforcement officials thanking Backpage employees for responding to
police inquiries. The rest of the production consisted of public letters, public
testimony, and screenshots of the Backpage website and its platform.

Backpage has declined to produce the many internal documents it possesses
that are responsive to the subpoena’s requests for information about its moderation
procedures, data-retention policies, financial information, and so on. For example,
Backpage has failed to produce any internal emails concerning the moderation of

131 See App. 39.
132 Email from Steven Ross to PSI (Nov. 13, 2015).
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ads — the subject of Request One in the subpeena (“[a]ny documents concerning
Backpage’s reviewing, blocking, deleting, editing, or modifying advertisements in
Adult Sections, either by Backpage personnel or by automated software processes *
* 7  As the Subcommittee’s report demonstrates, many such emails have been
exchanged between Backpage employees during the time period covered by the
subpoena; some of them, obtained from third parties, are exhibits to the report.
Nevertheless, Backpage has neither produced these documents nor described them
in a privilege log that would enable the Subcommittee to adjudicate individualized
objections to producing them (a privilege log is required by the subpoena’s terms).

In order to clarify the state of Backpage’s production, on November 14, 2015,
Subcommittee staff asked Backpage’s lawyers to clarify the following:

With which of the subpoena’s eight requests would Backpage comply?
Are there any documents responsive to the subpoena that Backpage is
withholding on First Amendment grounds or because of a claim that
the subpoena does not pertain to a valid investigation?

o If so, what are the categories of those documents?

o Which of the subpoena’s requests do they pertain to?

o What is the approximate volume of withheld documents?

e What custodians have been searched for responsive documents?133

In response, Backpage clarified by letter that it was standing by its First
Amendment, overbreadth, and pertinence objections to the subpoena. The
company’s lawyers wrote that they “have not represented, and do not now
represent, that the company’s submissions of information and documents to date
constitute either the fruits of complete search of every bit of data possessed by
Backpage.com or by all of its employees over the full (nearly six year) time period
covered by the Subpoena.” Instead, Backpage took the position that even “to be
required to conduct such a search of review” would be “constitutionally
inappropriate.” Backpage encouraged the Subcommittee to “present[} this issue to
the courts for resolution” by invoking the statutory mechanism for civil enforcement
of Senate subpoenas.

V. CONCLUSION

The October 1, 2015, subpoena issued to Mr. Ferrer and Backpage.com
should be enforced.

133 PST Email to Steven Ross (Nov. 14, 2015).
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YAnited States Denate

COMMITTEE ON
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS

WASHINGTON, DC 20610-6250
Qctober 1,2015

VIA U.S. MAIL AND EMAIL (sross@akingump.com}

Carl Ferrer, CEO
Backpage.com, LLC
2501 Qak Lawn Ave.
Dallas, TX 75219

¢/o Steve Ross, Esq.

Akin Gump Strauss Hauer & Feld, LLC
1333 New Hampshire Ave., NW
Washington, DC 20036

Dear Mr. Ferrer:

Pursuant to its authority under Senate Resolution 73, Section 12(e), 114th Congress, the
U.S. Senate Permanent Subcommittee on Investigations is currently investigating matters related
to human trafficking. We write regarding the Subcommittee’s attempts to advance its legitimate
legislative fact-finding on that issue by better understanding the business practices of
Backpage.com, LLC.

As you know, on July 7, 2015, the Subcommittee issued a subpoena for documents to
Backpage. In response, your company asserted a sweeping claim of First Amendment privilege
and on that basis refused to produce any documents. The company declined, however, to
identify any particular request for information in the subpoena that it considered constitutionally
problematic, Indeed, Backpage conceded at a September 14 meeting with Subcommittee staff
that the subpoena did not request any of the types of information that trigger scrutiny under well-
established First Amendment doctrine concerning informational demands.' Instead, Backpage’s
constitutional argument is that the subpoena is overly broad and allegedly reflects an attempt by
the Subcommittee to “harass” and “damage” Backpage rather than conduct bona fide fact-
finding.

To date, Backpage has provided neither factual support nor plausible legal authority for
its novel claim of constitutional privilege. The company points chiefly to the “breadth” of the
July 7 subpoena as its evidence of an alleged motive of harassment. We find that contention to
be meritless. The Subcommittee has given Backpage a number of opportunities to engage in

V See generally Gibson v. Florida Legislative Investigation Commitiee, 372 U.S, 539 (1963) (witness could not be
compelled to produce membership list); NAACP v. dlabama, 357 U.S. 449 (1958) (same); Watkins v. United States,
354 U.S. 178 (1957) (witness could not be compelled to disclose whether his associates were members of the
Communist Party).

!
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discussions to narrow the subpoena, but the company has declined to 1r1eg0tiate.2 Backpage has
similarly rebuffed the Subcommittee’s repeated invitation to negotiate appropriate search terms,
custodians, and data sources to limit the request in a reasonable manner to mitigate any potential
burden on Backpage.3 Not only has the company failed to identify specific burdensome or
problematic items, counsel for Backpage has also declined to tell the Subcommittee whether the
company made any attempt to determine the extent of the burden it alleges by searching its files
for responsive documents.* Finally, Backpage has suggested that the Subcommittee’s
investigation is part of a concerted effort, with other unrelated governmental actors, to engage in
harassment.” That suggestion is false; our investigation is our own.

For these reasons and for those described in the Subcommittee’s August 26, 2015, letter,
we continue to see no legal merit in Backpage’s explanation for its categorical refusal to comply
with the Subcommittee’s subpoena. Nevertheless, in the hope of overcoming the current
impasse, we are withdrawing the Subcommittec’s July 7 subpoena and issuing the attached
subpoena seeking a narrower subset of documents. The withdrawal of the July 7 subpoena does
not reflect, in any way, our agreement with the merits of Backpage’s expansive claim of
privilege; rather, it represents a good-faith cffort to address Backpage’s expressed concerns. As
always, the Subcommittee remains willing to discuss data sources, custodians, and search terms
to facilitate the production of documents in a timely and efficient manner. Please note, as
previously stated, that in its production Backpage should redact any personally identifying
information of users.

The attached subpoena contains requests for information that are at the core of the
Subcommittee’s investigation—namely, Backpage’s business practices as the premier online
purveyor of escort advertisements, which have been linked to sex trafficking. We believe that
gaining a complete understanding of Backpage’s anti-trafficking measures, including its
screening and verification procedures for advertisements posted in its “adult” section, will aid
Congress as it considers additional legislation in this area. More specifically, robust fact-finding
will potentially aid Congress in crafting legislation that combats human trafficking in a focused
way while also respecting First Amendment rights.

Given the seriousness of Backpage’s refusal to comply with the previous subpoena, we
request that the company advise the Subcommittee, no later than October 13, 2015, if it intends

? See, e.g., Letter from Backpage to Permanent Subcommittee on Investigations (Aug. 6, 2015) (“even attempting to
revise the subpoena in its current form would be a fruitless endeavor™).

? See, e.g., Letter from Permanent Subcommittee on Investigations to Backpage (Aug. 26, 2015) (“the
Subcommittee remains willing to discuss options for minimizing that burden (e.g., through selecting search terms
and covered custodians)”).

* Despite repeated requests, Backpage has also failed to provide a privilege log, as the subpoena instructions and
longstanding Subcommittee custom require.

3 Meeting between Steven Ross, Robert Corn-Revere, and Stanley Brand and Permanent Subcommittee on
Investigations Staff (Sept. 14, 2015).

¢ See, e.g., Backpage.com, LLC v, Dart, No. 15-cv-06340, slip op. at 3 (N.D. 11, Aug. 24, 2015) (“Backpage’s adult
services section overwhelmingly contains advertisements for prostitution, including the prostitution of minors.”);
Backpage.com LLC v. McKenna, 881 F.Supp.2d 1262, 1267 (W.D. Wash. 2012) (“Many child prostitutes are
advertised through online escort advertisements displayed on Backpage.com and similar websites.”).

2
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not to produce any documents in response to the attached subpoena. In addition, Backpage must
assert any claim of privilege or other right to withhold documents from the Subcommittee by
October 23, 2015, the return date of the subpoena, along with a complete explanation of the basis
of the privilege or other right to withhold documents—whether constitutional or otherwise, and
whether general or specific to particular documents or types of documents. The Subcommitice
will rule on any objections to the subpoena, including any claim of privilege, based on
submissions in the record at that time. We caution you that faflure to comply with the attached
subpoena or raise a legitimate privilege for withholding documents may cause the Subcommittee
to conside; further enforcement actions, inchuding civil enforcement and referral for criminal
contempt.

Due to security concerns, the Senate Sergeant at Arms requires special treatment for
materials delivered to Senate offices. To avoid any unnecessary delays in connection with the
production, therefore, we ask that you carefully review the attached Procedures for Transmitting
Documents to the Permanent Subcommitiee on Investigations. Please contact Mark Angehr
(Senator Portman) or Brandon Reavis (Senator McCaskill) at 202.224.3721 if you have any
questions about this matter. Thank you for your assistance.

Sincerely
Rob Ponman Claire MeCaskill
Chairman Ranking Member
Permanent Subcommittee on Investigations Permanent Subcommittee on Investigations

Attachments

2US8.C § 192 (criminal refusal of witness to testify or produce papers); 2 U.S.C. §§ 288b, 288d (civil action to
enforce subpoena).
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UNITED STATES OF AMERICA
Longressofthe Hnited States

To Catl Ferrer, CEQ
Backpage.com, LLC
2501 Oak Lawn Ave,
Dallas, TX 75219

Breeting:

Jursuant to lawful authority, YOU ARE HEREBY

COMMANDED to appear before the SENATE PERMANENT
SUBCOMMITTEE ON INVESTIGATIONS OF THE
COMMITTEE ON HOMELAND SECURITY AND
GOVERNMENTAIL AFFAIRS of the Senate of the United States, on
October 23, 2015, at 10:00 o’clock a.m., in Russell Senate Office Building
199, then and there ro testify what you may know relative to the subject
matters under consideration by said Subcommittee, and produce all
materials as set forth in Schedule A, artached hereto and made a part
thereof.

Bereof farl not, as you will answer your default under the pains and

penalties in such cases made and provided.

To

to serve and return.

Broen under my hand, by authority vested

Personal appearance in

Washington, D.C., waived if . . .
subpoenaed materials are produced iz me by the Committee, on this Ist
to the Subcommittee on or before day of Ocrober, 2015,

the herein appointed date and time. 2

Chairman, Senate Permanent Subcommittee
on Investigations of the Committee on
Homeland Security & Governmental Affairs
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Carl Ferrer, CEO
Backpage.com, LLC
2501 Oak Lawn Ave.
Dallas, TX 75219
SCHEDULE A

Please provide the following documents by October 23, 2015:

. Any documents concerning Backpage’s reviewing, blocking, deleting, editing, or modifying
advertisements in Adult Sections, either by Backpage personnel or by automated software
processes, including but not limited to policies, manuals, memoranda, and guidelines.

. Any documents concerning advertising posting limitations, including but not limited to the
“Banned Terms List,” the “Grey List,” and error messages, prompts, or other messages conveyed
to users during the advertisement drafting or creation process.

. Any documents concerning reviewing, verifying, blocking, deleting, disabling, or flagging user
accounts or user account information, inctuding but not limited to the verification of name, age,
phone number, payment information, email address, photo, and IP address. This request does
not include the personally identifying information of any Backpage user or account holder.

. Any documents concerning human trafficking, sex trafficking, human smuggling, prostitution, or
the facilitation or investigation thereof, including but not limited to policies, manuals,
memoranda, and guidelines.

. Any documents concerning Backpage policies regarding the following: (a) data retention; (b)
retention or removal of metadata of images; and (c) hashing of images in Adult Sections,

. Documents sufficient to show, for each of the past three years, the number of advertisements: (a)
posted in Adult Sections on a monthly and yearly basis; (b) posted in all other sections, not
including Aduit Sections, on a monthly and yearly basis; and (c) directly reported by Backpage
to local, state, or federal law enforcement agencies. In lieu of producing documents, you may
state the numbers for (a), (b), and (¢) by month for each of the past three years.

. Documents sufficient to show, for each of the past three years, the number of advertisements in
Adult Sections deleted or blocked by: (a) automated review; (b) Tier I review; and (c) Tier I
review. In lieu of producing documents, you may state the number of advertisements in Adult
Sections deleted or blocked by each such process by year for each of the past three years,

. Documents sufficient to show, for each of the past five years, Backpage’s: (a) annual revenue
and profit; (b) annual revenue and profit derived from Adult Sections; and (c) annual revenue
and profit derived from all other sections, not including Adult Sections. In lieu of producing
documents, you may provide the financial information described in (a), (b), and (¢) for each of
the past five years.
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Except where indicated otherwise, the time period covered by this subpoena is from January 1,
2010 to the present.

The documents subpoenaed include all those that are in the custody, control or possession, or
within the right of custody, control, or possession, of Backpage, or its agents, employees, or
representatives. The documents subpoenaed included work-related communications transmitted
via non-work email addresses and non-work email systems.

Documents should be produced in their entirety, without abbreviation, modification, or
redaction, including all attachments and materials affixed thereto. The only permissible
redaction is of personally identifying information of users posting advertisements or accessing
advertisements.

All documents should be produced in the same order as they are kept or maintained in the
ordinary course, or the documents should be organized and labeled to correspond to the
categories of the documents requested below. Parties subject to this subpoena are subject to a
duty to supplement with respect to each request. Each category of documents subpoenaed shall
be construed independently, and no category shall be viewed as limiting the scope of any other
category.

If the subpoena cannot be complied with in full, it shall be complied with to the extent possible,
with an explanation of why full compliance is not possible. Any document withheld on the basis
of privilege shall be identified on a privilege log submitted with response to this subpoena. The
Tog shall state the date of the document, its author, his or her occupation and employer, all
recipients, the title and/or subject matter, the privilege claimed and a brief explanation of the
basis of the claim of privilege. If any document responsive to this subpoena was, but no longer
is, in your custody, control, or possession, identify the document and explain the circumstances
by which it ceased to be in your custody, control, or possession.

Documents shall be delivered as delimited text with images and native files in accordance with
the attached Data Delivery Standards.

Other than native files produced along with TIF images in accordance with the attached Data
Delivery Standards, every page of material produced to the Subcommittee must contain a uniquc
Bates number. All files produced shall be named according the Bates range that file contains
(e.g. YourCo-00001-Y ourCo-00035).

Documents produced on paper (those from paper files that you choose to produce as such) shall
not contain any permanent fasteners (i.e. staples), but shall be separated based on the divisions

between documents as it is maintained in the custodian’s files by non-permanent fasteners (e.g.
paper clips, binder clips, rubber bands) or a non-white flip sheet.
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Definitions:

For purposes of this subpoena:

1

“Backpage” includes, but is not limited to, Backpage.com LLC, Camarillo Holdings
LLC, New Times Media LLC, or any other predecessors, successors, or other entity
administering, owning, operating, or controlling the website or suite of websites
comprising Backpage.com and its affiliated websites from January 1, 2010 to the present
day.

“Adult Sections” includes, but is not limited to all subsections in the “adult” section of
Backpage (“escorts,” “body rubs,” “strippers and strip clubs,” “dom & fetish,” “ts,”
“male escorts,” “phone & websites,” and “aduit jobs”) and the subsection “massages” in
the “services” section of Backpage.

The term “communication” means each manner or means of disclosure or exchange of
information, regardless of means utilized, whether oral, electronic, by document or
otherwise, and whether face to face, in meeting, by telephone, mail telex, facsimile,
computer, discussions, releases, delivery, or otherwise. It includes work-related
communications transmitted via non-work email address or non-work email system.

The term “document” includes any written, recorded, or graphic matter of any nature
whatsoever, regardless of how recorded, and whether original or copy, including, but not
Himited to, the following: agreements; papers; memoranda; correspondence; reports;
studies; reviews; analyses; graphs; marketing materials; brochures; diagrams;
photographs; charts; tabulations; presentations; working papers; records; records of
interviews; desk files; notes; letters; notices; confirmations; telegrams; faxes; telexes,
receipts; appraisals; interoffice and intra office communications; electronic mail (e-mail);
contracts; cables; recordings; notations or logs of any type of conversation, telcphone
call, meeting or other communication; bulletins; printed matter; computer printouts;
teletype; invoices; transcripts; audio or video recordings; statistical or informational
accumulations; data processing cards or worksheets; computer stored and generated
documents; computer databases; computer disks and formats; machine readable
electronic files or records maintained on a computer; diaries; questionnaires and
responses; data sheets; summaries; minutes; bills; accounts; estimates; projections;
comparisons; messages; correspondence; electronically stored information and similar or
related materials. A document bearing any notation not a part of the original text is to be
considered a separate document. A draft or non-identical copy is a separate document
within the meaning of this term.

The term “concerning” means relating to, referring to, describing, evidencing, or
constituting.

The terms “and” and “or” shall be construed broadly and either conjunctively or
disjunctively to bring within the scope of this subpoena any information that might
otherwise be construed to be outside its scope. The term “any” means both any and all.
The singular includes plural number, and vice versa, The masculine includes the
feminine and neuter genders. The use of a verb in any tense, mood, or voice shall be
construed as the use of the verb in all other tenses, moods, or voices, as necessary 1o
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bring within the scope of this subpoena any information that might otherwise be
construed to be outside its scope.
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Y h { 4
JAnited States Senate
COMMITTEE ON
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS
WASHINGTON, DC 20510-6250

Qctober 20, 2015

VIA U.S. MAIL AND EMAIL (sross@akingump.com)

Carl Ferrer, CEOQ
Backpage.com, LLC
2501 Oak Lawn Ave.
Dallas, TX 75219

c/o Steve Ross, Esq.

Akin Gump Strauss Hauer & Feld, LLC
1333 New Hampshire Ave., NW
Washington, DC 20036

Dear Mr. Ferrer:

As part of its investigation of matters related to human trafficking, the U.S. Senate
Permanent Subcommittee on Investigations issued to you a subpoena on October 1, 2015,
requiring the production of documents. As you know, the subpoena commands your personal
appearance, which is waived if the documents named in the attached schedule are produced on or
before the return date of October 23, 2015.

We undesstand from your attorneys that you will file and explain any objections to the
documentary subpoena by the return date of October 23. Your personal appearance is therefore
continued to a date to be determined later to permit the Subcommittee to consider any objection
you wish to submit. The requested documents along with any objections remain due on the
return date at 10:00AM.

Please contact Mark Angehr (Senator Portman) or Brandon Reavis (Senator McCaskill)
at (202) 224-3721 if you have any questions about this matter, Thank you for your assistance.

Sincerely,
Rob Portman Claire McCaskill E
Chairman Ranking Member
Permanent Subcommittee on Investigations Permanent Subcommittee on Investigations
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Akin Gump

STRAUSS HAUER & FELD LLP

STEVEN R. ROSS
202.887.43431fax: 202.887.4288
sross@akingump.com

October 23, 2015

VIA ELECTRONIC & HAND DELIVERY

The Honorable Rob Portman, Chairman

The Honorable Claire McCaskill, Ranking Member
Permanent Subcommittee on Investigations

Committec on Homeland Security & Governmental Affairs
United States Senate

Russcll Senate Office Building, SR-199

Washington, DC 20510

Re: October 1, 2015 Subpoena Issued to Backpage.com
Dear Chairman Portman and Ranking Member McCaskill:

On behalf of Backpage.com, LLC (*Backpage.com™), we write in regard to the subpoena
for documents issued by the Permanent Subcommittee on Investigations (the “Subcommittec™)
on October 1, 2015 (the “Subpocna™).

As a preliminary matter, Backpage.com appreciates that the Subcommittee chose to
withdraw its prior July 7, 2015 subpoena seeking 41 categories of documents and to issue instead
the Subpocna on October 1. 2015 for what it describes as “a narrower subset of documents™
comprised of eight categorics. As we outlined in our August 6, 2015 and August 26, 2015
letters, we belicve the Subcommittee’s investigation of Backpage.com raises fundamental and
overarching constitutional concerns. Nonetheless, Backpage.com is cndeavoring to provide
documents sufficient to respond to most of these more targeted requests based on the
understanding that “{wlhen First Amendment interests are at stake, the Government must usc a
scalpel, not an ax.” Bursey v. United States, 466 F.2d 1059 (th Cir, 1972). As deseribed in
more detail below, however, certain requests still raise First Amendment and other concerns, and
arc therefore objectionable.

Previous correspondence with the Subcommittee reflects a significant difference of
opinion on how First Amendment considerations limit the extent to which the Subcommitiee
may compel information from Backpage.com regarding its internal operations and finances. The
Subeommittee points to the various cases that have invalidated state-level prohibitions of certain
online classificd advertising practices and suggests that, contrary to a ban, “[tjhe Subcommittee

Robert 8. Strauss Building 1333 New Hampshire Avenue, N.W. Washington, D.C. 20036-1564 * 202,887.4000 fax; 202.887.4258
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Akin Gump

STRAUSS HAUER & FELD tLLP

Qctober 23, 2015

Page 2

merely seeks information regarding Backpage’s business practices.”  Letter from Chairman Rob
Portman to Steven R. Ross. Aug. 26, 2015, at 3 (“August 26 Letter™). And with respect to
Supreme Court cases cited by Backpage.com illustrating First Amendment limits to
congressional inquiries, the Subcommittee responded that its demands for documents do not pose
a First Amendment problem becausc it is not seeking sensitive information such as membership
lists of political organizations, and therefore “avoided sccking any documents that identify
Backpage users.” [d. at 4.

In order to establish common ground for discussing First Amendment limits on the
governmen(’s ability to investigate members of the press, it is important to understand that
sceking information can itself exceed the government’s constitutional authority, and this is not
just limited to inquiries seeking disclosure of a publication’s readers or a websile™s users. The
Supreme Court made this clear in United States v. Rumely, 345 U.S, 41 (1953), when it held that
the Committee for Constitutional Goverament could not be compelied by subpoena to produce
information on the buyers of its books and financial records, including information on receipts
from the sale of books, pamphlets, and other litcrature. It is basic law that investigations alone
can violate the First Amendment where “no legal sanction is involved” and even though
“Congress has imposed no tax, cstablished no board of censors, instituted no licensing system.”
Id. at 57 (Douglas, J., concurring). Merely “seck[ing] information” (as the Subcommittec puts it)
can impose a restriction that is “equally severe” as direct legal sanctions. “Through the
harassment of hearings, investigations, reports, and subpoenas government will hold a club over
speech and over the press. Congress could not do this by law. The power of investigation is also
limited.” Jd. at 58. As the Court held in Watkins v. United States, 354 U.S. 178, 188 (1957,
“[t]he Bill of Rights is applicable to investigations as to all forms of governmental action.” See
also Sweezy v. New FHampshire, 354 U.S. 234, 245 (1957) (“There is no doubt that legislative
investigations. whether on a federal or state level, are capable of encroaching upon the
constitutional liberties of individuals.™).

To understand the constitutional limits on a congressional investigation, it is [irst
necessary to examine the scope of the committee’s authorization and then to analyze the nature
of the information being sought. In this case, the cover letter for the October 1, 2015 subpoena
explains that the Subcommittee is investigating matters “rclated to human trafficking” pursuant
to Senate Resolution 73, Section 12(¢), 174" Congress, and that the Subcommittee is seeking a
“better understanding [of] the business practices of Backpage.com, LLC.™ THowever, the broad,
general terms of the authorizing resolution fail to provide the neceessary authority where the
specific subpocna demands threaten to encroach on constitutionally-protected activity.

Specifically, Section 12(e) authorizes the Subcommittee to study or investigate, in
relevant part:
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(C) orpanized criminal activity which may operate in or otherwise utilize the
facilities of interstate or international commerce in {urtherance of any transactions
and the manner and extent to which, and the identity of the persons, firms, ot
corporations, or other entitics by whom such utilization is bcing made, and
further, to study and investigate the manner in which and the extent to which
persons cngaged in organized criminal activity have infiltrated lawful business
enterprise, and o study the adequacy of Federal faws to prevent the operations of
organized crime in interstate or international commerce, and to determinc whether
any changes are required in the laws of the United States in order to protect the
public against such practices or activities.

(D) all other aspects of crime and lawlessness within the United States which
have an impact upon or affect the national health, welfare, and safety, including
investment fraud schemes, commaodity and security fraud, computer fraud, and the
use of offshore banking and corporate facilitics to carry out criminal objectives.

S, Res. 73, Sec. 12(e). 114" Cong., 1% Sess. (2015). While the committee’s investigatory
authorily unquestionably is broad, that does not necessarily vest it with blanket authority to
probe the details of a business that provides a platform for online specch.

Where such First Amendment activities are implicated, the Subcommittee’s authority
must be construed narrowly.  Sweezy, 354 U.S. at 245 (“It is particularly important that the
exercise of the power of compulsory process be carefully circumseribed when the investigative
process tends to impinge upon such highly sensitive arcas as freedom of speech and press,
freedom of political association, and frcedom of communication of ideas . . .”). Indeed, the
broader and more general the authorizing resolution, the greater is the constitutional obligation to
establish the pertinence and compelling need for the information being sought. This is because
“the mere semblance of legislative purpose would not justify an inquiry in the face of the Bill of
Rights,” and “when First Amendment rights are threatened, the delegation of power to the
committee must be clearly revealed in its charter.”™ Fatkins, 354 U.S. at 198. See Gibson v.
Florida Legislative fnvestigation Committee, 372 U.S. 539, 545 (1963) (“The fact that the
general scope of the inquiry is authorized and permissible does not compel the conclusion that
the investigatory body is free to inquire into or demand all forms of information.”). Where the
delegation of authority is expansive, “{njo one could reasonably deduce from the charter the kind
of investigation that the Committce was directed to make.” In these circumstances, reviewing
courts will not defer to a committec’s interpretation of its mandate because “such deference
cannot yield to an unnecessary and unrcasonable dissipation of constitutional {reedoms.™
Watkins, 354 U.S, at 204,
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Based on these principles, the courts have employed the doctrine of constitutional
avoidance to limit the scope of congressional investigations. In Rwumely, for example, the
Supreme Court held that a congressional resolution authorizing the Sclect Committee on
Lobbying Activitics to study and investigate (1) all lobbying activitics intended to influence,
encourage, promote, or retard legislation; and (2) all activitics of agencies of the Federal
Government intended to influence, encourage, promote, or retard legislation did not empower it
to “inquire into all efforts of private individuals to influence public opinion through books and
periodicals.”  Rumely, 345 U.S. at 45-46. The Court interpreted the mandate to investigate
“lobbying activities™ narrowly to include only “representations made directly to the Congress, its
members, or its committees” in order to accommeodate “contending principles - the one
underlying the power of Congress to investigate, the other at the basis of the limitation imposed
by the First Amendment.” ld. See also Russell v. United States, 369 U.S. 749, 758 (1962);
Deutch v. United States, 367 U.S. 456, 471 (1961); Shelton v. United States, 327 F.2d 601, 605
(D.C. Cir. 1963) (using doctrinc of constitutional avoidance to invalidaic subpoena to New
Yorxk TIMES copy cditor).

These principles apply more broadly than just to subpoenas secking disclosure of readers’
names or membership lists for political organizations. L.g., Gibson, 372 U.S. at 550-551;
NAACP v. Alabama, 357 U.S. 449 (1958). In Rumely, for example, the committec sought
“pertinent financial records™ to determine whether lobbying laws were being circumvented, but
the Court held that the First Amendment did not permit the investigatory mandate to be rcad so
expansively, Rumely, 345 U.S. at 47. When it comes to the press, any investigation seeking
information of an organization’s internal operations inhcrently raises constitutional concerns.
See, ¢.g., Bursey, 466 F.2d at 1088 (“If Burscy and Presley can be required to disclosc the
identity of all persons who worked on the paper and the pamphlets, to describe cach of their jobs,
to give the details of financing the newspaper, any editor, reporter, typesctter, or cameraman
could be compelled to reveal the same information about his paper or television station, if his
paper or station carried the story, The First Amendment forbids that result.”).

The Subcommittee cannot legitimately expand its jurisdiction or avoid constitutional
limits by framing its investigation a general inquiry into “the Internct as a marketplace for
interstate sex trafficking, including trafficking in children.” August 26 Letter, at !, Indeed, the
fact that Backpage.com provides an online platform for communication does nothing to diminish
the First Amendment tensions in this matter. and may well magnify them. The D.C. Cireuit fong
ago anticipated such issucs in Rumely, and found that the development of new technologies does
nothing to diminish these time-tested constitutional principles:

The new features are new mechanics of communication and new mass interest in
the minutiac of eongressional activities. But speech and press by these new
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means — on the radio. on television, and in the movies - are freedoms protected by
the First Amendment. And the public policy which prohibits any current
congressional membership from abridging the impact of public opinion upon the
Congress is as sound today as it was when it was first formulated. . . . If we ever
agrec that modern mechanical deviees and modern mass interest in public affairs
have destroyed the validity of these principles, we will have lost parts of the
foundation of the Constitution.

Rumely v. United States, 197 F.2d 166, 177 (D.C. Cir. 1952), aff’d, 345 U.S. 41 (1953).
Notwithstanding the power of new communications technologics, the court held that the First
Amendment was crucial to cnsuring the congressional power to investigate stayed within its
constitutional boundaries.

And so it is with the Internct. The Supreme Court recognized that the Internct constitutes
a new, unprecedented global medium the content on which is “as diverse as human thought.”
Accordingly, it held that “our cases provide no basis for qualifying the level of First Amendment
serutiny that should be applicd to this medium.” Reno v. ACLU, 521 U.S. 844, 870 (1997).
Backpage.com operates on this medium by providing a platform for third-party speech. Since
2004, it has operated an onlinc classified advertising service where its users post ads in a number
of categories (e.g., local places, community, buy/scll/trade, automotive, musician, rentals, real
estate, jobs, dating, adult and services) and subeategorics. Backpage.com does not dictate any
content, although it does screen, block and remove ads that may violate its terms of use to guard
against any form of human trafficking or child exploitation and reports suspected user-submitted
posts to authorities, This is the role Congress envisioned for online intermediaries when it
adopted the Good Samaritan provisions of the Communications Decency Act. [t sought to
“encourage the unfettered and unregulated develepment of free speech on the Internet” and “to
encourage interactive computer services . . . to self-police the Internet for obscenity and other
offensive material.” Barzel v. Smith, 333 F.3d 1018, 1027-28 (9th Cir. 2003); see 47 U.S.C. §§
230(a), 230(b).

Given these First Amendment considerations, the Subcommittee cannot legitimately
cxpand its authority to investigate by inappropriately trying to conflate online advertising with
illegal activity. Various state laws and other regulatory cfforts predicated on this misconeeption
have been invalidated as violating the First Amendment, Section 230, or both. See. e.g., Dari v.
Craigslist, Inc., 665 F. Supp. 2d 961, 968 (N.ID. Ill. 2009) (*The phrase ‘adult,” cven in
conjunction with “services.” is not unlawful in itself nor does it necessarily call for unlawful
content.”);  Backpage.com, LLC v. Cooper, 939 T, Supp. 2d 805, 830-32 (M.D. Tenn. 2013)
(same); Backpage.com, LLC v. McKenna, 881 F. Supp. 2d 1262, 1279 (W.D. Wash. 2012)
(same); Backpage.com, LLC v. Hoffinan, No. 13-CV-03952 DMC JAD, 2013 W1 4502097, at
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*8-10 (D.N.J. Aug. 20, 2013), (same). Just as the Select Committee on Lobbying Activities was
not permitted to expand the scope of its investigation beyond First Amendment boundaries
despite innovations in lobbying methods, Runtely, 345 U.S. at 45-46, this Subcommittee cannot
demand information on all aspects of Backpage.com’s business practices—despite constitutional
limits-—by claiming to be investigating an Intemet problem.

In addition to the First Aimendment issucs outlined above, the Subcommiittee’s efforts to
compel information from Backpage.com present significant concerns regarding the pertinence of
this information to any valid inquiry. As this Subcommittee should be well aware, while the
authority of the Congress to investigate is broad, it is not unbounded. The Senatc’s investigative
power may only be invoked in aid of its legislative function, and it is inappropriate for it to be
used 1o “expose for the sake of exposure.” See Watkins, 354 U.S. at 200. This constitutional
caution is particularly meaningful when the target of an investigation is a person cngaged in a
sphere of activities that arc afforded specific constitutional protections and for which Congress’s
power to legislate is circumscribed.

In such circumstances the Subcommittec’s authority must be clearly cnunciated; a
general reliance on the Senate’s interest in potentially criminal activity is not sufficient. It is not
the job of the Subcommittee to conduct law enforcement inquiries-—that task is constitutionally
the province of others in government.  This Subcommittec should not, and indeed cannot,
exercise the authority to compel information to either substitute for or to assist those engaged in
that law enforcement function.

Accordingly, Backpage.com’s responscs and/or objections to the Subcommittee’s eight
requests are as follows:

In response to Subpoena Requests One through Three, Backpage.com submits the
following documents: the Terms of Usc by which Backpage.com’s users are bound, which
expressly prohibit the posting of any material “that in any way constitutes or assists in human
trafficking,” enclosed at BP-PSI-000001 to BP-PSI-000009; Backpage.com’s Posting Rules for
its "Adult” section, which also expressly prohibit the posting of any material “that in any way
constitutes or assists in human trafficking,” enclosed at BP-PSI-000010; and the agreement to
report “suspected exploitation of minors and/or human trafficking” that a Backpage.com user
must affirmatively accept before entering the “Adult” section of the website, enclosed at BP-PSI-
000011.

Although Backpage.com does not .maintain policies or procedures regarding its
moderation process, this process was detailed for the Subcommittee in the briefing provided by
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General Counsel Liz MeDougall on June 19. 2015 and in prior sworn testimony (enclosed at BP-
PSI-000012 to BP-PSI-000021).

It is important ta note, however, the challenges that arose in July 2015 when Cook

cards for purchases on Backpage.com, with the aim of climinating the website’s ability to do
business altogether. First and foremost, the credit card information was a valuable tool to
identify and verily the identity of Backpage.com users. In addition, without credit card charges
and verification, the volume of ads posted on Backpage.com has increased and, by extension,
Backpage.com’s ability to modcrate those ads has decreased. Backpage.com continues lo assess
this situation.

To the extent that the Subcommiittec seeks further documents in this regard,
Backpage.com objects to the request on the basis that it violates the First Amendment, is
overbroad, and is not pertinent to a proper legislative inquiry by this Subcommitice.

In responsc to Subpocna Request Four, Backpage.com is compiling its many records
regarding its cooperation with law enforcement, including responses to subpocnas, testimony
provided by Backpage.com personncl. voluntary investigations by Backpage.com, and
communication with law enforcement commending Backpage.com for its work and support
combatting human trafficking. Backpagc.com cxpects to provide these documents to the
Subcommitice as soon as it completes locating and redacting personally-identifying information
from those documents.

Backpage.com objects to Subpocna Request Five on the basis that it violates the First
Amendment and is not pertinent to a proper legislative inquiry by this Subcommittee.

In response to Subpocena Request Six, Backpage.com does not routinely maintain ad
volume information as requested by the Subcommittee.  However, Backpage.com will
investigate whether compilation and production of such figures arc possible, Backpage.com can
state at this time that, since the July 2015 elimination of credit card services because of Sheriff
Thomas Dart’s actions, the ad volume has increased exponentially, and appears to continue to
grow,

In response to Subpoena Request Seven, Backpage.com doces not routinely maintain the

statistical information requested by the Subcommittee. However, Backpage.com will investigate
whether compilation and production of such data are possible.
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In response to Subpoena Request Eight, Backpage.com objects on the basis that it
violates the First Amendment and is not pertinent to a proper legislative inquiry by this
Subcommittee.

Finally, while Backpage.com has agreed to provide certain documents in response to
ceitain of the Subpoena’s requests, Backpage.com does not waive and expressly reaffirms its
First Amendment and periinence objections as to all requested documents and information. The
production of this information is not intended, and should not be taken, as a waiver of thesc or
any other privilege that might be asserted in any other forum or proceeding. The objections
outlined in this letter, as well as our earlier letters, are specifically asserted as a basis for not
producing documents ot information called for by the Subpoena

Sincerely,

Steven R, Ross

Stanley M. Brand
Akin Gump Strauss Hauer & Feld
Counsel for Backpage.com, LLC

Robert Corn-Revere
Davis Wright Tremaine, LLP

Counsel for Backpage.com, LI.C

Encl.
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new york, ny
Froan Alaaemifinde

bgckgage.com
Terms

Updated Jun 1, 2015
Objectives/Content:

Backpage.com is a web site (the "Site") that hosts classified advertising and related content created and
developed by third-party users. Services and features of the Site are provided by Backpage.com, LLC
and/or affiliates (including Classified Solutions, Ltd. and Payment Solutions B.V.). Your use of the Site,
including all access, services and/or features, is governed by these Terms of Use and the Privacy Policy
(collectively, “Terms"}, and you should review both carefully. By using the Site in any way, you are
agreeing to comply with these Terms.

The Site reserves the right to change the Terms at any time and for any reason. Updated versions of the
Terms will be posted to the Site at backpage.com and you should visit this page periodically to keep
apprised of any changes. By continuing to use the Site after any such change, you accept and agree to
the modified Terms. The Site reserves the right to modify or discontinue, temporarily or permanently, the
Site, any site features, benefits (including without limitation blocking or terminating your Account), rutes or
conditions, all without notice, even though such changes may affect the way you use the Site. You agree
that the Site will not be liable to you or any third-party for any modification or discontinuance of the Site.

User Conduct:
Without fimitation, you agree to refrain from the following actions while using the Site:

1. Harassing, threatening, embarrassing or causing distress or discomfort upon another individual or entity
or impersonating any other person or entity or otherwise restricting or inhibiting any other person from
using or enjoying the Site;

2. Transmitting any information, data, text, files, links, software, chats, communication or other materiais
that is unlawfui, false, misleading, harmful, threatening, abusive, invasive of another's privacy, harassing,
defamatory, vulgar, obscene, hatefu! or racially or otherwise objectionable, including without fimitation
material of any kind or nature that encourages conduct that could constitute a criminal offense, give rise to
civil liability or otherwise violate any applicable local, state, provincial, national, or internationat law or
regulation, or encourage the use of controlied substances;

3. Posting advertising or soficitation in categories that is not appropriate, or posting the same item or
service in more than one category or more than once every 7 days, or posting the same ad in multiple
cities on the Site;

4. {a) Posting adult content or explicit adult material unless: (i) such material is specifically permitted in
designated adult categories and permitted under applicable federal, state, and local law; and {ii) you are
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at least 18 years of age or older and not considered to be a minor in your state of residence;

(b) Posting, anywhere on the Site, obscene or lewd and lascivious graphics or photographs which depict
genitalia or actual or simulated sexual acts, as determined in the sole discretion of backpage.com;

(c) Posting any solicitation directly or in “coded” fashion for any iliegal service exchanging sexuat favors for
money or other vaiuable consideration;

{d) Posting any material on the Site that exploits minors in any way,

(e) Posting any material on the Site that in any way constitutes or assists in human trafficking.

5. Posting any ad for products or services, use or sale of which is prohibited by any law or regulation;

6. Sending mail, e-mail, voice messages or faxes for solicitation of any other product, or service to a user
of the Site unless the user has granted permission in their ad or otherwise allowed contact for solicitation;

7. Deleting or revising any material posted by any other user;

8. Interfering with or infringing the patents, copyrights, trademarks, service marks, logos, confidential
information or intellectual property rights of others;

9. Using any automated device, spider, robot, crawler, data mining tool, software or routine to access,
copy, or download any part of the Site unless expressly permitted by the Site;

10. Taking any action creating a disproportionately large usage load on the Site unless expressly
permitted by the Site:

11. Sending messages or engaging in disruptive or damaging activities online, including excessive use of
scripts, sound waves, scrolling, or use of viruses, bots, worms, time bombs, Trojan horses or any other
destructive element;

12. Gaining or attempting to gain unauthorized access to non-public areas of the Site. In addition, if you
have a password to a non-public area of the Site, you may not disclose to, or share your password, with
any third parties and/or use your password for unauthorized purposes;

13. Attempting to decipher, decompile, disassemble or reverse engineer any of the software comprising or
in any way making up ali or any part of the Site; modifying any meta data, copying or duplicating in any
manner any of the content; framing of or linking to any of the Site, its content or information available from
the Site without the express written consent of agents of the Site;

14, Discriminating on the grounds of race, religion, national origin, gender, disability, age, marital status,
sexual orientation, or refers to such matters in any manner prohibited by law;

15. Posting any employment ads violating the anti-discrimination provisions of the Immigration and
Nationality Act or messages which violate any law or regulation;

16. Using the Site to engage in or assist another individual or entity to engage in fraudulent, abusive,
manipulative or illegal activity.

17. Posting free ads promoting links to commercial services or web sites except in areas of the Site where
such ads are expressly permitted;
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18. Posting any material advertising weapons the use, carrying, or advertising of which is prohibited by
applicable federal, state, or local law. You are solely responsible for complying with any and all laws
and/or regulations applicable to the transfer of firearms under both applicable local, state and
federal laws. The transfer of firearms is heavily regulated and restricted, and failure to strictly comply with
all such laws is a serious crime and may result in criminal prosecution. All transfers of firearms, whether
by sale, lease or loan, including private transactions, must go through a licensed firearms dealer. Any
exception to these laws, such as air guns, knives, accessories, certain antiques, and some gun parts that
may not require transfer by a licensed dealer, should be first confirmed by you prior to purchase. it is your
responsibility to comply with all such laws, including any and all city, county, state and Federal laws when
accessing or using this site. It is also your responsibifity to locate one or more licensed firearm dealers in
your area and/or the area of any buyer or seller listing here who are able and willing to assist you with any
such transfer. We do not offer any assistance with respect to locating a licensed dealer for your
transaction or otherwise with respect to your transaction. By listing any firearm, you represent and
warrant to us that you legally own and possess the item you wish to list here and have fully complied with
and wilt continue to fully comply with all laws and regulations applicable to your listing, transfer and/or
sale. By agreeing fo purchase any firearm, you represent and warrant to us that you are of legal age, and
are not otherwise prohibited by law from purchasing, transferring, owning, or possessing the firearm
listed, and that you have fully complied with and will continue to fully comply with all laws and regulations
applicable to your transfer or purchase;

Please report any violations of these Terms to: abuse@backpage.com

You agree to comply with alt applicable laws, statutes, regulations, and ordinances concerning your use of
the Site.

Use of Materials:

Any ads or messages that you post, transmit, or otherwise make available for viewing on public areas of
the Site will be treated as non-confidential and non-proprietary to you. You understand and agree that any
such ads and messages may be used by the Site or our affiliates, without review or approval by you, for
any purpose whatsoever, and in any medium, including our print media, if any. You grant the Site (and
our affiliates) the irrevocable right to use and/or edit your ads and messages, without review or approval
by you, for any purpose whatsoever, including, without limitation, reproduction, disclosure, transmission,
publication, broadcast, posting, and advertising in any media in perpetuity without notice or compensation
to you.

Fair Housing:

Al real estate advertising is subject to Title VIii of the Civil Rights Act of 1968 (Fair Housing Act), as
amended. Title VIII of the Civil Rights Act of 1968 (Fair Housing Act), as amended, prohibits
discrimination in the sale, rental, and financing of dwellings, and in other housing-related transactions,
based on race, color, national origin, religion, sex, familial status (including children under the age of 18
living with parents or legal custodians, pregnant women, and people securing custody of children under
the age of 18), and handicap (disability). The Site will not knowingly accept any real estate advertising
which is in violation of any applicable law. Users are hereby informed that all dwellings advertised on the
Site are available on an equal opportunity basis. To complain of discrimination calt HUD toll-free at 1-800-
669-9777. The toll-free number for the hearing impaired is 1-800-927-9275,
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You acknowledge and agree that you will not submit or post any ad which discriminates based on race,
color, national origin, religion, sex, sexual orientation, familial status and /or handicap/disability. if you see
any ad or posting which discriminates based on any of the above factors, you are encouraged, in addition
to contacting HUD, to report such ad or posting by clicking on the “Report this Ad” link located on the ad
page. You understand that we shall have the right, but not the obligation, to remove, edit or delete any ad.

Termination of Access:

The Site has the right terminate your access for any reason if we believe you have violated these Terms
in any manner. You agree not to hold the Site liable for such termination, and further agree not to attempt
to use the Site after termination.

No Third Party Beneficiaries:

You agree that, except as otherwise provided in this Terms of Use, there shall be no third party
beneficiaries to these Terms.

Copyright and Trademarks:

All materials on the Site, including without limitation, logos, images, text, illustrations, audio and video files
are protected by copyrights, trademarks, service marks, or other proprietary rights which are either owned
by or licensed to the Site or owned by other parties who have posted on the Site. Materials from the Site
and from any other web site owned, operated, controlled, or licensed by the Site may not be copied,
reproduced, republished, uploaded, posted, transmitted, or distributed in any way.

in posting content on the Site, you grant the Site, and its owners and licensees, the right to use,
reproduce, distribute, transtate, modify, adapt, publicly perform, publicly display, archive and create
derivative works from the posted content.

Notification of infringement

If you believe that your work has been copied in a way that constitutes copyright infringement, or your
intellectual property rights have been otherwise violated, please provide the following information to the
Site’s Copyright Agent:

1. An electronic or physical signature of the person authorized to act on behalf of the owner of the
copyright or other intellectual property interest;

2. A description of the copyrighted work or other intellectual property that you claim has been infringed;
3. A description of where the material that you claim is infringing is located on the Site;
4. Your name, address, telephone number and e-mail address:;

5. A signed statement by you that you have a good faith belief that the disputed use is not authorized by
the copyright owner, its agent, or the law; and

8. A statement by you, made under penalty of perjury, that the information provided in your Notice is
accurate and that you are the copyright or intellectual property owner or authorized to act on the copyright
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or intellectual property owner’s behalf.
Our copyright agent can be reached as follows:

Copyright Agent Backpage.com LLC
PO Box 192307
Dallas, TX USA 75219

international - not for correspondence
Classified Solutions Ltd.

The East Stable Thrales End Farm
Harpenden, United Kingdom, AL5 3NS

Payment Solutions BV.
Zuidplein 116 - 1077XV,
Amsterdam, Netherlands

Fax: 214-757-8548
Email: abuse@backpage.com (Please put Copyright Infringement in the subject line)

The Site may, under appropriate circumstances and at our own discretion, disable and/or terminate the
accounts of users who may be repeat infringers.

Privacy Policy:

The Site has created a Privacy Policy setting forth how information collected about you is collected, used
and stored. Your use of the Site constitutes acknowledgment and agreement with our privacy policy. You
further acknowledge and agree that The Site may use your personal information in the manner described

in our Privacy Policy .
Posting of Ads:

You understand that each time you post an ad on this Site or otherwise use the Site, you agree to these
Terms. By agreeing to these Terms, you acknowledge that the Site may send you e-mail messages telling
you about products and services offered by the Site (or its affiliates and partners) You understand and
agree that such communications are part and parcel of your registration for and use of the Site; if you do
not wish to receive further communications from the Site (or its affifiates and partners), you must cancel
your registration by sending a cancelfation notice to support@backpage.com. If you choose to receive
mobile notifications concerning any ad, you agree that we may send automated text messages to your
mobile phone. If you do not wish to receive such text messages, you should not accept the mobile
notifications option. We will not send you any marketing or advertising by text messages. Message and
data rates may apply for mobile notifications.

Fees:

The Site may impose a fee on the posting of Content in certain areas of the Site. Users uploading

Content to fee-based areas are responsible for such Content and for compliance with these Terms.

Under no circumstances will the Site provide a/gefung iE tﬁ‘f event that Content is removed from fee-
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based areas for violation of these Terms.
Links:

The Site has no control over and is not responsible for the content of or claims made on websites that
may be linked to or from the Site, whether or not they may be affiliated with the Site. Any websites linked
to or from the Site are for your convenience only, and you access them at your own risk.

Release:

The Site assumes no responsibility for the accuracy, currency, completeness or usefulness of information,
views, opinions or advice in any material contained on the Site. In addition, it does not endorse any
opinions or recommendations posted by others. Any information posted on the Site is the responsibility of
the person or persons posting the message. Any user who violates the Terms may be permanently
banned from posting ads or using the Site. You understand that all postings, ads, messages,
advertisements, photos, sounds, images, text, files, video or other materials (collectively "Content") posted
on, transmitted through, or linked from the Site, are solely the responsibifity of the person from whom such
Content originated. Y ou understand that the Site does not control, and is not responsible for Content
available on the Site. You agree that the Site does not pre-screen, monitor or approve any Content, but
that the Site shall have the right, but not the obligation to remove, move {including moving an ad or
posting to another section or category within the classifieds), refuse, edit or delete any Content for any
reason whatsoever. The Site shall not be responsible for any interaction between you and the other users
of the Site. Your dealings with others through the Site are solely between you and such other parties.
Under no circumstances will the Site be liable for any goods, services, resources or content available
through such third party dealings or communications, or for any harm related thereto. The Site is under no
obligation to become involved in any disputes between you and other users of the Site or between you
and any other third parties.

You agree that our service is a venue for posters and users of the Site. in the event that you have a
dispute with any user of the Site, you agree that the Site is under no obligation to become involved. You
further agree to release the Site from any and all claims, demands, and damages arising out of or in
connection with such dispute.

You are entirely responsible and liable for any ad content you post or any ad that is posted through your
Account.

The Site does not offer any refunds for the early cancellation of paid sponsor ads or paid print ads. We do
not issue credits or refunds due to our extremely low rates and minimal administrative staff.

You acknowledge, consent and agree that the Site may access, preserve and disclose your account
information and Content you upload, post, or otherwise make available on the Site if required to do so by
law or in a good faith belief that such access, preservation or disclosure is reasonably necessary to: (i)
comply with legal process; (i) comply with legal requirements imposed by Federal, State or Local faw or
authorities (iif) enforce these Terms; (iv) respond to claims that any Content violates the rights of third
parties; {v} respond to your requests for customer service; or (vi) protect the rights, property or personal
safety of the Site, its users and the pubtic.

Disclaimer of Warranties for Site:
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YOU EXPRESSLY AGREE THAT USE OF THE SITE IS AT YOUR OWN RISK. THE SITE SHALL
NOT BE RESPONSIBLE FOR ANY CONTENT FOUND ON THESE CLASSIFIEDS. THE SITE
EXPRESSLY DISCLAIMS ALL WARRANTIES OF ANY KIND, WHETHER EXPRESS OR IMPLIED,
INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE, TITLE AND NON-INFRINGEMENT. THE SITE MAKES
NO WARRANTY THAT ITS CLASSIFIEDS OR USE OF THE SITE WILL BE UNINTERRUPTED,
TIMELY, SECURE, WITHOUT DEFECT OR ERROR FREE. THE SITE 1S PROVIDED ON AN "AS I1S"
AND "AS AVAILABLE" BASIS.

YOU ACKNOWLEDGE AND AGREE THAT ANY MATERIAL, AND/OR DATA DOWNLOADED OR
OTHERWISE OBTAINED THROUGH THE USE OF THIS WEB SITE IS DONE AT YOUR OWN
DISCRETION AND RISK AND THAT YOU WILL BE SOLELY RESPONSIBLE FOR ANY DAMAGES
TO YOUR COMPUTER SYSTEM OR LOSS OF DATA THAT RESULTS FROM THE DOWNLOAD OF
SUCH MATERIAL AND/OR DATA.

SOME JURISDICTIONS DO NOT ALLOW THE EXCLUSION OF CERTAIN WARRANTIES, SO
SOME OF THE ABOVE EXCLUSIONS MAY NOT APPLY TO YOU.

Limitation of Liabifity:

The information, services and products available to you on this Site may contain errors and are subject to
periods of interruption. While the Site does its best to maintain the information, services and products it
offers on the Site, it cannot be held responsible for any errors, defects, lost profits or other consequential
damages arising from the use of the Site.

IN NO EVENT SHALL THE SITE OR ITS AFFILIATES, OWNERS, AGENTS, DIRECTORS,
OFFICERS, EMPLOYEES, REPRESENTATIVES, SPONSORS, SUPPLIERS, OR PARTNERS
(COLLECTIVELY "INDEMNIFIED PARTIES") BE LIABLE TO YOU OR ANY THIRD PARTY FOR ANY
DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE, SPECIAL, EXEMPLARY
DAMAGES, OR ANY DAMAGE S WHATSOEVER, ARISING FROM OR IN ANY WAY CONNECTED
OR RELATING TO (i) THE USE OF (OR INABILITY TO USE), OR PERFORMANCE OF THIS SITE,
(ily ANY INFORMATION, SERVICES OR PRODUCTS PROVIDED THROUGH THIS SITE, OR (iii)
ANY INTERACTION BETWEEN YOU AND OTHER PARTICIPANTS OF THE SITE, EVEN IF ANY
OF THE INDEMNIFIED PARTIES HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES. YOU ACCEPT ALL RESPONSIBILITY FOR, AND HEREBY AGREE TO INDEMNIFY
AND HOLD HARMLESS THE INDEMNIFIED PARTIES FROM AND AGAINST, ANY ACTIONS
TAKEN BY YOU OR BY ANY PERSON AUTHORIZED TO USE YOUR ACCOUNT, INCLUDING
WITHOUT LIMITATION, DISCLOSURE OF PASSWORDS TO THIRD PARTIES. BY USING THE
SITE, YOU AGREE TO DEFEND, INDEMNIFY AND HOLD HARMLESS THE INDEMNIFIED
PARTIES FROM ANY AND ALL LIABILITY REGARDING YOUR USE OF THE SITE OR
PARTICIPATION IN ANY SITE'S ACTIVITIES.

IF YOU ARE DISSATISFIED WITH THE SITE, OR ANY PORTION THEREOF, OR DO NOT AGREE
WITH THESE TERMS, YOUR ONLY RECOURSE AND EXCLUSIVE REMEDY SHALL BE TO STOP
USING THE SITE.

If you are a California resident, you waive any rights you may have under California Civil Code § 1542,
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which states: “A general release does not extend to claims which the creditor does not know or suspect to
exist in his favor at the time of executing the release, which if known by him must have materially affected
his settlement with the debtor.”

indemnity:

You agree to indemnify and hold harmiess the Indemnified Parties from any claim or demand, including
reasonable attorneys' fees, made by any third party due to or arising out of your use of the Site, the
violation of these Terms by you, or the infringement by you, or other users of the Site using your
computer, of any intellectuat property or other right of any person or entity. The Site reserves the right, at
its own expense, to assume the exclusive defense and control of any matter otherwise subject to
indemnification by you.

Jurisdiction and Choice of Law:

These Terms shall be governed by, construed and enforced in accordance with the laws of the State of
Arizona without regard to its choice of law provisions. Any action you or any third party may bring to
enforce these Terms, or in connection with any matters related to the Site, shall be brought only in either
the state or Federal courts located in Arizona, and you expressly consent to the jurisdiction of said courts.
You also agree that regardless of any statute or law to the contrary, any claim or cause of action arising
out of or related to use of the Site or the Terms must be filed within one (1) year after such claim or cause
of action arose or be forever barred.

General:

These Terms constitute the entire agreement between you and the Site and govern your use of the Site,
superseding any prior agreements between you and the Site. You also may be subject to additional terms
and conditions that may apply when you use affiliate services, third-party content or third-party software,
or visit another site linked to by this Site. The section tities in these Terms are for convenience only and
have no legal or contractual effect.

Violations:
Please report any violations of these Terms to: abuse@backpage.com
Severance and Waiver:

You acknowledge and agree that if any provision of these Terms shall be untawful, void, or for any reason
unenforceable, then that provision shall be deemed severable from these Terms and shall not affect the
validity and enforceability of any remaining provisions. Furthermore, if any provision of these Terms is
found by a court of competent jurisdiction to be invalid, the parties nevertheless agree that the court
should endeavor to give effect to the parties' intentions as reflected in the provision.

The Site's failure to exercise or enforce any right or provision of these Terms shall not constitute a waiver
of such right or provision uniess acknowledged and agreed to by the Site.

My Acgount | Buy Credits (new!) | Contact | Help | Privacy | Terms | Safety
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newyorkbackpage.com is an interactive computer service that enables access by multiple users and should nat be treated as the publisher or
speaker of any information provided by another information content provider. @ 2015 backpage.com
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washington d.c.

Frmm Almemifinde

backpage.com > post ad > adult entertainment > adult jobs

Posting Rules

You agree to the following when posting in this category:

{ will not post obscene or lewd and lascivious graphics or photographs which depict genitalia,
actual or simulated sexual acts or naked images;

| will not post any solicitation directly or in "coded" fashion for any illegal service, including
exchanging sexual favors for money or other vatuable consideration;

1 will not post any materia! on the Site that exploits minors in any way;

1 will not post any material on the Site that in any way constitutes or assists in human trafficking;
| am at least 18 years of age or older and not considered to be a minor in my state of residence.

Any post exploiting a minor in any way will be subject to criminal prosecution and will be
reported to the Cybertipline for law enforcement.

Postings violating these rules and our Terms of Use are subject to removal without refund.

i
!

My Account | Buy Credits {new!) | Contact | Help | Privacy | Terms | Safety

dec.backpage.com is an interactive computer service that enables access by muitipie users and should not be treated as the publisher or
speaker of any information provided by another information content pravider. © 2015 backpage.com
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Introduction

My name is Elizabeth L. McDougall and Tam General Counsel for Viliage Voice Media
Holdings, LLC, which ¢wns Backpage.com, LLC. Thaik you for the invitation and
opportunity to testify regarding the grave social issue of domestic sex trafficking,

over mote than a decade of counseling and litigating online service provider Internet, e-
commerce and ¢yber-crime issues; nearly two decades of pro bomo work defending
victims of abuse, éxploitation and civil rights violafions; and nearly five Vedfs of
rescarch, legal counseling and pro bono contributions in thé domestic anti-humen
trafficking movement.

My testimony before the Council is based on my knowledge, resgarch and experience

I earned my Jaw degree from New York University School of Law in 1993, I practiced
law in New York City for over two years, then provided volunteer services at Legal
Services of the Blue Ridge ifi rural North Carolina for two years (including creating a
domestic violence representation program). My young family subsequently settled in
Seattle, where T ultimiately joined the preeminent technology firh and developed clients
and lepal expertise throughout the computer and wireless technology sectors from 1999
to2012.

On February 15, 2012, I joined Village Voice Media with the mandate and grant of
authority to find and implement thé best measures to fight the abuse of Backpage.com for
human trafficking and other illegal activity and to challenge the rest of the online service
provider industry to meet the sarne high standards. That brings me here.

The accusations against craigslist, Inc. and then Backpage.com that providing an “adult”
category on a generic classified advertising website is tantamount to pimping out
exploited women arid children were effective for a time to drive long-overdue aftention to
the sexual exploitation of children and women (and sometimes mer) in the United
States. But now that this social atrocity has political and public attention, it is time to
stop ‘the rhetoric and to develop intelligent, effective strategies 'to stop human trafficking
online and to focus on the root causes and desperately needed resources and services to
also, with the Grace of God, eventually stop the trafficking of hiimans everywhere.

Background on Hluman Trafficking Online in the United States

Sex and labor trafficking have existed throughout human history. But, until recently, they
dwelled underground and in back alleys, largely unrecagnized within U.S. borders. Now;
the same Internet that allows us to chat with friends and instantly research any subject has
brought this abomination out of the shadows in America. Traffickers have seized on this
technology in hopes of increasing their payoffs — despite the heightened risk of detection,
identification and prosecution.

Traffickers soliciting and advertising their victims are now commonplace on social
networking sites, search engines, generalized classified services and specialized adult
websites throughout the Intemet. For example, social networking sites are increasingly
popular sources of adult service advertising by agencies and individuals. Dr. Sudhir

1
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Venkatesh of Columbia University has insightful research on this issue, including a
comiparison of the sourées of cliéntele for sex trades.! Pursuant to this research, as early
as 2008, a single social network website provided 25% of clients in the New York City
sex trade compared to only 3% from #n online cIasmﬁed website? Dr. Veokatesh
expected the social network percentage to grow by 20112

As a practical matter, the Inteinet has unquestionably made trafficking and exploitation
more visible, but visibility should not beget misguided policy. As Dr. danah ‘boyd of
Harvard's Berkman Center for Internét and Society has stated, “Heightened visibility can
easily prompt fear, as we become concemed about the things that we see that we don’t
like. But the least productive thing that we can do with visibility is use it to generate fear.
While fear and outrage can propel us to act, deiving policy by fear can easily backfire and
harm those that wé’re trying to help 4 .

To be sure, more empirical dafa regarding the rdl¢ of the Internet in human trafficking
and child sex exploxtatxon is desperatcly needed, A literature review on human trafficking
conducted for the U.S, Departmient of Justice emphasized: “[T]he most important aréna
which needs urgent eproratlon is the way the knowledge upon which the public debate
about trafficking for sexual and labor explmtatlon is based is generated. 5 In the interim,
“in no area of the social sciences has ideology contaminated knowledge more pervasively
than in writings on the sex industry,” and “[t]oo often in this area, the canons of scieritific
inquity are suspended and research deliberately skéwed to serve a particular political

agenda,”®

For example, anti-prostitution advocates often cite Men Who Buy Sex with Adolescent
Girls: A Scientific Research Study, which was prepared by a inarketing company hired by
an anti-prostifution organization. Although the study purported to assess men’s
propensity to sexually exploit minors onlme, its methodology and conclusions were

' Dr, Sudhir Venkatesh, How Tech Tools Transformed New York's Sex Trade, Wired Magazine (January
:;\l, 2011), available at http:/www.wired.com/magazine/201 /OUIE_sextrade/all/],

Id,
35,
* Dr. dansh boyd, Combating Sexual Exploitation Online: Focus ori the Networks of Pebple, not the
Technology, Statement to Massachusetts Attorney General Martha Coakley as part of the Hearing on
Sexual Explmtahon Online, at 1 (October 19, 2010), available at
hﬂp fwww. zephona.org/thoughts/nrchlvesfzo 10/10/19/combating-sexual-exploitation-online html,

5 Dr, Mark Latonero, Human ﬂaﬂ?ckmg Online — The Role of Social Networking Sites and Online
Classifieds, U.S.C, Annenberg School “for Communications & J oumahsm (Sept. 2011), avallable at
http: mechnologymdlraﬂ' cking.usc.edw/report, at 11 (quoting Elgbieta M, Gozdzisk and Micah N, Bump,
Data and Research on Human Trafficking: Bibliography of Research-Based Literaturé, Georgetown
University Institute for the Study of Interhational Migration, Oct. 2008, at 45.),
$1d (quoting Sheld Zhang, Beyond the ‘Natasha’ story—a review and critique of current research on sex
trafficking, GLOBAL CRIME vol. 10, no. 3, at 179 (Aug. 2009)).

2
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soundly refuted by The Urban Institute in its teport to the House Judiciary Committee’s
-Subcomniittee on Crime, Terronsm and Homeland Security.”

Yet, even while further data is pendmg, scholars aiid law enforcement officials recognize
that online service providers are in a unigue posmon to combat human trafficking and
exploitation. Through online technology, we havé more people watching for and
reporting potential victims or signs of trafficking or exploitation, and enhariced means of
detecting and prosecuting these practxces

Internet traffickers leave digital trails that can lead to their capture and provide valuable
nmghts {nto their behavwr, techmques and patterns. 8 As found in the recent study by Dr.
Mark Latonero at the U.S.C. Anperiberg School for Communications & Journalism,

entitled Human Traffi icking Onlivie — The Role of Socml Networking Sites and Online
Classifieds, “Trafficking online thus presents the anti-trafficking commuriity with en
unprecedented window to observe, track and monitor the conduct of both the supply and
demand sides of the teafficking trade. »® An Imimigration and Customs Enforcement agent
mvolved in traﬁickmg investigations and arfests explained succinctly: “Some child
predators mistakenly believe ‘the anonymity. of cyberSpace shields them from scrutiny. In
fact, their use of the Intemet gives us new tools in our efforts to investigate this insidious
behavior.”?

In recognition of this prmclple, several programs dedicated to studying the role of
comimunications techiiologies in the fight against human trafficking. have rcccntl?' been
launched, including the Annenbérg Center's Technology & Trafficking Imnahve and a
progran. sponsored by Microsoft Research and the Microsoft Digital Crimes Umt

Backpage.com is anonline classifieds service that includes a category for “adult"
advertising, ‘Since craigslist, Inc. closed its “adult” category in September 2010 with a
symbol simply stating “censored,” Backpage.corh has become the target of
predominantly political and other non-victim-centric accusations that this category
facilitates human tafficking,

7 Collgén E Owens and William Adams, Feedback on Men Who Buy Sex with Adolescent Girls: A

Sc!em ific Research Study, The Urban Institute (Septcmhcr 2010)

8 See Human T rafficking Online, at 34-37 (“As people tura to techmology to negotiate exchanges, new data
becomes available and new interactions become traceable. If everyone js willing and engaged; it becomes
possible to track the flow of information around an exploitative trade in entirely new ways.”); Combating
Sexual Exploitation Online, at 2 (“Historically, human trafficking has occurred underground, making it
extrendely difficult for law enforcement and rescue organizations to identify and act to capture perpeirators
and save victims.”).

® Human Trafficking Online, at 9.

' 14 at'20, notes 112-113,

1 Adam Powell, CCLP forum explores new technological tocls to combat human trafficking, USC
Annenberg Center on Communicetion Leadeérship & Policy, (Nov. 7, 2011), available at
http.//oommumcanorﬂcadershtp usc.edwblog/ctlp forum_explores_new tfechnological tools_to_combat h
uman_trafficking.html,

'2 The Role of Technology in Human Trafficking—RFF, available at http://research.microsoft.com/en~
us/collaboration/focus/éducation/human-trafficking-rip.aspx.
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However, as acknowlédged by Copgresswoman Blackburn in recent public comments
regarding her letter with ‘Congrésswoman Maloney to aniother online service provider
regarding adult advertising that she alleged cofitributed to htiman trafficking, the abuse of
onling services is a problem for all online service proyiders_and the onlihe service
provider indusiry needs to “take the lead” in the solution.'* In other -words, the
exploitation of the World Wide Web by criminals to exploit human beinigs is an Internet-
wide problem. Backpage.com has already voluntarily taken the lead in fighting back
against these criminals and emibraces th¢ challenge to set the bar for all socially
responsible online service providers even higher.

Bac‘l_ggag‘e.c‘:om’s ‘Combat of Online Trafficking

When traffickers use the Internet, especially in a findncial transaction, they leave forensic
footprints that create unprecedented tools and evidence that law enforcemerit ¢an use to
locate and rescue victims of exploitation and to ifivestigate, arrest and conivict pimps and
their criminal networks. A key to disrupting and eventually énding human trafficking via
the World Wide Web is therefore an online service provider community—of businesses
including Backpage.coin—that aggressively monitor for and trace potential trafficking
cases and promptly report to and cooperate with frontline law enforcement.

As stated, Backpage.com leads the industry in these sheasures. Backpage.com alréady
employs -a triple-tiered policing system to prohibit and report attempts at human
exploitation. Backpage.com operates an antomated filter system to preclude ads with
suspect words, phrases, codés and data. On top of this filter, Backpage.com conducts two
levels of human, i.e., manual, review of all content submitied by users for the adult and
personal categories to identify suspect content, The first level of review is conducted
BEFORE content is allowed to be posted on the website to prévent exposure to public
view. Backpage.com also performs post-publication manual review of adult and personal
ads as a triple check for possible exploitation or other illegal activity. Backpage.corh has
additionally explored age-verification technologies and procedures. Howeveér, none to
date provide practical options that could not be easily thwartéd by the criminals they are
designed to block.

When content is identified as potentially involving sexual exploitation of a minor
(trafficking or otherwise), Backpage.com immediafely reports it to the National Center
for Missing and Exploited Children (NCMEC). NCMEC acts as a clearinghouse for child
exploitation reporting and directs reports to appropriate law enforcement authorities for
action or investigation. Backpage.com has in fact established a special "expedited”
reporting system to NCMEC for cases where there appears to be an imminent possibility
of rescue. Backpage.com also meets regularly with NCMEC staff to discuss procedures
and developmerits and to ensure that it is providing the best possible support to combat
child sexual exploitation. '

Backpage.com also responds to law enforcement subpoenas within 24 hours or less in

" bttp://www.foxnews.com/on-air/justice-jeanine/index. tm#/v/1 57456884700 | lawmakers-queéstion-
googles-role-in-hwan-irafficking/?playlist_id=163706 (last visited April 23, 2012).
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almost 21 cases. Morzover, Backpage. com uses its own technological tools and data fo
voluntanly locate and collect ‘additional évidence from acfoss the Internet to assist law
enforcement mveshgatlons and prosecuuons This additional voluntary research and
reportmg to law enfotcesnent is umque and such independent cooperation and assistance
is unparalleled by othier online service prowders

Bagkpage.com has only tecently beggin to track victim rescues and criminal arrests,
prosecutlons and oonvxcuons due to its exceptional coopération, And law enforcement
efforts for these cases are so grossly under-resourced that they have little time for our
follow-up inquiries . about status and outcomes, However, we know that our prompt and
thorough reports to NCMEC and ouf qulck and complete law enforcement responses
havé resulted in at least dozens of rescued victims. Only dozens? Let me reiterate that this
is a gross underestimate, Not the Jeast of which is due to the desire not to pester law
enforcement that suffers already frorh a gross shortage of resources But let me also
reiterate Rev. Dr. Heuderson s words that “one is one too many. ¥ We agree. We have
not saved them all yet, but that is no excuse fornot saving the ones that we can.

Why Not Terrminate An “Adult” Citegioiv? Because It Would Be Wrong.

Critics who demand Backpage.com eliminate an “adult” category fai} to understand the
significance of Backpage.com’s assistance in the rescue of Victims and conviction of
trafficking perpetrators. Indeed, they expressly misunderstand it,

First, critics point to references to Backpage.cotil in media reports of resclies and arrests
in trafﬁckmg cases. Why do these média Tepotts reference Backpage.com? Because
Backpage com is the fastest and most thorough online service provider to respond to law
enfotcement subpoena and legal information requests so law enforcement comes to
Backpage.com first and Backpage.com provides the digital data that allows the rescue
and the bust. Subsequent information colléctéd and provided by Backpage.com fo law
enforcement has shown the same victims advertised on over a dozen ofher websites.
Such evidence is valuable in the prosecution of traffickers and pimps but such detailed
eVidénce rarely makes it info media reports even of canvictions because it is old news at
that time.

Second, critics, such as the Auburn Seminaty, the Church of Scientology’s Freedom
Magazine and even well-mieaning elected officials, acknowledge that a gesture by
Backpage.com in eliminating an “adult” cate gory would not stop human trafficking or the
exploitation of children, but argue that “it is a start.”'® But a start to what? Such
nondirectional, indeterminate, unsubstanfiated, morality-based opinions® ¢ do not provide

" http://www.msnbe. msn. com/id/46979745/vp/47049927#47049927 (last accessed April 23, 2012).

'8 For example, see /d.; see aiso http:/fwww.msnbe,msn.com/id/46079745/vp/4T049927#47049927 (last
visited April 23,2012).

1’ http://www.msnbc.msn.com/id!4,6979745/vp/47049927#470499_27 (last visited April 23,2012)
(references by Auburn Seminary spokesperson to “moral” obligations and citations to Bible, Jesus and
other religious dictates as justification for termination of “adult” category from single coﬂperativé online
service),
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grounds for critical policy decisions that impact the life and welfare of exploited children
or any other human being.

In fact, this unsupported stance ignores-the proven reality that such measures have on
onlme crime -- it drives it élséwhere. Specifically, shuttmg down cooperative U.S. online
services drives criminal traffic to websites operating in the Internét underground and
offshore (of which there are thousands) There, traffickers and pimps can continue to
advertlse and sell their victims in the U.S., but the online service providers are beyond
care and frequently beyond legal Junschctlon to cooperate voluntarlly or by mandate with
U.S. law enforcement, The traffickers and their valuable online footprmts become
invisible again, and the victims remain Jost on the Web dnd in the world ~ our world, It
should be unthirkable.

Ts there proof'of that this will be the outcome of continuing to vilify rather than cooperate
with willing U.S. online service providers?

Yes. Proof positive is the outcome of the demands and evéntual submission of craigslist,
Inc. to terminate an “adult” category. 'Did this end human trafficking and child séxual
exploitation, at léast on the Internet? No. The criminals just shifted online — within a
few hours for the most part. They scattered across the same websites and across ‘the
Internet, in¢luding to Backpage.com and innumerable other websites.”” The same
children and other victims remained available for sale in the U.S,; but to which of the
4,999 other potential websites did they go? Law enforcement, réscie groups and families
had to start their searches for lost children and viétims anew in a sea, not just a haystack.

The realities and complexity of human trafficking and sexual explmtatlon are such that to
annourice that a singlé website — Backpage com or other — is ‘the primary source of the
scourge and therefore holds the cure to this horrendous pmblern is not ornily unsupported
but also irresponsible. This is not merely Backpage com's position — which thé géneral
medla discounts &s fma.ncmlly motivated despite the fact that Backpage.com is composed
of people who are mothers, fathers, sisters, brothcrs, aunts, uncles cousins, and other
telations and friends of wothen, children and men who are susceptible or may themiselves
already have been victimized by cxplmtatlon This posmon has been articulated and
advocated through research, studlesv conclusions and opinions by experts around the
couniry and world,

To truly understand the Jandscape and challenges of technology in human trafficking,
policy makers should look to the conclusions of Dr. danah boyd at Harvard's Berkman
Center for Internet and Society, who is currently immersed in the study of this jssue (Dr.
boyd’s statement, entitled Combating Sexual Exploitation Online: Focus on the Networks
af People, not the Technology, submitted to Massachusetts Attorney General Martha

” According to an estimate by Shared Hope International (“SHI™), an international anti-trafficking non-
governmental organization, there are over 5,000 Websites currently directly or indirectly involved in sex
trafficking or sex tourism, See Dr. Mark Latonero, Humdn Tvafficking Online — The Role of Soctal
Networking Sites and Online Classifieds, U.S,C; Annenberg School for Communications & Journalism
(Sept. 2011), available at hitp:/technologyandtrafficking.usc.edw/report, at 14 (citing SHI sﬁldy).
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‘Coakley as part of General Coakley's October 2010 Hearing on Sexual Exploitation
Onling is available at http://www. zephona.org/ﬂloughts/archweslzo10/ 10/19/combating-
‘sexual-éxploitation-onine-html), the work of Dr. Mark Latonero referenced above
(available at htp: /ftechnologyandtrafficking.usc. edu/report), and to the research of Dr.
Venkatesh mentioned above (4 sample of his work is available at

Tttp://www.wired. com/magazine/2011/01/f * sextrade/all/1) and Dr. David Finkelhor of
the University of New Hampshire's Crimes Againgt Children Research Center (tecent
research and a fact sheet by Dr. Finkelhor are available at

httpi//www.unh. edulccrc/pdﬁ’CV186.pdf and

‘httpy/www.unh. edu/éere/prostitution/Juvenile_Prostitution_factsheet. pdf ), emong others

The Internet is not going away As Dr. boyd has explained, if one portal is closed,
crimindls will find another and another and another: “You may be able to see
transactions through Crmgshst or Back Page [sic], but there are countless other
technologies that are employed in exploltatmn And every time that you try to maks it
-disappeat one place, it pops up on snother. Increasingly, those sites are offshore and far
out of jurisdiction. 18 Moreover, “[gloing after specific sites where explmtauon becomes
visible and attempting to efadicate. the visibility does nothing to address the networks of
supply and demand—it simply pushes them to evolve and exploiters find new ngltal
hatints and go further underground . Eradicating visibility doés not break the trade
network itself but it does make it harder o get fo the source of exploitation.” ' Tn other
words, traffickers tafi and will migrate between any" ot'5,000 or more websites suspected
of directly or mduectly facilitating sex trafficking and sex tourism.2® “If you focus on the
sites, you will bé playing whack-a-iiolé and helping no one. w1

In fact, where a service provider remains U.S. operated and coopetative with law
enforcement — such as Backpage.com; it is counter productive to efforts to rescue
trafficking vietims and arrest the pelpetrators to terminate this channel of inyestigation
-and evidénce. While there is a readily acknowledged dearth of empmcal data regarding
human trafﬁckmg online, the research, evidence and conclusions of academics who have
approached the issue without preconceived moral conclusions have uniformly declared
that online service provider operatlons be they social nétwirking sites, online classified
services or Internet search engines — have a powetful and valuable role to play in the
combat of this global and domestic scourge. A recent New York Times article quotes
law enforcement agents on this point. (A copy of the article is available at
hitp://www.nytimes.com/2012/03/ 16/us/oniline-sex-trade-flourishing-despite-effoits-to-
curb-it.html?pagewanted=1&_r=1 (last accessed April 24, 2012)).

8 Combati g Sexual Exploltation Online, at2. As merely one example, the Erotic Review website
(www. theemtxcrewew com), transfesred its dwriership to Burope and has endeavored to conceal the
Tocation and trail of its anline operations through a Washington State domain name privacy registration
sérvice,
1 Cambatmg Sexual Exploitation Online, at 2.

2 This figure comes from a web analysis performed by the anti-trafficking organization, Shared Hope
International, See Human Trafficking Online, at 14.
H Combating Child Exploitation Online, at 3.

7
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1.aw Enforcement and Backpage.com

As noted above, Backpage.com is already the industry leader in cooperation with law
enforcement, Commendations for Backpage.com's responsiveness and thoroughness
with law enforéément investigations and stings are replete in our records. For your
records, a few of our hundreds of examples follow:

From:: [REDACTED] <[REDACTED](@jc.fbl.gov>
Date: [REDACTED], 2011 [REDACTED] AM MST
M. Ferrer,

You just made my day.

‘What is your official title. We want to submit your name for recognition of your
assistance following this case.

Thanks
[REDACTED]

From: [REDACTED] <[REDACTED]@REDACTEDtexas.gov>
Date: [REDACTED], 2011, at [REDACTED] AM CST

Certainly Carl, your staff did a great job! We appreciate Backpage’s vigilance to help
protect kids. On our team over the weekend were the Secret Service, Department of
Homeland Security, the United States Attorney’s Office and several local law
enforcement agencies and all commented on how effective Backpage was on getting the
ads removed quickly and blocKing future ads from the same poster’s.

'l give you a call shortly. Thanks.

From: [REDACTED] <[REDACTED]@ic.{bi.gov>
Date: [REDACTED], 2012 at [REDACTED] PM
Dear Backpage Staff,

As always, thank you for the exceptionally prompt response and for your research
efforts. It is always a pleasure to deal with Backpage.

Sincerely,
[REDACTED]

8
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From: [REDACTED] <[REDACTED]@state.ma.us>
Date: [REDACTED], 2011 [REDACTED] AM CST

... I can’t thank you and your staff enough for being so responsive aid supportive of my
aind other law enforcement efforts concemning these cases. Your company’s level of
cogperation is not the norm and makes a huge difference in our ability to target and
ultimately arrest thé offender.

Respectfully submitted,
[REDACTEDJ

Similarly, the President and CEO of the National Center for Missing and Exploited
Children (NCMEC) has lauded Backpage.com’s genuine comthitment o help stop sex
trafficking and observed that its employees are “aggressively reviewing theirads” and
had “reported 1,600 ads thet they believe are suspicious.””

Conclusion

Backpage.com and Village Voice Media of course hear the outery of protesters and feel
the pressure of politicians, T hear and feel them, We all agree we ned to do more to fight
human trafficking. But symbolic demands are no substitute for pragmatic crime-fighting
tactics. Human trafficking is a horriblé and hoitibly complex problem and recognizing
the complexity is essential to working to find and develop effective counter measures.

Despite its already extraordinary measures, Backpage.com stands ready and willing to do
more and to challenge its online service provider peers to do more — particularly in
cooperation with government, nongovérnmental, public, private and all other interest
groups sincerely dedicated to pragmatic approaches to addressing this scourge. We
sincerely welcome your ideas, suggestions, questions and comments to this end.

Very trly yours,

Elizabeth L. McDougall

General Counsel
Village Voice Media Holdings, LLC

22 We have redacied the niames and personally identifying information of the agents and officers,

% Cornelius Frolik, Sex trade thrives by exploiting Internet, DAYTON DAILY NEWS (Sept. 27, 2011),
available at hitp://www.daytondailynews.com/news/crime/sex-trade-thrives-by-exploiting-internet-
1260014, htral.
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United Dtates Senate

COMMITTEE ON
HOMELAND SECURITY AND GOVERNMENTAL AFFAIRS

WASHINGTON, DC 20810-6250

November 3, 2015

VIA U.S. MAIL AND EMAIL (sross@akingump.com)

Carl Ferrer, CEO
Backpage.com, LLC
2501 Oak Lawn Avenue
Dallas, TX 75219

c/o Steve Ross, Esq.

Akin Gump Strauss Hauer & Feld, LLC
1333 New Hampshire Avenue, NW
Washington, DC 20036

Re: Ruling on Objections to Subcommittee Subpoena

Dear Mr. Ferrer:

On October 1, 2015, the Permanent Subcommittee on Investigations issued a
subpoena to you, as Chief Executive Officer of Backpage.com, LLC (“Backpage”),
requiring Backpage to produce eight categories of documents to the Subcommittee. In
response, Backpage produced twenty-one pages of publicly available documents and
raised a number of objections to the subpoena. On behalf of the Subcommittee, we have
reviewed those objections carefully and now overrule them. Backpage is ordered and
directed to produce all responsive documents by November 12, 2015, at 10:00 a.m.

BACKGROUND

Pursuant to its authority under Senate Resolution 73, § 12(e), 114th Congress,
the Subcommittee is currently investigating the problem of human trafficking.

1. Under federal law, human trafficking includes, inter alia, the unlawful
practice of selling the sexual services of minors, or of adults who have been coerced into
participating in the commercial sex trade.! Over eight in ten suspected incidents of
human trafficking in the United States involve sex trafficking,? and reports have shown

118 U.S.C. § 1591,

2 U.S. Dep't of Justice, Bureau of Justice Statistics, Characteristics of Suspected Human Trafficking
Incidents, 2008-2010, at 1 (Apr. 2011), http://'bjs.ojp.usdoj.gov/contentfpub/pdf/cshti()&10.pdf‘
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that more than half of sex-trafficking victims are 17 years old or younger.? In recent
years, sex trafficking has migrated to the Internet,* where it has flourished in part
because of the high profitability and relatively low risk associated with advertising
trafficking victims’ services online.?

Sex traffickers have made extensive use of websites that serve as marketplaces
for ordinary commercial sex and escort services. Backpage.com is a market leader in
that area: It reportedly nets more than 80% percent of all revenue from online
commercial sex advertising in the United States, from nearly 400 cities throughout the
country.® Unsurprisingly, then, Backpage has also been linked to an alarming number
of sex trafficking cases. According to Shared Hope International, “[slervice providers
working with child sex trafficking victims have reported that between 80% and 100% of
their clients have been bought and sold on Backpage.com.”?

To better understand this phenomenon, the Subcommittee is reviewing what
measures commercial sex advertising sites, including Backpage, have taken to prevent
the use of their websites for sex trafficking and whether those measures are effective.
Careful fact-finding in this area is vital as Congress considers what action, if any,
should be taken to protect exploited women and children from those making illicit use
of the facilities of interstate commerce. To that end, the Subcommittee issued a
subpoena to Backpage for the production of documents related to the Subcommittee’s
investigation. Backpage has failed to comply with that subpoena.

2. The Subcommittee initiated an inquiry into Internct sex trafficking in April
2015. As part of that investigation, the Subcommittee has conducted interviews and
briefings with many relevant parties, including victims’ rights groups, nonprofit
organizations, technology companies, financial institutions, academic researchers,
federal, state, and local law enforcement officials, and several other advertising
websites similar to Backpage.

The Subcommittee first contacted Backpage on April 15, 2015, to request an
interview to discuss Backpage's business practices. On June 19, 2015, after extensive
communication with Backpage’s outside counsel regarding the specific topics that the

3U.S. Dep't of Justice, Office of Juvenile Justice & Delinquency Prevention, Literature Review:
Commercial Sexual Exploitation of Children/Sex Trafficking, at 3 (2014),
http:/fwww.ojjdp.gov/mpg/litreviews/CSE CSexTrafficking.pdf.

¢ See M. Dank, et al,, Urban Institute Research Report, Estimating the Size and Structure of the
Underground Commercial Sex Economy in Eight Major US Cities, at 234 (Mar. 2014),
http://www.urban.org/research/ publication/estimating-size-and-structure-underground-commer-cial-
sex-economy-eight-major-us-cities (‘{Tihe Internet has transformed the street-based sex market.”).

5 U.S, Dep't of Justice, National Strategy for Child Exploitation Prevention and Interdiction: A
Report to Congress, at 31 (Aug. 2010), http://www justice.gov/psc/docs/natstrategyreport.pdf.

8 Advanced Interactive Media Group, Online Prostitution-ad Revenue Crosses Craigslist Benchmark
(July 2013), http://aimgroup.com/2013/07/10/0nline-prostitution~ad-revenue-crosses—craigslist-
benchmark/.

7 Shared Hope International, White Paper: Online Facilitation of Domestic Minor Sex Trafficking, at
1 (Aug. 2014), http://sharedhope‘org/wp~c0nten‘duploads/2014/09/Online'Facih’ator-White-Paper-
August-2014.pdf.

2
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Subcommittee wished to discuss, the Subcommittee interviewed Backpage’s General
Counsel, Elizabeth McDougall. During the interview, Ms. McDougall could not answer
several critical questions about Backpage’s ownership, statistics on reporting to law
enforcement and to the National Center for Missing and Exploited Children
{“NCMEC”), and the “moderation” procedures Backpage uses to review and screen
advertisements. After the interview, on June 22, 2015, the Subcommittee sent
Backpage follow-up questions and requests for information. Despite initially indicating
that it would do so, Backpage failed to provide answers or documents.

3. The Subcommittee first issued a subpoena to Backpage on July 7, 2015, with
a return date of August 7, 2015. The subpoena requested materials related to
Backpage’s basic corporate structure, the steps it takes to review advertisements for
illegal activity, interaction with law enforcement, and data retention policies, among
other relevant subjects. The subpoena sought no information about the identity of
Backpage users and specifically provided for redaction of all personally identifying user
information.?

On August 6, Backpage submitted a letter to the Subcommittee explaining that
it would not produce any documents in response to the subpoena. Backpage contended
that the subpoena was overbroad and violated the First Amendment. Backpage asked
the Subcommittee to defer the subpoena so that Backpage could present “a more
fulsome discussion of the constitutional infirmities and concerns regarding the
Subcommittee’s subpoena,” and so that Backpage could seek leave of an unnamed
federal court to produce a sealed judicial opinion that Backpage contended would be
persuasive authority.?

In response, the Subcommittee sent a letter to Backpage explaining that the
cases relied upon in Backpage's August 6 letter were inapposite: They concerned either
state laws imposing content-based restrictions on advertisements!? or investigational
demands seeking personally identifying information about individual speakers’ political
beliefs (e.g., their membership in the NAACP or sympathy with the Communist
Party).!! The Subcommittee’s subpoena, by contrast, was scrupulously drawn to avoid
such concerns.

The Subcommittee invited Backpage to better explain its constitutional
objections.’? On September 14, 2015, counsel for the Subcommittee and counsel for

8 See Letter and Subpoena from PSI to Backpage (July 7, 2016).

® See Letter from Backpage to PSI at 6 (Aug. 6, 2015). Subcommittee staff responded immediately to

encourage Backpage to seek leave to produce the opinion.

10 F.g., Backpage.com, LLC v. McKenna, 881 F. Supp. 2d 1262 (W.D. Wash, 2012),

1 See generally Gibson v, Florida Legislative Investigation Committee, 372 U.S. 539 {1963); NAACP

v, Alabama, 357 U.S. 449 (1958); Watkins v. United States, 354 U.S. 178 (1957).

12 In an attempt to continue its fact-finding, the Subcommittee issued subpoenas for the depositions

of two Backpage employees, Andrew Padilla and to discuss their job duties. According

to Ms. McDougall, Mr. Padilla is the head of Backpage’s moderation department—the division of

emplpyees who_amone other things, review advertisements to screen them for evidence of illegal

act1v1tyfand ‘ia in charge of training line moderators to perform those functions. Both

Mr. Padilla and [ 8 -ct2ined individual counsel and, invoking their Fifth Amendment
3
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Backpage met for the purpose of discussing the company’s constitutional objections to
the July 7 subpoena. During that meeting, counsel for Backpage conceded that the
subpoena did not seek any type of information that triggered heightened First
Amendment serutiny in the cases cited in Backpage's August 6 letter. The company
objected to no particular request in the subpoena schedule. Instead, Backpage objected
to the entirety of the subpoena on First Amendment grounds based on two
considerations: (i) the “breadth” of the subpoena as a whole; and (ii) the “context” in
which Backpage received the Subcommittee’s subpoena—i.e., the fact that other
governmental actors have recently taken an interest in Backpage. When Subcommittee
counsel asked Backpage counsel for authorities to support that position, Backpage
counsel demurred and committed to following up in writing. That response never
arrived.

4. On October 1, 2015, the Subcommittee withdrew its original subpoena and
issued a new, more targeted subpoena focused on its areas of principal interest. In the
letter accompanying the subpoena, the Subcommittee explained that “we continue to
see no legal merit in Backpage’s explanation for its categorical refusal to comply with
the Subcommittee’s subpoena. Nevertheless, in the hope of overcoming the current
impasse, we are withdrawing the Subcommittee’s July 7 subpoena and issuing the
attached subpoena seeking a narrower subset of documents.”® We explained that the
withdrawal of the earlier subpoena “does not reflect, in any way, our agreement with
the merits of Backpage’s expansive claim of privilege; rather, it represents a good-faith
effort to address Backpage's expressed concerns.”

The October 1 subpoena required you to produce documents named in the
schedule, or else appear personally, on October 23, 2015.15 Specifically, the new
subpoena seeks the production of eight categories of documents previously sought in the
initial subpoena, including information about Backpage’s review and moderation
procedures; its practices with respect to verifying user accounts; documents concerning
human trafficking and similar offenses; data-retention practices; and statistical
information concerning its advertisements, review practices, and revenue.!® The
subpoena provides that the company should exclude any personally identifying
information concerning Backpage users.

The Subcommittee notified Backpage that it must “assert any claim of privilege
or other right to withhold documents from the Subcommittee by October 23, 2015, the
return date of the subpoena, along with a complete explanation of the privilege or other
right to withhold documents” and that “[t}he Subcommittee will rule on any objections
to the subpoena, including any claim of privilege, based on submissions in the record at
that time.”"” The Subcommittee cautioned you that failure to comply with the

privilege, declined to testify on the ground that it might tend to incriminate them. On that basis, the
Subcommittee released them from their obligation to personally appear for their depositions.

8 Letter from PSI to Backpage at 2 (Oct. 1, 2015).

4 Id,

15 Subpoena, Oct. 1, 2015,

16 Subpoena, Schedule A (Oct. 1, 2015).

17 Letter from PSI to Backpage at 3 (Oct. 1, 2015) (emphasis added).
4
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subpoena, or to raise a legitimate privilege, could lead to civil enforcement of the
subpoena or criminal contempt.!® Counsel for Backpage committed to submitting a
complete explanation for any noncompliance by the return date.1® Inlight of that, on
October 20, the Subcommittee continued your personal appearance “to permit the
Subcommittee to consider any objection you wish[ed] to submit.” The Subcommittee
reminded you, however, that “[t]he requested documents along with any objections
remain due on the return date.”2?

5. On October 23, 2015, Backpage submitted a response to the subpoena, along
with a production of twenty-one pages of publicly available documents. That response
asserts () that the First Amendment constrains the Subcommittee’s jurisdiction to
conduct this investigation2! and (ii) that the subpoena is not pertinent to a proper
investigation within the Subcommittee’s jurisdiction.?2? On those two bases, Backpage
objected to five of the document requests in the subpoena: Requests One, Two, Three,
Five, and Eight.23

Backpage did not specifically object to Requests Four, Six, or Seven. But neither
did it produce any documents responsive to those Requests. Instead, as to Request
Four—“documents concerning human trafficking, sex trafficking, human smuggling,
prostitution, or the facilitation or investigation thereof”—Backpage explained that it
would eventually produce certain items (“its many records regarding its cooperation
with law enforcement, including responses to subpoenas * * * and communication with
law enforcement commending Backpage.com for its work and support on human
trafficking”)?4 but made no commitment about any other responsive documents. As to
Requests Six and Seven (seeking data about Backpage’s advertisement volume and law-
enforcement reporting), Backpage represented that it does not regularly maintain the
information requested by the Subcommittee, but that it will “investigate whether
compilation and production of [the information] are possible.”?® Despite the fact that
the company has been on notice since the original July 7 subpoena of the
Subcommittee’s interest in this information, Backpage offered no explanation for why it
did not produce documents responsive to these three Requests before the return date of
the subpoena; nor did it offer any excuse for its untimely compliance or its failure to
seek an extension.26

18 Id.; see 2 U.S.C. §§ 192, 194,

19 E-mail from Steven Ross to PSI (Oct. 15, 2015).
20 Letter from PSI to Backpage at 1 (Oct. 20, 2015).
2t Letter from Backpage to PSI at 3 (Oct. 23, 2015).
2 Jd. at 6.

2 Id. at 6--8,

2 Id. at 7 (emphasis added).

25 Id,

% Backpage’s submission contained no additional information about a sealed judicial opinion
discussed in its August 6 letter. At the September 14 conference between Subcommittee counsel and
counsel for Backpage, Backpage explained that it had moved the relevant district court to unseal the
opinion to permit the Subcommittee to review it, but that the motion was denied in part because
either the court or the Department of Justice was unsure that the Subcommittee had a genuine

5
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DISCUSSION

In its October 23 submission, Backpage lodged objections to several of the
document requests in the Subcommittee’s subpoena. Those objections are not
meritorious. First, Backpage asserts that several items in the subpoena violate the
First Amendment, but it does not attempt to show either (i} that any request for
documents seeks information that infringes recognized First Amendment interests; or
(i) that those requests are not supported by an adequate legislative interest. Instead,
Backpage contends that First Amendment concerns counsel against construing the
Subcommittee’s authorizing resolution to encompass this investigation and the
challenged subpoena. As we will explain, there are circumstances under which such an
argument would be plausible—but this is not one of them. The Subcommittee’s
subpoena to Backpage, and its investigation of human trafficking on the Internet, is
plainly encompassed by specific language in our authorizing resolution. See S. Res. 73,
§ 12(e), 114th Cong. The First Amendment cases cited by Backpage are inapposite and
do not alter that result. Second, Backpage objects that some document requests in the
subpoena are not pertinent to a proper investigation by this Subcommittee. That too
lacks merit: Each category of requested information is directly related to the legitimate
legislative inquiry authorized by Senate Resolution 73.

In the discussion that follows, we will first describe why the challenged subpoen:
is within the scope of the Subcommittee’s investigative authority. We will then explain
why Backpage has not demonstrated any constitutional infirmity in the subpoena or
given any persuasive First Amendment reason to read our authorizing resolution not to
encompass this investigation. Finally, we will address Backpage’s response to each of
the subpoena’s specific document requests, and explain why those requests seek
information directly related to the Subcommittee’s valid investigative interests. Those
interests would justify the requests even if they triggered heightened scrutiny under
the First Amendment.

interest in the opinion. Backpage therefore asked the Subcommittee to provide it with a letter in
support of its unsealing request, so that it could file a motion to reconsider. After notifying the
Department of Justice, we provided that letter to counsel for Backpage on September 18,

Counsel for Backpage, however, later informed the Subcommittee that they did not file the
motion to reconsider until October 6, 2015-—three weeks after we pravided the requested letter, and
nearly a week after we issued the new, October 1 subpoena, Backpage offered no explanation for the
delay in filing.

6
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1. The Subpoena is Within the Subcommittee’s Authority.

The Subcommittee is investigating the problem of human trafficking; how those
who commit that crime have made use of the Internet and other facilities of interstate
commerce to commit it; the role that private-sector enterprises play in facilitating, or
should play in preventing, domestic and international sex trafficking; and the adequacy
of existing federal laws and federal programs at combating the problem. That
investigation, along with the subpoena we have issued to Backpage in furtherance of it,
is within the Subcommittee’s authority.

A, Congress’s Investigative Power.

“The power of the Congress to conduct investigations is inherent in the
legislative process.” Watkins v. United States, 354 U.S. 178, 187 (1957). Congress’'s
investigatory power “is broad,” id., reaching “the whole range of national interests
concerning which Congress might legislate or decide upon due investigation not to
legislate.” Barenblatt v. United States, 360 U.S. 109, 111 (1959). “It encompasses
inquiries concerning the administration of existing laws as well as proposed or possibly
needed statutes,” as well as “surveys of defects in our social, economic or political
system for the purpose of enabling the Congress to remedy them.” Watkins, 354 U.S. at
187-88.

That authority includes the power of legal process. McGrain v. Daugherty, 273
U.S. 135, 174 (1927). “It is unquestionably the duty of all citizens to cooperate with the
Congress in its efforts to obtain the facts needed for intelligent legislative action. It is
their unremitting obligation to respond to subpoenas, to respect the dignity of the
Congress and its committees and to testify fully with respect to matters within the
province of proper investigation.” Watkins, 354 U.S. at 187-188. In that respect, “[a]
legislative inquiry may be as broad, as searching, and as exhaustive as is necessary to
make effective the constitutional powers of Congress.” United States v. Orman, 207
F.2d 148, 1563 (3d Cir. 1953) (quotation marks and citation omitted). Unlike in a
lawsuit, which “relates to a case, and [in which] the evidence to be admissible must be
measured by the narrow limits of the pleadings * * * * [a] legislative inquiry anticipates
all possible cases which may arise thereunder and the evidence admissible must be
responsive to the scope of the inquiry, which generally is very broad.” Id. (quoting
Townsend v. United States, 95 F.2d 352, 361 (D.C. Cir. 1938)).

B. The Subcommittee’s Subpoena Is Proper.

1. The Senate has entrusted the Subcommittee with significant investigative
power. Specifically, the Senate has authorized the Subcommittee to conduct
investigations into a broad range of matters of potential legislative interest. Those
subjects include:

(A) the efficiency and economy of operations of all branches

of the Government;
* Kk Kk kK
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(C) organized criminal activity which may operate in or
otherwise utilize the facilities of interstate or international
commerce in furtherance of any transactions and the
manner and extent to which, and the identity of the persons,
firms, or corporations, or other entities by whom such
utilization is being made, and further, to study and
investigate the manner in which and the extent to which
persons engaged in organized criminal activity have
infiltrated lawful business enterprise, and to study the
adequacy of Federal laws to prevent the operations of
organized crime in interstate or international commerce; and
to determine whether any changes are required in the laws of
the United States in order to protect the public against such
practices or activities; [and]

D) all other aspects of crime and lawlessness within the
United States which have an impact upon or affect the
national health, welfare, and safety; including but not
limited to investment fraud schemes, commodity and
security fraud, computer fraud, and the use of offshore
banking and corporate facilities to carry out criminal
objectives.

S. Res.73, § 12(e)(1), 114th Cong. (emphasis added).

2. The Subcommittee’s authority to investigate crime, its effects on public
welfare and safety, and how the facilities of interstate commerce are used to commit it,
places this investigation squarely within its jurisdiction. To repeat, the Subcommittee
is authorized to investigate “all * * * aspects of crime” within the United States that
affect the “national health, welfare, safety,” id. § 12(e)(1)(D), and is specifically tasked
with examining “organized criminal activity which may operate in or otherwise utilize
the facilities of interstate or international commerce,” id. § 12(e)(1)(C). Human
trafficking is a federal crime. See 18 U.S.C. §§ 1581~1592, Importantly, Congress has
specifically recognized human trafficking as an activity of organized crime; the
Trafficking Victims Protection Reauthorization Act of 2003 declared human trafficking
offenses are predicates to liability under the Racketeer Influenced Corrupt
Organizations (RICO) Act. See Pub. L. 108-193, 117 Stat, 2875, 2879, § 5(b); 18 U.S.C.
§ 1961(1). And the Internet, an important facility of interstate commerce, has become
an increasingly central marketplace for human trafficking in the United States.2” The
Subcommittee seeks to understand how individuals are utilizing the Internet, including
commercial sex advertising websites like Backpage.com, to further their illicit
trafficking schemes, as well as what mechanisms websites can use to prevent such
abuse of interstate facilities,

" See generally, Latonero, M., et al., USC Annenberg Ctr. on Commc'n Leadership & Policy, Human
Trafficking Online: The Role of Social Networking Sites and Online Classifieds (2011),
https://technologyandtrafficking.usc.edu/files/2011/09/HumanTrafficking_FINAL.pdf.

8
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Based on the available public record, Backpage, in particular, appears to be an
epicenter of illegal sex trafficking. A federal district court recently observed that
“Backpage’s adult services section overwhelmingly contains advertisements for
prostitution, including the prostitution of minors.” Backpage.com, LLC v. Dart, No. 15-
C-06340, 2015 WL 5174008, at *2 (N.D. Ill. Aug. 24, 2015) (finding that Backpage is
“the leading forum for unlawful sexual commerce on the Internet and that the majority
of advertisements [on Backpage] are for sex”); see also Backpage.com, LLC v. McKenna,
881 F. Supp. 2d. 1262, 1267 (W.D. Wash. 2012) (“Many child prostitutes are advertised
through online escort advertisements displayed on Backpage and similar websites.”).
The Subcommittee’s own investigation and study of the public record support that
conclusion. Indeed, Backpage forthrightly acknowledges that its website is used by sex
traffickers; its General Counsel has lamented publicly, “we are being abused by these
criminals.”2® That criminal “abuse,” along with the strategies used by Backpage to
combat it, is a subject of this investigation. Information regarding Backpage’s anti-
trafficking measures, contact with law enforcement, and basic corporate revenue are all
important to the Subcommittee’s understanding of how sex trafficking occurs on the
Internet. That information will also enable the Subcommittee to evaluate the cost-
effectiveness of mechanisms employed by websites to combat sex trafficking and
whether legislative action is needed to incentivize or require more effective strategies.

Importantly, the Subcommittee’s investigative jurisdiction does not depend on
whether Backpage itself, or its officers or employees, bear any criminal liability under
existing federal law. Rather, the matter is straightforward: Criminal sex trafficking is
happening on Backpage, and the Subcommittee is investigating the nature and quality
of Backpage's efforts to stop it, in order to better understand the role online
marketplaces can play in facilitating or preventing this criminal activity.??

3. In addition to its authority to investigate crime, the Subcommittee’s power to
examine “the efficiency and economy of operations of all branches of the Government,”
S. Res. 73 § 12(e)(1)(A), supplies an independent basis for our jurisdiction to investigate
human trafficking on the Internet. The federal government has an array of anti-

8 Committee on Women's Issues, City Council of New York, Tr. 92 (Apr. 25, 2012),
http:/legistar.council.nyc.gov/LegislationDetail. aspx?ID=1078130&GUID=D1C2D58A-C5A2-48A1-
BB64-7AF44AFDC030&Options=&Search.

29 Backpage suggests that the Subcoinmittee’s investigation is outside its jurisdiction because it is a
“law enforcement inquiry]” or because the Subcommittee’s findings may assist law enforcement
agencies. Letter from Backpage to PSI at 6 (Oct. 23, 2015). Of course the Subcommittee has no
authority to engage in “law enforcement inquiries.” The Subcommittee does, however, have
authority to examine the problem of crime in order that Congress may better address it through
legislation. This Subcommittee has a rich history of doing that through investigations of criminal
activity, including money laundering, narcotics trafficking, child pornography, labor racketeering,
and organized crime. See, e.g., S. Hrg. 112-597 (July 17, 2012); S. Hrg. 109-25 (Mar, 186, 2005); S.
Hrg. 104-604 (May 15, 1996); S. Hrg. 102-346 (Nov. 5-6, 1991); S. Hrg. 100-654 (Jan. 28, 1988); S.
Hrg. 99-18 (Nov. 29-30, 1984). A full listing of Subcommittee hearings concerning organized crime
and other types of crime or fraud is too voluminous to detail here, but can be found on the
Subcommittee’s website. See U.S. Senate, PSI: Resources, List of Permanent Subcommittee on

Investigations Hearings & Reports (1947-Present),
https:.//www hsgac.senate.gov/subcommittees/investigations/resources.
9
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trafficking forces, including federal departments and agencies,30 cross-agency task
forces such as the Internet Crimes Against Children Task Force, and major public-
private partnership such as the NCMEC. The federal anti-money laundering regime
has taken recent steps to target proceeds of human trafficking.3! And significant
federal funds are devoted to serving victims of trafficking and providing grants for
related academic research.32 Congress has an interest in whether these authorities and
resources are being effectively deployed. A better understanding of how sex trafficking
has migrated to the Internet—and whether federal efforts are well-adapted to this new
reality—unquestionably relates to the “efficiency and economy” of these interrelated
government agencies and programs,

* kK

In short, careful fact-finding about the problem of human trafficking on the
Internet will assist Congress in its consideration of potential legislation in a number of
legitimate areas of legislative interest, including interstate and international human
trafficking and the federal law enforcement policies and resources devoted to
combatting it. Because that is precisely what the Subcommittee’s authorizing
resolution contemplates, the Subcommittee’s work is plainly within its jurisdiction. See
S. Res. 73 § 12(e)(1)(C) (Subcommittee empowered to investigate crime in order to
“determine whether any changes are required in the laws of the United States in order
to protect the public against [illegal] practices or activities”).

11, Backpage’s First Amendment Arguments Lack Merit.

Backpage's response relies extensively on the First Amendment in defense of its
noncompliance with the Subcommittee’s subpoena. But Backpage offers only a vague
discussion of the First Amendment interests with which it believes the subpoena
interferes—either those of its users or its own. We do not believe the subpoena
threatens either. As to Backpage’s users, the subpoena is carefully drawn to avoid
seeking any information about any individual engaged in commercial speech on
Backpage.com.3 As to Backpage itself, much of what the company publishes is indeed

30 Federal departments and agencies involved in anti-trafficking efforts include the Departments o:
Justice, Homeland Security, Health and Human Services, State, Defense, Commerce, Education, and
Agriculture, as well as the Federal Trade Commission, Federal Communications Commission, UJ.S.
Postal Inspection Service, and NASA. See generally U.S. Dep't of Justice, National Strategy for
Child Exploitation  Prevention and Interdiction: A Report to Congress (Aug. 2010),
http:/fwww justice.gov/psc/docs/natstrategyreport.pdf.

31 See U.S. Dep’t of Treasury, Financial Crimes Enforcement Network, Advisory, FIN-2014-A008,
Guidance on Recognizing Activity That May Be Associated with Human Smuggling or Human
Trafficking ~Financial Red Flags (Sept. 11, 2014),
https:.//www fincen.gov/statutes_regs/guidance/pdf/FIN-2014-A008.pdf.

3 See, e.g., Federal Strategic Action Plan for Victims of Human Trafficking in the United States,
2013-2017, http:/lwww.ove.gov/ipubs/FederalHumanTraffickingStrategic Plan.pdf.

3% Backpage is a publisher of third-party commercial advertisements; commercial speech is protected

by the First Amendment, even if it is validly subject to much more extensive restriction, than the

core political speech at issue in the cases relied on by Backpage. See Central Hudson Gas & Electric

Corp. v. Pub. Serv. Comm'n of New York, 447 U.S. 557, 564 (1980); see also Florida Bar v. Went For
10
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the protected commercial speech of third parties; but that does not immunize Backpage
from legitimate investigations into the unlawful activity marketed through its site,
which enjoys no First Amendment protection. But in any case, as Part III explains, the
information sought by the Subcommittee’s subpoena bears a direct relationship to the
Subcommittee’s investigative needs, and the governmental interests served by the
subpoena are adequate to justify any incidental burden on Backpage’s commercial-
speech rights. Backpage also invokes the First Amendment in support of a slightly
different argument: that we should adopt a narrow construction of the Subcommittee’s
authorizing resolution so that it does not include the power to issue the subpoena to “a
business that provides a platform for online speech.”¢ That argument also fails.

1. Documentary subpoenas by government agencies can, in relatively rare
circumstances, raise First Amendment concerns. See NAACP v. Alabama, 357 U.8.
449, 462-63 (1958); Gibson v. Florida Legislative Investigative Comm.ittee, 372 U.S. 539,
546 (1963). Under these cases, a subpoena will be subjected to First Amendment
scrutiny if it creates a “likelihood of a substantial restraint upon the exercise” of First
Amendment rights, and then should be sustained only if the demand for information is
supported by governmental interests “sufficient to justify the deterrent effect” on
speech.” NAACP, 357 U.S. at 4683; see Gibson, 372 U.S. at 546 (in case where subpoena
sought information about identity of those engaged in political expression, government
had to “convincingly show a substantial relation between the information sought and a
subject of overriding and compelling state interest”). In other cases, the Court has
avoided the need to conduct that balancing of interests because it construed a
congressional investigative demand to be outside the scope of a valid authorizing
resolution. See Watkins, 354 U.S. at 199-206; United States v. Rumely, 345 U.S. 41, 44-
48 (1953).

But in each of these cases the investigative demand was aimed at discovering
information about people who actually engaged in protected speech or associational
activity——for example, southern States trying to find out the identity of NAACP
members (Gibson, 372 U.S. at 540-41; NAACP, 357 U.S. at 451); the House Un-
American Activities Committee trying to discover the identity of a witness’s Communist
associates (Watkins, 354 U.S. at 184-85); the House of Representatives trying to
discover who is reading disfavored books (Runiely, 345 U.S. at 42); or prosecutors trying
to obtain personally identifying information about individuals who worked on
particular issues of a publication issued by the Black Panther Party (Bursey v. United
States, 466 F.2d 1059, 1068-71 (9th Cir. 1972)). In those cases, compelling the
disclosure of such information would risk chilling core political speech. In other words,
the central First Amendment evil, the “official suppression of ideas[, was] afoot,” R.A.V.
v. St. Paul, 505 U.S. 377, 390 (1992).

Backpage makes no effort to explain how the Subcommittee’s subpoena poses
any similar danger to those of its users who are engaged in protected commercial
speech. As we have reminded Backpage repeatedly, the Subcommittee’s subpoena was

It, Inc., 515 U.S. 618, 623 (1995) (“[Wle engage in ‘intermediate’ scrutiny of restrictions on
commercial speech.”).

3 Letter from Backpage to PSI at 3 (Oct. 23, 2015).
11
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carefully drawn to avoid the possibility of deterring protected speech by excluding any
information that could personally identify its advertisers.3® This subpoena bears no
resemblance to those used fifty years ago to investigate political dissenters: It seeks no
information about individual users—what speech they engage in, what organizations
they belong to, what books they read, or the like. A subpoena seeking information
about the business practices of a company whose facilities are undisputedly being used
for criminal activity is far afield from the kinds of investigative demands that courts
have invalidated for trenching on core First Amendment protections.

Backpage also contends that its status as a publisher of commercial speech—
along with, it appears, the simple fact that its activities take place on the Internet—
means that the Subcommittee cannot investigate what occurs on its website. But the
mere presence of protected speech on Backpage does not. prevent the Subcommittee
from investigating criminal activity that also occurs there. See Arcara v. Cloud Books,
Inc., 478 U.S. 697, 707 (1986) (holding that statute regulating establishments hosting
prostitution did not trigger First Amendment concerns merely because books were also
sold on the premises); ¢f. Pittsburgh Press Co. v. Human Relations Comm’n, 413 U.S,
376, 388 (1973) (“We have no doubt that a newspaper constitutionally could be
forbidden to publish a want ad proposing a sale of narcotics or soliciting prostitutes.”).3

Relatedly, Backpage also argues that “the Subcommittee cannot legitimately
expand its authority to investigate by inappropriately trying to conflate online
advertising with illegal activity.”?” Nor have we done so. The illegal activity we are
investigating is not advertising; it is selling children, or coerced adults, online for sex.

In any event, “the First Amendment” is not a talismanic incantation. Even
where subpoenas seek information raising First Amendment concerns, the question
becomes whether the subpoena is supported by an adequate governmental interest. See

3 See, e.g., Letter from PSI to Backpage at 1 (July 7, 2015); Letter from PSI to Backpage at 4 (Aug.
26, 2015); Letter from PSI to Backpage, at 2 (Oct. 1, 2015).

3 Backpage also urges (Letter from Backpage to PSI at 4 (Oct. 23, 2015)) that that the financial
records of a publisher cannot be discovered without trenching on the First Amendment. Specifically,
Backpage contends that, “[ijn Rumely, the committee sought ‘pertinent financial records’ to
determine whether lobbying laws were being circumvented, but the Court held that the First
Amendment did not permit the investigatory mandate to be read so expansively.” Id. That seriously
misreads Rumely. As described below, Rumely concerned a House committee’s attempt to learn the
identity of purchasers of disfavored books. 345 U.S. at 42. In in its opinion, the court of appeals
made clear that “as the case comes to us, there was no refusal to produce financial records. Over and
over again Rumely asserted before the Committee that he had given, and was willing to give, all
records except the names and addresses of the purchasers of the books. * * * [The prosecutor]
insisted, and the [district] court sustained his view, that, so long as the names of purchasers of books
were not given, financial records on contributions and loans were immaterial to the issues in the
case” 197 F. 2d 166, 172 (D.C. Cir. 1952) (emphasis added). Unsurprisingly, then, the Supreme
Court’s opinion in Rumely does not mention these financial records (though the concurrence does);
and nothing in the Court’s analysis turned on them. In any event, the financial records in Rumely,
unlike those sought in our subpoena, were designed to assist a House committee in identifying the
readers of “politicalfly] tendendtious[]” literature. See Rumely, 345 U.S, at 544. Our subpoena does
not raise similar concerns.

37 Letter from Backpage to PSI at 4 (Oct. 23, 2015).
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NAACP, 357 U.S. at 461. Backpage does not dispute the gravity of Congress’s interest
in combating the scourge of interstate sex trafficking by means of well-informed
legislation. And the company does not address, in its objections, whether the First
Amendment interests it asserts are sufficient to overcome the governmental interests
in obtaining the requested information. The closest it comes to doing so is by lodging
terse objections to the pertinence of the Subcommittee’s particular requests—i.e., that
the requests are insufficiently connected to a legitimate investigation.3® We will
address the direct connection between the requests and the Subcommittee’s
investigative interests in Part III. That connection satisfies both the pertinence
requirement and any required First Amendment showing that the requests are directed
at legitimate investigative interests.

2, In short, Backpage has not shown any violation of First Amendment rights.
Instead, relying on Rumely, Backpage invokes the canon of constitutional avoidance to
argue that “First Amendment tensions”®® compel a cramped reading of the
Subcommittee’s authorizing resolution that excludes this subpoena. That argument
has no support in Rumely or in the text of our authorizing resolution.

As an initial matter, Rumely, like Backpage’s other cases, involves an attempt to
obtain personally identifying information about individuals engaged in core political
speech. In Rumely, a congressional committee was authorized to evaluate the efficacy
of lobbying laws. As part of those efforts, the committee demanded of a witness “the
names of those who made bulk purchases” of “books of a particular political
tendentiousness.” 345 U.S. at 42. The Supreme Court concluded that the power to
make such a demand threatened First Amendment interests because it would permit
Congress to “inquire into all efforts of private individuals to influence public opinion
through books and periodicals, however remote the radiations of influence which they
may exert upon the ultimate legislative process.” Id. at 46. The Court, however,
avoided the need to balance those First Amendment interests against Congress’s
investigative power because it construed the relevant language in its authorizing
investigation—the word “lobbying”—not to include what books people buy. Instead, the
Court held that “lobbying” should be given its “commonly accepted” meaning:
representations made directly to the Congress, its members, or its committees, and [not
to] attempts ‘to saturate the thinking of the community.” Id. at 47 (citation omitted).

Backpage relies on Rumely to argue that First Amendment concerns militate
against interpreting Senate Resolution 73 to authorize this investigation and the
challenged subpoena. That argument is wrong for two independent reasons. First, as
explained above, the Subcommittee’s subpoena does not threaten First Amendment
interests, much less the core political speech at issue in Rumely, so its enforcement
raises no “serious constitutional doubt.” 345 U.S. at 47. Second, in Rumely, the natural
reading of the word “lobbying” did indeed exclude, “[a]s a matter of English,” the House
committee’s investigation into book-reading. Id. Our authorizing resolution, by
contrast, cannot be read to bar the challenged subpoena. Indeed, it plainly embraces
the subject of this investigation:

3 Letter from Backpage to PSI at 7-8 (Oct. 23, 2015).
3 Jd. at 4.
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organized criminal activity which may operate in or
otherwise utilize the facilities of interstate or international
commerce in furtherance of any transactions * * * and to
study the adequacy of Federal laws to prevent the
operations of organized crime in interstate or international
commerce; and to determine whether any changes are
required in the laws of the United States in order to protect
the public against such practices or activities.

S. Res. 73, § 12(e)(1)(C), 114th Cong. That is a crystal-clear statement of the Senate’s
intention to authorize investigations into the use of interstate facilities to commit
organized crime, and Congress has defined human trafficking as a racketeering offense.
18 U.S.C. § 1961(1). No permissible construction of that language excludes the
challenged subpoena. Cf. Virginia v. American Booksellers Ass’n, 484 U.S, 383, 397
(1988) (“The key to application of [the avoidance canon] is that the statute must be
readily susceptible to the limitation; we will not rewrite a * * * law to conform it to
constitutional requirements.”).

3. Backpage also relies on a number of cases invalidating state statutes seeking
to criminalize the advertising of sexual services on the Internet. See Backpage.com,
LLC v. Hoffman, 2013 WL 4502097, at *9 (D.N.J. Aug. 20, 2013); Backpage.com, LLC v.
Cooper, 939 F. Supp. 2d 805, 830-33 (M.D. Tenn, 2013); Backpage.com, LLC v.
McKenna, 881 F. Supp. 2d 1262, 1280-81 (W.D. Wash. 2012). Those cases are
unavailing here. First, unlike the state laws at issue in those cases, the
Subcommittee’s subpoena does not regulate the content of speech, which automatically
triggers First Amendment scrutiny. See Brown v. Entertainment Merchants Ass’n, 131
S. Ct. 2729, 2738 (2011). Second, these cases are also distinguishable because the
challenged state laws were held to be preempted by Section 230 of the Communications
Decency Act (CDA), 47 U.S.C. § 230. See Cooper, 939 F. Supp. 2d at 817, 822-24
(holding that the CDA preempts a state criminal ban on knowingly “advertising
commercial sexual abuse of a minor”); McKenna, 881 F. Supp. 2d. at 1273 (same). The
CDA “overrides the traditional treatment of publishers [and] distributors . . . under
statutory and common law” by immunizing certain internet-based businesses from
state-law liability for content created by third parties. Fair Housing Council of San
Fernando Valley v. Roommates.com, LLC, 521 F.3d 1157, 1176 (9th Cir. 2008) (citation
omitted). But having preempted traditional state police powers in this area, and
reserved the task of regulation to itself, Congress has a heightened responsibility to
marshal the “facts needed for intelligent legislative action.” Watkins, 354 U.S. at 187.

Indeed, legislative fact-finding is necessary to ensure that any potential future
legislation on this issue is carefully tailored to protect a free and open Internet and
respect First Amendment rights. The cases cited by Backpage only underscore the peril
of enacting imprecise or ill-informed legislation on this issue. In Cooper and McKenna,
for example, courts enjoined state statutes for, inter alia, vagueness and overbreadth: a
better informed legislative effort might have prevented those legislatures from drafting
invalid statutes. See McKenna, 881 F. Supp. 2d. at 1280 (recognizing that the
challenged statute “might find itself on better constitutional footing if the statute
included [more clear] definitions”); Cooper, 939 F. Supp. 2d at 832-33 (holding that
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overly expansive definition of “commercial sex at” rendered statute overbroad).
Congress cannot be expected to legislate with a “scalpel”? if it must operate blindly.*!

III. The Subpoena’s Document Requests Are Directly Related to the
Subject of the Subcommittee’s Investigation.

The Subcommittee’s investigation is designed to serve Congress’s interest in
well-informed legislation to combat sex trafficking on the Internet, including the sale of
minors for sexual services through online marketplaces. Backpage cannot dispute the
validity or weight of that interest. But it has objected to several document requests in
the subpoena—Requests One, Two, Three, Five, and Eight—on the ground that they
are not pertinent to the investigation. Like its jurisdictional objection, Backpage blends
this objection with vague references to the First Amendment. It has not, however,
offered any analysis of any document request in the subpoena—either to explain why
Backpage believes the documents sought do not pertain to our investigation, see
Orman, 207 F.2d at 154-55; or why the requests are not supported by an adequate
governmental interest, see NAACP, 357 U.S. at 461. As explained below, however, the
subpoena’s requests are directly related to the subject matter of the Subcommittee’s
legitimate investigation. See Sinclair v. United States, 279 U.S. 263, 299 (1929) (“The
matter for determination . . . [is] whether the facts called for by the question were so
related to the subjects covered by the Senate’s resolutions that such facts reasonably
could be said to be ‘pertinent to the question under inquiry.”).

A. Requests One, Two, and Three.

1. Backpage groups Requests One, Two, and Three together for the purpose of its
response. These items require the production of documents concerning (1) “Backpage’s
reviewing, blocking, deleting, editing, or modifying of advertisements in Adult Sections,
either by Backpage personnel or by automated software processes, including but not
limited to policies, manuals, memoranda, and guidelines”; (2) “advertising posting
limitations, including but not limited to the ‘Banned Terms List,’ the ‘Grey List,” and
error messages, prompts, or other messages conveyed to users during the
advertisement drafting or creation process”; and (3) “reviewing, verifying, blocking,
deleting, disabling, or flagging user accounts or user account information, including but
not limited to the verification of name, age, phone number, payment information, email
address, photo, and IP address,” subject to the reminder that it “does not include the
personally identifying information of any Backpage user or account holder.”

4 Letter from Backpage to PST at 1 (Oct. 23, 2015).

41 Backpage also relies on two cases in which courts invalidated investigative demands because of
procedural foot-faults. In Russell v. United States, the Supreme Court reversed a contempt
conviction because the indictment failed to “identiffy] the topic under inquiry.” 369 U.S. 749, 759,
771-72 (1962). And in Shelton v. United States, the D.C. Circuit reversed a conviction because the
underlying subpoena was not issued pursuant to the committee’s rules. 327 F.2d 601, 606-07 (D.C.
Cir. 1963). These cases do not bear on the question whether First Amendment concerns are present
here.

15

App. 000053



143

In response to these requests, Backpage produced its Terms of Use, Posting
Rules, User Agreement, and testimony given by Ms. McDougall before the New York
City Council. These items are all publicly available. Backpage then asserted that “[t]o
the extent the Subcommittee seeks further documents in this regard, Backpage.com
objects to the request that it violates the First Amendment, is overbroad, and is not
pertinent to a proper legislative inquiry by this Subcommittee.”?

2., We have already addressed and rejected Backpage’s First Amendment
objections to the subpoena. It is equally clear that these requests are pertinent to our
investigation. In her interview with Subcommittee staff, Ms. McDougall confirmed that
Backpage’s moderation practices have included the ability to edit or modify
advertisements that are being reviewed by moderators. Other information acquired by
the Subcommittee has supported this finding. Gathering more information about these
practices is important to understanding what steps can be taken to identify criminal
activity on the Internet and to assessing whether Backpage’s moderation practices are
helping or hindering that effort. Backpage publicly touts its moderation efforts as an
effective way to prevent illegal content from appearing on its site.?® Ms. McDougall's
testimony from 2012 stated that “Backpage leads the industry in” its moderation
methods.# If indeed Backpage's moderation practices are the gold standard, it would
be useful for lawmakers to better understand those practices and whether they should
be adopted or incentivized more broadly.*s

Requests Two and Three ask for more specific information about Backpage’s
review practices for advertisements and accounts. In Request Two, the Subcommittee
seeks documents concerning an advertising moderation method described by Ms.
McDougall in her interview with Subcommittee staff. Ms. McDougall stated that
Backpage maintains a “black list” of more than 95,000 items, including emails, [P
addresses, and specific words. Further, Ms. McDougall describes Backpage’s
automated filter designed “to preclude ads with suspect words, phrases, codes and
data.”*6 Again, these are procedures and methods that Backpage itself highlights as an

42 Letter from Backpage to PSI at 7 (Oct. 23, 2015).

4 Liz McDougall, SEATTLE TIMES, Backpage.com is an Ally in the Fight Against Human Trafficking,
May 6, 2012, http//www.seattletimes.com/opinien/backpagecom-is-an-ally-in-the-fight-against-
human-trafficking/.

44 BP-PSI-000016 (“A key to disrupting and eventually ending human trafficking via the World Wide
Web is therefore an online service provider community—of business including Backpage.com—that
aggressively monitor for and trace potential trafficking cases and promptly report to and cooperate
with frontline law enforcement. As stated, Backpage.com leads the industry in these measures.”).

% Backpage’s submission asserts that it “does not maintain policies or procedures regarding its
moderation process.” Letter from Backpage to PSI at 2 (Oct. 23, 2015). It is not clear to us whether
that is also an assertion that Backpage has no responsive documents in its possession. We have
reason to believe otherwise: In her interview with Subcommittee staff, Ms. McDougall explained
that Backpage previously did have a written moderation policy, but has since abolished it in favor of
hands-on apprenticeship-style training of its moderators. Another witness interviewed by the
Subcommittee has also confirmed that documents containing moderation guidelines did once exist at
Backpage.

4 BP-PSI-000018.
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effective tool to combat trafficking that the Subcommittee seeks to understand.
Regquest Three seeks documents about how Backpage reviews, verifies, blocks, deletes,
disables, or flags user accounts—but specifically reminds Backpage not to produce
information that could identify specific users. All this information will enable Congress
to assess how effectively it has “encouragled] service providers to self-regulate” as
Congress intended in the CDA. Zeran v. America Online, Inc., 129 F.3d 327, 331 (4th
Cir. 1997).

3. Finally, Backpage leaves completely unexplained its assertion that Requests
One, Two, and Three (but evidently no other Requests to which it objects) are
“overbroad.” Nowhere else in its submission does Backpage supply any argument
relating to the breadth of the subpoena. It does not identify the burden imposed by the
Requests or explain what information would be captured by them that would raise
special problems. In any event, the Requests are not overbroad. They are targeted at
information concerning practices at the core of the Subcommittee’s investigation.

B. Request Five.

Request Five concerns documents about Backpage’s policies regarding data
retention, metadata removal or retention, and hashing of imagest7 in the adult
section.48 Backpage’s objection to the pertinence of this Request has no merit. In fact,
Ms. McDougall’s 2012 testimony details its value. In a section titled “Backpage.com’s
Combat of Online Trafficking,” Ms. McDougall stated, “When traffickers use the
Internet, especially in a financial transaction, they leave forensic footprints that create
unprecedented tools and evidence that law enforcement can use to locate and rescue
victims of exploitation and to investigate, arrest and convict pimps and their criminal
networks.”? “Forensic footprints” described by Ms. McDougall in her testimony include
metadata®® and image hashing technology that law enforcement and investigators use
to conduct investigations into sex trafficking. The retention of that data is also vital to
those efforts. As companies make decisions to purge data, those forensic footprints
vanish—often along with law enforcement’s ability to find new leads. The details of
Backpage’s efforts to maintain, archive, and otherwise limit access to this valuable data
are relevant to this inquiry. It will enable the Subcommittee to understand whether
existing retention policies are adequate for law enforcement needs.

7 Image hashing refers to reducing an image file to a numeric value, which serves as a unique
fingerprint for each photo. This technique permits one to search for identical photos in other places,
including on different web pages.

4 Subpoena, Schedule A (Oct. 1, 2015).
49 BP-PSI-000016.

% Metadata summarizes basic information about data, which can make finding and working with
particular instances of data easier. For example, author, date created, date modified, and file size are
examples of very basic document metadata.
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C. Request Eight.

Request Eight seeks information about Backpage's annual revenue and profit
over the last five years. In particular, the request calls for information that will
identify what proportion of Backpage’s annual revenue and profit derives solely from
advertisements in its “adult” section. This information is important to the
Subcommittee’s ability to assess the impact on the profitability of online advertising
sites on voluntary anti-trafficking measures, and to evaluate the resources available to
commit to other potential efforts. When considering changes to any regulatory system,
it is a basic task of any legislative or regulatory body to assess the compliance costs,
and available resources, of the regulated industry. The requested information will also
enable Congress to assess the financial incentives for effective private efforts against
human trafficking on the Internet.

IV. Backpage Has Not Timely Produced Documents In Connection
With Other Requests To Which It Has Not Objected.

Backpage has lodged no specific objection to Requests Four, Six, or Seven. But
neither has it produced any documents, sought an extension of its time to do so, or
certified that it has no responsive materials. To the contrary, Backpage suggests it
may produce some materials responsive to these requests on an unknown future date.

Request Four seeks documents concerning “human trafficking, sex trafficking,
human smuggling, prostitution, or the facilitation or investigation thereof, including
but not limited to policies, criteria, manuals, procedures, memoranda, instructions,
guidelines, and communications.” Backpage has announced it will produce to the
Subcommittee certain documents responsive to Request Four: “its many records
regarding its cooperation with law enforcement, including responses to subpoenas,
testimony provided by Backpage.com personnel, voluntary investigations by
Backpage.com, and communication with law enforcement commending Backpage.com
for its work and support combatting human trafficking.”s! But Request Four
encompasses more than these records. It requires the production of all documents
concerning the enumerated illegal activities, not just those Backpage selects.
Accordingly, the Subcommittee expects Backpage to produce all responsive materials.

Requests Six and Seven seek basic statistical data about the number of
advertisements posted, blocked, and reported to law enforcement over the past three
years. Backpage has not asserted that it has no documents responsive to these
requests; instead, it represents that it does not routinely maintain records of this
information.52

51 Letter from Backpage to PSI at 7 (Oct. 23, 2015).

52 We have reason to doubt that Backpage lacks documents responsive to this request. Backpage has
made several public and private statements about the volume of advertisements on its website. In
an interview with Subcommittee staff, for example, McDougall stated that only 12% of the
advertisements placed on the site were placed in the adult section. And while Backpage claims it
does “not routinely maintain ad volume information as requested by the Subcommittee,” it was able
to state that ad volume has recently increased. In any event, given that advertisements in

18

App. 000056



146

Because Backpage’s submission did not articulate any specific objections to
Requests Four, Six, or Seven, we do not understand the company to be asserting any
basis for withholding those documents. If, however, Backpage is relying on general
objections to withhold documents responsive to these requests, then those objections
are overruled for the reasons stated above. In either case, Backpage must produce
documents responsive to these requests by November 12, 2015, at 10 a.m.

CONCLUSION

On behalf of the Subcommittee, we overrule each of your objections to the
October 1 subpoena. We understand those objections to apply only to Requests One,
Two, Three, Five, and Eight. You are ordered and directed to produce all documents
responsive to each of the subpoena’s eight requests by November 12, 2015, at 10:00
a.m., in accordance with the instructions attached to the subpoena.

Your personal appearance is further continued until November 19, 2015, at
10:00 a.m., at 342 Dirksen Senate Office Building. We strongly caution you that
further noncompliance may be treated as contempt of the Subcommittee’s subpoena and
may subject you to civil enforcement or criminal penalties.

Sincerely,

720 kg G Nasid

Rob Portman Claire McCaskill
Chairman Ranking Member
Permanent Subcommittee on Investigations Permanent Subcommittee on Investigations

Backpage’s adult section are a significant source of its revenue, we think it unlikely that Backpage
does not regularly maintain some documents about advertising volume.
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November 5, 2015

VIA HAND DELIVERY

The Honorable Rob Portman, Chairman

The Honorable Claire McCaskill, Ranking Member
Permanent Subcommittee on Investigations

Committee on Homeland Security & Governmental Affairs
United States Senate

Russell Senate Office Building, SR-199

Washington, DC 20510

Re: Qctober 1, 2015 Subpoena Issued to Backpage.com
Dear Chairman Portman and Ranking Member McCaskill:

On behalf of Backpage.com, LLC (“Backpage.com”), we write in further regard to the
subpoena for documents issued by the Permanent Subcommittee on Investigations (the
“Subcommittee™) on October 1, 2015 (the “Subpoena™).

As outlined in our October 23, 2015 letter, and notwithstanding the Subcommittee’s letter
of November 3, 2015, Backpage.com continues to object to the Subpoena on the basis that its
requests violate the First Amendment, are overbroad, and/or are not pertinent to a proper
legislative inquiry by the Subcommittee. Nonetheless, and as discussed with Subcommittee
staff, Backpage.com is willing to provide certain additional documents and information to the
Subcommittee as a gesture of good faith. To that end, today’s submission contains
Backpage.com’s “Software License, Hosting, Maintenance and Development Agreement” with
DeseriNet, L.L.C. For purposes of identification and reference, this agreement has been
numbered from BP-PSI-000022 to BP-PSI-000068.

Please note that this agreement is confidential and proprietary in nature, and has been
marked as such. Backpage.com expressly requests that this information be kept confidential by
the Subcommittee and its staff. In addition, [ ask that Subcommittee staff provide me with notice
and an opportunity to be heard before it discloses any such information or documents to any third
parties.

Robert S. Strauss Building | 1333 New Hampshira Avenue, N.W. | Washington, D.C. 20036-1564 | 202,887.4000 | fax: 202.887.4288 | akingump.com
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Finally, while Backpage.com has agreed to provide particular documents in response to
some of the Subpoena’s requests, Backpage.com does not waive and expressly reaffirms its First
Amendment and pertinence objections as to all requested documents and information. The
production of this information is not intended, and should not be taken, as a waiver of these or
any other privilege that might be asserted in any other forum or proceeding. The objections
outlined in our October 23, 2015 letter, as well as our earlier letiers, are specifically asserted as a
basis for not producing documents or information called for by the Subpoena

Sincerelyr—" )

R

Steven R. Ross

Stanley M. Brand

Akin Gump Strauss Hauer & Feld
Counsel for Backpage.com, LLC

Robert Corn-Revere
Davis Wright Tremaine, LLP
Counsel for Backpage.com, LLC

Encl.
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November 13, 2015

VIA HAND DELIVERY

The Honorable Rob Portman, Chairman

The Honorable Claire McCaskill, Ranking Member
Permanent Subcommittee on Investigations

Committee on Homeland Security & Governmental Affairs
United States Senate

Russell Senate Office Building, SR-199

Washington, DC 20510

Re: October 1, 2015 Subpoena Issued to Backpage.com
Dear Chairman Portman and Ranking Member McCaskill:

On behalf of Backpage.com, LLC (“Backpage.com™), we write in further regard to the
subpoena for documents issued by the Permanent Subcommittee on Investigations (the
“Subcommittee™) on October 1, 2015 (the “Subpoena”).

As outlined in our October 23, 2015 letter, and notwithstanding the Subcommittee’s letter
of November 3, 2015, Backpage.com continues to object to the Subpoena on the basis that its
requests violate the First Amendment, are overbroad, and/or are not pertinent to a proper
legislative inquiry by the Subcommittee. Nonetheless, and as discussed with Subcommittee
staff, Backpage.com is willing to provide certain additional documents and information to the
Subcommittee as a gesture of good faith.

Notwithstanding that, as you know, Backpage.com is in the midst of other legal
challenges, the company has been working diligently to try to compile information and
documents responsive to your Subpoena. To that end, today’s submission contains additional
documents identified by Backpage.com as responsive to the Subpoena. Certain documents have
been withheld on the basis of attorney-client and/or attorney work product privilege, and certain
documents within the submission contain redactions on that same basis. Please note that
although the Subpoena identifies “Adult Sections” to include the Massage category of the
website, Backpage.com does not include Massage as a subset of its Adult category; as such,
documents and information contained in this submission may not pertain to the “Adult Sections”
as defined in the Subpoena.

Robert S. Strauss Building | 1333 New Hampshire Averue, N.W, | Washington, D.C. 20036-1564 | 202.807,4000 | fax; 202,887.4268 | akingump.com

App. 000060



150

Akin Gump

STRAUSS HAUER & FELD LLP

November 13, 2015
Page 2

For purposes of identification and reference, these documents have been numbered from
BP-PSI-000069 to BP-PSI-016838. Specifically, the documents being provided are as follows:

In response to Subpoena Request One, Backpage.com has provided the following: screen
shots of the moderation team’s computer interface that display certain moderation guidelines
(BP-PSI-000069 — BP-PSI-000071 and BP-PSI-000073); a previously-used list of moderation
guidelines (BP-PSI-000072); documents regarding the moderation process discussions with SSP
Blue in 2011 (BP-PSI-000074 — BP-PSI-000081); a sample moderation log (BP-PSI-016831 —
BP-PSI-016838); and a list of banned terms used by Backpage.com moderators in the manual
review process (BP-PSI-000082)."

In response to Subpoena Request Two, Backpage.com has provided the following:
screen shots of user error screens (BP-PSI-000083 - BP-PSI-000104). In addition,
Backpage.com intends to supplement this submission next week with a list of terms used in the
filtering process.

In response to Subpoena Request Three, Backpage.com refers the Subcommittee to the
documents provided in response to Subpoena Request One.

In response to Subpoena Request Four, Backpage.com has provided the following:
correspondence with Cook County, Illinois Sheriff Thomas J. Dart in 2011 (BP-PSI-000105 -
BP-PSI-000112); presentations and guides created to assist law enforcement officials (BP-PSI-
000113 — BP-PSI-000163 and BP-PSI-000409 — BP-PSI-000463); correspondence with law
enforcement entities regarding potential human trafficking or similar potentially illegal activity
(BP-PSI-000164 — BP-PSI-000408); and other records pertaining to Backpage.com’s cooperation
with law enforcement subpoenas (BP-PSI-000473 — BP-PSI-016830). Given the volume of
these documents, Backpage.com continues to process these files for the electronic production to
the Subcommittee, and expects to complete this portion of its submission shortly.

In response to Subpoena Request Five, Backpage.com does not maintain formal written
retention policies. At this time, we are unaware of non-privileged documents responsive to the
remainder of the request, and will follow-up with the Subcommittee if such documents are
discovered.

! As noted in our letter of October 23, 2015, Backpage.com does not maintain policies or procedures
regarding its moderation process.
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In response to Subpoena Request Six, as explained in our October 23, 2015 letter,
Backpage.com does not routinely maintain advertisement volume information as requested by
the Subcommittee. In an effort to provide the Subcommittee with information relevant to this
request, however, Backpage.com has compiled the following information:

e In response to Request Six Subparts A and B, Backpage.com reports the
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following advertisement volumes:

All Adult Section [Non-Adult Section}
January, 2013 1,876,045 169,508 1,706,537
February, 2013 1,600,261 139,703 1,460,558
Mareh, 2013 1,847,002 163,222 1,683,780
April, 2013 1,748,318 164,055 1,584,263
\May, 2013 1,706,100 169,335 1,536,765
June, 2013 1,605,029 169,266 1,435,763
July, 2013 1,530,333 174,047 1,356,286
August, 2013 1,259,296 170,644 1,088,652
September, 2013 1,270,105 158,373 1,111,732
October, 2013 1,537,488 164,570 1,372,918
November, 2013 1,717,038 154,585 1,562,453
December, 2013 1 2,324225 156,102 2,168,123
January, 2014 2,018,720 154,975 1,863,745
February, 2014 1,684,353 128,270 1,556,083
March, 2014 1,793,397 156,032 1,637,365
April, 2014 1,614,980 162,109 1,452,871
(May, 2014 1,341,548 176,172 1,165,376
June, 2014 1,113,937 177,013 936,924
July, 2014 1,121,579 188,859 932,720
| August, 2014 1,040,015 190,424 849,591
September, 20141 1,080,722 182,438 898,284
QOctober, 2014 1,091,408 192,918 898,493
November, 20141 1,009,889 183,951 825,938
December, 2014 946,859 193,192 753,667
Ianuary, 2015 1,034,848 205,370 829,478
February, 2015 900,586 161,313 739,273
March, 2015 1,019451 196,061 823,390
April, 2015 726,397 203,059 523,338
May, 2015 648,519 207,422 441,097
June, 2015 637,683 206,842 430,841
July, 2015 1,487,639 1,017,990 469,649
|August, 2015 1,916,150 1,280,517 620,633
September, 2015} 2,564,313 1,884,697 679,616
QOctober, 2015 2,811,871 2,100,602 711,269
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» In response to Request Six Subpart C, Backpage.com has made the following
number of reports to the National Center for Missing & Exploited Children

“NCMEC”):
QOctober 2012 778
November 2012 711
December 2012 789
January 2013 723
February 2013 645
March 2013 767
April 2013 824
May 2013 958
June 2013 808
July 2013 807
August 2013 847
September 2013 700
October 2013 542
November 2013 512
December 2013 592
January 2014 530
February 2014 422
March 2014 458
April 2014 475
May 2014 455
June 2014 475
July 2014 473
August 2014 471
September 2014 372
October 2014 445
November 2014 396
December 2014 318
January 2015 327
February 2015 318
March 2015 306
April 2015 413
May 2015 417

App. 000063

Akin Gump

STRAUSS HAUER & FELD LLP




153

Akin Gump

STRAUSS HAUER & FELO LLP

November 13, 2015
Page 5

June 2015 509
July 2015 540
August 2015 155
September 2015 185

With respect to law enforcement entities other than NCMEC, Backpage.com has
included correspondence with these law enforcement entities regarding potentially
illegal conduct (BP-PSI-000464 — BP-PSI-000472).

In response to Subpoena Request Seven, as explained in our October 23, 2015 letter,
Backpage.com does not routinely maintain the statistical information requested by the
Subcommittee. In an effort to provide the Subcommittee with information relevant to this
request, however, Backpage.com has used a reporting tool to estimate the number of
advertisements deleted through Tier One review. Based upon that tool and available data,
Backpage.com estimates that from October 23, 2012 through October 23, 2015, more than
1,040,661 advertisements were deleted through Tier One review. With respect to Tier Two
review, based upon the data and tools available, Backpage.com estimates that from January 1,
2015 to June 30, 2015, approximately 557,763 advertisements were deleted.

As discussed with Subcommittee staff, documents included in this submission contain
sensitive information regarding victims and/or potential victims of crime and confidential law
enforcement tactics used to investigate and/or prosecute criminal activity. These documents
have been specifically marked as “Law Enforcement Sensitive.” To preserve the privacy of
victims and/or potential victims of crime, and to preserve the efficacy of law enforcement
strategies and tactics, Backpage.com expressly requests these documents and information be kept
strictly confidential by the Subcommittee and its staff. In addition, please note that this
submission contains documents that are confidential and proprietary in nature, and have been
marked as such. As also discussed with Subcommittee staff, Backpage.com expressly requests
that this information be kept confidential by the Subcommittee and its staff. In addition, I ask
that Subcommittee staff provide me with notice and an opportunity to be heard before it
nonetheless discloses any such information or documents to any third parties.

Finally, while Backpage.com has agreed to provide particular documents in response to
some of the Subpoena’s requests, Backpage.com does not waive and expressly reaffirms its First
Amendment and pertinence objections as to all requested documents and information. The
production of this information is not intended, and should not be taken, as a waiver of these or
any other privilege that might be asserted in any other forum or proceeding. The objections
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outlined in our October 23, 2015 letter, as well as our earlier letters, are specifically asserted as a
basis for not producing documents or information called for by the Subpoena

Sincerely,

Steven R. Ross

Stanley M. Brand

Akin Gump Strauss Hauer & Feld
Counse! for Backpage.com, LLC

Robert Com-Revere
Davis Wright Tremaine, LLP
Counsel for Backpage.com, LLC

Encl.
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November 16, 2015

VIA ELECTRONIC DELIVERY

The Honorable Rob Portman, Chairman

The Honorable Claire McCaskill, Ranking Member
Permanent Subcommittee on Investigations

Committee on Homeland Security & Governmental Affairs
United States Senate

Russell Senate Office Building, SR-199

Washington, DC 20510

Re: October 1, 2015 Subpoena Issued to Backpage.com
Dear Chairman Portman and Ranking Member McCaskill;

On behalf of Backpage.com, LLC (“Backpage.com™), we write in further regard to the
subpoena for documents issued by the Permanent Subcommittee on Investigations (the
“Subcommittee™) on October 1, 2015 (the “Subpoena™), and specifically in response to an email
from Subcommittee Chief Counsel Matt Owen on November 14, 2015.

While our sense of the conversation I had on November 13, 2015 with Subcommittee
staff differs from Mr. Owen’s email description—a matter I sought to clarify both during that
conversation and again in writing shortly thereafter in an email to Subcommittee staff—
Backpage.com continues to object to the Subcommitiee's efforts to compel production of an
alarmingly vast amount of documents and information regarding the First Amendment protected
activities of Backpage.com and those individuals who engage in First Amendment protected
activities on its internet platform. As clearly outlined in our numerous letters to the
Subcommittee, Backpage.com’s objections are based on the overbreadth of the demands, the
lack of pertinence to any constitutionally valid legislative purpose, the burden of compliance
with the Subcommittee’s demands, as well as Backpage.com’s core First Amendment objections.

Notwithstanding these objections, in its continuing effort to be of assistance to the
Senate—just as it has assisted law enforcement efforts directed at the scourge of human
trafficking—Backpage.com has provided the Subcommittee with extensive information
regarding its endeavors to assist in efforts to combat human trafficking. First, Backpage.com’s
general counsel provided a lengthy briefing to Subcommitiee staff in June 2015, and the
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company has since submitted more than 16,000 pages of documents and information compiled
by the company relating to the Subcommittee's requests for information. As I stated in my phone
call with Subcommittee staff on November 13, 2015, the only request to which the company has
declined to provide any information is Request Eight, which secks extensive revenue and profit
information regarding Backpage.com’s business.

As counsel for Backpage.com, we have not represented, and do not now represent, that
the company’s submissions of information and documents to date constitute either the fruits of a
complete search of every bit of data possessed by Backpage.com or by all of its employees over
the full (nearly six year) time period covered by the Subpoena. Indeed, to be required to conduct
such a search and review in light of the significant overbreadth and First Amendment infirmities
of the Subpoena would in itself be constitutionally inappropriate.

Rather, the November 13, 2015 submission, as explained in the accompanying cover
letter, was made because Backpage.com was “willing to provide certain additional documents-
and information to the Subcommittee as a gesture of good faith.” In its effort to be helpful to the
stated purpose of the Subcommittee's inquiry, Backpage.com did compile and, in some instances,
did collect information and documents from the employees most likely to have the relevant
information and documents. Backpage.com strove to include the documents most relevant to the
Subcommittee’s professed inquiry concerning potential legislation regarding human trafficking,
and the company undertook significant efforts to collect over five million pages of documents
specifically responsive to the Subpoena’s document request regarding suspected human
trafficking or other illegal activities and the investigation of such activities. In his November 14,
2015 email, Mr. Owen instructed us to suspend the production of these documents,

In addition to Backpage.com’s clearly and consistently stated constitutional objections to
the Subpoena, our recent communications with the Subcommittee and its staff continue to raise
concerns regarding the actual purpose and intent of the Subcommittee’s inquiry.

It is in light of these concerns and of the ongoing dispute over documents that
Subcommittee staff informed us on November 13, 2015 that the Subcommittee has published
notice of a public hearing to be held on November 19, 2015 and commanded the personal
appearance of Carl Ferrer, Backpage.com’s Chief Executive Officer. Respectfully, Mr. Ferrer
will decline to provide testimony on the First Amendment and related constitutional grounds
outlined in this and our prior letters, as well as his Fifth Amendment rights. Accordingly, we ask
that his personal appearance—which would necessitate Mt. Ferrer’s international travel solely
for the assertion of his constitutional rights—be waived by the Subcommittee. If the
Subcommittee insists upon a personal appearance by Mr. Ferrer, we would ask that it be
scheduled following November 22, 2015 to accommodate Mr. Ferrer’s schedule.

App. 000067



157

Akin Gump

STRAUSS HAUER & FELD LLP

November 16, 2015
Page 3

As we have said in our past correspondence, the concerns we raise with regard to the
First Amendment implications of the Subcommittee’s investigation of an entity engaged in
speech and publication activities are far from trivial. The legal seriousness of these concerns is
evidenced by the quashing of one subpoena, which sought similar information, by one federal
district court, and, in a separate matter, by the issuance of an injunction earlier today by the
Federal Court of Appeals for the Seventh Circuit.

In its very language, the First Amendment constitutes a textual limitation on the authority
of Congress. It is therefore uniquely the case that a determination of the limits imposed by the
First Amendment on the actions of a congressional subcommittee should be made not by that
subcommittee itself, but by the judicial branch which bears the responsibility of interpreting the
First Amendment in a manner to protect the rights of citizens. While we had hoped that
Backpage.com’s significant production of information and documents would have satisfied any
legitimate need for information regarding human trafficking, our recent communications with the
Subcommittee belie that hope. Therefore, we repeat our suggestion that if the Subcommittee
secks additional documents and information from Backpage.com, Subcommittee counsel and
Backpage.com’s counsel should next discuss the presentation of this issue to the courts for
resolution. As we have stated before, a civil statutory mechanism exists for the Subcommittee to
present the constitutional issues for judicial determination, and Backpage.com would abide by &
final judicial determination of these constitutional questions.

Thank you for your consideration.

Sine

Steven R. Ross

Stanley M. Brand

Akin Gump Strauss Hauer & Feld
Counsel for Backpage.com, LLC

Robert Comn-Revere

Davis Wright Tremaine, LLP
Counsel for Backpage.com, LLC
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November 18, 2015

VIA ELECTRONIC DELIVERY

The Honorable Rob Portman, Chairman

The Honorable Claire McCaskill, Ranking Member
Permanent Subcommittee on Investigations

Committee on Homeland Security & Governmental Affairs
United States Senate

Russell Senate Office Building, SR-199

‘Washington, DC 20510

Re: October I, 2015 Subpoena Issued to Backpage.com
Dear Chairman Portman and Ranking Member McCaskill:

On behalf of Backpage.com, LLC (“Backpage.com™), we write in further regard to the
subpoena for documents issued by the Permanent Subcommittce on Investigations (the
“Subcommittee™) on October 1, 2015 (the “Subpoena™), and specifically in response to emails
from Subcommittee Chief Counsel Matt Owen on November 16 and 17, 2015.

On Friday, November 13, 2015, Subcommittee staff informed us by email that a public
hearing would be held on November 19, 2015 and that Backpage.com’s Chief Executive Officer,
Carl Ferrer, “should plan to appear.” By letter on November 16, 2015 to the Subcommittee, we
(as counsel to Backpage.com) formally repeated Backpage.com’s request Mr. Ferrer’s personal
appearance be waived or continued, on the basis that Mr. Ferrer will decline to provide testimony
on the First Amendment and related constitutional grounds, as well as on the basis of his Fifth
Amendment rights. By email sent Monday evening, Mr. Owen denied our request.

Again, we write today to confirm that Mr. Ferrer will, on the basis of his constitutional
rights, decline to answer any and all questions posed the Subcommittee. As explained further
below, we believe it is inappropriate for the Subcommittee to require Mr. Ferrer’s personal
appearance. As we have also previously informed the Subcommittee, Mr. Ferrer is presently out
of the country for business. He will not be in Washington, D.C. on November 19, 2015.

To be clear, Mr. Ferrer has never agreed to appear before the Subcommittee on
November 19, 2015. As we explained in our November 16, 2015 letter, Mr. Ferrer is on
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important international business travel, and does not retwrn until November 22, 2015. We note
that these travel plans were made well before the Subcommittee decided—without any attempt to
consult Mr. Fetrer regarding his availability—commanded his personal appearance on November
19, 2015 regarding the Subpoena.! Multiple times since, we requested Subcommittee staff to
continue the personal appearance date, both by email and in discussion. Subcommittee staff
indicated that they would only entertain such a request once Backpage.com provided documents
in response to the Subpoena. As the Subcommittee is aware, Backpage.com has now voluntarily
produced more than 16,000 pages responsive to the Subpoena’s requests. It also collected more
than five million additional pages of documents directly related to human trafficking before the
Subcommittee staff instructed Backpage.com to cease production.

Notwithstanding the foregoing, if the Subcommittee—in a departure that echoes the
ignominious approach of an earlier era of Senate inquiries—elects to engage in the unnecessary
exercise of requiring a private citizen to attend a public hearing to assert his constitutional rights,
Mr. Ferrer will do so after his return to the United States this weekend. Indeed, we are presently
able to obtain and convey Mr. Ferrer’s agreement to a specific future date on which he will
personally appear before the Subcommittee.

Backpage.com is well aware that its business, particularly the advertisements posted by
users in its Adult section, is unpopular with some andiences. Because some do not approve of
the content of the speech that occurs on Backpage.com’s internet platform, multiple branches of
the government have attempted and still continue to attempt to disrupt its business. But
protected speech is protected speech. Therefore, to protect the First Amendment, the courts—
most recently the U.S. Court of Appeals for the Seventh Circuit—have enjoined inappropriate
attempts to use the government’s authority to disrupt Backpage.com’s internet speech-based
business, and the judicial branch has quashed subpoenas that were, like this Subcommittee’s
subpoena, overly broad and intrusive. Thus, the Subcommittee’s investigation of Backpage.com
must be viewed in the context of concerted government actions to shut the company down,
particularly when there have been efforts by some in the Senate to collaborate or coordinate with
those other government entities engaged in these targeted and non-legislative matters.

Despite the disapproval of some in the government, however, the fact remains that both
Backpage.com and Mr. Ferrer are engaged in the business of speech. This business is
specifically protected by the limits specifically imposed upon Congress by the First Amendment
to the U.S. Constitution, and we believe the Subcommittee’s investigation is outside of these

! We note that the Subpoena itself contemplates that the personal appearance be waived upon the
production of documents.
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constitutional bounds. Throughout this inquiry, we have attempted to raise these concerns with
the Subcommittee respectfully, consistently, and in the manner requested by Subcommittee staff.

While the Subcommittee has itself rejected Backpage.com’s constitutional objections to
the Subpoena, we believe the appropriate arbiter of such a dispute is the federal judiciary. Over
the past months, we have suggested to Subcommittee staff that we pursue such a course. Indeed,
we would welcome a proper judicial review of whether or not the Subcommittee’s inquiry is
within proper constitutional bounds. If the Subcommittee would like to pursue a civil contempt
against Backpage.com—an action which would provide an opportunity for judicial review of the
Subpoena—a sufficient foundation has already been established through our writings, and
through Backpage.com’s objections to the Subpoena’s requests.’

Accordingly, the Subcommittee need not conduct a public spectacle attempting to shame
Mr. Ferrer in order to advance this matter. Indeed, requiring his appearance on November 19,
2015 would be a further denigration of his rights, and an action unbecoming of the
Subcommittee and its recent history of conducting fair and serious investigations.> Given the
existing record, and given that the Subcommittee has received written notice that Mr. Ferrer will
decline to testify before the Subcommittee on the basis of his constitutional rights, we believe
there is no legitimate reason to compel his appearance.

Thank you for your consideration.

2 We have further indicated to the Subcommittee that Backpage.com will comply with any production or
disclosure requirements found in a final judicial decision to be constitutionally proper.

? In Opinion 31, the Rules Review Committee of the District of Columbia Bar has stated that a
congressional staff attorney violates ethical rules where he or she knows that summoning & witness to appear (1) will
provide no information to the committee and (2) is intended merely to degrade & witness. See D.C. Bar Ethics
Opinion 31 (1977). According to this opinion, a lawyer violates the D.C. Rules of Professional Conduct if he or she
summons a witness to appear when “it is known in advance that no information will be obtained and the sole effect
of the summons will be to pillory the witness.” I In 2011, in Bthics Opinion 358, the D.C. Rules Review
Committee rejected a request to vacate Opinion 31, holding that the Rules of Professional Conduct are violated “if
there is no substantial purpose in calling a witness other than embarrassment, burden, or delay.” D.C. Bar Ethics
Opinion 358 (2011).
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Sincerel

Steven R. Ross

Stanley M. Brand

Akin Gump Strauss Hauer & Feld
Counsel for Backpage.com, LLC

Robert Corn-Revere
Davis Wright Tremaine, LLP
Counsel for Backpage.com, LLC
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M. Steven R, Ross

Akin, Gump, Strauss, Hauer & Feld LLP
1333 New Hampshire Avenue, N.W.
Washington, D.C. 20036

Dear Mr, Ross:

We write in response to your November 18, 2015, letter informing us that Mr. Ferrer will
not appear before the Subcommittee tomorrow, November 19, 2015, despite being under
subpoena to do s0. Your letter offers two separate reasons why Mr. Ferrer will likely not appear.
As explained below, neither reason is sufficient.

First, according to your letter, Mr. Ferrer is presently out of the country for business and
will not return until November 22.! At this late date, that is not an adequate excuse. Mr. Ferrer
has been subject to a subpoena requiring his personal appearance since October 1,2 and on notice
of the time and place of his appearance since November 3. As you will recall, on October 15,
you informed Subcornmittee staff that you would file objections to the subpoena by the return
date, October-23. For that reason, on October 20, we continued Mr. Ferrer’s personal appearance
“to a date to be determined later to permit the Subcommittee to consider any objection [he]
wish[ed] to submit.”® We considered those objections and overruled them on November 3 by a
letter order addressed to Mr. Ferrer.* That order further continued Mr, Ferrer’s appearance “until
November 19, 20135, at 10:00 a.m.,, at 342 Dirksen Senate Office Building,” the Subcommittee’s
hearing room,

That same day, Subcommittee staff spoke with you and Ms. Greer by phone. During that
phone call, Subcommittee staft called your attention to Mr. Ferrer’s appearance date and
informed you that he should make trave] arrangements to appear before the Subcommittee on
that date. Subcommittee staff expressly cautioned that it would not accept logistical
impediments as an excuse for Mr. Ferrer not to appear. Despite that, and despite extensive
communications between you and Subcommittee staff in the interim, Mr. Ferrer only suggested
today—the day before the hearing—that he would refuse to appear regardicss of whether the
Subcommittec continued his appearance.

! See Letter from Steven R. Ross to Permanent Subcommittee on Investigations, at 1-2 (Nov. 18, 2015).
2 Subpoena, Oct. 1, 2015.
® Letter from Permanent Subcommittee on Investigations to Carl Ferrer, at | (Oct. 20, 2015).
: Letter from Permanent Subcommittee on Investigations to Carl Ferrer, at 19 (Nov, 3, 2015).
ld at 19.

1
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Last Friday, November 13, in a letter to us, you explained that the company and Mr.
Ferrer continued to object to the Ogtober 1 subpoena on First Amendment grounds. In that letter,
you said nothing about any planned international travel by Mr. Ferrer or any other logistical
impediment to his appearance, In fact, you first mentioned that travel on Monday, November
16—two days ago. Even then, you did not say that Mr. Ferrer’s travel plans would prevent his
appearance; instead you simply “ask[ed] that his personal appearance—which would necessitate
Mr. Ferrer’s international travel solely for the assertion of his constitutional rights—be waived
by the Subcommittee.”® The Subcommittee denied that request within hours, acting promptly
because of the urgent nature of the request. The next day, November 17, the Subcommittee
asked you to confirm that Mr. Ferrer would appear for the hearing.

In short, Mr. Ferrer has received more than adequate notice that his appearance is legally
required tomorrow. If Mr. Ferrer scheduled his travel prior to November 3—the date on which
he received notice that he was required to appear on November [9—he had an obligation to
inform the Subcommittee as soon as possible. If Mr. Ferrer scheduled his travel after November
3, he did so despite knowing that he was required to appear on November 19.

Second, you contend that, because it is your understanding that Mr. Ferrer will invoke his
Fifth Amendment rights if questioned by the Subcommittee, it is inappropriate to require his
appearance,” That is not so. As you know, this Subcommittee is not a criminal tribunal, and a
witness before the Subcommittee is not a criminal defendant. The witness has no right to avoid
questioning before the Subcommittee. It is proper and consistent with the practice of the Senate
to require a witness to appear, hear the questions put to him, and then invoke his Fifth
Amendmerit right to not answer if he has a good-faith belief that the answer will tend to
incriminate him-—a judgment that depends upon the question asked. In addition, witnesses may
choose to answer questions despite their lawyers’ previous representation that they will not, or
even their own previous intention not to do so. For those reasons, we decline to continue Mr.
Ferrer’s November 19 appearance. If he validly invokes the Fifth Amendment in response to
specific questions, however, the Subcommittee will respect his privilege to do so.

In short, we deny your client's untimely request for a further continuance. We strongly
caution Mr. Ferrer that failure to abide by his obligation to appear before the Subcommittee
tomorrow may subject him to criminal penalties for contempt.

Sincercly,

. S haaic

ob Portman Claire McCaskiil
Chairman Ranking Member
Permanent Subcommittee on Investigations Permanent Subcommittee on Investigations
S 1d

7 Letter from Steven R. Ross to Permanent Subcommitiee on Investigations, at 2 (Nov. 18, 2015).

2
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Carl Ferrer

To: I : :icrew Padifia

Ce:

Subject: 25 minute reparts on ads struck on the queue,
Date: Sunday, October 24, 2010 12:03:43 AM

sy [N
Our goal is to make sure we review ads in less than 20 minutes, especially those ads under review.

We still have some work to do in the US and probably India since we have not hot that goal.
The email reports below get send to one of my email addresses when an ad sits in the queue over 25 minutes.

I'm not sure this is useful reporting given our volume.

When you have a chance send me some ideas on improvements and reports you would like to see.

carl

Last Modified: 10-23-2010 01:27 am Market: Iasvegas.backpage.com—
2:00 AM (18 hours ago)

Reply

to me
show details 4:00 AM (16 hours ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 03:30 am
Status: Under Review

Queue: New

Market: miami.backpage.com

User:

Last Modified: 10-23-2010 03:31 am

Status: Under Review

Queue: New

Market: sandiego.backpage.com

User:

Ad Title: Bikini Type Model Whom Is Not a FLAKE{!$$ ASAP

hetp:/admin.www.backpage.com/online/central/admin/AdModeration?

App-. 000075 I



165

Reply
Forward

Reply

to me
show details 9:00 AM (11 hours ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 08:29 am
Status: Undet Review

Queue: New

Market: miami.backpage.com

User:

Last Modified: 10-23-2010 08:29 am

Status; Under Review

Queue: New

Market: atlanta.backpage.com

User:

Ad Title: +&#9658; ESCORTS NEEDED***** START TODAY **** MAKE 400 - 1500 + Per shift!!! No Exp.
Required

. ; back . min/AdModeration?

- =3 =

Reply
Forward

Reply

to me
show details 1:00 PM (7 hours ago)
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The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 12:30 pm

Status: Under Review

Queue: New

Market: joplin.backpage.com

User:

Ad Title: Looking fot my princess

hitp://admin www.backpage.convonline/central/admin/AdModeration?

Reply
Forward

Reply

to me
show details 2:00 PM (6 hours ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 01:29 pm

Status: Under Review

Queue: New

Market: longbeach.backpage.com

User:

Ad Title: Just looking for a nice female companion...

httpe/fadmi ! i ! /AdModeration?

Last Modified: 10-23-2010 01:30 pm

Status: Under Review

Queue: New

Market: sf.backpage.com

User:

Ad Title: College student/webcam model needs $500 by Thursday night. Hottest cam show ever!
http://admi bz} i f M e

_— stion=3 id=

Last Modified: 10-23-2010 01:34 pm
Status: Under Review

Queue: New

Market: phoenix.backpage.com
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User:
Ad Tltle Lookmg for an on gomg GFE situation

Reply
Forward

Reply

tome
show details 4:00 PM (4 hours ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 03:28 pm
Status: Under Review

Queue: New

Market: ftlauderdale.backpage.com

User:
Ad ’I’xtle $$HOT BOIS NEEDED FOR BODY RUBS $1000-! 3000 per day$$3$585$555$

Last Modified: 10-23-2010 03:33 pm
Status: Under Review

Queue: New

Market: newyork.backpage.com

User:

Ad T1tle Orgy Party TONIGHT Comc Have Fun & Make a Few Bucks

Reply
Forward

Reply
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to me
show details 5:00 PM (3 hours ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 04:28 pm

Status: Under Review

Queue: New

Market: anchorage.backpage.com

User:

Ad Title: Seeking A Woman Between 18-50 (nights) For Touch Therapy Biz
a 1 3 CHiLai/gd s

Reply
Forward

Reply

to me
show details 6:00 PM (2 hours ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 05:33 pm

Status: Under Review

Queue: Failed

Market: denver.backpage.com

User:

Ad Title: * * I Just Got Qut Of the Shower and Am Dripping * * So Tasty and Sweet * * 38D’s * *
- : i 5 i ion?

Reply
Forward

Reply

io me
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show details 8:00 PM (55 minutes ago)

The following moderated ads have been under review for 25 minutes or longer.

Last Modified: 10-23-2010 07:27 pm
Status: Under Review

Queue: New

Market: lagvegas.backpage.com

User:

Ad Title: Attention All Adult Entertainers!!

Last Modified: 10-23-2010 07:32 pm

Status: Under Review

Queue: New

Market: boston.backpage.com

User:

Ad Title: Boston-based, WOMEN-OWNED Escort Agency Now Hiring; No Experience or Transportation

App. 000080 [ ]
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Andrew Padilla
To: I
co ]
Subject: Fwd: another term bites the dust
Date: Friday, February 18, 2011 5:43:32 PM
Attachments: good.jpg

bad (1)pg

bad (2).jpg

bad (3).jpg

H

The last part about doing searches doesn't apply to your crew. Thanks.

Andrew Padilla

>>> 0On 2/18/2011 at 3:16 PM, Andrew Padilla wrote:
All:

We've been filtering out the terms "TER" and "The Erotic Review" along with links
to theeroticreview.com since January of this year but our internet safety experts have suggested we
take a more aggressive approach.

Effective immediately, any variation of, or reference to, TER is banned. If you find it in an ad, remove
the phrase and update the ad but do not lock the ad from editing for this violation alone. If the review
ID number is attached to the reference (TER #8675309), remove the ID number along with the TER
reference,

If you find a string of numbers without a direct reference to TER, it's allowed.
Examples:

"#123456"

"Well Reviewed #666666"

"Google my reviews #12011201"

An easy way to weed out a good chunk of these references is to do a search for "TER" on the city
page. You'li get some faise positives but it should point you in the right direction. Non-aduit
spammers will sometimes use hidden keywords like "biock bus ter video" and the search will see the
tail-end of "bus ter". To avoid this, you can start your search after you've navigated to the Adult section

of the city.

P'm attaching 4 example screenshots of what is not allowed (circled in red) and 1 example screenshot of
what is okay (circled in green).

If you have any questions, please ask me or Joye. Thanks.

Andraw Padiia

App. 000081 I
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From:

To: 1

Subject: Fwd: Banned Code words.

Date: Monday, July 09, 2012 2:02:12 PM
Attachments:

Hi Andrew and -

Please confirm if you would like us to delete the ads with these words?

Best

Hello Mam,
Kindly check the attached Doc of Backpage Code Words.

We came across with the words having the same Meaning given in the Banned list.

Attached Doc is having 2 Spreed sheets

1. Backpage Banned Code words
2. Related code words

Let us know, What we have to do with Related Code Words ?
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From:
To:

Ce;
Subject: Fwd: Moderation Reminder / Update FOLLOW UP 4-7-12
Date: Saturday, Aprii 07, 2012 3:38:42 PM

Attachments: banned.xis

All:
A few clarifications:

-- Only worry about "cum" or "come" or any of its variations when it's being used to describe
semen or gjaculation. Ifit's not being used sexually, regardless of how ridiculously it's
spelled, it's okay.

-- Don't delete ads that use "young" or misspellings of "young”. You should still include them
in your emails to me for review but there are too many legitimate uses of the word to warrant
a removal every time.

-- Don't delete ads when a banned termed is used to the confrary. Examples: "NO GFE" and
"NO Full $ervice”.

-- Bven though Girlfriend Experience is banned, the word "girlfriend" by itseif isn't a
problem. Examples: "Let me be your girlfriend" and "I'm hotter than your girlfriend."

Forwarded message «wwew-ve—

Date: Thu, Apr 5, 2012 at 2:30 PM
Subject: Moderation Reminder / Update

App. 000083 ]
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All:

Attached is a list of 120 Adult terms that are banned on the site. These are terms that we
consider egregious violations of our Terms of Use. These should not be confused with terms
that are merely suggestive or in poor taste.

The attached list is automatically filtered and a user attempting to post an ad with any of these

terms receives an error message during the posting process. We don't want these terms on our
site.

You'll see examples, in the list, where a term is spelled several ways but we're only scratching
the surface on all the possible spelling variations. If you see a misspelling of any of these
terms that gets around our filters, delete the ad in its entirety. Don't edit the text or
remove any pics.

For term violations net on this list, you can remove the term or phrase and update the ad.

Make a list of the url's of any ads you delete and send them to me at the end of your shift for
review. You can skip this step if you're deleting from the queue.

If you have any questions, let me know. Thanks.

I
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From:

To: H

Subject: Fwd: pics dissapearing

Date: Thursday, March 01, 2012 3:06:11 PM
Hey .

Please remind staff to exercise care when removing images. We have had an increase in users
complaining about false positives.

Two examples below:

- Moderated by AT36 at 2012- 03 01 12 28 08

We are building a way to restore images so we can demonstrate mistakes for your training
purposes.

For now, it is the customer's word. I think they may be right in most cases, but of course, not
all cases.
Thank you and your staff for their hard work,

-carl
Begin forwarded message:

From:

Date: March 1, 2012 12:50:33 PM CST
To: Carl Ferrer

Subject: pics dissapearing

hi carl,

see this ad:  http://toronto.nowtoronto.com/FemaleEscorts/warning-someone-is-

dicount-32/10023066

there were 8 pictures there one minute ago and now there are only 4. the other
pics did not look like they broke any rules as far as i know. maybe they did?
anyway, this keeps happening to her and she wants to know why. she thinks
there's some big conspiracy.

please advise.
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thanks,

print readership is up > 354,000 unique readers weekly
PMB fall 2011

web audience is up > 292,000 unique readers monthly
ComScore fall 2011
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From:
To:

Ce:
Subject: Moderation Reminder / Update
Date: Thursday, April 05, 2012 5:31:17 PM
Attachments:

All:

Attached is a list of 120 Adult terms that are banned on the site. These are terms that we
consider egregious violations of our Terms of Use. These should not be confused with terms
that are merely suggestive or in poor taste.

The attached list is automatically filtered and a user attempting to post an ad with any of these
terms receives an error message during the posting process. We don't want these terms on our
site.

You'll see examples, in the list, where a term is spelled several ways but we're only scratching
the surface on all the possible spelling variations. If you see a misspelling of any of these
terms that gets around our filters, delete the ad in its entirety. Don't edit the text or
remove any pics.

For term violations not on this list, you can remove the term or phrase and update the ad.

Make a list of the url's of any ads you delete and send them to me at the end of your shift for
review. You can skip this step if you're deleting from the queue.

If you have any questions, let me know. Thanks.
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Andrew Padilia

To: ]

Cex

Subject: Re: another term bites the dust
Date: Friday, February 18, 2011 6:25:43 PM

It's an abbreviation for The Erotic Review. hitp://www theeroticreview.com/

We're trying to distance ourselves from the types of reviews found there.

Padifta

Voice Meadia

>>> On 2/18/2011 at 4:10 PN, [ - o'c:

Hi Andrew

What does TER stand for? | will need to explain to the leams what this means so that they intelligently
edit the ads.

Thanks

On Fri, Feb 18, 2011 at 2:43 PM, Andrew Padilla | EENENEGEGGGGNGG ot
- HIE
- The last part about doing searches doesn’t apply to your crew. Thanks.
Ancrew Faciila
‘“’l [}Cﬁamger

. Bagl idie.cﬁmwsﬁaﬁe Voics Media

- >>>0n 2/18/2011 at 3:16 PM, Andrew Padilla wrote:

All:

We've been filtering out the terms "TER" and "The Erotic Review" along with links to
theeroticreview.com since January of this year but our internet safety experts have suggested
we take a more aggressive approach.

Effective immediately, any variation of, or reference to, TER is banned. If you find it in an ad,
remove the phrase and update the ad but do not lock the ad from editing for this violation alone.
If the review ID number is attached to the reference (TER #8675309), remove the ID number
along with the TER reference.

If you find a string of numbers without a direct reference to TER, it's allowed.

Examples:

"#123456"

"Well Reviewed #666666"

"Google my reviews #12011201"

An easy way to weed out a good chunk of these references is 1o do a search for "TER" on the
city page. You'll get some false positives but it should point you in the right direction. Non-adult
spammers will sometimes use hidden keywords like "block bus ter video" and the search will
see the tail-end of "bus ter". To avoid this, you can start your search after you've navigated to
the Adult section of the city.

I'm attaching 4 example screenshots of what is not allowed (circled in red) and 1 example
screenshot of what is okay (circied in green).

If you have any questions, please ask me or . Thanks.

A w Padiis

v
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This email may contain confidential and privileged material for the sole use of the intended recipient(s)
Any review, use, distribution or disclosure by others is strictly prohibited. if you are not the intended
recipient (or authorized to receive for the recipient), please contact the sender by reply email and
delete all copies of this message. Any confidentiality or privilege is not waived or lost if this e-mail has
been sent to you by mistake.if you are NOT an authorized recipient, you are prohibited from using,

delivering, distributing, printing, copying, or disclosing the message or content to others and must
delete the message from your computer.
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Carl Ferrer

To: I

Cer .

Subject: Re: BFE is also a sex code word?

Date: Wednesday, October 27, 2010 1:37:09 PM
Whoops...

Yes, since this is such a big change on to our users removing their ads is too harsh.

Better to edit by removing bad text or removing bad language. We will do this for a few weeks to give users a
chance to adjust.

Editing takes time so we expect the queues to pile up some, hence we really need you.

Carl

0n 0ct 27, 2010, at 10:27 AM, | IR vrot=:

> Hi Carl

>

> So removing/deleting means from our perspective failing as Andrew mentioned editing as an option.
>

> Thanks

L

>

> On Wed, Oct 27, 2010 at 10:24 AM, Carl Ferrer || || RN -

> I guess | would say will worry about bfe later. It is so rarely used. Approve is the right call.
>

> 1 think our big task now is removing the 15 min and 1/2 hour rates, and the bare butt pics.
>

> There are some dev scheduled to significantly increase efficiency:

> - ban/limit use of htm! images

> - be able to delete a bad image quicker

> - separate image moderation queues

>

> Carl

>

> On Oct 26,2010, at 11:35 M, | NI v-o'=:

>

> > Hi Cart

>>

> > Since the guidelines do mention GFE is BFE also a sex code word?

>>

>> Hello mam

>>[11:22:35 PM]—Backpage PL: seeking upscale generous, gentleman to share my time and affection,
>> B.F.E (boyfriend experience} as well as casual encounters provided.

> > time spent with me will never be rushed nor forgotten,

>>[11:22:54 PM]- Backpage PL: This one Approved or fail mam ?
>>

>> ] asked him to approve for now

>>

e

-~ -

> > Manager
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Cad Ferrer

To: ]

Ce: Andrew Padilla

Subject: Re: Can you edit ads now?

Date: Wednesday, October 27, 2010 9:35:58 PM
Awesome.

Removing bad pics and removing bad text like 15 min 1/2hour is critical.
I think you will be busy.

carl

On Oct 27, 2010, at 6:32 PM, || +rote:

> Hi Carl and Andrew

>

> We can open the ads and edit them now in India and here in the US
>

> Thanks

-

>

> On Wed, Oct 27, 2010 at 6:25 PM, Carl Ferrer || | N REEHERRRENNRNDNN -
> Can you cdit ads now?

>

> I see the developers added your [P.

>

> Carl
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: ——
To: Carf Ferrer

Subject: Re: Develapment companies
Date: Friday, March 02, 2012 8:03:08 PM
Hi Carl,

Thanks for the description. If you ask our recommendation, we at- can help you
with this development project. I do not know of any other companies personally.

Currently, our internal IT staff manages our intranet which is usin the— environment.
We are managing a domain name, hosting, utilizing to upload and keep
internal company information. We are also running .

If you provide mock ups and a description, we can make samples for you. I can offer a

1 month evaluation with | person. Once you decide to proceed with the evaluation, we can
hire a dedicated staff for the evaluation.

Pricing after the evaluation is

Look forward to an opportunity to work with your development team.
Thanks

On Mon, Feb 27, 2012 at 8:42 AM, Carl Ferrer ||| NG

. The concept is as follows:
- We allow people to create their own web sites / blogs with custom sub-domains.

Example:

- SalonByJill.bigeity
Tasha.bigcity

- They can load pics, add text, etc.
- Other users can follow.
- Weare creating a tumblr.com for classifieds and small businesses.

- - We will content by giving users the option for any postings on backpage to automatically
. appear on their BigCity post.

- We expect a lot of user generated content
- We will provide mockups and a thorough development description.

' - We will provide hosting and CDN management.
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- The development company should have a LAMP development environment.
: Hope this helps,

carl

- On Feb 26,2012, at 5:50 PM, || v ~ot:

Hi Carl,
Thanks for reaching out on this.

Could you send a sample description of the project. Based on this we can try to
find a solution. How much staff do you anticipate needing for this development
project?

Best

On Sat, Feb 25, 2012 at 12:37 AM, Carl Ferrer || || | | S NEEENNE

wrote:

- I'm looking to launch another web project. My current developers are

~ slammed.

- I'm looking to hire another development company dedicated to this project.

E If you have recommendation in the US or outside the US, please send them
my way.

The ideal development company would be hired as follows:
. - we pay an hourly rate
- - we describe the development we want
- they build it and maintain it.
- we pay the hosting and equipment,
- Examples:
| http/iwww webteltechnologies.com/#;
 http: isindi Frers/virtual-office-india html
 Thanks

-ar
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Larl Ferrer

To:

Cc: IR Ancirew Padilla

Subject: Re: Introduction to Review/ Moderation Services from | NN
Date: Thursday, September 30, 2010 11:01:31 PM

[ have three steps left:

1. Add your IP's

2. Modify the queue to have a "fail".

If you staff finds something violating our rules, they will click fail. It will move to a US staff who will determine

what to do (edit, reduce user's rights, or remove ad)

3. Provide you with url, username and password, and documentation on moderation standards.
Andrew is working on this. He's manages our spam/abuse US staff.

Looks like next week sometime.

Carl

On Sep 30,2010, at 7:46 PM, | N +rote:

> Hello Carl,

>

> When I clicked on this link I got a message for forbidden access
>

> When it was clicked in India they too got a message for forbidden access.
>

> Thank you

>

>

> On Thu, Sep 30, 2010 at 7:33 PM, Car! Ferrer || | | NN ot-:

> Can your staff click this url?

> http://adminwww. backpage.com
>

> Do you get a user login in prompt?

>

>1 just want to confirm that my developers added your IP,
>

> Carl

>
> On Sep 25, 2010, at 4:30 PM, | NN - -:
>

> > Hi Carl,

>>

>> Thats good to hear that the queue is build. We have a staff member identified to work on the project. We can
start within 2 days of receiving the documents. Lets have a conference next week to go over the guidelines.

>>

> > After the evaluation payment can be by check. I understand you may want to build a team quickly. So as we
start the evaluation, we will start building the team. You can give us guidance on number of members you might
need.

>>

> > Thanks

>l
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>> From: Carl Ferrer
> > Date: Sat, 25 Sep 2010 15:29:50

> > Subject: Re: Introduction to Review/ Moderation Services from—

>>
>>I'll send you urls, username and password, and the guidelines next week.
>> We actually have the queue built and we can start next week.

>

> > [ understand you will give me one person to test.

>>

> > But I'll probably want to increase people with in a few days.

>> When we add people, what's your preference on payment?

>>

>>

> > carl

>>
>> On Sep 23,2010, at 11:45 PM, | NI vrotc:
>>

> >>Hi Carl,

>>>

>>> Thanks for your interest in testing us out. Please send us your guidelines so we can begin training and
evaluating staff for placement on your project. Attached are our Static IP Addresses for our offices.

>>>

>>>] have copicd-, our US Project Manager.

>>>

>>>
>>>On Thu, Sep 23, 2010 at 9:24 PM, Carl Ferrer | RN o'

> >> Ok, I'd like to test you out.

>>>

>>> To do this right, we probably need to start with 6 staff.

>>>

> >>. Send me your static IP so you can get admin access.

>>> .1 will give them URLS and specific instructions on what to delete.

>>>. | need modified the rights to secure some user info/cc data, etc. .

>>>

>>> carl

> 5>

>>>

>>>> Hi Carl

>>>> 1 will eall you during your open time slots.

>>>>

> >>> eumee-Qriginal Message-——

>>>> From: Carl Ferrer

>>>> Subjcct: Re: Introduction to Review/ Moderation Services from ||| || EGTNIR
> >>> Sent: Sep 22, 2010 3:58 PM

> >

> »>>I'm in phoenix for a few more days (pacific time)

>>>>I'm open 10:00a till 11:30a pacific time,

>>>>

>>>> You can call me then on my cell or some time after 2p pacific.

>>5>

>>>>I'd like to talk about how other sites have organized the data for your staff to remove bad contcent, the
security, reporting, efc.
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> 25>

>>>> carl

> 5>

> 55>

>>>>On Sep 22, 2010, at 3:32 PM, || RN

>>>>

> >>>>Hj Carl,

>>>>>

> >>>> Sure wold be great to chat. How is tomorrow at 10am Dallas time. My mobile number is—.
> >>>>

>>>>> -

> >>>> we-Original Message--—---

>>>>> From: Carl Ferrer

> >>>> Tor

>>>>> To:

> >>>> Subject: Re: Introduction to Review/ Moderation Services from—
>>>>> Sent: Sep 22, 2010 12:45 PM

>>>>>

> >>>> Are you available for a call?

> 255>

>>>>> Also, lets start emailing me on the backpage email address (I check it

> >>>> more often)

> 550>

> >>5>

>>5>>

>>>>> Carl

>>>>>

>>>>> On Tue, Sep 21, 2010 at 12:16 PM, ||

>>>>> wrote:

>>>>>> Hi Carl,

> >>3>>

> >>>>> Thanks for your interest. Attached is a presentation which covers our

> >>>>> company introduction, services offered (review of Ads and Images), working
>>>>>> methodology, pricing and customers.

> >35>

> >>>>> Please let me know if you have any questions or if you would like to

> >>>>> follow-up with a conference call. We can offer 1 month of no charge trial (1
>>>>>> person for 1 month - 6 days a week, 8 hours/ day).

>>>>>>

> OO

> >5>>
>>>>
>>>>
> >

> >>

>>> <Static_IP Addresses_‘dop
>>
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: —
To: Carl Ferrer

ce: I

Subject: Re: Intreduction to Review/ Moderation Services from J N
Date: Friday, September 24, 2010 2:45:30 AM

Attachments: i I¥ . .doc

Hi Carl,

Thanks for your interest in testing us out. Please send us your guidelines so we can begin
training and evaluating staff for placement on your project. Attached are our Static IP
Addresses for our offices.

1 have copied-, our US Project Manager.

On Thu, Scp 23, 2010 at 9:24 PM, Carl Ferrer— wrote:

- Ok, I'd like to test you out.

" To do this right, we probably need to start with 6 staff.

.- Send me your static IP 5o you can get admin access.
- I will give them URLS and specific instructions on what to delete.
- I need modified the rights to secure some user info/cc data, etc. .

¢ carl

P> Hi Carl
. > I will call you during your open time slots.

>
- > From: Carl Ferrer

> o
- > Subject: Re: Introduction to Review/ Moderation Services from—

- > Sent: Sep 22,2010 3:58 PM
>
. >I'm in phoenix for a few more days (pacific time)
- > I'm open 10:00a till 11:30a pacific time.
>
> You can call me then on my cell or some time after 2p pacific.
>
. > I'd like to talk about how other sites have organized the data for your staff to remove bad
content, the security, reporting, etc.
>
> carl
>
>

>
> 0n Sep 22, 2010, at 3:32 PM, | | v -ot-:
App. 000099 .
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>

- >> Hi Carl,
>>

. >> Sure wold be great to chat. How is tomorrow at 10am Dallas time. My mobile number is

DD s Original Message------
>> From: Carl Ferrer

- >>To:
P> To:
>> Subject: Re: Introduction to Review/ Moderation Services from—

>> Sent: Sep 22, 2010 12:45 PM
>>
>> Are you available for a call?
i>>
>> Also, lets start emailing me on the backpage email address (I check it
>> more often)
>>
S>>
- >> Carl

o>
>>0n Tuei Seﬁ 21i 2010 at 12:16 PM, | |
L >>

wrote:
- >>>Hi Carl,
>>>
- >>> Thanks for your interest. Attached is a presentation which covers our
>>> company introduction, services offered (review of Ads and Images), working
>>> methodology, pricing and customers.
>>>
- >>> Please let me know if you have any questions or if you would like to
>>> follow-up with a conference call. We can offer 1 month of no charge trial (1
- >>> person for | month - 6 days a week, 8 hours/ day).
- >>>

>>
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: —
To: Andrew Padiliy

Cc:

Subject: Re: missed violations

Date: Tuesday, January 11, 2011 6:17:22 PM
Thanks Andrew

This is really very helpful

Best

On Tue, Jan 11, 2011 at 3:10 PM, Andrew Padilla

wrote:
>Hi N
>
> Here are a few examples of image violations missed by moderators. Thanks.
>
>

> Andrew Padilla

> Operations Manager

> Backpage.com | Village Voice Media
>

App. 000101 L
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From: ]
To: Andrew Padilla

Subject: Re: new guidelines in adult

Date: Wednesday, Octaber 27, 2010 1:19:40 PM
Hi Andrew

Thanks we will implement these guidelines now

re: editing the ads is great idea and the team is certainly skilled for this, only thing I would
analyze is the time this would involve as Carl mentioned he wanted the ques cleared ASAP.
We would also need to understand how unobtrusively we can achieve editing so that we
maintain the essence of the ad

Thanks

On Wed, Oct 27, 2010 at 10:05 AM, Andrew Padilla ||| | GG

wrote:
-

I'm attaching an email | sent to our staff this morning. You can begin enforcing these changes as well.

Also, | think we should explore the idea of letting your best trained employees start to edit ads rather
than faif them. Carl can probably elaborate more on this.

Andrew Padilla

Yoice Media

App. 000102 I
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Date: Wed, 27 Oct 2010 09:25:24 -0700
Subject: new guidelines in adult

We've been messing around with listing guidelines in the queue since last night but the language isn't
finalized yet. Regardiess of what we specifically wind up saying there, here are some new rules:

no bare butts (thongs okay)
no penises
no breast sucking
no GFE, no PSE
' no pricing for services less than an hour

You can move forward enforcing these changes immediately. [} have more instructions later about
how much female frontal nudity will be allowed.

We won't be removing ads for these violations. These ads should be edited and "violated terms of
use" should be selected.

We have to be fair to the users and give them time to adapt. Thanks.

Andrew Padilla
-ations Manages
Backpage.com | Village Voice Media
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: Angrew Backpage

To: ]

Ce:

Subject: Re: photo question

Date: Thursday, June 23, 2011 3:46:21 PM

Thanks,- )
RO

On Tha, fun 23,2011 at 12:37 v, I -

. Hi Andrew

The team is clear that such kinds of images should not be deleted. WE will put this in our
- next test and training round to make sure everyone is aware and clear.

- Best

and s

On Thui Jun 23,2011 at 12:18 PM, Andrew Backpage— wrote:

- Can you check with your respective moderation crews and see if any of them would
. remove an image like this:

- Idon't see that her nipple is exposed but maybe I'm missing something or someonc is

. being too strict. Also, I want to make sure that no one is confused and applying the

| pixelization rule to things like eyes and faces. Let me know what you find out. Thank
¢oroyou.

This email may contain confidential and privileged material for the sole use of the intended

recipient(s). Any review, use, distribution or disclosure by others is strictly prohibited. If

you are not the intended recipient (or authorized to receive for the recipient), please contact
- the sender by reply email and delete all copies of this message. Any confidentiality or
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. privilege is not waived or lost if this e-mail has been sent to you by mistake.If you are NOT
an authorized recipient, you are prohibited from using, delivering, distributing, printing,

. copying, or disclosing the message or content to others and must delete the message from

. your computer.
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From: Andrew Padilla

To:

Subject: Re: Request quick feedback ~ are we on track in training?
Date: Friday, October 29, 2010 12:49:51 PM

i
No glaring mistakes that I can see.

it's a little more difficult to provide constructive feedback with your crew editing instead of failing. With a
Fail, we can see the ad intact and ask guestions; with an Edit we can only see what they've left behind.
The risk there is that your crew might be working harder than necessary. After things settle down,

we should come up with some guality contro! tests to make sure they aren't editing too much. In the
meantime, | consider it completely acceptable if they are being too strict. The trade off is that you're
helping our crew directly and that's tremendous right now. Thank you for ail the time you're putting into
this training phase.

L s Fadifla

Opera
Voize Media

>>> On 10/29/2010 at 8:39 AM, I :ro'c:

Hi Andrew

Please let me know if there are any glaring mistakes being made so that | can rectify them immediately.
{ am running 3 training sessions daily to drum in the guidelines and some feedback letting me know
what | should emphasize more will be very helpfut - training is only as good as the resuits.

Thanks

App. 000106 ]
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From: R
To: Carl Ferrer; Andrew Backpage

ce: ]

Subject: Re: Staffing 11a phx / 1p dalias

Date: Friday, September 07, 2012 2:05:23 PM

Attachments: Backpage Daily Rata Aug to Sep § 2012.x15x

Hi Carl and Andrew,
Please see the sheet for number of ads done and staffing.
Thanks

On Thu, Sep 6, 2012 at 10:13 PM, Carl Ferrer— wrote:

Andrew has a call in phone number:

Toll free:
Conference code:

" Here's my Agenda:
1. Staffing-

- 2. Image tools proposed
3. Extra office space in the US: we are considering moving a day shift of Tier 1 back to US.

4. Can we have you moderate email spam?
- (need help describing how we should build this)

‘ On Sep 6, 2012, at 10:48 PM, Carl Ferrer wrote:

11 AM Phoenix time.
1 PM Dallas time.

I need to get set up with one of those fancy 800 phone conference dial in-s.
For now, I can conference people in the old fashion way.

Are you in the US and can I call you?
Or, perhaps you can call me at the landline i will be at tomorrow-

~Carl

On Sep 6, 2012, at 10:27 PM,_ wrote:
App. 000107 I
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Hi Carl,

Sure. What time works for you tomorrow?

Thanks

On Thu, Sep 6, 2012 at 7:46 PM, Carl Ferrer
wrote:

: am s

. Can you review the volumes? Perhaps even have a quick phone
- call tomorrow.

. Andrew and I only need one of you if you like.

- carl

- on Jul 3, 2012, at 1:27 PM, | | vote:

Hi Carl,

Ok thanks, We will begin hiring and training the
staff.

On Tue, Jul 3, 2012 at 11:20 AM, Carl Ferrer

IR
" T consulted with Liz last week about staff

© resources. She is good with you hiring 10 more
. people and you should proceed.

- Thanks.

+ OnJul 3, 2012, at 1:58 PM
: wrote:

Hi Carl,

It was great meeting you and the team
in Phoenix.

For planning we will estimate 17000 /
day instead of the peaks at close to
19000/ day on some days. As
discussed, we expect it to go down so

App. 000108 I
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1 assume 17000/ day is a good
estimate. Normal volume we were
handling was 14000/ day. Based on
this an additional staff of 8 - 10 will
be fine (50 to 60 ads per hour).

We reviewed the hourly incoming
volume, based on this the staff
required to be on shift will be as
follows:

- 22 in US Evening Hours (India
morning shift)

- 8 Late US Hours (India afternoon
shift)

- 20 US Day Hours (India night shift)

Counting off days (1 day a week) we
would need a staff of 59 to 60.

Please feel free to call me on skype or
my cell when you need to talk. [ am
not as alert to skype chat and saw
your note a few days later.

Thanks

App. 000109
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

Larl Ferrex

: I
Re: This maderation staff member is costing us time and money
Friday, March 02, 2012 11:52:45 AM

That was the same client as I referenced yesterday. UGH.
AT19 cost us $1k in freebies to pacify the client.

-carl

On Mar 2, 2012, at 10:49 AM, ||| N vote:

Hi Andrew

We will pull him off and retrain him.

On Mar 2, 2012, at 8:48 AM, Andrew Backpage—

wrote:

i
Can you take AT19 off of moderation and have them retrained?

I'd rather see zero edits from a moderator than any edits that were
unnecessary. Thanks.

wemmmennnm Forwarded message ----------

Date: Fri, Mar 2, at 9:27 AM
Subject: This moderation staff member is costing us time and money
To: Andrew Backpage , Carl Ferrer

The ad below was edited unnecessarily yesterday.

App. 000110 I
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We fixed it. Less then 12 hours later it got edited again - by this
same staff member AT19

We already added time to the $2K buy to pacify this client. They
spend a bunch with us.

<bad edit.pdf>

App. 000111 I
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From: Andrew Backpage

To: ]

Ce:

Subject: retraining for at20

Date: Friday, October 21, 2011 1:34:31 PM
Attachments: at20 sunday.jog

il

This morning, one of our third-party watchdog groups pointed this ad out to Carl. It's one of
the most egregious oversights I've ever seen a moderator make. Clearly, even the most poorly
trained moderator would recognize that this ad contains nudity so this must be a case of an
employee who doesn't care or an employee who is rushing through their work. I imagine it
could also be an example of someone who doesn't understand how to properly remove images
from an ad.

In a perfect world, our own 2nd tier moderation would have caught this but we're spread pretty
thin on the weekends. It's extremely unfortunate that a third-party company caught this and
brought it to Carl's attention.

Let me know what action you take to remedy the issue with at20. Thanks.

App. 000112 ]
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From:

To:

Ce:

Subject: This is what happens when you don"t check the TS category in your cities
Date: Thursday, Aprit 12, 2012 1:46:14 PM

Lots of people have worked this city in the last two months during the week and on weekends;
on nights and overnights. Some people have taken on this city when someone called in. All
of these ads ran through the queue. There are just so0 many times when this should have been

caught.

Make sure you're checking all of your categories. Too many moderators are in a rush to say
"T'm all caught up" when the only reason they're "caught up" is because they're cutting
corners.

Andrew Padilla

Backpage.com
Operations Manager
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ElE

schoolgirl

A female in full or part time education

»”

someone between the ages of 13and 19
someone between the ages of 13and 19

» TEEEN I N
-
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ALLOWED IN
PHONE AND
TERM BANNED WEB
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From: —

To: S —
(o]

Subject: Clarification on Underage ads VERY VERY IMPORTANT

Date: Tuesday, June 26, 2012 1:11:39 AM

Attachments: i

Hello All

Please note very carefully:

The definition of underage is anyone under the age of 18. But for the purposes of making reports, we err
on the side of caution and try to report anyone that looks under the age of 21.

[F IN DOUBT ABOUT UNDERAGE : The process for now should be to accept the ad and note the fink.

However, if you ever find anything that you feel IS UNDERAGE AND is more than just suspicious, you
can delete the ad, note the link and notify IN ONLINE DOC.

PLEASE CREATE AN ONLINE DOC FOR ALL SUSPICIOUS UNDERAGE AD
LINKS SHOULD BE PLACED.

ONLY DELETE IF YOU REALLY VERY SURE PERSON IS UNDERAGE. (IN
ONLINE DOC NOTE THE AD LINK)

Please confirm back your understanding AND THAT YOU HAVE SPOKEN TO
EVERY TM INDIVIDUALLY AND EXPLAINED THIS POINT.

| have attached example of the online doc. Please create it ASAP.
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From: I

Tor I

Ce:

Subject: Re: NEW GUIDELINES services for less than an hour are no jonger violations
Date: Thursday, Aprif 05, 2012 8:53:26 PM

Hello Mam,

Thanks for the Update.

Can we have a meeting regarding the update & new moderating tool.
On i, Apr 62012 a1 5223 A, [ -
. Hello all
. Please confirm your understanding

AL

' Blank pricing and services for less than an hour are now allowed in Adult.
- 15 mins - $60 is okay

- 30 mins - $80 is okay

- $90 is okay

- 15 min - $80 back rub is okay

- Anything time related is okay.

The only reason to check pricing now is for illegal services.

- $60 - 15 min blow and go is still a violation because of the service. The time is irrelevant
- in this case.

- Let me know if you have any questions. Thanks.

App. 000123 .
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I
* This email may contain confidential and privileged material for the sole use of the intended
recipient(s). Any review, use. distribution or disclosure by others is strictly prohibited. 1f
vou are not the intended recipient (or authorized o receive for the recipient), please contact
the sender by reply email and delete all copies of this message. Any confidentiality or
privilege is not waived or lost if this c-mail has been sent to you by mistake. If you are NOT
an authorized recipient, you are prohibited from using, delivering. distributing, printing,
copying, or disclosing the message or content to others and must delete the message fom
VOur compuiter.

Thanks and Regards

App. 000124 [



214

REDACTIONS BY THE PERMAN " SUBCOMMIT

ON INVESTIGATIONS

cincinnati, oh - ¥

Sl nAns SO

i aduit ententay

Hi. v R ' hooking for @ generous man tn Show me wWhat they got, 1'm open

ng 50 hit e up and lets nave some fun. EEESEEEN

1

i

ge Piclure

App. 006125



215

Wi ODwdse b

ackpage.cam

daltas, tx

) -20-20-20-20

moa beaw
rales, No AA

Fo0rs

adsit enteriginment &

App. 000126



216

manhattan, ny

550 etz

at men anly No

App. 000127



217

App. 000128



218

App. 060129



219

App. 000130



220

App. 000131



221

App. 000132



222

App. 000133



223

App. 000134



224

App. 000135



225

App. 000136



226

Interim Designation of Agent to Receive Notification
of Claimed Infringement

Fult Legal Name of Service Provider; ADTECHB.Y,

Alternative Name(s) of Service Pravider (including alf names under which the service
provider is doing business): nakedeiy com, evilempire com

lein 116, Tower H, Level 14, 1077 XV Amsterdam, NL

Address of Service Provider, Zuidp

Name of Agent Designated te Receive
Notification of Claimed Infring: t; Carl Ferrer

Fult Address of Desfpnated Agent te which Notification Shouid be Sent (a P.O. Box
or similar designation 1s not eceeptable exceqt where it is the anfy address that can be used in the geographic

location):
P80V 8hk Lawn Ave. Suite #700. Dallas. TX 75219

Telephone Number of Designated Agent; 866-456-6877

Facsimile Number of Designated Agent: 214-757-8548

Enmiaii Address of Designated Agent; Suppon@adiechby com

¢ Designating Service Provider:
- Date:_ YrEAS

Typed or Printed Name and Title: Carl Fesrer, Chief Operating Officer

Note; This Intertm Designation Must be Accompanfed by a Filtng Fee*
Mnde Payahje to the Reglster of Copyrights, Scanned
#Note: Current and adjusted foes arc available on the Copyright website at N 22 10%

www.copyright.gov/docs/fees.him]

Mail the form to;

U.S, Copyright Office, Designated Agents N
P.0. Box 71537 Received
Washington, DC 20024-1537 JUN 11205

Copyright Office
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Tnterim Designation of Agent to Receive Notification
of Claimed Infringement

Full Legal Nuame of Service Provider: IC Holdings, LLC

Alternative Name(s) of Service Provider (incuding all names uader which the service
provider is doing business). Bigeily.com

Address of Service Provider; 2501 Oak Lawn Avenue, Suite #700, Dalias, TX 75219

Name of Agent Designated to Receive
Notification of Claimed Infy t; Cari Ferrer

B

Full Address of Designated Agent to which Notification Shoulkd be Sent (o F.O. Box
oy similar desigration is nol acceptable axcept where it #s the only address 1hat can be used in the geographic

lacalimgt -
2507 Oak Lawn Avenue, Suite #700, Dallas, TX 15219

Telephone Number of Designated Agens: 866-436-6877

Facsimile Number of Designated Agent; 214-757-8348

Email Address of Designated Agent; Sipporébigeity.com

ve of the Designating Servée?’mv?(r;
Date:, 5[ 4 7// /=
Typed or Printed Name and Tile: Cart Ferrer, Chief Operating Officer

Note: This Interim Designation Must be A p d by a Filing Fee*
Made Payable to the Register of Copyrights.
*Note: Current and sdjusted fees are available on the Copyright website at Scanned

www.copyright.gev/docsifees.himi SN 117 o
Mail the form 1o:
Copyright I&KR/Recordation
:\;E;I::::t::l?si;’C 20024 Received
“I“Iml MAY 22 2083
ooy Copyright Office
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PREVIOUS ADS

Friday, Novernber 13th 2015

PROFILE
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&0 evilempirecomy et

1. An electronic or physical signature of the person authorized to act on behalf of the owner of the
copyright or other intellectual property interest;

you claim has been infringad;

3
3
@
=
-
=
%
%

2. A description of the copyrighted work or other intellectual prog
3. A descrigtion of where the material that you olaim is infringing is located on the Site;

4. Your name, address, telephone number and e-mail address;

5. A signed statement by you that you have a good faith belief that the disputad use Is not authoriz
iy the copyright owner, its agent, or the law; and

&. A statement by you, made under penalty of perjury, that the information provided in your Notice is
accurate and that you are the copyright or intellectusd property owner or authorized 1o act on
copyright or intellectual property owner's behall.

& be reached as foliows:

. \<‘.

Email support@evilampire.com [Please put Copyright Infringement in the subject line}
3 R + 3 ¢l

The Sita may, under appropriate s and at aur own discretion, disable and/or terminate the

accounts of users who may be repeat infrings

Privacy Pol

The Site has created a Pr
used and stored. Your use of the Site conys
solicy. You further acknowledge and agn
manner described in our Privacy Folicy.

vacy Policy setting forth how information collected about vou is oollected,
tutes acknowledgment and agreement with our privacy
The Site may use your personal information inthe

Posting of Ads:

You understand that each thime you post an ad on this Site or otherwise use the Site, you agres to these
Terms. By agreeing to thess Terms, you acknowledge that the Site may send you e-mail messages
telling you about products and services offered by the Site {or its affiliates and partners) You
understand and agree that such commmunications are part and parcet of your registration for and use of
the Site; if you do not wish to receive further communications from the Site {or s affiliates and
partners), you must canocel your registration by sending a cancellation notice to
supportifevilermnpire.com.

Fees:

¢ posting of Dontent in certain areas of the Site, Users uploading
&,
from fee-

The Site may impose a fes on 1
Content to fee-hased areas are responsible for such Content and for compliance with th
tnder no circumstances will the Site provide a refund in the event that Content is remov
hased areas for violation of these Terms.

Links:

App. 600141




231

EViL EMP%RE | . :Gimix;nati,‘QH

- Cincinnati, OH

PrReEvious ADS

Sunday, September 20th 2015

Hi ' U
anything sao hit me .,

1. 1'm open to pretty m
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Interim Designation of Agent to Reccive Natification
of Claimed Infringement

Full Legal Name of Serviee Provider: Backpage.com, LLC

Alternative Name(x) of Service Provider {including afl names under which the service
provider is doing business): Ymas.com, Evilempire.com

Address of Service Provider; Q- Box 192307, Dallay, TX 75219

Name of Agent Designated to Receive
Notification of Claimed Infringement: Carl Ferrer

Full Address of Designated Agent to which Nutification Shoujd be Sent (s .0 Box
or similar designation is notl sceeptable except where it is the onby addresy that con be used in the geographic
locatiun}:

2501 Oak Lawn Avenue, Suise #700, Dallas, TX 75219

Telephone Number of Designated Agent: 866-456-6877

Facsimile Number of Designated Agent: 214-757-8548

Email Address of Desi ) Agent; abuse@backpage.com

ive of the Designating Service Providen:
Date: 3 fz0l3

Typed or Printed Name and Title: Carl Ferrer, Chief Operating Officer

Note: This Interim Designation Must be Accompanied by a Filing Fee®
Made Payabie to the Register of Copyrights.

*Note: Current snd adjusted fees are available on the Copyright website at Scannad
www.copyright.gov/does/fees.html

J
Maif the form to: UN 11200
Copyright 1I&R/Recordation
P.0. Box 71537 . Received
W , DC 20024 ™ r
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

DEPOSIT ACCOUNT CONTROL AGREEMENT

This Deposit Account Control Agreement (this “Agreement”) is entered into as of
2015 among

dgecumd Party”), Website Technolegies, LLC, with an address of 2501 Oak Lawn
Avenue. Suite 700 Dallas. TX 75219 ("Debtor”). ant

BACKGROUND

Bank maintains for Debtor one or more deposit accounts designated by the account number or

. humbers indicated on the Scheduie attached to this Agreement. The deposit account or accounts, as re-

numbered or otherwise re-designated from time fo time, are referred to in this Agreement, collectively, as
the “Deposit Account.”

in connection with certain financing or other arrangements between Secured Party and Debtor,
Debtor has informed Bank that Debtor has granted to Secured Party a security interest in the Deposit
Account. Debtor is requesting that Bank enter into this Agreement. Bank is willing fo do so upon the terms
contained in this Agreement.

Accordingly, the parties agree as follows:

1. Deposit Agreements. The terms and conditions of this Agreement are in addition {o any
deposit account agreements and other related agreements that Debtor has with Bank, including without
limitation a#f agreements concerning banking products and services, treasury management
documentation, account booklets containing the terms and conditions of the Deposit Account, signature
cards, fee schedules, disclosures, specification sheets and change of terms notices {coltectively, the
"Deposit Agreements”). The provisions of this Agreement shail supersede the provisions of the Deposit
Agreements only to the extent the provisions herein are inconsisten{ with the Deposit Agreements, and in
all other respects, the Deposit Agreements shali remain in full force and effect. All items deposited into
the Deposit Account shali be processed according to the provisions of the Deposit Agreements, as
amended by this Agreement.

2, Security Interest. Debtor has granted to Secured Party a security interest in, among
other property, the Deposit Account and all credits or proceeds thereto and atf monies, checks and other
instruments heid or deposited therein (aft of which shail be inciuded-in the definition of the “Deposit
Account). Debtor represents and warrants that there are no perfected fiens or encumbrances with
respect to the Deposit Account {other than liens or encumbrances in favor of Secured Party).

3. Control. In order to provide Secured Party with control over the Deposit Account, Debtor
agrees that if at any time Bank shall receive any instructions originated by Secured Party directing the
disposition of funds in the Deposit Account, Bank shail comply with such instructions without further
consent of Debtar or any other person. if Debtor is otherwise entitied to issue instructions and such
instructions conflict with any instructions issued by Secured Party, Bank shall follow the instructions
issued by Secured Party.

4. Debtor's Dealings with the Deposit Account.

{a) Except as provided in Section 4(b), Debtor shall be entitled to direct the disposition of the
funds in the Deposit Account in accordance with the terms of the Deposit Agreements.

(b) If at any time Secured Party delivers to Bank a Notice of Sole Gontro! in substantially the

App. 000158
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REDACTIONS BY THE PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

From: [N (mai:cHMN @websitetechnologies.com]
Sent: Friday, October 09, 2015 9:11 AM

To:

Subject: RE: Just need o update our files

will,

T hope you're well. . forwarded your email to me so that we can give you clarity on the relationship between
the entities.

See below for your questions and our answers. Please let me know if you have any other questions.

Thanks!

Hil
T hope you are enjoying the cooler weather now that fall is coming our way.

I just want to reach out to you as I know there have been some changes and we
are looking to update our information on your accounts with us.

We see that we are receiving a number of wires from overseas especially from
Iceland and Lichtenstein . We would like to know who are clients are that are
paying through these two companies.

App. 000159
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| Would you be able to provide that information to me

2) Wires from Lichtenstein:m is the acquirer for credit card transactions for
the classified ad websites supported by operational services. The answer is the same as above.
The classified websites also include Cracker.com.au {formerly owned and operated by,

and acquired in 2015 by Ad Tech BV)

We would also like a more detailed description of what Website Technologies
does as to what services they provide to your client base and if you can send me
their web address for our records.

Website Technologies was acquired in April 2015 by Carl Ferrer. We are in the process of creating a
website for website technologies. Though it is not a priority since our clients are not the general public
and have a sizable customer base already. Our clients are media companies we meet at trade

shows. WT provides the following services to these clients:

1) Contracts with development companies for creation and maintenance of IT related products.

2) Uses IT marketplace platform technology to provide classified advertising sites for media
companies.

3) Provides Payroll and administrative services for staff supporting the marketplace platform

4) Manages contracts and pays IT related vendors for hosting, content delivery networks, email
service providers, fraud prevention services and other IT-related vendors.

5) Provides reporting and payment to its media company clients.

Please let me know if you would not mind sending this information over to me.

Thanks

App. 000160
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Thank you Chairman and Members of the Subcommittee for the opportunity to provide
testimony on the critical issue of the online facilitation of sex trafficking. [ currently serve as the
Director of Ohio Attorney General Mike DeWine’s Crimes Against Children Initiative, an effort
launched in 2011 that is aimed at better protecting Ohio’s children. | am assigned to the
Bureau of Criminal investigation (BCi}), which is the investigative division of the Ohio Attorney
General’s Office. There | work alongside sworn law enforcement who are tasked with
combatting crimes against children. As part of my duties in this position, | serve as the Co-Chair
of the Law Enforcement Subcommittee to the Ohio Human Trafficking Commission, and | also
assist in the prosecution of cases relating to the sex trafficking and exploitation of minors. Prior
to my service with the Ohio Attorney General’s Office, | served as a prosecutor for
approximately 10 years, including more than five years of experience as an Assistant United
States Attorney (AUSA). During my time as an AUSA, | primarily focused on supporting
investigations and prosecuting matters concerning online crimes against children. 1 offer my
testimony based on my experience reviewing multiple investigations involving sex trafficking
and other online-facilitated crimes, as well as numerous discussions with law enforcement
officers with federal, state, and local agencies around the State of Ohio who investigate sex
trafficking matters. In referring to sex trafficking in this testimony, | do so by reference to how
that crime is defined within federal law.!

Like many states in the country, Ohio is faced with the heartbreaking problem of sex trafficking.
The National Human Trafficking Resource Center reports that through the first six months of
2015, they processed 108 cases through their hotline involving sex trafficking in Ohio, the fifth
highest amount in the nation.” Law enforcement in Ohio is aware of the problem, and
substantial efforts continue to be directed at combatting sex trafficking in our state. These
efforts have borne out with an increase in trafficking investigations and, more critically, more
victims of trafficking being identified and offered services. Ohio law requires that data on
human trafficking investigations must be forwarded to BC1.> According to the data collected for
2014, Ohio local law enforcement agencies reported 85 human trafficking investigations leading
to 98 arrests. * These reports also establish that 181 potential victims of human trafficking were

! 18 United States Code Section 1591.
? http://traffickingresourcecenter.org/type-trafficking/sex-trafficking {November 16, 2015).
® Ohio Revised Code Section 109.66.

* Ohio Attorney General's Office 2014 Annual Report on Human Trafficking, available at
http://www.ohioattorneygeneral.gov/Files/Briefing-Room/News-Releases/Human-Trafficking/HTC-2014-Annual-
Report.aspx.
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identified in 2014.% The vast majority of these investigations and potential victims were
involved with sex trafficking.’ These numbers represent a more than doubling of reported
trafficking investigations and victims identified from 2013.7

Though every sex trafficking case is different, there are some features that are commonly
encountered with these cases around Ohio. One feature encountered in the vast majority of
sex trafficking investigations is the traffickers’ abuse of online marketplace websites to facilitate
the crime. In order for sex traffickers to operate, they require an inexpensive and readily
available way to publically offer their victims for commercial sex acts, without subjecting
themselves to being easily or immediately identified. The use of internet-based advertisements
allows traffickers to reach a wide audience, while maintaining the relative (though not
absolute) anonymity of the internet. These online advertisements used by sex traffickers are
also intermingled with other, similar advertisements for “erotic services,” making it difficult to
ascertain which advertisements relate to trafficking victims, versus individuals involved in
prostitution or other erotic services. For this reason, as well as the increasing presence of the
internet in every commercial endeavor, sex trafficking has a strong online presence, and that
presence seems to be growing.

Investigators have encountered the use of many different online marketplace websites to
facilitate the crime of sex trafficking. Though it is certainly not alone in traffickers’ abuse of its
services, the most frequently encountered online marketplace in sex trafficking investigations is
Backpage.com, a website that allows for the advertisement of the sale of a wide range of items,
personal services, and other announcements that were traditionally published in the
“classified” section of newspapers. On numerous occasions, minor victims of sex trafficking
have been identified and recovered following their traffickers’ posting advertisements through
Backpage and/or other online marketplace websites that used language and images familiar to
law enforcement and those involved in prostitution and trafficking as suggestive of the victim's
availability for commercial sex acts.

’ Compare Ohio Attorney General’s Office 2013 Annual Report on Human Trafficking, available at
http://www.ohioattorneygeneral.gov/Files/Publications-Files/Publications-for-Law-Enforcement/Human-
Trafficking-Reports/2013-Human-Trafficking-Annual-Report.aspx.
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Online marketplace websites, including Backpage, have made efforts to identify and stop the
abuse of their services by traffickers. There is some amount of screening for illegal content, and
law enforcement receives tips concerning potential illegal activity with some regularity. It
remains unclear, however, precisely how that screening is done, and whether information
detected through the screening process may be valuable to an investigation. It is also unclear
the extent to which online marketplace websites may engage in the editing of portions of
postings users submit for publishing (such as deleting obscene or other content that violates
the websites’ terms of service), and whether the full amount of any content edited out is
retained by the online marketplace website.

The investigation by this Subcommittee concerning traffickers’ use of online marketplace
websites is critical in identifying any information that may assist law enforcement in more
effectively combatting sex trafficking. The currency of any investigation is information, and a
clear understanding of what information could be available through fulier and more uniform
retention of information by online service providers — which may then be able to be acquired
through appropriate legal process by law enforcement — would make a large difference in
investigations of sex trafficking and other crimes. The Subcommittee and Senator Portman’s
questions deserve answers,

I thank you again for the opportunity to assist in addressing this critical issue.



Written Testimony of
Karen Friedman-Agnifilo, Chief Assistant District Attorney,
New York County District Attorney’s Office
Before the United States Senate Subcommittee on Investigations

Regarding the Use of Online Prostitution Advertisements by Sex Traffickers

November 19, 2015

1 am Karen Fricdman-Agnifilo, Chief Assistant District Attorney at the New York
County District Attorney’s Office. Thank you for the opportunity to submit testimony regarding
online prostitution advertisements that can scrve as a platform to traffic minors and adult victims
for sex. This is a critically important issue for my Office because ncarly all of the sex traffickers
we have prosecuted over the past few years used online posting sites to traffic their vulnerable
victims.

Take for example a few sex trafficking convictions obtained by my Office’s Human
Trafficking Response Unit. In People v. Froilan Rosado, the defendant trafficked as many as 10
teenage gitls using online posting sites to post photographs of his young victims and advertise
their bodies for sex.! Rosado kept the victims under his control by using a mix of threats of

violence, physical abuse, and even offers of affection. The girls he recruited were young and

! See Manhattan District Attorney’s Office Press Release, Sept. 15, 2015, available at http://manhattanda.org/press-
release/da-vance-froilan-rosado-sentenced-7- 14-years-prostituting-teenage-girls.

1
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vulnerable — for example, they had run away from home, had extensive involvement with child
protective services, and had been sexually abused as adolescents.

In People v. Benjamin Gaston, the defendant searched online adverting websites to find a
vulnerable victim.? He responded to her advertisement posing as a client, then he kidnapped her,
and used those same online posting websites to advertise the victim, forcing her to earn money
for him through forced prostitution. After two days of being subjected to numerous sexual
assaults for Gaston’s profit, the victim attempted to escape from the sixth-floor window of the
room where she was being held, falling more than 50 feet to the ground and breaking multiple
bones.

In People v. Leorn Brown, the defendant trafficked women by advertising on online
advertising websites in order to locate potential clients.’ Brown used physical violence, threats of
violence, and psychological manipulation to compel his victim to continue to work for him and
turn over the money she received. He also branded the victim with his pimp name by tattooing
“Sean the Don” on her body and required the victim to regularly “check in” with him to report
how much money she was earning for him during the night. When the victim failed to follow the
defendant’s rules or meet his quota of earnings, he would assault her and strike her with a belt or
stick.

In People v. Donnell Baines, the defendant used online posting sites to operate a sex
trafficking ring out of his Manhattan apartment.4 Like many traffickers, Baines preyed upon

vulnerable women in need of money, maintaining control through emotional manipulation and

% See Manhattan District Attorney’s Office Press Release, Sept. 3, 2014, available at hitp://manhattanda.org/press-
release/da-vance-sex-trafficker-benjamin-gaston-sentenced-350-years-life-state-prison.

* See Manhattan District Attorney’s Office Press Release, Aug. 27, 2013, available at
http://www.manhattanda.org/node/4146.

* See Manhattan District Attorney’s Office Press Release, April 1, 2013, available at hitp://manhattanda.org/press-
release/da-vance-sex-trafficker-sentenced-50-years-state-prison.

2
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psychological abuse. He stole his victims’ identifications, not only threatening to expose their
private information, but to harm their families if they left him. Baines frequently beat his victims,
and on one occasion used a rubber mallet for a slight infraction of his rules. He degraded the
women and utilized sexual assaults to maintain his control.

In People v. Taye Elleby, the defendant used online posting sites to advertise commercial
sexual services for his trafficking ring. The defendant controlled one of his victims, a 17-year-old
girl, through physical, emotional, and psychological coercion, and demanded that she hand over
nearly all of the money she made. If the victim did not follow his rules, he would physically
assault her.’

These are just a few examples from my Office. Online trafficking and prostitution
advertising is a pernicious problem that has been seen by law enforcement throughout the
country.® These online posting sites are enabling sex trafficking by providing a place for sex
traffickers to create demand for their product — i.e., sex trafficking victims — and can serve as a
means to recruit or kidnap other victims. We believe that all online posting sites must recognize
that they could be facilitating sex trafficking.

Online advertisers should have retention practices in place and other policies that would
be helpful to law enforcement to combat sex trafficking. These include the following:

* Retain customer invoices for at least one year,
* Retain advertisements after their expiration date for at least one year.

® Retain all versions of a particular advertisement rather than only the most recent version.

’ See Manhattan District Attorney’s Office Press Release, February 5, 2014, available at
http://manhattanda.org/press-release/da-vance-sex-trafficker-sentenced-10-%E2%85%94-32-years-prison

¢ See, e.g., National Association of Attorneys General Letter to Samuel Fifer, Counsel for Backpage.com, LLC,
dated Aug. 31, 2011, available at http:/attorneygeneral.tn.gov/cases/backpage/backpageletter.pdf.

3
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¢ Do not “scrape” or remove Exchangeable Image File data from posted photos. If the
advertisement is identified as part of a potential sex trafficking case or if the individual
being advertised is a child, law enforcement would be able to trace where that photograph
was taken.

¢ Capture full Internet Protocol (“IP”) addresses from mobile devices.

e Require users to provide their identifying information such as name and address when
posting advertisements.

e Authenticate that email addresses and phone numbers provided by users are valid.

e Require identification to prove the age of the person depicted in sexually suggestive

photographs in prostitution advertisements.

We believe that online posting sites have an obligation to do everything they can to
prevent their sites from being used to promote child sexual exploitation and sex trafficking.
Adopting the policies above would go a long way to help law enforcement better protect
vulnerable victims and bring sex traffickers to justice.

Thank you again for your attention to this issue.
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