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GOING DARK: ENCRYPTION, TECHNOLOGY,
AND THE BALANCE BETWEEN PUBLIC
SAFETY AND PRIVACY

WEDNESDAY, JULY 8, 2015

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:05 a.m., in Room
226, Dirksen Senate Office Building, Hon. Charles E. Grassley,
Chairman of the Committee, presiding.

Present: Senators Grassley [presiding], Hatch, Cornyn, Lee,
Flake, Perdue, Tillis, Leahy, Feinstein, Schumer, Whitehouse, Klo-
buchar, Franken, and Blumenthal.

OPENING STATEMENT OF HON. CHARLES E. GRASSLEY,
A U.S. SENATOR FROM THE STATE OF IOWA

Chairman GRASSLEY. Before I read my statement, I would like
to give you a bottom line. One word would be “conversation.” An-
other word would be—three words would be “start a conversation.”
Or if a conversation has already started, then this would be part
of continuing a conversation. It is obviously something that those
of us on the Committee feel is an issue that needs to be—have a
little more highlight because it is a very major issue that we have
to discuss, and my statement will go into detail.

Today’s hearing is intended to start a conversation in the Senate
about whether recent technological changes have upset the balance
between public safety and privacy. Just a few days ago, we cele-
brated the birth of our country. That occasion should serve as a re-
minder of the gifts bestowed upon us by the Founders, not only the
Declaration of Independence adopted July the 4th, but the Con-
stitution that followed it. The protection of our privacy and civil lib-
erties by the Bill of Rights, more specifically by the Fourth Amend-
ment, provides a useful place to begin our conversation today.

The core of the Fourth Amendment is the requirement that, with
limited exceptions, when a law enforcement officer is investigating
a crime, the officer must obtain an individual warrant or a court
order to conduct a search that would violate a person’s reasonable
expectation of privacy. That order must be issued by a neutral and
detached judge based on facts that demonstrate probable cause.
Through this brilliant framework, for over 200 years now, our con-
stitutional system has preserved the rule of law, ensured our public
safety is maintained, and protected our individual privacy and civil
liberties in part through the separation of powers. Recently, promi-
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nent law enforcement officials have been questioning whether the
laws Congress has enacted over the years to adapt that framework
to changing technology, such as the Communications Assistance for
Law Enforcement Act—and I will call that “CALEA,” as it is
known around here—whether or not that is adequate to the task
for today.

What they have been telling us is that increasingly, even after
they have obtained authority from a judge to conduct a search for
evidence of a crime, they lack the technical means to do so. Direc-
tor Comey and Deputy Attorney General Yates have recently spoke
out about this issue, and I have heard about it from State and local
officials in my State of Iowa as well. They describe two distinct but
related components to the problem.

First, they report a decreasing ability to intercept real-time com-
munications, such as phone calls, emails, texts, and other kinds of
so-called data in motion. Second, they relate a similar concern re-
garding their inability to execute search warrants on encrypted
phones, laptops, and other devices, which store what they refer to
as “data at rest.”

Companies are increasingly choosing to encrypt these devices in
such a way that the company itself is unable to unlock them, even
when presented with a lawful search warrant. These encrypted de-
vices, they fear, are becoming the equivalent of closets and safes
that can never be opened, even when a judge has expressly author-
ized a search for evidence inside them. In their view, this develop-
ment has the potential to impact the fair and impartial application
of our laws by effectively placing certain places, and, therefore, cer-
tain people, outside of the law. These officials describe the cumu-
lative effect of these changes on their ability to do their jobs as
“Going Dark.” It is not a new issue. According to them, it is a prob-
lem that is getting dramatically worse, and it is having a real effect
on their ability to protect the public and to bring criminals to jus-
tice.

The reason for these sweeping changes is not difficult to under-
stand. Rapidly changing technology has made the way that we
store and the way we communicate our personal data quite dif-
ferent than it was, obviously, in 1776—not just that, let alone even
5 or 10 years ago.

Today’s revolution then is a technological one. It is a revolution
that has resulted in a proliferation of new devices, networks, apps,
and other modes of communication. By leading this revolution,
some of our finest American companies are enriching our lives.
Through their ingenuity and through their innovation, they are al-
lowing us to be in closer touch with our loved ones, sharing the
things important to us in very new ways. However, as more of our
lives have ended up on digital platforms, devices, and on the inter-
net, our data has increasingly become a target for hackers, crimi-
nals, and foreign governments.

We pick up the newspaper and read about breaches that have
left personal data exposed almost on a daily basis. We want our
data to remain private; we want it to be secure; and it is natural
that companies seek to respond to this market demand. At the
same time, these wonderful technologies are also being employed
by those who seek to do us great harm.
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In particular, Director Comey has talked about the challenges
this issue presents the FBI in the national security context. Accord-
ing to the Director, ISIS is recruiting Americans online and then
directing them to encrypted communication platforms that are be-
yond the FBI’s ability to monitor, even with a court order. If this
is accurate, it obviously represents a dangerous state of affairs.

Then this question: How do we balance the need for both public
safety and privacy? Are there ways that we can provide law en-
forcement judicially sanctioned access to these platforms without
compromising their overall security? Or are there other potential
reforms that could simply shift the balance less dramatically?
These are questions that have right now no easy answers.

I know many of our privacy and technology communities are
highly skeptical that any reform can be accomplished without unac-
ceptably undermining both the privacy interests of our citizens as
well as the international competitiveness of our technology compa-
nies. These are, no doubt, fundamental important considerations.
As a start, we need to have an open and honest conversation that
examines the costs and benefits both of potential reforms, as well
as continuing down the path we are headed. We need to do so with
humility and respect for those who come to the issue from different
perspectives.

Last year, The Washington Post ran an editorial on the “Going
Dark” issue, describing our time as quote, “an important moment
in which technology, privacy, and the rule of law are colliding,” end
of quote. Ultimately, the newspaper called for compromise. That is
the spirit of Framers—that the Framers brought to Philadelphia
that gave us the Constitution and that eventually produced our Bill
of Rights.

Today I hope the Senate takes a first step at seeing if any con-
sensus is possible on this very important issue and a complicated
issue.

Without objection, I would like to place into the record a few
statements for the record that the Committee has received: one
from the National District Attorneys Association, another from the
Application Developers Alliance, and a third from the ACLU.

[The information appears as a submission for the record.]

Chairman GRASSLEY. Thank you for listening to my long state-
ment, and now Senator Leahy will give his statement.

OPENING STATEMENT OF HON. PATRICK J. LEAHY,
A U.S. SENATOR FROM THE STATE OF VERMONT

Senator LEAHY. Thank you very much, Mr. Chairman. Director
Comey and Deputy AG Yates, thank you for being here. I also ap-
preciate very much the earlier informative meeting, without going
into what was discussed because of the classified nature, that you
gave us on this subject. I think those kind of—I might say to the
Chairman, as he knows, I used to try to do these similar things.
Sometimes those informal meetings are even more productive than
the formal ones.

We know how the internet has transformed the lives of
Vermonters and all Americans over the last 20 years. We use it to
communicate, make financial transactions; we get our medical
records, we file taxes. We store personal information, and I cer-
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tainly store an awful lot of photographs I have taken, including
photographs of both of you.

Critical to the digital revolution has been the development and
use of strong encryption. Ensures that if we send or store electroni-
cally—and I am thinking now of financial records and medical
records and things like that—it is protected against hackers or
criminals or spies. We also know that it is creating problems for
law enforcement.

Two decades ago, during the so-called Crypto Wars, the FBI and
others argued that strong encryption prevented investigations from
obtaining access to information even when they had a court order.

As one who was a prosecutor, I am sympathetic to these public
safety concerns. You can use encryption to impede investigations by
Federal, State, and local law enforcement, and I think we have
heard from all of them. As we learned in the 1990s, this—in many
ways, it was simpler then, but it was still a complicated issue.

Some have suggested that technology companies should build
special law enforcement access into their systems. Let us consider
the risks of that approach. Strong encryption has revolutionized
the online marketplace. It protects American businesses and con-
sumers from cyber crime, espionage, identity theft, stalking, and
other threats on the internet. If you undermine encryption, you
could make our data more vulnerable.

In the 1990s, I opposed efforts to regulate the development of
encryption technology. I was concerned that if you regulated
encryption, you are going to stifle innovation, you would harm
American businesses, you would impede technological advance-
ment, undercut security, and, of course, all our competitors world-
wide would just go ahead and do it anyway, and we would be left
behind.

Fifteen years later, the vast majority of security experts explain
that creating special access for law enforcement would still intro-
duce into the digital space significant security weaknesses—at a
time when we need the strongest possible cybersecurity. Just yes-
terday, a group of the world’s preeminent computer scientists and
security experts released a report concluding that any special ac-
cess for law enforcement would pose “grave security risks, imperil
innovation, and raise thorny issues for human rights and inter-
national relations.” Last month, nearly 150 security experts, tech
companies, and other organizations wrote to the President making
similar points, and I would ask consent that these materials be
made part of the record.

Chairman GRASSLEY. Without objection.

[The information appears as a submission for the record.]

Senator LEAHY. Even if the U.S. were to take steps to facilitate
law enforcement access to encrypted communication, I think we
have to ask ourselves how much would it help. You know that
strong encryption is still going to be available from foreign pro-
viders, although they have their own problems, as this article in
The Wall Street Journal yesterday showed, where it says a foreign
company, an Italian company, a hacking software firm, was
hacked. This was a firm that was supposed to be a specialist in
hacking. They themselves got hacked.
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I also want to say that we have to ask ourselves, do we put
American companies in one position and the rest of the world in
an entirely different one? Then we lose the edge that we have in
innovation today.

I hope when we have some—I think it is important we are hav-
ing this hearing today, but I hope when we have further hearings,
we will have witnesses from the technology industry, which would
be directly affected by any effort to regulate encryption. I would
ask that materials from that industry be placed in the record.

Chairman GRASSLEY. Without objection.

[The information appears as a submission for the record.]

Senator LEAHY. I think we are very fortunate, Mr. Chairman, to
have Deputy Attorney General Yates here. It is her first appear-
ance before this Committee since her confirmation. It is always
good to see Director Comey, who was in Vermont a couple months
ago. The only disadvantage to that, while I have always been used
to pictures of me in the paper in Vermont, I was always the tallest
one in the room. They are asking, “Who is the little guy with Direc-
tor Comey?”, when it was in the Vermont press.

Thank you.

Chairman GRASSLEY. I will introduce the witnesses before I ad-
minister an oath.

Our first witness is Deputy Attorney General Sally Yates. Ms.
Yates was recently sworn into her current position. She previously
served as U.S. Attorney for the Northern District of Georgia since
2010. Before that, she was a line prosecutor and supervisor with
the U.S. Attorney’s Office there, where she led a number of inves-
tigations and prosecutions and, maybe most famously, the prosecu-
tion of Olympic Bomber Eric Rudolph. Ms. Yates is from Georgia
and received her undergraduate and law degrees from the Univer-
sity of Georgia.

Our second witness is FBI Director James Comey, and I often
say how smart he is because he married a girl from Iowa. Mr.
Comey took over the leadership of the FBI in 2013. He previously
served under President George W. Bush as Deputy Attorney Gen-
eral, U.S. Attorney for the Southern District of New York, and
Managing Assistant U.S. Attorney in the Eastern District of Vir-
ginia. Between his careers in public service, Mr. Comey was gen-
eral counsel at Lockheed Martin and worked at a hedge fund. Mr.
Comey is from New York, received his undergraduate degree from
William and Mary, and went to law school at the University of Chi-
cago.

I thank both of you for being here, and before we begin, since
this is an oversight hearing, I would like to swear you in, if you
would. Do you affirm that the testimony you are about to give be-
fore the Committee will be the truth, the whole truth, and nothing
but the truth, so help you God?

Deputy Attorney General YATES. I do.

Director COMEY. I do.

[Witnesses are sworn in.]

Chairman GRASSLEY. Thank you.

Ms. Yates, would you proceed, please? We always have to remind
people to turn on their microphones, so I might as well do that
now.
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STATEMENT OF HON. SALLY QUILLIAN YATES, DEPUTY
ATTORNEY GENERAL, U.S. DEPARTMENT OF JUSTICE,
WASHINGTON, DC

Deputy Attorney General YATES. Good morning, Chairman
Grassley, Ranking Member Leahy, and Members of the Senate Ju-
diciary Committee. Thank you for this opportunity to talk with you
this morning about the information and collection problem that we
commonly refer to as “Going Dark.” I think that Senators Leahy
and Grassley’s statements this morning really pointed out a num-
ber of the difficult issues surrounding this problem.

Twenty-five years ago, I started my career at the Justice Depart-
ment prosecuting pretty much every kind of case there is, from
guns and drugs to financial fraud and terrorism. During that time,
the world has changed in really remarkable ways.

Technological innovations have changed the way that we commu-
nicate with our colleagues and our loved ones, and increasingly so-
phisticated means of encryption have helped to ensure that these
communications remain private.

For many reasons, these have been very good developments, and
these are developments that the Department of Justice embraces.
It is important that we not let these technological innovations un-
dermine our ability to protect our country from significant national
security threats and from public safety challenges.

The Fourth Amendment of the Constitution and our criminal jus-
tice system provide a well-balanced framework for a careful bal-
ance between privacy rights and public safety, while adhering to
the basic principle of judicial authorization established by probable
cause and determined by a neutral judge.

That framework governs searches of everything, including all
communications, regardless of whether they are by private letter or
smartphone and regardless of whether we are wiretapping a
landline or intercepting instant messages over the latest applica-
tions.

This framework has protected the interests that we all have in
safety and in privacy for many years. Recent technological innova-
tions threaten that careful balance. Although we still have the stat-
utory authorities that Congress provided to us to protect the com-
munity, like the Wiretap Act and like FISA, increasingly we are
finding that even when we have the authority to search certain
types of digital communications, we cannot get the information that
we need because encryption has been designed so that the informa-
tion is only available to the user, and the providers are simply un-
able to comply with a court order or a warrant.

The need and the justification for the evidence has been estab-
lished, and yet that evidence cannot be accessed. Critical informa-
tion becomes, in effect, warrant-proof. Because of this, we are cre-
ating safe zones where dangerous criminals and terrorists can op-
erate and avoid detection. It impacts us in two ways: We cannot
get access to information that is stored on someone’s smartphone,
like a child pornographer’s photographs or a gang member’s saved
text messages. This is known as “data at rest.” We also at times
can no longer effectuate wiretap orders to intercept certain commu-
nications as they happen, like ISIL members plotting to carry out
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an attack in the United States or a kidnapper communicating with
co-conspirators. This is known as “data in motion.”

These technological changes come with real national security and
public safety costs. In just the short months that I have been serv-
ing as Deputy Attorney General, I have seen the threat picture
from ISIL change. ISIL currently communicates on Twitter, send-
ing communications to thousands of would-be followers right here
in our country. When someone responds and the conversations
begin, they are then directed to encrypted platforms for further
communication. Even with a court order, we cannot see those com-
munications. This is a serious threat, and our inability to access
these communications with valid court orders is a real national se-
curity problem.

The current public debate about how to strike the careful balance
between private rights and public safety has at times been chal-
lenging and highly charged. I believe that we have to protect the
privacy of our citizens and the safety of the internet. Those inter-
ests have to be balanced against the risks that we face from cre-
ating warrant-proof zones of communication.

There are no easy answers to this dilemma, and reasonable peo-
ple can disagree on where that balance should be struck. I do not
think that we advance the analysis to vilify those who prioritize
privacy for their customers. From where I sit, as Deputy Attorney
General, I believe that that balance must be struck in such a way
that allows us to continue to enforce court orders to obtain the crit-
ical information that we need to combat crime and national secu-
rity threats.

Regardless of how one believes that that balance should be
struck, we can all agree that we need to have ongoing, honest, and
informed conversations about how to protect liberty and our secu-
rity.

I want to thank you again for giving us this opportunity this
morning to highlight this growing threat to public safety. We must
find a solution to this pressing problem, and we need to find it
soon. The Government’s ability to protect our Nation from our most
significant threats, both foreign and domestic, depends on it.

I look forward to answering your questions.

[The prepared statement of Deputy Attorney General Yates ap-
pears as a submission for the record.]

Chairman GRASSLEY. Thank you, Ms. Yates. Director Comey,
thank you.

STATEMENT OF HON. JAMES B. COMEY, JR.,
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION,
WASHINGTON, DC

Director COMEY. Thank you, Mr. Chairman, Senator Leahy. Sen-
ators, it is great to be back before the Committee. Thank you so
much for this opportunity. Thank you, Mr. Chairman, for styling
this as a conversation.

As Senator Leahy said, I have heard lots of folks refer to what
went on 20 years ago as the “Crypto Wars.” I am not looking to
fight a war. I am not up here trying to win anything. I think the
folks involved in this conversation in the private sector and in the
Government care about the same things. I care deeply—it is part
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of my job, it is also part of my life—about security on the internet.
One of our primary responsibilities at the FBI is cybersecurity.
Encryption is a great thing. It keeps us all safe. It protects innova-
tion. It protects my children. It protects my health care. It is a
great thing.

We also care about public safety. That is what I have devoted my
life to. That is what Sally Yates has devoted her life to. I think all
Americans care about the same things. There is not a war being
fought here. There is, I hope, a conversation among serious people
to figure out is there a way to maximize both, to keep ourselves se-
cure on the internet and, as best we can, to keep ourselves safe in
our streets and our communities, because I do believe, as the Dep-
uty Attorney General has said, we stand at an inflection point.
There has always been a crypto discussion, but the world has
changed in the last 2 years. Decryption has moved from being
something available to something that is the default, both on de-
vices and on data in motion, as you said, Mr. Chairman. We are
moving inexorably to a place where all of our lives, all of our pa-
pers and effects, all of our communications will be covered by uni-
versal strong encryption, and that is a world that in some ways is
wonderful and in some ways has serious public safety ramifica-
tions. I hope we can have a conversation about that before we get
to that world and people start looking at us and saying, “What do
you mean you cannot? What do you mean you cannot do what we
pay you to do?”

The ISIL threat I think illustrates the inflection point. As the
Deputy Attorney General said, this is not your grandfather’s al-
Qaeda. This is a group of people using social media to reach thou-
sands and thousands of followers, find the ones who might be inter-
ested in committing acts of violence, and then moving them to an
end-to-end encrypted messaging app. Our job is to look at a hay-
stack the size of this country for needles that are increasingly in-
visible to us because of end-to-end encryption. This is something we
have to talk about as a people.

The FBI is not some alien force imposed upon the United States.
We belong to the American people. The tools we have are only tools
given to us by the American people through this Congress. I am
finding that the tools we are being asked to use are increasingly
ineffective in our national security work and in our criminal work.
And I think my job is to tell folks about that so we can talk about
it.

I do not come with a solution. This is a really, really hard prob-
lem. I hear lots of folks say, “It is too hard, cannot be fixed.” My
reaction to that is: “Really?”

I think Silicon Valley is full of folks who, when they stood in
their garage years ago were told, “Your dreams are too hard to
achieve; it is too hard.” Thank goodness they did not listen, and
they built remarkable things that have changed all our lives.
Maybe this is too hard, but given the stakes, given the importance
of security on the internet and public safety for the good folks of
this country, we have got to give it a shot. I do not think it has
been given an honest, hard look, which is why I am so grateful for
this conversation.

Thank you for this opportunity.
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[The prepared statement of Director Comey appears as a submis-
sion for the record.]

Chairman GRASSLEY. Thank you both for your testimony.

Normally we have 7-minute rounds, but we have got two panels,
so I think I am going to limit it to 5 minutes unless somebody ob-
jects to that.

Director Comey, you have spoken repeatedly about the impact
that going dark is a problem and the problem it is having on the
FBI's ability to protect the country from terrorism, particularly by
Americans recruited by ISIS to carry out attacks here. You have
spoken about how your job is to find needles in a haystack and that
because of ISIS directing these recruits to encrypted messaging,
the needles are now invisible.

You were kind enough to provide a classified briefing for Mem-
bers of Congress and staff earlier today, but in order to have us
have a public debate, the people deserve to hear as much as you
can tell them about the issue without compromising anything.

Question: What more can you tell the American people about
how the going dark problem is affecting FBI’s ability to protect the
United States from ISIL and other terrorists?

Director COMEY. Thank you, Mr. Chairman. I think the Amer-
ican people need to know the terrorism threat today is very dif-
ferent. Al-Qaeda, before 9/11 and in the years after 9/11, was fo-
cused on the national landmark, multi-pronged sophisticated attack
where they would carefully select operatives, put them in place,
train, surveil over many, many months or years.

ISIL is totally different. ISIL is reaching out, primarily through
Twitter, to now about 21,000 English language followers. There is
a group of tweeters in Syria, and their message is two-pronged:
Come to the so-called caliphate and live a life of some sort of glory
or something; and if you cannot come, kill somebody where you are,
kill somebody in uniform, kill anybody. If you can cut their head
off, great. Videotape it, do it, do it, do it. They are pushing this
through Twitter. It is no longer the case that someone who is trou-
bled needs to go find this propaganda and this motivation. It
buzzes in their pocket.

There is a device, almost a devil on their shoulder, all day long
saying, “Kill, kill, kill, kill.” If they find someone—and they have
found many of those someones in the United States who are inter-
ested in this. We can see Twitter. We will see them give them di-
rections to a mobile messaging app that is end-to-end encrypted
and tell them, “Contact me here,” and they disappear.

I have investigations in all 50 States of people who are con-
suming this stuff. It is buzzing in their pocket all day long, and
they are trying to seek meaning in some sick way, and they are re-
sponding to this. Then they disappear and move over to mobile
messaging apps. This is an enormous problem. It is very different.
Al-Qaeda would never vet an operative by tasking them. ISIL says,
“Go kill, go kill, and here is a list of military members you can go
kill. Go do it.”

We are stopping these things so far through tremendous hard
work, the use of sources, the use of online undercovers. It is incred-
ibly difficult. I cannot see me stopping these indefinitely. I am not
trying to scare folks. I just want people to know this is a change
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in my world, in the top responsibility of the FBI, that implicates
this going dark problem, they come together. I really think we have
to talk about it.

Chairman GRASSLEY. Okay. Ms. Yates, the going dark problem
is not completely new. In 2012—so you are not responsible for
this—there were reports that the FBI and the Department of Jus-
tice had settled on legislative proposals to expand CALEA. During
an FBI oversight hearing that year, I told Director Mueller that
Congress was quote, “waiting patiently for the administration to
put forth a proposal,” end of quote, that would address that issue.
Such a proposal would have at least moved the debate forward, but
here we are in 2015. We are hearing from both you and the Direc-
tor that this is a major problem.

In January, the President acknowledged that, quote, “The laws
that might have been designed for the traditional wiretap have to
be updated,” end of quote. Yet this administration still has not
come forward with a legislative proposal.

Question: Is the administration any closer to coming forward
with a proposal and a legislative solution to the going dark issue?
Then, also, what happened to the proposal from 2012, if you can
tell us about that? Obviously, you were not in office then, so go
ahead and tell us what you know.

Deputy Attorney General YATES. Thank you, Mr. Chairman. The
approach of the administration is not to try to have a one-size-fits-
all legislative solution at this point to essentially cram down the
throats of the technology industry. Instead, what we want to do is
actually to work with the communications providers to try to figure
out a way with them where we can get access to the information
that we need through them, while at the same time we are pro-
tecting the privacy interests that all of us have, as well as the
internet security interests that we have.

Our goal here is not to mandate a legislative solution that might
not be the best way to approach it for these different providers but,
rather, to have each provider think about and work out a way
where they will be able to respond to lawful court orders.

We are not seeking a front door, back door, or any other kind of
door. We are not seeking for the Government to have direct access
to any of these communications. We are seeking to work with the
hndustry such that they will be able to respond to these valid or-

ers.

Chairman GRASSLEY. We will not have a legislative proposal.
Then let me ask you, along the lines of what you are trying to do
is lead by persuasion, is the way I interpret it. Is there a process
in place or a target timeline within the administration to reach the
end results that you hope to reach?

Deputy Attorney General YATES. Let me be clear. We are not rul-
ing out a legislative solution if that is ultimately what is necessary.
We think that the more productive way to approach this, the best
way to approach it, is to work with the industry to come up with
individualized solutions for each particular company rather than a
one-size-fits-all solution.

Chairman GRASSLEY. Okay. Senator Leahy.

Senator LEAHY. Thank you, and Senator Schumer has asked me
to put his statement in the record, so I ask consent that we do that.
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Chairman GRASSLEY. Oh, I am sorry. What did you ask?

Senator LEAHY. Chuck Schumer wants his statement in the
record.

Chairman GRASSLEY. Oh, yes, without objection.

[The information appears as a submission for the record.]

Senator LEAHY. Okay.

To sort of follow on what you were just saying with Senator
Grassley, that in this case, just as the previous administration
talked about and raised, appropriately, the concerns, did not
have—the last administration did not have a legislative solution
they are proposing, and that is the same situation today. You are
raising the problems that are here, but

Deputy Attorney General YATES. That is right. We are not sug-
gesting a legislative solution today. That may ultimately be nec-
essary, but we are hopeful that it will not be.

Senator LEAHY. That is very similar to the position of the last
administration, and I do not mean that as a criticism of either ad-
ministration. It is such a complex and moving target. I think as the
Director has pointed out, it is creating increasing problems for the
FBI and for other law enforcement. I see District Attorney Vance
in the audience and others. It is a problem for all of them.

A group of the world’s leading computer scientists issued a report
detailing the significant security risk, as they see it, of providing
special law enforcement access to encrypted data. That is this re-
port. They concluded that the security risks are even greater now
than they were in the 1990s when we first debated this. The report
highlights that the technical challenges have become even more dif-
ficult, and multiple countries seek their own methods of access. We
learned what happened with OPM, the hack that affected millions
of Federal workers and reduced confidence in the Government
being able to protect data. I know the device encryption presents
a different set of security issues.

Would you agree that we have to carefully consider cybersecurity
risks in any proposal?

Deputy Attorney General YATES. Absolutely, Senator. We do
have to carefully consider it.

I do want to clarify one thing, though, and that is that we are
not seeking special law enforcement access to any information. In-
stead, what we are seeking is that the individual companies retain
some ability to be able to respond to lawful orders. Many of our
communications companies, in fact, retain that ability, and they do
so with strong encryption. They retain that authority for a variety
of reasons. Sometimes it is a business reason because they want to
be able to sell ads, for example, to their customers. Sometimes they
do it for security reasons because they want to be able to scan for
malware. These companies find a way to be able to continue to
have access to their customers’ information while also providing
strong encryption, and so that is what we are seeking

Senator LEAHY. I remember when we had a debate in this Con-
gress on the illegal sale of content on the various companies that
have websites and how upset they were and got everybody all upset
that we were somehow delving into their personal information, and
so the legislation went nowhere. Then about a week later, it turned
out one of the biggest of those companies was data mining their
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own customers, the sort of things they were warning them about,
because they were selling ads.

Incidentally, that report, Mr. Chairman, I would ask that the re-
port be part of the record.

Chairman GRASSLEY. Yes, it will be part of the record, without
objection.

[The information appears as a submission for the record.]

Senator LEAHY. I was struck, Director Comey, by your comment
about devil on the shoulder, and without going into some of the
classified things, not only the briefing this morning but in other
briefings I have had, I am struck by so many of these people that
have been brought into this network; their age, young people, the
same as the horrific case of the young person who murdered the
people in Charleston, obviously susceptible from a lot of the
websites he read.

Didn’t the FBI recommend on its website a series of safety tips
for mobile phone users that users could employ encryption to pro-
tect the user’s personal data in the case of loss or theft? I do not
know if that is still on your website, but it was on there originally.

Director COMEY. I am sure that we did. I hope it is still there.
I tlllink encryption for that reason is a very good thing, as I said
earlier.

Senator LEAHY. Last, I know we are going to have a meeting,
Deputy AG Yates. We talked about this briefly as we were leaving
the meeting on sentencing reform. Does the Department have a po-
sition on the Smarter Sentencing Act and its impact on public safe-
ty other than the fact that we are spending about a third of the
Department of Justice’s budget on running the Bureau of Prisons?

Deputy Attorney General YATES. Indeed we do have a position,
Senator, and that is, we are strongly in favor of the Smarter Sen-
tencing Act. We think it is critical not only to ensure that we are
administering justice in a fair and equitable way, but it also is the
only thing that makes any fiscal sense going forward.

Senator LEAHY. Thank you. As an old trial lawyer, I would not
have asked that question if I did not know the answer. Thank you.

Chairman GRASSLEY. Obviously, I was born at night, but not last
night, and I know that question was a reference to me, and I want
everybody to know that we are working hard on getting a sen-
tencing reform compromise that we can introduce. If we do not get
one pretty soon, I will probably have my own ideas to put forward.

We will do it in this order: Senator Lee is next, and then Senator
Feinstein.

Senator LEE. Thank you very much to both of you for joining us
today, and thanks for all you do to keep us safe and to maintain
law and order in our country in very difficult times. You both come
to us with very impressive credentials and having considered a lot
of these issues at great length.

Consumers have, understandably, demanded greater privacy pro-
tections, and tech companies have responded to this by offering
very strong encryption in the services that they offer.

There are now concerns regarding law enforcement’s access to
the data that it needs to disrupt criminal activities and secure con-
victions. These concerns are, of course, real and complex for rea-
sons that you have outlined. They deserve serious thought, and it
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is, of course, Congress’ job, it is Congress’ duty to consider any ap-
propriate solutions.

I think we should be wary of reaching first for the most blunt
and sweeping type of solution. We need to be wary of precipitously
adopting the wrong approach.

Some have suggested that Congress should compel tech compa-
nies like Apple and Google to create a back door in their encryption
walls through which law enforcement could gain passage if it se-
cured an appropriate warrant. That approach, the enactment of a
new Federal Government mandate, threatens to undermine con-
sumer choice, weaken American companies, and create a back door
for Chinese, Russian, or perhaps other hackers from around the
world. At least at this stage, we should be able to do better. Again,
I thank you both for coming to talk to us about these very impor-
tant questions.

You may be aware that last month the House overwhelmingly
approved two amendments to an appropriations bill that would bar
any agency from attempting to mandate that a tech company pro-
vide a back door of some kind or another. With such a clear dem-
onstration of political opposition to mandating back doors in mind,
what alternative policy proposals have you considered by which
Congress could address the so-called going dark concern?

Deputy Attorney General YATES. First, Senator, we are not seek-
ing a back door, and I understand why that makes people uncom-
fortable. Consumers have, rightly, demanded that companies be
able to provide them with the kind of privacy and security that
they need.

What we are seeking is to be able to work with the industry such
that the companies themselves will retain an ability to be able to
access the information and to provide that information to us with
lawful court orders. This is not the situation of the 1990s where it
was discussed at that time that the Government actually would re-
tain keys and would have an ability to be able to access consumer
information.

What we are talking about is the individual companies, many of
which are already doing this right now for their own business pur-
poses or other security purposes, while still maintaining strong
encryption. What we are asking is that public safety and national
security also be one of the factors that industry considers in deter-
mining what type of encryption to use.

Senator LEE. You are saying that in some cases the back door
that you would want to access through a warrant already exists,
the company has the key, it uses it for its own purposes internally?

Deputy Attorney General YATES. Right. There are a number of
the communications companies that do retain the ability to access
their customers’ information, and they do that with very strong
encryption. They value privacy, and they value security as well. We
are able to execute warrants in court orders with those companies.
It is the evolution of what they call end-to-end encryption, where
the only person who has access then is the user. In those relatively
rare but critically important instances where we need to be able to
get those communications, the only one who can access it is the bad
guy, and that creates a very dangerous situation.
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Senator LEE. Are there companies with technologies that do not
have that kind of capability? In other words, are there companies
that don’t have access to some devices, even for the company’s own
purposes, even when it is deemed to be in the interest of the com-
pany, do not have access to whatever is encrypted and is on the
device?

Deputy Attorney General YATES. There has been an evolution—
very recently, but there has been an evolution—where, yes, some
companies do not retain access either to data in motion or data at
rest. What that means, for example, if we were to get some phones,
some cell phones, it is essentially a brick to us. We cannot access
any of the information on that phone. That is a problem for a num-
ber of reasons. We know pedophiles, for example, those who are ex-
ploiting children, maintain their information, maintain the photo-
graphs and records of the children they are abusing on their
phones. We cannot get that information, we cannot identify other
victims, and we cannot identify others who are abusing and exploit-
ing children because we cannot get access to that device. We cannot
get it because the company no longer has access to that device.

Senator LEE. My time has expired, but let me ask just one quick
follow-up. As to those companies that do not have a key to the data
in motion or the data at rest, either or both, what are you recom-
mending that we do?

Deputy Attorney General YATES. We are recommending that you
engage with the industry, as we are now, to work with them to be
able to find a way, some technological way—and as Director Comey
was saying, I, too, have a lot of confidence in the minds in Silicon
Valley to be able to identify a way for us to be able—in those rare
instances to be able to get access to that information through them,
not directly but through them.

Chairman GRASSLEY. After Senator Feinstein, it will be Senator
Tillis, unless Senator Perdue comes back. Senator Feinstein.

Senator FEINSTEIN. Thanks very much, Mr. Chairman.

Director Comey, I want to start by thanking you and the men
and women of the FBI for all the extraordinary efforts that are tak-
ing place to keep this country safe. I am aware of what you are
doing, and I just want you to know how grateful I believe Ameri-
cans are for this service. It is not easy, I know, and I also know
it is very costly. I think the activities that are going on are really
excellent, and so thank you very, very much.

I would like to read a paragraph from the district attorney of the
largest D.A.’s office in America, and, of course, that is Los Angeles.
Jackie Lacey writes to this Committee, “While I fully understand
and appreciate the tremendous value of privacy, the terrible costs
that Apple’s and Google’s actions will have on State and local law
enforcement and on crime victims across the country must also be
considered. Simply put, if criminal wrongdoers can hide the evi-
dence of their crimes on their smartphones, and if that evidence is
forever beyond the reach of law enforcement, then crimes will go
unsolved, criminals will go free, and the safety of all of our citizens
will be diminished. In the arms race between criminals and law en-
forcement, the criminals will have won.”

I actually think she is correct. I think this is a most serious prob-
lem, and I myself, who represents Silicon Valley, have tried to
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interact with them. In May, I met with the general counsels from
several of the major internet and social media companies, to in-
clude Google, Facebook, Yahoo, Twitter, and Microsoft. I met in
California; also the general counsel from Microsoft came back to
meet me here in Washington. That was to discuss the terrorists’
use of their products to recruit, inspire, and direct attacks. I would
like to just tell you what I understand the companies are doing.

Twitter, Facebook, and YouTube all, as I understand it, remove
content on their sites that comes to their attention if it violates
their terms of service, including terrorism. Those companies actu-
ally remove thousands of posts, tweets, and videos every month
and take down user accounts. The companies do not proactively
monitor their sites to identify such content, nor do they inform the
FBI when they identify and remove their content. I believe they
should.

I think, as you have suggested, Director Comey, that there really
are grounds to have these discussions and would like to suggest
that you pull together the CEOs of these big companies and say di-
rectly to them what you have said to us. I have no question from
an intelligence point of view supporting virtually every one of your
words. You are absolutely correct, because where we are going is
to allow those who would do us enormous harm a respite from any
kind of interaction with law enforcement. That is the black situa-
tion that is increasingly existing.

As you know, I have been very concerned about the proliferation
of materials, particularly bomb-making materials, and particularly
one of the latest publications which has a recipe for a nonmetallic
bomb that will go through a magnetometer, which is an actual rec-
ipe. It tells people where to sit on a plane to have maximum effect.
It tells people specific people to go after and kill and which airlines
to get on.

The question comes: Should this also be able to be picked up by
anyone with a couple of clicks of their computer? It is my under-
standing that the Boston bombers received their materials on how
to build the pressure cooker bomb from one of these manuals. Is
that correct?

Director COMEY. Yes, Senator.

Senator FEINSTEIN. I think it says a little bit about the depth
and size of the problem that we face for civilian law enforcement
as well as for any activity that is going to keep this country safe
in being able to interdict a possible terrorist threat.

Let me ask a couple of questions. If the FBI was aware of com-
munications happening on messaging apps, regardless of whether
those apps are used on Apple or Android devices, what judicial
process is currently available to obtain those communications?

Director COMEY. In theory, a court order from a judge in a crimi-
nal case under Title III or a court order from a judge in a national
security intelligence case. If the data is strongly encrypted, we can
collect it, but it will be gobbledygook.

Senator FEINSTEIN. What you are saying——

Director COMEY. Strong encryption

Senator FEINSTEIN [continuing]. Is you have no recourse—is that
right?—if the data is encrypted, currently, for a national security
concern, to obtain that data.
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Director COMEY. Right, if we intercept data in motion between
two encrypted devices or across an encrypted mobile messaging
app, and it is strongly encrypted, we cannot break it. This is some-
times—I hate that I am here saying this, but I actually think the
problem is severe enough that I need to let the bad guys know
that. That is the risk in what we are talking about here. I am just
confirming something for the bad guys. Sometimes people watch
TV and think, well, the FBI must have some way to break that
strong encryption. We do not, which is why this is such an impor-
tant issue.

Chairman GRASSLEY. Senator——

Senator FEINSTEIN. Mr. Chairman.

Chairman GRASSLEY. Go ahead.

Senator FEINSTEIN. This is where I think we need to go. I think
we need to provide a court-ordered process for obtaining that data.

Chairman GRASSLEY. Senator Tillis, and thank you, Senator.

Senator FEINSTEIN. Thank you.

Senator TILLIS. Thank you, Mr. Chairman. Director Comey and
Deputy Attorney General Yates, welcome. Thank you both for your
service. Ms. Yates, congratulations on your confirmation.

I would like to start with you. I think this is a very difficult sub-
ject for people watching this hearing or people reading a newspaper
to understand what we are talking about. I would like to start by
having you describe—and your opening comments is what prompt-
ed me to ask this question. The process that we are talking about
going through, I think that many citizens believe that if we had
this capability that I agree that we need, we would suddenly be
analogous to police cars just riding up and down the road watching
every telephone conversation, every text message, every tweet,
every Snapchat, and then deciding, well, there is criminal activity
there, I have got to go after it.

Could you describe maybe in lay terms the process that you
would have to go through to get to the point, to have already iden-
tified suspected criminal activity, to get to the point where you
would want this capability to go further in your investigation?

Deputy Attorney General YATES. Sure, and I think one of the
things that is important that we do is to identify that we are not
seeking any new authority that we do not already have. We al-
ready have the authority that we need under the wiretap statute
and under FISA. What we do not have now is the capability to be
able to execute that authority.

Before we can go out and we can get a wiretap, we have to go
to a judge, and we have to lay out in great detail the information
that we have that establishes that there is probable cause to be-
lieve that an individual is involved in criminal activity and that
that phone, that device, is being used in furtherance of that crimi-
nal activity.

We have to—the judge has to review this, determine that he or
she agrees with us that probable cause has been established, and
then there are very strict rules about how long we can intercept
the communications, as well as very strict rules about minimizing
our review of any communications that do not relate to that crimi-
nal activity.
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Senator TILLIS. There is a very specific and thoughtful process
that you go through to get this information, and right now, as Di-
rector Comey said, you get it, but it is gobbledygook. It would be
analogous to getting some sort of warrant and getting documents
that have been all been shredded and pieces deleted; it is unusable.
All you are really looking for is being able to use that information
that you have rightfully obtained authority to look at to continue
your criminal investigation.

Deputy Attorney General YATES. That is absolutely right.

Senator TILLIS. Okay. Director Comey, you are the first person
to give me the chance to use the word “gobbledygook” in a hearing,
so I appreciate that. A question that I had for you really relates
to the—when we are talking about intercepting and accessing
criminal communications, I think you made a very good point
which is also important for Americans to understand. We are fight-
ing a war on terror, and we are fighting—one of the theaters of
that war is our homeland. You mentioned, I think, some 20,000
suspected activities in every State. I know you are trying to inter-
cept and access criminal communications. Is encryption the only
impediment that you are facing right now? Or are there other
things that we should open this discussion to, to help you be in a
better position to do your job?

Director COMEY. Thank you, Senator. Just to quickly echo what
the Deputy Attorney General said, the design of the Founders is
genius for a lot of reasons, but the Fourth Amendment prohibits—
it is against the law, folks will go to jail if there are general war-
rants. If law enforcement is reading everybody’s Snapchats or
everybody’s Instagram posts, you cannot do that. It is particular-
ized based on probable cause. It is a tradeoff inherent in ordered
liberty that our Founders came up with. It is genius. It governs my
entire life.

With respect to the terrorism threat that we are facing, it is a—
actually, I just lost my train of thought, Senator. I threw in the
add-on. Can you tell me your question again?

Senator TILLIS. It was about other things, other tools that you
may want.

Director COMEY. Thank you.

Senator TILLIS. Or need.

Director COMEY. Sorry for the gobbledygook in my head.

Senator TILLIS. It is okay. You scared me. I thought I lost my
line of questioning.

Director COMEY. The encryption is a piece of a broader problem
we call going dark. Sometimes going dark includes just our ability
to get companies to comply, who have the capability, to comply
with the laws that exist today. That is actually a significant issue
we face where folks could do it but they say, “We are not going to
do it.” We are faced with a dearth of a lack of enforcement mecha-
nisms.

Then, obviously, locked devices is the one that I think resonates
most with ordinary Americans, right? One of your kids disappears,
and their cell phone is left behind, and it is one of the new phones
that is locked. We will not be able to open it for you to tell you who
they were texting with.
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I have five kids. That is a big problem. That is a big piece of the
going dark problem.

Senator TiLLIS. Thank you, and my time is up. I spent most of
my time in the high-tech sector. I share your optimism with our
brilliant innovators coming up with a way to do this in a way that
I think will actually be a market opportunity for them. I do won-
der—because we are talking about Apple and Google—wonder
whether or not to make sure we set standards that there is not
going to have to be at some point down the road some legislative
standards, because there will be another Google, there will be an-
other Apple, and we need to make sure we are laying the ground
work where we are not rethinking this again a year or two from
now. Thank you.

Chairman GRASSLEY. Senator Whitehouse, and then Senator Cor-
nyn.

Senator WHITEHOUSE. Thank you.

Let me just set out kind of a hypothetical case. A girl goes miss-
ing. A neighbor reports that they saw her being taken into a van
out in front of the house. The police are called. They come to the
home. The parents are frantic. The girl’s phone is still at home. Be-
fore this technology, what would law enforcement have done to
help locate that girl that they now cannot do if the phone is
encrypted pursuant to these new technologies?

Deputy Attorney General YATES. Before the evolution of the type
of encryption that we are talking about today, the company would
have retained access, the ability to be able to open the phone, and
SO——

Senator WHITEHOUSE. The company would have done that.

Deputy Attorney General YATES. The company would have. We
would have had to have gotten a warrant for the company to then
open the phone——

Senator WHITEHOUSE. The Government would not have. The
company would have, and you would have had to get a warrant
from a judge in order to access it, but you could.

Deputy Attorney General YATES. We could, and that is all we are
seeking now is for the company to have the ability to be able to
open the phone.

Senator WHITEHOUSE. They have made the essentially unilateral
decision not to—or actually to close off that access, correct?

Deputy Attorney General YATES. Some companies have, and
some still retain that access, yes.

Senator WHITEHOUSE. Mr. Comey, you mentioned that some folks
could comply with requests, but they choose not to, some of these
companies? Could you elaborate on that? Could you let me know
if there is a record that is kept of these declinations by companies
to cooperate with law enforcement and if that is a record that we
could have access to on the Committee?

Director COMEY. Senator, I am sure that we have a record of it.
I cannot sit here and give you chapter and verse on it, but

Senator WHITEHOUSE. Let me make that a request for the record
then.

Director COMEY. Sure, and we would be happy to give you that.

Senator WHITEHOUSE. Whatever you have that lets me know how
that is happening.
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Director COMEY. Yes.

Senator WHITEHOUSE. It strikes me that one of the balances that
we have in these circumstances where a company may wish to pri-
vatize value by saying, gosh, we are secure now, we have got a
really good product, you are going to love it, that is to their benefit.
For the family of the girl that disappeared in the van, that is a
pretty big cost. When we see corporations privatizing value and so-
cializing cost so that other people have to bear the cost, one of the
ways that we get back to that and try to put some balance into it
is through the civil courts, through a liability system. If you are
polluter and you are dumping poisonous waste into the water rath-
er than treating it properly, somebody downstream can bring an
action and can get damages for the harm that they sustained, can
get an order telling you to knock it off. I would be interested in
whether or not the Department of Justice has done any analysis as
to what role the civil liability system might be playing now to sup-
port these companies in drawing the correct balance, or if they
have immunized themselves from the cost entirely and are enjoying
the benefits. I think in terms of our determination as to what, if
anything, we should do, knowing where the Department of Justice
believes the civil liability system leaves us might be a helpful piece
of information.

I do not know if you have undertaken that, but if you have, I
would appreciate it if you would share that with us, and if you
would consider doing it, I think that might be helpful to us.

Deputy Attorney General YATES. Certainly, we would be glad to
look at that. It is not something that we have done any kind of de-
tailed analysis. We have been working hard on trying to figure out
what the solution on the front end might be so that we are not in
a situation where there could potentially be corporate liability for
the inability to be able to access the device.

Senator WHITEHOUSE. In terms of just looking at this situation,
does it not appear that it looks like a situation where value is
being privatized and costs are being socialized under the rest of us?

Deputy Attorney General YATES. That is certainly one way to
look at it, and perhaps the companies have done greater analysis
on that than we have. It is certainly something we can look at.

Senator WHITEHOUSE. All right. Thank you, Mr. Chairman. I ap-
preciate this hearing. This is a very important issue, and the peo-
ple who are going to pay the price, whether it is all of us through
a terrorist attack of some kind someday or whether it is just family
by family, as law enforcement is crippled in its ability to respond
to ongoing dangerous criminal acts, there is a real price to be paid.
There are two sides to this coin that we need to look at very care-
fully.

Chairman GRASSLEY. Thank you, Senator Whitehouse.

Senator Cornyn, and then Senator Franken, and then I think it
is Senator Hatch.

Senator CORNYN. Thank you to both of you for being here and
for your service. This is a very important topic, and I appreciate
the spirit in which you have presented this to us. I do not believe
that just because it is hard that that excuses us from making—
using our best efforts to try to find a solution.
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Director Comey, I guess there may be some people listening who
think that this is a fanciful idea that somehow by encrypting com-
munications between ISIL overseas and Americans here at home,
that somehow that will save American lives. Can you state without
equivocation that unless we are able to solve this problem, Ameri-
cans will die?

Director COMEY. Senator, we are going to do, as we do every
day—I do nothing. I lead a remarkable organization. I have a
whole lot of people who do a lot every day to do everything they
can to make sure that does not happen. As I said, the tools we are
given are the ones the American people give us through you. What-
ever we have, we will work 24 hours a day to make sure that does
not happen. I just think it would be irresponsible for me not to
come to the Committee and say I see this tool, its effectiveness di-
minishing steadily, and I can imagine a future where it is useless
to me. I am left having to follow people physically to see if I can
tell what is in their head, trying to get undercovers in to talk to
them or sources in to talk to them. We will do all of that.

I do not want to scare people by saying I am certain people will
die. What I am certain of is on the current course, current course
and speed, my ability to discharge, my number one responsibility
will be materially diminished in the not-too-distant future. It is
being diminished today.

Senator CORNYN. It certainly raises the risk.

Director COMEY. Yes, it sure does.

Senator CORNYN. I would just like to ask you, in terms of the
framework of how we should think about this, if you are a regular
American citizen and you are subpoenaed to come into court and
you are sworn in by the judge, and you are asked a question, can
you refuse to answer the question?

Director COMEY. You can assert a Fifth Amendment right not to
answer the question, and then if——

Senator CORNYN. Assuming there is no right against self-incrimi-
nation, it is just you are providing information about a crime in
which you are not directly implicated, would there be any basis, to
your knowledge, for a citizen to refuse to answer the question?

Director COMEY. No. I think it is what they call black letter law
that the grand jury is entitled to every man’s—every person’s evi-
dence.

Senator CORNYN. If you do not, the judge can hold you in con-
tempt and put you in jail until you do comply with the court’s order
to answer the question, correct?

Director COMEY. Yes, sir.

Senator CORNYN. It strikes me that there may be some way of—
just trying to think about the framework in which we ought to look
at this—it strikes me as irresponsible, and perhaps worse, for a
company to intentionally design a product in such a way that it
prevents them from complying with a lawful court order, which is
what Ms. Yates said you are seeking, a means to allow a response
to a lawful court order. If you intentionally design a product in
such a way that it prevents you from complying with a lawful court
order, it strikes me that it is not a lot different. Maybe that is just
food for thought. We ought to let that roll around in our brains
awhile and think about that. I think we need to think about how
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to think about this and not in sort of any absolutist terms that will
result in a higher risk of people being actually successfully targeted
by ISIL here in the homeland, and then just responding after the
fact, which I know you do not want to do and we do not want to
do either.

Ms. Yates, congratulations again for your confirmation. I just
want to ask you on something a little bit different. I see that
former Attorney General Eric Holder had suggested that there is
a possibility that the Justice Department was entering into nego-
tiations with Edward Snowden for some sort of plea deal. Are you
aware of any negotiations on behalf of the U.S. Government, the
Department of Justice, with Mr. Snowden?

Deputy Attorney General YATES. Having read that same article
myself, I believe what Attorney General Holder was saying was
that he believed that there could be some deal that was possible.
I can tell you it is the position of the Department of Justice that
Mr. Snowden needs to return to the United States and face justice.

Senator CORNYN. I appreciate your response. I would just ask,
Mr. Chairman, I have a list of a couple of pages of harm resulting
from Mr. Snowden’s disclosure of classified information that I
would like to be made part of the record.

Chairman GRASSLEY. Without objection, it will be made part of
the record.

[The information appears as a submission for the record.]

Senator CORNYN. Based on my reading of the relevant charging
documents, statutes, and the United States Sentencing Commission
Guidelines, Mr. Snowden should not face any less than 12 to 20
years in Federal prison for his acts of illegally disclosing national
defense information. I understand that that is the outward limit,
presumably, and that a plea bargain could entail something dif-
ferent. The idea, as suggested in this article, that he would be sub-
jected to only 3 to 5 years in prison strikes me as insulting and in-
appropriate. Thank you for your answer, and my time is up.

Chairman GRASSLEY. Senator Franken.

Senator FRANKEN. Thank you, Mr. Chairman, for this very com-
plex problem that we are talking about today. Senator Cornyn, I
think you put it very well, which is we need to think about how
we think about this.

Deputy Attorney General Yates, some people have characterized
this issue as requiring a balance of privacy issues with security
issues. You can also think of it, I think, as involving two kinds of
security interests: on the one hand, law enforcement’s interest in
technologically unfettered access, and, on the other hand, our col-
lective interests in the network and data security that strong
encryption provides.

Network and data security protect not only individuals’ personal
and financial privacy, but also protect the well-being of our critical
infrastructure and the industries that drive our economy. With
each new story about a cyber attack or breaches, Americans learn
more about just how significant a security interest that we have in
strong encryption.

Before we or a regulatory body could really consider taking any
kind of action in this arena, I think we first need to have a simi-
larly clear understanding of the scope and the magnitude of law
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enforcement’s security interest. To this date, we have not seen any
real data about how often encryption is thwarting investigations.
Can you shed any light on that? If DOJ does not have numbers to
share at this time, is that something that could be studied?

Deputy Attorney General YATES. Thank you, Senator. I want to
tell you that we at the Department share your desire for strong
encryption and share the desire that all of us in this country have
for strong encryption.

What we are concerned about, though, is warrant-proof
encryption that then elevates the concern for privacy and internet
security over our national security and public safety. We think that
national security and public safety are factors that should always
be considered in this balancing that we talk about here.

With respect to numbers of cases that were thwarted or cases
that we could not make, you know, it is really hard to prove a neg-
ative. For example, we do not go out and seek wiretaps now in ap-
plications where we know we are not going to be able to get that
information. Preparing a wiretap application is a very time-con-
suming process, and when we know that that information is
encrypted, we simply do not seek that warrant. Being able to give
you hard numbers on the number of cases that have been impacted
is really impossible for us.

I can tell you from my experience as U.S. attorney and the expe-
rience that I have now in my capacity as Deputy Attorney General,
we are encountering it every day. I remember when I was U.S. at-
torney and we would be up on wiretaps, and we would sometimes
learn while we are up on a wiretap about a scheme to kill someone.
Sometimes it was a witness. Sometimes it was a co-conspirator. Be-
cause we were up on that wiretap, we were able to thwart those
plots and to stop people from being killed.

With certain communications, we cannot be up on those wiretaps
anymore. We do not have the ability to be able to listen and to be
able to stop those violent acts from happening.

I can tell you from personal experience it is happening, and it is
happening every day, but we do not really have a mechanism—and
I know that is frustrating for you, but we do not really have a
mechanism to be able to give you numbers.

Senator FRANKEN. Right, but can there be—you are saying that
there is no way to do a study that would yield any kind of valid
numbers because you simply do not try to go after something you
cannot go after?

Deputy Attorney General YATES. Right, we do not go—we do not
seek a warrant in a situation where we know we are not going to
be able to get the information. We do not seek a wiretap when we
know that it is encrypted and we know that we cannot get it.

Senator FRANKEN. Okay. I am trying to talk about how vexing
a problem this can be, and so, I mean, you know, when you think
about the OPM breach, now that is data that we held, the Govern-
ment held.

Deputy Attorney General YATES. Right.

Senator FRANKEN. I think that what I was talking about, this
being also a security issue, I am just wondering that, is there a
danger, if we do this wrong, of there also being a national security
risk there. That is what I was talking about.



23

Deputy Attorney General YATES. I think you are right. If we do
this wrong, it could potentially increase the risk, which is one of
the reasons why we are not coming to you today with a one-size-
fits-all solution, which is one of the reasons why we really want to
work with the industry on a company-by-company basis of what is
going to be the best way for them to be able to ensure that their
information remains secure, but in those instances where we have
a valid court order, that we are able to get the information we need
there. I think you are right, we have got to do this the right way.

Senator FRANKEN. Okay. I am out of my time, but thank you,
and thank you, Mr. Chairman.

Chairman GRASSLEY. Senator Perdue, are you ready? Or I will
call on Senator Hatch.

Senator PERDUE. No, sir. I am ready. Thank you.

Chairman GRASSLEY. Go ahead.

Senator PERDUE. Good morning. Thank you. I really appreciate
the courtesy of giving us a private briefing earlier today. I am so
proud that we have people of your caliber in your slots on the wall.
I mentioned that to Ms. Yates walking over this morning.

You know, 230 years ago, I do not think James Madison ever en-
visioned the internet, but he struggled with this thing that we are
struggling with today of the balance between public safety and per-
sonal privacy. I look at the technology being developed, and it
seems to be coming at us faster and faster. Here we have apps, we
have platforms. This encryption is a very serious thing, and yet
1994 was the last time we had any real legislative adjustment
here. I think that was CALEA. You know, just to put that in per-
spective, that was when Navigator—Netscape Navigator was intro-
duced in 1994. It was a long time ago. We know this is a tough
question.

Ms. Yates, you obviously have already had some conversation
with the industry. I understand the conversation of trying to get
everybody engaged. What is your plan relative to the idea of their
responsibility as individual corporations versus this idea of public
safety? How do we engage them, with or without legislation?

Deputy Attorney General YATES. We have been engaging with
the industry, and we have been having some productive conversa-
tions with individual companies and sometimes with groups in the
industry. Look, the companies are not the villains here. They are
responding to market demands, both to protect the privacy of their
customers as well as the information security of their customers.
That is one of the reasons why we think it is so important that we
not mandate a solution across the board but, rather, work with
them individually, because what works for one company to be able
to maintain the security of their information while giving us access
when we have a court order might not work for the other.

We have been having some productive discussions. We are cer-
tainly hopeful that they will continue those discussions and that
perhaps they will even be more incentivized to be creative and to
try to think of ways where they can still protect those really impor-
tant privacy and security interests while being able to give us the
information we need to protect our national security and our public
safety.
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Senator PERDUE. Director, this process that we are talking about
here, we know how long it takes to get legislation. When you get
involved in an industry that has this many dimensions to it, you
have got all these, like you said earlier today, these guys in a ga-
rage who have a new app, and there is one coming up every day,
it seems. How do we catch up with that from an enforcement point
of view and an interdiction perspective? I mean, this prevention is
one thing that you guys are doing a great job over the last few
years. I know most of that you cannot talk about. How do you see
the timing of this relative to your two responsibilities?

Director COMEY. Senator, I think that it is, as the Deputy Attor-
ney General said, something that we have to work on urgently. I
also agree it is an unbelievably complicated problem. The prolifera-
tion of innovation is a wonderful thing, but it also makes it hard
to work with individual players because there is a new garage
every single day, and there is a big international component to this
that I get that we have to figure out how to untangle as part of
this so we do not hurt American innovation.

I think the companies are run by good people. When we talk to
them, they care about kids; they care about stopping terrorism.
They care about the same stuff we do. It is just not their job to ar-
ticulate the public safety risks here. That is our job. One of the rea-
sons we are grateful for this conversation is so someone can articu-
late we have got a problem and bring the people together to try
and solve it. Maybe it will require legislation. Maybe no one will
have the incentive to be as creative as they need to be unless you
force them to. I do not know. I do think there is an urgent need
to have this conversation.

Senator PERDUE. Real quick, I am almost out of time, but this
front-door versus back-door decryption capability, could you speak
to that, Director, just a bit, and also the single key versus split key
potential? I know we are getting ahead of ourselves, but these are
the conversations you are going to be having technically with some
of these developers. That, in combination with how do you ever
deal with the new encryption apps that would be coming—and
these are not companies. These are individuals, and they are in
their garages today coming up with the next level of sophistication.

Director COMEY. The door metaphor throws me a little bit be-
cause, as the Deputy Attorney General said, we want people to be
in a position to comply with judges’ orders in the United States,
which is rooted in our Constitution and part of ordered liberty. We
want them, the creative people, to figure out how to comply with
court orders. You should not be looking to the Director of the FBI
for innovation. I can do many things well. I cannot think well
about stuff like that. I need to tell you there is a problem, and
great people need to think about it well and try and solve it.

I get a little bit discouraged when I hear people saying, “Cannot
be done. There is only a choice between secure and insecure.” My
response to that is, “Really?” I mean, there is no such thing as se-
cure. There is only more secure and less secure.

My question is, with all of us working together, how could we
maximize both? Is it really impossible? Is it really binary? If you
do it at all, it is all going to fall apart? I find that hard to believe.
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I know it was very hard in the 1990s. We have got a lot of smart
people out there.

Senator PERDUE. Thank you again for what you are doing.

Thank you, Mr. Chairman.

Chairman GRASSLEY. Senator Hatch.

Senator HATCH. I want you both to know I have enormous re-
spect for both of you. Let me just say you perform critically impor-
tant work in safeguarding our country and bringing criminals to
justice.

At the same time, however, our constitutional laws recognize the
importance of privacy and provide crucial checks on Government’s
ability to include private affairs. Protecting privacy means more
than just preventing improper Government access. In our modern
world where so much data is stored online or in electronic devices,
it also means securing sensitive personal and financial information
from hackers, identity thieves, and other bad actors.

As Chairman of the Senate Republican High-Tech Task Force, I
have had numerous conversations with industry leaders about the
need for robust data protection. These leaders understand that to-
day’s consumers demand secure data and want assurances that
their devices will not be hacked.

Mr. Comey, with that background, let me begin by asking you
about vulnerabilities. If we require companies that produce
encrypted software for devices to create so-called keys to unlock
encrypted data, how confident are you that hackers will not be able
to exploit the vulnerabilities to access sensitive personal and finan-
cial data? Doesn’t providing a way around encryption expose con-
sumers to potential theft of personal information?

Director COMEY. Thank you, Senator. I understand from a lot of
people smarter than I that there is risk whenever you try to create
and accommodate both strong encryption and the Government’s
need to have court orders be enforceable, that there is risk. The
question is, how much risk? How do we reduce that risk?

A lot of smart people say you cannot, it is just impossible, and
maybe that is where we end up. Maybe we end up in a place where
the tools I have have to change in the way they have to change.
I just do not think we have given it the try as a country that it
needs to be given.

Senator HATCH. Thank you.

Ms. Yates, as a sponsor of the Law Enforcement Access to Data
Stored Abroad Act, or LEADS Act, which is currently filed, I am
sensitive to the fact that when we require businesses to provide
law enforcement access to data both here and abroad, other coun-
tries may expect similar access.

Do you have concerns that if we require companies to give us
keys to unlock encrypted data, other countries will expect those
companies to turn over such keys to them as well?

Deputy Attorney General YATES. Thank you, Senator. First, we
are not going to ask the companies for any keys to the data. In-
stead, what we are going to ask is that the companies have an abil-
ity to access it and, then with lawful process, we be able to get the
information. That is very different from what some other countries,
other repressive regimes, from the way that they are trying to get
access to the information. I know that there is concern, for exam-
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ple, that if there is an ability here in this country for the compa-
nies to be able to access the data, that other countries such as
China will require the same thing. In China and other countries,
they do not follow the same lawful process that we do here. If they
did, then they could potentially get the same information. China’s
system is not set up that way.

Our companies here make business decisions every day when
they do business in repressive regimes about how they are going
to operate, and this is really no different than that.

Senator HATCH. Okay. Do you have concerns that if we require
companies to give us keys to unlock encrypted data, other countries
will expect those companies to turn over keys to them as well? As
you know, many countries have far less robust privacy protections
than the United States. I just wondered if you have any concerns
there as well.

Deputy Attorney General YATES. That is the reason why we are
not going to ask for the keys.

Senator HATCH. That is the big reason——

Deputy Attorney General YATES. It is one of the reasons why we
would not ask for the keys, is that the companies would retain the
key, and they would simply provide the information to us. We
would not have the keys to decrypt data.

Director COMEY. Senator, could I just add a brief word on that?
We are talking about using the United States Constitution, the
rule of law, to obtain information in targeted, predicated investiga-
tions. If the Chinese are willing to sign up to that, it would be
great for the Chinese people, neutral and detached magistrates,
showing of probable cause.

I am not sure I buy the, “If we agree to do this within the frame-
work of the United States Constitution, we will have to do what-
ever the Chinese ask us to do.” That does not bowl me over.

Senator HATCH. Okay. We can all agree that we want our tech-
nology industry to flourish, and one recent growth area has been
apps that allow users to pay online or track their health data.
These innovations depend on data security. If consumers know an
app or device is vulnerable to hacking, they are not going to use
it. Now, I worry that requiring companies to create keys to unlock
encrypted data could undermine consumers’ confidence in the secu-
rity of their data and could chill innovation. Do you share that con-
cern? If not, why not?

Director COMEY. I do. I think the Deputy Attorney General does
as well, which is why this has to be done very thoughtfully, be-
cause there is risk, if you do not do it the right way, that you will
damage both, that you will hurt strong information security and
you will hurt public safety because you will have hurt the entire
internet, frankly, and all the commerce that flows over it.

Senator HATCH. My time is up, and I want to thank both of you
for appearing here today.

Chairman GRASSLEY. Senator Blumenthal, are you ready? If you
are not, I will—go ahead then.

Senator BLUMENTHAL. I am, Mr. Chairman. Thanks very much.

There has been some discussion, I know—first of all, thank you
both for your great work. I really appreciate your service to our Na-
tion, and on this issue particularly, which is complex and chal-
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lenging and I think offers no simple or simplistic answers, and I
appreciate your addressing it as thoughtfully as you have.

There has been some talk about what other countries do, and put
aside China, which obviously has no guarantee, and some would
say no respect, for the kinds of liberties and freedoms that bring
us here today, but other countries that also have some respect,
whether in Europe. What have other countries done to address this
issue and this problem? Maybe they offer some models or insights
for our country. What is your perspective?

Director COMEY. Thank you, Senator. I think all countries that
care about the rule of law are grappling with this right now. I
know that the French, in the wake of the Charlie Hebdo killings,
passed intelligence legislation that strikes me as fairly sweeping.
The Brits are wrestling with this same question right now. I think
everybody—we may be—that small group may be a little ahead of
where everybody else is, but they are all grappling with this same
problem, because they can see both the present and, more impor-
tantly, the future that we can see.

Senator BLUMENTHAL. Are they ahead of us, do you think? Are
those countries ahead of us?

Director COMEY. I am not sure that they—perhaps the French
legislation is. The British legislation is largely about data reten-
tion. I know also they are considering requiring access to certain
ccl)mmunications. I would say they are probably in about the same
place.

Senator BLUMENTHAL. To what extent do you think the lowest
common denominator may dictate what happens either here or
elsewhere? Is there that danger?

Director COMEY. I think America has a unique ability to drive
this discussion because we are the source of the innovation, and
that is the beauty of this amazing country. It is here. The providers
are here. Most of the clever apps are here. It is all here. What we
do matters enormously, which is why it is so important, as the
Deputy Attorney General said, that we get it right, because the
rest of the rule-of-law countries, especially our colleagues in Eu-
rope, will be strongly influenced by that model.

Senator BLUMENTHAL. We are the source of the innovation, and
to some extent, we are also the source of the greatest respect for
those rights and liberties—or the most enduring and consistent re-
spect for those rights and liberties. I think it gives us a special
leadership opportunity. I do not know to what extent that is an op-
portunity vis-a-vis countries like China that are in a different posi-
tion so far as respect for the rule of law is concerned.

To what extent do you think it would—talking about innovation,
would it help to just impose requirements on device manufacturers
like Apple? Is that a potential solution?

Deputy Attorney General YATES. It is certainly a potential solu-
tion perhaps down the road, but we do believe that it is important
now, rather than seeking a legislative fix that is across the board,
that we try to work with the individual companies, because what
works for Apple might not be the best solution for another of the
communication providers. We really think they know their systems
best. They know the way they can maximize privacy and internet
security while still being able to comply with lawful court orders.
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Senator BLUMENTHAL. Are you satisfied with the degree of co-
operation you have received?

Deputy Attorney General YATES. We always would like more co-
operation. We have been having some certainly productive discus-
sions, but given the gravity of this problem and the urgency that
we ?’fe facing now, I think that it is critical that we kick it up a
notch.

Senator BLUMENTHAL. Can we, in this body, be helpful?

Deputy Attorney General YATES. Certainly to the extent that you
can encourage the industry to work with us to try to find a solution
that accommodates all of these really critically important interests,
I think that would be welcome.

Senator BLUMENTHAL. You have my commitment to do so. My
time is up. I cannot speak for the rest of my colleagues, but thank
you again for your work on this, and I look forward to continuing
this conversation. Thank you.

Chairman GRASSLEY. Senator Flake.

Senator FLAKE. Thank you, Mr. Chairman. Thank you for the
thoughtful testimony and willingness to come here and speak in a
classified setting as well. I just like the tone of this discussion be-
cause it really is in search of a solution here.

Let me just ask, what are you hearing from the local law enforce-
ment? If that has been covered in previous questions, forgive me.
What is it overwhelmingly that you hear from them?

Director COMEY. Tremendous concern. I think my colleague and
friend Cy Vance, the district attorney in Manhattan, is a very, very
thoughtful spokesperson for the view that State and local prosecu-
tors and investigators have. They are encountering it in data in
motion, but actually most urgently in data at rest, stuff that is on
a device, because the old days when you do a search warrant pur-
suant to a judge’s order and find paper are almost gone. They find
devices in domestic violence cases, in gang cases, and they are in-
creasingly encountering devices that are encrypted and cannot be
unlocked. I think that is an urgent problem for the bread—“bread
and butter” makes it sound like it is not serious—for the ordinary
work that is done every day in violent crime cases of all sorts.

Senator FLAKE. Just following up on that, what is more impor-
tant, in your view, data at rest or data in motion? Or is one more
important in the criminal law context as opposed to the terrorism
context than the other?

Director COMEY. That is a great question, Senator. I guess my
initial reaction is the data at rest is probably more important in
the criminal investigations, especially the ones—nearly all inves-
tigations and cases are done locally in the United States. I think
that is a bigger feature of their lives. In the national security con-
text, especially when we are trying to find needles in a haystack
where the communications are coming in motion, it is probably a
larger feature for us. That is how I would divide it.

Senator FLAKE. If we decide, after robust discussion, that there
is simply no way to have a front door or a back door, that
encryption stands, what will we be forced to do in order to have
a better balance between public safety and security? Is it double
down in those areas where there is not an expectation of privacy?
There are a number of areas that we can surveil. What is the re-
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s}lions?e given that scenario if we do decide that we just cannot go
there?

Director COMEY. That is a really hard one. For example, to an-
swer that on behalf of State and local law enforcement and my
criminal investigators, I do not know what the answer is, because
the future really is one where all of our papers and effects are cov-
ered by strong encryption. I honestly do not know what we will do
there. It may be we will have to evolve some sort of regime where
it is easier to compel people to unlock their devices. That runs into
Fﬁfth Amendment problems. I do not know what the answer is
there.

In terms of our terrorism work, we will, I guess, have to make
much more aggressive use of tools that might be able to go through
the public part of social media and see what we can find, more ag-
gressive use of undercovers and informants to try and fill that gap.
It is actually hard to sit here and explain to you how I am going
to fill that gap, because I do not think I am.

Senator FLAKE. Thank you, Mr. Chairman. I appreciate the testi-
mony and look forward to working through these issues with you.
Thank you.

Chairman GRASSLEY. I have one question. I think Senator Lee
and Senator Franken have questions.

Just one question for you, Director Comey. You have talked
about how the going dark problem affects your ability to obtain evi-
dence to prosecute. Can you also speak to how the going dark prob-
lem impacts law enforcement’s ability to exonerate innocent peo-
ple? Do you have any real-world examples from your experience on
the subject?

Director COMEY. I cannot think of a case off the top of my head.
I am sure that we can find one. The evidence is important both to
find the guilty and to clear others who have fallen under suspicion,
so logic tells me that in every case where I cannot get access to evi-
dence, I cannot do either of those things. Someone who the finger
is pointed at we will not be able to clear, just as we will not be
able to figure out who the bad guy really is. I bet we can come and
find you cases where devices have been used to say so-and-so was
not at the shooting actually, we can prove through texts or some-
thing that he was at home with his mother, so he is actually not
guilty of this crime.

Chairman GRASSLEY. Senator Lee, then Senator Franken.

Senator LEE. I just wanted to follow up on my prior line of ques-
tions. Let us suppose that we had a problem with people storing
things in a particular type of safe, a home safety deposit box that
had a secure combination lock, perhaps coupled with an iris scan-
ner or something like that. It was made specifically so that nobody
else could break into it. You as law enforcement officers wanted to
get into it, but you could not without the cooperation of the person
who owned it. Once it was programmed to both enter the combina-
tion lock and couple that with the iris scanner, no one else could
get in. There was no back-door code supplied by the manufacturer.

In that circumstance, how do you think the manufacturer of this
safe, this safety deposit box, might react if told or strongly encour-
aged perhaps by the Government that it needed to provide a back
door? Similarly, how do you think the people who owned those safe-
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ty deposit boxes would feel upon learning that somebody at the cor-
porate headquarters or the manufacturer had a back-door method
into it and that somebody working there perhaps could take that
information with them and sell it to the highest bidder?

Director COMEY. I think the company would be concerned, and I
would hope we would have a conversation where we say, “Who are
your customers that they are afraid that a judge will, based on a
showing of probable cause, issue a search warrant to be able to get
access to that? Who are you marketing this to exactly? Is that real-
L}i so}il(}ething that caused you the level of concern that it did at first

ush?”

To the customer—first of all, I do not think we have encountered
that yet. We would blow that sucker. I mean, we would get that
open.

Senator LEE. You would blow it up.

Director COMEY. You would blow it up. There is not a safe-—I
do not know of a safe in the world that cannot be opened.

Senator LEE. I guess you could blow up the iPhone, but it would
be messy.

Director COMEY. That would be the end of the data, too. That is
my reaction, which is I think ordinary Americans, when they hear
this, think so long as it is pursuant to the Fourth Amendment, it
is okay to live in a world where a judge can make a showing of
probable cause and issue a warrant to get access to a safe or to a
phone. I do not exactly know where the great demand for this is
coming from. I have not met ordinary folks who say, “You know
what? I really want a device that cannot be opened, even if an
American judge finds that it ought to be opened because it is really
important.”

Senator LEE. I assume the concern would lie with people saying,
you know, if one person gets out and there is one encryption key,
somebody could break into a whole lot of houses and get a whole
lot of valuables that they are not entitled to, and these are not peo-
ple who are armed with a warrant. That would probably be the
concern. Thank you, Mr. Chairman.

Chairman GRASSLEY. Senator Franken, and then, Senator Tillis,
would you signal me if you want a second round? Because—you do
not? You do not want a second round, OK. Senator Franken.

Senator FRANKEN. Okay. Just quickly, Director Comey, in your
written testimony you spoke about the importance of investing in
developing tools, techniques, and capabilities designed to mitigate
the increasing technical challenges associated with the going dark
problem. Can you say a bit more about how these tools might func-
tion, to what extent you are already investing in these areas, and
what kinds of additional resources do your agencies need?

Director COMEY. Yes, Senator, it is not something I want to talk
about in this forum. I think I have told the bad guys a lot and do
not want to go into particulars. Just as we invest in tools that will
open safes or allow my Hostage Rescue Team to open a barricaded
door to rescue somebody, we try to invest in tools that, if a judge
gives us permission, we will be able to open a device or access
something. As I said, what I am confirming here is we cannot
break strong encryption. We have not found that tool. I do not
think it exists. We look for other ways around the margins, if a
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judge gives us permission, to be able to get into a room or get into
a device.

Senator FRANKEN. Okay. Fair enough.

Deputy Attorney General, I understand why you may not have
numbers today when I asked about that. Going forward, could you
track the number of times you run into technological obstacles and,
therefore, do not seek a warrant or a wiretap? Could you keep
track of that so that could inform the scope of this problem?

Deputy Attorney General YATES. Certainly, Senator, we can work
on ways where we try to gather information to be able to answer
your question about how big of a problem is this, whether it is
numbers or more specific examples to be able to do that, because
this is the first time that we have really encountered warrant-free
zones. This is new for us. We are grappling ourselves with how—
not only to get our arms around the problem, but how to quantify
the problem as well.

Senator FRANKEN. Okay. Thank you. Thank you both. Thank
you, Mr. Chairman.

Chairman GRASSLEY. Before you two leave, I think we all thank
you very much for continuing this conversation, enhancing the con-
versation. Since this institution of the Senate speaks with 100 dif-
ferent voices and it kind of gets diluted in the process and this is
a very important subject, I would admonish you, because of your
particular positions and being a single individual, to enhance the
volume on this issue. It is something that is very important that
needs to be solved. Thank you all for coming.

Would the next panel come, please? Before the next panel sits
down, I would like to ask for affirmation. I will wait until you get
to the table.

[Pause.]

Chairman GRASSLEY. Before I introduce you, do the three of you
affirm that the testimony you are about to give before the Com-
mittee will be the truth, the whole truth, and nothing but the
truth, so help you God?

Mr. VANCE. I do.

Mr. Lin. T do.

Mr. SWIRE. I do.

[Witnesses are sworn in.]

Chairman GRASSLEY. Thank you. I would like to introduce all
three of you before you speak.

Our first witness, Mr. Cyrus R. Vance, Jr., who has for the last
5 years served as district attorney, Borough of Manhattan, New
York City. Mr. Vance was previously a lawyer in private practice
in New York and Seattle and also served as an assistant district
attorney, Manhattan District Office. Mr. Vance grew up in New
York City, received his undergraduate degree from Yale, and grad-
uated from Georgetown University Law Center.

Dr. Herbert Lin, who is senior research scholar of cyber policy
and security at the Center for International Security and Coopera-
tion and research fellow at Hoover Institution, both at Stanford
University. Dr. Lin is also chief scientist emeritus for the Com-
puter Science and Telecommunications Board at the National Re-
search Council of National Academies where he served 1990
through 2014. Dr. Lin also served as a professional staff member
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and staff assistant to the House Armed Services Committee. He re-
ceived his doctorate in physics from MIT.

Finally, Peter Swire is Nancy J. and Lawrence P. Huang Pro-
fessor of Law and Ethics at Georgia Institute of Technology and a
senior counsel at a private law firm. Mr. Swire previously served
as President Obama’s Review Group on Intelligence and Commu-
nications Technology and was Chief Counselor for Privacy in OMB
under President Clinton. He is also a senior fellow with Future of
Privacy Forum and a policy fellow with the Center for Democracy
and Technology. Mr. Swire graduated from Princeton and Yale Law
School.

I want to thank all of you for being here today and giving us
your opinions and expertise in this area. I will start with Mr.
Vance.

STATEMENT OF HON. CYRUS R. VANCE, JR.,
DISTRICT ATTORNEY, NEW YORK COUNTY,
NEW YORK, NEW YORK

Mr. VANCE. Thank you. Good morning, Chairman Grassley,
Ranking Member Leahy, and Members of the Judiciary Committee.
Thank you very much for the opportunity to testify before you
today as the Manhattan District Attorney, but also as a member
of the Boards of the National District Attorneys Association and
the American Prosecutors Association to give the perspective from
local and State law enforcement on these issues.

I am very grateful to be here today because, as my Federal col-
leagues have indicated in their testimonies, new encryption tech-
nology is being introduced, most notably by Apple and Google,
which may make it impossible in today’s digital world to obtain evi-
dence that is vital for prosecutors. As the Manhattan District At-
torney, I have come to realize in my 5 years that this digital world
is, in fact, the 21st century crime scene. I am here to ask for your
help to ensure that law enforcement has lawful access to it.

I would like to address two of the questions, Mr. Chairman, that
were alluded to today: How should we balance the benefits, the
clear benefits of encryption technology and privacy rights with the
responsibilities we have in law enforcement to protect victims’
rights? Second, who gets to decide that balance?

Before September 2014, our investigators could access the rel-
evant contents of a locked iPhone with a search warrant. Today,
unless someone knows the passcode of that phone, we cannot.
When you consider the use of smartphones by criminals and also
by their victims, you begin to understand the profound impact this
has on the pursuit of justice for everyday Americans.

Today’s criminals, please make no mistake, are taking advantage
of developing smartphone technology to commit crimes and to pre-
vent their discovery. They communicate by text. They include their
criminal conspirators in their contact lists. They videotape sexual
abuses of children and distribute those images to other sex offend-
ers hiding behind the anonymity of the internet.

It is undisputed that phones are used by criminals committing
murders, rapes, and robberies, and most of the thousands of felo-
nies we prosecute each year, and that key evidence is on those
phones. At this time, it is unfortunate, but criminals are literally
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and figuratively laughing in the faces of law enforcement. That is
not hyperbole. I would like to give you a real example from a case
in my office where a defendant in jail for a felony case is speaking
with his friend on a recorded landline outside of jail. I am here
quoting from the transcript.

“Apple and Google came out with these softwares that can no
longer be unencrypted by the police. If our phones are running on
the i0S 8 software, they can’t open my phone. This may be another
gift from God,” end of quote.

Senators, that is not a gift from God but an unintended gift from
two of the largest technology companies in the world. Full-disc
encryption upsets the balance between privacy and public safety by
allowing criminal activity to thrive in a medium now unavailable
to law enforcement.

Apple and Google’s decisions in particular to limit our access for
the sake of only a marginal increase in privacy comes at a great
cost, I believe, a cost that will be borne by the victims of crime and
by our society as a whole. Of course, Director Comey and others
have alluded to perhaps the most difficult circumstances where this
issue may arise. What am I as district attorney to say to the par-
ents of a missing son or daughter when they ask why we cannot
access the phone that was left behind, which likely contains infor-
mation that should lead or could lead to the young person’s where-
abouts? Is my response to tell them that an upgrade to an oper-
ating system stands between law enforcement and finding their
child?

Like everyone here, all the prior speakers, I value my privacy.
I understand there is a fear of mass security breaches, collection
of bulk data, and warrantless surveillance. I believe, Mr. Chair-
man, that those are valid and legitimate concerns. That is not the
access local and State law enforcement seeks or expects. Our access
to electronic data is grounded in and it is limited by the Fourth
Amendment to our Constitution authorizing only reasonable
searches based on probable cause, supported by a particularized
search warrant, and only after approval by a neutral judge.

I have also read commentary that suggests we just want solving
crimes and prosecuting criminals to be easier, to use this data to
create a shortcut toward conviction. Our justice system was not de-
signed, Senators, to make it easy to convict. Proof beyond a reason-
able doubt, determined unanimously by 12 jurors, has always been
a high bar. We need compelling evidence obtained lawfully, and
that is how it should be. With full-disc encryption, our ability to ob-
tain important evidence and achieve justice for victims of crime is
at best curtailed, at worst made impossible.

I, like others, am sure there are technological solutions to this
problem. I, like others, have every confidence that the brilliant
minds at Apple and Google, working with Federal legislators and
considering the interests of victims of crime can figure this out.

As it stands today, Apple and Google have decided who can ac-
cess key evidence in criminal investigations. I do not and I cannot
believe it is right that they should decide the path toward justice
for victims around the country or for our Nation as a whole. I do
not think by default we should cede this important decision to the
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tech industry. Senators, I believe this decision should and must be
yours.

Thank you for the opportunity and the honor of addressing you.

[The prepared statement of Mr. Vance appears as a submission
for the record.]

Chairman GRASSLEY. Thank you, Mr. Vance. Now, Dr. Lin.

STATEMENT OF HERBERT LIN, PH.D.,
SENIOR RESEARCH SCHOLAR, CENTER FOR
INTERNATIONAL SECURITY AND COOPERATION,
RESEARCH FELLOW, HOOVER INSTITUTION,
STANFORD UNIVERSITY, STANFORD, CALIFORNIA

Dr. LIN. Mr. Chairman, Senator Franken, Members of the Com-
mittee, thank you for inviting me to testify today. I have worked
on cybersecurity issues for many years, mostly at the National
Academies, now at Stanford, but the views I present today are my
own. The previous panel discussed going dark, and I want to ad-
dress three issues here.

First, the U.S. Government has framed solutions to going dark
around what I am going to call the concept of NOBUS access to
encrypted data. NOBUS stands for “nobody but us” where “us” is
the Government. This approach has generated polarization around
two positions. One side says that NOBUS access inevitably weak-
ens the security of a system and will eventually be compromised
by a bad guy; and the other side says the opposite. Neither side can
prove its case, and we see kind of a theological clash of absolutes.

To get out of this, I proposed to consider time scale. If it takes
1,000 years for a bad guy to figure out how to hack a NOBUS
mechanism, that is probably secure enough. If it takes him 30 sec-
onds, then everyone would agree that mechanism is probably a bad
idea. Somewhere between 30 seconds and 1,000 years, that mecha-
nism changes from being dumb to probably being secure enough.

How do we estimate the time the bad guy needs? We do not un-
derstand very well today how to make these estimates for computer
systems. We do know how to use certain methodologies for making
such estimates in other domains. For example, an approach called
probabilistic risk analysis is often used in estimating the time be-
fore a nuclear reactor experiences a meltdown. Generally speaking,
one estimates the probabilities of various sequences of events that
could lead to failure, what is called fault tree and event tree anal-
ysis, and out of that comes an estimate that it will take 10,000
years or a million years, or whatever number you get.

Opponents and proponents of nuclear power use different num-
bers to make their estimates, but at least they use the same meth-
odology, and they can identify where they disagree technically.
That is a much better outcome, in my view, and progress over just
shouting at each other over a table saying yes or no.

The most important thing about this approach is that it requires
a specific plan, a specific design to analyze. Only when specifics are
involved can you have a meaningful technical debate.

Would a similar approach work in analyzing a proposed NOBUS
mechanism? I think so, but I could be wrong about that. That is
what makes it a research problem. We need to assess whether such
methodologies can be usefully applied to estimate how long it
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might take for a bad guy to hack any specific mechanism. The Gov-
ernment has not provided any specifics, arguing, as we heard in
the last panel, that the private sector should do it. At the same
time, the vendors are not interested in doing it because their cus-
tomers are not demanding such access. Many of them do not think
it is possible to do anyhow.

Without specifics, there is going to be no progress, and I believe
that the Government is actually afraid that any specific proposal
will be subject to enormous criticism, and that is certainly true.
The Government is the party that wants this kind of access, and
rather than running away from such criticism, I think it should
embrace the resulting—any resulting criticism as an opportunity to
improve on its initial designs, at least as a proof of principle that
it is possible.

Exactly the same issues came up in the 1990s, only then the
Government did propose a specific mechanism. When the National
Academies studied the problem then, it made a recommendation
that still makes sense today: a prerequisite for going down this
path is for the Government to gain experience about how to prop-
erly operate a Government-only system allowing such access, before
deploying it on a large scale. If you do it without that experience,
deploying it on a large scale across the entire Nation is just asking
for trouble.

A final point is that asking the major vendors such as Apple and
Google to provide NOBUS access is only the first step, as Director
Comey implied in his comments about end-to-end encryption in the
previous panel.

The next step after that is to impose access requirements on
small applications developers and open source developers because
they can build apps that bypass any such mechanisms built into
the platforms. Then you have to prevent people from bringing into
the U.S. apps from abroad that do not have such access, which
means you have to build a firewall around the United States that
blocks such apps and border inspections and import controls and
all sorts of other things that make life very complicated.

Second, a partial alternative to NOBUS access is for law enforce-
ment authorities to obtain legal authorization to take advantage of
the vulnerabilities that already exist in all software. With proper
legal authorization, law enforcement could hack the devices of bad
guys to obtain unencrypted information when the bad guys them-
selves accessed it, and, of course, law enforcement does this to
some extent today with proper legal authorization.

Third, I want to point out that criminals are just like the rest
of us in that they also forget passwords, and if they have not saved
them somewhere, certain crimes will not happen because the bad
guys will not be able to get at the data that they need to commit
them. Also, remember that data is often backed up to the cloud by
default. Criminals will want mechanisms that enable them to re-
trieve inaccessible data, and if they do, that is a way also that law
enforcement can gain access.

I hope these comments are helpful, and I am ready to answer
questions. I ask that a number of relevant documents that support
my testimony be entered into the record. I have already provided
these documents to staff.
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[The prepared statement of Dr. Lin appears as a submission for
the record.]

Chairman GRASSLEY. Professor Swire, before you begin, just in
case we have a vote in the middle of your comments, I am going
to go vote, and Senator Franken is going to stay here, and then he
will ask questions. Then when I get back, I will ask questions.

Professor Swire.

STATEMENT OF PETER SWIRE, HUANG
PROFESSOR OF LAW AND ETHICS, SCHELLER
COLLEGE OF BUSINESS, GEORGIA INSTITUTE

OF TECHNOLOGY, ATLANTA, GEORGIA

Professor SWIRE. Thank you, Chairman Grassley and Members of
the Committee, for the opportunity to testify today.

As my written testimony discusses, I have worked on encryption
issues as a Government official and scholar for two decades. Under
President Clinton, when I was Chief Counselor for Privacy at OMB,
I chaired the White House Working Group on Encryption for the
1999 change that allows export of strong encryption. As the Chair-
man also mentioned, I was one of the five members of President
Obama’s Review Group on Intelligence and Communications Tech-
nology and testified before this Committee last year on those
issues.

My testimony today is in three parts: the Review Group, the
going dark argument, and with time available, the harm to U.S.
technological leadership that would result from extraordinary ac-
cess requirements.

First, the Review Group, after top secret briefings on encryption
issues, concluded that strong cybersecurity and strong encryption
should be vital national priorities. Our recommendation stated,
quote, “We recommend that, regarding encryption, the U.S. Gov-
ernment should fully support and not undermine efforts to create
encryption standards; second, we should not in any way subvert,
undermine, weaken, or make vulnerable generally available com-
mercial software; and, third, increase the use of encryption and
urge U.S. companies to do so, in order to better protect data in
transit, at rest, in the cloud, and in other storage.”

With full awareness of the going dark concerns, the Review
Group, consisting of antiterrorist advisers to Presidents, senior CIA
officials, et cetera, sharply criticized any attempt to introduce
vulnerabilities into commercially available products and services.
We found that these strong encryption policies would best fight
cyber crime, improve cybersecurity, build trust in the global com-
munications infrastructure, and promote national security.

Second, law enforcement asserts that it is going dark, but it is
more accurate to say—and this has not been the theme today, but
I really believe it is true—that we are in a “Golden Age of Surveil-
lance”, not darkness. In detailed writings over a period of years, I
have explained why the going dark image is factually inaccurate.
Law enforcement has access to growing and unparalleled evidence
due to the technological changes in the past 25 years.

Let me emphasize that I agree there are specific ways that law
enforcement and national security agencies lose specific previous
capabilities due to changing encryption technology. As electronic
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communications and evidence evolves, there will indeed be certain
categories of information that are no longer available.

Entirely absent from the law enforcement statements, however,
is any recognition of the cornucopia of new evidence that our elec-
tronic communications provide, and consider three examples.

First, location information. For the first time in human history,
most of us carry tracking devices, called cell phones. When you add
in video surveillance and the upcoming Internet of Things, evidence
about a suspect’s whereabouts at a time and date is far, far more
often available than ever before.

Second, information about confederates and co-conspirators. It is
highly useful to law enforcement to know everyone that a suspect
is in communication with. With texts, social network posts, emails,
constant phone calls, and the rest, metadata on communications is
available in absolutely unprecedented ways and volumes.

Third, as we all know from our daily lives, our personal informa-
tion is in an array of other new data bases for healthcare, financial
services, online surfing, and everything else. Insights into suspects
is further available through big data analytics.

Taken together, consider the evidence-generating machines and
practices that fill our daily lives. I have wondered how much of the
reduction in crime in the last two decades has been due to the un-
precedented records that help law enforcement prove their cases.

Let us look at text messaging as a way to assess going dark
versus the Golden Age of Surveillance. Relatively few text mes-
sages were sent 20 years ago, if you just think about your own ex-
perience. By 2010, the number exceeded 6 trillion per year. For the
predominant share of these text messages, the content is available
today from the provider. Even for the subset where the content is
encrypted, law enforcement can gain access to the metadata linking
suspects and witnesses to their entire social graphs.

For text messages, it might be tempting to say that law enforce-
ment could call the glass half-empty—some texts are encrypted—
or half-full—some texts are in the clear. With over 6 trillion mes-
sages filling the glass, though, it takes nerve to say the glass is
empty. Text messages are a prime example of a golden age of sur-
veillance, of new, powerful, and pervasive evidence assisting law
enforcement and not of going dark.

Chairman Grassley asked whether changing technology is upset-
ting the balance between public safety and privacy. For reasons
stated here, the balance has indeed shifted in the last 25 years,
clearly in the direction of law enforcement having the evidence it
never had before in human history.

Because of time, I will not be able to go through some of the
ways that U.S. technological leadership would be threatened by
having limits on U.S. tech companies. We saw in the 1990s that
these limits were imposed on U.S. companies. Russia, Israel, and
other countries gained technological advantages from that. It
turned out that this was an expensive policy for the U.S. economy
and also was futile because the bad guys could get strong
encryption anyways. That will be true in the future under any of
the considered proposals. Thank you.

[The prepared statement of Professor Swire appears as a submis-
sion for the record.]
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Senator FRANKEN. I believe, according to my reading of the rules
of the Senate, that, Senator Tillis, you are the Chairman of the
Committee. Let me explain. I believe that you are in the majority,
and by my reading of the rules, the Chair would have to be in the
majority. If, however, the——

Senator TILLIS [presiding.] At the Chair’s discretion in honoring
what Senator Grassley stipulated, I think he has gone to vote. He
will come back and in turn probably ask questions just after you.
Senator, Senator Franken, I would defer to you for the first ques-
tions.

Senator FRANKEN. Thank you, Mr. Chairman. Would it be OK,
since T

Senator TILLIS. Would you just say that one more time before I
have to step down from the chair?

[Laughter.]

Sbenator FRANKEN. I know your mom watches these things on the
web.

[Laughter.]

Senator FRANKEN. Certainly, Mr. Chairman, and it is quite an
honor to serve with your son—I mean with you.

Let’s see what I have here. Dr. Lin, thank you for your testi-
mony. It is clear that this difficult issue is not just about hardware.
Director Comey and Deputy Attorney General Yates spoke this
morning about the availability and use of end-to-end encrypted
messaging apps. Even if all U.S. device manufacturers agreed to
maintain the ability to give the Government access, there would
still be developers offering fully encrypted programs or apps,
whether authorized or unauthorized.

Can you speak about the kinds of measures you think would be
necessary to address this moving target, so to speak? Would we
have?to dramatically change how we think about internet govern-
ance’

Dr. LiIN. It is not so much internet governance as the fact that
you would have to start imposing requirements on the apps that
the American people were allowed to have access to. For example,
you would start imposing requirements. You would have to say, for
example, that no product in the Apple store or in the Google Play
store could be marketed without having these exception—these law
enforcement access requirements. Then you would have to say then
nobody could download an application that was not part of the—
that was not in these stores. Then you would have to start inspect-
ing iPhones and Android devices that came in from abroad. When
Americans go overseas, they come back. They can download an app
overseas, and you have to make sure that that is not there.

If you are serious about going down this path, the ramifications
for product development and use in the United States are enor-
mous.

Senator FRANKEN. That would affect that industry.

Dr. LIN. It certainly would not do it any good.

Senator FRANKEN. Okay. It would have a negative effect.

Professor Swire, to maintain our global competitiveness, it is cru-
cial that American tech companies have access to European mar-
kets. Given your role years ago in development of the safe harbor
agreement to allow data to flow between the EU and the U.S., I




39

imagine you may be uniquely positioned to offer thoughts on the
effect of requiring U.S. companies to issue full encryption might
have on their ability to compete abroad. What would the ramifica-
tions of this be, do you believe?

Professor SWIRE. Thank you, Senator. Since the Snowden revela-
tions, there has been a number of studies about the economic im-
pact and harm to U.S. sales abroad for cloud and other services.
Those numbers are in the hundreds of billions of dollars. Major
U.S. companies have had Government contracts canceled in the bil-
lions of dollars. The view that the United States companies would
be cooperating by giving extraordinary access with the U.S. Gov-
ernment is exactly the view that causes the most harm overseas.

The magnitude of this, when you talk to people in the field, has
been much greater than people anticipated. It is continuing, and
the encryption debates that are happening now reinforce the tend-
ency in other countries to say stay away from U.S. products.

Senator FRANKEN. What do you say to Prosecutor Vance or to Di-
rector Comey when they say, well, we have got this, these parents
have come home, and their daughter was last seen walking into a
van, and her cell phone is there, and we want to see what—who
was last in contact with her? What do you say to that?

Professor SWIRE. I say there is basically two approaches. You can
try to fuzz between them, but one approach is to create extraor-
dinary access with the large costs and the technical problems and
the harm to U.S. business overseas, et cetera, and then in some
cases they will get information from the phone for the daughter. Or
you can have strong cybersecurity as the default with all the bene-
fits that come from that, recognizing that in a very small subset
of cases-—the Justice Department reports show numbers in the
single digits per year or 12 in a year. In a very small number of
cases, there will be new obstacles.

We have many new advantages. We will have some new obsta-
cles. The alternate regime has so many problems with it that have
not been fully discussed today that building it is impractical and
would be very, very expensive, and I do not think effective.

Senator FRANKEN. Mr. Vance, you look like you wanted to say
something.

Mr. VANCE. I very much appreciate——

Senator FRANKEN. Turn on your mic.

Mr. VANCE. Thank you. I very much appreciate the complexities
that have been identified by colleagues on the panel. I do not be-
lieve that—speaking at the national level, unlike at the Federal
level, we are actually speaking with instances of crime at scale
where the inability to access smartphones and search them has a
greater impact in terms of volume.

Senator, more than 90 percent of the crimes committed in Amer-
ica are committed at the local and State level. I am here speaking
on behalf of the 3,000 counties where the impact of Apple and
Google’s decision is going to be felt most directly. In our written
testimony, I have given examples of cases, dramatic cases, where
access to the contents of the cell phone through a search warrant
were absolutely necessary.

I do not want the Committee to believe that this is simply a Fed-
eral issue, that it deals with a limited number of cases. Indeed, the
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impact is going to be around the country and at the local level of
all the citizens.

As to what the technological solution is, I, like others here today,
do not have it. I do believe that, as I said in my testimony, there
is an enormous amount of intellectual capacity in not only just the
companies who manufacture these goods but also in the academic
world and at the Government level. I do not believe that the option
we should pursue when faced today with inaccessibility of access to
lock smartphones, which is increasing as more iOS 8 devices come
onto the market, is to say from a law enforcement perspective, “I
guess that is it, I guess there is nothing we can do.” There has to
be something we can do.

You asked, Senator, if I can, about statistics. In our office, we
started to keep some statistics once the iOS 8—actually, over the
5 years, but since particularly iOS 8 came out, and in that time-
frame, because we do—we have our own lab at the D.A’s office in
Manhattan because we have so many devices, we cannot always
have them done timely by the police. Ninety-two devices came in
running iOS 8 that we sought to analyze; 74 of those were locked
at an 80-percent rate.

In our office, in the last 6 months, iOS 8-run devices, 80 percent
we were not able to get into because they were locked. Apple

Senator FRANKEN. Your testimony is quite different from Pro-
fessor Swire’s in terms of the number of cases this would affect, is
what you are saying?

Mr. VANCE. Certainly, if that is my experience in one office in
Manhattan, 100,000 cases a year, that is going to be a parallel ex-
perience across the country.

Senator FRANKEN [presiding.] I am sorry, but I have to vote, and
so I want to thank you all for your testimony, and I guess we will
keep—oh, I know. I am going to recess until they—so I am not ad-
journing this at all, and I am not—I am going. In the meantime,
talk amongst yourselves. I hope Chairman Grassley will be back,
so this Committee will be chaired by a proper Member of the Ma-
jority. But hang on.

Mr. VANCE. Thank you, sir.

[Whereupon the hearing was recessed and reconvened.]

Chairman GRASSLEY [presiding.] I hope you can understand that
nobody can predict the rudeness of the U.S. Senate to three people
like you that they schedule votes right in the middle of a hearing.
I may be the last person you have to deal with. We will wait and
see. If nobody else comes back, then this will be it.

I am going to start with you, Mr. Vance. Some have suggested
that law enforcement, being in the midst of the Golden Age of Sur-
veillance, they contend that law enforcement is not going dark be-
cause it now has access to metadata, other information. In addi-
tion, these people say device encryption is not a problem because
law enforcement can focus on obtaining emails, text messages,
other data stored in the cloud, or even obtain passwords from users
themselves to access devices.

Question: Is metadata a good substitute for the content of com-
munications in your investigation? Are either relying on access to
cloud storage or obtaining passwords from users unrealistic options
for State and local law enforcement? Your reason why or why not.




41

Mr. VANCE. Thank you, Mr. Chairman.

Mr. Chairman, when you were voting, I made the point—and I
would simply like to make it to you now that you are here—is that
the powerful testimony that we heard from our Federal colleagues
is only a small part of the impact that inability to serve search
warrants on companies for access to cell phones results in. Ninety-
plus percent of the crime in America occurs in jurisdictions like
mine, at the State and local level. That includes in my jurisdiction
everything from terrorism but in all jurisdictions rape, robbery,
murder, identity theft, and other fraud.

As we—this discussion has over the last several months been fo-
cused upon the NSA and Federal issues. Mr. Chairman, I want you
to know that I am here on behalf of district attorneys who have
submitted letters for the record from many of the jurisdictions
which the Senators here represent as well as prosecutive agencies
and victims’ groups saying this is very important at the local level
and to make that point.

As to a direct answer to your question, it is my observation that
the cloud is not the answer to access to information, and that is
because, Senator, you may remember from my opening testimony
a quote from an individual incarcerated talking to his confederate
outside about the fact that Apple has upgraded its system and, if
they use i0S 8, the Government cannot get into the phones.

If a run-of-the-mill individual in New York City charged with a
crime knows that, I think one can assume that criminals all over
the country, if not the world, know that. The reason that is impor-
tant is because you can turn off your backup to the cloud with a
switch of a button. If you knew as a criminal whether you were in-
volved in identity theft or scouting locations for homegrown violent
extremism, or you were a sexual offender and took photos of young
children which you traded peer-to-peer with others, what you
would do knowing that if there is no backup to the cloud is turn
off your backup and understand that, therefore, in front of you, like
with my iPhone, I would have a device that, if it was turned off
and locked, no one can open except me. Knowing that people are
now taking advantage of that fact, that is what is going to be hap-
pening.

Another statistic, Senator, you were out when I gave it: We have
started to monitor since September 14 the number of phones that
come into our own lab at the D.A.’s office, and we have to do a part
of the forensics for our phones because we have so many. Of the
roughly 92 iPhone 8’s that came in in that time period, 70-plus of
them were locked. That means of that 70, we were really unable
to move toward getting access to the contents. That includes crimes
of murder and everything else.

Yes, metadata is helpful. Yes, as the professor indicated, we do
have access that we did not have 20 years ago to information that
helps us identify itself and solve crimes. I think no one should mis-
understand that this is not about getting a shortcut to conviction.
To prove a criminal case requires convincing proof beyond a reason-
able doubt. I think anybody who is the victim of a crime or who
knows someone who is the victim of a crime understands just how
hard it is.
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The argument that you do not need the information, you can get
it elsewhere, is one that at least from a prosecutor’s perspective be-
trays a certain naivete and ignorance of just how tough it is for po-
lice officers and prosecutors to do the job that is expected of them.

Chairman GRASSLEY. Dr. Lin—and then I will have a question
for Professor Swire—in your testimony you proposed a method to
test the risks associated with providing built-in law enforcement
access to encryption. You suggest that this type of risk analysis
might help to move the public debate forward. Yesterday, a group
of noted cryptographers and security experts also issued a report
opposing law enforcement access to encrypted systems, but also
posing certain questions and technological requirements for such a
system.

Could you please explain your risk assessment analysis in a little
more detail? What methodology would you use to test law enforce-
ment access to an encrypted system? Do you agree with the ques-
tion and technology requirements put forward yesterday by other
cryptographers and security experts?

Dr. LiN. Thank you, Senator. I have looked at that report, which
just came out, as you noted, just came out yesterday, and it is a
first-rate report. I would associate myself with most of the com-
mentary in it, especially the call in it for more specifics. One of the
problems that the debate to date has suffered from is that there
is not a specific proposal on the table, and without that specific
proposal, there is nothing to analyze.

The approach that I am wanting to take is to see—to apply a cer-
tain methodologies to see how long an exceptional access system,
a NOBUS system, could be resistant to a bad guy hacking it, how
long it would take. As I say, if the analysis comes out that it takes
30 seconds, then it is a silly idea, that that mechanism is a silly
idea. If it takes 1,000 years, then maybe that is good enough. You
want to be able to do the analysis to see where the number comes
out.

The problem here—there are two problems with the approach
that I am suggesting. One is we do not have a good methodology
for doing that, but we have some suggestions that it may be pos-
sible. That is a research problem, and I do not know how it will
come out.

Even if it is possible, I do not know what the number will be
when you actually go through the numbers, what the best credible
estimate will be. It may be that the best credible estimate comes
out as, you know, it will last for 2 years, in which case it is prob-
ably something that we should not do. I mean, Director Comey al-
luded to the possibility that maybe it is “impossible.” I think that
is—what I just said is a more plausible interpretation of what “im-
possible” means. You know, if it would just last for 2 years without
being hacked, then it is probably a bad idea. That is the sort of
thing that I mean.

Chairman GRASSLEY. Okay. Dr. Swire, you recently wrote that,
quote, “If there is modest harm and enormous gain to be derived
from using certain technology, society should logically adopt that
technology.”

Continuing to quote, “In 1999, the U.S. Government concluded
that strong encryption was precisely that type of valuable tech-
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nology. It was worth going at least slightly dark in order to reap
the many benefits of effective encryption,” end of quote.

It sounds like you agree with that, as a general matter on this
issue, it is appropriate to try to find a balance between law enforce-
ment interests, protecting public safety, and the other important
interests at stake. Of course, one of those ways that our legal struc-
ture contributes to striking that balance is through the judicial
process. In an op-ed to the New York Times back in 2013 about
your work on the President’s Review Group, you made clear that,
quote, “Public officials should not have access to otherwise private
information without a court order, with emphasis upon ‘without a
court order,”” end of quote.

My only question to you—or I guess really two questions: Do you
think that in light of the rise of ISIS and the spread of default
encryption, the current status quo strikes the right balance for so-
ciety? Do you still believe that public officials should be able to
gain access to otherwise private information so long as law enforce-
ment has a court order?

Professor SWIRE. Thank you, Mr. Chairman. There are a number
of questions there. I might speak about court orders and then, very
briefly, if I could, comment on Mr. Vance’s example.

On the court order point, having court orders is part of the ge-
nius of the American system of Government, is part of what this
Committee fights to uphold in every era. The question when it
comes to technology mandates is what the mandates might be. We
could mandate, for instance—I am not saying it is a proposal—that
the recorder on my phone be turned on by default, and then it
would only be available with a proper court order, and that way
we would have full judicial process, and we would have this won-
derful set of information about everything I have said near my
phone all along.

In that case, we could have absolutely fabulous court orders, but
we might as a society decide we want some things that are not
going to be turned on, that we are going to turn that off. We should
have great judicial process, appropriate process, but we also have
to decide when to mandate things technologically, and I think that
the weaknesses in encryption are similar in that respect to turning
on the recording, their weaknesses that cause more problems than
they are worth.

The point to Mr. Vance’s very sensible concerns from law enforce-
ment—and as a junior lawyer, I worked in the Manhattan D.A.’s
office. I have great respect for the history of that office and all that
it does. I think in terms of metadata helping, one thing metadata
helps is to reveal co-conspirators, who is everybody you called and
texted and emailed. In the old days, if you turned one co-con-
spirator in a criminal investigation, maybe you could get him to
testify. Today, if you have a co-conspirator, you can give that per-
son use immunity and compel them on pain of jail time to open up
their phone for you, and then all the contents of everything they
said to the main suspect are there plain for you to see.

There is a much more complicated set of techniques for finding
out how to get this information than the debate has often said, and
so realizing the full range of capabilities that law enforcement has
should be part of the debate as well.
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Mr. VANCE. Senator, thank you. I did not know you had worked
at the Manhattan D.A.’s office, but it is so nice to know that.

If I may——

Chairman GRASSLEY. Go ahead, and then I will call on Senator
Whitehouse.

Mr. VANCE. Actually it is a case that we spoke about with Fed-
eral colleagues. There are individuals who maintain content on
their phone that is so incriminating and disturbing that, if given
the option between an order by the court to—an order including
immunity, some kind of immunity, use immunity to open the phone
or contempt, the choice would be not to open the phone, number
one.

Second, in New York State Courts, at least, in the investigative
level, we have transactional immunity as opposed to use immunity,
which the Federal Government has. Transactional immunity means
that if you provide testimony to a grand jury, not just that your
words or what comes out of your mouth cannot be used at a future
proceeding, but you are given an immunity bath about anything
about which you testified. The professor’s suggestion about order-
ing immunity in exchange for something in our courts would mean
a person could commit crimes and simply be immune from prosecu-
tion altogether.

Senator, the last thing I would like to say is that there is a ques-
tion that really I would hope the Committee would ask. When we
traveled to Apple last March to talk with them about these issues,
the question that we had for them, which has yet to be answered,
is, what was wrong, what was insecure, what evidence of bad
things happening took place under iOS 7 that changed when it be-
came i0OS 8? I am not aware—at least I am not aware of that the
Apple iPhones were insecure or that there were breaches as a re-
sult of the iOS 7 software, certainly as it pertained to access to the
device itself.

There are a lot of doomsday scenarios that are being portrayed
about hacking, and I think all those should be taken seriously. It
has yet to be identified what exactly was insecure about iOS 7
when in that format the Government—the company maintained a
digital key as well as the user.

Chairman GRASSLEY. If it is okay with Senator Whitehouse, I am
going to turn it over to you, and would you adjourn the meeting
when you are done asking your questions?

Senator WHITEHOUSE. Once I have grilled the witnesses merci-
lessly for vast amounts of time?

[Laughter.]

Chairman GRASSLEY. Can I also, since I will be leaving for a
12:30 meeting, could I say thank you for all of you. I suggested to
the previous panel that we are continuing and enhancing a discus-
sion in this area, and I am sure that you folks will feel free and
want to and so you know we are open to it to continue your discus-
sion with us and also to promote your points of view to maybe help
us reach a point here where we find some effective process or com-
promise.

Senator Whitehouse.

Senator WHITEHOUSE [presiding.] Thank you very much, Chair-
man Grassley. Let me welcome District Attorney Vance particu-
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larly here. I appreciate how busy the Manhattan D.A. is, and clear-
ly it is a key matter for you when you have taken the trouble to
prepare your testimony and come down here, and I appreciate it.

I know also you have been trying to work with the tech sector
to try to get some common understandings. How would you de-
scribe the nature and direction of those conversations?

Mr. VANCE. Senator, they are summarized in two letters ap-
pended to our written testimony—a letter to the general counsel of
Google and to, I think, the chief legal officer at Apple. We had—
I traveled last March to both companies to try to better understand
their perspective and for them to understand ours. I believe that
we had cordial and interesting meetings, but I was left at the end
of those meetings with some important questions unanswered, and
because of that, I wrote letters to both individuals asking for an-
swers to those questions. Those—as I say, those letters are at-
tached to my exhibit.

Answers to questions we do not have, Senator, are, what exactly
was the vulnerability of devices under iOS 7 versus iOS 8?

Senator WHITEHOUSE. One is dated March 31st of this year; the
other is dated April 1st, the following day, of this year. Have either
been answered?

Mr. VANCE. To date, they have not been answered, and the ques-
tion I asked to both, and I am quoting from the letter, “If Google
kept a key so that it was able to unlock phones, would the phones
be more vulnerable to hackers than if Google had no structure key?
Is there a key or similar device that Google might keep without
sacrificing the security of Android devices from hackers? Is there
a way to measure or quantify the vulnerability of hackers of An-
droid phones, A, if Google kept a key as compared to, B, if it did
not keep a key?” These, Senator, respectfully, I think are the ques-
tions that need to be answered in order to have an accurate assess-
ment about industry’s claim that they are going to be made unduly
vulnerable and law enforcement’s desire to gain access to evidence.

Senator WHITEHOUSE. When they do answer, may I ask you to
send a copy of their answers to the Chairman and the Ranking
Member so that they can be distributed to the Committee? The
record of this particular hearing may well have closed, as it only
lasts for 1 week, so good luck. If it does not come in in a week, if
you could send it to Chairman Grassley and Ranking Member
Leahy, then the Committee can distribute it to those of us who are
interested in their responses. I would appreciate that if you would
do so.

Mr. VANCE. Thank you.

Senator WHITEHOUSE. You also run an office that has an unusu-
ally wide array of offenses that you prosecute, everything from very
simple low-level street crime to very significant financial fraud to
national security investigations. Clearly, you have mentioned a
couple of things. You have mentioned time-sensitive investigations,
a kidnapping or a child snatching where you need quick access to
all the information you can. You have mentioned investigations
where the content itself on the phone is criminal—pictures of child
abuse and so forth. I know you have a vivid concern about national
security.
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Could you just put for the record a little bit of context about any
particular cases or types of cases that you could describe so that
people who are not prosecutors on this Committee have a sense of
how this plays out in the public safety responsibilities that you
bear in those areas?

Mr. VANCE. I would be delighted to, Senator, and let me give you
first an example of where the ability to open the phone itself was
critical to obtaining justice in a serious case.

In 2012, in our office, there was a murder. The murder was com-
mitted by a gunman who went into a room where a number of men
were seated around, completely legally having a conversation, and
one of the men in the room had his iPhone and was taping his
friends as they were joking around and talking.

When the door knock was heard, the young man with the phone,
a father of two, turned his phone to the door, and in the door you
could see on the iPhone a picture of a man with a gun. The man
filming was shot and killed by the man with the gun whose picture
is on the iPhone video. The iPhone video drops, the phone drops,
and records the voice of the shooter threatening everyone in the
room what he will do to them if they go to police—iOS 6. If that
had been iOS 8, when that phone had dropped, the passcode to the
phone would have died with its user. We would not have been able
to obtain the actual killing itself memorialized on a video on the
phone. We were able in that instance to obtain it, and he was sen-
tenced to 35 years to life after he was successfully prosecuted.

In Evanston, Illinois, today, in a County—Cook County, where
people are very concerned about gun violence—and Anita Alvarez,
the D.A. there, who wrote a letter of support to this Commission
Committee—in early December, a young father of six was mur-
dered at gunpoint in the early morning hours. There was no sur-
veillance video. There were no external ways that one could prove
who came and who went. We also were—those prosecutors sent a
search warrant and opening order to Apple and Google, and be-
cause those devices are operating—those phones that were recov-
ered beside the victim were incapable of being opened under the
technology, police and prosecutors are not able to gain access to
those phones, and that homicide remains unsolved, the killer re-
mained unapprehended.

There are many, many, many, Senator, more instances that I
could go to. We have included a number in our materials. One ex-
ample I gave you shows how, if we had not had the ability to access
the phone, we would not have been able to prosecute a murder
case, and another one shows that today, with this new encryption
technology, we are not able to get into the phone and obtain evi-
dfnce which may well lead to understand who murdered the father
of six.

This is the State court experience every day in 3,000 counties
around the country. I have always thought it was ironic, person-
ally, that the victims, the true victims of this security upgrade pre-
venting search warrants to be executed on phones, the true victims
are going to include the customers of Apple and Google themselves,
who are going to be victims of crime and are going to be unable
to have law enforcement access to phones of the conspirators that
would prove they are the victims of crime. At the end of the day,
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Senator, I think this is a matter of such significance that it is a
policy question which has to be decided by you, the lawmaker. It
should not be, in my opinion, up to industry to say this is where
we draw the line on access to information which we know may be
critical not just on national security but on protecting our citizens
in every city and town across the country.

Senator WHITEHOUSE. I would add particularly if they have no
liability for what goes wrong and only the benefit for being able to
market this technology.

Mr. Lin, I think Senator Klobuchar is going to be joining us, so
I am going to take a little bit of extra time here. You used the term
“NOBUS access,” which is not a term I have heard before. The ac-
cess that I think we are talking about here is an access that the
company maintains, the service provider maintains, and until re-
cently, always has, and then the operation of law under the Fourth
Amendment to get a warrant and secure the information that is
held by the company.

Does NOBUS mean something different than what I just de-
scribed?

Dr. LIN. Sir, it depends on the context. If you imagine a company
that for its own business reasons has decided never to provide key
recovery or backup and so on to market that service, then NOBUS
access 1s what—basically it says that the company itself does not
have access, and then law enforcement, the U.S. Government, does
have access to it under some means. And

Senator WHITEHOUSE. That is not what anybody is asking for
here. What we are asking for, at least to the extent that there is
an ask on the table to be debated, is that there be a mechanism
that has been the case heretofore where the company itself main-
tains access to the information and then yields it only when a
judge has signed a search warrant that allows that information to
be shared with law enforcement because law enforcement has prov-
en probable cause that evidence of a crime is contained in that in-
formation.

Dr. LIN. Under the circumstances you describe, the only purpose
of asking the company to—of requiring the company to do it is, in
fact, to provide Government access. That is the scenario that you
just proposed.

Senator WHITEHOUSE. Yes.

Dr. LIN. Effectively it does count, because the company itself by
assumption has no reason to want to get to its data.

Senator WHITEHOUSE. They may have a reason to want to get to
their data if they have an interest in helping law enforcement fight
either terrorism or crimes in which the content is itself contraband,
criminal content——

Dr. LiIN. Fair enough.

Senator WHITEHOUSE [continuing]. For and which there is an
emergency with a family member lost and you need access to it.
That is not a goal that a corporation necessarily would take no in-
terest in, and I suspect if there were a civil liability component so
that they own both sides of the risk equation, they might pretty
quickly decide that this was a piece of the social safety net that
protects all of us that is worth preserving. So

Dr. LiN. Sir, with the——
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Senator WHITEHOUSE [continuing.] It would be their decision to
make, of course, but I think it is not without meaning or value to
a company to maintain that, and heretofore they have for a variety
of other billing reasons and business reasons.

Dr. LiN. I agree with you that if the world were adjusted in such
a way that they did have liability, the business interests change.
I think that is what you are proposing, and I think——

Senator WHITEHOUSE. Thinking about, anyway. I do not want to
say I am proposing. If I were to propose it, you would see a bill.
All T observe is that there is an imbalance in which the companies
get the reputational and business value of being able to market
their product as super-encrypted and unbreakable, but have none
of the costs that society bears once evil people decide that they are
going to take advantage of that technology and law enforcement
remedies such as District Attorney Vance has elucidated are taken
away by their technology.

Dr. LiN. I love it as a research problem, and I am going to try
to find some students who are going to work on it with me. The
idea that you propose is not one that I have heard prominently in
this debate, and it is a new idea, and——

Senator WHITEHOUSE. It is actually a really old idea. It goes all
the way back to the earliest founding of the country where the
Founding Fathers fought to have civil juries because they were
worried that politicians might screw things up if there was no test
where, back then 12 good men and true, now 12 good people and
true could make a decision about who was responsible for what
kind of misconduct.

Dr. LIN. The idea is new to this debate, and I commend you for—
you know, thank you for introducing that into this debate. It is
worth studying.

Senator WHITEHOUSE. Okay. I do not have confirmation Senator
Klobuchar is actually on her way, so rather than run the pro-
ceedings out further, I will ask District Attorney Vance if he has
any closing comments, and then close the hearing.

Mr. VANCE. Senator, I just thank you and all the Committee for
inviting me and us here today. I understand that I must make a
formal request to put letters that have come in to the Committee
from victims’ groups and law enforcement and have those——

Senator WHITEHOUSE. Without objection, the letters that you pro-
pose to us, as long as you get them into us within the week that
the hearing is open, will be added to the record of the hearing.

Senator WHITEHOUSE. Thank you in turn for agreeing to provide
the responses from the technology companies to the Chairman and
to the Ranking Member whenever they come in. Indeed, here is
Senator Klobuchar. Your timing is perfect. I was just about to give
up, but here you are.

I will turn the gavel over to Senator Klobuchar since it has been
turned over to me, and all the mundane business of closing out the
record and all that sort of stuff has been taken care of. You have
the floor. You have your questions, and you have your panel, and
I yield.

Senator KLOBUCHAR [presiding.] Okay. Thank you very much.
Sorry I was late. We were at the White House—always a good ex-
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cuse—trying to save the EXIM Bank. I appreciate you guys still
hanging around here after a long hearing.

I was here for the first hour of the testimony of the Deputy At-
torney General and the FBI Director, and so I thought I would fol-
low up on one question I was actually going to ask them, which
was Apple’s announcement with their new system last fall included
a specific reference to the fact that the company could not cir-
cumvent encryption to assist law enforcement. It said, “Unlike our
competitors, Apple cannot bypass your passcode and, therefore,
cannot access this data. It is not technically feasible for us to re-
spond to Government warrants for the extraction of the data from
devices in their possession.”

I want to know if you are concerned about this kind of messaging
sending a signal to consumers and other companies that they
should be seeking encryption that prevents legitimate law enforce-
ment access. I guess I would start with you, Mr. Vance. Thank you
for your work also.

Mr. VANCE. Thank you. I know as a former prosecutor you un-
derstand it very well.

Senator, first of all, like so many people here, I am an Apple/
Google fan. I want to put that on the record. I wrote my remarks
on an Apple laptop using Google Docs. I understand the value of
what they do. I was very concerned when the iOS 8 came out and
that marketing language was included on Apple’s website. I think
it does send a signal—it certainly sent a signal to me in law en-
forcement, and, by the way, I am not aware that Apple or Google
had any dialog with law enforcement whatsoever before it con-
ducted this upgrade to assess its potential impact. I was concerned.
I addressed that concern to them directly when I traveled earlier
this year, in March, to speak with them. I communicated it, and
I do not believe that my conversations were enough to convince
them to return to the status pre-iOS 8, which is really what ulti-
mately I think was working. We had a system where, prior to Sep-
tember 2014, where I am not sure exactly what the risk was that
was causing so much trouble. Apple has not identified how its
phones were at risk on September 13th of 2014, but no longer at
risk on September 17th of 2014. Part of the problem is you cannot
get into the box. You are not really getting data about the impact
of these matters by the company itself. What you are hearing is in-
dustry and experts saying this is going to have a big impact, this
is—makes us much more vulnerable. I have yet to actually hear
what was vulnerable about the Apple iPhone.

Senator KLOBUCHAR. I guess I would ask you, Dr. Lin and Pro-
fessor Swire, in your view, to what extent are companies obligated
to help law enforcement access data when they have a warrant in
light of this announcement on the products?

Dr. LIN. I am not the lawyer here, but it strikes me that if a
company does not have the technological capability to do some-
thing, there is nothing it can do in response. That was

Senator KLOBUCHAR. Suppose they would have the technological
ability if they changed their product?

Dr. LiN. If they did have the technological capability to, then I
think they are obligated under all of the penalties that attend to




50

not complying. I do not think there is any question about it. I do
not think that anybody has disputed that.

Senator KLOBUCHAR. Professor Swire.

Professor SWIRE. I would like to offer some observations, and this
is partly responding to Mr. Vance’s points, which are well taken,
what was different the day before or the day after. I think as some-
one who teaches cybersecurity to grad students in computer
science, I have a slightly different perspective of people living in
that community, which is some things did change with Snowden,
and in particular, the tech community was very surprised at how
many things were broken in how many ways. As story after story
came out, there were just a lot of different operating systems, a lot
of different particular devices, et cetera, that turned out to be bro-
ken at scale.

In their technical report issued yesterday by all the cryptog-
raphers, they talked about some jargon about perfect forward se-
crecy, but I think the English version of it is we do not want to
have systems where, once they are compromised, they are broken
at scale and millions of devices are compromised. The concern is
when you have a master key sitting there, if that gets broken
once—and a lot of things were broken—then we can have massive
breaches at scale.

When you see these very big flaws and bugs and breachers, cus-
tomers start to expect an upgrade. What we have seen across the
line from sophisticated customers wanting good security for their
own products is better security than we had pre-Snowden. I think
the Apple announcement, properly understood, is part of the up-
grade the whole industry is trying to do because they found out
they had flaws they did not know they had.

Senator KLOBUCHAR. Yes, I believe that. It is just having been
a prosecutor in law enforcement when things were a lot simpler,
I know that we would use this kind of data to track murderers, to
track people who were on the loose who had hacked people up. I
mean, these are not little things. I just remember being told by law
enforcement, “Well, we cannot say how we got that,” you know?
This is a long time ago. I mean, they were not violating the law.
It is just that they were able to get that data. Now, if they cannot
get that data, I am very concerned. You know, we are all thinking
about cybersecurity and hacking, and my view of it is if the pur-
pose is to protect people from hacking, if we just do nothing and
do not go after the bad guys and just let them do it and we do not
have access to be able to do it, it is just going to get worse.

I understand this privacy concern, and that is why somehow al-
lowing the law enforcement to get in to get this data and differen-
tiating that from hackers and not equating law enforcement with
hackers to me is the answer, because if you do not have law en-
forcement to go after the hackers, they are just going to keep doing
it and finding new ways.

Professor SWIRE. The point that I am making is a security con-
cern, not primarily a privacy concern, which is, are we going to
have systems that we know can be compromised at scale? We want
to build systems that are not subject to that. We saw a lot of public
reporting—a lot of which I wish we had not had as public report-
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ing. We saw a lot of public reporting of hacks at scale, and the in-
dustry is responding by tightening up security.

Senator KLOBUCHAR. Mr. Vance.

Mr. VANCE. Certainly we have seen and are very concerned about
hacks at the mass data level, but I am still not aware of someone
or anyone hacking into Apple, grabbing the digital key that it held
in my phone, which was only good for my phone, and that causing
the digital chaos that is associated with either Snowden or Target
or Home Depot.

Senator KLOBUCHAR. Target would be from Minnesota, so you
might not want to use that exact example.

[Laughter.]

There are many others: T.J. Maxx.

Mr. VANCE. We have got JPMorgan. We have got plenty of our
own.

Senator KLOBUCHAR. Nordstrom’s. Okay.

Mr. VANCE. I understand there is a theoretical concern, but it
seems to me that from everything we know, Apple held on to these
individualized keys in a way that was secure unless something has
happened that I do not know about.

Professor SWIRE. Google and Apple both have fabulous security
engineers, but there has been reporting that Google had a data
base of the foreign intelligence targets that the FISA Court was
going after that included a lot of information about Chinese nation-
als, and there has been reporting that the Chinese government got
into that data base to know who had been compromised.

We have some of the best computer security people in the world
working at these companies and public reporting about breaches,
so I do not think it is some abstract worry. It is something we have
had reporting on.

Mr. VANCE. We should move them to the Phone Division.

[Laughter.]

Senator KLOBUCHAR. Okay. Very good. I want to thank all of you,
and I want to also thank you, Mr. Vance, for your good work on
sex trafficking and what you have been doing.

Mr. VANCE. Thank you.

Senator KLOBUCHAR. I really appreciate that. As you know, Sen-
ator Cornyn and I had a bill that finally passed in the Senate that
we hope will be helpful, but I want to thank you for that as well.

Mr. VANCE. Thank you also.

Senator KLOBUCHAR. All right. Thank you. I do not need a gavel.
I will use the water. Did Senator Whitehouse or Senator Grassley
cover the hearing record being open? Okay. The hearing is ad-
journed. All right. Thanks.

[Whereupon, at 1:01 p.m., the hearing was adjourned.]

[Additional material submitted for the record follows.]
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Prepared Statement by Senator Chuck Grassley of Iowa
Chairman, Senate Judiciary Committee
Hearing On “Going Dark:
Encryption, Technology, and the Balance Between Public Safety and Privacy”
Wednesday, July 8, 2015

Today’s hearing is intended to start a conversation in the Senate about whether recent
technological changes have upset the balance between public safety and privacy. Justa few days
ago, we celebrated the birth of our country. That occasion should serve as a reminder of the gifts
bestowed upon us by the Founders: not only the Declaration of Independence adopted that day,
but the Constitution that followed it. And the protection of our privacy and civil liberties by the
Bill of Rights, more specifically by the Fourth Amendment, provides a useful place to begin our
conversation today.

The core of the Fourth Amendment is the requirement that, with limited exceptions, when a law
enforcement officer is investigating a crime, the officer must obtain an individualized warrant or
court order to conduct a search that would violate a person’s reasonable expectation of privacy.
And that order must be issued by a neutral and detached judge based on facts that demonstrate
probable cause. Through this brilliant framework, for over 200 years, our constitutional system
has preserved the rule of law, ensured our public safety is maintained, and protected our
individual privacy and civil liberties in part through the separation of powers. But recently,
prominent law enforcement officials have been questioning whether the laws Congress has
enacted over the years to adapt that framework to changing technology, such as the
Communications Assistance for Law Enforcement Act, or CALEA, are adequate to the task
today.

What they have been telling us is that increasingly, even after they have obtained authority from
a judge to conduct a search for evidence of a crime, they lack the technical means to do so.
Director Comey and Deputy Attorney General Yates have recently spoken out about this issue,
and I"ve heard about it from state and local officials in fowa as well. They describe two distinct
but related components to the problem. First, they repoit a decreasing ability to intercept real-
time communications, such as phone calls, email, texts, and other kinds of so-called “data in
motion.” And second, they relate a similar concern regarding their inability to execute search
warrants on encrypted phones, laptops, and other devices, which store what they refer to as “data
at rest.” Companies are increasingly choosing to encrypt these devices in such a way that the
company itself is unable to unlock them, even when presented with a lawful search warrant.

These encrypted devices, they fear, are becoming the equivalent of closets and safes that can
never be opened, even when a judge has expressly authorized a search for evidence inside them.
In their view, this development has the potential to impact the fair and impartial application of
our laws by effectively placing certain places, and therefore certain people, outside the law.
These officials describe the cumulative effect of these changes on their ability to do their jobs as
“Going Dark.” It’s not a new issue. But according to them, it’s a problem that’s getting
dramatically worse, and it’s having a real effect on their ability to protect the public and to bring
criminals to justice.
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The reason for these sweeping changes isn’t difficult to understand. Rapidly changing
technology has made the way we store and communicate our personal data today quite different
than in 1776 — let alone even five or ten years ago.

Today’s revolution, then, is a technological one. It’s a revolution that’s resulted in a
proliferation of new devices, networks, apps, and other modes of communication. And by
leading this revolution, some of our finest American companies are enriching our lives. Through
their ingenuity and innovation, they are allowing us to be in closer touch with our loved ones,
sharing the things important to us in new ways.

However, as more of our lives have ended up on digital platforms, devices and on the internet,
our data has increasingly become a target for hackers, criminals and foreign governments. We
pick up the newspaper and read about breaches that have left personal data exposed almost on a
daily basis. So we want our data to remain private and secure, and it’s natural that companies
seek to respond to this market demand. But at the same time, these wonderful technologies are
also being employed by those who seek to do us great harm.

In particular, Director Comey has talked about the challenges this issue presents the FBI in the
national security context. According to the Director, 18IS is recruiting Americans on-line and
then directing them to encrypted communication platforms that are beyond the FBI’s ability to
monitor, even with a court order. If this is accurate, it obviously represents a dangerous state of
affairs.

So how do we balance the need for both public safety and privacy? Are there ways that we can
provide law enforcement judicially-sanctioned access to these platforms without compromising
their overall security? Or are there other potential reforms that could simply shift the balance
less dramatically? These are questions that have no easy answers.

I know many in our privacy and technology communities are highly skeptical that any reform
can be accomplished without unacceptably undermining both the privacy interests of our citizens
as well as the international competitiveness of our technology companies. These are, no doubt,
fundamentally important considerations. But as a start, we need to have an open and honest
conversation that examines the costs and benefits both of potential reforms, as well as continuing
down the path we are headed. And we need to do so with humility and respect for those who
come to the issue from different perspectives.

Last year, the Washington Post ran an editorial on the “Going Dark™ issue, describing our time as
“an important moment in which technology, privacy and the rule of law are colliding.”
Ultimately, the newspaper called for compromise. That’s the spirit the Framers brought to
Philadelphia that gave us the Constitution and that eventually produced the Bill of Rights.

Today, I hope the Senate takes a first step at seeing if any consensus is possible on this important
and complicated issue.

-30-
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Statement of Senator Patrick Leahy (D-Vt.),
Ranking Member, Senate Judiciary Committee,
Hearing on “Going Dark: Encryption, Technology, and the Balance
Between Public Safety and Privacy”
July 8, 2015

Over the past 20 years, the Internet has transformed the lives of Vermonters and the American
people. We use the Internet to communicate, make financial transactions, access medical
records, file taxes, and store personal information and photographs.

Critical to this digital revolution has been the development and use of strong encryption.
Encryption ensures that the digital information we send or store electronically is protected
against hackers, criminals, and spies. But as we will hear this morning, the increased use of
encryption also presents challenges for law enforcement.

Two decades ago, during the so-called “Crypto Wars,” the FBI and others argued that strong
encryption prevented investigators from obtaining access to information even when they had a
court order. They are voicing similar concerns today.

As a former prosecutor, 1 am sympathetic to these public safety concerns. Encryption can
impede investigations by federal, state and local law enforcement officials. So thisis an
important discussion for us to have. But as we learned in the 1990s, this is a complicated
problem with no easy solutions.

Some have suggested that technology companies should build special law enforcement access
into their systems. But we also have to consider the risks of this approach. Strong encryption
has revolutionized the online marketplace and protects American businesses and consumers from
cybercrime, espionage, identity theft, stalking, and other threats on the Internet. Undermining
strong encryption could make our data more vulnerable.

In the 1990s, I opposed efforts to regulate the development of encryption technology. I
sponsored and otherwise supported legislation that authorized the use of any type of encryption
technology in the United States; prohibited the government from requiring key recovery features;
and eased export restrictions limiting the sale of encryption technology abroad. 1 also opposed
efforts to promote the “Clipper Chip,” a cryptographic device for voice communications that
facilitated government access to those communications.

I was concerned that regulating encryption would stifle innovation, harm American businesses,
impede technological advancements, and undercut security. In 1996, 1 wrote an open letter to the
Internet — and became the first member of Congress to use the popular encryption program Pretty
Good Privacy and sign a letter using an encrypted digital signature — arguing that regulating
encryption was a “hopelessly outdated” policy that “fails to account for the real needs of
individuals and businesses in the global marketplace.” The Clinton administration ultimately
abandoned efforts to limit encryption technology. Many experts now credit this decision for
helping create the modern Internet, in which consumers use encryption to facilitate online retail,
banking, social media, and other communications.
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Fifteen years later, the vast majority of security experts explain that creating special access for
law enforcement would still introduce into the digital space significant security weaknesses -- at
a time when we need the strongest possible cybersecurity. Just yesterday, a group of the world’s
preeminent computer scientists and security experts released a report concluding that any special
access for law enforcement would pose “grave security risks, imperil innovation, and raise
thorny issues for human rights and international relations.” Last month, nearly 150 security
experts, tech companies, and other organizations wrote to the President making similar points. 1
ask that those materials be placed in the record.

The President’s Review Group on Intelligence and Communications Technology also explained
in their December 2013 report that “in light of the massive increase in cyber-crime and
intellectual property theft on-line, the use of encryption should be greatly expanded to protect not
only data in transit, but also data at rest on networks, in storage, and in the cloud.”

We also have to consider the effect on U.S. government efforts to promote encryption and secure
communications technology around the world. As Ranking Member of the Appropriations
Subcommittee on State, Foreign Operations and Related Programs, 1 know we have appropriated
more than $100 million dollars just in the past two years to promote Internet freedom, including
providing strong encryption technology to human rights workers, journalists, and political
dissidents working under repressive regimes.

Even if the United States were to take steps to facilitate law enforcement access to encrypted
communications, we need to evaluate how much it would help. Strong encryption would still be
available from foreign providers. Some say that any competent Internet user would be able to
download strong encryption technology, or install an “app” allowing encrypted communications
— regardless of restrictions on American businesses. But it would put American companies at a
disadvantage in the global marketplace.

These are among many factors this Committee must consider. The Committee is hearing some
important perspectives today, but there are other voices that need to be part of this conversation.
When the Chairman holds further hearings on this topic, 1 hope that he will also include
witnesses from the technology industry, which would be directly affected by any effort to
regulate encryption. I ask that materials from industry trade associations be placed in the record.

I welcome Deputy Attorney General Yates, who is with us for the first time since her
confirmation. And it is always good to see Director Comey, who I was pleased to host in
Vermont a couple of months ago. Ilook forward to hearing from both of you.

HHH#H



59

Department of Justice

STATEMENT OF
SALLY QUILLIAN YATES
DEPUTY ATTORNEY GENERAL
DEPARTMENT OF JUSTICE
AND
JAMES B. COMEY

DIRECTOR
FEDERAL BUREAU OF INVESTIGATION

BEFORE THE

COMMITTEE ON THE JUDICIARY
UNITED STATES SENATE

AT A HEARING ENTITLED

“GOING DARK: ENCRYPTION, TECHNOLOGY, AND THE BALANCE BETWEEN
PUBLIC SAFETY AND PRIVACY”

PRESENTED

JULY 8,2015



60

Statement of
Sally Quillian Yates
Deputy Attorney General
Department of Justice

and

James B. Comey
Director
Federal Bureau of Investigation

Before the
Committee on the Judiciary
United States Senate

At a Hearing Entitled
“Going Dark: Encryption, Technology, and the Balance
Between Public Safety and Privacy”

Presented
July 8, 2015

Good morning, Chairman Grassley, Ranking Member Leahy, and Members of the
Judiciary Committee. Thank you for the opportunity to testify today about the growing
challenges to public safety and national security that have eroded our ability to obtain electronic
information and evidence pursuant to a court order or warrant. We in law enforcement often

refer to this problem as “Going Dark”.

We would also like to thank this Committee more generally for its continued support for
the mission of the Department of Justice. We know that you, like us, take very seriously the role
of the Department in protecting the public in a manner that upholds the Constitution and the rule

of law.
Introduction

In recent years, new methods of electronic communication have transformed our society,
most visibly by enabling ubiquitous digital communications and facilitating broad e-commerce.
As such, it is important for our global economy and our national security to have strong

encryption standards. The development and robust adoption of strong encryption is a key tool to
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secure commerce and trade, safeguard private information, promote free expression and
association, and strengthen cybersecurity. The Department is on the frontlines of the fight
against cybercrime and we know first-hand the damage that can be caused by those who exploit
vulnerable and insecure systems. We support and encourage the use of secure networks to
prevent cyber threats to our critical national infrastructure, our intellectual property, and our data

so as to promote our overall safety.

American citizens care deeply about privacy and rightly so. Many companies have been
responding to a market demand for products and services that protect the privacy and security of
their customers. This has generated positive innovation that has been crucial to the digital
economy. We, too, care about these important principles. Indeed, it is our obligation to uphold

civil liberties, including the right to privacy.

We have always respected the fundamental right of people to engage in private
communications, regardless of the medium or technology. Whether it is instant messages, texts,
or old-fashioned letters, citizens have the right to communicate with one another in private
without unauthorized government surveillance—not simply because the Constitution demands it,

but because the free flow of information is vital to a thriving democracy.

The benefits of our increasingly digital lives, however, have been accompanied by new
dangers, and we have been forced to consider how criminals and terrorists might use advances in
technology to their advantage. For example, malicious actors can take advantage of the Internet
to covertly plot violent robberies, murders, and kidnappings; sex offenders can establish virtual
communities to buy, sell, and encourage the creation of new depictions of horrific sexual abuse
of children; and individuals, organized criminal networks, and nation-states can exploit
weaknesses in our cyber-defenses to steal our sensitive, personal information. Investigating and
prosecuting these offenders is a core responsibility and priority of the Department of Justice. As
national security and criminal threats continue to evolve, the Department has worked hard to stay

ahead of changing threats and changing technology.
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‘We must ensure both the fundamental right of people to engage in private
communications as well as the protection of the public. One of the bedrock principles upon
which we rely to guide us is the principle of judicial authorization: that if an independent judge
finds reason to believe that certain private communications contain evidence of a crime, then the
government can conduct a limited search for that evidence. For example, by having a neutral
arbiter—the judge—evaluate whether the government’s evidence satisfies the appropriate

standard, we have been able to protect the public and safeguard citizens” Constitutional rights.

The Department of Justice has been and will always be committed to protecting the
liberty and security of those whom we serve. In recent months, however, we have on a new
scale seen mainstream products and services designed in a way that gives users sole control over
access to their data. As aresult, law enforcement is sometimes unable to recover the content of
electronic communications from the technology provider even in response to a court order or
duly-authorized warrant issued by a Federal judge. For example, many communications services
now encrypt certain communications by default, with the key necessary to decrypt the
communications solely in the hands of the end user. This applies both when the data is “in
motion” over electronic networks, or “at rest” on an electronic device. If the communications
provider is served with a warrant seeking those communications, the provider cannot provide the

data because it has designed the technology such that it cannot be accessed by any third party.
Threats

The more we as a society rely on electronic devices to communicate and store
information, the more likely it is that information that was once found in filing cabinets, letters,
and photo albums will now be stored only in electronic form. We have seen case after case —
from homicides and kidnappings, to drug trafficking, financial fraud, and child exploitation —

where critical evidence came from smart phones, computers, and online communications.

‘When changes in technology hinder law enforcement’s ability to exercise investigative
tools and follow critical leads, we may not be able to identify and stop terrorists who are using

social media to recruit, plan, and execute an attack in our country. We may not be able to root

“3-
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out the child predators hiding in the shadows of the Internet, or find and arrest violent criminals
who are targeting our neighborhoods. We may not be able to recover critical information from a
device that belongs to a victim who cannot provide us with the password, especially when time is

of the essence.

These are not just theoretical concerns. We continue to identify individuals who seek to
join the ranks of foreign fighters traveling in support of the Islamic State of Iraq and the Levant,
commonly known as ISIL, and also homegrown violent extremists who may aspire to attack the
United States from within. These threats remain among the highest priorities for the Department

of Justice, including the FBI, and the United States government as a whole.

Of course, encryption is not the only technology terrorists and criminals use to further
their ends. Terrorist groups, such as ISIL, use the Internet to great effect. With the widespread
horizontal distribution of social media, terrorists can spot, assess, recruit, and radicalize
vulnerable individuals of all ages in the United States either to travel or to conduct a homeland
attack. As a result, foreign terrorist organizations now have direct access into the United States
like never before. For example, in recent arrests, a group of individuals was contacted by a
known ISIL supporter who had already successfully traveled to Syria and encouraged them to do
the same. Some of these conversations occur in publicly accessed social networking sites, but
others take place via private messaging platforms. These encrypted direct messaging platforms

are tremendously problematic when used by terrorist plotters.

Outside of the terrorism arena we see countless examples of the impact changing
technology is having on our ability to affect our court authorized investigative tools. For
example, last December a long-haul trucker kidnapped his girlfriend, held her in his truck, drove
her from State to State and repeatedly sexually assaulted her. She eventually escaped and
pressed charges for sexual assault and kidnapping. The trucker claimed that the woman he had
kidnapped engaged in consensual sex. The trucker in this case happened to record his assault on

video using a smartphone, and law enforcement was able to access the content stored on that
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phone pursuant to a search warrant, retrieving video that revealed that the sex was not

consensual. A jury subsequently convicted the trucker.

In a world where users have sole control over access to their devices and
communications, and so can easily block all lawfully-authorized access to their data, the jury
would not have been able to consider that evidence, unless the truck driver, against his own
interest, provided the data. And the theoretical availability of other types of evidence, irrelevant
to the case, would have made no difference. In that world, the grim likelihood that he would go

free is a cost that we must forthrightly acknowledge and consider.

We are seeing more and more cases where we believe significant evidence resides on a
phone, a tablet, or a laptop—evidence that may be the difference between an offender being
convicted or acquitted. If we cannot access this evidence, it will have ongoing, significant

impacts on our ability to identify, stop, and prosecute these offenders.
Legal Framework

We would like to emphasize that the “Going Dark™ problem is, at base, one of
technological choices and capability. We are not asking to expand the Government’s
surveillance authority, but rather we are asking to ensure that we can continue to obtain
electronic information and evidence pursuant to the legal authority that Congress has provided to

us to keep America safe.

The rules for the collection of the content of communications in order to protect public
safety have been worked out by Congress and the courts over decades. Our country is justifiably
proud of the strong privacy protections established by the Constitution and by Congress, and the
Department of Justice fully complies with those protections. The core question is this: once all
of the requirements and safeguards of the laws and the Constitution have been met, are we
comfortable with technical design decisions that result in barriers to obtaining evidence of a

crime?
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We would like to describe briefly the law and the extensive checks, balances, and
safeguards that it contains. In addition to the Constitution, two statutes are particularly relevant
to the Going Dark problem. Generally speaking, in order for the Government to conduct real-
time—i.e., data in motion—electronic surveillance of the content of a suspect’s communications,
it must meet the standards set forth in either the amended versions of Title 11T of the Omnibus
Crime Control and Safe Streets Act of 1968 (often referred to as “Title III” or the “Wiretap Act”)
or the Foreign Intelligence Surveillance Act of 1978 (or “FISA”). Title 1II authorizes the
Government to obtain a court order to conduct surveillance of wire, oral, or electronic
communications when it is investigating Federal felonies. Generally speaking, FISA similarly
relies upon judicial authorization, through the Foreign Intelligence Surveillance Court (FISC), to
approve surveillance directed at foreign intelligence and international terrorism threats.
Regardless of which statute governs, however, the standards for the real-time electronic
surveillance of United States persons’ communications are demanding. For instance, if Federal
law enforcement seeks the authority to intercept phone calls in a criminal case using the Wiretap

Act, a Federal district court judge must find:

e That there is probable cause to believe the person whose communications are
targeted for interception is committing, has committed, or is about to commit, a

felony offense;

o That alternative investigative procedures have failed, are unlikely to succeed, or

are too dangerous; and

e That there is probable cause to believe that evidence of the felony will be obtained

through the surveillance.

The law also requires that before an application is even brought to a court, it must be
approved by a high-ranking Department of Justice official. In addition, court orders allowing
wiretap authority expire after 30 days; if the Government seeks to extend surveillance beyond

this period it must submit another application with a fresh showing of probable cause and

-6~
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investigative necessity. And the Government is required to minimize to the extent possible its
electronic interceptions to exclude non-pertinent and privileged communications. All of these

requirements are approved by a Federal court.

The statutory requirements for electronic surveillance of U.S. persons under FISA are
also demanding. To approve that surveillance, the FISC, must, among other things, find

probable cause to believe:

o That the target of the surveillance is a foreign power or agent of a foreign power;

and

¢ That each of the facilities or places at which the electronic surveillance is directed
is being used or is about to be used by a foreign power or an agent of a foreign

power.

Similarly, when law enforcement investigators seek access to electronic information
stored—i.e., data at rest—on a device, such as a smartphone, they are likewise bound by the
mandates of the Fourth Amendment, which typically require them to demonstrate probable cause

to a neutral judge, who independently decides whether to issue a search warrant for that data.

Collectively, these statutes reflect a concerted Congressional effort, overseen by an
independent judiciary, to validate the principles enshrined in our Constitution and balance
several sometimes-competing, yet equally-legitimate social interests: privacy, public safety,
national security, and effective justice. The evolution and operation of technology today has led
to recent trends that threaten this time-honored approach. In short, the same ingenuity that has
improved our lives in so many ways has also resulted in the proliferation of products and

services where providers can no longer assist law enforcement in executing warrants.
Provider Assistance
Both Title 11T and FISA include provisions mandating technical assistance so that the

Government will be able to carry out activities authorized by the court. For example, Title III

.
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specifies that a “service provider, landlord... or other person shall furnish the

Government]. .. forthwith all. . .technical assistance necessary to accomplish the interception.” As
the communications environment has grown in volume and complexity, technical assistance has
proven to be essential for interception to occur. These provisions alone, however, have not
historically been sufficient to enable the Government to conduct electronic surveillance in a

timely and effective manner.

In the early 1990s, the telecommunications industry was undergoing a major
transformation and the Government faced a similar problem: determining how best to ensure
that law enforcement could reliably obtain evidence from emerging telecommunications
networks. At that time, law enforcement agencies were experiencing a reduced ability to
conduct intercepts of mobile voice communications as digital, switch-based telecommunications
services grew in popularity. In response, Congress enacted the Communications Assistance for
Law Enforcement Act (CALEA)in 1994. CALEA requires “telecommunications carriers” to
develop and deploy intercept solutions in their networks to ensure that the Government is able to
intercept electronic communications when lawfully authorized, although it does not require a
carrier to decrypt communications encrypted by the customer unless the carrier provided the
encryption and possesses the information necessary to decrypt. Specifically, it requires carriers
to be able to isolate and deliver particular communications, to the exclusion of other
communications, and to be able to deliver information regarding the origination and termination
of the communication (also referred to as “pen register information” or “dialing and signaling
information”). CALEA regulates the capabilities that covered entities must have and does not
affect the process or the legal standards that the Government must reet in order to obtain a court

order to collect communications or related data.

While CALEA was intended to keep pace with technological changes, its focus was on
telecommunications carriers that provided traditional telephony and mobile telephone services,
not Internet-based communications services. Over the years, through interpretation of the statute
by the Federal Communications Commission, the reach of CALEA has been expanded to include

facilities-based broadband Internet access and Voice over Internet Protocol (VoIP) services that

-8
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are fully interconnected with the public switched telephone network. Although that expansion of
coverage has been extremely helpful, CALEA does not cover popular Internet-based
communications services such as email, Internet messaging, social networking sites, or peer-to-

peer services.

At the time CALEA was enacted, Internet-based communications were in a fairly early
stage of development, and digital telephony represented the greatest challenge to law
enforcement. However, due to the revolutionary shift in communications technology in recent
years, the Government has lost ground in its ability to execute court orders with respect to

Internet-based communications that are not covered by CALEA.

The harms resulting from the inability of companies to comply with court-ordered
surveillance warrants are not abstract, and have very real consequences in different types of

criminal and national security investigations.
Going Forward

Mr. Chairman, the Department of Justice believes that the challenges posed by the Going
Dark problem, are grave, growing, and extremely complex. At the outset, it is important to
emphasize that we believe that there is no one-size-fits-all strategy that will ensure progress. We
have been asked what we should do going forward. We believe we will need to pursue multiple

paths:

All involved must continue to ensure that citizens’ legitimate privacy interests can be

effectively secured, including through robust technology and legal protections.

We must continue the current public debate about how best to ensure that privacy and
security can co-exist and reinforce each other, and continue to consider all of the legitimate
concerns at play, including ensuring that law enforcement can keep us safe. The debate so far
has been a challenging and highly charged discussion, but one that we believe is essential to

have. This includes a productive and meaningful dialogue on how encryption as currently
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implemented poses real barriers to law enforcement’s ability to seek information in specific

cases of possible national security threat.

We also cannot lose sight of the international implications of this issue. It is clear that
governments across the world, including those of our closest allies, recognize the serious public
safety risks if criminals can plan and undertake illegal acts without fear of detection. It is also
true that other countries—particularly those without our commitment to the rule of law—are
using this debate as a cynical means to create trade barriers, impose undue burdens on our
companies and undermine human rights. We should be clear that any steps that we take here in
the United States may impact the decisions that other nations take—both our closest democratic
allies and more repressive regimes. In addition, any next steps we identify will be more effective

if we are working together with our allies, and made more difficult if we are isolated.

We should also continue to invest in developing tools, techniques, and capabilities
designed to mitigate the increasing technical challenges associated with the “Going Dark”
problem. In limited circumstances, this investment may help mitigate the risks posed in high
priority national security or criminal cases, although it will most likely be unable to provide a

timely or scalable solution in terms of addressing the full spectrum of public safety needs.

We don’t have any silver bullet, and the discussions within the Executive Branch are still
ongoing. While there has not yet been a decision whether to seek legislation, we must work with
Congress, industry, academics, privacy groups and others to craft an approach that addresses all
of the multiple, competing legitimate concerns that have been the focus of so much debate in
recent months. But we can all agree that we will need ongoing honest and informed public

debate about how best to protect liberty and security in both our laws and our technology.
Conclusion

Mr. Chairman and Ranking Member Leahy, we would like to thank you and the members
of this Committee again for your attention to this subject of national importance. While
technology may change, our basic commitment at the Department to upholding the rule of law

and our constitutional traditions does not. Our goal at the Department is to work collaboratively

-10 -
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and in good faith with interested stakeholders to explore approaches that protect the integrity of
technology and promote strong encryption to protect privacy, while still allowing lawful access

to information in order to protect public safety and national security.

We would be happy to answer any questions that you may have.

1t -
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Good moming Chairman Grassley, Ranking Member Leahy, and Members of the Senate
Judiciary Committee. Thank you for your leadership on these issues, and for the opportunity to
testify today.

Encryption and government access to data stored on electronic devices have largely been
discussed as a federal and national security issue. In truth, the implications of this discussion are
equally, or even more importantly, of significant concern to state and local law enforcement. That
is because more than 90 percent of all criminal cases filed annually are filed and adjudicated in
state courts around the country.!

To use the New York County District Attorney’s Office as a point of reference, my Office
handles more than 100,000 criminal cases each year, which is more than all of the cases handled
by the Department of Justice nationwide. And the range of those cases is broad — from murder,

rape, and robbery, to identity theft, financial fraud, and terrorism.

1 See http://www.ncsc.org/Sitecore/Content/Microsites/PopUp/Home/CSP/CSP_Intro;
http://www bjs.gov/content/pub/pdf/fjs12st.pdf.
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People live their lives today on their smartphones, which they use for, among others things,
emailing, texting, taking pictures, posting pictures, shopping, conducting business, and searching
the web. To investigate these 100,000 cases without smartphone data is to fight crime with one
hand tied behind our backs.

Therefore, I want to focus my testimony on an issue deeply troubling for law enforcement
at all levels: the encryption of smartphone data by Apple and Google. I believe that by having an
open discussion among lawmakers, law enforcement, and the private sector, we can reach a
solution that strikes the right balance between privacy and public safety.

L The Use of Smartphone Evidence Pursuant to Judicial Warrants

As you know, the Fourth Amendment of the United States Constitution authorizes
reasonable searches and seizures, providing law enforcement agencies access to places where
criminals hide evidence of their crimes — from car trunks, to storage facilities, to computers, mobile
devices, and digital networks. In order to safeguard Fourth Amendment rights, these searches are
conducted pursuant to judicial warrants, issued upon a neutral judge’s finding of probable cause.
The probable cause standard represents a balance between privacy and public safety carefully
calibrated by centuries of jurisprudence, and it guides individuals and companies in developing
their expectations of privacy.

Through this judicial process, my Office obtains smartphone evidence to support all types
of cases — homicides, sex crimes, child abuse, fraud, assaults, robberies, cybercrime, and identity
theft. Many perpetrators, particularly those who commit sexual offenses, take photos and videos

of their acts, and store them on computers and smartphones.
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Between October 2014 and June 2015, 35 percent of the data extracted from all phones by
my Office was collected from Apple devices; 36 percent was collected from Android devices.?
That means that when smartphone encryption is fully deployed by Apple and Google, 71 percent
of all mobile devices examined—at least by my Office’s lab—may be outside the reach of a search
warrant.

I want to emphasize I am testifying from a state and local perspective. I am not advocating
bulk data collection or unauthorized surveillance. Instead, I am concerned about protecting local
law enforcement’s ability to conduct targeted requests for information, scrutinized by an impartial
judge for his or her evaluation as to whether probable cause has been established. Importantly, and
by Apple’s own admission, governmental request for information have affected only .00571
percent of Apple’s customers.’

1L Apple and Google’s New Encryption* Policies

Last fall, Apple and Google, whose operating systems run 96 percent of smartphones
worldwide, announced with some fanfare, but without notice to my Office or other law
enforcement offices I have spoken to, that they had engineered their new mobile operating systems
such that they can no longer assist law enforcement with search warrants written for passcode-
protected smartphones. According to Apple’s website:

On devices running 108 8.0 and later versions, your personal data such as photos, messages

(including attachments), email, contacts, call history, iTunes content, notes, and reminders

is placed under the protection of your passcode. . . . Apple will not perform iOS data

5

2 The remaining 29 percent of data was extracted from other types of phones, such as flip phones and burner

phones.
3

4

https://www.apple.comy/privacy/government-information-requests/.

Data transmitted between phones, computers, and other digital devices can be encrypted (i) while in transit
between those devices and (if) on the devices themselves. This latter type of encryption is referred to as full-disc
encryption, and that is the type of encryption that I am concerned with here.

3
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extractions in response to government search warrants because the files to be extracted

are protected by an encryption key that is tied to the user’s passcode, which Apple does not

possess. [Emphasis added.]’

Apple’s announcement led to an immediate response by law enforcement officials who
pointed out that allowing a phone or tablet to be locked such that it would be beyond the reach of
lawful searches and seizures was unprecedented and posed a threat to law enforcement efforts — in
effect, a boon to criminals. Unless law enforcement officials can obtain the passcode from the user,
which will be difficult or impossible in many cases, or can use “brute force” to obtain the passcode
(again, difficult or impossible, and attempts to do this would likely lead to the destruction of
evidence on the iPhone), the search warrant would be of no consequence, because no one will be
able to unlock the phone, notwithstanding the court order.

Law enforcement’s warnings are hardly idle. Recently, a father of six was murdered in
Evanston, Illinois. City of Evanston Police believe that prior to his murder, the victim was robbed
of a large sum of money. There were no eyewitnesses to or surveillance footage of the killing.
Found alongside the body of the deceased were an iPhone 6 and a Samsung Galaxy S6 Edge
running Google Android. Cook County prosecutors served Apple and Google with judicial
warrants to unlock the phones, believing that relevant evidence might be stored on them. Apple
and Google replied, in substance, that they could not, because they did not know the user’s
passcode. Information that might be crucial to solving the murder, therefore, had effectively died
with the victim, His homicide remains unsolved. His killer remains at large.

Itis not hyperbole to say that beginning in September 2014, Americans conceded a measure

of their protection against everyday crimes to Apple and Google’s new encryption policies. Yet, 1

3 hitps://www.apple.com/privacy/government-information-requests/.

4



75

would note that, before the changes, neither company, to our knowledge, ever suggested that their
encryption keys, held by the companies, were vulnerable to hacking or theft.

Fully one-quarter of our felony cases now involve cybercrime or identity theft, so I am
keenly aware of the dangers and impact of these crimes on our community (which happens to be
situated in a world financial center and is the number one target for terrorism in the world). Because
of this, my Office has invested heavily in becoming highly proficient and active in the prosecution
of these crimes, and in the promotion of best cybersecurity practices for New York consumers and
companies. From my vantage point, and in my opinion, for reasons set forth later in my testimony,
Apple and Google’s new encryption policies seem to increase protection for consumers from
hackers only minimally, if at all. But those policies create serious new risks for my constituents
and the millions of visitors and workers passing through Manhattan every day.

HI. The Problem Created by Apple and Google’s New Encryption Policy

Some commentators have argued that the effective unsearchability of smartphones will not
be significant because law enforcement has other avenues for investigation ® These arguments are
flawed, for the reasons set forth below. While Apple is not the only company to have announced
a similar program, for ease of presentation, and because Apple has been the most vocal company
on the relevant issues, I address here only Apple’s program, devices, and statements. I believe that
the arguments and reasoning here would apply as well to Google’s program and any similar
program.

A. The Search of an iCloud Account is Not a Substitute for the Search of an iPhone

Apple’s new encryption policy currently does not affect law enforcement officials’ ability

to obtain user data from an iCloud account. Law enforcement officials who obtain a search warrant

6 See, eg. hitp//www.nytimes.com/2014/09/27/technology/iphone-locks-out-the-nsa-signaling-a-post-
spowden-era-itmi?_r=0.
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for a person’s iCloud account can serve that warrant on Apple, and thus obtain the contents of the
account, regardless of whether the person’s iPhone uses 10S 8.

But searching a person’s iCloud account is not the same as searching the person’s iDevice.”
The ability of law enforcement officials to obtain a search warrant for an iCloud account does not
mean that those officials will obtain the same content as they would if they could search the user’s
device. In many cases, law enforcement officials cannot obtain the entirety of an iPhone’s data by
obtaining the contents of the associated iCloud account.

First, and most fundamentally, users of iDevices are not required to set up iCloud accounts
or to back-up to iCloud accounts. Therefore, not all users of iDevices will have data stored to
iCloud. Tt is clear that even minimally sophisticated wrongdoers who use their iDevices to
perpetrate crimes will take the relatively simple steps necessary to avoid backing up those devices
to iCloud.

Second, even when a user chooses to back up his or her data to iCloud routinely, some data
may not be backed up and would, therefore, be unattainable through a search warrant for an iCloud
account. Data that is saved on an iPhone will not be backed up to the cloud until the iPhone is
connected to WiFi. So, if evidence is stored on an iPhone when the phone is disconnected from
Wi-Fi, and the iPhone is recovered by law enforcement officials before it is reconnected to Wi-Fi,
then the evidence would exist only on the iPhone itself.

iPhone users are given only five gigabytes of free storage space on iCloud, whereas iPhone
6s come with either 16, 64, or 128 gigabytes of storage space on the device itself. Thus, unless a
user pays for additional iCloud storage space, the vast majority of their storage space will be on

the iPhone itself.

Mobile devices manufactured by Apple are called iDevices, and include phones (iPhones), tablets (iPads),
and MP3 players that play audio and video files (iPods).
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Third, it may be possible to recover at least some deleted data from an iDevice. Once data
has been deleted from an iCloud account, however, it is not recoverable.® Thus, the iPhone is the
only route to evidence that has been deleted — which may, of course, be among the most probative
evidence.

Fourth, it will often be more difficult for a prosecutor to prove who uses the data on a
particular iCloud account than it would be to prove who owns a particular iDevice. iDevices are
often recovered from a person, which supports the inference that the person controls the device.
To establish the person’s ownership of the device, a prosecutor may simply have to call one witness
— the officer who recovered the device. By contrast, the identity of the user of an iCloud account
may be more difficult to establish. A prosecutor may need to present testimony or records from
Apple relating to the subscriber information, IP login history,” and/or content of the account,
testimony or records from internet service providers regarding the subscriber information of
certain IP addresses, and/or testimony of forensic analysts, among other witnesses.

B. The Difficulty of Getting Passcodes from Defendants
In many cases, the iPhone that may contain evidence about a criminal case belongs to the

defendant, and thus it is her or his passcode that prevents the government from gathering the

# Apple Legal Process Guidelines, https:/www.apple.com/privacy/docs/legal-process-guidelines-us. pdf, page
9.

g An IP address is a series of numbers separated by three periods (i.e. 192.168.10.12) that uniquely identifics
a particular connection to the internet at a specific date and time. Apple maintains a record of the IP addresses used to
log in to iCloud accounts within a recent time period. Pursuant to appropriate legal process, law enforcement officials
can obtain the IP login history for a particular iCloud account, that is, a list of IP addresses that the user of the iCloud
account used to connect to the internet prior to signing in to his or her iCloud account, as well as the dates and times
of those log-ins, After law enforcement obtains this information from Apple, law enforcement officials can send a
subpoena to the internet service provider that owns each [P address listed requesting the subscriber information for
each IP address. Examples of internet service providers include Time Wamer Cable or Comcast. The subscriber
information for the IP address will be the name and contact information provided by the user of the particular internet
service account when they signed up for that account.
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evidence. In most cases, it will be almost impossible to compel a defendant to provide her or his
passcode to the government.

Case law holds almost universally that a defendant cannot be compelled (by, for example,
a grand jury subpoena or order of the court) to provide the government with her or his passcode,
because such compulsion would violate the defendant’s Fifth Amendment right against self-
incrimination.'” There are two potential exceptions to this rule.

First, it is an open question whether, instead of being compelled to provide the government
with a passcode, the defendant might be compelled to unlock her or his iPhone using the passcode.
There have been no cases of which we are aware that consider this precise question, and although
a court might conclude that it is no different from the situation in which a defendant is compelled
to provide the government with the password, it might also determine that the situations are
somewhat different.!!

Second, if the existence of particular evidence on the iPhone is a foregone conclusion, then
the defendant may have no Fifth Amendment privilege with respect to those contents of the iPhone,

and thus may be compelled to provide the government with the passcode.’ Tt would be very

o The Fifth Amendment provides that “[n]o person. . . shall be compelied in any criminal case to be a witness
against himself.” U.S. Const., amend. V. The amendment’s prohibition against sclf-incrimination has been
“incorporated” so that it applies to state criminal proceedings, as well as federal. See Malloy v. Hogan, 378 U.S. 1,6
(1964); Griffin v. California, 380 U.S. 609, 615 (1965). The cases addressing the question whether a defendant may
be compelied to provide her or his password to the government, and holding that such compulsion would violate the
Fifth Amendment include: In re Grand Jury Subpoena Duces Tecum, 670 F.3d 1335, 1346 (11® Cir. 2012); United
States v. Kirschner, 823 F. Supp. 2d 665, 668 (E.D. Mich. 2010).

n Professor Oren Kerr has suggested that because it is (or may, in many cases be) a “foregone conclusion” that
a person knows the password fo her or his own smartphone, it would not violate the Fifth Amendment to compel a
phone owner to use her or his password to open the phone. See Kerr, Apple's Dangerous Game, on The Folokh
Conspiracy (September 19, 2014) (citing In re Boucher, 2009 WL 424718 (D. Vt. Feb. 19, 2009)). This may be
correct, although it has not been tested in any case (Boucher suggests that if the content of the smart phone is known
(a “foregone conclusion™), then requiring the password may not implicate the Fifth Amendment; it does not say that
a person’s knowledge of her or his password would satisfy the foregone conclusion requirement.)

12 See, e.g., People v. Havrish, 8 NY3d 389, 395 (N.Y. 2007); [n re Grand Jury Subpoena Duces Tecum, 670
F.3d 1335, 1346 (11™ Cir. 2012); In re Boucher, 2009 WL 424718 (D. Vt. Feb. 19, 2009) at *3; In re Fricosu, 841 F.
Supp.2d 1232, 1237 (D. Colo. 2012).
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difficult in most circumstances, however, for the government to establish with the requisite degree
of certainty the existence of evidence in the contents of an iPhone that would clear the “foregone
conclusion” hurdle.

In any event, even if the government could lawfully compel a defendant to disclose her or
his passcode — or to open her or his phone using the passcode — there is a substantial likelihood
that any defendant who faces potentially serious criminal charges would simply refuse to comply
with the subpoena or order, and go into contempt. *

The consequence of the foregoing is that in almost all cases, it will be legally impossible
to compel a defendant to provide his or her passcode or to use the passcode to open her or his
iPhone, and that, in those few cases in which it might be legally possible to compel the defendant
to provide the information, it would be impossible as a practical matter to compel a recalcitrant
defendant facing serious charges to do so. And, of course, whatever powers law enforcement might
have to compel a defendant to cooperate in opening her or his phone, those powers are irrelevant
to the situation in which the phone that law enforcement needs to open belongs to an unavailable
victim (for example, the deceased, in a murder case) or to a witness or potential defendant who
fled the scene of the crime.

IV.  Apple’s Stated Reasons for Its New Encryption Policy

Apple, to our knowledge, has given four principal justifications for its new policy.
First, it has suggested that the new policy is a response to public concerns expressed in
light of the revelations by Edward Snowden about data collection by the National Security

Agency 14

13 See, e.g.. In re Weiss, 703 F.2d 653, 660-65 (2d. Cir. 1983).
1 http://www.nytimes.com/2014/09/2 7/technology/iphone-locks-out-the-nsa-signaling-a-post-snowden-
cra-html?_r=0.
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Second, Apple has suggested that unless it makes its iDevices impregnable to lawful
governmental access, Apple will lose customers, who will seek to purchase substitute, impregnable

devices.

Third, Apple has suggested that if it were to build its devices such that it could respond to
lawful governmental requests for information in them, then the iDevices would be less secure than
if Apple built them (as it has) to be impregnable to such requests. !¢

Fourth, Apple has also suggested that if it were to build its devices such that it could
respond to lawful domestic governmental requests for information in them, then foreign
governments would also request access to the information contained in the devices, or hack into
the devices to gain access;!” if those government were repressive, commentators have suggested,
then it would, in effect, be helping repressive governments to limit their citizens’ liberty.

Each of these proposed justifications will be addressed in turn.

A. American Customer Privacy Concerns Based on NSA’s Actions

Apple’s encryption efforts — and, more particularly, its announcement of those efforts —
appear to be partially in response to concerns expressed by the public in the wake of revelations
about incursions of privacy by the NSA, many of which were brought to light by Edward Snowden
and others working with him.'® The encryption efforts are not a reasonable response to the

Snowden-NSA issue for at least two reasons.

13 &

16 http://techcrunch.com/2015/06/02/apples-tim-cook-delivers-blistering-speech-on-encryption-
privacy/#.a3spud:Ugxb.

w http://www fastcompany.conv/3046469/fast-feed/major-tech-companies-but-not-amazon-sign-letter-to~

obama-against-security-backdoor; http://www pcworld.com/article/2933397 Aech-industry-redoubles-cfforts-to-
fight-us-govt-encryption-backdoors.html.

1 http://www theguardian.convworld/interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-
decodedffsection/2; hitp://www.bbc.com/news/world-us-canada-23123964.

10
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First, the effect of Apple’s encryption is that it prevents (i) the necessity of Apple
responding to lawful government requests and (ii) the government from examining the contents of
iDevices, even when an independent judge has authorized such disclosure by issuing a search
warrant. Of course, a search warrant cannot be issued absent a showing of probable cause to believe
that a crime has been committed and that evidence or proceeds of the crime might be found on the
iDevice to be searched. '

The warrant requirement has been described by the Supreme Court as “[t]he bulwark of

”20 and there is no reason to believe that it cannot continue to serve

Fourth Amendment protection,
in that role, whether the object to be searched is an iPhone or a home. In fact, what makes Apple’s
proposal remarkable is that it would provide greater protection to one’s iPhone than one has in
one’s home, which, of course, has always been afforded the highest level of privacy protection.!
Every home can be entered with a search warrant. 1 cannot think of another device that has been
knowingly designed in a way to prevent lawfitl government inspection. Thus, even if Apple’s new
encryption policy would have prevented the NSA’s actions, or will be able to prevent similar
conduct, it comes at a very high and unjustified cost.

Second, Apple’s new encryption policy would not have prevented the NSA’s gathering of

data, which, at least according to press coverage, was not sanctioned by a court or covered by a

B See U.S. Const., amend. TV (", . . . no Warrant shall issue, but upon probable cause, supported by Oath or
affirmation, and particularly describing the place to be searched, and the persons or things to be seized.”); Winois v.
Gates, 462 U.S. 213, 238 (1983) (defining probable cause as “a fair probability that contraband or evidence of a crime
will be found in a particular place”).

20 Franks v. Delaware, 438 U.S. 154, 164 (1978). See also, e.g., Gonzales v. Beto, 425 F.2d 963, 967 (5 Cir.
1970) (“The requirement of a search watrant is unquestionably a strong bulwark against the evils at which the fourth
amendment is directed.”).

B See U.S. Const., amend. IV (“The right of the people to be secure in their persons, houses, papers and effects,
against unreasonable searches and seizures, shall not be violated . . .[); Minnesota v. Carter, 325 U.S. 83, 94 (1998)
(“The people’s protection against unreasonable search and seizure in their “houses” was drawn from the English
common-law maxim, “A man’s home is his castle.”) (Scalia, J., concurring).

11
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search warrant.?? That press coverage indicates that the NSA collected phone call data (including
numbers called and the duration of phone calls), and the content of at least some phone
conversations, often involving people for whom there was no reasonable suspicion of criminal
activity, without judicial approval.®® Of course, that is nothing like what we are suggesting, and,
in any event, the encryption of iDevices would not have prevented the mass collection of phone
call data, which is obtained from phone service providers rather than from phones themselves. And
default full-disc encryption would not have prevented the NSA from intercepting communications
in transit.
B. Security Concerns if Apple Can Decrypt

Apple has asserted that full-disc encryption maximizes the security of their users’ devices
and data. One should question that assertion for several reasons.

First, even before Apple enacted its new policy, a person who somehow obtained Apple’s
encryption key would still need the iPhone itself to obtain information on the device. It is highly
unlikely that someone who snatches an iPhone from a subway commuter would also be a master
hacker capable of breaching Apple’s own security systems to obtain the encryption key. As best 1
can tell, Apple and Google’s new encryption policies prevent lawful access by state and local law
enforcement, and do nothing to address serious challenges like institutional data breaches or
invasion by malware.

Second, if a user’s phone were to be stolen, the user could use the Find My iPhone app in

order to wipe the phone’s data and prevent the thief from accessing that data. Users who have an

= 1 am not opining on the legality of the NSA’s activity, but merely relying on the news coverage about that
activity. See, e.g., hitp://www washingtonpost.com/news/volokh-conspiracy/wp/2015/05/07/second-circuit-rules-
mostly-symbolically-that-current-text-of-section-2 15-doesnt-authorize-bulk-surveillance/;
http://www.nytimes.com/2015/05/08/us/nsa-phone-records-collection-ruled-illegal-by-appeals-court. htmi?_r=0;
ACLU v, Clapper, 785 F.3d 787 (2d Cir, 2015).

23 See, e.g., ZDNET, NSA Planned Google Play Hack to Target Android Smartphones, May 21, 2015,

12
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iCloud account can use the Find My iPhone app remotely to lock their phones or erase their data
if their phones are lost or stolen. This app can effectively prevent thief-hackers from obtaining a
phone’s data. **

Third, according to Apple, most data stored on the iCloud is encrypted.? As noted above,

law enforcement officials are able to obtain some iCloud data through the service of a search
warrant on Apple. The fair inference is that Apple retains the ability to decrypt this iCloud data.
But if Apple’s ability to decrypt data on the iCloud does not render that data insecure — and Apple

touts the security of its iCloud data®

~then presumably neither would Apple’s retaining the ability
to decrypt data on an iPhone.
C. Concern About Foreign Governments’ Access to Customer Information

Apple has suggested that if it maintains an encryption key to iOS 8, then repressive
governments would seek access to information contained on devices, including those belonging to
dissidents. If Apple were to comply, this would impede those dissidents’ civil liberties. This
contradicts commentators’ arguments, referenced above, that iOS 8 will not be a significant burden
on law enforcement, which can still request data from a user’s iCloud account. Apple cannot have
it both ways: Either iOS 8 does deter investigations or it does not.

But even more fundamentally, Apple’s desire not to cooperate with requests from
repressive governments does not justify its refusal to cooperate with bona fide requests from local

law enforcement, approved by independent state or federal courts, in the United States. As I said

before, the warrant requirement of the United States Constitution has been the fundamental

A similar app is also available for Apple tablets and computers.
https://support.apple.conven-us/HT202303.
See, e.g., id.
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protection for people’s privacy and liberty in this country. It can and should apply to 10S 8, as it
does to any other home or device.

V. The Cost of Evidence Made Inaccessible Through Apple’s Encryption

Although encryption has been often discussed in the context of international terrorism, the
NSA, and the CIA, the greatest cost of these new encryption policies may well be borne by local
law enforcement. Smartphones are ubiquitous, and there is almost no kind of case in which
prosecutors have not used evidence from smartphones. My Office (and, I expect, every other local
prosecutor’s office) has used evidence from cellphones in homicides, rape cases, human
trafficking, assaults, domestic violence cases, narcotics cases, kidnappings, larcenies, frauds,
identity theft, cybercrime, and robberies. Indeed, it is the rare case in which information from a
smartphone is nor useful. The following list of recent cases is representative:

* Homicide: People v. Hayes, Indictment Number 4451/12: The victim was filming a video
using his iPhone when he was shot and killed by the defendant. The video captured the
shooting. Because the iPhone was not locked, the video was recovered and admitted into
evidence at trial. The video corroborated eyewitness testimony. The defendant was
convicted of murder and sentenced to 35 years to life.

o Sex Trafficking: People v. Brown, Indictment Numbers 865/12, 3908/12, and 3338/13:
The defendant directed a sex trafficking operation involving at least four women, using
physical violence, threats of force, and psychological manipulation to coerce the women
to engage in prostitution. Evidence recovered from electronic devices lawfully seized from
the defendant’s home proved crucial to his conviction at trial. In particular, the defendant’s
cellular phones contained photographs showing him posing his victims for online

prostitution advertisements, and showing that he had “branded” multiple women, with his

14
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nickname tattooed onto their bodies; text messages between him and several victims
confirmed that he had engaged in acts of violence against the testifying witness and
others. The defendant was convicted of multiple counts of sex trafficking and promoting
prostitution and was sentenced to 10-20 years in prison.

Cybercrime and Identity Theft: People v. Jacas et al., Indictment Number 42/12 and
People v. Brahms et al., Indictment Number 5151/11: This case involved the successful
prosecution of a 29-member identity theft ring, which was able to be investigated and
prosecuted, in large part, because of evidence obtained early in the investigation from an
iPhone, pursuant to a search warrant. An iPhone was recovered from a waiter who was
arrested for stealing more than 20 customers’ credit card numbers by surreptitiously
swiping those credit cards through a card reader that stored the credit card number and
other data. When the phone was lawfully searched, law enforcement officials discovered
text messages between members of the group regarding the ring’s crimes. Investigators
were able to obtain an eavesdropping warrant, and ultimately arrested 29 people, including
employees of high-end restaurants who stole credit card numbers, shoppers who made
purchases using counterfeit credit cards containing the stolen credit card numbers, and
managers who oversaw the operation. The group compromised over 100 American Express
credit card numbers and stole property worth over $1,000,000. All of the defendants
pleaded guilty, and more than $1,000,000 in cash and merchandise were seized and
forfeited.

Sex Offenses: United States v. Juarez, Case No. 12-CR-59: The defendant was arrested
forunlawful surveillance by an NYPD officer after the officer observed the defendant using

a cell phone to film up women’s skirts. My Office obtained a search warrant for the phone.
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During the subsequent search of the phone’s micro SD card, forensic analysts discovered
a series of images, taken by the defendant, showing a seven-year-old girl lying down on a
bed and an adult man pushing aside her underwear, revealing her genitals. The case was
referred to the United States Attorney’s Office for the Eastern District of New York, which
charged the defendant with producing child pornography.

e Physical and Sexual Abuse of a Child: U.S. v. Parricia and Matthew Ayers, Case No.
5:14 CR 0117 LSC SGC: In case after case, law enforcement has been able to discover
and prosecute child abuse by using video or photographic evidence taken by the abuser.
This case is illustrative: From 2010 to 2013, the defendants abused and exploited a young
child in their care who, during that period, was six to nine years old. The couple took
photographs of the child in lewd poses, as well as of each other engaged in sexual acts with
the child. The defendants recorded the abuse with their smartphones and downloaded the
images to a computer. In at least one instance, one of the defendants transmitted images to
another individual, indicating that she would travel interstate with the child to the
individual’s home so the individual could also have sexual relations with the child. The
federal judge overseeing the case described it as the worst case he has personally dealt
with, including murders, in his 16 years on the bench. The defendants were ultimately
convicted of producing child pornography, in violation of 18 U.S.C. § 2251(a), and were

sentenced to 1,590 and 750 years, respectively, in federal prison.

There are many other cases—almost too many to count—that I might have selected, but
the point is clear: We would risk losing crucial evidence in all of these cases if the contents of

passcode-protected smartphones were unavailable to us, even with a warrant.
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The enormity of the loss is fully appreciated by wrongdoers who use smartphones.
Recently, a defendant in a serious felony case told another individual on recorded jailhouse call
that “Apple and Google came out with these softwares that can no longer be encrypted [sic:
decrypted] by the police. . . . If our phones is running on the i0[S]8 software, they can’t open my
phone. That might be another gift from God.”

This defendant’s appreciation of the safety that the iOS 8 operating system afforded him,
is surely shared by criminal defendants in every jurisdiction in America charged with all manner
of crimes, including rape, kidnapping, robbery, promotion of child pornography, larceny, and
presumably by those interested in committing acts of terrorism. Criminal defendants across the
nation are the principal beneficiaries of 10S 8, and the safety of all American communities is
imperiled by it.

VI.  Proposed Solution: Return to a Balanced Approach — Requiring Phones To Be

Manufactured So That They Would Be Accessible To Law Enforcement When
Law Enforcement Has Obtained a Search Warrant

Apple has done something truly extraordinary. I am aware of no products other than those
running i0S 8 and Google’s analogous Android devices that have been designed specifically to be
impervious to lawful governmental processes. While Apple pursues an extraordinary path, T am
proposing here a perfectly conventional one — a return to the balanced approach in place prior to
the introduction of 10S 8. Apple’s products should be configured such that data on its iDevices
can be accessed by law enforcement when it has judicial authorization to do so.

1 believe that the only way Apple could be compelled to configure its products along the
lines that I have suggested is through legisiation. It is important to proceed with great caution, and
any legislation must be carefully drafted to avoid stifling innovation or causing material harm to

the United States technology sector, which is so vital to our national economy. But, in the fast-
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changing field of technology, legislation is the right tool — far better than litigation — to effect
change and balance social objectives.

Legislation can be changed, revised, amended, and tweaked, to accommodate valid social
goals in the face of a shifting technological landscape. As Justice Alito has observed, “[iln
circumstances involving dramatic technological change, the best solution to privacy concerns may
be legislative.” Furthermore, legislation allows the public, rather than Apple or any other
company, to set the balance between privacy and security. The trade-off is borne by the public,
and it should be decided by the public as well.

Informed legislation, however, requires debate and open discussion. I have attempted to
discuss with Apple many of the items that I have discussed here. In March of this year, I travelled
to Apple’s headquarters and expressed my concerns directly to members of Apple’s management
team as to how Apple’s encryption policy adversely affected law enforcement’s ability to protect
the public safety. I followed up my visit with a letter, summarizing my questions about i0S 8. To
date, I have not received a response. (A copy of my letter to Apple, and a copy of a similar letter
that I wrote to Google, are attached to this written testimony.)

1 would encourage this Committee to seek answers from Apple. The time has come for
someone 1o determine the proper balance between the marginal benefits of full-disc encryption,
and the need for state and local law enforcement to prosecute and prevent crime, and for victims
to obtain justice. That someone should not be Apple or Google. It should be you, the Congress.

Thank you for the opportunity to testify today.

k& U.S. v. Jones, 132 S. Ct. 945, 964 (2012) (Alito, J., concurring) (citing Owen Kerr, The Fourth Amendment
and New Technologies: Constitutional Myihs and the Case for Caution, 102 Mich. L. Rev. 801, 805-06 (2004)).
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DISTRICT ATTORNEY
COUNTY OF NEW YORK
ONE HOGAN PLACE
New York, N.Y. 10013
(212) 835-9000

R

CYRUS A. VANCE, JA.
DISTRICT ATYORNEY

March 31, 2015

Jane Horvath, Senior Director of Global Privacy
Appie Headquarters

1 Infinite Loop

Cupertino, CA 95014

Re: _ Follow-up from our meeting of March 19, 2015
Dear Jane,
Thank you for the time you spent on March 15" with me and my colleagues, as well as
representatives from the Secret Service and the National Computer Forensics Institute,
discussing smartphone encryption and its impact on law enforcement. We found the discussion

helpful.

For us better to understand some of the concerns that you expressed at our meeting, we have
some additional questions which we hope that you can answer the following questions:
1. There was much discussion at our meeting about mobile phone data being “backed up” in

the Cloud. Therefore, could you please advise us:

a. What percentage of Apple mobile device users have associated i0S backups
stored on Apple’s iCloud servers?

b. What percentage of current Apple mobile device users have the iCloud backup
option turned on?

¢. What percentage of current Apple mobile device users have utilized iCloud
backup to produce at least one backup stored with Apple?

d. What is the retention period of an iCloud backup if the user decides to turn off
iCloud backup?

e. Are the i0S8 backups stored on the iCloud encrypted?
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2. As we explained, our view is that the judicially-issued search warrant is the bulwark for
the protection of people’s privacy. I understood that Apple believes that if Apple kept a
“key” so that it was able to open locked iPhones, some foreign authorities might compel
Apple to open iPhones and thus use them against their own citizens. That leads to the
following questions:

a. Isitaccurate that, after the iOS8 upgrade, Apple no longer maintains the ability to
unlock iPhones running on {088 anywhere in the world market? For example,
does Apple no longer maintain the ability to unlock iPhones running 1088 that it
sells in China, India, or other world markets outside of the United States? Even if
Apple does not maintain the ability to unlock devices running on 1088, does
Apple provide any foreign agency or entity the right or ability to unlock iOS8
devices?

b. In the past five (5) years, how many demands have there been from foreign
jurisdictions to unlock iPhones, and has phone content been provided to those
jurisdictions in response?

¢. For the instances identified in 2(b) above, were those demands from foreign
jurisdictions made directly to Apple, or through letters rogatory, or in some other
fashion?

3. If Apple kept a “key” so that it was able to unlock iPhones, would the iPhones be more
vulnerable to hackers than if Apple had no such “key™? Is there any “key” or similar
device that Apple might keep without sacrificing the security of iPhones from hackers?
Is there a way to measure or quantify the vulnerability to hackers of iPhones (a) if Apple
kept a key, as compared to (b) if it did not keep a key?

We appreciate your time, and/we look forward to further conversations. Thank you also for
being gracious hosts; it wagferrific to be on the Apple campus and see a true state of the art
workplace.
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DISTRICT ATTORNEY
" COUNTY OF NEW YORK
ONE HOGAN PLACE
New York, N.Y. 10013
(212) 335-9000

CYRUS R. VANCE, JR.
DISTRICT ATTORNEY

April 1, 2015

Kent Walker, Senior Vice President and General Counsel
Google Inc.

1600 Amphitheatre Parkway

Mountain View, CA 94043

Re:  Follow-up from our meeting of March 19, 2015

Dear Kent,

Thank you for the time you spent on March 19" with me and my colleagues, as well as
representatives from the Secret S¢rvice and the National Computer Forensics Institute, discussing
smartphone encryption and its impact on-law enforcement. We found the discussion helpful.

I was pleased and grateful to learn that Google intends to install a law enforcement portal 1o make
interactions between law enforcement and Google, and responses to grand jury subpoenas and
search warrants, as efficient and timely as possible.

It is my understanding that Google will continue its encryption initiative and that you expect more
original eqmpment manufacturers|to create more devices that support encryption over the next few
months! As We thade’ V¥ clear, while we understand your position we feel that encryption that
cannot be reached even by lawful process poses a significant probiem for law enforcement, and a
public safety threat.

To better understand some of the encryption-related matters that we discussed during our meeting,
we have some questions that we hope you can answer:

1. Inresponse to our concern about our xnabxhty {6 extract data from cellular phones with full
device ericiypHion. it WS Bipgeséd 1o 08 that'in altérhative midans 1o 'obtain some of the
data from the device would be to obtain date “backed up” to the cloud. Therefore, could
you please advise us:

a. What percentage of Android mobile device users have associated backups stored
on servers?

b What percentage Gf current An : )

id ’fi?bbile device users have the backup option
eitiried oRD - et et ettt b .
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¢. What percentage oficurrent Android mobile device users have utilized cloud backup
to produce at least o ?ne stored backup" .

d. What is the retention period of a cloud backup if the user decides to turn off the
backup?

e. Are the backups stored on the cloud currently encrypted? If it is not currently
encrypted, are their plans to encrypt the cloud content and what is the timeline for
such implementation?

2. If Google kept a “key” soi that it was able to unlock phones, would the phones be more
vulnerable to hackers than if Google had no such key? Is there any key or similar device
that Google might keep without sacrificing the security of Android devices from hackers?
Is there a way to measure or quantify the vulnerability to hackers of Android phones (a) if
Google kept a key, as compared to (b) if it did not keep a key?

You expressed frustration at the fact that your employees are required to appear before the grand
jury to authenticate Google’s busupess records. Ishare your frustration, and have drafted proposed
legislation that would allow business records to be authenticated by affidavit. A copy of our
proposed legislation is enclosed herewith. Google supported an earlier, almost identical, version
of this proposed legislation, and I presume that Google would support this as well.

Thank you also for being gfacious hosts, and for showing us your state—of-the-art workplace.

P

incerelfil,

Cyrus R. Vanee, Jr.
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Testimony by Herbert Lin
Senior Research Scholar, Center for international Security and Cooperation
Research Fellow, Hoover Institution
Stanford University
Chief Scientist {(Emeritus), CSTB, National Academies

Senate Judiciary Committee
July 8, 2105

Ladies and Gentlemen, thank you for inviting me to testify today. | have worked on cyber policy and
security issues for many years, mostly at the National Academies and now at Stanford University, but
the views | present today are my own.

The previous panel discussed “going dark”, and I want to address 3 issues.

®  First, the US government has framed solutions to the “going dark” problem around the concept
of NOBUS access to encrypted data. (NOBUS stands for “nobody but us” where “us” is the
government, a term first used publicly by Michael Hayden.) This approach has generated
polarization around two positions. One side says NOBUS access inevitably weakens the security
of a system and will eventually be compromised by a bad guy; the other side says it doesn’t
weaken security and won’t be compromised. Neither side can prove its case, and we see a
theological clash of absolutes.

To get out of this box, let’s instead consider time scale. If it takes a thousand years for a bad guy
to figure out how to hack a NOBUS mechanism, that’s probably secure enough. If it takes him
30 seconds, using that mechanism is a dumb idea. So somewhere between 30 seconds and a
thousand years, the mechanism changes from being unworkable to being secure enough.

How can we estimate the time the bad guy needs? We don’t understand very well today how to
make these estimates for computer systems. But there are methodologies that are often used
today to make such estimates for systems in other domains. For example, an approach called
probabilistic risk analysis is often used in estimating the time before a nuclear reactor
experiences a meltdown. Generally speaking, one estimates the probabilities of various
sequences of events that could lead to failure-- what's called fault and event tree analysis, and
out of that comes an estimate that it will take 10,000 years or a million years. Opponents and
proponents of nuclear power use different numbers to make their estimates, but at least they
use the same methodology and they can identify where they disagree technically. That's a
better outcome than shouting at each other over a table saying “yes” or “no”.

The most important thing about this approach is that it requires a specific reactor design and
siting plan to analyze. Only when specifics are involved can one actually have a technical
debate.

Would a similar approach work in analyzing a proposed NOBUS mechanism? | think so, but
could be wrong. That's why it’s a research problem-—we should assess whether such
methodologies can be usefully applied to estimate how long it might take for a bad guy to hack
any specific NOBUS mechanism. But the government has not yet provided any specifics, arguing

1
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that private vendors should do it. At the same time, the vendors won't do it, because its
customers aren’t demanding such features. Indeed, many customers would see such features
as a reason to avoid a given vendor.

Without specifics, there will be no progress. 1 believe the government is afraid that any specific
proposal will be subject to enormous criticism—and that's true—but the government is the
party that wants NOBUS access, and rather than running away from such criticism, it should
embrace any resulting criticism as an opportunity to improve upon its initial designs and provide
a proof of principle that the approach is possible.

Exactly the same issues came up in the 1990s, only then the government did propose a specific
mechanism. When the National Academies studied the problem then, it made a
recommendation that still makes sense today—a pre-requisite for going down this path is for
the government to gain experience about how to properly operate a government-only system
allowing NOBUS access. Without such experience, large scale deployment of any access
mechanism across the entire nation is asking for trouble.

A final point is asking the major vendors to provide NOBUS access is only the first step, as
Director Comey implied in his comments regarding end-to-end encryption to CNN on June 18.
The next step is to impose access requirements on small app and open source developers,
because they can build apps that bypass NOBUS mechanisms built into the platforms. And then
you have to prevent people from bringing into the U.S. apps from abroad that don’t have
NOBUS access, which means an Internet firewall around the United States that blocks such apps
and border inspections and import controls.

* Second, a partial alternative to NOBUS access is for law enforcement authorities to obtain legal
authorization to take advantage of the vulnerabilities that already exist in all software. With
proper legal authorization, law enforcement could hack the devices of bad guys to obtain
unencrypted information when the bad guys themselves accessed it, and they do this to some
extent today.

¢ Third, criminals are just like the rest of us in that they also forget passwords, and if they have
not saved them somewhere, certain crimes will not happen because the would-be perpetrators
will not be able to get the information needed to commit them. Remember also that data is
often backed up to the cloud by default. So criminals will want mechanisms that enable them to
retrieve inaccessible data, and if they do, that’s a way that law enforcement can gain access.

1 hope that these comments are helpful and 'm ready to answer questions. | ask that a number of
relevant documents that support my testimony be entered into the record. These documents have
already been provided to Committee staff.
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Documents for the record
Executive summary to 1996 NRC report: Cryptography’s Role in Securing the Information Society

Motivated in part by the U.S. government proposal to promulgate escrowed encryption and the
Clipper chip as a solution to the “going dark” problem of the 1990s, this report provided an
analysis of escrowed encryption that is a useful point of departure for understanding today’s
debate. The recommendation that the government gain experience in operating an escrowed
encryption system in its own domain (government systems and applications) is discussed in this
report.

Blog post from Herb Lin - http://www.lawfareblog.com/making-progress-encryption-debate,
http://www.lawfareblog.com/echoes-past-encryption.

The “Making Progress” blog post discusses my argument that the time needed to compromise a
NOBUS mechanism is what matters to this debate. The “Echoes” post makes the point about
criminals forgetting passwords too.

Blog post from Jonathan Mayer- http://webpolicy.org/2015/04/28/you-cant-backdoor-a-
platform/

The Mayer blog post describes the “first step” argument in greater detail.

Bellovin et al-“Lawful Hacking: Using Existing Vulnerabilities for Wiretapping on the Internet”,
http://scholarlycommons.law.northwestern.edu/cgi/viewcontent.cgi?article=1209&context=nijti

p.

The Bellovin et al paper makes the case that lawful hacking is a way for law enforcement
authorities to gain much of the access they need without introducing additional security
vulnerabilities.

Blog post from Paul Rosenzweig - http://www.lawfareblog.com/encryption-wars-continue.

The Rosenzweig blog post elaborates the argument about default backup of data to the cloud.
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Executive Summary

In an age of explosive worldwide growth of electronic data storage
and communications, many vital national interests require the effective
protection of information. When used in conjunction with other ap-
proaches to information security, cryptography is a very powerful tool for
protecting information. Consequently, current U.S. policy should be
changed to promote and encourage the widespread use of cryptography
for the protection of the information interests of individuals, businesses,
government agencies, and the nation as a whole, while respecting legiti-
mate national needs of law enforcement and intelligence for national se-
curity and foreign policy purposes to the extent consistent with good
information protection.

BASIC POLICY ISSUES

The Information Security Problem

Today’s information age requires U.S. businesses to compete on a
worldwide basis, sharing sensitive information with appropriate parties
while protecting that information against competitors, vandals, suppliers,

1
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ected o computer
1d access ompame

customers, and foreign governments {Box ES.1). Private law-abiding citi-
zens dislike the ease with which personal telephone calls can be tapped,
especially those carried on cellular or cordless telephones. Elements of
the U.S. civilian infrastructure such as the banking system, the electric
power grid, the public switched telecommunications network, and the air
traffic control system are central to so many dimensions of modern life
that protecting these elements must have a high priority. The federal
government has an important stake in assuring that its important and
sensitive political, economic, law enforcement, and military information,
both classified and unclassified, is protected from foreign governments or
other parties whose interests are hostile to those of the United States.

Copyright @ National Academy of Sciences. All rights reserved.
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EXECUTIVE SUMMARY 3

Cryptographic Dimensions of Information Security Solutions

Information vulnerabilities cannot be eliminated through the use of
any single tool. For example, it is impossible to prevent with technical
means a party authorized to view information from improperly disclos-
ing that information to someone else. However, as part of a comprehen-
sive approach to addressing information vulnerabilities, cryptography is
a powerful tool that can help to assure the confidentiality and integrity of
information in transit and in storage and to authenticate the asserted
identity of individuals and computer systems. Information that has been
properly encrypted cannot be understood or interpreted by those lacking
the appropriate cryptographic “key”; information that has been integrity-
checked cannot be altered without detection. Properly authenticated iden-
tities can help to restrict access to information resources to those properly
authorized individuals and to take fuller advantage of audit trails to track
down parties who have abused their authorized access.

Law Enforcement and National Security Dilemmas
Posed by Cryptography

For both law enforcement and national security, cryptography is a
two-edged sword. The public debate has tended to draw lines that frame
the policy issues as the privacy of individuals and businesses against the
needs of national security and law enforcement. While such a dichotomy
does have a kernel of truth, when viewed in the large, this dichotomy is
misleading. If cryptography can protect the trade secrets and proprietary
information of businesses and thereby reduce economic espionage (which
it can), it also supports in a most important manner the job of law enforce-
ment. If cryptography can help protect nationally critical information
systems and networks against unauthorized penetration (which it can), it
also supports the national security of the United States. Framing discus-
sion about national cryptography policy in this larger law enforcement
and national security context would help to reduce some of the polariza-
tion among the relevant stakeholders.

On the other hand, cryptography intended primarily to maintain the
confidentiality of information that is available to the general public for
legitimate purposes such as defending against information theft is also
available for illegitimate purposes such as terrorism. Encryption thus
does pose a threat to the capability that law enforcement authorities may
seek under appropriate legal authorization to gain access to information
for the purpose of investigating and prosecuting criminal activity. En-
cryption also poses a threat to intelligence gathering for national security

Copyright @ National Academy of Sciences. All rights reserved.
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and foreign policy purposes, an activity that depends on access to infor-
mation of foreign governments and other foreign entities.

Note that other applications of cryptography—for purposes of assur-
ing data integrity and authenticating identities of users and computer
systems—do not pose dilemmas for law enforcement and national secu-
rity in the same way that confidentiality does.

National Cryptography Policy for the Information Age

For many years, concern over foreign threats to national security has
been the primary driver of a national cryptography policy that has sought
to maximize the protection of U.S. military and diplomatic communica-
tions while denying the confidentiality benefits of cryptography to for-
eign adversaries through the use of export controls on cryptography and
related technical data. More recently, the U.S. government has aggres-
sively promoted the domestic use of a certain kind of cryptography—
escrowed encryption—that would provide strong protection for legiti-
mate uses but would permit access by law enforcement officials when
authorized by law. Today, these and other dimensions of current na-
tional cryptography policy generate considerable controversy.

All of the various stakes are legitimate: privacy for individuals, pro-
tection of sensitive or proprietary information for businesses, ensuring
the continuing reliability and integrity of nationally critical information
systems and networks, law enforcement access to stored and communi-
cated information for purposes of investigating and prosecuting crime,
and national security access to information stored or communicated by
foreign powers or other entities and organizations whose interests and
intentions are relevant to the national security and the foreign policy
interests of the United States. Informed public discussion of the issues
must begin by acknowledging the legitimacy both of information gather-
ing for law enforcement and national security purposes and of informa-
tion security for law-abiding individuals and businesses.

The conduct of the debate regarding national cryptography policy
has been complicated because a number of participants have often in-
voked classified information that cannot be made public. However, the
cleared members of the National Research Council’s Committee to Study
National Cryptography Policy (13 of the 16 committee members) con-
cluded that the debate over national cryptography policy can be carried
outin a reasonable manner on an unclassified basis. Classified material
is often important to operational matters in specific cases, but it is neither
essential to the big picture of why cryptography policy is the way it is nor
required for the general outline of how technology will and policy should
evolve in the future.

Copyright © National Academy of Sciences. All rights reserved.
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The problems of information vulnerability, the legitimacy of the vari-
ous national interests described above, and trends such as those outlined
in Box ES.2 point to the need for a concerted effort to protect vital infor-
mation assets of the United States. Cryptography is one important ele-
ment of a comprehensive U.S. policy for better information security.

The committee believes that U.S. national policy should be changed
to support the broad use of cryptography in ways that take into account
competing U.S. needs and desires for individual privacy, international
economic competitiveness, law enforcement, national security, and

Copyright © National Academy of Sciences. All rights reserved.
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world leadership. Because cryptography is an important tool for protect-
ing information and because it is very difficult for governments to con-
trol, the committee believes that widespread nongovernment use of cryp-
tography in the United States and abroad is inevitable in the long run.
Accordingly, the proper role of national cryptography policy is to facili-
tate a judicious transition between today’s world of high information
vulnerability and a future world of greater information security, while to
the extent possible meeting the legitimate needs of law enforcement and
information gathering for national security and foreign policy purposes.

The committee found that current national cryptography policy is
not adequate to support the information security requirements of an
information society. Indeed, current policy discourages the use of cryp-
tography, whether intentionally or not, and in so doing impedes the abil-
ity of the nation to use cryptographic tools that would help to remediate
certain important vulnerabilities. National cryptography policy should
support three objectives:

1. Broad availability of cryptography to all legitimate elements of
U.S. society;

2. Continued economic growth and leadership of key U.S. industries
and businesses in an increasingly global economy, including but not lim-
ited to U.S. computer, software, and communications companies; and

3. Public safety and protection against foreign and domestic threats.

Objectives 1 and 2 argue for a policy that places few government
restrictions on the use of cryptography and actively promotes the use of
cryptography on a broad front. Obijective 3 argues that some kind of
government policy role in the deployment and use of cryptography for
confidentiality may continue to be necessary for public safety and na-
tional security reasons. These three objectives can be met within a frame-
work recognizing that on balance, the advantages of more widespread
use of cryptography outweigh the disadvantages.

The recommendations below address several critical policy areas. In
the interests of brevity, only short rationales for the recommendations are
given here. The reader is urged to read Chapter 8 of the report for essen-
tial qualifications, conditions, and explanations.

A FRAMEWORK FOR NATIONAL CRYPTOGRAPHY POLICY

The framework for national cryptography policy should provide co-
herent structure and reduce uncertfainty for potential vendors and for
nongovernment and government users of cryptography in ways that
policy does not do today.

Copyright @ National Academy of Sciences. All rights reserved.
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Recommendation 1: No law should bar the manufacture, sale, or use of
any form of encryption within the United States. Specifically, a legisla-
tive ban on the use of unescrowed encryption would raise both technical
and legal or constitutional issues. Technically, many methods are avail-
able to circumvent such a ban; legally, constitutional issues, especially
those related to free speech, would be almost certain to arise, issues that
are not trivial to resolve. Recommendation 1 is made to reinforce this
particular aspect of the Administration’s cryptography policy.

Recommendation 2: National cryptography policy should be devel-
oped by the executive and legislative branches on the basis of open
public discussion and governed by the rule of law. Only a national
discussion of the issues involved in national cryptography policy can
result in the broadly acceptable social consensus that is necessary for any
policy in this area to succeed. A consensus derived from such delibera-
tions, backed by explicit legislation when necessary, will lead to greater
degrees of public acceptance and trust, a more certain planning environ-
ment, and better connections between policy makers and the private sec-
tor on which the nation’s economy and social fabric rest.

Recommendation 3: National cryptography policy affecting the devel-
opment and use of commercial cryptography should be more closely
aligned with market forces. As cryptography has assumed greater im-
portance to nongovernment interests, national cryptography policy has
become increasingly disconnected from market reality and the needs of
parties in the private sector. Experience with technology deployment
suggests that reliance on market forces is generally the most effective way
to promote the widespread use of a new technology. Since the committee
believes that widespread deployment and use of cryptography are in the
national interest, it believes that national cryptography policy should align
itself with user needs and market forces to the maximum feasible extent.
Accordingly, national cryptography policy should emphasize the free-
dom of domestic users to determine cryptographic functionality, protec-
tion, and implementations according to their security needs as they see
fit; encourage the adoption of cryptographic standards by the federal
government and private parties that are consistent with prevailing indus-
try practice; and support the use of algorithms, product designs, and
product implementations that are open to public scrutiny.

EXPORT CONTROLS

For many years, the United States has controlled the export of crypto-
graphic technologies, products, and related technical information as mu-

Copyright @ National Academy of Sciences. All rights reserved.
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nitions (on the U.S. Munitions List administered by the State Depart-
ment). However, the current export control regime for cryptography is
an increasing impediment to the information security efforts of U.S. firms
competing and operating in world markets, developing strategic alliances
internationally, and forming closer ties with foreign customers and sup-
pliers. Export controls also have had the effect of reducing the domestic
availability of products with strong encryption capabilities. Looking to
the future, both U.S. and foreign companies have the technical capability
to integrate high-quality cryptographic features into their products and
services. U.S. export controls may stimulate the growth of significant
foreign competition for U.S. vendors to the detriment of both U.S. na-
tional security interests and U.S. business and industry.

Some relaxation of today’s export controls on cryptography is war-
ranted. Relaxation would create an environment in which U.5. and multi-
national firms and individuals could use the same security products in
the United States and abroad, thereby supporting better information se-
curity for U.S. firms operating internationally. It would also increase the
availability of good cryptography products in the United States. Finally,
it would help to solidify U.S. leadership in a field critical to national
security and economic competitiveness.

At the same time, cryptography is inherently dual-use in character,
with important applications to both civilian and military purposes. Be-
cause cryptography is a particularly critical military application for which
few technical alternatives are available, retention of some export controls
on cryptography will mitigate the loss to U.S. national security interests
in the short term, allow the United States to evaluate the impact of relax-
ation on national security interests before making further changes, and
“buy time” for U.S. national security authorities to adjust to a new techni-
cal reality.

Recommendation 4: Export controls on cryptography should be pro-
gressively relaxed but not eliminated.

Recommendation 4.1—Products providing confidentiality atalevel
that meets most general commercial requirements should be easily ex-
portable! Today, products with encryption capabilities that incorpo-
rate the 56-bit DES algorithm provide this level of confidentiality and

IFor purposes of Recommendation 4.1, a product that is “easily exportable” will auto-
matically qualify for treatment and consideration (i.e., commodity jurisdiction, or CJ) under
the Commerce Control List (CCL). Automatic qualification refers to the same procedure
under which software products using RC2 or RC4 algorithms for confidentiality with 40-bit
key sizes currently qualify for the CCL.

Copyright @ National Academy of Sciences. All rights reserved.
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should be easily exportable. As a condition of export, vendors of prod-
ucts covered under this Recommendation 4.1 (and 4.2 below) would be
required to provide to the U.S. government full technical specifications of
their product and reasonable technical assistance upon request in order to
assist the U.S. government in understanding the product’s internal opera-
tions.

Recommendation 4.2—Products providing stronger confidentiality
should be exportable on an expedited basis to a list of approved compa-
nies if the proposed product user is willing to provide access to de-
crypted information upon legally authorized request. Firms on the list
would agree to abide by a set of requirements described in Chapter 8 that
would help to ensure the ability of the U.S. government to obtain the
plaintext of encrypted information upon presentation of a proper law
enforcement request. (Plaintext is the information that was initially en-

crypted.)

Recommendation 4.3—The U.S. government should streamline and
increase the transparency of the export licensing process for cryptogra-
phy. Greater efforts in this area would reduce uncertainty regarding
rules, time lines, and the criteria used in making decisions about the
exportability of particular products. Chapter 8 describes specific possible
steps that might be taken.

ADJUSTING TO NEW TECHNICAL REALITIES

As noted above, cryptography is helpful to some dimensions of law
enforcement and national security and harmful to others. The committee
accepts that the onset of an information age is likely to create many new
challenges for public safety, among them the greater use of cryptography
by criminal elements of society. If law enforcement authorities are unable
to gain access to the encrypted communications and stored information of
criminals, some criminal investigations and prosecutions will be signifi-
cantly impaired. For these reasons, specific steps should be taken to
mitigate these difficulties. In the realm of national security, new capabili-
ties are needed to better cope with the challenges that cryptography pre-
sents.

Since 1993, the approach of the U.S. government to these problems
has been an aggressive promotion of escrowed encryption (see Chapter 5)
as a pillar of the technical foundation for national cryptography policy,
primarily in response to the law enforcement concerns described above.
Initiatives promoted by the U.S. government include the Escrowed En-
cryption Standard (a voluntary Federal Information Processing Standard

Copyright @ National Academy of Sciences. All rights reserved.
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for secure voice telephony), the Capstone/Fortezza initiative that pro-
vides escrowed encryption capabilities for secure data storage and com-
munications, and a recent proposal to liberalize export controls on certain
encryption products if the keys are “properly escrowed.”

The committee understands the Administration’s rationale for pro-
moting escrowed encryption but believes that escrowed encryption
should be only one part of an overall strategy for dealing with the prob-
lems that encryption poses for law enforcement and national security.
The committee’s view of an appropriate overall strategy is described be-
low, and escrowed encryption is the focus of Recommendation 5.3.

Recommendation 5: The U.S. government should take steps to assist
law enforcement and national security to adjust to new technical reali-
ties of the information age. Over the past 50 years, both law enforcement
and national security authorities have had to cope with a variety of chang-
ing technological circumstances. For the most part, they have coped with
these changes quite well. Today, however, “business as usual” will not
suffice to bring agencies responsible for law enforcement and national
security into the information age. At the same time, both law enforce-
ment and national security have demonstrated considerable adaptability
to new environments; this record of adaptability provides considerable
confidence that they can adapt to a future of digital communications and
stored data as well.

The specific subrecommendations that follow attempt to build on this
record. They are intended to support law enforcement and national secu-
rity missions in their totality—for law enforcement, in both crime preven-
tion and crime prosecution and investigation; and for national security, in
both the defense of nationally critical information systems and the collec-
tion of intelligence information.

Recommendation 5.1—The U.S. government should actively en-
courage the use of cryptography in nonconfidentiality applications such
as user authentication and integrity checks. These applications are par-
ticularly important in addressing vulnerabilities of nationally critical in-
formation systems and networks. Furthermore, these applications of cryp-
tography are important crime-fighting measures. To date, national
cryptography policy has not fully supported such nonconfidentiality uses.
Some actions have been taken in this area, but these actions have some-
times conflicted with government concerns about confidentiality. As im-
portantly, government has expressed considerably more concern in the
public debate regarding the deleterious impact of widespread cryptogra-
phy used for confidentiality than over the deleterious impact of not de-
ploying cryptographic capabilities for user authentication and data integ-

Copyright © National Academy of Sciences. All rights reserved.
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rity. Chapter 8 provides a number of illustrative examples to demon-
strate  what specific actions government can take to promote
nonconfidentiality applications of cryptography.

Recommendation 5.2—The U.S. government should promote the
security of the telecommunications networks more actively. Ata mini-
mum, the U.S. government should promote the link encryption of cel-
lular communications? and the improvement of security at telephone
switches. Such steps would not diminish government access for lawfully
authorized wiretaps through the requirements imposed on carriers today
to cooperate with law enforcement in such matters. Furthermore, by
addressing public demands for greater security in voice communications
that are widely known to be nonsecure through the telecommunications
service providers, these measures would also reduce the demand for (and
thus the availability of) devices used to provide end-to-end encryption of
voice communications. Without a ready supply of such devices, a crimi-
nal user would have to go to considerable trouble to obtain a device that
could thwart a lawfully authorized wiretap.

Recommendation 5.3—To better understand how escrowed encryp-
tion might operate, the U.S. government should explore escrowed en-
cryption for its own uses. To address the critical international dimen-
sions of escrowed communications, the U.S. government should work
with other nations on this topic. Escrowed encryption has both benefits
and risks. The benefits for law enforcement and national security are that
when escrowed encryption is properly implemented and widely de-
ployed, law enforcement and national security authorities will be able to
obtain access to escrow-encrypted data in specific instances when autho-
rized by law. Escrowed encryption also enables end users to recover
encrypted stored data to which access has been inadvertently lost. The
risk to end users is that escrowed encryption provides a potentially lower
degree of confidentiality because it is specifically designed to permit ex-
ceptional access by parties not originally intended to have access to the
encrypted data.

Aggressive government promotion of escrowed encryption is not ap-
propriate at this time for several reasons: the lack of operational experi-

2“Link encryption” refers to the practice of encrypting information being communicated
in such a way that it is encrypted only in between the node from which it is sent and the
node where it is received; while the information is at the nodes themselves, it is
unencrypted. In the context of link encryption for cellular communications, a cellular call
would be encrypted between the mobile handset and the ground station. When carried on
the landlines of the telephone network, the call would be unencrypted.

Copyright © National Academy of Sciences. All rights reserved.
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ence with how a large-scale infrastructure for escrowed encryption would
work; the lack of demonstrated evidence that escrowed encryption will
solve the most serious problems that law enforcement authorities face;
the likely harmful impact on the natural market development of applica-
tions made possible by new information services and technologies; and
the uncertainty of the market response to such aggressive promotion. At
the same time, many policy benefits can be gained by an operational
exploration of escrowed encryption by the U.S. government for govern-
ment applications; such exploration would enable the U.S. government to
develop the base of experience on which to build a more aggressive pro-
motion of escrowed encryption should circumstances develop in such a
way that encrypted communications come to pose a significant problem
for law enforcement.

Recommendation 5.4—Congress should seriously consider legisla-
tion that would impose criminal penalties on the use of encrypted com-
munications in interstate commerce with the intent to commit a federal
crime. The purpose of such a statute would be to discourage the use of
cryptography for illegitimate purposes, thus focusing the weight of the
criminal justice system on individuals who were in fact guilty of criminal
activity rather than on law-abiding citizens and criminals alike. Any
statute in this area should be drawn narrowly.

Recommendation 5.5—High priority should be given to research,
development, and deployment of additional technical capabilities for
law enforcement and national security for use in coping with new tech-
nological challenges. Such R&D should be undertaken during the time
that it will take for cryptography to become truly ubiquitous. These new
capabilities are almost certain to have a greater impact on future informa-
tion collection efforts than will aggressive attempts to promote escrowed
encryption to a resistant market.

THE POLICY RELATIONSHIP BETWEEN
INFORMATION SECURITY AND CRYPTOGRAPHY

Although this report is concerned primarily with national cryptogra-
phy policy, any such policy is only one component of a national informa-
tion security policy. Without a forward-looking and comprehensive na-
tional information security policy, changes in national cryptography
policy may have little operational impact on U.5. information security.

Recommendation 6: The U.S. government should develop a mecha-
nism to promote information security in the private sector. Asis widely

Copyright @ National Academy of Sciences. All rights reserved.
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acknowledged, the U.S. government is not well organized to meet the
challenges presented by an information society, and no government
agency has the responsibility to promote information security in the pri-
vate sector. Absent a coordinated approach to promoting information
security, the needs of many stakeholders may well be given inadequate
attention and notice; those who are pursuing enhanced information secu-
rity and those who have a need for legal access to stored or communi-
cated information must both be included in a robust process for manag-
ing the often-competing issues and interests that will inevitably arise over
time. Government has an important role in actively promoting the secu-
rity of information systems and networks critical to the nation’s welfare
(e.g., the banking and financial system, the public switched telecommuni-
cations network, the air traffic control system, the electric power grid). In
other sectors of the economy, the role of the U.S. government should be
limited to providing information and expertise. Chapter 8 provides some
illustrative examples of what the government might do to promote infor-
mation security in the private sector.

CONCLUSION

The committee believes that its recommendations will lead to en-
hanced confidentiality and protection of information for individuals and
companies, thereby reducing economic and financial crimes and economic
espionage from both domestic and foreign sources. In addition, they will
result in improved security and assurance for the information systems
and networks used by the nation—a more secure national information
infrastructure. While the recommendations will in these ways contribute
to the prevention of crime and enhance national security, the committee
recognizes that the spread of cryptography will increase the burden of
those in government charged with carrying out certain specific law en-
forcement and intelligence activities. It believes that widespread com-
mercial and private use of cryptography in the United States and abroad
is inevitable in the long run and that its advantages, on balance, outweigh
its disadvantages. Thus, the committee concluded that the overall inter-
ests of the government and the nation would best be served by a policy
that fosters a judicious transition toward the broad use of cryptography.

Copyright @ National Academy of Sciences. All rights reserved.
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Making Progress on the Encryption Debate

By Herb Lin  Tuesday, February 24, 2015, 1:24 PM

In a recent debate between NSA director Mike Rogers and Yahoo Chief
Information Security Officer Alex Stamos, the topic of law-enforcement
restricted access to encrypted communications once again came up.

To summarize the debate as it has been expressed to date, one side
believes in encryption that only the user can decrypt. Those on this side
of the debate (call it Side A) include large technology companies such as
Apple, Yahoo, Google, and Microsoft and also privacy advocates such as
the ACLU and EFF. Those on the other side of the debate (call it Side B)
acknowledge the value of strong encryption to protect confidential
information, but want to be able to decrypt to the underlying
information without the user’s knowledge or consent when they are
legally authorized for such access. Those on Side B include the FBI and
the Justice Department.

Side B proposes a technological solution to the problem—a mechanism
to decrypt the information that can be accessed by law enforcement
authorities and no one else—this is often known as a NOBUS solution,
where “nobody but us” (NOBUS) can gain access. (According to the report
of the debate referenced above—the NSA believes in the technological
feasibility of a NOBUS solution.)

Side A argues that it’s already hard enough to build secure systems and
that introducing a NOBUS solution will inevitably make the system
vulnerable to unauthorized access to the decrypting mechanism. That is,
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they argue that technological impossibility of having access that is
limited only to law enforcement authorities, and thus that NOBUS is not
an appropriate feature (or bug, depending on how you see it) to
introduce into any encryption system.

The debate—now 20 years old (think Clipper chip)—is entirely polarized,
because there is no common ground in the middle. But when I unpack
the claims on both sides, I find a real conceptual mess. No one taking
Side A can provide a proof that the NOBUS mechanism will eventually
become available to unauthorized parties. No one taking Side B can
provide a proof that it is possible to build a tamperproof mechanism for
NOBUS access. And so the argument continues to rage, as a clash of
absolutes.

But the real technological issue is one of time scale. It is probably true
that NOBUS access can’t be kept secure forever. But it doesn’t need to be
kept forever. If a way to break NOBUS access takes 1000 vears to develop,
then it doesn’t matter. If NOBUS access lasts for 1 minute, then it’s
clearly not workable. So somewhere between 1000 years and 1 minute,
there’s a threshold (a fuzzy threshold with big error bars, to be sure)
where the idea of NOBUS making sense technically changes over to not
making sense.

Viewed in these terms, it seems to be a problem of risk management,
namely “For any given NOBUS mechanism, how might one estimate the
period that it might plausibly remain secure, and what are the error bars
around that estimate?” If we had such numbers, we might be able to
make reasonable decisions about whether a given NOBUS mechanism
might be technologically feasible or not.

Taking this approach has the virtue of separating the values issue from
the technical issue. Some (maybe many) on Side A are opposed in
principle to the idea of any access to encrypted communications that
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are not authorized by the user. Others may favor Side A primarily
because they do not believe that NOBUS is a viable technical approach,
but would go along with Side B if it were.

[Note added after initial post.] I should also point out that NOBUS access
does not necessarily presume that the holders of the encrypted data will
have the ability to decrypt it. Thus, the tech companies will not
themselves be able to decrypt data if and when other countries demand
access.]

So I'would propose that the debate move forward in the following way.
Side B proponents should propose a specific NOBUS mechanism, much
as they once did in the 1990s with the Clipper chip. And they should
present an analysis that says why the mean time to compromise is closer
to 1000 years than to one minute. Once that proposal is in hand for
public scrutiny, Side A should show why the mean time to compromise is
closer to one minute than to 1000 years. The analyses of Sides A and B
can thus be compared. If it turns out that A’s analysis is more plausible
than B’s, we can refrain from considering that mechanism further. If it
turns out that B’s analysis is more plausible than A’s, then we can have
an argument that is centered on the values proposition and not obscured
by a technical smokescreen.

From my perspective, this would be progress.

Topics: Cybersecurity, Privacy: Technology, Surveillance, Privacy
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Echoes From the Past on Encryption

By Herb Lin Wednesday, February 18, 2015, 3:44 PM

President Obama’s recent comments calling for a public debate on
encryption are, as Susan Landau recently pointed out, some much-
needed straight talk about the issue. In Susan’s words, “the debate is not
about perfect security versus privacy and civil liberties; it is about our
society’s willingness to accept risk.”

What’s striking about this debate is that it’s nearly 2 decades old. Here’s
the words of Louis Freeh, then director of the FBI:

“The looming spectre of the widespread use of robust, virtually
uncrackable encryption is one of the most difficult problems confronting
law enforcement. . . . At stake are some of our most valuable and reliable
investigative techniques, and the public safety of our citizens....
Uncrackable encryption will allow drug lords, spies, terrorists and even
violent gangs to communicate about their crimes and their conspiracies
with impunity.”

Director Freeh and others predicted disaster if the encryption problem
was not solved, but their prediction was wrong. Even the horrific events
of September 11, 2001 were the result of organizational failures in the
U.S. government, and not because of encryption.

But are things different today? It’s certainly true that the number of ways
to communicate and store information electronically has gone up, and
we are all more dependent on technology for our daily activities. And for
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everyone, there’s more awareness of security issues. But many things are
the same, such as the unchanging reality that encryption can be used to
conceal crime and terrorist activities and to protect against them.

Another important but overlooked point is that criminals are not
generally smarter than the rest of us. Most of us have forgotten our
password and had to ask for help from our employer or our service
provider. If I'm on my own to remember my password, I will make sure I
have continuing access to it—which means I am likely to record it
somewhere that I can still get it. If I can get it, so can law enforcement
officials. Criminals forget their passwords too, and if they have not
written them down somewhere, certain crimes will not happen because
the would-be perpetrators will not be able to access the information
needed to commit them. Remember also that copies of data often exist in
places other than on personal devices, as people back up and synchronize
their data across computers in several locations.

Apple and Google have promised to deliver encryption that only their
customers will be able to unlock. But some customers will soon demand
that these vendors be able to unlock the encryption when they have
forgotten or lost their keys. Thus, subsequent versions of Apple and
Google products may well offer key recovery capabilities to customers,
and law enforcement authorities will have access to those capabilities as
well. Louis Freeh made just such an argument in 1997 when he noted
that “rational thinking corporations will ... insist on using key recovery
encryption for electronically stored information.” When (as I predict)
Apple and Google start to offer key recovery services to their customers,
law enforcement authorities will have yet another path to pursue.

Do new encryption capabilities pose problems for law enforcement? In
some cases, they surely will, just as criminal investigations have surely
been stymied by an inability to find evidence that was safely hidden in
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unknown safe deposit boxes. But our law enforcement agencies are
dedicated, hardworking, and smart, and the evidence from the first round
of the crypto wars suggests that they will be able to adapt a new
technological environment without the difficulties of legislation
interfering with the market-based decisions of the nation’s information
technology companies.

Topics: Cybersecurity
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The Encryption Wars Continue

By Paul Rosenzweig Saturday, September 20, 2014, 12:31 PM

For quite a while it has been the case that properly implemented
encryption will defeat efforts to crack it (at least using current
technology). Yet it has been the case for an equally long time that very
few people actually use encryption to protect their vital secrets — not
journalists, not criminals, and most assuredly not the (perhaps mythical)
“average layman user.”

Why is that the case? Nobody knows for sure of course, but speculation
reasonably focuses on a range of possibilities: ignorance; complexity;
laziness and hubris lead the list. User error is a frequent issue. Of all of
these, I tend to think complexity and laziness lead the list — that is, most
encryption programs are difficult to use and need to be installed. They
don’t have “one button” applications and they are not “on” by default.

That seems to be changing. And the reason is, as many have predicted,
less about the utility of encryption and more about the business
necessity of appearing resistant to government surveillance. That
explains Apple’s recent decision to make encryption the default in its
new operating system iOS8, that is being delivered in the new iPhoneé6.
For data stored on a device the user (and only the user) will have the
passphrase to unlock the data. The move is so widely lauded that Google
moved quickly to follow with its own Android operating system.
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There are a number of legal and practical implications of this transition,
almost all of which reset the balance between security and liberty in a
way that tends to favor more libertarian impulses:

e The transition will essentially render moot last terms decision in
Riley v. California (proving once again that by the time the Supreme
Court addresses a technological issue the issue is irrelevant!). Riley
held that, as a general matter, law enforcement will need a search
warrant to access data on a cell phone. While that certainly raises
the bar for access, it does not do so to an impossible degree. Probable
cause is, after all, a standard that law enforcement establishes every
day around the country.

e By contrast, however, the new operating systems act technologically
to divest Apple and Google of any ability to respond to a warrant —
they can’t produce what they don’t have. So this Fourth Amendment
question now becomes converted to a Fifth Amendment question —
whether or not the owner of the cell phone can be compelled to
unlock his phone by providing the passphrase. Unlike the Fourth
Amendment context, this privilege is absolute. If courts recognize
the Fifth Amendment protection then the data on the phone is
absolutely unavailable to law enforcement — which would be a
significantly greater crimp in law enforcement (or counter-terrorism)
investigations.

o That makes the growing debate over the extent of a Fifth
Amendment privilege even more salient. When last I wrote about it,
the latest word was an Eleventh Circuit case In Re: Grand Jury
Subpoena (US v. Doe), which held that disclosure of the passphrase
could not be compelled. That debate is not, however, over. Earlier
this year, the Massachusetts Supreme Judicial Court ruled to the
contrary. In Commonwealth v. Gelfgatt, the Court held that disclosing
the passphrase disclosed only the capacity to decrypt, which was a
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“foregone conclusion” and did not implicate any proof of
authenticity, control, or knowledge. That seems to me a highly
suspect conclusion — but it is evidence that the legal question is not
settled in the least.

Notwithstanding all of the strum und drang there may actually be
less to these announcements than meets the eye. Why? Because the
encryption default lock applies =only= to data on the phone itself. As
we’ve noted before, unless you encrypt data before you store it with a
cloud service provider then it is the provider’s encryption, not the
user’s, that matters. And, of course, most Apple users store data in
the iCloud (they like to synchronize data across all their devices) and
Android users store their data in Google’s cloud storage for the same
reason. And that sort of synchronicity remains the default “on”
function in both operating systems. So, all that data stored behind a
hard encryption lock on your phone is accessible from your cloud
storage provider as a back up. And that data may sometimes be
accessed with a subpoena - that is, on a basis requiring less than
probable cause. So the only way to be completely privacy protective
is to turn off the cloud storage portions of your new iPhone or
Android tablet — hardly a way to advance efficiency and productivity
(and also, perhaps, a sign that law enforcement fears are overstated).

Meanwhile the same business reasons that are driving the adoption
of encryption are likely to frustrate any effort to end the
synchronicity default. Apple makes its money by offering you the
seamless cross-platform product. And Google’s business model
involves its access to your data for advertising purposes. So don’t
expect a default “off” switch for cloud storage anytime soon.

Finally, it is worth pondering the larger individual trade-off
question. While I certainly respect the opinion of those who perceive
government surveillance as a threat, I sometimes wonder if they are
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forgoing too many technological advantages in the pursuit of
personal privacy. Encrypting your data and turning off your
synchronization means that if you forget your passphrase your data
is gone ... totally gone. It means that you can’t automatically see a
picture you took on your iPhone when you go to create a family
newsletter on your Mac. One answer, of course, is differential
encryption (protecting only sensitive data), which is what I do with
my client files. But overall, we sometimes don’t recognize, I think,
the efficiency/security tradeoff.

Topics: Privacy, Cybersecurity, Privacy: Technology
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Chairman Grassley, Ranking Member Leahy, and Members of the Committee,
thank you for the opportunity to testify today on “Going Dark: Encryption,
Technology, and the Balance Between Public Safety and Privacy.” I am Peter Swire,
the Huang Professor of Law and Ethics at the Georgia Tech Scheller College of
Business. [ have worked on encryption issues as a government official and scholar
for two decades, including recently as a member of President Obama’s Review
Group on Intelligence and Communications Technology. A more detailed biography
is attached to the end of this testimony.

My testimony today is in three parts. First, the Review Group report

concluded that strong cybersecurity and strong encryption should be vital national
priorities. Our Recommendation 29 stated:

“We recommend that, regarding encryption, the US Government
should:

(1) fully support and not undermine efforts to create encryption
standards;

{2) not in any way subvert, undermine, weaken, or make vulnerable
generally available commercial software; and

{3) increase the use of encryption and urge US companies to do so, in
order to better protect data in transit, at rest, in the cloud, and in
other storage.”

The Review Group unanimously and clearly recommended that the U.S.
Government vigorously encourage the use of strong encryption. With full
awareness of the “going dark” concerns, we sharply criticized any attempt to
introduce vulnerabilities into commercially available products and services, and
found that even temporary vulnerabilities should be authorized only after
administration-wide scrutiny. Based on the top-secret briefings and our experience,
we found these policies would best fight cyber-crime, improve cybersecurity, build
trust in the global communications infrastructure, and promote national security.
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Second, it is more accurate to say that we are in a “Golden Age of
Surveillance” than for law enforcement to assert that it is “Going Dark.” In previous

writings,! I have agreed that there are indeed specific ways that law enforcement
and national security agencies lose specific previous capabilities due to changing
encryption technology. These specific losses, however, are more than offset by
massive gains, including: (1) location information; (2) information about contacts
and confederates; and (3) an array of new databases that create digital dossiers
about individuals’ lives.

The testimony specifically shows the enormous gains to law enforcement
resulting from adoption in the past twenty years of digital smartphones and text
messaging, the two areas most highlighted by law enforcement as examples of
“going dark.” Although relatively few text messages were sent twenty years ago, by
2010 the number exceeded 6 trillion texts per year. For the predominant share of
those messages, the content is available from the provider. Even for the subset
where the content is encrypted, law enforcement can gain access to the meta-data,
linking suspects and witnesses to their entire social graphs.

For text messages, it might be tempting to say that law enforcement could
call the glass half-empty (some texts are encrypted) or half-full (some texts are in
the clear). With over six trillion messages filling the cup, though, it takes chutzpah
to say the glass is empty. Text messages are a prime example of a golden age of
surveillance, and not of going dark.

Third, government-mandated vulnerabilities would threaten severe harm to
cybersecurity, privacy, human rights, and U.S. technological leadership, while not
preventing effective encryption by adversaries.

As occurred in the 1990’s, a diverse coalition of cybersecurity experts,
technology companies, privacy experts, human rights activists, and others has
expressed vociferous and united opposition to government-mandated encryption
vulnerabilities.z My testimony highlights some of these concerns:

e Technology companies, even before Snowden, had multiple reasons to
deploy strong encryption to enhance cybersecurity and customer trust. The
ongoing development of encryption should thus not be seen primarily as a
short-term response to Snowden’s revelations.

e Overwhelming technical problems and costs result from mandates to create
vulnerabilities in encryption. A new reportissued on July 7 is just the most
recent, credible explanation of these technical issues.

1 Peter Swire & Kenesa Ahmad, ‘Going Dark’ Versus a ‘Golden age for Surveillance’, CENTER FOR
DEMOCRACY AND TECHNOLOGY, Nov. 28, 2011 (available at https://cdt.org/blog/’going-dark’-versus-a-
‘golden-age-for-surveillance’/).

2 For one coalition letter, see https://static.newamerica.org/attachments/3138--
113/Encryption_Letter_to_Obama_final_051915.pdf.



126

s U.S. Government support for encryption vulnerabilities increases
cybersecurity problems in the “least trusted countries” and globally, and
undermines U.S. human rights policies. The United States should be a strong
example for cybersecurity and human rights, rather than an excuse used by
repressive regimes to surveil U.S.-based businesses and individuals and
clamp down on political dissent.

* Mandated vulnerabilities are bad industrial policy - they threaten U.S.
technological leadership without preventing bad actors from using strong
encryption.

In conclusion, providing access exceptions for U.S. law enforcement and
intelligence agencies will be harmful, rather than helpful, to national security.
Despite concerns of “going dark,” the steady increase of electronic communications
worldwide provides these agencies with an ever-growing amount of valuable data
and meta-data to use in identifying and pursuing targets of investigations. The
inability to directly access the content of a small fraction of these communications
does not warrant the subsequent damage that would result to privacy and to U.S.
economic, diplomatic, and security interests.

1. Review Group: Strong Cybersecurity and Strong Encryption are Vital to
National Security

In August, 2013 President Obama named me as one of five members of the
Review Group on Intelligence and Communications Technology, to recommend
policies in the wake of the Snowden revelations. Our report emphasized in strong
terms the need for strong cybersecurity and strong encryption, without creating
vulnerabilities for government access.3 The Review Group unanimously found these
issues essential to achieving national security and other national goals in globalized
information networks.

Multiple kinds of evidence support giving credence to the Review Group
recommendations. The President’s tasking to the group made national security the
first priority, along with other considerations such as relations with allies, economic
effects, privacy and civil liberties, maintaining public trust, and addressing insider
threats. The make-up of the group, along with my own role, showed a commitment
to national security, informed by expertise in meeting each of these goals: Richard
Clarke has served as cybersecurity coordinator and also anti-terrorist coordinator
to Presidents of both political parties; Michael Morell has thirty years of experience
in the intelligence community, including serving as acting Director of the CIA; both
Cass Sunstein and Geoffrey Stone are eminent legal scholars, with particular

3 “Liberty and Security in a Changing World: Report and Recommendations of the President’s Review
Group on Intelligence and Communications Technology” (2013),
https://www.whitehouse.gov/sites/default/files/docs/2013-12-12_rg final report.pdf.
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expertise, respectively, in cost/benefit policy analysis* and how to trade off security
and civil liberties in times of crisis.?

The Review Group, in addition to the expertise of the members, received
detailed briefings on encryption, cybersecurity, and related topics at the most highly
classified levels. We met personally with top officials in meetings at the NSA, CIA,
FBI, and elsewhere. We received particularly detailed briefings on national
capabilities in encryption and decryption due to the NSA’s leading role on
encryption issues and also its Information Assurance Directorate’s leading role in
cybersecurity defense.®

Clear evidence establishes positive recognition of the Review Group’s report
and recommendations. Along with widespread coverage in the press, the Princeton
University Press re-issued the Report in a paperback edition - the first time a
federal report has received such treatment since the 9/11 Commission Report.
President Obama and his administration have adopted numerous of our 46
recommendations; we have been told that the administration has adopted at least
70% of the recommendations in letter or in spirit. In addition, Congress has found
the Report helpful. Each of the major provisions of the USA FREEDOM Act is
consistent with one or more of the Review Group’s recommendations.”

Based on the top-secret briefings and the knowledge of the members, the
Review Group unequivocally recommended the following: strong encryption,
without backdoors, is essential to cybersecurity, national security, and the
prevention of cyber-crime. The Review Group was aware of law enforcement and
intelligence agency concerns about “going dark.” We simply found no basis for
weakening cybersecurity due to the going dark arguments.

Our discussion highlighted the central role of effective encryption for our
global communications infrastructure generally, and specifically to address the
“massive increase in cyber-crime”:

“Encryption is an essential basis for trust on the Internet; without
such trust, valuable communications would not be possible. For the

4 Cass Sunstein, along with his numerous publications, served as Administrator for five years for the
Office of Information and Regulatory Affairs of the U.S. Office of Management and Budget, which
oversees cost/benefit analyses of federal regulations.
http://hls.harvard.edu/faculty/directory/10871/Sunstein.

5 Geoffrey R. Stone, Perilous Times: Free Speech in Wartime from The Sedition Act of 1798 to The War
on Terrorism (2004), Top Secret: When Our Government Keeps Us in the Dark (2007), War and Liberty:
An American Dilemma (2007).

¢ See https://www.nsa.gov/ia for information on the IAD’s role and activities.

7 Peter Swire, The USA FREEDOM Act, the President’s Review Group and the Biggest Intelligence
Reform in 40 Years, IAPP PRIVACY PERSPECTIVES, Jun. 8, 2015 (available at
https://privacyassociation.org/news/a/the-usa-freedom-act-the-presidents-review-group-and-the-
biggest-intelligence-reform-in-40-years).
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entire system to work, encryption software itself must be
trustworthy. Users of encryption must be confident, and justifiably
confident, that only those people they designate can decrypt their
data.

“The use of reliable encryption software to safeguard data is critical to
many sectors and organizations, including financial services, medicine
and health care, research and development, and other critical
infrastructures in the United States and around the world. Encryption
allows users of information technology systems to trust that their
data, including their financial transactions, will not be altered or
stolen. Encryption-related software, including pervasive examples
such as Secure Sockets Layer (SSL} and Public Key Infrastructure
(PKI), is essential to online commerce and user authentication. Itis
part of the underpinning of current communications networks.
Indeed, in light of the massive increase in cyber-crime and intellectual
property theft on-line, the use of encryption should be greatly
expanded to protect not only data in transit, butalso data at rest on
networks, in storage, and in the cloud.”

Based on this analysis of the problem, we recommended vigorous U.S.
government support for effective encryption, including a ban on subverting the
security of generally available commercial products and services:

“Recommendation 29: We recommend that, regarding encryption, the
US Government should:

(1) fully support and not undermine efforts to create encryption
standards;

(2) not in any way subvert, undermine, weaken, or make vulnerable
generally available commercial software; and

(3) increase the use of encryption and urge US companies to do so, in
order to better protect data in transit, at rest, in the cloud, and in
other storage.”

Our concern with cyber-crime and cybersecurity extended to our discussion
of cyber-vulnerabilities, including “Zero Day” attacks, defined as attacks where
developers have had zero days to address the vulnerability. Review Group
Recommendation 30 emphasized that vulnerabilities should be “quickly blocked, so
that the underlying vulnerabilities are patched on US Government or other
networks.” The Review Group recommended that, “when an urgent and significant
national security policy can be addressed” by leaving a vulnerability unpatched, an
agency of the US Government may be authorized to use the vulnerability
“temporarily,” instead of “immediately fixing the underlying vulnerability.”
Allowing the vulnerability to remain unpatched should be subject to “a senior-level,
interagency approval process,” chaired by the National Security Council. To ensure
that multiple perspectives are included before allowing such vulnerabilities, we
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wrote that the process should involve “all offices and departments with relevant
concerns, generally including the National Economic Council, State, Commerce,
Energy, and Homeland Security.”

In conclusion on the Review Group, we unanimously and clearly
recommended that the U.S. Government vigorously encourage the use of strong
encryption. With full awareness of the “going dark” concerns, we sharply criticized
any attempt to introduce vulnerabilities into commercially available products and
services, and found that even temporary vulnerabilities should be authorized only
after administration-wide scrutiny. Based on the top-secret briefings and our
experience, we found these policies would best fight cyber-crime, improve
cybersecurity, build trust in the global communications infrastructure, and promote
national security.

I1. Going Dark vs. a Golden Age of Surveillance

In 2011, I co-authored an article that has been widely cited in the encryption
debates: “Going Dark vs. a Golden Age for Surveillance.”® We did not agree that the
FBI and other agencies are “going dark.” We acknowledged that, “due to changing
technology, there are indeed specific ways that law enforcement and national
security agencies lose specific previous capabilities.” We continued: “These specific
losses, however, are more than offset by massive gains. Public debates should
recognize that we are truly in a golden age of surveillance. By understanding that,
we can reject calls for bad encryption policy.” The four years since writing that
article, including my experience in the Review Group, have reinforced my
confidence in these conclusions. The “going dark” claim is fundamentally incorrect;
instead, government agencies are operating in a “golden age of surveillance.”

In this part of the testimony, I critically examine law enforcement statements
about how common the “going dark” problem is. I then explain the basis for
concluding that we are instead in a “golden age of surveillance,” and apply the
analysis to encrypted text messaging and encrypted smartphones.

A. Challenges facing law enforcement access. FBI Director Comey’s article
this week in LawFare highlights law enforcement concerns about “going dark.”

Notably, Director Comey says that “our conversations and our ‘papers and effects’
will be locked in such a way that permits access only by participants to a
conversation or the owner of the device holding the data.”® Although I agree that
there are certain subsets of communications that may not be reachable with a court
order, Director Comey’s statement is so over-broad that policymakers should be

8 Peter Swire & Kenesa Ahmad, ‘Going Dark’ Versus a ‘Golden age for Surveillance’, CENTER FOR
DEMOCRACY AND TECHNOLOGY, Nov. 28, 2011 (available at https://cdt.org/blog/'going-dark’-versus-a-
‘golden-age-for-surveillance’/).

9 James Comey, “Encryption, Public Safety, and “Going Dark,” July 6, 2015,
http://www.lawfareblog.com/encryption-public-safety-and-going-dark.
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extremely cautious about drawing policy conclusions from the assertion. Notably,
Director Comey’s statement essentially ignores the pervasive fact of cloud backup of
content, and also greatly over-states the extent to which emails or other relevant
content is or will be “dark” to law enforcement.

Before looking at the factual details, I pause to emphasize my support for
highly effective law enforcement and intelligence activities to promote public safety
and national security. My previous government work and other experience have
given me considerable sympathy and, I believe, insight about the challenges facing
law enforcement and intelligence agencies. During my time on the Review Group,
for instance, one of my sons was serving as platoon leader for a motorized infantry
unit in Kandahar. I can assure you that [ wanted our signals intelligence to be
absolutely outstanding to prevent an IED or other remote-control threat from
harming his patrol. In 2000, the President’s Chief of Staff entrusted me to serve as
Chair of a White House Working Group on how to update wiretap laws for the
Internet. That process included all of the major law enforcement and intelligence
agencies, and resulted in a cleared administration bill, accepted by those agencies,
that was later introduced in the Senate by Senator Leahy. Along with these years of
experience working on law enforcement issues, I note that as a law student I worked
for the Manhattan District Attorney’s office, represented today by its leader, Mr.
Vance. Doinga police ride-along for a night in Harlem is one of many experiences
that has given me a vivid appreciation for how our police officers put themselves in
harm’s way as they face criminals and other threats to our public safety.

I have written previously about the central importance of cloud back-up and
other stored records as a feature of law enforcement access to communications.10
There are numerous reasons why content on a modern smartphone or computer is
very typically stored on the cloud, including the need for back-up and the ability for
individuals or enterprises to access important information from different devices.
In addition, the standard operation of a huge portion of apps on a smartphone
includes automatic reporting of information to the app developer or others. For
information scored in such cloud settings, standard functionality by the cloud
provider means for a very wide range of applications that information is viewable
by the cloud provider and not encrypted for access only by the user.

Despite concerns from law enforcement about end-to-end encryption (where
content can be viewed only by the sender and recipient), my view is that the
government in the vast majority of cases has retained and will retain access to
plaintext of the content. For corporate accounts, the government can readily submit
a court order to the corporate IT department, which will then turn over the content
on pain of contempt of court. For individual email accounts, the government
remains in a similarly strong position. The portion of individuals who use who end-
to-end encryption remains vanishingly small. All of the largest email providers

10 “From Real-Time Intercepts to Stored Records: Why Encryption Drives the Government to Seek
Access to the Cloud,” International Data Privacy Law (2012}, doi: 10.1093/idpl/ips025.
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today retain the ability to access the plaintext of emails when served a court order.
Individuals who use smaller providers can choose end-to-end encryption (where
the contents are available only to the sender and recipient), but few do so due to the
high risk of problems ~ users who lose their keys lose access to all of their emails.
How many of us would manage access to our bank accounts or other important
accounts without the possibility of assistance if we forget the password? The risk of
losing all access to one’s communications is an enormous barrier to adoption. That
is the single biggest reason in my view that I continue to doubt that we will see
widespread adoption of end-to-end encryption.

In short, law enforcement may face small subsets of circumstances that
match Director Comey’s stated concern: locked devices or end-to-end encryption
(“access only by the participants to a conversation”). At a factual level, however, we
should remain highly alert to over-broad assertions about the pervasiveness of such
“going dark.”

B. Greater recent gains for lawful access.

The discussion here highlights three areas where law enforcement has far
greater capabilities than ever before: {1) location information; (2) information
about contacts and confederates; and (3) an array of new databases that create
“digital dossiers” about individuals’ lives. This information about any individual
suspect is made even more useful because of the way that Big Data and data mining
can help identify suspects.

1. Location information. Knowing the location over time of a suspect
or witness is an enormous boon to law enforcement. For the first time in human
history, we live in an age where most people carry a tracking device, the mobile
phone. Location information comes standard with a wireless network - the phone
company needs to know where your phone is to send you the call. A specific cell
handles the call, so the network knows what cell you are in. Location information is
tremendously useful for law enforcement and national security agencies. It can put
a suspect at the scene of a crime, or establish an alibi, It can actas a “bug” without
the need for the agency to place a bug on the suspect’s person or property.

Even for the few who don’t carry a phone, location is getting far more
difficult to hide. Video surveillance cameras exist in stores, gas stations, and a
proliferating variety of other places. Our cars’ locations are tracked by EZ Pass,
parking garages, and many more. Going forward, as the Internet of Things
multiplies the sensors in daily life, we will see an exponential increase in the density
of records about our individual location. When it comes to location, the maps are
increasingly lit up for law enforcement, and emphatically not dark.

2. Meta-data reveals confederates and co-conspirators. The debates
since Snowden have sensitized us all to the power and importance of meta-data.

Congress, in the USA-FREEDOM Act, recently set important new limits on
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government bulk collection of meta-data, precisely out of recognition of how much
meta-data reveals.

The explosive increase in meta-data provides unprecedented information to
law enforcement and intelligence agencies about a suspect or witness’ confederates
and co-conspirators. For many investigations, who is called is at least as important
as what is said in the call. The investigator gets leads on whom else to investigate
and can follow those leads to the contact’s contacts, and so on. Nothing in the USA-
FREEDOM Act limited the ongoing expansion of meta-data held by the private
sector.

The importance of confederates has become famous in social networking.
The term “social graph” was coined in connection with social networks to describe
the phenomenon of “the global mapping of everybody and how they're related.”11
For investigatory agencies, mapping everybody and how they are related is
extremely useful.

At some level, all of us realize the rapid increase in the density of our
communications in recent years. The Pew Foundation, for instance, reports that 8%
of Internet users were on social media in 2005, compared with 61% in 2010 and
74% in 2014.12 With wireless phones and unlimited calling plans, the volume of our
phone calls has skyrocketed, documenting in detail whom we speak with. VoiP calls
through services such as Skype and Facetime similarly document the to/from
information. E-mails have become a pervasive feature of life for many people; the
emergence of global web mail providers, and nationwide service of process
provided in the USA PATRIOT Act, gives agencies the convenience of serving many
lawful requests to a small number of providers. Techniques for masking meta-data
enormously lag behind current encryption techniques for content.

Our wireline, wireless, and VoiP calls, along with texts and social networking
records are treasure troves of information for investigatory agencies. In the bygone
era of face-to-face communications, no trace was usually left regarding whom a
suspect had talked with. Today, by contrast, an individual would need to abstain
from many everyday activities, over a period of years, to prevent the government
from obtaining information about his or her contacts. The identity of those contacts
helps lead investigators to additional targets of interest, thereby painting a broader
and more precise picture of potential criminal or national security activity.

3. Digital dossiers and Big Data. Information aboutlocation and a
person’s confederates, in turn, are simply examples of the larger trend towards
detailed personal records. Privacy scholars and regulators such as the Federal
Trade Commission have documented the multi-dimensional expansion of personal

1t http:/ /www.cbsnews.com/stories/2010/04/21/tech/main6418458.shtml.
12 heep: / /www.pewinternet.org/data-trend/social-media/social-media-use-all-users/
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information in the hands of data brokers,3 banks, hospitals, online advertisers,
government agencies, and other record holders.’* The new era of “Big Data”
includes advanced analytics that are to mine the data in these numerous databases.
Although a few people attempt to live “off the grid,” this is not a feasible option for
the vast majority of citizens in developed countries. Once an individual is identified
as a target, the government - via lawful process - can access information specific to
that individual in unprecedented detail.

C. Going Dark vs. Golden Age for text messages. Two areas of concern that
law enforcement has highlighted have been the possibility of end-to-end encryption

for text messages and new policies for mobile devices that ensure there is no
“master key” to allow law enforcement access to the device. For both of these
examples, the law enforcement claims to “going dark” turn out, upon inspection, to
validate the view that we are in a golden age of surveillance.

For text messages, law enforcement has expressed concerns that some
software, such as iMessage and WhatsApp, provides end-to-end encryption of the
content. The idea of “going dark” is that law enforcement has lost something - they
used to be able to see something, and now it is dark. But that is not what has
happened. Notso longago, there were no text messages - in almost all instances,
daily communications never created a record of content, because we spoke to
someone in our presence, or called someone on a non-wiretapped phone.

A much more accurate comparison with past practice is that law enforcement
has gained an inestimable boon - the recorded meta-data of text messages. The
history of SMS (short message service) illustrates the point. According to one
source, the number of SMS sent by a typical cell phone user in 1995 was .4 per
month, rising to 35 per user per month by 2000. By 2010, when per-text charges for
text messaging were becoming obsolete, an estimated 6.1 trillion SMS text messages
were sent, in addition to the enormous quantity of text messages sent through
Facebook Messenger, WhatsApp, and other data text services.15

For text messaging, therefore, law enforcement has experienced the new
brightness of literally trillions of text messages per year. For the predominant share
of those messages, the content is available from the provider. Even for the subset
where the content is encrypted, law enforcement can gain access to the meta-data,
linking suspects and witnesses to their entire social graphs.

13 FED. TRADE COMM'N, DATA BROKERS A CALL FOR TRANSPARENCY AND ACCOUNTABILITY (2014) (available at
https://www.ftc.gov/system/files/documents/reports/data-brokers-call-transparency-
accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf).

14 Daniel J. Solove, Digital Dossiers and the Dissipation of Fourth Amendment Privacy, 75 S. CAL. L. REV.
1083 (2002) (available at http://papers.ssrn.com/sol3 /papers.cfm?abstract id=313301).

15 The statistics here are taken from https://en.wikipedia.org/wiki/Short Message Service; ITU, THE
WORLD IN 2010 ICT FACTS AND FIGURES (2010) (available at http: //www.itu.int/ITU-

D/ict/material /FactsFigures2010.pdf).
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For text messages, it might be tempting to say that one can call the glass half-
empty or half-full for law enforcement. With over six trillion messages filling the
cup, though, it takes chutzpah to say the glass is empty. Text messages are a prime
example of a golden age of surveillance, and not of going dark.

D. Going Dark vs. Golden Age for device encryption. Historical perspective
similarly helps us understand going dark vs. a golden age of surveillance for
smartphones. Two decades ago, a typical arrest rarely resulted in police access to a
cell phone - mobile phones were fairly rare. A decade ago, a typical arrest might
turn up a flip phone, with small amounts of meta-data about who had sentand
received recent calls. Today, many users carry smart-phones with gigabytes of data,
an almost unimaginable cornucopia of investigative detail in texts, emails, photos,
and other apps. Itis essentially impossible to describe this historical trajectory as
the police “going dark.” Before, they had little or nothing. Today, they often have a
cornucopia.

The law enforcement response is basically that they don’t always get the
cornucopia, or sometimes they only get most of the cornucopia. Let’s begin with the
basics, whether law enforcement gets any access to what is in the device. First,
many users today don’t even put a passcode on their phone - anyone who picks it
up can access the information. Second, if a suspect does use a passcode, many users
have no encryption of data on the phone or there are technical ways to evade the
encryption implementation. Third, especially in our world where confederates and
co-conspirators are so easy to identify, the prosecutors only have to grant immunity
to one co-conspirator in order to gain entry into the content shared with the other
suspects. Fourth, the courts have yet to resolve how the Fifth Amendment privilege
against self-incrimination applies to opening an encrypted smartphone, especially in
a “going dark” scenario; the courts may decide that the government can jail suspects
for contempt if they refuse to open the phone. Biometric identification, which is
increasingly used for smartphones, may be especially available to law enforcement
without triggering the privilege. These four reasons may help explain why it has
been so difficult for the FBI and other law enforcement officials to provide examples
of where encryption has frustrated an investigation, and the most recent statistics
actually show a decline in wiretaps encountering encryption in 2014 compared to
2013, hardly evidence of “going dark.”16

Even where law enforcement does not gain access to the device (the
cornucopia), law enforcement can often get most or all of the relevant data {most of
the cornucopia). | have already discussed much of the data that remains available to

16 According to the federal 2014 Wiretap Report: “The number of state wiretaps in which encryption
was encountered decreased from 41 in 2013 to 22 in 201 4. In two of these wiretaps, officials were
unable to decipher the plain text of the messages. Three federal wiretaps were reported as being
encrypted in 2014, of which two could not be decrypted. Encryption was aiso reported for five
federal wiretaps that were conducted during previous years, but reported to the AO for the first time
in 2014. Officials were able to decipher the plain text of the communications in four of the five
intercepts.” http://www.uscourts.gov/statistics-reports/wiretap-report-2014
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law enforcement without recourse to the device itself ~ location of the phone;
plaintext of emails; meta-data and often plaintext for text messages; and social
networking data showing confederates. In addition, as discussed above, cloud
storage often exists for numerous other data-sets, such as cloud storage of photos
and videos, location on apps such as Waze and Uber, banking and other financial
apps showing purchases, and so on. Indeed the increasing norm is full-device
backups to the cloud. Even for an inaccessible device, therefore, the full content may
be available from an accessible cloud provider.

E. Summary on Going Dark vs. Golden Age. To summarize, law enforcement
does confront important challenges as encryption and other effective cybersecurity

mechanisms become more pervasive. There will be particular instances where a
lawful court order will not generate the full text of a communication. Nonetheless,
numerous other technical trends are moving sharply in the direction of
unprecedented law enforcement access. If the agencies had the choice between
1990-era capabilities or capabilities today, they would choose the capabilities today.

11l Government-Mandated Vulnerabilities Would Threaten U.S. Technological
eadership, While Not Preventing Effective Encryption by Adversaries

While national security interests are, justifiably, the focus of the current
discussion around encryption, any mandated vulnerabilities would have far
reaching effects in other sectors of U.S. interest as well. The first “Crypto Wars” in
the 1990’s are illustrative of the futility of this approach: attempts to control the
export of encryption negatively impacted U.S. business interests while other players
entered to provide their own encryption solutions. Any mandated weakening of U.S.
encryption today would create similar issues, as consumers both at home and
abroad demand strong, independent encryption for a variety of reasons.
Hamstringing U.S. companies from being able to meet this demand will only benefit
foreign competitors who seek to fill the void while giving political cover for those
countries who will demand similar access in order to further the suppression of
targeted speech and oppression.

A Technology companies, even before Snowden, had multiple reasons to
use strong encryption to enhance cybersecurity and customer trust.

Although encryption issues have become the subject of greater public debate
since the beginning of the Snowden revelations, there has been an ongoing trend to
deploy effective encryption for consumer and business applications. The central
importance of encryption to cybersecurity was a major theme in the Review Group
report, as discussed above. Strong encryption is essentially the broadest-spectrum
antibiotic against cyber-infections. In our era of pervasive cyber-attacks, encryption
is crucial to preventing identity theft, reducing the harmful effects of data breaches,
and providing myriad other protections against attacks.

12
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The necessary and pervasive spread of encryption was the topic of my 2012
article why encryption drives the government to seek access to the cloud, cited
above. Thatarticle gave a 2012 list of examples of widespread encryption:

e “Corporate and government users have widely adopted Virtual Private
Networks (VPNs) for remote users. VPNs are strongly encrypted, thus
protecting the organization’s emails and other communications.

¢ Electronic commerce, including credit card numbers, is overwhelmingly
conducted today using SSL (Secure Sockets Layer).

e Facebook now supports SSL. If it enables SSL by default [which is true in
2015], then its social networking communications would not be readable at
the ISP level.

e Research in Motion’s Blackberry products use strong encryption, and RIM
itself does not have the keys for corporations who manage keys themselves.

e Major web locker services, such as Dropbox, use SSL by default.

e Skype, the leading VoIP provider, encrypts end-to-end. Many international
calls are made using Skype. VoIP enables voice communications to be
encrypted at scale.

e Many Internet games and other services use encryption, often with
accompanying voice and chat channels.”1?

This trend has continued since 2012, including for the device encryption of
smartphones that the FBI has criticized.1® Although it might seem that the
widespread use of encryption is a reason to mandate vulnerabilities in software to
enable law enforcement access, my view is different. The growing and pervasive
use of encryption is recognition of its centrality to defending against cyber-attacks -
the ongoing debates about cybersecurity legislation in Congress show a consensus
that customers need this protection, and companies need to supply it. In addition,
CALEA II-style mandates run up against the pervasive use of encryption. Such

17 “From Real-Time Intercepts to Stored Records: Why Encryption Drives the Government to Seek
Access to the Cloud,” International Data Privacy Law (2012), doi: 10.1093/idpl/ips025.

18 Joe Miller, Google and Apple to introduce default encryption, BBC NEWS, Sep. 19, 2104 (available at
http://www.bbc.com/news/technology-29276955), Klint Finley, Encrypted Web Traffic More Than
Doubles After NSA Revelations, WIRED, May 16, 2014 (available at
http://www.wired.com/2014/05/sandvine-report/), Peter Eckersley, Launching in 2015: A
Certificate Authority to Encrypt the Entire Web, EFF, Nov. 18, 2014 (available at
https://www.eff.org/deeplinks/2014/11/certificate-authority-encrypt-entire-web), James Vincent,
Microsoft will encrypt Bing search traffic by default, THE VERGE, Jun 16, 2015 (available at
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mandates would be a regulatory nightmare, affecting so many applications and
implementations as to be unmanageable and enormously costly.

B. Overwhelming technical problems and costs result from mandates to
create vulnerabilities in encryption.

The technological hopes of law enforcement were expressed in House
testimony this April by Amy Hess, Executive Assistant Director of the Science and
Technology Branch of the FBIL. She said:

“To be clear, we in the FBI support and encourage the use of secure
networks and sophisticated encryption to prevent cyber threats to
our critical national infrastructure, our intellectual property, and our
data. We have been on the front lines of the fight against cyber crime
and economic espionage and we recognize that absolute security does
not exist in either the physical or digital world. Any lawful intercept or
access solution should not lower the overall security.” (emphasis
supplied)??

The heart of the problem is this: the Review Group and the vast majority of
technical experts do not think the FBI’s hopes are possible to achieve, for the sorts
of access suggested in CALEA Il proposals. Even if they assist law enforcement in
some respects, the proposed lawful intercept and access solutions lower overall
security.

Repeated blue-ribbon panels of technical experts have come to the same
conclusion. In the 1990’s, Representative Bob Goodlatte summed up the lessons
that Congress was learning:

“Strong encryption prevents crime. Just as dead-bolt locks and alarm
systems help people protect their homes against intruders, thereby
assisting law enforcement in preventing crime, strong encryption
allows people to protect their digital communications and computer
systems against criminal hackers and computer thieves. The blue-
ribbon National Research Council said it best, concluding that strong
encryption supports both law enforcement efforts and our national
security, while protecting the proprietary information of U.S.
businesses.”20

19 Amy Hess, Statement Before the House Oversight and Government Reform Committee, Subcommittee
on Information Technology, Apr. 29,2015 (available at
https://www.fbi.gov/news/testimony/encryption-and-cyber-security-for-mobile-electronic-
communication-devices).

20 Bob Goodlatte, “Let's Open Up Encryption,” The Washington Post, June 12,1997, available at
http://www.washingtonpost.com/wp-srv/politics/special /encryption/stories/ocr061297.htm
(emphasis added), citing Kenneth W. Dam and Herbert S. Lin, Editors, Committee to Study National
Cryptography Policy, National Research Council, “Cryptography's Role in Securing the Information
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An influential group of encryption experts issued a 1997 report on “The
Risks of Key Recovery, Key Escrow, and Trusted Third-Party Encryption.”?! Among
the key findings of this technical group: “The deployment of key-recovery-based
encryption infrastructures to meet stated specifications will result in substantial
sacrifices in security and greatly increased costs to end users.” The report made
numerous, telling criticisms of key recovery approaches. From my participation in
the policy debates of the era, there was no effective technical response by
supporters of government key recovery approaches.

In May, 2013, just prior to the first Snowden revelations, the Center for
Democracy and Technology gathered a different group of technical experts to write
“CALEA II: Risks of Wiretap Modifications to Endpoints.”22 The conclusions about
the harms of mandated vulnerabilities were clear:

“The U.S. government is proposing to expand wiretap design laws
broadly to Internet services, including voice over Internet protocol
(VolP) services and other peer- to-peer tools that allow
communications in real-time directly between individuals. This
report explains how mandating wiretap capabilities in endpoints
poses serious security risks. Requiring software vendors to build
intercept functionality into their products is unwise and will be
ineffective, with the result being serious consequences for the
economic well-being and national security of the United States.”

An impressive new technical study by a group of experts was released on July
7, just before this hearing, entitled “Keys Under Doormats: Mandating Insecurity by
Requiring Government Access to All Data and Communications.”? [t states:

“We have found that the damage that could be caused by law
enforcement exceptional requirements would be even greater today
than it would have been twenty years ago. In the wake of the growing
economic and social cost of the fundamental insecurity of today’s
Internet environment, any proposals that alter the security dynamics
online should be approached with caution. Exceptional access would
force Internet system developers to reverse “forward secrecy” design

Society,” National Academies Press (1996), available at
http://www.nap.edu/catalog/5131/cryptographys-role-in-securing-the-information-society.

21 Hal Abelson, Ross N. Anderson, Steven Michael Bellovin, Josh Benaloh, Matt Blaze, Whitfield Diffie,
john Gilmore, Peter G. Neumann, Ronald L. Rivest, Jeffrey 1. Schiller, and others.
https://www.schneier.com/paper-key-escrow.html.

22 https:/ /www.cdt.org/files/pdfs/CALEAlI-techreport.pdf.

23 “Keys Under Doormats: Mandating insecurity by requiring government access to all data and
communication.” Abelson, Harold; Anderson, Ross; Bellovin, Steven M.; Benaloh, Josh; Blaze, Matt;
Diffie, Whitfield; Gilmore, John; Green, Matthew; Neumann, Peter G.; Landau, Susan; Rivest, Ronald L.;
Schiller, Jeffrey 1.; Schneier, Bruce; Specter, Michael; Weitzner, Daniel J.
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practices that seek to minimize the impact on user privacy when
systems are breached. The complexity of today’s Internet
environment, with millions of apps and globally-connected services,
means that new law enforcement requirements are likely to introduce
unanticipated, hard to detect security flaws.”

The new study highlights three general problems. First, providing mandated access
“would force a U-turn from the best practices now being deployed to make the
Internet more secure.” For instance, best practices now incorporate “forward
secrecy,” where “decryption keys are deleted immediately after use, so that stealing
the encryption key used by a communications server would not compromise earlier
or later communications.” If law enforcement requires key retention, then that
directly undermines the protection against later attacks.

Second, building in exceptional access would substantially increase system

complexity:

target:

“Security researchers inside and outside government agree that
complexity is the enemy of security — every new feature can interact
with others to create vulnerabilities. To achieve widespread
exceptional access, new technology features would have to be
deployed and tested with literally hundreds of thousands of
developers all around the world. This is a far more complex
environment than the electronic surveillance now deployed in
telecommunications and Internet access services... Features to permit
law-enforcement exceptional access across a wide range of Internet
and mobile computing applications could be particularly problematic
because their typical use would be surreptitious — making security
testing difficult and less effective.”

Third, exceptional access would create concentrated targets for bad actors to

“Security credentials that unlock the data would have to be retained
by the platform provider, law enforcement agencies, or some other
trusted third party. If law enforcement’s keys have guaranteed access
to everything, an attacker who gained access to these keys would
enjoy the same privilege. Moreover, law enforcement’s stated need
for rapid access to data would make it impractical to store keys offline
or split keys among multiple keyholders, as security engineers would
normally do with extremely high-value credentials. Recentattacks on
the United States Government Office of Personnel Management show
how much harm can arise when many organizations rely on a single
institution that itself has security vulnerabilities. In the case of OPM,
numerous federal agencies lost sensitive data because OPM had
insecure infrastructure. If service providers implement exceptional
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access requirements incorrectly, the security of all of their users will
be at risk.”

At a practical level, there are thousands of police departments spread across the
United States. Providing online access to these police departments, while having
iron-clad assurances that no hackers can get in, ignores the lessons of the recent
OPM breach and the numerous other data breaches in the public and private
sectors.

Let me add my personal observations on these studies about the technical
obstacles to safe key recovery by law enforcement. | have engaged with a wide
range of technical encryption experts for two decades, both inside and outside of
government, often as the only person with legal training at a conference. 1 have an
appointment in the College of Computing at Georgia Tech, and teach cybersecurity
there, with a majority of the class in graduate studies in information security. Based
on this engagement with technical experts, they say the same things in private as are
written in the blue-ribbon reports. The passion that the most eminent technical
experts show here is due to their conviction based on hard-fought experience, and
notas a lobbying ploy.

Quite simply, the technical experts | trust believe that the FBI is asking for
the impossible. CALEA Il-style proposals hurt security.

C. U.S, Government support for encryption vulnerabilities increases
cybersecurity problems in the “least trusted countries” and globally, and
undermines U.S. human rights policies.

U.S. Government support for encryption vulnerabilities not only encounters
the severe technical cybersecurity problems just discussed, but also increases the
likelihood of cybersecurity threats originating from other countries. U.S.
government support for such vulnerabilities harms both cybersecurity and human
rights.

In 2012 I was the lead author of a 65-page law review article on “Encryption
and Globalization,” a comprehensive examination of global effects of national
encryption policies.2* What we called the “least trusted country” problem is critical
to understanding cybersecurity and encryption in our globalized setting. If one
country sets limits on encryption, then cross-border communications that comply
with that country’s laws will have that vulnerability. If one party to a
communication uses compromised encryption as required in that country, then
those globally who communicate with that country will have their communications
compromised as well.

Key escrow provides a vivid example of the least trusted country problem.

24 Peter Swire & Kenesa Ahmad, “Encryption and Globalization,” 13 Colum. Sci. & Tech. L. Rev. 416
(2012).
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Consider whatever country in the world you trust the least. For India, that could be
Pakistan, for Taiwan it could be China, for Israel it could be Iran. (I prefer not to
pick one such country for the United States.) How secure would any of these
countries be if their least trusted country had key escrow for their communications?
We wrote: “Ultimately, laws that limit effective encryption create security holes.
Communications that originate, end, travel through, or comply with the policies of
those nations are systematically weakened —they are as secure as they would be in
the hands of our least trusted country, whatever country that may be... Think about
important communications in the hands of the country you trust least in the world.
That is the Internet that would result from limits on strong encryption.”

In this globalized setting, the United States has a crucial leadership role to
play concerning possible compromises in global communications security. [ saw
this personally when [ met in India with senior officials in 2011, when India was
considering a sweeping key escrow proposal. In these discussions, we explained the
history of the crypto wars in the 1990’s, and gave the technical and political reasons
why the U.S. government had correctly decided to abandon a key escrow approach.
After these discussions, and those with other American and global experts, the
Indian government substantially cut back its legal proposal, and also has had far less
than full implementation of the residual provisions. In short, the American example
was useful in reducing the bad effects on global security, notably including for U.S.
individuals and companies communicating abroad. If American policy becomes to
mandate encryption vulnerabilities, either in law and practice, then our moral and
policy authority to argue for strong cybersecurity is eroded.

The human rights implications of mandating vulnerabilities are also
substantial and important. The Review Group Report discussed the importance of
the U.S. Internet Freedom agenda, to bolster protections for journalist, religious
minorities, and political dissenters around the world, especially in repressive
regimes. In February, the U.S. government wrote a detailed statement about the
importance of encryption to global free expression and human rights to David Kaye,
Special Rapporteur on the Promotion of the Right to Freedom of Opinion and
Expression for the United Nations High Commissioner for Human Rights. Key
statements included:

“As President Obama recently made clear, the United States firmly
supports the development of robust adoption of strong encryption,
which is a key tool to secure commerce and trade, safeguard private
information, promote freedoms of expression and association, and
strengthen cybersecurity. Encryption, as well as tools that assist with
anonymity, are especially important in sensitive contexts where
attribution could have negative political, social or personal
consequences or when the privacy interests in the information are
strong.... Consistent with this legal framework, as a matter of policy,
the United States has long supported the development and use of
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strong encryption and anonymity-enabling tools online.”?

The importance of these anonymity-enabling tools has been underscored by
financial support, especially from the U.S. State Department, for development of
software and platforms to enable human rights activists and others abroad to
communicate effectively notwithstanding local political regimes’ efforts to
undermine such communications. The U.S. government support for its Internet
Freedom agenda is broadly consistent with the June 17, 2015 Joint Civil Society
Statement by 25 leading non-government organizations entitled “Promote Strong
Encryption and Anonymity in the Digital Age."26

In conclusion on the “least trusted country” discussion, it is abundantly clear
in our globalized world that decisions about U.S. law enforcement access to
communications have important effects on how other countries decide to respond
to similar issues in their own countries. The Information Technology Industry
Council and Software & Information Industry Association made this pointin a recent
letter: “In addition to these security and trust concerns, the U.S. policy position on
encryption will send a signal to the rest of the world. Should the U.S. government
require companies to weaken encryption technology, such requirements will
legitimize similar efforts by foreign governments. This would threaten the global
marketplace as well as deprive individuals of certain liberties. “?7 The United States
should be a strong example for cybersecurity and human rights, rather than an
excuse used by repressive regimes to surveil U.S.-based businesses and individuals
and clamp down on political dissent.

D. Mandated vulnerabilities are bad industrial policy - they threaten U.S.

technological leadership without preventing bad actors from using strong
encryption.

I next turn to why mandated vulnerabilities are bad as a matter of economic
and industrial policy. Such vulnerabilities threaten U.S. technological leadership
because they provide a ready excuse for foreign governments and purchasers to
eschew American products and services. As we learned from the crypto battles of
the 1990’s, they also are futile - they encourage non-U.S. suppliers to gain the
technical edge in supplying effective encryption.

In April, 2015 House testimony, Kevin Bankston of the New America
Foundation summarized key economic arguments:

“American technology companies, which currently dominate the
global market, have already been wrestling with diminished
consumer trust in the wake of revelations about the scope of the

2Shttp:/ /www.ohchr.org/Documents/Issues/Opinion/Communications/States/USA.pdf

26 https: / /www.hrw.org/news/2015/06/17 /promote-strong-encryption-and-anonymity-digital-
age-0

27 hitp:/ /www.itic.org/dotAsset/58fbf8de-cdB6-47a0-3114-43a55776d2eb.pdf
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National Security Agency’s programs, a loss of trust already predicted
to cost our economy billions of dollars. Any new requirement that
those companies guarantee that the U.S. government have the
technical capability to decrypt their users’ data would give foreign
users— including major institutional clients such as foreign
corporations and governments that especially rely on the security of
those products and services—even more incentive to avoid American
products and turn to foreign competitors. It would also likely
diminish trustin the security of digital technology and the Internet
overall, which would slow future growth of the Internet and Internet-
enabled commerce and threaten the primary economic engine of the
21stcentury. To put it bluntly, foreign customers will not want to buy
or use online services, hardware products, software products or any
other information systems that have been explicitly designed to
facilitate backdoor access for the FBI or the NSA.”28

The experience from the 1990’s shows that foreign suppliers are eager to
step into gaps left by U.S. restrictions on encryption. Under the export control
regime then in existence, it was illegal to export strong encryption from the U.S.
Other encryption suppliers, such as from Russia and Israel, became significant
players precisely because U.S.-based companies could not supply effective software
encryption from the U.S. In my experience, the futility of the encryption limits was
an especially persuasive argument to members of Congress — why should we
support an approach that undermined the U.S. tech sector and also didn’t stop the
spread of strong encryption? A related phenomenon, less well known, was the
concern within the Pentagon about the rising competition from non-U.S. technology
companies. For the Department of Defense, limits on U.S. encryption development
meant that it faced the risk of relying on second-rate encryption for its own systems,
while other countries could be developing state-of-the-art encryption that would
benefit other militaries but not the United States.

Mandated vulnerabilities within the United States, to assist law enforcement,
thus repeat the 1990’s syndrome of harm to U.S. industry as well as futility. Much of
the growth in encryption-related software and products could come from non-U.S.
companies that serve the global market for secure communications and storage.
Other growth would come from the already-flourishing free and open source sector.
As Bankston wrote:

“A government mandate prohibiting U.S. companies from offering
products or services with unbreakable encryption is of little use when
foreign companies can and will offer more secure products and
services, and when an independent coder anywhere on the planet has
the resources to create and distribute free tools for encrypting your

28 http:/ /oversight.house.gov/wp-content/uploads/2015/04/4-29-2015-1T-Subcommittee-Hearing-
on-Encryption-Bankston.pdf.
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communications or the data stored on your mobile devices. As former
Homeland Security Secretary Michael Chertoff recently put it, ‘[Tjhat
genie is not going back in the bottle.”2°

Stanford cybersecurity research Jonathan Mayer sums up the futility
of technology controls justified by “going dark” concerns:

“Cryptographic backdoors are, however, not a solution. Beyond the
myriad other objections, they pose too much of a cost-benefit
asymmetry. In order to make secure apps just slightly more difficult
for criminals to obtain, and just slightly less worthwhile for
developers, the government would have to go to extraordinary
lengths. In an arms race between cryptographic backdoors and secure
apps, the United States would inevitably lose.”3¢

Conclusion

Much more could be added about why such a diverse coalition of
cybersecurity experts, technology companies, privacy experts, human rights
activists, and others are so passionately concerned about the “going dark”
arguments made by law enforcement agencies.3! We can respect the heartfelt
concerns of law enforcement officials facing new challenges while respectfully
disagreeing with proposed policies. The policy debates in the 1990s ended in a
clear verdict, accepted by Congress and the administration -- effective encryption is
essential to our modern communications infrastructure, and mandated weaknesses
in encryption are both futile and ultimately counter-productive.

Biography of Peter Swire

Peter Swire is the Huang Professor of Law and Ethics at the Georgia Tech
Scheller College of Business. He has appointments by courtesy with the College of
Computing and School of Public Policy. His courses include “Information Security
Strategies and Policy” and “Privacy, Technology, Policy, and Law.”

In 2015, the International Association of Privacy Professionals, among its
over 20,000 members, awarded him its Privacy Leadership Award. In 2013, he
served as one of five members of President Obama’s Review Group on Intelligence
and Communications Technology. Prior to that, he was co-chair of the global Do Not

29 Bankston, at http://oversight house.gov/wp-content/uploads/2015/04/4-29-2015-1T-
Subcommittee-Hearing-on-Encryption-Bankston.pdf, quoting Jason Koebler, “The Man Who Crafted
the Patriot Act Now Supports Your Right to Encrypt Data,” Motherboard, February 27, 2015, available
at http:/ /motherboard.vice.com/read/the-man-who-crafted-the-patriot-act-now- supports-your-
right-to-encrypt-data.

30 Jonathan Mayer, “You Can’'t Backdoor a Platform,” Apr. 28, 2015,
http://webpolicy.org/2015/04/28/you-cant-backdoor-a-platform.

31 For one coalition letter, see https://static.newamerica.org/attachments/3138--
113/Encryption_Letter_to_Obama_final_051915.pdf.

21



145

Track process for the World Wide Web Consortium.

Swire is Senior Counsel with Alston & Bird, LLP. He is Senior Fellow with the
Future of Privacy Forum, a Policy Fellow with the Center for Democracy and
Technology, and a Cybersecurity Fellow with the New America Foundation.

Under President Clinton, Swire was the Chief Counselor for Privacy, in the
U.S. Office of Management and Budget, the first person to have U.S. government-
wide responsibility for privacy policy. In that role, he chaired the White House
Working Group on Encryption, and participated in the 1999 White House
announcement enabling export of strong encryption. As Chief Counselor, his
activities included being White House coordinator for the HIPAA medical privacy
rule, chairing a White House task force on how to update wiretap laws for the
Internet age, and helping negotiate the U.S.-E.U. Safe Harbor agreement for trans-
border data flows. Under President Obama, he served as Special Assistant to the
President for Economic Policy.

Swire’s writings on encryption include: (1) “The Uses and Limits of Financial
Cryptography: A Law Professor's Perspective,” chapter in the proceedings of
Financial Cryptography '97 (Springer-Verlag, 1997); (2) “Going Dark’ vs. ‘A Golden
Age for Surveillance,”” Center for Democracy and Technology, Nov. 28, 2011 (with
Kenesa Ahmad); (3) “Encryption and Globalization,” 13 Colum. Sci. & Tech. L. Rev.
416 {2012} (with Kenesa Ahmad)}; (4) “From Real-Time Intercepts to Stored
Records: Why Encryption Drives the Government to Seek Access to the Cloud,”
International Data Privacy Law (2012), doi: 10.1093/idpl/ips025; (5) “Going Dark
vs. Going Secure - New CDT Experts Report on CALEA 11, IAPP Privacy Perspectives,
May 16, 2013; (6) “The FBI Doesn’t Need More Access: We're Already in the Golden
Age of Surveillance,” Just Security, Nov. 17, 2014.

Swire graduated from Princeton University, summa cum laude, and the Yale
Law School, where he was an editor of the Yale Law Journal.

22



146

HEARING BEFORE THE
HE JUDICIARY
UNITED STATES SENATE

8
o HEOING DA o )
ENCRYPTION, TECHNOLOGY, AND THE BALANCE BETWEEN PUBLIC BAFETY AxD PrRIVACY™

ETTLEYY

JuLy 8, 20158

QUESTIONS FOR THE RECORD
‘ FRrOM CHAIRMAN GRASSLEY 1O
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ESTIGATIONS

i The 2014 Wiretap Reportand the “Dati-in-Motion” Problem

The Adninistrative Office of the United States Courts releases an annual ¥ Wiretap
Report,” concerning inteveepted communications pursuant to Fitle 1 of the Ouinibuy
Crime Control and Safe Streets Aot The most recent Wiretap Report for 2014 showed
that Taw enforcement confronted encryption in & very small fraction of wiretap applications
and was unable to deeipher encrypied communications in only a few of those vases. Some
conrmentators, including Professor Swire at the hearing, have asserted that this report
contradicts Taw enforcernent’s elatm that i i “Going Dark” and instend proves that
encryption Iv not harming {8 ability fo investigate erime by intercepting “datas-in-motion.”
Regardless, there'is no doubt that Congress would benefit fram concrete statistical -
information about the scope of the “Golng Dark™ problem and how it is affecting law
enforcement. : :

@ Does the Wiretap Report provide helpful data for evaluating the “Going
Dark” problem fuced by law enforcement; at Jeast in the “data-tn-motion” context?
Or, us Deputy Attorney General Yates suggested in her testimony, does the Wiretap
Report only reflect the sumber of applications that see sought and inpacted by
encrypiion, not the numiber of applications that are never sought hecause of
encryption? :

Responser Please see the response-to Chatrman Grassley’s question 2 to Depaty
Attorney General Yales, fnfian

b It the Wiretap Report is not a good benchmark for the “duts-in-motion”
problém; can the Federal Bureau of Investigation work to develop a hetter
mechanism to keep track of the number of investigations that are negatively
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impacted by strong encryption and share that mformatmﬁ svith Congress so thay
Congress can better evaluate the issue?

. Responser Yes. The FBL s curmmiy working on improving enterprise-wide gquantitative
data collection to belter explain the “datasin-thotion™ problem. Theobj &5 dre 1o Impie
reamiing data eollection metrics and enstre that the FBI hug aceess o Gmely andiag
quaniitative data (o captore and convey the problem,

2. The Impact of Encryption and the “Dati-at-Rest” Problem

Regurding the “data<at-rest” problem, District Attorney Vanee stated in his written
testimony to the Comuaittee that “whicn smartphone encryption i fully deploved by Apple
and Google, 71% of wlt mobile devices examined < at least by my Office’s lab = may be
outside the reach of a seavch warrant,” :

e Doés the Federal Barean of Investigation have similar informution regarding
the potential impact of eieryption on the “data-at-rest” problem?

Rusponse: Ves. The TRI ehcounters miany of the same brands and models of electronie
devices asthe York Dis Attorney’s crime Tab; and-we nmim: many of ﬁn Sene
commerctal forehsic tools, The two companies that you refergnee
sinart phone operating system marketplace i the United States. -As with the
f\ﬂamw 9 )2 ioe, the devices weencounter during inv mngmmm are: wmmi

4] fuii;v §mpiemﬂvm encryption methodologies that th
cowt order. As g consequence, the data on thé vast v

b. o For instanve, does the FBI have any similar statistical informstion on How
offen it has obtained a judicially authorized search warrant for the digital contents
of u device but was nonetheless unable to execnte the warrant due o encryption?
Similarly; does the FBI have any similar statistical information on how often it has
obtained a judicially authorized search warrant to obtain the contents of mvremail
sccount but was unable to execute the warrant due to-encryplion?

Responser No. Axwith the “data-tn-motion” problem, the FBI s working on improving
enterprise-witde quantitative data collection fo better explain the “daveat rest™ problem. Before
the recent intioduetion of entrypted-by-default clectronie devives into the marketplace, the
challenges posed by enerypled “data at encountered intermitiently in investigaions.
Prior to- 2014, the FRI's Going Dark Initiative focused primarily on the data-in-motion
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challenges. The technolog ¥ indmir
extremely vapid and the FBI
new challenges. Our abil
Jonger veliably obtain critical éxﬂb;"mmi{m fmm cermin n‘;zfxmll"acmru\“ :
ourselves relying onself-initiated efforts to solve these extremely complex

\msi iu‘v\'did UH\ cmr\'m;‘d iw—c%dmh duvices has bun

Asnoted above, the FBI i currently wmkm s on :mpmww enterprise-wide quar
data collection (o better understand and explain the™ dam atyest™ problent. This procesy includes
adopting new buginess pro 1o help rack when devices are envountered that cannot be
decrypted, and when we believe leads have been lost or fnvestigalb & because of our
inability w0 obtain data, As weadjust business practices to capiure this information, voe thing we
know for certain ig that, even with a court order o warrant, we increasingly cannot obiain the
comminications, transactions, documents; ré dx and wmdu imx ui ummm% ﬁm% e

< I the FBI does not have such information, can it develop amechanism To

Keep irick of the number of investigations that are negatively impacted hy

smartphooe encryption and share that mformmmn with Congress so that Congress
kk can better evaluate the issue?

Responser Yes: The FBI s working to identify new mechanisms to better capture and
convey the challenges encountered with lawful svcess to both data-tremation and dige-at-1est

3. CALEA

in prior testimony before Congress, the Federal Burean of Investigation suggested that the
“data-in-motion™ problem was associated with Hmitations on the cuforceability and xm{xe
of the Communications Axsismme for Lzm Enforcement Act (CALE :\}

ER How much of the “datasin-motion” side of the problem js attributable to
problemy with the enforceability of CALEA ~ Loy, providers ov servicds that
sre covered by CALEA but that do gotor are unable to comply with
CALEAY Alternafively, how much is attributable t6 problems with the scope
of CALEA ~ L, providers or services that are not covered by CALEA,
either by statute or by FOC wdu!atmn"

Response: There areseveral constraints inherent to OA that Bmit certain provisions
of the statute: Many of these constraints have becomi morg pronounced over thine asnew
communications se s have beenintroduced. At the time of enactment; the portion ol the

¥
ik
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communications infrastructure covered by CALEA was significant — Le,, landline and cellular
ommyanications cardiers. T 2003, the scope was expanded-through 2 decision from the
Federal Communications Commission (FOO) W include interconnected Vioige over Intornet
Protocol (VolPyservice providers and providers of broadband Internet access services,
However, sery and networks evolve very quickly and Systemy are frequently updated.
Indeed, there have been instances where conipanies upumdeci equipmentor altered thelr
architeetwres and they no Tonger have the mmhxhi\ toisolate the comminiications of the sub
of a court order, : :

{n some cases, law enforeeiment
fagiliate the implementation of a cowto
equipment tends toyield incomplete résults
Tow enforcement - the very sitdation TA

rencies may be able w install or provide gguipment m
er, However the installation of lew enforcement

; 1% resenres infensive; and 18 not available tooallof
was ntended to remedy. )

mmtm are mt subject io %hu j
e\ampiu puirsuant to technical standard
maintain m interbeption capability forie
SSMS”Y There are no analogous CALEA-based standardy or veguiremienss fo
instant messages,. This is troe even though both types ofmes cearriod ever conneetions
made avmiabh by telecommunications carriers and séamlessly inteprated within somie popular
tnternet-based instant messaging applications,

b. How many providers or services have refused to- comply with court srders on
the basis that they ave not subject fo CALEAY Please identily vach instance and
each provider or servide that has refused to comply with & courtorder in s aven.

B‘cmemii}; not required m

u;u*\’ica pmvidfcm are

Rnspﬂm‘e“ T(}‘dm*“s fmt‘mcf-

B i*w. mtmaunmi when served wit ) i me mdtr. Hzexa pm\ al
systems not designed for interception purposes in an attempt to comply with & reeption
orders. Asaresult of this adshoc approch; court ordered compliance van be affected na
nurither of differeat ways, including: providing incomplete or unintelligible information that
requires additional troubleshooting and stpport from both the provider and law enforéement; and
delaying the delivery ol the information as the provider manually retrioves data from Hy systems
Wim a Mqumm thiat can vary between hours, days; and weeks. Ultimately, it has boon the

¢ that none of the providers Oiiu ring application-based communication services
are able o mm ide all of the information law enforeement is authorized by
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For more information, please alse see tm rexpcmse to Senator Whitehouse

Director-Comey, fnfro

s-question | (o

4. Spyware

Yo June, T wiote to you to ask for details about the FBES use of spyware. According to
press reports, some types of spyware programs can be remotely deployed toon favgeted
computer to surveptitioushy activate the computer’s camera snd micmpiﬁme; volleet
passwords: search the compuier’s hard drive, random=access memory, and other storage
mediay generate latitade and tongitude coordinates for the computer’s location: and
intercept phone valls, texts, and social media messages. Some have argued that spywire i
# pofential solution to the Going Dark problem because it allows law enforcément fo Torgo
teying to break strong encryption and iustead lets law enforeement see the same deerypted
version of the communication that the sender or receiver sees on hisor her device, T fuet,
i 2003 the Wall Street Journal ray an article entitied: “FBI Taps Hacker Tactics to Spy on
Suspeets: LawsEnforcement Officials Expand Use.of Tools Such'as Spyware us People
Under Investigation *Go Dark,)” Evading Wiretaps.” :

I your testiniony, vou stated: “what 'm confirming hére is we catmot break strong
enerypiion. 'We have not found that tool. T don’t think it exisis. Butwe look Tor other
ways areund the margios if a judge gives us permission to be able to get into u rodm or get
into a device.”

£ Broes the FBI possess or deploy spywaré that allows it to see decrypted
: versions of l;wsmg{}s on g targeted deviee that were mummtmi using strong
eucryvption?
b If's0, has the FBE evaluated to what extent the tse of such spyware could

mitigate or vesolve the problems of “Golng Dark” withou!t requiring
eompanies 1o provide back doors or otherwise limit x{nmgw eneryption? -1 so,
what were t}w conclusions of that evaluation?

€ 1f current spyware technology does not have the capability tb see decrypied
versions of comminications sent with strong encryption; has the ¥BL i
considered increasing s research and development of spyware i(mh in
pursuitof tins capability?

10se inquiried are classified and are, therelore, provided separate
Inaddition to the Ted annex acoompanying this document, we note that the Department of
Justice has previous :;;ﬁmd;{f to the Conimittee's letters on this wpie, Specilically, on July
14, 2015, the Department of Justice xcspwnﬁ;d to'the ( mmmm fetter to the Deputy Altorney

Response: T

i
L
[
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nu the

General, dated April 27,2015, The Commitiee submitted a follow-up letter to the FBI &
Drug Enforcement Administration (DEA) on July 15.2015. On Janpary: 14
3 onise with a classified annex tothe O i

At the hearing, T asked vou whether the Obama Administration planned to come forward
with & proposed fepislative selation to the “Going Dark™ problem, as well as the fate of its
reported 2012 proposal.. You fold me that the Départmentof Justice is not seeking a
legislative fix at this time, but wanted to worlowith the technology companies to find
solutions that will work for each individual company. However, you acknowledged that the
Dicpartment was “not ruling out a legislative solution™ should one prove necessary. Lalso
asked whether there was s proecess in place oy 8 target timeline within the Adovnistration
fo find solutions, but I didnt get an answer to that question.

BN Does the Department of Justice have any formal process or any timeling in
place to worko with technilogy ¢ompanies to find solutions to the *Going
Dark” problem? I so, please provide as much detail about that process or
timeline as possible; 1 not, why does the Department no¥ have such o process
or timeling?

b Given the testimony at the hearing that “Going Dark™ iy 4 signifivant
problem and isonly getting worse, is there a date eerigin by which, ifa
wolution to the problem bas ot been reached through diatogue with the
technology companies, the i)cpaﬂmem of Justice will come forward with o
iegxsialx\ ¢ propasal?.

continues towork with companics and industry
ris have Intensified to the Tast fow months, In faet,
the United States Government is actively engaged with private companies (oensue Ehc},
understand the public safety and m&mmﬁ security risks that result from malicic Gt
higir e mvptu& pxmiuu\ &mi sery ices. “The Administration is not secking legislation at this time:
k%xm mimmu\ cooperation from i -
of cohcern. W Peontinue topursue this
s:m);wcmnom but note that solutions to partiwim’ msxies iy vary based on the techaodogy

Response: The Department of Justice
groups to addr ese ey, and those ¢

-
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involyved, the responsiveness of the company, and-other factors. For this reason, we do not have
a-deadline th mind for any particular action.

20 The “BData-in-Motion” Problearand the Wivetap Re;ﬁm’i

The Administrafive Office of the United States Courts releases s annual “Wiretap
Report, concerning intereepied communications pursuant to Title 111 o the Omnibus
Crime Control and Safe Streets Aet, The most recent Wiretap Report for 2004 showed
that law enforcement confropted eacryption i very small fraction of wiretap applications
and was umable to decipher encrypted communications in only a few of those cases;, Some
commentators; inchiding Professor Swire at the hearing, have asserted that this veport
contradicts law enforcoment’s cluim that it is *Goeing Dark™ and instead proves that
eneryption is not harming s ability to investigate crime by interéepting “data-dn-motion.”
Regardless, therd is no doubt that Congress would benefit from concrete statistical
information abeut the scope of the *Going Dark™ problem and how it s affecting law
enforcement. :

ER Does the Wiretzﬁp Report provide helpful data for evaluating the “Going
Dark™ preblem faced by law enforcement, at least in the “data-ln-mutien”™
context? Oy as you sageested in your testimony; does the Wiretap Report
‘only reflect the wamber of applicationy that ave sought and fmpacted by
encryption, not the-number of applications that are never sought because of
me’pix(}n

b, ¥ the Wiretap Report 8 not o good benchmark for the “dati-in-motion”
problem, ean the Departnient of Justice work to develop s belter miechanism
fo keep track of the number of investigations that are segatively impacted by
strong enceypiion and share that information with Congress so that
Congress éan hetter evaluate the fssue?

Response: - Broryption presents a signiticant and g:‘u\ying e‘:hai‘icngc for &k
in the context of “data in motion”” Billons of & : ‘“h &m‘
because of encryption, lack s meaninglu] inferception mpab /
Knpozt cannot present w complete or dceirate pictire of this »imilu . Pmmmm m i‘§~§ ThRCL
§ 2519, the Department 6f Justice, State prosecutors, andj Judges provide information to the
f\dmmistmt(w {Hficeof the United States Courts fot inclusion in the Wi retap Report, ‘!”hﬁ:
Wiretap Repoit only reflects the number o ahit, and ot
tances in witich an nvesti gator is 3
kriowledge that the information u}mmad will be encrypt
Report does not nclude statist i \\%mh hc nv ustwatm dm
interception order becansecth
Obtalning & wivetap order vériminal iny

\'tzmtmm g.mciy Esttrvesntensive ay it n.qmz‘u

ST
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a huge investment in agent-and attorney time, and the review process is extensive. Itisnot
prudent for agents and prosecutors to devote resourees to this task i they know inadvance that
the tarpeted communications cannot b intercepted. The Wiretap Report, which spphiessolely 1o
approved wirelaps, records only those extremely rare instanves where agents and prosecutors
oblain a wiretap order and are surprised whei encryption prevenis the cotrt-arderad interception,
It is also fmportant 1o note that the ap Reportdoes notinclude data for wiretaps anthorized
as-part of national seeurity investigations.

Beoause it does not capture the effeet of the Going Dark problem on the choteg of
investigative tools, the Report is of Hmited atility nquantifyving the challetiges posed by
encryption. Accordingly, the statistics in the Wiretap Report.are not & reliable measure-of the
scope of the Going Dark problent. The Department of Justice s éxploring ways (o thore
agcurately mvasure the impatt of encryption iy the context ol “data n motdon” aud we fook
forward to sharing the resulis with the Commitiee.

3. The “Data-at-Rest” Problem and the Impact of an*‘vgﬁun

Regarding the “datesat-rest” problem, District Attorney Vance statedin his writlen
testintony 10 the Commitice that “when smartphone encryption is fully deployed by Apple
and Google, 71% of all mobile devices examined = at teast by my Offiee’s fab~ may be
outside the reach of a search warrant,”

A Droes the Department of Justice have similar informution regavding the
potential impact of encryption on the “data-atrest” problem?

Response: Ploase sée the response 1o Chairman Grassley’s question 2(a) to PBL Director
Comey, supra.

b For instance, does the Department of Justice have any similar statistical
informuation on how often it has obtained a judicially authorized search
warrant for the digital contents of a device but was nonciheless unable to
execute the wifrant dueto cncryplion?. Similarly, doey the Department of
Justice have any simitar statistical information on how often it has obtained a
judicially anthorized search warrant to-obtaiy the contents of an email

“aecount hut was woable to execute the warrant due to eneryption?

Response: | Please see the résponse to Chairman Grassh
Divector Comuy, supra.

-
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<. if the Department of Justice does not have such information, tan it develop a
mechanism fo keep track of the number-of investigations that are negatively
intpacted by smartphone encryption and share that information with
Congréss so that Congress van befter evaluate the issue?

Response: Please seo the response w Chairman Grassles

uestion 2(¢) to FBI Divector
Comey, supra. )

4. CALEA

In prior testimony before Congress, the Federal Burcau of Investipation suggested that the
“data-in-motion” problen was associated with limitations on the enforceability und seope
of the Communicationy Assistance for Law Enforcement Act {CALEA). .

& How miuch of the “data-in-motion” side of the problem iy sttribuiableto
problems with the enforceability 0T CALEA — Lo, providers ov verviees that
ave covered by CALEA but that do not or are wiable to comply with
CALY ‘Alternatively, how much is attribuiable to problems with the scope
of CALEA ~ &, providers or services that are not covered by CALEA,
either by statute or by FOC regulation?

Responsé: Please see the response to Chairman Grassley’s question 3(a) to FBI Director
Coniey, sipra . .

b How many providers or services have refused to comply with court ordess on
the basis that they ave notsubjectto CALEAY Please identify cach instange
and each provider or service that has i to comply with wcourt order in
this-area, :

Response: Please see the résponse to Chairman Grassley's

gquestion: 3a) to FBI Diréctar
Comey, spra. !

5. Department of Justive’s Discussions with Technology and Communication Companies

voand
problem.

You testified that the Department of Justive is working with fechiole
communicationy companies 1o fry (o find solutions to the “Geing Dark’

A, Please provide as much information as pessible about the Department of
Justice’s engagement with these companies, including the specific companies

L
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that are part of the discussions, when the discussions. on this topie began, and
swhether the discussions with each company remain ongoing.

b. Have any mmpames rifused to productively engage with the Ikp.}rimem of
~Justice on this-tssue? so, please identify them.

€ Will you commit to' providing the Commiltee with quarierly updates about
: the statuy of the Departent’s engagement with mm comipanies to find
mmmrm {6 this problem?

Responser The Department of Justiveregulary works witleconipanies i connection

m!h the need for lawlul access to-customer data to protect public-sattty and national seclrity.
is ofien ocaurs in connection with %pﬂ:mhu courtorders of search warbants, but also nvolves
broader engagement about a company’s technical capabilities concerning comphiance with logs
5 | V groups-arid
organizations, to exchange information regarding Golng Dark challenges and to hear the
companies” perspectives. Most are willing to engage on the (mmw Dark pmb§:.m ii,mwn SORIE

that this engagement teke plate inone-on-oneé discuss 3
qum discussions ocour frequently with a varety of wmmmu LI‘OU§
would welcome the opportunity to offer the Commitice r%tt!az updates Azmus, our Contnng
afforts 1o attain mdividualized solutions.

& Contemptas a Solution

Some critics of the “Going Dark™ problenyargue that Iaw enforcément lias other options
available to them, such as the use of confempt fo force a defendant to provide law
enforcenent with acvess to his or her encrypted information. Is this a viable option in st
investigations? Why or why not?

Aable option imost investigations. Courts thus far havie held

Response: This isnota
that the compelled production of w password violates the défendant™s Fifth Amendment privilege
against ssif-Tnerimination i most circumstances, Moreover, even if courls were fo hold
otherwise on the Fifth Amendment question; many offend tild choose to .
punishrment for contermpt rather than visk a lengthy sentence forthe underlyiog erime In
addition, in some cases. especially those involving real-time inferception pursuant 1© 1 court
order, it s not Teasible w-compel an individual because doing so would alert thent - the
sirvetllance. And, fmally, 1 landscape, vompelling diselosure of pa
tsoniotd wseful solution inomany national security surveillance contexts, such as those involving
spies and terrorists. :

spla

= 10
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ISETO
¢ TGATIONS

1. During your testimony, you mentioned that there are companics that have the technieal
capability to comply with requests issued by law coforcement but have dedlingd to do so.
Please provide all available information about these declinations, including the name and
addresy of the company and the typeof request issued by haw enforcement :

Response: 1 the current Tegal and fechnological environment, there are several
circumstances inwhich companies may decline 1o comply with reques ted by fa
enforcement attl 5. In some "nx*i‘:mcm acompany may have the technics sability o
comply bul it declines tordo so based on a legalargument that applies ih tha mnnw case (these
arguments may relateto jurisdiction, the imm of the requsst, or c)ihu factorsy separate
n mr some cmrxpuﬁiex‘ iy ds,uda: Aot m izzi v df.\ Liv;x ihf.: it pahht% e se there

id
Rupomc i?»m:i 01‘ pple
t Search H wrran fssned By
dmﬁ not retain mior

TION FROM SENATOR WHITEHOU

NALLVOQUILLIAN VATES, DEPUTY ATTORNEY GENERAL

3, Has the Department of Justice explored whether there is any potential civil Hability for
companics that choose 10 enerypt customer data ina mauner that they cannot-decrypl,
eveir when presented with a valid seareh warrant? 1 the Department has notexploved this
issug, would it be willing to do so? .

{ that
1wl seope and

Response: The Department oF Justiee Has it undenaken & detailed analy
isgue, but we wonlkd be mmm o work with-vowand vour stafl to understand th
contowrs ol any such analysis. -

Chur efforts hav
Hability by engiiring that compani

e focused on preventing the tvpe of harm that might give rise 1o ¢ivil

‘etain the ab;hi) o comply with imx u§ et orders:
Indeed, many companiéy maintain that ability while simublaneou ¢ individiad seourity
and privacy through the ise of strong encryption. We look [orwe irig with the industey
fo find other ways to implenent strong-data protection while preserving the ability to protect
public safety and national security,

S
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Senate Committee on the Judiciary
Questions for the Record from Senator Grassley
To: Dr. Herbert Lin
Senior Research Scholar, Center for International Security and Cooperation
The Hoover Institution
Stanford University

1. Massachusetts Institute of Technology Report: “Keys Under Doormats: Mandating
Insecurity by Requiring Government Access to all Data and Communications”

As you know, days before our Committee hearing, the above report was issued by a number of
security technologists. The report was highly skeptical of the government’s ability to mandate
special access to encrypted communications without doing great harm to internet security. If you
have had a chance to review it thoroughly, please comment on what effect, if any, it has on the
views expressed in your written and oral testimony before the Committee.

Answer:

I have indeed read the report in detail, and I think the report has great value to the debate. In my
testimony, [ called attention to two aspects of the report that are worth repeating for the record
here.

First was the report’s call for more specifics. Quoting from the report — law enforcement needs
to “develop genuine, detailed specifications for what they expect exceptional access mechanisms
to do.” That is absolutely correct — only with real specifics is a serious technical debate possible,
and only with such a debate is it possible to assess the nature and extent of the actual security
impact of any such mechanism. The report does describe some general risks of exceptional
access, and these must be taken seriously, but they do not speak directly to any specific
mechanism because no specific mechanism has been introduced publicly for consideration.

The second important aspect of the report was its list of key questions that would have to be
addressed satisfactorily before government goes down the path of mandated exceptional access.
In the strongest of terms, I endorse these questions as being critical-—and I believe the Congress
should require written answers to these questions from whatever Administration, if any, that
decides in favor of mandated exceptional access.
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Senate Committee on the Judiciary
Questions for the Record from Senator Grassley
To: Peter Swire
Huang Professor of Law and Ethics
Scheller College of Business
Georgia Institute of Technology

1. Global Competitiveness

In my opening statement, one of the concerns I expressed was that, in considering
solutions to the “Going Dark™ problem, we carefully consider the impact on the global
competitiveness of American technology companies. You testified that if U.S.
companies were required to give U.S, law enforcement access to encrypted
communications and devices, U.S. companies find themselves at a disadvantage in the
global marketplace. Yet it appears that countries like the United Kingdom, France and
China are considering laws that would move in this direction.

a. Do you agree that these foreign governments may be moving in this direction? If
s0, how would the global competitiveness of U.S. companies be damaged if
foreign governments mandate the same sort of access?

Swire: T agree that other countries have been considering laws concerning mandated
access. My view is that the position of the United States government is highly relevant to
the likelihood of other countries adopting such laws, especially for close allies such as the
United Kingdom and France. If the United States were to mandate access legally, which
I hope it will not, my view is that the U.S. decision would substantially increase the
likelihood of such laws being enacted by our allies. By contrast, if the United States
maintains the status quo of no such mandates, then that fact becomes an important and
relevant precedent against enactment of such measures by our allies.

I believe the U.S. position would also have a large impact on other countries around the
world, especially for authoritarian or dictatorial regimes that would like to use mandated
access to clamp down on political dissent, religious activity, and other activities. If the
U.S. resists mandates, then the U.S. based technology companies have a much greater
ability to resist demands for mandated access in such countries. Being able to resist such
demands will protect devices and sensitive data of Americans and American businesses
in those countries. By contrast, if the U.S. requires access, then it will be much for
difficult for U.S. based technology companies to push back against requests from China
or other foreign governments,
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My initial point, therefore, is that the U.S. actions in this area have a very important
impact on whether other countries adopt mandated access. As I stated during the hearing,
I also believe that mandates in the U.S. would harm U.S. based technology companies
because of the suspicion around the world that their products and services are not secure
and information is shared with U.S. government agencies.

In terms of mandates in another country, such as a U.S. ally, there would be multiple
effects and the overall outcome depends on the circumstances. For instance, if a small
market country mandates access, then that might aid local companies that comply with
the local law while U.S. companies may decide not to take the reputational risk of doing
business in that jurisdiction. In that event, U.S. companies might lose access to a small
market but face less competition from companies based in there in other markets. If the
country is seen globally as having a weak human rights record, mandated access may
push the U.S. companies, consistent with the Global Network Initiative principles, not to
continue doing business there, thus losing market access. Such company decisions to
eschew a market, however, may send a strong signal globally about the importance of
customer security to the U.S. based companies, with offsetting gains in other markets.

In addition, there is a crucial dynamic aspect to such mandates. The small country, or
country with weak human rights, might find the consequences negative if they lose access
to cutting edge technology from U.S. based companies. They thus might reconsider their
decision to mandate access, in order to bring U.S. based companies back into the
jurisdiction. In such an event, a clear U.S. policy of not requiring access is crucial - the
good long-term outcome of U.S. company participation and no mandates occurs only if
the U.S. retains its policy where no mandates are imposed.



Senate Committee on the Judiciary
Responses to Questions for the Record from Senator Grassley
Washington, D.C.

Cyrus Vance, Jr., District Attorney, New York County, New York

Question 1: Correspondence with Apple and Google

In your written testimony and during the hearing, you spoke about your interactions
with Apple and Google, and follow-up letters that you sent to these companies
containing a series of detailed questions about the “Going Dark” issue.

a. Please describe in further detail your interactions with these companies.
b. Have you received a response from either company? If so, please describe in
detail the response. If not, have you contacted them about the timing of any

response?

c. If and when you receive a response, would you please forward a copy to the
Committee?

Response to Question 1(a).

Given my deep concerns on the harm to local law enforcement caused by Apple’s and
Google’s new policies that would render the information on smartphones effectively beyond
the reach of search warrants, my Office contacted Apple and Google to set up separate
meetings with each company. On March 19, 2015, I, along with two members of my Office,

two representatives from the United States Secret Service, and two representatives from the



161

Alabama Office of Prosecution Services participated in separate meetings with Apple and
Google at their headquarters in California.

The representatives from Apple who participated in the meeting included: i) Jane
Horvath, Senior Director of Global Privacy; ) Pat Burke, Privacy Counsel for Enforcement;
u1) Cathy Foster, Corporate Government Affairs; and iv) Mike Foulkes, Director, State and
Local Government Affairs. 1 shared my concerns about the impact of Apple’s decision on
my Office and other state and local law enforcement agencies, explaining that state and local
law enforcement handles ninety percent of the criminal cases in the United States and that a
huge percentage of them involve evidence derived from smartphones. I explained that the
availability of information on the cloud s not an adequate substitute for information on
smartphones for pursuing criminal investigations, exoneration efforts, or prosecutions.

Apple explained that its decisions regarding smartphone encryption were based
principally on security and market considerations, with the latter relating in large part to growth
mn foreign markets. Apple offered that efforts by Congress or a state legislature that would
cause United States-based technology companies to limit encryption in any way might cause
those companies to re-locate outside of the United States.

Our second meeting was held with Google. The representatives from Google present
at the meeting included: i) Kent Walker, Senior Vice President and General Counsel; 1)
Richard Salgado, Legal Director, Law Enforcement and Information Security; 1) Nicole
Jones, Sr. Law Enforcement and Security Counsel; iv) Betsy Mastello; and v) Eric Grosse. As
we had done with Apple, we shared with Google our concerns about the impact on state and

local law enforcement of policies that would render the nformation on smartphones



162

effectively beyond the reach of search warrants. As had Apple, Google raised concerns about
how limits on encryption would be exploited by foreign governments, and noted that
mformation on smartphones had been used by repressive governments to oppress human
rights activists. Google also referred to harm to its “brand” allegedly caused by publicity
surrounding activities of the National Security Agency.

On March 31, 2015, and April 1, 2015, 1 sent letters to Apple and Google, respectively,
setting forth questions that arose from our meetings with them. I have attached a copy of both
my letters. (Copies of the letters were also attached as exhibits to my written testimony before
your Committee.) I had hoped that the letters would foster a dialogue, but neither company
has responded. 1 remain hopeful that a dialogue and a solution are possible.

Response to Question 1(b).

As noted above, to date I have not received a response from either Apple or Google.
Response to Question 1(c).

I will promptly forward to the Committee a copy of any response to my letters should

1 receive one.
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Question 2: Exonerations of the Innocent

In your testimony, you spoke about how the “Going Dark” problem seriously affects
your ability to obtain evidence to prosecute criminals. Can you also describe how the
“Going Dark” problem impacts law enforcement’s ability to exclude individuals
suspected of criminal wrongdoing or otherwise exonerate innocent people? Do you
have any real-world examples of this?

Response to Question 2.

As you are aware, any evidence that helps us to prosecute criminals also helps us to
exonerate the innocent, including the wrongly suspected or accused. A case from my office
that illustrates the point arose when the police discovered a person dead in his apartment with
a gunshot wound to the head.

My office obtained a search warrant and an “unlock order” from a court for certain
phones found at the scene of the crime. We sent the phones to Apple, which unlocked
them. The phone data helped to establish that what we had initially thought to be the
timeline of the events was wrong, and that a person whom we had initially suspected had
not, in fact, been involved. A contact in one of the unlocked iPhones was eventually traced
to another individual, who later confessed and pled guilty to the killing. He is currently
serving a sentence of 17 years and 6 months imprisonment. Pegple v. Rosario, Indictment

01859/2010, New York State Sup
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Chapter VII

Global Communications Technology: Promoting Prosperity,

Security, and Openness in a Networked World
A, Introduction

An important goal of US policy is to promote prosperity, security,
and opernness in the predominant method of modern communication, the
Internet. This chapter examines how to achieve that goal, consistent with

other goals of US policy.

In 2011, the Obama Administration released a major report:
“International Strategy for Cyberspace: Prosperity, Security, and Openness
in a Networked World.” In the letter introducing the report, President
Obama wrote: “This strategy outlines not only a vision for the future of
cyberspace, but an agenda for realizing it. It provides the context for our
partners at home and abroad to understand our priorities, and how we can
come together to preserve the character of cyberspace and reduce the
threats we face.” The Strategy defined the overall goal: “The United States
will work internationally to promote an open, interoperable, secure, and
reliable information and communications infrastructure that supports
international trade and commerce, strengthens international security, and

fosters free expression and innovation” (emphasis added).

We believe that this is an exceedingly important goal, and that it
bears directly on efforts to engage in sensible risk management. In this

chapter, we offer a series of recommendations designed to promote that
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goal, and in the process to protect the central values associated with a free

Internet.
B. Background: Trade, Internet Freedom, and Other Goals

The United States has a strong interest in promoting an open,
interoperable, secure, and reliable information and communication
structure.  We focus our discussion on international trade, economic

growth, and Internet freedom.

Throughout this report, we have stressed the need for a risk-
management approach, balancing the imperatives for intelligence
collection with the potential downsides. In the areas discussed in this
chapter, prominent US policy goals run the risk of being undermined by
the reports about US surveillance. We consider what measures will best

achieve those goals for our global communications structure.
1. International Trade and Economic Growth

The US is committed to international economic competitiveness, to
improvements in the international trade system, and to achievement of
economic growth. The rules for international trade are crucial for the
pervasively international conduct of commerce on the Internet, as well as
for other sectors involved in international trade. Free trade agreements can
contribute to economic growth. Unfortunately, foreign concerns about US

surveillance threaten achievement of these various goals.

For example, the Transatlantic Trade and Investment Partnership (T-

TIP) is a large and visible trade negotiation potentially affected by the
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recent surveillance leaks. The T-TIP talks were launched in 2013 as “an
ambitious, comprehensive, and high-standard trade and investment
agreement” designed to eliminate all tariffs on trade, improve market
access on trade in services, and address a wide range of other impediments
to trade.’ But strong concerns have been expressed about surveillance by
European officials, as reflected in this statement by the EU Parliament
Committee on Foreign Affairs: “With the damage to trust in the
transatlantic relationship caused by NSA massive surveillance and lack of
data privacy remedies for FEuropeans, the transatlantic economic

relationship is at risk.” 170

European officials have similarly expressed doubt about whether to
continue the existing Safe Harbor agreement for transfer of personal
information to the US, under which companies are able to comply with the
stricter EU privacy laws.1”  Although the precise impact on such future
negotiations is unclear, such statements show the linkage between

intelligence collection decisions and international trade negotiations.

The effects of concern with US surveillance on US trade in cloud
computing and other online activities have drawn particular attention. The
public cloud computing market for enterprises is growing rapidly. By

2016, it is estimated to reach $207 billion annually, more than double the

1% White House Fact Sheet: Transatlantic Trade and Investment Partnership (T-TIP), June, 2013, available at
hitp:/ /www.ustr.oov/aboub-us/ press-office / fact-sheets /2013 fjune / wh-ttip.

170 “Draft Working Document on Foreign Policy Aspect of the Inquiry on Electronic Mass Surveillance of
EU Citizens,” European Parliament Comumittee on Foreign Affairs, Nov. 4, 2013, available at

http:/ /www statewatch org/news/ 2013/ nov/ep-nsa-surv-ing-working-document-fa-commitiee pdf.
171 “Bhatt Jaheen, “In Wake of PRISM, German DPAs Threaten to Halt Data Transfers to Non-FU
Countries,” Bloomberg BNA, July 29, 2013, available at hitp:/ /www bna.com/wake-prism-

germannl717987502.
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2012 level’? As a result, cloud computing vendors not only have to retain
existing customers but also must recruit new customers to maintain market
share. In the wake of press reports on US surveillance, two studies
estimated large losses in sales for US cloud computing providers, due to
concerns overseas about the security of US providers and possible legal
measures to limit use of US-based cloud providers by other countries. 17
US-based information technology companies and trade associations have
expressed strong concerns, fearing that Chinese, European, and other
competitors will use the disclosures to promote their products over

American exports.

Negative effects stemming from concern with US surveillance on
trade and economic competitiveness may, in turn, have adverse effects on
overall US economic growth. In recent years, the information technology
sector has been a major source of innovation and growth. Foreign concerns
about US surveillance can directly reduce the market share of US-based
technology companies, and can in addition have an indirect effect of
justifying protectionist measures.  Addressing concerns about US
Government surveillance would increase confidence in the US information

technology sector, thus contributing to US economic growth.

172 “Carner Predict Cloud Computing Spending to Increase by 100% in 2016, says AppsCare,”
PRWEDb.com, 2012, available at http:/ /prweb.com/releases/2012/7/prweb9711167 him.

17 Daniel Castro, “How Much Will PRISM Cost the US Cloud Computing Industry,” August, 2013
(estimating monetary impact on US cloud providers of $21.5 billion by 2016, based on 10% loss in foreign
market share), available at www2.itif.org/2013-cloud-computing-costs.pdf; Cloud Security Alliance,
“CSA Survey Results: Government Access to Information”, July 2013, available at

hitps:/ / downloads.cloudsecurityalliance.org/ initiatives /surveys/nsa_prism/CSA-govi-access-survey-
July-2013.pdf (losses up to $180 billion by 2016).
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2. Internet Freedom

US Internet freedom policy seeks to preserve and expand the Internet
as an open, global space for free expression, for organizing and interaction,
and for commerce. In recent years, the United States has highlighted
Internet freedom as an important goal of US policy, including by pushing
successfully in 2012 for the first United Nations resolution that confirms
that human rights in the Internet realm must be protected with the same
commitment as in the real world. The US has worked with the Dutch
Foreign Ministry to establish the Freedom Online Coalition, currently a
group of 21 governments from five regions committed to coordinating
diplomatic efforts to advance Internet freedom. This Coalition has sought
to broaden support for an approach based on universal human rights and

the inclusive, multi-stakeholder model of Internet governance.

A central theme of US Internet freedom policy has been protection
against intrusive surveillance and repression. The US Government has
consistently spoken out against the arrest and persecution of bloggers and
online activists in countries such as Azerbaijan, China, Cuba, Egypt,
Ethiopia, Iran, Russia, Saudi Arabia, Thailand, Venezuela, and Vietnam.
President Obama and Secretaries of State have publicly criticized restrictive
Internet legislation designed to force companies to collaborate in
censorship and pervasive surveillance of their users in order to chill
expression and facilitate persecution. Since 2008, the Department of State
and the United States Agency for International Development have invested

over $100 million in programs to enable human rights activists and
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bloggers to exercise their human rights freely and safely online, including

by distribution of strong encryption and other anti-censorship tools.

Revelations about US surveillance have threatened to undermine the
US Internet freedom agenda. Countries that were previously criticized by
the United States for excessive surveillance have accused the US of
hypocrisy. In our view, these allegations lack force. US surveillance is
subject to oversight by the multiple authorities shown in Appendix C, and
the First Amendment protections under the US Constitution are an
effective bulwark against censorship and political repression. Nonetheless,
the reports about US surveillance have clearly made it more difficult to
explain the key differences in international fora. As we have emphasized at

several points in this Report, public trust is exceedingly important.
3. Internet Governance and Localization Requirements

The United States has strongly supported an inclusive multi-
stakeholder model of Internet governance in order to maintain and expand
a globally interoperable, open, and secure Internet architecture to which all
people have access. This multi-stakeholder approach incorporates input
from industry, governments, civil society, academic institutions, technical
experts, and others. This approach has emphasized the primacy of
interoperable and secure technical standards, selected with the help of

technical experts.

A competing model, favored by Russia and a number of other
countries, would place Internet governance under the auspices of the

United Nations and the International Telecommumications Union (ITU).
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This model would enhance the influence of governments at the expense of
other stakeholders in Internet governance decisions, and it could legitimize
greater state control over Internet content and communications. In
particular, this model could support greater use of “localization”
requirements, such as national laws requiring servers to be physically

located within a country or limits on transferring data across borders.

The press revelations about US surveillance have emboldened
supporters of localization requirements for Internet communications.
Brazil, Indonesia, and Vietnam have proposed requiring e-mails and other
Internet communications to be stored locally, in the particular country.
Although generally favoring the multi-stakeholder approach to many
Internet governance issues, the EU has also shifted in the direction of
localization requirements. In the second half of 2013, the EU Parliament
voted in favor of a proposal to limit international data flows; this provision
would prohibit responding to lawful government requests, including from
the US courts and government, until release of such records were approved

by a European data protection authority.

Public debate has suggested a possible mix of motives supporting
such localization requirements, including (1) concern about how records
about their citizens will be treated in the US; (2) support for local cloud
providers and other information technology companies with the effect of
reducing the market share of US providers; and (3) use of the localization
proposals as a way to highlight concerns about US intelligence practices

and create leverage for possible changes in US policy. Whatever the mix of
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motives, press reports about US surveillance have posed new challenges
for the longstanding US policy favoring the multi-stakeholder approach to

Internet governance as well as US opposition to localization requirements.
C. Technical Measures to Increase Security and User Confidence

Recommendation 29

We recommend that, regarding encryption, the US Government
should:

(1) fully support and not undermine efforts to create encryption

standards;

(2) not in any way subvert, undermine, weaken, or make

vulnerable generally available commercial software; and

(3) increase the use of encryption and urge US companies to do so,
in order to better protect data in transit, at rest, in the cloud, and

in other storage.

Encryption is an essential basis for trust on the Internet; without such
trust, valuable communications would not be possible. For the entire
system to work, encryption software itself must be trustworthy. Users of
encryption must be confident, and justifiably confident, that only those

people they designate can decrypt their data.

The use of reliable encryption software to safeguard data is critical to
many sectors and organizations, including financial services, medicine and
health care, research and development, and other critical infrastructures in

the United States and around the world. Encryption allows users of
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information technology systems to trust that their data, including their
financial transactions, will not be altered or stolen. Encryption-related
software, including pervasive examples such as Secure Sockets Layer (S5L)
and Public Key Infrastructure (PKI), is essential to online commerce and
user authentication. It is part of the underpinning of current
communications networks. Indeed, in light of the massive increase in
cyber-crime and intellectual property theft on-line, the use of encryption
should be greatly expanded to protect not only data in transit, but also data

at rest on networks, in storage, and in the cloud.

We are aware of recent allegations that the United States Government
has intentionally introduced “backdoors” into commercially available
software, enabling decryption of apparently secure software. We are also
aware that some people have expressed concern that such “backdoors”
could be discovered and used by criminal cartels and other governments,
and hence that some commercially available software is not trustworthy

today.

Upon review, however, we are unaware of any vulnerability created
by the US Government in generally available commercial software that
puts users at risk of criminal hackers or foreign governments decrypting
their data. Moreover, it appears that in the vast majority of generally used,
commercially available encryption software, there is no vulnerability, or
“backdoor,” that makes it possible for the US Government or anyone else

to achieve unauthorized access.’74

74 Any cryptographic algorithm can become exploitable if implemented incorrectly or used improperly.
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Nonetheless, it is important to take strong steps to enhance trust in
this basic underpinning of information technology. Recommendation 32 is
designed to describe those steps. The central point is that trust in
encryption standards, and in the resulting software, must be maintained.
Although NSA has made clear that it has not and is not now doing the

activities listed below, the US Government should make it clear that:

e NSA will not engineer vulnerabilities into the encryption algorithms

that guard global commerce;

¢ The United States will not provide competitive advantage to US firms

by the provision to those corporations of industrial espionage;

¢ NSA will not demand changes in any product by any vendor for the
purpose of undermining the security or integrity of the product, or to
ease NSA’s clandestine collection of information by users of the

product; and

e NSA will not hold encrypted communication as a way to avoid

retention limits.

Although NSA is authorized to retain encrypted data indefinitely for
cryptanalysis purposes, such as for encryption systems of nation-states or
terrorist groups, NSA should not store generic commercial encrypted data,
such as Virtual Private Network (VPN) or S5L data. If NSA is able to
decrypt data years after it is collected, that data, once decrypted, should be
sent to an analytic storage facility, where standard retention, minimization,

and reporting rules would apply. Those rules should include minimization
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of US person data and a prohibition on using data that is beyond

authorized retention limits.

Recommendation 30

We recommend that the National Security Council staff should
manage an interagency process to review on a regular basis the activities
of the US Government regarding attacks that exploit a previously
unknown vulnerability in a computer application or system. These are
often called “Zero Day” attacks because developers have had zero days
to address and patch the vulnerability. US policy should generally move
to ensure that Zero Days are quickly blocked, so that the underlying
vulnerabilities are patched on US Government and other networks. In
rare instances, US policy may briefly authorize using a Zero Day for high
priority intelligence collection, following senior, interagency review

involving all appropriate departments.

NSA and other US Government agencies, such as DHS, have
important missions to assist US corporations in the protection of privately
owned and operated critical infrastructure information networks. To do
so, NSA, DHS, and other agencies should identify vulnerabilities in
software widely employed in critical infrastructure and then work to
eliminate those vulnerabilities as quickly as possible. That duty to defend,
however, may sometimes come into conflict with the intelligence collection

mission, particularly when it comes to what are known as “Zero Days.”

A Zero Day or “0 Day” exploit is a previously unknown vulnerability

in software in a computer application or system - the developers or system
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owners have had zero days to address or patch the vulnerability. Because
the software attack technique has not been used or seen before, it enables a
cyber attacker to penetrate a system or to achieve other malicious goals. In
almost all instances, for widely used code, it is in the national interest to
eliminate software vulnerabilities rather than to use them for US
intelligence collection. Eliminating the vulnerabilities ~“patching” them—
strengthens the security of US Government, critical infrastructure, and

other computer systems.

We recommend that, when an urgent and significant national
security priority can be addressed by the use of a Zero Day, an agency of
the US Government may be authorized to use temporarily a Zero Day
instead of immediately fixing the underlying vulnerability. Before
approving use of the Zero Day rather than patching a vulnerability, there
should be a senior-level, interagency approval process that employs a risk
management approach. The NSS should chair the process, with regular
reviews. All offices and departments with relevant concerns, generally
including the National Economic Council, State, Commerce, Energy, and

Homeland Security, should be involved in that process.
D. Institutional Measures for Cyberspace

Recommendation 31

We recommend that the United States should support international
norms or international agreements for specific measures that will
increase confidence in the security of online communications. Among

those measures to be considered are:
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(1) Governments should not use surveillance to steal industry

secrets to advantage their domestic industry;

(2) Governments should not use their offensive cyber capabilities
to change the amounts held in financial accounts or otherwise

manipulate the financial systems;

(3) Governments should promote transparency about the number
and type of law enforcement and other requests made to

conumunications providers;

(4) Absent a specific and compelling reason, governments should
avoid localization requirements that (a) mandate location of
servers and other information technology facilities or (b) prevent

trans-border data flows.

The US Government should encourage other countries to take
specific measures to limit the possible negative consequences of their own
intelligence activities, and increase public trust and user confidence in the
security of online communications. Norms or agreements might be

valuable for that purpose.

We suggest consideration of a series of specific steps. First,
governments should not use their surveillance capabilities to steal industry
secrets to advantage their domestic industries. Surveillance may take place
against both foreign and domestic companies for a variety of reasons, such
as to promote compliance with anti-money laundering, anti-corruption,
and other laws, as well as international agreements such as economic

sanctions against certain countries. The purpose of such surveillance,
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however, should not be to enable a government to favor its domestic
industry. Bolstering an international norm against this sort of economic
espionage and competition would support economic growth, protect
investment and innovation in intellectual property, and reduce costs to

those innovators of protecting against nation-state cyber attacks.

Second, governments should abstain from penetrating the systems of
financial institutions and changing the amounts held in accounts there.
The policy of avoiding tampering with account balances in financial
institutions is part of a broader US policy of abstaining from manipulation
of the financial system. These policies support economic growth by
allowing all actors to rely on the accuracy of financial statements without
the need for costly re-verification of account balances. This sort of attack
could cause damaging uncertainty in financial markets, as well as create a
risk of escalating counter-attacks against a nation that began such an effort.
The US Government should affirm this policy as an international norm,
and incorporate the policy into free ftrade or other international

agreements.

Third, governments should increase transparency about requests in
other countries from communications providers. Elsewhere in this Report,
we discuss the importance of such transparency, and recommend
increasing reporting by both providers and the US Government.
Transparency about the number and nature of such requests serves as a
check against abuse of the lawful access process. Greater transparency can

also encourage increased trust in the security of Internet communications
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and reduce the risk that governments are obtaining widespread access to
private communication records without the knowledge of users. Putting
this sort of provision into free frade agreements or other international
instruments can broaden the positive effects of greater transparency within

the US.

Fourth, we support international efforts to limit localization
requirements except where there is a specific and compelling reason for
such actions. Global inter-operability has been a fundamental technical
feature of the Internet bits flow from one user to the next based on
technical considerations rather than national boundaries. National efforts
to tamper with this architecture would require pervasive technical changes
and be costly in economic terms. A balkanized Internet sometimes
referred to as a “splinternet,” would greatly reduce the economic, political,
cultural, and other benefits of modern communications technologies. The
US Government should work with allies to reduce harmful efforts to

impose localization rules onto the Internet.

Recommendation 32

We recommend that there be an Assistant Secretary of State to lead

diplomacy of international information technology issues.

In the wake of recent disclosures, distortions, and controversies
involving US Government intelligence collection, there is an increased need
for vigorous, coordinated, senior-level US diplomacy across a broad range
of inter-related information technology issues. We believe that the US

should take the lead in proposing an agreement among multiple nations to
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some set of Internet Norms for Cyberspace, such as a prohibition on
industrial espionage, a protection of financial services and markets data
standard, and others. To this end, we recommend a US diplomatic agenda
to promote confidence-building measures for international cyber security,
building on the Budapest Convention on Cyber Crime. The promotion of
the Internet Freedom Agenda, the protection of intellectual property rights
in cyber space, changes in Internet governance and the implementation of
the President’s International Cyber Strategy-—all will necessitate agile
diplomatic activity by the United States.

Currently, there is no single, senior US diplomat and no single
Department of State Bureau, with lead responsibility across this broad set
of issues. Just as other international, non-regional functional issues have in
the past benefited from the creation of an Assistant Secretary of State
position and of a State Department bureau (International Narcotics,
Environmental Affairs, Counterterrorism, Human Rights), the interests of
the United States would be served by the creation of a Department of State
Bureau of Internet and Cyberspace Affairs, led by an experienced senior
diplomat confirmed by the Senate as an Assistant Secretary of State. The
Assistant Secretary would coordinate activity of the regional and functional
bureaus on these issues and should, with NS5 support, coordinate

interagency activities with other governments.
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Recommendation 33

We recommend that as part of its diplomatic agenda on
international information technology issues, the United States should
advocate for, and explain its rationale for, a model of Internet governance

that is inclusive of all appropriate stakeholders, not just governments.

The United States Government should continue and strengthen its
international advocacy for an Internet governance model that is inclusive
of all appropriate stakeholders, mnot just governments. This
recommendation builds on the administration’s 2011 International Strategy
for Cyberspace, which outlines multiple US Government goals with respect
to global communications technologies. It articulates the need to protect
national security, while also highlighting the importance of economic
growth, openness, privacy protection, and a secure communications
infrastructure. Other administration initiatives similarly emphasize the
importance of multiple policy goals for online communications, such as the
efforts led by the Department of State on the Internet Freedom agenda and
the efforts led by the Department of Commerce on the Consumer Privacy

Bill of Rights.

As part of the overall discussion of US policy concerning
communications technology, we believe that the US Government should
reaffirm that Internet governance must not be limited to governments, but
should include all appropriate stakeholders. Inclusion of such

stakeholders —including civil society, industry, and technical experts—is

225



187

important to ensure that the process benefits from a wide range of

information and to reduce the risk of bias or partiality.

We are aware that some changes in governance approaches may well
be desirable to reflect changing communications practices. For instance,
the time may well be approaching for a hard look at the unique US
relationship to the organization that governs the domain name system, the
Internet Corporation for Assigned Names and Numbers (ICANN). The
current US role is an artifact of the early history of the Internet, and may
not be well suited to the broader set of stakeholders engaged in Internet
governance today. The US Government and its allies, however, should
continue to oppose shifting governance of the Internet to a forum, such as
the International Telecommunications Union, where nation-states
dominate the process, often to the exclusion of others. We believe that such
a governance shift would threaten the prosperity, security, and openness of

online communications.

Recommendation 34

We recommend that the US Government should streamline the
process for lawful international requests to obtain electronic

communications through the Mutual Legal Assistance Treaty process.

US efforts to obtain improved international cooperation on
information technology issues of importance to us are undermined by the
inability of the Department of Justice to provide adequate support to other
nations when they request our assistance in dealing with cyber crime

originating in the United States. The Justice Department has severely
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under-resourced the so-called Mutual Legal Assistance Treaty (MLAT)

support process.

The MLAT process essentially permits one country to seek electronic
communication and other records held in other countries. For instance,
non-US countries may seek e-mails held in the United States by web e-mail
providers. Under the Electronic Communications Privacy Act, providers in
the US can turn over the content of e-mails only through the required legal
process, typically requiring probable cause that a crime has been

committed.

The MLAT process creates a legal mechanism for non-US countries to
obtain e-mail records, but the process today is too slow and cumbersome.
Requests appear to average approximately 10 months to fulfill, with some
requests taking considerably longer. Non-US governments seeking such
records can face a frustrating delay in conducting legitimate investigations.
These delays provide a rationale for new laws that require e-mail and other
records to be held in the other country, thus contributing to the harmful

trend of localization laws discussed above.

We believe that the MLAT process in the US should be streamlined,
both in order to respond more promptly to legitimate foreign requests and
to demonstrate the US commitment to a well-functioning Internet that
meets the goals of the international community. Promising reform

measures could include:

1. Increase resources to the office in the Department of Justice that

handles MLAT requests. The Office of International Affairs (OIA) in the
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Department of Justice has had flat or reduced funding over time, despite
the large increase in the international electronic communications that are

the subject of most MLAT requests.

2. Create an online submission form for MLATs, Today, there is no
online form for foreign governments that seek to use the MLAT process.
An online submission process, accompanied by clear information to foreign
governments about the MLAT requirements, would make it easier for
distant and diverse foreign governments to understand what is required

under the US probable cause standard or other laws.

3. Streamline the number of steps in the process. Under the current
system, the OIA first examines a request, and then forwards it to the US
Attorney in the district where the records are held. That US Attorney’s
office then reviews the application a second time, and handles the request
subject to the other priorities of that office. The Department of Justice
should explore whether a single point of contact would be able to expedite

the MLAT request.

4. Streamline provision of the records back to the foreign country.
Under the current system, the provider sends the records to the
Department of Justice, which then forwards the records to the requesting
country. It may be possible to streamline this process by permitting the
provider to send the records directly to the requesting country, with notice

to the Justice Department of what has been sent.

5. Promote the use of MLATs globally and demonstrate the US

Government’s commitment to an effective process. Changing technology
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has sharply increased the importance for non-US governments of gaining
lawful access to records held in the United States. Web e-mail providers are
largely headquartered in the United States, and today’s use of secure
encryption for e-mail means that other governments frequently cannot
intercept and read the e-mail between the user and the server. It is in the
interest of the United States to support the continued use of efficient and
innovative technologies on the Internet, including through leading web e-
mail providers. The US Government can promote this interest by
publicizing and supporting the existence of a well-functioning MLAT

process, thereby reducing the likelihood of harmful localization measures.
E. Addressing Future Technological Challenges

This chapter has thus far addressed issues that are currently known
to implicate US intelligence and communications technology policy.
Communications technology will continue to change rapidly, however, so

institutional mechanisms should be in place to address such changes.

Recommendation 35

We recommend that for big data and data-mining programs
directed at communications, the US Government should develop Privacy
and Civil Liberties Impact Assessments to ensure that such efforts are
statistically reliable, cost-effective, and protective of privacy and civil

liberties.

We believe that the Intelligence Community should develop Privacy
and Civil Liberties Impact Assessments for new programs or substantial

modifications of existing programs that contain substantial amounts of
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personally identifiable information. Under the E-Government Act of 2002,
federal agencies are required to prepare Privacy Impact Assessments
(PIAs) in connection with the procurement of new, or substantially
modified, information technology systems. These PIAs are designed to
encourage building privacy considerations early into the procurement

cycle for such systems.

Our focus here is on the broader programs that may constitute
multiple systems. The goal in the program assessment should be broader
and more policy-based that has usually been the case for PIAs. For
instance, policy officials should explicitly consider the costs and benefits of
a program if it unexpectedly becomes public. In some cases, that
consideration may result in modifications of the program, or perhaps even

in a decision not to go forward with a program. 17

17 We should emphasize here that data- mining and big data have been the subject of previous federally -
funded reports, notably including “Safeguarding Privacy in the Fight Against Terrorism,” from the
Technology and Privacy Advisory Committee of the Department of Defense (2004), and “Protecting
Individual Privacy in the Struggle Against Terrorists: A Framework for Program Assessment,” by the
National Research Council (2008). These studies, have examined issues of data- mining in considerable
detail, and we have found them useful and illuminating. Related academic work includes Fred H. Cate,
“Government Data Mining: the Need for a Legal Framework,” Harvard Civil Rights-Civil Liberties Law
Review 43, 2008; Peter Swire, “Privacy and Information Sharing in the War Against Terrorism,” 51
Villanova Law Review 260, 2006. We encourage agencies to study this literature, and adopt risk
management approaches where feasible.
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Recommendation 36

We recommend that for future developments in communications
technology, the US should create program-by-program reviews informed
by expert technologists, to assess and respond to emerging privacy and
civil liberties issues, through the Civil Liberties and Privacy Protection

Board or other agencies.

Technical collection and communications technologies continue to
evolve rapidly. The US Government should adopt mechanisms that can
assess and respond to emerging issues. To do this effectively, expert
technologists, with clearances as needed, must be deeply involved in the

process.”®

We recommended in Chapter VI that the CLPP Board should have an
Office of Technology Assessment, capable of assessing the privacy and civil
liberties implications of Intelligence Community programs. Sufficient
funding for this office should be part of the generally enhanced budget for
policy and oversight concerning the expensive and technically

sophisticated programs of the Intelligence Community .77

176 The Federal Trade Commission (FTC) often plays this role for evolving privacy-related issues, such as
through its recent workshops on the Internet of Things or Big Data. The FTC's jurisdiction, however, is
limited to the commercial sector. It has no jurisdiction over technology issues facing government
agencies, including the Intelligence Community.

77 1f an OTA is not created within the PCLOB or a new CLPP Board, then the intelligence community
should find other mechanisms to institutionalize the effects of new programs on privacy, civil liberties,
and the other important values implicated by cutting-edge intelligence technologies. These new
mechanisms must include effective participation by expert technologists beyond those involved in
developmentt of the program.
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President Barack Obama

The White House

1600 Pennsylvania Avenue NW
Washington, DC 20500

May 19, 2015
Dear President Obama,

We the undersigned represent a wide variety of civil society organizations dedicated to
protecting civil liberties, human rights, and innovation online, as well as technology
companies, trade associations, and security and policy experts. We are writing today to
respond to recent statements by some Administration officials regarding the deployment
of strong encryption technology in the devices and services offered by the U.S.
technology industry. Those officials have suggested that American companies should
refrain from providing any products that are secured by encryption, unless those
companies also weaken their security in order to maintain the capability to decrypt their
customers’ data at the government’s request. Some officials have gone so far as to
suggest that Congress should act to ban such products or mandate such capabilities.

We urge you to reject any proposal that U.S. companies deliberately weaken the
security of their products. We request that the White House instead focus on
developing policies that will promote rather than undermine the wide adoption of
strong encryption technology. Such policies will in turn help to promote and protect
cybersecurity, economic growth, and human rights, both here and abroad.

Strong encryption is the cornerstone of the modern information economy’s security.
Encryption protects billions of people every day against countless threats—be they street
criminals trying to steal our phones and laptops, computer criminals trying to defraud us,
corporate spies trying to obtain our companies’ most valuable trade secrets, repressive
governments trying to stifle dissent, or foreign intelligence agencies trying to
compromise our and our allies’ most sensitive national security secrets.

Encryption thereby protects us from innumerable criminal and national security threats.
This protection would be undermined by the mandatory insertion of any new
vulnerabilities into encrypted devices and services. Whether you call them “front doors”
or “back doors”, introducing intentional vulnerabilities into secure products for the
government’s use will make those products less secure against other attackers. Every
computer security expert that has spoken publicly on this issue agrees on this point,
including the government’s own experts.

In addition to undermining cybersecurity, any kind of vulnerability mandate would also
seriously undermine our economic security. U.S. companies are already struggling to
maintain international trust in the wake of revelations about the National Security
Agency’s surveillance programs. Introducing mandatory vulnerabilities into American
products would further push many customers—be they domestic or international,
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individual or institutional—to turn away from those compromised products and services.
Instead, they—and many of the bad actors whose behavior the government is hoping to
impact—will simply rely on encrypted offerings from foreign providers, or avail
themselves of the wide range of free and open source encryption products that are easily
available online.

More than undermining every American’s cybersecurity and the nation’s economic
security, introducing new vulnerabilities to weaken encrypted products in the U.S. would
also undermine human rights and information security around the globe. If American
companies maintain the ability to unlock their customers’ data and devices on request,
governments other than the United States will demand the same access, and will also be
emboldened to demand the same capability from their native companies. The U.S.
government, having made the same demands, will have little room to object. The result
will be an information environment riddled with vulnerabilities that could be exploited by
even the most repressive or dangerous regimes. That’s not a future that the American
people or the people of the world deserve.

The Administration faces a critical choice: will it adopt policies that foster a global digital
ecosystem that is more secure, or less? That choice may well define the future of the
Internet in the 21 century. When faced with a similar choice at the end of the last
century, during the so-called “Crypto Wars”, U.S. policymakers weighed many of the
same concerns and arguments that have been raised in the current debate, and correctly
concluded that the serious costs of undermining encryption technology outweighed the
purported benefits. So too did the President’s Review Group on Intelligence and
Communications Technologies, who unanimously recommended in their December 2013
report that the US Government should “(1) fully support and not undermine efforts to
create encryption standards; (2) not in any way subvert, undermine, weaken, or make
vulnerable generally available commercial software; and (3) increase the use of
encryption and urge US companies to do so, in order to better protect data in transit, at
rest, in the cloud, and in other storage.”

We urge the Administration to follow the Review Group’s recommendation and adopt
policies that promote rather than undermine the widespread adoption of strong encryption
technologies, and by doing so help lead the way to a more secure, prosperous, and rights-
respecting future for America and for the world.

Thank you,
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Introduction

1. Contemporary digital technologies offer Governments, corporations, criminals and
pranksters unprecedented capacity to interfere with the rights to freedom of opinion and
expression. Online censorship, mass and targeted surveillance and data collection, digital
attacks on civil society and repression resulting from online expression force individuals
around the world to seek security to hold opinions without interference and seek, receive
and impart information and ideas of all kinds. Many seck to protect their security through
encryption, the scrambling of data so only intended recipients may access it, which may be
applied to data in transit (¢.g., e-mail, messaging, Internet telephony) and at rest (e.g., hard
drives, cloud services). Others seck additional protection in anonymity, using sophisticated
technologies to disguise their identity and digital footprint. Encryption and anonymify,
today’s leading vehicles for online security, provide individuals with a means to protect
their privacy, empowering them to browse, read, develop and sharc opinions and
information without interference and enabling journalists, civil society organizations,
members of ethnic or religious groups, those persecuted because of their sexual orientation
or gender identity, activists, scholars, artists and others to exercise the rights to freedom of
opinion and expression.

2. Yet, just as the telephone may be used both to report a crime to the police and to
conspire to comunit one, so too may the Internet be abused to interfere with the rights of
others, national security or public order. Law enforcement and intelligence services often
assert that anonvmous or encrypted communications make it difficult to investigate
financial crimes, illicit drugs, child pornography and terrorism. Individuals express
legitimate concerns about how bullies and criminals use new technologies to facilitate
harassment. Some States restrict or prohibit encryption and anonymity on these and other
grounds, while others are proposing or implementing means for law enforcement to
circumvent these protections and access individual communications.

3. In the light of these challenges, the present report examines two linked questions.
First, do the rights to privacy and freedom of opinion and expression protect secure online
communication, specifically by encryption or anonymity? And, second, assuming an
affirmative answer, to what extent may Governments, in accordance with human rights law,
impose restrictions on encryption and anonymity? The present report seeks to answer these
questions, review examples of State practice and propose recommendations. It does not
purport to address every technical or legal question raised by digital technologies, but it
identifies important ones for future reporting.

4. In preparing the report, the Special Rapporteur circulated a questionnaire to States,
secking relevant information on their domestic laws, regulations, policies and practices. As
of 1 April 2015, 16 States had responded to this request.' The Special Rapporteur also
issucd a call for submissions from non-governmental stakeholders and convened a meeting
of experts in Geneva in March 20135. The responses from Govermments and the over 30
submissions by civil society organizations and individuals, which are available from the
mandate holder’s web page, contributed significantly to the preparation of the report.

5. A full review of the Special Rapporteur’s activities since the beginning of his term
in August 2014 may be found on the mandate holder’s web page. This report, the current

Responses were received from Austria, Bulgaria, Cuba, Germany, Greece, Guatemala, Ireland,
Kazakhstan, Lebanon, Qatar, Republic of Moldova, Norway, Slovakia, Sweden, Turkey and the
United States of America.
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mandate holder’s first, aims at furthering the work on the challenges to freedom of
expression in the digital age.

Secure and private communication in the digital age

Contemporary encryption and anonymity

6. Modern approaches to private and secure communication draw on ideas that have
been with humankind for millenniums. The rise of electronic data storage, the Internet and
mass data collection and retention made clear that sophisticated means would be needed to
protect individual, corporate and government data. As e-mail, instant-messaging, Voice-
over-Internet Protocols, videoconferencing and social media moved from niche services to
predominant and easily monitored modes of communication, individuals developed a need
for security online, so that they could seek, receive and impart information without the risk
of repercussions, disclosure, surveillance or other improper use of their opinions and
expression.

7. Encryption — a mathematical “process of converting messages, information, or data
into a form umrcadable by anyone except the intended recipient”® — protects the
confidentiality and integrity of content against third-party access or manipulation. Strong
encryption, once the sole province of militaries and intelligence services. is now publicly
accessible and often freely available to secure e-mail, voice commumnication, images, hard
drives and website browsers. With “public key encryption”, the dominant form of end-to-
end security for data in transit, the sender uses the recipient’s public key to encrypt the

and its attach and the recipient uses her or his own private key to decrypt
them. Encryption may also be used to create digital signatures to cnsure that a document
and its sender are authentic, to authenticate and verify the identity of a server and to protect
the integrity of communications between clients against tampering or manipulation of
traffic by third parties (e.g., “man-in-the-middle” attacks). Since the encryption of data in
transit does not ensure against attacks on unencrypted data when if is sitting at rest at either
endpoint (nor protect the security of one’s private key), one may also encrypt data at rest
stored on laptops, hard drives, servers, tablets, mobile phones and other devices. Online
practices may also be moving away from the system described here and towards “forward
secrecy” or “off-the-record” technology in which keys are held ephemerally, particularly
for uses such as instant messaging.

8. Some call for efforts to weaken or compromise encryption standards such that only
Governments may enjoy access to encrypted communications. However, compromised
encryption camnot be kept secret from those with the skill to find and exploit the weak
points, whether State or non-State, legitimate or criminal. It is a seemingly uvmiversal
position among technologists that there is no special access that can be made available only
to government authorities, even ones that, in principle, have the public interest in mind. In
he conterporary technological environment. intentionally compromising encryption, even
for arguably legitimate purposes, weakens everyone’s security online.

9. Notably, encryption protects the content of communications but not identifying
factors such as the Internet Protocol (IP) address, known as metadata. Third parties may
gather significant information concerning an individual's identity through metadata
analysis if the user does not employ anonymity tools. Anonymity is the condition of
avoiding identification. A common human desire to protect one’s identity from the crowd,

See SANS Institute, “History of encryption™ (2001).
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anonymity may liberate a user to explore and impart ideas and opinions more than she
would using her actual identity. Individuals online may adopt pseudonyms (or, for instance,
fake e~-mail or social media accounts) to hide their identities, image, voice, location and so
forth, but the privacy afforded through such pseudonyms is superficial and easily disturbed
by Governments or others with the necessary expertise; in the absence of combinations of
encryption and anonymizing tools, the digital traces that users leave behind render their
identities easily discoverable. Users seeking to cnsure full anonymity or mask their identity
(such as hiding the original IP address) against State or criminal intrusion may use tools
such as virtual private networks (VPNs), proxy services, anonymizing networks and
software, and peer-to-peer networks.” One well-known anonymity tool, the Tor network,
deploys more than 6,000 decentralized computer servers around the world to receive and
relay data multiple times so as to hide identifying information about the end points, creating
strong anonymity for its users.

10. A key feature of the digital age is that technology changes incessantly to sate user
demands. Although the present report refers to contemporary technologies that facilitate
encryption and anonymity. its analysis and conclusions apply generally to the concepts
behind the current technologies and should be applicable as new technologies replace the
old.

Uses of the technologies

11, The Internet has profound value for freedom of opinion and expression, as it
magnifies the voice and multiplies the information within reach of evervone who has access
to it. Within a brief period, it has become the central global public fornm. As such, an open
and secure Internet should be counted among the leading prerequisites for the enjoyment of
the freedom of expression today. But it is constantly under threat, a space — not unlike the
physical world — in which criminal enterprise, targeted repression and mass data collection
also exist. It is thus critical that individuals find ways to secure themselves online, that
Governments provide such safety in law and policy and that corporate actors design,
develop and market secure-by-default products and services. None of these imperatives is
new. Early in the digital age, Governments recognized the essential role played by
encryption in securing the global economy. using or encouraging its use o secure
Government-issued identity numbers, credit card and banking information, business
proprietary documents and investigations into online crime itseif.*

12.  Encryption and anonymity. separately or together, create a zone of privacy to protect
opinion and belief. For instance, they enable private communications and can shield an
opinion from outside scrutiny, particularly important in hostile political, social, religious
and legal environments. Where States impose unlawful censorship through filtering and
other techrologies, the use of encryption and anonymity may empower individuals to
circumvent barriers and access information and ideas without the intrusion of authorities.
Journalists, researchers, lawyers and civil society rely on encryption and anonymity to
shield themselves (and their souwrces, clients and partners) from surveillance and
harassment. The ability to scarch the web, develop ideas and communicate securely may be
the only way in which many can explore basic aspects of identity, such as one’s gender,
religion, ethnicity, national origin or sexuality. Artists rely on encryption and anonymity to

Proxy services send data through an intermediary, or “proxy server”, that sends that data on behalf of
the user, effectively masking the user’s IP address with its own to the end recipient. Peer-to-peer
networks partition and store data among interconnected servers and then encrypt that stored data so
that no centralized server has access to identifying information. See, for example, Freenet.

4 See OFCD, Guidelines for Croptography Policy (1997)..
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safeguard and protect their right to expression, especially in situations where it is not only
the State creating limitations but also society that does not tolerate unconventional opinions
of expression.

13, The “dark” side of emcryption and anonvmity is a reflection of the fact that
wrongdoing offline takes place online as well. Law enforcement and counter-terrorism
officials cxpress concern that terrorists and ordinary criminals use encryption and
anonymity fo hide their activities, making it difficult for Governments to prevent and
conduct investigations into terrorism, the illegal drug trade, organized crime and child
pornography, among other government objectives. Harassment and cvberbullying may rely
on anonymity as a cowardly mask for discrimination, particularly against members of
vulnerable groups. At the same time, however, law enforcement often uses the same tools
to ensure their own operational security in undercover operations, while members of
vulnerable groups may use the tools to ensure their privacy in the face of harassment.
Moreover, Governments have at their disposal a broad set of alternative tools, such as
wiretapping, geo-location and tracking, data-mining, traditional physical surveillance and
many others, which strengthen contemporary law enforcement and counter-terrorism,”

Encryption, anonymity and the rights to freedom of opinion
and expression and privacy

14, The human rights legal framework for encryption and anonymity requires, first,
evaluating the scope of the rights at issuc and their application to encryption and
anonymity; and, second, assessing whether, and if so to what extent, restrictions may
Tawfully be placed on the use of technologies that promote and protect the rights to privacy
and freedom of opinion and expression.

15, The rights to privacy® and freedom of opinion and expression” have been codified in
universal and regional human rights instruments, interpreted by treaty bodies and regional
courts, and evaluated by special procedures of the Human Rights Council and during
universal periodic review. The universal standards for privacy, opinion and expression are
found in the International Covenant on Civil and Political Rights, to which 168 States are
party. Even for those remaining States that are not bound by it, the Covenant prescnts at the
very least a standard for achievement and often reflects a customary legal norm; those that
have signed but pot ratified the Covenant are bound to respect its object and purpose under
article 18 of the Vienna Convention on the Law of Treaties. National legal systems also
protect privacy, opinion and expression, sometimes with constitutional or basic law or
interpretations thereof. Several global civil society projects have also provided compelling
demonstrations of the law that should apply in the context of the digital age, such as
the International Principles on the Application of Human Rights to Communications

See Center for Democracy and Technology, “*Going Dark’ versus a *Golden Age for Surveillance™
(2011).

Article 12 of the Universal Declaration of Human Rights, article 17 of the International Covenant on
Civil and Political Rights, article 16 of the Convention on the Rights of the Child, article 22 of the
Convention on the Rights of Persons with Disabilities, article 14 of the Convention on the Protection
of the Rights of All Migrant Workers and Members of Their Families, article 8 of the European
Convention onr Human Rights and article 11 of the American Convention on Human Rights protect
the right to privacy.

Article 19 of the Universal Declaration and the International Covenant on Civil and Political Rights,
article 9 of the African Charter on Human and Peoples” Rights, article 13 of the American
Convention on Human Rights and article 10 of the Evropean Convention on Human Righis protect
freedom of expression.
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Surveitlance and the Global Principles on National Security and the Right to Information.
Although specific standards may vary from right to right, or instrument to instrument, a
common thread in the law is that, because the rights to privacy and to freedom of
expression are so foundational to buman dignity and democratic governance, limitations
must be narrowly drawn, established by law and applied strictly and only in exceptional
circumstances. In a digital age, protecting such rights demands exceptional vigilance.

Privacy as a gateway for freedom of opinion and expression

16,  Encryption and anonymity provide individuals and groups with a zone of privacy
online to hold opinions and exercise freedom of expression without arbitrary and unlawful
interference or attacks. The previous mandate holder noted that the rights to “privacy and
freedom of expression are inferlinked™ and found that encryption and anonymity are
protected because of the critical role they can play in securing those rights (A/HRC/23/40
and Corr.1). Echoing article 12 of the Universal Declaration of Human Rights, article 17 of
the International Covenant on Civil and Political Rights specifically protects the individual
against “arbitrary or unlawfyl interference with his or her privacy, family, home or
correspondence” and “unlawful attacks on his or her honour and reputation”, and provides
that “everyone has the right to the protection of the law against such interference or
attacks”. The General Assembly, the United Nations High Commissioner for Human Rights
and special procedure mandate holders have recognized that privacy is a gateway to the
enjoyment of other rights, particularly the freedom of opinion and expression {see General
Assembly resolution 68/167, A/HRC/13/37 and Human Rights Council resolution 20/8).

17.  Encryption and anonymity are especially useful for the development and sharing of
opinions, which often occur through online correspondence such as e-mail, text messaging,
and other online interactions. Encryption provides security so that individuals are able “to
verify that their communications are received only by their intended recipients, without
interference or alteration, and that the communications they receive are equally free from
intrusion” (see A/HRC/23/40 and Corr. 1, para. 23). Given the power of metadata analysis
to specify “an individual’s behaviour, social relationships, private preferences and identity”
(see A/HRC/27/37, para. 19), anonymity may play a critical role in sccuring
correspondence. Besides correspondence, international and regional mechanisms have
interpreted privacy to involve a range of other circuistances as well,®

18.  Individuals and civil society are subjected to interference and attack by State and
non-State actors, against which encryption and anonymity may provide protection. In
article 17 (2) of the Internationat Covenant on Civil and Political Rights, States are obliged
to protect privacy against unlawful and arbitrary interference and aitacks. Under such an
affirmative obligation, States should ensure the existence of domestic legislation that
prohibits unlawful and arbitrary interference and attacks on privacy, whether committed by
government or non-governmental actors. Such protection must include the right to a
remedy for a violation.” In order for the right to a remedy to be meaningful, individuals
nust be given notice of any compromise of their privacy through, for instance, weakened
encryption or compelled disclosure of user data.

Human Rights Conunittee, general comment No. 16 (1988) on the right to respect of privacy, fanuly,
home and correspondence, and protection of honowr and reputation. See also European Court of
Human Rights, factsheets on data protection {www.echr.coe.int/Documents/F'S_Data_ENG.pdf) and
right to protection of one’s image (www.echr.coe.int/Documents/FS_Own_image ENG.pdf).

See Human Rights Committee general comment No. 16 and general comment No. 31on the nature of
the general legal obligation imposed on States parties to the Covenant; and
CCPRACIT06/D/1803/2008.
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B.

Right to hold opinions without interference

19.  The first article of the Universal Declaration of Human Rights recognizes that
cveryone is “endowed with reason and conscience”, a principle developed further in human
rights law to include, among other things, the protection of opinion, expression, belief, and
thought. Article 19 (1) of the International Covenant on Civil and Political Rights, also
echoing the Universal Declaration, provides that “everyone shall have the right to hold
opinions without interference”. Opinion and expression are closely related to one another,
as restrictions on the right to receive information and ideas may interfere with the ability to
hold opinions, and interference with the holding of opinions necessarily restricts the
cxpression of them. However, human rights law has drawn a conceptual distinction
between the two. During the negotiations on the drafting of the Covenant, “the freedom to
form an opinion and to develop this by way of reasoning was held to be absolute and, in
contrast to freedom of expression, not allowed to be restricted by law or other power”."
The ability to hold an opinion freely was seen to be a fundamental clement of human
dignity and democratic self-governance, a guarantee so critical that the Covenant would
allow no interference, limitation or restriction. Consequently, the permissible Hinitations in
article 19 (3) expressly apply only to the right to freedom of expression in article 19 (2).
Interference with the right to hold opinions is, by contrast, per se in violation of article 19

.

20.  Commentators and courts have devoted much less attention to the right to hold
opinions than to expression. Greater attention is warranted, however, as the mechanics of
holding opinions have evolved in the digital age and exposed individuals to significant
vulnerabilities. Individuals regularly hold opinions digitally. saving their views and their
search and browse histories, for instance, on hard drives, in the cloud, and in e-mail
archives, which private and public authorities often retain for lengthy if not indefinite
periods. Civil society organizations likewise prepare and store digitally memoranda, papers
and publications, all of which involve the creation and holding of opinions. In other words,
holding opinions in the digital age is not an abstract concept limited to what may be in
one’s mind. And vet, today, holding opinions in digital space is under attack. Offline,
inferference with the right to hold an opinion may involve physical harassment, detention
or subtler efforts to punish individuals for their opinion (see CCPR/C/78/D/878/1999,
annex, paras. 2.5, 7.2 and 7.3). Interference may also include such efforts as targeted
surveillance, distributed denial of service attacks, and online and offline intimidation,
criminalization and harassment, Targeted digital interference harasses individuals and civil
society orgamizations for the opimions they hold in many formats. Encryption and
anonymity enable individuals to avoid or mitigate such harassment.

21, The right to hold opinions without interference also includes the right to form
opinions. Surveillance systems, both targeted and mass, may undermine the right to form
an opinion, as the fear of unwilling disclosure of online activity, such as search and
browsing, likely deters individuals from accessing information, particularly where such
surveillance leads to repressive outcomes. For all these reasons, restrictions on encryption
and anonymity must be assessed to determine whether they would amount to an
impermissible interference with the right to hold opinions.

* Manfred Nowak, UN Covenant on Civil and Political Rights: CCPR Commentary (1993), p. 441,
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Right to freedom of expression

22.  The right to freedom of expression under article 19 (2) of the International Covenant
on Civil and Political Rights expands upon the Universal Declaration’s already broad
guarantee, protecting the “freedom to seek, receive and impart information and ideas of all
kinds, regardless of frontiers, either orally, in writing or in print, in the form of art, or
through any other media of his choice”. A significant accumulation of jurisprudence,
special procedure reporting, and resolutions within the United Nations and regional human
rights systems underscores that the freedom of expression “is essential for the enjoyment of
other human rights and freedoms and constitutes a fundamental pillar for building a
democratic society and strengthening democracy™ (Human Rights Council resolution 25/2).
The Human Rights Council, the General Assembly and individual States regularly assert
that individuals enjoy the same rights online that they enjoy offline.!’ The present report
will not repeat all the el of this cc In the context of encryption and
anonymity, three aspects of the text deserve particular emphasis (see paras. 23-26 below).

23, Freedom to seek, receive, and impart information and ideas: In environments of
prevalent censorship, individuals may be forced to rely on encryption and anonymity in
order to circumvent restrictions and exercise the right to seek, receive and impart
information. Some States have curtailed access with a variety of tools. State censorship, for
instance, poses sometimes insurmountable barriers to the right to access information. Some
States impose content-based, often discriminatory restrictions or criminalize online
expression, intimidating political opposition and dissenters and applying defamation and
Iese-majesty laws to silence journalists, defenders and activists. A VPN connection, or use
of Tor or a proxy server, combined with encryption, may be the only way in which an
individual is able to access or share information in such environments.

24, Tt bears emphasizing that buman rights law also protects the right to seek, receive
and impart scientific information and ideas. The Universal Declaration and the International
Covenant on Economic, Social and Cultural Rights protect rights to education and “to share
in scientific advancement and its benefits”. Encryption and anonymity techunologies enable
individuals to share in such information in situations where they are otherwise denied, and
they arc themselves examples of scientific advancement. Their use erapowers individuals to
gain access to the benefits of scientific progress that might be curtailed by Government.
The Special Rapporteur in the field of cultural rights noted that “the rights to science and to
culture should both be understood as including a right to have access to and use information
and communication and other technologics in self-determined and empowering ways” (see
A/HRC720/26, para. 19).

25, Regardless of frontiers: The major instruments guaranteeing freedom of expression
explicitly acknowledge the transboundary scope of the right. Individuals enjoy the right to
receive information from, and transmit information and ideas of all kinds to, places beyond
their borders.'? However, some States filter or block data on the basis of keywords, denying
access by deploying technologies that rely on access to text. Encryption enables an
individual to avoid such filtering, allowing information to flow across borders. Moreover,
individuals do not control — and are usually unaware of — how or if their communications
cross borders. Encryption and anonymity may protect information of all individuals as it
transits through servers located in third countries that filter content.

See, e.g., General Assembly resolution 68/167, Human Rights Council resolution 26/13 and Council
of Europe recommendation CM/Rec (2014) 6 of the Committee of Ministers to member States on a
guide to human rights for Internet users.

The European Court of Human Rights has recognized this point. See Almet Yildivin v.

Turkev, (20123, Cox v. Turkey, (2010), Case of Groppera Radio AG and Others v. Switzerland (1990},
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26.  Through any media: Articles 19 of the Universal Declaration and the International
Covenant on Civil and Political Rights were drafted with the foresight to accommodate
future technological advances (A/HRC/17/27). The States parties to the Covenant chose to
adopt the general phrase “through any other media™ as opposed to an enumeration of then-
existing media. Partly on this basis, intermational mechanisms have repeatedly
acknowledged that the protections of freedom of expression apply to activities on the
Internet. Regional courts have likewise recognized that protections apply online. ' The
European Court of Human Rights, in discussing the similar protection of expression in the
European Conventiot:for the Protection of Human Rights and Fundamental Freedoms. has
indicated that the forms and means through which information is transmitted and received
are themselves protected, since any restriction imposed on the means necessarily interferes
with the right to receive and impart information.™ In this sense, encryption and anonymity
technologies are specific media through which individuals exercise their freedom of
expression.

Roles of corporations

27.  Corporations in a variety of sectors play roles in advancing or interfering with
privacy, opinion and expression, including encryption and anonymity. Much online
communication (and virtually all of it in some countries) is carried on networks owned and
operated by private corporations, while other corporations own and manage websites with
substantial user-generated content. Others are active players in the surveillance and
spyware markets, providing hardware and software to Governments to compromise the
security of individuals online. Others develop and provide services for secure and private
online storage. Teleconununications entities, Internet service providers, search engines,
cloud services and many other corporate actors, often described as intermediaries, promote,
regulate or compromise privacy and expression online. Intermediaries may store massive
volumes of user data, to which Governments often demand access, Encryption and
anonymity may be promoted or compromised by each of these corporate actors.

28. A full exploration of the role of corporations to protect their users’ security online is
beyond the scope of the present report, which is focused on State obligations. However, it
remains important to emphasize that “the responsibility to respect human rights applies
throughout a company’s global operations regardless of where its users are located, and
exists independently of whether the State meets its own human rights obligations” (see
A/HRC/27/37, para. 43). At a minimun, corporations should apply principles such as those
laid out in the Guiding Principles on Business and Human Rights, the Global Network
Initiative’s Principles on Freedom of Expression and Privacy, the European Conunission’s
ICT Sector Guide on Implementing the UN Guiding Principles on Business and Homan
Rights and the Telecommunications Industry Dialogue Guiding Principles, which
encourage corporations to commit to protect human rights, undertake due diligence to
ensure the positive human rights impact of their work and remediate adverse impacts of
their work on human rights. In the future, the Special Rapporteur will focus on the roles

* Buropean Commission of Human Rights, Neif and Sunde Kolmisoppi v. Sweden, (2013, European
Court of Human Rights, Perrin v. United Kingdom, (2003), African Court on Human and Peoples”
Rights, Zimbabwe Lawyers for Human Rights and Institute for Human Rights and Development
(on behalf of Meldrum) v. Zimbabwe (2009), Case of Herrera Ulloa v. Costa Rica, Herrera Ulloa v.
Costa Rica, Preliminary Objections, Merits, Reparations and Costs, Series C No. 107, IHRL 1490
(TACHR 2004).

' See dutronic AG v. Switzerland (1990, De Hees and Gijsels v. Belgium (1997), para. 48; News

Verlags GmbH and Co KG v. Austria (2000).
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corporations should play in preserving individual security to exercise freedom of opinion
and expression.

Evaluating restrictions on encryption and anonymity

Legal framework

29.  The permissible limitations on the right to privacy should be read strictly,
particularly in an age of pervasive online surveillance — whether passive or active, mass or
targeted — regardless of whether the applicable standards are “unlawful and arbitrary™
under atticle 17 of the International Covenant on Civil and Political Rights, “arbitrary™
under article 12 of the Universal Declaration, “arbitrary or abusive” under article 11 of the
American Convention on Human Rights, or “necessary in a democratic socicty” under
article 8 of the European Convention for the Protection of Human Rights and Fundamental
Freedoms (see A/HRC/13/37, paras. 14-19). Privacy interferences that limit the exercise of
the freedoms of opinion and expression, such as those described in this report, must not in
any event interfere with the right to hold opinions, and those that limit the freedom of
expression must be provided by law and necessary and proportionate to achieve one of a
handfu! of legitimate objectives.

30.  No restrictions may be imposed on the right to hold opinions without interference;
restrictions under article 19 (3) of the Covenant only apply to expression nnder article 19
(2). In environments where onc’s opinions, however held online, result in surveillance or
harassment, encryption and anonymity may provide necessary privacy. Restrictions on such
security tools may interfere with the ability of individuals to hold opinions.

31.  Restrictions on encryption and anonymity, as enablers of the right to freedom of
expression, must meet the well-known three-part test: any limitation on expression must be
provided for by law: may only be imposed for legitimate grounds (as set out in article 19
(3) of the Covenant); and must conform to the strict tests of necessity and proportionality.

32, First, for a restriction on encryption or anonymity to be “provided for by law”, it
must be precise, public and transparent, and avoid providing State authorities with
unbounded discretion to apply the limitation (see Human Rights Committee, general
comment No. 34 (2011)). Proposals to impose restricions on encryption or anonymity
should be subject to public comment and only be adopted, if at all, according to regular
legislative process. Strong procedural and judicial safeguards should also be applied to
guaraniee the due process rights of any individual whose use of encryption or anonymity is
subject to restriction. In particular, a court, tribunal or other independent adjudicatory body
must supervise the application of the restriction. ™

33, Second, limitations may only be justified to protect specified interests: rights or
reputations of others; national security; public order; public health or morals. Even where a
State prohibits by law “advocacy of national, racial or religious hatred that constitutes
incitement to discrimination, hostility or violence, as provided by Article 20 of the
Covenant, any restrictions on expression must be consistent with Article 19(3) (A/67/357).
No other grounds may justify restrictions on the freedom of expression. Moreover, because

* See International Covenant on Civil and Political Rights, article 2 (3)(b), CCPR/C/79/Add 110,

para. 22; the Johannesburg Principles on National Security, Freedom of Expression and Access to
Information.
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legitimate objectives are often cited as a pretext for illegitimate purposes, the restrictions
themselves must be applied marrowly, '®

34, Third, the State must show that any restriction on encryption or anonymity is
“necessary” to achieve the legitimate objective.'” The European Court of Human Rights has
concluded appropriately that the word “necessary” in article 10 of the European Convention
for the Protection of Human Rights and Fundamental Freedoms means that the restriction
must be something more than “useful,” “reasonable”™ or “desirable”." Once the legitimate
objective has been achieved, the restriction may no longer be applied. Given the
fundamental rights at issue, limitations should be subject to independent and impartial
Jjudiciat authority, in particnlar to preserve the due process rights of individuals.

35, Necessity also implics an assessment of the proportionality of the measures limiting
the use of and access to security online."” A proportionality assessment should ensure that
the restriction is “the least intrusive instrument amongst those which might achieve the
desired result”.”® The limitation must target a specific objective and not unduly intrude
upon other rights of targeted persons, and the interference with third parties’ rights must be
limited and justified in the light of the interest supported by the intrusion. The restriction
must also be “proportionate to the interest to be protected™.” A high risk of damage to a
critical, legitimate State interest may justify lmited intrusions on the freedom of
expression. Conversely, where a restriction has a broad impact on individuals who pose no
threat to a legitimate government interest, the State’s burden to justify the restriction will be
very high. ** Moreover, a proportionality analysis must take into account the strong
possibility that encroachments on encryption and anonymity will be exploited by the same
criminal and terrorist networks that the limitations aim to deter. In any case, “a detailed and
evidence-based public justification” is critical to enable transparent public debate over
restrictions that implicate and possibly undermine frecdom of expression (see A/69/397,
para. 12).

State practice: examples and concerns

36.  The trend lines regarding security and privacy online are deeply wonying, States
often fail to provide public justification to support restrictions. Encrypted and anonymous
communications may frustrate law enforcement and counter-terrorism officials, and they
complicate surveillance, but State authorities have not generally identified situations —
even in general terms, given the potential need for confidentiality — where a restriction has
been necessary to achieve a legitimate goal. States downplay the value of traditional non-
digital tools in law enforcement and counter-terrorism efforts. including transnational

See Human Rights Committee, general comment No. 34 on freedom of opinion and expression,
para. 30, and general comment No. 31.

7 See Human Rights Comunittee, general comment No. 34, para. 2, and communication No. 2156/2012,

Views adopted ot 10 October 2014.

See Case of The Sunday Times v. United Kingdom, judgement of 26 April 1979, para. 59.

See African Court Human and Peoples” Rights, Lohe Issa Konate v. Burkina Faso, application

No. 00472013, paras. 148 and 149 (2014); European Court of Human Rights, Case of The Sundeuay
Times, para. 62.

See Human Rights Committee, general comment No. 27 {1999) on freedom of movement, para. 14.

! See ibid., para. 14.
2 See Inter-American Commission on Human Rights, OEA /Serv.L/V/1.149, para. 134,
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cooperation. ™ As a consequence, the public lacks an opportunity to measure whether
restrictions on their online security would be justified by any real gains in national security
and crime prevention. Efforts to restrict encryption and anonymity also tend to be quick
reactions to terrorism, even when the attackers themselves are not alleged to have used
encryption or asonymily to plan or carry out an attack. Moreover, even where the
restriction is arguably in pursuit of a legitimate interest, many laws and policies regnlarly
do not meet the standards of necessity and proportionality and have broad, deleterious
effects on the ability of all individuals to exercise freely their rights to privacy and freedom
of opinion and expression.

37. It also bears noting that the United Nations itself has not provided strong
communication security tools to its staff or to those who would visit United Nations
websites, making it difficult for those under threat to securely reach the United Nations,
human rights mechanisms online.*

Encryption

38.  Some Governments seek to protect or promote encryption to ensure the privacy of
communications. For instance,” the Marco Civil da Internet Law of Brazil, adopted in
2014, guarantees the inviolability and secrecy of user communications online, permitting
exceptions only by court order. The E-Commerce Act and Telecommunication Act of
Austria do not restrict encryption, and the Government has undertaken public awareness
campaigns to educate the public about digital security. Greek law and regulations promote
the effective use of both encryption and anonymity tools. Germany, Ireland and Norway
permit and promote the use of encryption technologies and oppose any efforts to weaken
encryption protocols. Similarly, Swedish and Slovak laws do not restrict the use of
encryption online. The United States of America encourages the use of encryption, and the
United States Congress should further consider a secure data act introduced in the Congress
that would prohibit the Government from requiring companies to weaken product security
or insert back-door access Several Gover fund efforts to share or train in
the use of encryption and anonymity technologies to help individuals evade censorship and
protect their security online. including Canada, the Netherlands, Sweden, the United
Kingdom of Great Britain and Northern Ireland and the United States. In addition, export
regulations should facilitate the transfer of encryption technologics wherever possible.
Although the present report does not provide an overall legal assessment of all national
approaches to encryption, these noted clements — non-restriction or comprehensive
profection, the requirement of court orders for any specific limitation, and public education
— deserve wider application as means to protect and promote the rights to freedom of
opinion and expression.

39.  Nonetheless, the regulation of encryption often fails to meet freedom of expression
standards in two leading respects. First, restrictions have generally not been shown to be
necessary to meet a particular legitimate interest. This is especially the case given the
breadth and depth of other fools, such as traditional policing and intelligence and
transnational cooperation, that may already provide substantial information for specific law
enforcement or other legitimate purposes. Second, they disproportionately impact the rights

“ But see Centre for Internationat Govemnance Innovation and Chatham House, Toward a Social

Compact for Digital Privacy and Security: Statement by the Global Commission on Internet
Governance (2015).

* For instance, staft of the Office of the United Nations High Commissioner for Human Rights
(OHCHR) in Geneva do not have access to end-to-end e-mail encryption, and the OHCHR website is
not encrypted.

Many examples in this paragraph are taken from the relevant government submissions.
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to freedom of opinion and expression enjoyed by targeted persons or the general
population.

Bans on encryption for individual use

40.  Outright prohibitions on the individual use of encryption technology
disproportionately restrict the freedom of expression, because they deprive all online users
in a particular jurisdiction of the right to carve out private space for opinion and expression,
without any particular claim of the use of encryption for unlawful ends.

41,  State regulation of encryption may be tantamount to a ban, such as rules
(a) requiring licences for encryption use; (b) setting weak technical standards for
encryption; and (¢) controlling the import and export of encryption tools. By limiting
encryption tools to government-approved standards and controlling the import or export of
encryption technologies, States ensure encryption software maintains weaknesses that
allow Governments to access the content of communications. For example, while the law
may be in flux, India has provided that service providers may not deploy “bulk encryption”
on their networks, while the law has also restricted individuals from using encryption
greater than an easily breakable 40-bit key length without prior permission and required
anyone using stronger encryption to provide the Government with a copy of the encryption
keys.™ Reports indicate that encryption products in China may be required to adbere to
government-approved encryption algorithms that have not been peer-reviewed for
security.”” The Pakistan Telecommunication Authority requires prior approval for the use
of VPNs and encryption, ** Cuba requires regulatory authorization for those using
encryption.” In Ethiopia. the Government has the power to set the technical standards of
encryption and recently enacted regulation that criminalizes the manufacture, assembly or
import of any telecommunications cquipment without a permit. * Such regulations
impermissibly interfere with the individual use of encryption in communications.

Intentional weakening of encryption

42, Some States have implemented or proposed implementing so-called back-door
access in commercially available products, forcing developers to install weaknesses that
allow government authoritics access to encrypted communications. Some Governments
have developed or purchased tools to allow such access for domestic surveillance
purposes. *' Semior officials in the United Kingdom and the United States appear (o
advocate requiring back~door access.™ States supporiing such measures ofien claim that a
legal framework for back-door access is necessary to intercept the content of encrypted
I ications. Gover proposing back-door access, however, have not

Government of India, Ministry of Conmmunications and IT, Licence Agreement for Provision of
Intemet Services, (2007). Available from http:/dot.gov.in/sites/defanit/files/
intemet-licence-dated%2016-10-2007_0.pdf. See especially sect. 2.2 (vii).

* See, e.g., Counter-terrorism Law, art. 15 (initial draft of 8 November 2014). Available from

http://chinalawtranslate com/en/ctldraft/.

See www.ispak pk/Downloads/PTA_VPN_Policy.pdf.

Submission of Cuba.

See Ethiopia Telecom Fraud Offence Proclamation 761/2012, sects. 3-10.

See Morgan Maquis-Boire and others, For Your Eves Only (2013, Citizen Lab).

See the speech given by Prime Minister David Cameron on 12 January 2015 at the Conservative
Party pledges conference for the 2015 general election and the speech given by James Comey,
Director of the Federal Bureau of Investigation, on 16 October 2014, entitled “Going dark: are
technology, privacy and public safety on a collision course?”, at the Brookings Institution,
Washington, D.C.
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demonstrated that criminal or terrorist use of encryption serves as an insuperable barrier to
law enforcement objectives. Morcover, based on existing technology, intentional flaws
invariably undermine the security of all users online, since a backdoor, even if intended
solely for government access, can be accessed by unauthorized entities, inchuding other
States or non-State actors. Given its widespread and indiscriminate impact, back-door
access would affect, disproportionately, all online users.

43, The debate on this issuc highlights a critical point: requiring encryption back-door
access, even if for legitimate purposes, threatens the privacy necessary to the
unencumbered exercise of the right to freedom of expression. Back-door access has
practical limifations; the exploitation of intentional weaknesses could render encrypted
content susceptible to attack, even if access is provided with the sole intention of allowing
government or judicial control. Governments certainly face a dilemma when their
obligation to protect freedom of expression is in conflict with their obligations to prevent
violations of the right to life or bodily integrity, which are put at risk by terrorism and other
criminal bebaviour. But other recourses are available to States to request the disclosure of
encrypted information, such as through judicial warrants. In such sitnations, States must
demonstrate that general limitations on the security provided by encryption would be
necessary and proportionate. States must show, publicly and transparently, that other less
intrusive means are unavailable or have failed and that only broadly intrusive measures,
such as backdoors, would achieve the legitimate aim. Regardless, measurcs that impose
generally applicable restrictions on massive numbers of persons, without a case-by-case
assessment, would almost certainly fail to satisfy proportionality.

Key escrows

44, A key escrow system permits individual access to encryption but requires users to
store their private keys with the Government or a “trusted third party”. Key escrows,
however, have substantial vulnerabilities. For instance, the key escrow system depends on
the integrity of the person, department or system charged with safeguarding the private
keys, and the key database itself could be vulnerable to attack, undermining any user’s
communication security and privacy. Key escrow systems, rejected (along with back-door
access) after significant debate in the United States in the so-called Crypto Wars of the
1990s, are currently in place in several countries and have been proposed in others. In
2011, Tuwkey passed regulations requiring encryption suppliers to provide copies of
encryption keys to government regulators before offering their encryption tools to users.
The vulnerabilities inherent in key escrows render them a serious threat to the security to
exercise the freedom of expression.

Mandatory key disclosure versus targeted decryption orders

45, In a situation where law enforcement or national security arguments may justify
requests for access to communications, authoritics may sce two options: order either
decryption of particular communications o, because of a lack of confidence that a targeted
party would comply with a decryption order, disclosure of the key necessary for decryption.
Targeted decryption orders may be secen as more limited and less likely to raise
proportionality concerns than key disclosure, focusing on specific communications rather
than an individual’s entire set of communications encrypted by a particular key. Key
disclosure, by contrast, could expose private data well beyond what is required by the
exigencies of a situation. ™ Morcover, key disclosure or decryption orders often force

“ Law No. 5651 on Regulating Broadcasting in the Internet and Fighting against Crimes Comumitted
through Internet Broadcasting.
* The Furopean Commission Counter-Terrorism Coordinator has urged consideration of mandatory key



A/HRC/29/32

214

corporations to cooperate with Governments, creating serious challenges that implicate
individual users online. Key disclosure exists by law in a number of European countries. >
In both cases, however, such orders should be based on publicly accessible law, clearly
Hmited in scope focused on a specific target, implemented under independent and impartial
judicial authority, in particular to preserve the due process rights of targets, and only
adopted when necessary and when less intrusive means of investigation are not available.
Such measures may only be justified if used in targeting a specific user or users, subject to
Jjudicial oversight.

Legal presumptions

46.  Some States may identify the mere use of encryption technologies as illicit
behaviour. For instance, charges against the Zone 9 blogger collective in Ethiopia included
suggestions that the mere training in communication security was evidence of criminal
behaviour. ® Such presumptions fail to meet the standards for permissible restrictions.
Similarly, States undermine the rights to privacy and freedom of expression when they
penalize those who produce and distribute tools to facilitate online access for activists.

Anenymity

47, Anonymity has been recognized for the important role it plays in safeguarding and
advancing privacy., free expression, political accountability, public participation and
debate, ™ The Universal Declaration and the International Covenant on Civil and Political
Rights do not address anonymity. During negotiation of the Covenant, it was proposed to
include in article 19 (1) the phrase, “anonymity is not permitted”. However, this was
rejected “on the grounds, among others, that anonymity might at times be necessary to
protect the author™ and “that such a clause might prevent the use of pen names”.* The
Special Rapporteur on Freedom of Expression of the Inter-American Commission on
Human Rights found that “the right to freedom of thought and expression and the right to
private life protect anonymous speech from government resirictions”. * Several States
enjoy long traditions of celebrating anonymity in their political cultures, but very few
provide general protection in law for anonymous expression. Some States exert significant
pressure against anonymity, offline and online. Yet because anonvmity facilitates opinion
and expression in significant ways online, States should protect it and generally not restrict
the technologies that provide it. Several States’ judiciaries have protected anonymity, at
least in limited instances. For instance, the Supreme Court of Canada recently struck down
the warraniless acquisition of anonymous user identity online.” The Constitutional Court of
the Republic of Korea struck down anti-anonymity laws as unconstitutional. ” The Supreme

disclosure. See Council of the European Union, General Secretariat, meeting docament D1035/15

_@o15),

36
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a

See, e.g., United Kingdom, Regulation of Investigatory Powers Act (mandatory key disclosure),
France, Law No. 2001-1062 (disclosure of encryption keys on authorization by a judge}; Spain, Law
on Telecommunications 23/2007 (key disclosure).

See hitp //trialtrackerblog.org/2014/07/19/contextual -translation-of-the-charges-of-the-zoned-
bloggers/.

See, e.g., Inter-American Commission on Human Rights, OEA /Serv.L/V/IL 149, para. 134; United
States, Mclntvre v. Ohio Elections Commission (1995), Lord Neuberger, speech to RB Conference on
the Internet, entitled, “What's a name? Privacy and Anonymous Speech on the Internet”™ (2014).
Marc . Bossuyt, Guide to the “Travaux Préparatoires” of the International Covenant on Civil and
Political Rights {1987), pp. 379-80.

See Organization of American States, press release 17/15.

R. v. Spencer (2014).

Decision 2010 Hun-Ma 47, 252 (consolidated) announced 28 August 2012.
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Court of the United States has consistently protected the right to anonymous expression.
The European Court of Human Rights has recognized anonymity as important (o the
freedom of expression but permits limitations in cases where necessary to achieve
legitimate objectives.

48.  Many States recognize the lawfulness of maintaining the anonymity of journalists’
sources. The Mexican Supreme Court and Mexican Code of Criminal Procedures recognize
the right of journalists to maintain the anonymity of their sources; yet pressures on
journalists are in fact severe. ™ The Constitutions of Argentina, Brazil, Ecuador and
Paraguay explicitly protect sources; Chile, El Salvador, Panama, Peru, Uruguay and
Venezuela (Bolivarian Republic of) protect sources in law.* The Mozambique Constitution
protects sources, while Angola purports to do so by statute.” Australia, Canada, Japan and
New Zealand have established case-specific judicial balancing tests to analyse source
protection, although pressure on journalists may undermine such protections over time.*
States often breach source anonymity in practice, even where it is provided for in law.

Prohibition of anonymity

49.  Prohibition of anonymity online interferes with the right to freedom of expression.
Many States ban it regardiess of any specific government interest. The Constitution of
Brazil (art. 5) prohibits anonymous speech. The Constitution of the Bolivarian Republic of
Venezuela (art. 57) similarly prohibits anonymity. In 2013, Viet Nam outlawed the use of
pseudonyms, which forced individuals with personal blogs to publicly list their real name
and address.” In 2012, the Islamic Republic of Iran required the registration of all IP
addresses in use inside the country and cybercafe users to register their real names before
using a computer. ® Ecuadoran law requires commenters on websites and mobile phone
owners to register under a real name. ®

50.  Certain States have passed laws that require real-name registration for online
activity, a kind of ban on anonymity. In the Russian Federation, bloggers with 3.000 or
more daily readers must register with the media regulator and identify themselves publicly,
and cvbercafe users reportedly must provide identification to connect to public wireless
facilities. ™ China reportedly announced regulations requiring Internet users to register reat

 Melntvre v. Olio Elections Commission (1995), pp. 342 and 343,

See new Federal Code of Criminal Procedures, art, 244,

See Argentina, Constitution, art. 43; Brazi, Constitution, title I, chap. I, art. 3, XIV; Ecuador,
Constitution, art. 20; Paraguay, Constitution, art. 29 (1). See also Chile, Law 19,733, El Salvador,
Criminal Procedure Code; Panama, Law 67, art. 21; Peru, Criminal Procedure Code; Urugnay, Law
16.099; Bolivarian Republic of Venezuela, Law for Journalism 4,819, art. 8.

7 See Mozambique, Constitution, art. 48(3); Angola, Press Law 7/06, art. 20(1}.

Australia Evidence Amendment (Joumalists® Privilege} Act 2007; Canada, Court of Queen’s Bench
of Alberta, Wasylyshen v. Canadian Broadeasting Corporation (2005, Japan, Case 2006 (Kyo)
No, 19 (2006), New Zealand Evidence Act, sect. 68 {2006).

7 Fuman Rights Watch, “Vietnam: new decree punishes press”, 23 February, 2011; Freedom House,
“Vietnam: freedom of the press™, 2012; Article 19, Comment on Decree No. 02 of 2011 on
Administrative Responsibility for Press and Publication Activities of the Prime Minister of the
Socialist Republic of Vietnam (June 2011).

Islamic Republic of Iran, Bill 106, Communication Regulation Authority.

See Ecuador, Organic Law on Communications (2013).

Bill No. 428884-6 amending the Federal Law on Information, Information Technologies and
Protection of Information and a number of legislative acts of the Russian Federation on streamiining
the exchange of information with the use of inforntation and telecommunication networks, Reuters,
“Russia Demands Internet Users Show ID to Access Public Wifi,” 8 August 2014.
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names for certain websites and avoid spreading content that challenges national interests.™
South Africa also requires real name registration for online and mobile telephone users. ™

51, Likewise, Governments often require SIM card registration; for instance, neatly
50 countries in Africa require or are in the process of requiring the registration of
personally identifiable data when activating a STM card.™ Colombia has had a mandatory
mobile registration policy since 2011, and Peru has associated all SIM cards with a national
identification number since 2010.% Other countries are considering such policies. Such
policies directly undermine anonymity. particularly for those who access the Internet only
through mobile technology. Compulsory SIM card registration may provide Governments
with the capacity to monitor individuals and journalists well beyvond any legitimate
government interest.

52.  States have also attempted to combat anonymity tools, such as Tor, proxies and
VPN, by denying access to them. China has long blocked access to Tor,” and Russian
government officials reportedly offered more than $100,000 for techniques to identify
anonymous users of Tor. ™ In addition, Ethiopia, ” Iran (Islamic Republic of) * and
Kazakhstan™ have reportedly sought to block Tor traffic. Because such tools may be the
only mechanisms for individuals to exercise freedom of opinion and expression securely,

access to them should be protected and promoted.

Restrictions during public unrest

53.  Anonymous speech has been necessary for activists and protestors. but States have
regularly attempted to ban or intercept anonymous communications in times of protest.
Such attempts to interfere with the freedom of expression unlawfully pursue an illegitimate
objective of undermining the right to peaceful protest under the Universal Declaration and
the International Covenant on Civil and Political Rights.

Intermediary liability

54, Some States and regional courts have moved towards imposing responsibilities on
Intemet service providers and media platforms to regulate online comments by anonymous
users. Ecuador, for instance, in its Organic Communications Law, requires intermediaries
to generate mechanisms to record personal data to allow the identification of those posting
comments. In Delfi v. Estonia {application No. 64569/09), the European Court of Human
Rights upheld an Estonian law that imposes liability on a media platform for anonymous
defamatory statements posted on its site. Such intermediary liability is likely to result cither
in real-name registration policies, thereby undermining anonymity, or the elimination of
posting altogether by those websites that cannot afford to implement screening procedures,

China Copyright and Media, Internet User Account Name Management Regulations, article 5 (2013).
South Africa, Regulation of Interception of Communications and Provision of Communication-
Related Information Act 70 of 2003; see also Electronic Communications and Transactions Act of
2002 {requiring real name registration for service providers).

Kevin P. Donovan and Aaron K. Martin, “The Rise of African SIM Registration™, 3 February 2014.
See Colombia, Decree 1630 0f 2011 Pera 21, Los celulares de prepago en la mira, 27 May 2010,
MIT Technology Review, How China Blocks the Tor Anonymity Network, 4 April 2012.

The original offer is available from http:/zakupki gov ra/epz/order/notice/zkkdd/view/cormmon-

info htmi?regNumber=0373100088714000008.

* Runa Sandvik, Ethiopia Introduces Deep Packet Inspection, The Tor Blog (31 May 2012); sec also

Article 19, 12 January 2015.

“Phob ran partially blocks encrypted network traffic”, The Tor Blog (10 February 2012).
“Phobos’ azakhstan upgrades censorship to deep packet inspection”, The Tor Blog (16 February
2012).
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thus harming smaller, independent media. The recently adopted Manila Principles on
Intermediary Liability, drafted by a coalition of civil society organizations, provide a sound
set of guidelines for States and international and regional mechanisms to protect expression
online.

Data retention

55.  Broad mandatory data retention policies limit an individual’s ability to remain
anonymous. A State’s ability to require Internet service and telecommunications providers
to collect and store records documenting the online activities of all users has inevitably
resulted in the State having evervone’s digital footprint. A State’s ability to collect and
retain personal records expands its capacity to conduct surveillance and increases the
potential for theft and disclosure of individual information.

Conclusions and recommendations

56.  Encryption and anonymity, and the security concepts behind them, provide the
privacy and security necessary for the exercise of the right to freedom of opinion and
expression in the digital age. Such security may be essential for the exercise of other
rights, including economic rights, privacy, due process, freedom of peaceful assembly
and association, and the right to life and bodily integrity. Because of their importance
to the rights to freedom of opinion and expression, restrictions on encryption and
anenymity must be strictly limited according to principles of legality, necessity,
proportionality and legitimacy in ebjective. The Special Rapporteur therefore
recommends the following.

States

57.  States should revise or establish, as appropriate, national laws and regulations
to promote and protect the rights to privacy and freedom of opinion and expression.
With respect to encryption and anonymity, States should adopt policies of non-
restriction or comprehensive protection, only adopt restrictions on a case-specific
basis and that meet the requirements of legality, necessity, proportionality and
legitimacy in objective, require court orders for any specific limitation, and promote
security and privacy online through public education.

58.  Discussions of encryption and anonymity have all too often focused only on
their potential use for criminal purposes in times of terrorism. But emergency
situations do not relieve States of the obligation to ensure respect for international
b rights law. Legislative proposals for the revision or adoption of restrictions on
individual security online should be subject to public debate and adopted according to
regular, public, informed and transparent legislative process. States must promote
effective participation of a wide variety of civil society actors and minority groups in
such debate and processes and avoid adopting such legislation under accelerated
legislative procedures. General debate should highlight the protection that encryption
and anonymity provide, especially to the groups most at risk of unlawful
interferences. Any such debate must also take into account that restrictions are
subject to strict tests: if they interfere with the right to hold opinions, restrictions
must not be adopted. Restrictions on privacy that limit freedom of expression — for
purposes of the present report, restrictions on encryption and anonymity — must be
provided by law and be necessary and proportionate to achieve one of a small number
of legitimate objectives.
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59, States should promote strong encryption and anonymity. National laws should
recognize that individuals are free to protect the privacy of their digital
communications by using encryption technology and tools that allow anonymity
online. Legistation and regulations protecting haman rights defenders and journalists
should also include provisions enabling access and providing support to use the
technologies to secure their communications.

60.  States should not restrict encryption and anonymity, which facilitate and often
enable the rights to freedom of opinion and expression. Blanket prohibitions fail to be
necessary and propertionate. States should avoid all measures that weaken the
security that individuals may enjoy online, such as backdoors, weak encryption
standards and key escrows. In addition, States should refrain from making the
identification of users a condition fer access to digital communications and online
services and requiring SIM card registration for mobile users. Corporate actors
should likewise consider their own policies that restrict encryption and anonymity
(including through the use of pseudonyms). Court-erdered decryption, subject to
domestic and international law, may only be permissible when it results from
transparent and publicly accessible laws applied solely on a targeted, case-by-case
basis to individuals (i.e., not to a mass of people) and subject to judicial warrant and
the protection of due process rights of individuals.

International organizations, private sector and civil society

61.  States, international organizations, corporations and civil society groups should
promote online security. Given the relevance of new ication technologies in
the promotion of buman rights and development, all those involved should
systematically promote access to encryption and anonymity without discrimination.
The Special Rapporteur urgently calls upon entities of the United Nations system,
especially those involved in human rights and humanitarian protection, to support the
use of communication security toels in order to ensure that those who interact with
them may do so securely. United Nations entities must revise their communication
practices and tools and invest resources in enhancing security and confidentiality for
the multiple stakeholders interacting with the Organization through digital
communications. Particular attention must be paid by human rights protection
mechanisms when requesting and managing information veceived from civil society
and witnesses and victims of human rights violations.

62.  While the present report does not draw conclusions about corporate
responsibilities for communication security, it is nonetheless clear that, given the
threats to freedom of expression online, corporate actors should review the adequacy
of their practices with regard to human right norms. At a minimum, companies
should adhere to principles such as those laid out in the Guiding Principles on
Business and Human Rights, the Global Network Initiative’s Principles on Freedom
of Expression and Privacy, the European Commission’s ICT Sector Guide on

Impl ing the UN Guiding Principles on Business and Human Rights, and the
Telec ications Industry Dial Guiding Principles. Companies, like States,
should refrain from blocking or limiti the tr issi of encrypted

communications and permit anonymous communication. Attention should be given to
efforts to expand the availability of encrypted data-centre links, support secure
technelogies for websites and develop widespread default end-to-end encryption.
Corporate actors that supply technology to undermine encryption and anonymity
should be especially transparent as to their products and customers.
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63.  The use of encryption and anonymity tools and better digital literacy should be
encouraged. The Special Rapporteur, recognizing that the value of encryption and
anonymity tools depends en their widespread adoption, encourages States, civil
society organizations and corporations te engage in a campaign to bring encryption
by design and default to users around the world and, where necessary, to ensure that
users at risk be provided the tools to exercise their right to freedom of opinion and
expression securely.
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June 8, 2015

President Barack Obama

The White House

1600 Pennsylvania Avenue NW
Washington, DC 20500

Dear President Obama,

The undersigned associations, representing a wide range of companies in the technology sector, write in
connection with encryption technologies that companies incorporate into their products and services. This
correspondence is intended to provide clarity on our position and to help develop a framework for further
dialogue. We also take this opportunity to point out the global implications of certain policy measures
relating to encryption.

We are opposed to any policy actions or measures that would undermine encryption as an available and
effective tool. As you know, encryption helps to secure many aspects of our daily lives. Encryption is an
essential asset of the global digital infrastructure, enabling security and confidentiality for transactions as
well as assurances to individuals that their communications are private and information is protected. For
example, the rapid growth in online commerce would not have happened but for consumers’ trust that
their payment information is secure. Consumer trust in digital products and services is an essential
component enabling continued economic growth of the online marketplace.

Accordingly, we urge you not to pursue any policy or proposal that would require or encourage
companies to weaken these technologies, including the weakening of encryption or creating encryption
“work-arounds.” We appreciate that, where appropriate, law enforcement has the legitimate need for
certain information to combat crime and threats. However, mandating the weakening of encryption or
encryption “work-arounds” is not the way to address this need. Doing so would compromise the security
of ICT products and services, rendering them more vulnerable to attacks and would erode consumers’
trust in the products and services they rely on for protecting their information.

In addition to these security and trust concerns, the U.S. policy position on encryption will send a signal
to the rest of the world. Should the U.S. government require companies to weaken encryption technology,
such requirements will legitimize similar efforts by foreign governments. This would threaten the global
marketplace as well as deprive individuals of certain liberties.

We are committed to finding pathways forward that preserve security, privacy, and innovation. We know
the issue at hand is extremely complex, with implications both domestically and internationally. We hope
that by being clear in defining the nature of the problem and our position we can contribute to the current
dialogue. We look forward to continuing this discussion with your administration.

Sincerely,

Information Technology Industry Council
Software & Information Industry Association

cc The Honorable John Kerry, U.S. Secretary of State
The Honorable Loretta Lynch, U.S. Attorney General
The Honorable Penny Pritzker, U.S. Secretary of Commerce
The Honorable Jeh Johnson, U.S. Secretary of Homeland Security
The Honorable James Comey, U.S. Director of the Federal Bureau of Investigation
The Honorable Jeffrey Zients, Director of the National Economic Council
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Keys Under Doormats:

MANDATING INSECURITY BY REQUIRING GOVERNMENT ACCESS TO ALL
DATA AND COMMUNICATIONS

Harold Abelson, Ross Anderson, Steven M. Bellovin, Josh Benaloh, Matthew Blaze,
Whitfield Diffie, John Gilmore, Matthew Green, Peter G. Neumann, Susan Landau,
Ronald L. Rivest, Jeffrey 1. Schiller, Bruce Schneier, Michael Specter, Daniel J. Weitzner

Abstract

Twenty years ago, law enforcement organizations lobbied to require data and
communication services to engineer their products to guarantee law enforcement
access to all data. After lengthy debate and vigorous predictions of enforcement
channels “going dark,” these attempts to regulate the emerging Internet were aban-
doned. In the intervening years, innovation on the Internet flourished, and law
enforcement agencies found new and more effective means of accessing vastly larger
quantities of data. Today we are again hearing calls for regulation to mandate the
provision of exceptional access mechanisms. In this report, a group of computer
scientists and security experts, many of whom participated in a 1997 study of these
same topics, has convened to explore the likely effects of imposing extraordinary
access mandates.

We have found that the damage that could be caused by law enforcement excep-
tional access requirements would be even greater today than it would have been 20
years ago. In the wake of the growing economic and social cost of the fundamental
insecurity of today’s Internet environment, any proposals that alter the security dy-
namics online should be approached with caution. Exceptional access would force
Internet system developers to reverse “forward secrecy” design practices that seek to
minimize the impact on user privacy when systems are breached. The complexity of
today’s Internet environment, with millions of apps and globally connected services,
means that new law enforcement requirements are likely to introduce unanticipated,
hard to detect security flaws. Beyond these and other technical vulnerabilities, the
prospect of globally deployed exceptional access systems raises difficult problems
about how such an environment would be governed and how to ensure that such
systems would respect human rights and the rule of law.
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Executive Summary

Political and law enforcement leaders in the United States and the United Kingdom have
called for Internet systems to be redesigned to ensure government access to information —
even encrypted information. They argue that the growing use of encryption will neutral-
ize their investigative capabilities. They propose that data storage and communications
systems must be designed for ezceptional access by law enforcement agencies. These pro-
posals are unworkable in practice, raise enormous legal and ethical questions, and would
undo progress on security at a time when Internet vulnerabilities are causing extreme
economic harm.

As computer scientists with extensive security and systems experience, we believe that
law enforcement has failed to account for the risks inherent in exceptional access systems.
Based on our considerable expertise in real-world applications, we know that such risks
lurk in the technical details. In this report we examine whether it is technically and
operationally feasible to meet law enforcement’s call for exceptional access without causing
large-scale security vulnerabilities. We take no issue here with law enforcement’s desire to
execute lawful surveillance orders when they meet the requirements of human rights and
the rule of law. Our strong recommendation is that anyone proposing regulations should
first present concrete technical requirements, which industry, academics, and the public
can analyze for technical weaknesses and for hidden costs.

Many of us worked together in 1997 in response to a similar but narrower and better-
defined proposal called the Clipper Chip [1]. The Clipper proposal sought to have all
strong encryption systems retain a copy of keys necessary to decrypt information with
a trusted third party who would turn over keys to law enforcement upon proper legal
authorization. We found at that time that it was beyond the technical state of the
art to build key escrow systems at scale. Governments kept pressing for key escrow,
but Internet firms successfully resisted on the grounds of the enormous expense, the
governance issues, and the risk. The Clipper Chip was eventually abandoned. A much
more narrow set of law enforcement access requirements have been imposed, but only on
regulated telecommunications systems. Still, in a small but troubling number of cases,
weakness related to these requirements have emerged and been exploited by state actors
and others. Those problems would have been worse had key escrow been widely deployed.
And if all information applications had had to be designed and certified for exceptional
access, it is doubtful that companies like Facebook and Twitter would even exist. Another
important lesson from the 1990’s is that the decline in surveillance capacity predicted by
law enforcement 20 years ago did not happen. Indeed, in 1992, the FBI's Advanced
Telephony Unit warned that within three years Title III wiretaps would be useless: no



224

more than 40% would be intelligible and that in the worst case all might be rendered
useless [2]. The world did not “go dark.” On the contrary, law enforcement has much
better and more effective surveillance capabilities now than it did then.

The goal of this report is to similarly analyze the newly proposed requirement of
exceptional access to communications in today’s more complex, global information infras-
tructure. We find that it would pose far more grave security risks, imperil innovation,
and raise thorny issues for human rights and international relations.

There are three general problems. First, providing exceptional access to communi-
cations would force a U-turn from the best practices now being deployed to make the
Internet more secure. These practices include forward secrecy — where decryption keys
are deleted immediately after use, so that stealing the encryption key used by a communi-
cations server would not compromise earlier or later communications. A related technique,
authenticated encryption, uses the same temporary key to guarantee confidentiality and
to verify that the message has not been forged or tampered with.

Second, building in exceptional access would substantially increase system complexity.
Security researchers inside and outside government agree that complexity is the enemy of
security — every new feature can interact with others to create vulnerabilities. To achieve
widespread exceptional access, new technology features would have to be deployed and
tested with literally hundreds of thousands of developers all around the world. This is a far
more complex environment than the electronic surveillance now deployed in telecommuni-
cations and Internet access services, which tend to use similar technologies and are more
likely to have the resources to manage vulnerabilities that may arise from new features.
Features to permit law enforcement exceptional access across a wide range of Internet and
mobile computing applications could be particularly problematic because their typical use
would be surreptitious — making security testing difficult and less effective.

Third, exceptional access would create concentrated targets that could attract bad
actors. Security credentials that unlock the data would have to be retained by the platform
provider, law enforcement agencies, or some other trusted third party. If law enforcement’s
keys guaranteed access to everything, an attacker who gained access to these keys would
enjoy the same privilege. Moreover, law enforcement’s stated need for rapid access to data
would make it impractical to store keys offline or split keys among multiple keyholders,
as security engineers would normally do with extremely high-value credentials. Recent
attacks on the United States Government Office of Personnel Management (OPM) show
how much harm can arise when many organizations rely on a single institution that itself
has security vulnerabilities. In the case of OPM, numerous federal agencies lost sensitive

data because OPM had insecure infrastructure. If service providers implement exceptional
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access requirements incorrectly, the security of all of their users will be at risk.

Our analysis applies not just to systems providing access to encrypted data but also to
systems providing access directly to plaintext. For example, law enforcement has called
for social networks to allow automated, rapid access to their data. A law enforcement
backdoor into a social network is also a vulnerability open to attack and abuse. Indeed,
Google’s database of surveillance targets was surveilled by Chinese agents who hacked
into its systems, presumably for counterintelligence purposes [3].

The greatest impediment to exceptional access may be jurisdiction. Building in ex-
ceptional access would be risky enough even if only one law enforcement agency in the
world had it. But this is not only a US issue. The UK government promises legislation
this fall to compel communications service providers, including US-based corporations,
to grant access to UK law enforcement agencies, and other countries would certainly
follow suit. China has already intimated that it may require exceptional access. If a
British-based developer deploys a messaging application used by citizens of China, must
it provide exceptional access to Chinese law enforcement? Which countries have sufficient
respect for the rule of law to participate in an international exceptional access framework?
How would such determinations be made? How would timely approvals be given for the
millions of new products with communications capabilities? And how would this new
surveillance ecosystem be funded and supervised? The US and UK governments have
fought long and hard to keep the governance of the Internet open, in the face of demands
from authoritarian countries that it be brought under state control. Does not the push
for exceptional access represent a breathtaking policy reversal?

The need to grapple with these legal and policy concerns could move the Internet
overnight from its current open and entrepreneurial model to becoming a highly regulated
industry. Tackling these questions requires more than our technical expertise as computer
scientists, but they must be answered before anyone can embark on the technical design
of an exceptional access system.

In the body of this report, we seek to set the basis for the needed debate by presenting
the historical background to exceptional access, summarizing law enforcement demands
as we understand them, and then discussing them in the context of the two most popular
and rapidly growing types of platform: a messaging service and a personal electronic
device such as a smartphone or tablet. Finally, we set out in detail the questions for
which policymakers should require answers if the demand for exceptional access is to be
taken seriously. Absent a concrete technical proposal, and without adequate answers to
the questions raised in this report, legislators should reject out of hand any proposal to
return to the failed cryptography control policy of the 1990s.
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1 Background of today’s debate on exceptional ac-

cess

The encryption debate has been reopened in the last year with both FBI Director James
Comey and UK Prime Minister David Cameron warning, as in the early 1990s, that
encryption threatens law enforcement capabilities, and advocating that the providers of
services that use encryption be compelled by law to provide access to keys or to plaintext in
response to duly authorized warrants. We have therefore reconvened our expert group to
re-examine the impact of mandatory exceptional access in today’s Internet environment.’

In the 1990s, the governments of United States and a number of other industrialized
countries advocated weakening encryption. Claiming that widespread encryption would
be disastrous for law enforcement, the US government proposed the use of the Clipper
Chip, an encryption device that contained a government master key to give the government
access to encrypted communications. Other governments followed suit with proposals for
encryption licensing that would require copies of keys to be held in escrow by trusted third
parties — companies that would be trusted to hand over keys in response to warrants.
The debate engaged industry, NGOs, academia, and others. Most of the authors of the
present paper wrote a report on the issues raised by key escrow or trusted-third-party
encryption that analyzed the technical difficulties, the added risks, and the likely costs of
such an escrow system[l]. That push for key escrow was abandoned in 2000 because of
pressure from industry during the dotcom boom and because of political resistance from
the European Union, among others.

1.1 Summary of the current debate

The current public policy debate is hampered by the fact that law enforcement has not
provided a sufficiently complete statement of their requirements for technical experts or
lawmakers to analyze. The following exhortation from United States FBI Director James

Comey is as close as we come:

“We aren’t seeking a back-door approach. We want to use the front door,
with clarity and transparency, and with clear guidance provided by law. We
are completely comfortable with court orders and legal process — front doors
that provide the evidence and information we need to investigate crime and

We follow the 1996 National Academies CRISIS report in using the phrase “exceptional access”
to “stress that the situation is not one that was included within the intended bounds of the original
transaction.” [4, p. 80]
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prevent terrorist attacks.”

“Cyber adversaries will exploit any vulnerability they find. But it makes more
sense to address any security risks by developing intercept solutions during
the design phase, rather than resorting to a patchwork solution when law
enforcement comes knocking after the fact. And with sophisticated encryption,
there might be no solution, leaving the government at a dead end — all in the

name of privacy and network security.” [5]

Prime Minister David Cameron simply wants the police to have access to everything.

Speaking in the wake of the Charlie Hebdo murders in Paris, he said:

“In our country, do we want to allow a means of communication between
people which, even in extremis, with a signed warrant from the home secretary
personally, that we cannot read? ...The question remains: are we going to
allow a means of communications where it simply is not possible to do that?

My answer to that question is: no, we must not.” [6]

So, we must ask, is it possible to build in such exceptional access without creating
unacceptable risk? In order to understand the technical and operational issues, we first
review the results of our 1997 report and consider what has changed since then. We next
try to clarify ideal law enforcement requirements and understand the kinds of risks that
are likely to arise if these generic requirements are imposed broadly in the global Internet
environment. Then, we present two technology scenarios typical of the landscape facing
modern electronic surveillance. Combining what is publicly known about surveillance
practices today, along with common legal requirements, we are able to present scenarios
that illustrate many of the key risks that exceptional access will entail.

We do not suggest that our own interpretation of Comey’s stated requirements serve
as a basis for regulation but merely as a starting point for discussion. If officials in the UK
or US disagree with our interpretation, we urge them to state their requirements clearly.
Only then can a rigorous technical analysis be conducted in an open, transparent manner.
Such analysis is crucial in a world that is so completely reliant on secure communications
for every aspect of daily lives, from nations’ critical infrastructure, to government, to
personal privacy in daily life, to all matters of business from the trivial to the global.

1.2 Findings from the 1997 analysis of key escrow systems

We begin by reviewing the findings on the risks of key recovery /key escrow systems from
a paper that many of us wrote almost 20 years ago[1]. Many of us came together then to

6
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examine the security risks of ensuring law enforcement access to encrypted information.
We found that any key escrow system had basic requirements that placed substantial
costs on end users, and that these costs would have been too difficult and expensive to
implement. For law enforcement to have quick and reliable access to plaintext, every key
escrow system required the existence of highly sensitive yet perennially available secret
keys. This requirement alone inevitably leads to an increased risk of exposure, inflated
software complexity, and high economic costs.

The first downside is increased risk of a security incident. An organization that holds
an escrow key could have a malicious insider that abuses its power or leaks that organiza-
tion’s key. Even assuming an honest agency, there is an issue of competence: cyberattacks
on keyholders could easily result in catastrophic loss.

The additional complexity of a key escrow system compounds these risks. At the time,
all openly proposed key escrow solutions had major flaws that could be exploited; even
normal encryption was difficult to implement well, and key escrow made things much
harder. Another source of complexity was the scale of a universal key recovery system
— the number of agents, products, and users involved would be immense, requiring an
escrow system well beyond the technology of the time. Further, key escrow threatened
to increase operational complexity: a very large number of institutions would have to
securely and safely negotiate targeting, authentication, validity, and information transfer
for lawful information access.

All of the above factors raise costs. Risks of exposure, for instance, change the threat
landscape for organizations, which must then worry about mistaken or fraudulent dis-
closures. The government would have increased bureaucracy to test and approve key
recovery systems. Software vendors would have to bear the burden of increased engineer-
ing costs. In 1997, we found that systems enabling exceptional access to keys would be
inherently less secure, more expensive, and much more complex than those without. This
result helped policymakers decide against mandated exceptional access.

1.3 What has changed and what remains the same since 1990s?

It is impossible to operate the commercial Internet or other widely deployed global commu-
nications network with even modest security without the use of encryption. An extensive
debate in the 1980s and 1990s about the role of encryption came to this conclusion once
before. Today, the fundamental technical importance of strong cryptography and the dif-
ficulties inherent in limiting its use to meet law enforcement purposes remain the same.
What has changed is that the scale and scope of systems dependent on strong encryption

are far greater, and our society is far more reliant on far-flung digital networks that are
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under daily attack.

In the early 1990s, the commercialization of the Internet was being thwarted by US
government controls on encryption — controls that were in many ways counterproduc-
tive to long-term commercial and national security interests. A 1996 United States Na-
tional Academy of Science study concluded that, “On balance, the advantages of more
widespread use of cryptography outweigh the disadvantages” [4, p. 6]. Four years later,
partly in response to pressures from industry, partly in response to the loosening of cryp-
tographic export controls by the European Union, partly because crypto export controls
were declared unconstitutional by US Circuit Courts, and partly because of increasing
reliance on electronic communications and commerce, the US relaxed export controls on
encryption [7].

The Crypto Wars actually began in the 1970s, with conflicts over whether computer
companies such as IBM and Digital Equipment Corporation could export hardware and
software with strong encryption, and over whether academics could publish cryptographic
research freely. They continued through the 1980s over whether the NSA or the National
Institute of Standards and Technology (NIST) would control the development of crypto-
graphic standards for the non-national security side of the government (NIST was given
the authority under the 1987 Computer Security Act). They came to full force during
the 1990s, when the US government, largely through the use of export controls, sought
to prevent companies such as Microsoft and Netscape from using strong cryptography in
web browsers and other software that was at the heart of the growing Internet. The end
of the wars — or the apparent end — came because of the Internet boom.

In many ways, the arguments are the same as two decades ago. US government
cryptographic standards — the Data Encryption Standard then, the Advanced Encryp-
tion Standard now — are widely used both domestically and abroad. We know more
now about how to build strong cryptosystems, though periodically we are surprised by a
break. However, the real security challenge is not the mathematics of cryptosystems; it
is engineering, specifically the design and implementation of complex software systems.
Two large government efforts, healthcare.gov and the FBI Trilogy program, demonstrate
the difficulties that scale and system integration pose in building large software systems.
Healthcare.gov, the website implementing the president’s signature healthcare program,
failed badly in its initial days, unable to serve more than a tiny percentage of users [8].
A decade earlier, five years of effort spent building an electronic case file system for the
FBI — an effort that cost $170 million — was abandoned as unworkable [9].

At one level, the worst has not come to pass — the power grid, the financial system,
critical infrastructure in general, and many other systems all function reliably using com-
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plex software. On another level, the worst is occurring daily. Recent breaches for financial
gain include: T.J. Maxx, theft of 45 million credit card records [10]; Heartland Payment
Systems, compromise of 100 million credit cards [11]; Target, compromise of 40 million
credit cards; Anthem, collection of names, addresses, birthdates, employment and income
information, and Social Security numbers of 80 million people that could result in identity
theft [12].

Attacks on government agencies are also increasing. A set of 2003 intrusions targeting
US military sites collected such sensitive data as specifications for Army helicopter mission
planning systems, Army and Air Force flight-planning software, and schematics for the
Mars Orbiter Lander [13]. Such theft has not only been from the defense industrial base,
but has included the pharmaceuticals, Internet, biotechnology and energy industries. In
2010, then Deputy Secretary of Defense William Lynn concluded, “Although the threat
to intellectual property is less dramatic than the threat to critical national infrastructure,
it may be the most significant cyberthreat that the United States will face over the long
term” [14].

The December 2014 North Korean cyberattacks against Sony, the first such by a
nation-state, resulted in large headlines. But the 2011 theft from RSA/EMC of the seed
keys — initial keys used to generate other keys — in hardware tokens used to provide
two-factor authentication [15], and the recent theft of personnel records from the US
Office of Personnel Management are far more serious issues. The former undermined the
technical infrastructure for secure systems, while the latter, by providing outsiders with
personal information of government users, creates leverage for many years to come for
potential insider attacks, undermining the social infrastructure needed to support secure
governmental systems — including any future system for exceptional access. And while
attacks against critical infrastructure have not been significant, the potential to do so has
been demonstrated in test cases [16] and in an actual attack on German steel mill that
caused significant damage to a blast furnace [17].

As exceptional access puts the security of Internet infrastructure at risk, the effects
will be felt every bit as much by government agencies as by the private sector. Because
of cost and Silicon Valley’s speed of innovation, beginning in the mid-1990s, the US gov-
ernment moved to a commercial off the shelf (COTS) strategy for information technology
equipment, including communications devices. In 2002, Information Assurance Technical
Director Richard George told a Black Hat audience that “NSA has a COTS strategy,
which is: when COTS products exist with the needed capabilities, we will encourage their
use whenever and wherever appropriate ..."[18]. Such a COTS solution makes sense, of

course, only if the private sector technologies the government uses are secure.
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Communications technologies designed to comply with government requirements for
backdoors for legal access have turned out to be insecure. For ten months in 2004 and
2005, 100 senior members of the Greek government (including the Prime Minister, the
head of the Ministry of National Defense and the head of the Ministry of Justice) were
wiretapped by unknown parties through lawful access built into a telephone switch owned
by Vodafone Greece [19]. In 2010 an IBM researcher observed that a Cisco architecture
for enabling lawful interception in IP networks was insecure.? This architecture had
been public for several years, and insecure versions had been implemented by several
carriers in Europe [20]. And when the NSA examined telephone switches built to comply
with government-mandated access for wiretapping, it discovered security problems with
all the switches submitted for testing[21]. Embedding exceptional access requirements
into communications technology will ensure even more such problems, putting not only
private-sector systems, but government ones, at risk.

Speaking on the topic of law enforcement access and systems security, Vice Chairman
of the Joint Chiefs of Staff Admiral James A. Winnefeld recently remarked, “But I think
we would all win if our networks are more secure. And I think I would rather live on the
side of secure networks and a harder problem for Mike [NSA Director Mike Rogers] on the
intelligence side than very vulnerable networks and an easy problem for Mike and part of
that, it’s not only is the right thing to do, but part of that goes to the fact that we are
more vulnerable than any other country in the world, on our dependence on cyber. I'm
also very confident that Mike has some very clever people working for him, who might
actually still be able to get some good work done.”

While the debate over mandated law enforcement access is not new, it does take on
added urgency in today’s world. Given our growing dependence on the Internet, and the
urgent need to make this and other digital infrastructures more secure, any move in the
direction of decreased security should be looked upon with extreme skepticism. Once
before, when considering this issue, governments around the world came to the conclusion
that designing in exceptional access provisions to vital systems would increase security
risk and thwart innovation. As the remainder of this paper will show, such measures are
even riskier today.

2t is worth noting that the router’s design was based on standards put forth by the European Telecom-
munications Standards Institute.
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2 Scenarios

Law enforcement authorities have stated a very broad requirement for exceptional access.
Yet there are many details lacking including the range of systems to which such require-
ments would apply, the extraterritorial application, whether anonymous communications
would be allowed, and many other variables. To analyze the range of security risks that
may arise in commonly used applications and services, we examine two popular scenarios:
encrypted real-time messaging services and devices such as smartphones that use strong
encryption to lock access to the device.

2.1 Scenario 1: Providing exceptional access to globally dis-

tributed, encrypted messaging applications

Imagine a massively distributed global messaging application on the Internet currently
using end-to-end encryption. Many examples of such systems actually exist, including
Signal, which is available on iPhone and Android, Off-the-Record (OTR), a cryptography-
enabling plug-in for many popular computer chat programs, and the often cited TextSe-
cure and WhatsApp. Could one provide a secure application while meeting law enforce-
ment exceptional access requirements?

To provide law enforcement access to encrypted data, one natural approach is to
provide law enforcement direct access to keys that can be used to decrypt the data, and
there is a frequently suggested and seemingly quite attractive mechanism for escrowing
decryption keys. Data is typically encrypted — either for storage or transmission —
with a symmetric key,®> and many data transmission protocols (e.g., the Transport Layer
Security (TLS) protocol) can operate in a mode where the data to be sent is encrypted
with a symmetric key that is in turn encrypted with a public key? associated with the
intended recipient. This encrypted symmetric key then travels with the encrypted data,
and the recipient accesses the data by first using its private key to decrypt the symmetric
key and then using the symmetric key to decrypt the data.

A common suggestion is to augment this approach by encrypting the symmetric key
a second time — this time with a special escrowing public key. If the data is then
transmitted, two encryptions of the symmetric key accompany the data — one with the
public key of the intended recipient and one with a public key associated with an escrow
agent. If the data has been encrypted with a symmetric key for storage rather than

3A symmetric key is one that is used for both encryption and decryption.
4A public key is used to encrypt data that can then be decrypted only by an entity in possession of

an associated private key.
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transmission, the symmetric key might be encrypted with the public key of an escrow
agent and this escrowed key could remain with the encrypted data. If a law enforcement
entity obtains this encrypted data either during transmission or from storage the escrow
agent could be enlisted to decrypt the symmetric key, which could then be used to decrypt
the data.

There are, however, three principal impediments to using this approach for third-party
escrow. Two are technical and the third is procedural.

The first technical obstacle is that although the mode of encrypting a symmetric key
with a public key is in common use, companies are aggressively moving away from it
because of a significant practical vulnerability: if an entity’s private key is ever breached,
all data ever secured with this public key is immediately compromised. Because it is unwise
to assume a network will never be breached, a single failure should never compromise all
data that was ever encrypted.

Thus, companies are moving towards forward secrecy, an approach that greatly reduces
the exposure of an entity that has been compromised. With forward secrecy, a new key
is negotiated with each transaction, and long-term keys are used only for authentication.
These transaction (or session) keys are discarded after each transaction — leaving much
less for an attacker to work with. When a system with forward secrecy is used, an attacker
who breaches a network and gains access to keys can only decrypt data from the time of the
breach until the breach is discovered and rectified; historic data remains safe. In addition,
since session keys are destroyed immediately after the completion of each transaction, an
attacker must interject itself into the process of each transaction in real time to obtain
the keys and compromise the data.’

The security benefits make clear why companies are rapidly switching to systems that
provide forward secrecy.® However, the requirement of key escrow creates a long-term
vulnerability: if any of the private escrowing keys are ever compromised, then all data
that ever made use of the compromised key is permanently compromised. That is, in
order to accommodate the need for surreptitious, third-party access by law enforcement
agencies, messages will have to be left open to attack by anyone who can obtain a copy of
one of the many copies of the law enforcement keys. Thus all known methods of achieving
third-party escrow are incompatible with forward secrecy.

Innovations providing better forward secrecy also support a broad social trend: users
are moving en masse to more ephemeral communications. Reasons for moving to ephemeral
communications range from practical decisions by corporations to protect proprietary in-

5Lack of forward secrecy was identified in the 1997 paper [1] as a weakness of key escrow systems then.

Since that time, the need for forward secrecy has grown substantially.
6See [22, 23, 24, 25, 26, 27, 28, 29, 30, 31, 32|.
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formation from industrial espionage to individuals seeking to protect their ability to com-
municate anonymously and avoid attack by repressive governments. Many corporations
delete email after 90 days, while individuals are moving from email to chat and using
services like Snapchat where messages vanish after reading. Leading companies such as
Twitter, Microsoft, and Facebook are supporting the move to transient messaging, and
using modern security mechanisms to support it. This social and technical development
is not compatible with retaining the means to provide exceptional access.

The second technical obstacle is that current best practice is often to use authenticated
encryption, which provides authentication (ensuring that the entity at the other end of
the communication is who you expect, and that the message has not been modified since
being sent) as well as confidentiality (protecting the privacy of communications, including
financial, medical, and other personal data). However, disclosure of the key for authen-
ticated encryption to a third party means the message recipient is no longer provided
with technical assurance of the communication’s integrity; disclosure of the key allows the
third party not only to read the encrypted traffic but also to forge traffic to the recipient
and make it look as if it is coming from the original sender. Thus disclosing the key to a
third party creates a new security vulnerability. Going back to the encryption methods
of the 1990s, with separate keys for encryption and authentication, would not only dou-
ble the computational effort required, but introduce many opportunities for design and
implementation errors that would cause vulnerabilities.

The third principal obstacle to third-party key escrow is procedural and comes down
to a simple question: who would control the escrowed keys? Within the US, one could
postulate that the FBI or some other designated federal entity would hold the private key
necessary to obtain access to data and that judicial mechanisms would be constructed
to enable its use by the plethora of federal, state, and local law enforcement entities.
However, this leaves unanswered the question of what happens outside a nation’s borders.
Would German and French public- and private-sector organizations be willing to use
systems that gave the US government access to their data — especially when they could
instead use locally built systems that do not? What about Russia? Would encrypted data
transmitted between the US and China need to have keys escrowed by both governments?
Could a single escrow agent be found that would be acceptable to both governments? If
so, would access be granted to just one of the two governments or would both need to
agree to a request?

These difficult questions must be answered before any system of exceptional access can
be implemented. Such an architecture would require global agreements on how escrow
would be structured, often against the best interests of certain countries’ domestic goals,
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together with mandates in virtually all nations to only sell and use compliant systems.

2.2 Scenario 2: Exceptional access to plaintext on encrypted

devices such as smartphones

Imagine a smartphone platform vendor that seeks to accommodate law enforcement ex-
ceptional demands. When law enforcement comes into possession of a device, perhaps at
a crime scene, and then obtains the necessary legal authorization (in the US this would
be a warrant as a result of Riley v. California), the agent collects a unique identifying
number from the device through some service mechanism, and then sends a request to
the platform vendor to unlock the device remotely or provide the keys necessary for law
enforcement to unlock the device locally.

At first glance, providing access to plaintext on devices — laptop hard drives, smart-
phones, tablets — is straightforward. Indeed, many corporations already escrow device
encryption keys. However, and as is frequently the case, scaling up a corporate mechanism
to a global one is hard.

When encrypting device storage, the user-entered passphrase is generally not used di-
rectly as an encryption key. There are many reasons for this; from a usability perspective,
the most important one is to make it easier for the user to change the passphrase. If the
key were used directly, it would be a time-consuming process to decrypt and re-encrypt
the entire device when the passphrase is changed. Instead, a random key is used for bulk
encryption; the user-supplied key (called the Key-Encrypting Key, or KEK) is used to
encrypt the random key.

To protect against brute-force attacks against the user’s passphrase, the device vendor
may go a step further and combine it with a device-specific unique identifier to produce
the KEK. In the iPhone, the KEK is stored in a special tamper-resistant processor that
limits the guess rate to once every 80 milliseconds. This protects device owners against,
for example, sophisticated thieves who might try to gain access to things like banking
passwords. But regardless of how the KEK is generated, obtaining access to the plaintext
requires that the device-encrypting key be encrypted under some additional key or keys.
These could be manufacturer-owned keys or keys belonging to one or more law enforcement
agencies. Either choice is problematic[33].

If a vendor-supplied key is used, some sort of network protocol to decrypt the device
key is necessary. This request must be authenticated, but how? How can the vendor
have secure credentials for all of the thousands of law enforcement agencies around the
world? How can the result be strongly bound to the device, to prevent unscrupulous

agencies from requesting keys to devices not in their lawful possession? These are not
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easy requirements to meet, especially for devices that will not even boot without a valid
key. They are likely to require changes to security hardware or to the software that drives
it; both are difficult to do properly. Fixing glitches — especially security glitches — in
deployed hardware is expensive and often infeasible.

Providing devices with law enforcement keys is equally difficult. Again, how can the
vendor know who supplied the keys? How are these keys to be changed? 7 How many
keys can be installed without causing unacceptable slowdowns? Another alternative is
to require that law enforcement ship devices back to the vendor for exceptional access
decryption. However, it will still be necessary to store over long periods of time keys that
can decrypt all of the sensitive data on devices. This only shifts the risks of protecting
these keys to the device manufacturers.

Some would argue that per-country keys could be a sales requirement. That is, all
devices sold within the US would be required to have, say, a preinstalled FBI-supplied
key. That, however, does not suffice for devices brought in by travelers — and those
are the devices likely to be of interest in terrorism investigations. A requirement that
keys be installed at the border is also problematic. There are no standard input ports
or key-loading mechanisms; furthermore, it would expose American travelers to malware

installed by border guards in other countries [34, 35].

2.3 Summary of risks from the two scenarios

Designing exceptional access into today’s information services and applications will give
rise to a range of critical security risks. First, major efforts that the industry is making
to improve security will be undermined and reversed. Providing access over any period
of time to thousands of law enforcement agencies will necessarily increase the risk that
intruders will hijack the exceptional access mechanisms. If law enforcement needs to look
backwards at encrypted data for one year, then one year’s worth of data will be put at
risk. If law enforcement wants to assure itself real time access to communications streams,
then intruders will have an easier time getting access in real time, too. This is a trade-off
space in which law enforcement cannot be guaranteed access without creating serious risk
that criminal intruders will gain the same access.

Second, the challenge of guaranteeing access to multiple law enforcement agencies in
multiple countries is enormously complex. It is likely to be prohibitively expensive and
also an intractable foreign affairs problem.

Simple requirements can yield simple solutions (e.g. a door lock). But the requirements

"We note that some pieces of malware, such as Stuxnet and Duqu 2, have relied on code-signing keys

issued to legitimate companies. When a key is compromised, it must be replaced.
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of law enforcement access to encrypted data are inherently complex and, as we have
already shown, nearly contradictory. Complex or nearly contradictory requirements yield
brittle, often-insecure solutions. As NSA’s former head of research testified in 2013:

“When it comes to security, complexity is not your friend. Indeed it has been
said that complexity is the enemy of security. This is a point that has been
made often about cybersecurity in a variety of contexts including, technology,
coding and policy. The basic idea is simple: as software systems grow more
complex, they will contain more flaws and these flaws will be exploited by

cyber adversaries.” [36]

We have a very real illustration of the problem of complexity in a recent analysis of
one of the most important security systems on the Internet: SSL/TLS. Transport Layer
Security (TLS) and its predecessor Secure Socket Layer (SSL) are the mechanisms by
which the majority of the web encrypts its traffic — every time a user logs into a bank
account, makes an electronic purchase, or communicates over a social network, that user is
trusting SSL/TLS to function properly. All a user needs to know of all of this complexity
is that the lock or key icon shows up in the browser window. This indicates that the
communication between the user and the remote website is secure from interception.

Unfortunately, writing code that correctly implements such cryptographic protocols
has proven difficult; weakened protections makes it harder still. For instance, OpenSSL,
the software used by about two-thirds of websites to do TLS encryption, has been plagued
with systems-level bugs resulting in catastrophic vulnerabilities. The now-infamous Heart-
bleed bug was caused by a missing bounds check, an elementary programming error that
lurked in the code for two years, leaving 17% of all websites vulnerable to data theft.
More recent vulnerabilities, however, were caused by legacy restrictions on the exporta-
tion of cryptographic algorithms, dating back to the Crypto Wars. The fact that there
are so many different implementations of TLS, all of which have to interoperate to make
the Web secure, has proven to be a real source of security risk [37]. Website operators
are reluctant to switch to more secure protocols if this will lose them even a few percent
of prospective customers who are still using old software, so vulnerabilities introduced
deliberately during the Crypto Wars have persisted to this day. Introducing complex new
exceptional access requirements will similarly add more security bugs that will lurk in our
software infrastructure for decades to come.

Third, there are broader risks for poorly deployed surveillance technology. Exceptional
access mechanisms designed for law enforcement use have been exploited by hostile actors
in the past. Between 1996 and 2006, it appears that insiders at Telecom Italia enabled the
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wiretapping of 6,000 people, including business, financial, and political leaders, judges,
and journalists [38]. In a country of 60 million, this means that no major business or
political deal was truly private. The motivation here appeared to be money, including the
possibility of blackmail. As we mentioned earlier, from 2004 to 2005, the cell phones of 100
senior members of the Greek government, including the Prime Minister, the head of the
Ministry of National Defense, the head of the Ministry of Justice, and others. Vodafone
Greece had purchased a telephone switch from Ericsson. The Greek phone company had
not purchased wiretapping capabilities, but these were added during a switch upgrade
in 2003. Because Vodafone Greece had not arranged for interception capabilities, the
company did not have the ability to access related features, such as auditing. Nevertheless,
someone acting without legal authorization was able to activate the intercept features and
keep them running for ten months without being detected. The surveillance was uncovered
only when some text messages went awry. Although the techniques of how it was done
are understood, who was behind the surveillance remains unknown[19].

Next, there are the broader costs to the economy. Economic growth comes largely
from innovation in science, technology, and business processes. At present, technologi-
cal progress is largely about embedding intelligence — software and communications —
everywhere. Products and services that used to be standalone now come with a mobile
phone app, an online web service, and business models that involve either ads or a sub-
scription. Increasingly these are also “social”, so you can chat to your friends and draw
them into the vendor’s marketing web. Countries that require these new apps and web
services to have their user-to-user communications functions authorized by the govern-
ment will be at a significant disadvantage. At present, the world largely uses US apps
and services, rather than the government-approved ones from Russia and China. This
provides enormous leverage to US businesses.

Finally, this market advantage gives real benefits not just economically but in terms
of soft power and moral leadership. The open Internet has long been a foreign policy goal
of the US and its allies for a lot of good reasons. The West’s credibility on this issue was
damaged by the Snowden revelations, but can and must recover. Lawmakers should not
risk the real economic, geopolitical, and strategic benefits of an open and secure Internet

for law enforcement gains that are at best minor and tactical.
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3 Security impact of common law enforcement re-

quirements with exceptional access

Since there is no specific statement of law enforcement requirements for exceptional ac-
cess, we consider what we understand to be a very general set of electronic surveillance
needs applicable in multiple jurisdictions around the world. Our goal here is to under-
stand the general nature of security risks associated with the application of exceptional
access requirements in the context of traditional categories of electronic surveillance. Law
enforcement agencies in different countries have presented different requirements at dif-
ferent times, which we will treat under four headings: access to communications content,
access to communications data, access to content at rest, and covert endpoint access.
All types of access must be controlled and capable of being audited according to local
legal requirements; for example, under the requirements of US law, one must respect the
security and privacy of non-targeted communications.®

3.1 Access to communications content

Most police forces are permitted to access suspect data. In countries with respect for the
rule of law, such access is carefully regulated by statute and supervised by an independent
judiciary, though most of the world’s population do not enjoy such legal protections. Law
enforcement access might be to a central database of unencrypted messages where this
exists at a central provider. Where there is no central database, such as for a telephone
or video call, the police must tap the communication as it happens. How might an
exceptional access requirement be implemented to enable for access to communications
content? If the data is encrypted, the most obvious mechanism to allow for police access
would require that traffic between Alice in country X and Bob in country Y would have
its session key also encrypted under the public keys of the police forces in both X and Y,
or of third parties trusted by them. This, however, raises serious issues.

First, any escrow requirement will restrict other important security functionality such
as forward secrecy, the use of transient identities, and strong location privacy. As illus-
trated in the scenario analysis above, an exceptional access requirement overlaid on the
traditional content surveillance will put the security of the content at risk. To the extent
that capabilities exist to provide law enforcement exceptional access, they can be abused
by others.

Second, the global nature of Internet services makes compliance with exceptional access

SIn the USA, 47 USC 1002(a)(4)
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rules both hard to define and hard to enforce. If software sold in country X will copy
all keys to that country’s government, criminals might simply buy their software from
countries that don’t cooperate; thus, US crooks might buy their software from Russia.
And if software automatically chooses which governments to copy using a technique such
as IP geolocation, how does one prevent attacks based on location spoofing? While it
is possible to design mobile phone systems so that the host jurisdictions have access to
the traffic (so long as the users do not resort to VoIP), this is a much harder task for
general-purpose messaging applications.

Third, one might have to detect or deter firms that do not provide exceptional access,
leading to issues around certification and enforcement. For example, if the US or the
UK were to forbid the use of messaging apps that are not certified under a new escrow
law, will such apps be blocked at the national firewall? Will Tor then be blocked, as in
China? Or will it simply become a crime to use such software? And what is the effect on
innovation if every new communications product must go through government-supervised
evaluation against some new key escrow protection profile?

3.2 Access to communications data

Communications data traditionally meant call detail records and (since mobile phones
became common) caller location history; it was obtained by subpoena from phone com-
panies, and is used in the investigation of most serious violent crimes such as murder, rape,
and robbery. Communications data remains widely available as service providers keep it
for some time for internal purposes. However, police forces outside the US complain that
the move to globalized messaging services makes a lot of data harder to obtain. For ex-
ample, emails are now typically encrypted using TLS; that is, the message is encrypted
between the user’s computer and the service provider (e.g., Google for Gmail, Microsoft
for Hotmail, etc.). Thus, to acquire the communications in plaintext, law enforcement
must serve the email provider with a court order. A new UK surveillance law may re-
quire message service firms like Apple, Google, and Microsoft to honor such requests
expeditiously and directly as a condition of doing business in the UK. So will there be
uniform provisions for access to communications data subject to provisions for warrants
or subpoenas, transparency, and jurisdiction?

As already noted, determining location is not trivial, and cheating (using foreign
software, VPNs, and other proxies) could be easy. Criminals would turn to noncompliant
messaging apps, raising issues of enforcement; aggressive enforcement might impose real
costs on innovation and on industry generally.
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3.3 Access to data at rest

Communications data are one instance of the general problem of access to data at rest.
Almost all countries allow their police forces access to data. Where basic rule of law
is in place, access is under the authority of a legal instrument such as a warrant or
subpoena, subject to certain limits. Many corporations already insist on escrowing keys
used to protect corporate data at rest (such as BitLocker on corporate laptops). So this
is one field with an already deployed escrow “solution”: a fraud investigator wanting
access to a London rogue trader’s laptop can simply get a law enforcement officer to
serve a decryption notice on the bank’s CEO. But still, many of the same problems
arise. Suspects may use encryption software that does not have escrow capability, or may
fail to escrow the key properly, or may claim they have forgotten the password, or may
actually have forgotten it. The escrow authority may be in another jurisdiction, or may
be a counterparty in litigation. In other words, what works tolerably well for corporate
purposes or in a reasonably well-regulated industry in a single jurisdiction simply does
not scale to a global ecosystem of highly diverse technologies, services, and legal systems.

Another thorny case of access to data at rest arises when the data is only present on,
or accessible via, a suspect’s personal laptop, tablet, or mobile phone. At present, police
officers who want to catch a suspect using Tor services may have to arrest him while his
laptop is open and a session is live. Law enforcement agencies in some countries can get a
warrant to install malware on a suspect’s computer. Such agencies would prefer antivirus
companies not to detect their malware; some might even want the vendors to help them,
perhaps via a warrant to install an upgrade with a remote monitoring tool on a device
with a specific serial number. The same issues arise with this kind of exceptional access,
along with the issues familiar from covert police access to a suspect’s home to conduct
a surreptitious search or plant a listening device. Such exceptional access would gravely
undermine trust and would be resisted vigorously by vendors.

4 Principles at stake and unanswered questions

With people’s lives and liberties increasingly online, the question of whether to support law
enforcement demands for guaranteed access to private information has a special urgency,
and must be evaluated with clarity. From a public policy perspective, there is an argument
for giving law enforcement the best possible tools to investigate crime, subject to due
process and the rule of law. But a careful scientific analysis of the likely impact of such
demands must distinguish what might be desirable from what is technically possible.

In this regard, a proposal to regulate encryption and guarantee law enforcement access
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centrally feels rather like a proposal to require that all airplanes can be controlled from
the ground. While this might be desirable in the case of a hijacking or a suicidal pilot, a
clear-eyed assessment of how one could design such a capability reveals enormous technical
and operational complexity, international scope, large costs, and massive risks — so much
so that such proposals, though occasionally made, are not really taken seriously.

We have shown that current law enforcement demands for exceptional access would
likely entail very substantial security risks, engineering costs, and collateral damage. If
policy-makers believe it is still necessary to consider exceptional access mandates, there
are technical, operational, and legal questions that must be answered in detail before
legislation is drafted. From our analysis of the two scenarios and general law enforcement
access requirements presented earlier in the paper, we offer this set of questions.

4.1 Scope, limitations, and freedoms

The first set of questions that an exceptional access proposal must address concerns the
scope of applicability of the exceptional access requirement, any limitations on the man-
date, and what user freedoms would remain protected under such proposals. Questions

such as these arise in this category:

1. Are all systems that use encryption covered, or just some? Which ones?

2. Do all online communications and information platforms have to provide access to
plain text, or merely provide keys to agencies that had already collected ciphertext

using technical means?

3. Would individuals, corporations, nonprofit institutions, or governments be allowed
to deploy additional encryption services on top of those systems with exceptional
access? Would those user-installed systems also have to meet exceptional access
requirements?

4. Would machine-to-machine systems be covered? What about Internet of Things
and industrial control (SCADA) systems? Much information exchange is from one
machine to another, such as communicating personal health data from a sensor to
a smartphone, field-based agricultural sensing devices to tractors, or load balancing
controls in electric power, gas, oil and water distribution systems.

5. How would cross-border regulatory differences be resolved? Would technology de-
velopers have to meet different exceptional access requirements in each jurisdiction
where their systems are used? Or would there be a globally harmonized set of

regulatory requirements?
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. How can the technical design of an exceptional access system prevent mass surveil-

lance that would covertly violate the rights of entire populations, while still allowing
covert targeted surveillance of small numbers of suspects as an actual ”exception”
to a general rule of citizen privacy?

. Would there be an exception for research and teaching?

. Could companies refuse to comply with exceptional access rules based on a fear of

violating human rights?

. Would anonymous communications, widely recognized as vital to democratic soci-

eties, be allowed?

Planning and design

Designing the technology and planning the administrative procedures that would be

needed to implement a comprehensive exceptional access system raises many questions:

1.

What are the target cost and benefit estimates for such a program? No system is
cost-free and this one could be very expensive, especially if it has to accommodate
a large number of providers, such as today’s millions of app developers.

. What security and reliability measures would be established for the design? How

would system prototypes be tested? How long would companies have to comply

with exceptional access rules?

. How would existing services and products be treated if they do not comply with

exceptional access rules? Would providers have to redesign their systems? What if
those systems cannot accommodate exceptional access requirements?

. Who would be involved in the design of the systems and procedures — just the US

government, or would other governments be invited to participate? Could foreign
technology providers such as Huawei participate in the design discussions?

. Would the technical details of the program be made public and open for technical

review? What level of assurance would be provided for the design?

. We note that it generally takes many years after a cryptographic protocol is pub-

lished before it is deemed secure enough for actual use. For example, the Needham-
Schroeder public-key protocol, first published in 1978 [39], was discovered to have
security flaw only in 1995 by Gavin Lowe (17 later!) [40].
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Deployment and operation

Once regulations are established and technical design parameters set, there would remain

questions about how systems would be deployed, who would supervise and regulate com-

pliance, and how the design of the system would evolve to address inevitable technical

and operational bugs that emerge. We know of no system that is designed perfectly the

first time, and it is well understood that maintenance, support, and evolution of existing

systems constitutes a major expense.

1.

Who would supervise compliance? Would an existing regulatory agency such as
the FCC be given jurisdiction over the entire process? How would other countries
regulate US domestic and foreign services? Would there be a global harmonization
of rules regulation and enforcement? Would the International Telecommunications
Union have a role in setting and enforcing requirements?

. Would global technical standards be required? How would these be developed and

enforced? How would be such standards be changed /improved /patched? Would tra-
ditional standards bodies such as the UN International Telecommunications Union
T-sector or ISO set standards, or would the world look to Internet standards bodies
such as the IETF and the World Wide Web Consortium? How would the world
converge on one set of standards?

. Would the US government provide reference software libraries implementing the

desired functionality?

. Would programs and apps need to be certified before they were allowed to be sold?

Who would test or certify that programs produced operate as intended?

. Who would be liable if the plaintext-disclosure mechanisms were buggy (either in

design or in implementation), causing the disclosure of all citizens’ information?
More generally, what would happen when (not if) critical secret information was
revealed, such as the private keys that allow encrypted data to be read by anyone,
that destroyed the privileged position of law enforcement?

. How many companies would withdraw all but local sales staft from markets where

exceptional access was mandated in ways that clashed with their business strategies
or the rights of users in other countries, as Google already has done from China and
Russia?
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4.4 Evaluation, assessment, and evolution

Large systems exist because successful systems evolve and grow. Typically, this evolution
happens through interaction guided by the institution (software company, government
agency, or open-source community) responsible for the system. A system that evolves
subject to a set of constraints, such as medical systems that need to maintain a safety case
or flight control systems that need to maintain not just a safety case but also need to meet
real-time performance requirements, evolve less quickly and at more cost. If all systems
that communicate must in future evolve subject to an exceptional access constraint, there
will be real costs, which are hard to quantify, since the question of who exactly would
be responsible for establishing and policing the exceptional access constraint is not clear.

However that question is answered, the following further issues will arise.

1. What oversight program would be required to monitor the effectiveness, cost, ben-
efits, and abuse of exceptional access?

2. What sunset provisions would be build into legislation for such a program? What
conditions would be in place for its termination (e.g., for lack of sufficient benefit,

for excessive cost, or for excessive abuse)?

3. One unintended consequence of such a program may be a much-reduced use of crypto
altogether. This would further weaken our already fragile and insecure information
infrastructure, so how do we incentivize companies to continue encrypting sensitive

user communications?

4. A further unintended consequence of such a program might be to make the US and
other participating countries less welcoming to technological innovation; diminishing
or displacing innovation may have consequences for economic growth and national
security. How will these economic impacts be assessed before an exceptional access
program is mandated? Further, what economic effect would be considered too
impactful for exceptional access to be considered worthwhile?

5 Conclusion

Even as citizens need law enforcement to protect themselves in the digital world, all
policy-makers, companies, researchers, individuals, and law enforcement have an obliga-
tion to work to make our global information infrastructure more secure, trustworthy, and
resilient. This report’s analysis of law enforcement demands for exceptional access to

private communications and data shows that such access will open doors through which
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criminals and malicious nation-states can attack the very individuals law enforcement
seeks to defend. The costs would be substantial, the damage to innovation severe, and
the consequences to economic growth difficult to predict. The costs to developed coun-
tries’ soft power and to our moral authority would also be considerable. Policy-makers
need to be clear-eyed in evaluating the likely costs and benefits. 1t is no surprise that this
report has ended with more questions than answers, as the requirements for exceptional
access are still vague. If law enforcement wishes to prioritize exceptional access, we sug-
gest that they need to provide evidence to document their requirements and then develop
genuine, detailed specifications for what they expect exceptional access mechanisms to
do. As computer scientists and security experts, we are committed to remaining engaged
in the dialogue with all parts of our governments, to help discern the best path through
these complex questions.
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Public Safety and Privacy
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Statement of the Application Developers Alliance

Consumers want their personal data protected and businesses want their confidential data
protected. Cyberhackers and data thieves are a constant threat. For several years law enforcement
and consumer protection officials have encouraged the data protection marketplace and used
enforcement tools to insist and demand that consumer data be protected. And responding
appropriately to marketplace and government forces, app developers and our digital industry
partners regularly provide and promote encryption tools to ensure that consumers’ personal
information and private communications remain private.

This statement shares with the Committee the challenges that app developers and our
digital industry partners will face if we try to both protect privacy and provide privacy-breaching
back doors to the government. Some witnesses and written statements will almost certainly
discuss the technological impossibility of this task. Alliance members are concerned about the
technical challenges and costs, but also about the resulting legal and investment uncertainty,
consumer mistrust, and business turbulence that will result from these internally conflicting
goals. The Alliance urges the Judiciary Committee and the Congress to remain committed to
protecting Americans’ privacy, empowering encryption solutions that can eradicate cyberhacking
and data theft, and upholding traditional American values that require law enforcement to abide
by the Constitution.

The Application Developers Alliance (the “Alliance”) was founded in January 2012 to

support app developers as entrepreneurs, innovators, and creators. Alliance membership includes

1015 7" Street NW, Second Floor | Washington, DC | 20001
appdevelopersalliance.org
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more than 200 companies and an additional 36,000 individuals. The Alliance urges the
Committee to consider the following:
1. The Federal Trade Commission (FTC), State Attorneys General, the FBI, privacy
advocates and consumers are correct: protecting data while using it to build exciting new
products and services is unquestionably good for businesses and consumers. The entire

app ecosystem is committed to both data innovation and data protection.

I~

By challenging the use of encryption and sending a conflicting message about data
protection, law enforcement is introducing doubt about what is expected or perhaps
required of app developers and digital businesses. This creates uncertainty for all, but
especially for risk-averse, resource-constrained startups and small innovators. Investors
and customers often flee from uncertainty, and though talented app developers can code
virtually anything, they should not have to choose between conflicting government
demands — particularly of the gravity of privacy and data security.

3. The app marketplace is international and nearly every app wants to be global. If apps are
required to provide back doors to the U.S. government, then many other governments
will require their own access key or their own back doors, and still other governments
will cite these back doors as evidence of non-compliance with their national privacy laws.
Instead of enjoying global digital opportunities, apps will be buffeted by conflicting laws
that force unpleasant choices while imposing financial and legal risk. App developers
and their customers will have to choose between compliance and market access.

4. Privacy-breaching back doors make apps inherently less secure and less trustworthy. By
providing access to one or more governments, the developer is creating a vulnerability
that can be exploited by hackers and thieves.

5. For 15 consecutive years, identity theft has been the #1 consumer complaint to the FTC.

Data protection prevents cybercrime and identity theft, and encryption is the best data

protection tool we know. Encryption proponents are not simply favoring privacy and civil

liberties, we also favor crime prevention — the essential result of strong data protection.

Today’s Privacy vs. Law Enforcement Debate is Not New, But It Is Different

Like many policy debates spawned by technological advances, today’s encryption debate

is like a new cover version of an old song. America’s privacy vs. law enforcement debate really
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began in the 1700s, when colonists resisted British soldiers who were permitted unfettered access
to homes, businesses, and property. The Fourth Amendment — prohibiting unreasonable searches
and seizures — is the direct result of colonists’ umbrage and is the foundation of 200 years of
America’s civilian government.

More than 200 vears after the Bill of Rights was ratified, innovators were building and
commercializing the first wave of digital networks and privacy-focused companies were
deploying the {irst generation of encryption technologies. At that time America’s national
security and law enforcement agencies expressed urgent concern about hostile foreign entities
having access to that era’s best encryption technology. In response, Congress approved the
Communications Assistance for Law Enforcement Act (“CALEA”) and thereby required
companies to build law enforcement back doors into broadband and Voice-Over-1P networks and
related equipment. Despite guaranteeing law enforcement access to communications, Congress
sought to ensure that legal process would be followed prior to that access being utilized.
Moreover, Congress recognized the importance of data security and included explicit protection
for encryption and encrypted communications.

Today’s debate is different, however, in part because circumstances have changed but
also because law enforcement goals have transformed.

One significant new circumstance is that businesses and consumers are more
technologically savvy and are smarter about data protection. Weekly reports about leading
companies being hacked by organized cybercriminals, combined with so many consumers’
personal experiences with identity theft, have propelled a market for security and encryption
products. Identity theft has been the top consumer complaint to the FT'C for fifteen consecutive
years, and that trend is driving commercial activity.

Consumers and businesses are also responding to recent revelations of widespread,
untargeted, bulk surveillance by national security and law enforcement agencies. This activity,
including seemingly willful disdain for proper legal process, has made citizens justifiably
skeptical of law enforcement promises that unfettered access to digital networks will be utilized
judiciously. International governments are similarly provoked, and are requiring U.S. companies
to ensure that international consumers’ (including businesses) data is protected, including against
the U.S. government.

Encryption is no longer a niche market. In 1994, there were few digital products and
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services and the market for encryption was small and specialized. But today our phones have a
traditional mobile telephone service as well as Viber, WhatsApp, Google Hangouts and Skype.
Each of these apps, the phone’s operating system, the software in each network access point and
the networks themselves may incorporate encryption so that personal conversations remain
private. This privacy is also critical for business and enterprise apps to ensure privacy of, for
example, trade secrets, financial and health care data.

As aresult of the global focus on trust and security, many businesses are bundling
encryption with products and services and are investing to improve those offerings. Investors are
betting heavily on secure trust-based business models, while computer scientists are building
better systems that provide more privacy and security value — developments eagerly awaited by
businesses and consumers concerned about cyberthieves and identity theft.

Yet, against this trend in favor of privacy and security, the FBI and law enforcement are
attacking and secking vulnerabilities in encryption technologies that Congress has explicitly
protected. Law enforcement has an obvious and substantial interest in prosecuting crime and
protecting people, but creating encryption vulnerabilities that will enable more identity theft and

cause more consumer harm is not the right solution.

The Implications of Today’s Privacy v. Law Enforcement Debate Are More Significant and

Potentially Much More Severe

In light of the ubiquity of digital products and services and the magnitude of cybercrime
and identity theft, it is perplexing that the FBI and law enforcement are disparaging the very
large, substantial and determined encryption market that it has encouraged. This effort cuts
against prevailing wisdom and sends confusing, unhelpful suggestions to app developers, and to
the publishers and enterprises that developers work with.

First, developers whipsawed by the government’s mixed messages may be paralyzed in
their development cycle. As developers, investors and customers ask which government agency
is in charge and whether data protection is really a government-approved value, the marketplace
can freeze up. If this uncertainty continues for too long then lawyers will have to help developers
make a difficult and perhaps pyrrhic decision: which federal mandate should I follow and which
one should 1 ignore?

The Committee should appreciate the magnitude of mixed messages developers have
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received. Over the course of several years virtually every government law enforcement and
consumer protection agency has sung from the encryption and data protection hymnal.

* The FTC advises consumers that “[e]ncryption is the key to keeping your personal
information secure online,” and consistently requires app developers to use
“reasonable” data security practices, including encryption, to protect consumers’
information from hackers and data thieves.

» California Attorney General Kamala Harris recommends that app developers
“transmit user data securely, using encryption” and endorses legislation “requiring
encryption to protect personal information in transit.”

» The FBI recommended organizations “encrypt data so the hacker can’t read it.”

* President Obama’s Review Group on Intelligence and Communications Technologies
recommended that the U.S. Government promote national security by “fully
supporting and not undermining” encryption standards and generally available
commercial encryption, and “supporting efforts to encourage the greater use of
encryption technology for data in transit, at rest, in the cloud, and in storage.”

* And in February President Obama personally called on industry to protect
Americans’ privacy and civil liberties, and proclaimed himself “a strong believer in
strong encryption.... there’s no scenario in which we don’t want really strong
encryption.”

Against this backdrop, industry responded. Hardware manufacturers are selling encrypted
Blackphones. Companies such as Apple, Google and Yahoo are embedding encryption into their
software and operating systems. Snapchat, Yik Yak and SpiderOak are offering encrypted
consumer solutions, and industries such as banking, health care, transportation and
manufacturing are extremely focused on secure, encrypted solutions.

Additionally, nearly every app is pursuing international customers and every contract
developer seeks international clients. Thus, it is important that Congress consider other
countries’ reactions to U.S. digital policy and how other countries’ policies could create
challenges to American digital services or America’s global interests.

By demanding unfettered access to encrypted products and services, the FBI is putting
American digital companies’ international opportunities at risk. European and South American

policymakers have virulently criticized U.S. Government collection of European citizens’ and
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leaders’ communications data, and many have demanded that U.S. companies provide assurances
that their products and services are not susceptible to U.S. Government hacking. Leading
European policymakers have repeatedly urged more robust European consumer privacy laws,
stating forthrightly that this is intended to harm U.S. digital services and advantage European
services. Mandating privacy-breaching back doors increases the risk that international
governments will cite U.S. companies’ non-compliance with privacy laws to justify banning
American apps from doing business in their country. Compounding this problem are
governments - for example Russia, China and some in South America - that are choosing to
only do business with companies based in their own country.

The App Developers Alliance is a global organization and our European and American
members are equally optimistic about our industry, consumer and enterprise adoption and
economic opportunity. None of our members — anywhere in the world — desire a trade war that
divides the global Internet and global opportunity into smaller subsets of national markets. Butif
Congress requires U.S. companies to provide open backdoors for FBI access, it should anticipate
European policymakers to respond emphatically. Mandatory privacy-breaching back doors will
instigate trade wars and exacerbate international business challenges.

Third, mandatory back doors diminish consumer trust and create challenges for apps and
all digital businesses. In addition to government risk, app developers will face marketplace
challenges if forced to provide privacy-breaching back doors to law enforcement. Our customers
— in the United States and abroad — expect their communications to be private and secure when
purchasing or using apps. Since our sector’s inception just a decade ago, developers have
prioritized the security and handling of their customers’ data because they know that good data
stewardship is critical to business success. Enabling governments to access data without proper
legal process risks undermining the customer trust that app developers worked hard to obtain.

Congress should also anticipate that governments worldwide will demand their own back
door key or separate back doors for their own security and law enforcement interests. This will
increase further the risk that consumer and business data could be compromised. Larger
companies may have the resources to build multiple back doors and might have enough
consumer trust to withstand the associated scrutiny, but startups and resource-limited small
innovators will be challenged by requirements to build multiple back doors, and will also have

greater trust problems than established competitors. Of course, apps that do not comply with a
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government’s demands could easily be locked out of those markets.

As a purely technological matter any opening in security creates a vulnerable access point
for hackers, thieves, and foreign governments to exploit. While the FBI would have us believe
that law enforcement alone will be privy to our sensitive data, history demonstrates that bad
actors will always be ahead of the curve and find an avenue to manipulate those openings. As
one well-regarded cryptographer said — “you can’t build a backdoor that only the good guys can
walk through.”

Currently, consumers read about data breaches on an almost daily basis. Though the
market is demanding tighter security measures, there are only two types of companies in the
world: those that have been breached and those that do not know they have been breached.
Consumers expect businesses to respond to these breaches and many have bolstered their
security features, sometimes through encryption. Requiring companies to build in a back door
undermines consumers’ and businesses’ desires to secure data in storage, in fransit, and across
the supply chain. End-to-end encryption is the only way to secure user data from all outside
forces while simultaneously giving consumers greater control of their data.

Fourth, forcing holes in encryption harms startups and small innovators the most. Many
— perhaps most — of the small companies that are Alliance members lack the resources to create
country-specific access points for law enforcement agencies around the world. It is relatively
easy to build a back door, but difficult to build a back door that only certain people — the right
people — can access. While the U.S. government is pleading to tech companies “let us in,” they
simultaneously warn companies to keep hackers and other countries out. Because building a
back door that is slightly ajar is technically challenging and very expensive, it is extremely
difficult for large companies, let alone startups, to meet these conflicting demands. App
developers and startups already must overcome significant cost hurdles before products get to
market, and any regulatory inconsistency or redundancy is one burden too many.

While situations may occasionally justify law enforcement and national security
agencies’ access to our cell phones, such as a missing child, or matter of exigency, our statutes
are filled with multiple, well-established, legal methods to access this data. Congress should
insist that U.S. law enforcement and national security agencies utilize these processes before

mandating back doors into apps, digital products and digital services.
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In closing, the App Developers Alliance urges the Committee and Congress to remember
that encryption technologies are a market response to consumer demands, business needs, and
U.S. and international governments’ widespread calls to protect consumer data,, When an app
developer builds a thriving business model around privacy, security and consumer trust, only to
be told the FBI wants your products to be secure, but not too secure, this disrupts the
marketplace. It is bad for innovation, bad for business and bad for consumers. It is only good for
hackers and cyberthieves who prey on private consumer data and commercially sensitive data.

Americans correctly demand that their personal data is secure. Just as importantly,
businesses deserve clear and consistent messages from our government to ensure a stable
marketplace.

Thank you for the opportunity to share our thoughts about this important matter. The App

Developers Alliance looks forward to working with the Committee on this very important issue.
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July 8, 2015
The Honorable Charles E. Grassley The Honorable Richard Burr
Chairman Chairman
U.S. Senate Committee on the Judiciary U.S. Senate Select Committee on Intelligence
224 Dirksen Senate Office Building 221 Hart Senate Office Building
Washington, DC 20510 Washington, D.C. 20510
The Honorable Patrick J. Leahy The Honorable Dianne Feinstein
Ranking Member Vice Chairman
U.S. Senate Committee on the Judiciary U.S. Senate Select Committee on Intelligence
224 Dirksen Senate Office Building 221 Hart Senate Office Building
Washington, DC 20510 Washington, D.C. 20510

Dear Chairman Grassley, Chairman Burr, Ranking Member Leahy, and Vice Chairman Feinstein:

On behalf of BSA | The Software Alliance' (BSA), | write to express our appreciation for both the U.S.
Senate Committee on the Judiciary and the U.S. Senate Select Committee on Intelligence holding
hearings today on the issues of encryption, technology, and the legitimate roles of law enforcement
and security agencies. We believe these hearings will foster a constructive public dialogue about
these important topics, which are a crucial concern to the technology companies BSA represents, their
customers at home and abroad, and government agencies charged with protecting our security.

This letter provides the perspective of BSA members—companies that develop and offer essential
software, security tools, communications devices, servers, and computers that drive the American and
global information economy, and that improve our daily lives.

Today’s consumers use technology and store massive amounts of personal information and highly
sensitive business information in dramatic new ways. A safe and secure data storage system is critical
to all of our daily lives. The data stored with technology companies often is highly personal—and
users rightly view it as their own. The data a single user stores with a technology provider can display
the sum of her private life. Anyone with access to that data would be able to recreate her movements,
her communications, her purchases, and even her thoughts, as revealed, for example, in her web
queries. While many of our laws are designed to protect the sanctity of the information an individual
secrets inside her home, individuals may consider the data they store with technology companies as
being even more sensitive.

BSA members earn users’ trust by providing essential security technologies that protect users against
cyber threats. That is why BSA members create, develop, and deploy products and services that
incorporate robust security measures in response to our users’ demands. These security measures
include the encryption of data both at rest and in transit, including user-controlled encryption features.

" BSA's members include: Adobe, Altium, Apple, ANSYS, Autodesk, Bentley Systems, CA Technologies,
CNC/Mastercam, Datastax, Dell, IBM, Intuit, Microsoft, Minitab, Oracle, salesforce.com, Siemens PLM
Software, Symantec, Tekla, The MathWorks, and Trend Micro.

Victoria A. Espinel 20 F Strest, NW, Suite 800 P 202-872-5500
President and CEQ Washington, DC 20001 W bsa.org
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Chairman Grassley, Chairman Burr, Ranking Member Leahy, and Vice Chairman Feinstein
July 8, 2015
Page 2

Those features put control in the hands of the user, and in so doing help increase both security and
user trust.

Our member companies are fully committed to the important mission of law enforcement in keeping
Americans safe and investigating criminal activity and stand ready to do their part. At the same time,
companies need both clarity about their obligations and the freedom to innovate to meet users’
demands.

Our goal is to ensure our users’ information remains truly private and out of the hands of bad actors.
To achieve this goal, we need safeguards that responsibilities imposed on technology companies do
not endanger the security of our users’ information, or network security more broadly.

Some have proposed solutions that would limit the use of security technologies, build in flaws, or
dictate design and capabilities by requiring master encryption keys. Unfortunately, these are not real
solutions. Rather, they are recipes for further problems. Such proposals would actually undermine the
effectiveness of the security tools we use to keep our users’ information safe and secure. These
proposals would weaken our ability to protect users’ information from cybercriminals, undermine the
viability of information tools, and harm the consumer trust equation. Importantly, requiring technology
that provides law enforcement access to information also risks undermining the security of all
electronic communications and digitally stored information. Put simply, proposals to require a “back
door” into encrypted information would leave users more vulnerable to cybercrimes.

Calls for the weakening of encryption controls may also have international repercussions, which would
further degrade many security measures protecting U.S. consumers. It is a reality that national
borders do not limit threats to our citizens. Criminals, terrorists and other determined actors from
around the world pose real and immediate threats to our safety and security. Other countries pay
close attention to obligations that the U.S. government places on U.S. technology companies operating
in the global marketplace. Internationally, calls for weakened encryption embolden some regimes to
leverage similar policies, which put at risk fundamental human rights and can create artificial
commercial disadvantages for U.S. companies and barriers to market access. We need to ensure that
we can support any new standards adopted in the U.S. if other countries adopted the same standards.
While we may have faith that U.S. law enforcement will responsibly exercise its discretion under any
new authorities, we must be conscious that other countries may adopt the same standard and yet
exercise their discretion quite differently.

Consumers use devices and cloud services to create and store personal data in a way that was hardly

contemplated just a few years ago. Electronically stored information often is even more intimate and
sensitive than physical records individuals would have stored in their homes or businesses at the turn

of the century. Their expectation of privacy and security in digital information has, rightly, grown along
with its prevalence.

Responsible technology providers want to assist law enforcement in legitimate investigations, in ways
that are consistent with protecting consumer privacy and the security of the network and provide ample
breathing room for innovation and meeting legitimate customers’ needs.

We very much look forward to working with you, the law enforcement community and relevant
stakeholders.

Sincerely,

%‘MQQ;P

Victoria A. Espinel
President and CEO

Victoria A. Espinel 20 F Street, NW, Suite 800 P 202-872-5500
President and CEQ Washington, DC 20001 W bsa.org
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Why encryption back doors threaten human rights

By Cynthia M. Wong

In recent years, pro-democracy and pro-human rights protesters from Egypt and Tunisia to
Thailand and Hong Kong have used social media and mobile phones to organize and broadcast
their message to fellow citizens and the world. But governments are ratcheting up their
surveillance capabilities in response. Fear of heavy monitoring and the reprisals that can follow
has led human rights activists to adopt services that support encryption. To them, encryption is a
critical security tool to avoid being identified, arrested, harassed, or worse—merely for
criticizing government policy.

The U.S. government supports Internet freedom abroad as a pillar of its human rights foreign
policy. In recognition of the link between encryption and human rights, Congress has
appropriated over $125 million to the State Department and US AID since 2008 to promote
Internet freedom, including through programs that develop encryption tools and train activists on
how to use them.

But the FBI has embarked on an aggressive campaign to convince the public that encryption
built into our digital tools should be weakened in the name of countering terrorism. Yet it has
failed to recognize the broad, though unintended, harm such an approach would bring to human
rights activists worldwide.

On June 3, Michael Steinbach, assistant director of the FBI’s counterterrorism division, testified
before the House Committee on Homeland Security that technology companies like Apple and
Google should “prevent encryption above all else” because terrorists are increasingly using the
companies’ secured tools to shield communications and access to their activity is “going dark.”

“Privacy, above all other things, including safety and freedom from terrorism, is not where we
want to go,” Steinbach said. FBI Director James Comey is likely to make the same argument
before two hearings at the Senate Judiciary and Intelligence Committees on Wednesday.

Governments have a human rights obligation to investigate and prosecute crime and thwart
terrorist attacks. But while strong encryption may limit some existing surveillance capabilities,
these limitations are greatly offset by the explosion of new kinds of investigatory material
enabled by the digital world, including location information and vast stores of metadata. It is
also unlikely that limiting strong encryption in U.S. products would prevent bad actors from
using it. Terrorists could merely shift to foreign alternatives.

Most jarring for human rights groups, however, is that the FBI’s “going dark” narrative simply
ignores the cost of undermining encryption to human rights activists around the world. For
activists, this debate is just as much about their safety and freedom as about privacy.
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All Internet users, including those most vulnerable, rely on the security practices of U.S. tech
companies to protect them from abusive surveillance and cybercriminals. In December 2010, in
the midst of the Tunisian uprisings, Facebook, a crucial platform for the activists, began
receiving reports that Tunisian Facebook accounts had been compromised or deleted. Facebook
soon discovered that the government had launched a large-scale attack to steal social media
passwords of activists and journalists and access their private communications and contacts. So
Facebook turned to encryption, enabling HTTPS, a secure communication protocol,
automatically to thwart the attack in Tunisia.

Facebook now deploys HTTPS automatically for its 1.4 billion users. In 2014, Apple and
Google announced they would go further and begin encrypting data stored on mobile devices
used by activists worldwide, with even the companies unable to decrypt locally stored

data. WhatsApp, a group chat application, is also rolling out end-to-end encryption for its 800
million users. These measures can help protect the safety of protest organizers in places like
Hong Kong, Thailand, and the Middle East, along with millions of other, even if they may not
realize it.

The FBI insists that they don’t want a “back door” into secured services, but rather a requirement
that companies design their services so they can still decrypt data with a lawful court order. But
whatever label you use, the nearly universal view within the digital security community is that
there is no technical solution that would allow the FBI to decrypt all communications, but
wouldn’t leave internet users exposed to actors (government and non-government) that would try
to uncover that vulnerability for malicious purposes. Repressive regimes will exploit back doors
to identify “troublemakers” and throw them in jail.

And if the FBI forces tech companies to weaken their security, then why wouldn’t every other
government demand the same, including those that equate dissent with terrorism. How
comfortable would we be if Russia, China, and Saudi Arabia had back door access to Apple and
Google devices?

Indeed, China has already started down this road in a counter-terrorism bill introduced earlier
this year that would require firms to install back doors and disclose encryption keys. The US
government would lack credibility to criticize these demands on behalf of US industry or on
human rights grounds.

Strong encryption is a cornerstone of security in the digital age. It helps protect vulnerable
human rights activists everywhere. Internet back doors make us all less safe. The FBI and
Congress should not ignore these inconvenient facts, even in the name of fighting terror.

Wong is a senior Internet researcher at Human Rights Watch
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OFFICE OF THE
DISTRICT ATTORNEY
COUNTY OF RENSSELAER

RENSSELAER COUNTY COURTHOUSE
TROY, NEW YORK 12180

Joel E. Abelove (518) 270-4040

District Attorney

July 14,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on
crime victims across the country, must also be considered. Simply put, if criminal
wrongdoers can hide the evidence of their crimes on their smartphones, and if that
evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the
“arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued
by judges — not prosecutors — before smartphones may be searched. Those warrants will
be a nullity if Apple and Google are permitted to make their smartphones impervious to
lawful governmental searches.

Respectfully,

; JOEL E. ABELOVE é

District Attorney
JEA:cm
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Faly 72018

RE: Senate Judiciary Committee Hearing, “Going Darle. Enervption,
Technology,; wnd the Balunce Between Public Safety and Privacy™

Dear Charman Grassley,  Ranking . Member Leahy, ‘and. Members of “thie
Commitige,

On behall of the American Civil Liberties Union (CACLUY, we submit this
fetter in-connection with the July 8, 2015 hearing, “Going Dark: Encryption,
Téchnology, and the Balance Between Public Safuty and Privacy. ‘

Forfrearty arcentury the ACLU has been. bur nation’s guardian- of Hberty
working in courts; legistatures; and commmunities to defend and preserve the
indtvidual rights and liberties that. the Constitttion and the v guarantse
avervone jnthis country, The ACLU takes vp the foughest ¢ivil Hberties cases
and-issues to defend all people from government abuse and overreuch. With
miare that & million members, activists, and supporters, the ACLU &8 a
tion that fights tivelessly in all 50 states, Puerto Rico, and
Washington, .C., for the principle that every individual’s rights must be
protected equally: under the law, regardless 'of race, religion, gender, sexual
orientation, disability, or national origin.

Civer the last decade, the techiology Industry has made significant progress m
onle
communications, through the @xpanded use of endryption technologies,. This
ay for-enhanced technological and
econonie development; it has been critival to ensuring fiee expression and an
open Infemet .

Unforfunately, there have been calls. by some. to “weaken < rather than

strengthen = thiese encryption technelogies: Specifically, the Divector of the
ERE James: Comey,  has proposed - modifications 1o the Commuhication
Assistance. to Law. Enforcement At (CALEAY that would gut streng

‘protections for encryption technology passed by Congress in the 1990s.

While no formal proposal hias yet been miade public, the ACLU will oppuse
any propesal to {1} remove the protections for strong, backdoor-free
encryption: in CALEA; {2) require, request, -or incentivize. technology
companies or communication providérs fo weiaken encryption o enable
preatey government surveillance; or (3} incentivize, reqguest, or mandate
that fechnology companies retain information or-metadata to circwmvent
encryption effors.

Sueh proposats threaten privady “and place an impropér burden on private
eniities o build the govérnment’s surveillance infrastructure, decrense evber
anidd national - security, and - are unn sary given current Taw enfbroemer
acdesi to electronis information. Rather than weakeningengryption, the

¥
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ACLU urges. Congress and the Hxecutive branch to take steps to expand the use of strong
eneryption,  thereby protecting - America’s  technology - miftastructure from  increasingly
sophisticated cyber threats. :

1L Recent encryption advances
I vecent years, theére have been several encryption advancements, enhancing secunty and privacy

for millions of Americans: Such enhancements have provided increased protection for data that
15 stored on-devices (such as smartphones), as well as'data that is fransmitted over the Internet,

For example, fast vear, Apple and Google announced advancements to provide greater protettion
Tor information stored on wobile devices.  Both companies announced that their smériphone
operdting systems would, by default; protect data stored on devices with encrypiion.” Apple had
for several years included such strong encryption technology -1 s miobile operating systen;
Bowever, prior 1o last vear, this method of encrvption only protected a few categories of data
stored on devices, such ag email messages and data created by third party apps. Last vear, Apple
expanded the categories of data protected by uxdu&try—standasd encryption o include phatm text
niessages, the address book, and several other forms of previously less-protected private: data”
Similarly, last September Google announced that it would turn on disk encryption by default in
the pext version of s Android operating svsfem. Qubsequemi\ however, the company réversed
churse and announced that ehorvption: would remain an opbn feature due to ndmi!am in speed
suffered by miany Android devices when enctyption fsused

Enhanced encryption has also beet used to protect data as it is transmitted over the Internet. Over
the past five vears; this method of encryption has increasingly become an industry best practics,
Major companies like ‘Google, Facebook, and Twitter all use: HTTPS and other transport
encrvption technologies to ensure that communication between their customers-and their own
servers are securd  The Washington Post also nowenery pis parts of ity webstterte provide greater
protection 1o feaders whe visit the newspaper’s website Additionally, in just the past several
months, the federal government has followed the technology industry’ 5 tead fmd announced that
all US governiment websites will ‘use HTTPS encryption within twor years:” Similarly, 76
members of Congress use HTTPS edervption by defaulton their official websites.”

The sdoption of these encryption fechnologies: has yielded significant benefily to consumers,

Tt«\hd; W @urmi} ham, (7
(Mar. 2, 2015
N !

(hast vistied Ape 29 200500 The

J\mermm ;mmia expeet governmient. svebsites to be segure ami the fons. witly those sites 10 b privite:
Hypertext: Transfer. Protocol ‘Secure (HTTPE) ‘offers ‘the sirongest prvacy protection. available for pt}hik mb
eonngetians wﬂh today's erset te{:km%ﬂm Thig use of HTTPS reduces the nisk-of interception 'or modification of
e £ahy ﬂ«ﬁl Hmunsr.u fees 'y
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businesses, and government ‘agencies, providing enhanced protection. from the ever-increasing

threat posed by evber erfinmals and foreign governmients,
I Requiring, reguesting, or i::::gmivizing companies to-build backdoors into their

products threatens privacy and places an improper burden on private enfities

When Congress passed CALEA i 19940 1t disturbingly mandated that telephone- companies
rework their networks to be wiretap ready ~expanding the povernment’s surveillanee capabilities
in-unnecessary and unprecedented wavs: . Notwithstanding thig, however, Congress explicitly
fimited the seope of CALEA 10 include specific language that-explicitly protects companies that
wish {o- deliver strong eneryption without a backdoor for law enforcement to their customers.”
The tegislative history of the aot makes elear that 1t was the intent of Congress to protect the night
to-use encryption o safeguard information. Notwithstanding -this, however, some government
officials: have sought changes that would remove the strong existing legal protections - for
encryption and grant the government the abiliy to mmp«:.l that companies provide a surveillance
backdoor iite every elestronic commurication Service, product, ‘o app:

fmagine i the government required every home fo ‘be built with government-issued, Internet-
conneected cameras ‘and microphones presinstalled, It would provide Iitle reassurance 1o’ know
that the government woild have 1o get a seasch warrant to tam those camieras o We understand
intuitively that goveinment surveillance ‘of private aclivities would be much 100 easy, and a
mandate of this type would be contrary to the protections in-our constitution.. Requirmg: a
backdoor into any encrypied device is essentially the same; it guarantees that law enforcement
hits-a view of the information of all Americing stored: on mobile deviees, regardiess of whether
thiere is cause 1o believe they have committed a crime..

At the same time, proposals Bike Director Comey s are a dramatic expansion of g dangerous idea
= that the private sector should  be responsible for building the  government's surveillance
infrastructure. . Such proposals switch the burder for surveillance from. the povermment: to
comipanies (and throngh them to thelr customers, the American people). Every customer would be
paving o have surveillance capability pre-installed and ready o go gt @ moment’s notice-—a
government surveillance tax. . Consumers would be forced 1o purchase fundamentally inseoure
products, with no ‘eption to-allow them 1o profect their communications and stored data from
wybersecurity threats.  Not only does this represent an improper government infrusior, but, as a
pmma.ai mtter; the-cost fo law enforeement of surveillance has provided real privacy protection
by forcing law enforcement to determing if investigations are practical and appropriate uses of
resources. . Arexpansion of the surveillance obligations mandated by CALEA would weaken this
critical protection, and open the Internet to edsy and pervasive government serutiny.

Such pervasive government scruting also represents a threal to free expression and an open
ifteraet by slininatng the ability of individuals to communicate anonyinously without fear of
interception: by the governmment.  Opening  all electronic commumcation 10 the possible
government seruting would - create -a chilling effect. on freg- speech, - dissuading the public,
Jouwrnalists, of activists from engaging in protected; anonymous speech. Indeed, prominent
{ournalists have reported that fear of government scrutiny and: surveillance has made 1 more
difficult to commumncate with: sources, leading fo self-censaring and hindering reporting on
critical issues, especially those related o national secunity where government secrecy and the

B3} slates, A teledommunications carsier shall nof be mxp{)rx:‘,ibic for deerypting, G ensuring the
Eoveniments ability to detrypt, uny vommunivation entiyy e By 4 subseribier oF vustomier: unless the emrmum s
pmmkd By thecarrier and the o 0 1e informatior v e deerypt the :
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potential Tor the abuse of civil liberties are at their highest *

Many of America’s Tounders récognized this connection between the notion of Tree expression,
anpnymity, and cryptography. . James Madison, Tor example; relied on ciphers bothina pohism}
capacity as: Secretary of State and in his. personal correspondence vwith Thomas Jefferson.®

Archives of ‘Madison's . encrypted etters: show him discussing topies ranging - from His
unsuccessiul courtships, to his personal political rivals, to his views on the red to raise taxes,
James Lovell, a member of the Continental Congress, designed codes and ciphers that were used
widely by members of the congress and: their families. John and Abigail Adams famously used
Lovell's eiphers to encrypt their personal corfespondence.” Other early” sncryptors inchided
George Washington, James: Monroe, r’\immc}u Hamilton, Aaven Burr, and John Jay, the first

imf fustice of the 1.8, Supreme Court ¥

us f{éuiﬁn peticy has also long supporied the notion of anonymity and encryption; ds a way of
promoting free expression and an open interriet around the world. As part ol this policy, the U:S.
government-hay stpported encryption projects that provide secure wmmummtmm 1o mtimalmtx
and human tights activists who are often targeted by repressive regines: For example, the U8
govertment has hel ped to create tools that pmvtde end=toend ensryption, which provide ¢ meater
sectirity to users: ™ Director Comey"s proposal is contrary this policy; and opens the door to
repressive regimey demanding the same access to the technology products of their citizens, in
order 1o target dissenters and suppress free expression: :

1l Weakening encription frarms cyber-and narional security

Absent encryption, all networked communications are fundamentally “insécure. Anvone with
access tothe servers that store our-data or the networky that transmit it would be-able to intercept

X AstErica {(Nowo 120 2013y
B W per g > x JLU & Humian Rights Wateh
Wil Liberty to. Monitor Al }10 oo LN Sneved iam“e Ix !z'armmg lc}xmmixsm Lavve, aond emerivan
Demecraey 2048 (2004}, hitpe Cwwwathuorglsites/defhaliitiles {s/denti d-withiiberylomaoritorali- )
€3“?2$?,{}M el Besss Heleomb & a’&m\ Mmmi! v ;xsm‘ne Jnmmﬁssfs wned Z.? ;,e‘mi Sewfi !’vnepmm af
Valperabilive and C) ¢ i Hehavior, :
G'ﬂ vestigative. ﬂumaﬁat\und»ém fosethirits
*The James Madison Pa apers, James Madison’s ¢ Ciphers; DiRaky OF CoNGRESS, httpfcmory lug gov!
mieniealiectionmasdison, pagersinimciphirs hunl (laswz\ztec} Feb 9, 2015)
" Ralph B, Weber, Masked Dispatcires: Cryptograms wnd Cey v firalmericom History, 17751900 83
m}m
W Dieid Kabin, The Code-Breakers: The © af:mw!mmw Higrory of Seerer £ wrication fron Ancie Ty 1o the
im«m b {}‘m&) The Mmcs Ma son Papers, supranole 9; Weber, upre ot Thoat 83
sted: Crdvd avnd Secret € s Fean Wiciens Libergy?
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éw e States:  Cemstitation -2 Voo L. & Teoh 2. {1997 svmlable at
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any communication, tamper with ﬁ or delete it altogether. This not only jeopardizes freedom of
expressi ionand an open: Infernet,- i also poses a threat fo national and ¢ybersecurity: Modern
on I8 an answer 10 this threat Properly implemented, 1t helps to prowest against the
ingreasingly Frequent and- costly cyberattacks waged iw malicious hackers. and oppressive
regimes.

i

Technical experts, independent oversight boards, and governments have long acknowledged the
value of encryption. - Fer mample nearly twe decades ago, the Internet Architceture Board
{IAR }md the Internet Engineering Steering Group CTESG ) owrote:

’l'%w TAB and TESG would like to éncourage policies that allow res

uniform strong eryptographic technology for all Internet users in all t:(}tm%‘m 4

The Internel s becoming the predominant vehicle for electionie commerce

cand information exchange. It is essential that the support structure for thes
activities can be zrmwd o

a review group hand-selected by President-Obarmia echoed that view, recommending
that the U8, govermment take additional steps 1o promote sesurity, by {11 fully supporiing and not
undermining efforts to-create encryption standards] (2) making-clear that 1t wall not in any ‘way
subvert, undermine, weaken, or miake vulnerable generally avatlable comumercial encryption; and (3)
supporting efors o encotrage the greater use of cmwpmm technotogy Tor daly 1o transit, atrest, in
the clowd, and in storage.”™

More redent

A proposal’ that. would require companies: to- weaken existing fechnologies to facilitate law
enforcement access s ‘contrary to-this sage advice. - As prior efforts have shown, it s virtually
impossible to build law enforcement access into prodiiets that vannot alse be exploited by ariminals,
hackers, and malicious foreign government, As Stephanie Pell; a-professor at the Abmy t§23er
Institute at West Point, has observed:

Back doors ereate addinonal “attack surfaces,” that is, code st be written to- créate the
back door and the code miust have unfettered atcess to communications content.. This
means that when compromised, an-enceypied communications: system. with a lawful
fnterception back door s far more likely fo result in the eatastrophic loss of
communications m;xﬁdennalm than a system that never has accesy to the unentrypted
communications of its users.’ {ng‘mm addedy

There are. amplé real-world examples that demonstrate the  weaknesses - inherent - in“lawiul
mterception” systents, Forexample, tn 2004 and 2008, the mobile phones of dozens of members of
the Greck government werg spied upon by an - unknown -adversary who exploited 4 backdoor
ntended for taw eritforcement,”™  And, 12009, Gobgle mnd Microsoft's law ertforcenient survitilancs
teams were compromised by Chinese hackers who gained access to a sensitive database with years’

gl o Tech. & the Internet (Aug 1996}, svarlable ot htpsfoblstetlonghml/

Specining leed o telicomy/secunivithe-athens-affur.
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worth. of - Information about the U8, govemnment’s. surveillance targets. ™ Tn 2014, Microsoft’s
smmﬂdnw e was Compranised again, this time by the Syrian Electronic ﬁ\rmy *

I major technology companies like Microsoft and Google have not been able to secure their systems,
smaller, less: wellsresourced companies likely remain “even more  vilnerable: - These examples
highlight that proposed expansions fo CALEA would come at an thacceptable Cost 1o dur national
and cyber security, ‘

I Anexpansion fo CALEA -5 unnecessary -given: the tmprecedemwi access lefw
enforcement has to information stored or electronic devices

I many respects, law eiforcement authorities aré now opcrating i “golden age of surveillance, 2‘
While techinology promises (o sectre the content of our commurnications; it dzsturbmgm hasat the
samg: time made our lives more transparent to law enforcement than ever before. With litde effort,
law enforcement agencies tan now determing. & suspeet’s exact location over a period ‘of months,
e58 fecords of ‘all of his calls and ¢lectronic - communications, and obtain every other digial
fingerprint he leaves when interacting with technology ™ The increased use of encryption, whether
fo protect dita transmitted over the Intérnet or in storage onoimobile devices, teaves intact many of’
these: existing investigative avenues, which in many cases themiselves raise significant privacy
CONCErns:

Additionally, us-a practival matter, some of the fnformation protected by disk encryption may still
be apcessible 1o law enforcement via alfernative means, . Mueh of the information stored on cell
phones -and other electronic devices are offen backed up on the cloud. For example; Apple
provides users with free cloud storage as 4 backup for photos; musie, emails, text messages, and
other: information stored o cell phones, and such backups wre snabled by default  Similarly,
companies are.increasingly relying on clotd computing services to store:and backup information,
ag i way of enhancing security and efficiency: Thus, existing em:ryptim technologles deliverad
1o conswners by companies like Apple would not interfere with the law enforcement actess to
information stored in the cloud through appropriste administrative or judicial process,

Moreover, for those who do pose serious threals, governments. olien have other ‘tools &t theu’
cisposal. For mampk where the NSA cannot crack the encryption used by ts targets, { clroumvents
it i other ways:™ The FBI hias-for more than a decade had the capabili ity to hack info the computers

o

“Hihers Hackeis Whe
;3L B diw 3

g drmy Hagked into 6mpk33w Email
w{) qu HADIN mmu;,t SOMZ T ISR TV microso f-embdi-accouit-tack

mm\
i Pater Swire; Going Dark” Versus (:c&fen Age f
bltps dedborg o™ YeOR guing-durk B 80%

\/{nmm No 08-30385, a1 1 (90 Cir, 20107 tdental for rehearing en bans), svailable ar
Grivopinions 2 H}/Q“ifi.wsﬁ?\ W?g\péﬁ {"When reguesty for el phone Iotation
mist develop o selleervice webgite 50 thay liw
s, we cansafely say that “such dragnet-typ
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and mobitle devices of targets, allowing agents to capture data that might otherwise be protected by
ercryption and gmtsnﬂaﬂv raising a&dxtmnai privacy eongerns™

Furthermore, there is little ovidence that encryption has been'a significant impediment in existing law
entorcement investigations. For ‘axamp]ﬁ, 2014, the federal governmient only  encountered three
federal wiretaps as. betng-éncry ?‘ Tvonly two of these cases were Tederal agéncies unable to
access. the information: sought™ Given existing vestigative methods, ag well ag the plethora of

electronie information readily available 1o Taw enforcement, L\pandmg{ TALEA to further facilitate
government surveillance 1§ tnnecessary and unwise,

¥ Congress: and the Executive branch should s:feﬁ 1o expand the use of wcnptwn
technologies and secure our conpRITICTIioNS syStems

Instad of weakening encryption efforts, Congress and the Executive branch should work to patch
and remove the mar isting vulaerabilities inour communigations networks that can be exploited
by nation states ancd evber eriminals.. For example, our cellular communications networks use weak,
decades-old encrvption algovithms, and as a result, Americans calls and text messages can be
intercepted by eriminals. dnd forelgn governments: Indeed, ‘aceording to-ex-11.S: governmen
officials, these vulnerabilities are b:{m\;. exploited by foreign intelligence services here i the
Washington, D.C.” *. Similarly, numerous government systems, xmiudzm the recently hacked
Office of Personnel Management {OPMY systems,  which exposed the sensitive m%mm*zmm of
millions of federal emplovees, réportedly do not use eheryption to protect sensitive data: H

At g time when c};h@rsecurity threats are-at the lop {sf our national security agends, the government
stiould be promoting the use of strong encrvption, not calling on compantes to weadken their systems
andd leave theny vidnerable 1o hackers, The expanded use of strong encryptionr would be uch more
effective at addressing threats to cyber security than an expansion to CALEA or the creation of new
surveilfance authorizes under the guise of enhancing cyber information sharing

se feel free to contact Legislative Counsel Neema Singh Guliani af

Sincerely,

mppm’ £y mpme‘ur Smks @h’f ﬁam 0{? iaw FPhone, i\MWWH‘k {Lma Elix ¥it
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M 1S

Michael W. Macleod-Ball

Acting Director

American Civil Liberties Union

915 15th St, NW, Washington, DC 20005

Neema Singh Guliani

Legislative Counsel

Ametican Civil Liberties Union

915 15th 8t NW, Washington, DCT20003
2026752322

pealiani@acliore

SEAMIALA R
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CounNTy oF Cook
OFFICE OF THE STATE’S ATTORNEY

69 WEST WASHINGTON, SUITE 3200
ANITA ALVAREZ CHICAGO, ILLINOIS 60602
STATE'S ATTORNEY (312) 603-1880

July 6, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, DC 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made
to make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the country, must also be considered. Simply put, if crimiinal wrongdoers can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of
all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

The Fourth Amendment of the Unite Sates Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful govetnmental
searches.

Sincerely,
{é/;( v C//( &(/7‘*1/\<§S )

Anita Alvarez
State’s Attorney of Cook County



CRIMINAL JUSTICE CENTER
1201 FRANKLIN, SUITE 600
HOUSTON, TEXAS 77002-1901

BELINDA HILL
FIRST ASSISTANT

DEVON ANDERSON
DISTRICT ATTORNEY
HARRIS COUNTY, TEXAS

Honorable Chuck Grassley

Chairman, Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Comments for July 8, 2015 Hearing — “Going Dark: Encryption, Technology, and
the Balance Between Public Safety and Privacy”

Dear Mr. Chairman:

My name is Tammy Thomas. I am an assistant district attorney employed by Devon
Anderson, the District Attorney of Harris County, Texas. This has been my vocation for the last
25 years. I am currently the chief of the District Attorney’s Major Offender Division, handling
some of the most complex and difficult cases in the criminal justice system.

In writing to you and your Committee today, I am joining New York County District
Attorney Cyrus R. Vance, Jr. and other prosecutors across the country in expressing our concerns
about the efforts of Apple and Google to make their smartphones and other “smart” devices
(such as the MacBook Pro) impervious to search warrants and similar judicial orders.

As a mother, neighbor and citizen with many family members in private life, I fully
understand, respect, and value individual privacy rights. To that end, I want to emphasize that
we are not proposing that law enforcement investigators be given access to information protected
by encryption without a warrant based on probable cause. We recognize that the Fourth
Amendment’s requirements apply to searches of smartphones.

That said, there are times in a law-abiding society when probable cause justifies the
search of a smartphone. The impervious encryption proposed by Apple and Google defeats such
reasonable searches and seizures.

As a career prosecutor who has investigated and prosecuted truly dangerous people
committing terrible crimes, I know too well the costs that encryption has already imposed, not
only to the ability of law enforcement to properly investigate cases but also on public safety. By
way of illustration, please consider the following true-life cases:

. State of Texas v. Ali Awad Mahmoud Irsan, et al. — The main target, Ali Awad Mahmoud
Irsan, has been described as a Jordanian-Muslim extremist “honor killer” who is currently
under indictment for murdering two individuals in 2012 and who, by his own admission,
is responsible for killing a third individual for similar motives in another county in Texas
in 1999.
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Hon. Chuck Grassley
July 8, 2015

Page 2.

Three other family members are charged with felonies in connection with aspects of these
murders, including Ali Irsan’s daughter, Nadia. In connection with this investigation,
federal authorities obtained a search warrant for Nadia’s MacBook laptop, which was
intercepted on a trip back into the United States from Jordan. She refused, however, to
provide the password and federal authorities have not yet broken the encryption to access
the information.

Based on the known facts related to Nadia’s contribution to Irsan’s crimes, plus her own
commentary about her MacBook computer, we believe that the information necessary to
hold her responsible as a party to Irsan’s murders is on that computer hard-drive and is
being protected by the encryption.

State of Texas v. Justin Braswell — This is another case that I personally investigated.
Braswell was charged with indecency with a child for fondling his own biological
daughter who, at the time, was under the age of twelve.

Braswell was a free-lance photographer who specialized in photographing little girls at
cheerleading competitions. He also had a MacBook Pro with an enormous amount of
stored information on it (3 terabytes). We know he had child pornography on the
computer because, when the police executed the search warrant at his house in a rural
area in another county, he had gone to bed and left the MacBook Pro open to some
images of child pornography that we were able to recover.

He was charged federally for the images he happened to have left open on his computer.
In federal custody, he later confided to another inmate that he hoped we would not access
the computer because he had images of himself committing a crime against a child who
had come over to spend the night with his girlfriend’s daughter.

Based on this information, we obtained a search warrant to review the contents of the
MacBook Pro. It is my understanding that, after six years, the federal authorities are still
trying to break the encryption on it. To this day, we still do not know who the child he
was referring to is and the extent of this pedophile’s criminal activity. Frustratingly,
despite my best efforts to keep him in prison, he is probably close to release on parole at
this point.

These cases illustrate the dangerous vulnerability created by impervious encryption and

by granting what Google and Apple really want: blanket immunity from their responsibility to
comply with search warrants.
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Hon. Chuck Grassley
July 8, 2015
Page 2.

It is the warrant based on probable cause that is central to our system of checks and
balances on unfair government intrusion upon individual privacy rights in virtually every other
context. I sincerely hope that we have not reached a day and age in which a corporation such as
Apple or Google (who ironically have no apparent interest in discussing safeguards for private
citizens against their own searching and compiling of data stored on their own servers for their
own profit) would be given what would amount to legal immunity from a legally valid search
warrant based on probable cause and signed by a neutral and detached magistrate.

Simply put, if criminal wrongdoers can hide the evidence of their crimes on their
smartphones, and if that evidence is forever beyond the reach of law enforcement, then crimes
will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished.
If this is an arms race between criminals and law enforcement, the criminals will have won
because this proposal by Apple and Google only protects criminals’ privacy and creates the
worst possible scenario for law enforcement and, more importantly, the victims we are trying to
protect.

Sincerely,

~

/ M 4 - - )
AT T
C/ ()
TAMMY J. THOMAS
Assistant District Attorney

Chief, Major Offenders and Organized Crime Division
(713) 755-5800

Lt o

e



JEAN PETERS BAKER
Jackson County Pf‘as&cﬁmmg Attorhey
Jly 7. 2015
United States Senate Committee on the Judiciary
224 Dirksen Senate Ufficé Building, .
Washington, D.C. 20510-8050

Rer  Going Dark: Encryption, Teshnbmqyx and the Balance Between
Public Safety and Privacy

Dear Senalors;

O barn writing o express my concern about the efforts that Apple and Cﬁé@g@%@ ave
made to-make thelr smartphones impervious to search warrants and simitar judicial
orders. : : )

©As @ private citizen; but also as-a prosecutor. | appreciate the tremendous value
of privacy. yet the high cost that Apple's and Google’s actions will have on stale and
local taw enforcement and on arime - vichms  aoross - the country, must also be
considersd. Simply put i ehminal wrongdoers can hide the evidence of thelr grimes on
thelr smartphones and i that evidence: s forever bevond the reach of lawenforcement
ther crimes will g unsolved, criminalg will go free, and the safety of our citizens will ba
diminished. I the “arms race” between triminals and law enforcement, the criminals
will have wor

The Fourth Amendment of the United States Constitution, and simitar provisions
i state “constitutions, protect citizens’ privacy.  They fequire probable causé and
warrants ssued by judges - niot progecutors - before smartphones may be ssarched.
Those warrants, will be @ nullity  Apple and Google are permitted . o make . their
smartphones mpervious o-awlyl governmental searches.

Respadtiully,
N e T AT F udean

Jean Peters Haker
Prosecutor for Jackson County
Kansas City, Missouri

Trerelith Bteedt; Flowe 1

Tacksom County oty
C P L Bl

T3

by, Missoi 68106 k @
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OFFICE OF THE
DISTRICT ATTORNEY
BROOKS T. BAKER

3 EAST PULTENEY SQUARE TELEPHONE: (607) 664-2270
BATH, NEW YORK 14810 FACSIMILE: (607) 664-2159
WWW.STEUBENCONY.ORG

ASSISTANT
DISTRICT
ATTORNEYS

MICHAEL D.
MCCARTNEY
AMANDA M.
CHAFEE
JAMES P.
MILLER
TODD J.
CASELLA
DAVID G.
WALLACE
MATHEW K.
MCCARTHY
JOAN D.
MERRY
JOHN C.
TUNNEY

.

PARALEGALS

o ANNE M.
ROVITO
VERONICA L.
STEELEY
SHANA M.
ROBERTSON

INVESTIGATORS

* NOEL P.
TERWILLIGER

¢ DANIEL T.
STUTZMAN

July 14,2015

United States Serate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have
made to make their smartphones impervious to search warrants and similar judicial
orders.

While I fully understand and appreciate the tremendous value of privacy, the
terrible cost that Apple’s and Google’s actions will have on state and local law
enforcement, and on crime victims across the country, must also be considered. Simply
put, if criminal wrongdoers can hide the evidence of their crimes on their smartphones,
and if that evidence is forever beyond the reach of law enforcement, then crimes will go
unsolved, criminals will go free, and the safety of all of our citizens will be diminished.
In the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth' Amiendmerit of the Uttited States Constitution, and similar‘provisions
in state constitutions, protect citizens’ privacy. They require probable cause and warrants
issued by judges — not prosecutors — before smartphones may be searched. Those
warrants will be a nullity if Apple arid Google are perrhitted to make their smartphones’
impervious to lawful governmental searches.

oks T. Baker <
District Attorney
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Office of the

District Attorney
County of Rockland

THOMAS P. ZUGIBE
DISTRICT ATTORNEY

July 15,2015

United States Senate Committee on the Judiciary
' 224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

This Committee has heard from many law enforcement experts who have passionately conveyed the
message from various law enforcement agencies nationwide: Going Dark is a real danger to ordinary
Americans due to the limits it places on our ability to fight crime. I wish to lend my voice to those
who have tried to make this Committee understand the dangers that will result from your allowing
encryption technology to become the standard on electronic devices.

Never before in our history has there been such a threat to law enforcement's ability to collect and
analyze evidence. I speak not of evidence beyond our legal ability to obtain. The police and
prosecutors are well aware that the trade-off of a vibrant democracy and our Constitutional protections
remains that some offenders, even the worst ones, go free because of the limits on our power to collect
and utilize evidence.

Our concern is far greater with regard to going dark because the current private sector encryption will
prevent us from discharging our duties by limiting our ability to collect vital evidence even when the
law allows us to access the information. Allowing criminals to literally hide behind their digitally
encrypted walls will stymie legitimate and fully legal efforts to obtain information to which we are
otherwise entitled. 1t is small wonder that law enforcement walks in lockstep to support legislation
that will allow a "back door" to ensure that criminals are brought to justice.

For some reason, there are those who roll their eyes when we speak of the effect this encryption will
have on our ¢ases. But this Committee should be well aware: Tt is a certainty that allowing private

- encryption will prevent prosecutions of untold numbers of murderers, rapists and.child molesters, as
well as numerous white collar criminals, It is a trade off this nation should not and need not make.
Only you can stop it.

Very truly yours,

Th“"“‘“‘%:%/\
District v

One South Main Street « Suite 500 » New City, NY 10956 » (845) 638-5001 » Fax (845) 638-5298  rocklandeountyda.com
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- - Of - 80 CENTRE STREET, SIXTH FLOOR
2: Special Narcotics Prosecutor NEW YORK, NY 10013

- 212-815-0102, OFFICE
for the City of New York 212- 815-0144, FAX

Bridget G. Brennan, Special Narcotics Prosecutor

July 7, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance
Between Public Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims
across the country, must also be considered. Simply put, if criminal wrongdoers can hide the evidence
of their crimes on their smartphones, and if that evidence is forever beyond the reach of law
enforcement, then crimes will go unsolved, criminals will go free, and the safety of all of our citizens
will be diminished. In the “arms race” between criminals and law enforcement, the criminals will
have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges —
not prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to lawfil governmental searches.

Respectfully,

Do /f eewran

Bridget G. Brefinan
Special Narcotics Prosecutor
for the City of New York
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DISTRICT ATTORNEY
QUEENS COUNTY
125-01 QUEENS BOULEVARD
KEW GARDENS, NEW YORK 11415-1568

Richard A. Brown (718) 286-6000
District Attorney www.queensda.org

July 7,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology and the
Balance Between Public Safety and Privacy
Dear Senators:

I write to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While I understand and appreciate the importance and tremendous value of privacy, the
terrible cost that Apple’s and Google’s actions will have on state and local law enforcement and
on crime victims across the country must also be considered. Simply put, if criminal wrongdoers
can hide the evidence of their crimes on their smartphones, and if that evidence is forever beyond
the reach of law enforcement then crimes will go unsolved, criminals will go free, and the safety
of our citizens will be diminished. In the “arms race” between criminals and law enforcement,
the criminals will have won.

The Fourth Amendment to the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to /awfi/ governmental
searches.
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QOF¥FICE OF THE

DISTRICT ATTORNEY
Cavuca County

CrristopHER T VALDINA

. 95 GENESEE SmEET,FtRST'FLo]OR Cuer AssisTAnt
Ausury, New York 1302 Diane M, Apsiy
Jon E. BUDELMANN (315) 263-1391 * Fax (315) 253-1521 Heatite M, D STesaNo
DISTRICT ATIORREY - E-Mat: cayugada@cayugacounty.us NatHAN J. GARLAND
) Cart J, ROSENKRANZ
July 14, 2015 Jerrrey A, DOMACHOWSKE

Brian T. Leeos
AssistanT DISTRICT ATTORNEYS

UNITED STATES SENATE
Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Eneryption Technology/}’rivaéx
- yersus Public Safety/Court Ordered Discovery

Dear Senators:

I am writing to express my concern that Apple and Google are working to make their
smartphones impervious to search warrants and similar judicially ordered discovery based upon
probable cause to believe evidence of a crime exists on such devices.

1 fully believe in our Citizens’ right to privacy, to be free from identity theft, particularly at
this tiime when we use smartphones to complete all sorts of financial transactions. However, the
terrible cost that the planned/impending actions on the part of Apple, Google (and others) will have
on Federal, State and Local Law Enforcement (not to mention the impacted crime victims who will
not receive justice) across the entire country must also be considered.

Putting it simply, if those committing crimes can hide the evidence on their smartphones, and
now that evidence is forever beyond the reach of any law enforcement, then not only will it get
easier for criminals to conduct their illicit conduct, but crimes will go unsolved, criminals will go
free, and the safety of all of our citizens will be diminished. In the technologically race between
criminals and law enforcement, the criminals will have won a huge and enduring victory.

The Fourth Amendment of the United States Constitution, and similar provisions in the
various State Constitutions already protect citizens’ privacy from unwarranted invasions.- As you
know the rights provided already require that a showing of probable cause be made before an
impartial magistrate before any warrants may be issued by judges— not prosecutors. All this before
smartphones may be searched at all. Such warrants, which have been instrumental in solving a d
prosecuting many setious crimes, will become a nullity if Apple and Google are permitted to make
their smartphones impervious to lawful, sanctioned governmental searches.

Respectfully,
{

.,

(T
“ JOK E. BUDELMANN

We Do Mo Accepr S8y BEa Connty District Attorney -
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Office of the Orleans Parish District Attorney

Leon A. Cannizzaro, Jr.

DISTRICT ATTORNEY

July 15,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between
PublicSafety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on
crime victims across the country, must also be considered. Simply put, if criminal
wrongdoers can hide the evidence of their crimes on their smartphones, and if that
evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the
“arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued
by judges — not prosecutors — before smartphones may be searched. Those warrants will
be a nullity if Apple and Google are permitted to make their smartphones impervious to
lawful governmental searches.

With kindest regards, T remain

Cotdially,

OK”L dw z/‘/wv«' /(-[/u
95

Leon A. Cannizzato, Jr.

619 South White Street & New Orleans, Louisiana 70119 . 504-822-2414 (] www.orleansda.com
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The Commonwealtth 5/  Wissachuselss

DISTRICT ATTORNEY OF SUFFOLK COUNTY
DANIEL F. CONLEY

One Bulfinch Place, Suite 300
Boston, MA 02114-2921

Telephone: (617) 619-4000

Fax:

(617) 619-4210
July 6,2015

The Honorable Charles Grassley
Chair, Senate Judiciary Committee
135 Hart Senate Office Building
Washington, D.C. 20510

The Honorable Patrick Leahy, Judiciary Committee
Ranking Member, Senate Judiciary Committee

437 Russell Senate Office Building

Washington, D.C. 20510

Dear Chairman Grassley and Ranking Member Leahy:

[ am writing in advance of the Judiciary Committee hearing, “Going Dark: Encryption,
Technology, and the Balance Between Public Safety and Privacy” to share my thoughts and
concerns on this critical and difficult issue. Striking a proper balance between the greater public
safety and individual privacy rights is no easy task. I don’t pretend to have all of the answers but
of one thing I am certain: determining how these important interests are properly balanced
should not be left to unelected and unaccountable corporations but reserved to the collective
wisdom of Congress and the Courts, as has been the case for hundreds of years.

I had the privilege to testify in April on this same issue before the Committee on Oversight and
Government Reform Subcommittee on Information Technology and pointed out that Apple’s
new i0S 8 operating system and Google’s new operating systems have been intentionally
designed to prevent any law enforcement access, even if that access is authorized in a warrant by
an independent judge. The impact of their decision has fallen disproportionately hard on state
and local law enforcement who rely on evidence stored on handheld electronic devices in a large
and still growing number of cases.

In America, we often say that none of us is above the law. But when unaccountable corporate
interests place crucial evidence beyond the legitimate reach of our courts, they are in fact placing
those who rape, defraud, assault and even kill in a position of profound advantage over victims
and society.

Apple and Google, it would seem, have created this response at least in part to ease foreign and
domestic customer concerns over protecting the private information stored on cell phones. The
irony is that Apple and Google’s actions have had a disproportionately negative impact on state
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and local law enforcement agencies such as mine, who must have lawful access to certain data in
order to solve crimes, serve victims and hold offenders accountable. Offices like mine obtain
this evidence through means that are fair, ethical, and legal.

There is a very good reason for this: the penalty for overreach is suppression of the evidence, Iif
a search is illegal, if a warrant is flawed, then the evidence it yields is excluded and we cannot
use it. Under the Fourth Amendment to the Constitution, we as Americans enjoy a presumptive
right to privacy that may only be violated under certain, clearly-defined circumstances, Among
those circumstances is when there are specific, articulable facts that would lead a reasonable
person —and a judge — o believe that the place to be searched will yield evidence of a crime.

In short, the Fourth Amendment allows law enforcement access to the places where criminals
hide evidence of their crimes, once the legal threshold has been met. Denying law enforcement
legal access to any evidence stored on a smartphone simply because it is a smart phone makes no
more sense today than if law enforcement were denied warrant-approved access to safes or car
trunks years ago.

Just to be crystal clear, state and local enforcement agencies tke mine don’t monitor what web
sites people visit, or aggregate data about people’s personal health, weaith, or shopping habits.
That, frankly, s the purview of private companies, including Google, and had long been a
practice for Apple as well. Their nominal commitment to privacy rights would be far more
credible if they were forbidding themselves access to their customers’ interests, search terms,
and consumer habits, but as we all know, that’s not a step they’re willing to take. Instead,
theyre taking full advantage of their customers’ private data for commercial purposes while
building an impenetrable barrier around evidence in legitimate, court-authorized criminal
investigations.

When I made this same point in April, one of the committee members took great offense, telling
me that Apple and Google did not possess the “coercive power” of agencies like mine. But
agencies like mine are led by democratically elected officials who are operating within the
confines of the law. Further, Apple and Google operating systems account for over 96 percent of
all operating systems worldwide. While their “power” is certainty different from government
agencies, they have incredible reach and control over the marketplace that cannot be overlooked,
downplayed or diminished.

Apple and Google’s new operating systems have made legitimate and necessary evidence stored
on handheld devices inaccessible to anyone, even with a warrant issued by an impartial judge.
For over 200 years, American jurisprudence has refined the balancing test that weighs the
individual’s rights against those of society, and with one fell swoop Apple and Google has
upended it. They have created spaces not merely beyond the reach of law enforcement agencies,
but beyond the reach of our courts and our laws, and therefore our society.

The practical implications of what Apple and Google are doing cannot be diminished or
dismissed, either. Consider, for example, the reprehensible practice called “upskirting”, where
men who use their phones to surreptitiously take pictures and videos up the skirts of females.
Under Massachusetts law, even having a witness testify that someone held a phone beneath the



288

skirt of another is insufficient evidence of the crime; a picture had fo have been iaken. If law
enforcement can’t access the phone, then the offense is not chargeable. Or consider the Boston
area teacher who is now serving a 45-year federal prison sentence. He was found to be not only
trading child pornography but videotaping himself raping children. Iflaw enforcement had not
been able to obtain the evidence contained on his phone however, that evidence would have been
beyond our reach and he would have been above the law. Think about the impact of Apple and
Google’s actions on human trafficking and the commercial sexual exploitation of children.
Human trafficking has moved off of the street corner and into motels with Wi-fi access, with
victims, including children, advertised for sale on web sites accessed through handheld devices.
With these operating systems, those devices would become warrant-proof and the evidence they
contain unreachable by investigators. Now, I don’t believe that Apple or Google set out to
design systems that would protect “upskirters,” help rapists escape justice, or enable human
trafficking, but that's precisely what these new systems do.

So when we talk about warrant-proof eneryption, let’s be very clear about who will benefit from
it: perpetrators of every violent, sexual, or financial crime in which handheld technology is used.
1 would be hard pressed to think of any homicide solved in recent years where significant,
critical evidence wasn’t recovered from a cell phone. We’ve uncovered massive economic and
financial fraud schemes and disrupted vast drug trafficking rings, none of which could have been
stopped, let alone solved, had law enforcement — with the blessing of the courts - been blocked
from exercising the legal and legitimate means to do so. Thisisn’t thetoric. It's reality.

Those who defend these systems downplay these stories as merely anecdotal and have even said
that law enforcement can’i point to a single case where an investigation has been held up due to
encryption technology. This is untrue. As of May, my office was in possession of 139 phones,
lawfully seized as evidence, pursuant to a judicial order. Of these, 39 were operating on the
Apple and Google systems and in 10 of these cases, ail active, defendants have refused to share
their passwords. These cases, 2 of which are homicides and 1 a sexual assault, are held up.

These numbers are expected to increase rapidly, Already, Apple and Google operating systems
run a combined 96.4% of smartphones worldwide, and as of March, 78% of all Apple devices
are running i08 8. This means law enforcement is unable to access data on 78% of all pin-
locked Apple devices, and that number is growing every day. It is a myth that law enforcement
has some secret means to decrypt these devices. It is also patently false to claim that this same
data can be downloaded from the cloud when most of it is never uploaded to begin with.

This is not an issue of mass data collection. Whatever some advocates might claim about the
search warrants granted each year to federal, state and local law enforcement, those warrants are
authorized by independeni judges, they are based upon an established legal principle, and they
affect only the tiny, tiny percentage of the population against whom there is specific, articulable
evidence of criminal activity. Let’s remember, the vast majority of people are leading honest,
upstanding lives every day. We're not interested in what's on their phones. Even Apple’s own
estimates show that only 0.00571% of customers had information disclosed due to goverament
information requests.
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And while some might point to overreach and intrusion by the NSA as justification for designing
phones that block out entirely the government’s ability to gain access to them, | think the vast
majority of Americans recognize that over-reacting and shutting off access to these phones under
any and all circumstances will not only make it monumentally harder to solve crimes and hold
criminals accountable in the digital age, but will also make it infinitely more difficult to detect
and prevent terrorist threats.

It is ironic that what Google and Apple are doing is, in many ways, a response to what oceurred
at the NSA, but it is state and local law enforcement and the tens of millions of Americans we
protect and victims we serve who are now bearing the brunt of it. We recognize that Google and
Apple are global companies with a worldwide customer base, but whatever goodwill or support
they believe they will earn with these dangerous operating systems will erode rapidly as vietims
of physical and economic predation find their paths to justice blocked while those who hurt and
exploit them are protected.

Let’s also be clear about another unintended consequence of these operating systems: by cutting
off Taw enforcement and society’s legitimate interests in obtaining evidence to hold the guilty
accountable, #t also cuts us off from crucial evidence that speaks to factual innocence. While the
evidence obtained from a smart phone will often place an individual at the scene of a crime or
provide other evidence of guilt, that same information eliminates other people from the realm of
possible suspeets. In the past decade, the technology driving exenerations of wrongly convicied
defendants has been DNA science. But the day is not far off when a picce of digital evidence
obtained from a cell phone will prove to be the key that frees an innocent man.

What these companies are doing is unprecedented, and for good reason: they are substituting
their own interests for 200 vears of jurisprudence and the independent judgment of our courts,
our legislatures, and our Congress as to how the Fourth Amendment to the Constitution should
be balanced and applied.

Tn addition, I can think of no other example of a tool or technology that is specifically designed
and allowed to exist completely beyond the lepitimate reach of law enforcement, our courts, our
Congress, and thus, the people. Not safe deposit boxes, not telephones, not automobiles, not
homes. Even if the technotogy existed, would we allow architects to design buildings that would
keep police and firefighters out under any and all circumstances? The inherent risk of such a
thing is ubvious so the answer is no. So too are the inherent risks of what Apple and Google
have devised with these operating systems that will provide no means of access to anyone,
anywhere, anytime, under any circumstance. Apple and Google and their defenders argue that
by creating any means of access for anyone that the entire system becomes less secure. But what
lock was ever created that didn’t have a key?

Like most Americans, I too am a customer of these companies and ! hold my privacy rights dear.
As the head of one of the largest District Attorney’s Offices in the country, 1 also understand the
value of, and strongly encourage the use of, secure encryption technology to prevent hacking,
theft, and fraud. 1 think most people recognize however, that balance must be struck between an
individual’s privacy rights and the legitimate interests of society to protect itself and bring
dangerous crininals to justice.



290

Just recently, the trial of one of the Boston Marathon bombers concluded. The bombers actions
left four people dead and hundreds more grievously injured. Cell phone evidence — much of it
volunteered but some obtained only through a warrant - was critical to understanding what
happened, how it happened, and who did it. Were law enforcement blocked from obtaining that
evidence, or if other companies were allowed to make their own determinations as to what video
or other evidence law enforcement was and was not permitted to see, the apprehension of those
responsible for the Boston Marathon bombings would have been very much in doubt. Again, I
don’t believe that Apple or Google intend to create “safe space for terrorists”, but make no
mistake, that would be the result and those are the stakes.

Therefore, I respectfully ask that Congress and the courts - and not unelected, unaccountable
corporations — reserve to themselves the right to strike the proper balance between public safety
and privacy and that the voices of state and local law enforcement officials be given their proper
due because it is here where the impact of these operating systems will have their greatest and
gravest impacts.

A (% Lo
LUA s

Daniel F. Conley $
/" Suffolk County District Attorney._
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Tuly 7, 2015

Hon. Charles Grassley, Chair
Judiciary Committee

United States Senate

135 Hart Senate Office Building
Washington, D.C. 20510

Hon. Patrick Leahy, Ranking Member
Judiciary Committee

United States Senate

437 Russell Senate Office Building
Washington, D.C. 20510

RE: Smartphone encryption and the impact on crime victims
Dear Chairman Grassley and Ranking Member Leahy:

We represent a diverse group of organizations that advocate for crime victims. We are survivors of
sexual assault, domestic violence and child abuse, victims of identity theft, and families of innocent
men, women and children victimized by crime. We work to advance public policies which aid law
enforcement in the resolution of unresolved crimes, and the prevention of future ones.

We believe strongly that smartphone encryption policies recently introduced by America’s leading
technology companies unnecessarily hinder the critical investigative operations of state and local law
enforcement, while unintentionally protecting criminals. Today we ask you, our federal lawmakers,
to determine the proper balance between the purported benefits of these new encryption standards,
and the need for state and local law enforcement to prosecute and prevent crime.

‘We stand ready to assist the Committee in any way we can.

Christopher Bromson
Assistant Director, Crime Victims Treatment Center
Co-Chair, Downstate Coalition for Crime Victims Legislative Committee

Christine Fowley
Chair, NYC Sexual Violence Direct Service Collaborative
Supervisor, Crime Victims Treatment Center

Hon. Judy Harris Kluger, Executive Director
Sanctuary for Families

Stephanie Nilva, Executive Director
Day One New York

Richard Ortiz, Forensic Nurse Coordinator
Richmond University Medical Center
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Rosemonde Pierre-Louis, Commissioner
NYC Mayor’s Office to Combat Domestic Violence

Danny Salim, Anti-Violence Program Manager
Arab American Family Support Center

Verena Salvi, Social Worker
New York Presbyterian Hospital Domestic and Other Violence Emergencies (DOVE) Program

Susan Xenarios
Director, Crime Victims Treatment Center
Co-Chair, Downstate Coalition for Crime Victims
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New, | State
STATE | Police

ANDREW M. CUOMO JOSEPH A. D’AMICO
Governor Superintendent

July 7,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safe
and Privacy

Dear Senators:

As Superintendent of the New York State Police, I am writing to express my concern about the
practice of manufacturing cell phones that cannot be unlocked by the manufacturer or service provider,
even when appropriately provided with a search warrant issued by a court of competent jurisdiction.

While both state and federal courts recognize that a person has a right to privacy in the contents
of his or her cell phone, they have also held that a search of that device is reasonable under the Fourth
Amendment when the search is authorized by a warrant. The practice of manufacturing devices that
cannot be opened by the manufacturer or service provider creates an opportunity for criminals to use
these devices to conduct unlawful business and store digital evidence of criminal behavior. As a result,
a criminal can be confident that evidence of his or her criminal behavior will never be discovered by
police, even when a neutral magistrate has made a probable cause determination and has issued a search
warrant directing the police to search the device.

Allowing this manufacturing process to continue will thwart legitimate investigative
techniques and will impact those investigations that often utilize the use of cell phones, including
terrorism, drug trafficking and the sexual abuse of children. Therefore, I fully support the efforts by
the District Attorneys of New York State to ensure that cell phones sold or leased in New York State
be capable of being decrypted and unlocked in the event that a judge has ordered the police to search
the phone pursuant to a search warrant.

Accordingly, I join with the District Attorneys in New York State in their efforts to ensure that
manufacturers take the necessary steps to enable law enforcement to conduct searches of these devices
whenever directed by a judicial warrant.

Very truly yours,
I
Joseph A. D’ Amico
Superintendent

Building 22, 1220 Washington Avenue, Albany, NY 12226 [ www.troopers.ny.gov
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OFFICE OF THE ,
SULLIVAN COUNTY DISTRICT ATTORNEY

Office (845) 794-3344

District Attorney
Fax (845) 807-0649

James R. Farrell

Lawrence H. Cooke Courthouse
414 Broadway
Monticello, New York 12701

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Geing Dark: Encryption, Technology & the Balance Between Public Safety &

Privacy
Dear Senators:

T'am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar Jjudicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the country, must also be considered. Simply put, if criminal wrongdoers can hide
the evidence of their erimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of
all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens® privacy. They require probable cause and warrants issued by
Jjudges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful governmental
searches.

Respectfully,

5

i
Jamds K. F o1l
“‘\ Disrict Attorney

Sz
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OFFICE OF THE DISTRICT ATTORNEY

RISA VETRI FERMAN
DISTRICT ATTORNEY

KEVIN R. STEELE
FIRST ASSISTANT DISTRICT ATTORNEY

COUNTY OF MONTGOMERY SAMUEL J. GALLEN JESSE S. KING
COURTHOUSE CHIEF COUNTY DETECTIVE CHIEF OF STAFF
P.0. BOX 311
NORRISTOWN, PENNSYLVANIA DISTRICT ATTORNEY'S OFFICE (610) 278-3090
19404-0311 DISTRICT ATTORNEY'S FAX (610) 278-3095
COUNTY DETECTIVE BUREAU (610) 278-3368

July 7, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

[ write to weigh in on the ongoing dialogue about the balance between privacy and
powerful technology. Recent efforts by Google and Apple have made their devices, including
smartphones and tablets, impervious to lawful search warrants and similar judicial orders.

There is no doubt that privacy rights are critically important. The Constitution protects
citizens from unreasonable searches and seizures at the hands of the Government, but has
long expressly allowed for government access to a person’s personal “papers and effects” in
appropriate and reasonable circumstances, where probable cause has been presented to a
neutral magistrate or judge. This is the same standard that allows law enforcement to search
one’s house, car, and other areas of privacy. However, the technology industry intends to
remove the reasonable standard all together as it implements technology that will make its
devices entirely impenetrable to not only law enforcement, but to the companies themselves.
This would be the case no matter how reasonable, or even emergent, access to data on these
devices may be.

The unfortunate fact is that criminals and terrorists are well aware that they can find
refuge in the encryption systems of these companies. Despite claims that the intention is to
satisfy consumer demands to protect private data, this safe-haven is being marketed to those
people most likely to benefit from it — those looking to conceal their unlawful actions. To be
sure, we need look no further than Apple’s own website, which boasts, “we wouldn’t be able to
comply with a wiretap order even if we wanted to.” What purpose does such a statement serve,
but for the promotion of asylum for the criminal or terrorist element? Furthermore, what is to
stop other technology companies from following suit, encrypting all desktop and laptop
computers and limiting lawful investigative efforts in those areas?

In essence, Apple and Google are promoting impunity for criminals communicating on
their smartphones, diminished public safety, and unjust results for the victims of crime. This
is simply too high a price to pay.




DISTRICYT ATTORNEY
WILLEAM J. FITZPATRICK

County of Onondaga
Criminal Courthiouse, 4th Floor
50% South State Street
Syracuse, New York 13202
315-435-2470
Fax: 315-435-3969

July 2, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privac
Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While | fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google's actions will have on state and local law enforcement, and on crime victims across
the country, must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their
crimes on their smartphones, and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished. In
the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges - not
prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to lawful governmental searches.

‘ Fincerely, N

WILLIAM J. FITZP. {
DISTRICT ATTOQRNEY
PRESIDENT-ELECT NATIONAL DISTRICT ATTORNEYS ASSOCIATION
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Orrice oF THE HENNEPIN COUNTY ATTORNEY

Micuaaen O, FrREeMan  CounTy ATTORNEY

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

1 am writing to express my concern about the efforts that Apple and Google have made
ta make their smartphones impervious to search warrants and similar judicial orders.

While | fully understand and appreciate the tremendous value of privacy, the terrible
cost that Apple’s and Google's actions will have on state and local law enforcement, and on
crime victims across the country, must also be considered. Simply put, if criminal wrongdoers
can hide the evidence of their crimes on their smartphones, and if that evidence is forever
beyond the reach of law enforcement, then crimes will go unsolved, criminals will go free, and
the safety of all of our citizens will be diminished. in the "arms race” between criminals and
taw enforcemaent, the criminals will have won,

The Fourth Amendment of the United States Constitution, and simiiar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors ~ before smartphones may be searched. Those warrants will be a
nullity if Apple and Google are permitted to make their smartphones impervious to lowful
governmental searches.

Respecgfully,

e

MICAHAEL Q. FREEMAN
HENNEPIN COUNTY ATTORNEY

C-2000 GovERNMENT CENTER 300 SouTn SixTH STREET MimnearoLss, Minngsora 553487
ProNz: §12-348-5550 www. hennepinattorney.org

Heasertr COUNTY 18 AN Eaval OProRTumTy BaPLovsy
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YATES COUNTY DISTRICT ATTORNEY

VALERIE G. GARDNER
RN
415 Liberty Street, Suite 272
Megan P. Dadd, ADA Penn Yan, New York 14527 Secretary to DA
David G. Mashewske, ADA Tel: (3 1 5) 536-5550 Molly K. Linchan
Jannine Phillips, Victim Services Fax: {315) 5365556 Service by Fax Not Accepted

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

RE: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

I am writing o express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders,

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims
across the country, must also be considered. Simply put, if criminal wrongdoers can hide the
evidence of their crimes on their smartphones, and if that evidence is forever beyond the reach of
law enforcement, then crimes will go unsolved, criminals will go free, and the safety of all of our
citizens will be diminished.

By way of example, my office is currently prosecuting a mother and her boyfriend for taking and
distributing indecent photos of a fifteen year old female. These photos were taken, without the
child’s knowledge, while she was bathing and during medicated sleep. The evidence retrieved
by lawful warrant from the cell phones of the mother and her boyfriend was essential in enabling
our courts to protect this child from further victimization, and has brought these individuals to
court to answer for their actions. Without this evidence, none of this would have been possible.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges ~ not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful governmental
searches.

Please help us protect our children and ensure the safety of our communities.

Respectfully,

Valerie G. %

Yates County District Attorney
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Tue DistrRiCT ATTORNEY OF Dutcuiss County
236 MAW STREET
Poucuxsers, NUY. 12601
{845) 486-2300

WILLIAM V. GRADY Fax (845) 486-2324 BUREAU CHIEFS
DiSTRICT ATTORNEY Edward F. Whitesell
Marjorie J. Smith
BRIDGET R. STELLER Frank F. Chase
Chief Assistant Distriet Attorney Matthew A, Weishaupt

Edward T. McLoughlin

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy
Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders,

White | fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google's actions will have on state and local law enforcement, and on crime victims across
the country, must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their
crimes on their smartphones, and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished. in
the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy, They require probable cause and warrants issued by judges —not
prosecutors — before smartphones may be searched. Those warrants will be a nullity if Appte and
Google are permitted to make their smartphones impervious to fowful governmentat searches.

Very truly yours,

Mgﬁéﬁv[%/g )

District Attorney

WVG/gmb
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NEW YORK | Justice Center for the
orportunty. | Protection of People

with Special Needs

ANDREW M. CUOMO JEFF WISE
Governor Executive Director

July 16, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between
Public Safety and Privacy

Dear Senators:

I stand with my colleagues in the New York State District Attorney’s Association in
expressing my concern about the efforts that Apple and Google have made to make their
smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the
terrible cost that Apple’s and Google’s actions will have on state and local law enforcement,
and on crime victims across the country, must also be considered. Simply put, if criminal
wrongdoers can hide the evidence of their crimes on their smartphones, and if that
evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the “arms
race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in
state constitutions, protect citizens’ privacy. They require probable cause and warrants
issued by judges - not prosecutors - before smartphones may be searched. Those
warrants will be a nullity if Apple and Google are permitted to make their smartphones
impervious to lawful governmental searches.

// Patricia Gunning
{ Special Prosecutor
NYS Justice Center for the Protection of
People with Special Needs
(518) 549-0367
(518) 795-7730

161 Delaware Avenue - Delmar, New York 12054 | 518-549-0200 |www . justicecenter.ny.gov
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SUSAN HAWK
CRIMINAL DISTRICT ATTORNEY
DALLAS COUNTY, TEXAS

July 14,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to make their
smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that Apple’s
and Google’s actions will have on state and local law enforcement, and on crime victims across the country,
must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their crimes on their
smartphones, and if that evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the “arms race” between
criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state constitutions,
protect citizens’ privacy. They require probable cause and warrants issued by judges — not prosecutors — before
smartphones may be searched. Those warrants will be a nullity if Apple and Google are permitted to make their
smartphones impervious to lawful governmental searches.

Resp! Ly,
/
Nl
Susan Hawk

Dallas County District Attorney

Frank Crowley Courts Building e 133 N. Riverfront Blvd., L.B. 19 e Dallas, Texas 75207-4399 e 214/653-3600
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OFFICE OF THE
DISTRICT ATTORNEY
Or SARATOGA COUNTY

Municipal CENTER * 25 WesST HiGH STREET
BALLSTON SPa, NEW YOrRK 12020

KAREN A. HEGGEN (518) 885-2263
DISTRICT ATTORNEY Fax (518) 884-8627

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

1 am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

As the District Attorney of a County of approximately 215,000 people, it is imperative to
our successful prosecution of cases to have access to the 21% century technology that the
criminals use daily in their illegal enterprises. While I fully understand and appreciate the
tremendous value of privacy, the terrible cost that Apple’s and Google’s actions will have on
state and local law enforcement, and on crime victims across the country, must also be
considered. Simply put, if criminal wrongdoers can hide the evidence of their crimes on thei
smartphones, and if that evidence is forever beyond the reach of law enforcement, then crimes
will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished.
In the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges - not prosecutors - before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to Jawful governmental

searches.
Respectfuily,
Karen'A. Heggen
District Attorney
KAH:pah

cc: Ben Rosenberg, Asst. Dist. Atty., Manhattan DA’s Office
Senator Charles Schumer
Senator Kristin Gillibrand
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N~
- ASSOCIATION ¢/
. ™ PROSECUTING/ATTORNEYS

| —

BOARD OF DIRECTORS

CHAIRMAN
Paul L. Howard
District Attorney July 7, 2015

Fulton County, GA

VICE-CHAIRMAN

R. Seth Williams Senator Chuck Grassley Senator Patrick Leahy

i il 135 Hart Senate Office Building 435 Russell Senate Building
SECRETARY Washington, DC 20510 Washington, DC 20510
Thomas Carr
City Attorney

Boulder County, CO

e Re: Going Dark: Encryption, Technology, and the Bal: Between
Los Angeles, CA Public Safety and Privacy
"‘Z‘.!:Efff.;“;; Dear Chairman Grassley, Ranking Member Leahy and Members of the

Montgomery County, PA Committee-
JohnT. Chisholm
District Attorney oo . N . i
e The Association of Prosecuting Attorneys (APA) is a private non-profit

whose mission is to support and enhance the effectiveness of prosecutors

,,,Mffu':,,s,;ff,z:;? in their efforts to create safer communities. We are the only national
King County, WA organization to include and support all prosecutors, including both
Rod Underhill appointed and elected prosecutors, as well as their deputies and assistants,
PO whether they work as city attorneys, city prosecutors, district attorneys,
s state’s attorneys, attorneys general or US attorneys.
District Attorney
NewYork County, NV On behalf of APA and in my individual capacity as the District Attorney
APAOFFICERS from Atlanta, I am writing to express my concern about the efforts that
RESBET Apple and Google have made to make their smartphones impervious to
David LaBahn search warrants and similar lawfully sought and approved judicial orders.
Chief Executive Officer
VICERRESIDENT As a career prosecutor, I fully understand, support and appreciate the
even Jansen - 2
Chief Operating Officer tremendous value of privacy, the terrible cost that Apple’s and Google’s
TREASURER actions will have on state and local law enforcement, and on crime victims
Steven Naugle across the country, must also be considered. Simply put, if criminal

Chief Financial Officer

wrongdoers can hide the evidence of their crimes on their smartphones,
and if that evidence is forever beyond the reach of law enforcement and
the courts, then crimes will go unsolved, criminals will go free, and the
safety of all of our citizens will be diminished. In the “arms race”

between criminals and law enforcement, the criminals will have won.

1615 L Street, NW, Suite 1100 gton, DC 20036 202-861-24 www.APAInC.org
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Last year, the U.S. Supreme Court ruled in Riley that a search warrant is required to search an
individual’s cell phone. As a legal association, we have advised the investigating agencies to
seek search warrants consistent with the Court’s decision and have no issue that this is the law of
the land. However, when industry chooses to put products into the stream of commerce which
will make these warrants meaningless, we believe the Congress has jurisdiction and should act to
protect our great nation’s safety.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to /awful governmental
searches.

Respectfully submitted,

AV R

Paul L. Howard
Chairman of the Board and Fulton County District Attorney
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JerrersoN County Districr Arrorney’s OFrice
Jefferson County Office Building, Seventh Floor
175 Arsenal Street
Watertown, New York 13601
Telephone: (315) 785-3053

Facsimile: (315) 785-3371 Assistant
District Attorneys

Chief Assistant District Attorney Rodney Kyle

Kristyna S. Mills Cindy F. Intschert Walter Jeram

Harmony Healy

Senior Assistants Sean Sterling

Patricia Dziuba George Shatfer, III

Nicole Kyle Christina Curri

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
‘Washington, D.C. 20510-6050

Re:-  Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

T am writing to express my concern about the efforts that Apple and Google have made to make their
smartphones impervious to search wartrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that Apple’s
and Google’s actions will have on state and local law enforcement, and on crime victims across the country,
must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their crimes on their
smartphones, and if that evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the “arms race” between
criminals and law enforcement, the criminals will have won.

A balance can be struck between an individual’s right to privacy and public safety. The Fourth
Amendment of the United States Constitution, and similar provisions in state constitutions, protect citizens’
privacy. Those provisions require probable cause and warrants issued by judges — not prosecutors — before
smartphones may be searched. A search warrant is a lawful order of a court. We have sought and obtained
warrants permitting the examination of cell phones in past criminal investigations involving murder, sexual
assault, child pornography and other heinous crimes. Unfortunately, those warrants will be a nullity in the future
if Apple and Google are permitted to make their smartphones impervious to Jawful governmental searches.

Respectfully,

Cindyg. }ntschex’t
Jefferson County District Attorney
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July 7, 2015

Committee on the Judiciary

United States Senate

224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Via Electronic Mail

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

1 write to express the concern held by Pennsylvania’s prosecutors about the efforts that
Apple and Google have made to make their smartphones impervious to search warrants
and similar judicial orders.

‘While we fully understand and appreciate the tremendous value of privacy, the terrible
cost that Apple’s and Google’s actions will have on state and local law enforcement, and
on crime victims across the country, must also be considered. Simply put, if criminal
wrongdoers can hide the evidence of their crimes on their smartphones, and if that
evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the “arms
race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued
by judges — not prosecutors — before smartphones may be searched. Those warrants will
be a nullity if Apple and Google are permitted to make their smartphones impervious to
lawful governmental searches.

If the Pennsylvania District Attorneys Association can be of further assistance in this
matter please let us know. Thank you for your continuing efforts to promote public
safety.

Respectfully,

OfAN

D. Peter Johnson
President
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OFFICE OF THE DISTRICT ATTORNEY

WASHINGTON COUNTY - STATE OF NEW YORK

383 Broadway - Building C
Fort BEdward, New York 12828
Telephone: (518} 7462525
Fax: (518) 746-2568

United States Senate Comunittee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6030

July 15,2015

1. Anthony Jordan

District Attorney

Christian P, Morris
Firsy Assistant

Devin ]. Anderson

Sara E. Fischer

Brandon P, Rathbun
Assistant District Atterneys

Paul R, Frettoloso
Investigator

Rebecca A Evansky
Laura C, Taylor
Crime Victim Specialises

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and

Privacy

Dear Senators:

1 am writing to express my concern about the efforts that Apple and Google have made to

make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the tertible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the country, must also be considered. Simply put, if criminal wrongdoers can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of

all of our citizens will be diminished. In the “arrus race” between criminals and law

enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors ~ before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to Jawfid governmental

searches.

This issue is very real, In Washington County we are prosecuting an infant fatality where
evidence shows that a 14 month old had been fed heroin for over 9 months; ultimately resulting
in the overdose death of the baby from heroin and cocaine ingestion. A critical piece of the
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evidence was secured from one of the Defendant’s phone. The defendants are the deceased
child’s mother and her boyfriend. They are also both charged with selling heroin and cocaine. 1
have attached to this correspondence just two of the photos we were able to secure from the
phone as a result of a valid search warrant. Without these key pieces of evidence, these
defendants and others in the future may never be held accountable.

J. Antifony Jordan
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EXECUTIVE SUMMARY

in the past year, a conflict has erupted between technology companies, privacy advocates, and members of the U.S. law
enforcement and intelligence communities over the right to use and distribute products that contain strong encryption
technology. This debate between government actors seeking ways to preserve access to encrypted communications
and a coalition of pro-encryption groups is reminiscent of an old battle that played out in the 19g0s: a period that has
come to be known as the “Crypto Wars.” This paper tells the story of the that debate and the lessons that are relevant
to today. It is a story not only about policy responses to new technology, but alse a sustained, coordinated effort among
industry groups, privacy advocates, and technology experts from across the political spectrum to push back against
government policies that threatened online innovation and fundamental human rights.

Encryption is a method by which two parties can communicate securely. Although it has been used for centuries by the
military and intelligence communities to send sensitive messages, the debate over the public’s right to use encryption
began after the discovery of “public key cryptography” in 1976, In a seminal paper on the subject, two researchers
named Whitfield Diffie and Martin Hellman demonstrated how ordinary individuals and businesses could securely
communicate data over modern communications networks, challenging the government’s longstanding domestic
monopoly on the use of electronic ciphers and its ability to prevent encryption from spreading around the world.
By the late 1970s, individuals within the U.S, government were already discussing how to solve the “problem” of the
growing individual and commercial use of strong encryption. War was coming.

The act that truly launched the Crypto Wars was the White House’s introduction of the “Clipper Chip” in 1993. The
Clipper Chip was a state-of-the-art microchip developed by government engineers which could be inserted into
consumer hardware telephones, providing the public with strong cryptographic tools without sacyificing the ability of
law enforcement and intelligence agencies to access unencrypted versions of those communications. The technology
relied on a system of “key escrow,” in which a copy of each chip’s unique encryption key would be stored by the
government. Although White House officials mobilized both political and technical allies in support of the proposal, it
faced immediate backlash from technical experts, privacy advocates, and industry leaders, who were concerned about
the security and economic impact of the technology in addition to obvious civil liberties concerns, As the battle wore
on throughout 1993 and into 1994, leaders from across the political spectrum joined the fray, supported by a broad
coalition that opposed the Clipper Chip. When computer scientist Matt Blaze discovered a flaw in the system in May
1994, it proved to be the final death blow: the Clipper Chip was dead.

Nonetheless, the idea that the government could find a palatable way to access the keys to encrypted communications
lived on throughout the 1990s. Many policymakers held onto hopes that it was possible to securely implement what
they called “software key escrow” to preserve access to phone calls, emails, and other communications and storage
applications. Under key escrow schemes, a government-certified third party would keep a “key” to every device. Butthe
government’s shift in tactics ultimately proved unsuccessful; the privacy, security, and economic concerns continued
to outweigh any potential benefits. By 1997, there was an overwhelming amount of evidence against moving ahead
with any key escrow schemes.

While the domestic fight over key escrow wore on throughout the mid-19g0s, another related battle was brewing on the
international front over U.S. export controls and encryption technology. The question at the center of that debate was
whether American technologies containing strong encryption should be made available overseas — which would in
turn have a significant effect on the domestic availability and use of encryption tools. Until 1996, cryptographic tools
were classified as munitions in the United States, with strict limits on the type of encryption that could be exported
and the maximum cryptographic key length. Despite growing opposition to these restrictions, the U.S. government
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had a strong incentive to maintain encryption export controls as a means to delay the spread and adoption of strong
encryption technology abroad. The practical result of the policy was that many companies exported weaker versions
of their encrypted products, or were kept out of foreign markets altogether. By the mid-1990s, experts projected billions
of dollars in potential losses as a result of these policies. Coupled with growing evidence that foreign-made encryption
was readily available around the world, the rationale behind maintaining these controls became increasingly tenuous.
Many of the same organizations and individuals that rallied against the Clipper Chip came together to mobilize against
encryption export controls, arguing that they undermined U.S. economic competitiveness and individual privacy, with
little evidence that they were actually achieving their stated goals.

From 1996 to 1999, the Clinton Administration gradually liberalized encryption export controls, beginning with the
1996 Executive Order that moved most commercial encryption tools from the U.S. Munitions List to the Commerce
Control List. The next step involved relaxing limits on the strength of encryption keys. Although these concessions
were originally used as a bargaining chip in the commercial key escrow debate — companies would be allowed to
export higher strength encryption if they agreed to retain the keys - those requirements were eventually abandoned
after pressure from industry and public interest groups. In September 1999, the White House announced a sweeping
policy change that removed virtually all restrictions on the export of retail encryption products, regardless of key
length. As journalist Steven Levy put it succinctly: “It was official: public crypto was our friend.”

In the decades since the resolution of the Crypto Wars, many of the predictions about how strong encryption would
benefit the economy, strengthen Internet security, and protect civil liberties have been borne out. In particular, the
widespread avaitablility of robust encryption laid the groundwork for the emergence of a vibrant marketplace of new
Internet services based on secure digital communications and the widespread migration of sensitive communications
online, The emergence of foundational technologies like the Secure Sockets Layer (SS1) and the Secure Shell Protocol
{SSH) allowed the encrypted web to expand rapidly to include electronic banking, electronic medical records
systems, online bill payment tools, home automation systems, e-filing systems for taxes, and VPNs. The evolution of
the ecosystem for encrypted communications has also enhanced the protection of individual communications and
improved cybersecurity, and today, strong encryption is an essential ingredient to the overall security of the modern
network. And finally, the end of the Crypto Wars ushered in an age where the security and privacy protections afforded
by the use of strong encryption also help promote free expression.

Unfortunately, the consensus that strong encryption is good for security, liberty, and economic growth has come under
threat in recent years. The June 2013 revelations about the U.S, National Security Agency’s pervasive surveillance
programs — not to mention the NSA’s direct attempts to thwart Internet security to facilitate its own spying
dramatically shifted the national conversation, highlighting the vulnerabilities in many of the tools and networks
on which we now rely for both everyday and sensitive communications. While ordinary individuals, civil liberties
advocates, and major technology companies have since embraced greater use of encryption as a necessary step to
address a wide range of modern threats from both government and nongovernment actors, intelligence agencies and
law enforcement officials have also become increasingly outspoken against measures to strengthen these systems
through encryption. To make their case, they have revived many of the arguments they made about encryption in the
19908, seeming to have forgotten the lessons of the past.

It seems like we may once again be on the verge of another war: a Crypte War 2.0, But it would be far wiser to maintain
the peace than to begin a new and unnecessary conflict, There is no reason to repeat our previous mistakes.
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INTRODUCTION

History sometimes repeats itseif.

In the past year, a conflict has erupted between technology companies, privacy advocates, and members of the U.S. law
enforcement and intelligence communities over the right to use and distribute products and services that use strong
encryption. In September 2014, Apple announced that it would be moving to smartphone encryption by default on all
devices running its new i0S, followed a few days later by a similar announcement from Google about the latest version
of the Android operating system.’ Since the 2013 Snowden disclosures - which caused consumer trust in American
technology companies to plummet® — a number of U.S, companies have taken greater steps to use the more secure
HTTPS protocol, to encrypt end-user devices by default, and to make end-to-end encryption® available for their ematil
and messaging services.s Although many users in the United States and around the world welcomed the changes, the
Apple and Google announcements in particular prompted significant backlash from some American law enforcement
and intelligence officialss FBI Director James Comey has argued that Apple and Google’s new privacy-enhancing
features will “allow people to place themselves beyond the law” and that default encryption could seriously hinder
criminal investigations, calling on Congress to take action to force companies to maintain some kind of backdoor to
allow government access to communications if a warrant has been obtained.® Former Attorney General Eric Holder has
also urged tech companies to leave backdoors open for police, and their arguments have received support from the
National Security Agency and the Office of the Director for National Intelligence.? The requests have ignited a public
discussion about whether it is technically feasible to implement surveillance backdeors without undermining the
overall security of cryptographic systems, and what the economic and civil liberties implications are?

This is not 4 new debate. A similar policy battle over encryption happened twenty years ago: a conflict that has come
to be known as the “Crypto Wars.,™ Throughout the 1990s, policymakers and advocates fiercely debated the tradeoffs
related to the proliferation of encryption technology both in the United States and overseas. Although the dispute
had been brewing beneath the surface for years, the beginning of the Crypto Wars can be traced back to the Clinton
Administration’s 1993 “Clipper Chip” proposal, which eventually evolved into a broader debate about “key escrow”
technologies and whether the government or a trusted third party should hold master keys that could be used to
decode any encrypted communications. By 1996, the battle was being fought on two fronts, as the conflict over the
U.S. government’s attempt to restrict the proliferation of strong encryption technology overseas through export
controls erupted. After a groundswell of opposition from privacy advocates, industry representatives, and prominent
politicians — including significant online organizing and lobbying efforts to educate the public and the highlight the
technical and legal flaws in the U.S. government’s policies - the Administration capitulated, abandoning the Clipper
Chip and related key escrow proposals and relaxing U.S. export controls on strong encryption products.” By the time
Vice President Al Gore finally announced sweeping changes to U.S. export restrictions in the fall of 1999, it was clear
that the Crypto Wars were over, and the arguments in favor of strong encryption had won.

This paper tells the story of the original Crypto Wars and the lessons that they offer. It is a story about policy responses
to new technology, butit is also a story about a sustained, coordinated effort among industry groups, privacy advocates,
and technology experts from across the political spectrum to push back against government policies that threatened
online innovation and fundamental human rights. Its goal is to remind us of what happened twenty years ago and why
the debate reached the conclusion that it did, so that we might avoid the Crypto Wars 2.0. Unless we learn the lessons
of the first Crypto Wars, we may be doomed to repeat the mistakes of the past.

June 2015 | Doomed to Repeat History? 1
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|. BEFORE THE CRYPTO WARS

Contrary to what many people now believe, encryption technology is not a product of the digital age, nor something
that the Founding Fathers could not have fathomed when they wrote the United States Constitution.”? In fact, in the
early 1790s, while serving as George Washington’s Secretary of State, Thomas Jefferson himself relied upon encryption

to securely encode and decode messages in the letters that he sent
overseas, using a wooden device that he invented known as a wheel
cipher.” Encryption methods have actually been used for centuries
by diplomats, intelligence officers, and soldiers — from the ancient
Romans to the likes of Benjamin Franklin, Alexander Hamilton,
and John Adams — to send sensitive messages without fear that the
contents could be read if they were intercepted.*

Modern encryption relies on mathematical algorithms to protect the
security and integrity of messages and streams of data as they are
transmitted electronically or when stored on devices.s For much of
the twentieth century, these sophisticated encryption techniques were
available almost exclusively to members of the government, military,
and intelligence communities. Even as encryption methods became
more effective and easier to use over time, they still required special
technology or training that was closely guarded, and much of the
cutting-edge development in the field was not visible to the public.’®

DEFINING CRYPTOGRAPHY

The term “cryptography” refers to the
practice and study of theory and techniques
for secure storage and communications.
Encryption is the actual process of
combining the contents of a message
(“plaintext”) with a secret value or password.
(the encryption “key”) in such a way that
scrambles the content into a totally new
form (“ciphertext”) that is unintelligible to
unauthorized users. The goal is that only
someone with the correct key can decrypt
the information and convert it back into
plaintext.

As aresult, although significant advances had been made in the field
by the early 1970s, sending encrypted electronic messages remained
beyond the reach of ordinary individuals until 1976.

THE BIRTH OF PUBLIC KEY CRYPTOGRAPHY

“The crypto war is the inevitable consequence of a remarkable discovery made almost 20 years ago, a breakthrough
that combined with the microelectronics revolution to thrust the once-obscure field of cryptography into the
mainstream of communications policy.”

- Stephen Levy, “Battle of the Clipper Chip” (1994)

“The set of algorithms, equations and arcane mathematics that make up public key cryptography are a crucial
technology for preserving computer privacy in and making commerce possible on the Internet. Some hail its
discovery as one of the most important accomplishments of 20th-century mathematics... Without it, there would be
no privacy in cyberspace.”

- Peter Wayner, “A Patent Falls, and the Internet Dances” (1997)

Everything changed with the invention of public key cryptography in 1976. Two researchers named Whitfield Diffie
and Martin Hellman published a revolutionary paper on a new technology they called “public key cryptography,”?
which demonstrated how ordinary individuals and businesses could securely communicate data over modern
communications networks.”® Diffie and Hellman described a process in which each participant in a conversation
created related public and private keys, which could then be used to encrypt and decrypt plaintext conversations.”

2 June 2015 | Doomed to Repeat History?
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Their crucial insight was that the key used to encrypt a
message could be linked to, but distinctfrom, thekey used
to decrypt the message — so that anyone could create and
distribute a unique “public” key, useful only for creating
messages that no one but the owner of the corresponding
“private” key would be able to unscramble» Unlike
previous methods of encryption, this approach allowed
fwo or more parties to communicate privately and
securely even if they had never previously met.»

The discovery of public key cryptography laid the
foundation for a number of innovations in secure
communications over the next 4o years. Not long after
Diffie and Hellman’s “New Directions in Cryptography”
was published, three mathematicians at the
Massachusetts Institute of Technology — Ronald Rivest,
Adi Shamir, and Leonard Adleman - developed a system
that put the split-key encryption theory into practice.
The technique that they created in 1977, known as “RSA”
(a combination of their initials), ensured that electronic
mail messages could be kept private. If also offered a
means to digitally “sign” messages to show authenticity.®
This discovery, coupled with Diffie and Hellman’s paper
and other research, sparked the beginning of significant
academic interest in cryptography.

In those early days, however, the commercial viability
of technology that used public key encryption remained
unclear.® The market for strong cryptosystems that
eventually developed had two fundamental drivers:
the increasing use of personal computers by large
companies, and the demand for secure email technology
for individual use.* So as both became more commeon in
the 198os, commercial demand for encryption products
exploded.” The increased use of networked PCs by
corporations required that they use strong encryption
to protect those networks, especially as more and more
confidential data was computerized.® New markets
emerged for authentication and digital signature
software, antivirus software, data storage protection,
firewalls, utility software, network security products, and
virtual private network (VPN) software.®

While corporations drove much of the commercial
development of cryptographic technology, a burgeoning
community of privacy activists also bhegan to create
encryption tools for individual users. Computer scientist
Philip Zimmermann designed one of the first major
practical tools for end-to-end public key encryption of

June 2015 | Doomed to Repear History?

files and e-mail - a project called Pretty Good Privacy
(PGP) — and released it publicly in 1991. As Zimmermann
explained, “until recently, if the government wanted
to violate the privacy of ordinary citizens, they had to
expend a certain amount of expense and labor to intercept
and steam open and read paper mail.”* But with email,
this was no longer the case - messages transmitted in
plaintext were essentially postcards that could be read
by anyone who intercepted them. A tool to encrypt text,
emails, files, and contents of hard drives helped empower
individuals to “take their privacy into their own hands.”>

THE U.S. GOVERNMENT PREPARES FOR
BATTLE

“If peaple had access so the means ro encrypt their
private communicarions, there conld be a place 1o
hide—and a universal means ro privacy was what
an agency charged with eavesdropping is hell-bent to
prevent.”

- Steven Levy, Crypro (2001)

While businesses and individuals may have been
happy about the increasing use of encryption, the US.
government was not. From the 1970s onward, intelligence
and military officials in particular had identified
advances in cryptographic technology as a threat to U.S.
security and taken actions to discourage or halt research
on encryption® They understood that the widespread
adoption of encryption - by both corporations and
individuals — challenged their longstanding domestic
monopoly on the use of electronic ciphers, as well as
their ability to prevent encryption from spreading around
the world.» As Jay Stowsky, a professor at UC Berkeley,
explained, “{Early civilian cryptographers’] extraordinary
achievements from the 19708 on were not viewed as
benign by the world-class eavesdroppers at the NSA... As
commercial applications developed by U.S. companies
nevertheless became ever more sophisticated and widely
accessible, the full weight of the federal government
was brought to bear to control the pattern and pace of
their diffusion.” But maintaining this control became
increasingly difficult as a growing number of individuals
and corporate actors built upon the work of early pioneers
like Diffie, Hellman, and the RSA trio in the 19808

By the early 1990s, the proliferation of personal
computers, cell phones, and the Internet forced
these concerns about the impact of encryption on

3
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surveillance capabilities to the surfaces® In January
1991, Senator joe Biden inserted new language into
the draft of an anti-terrorism bill, expressing a Sense
of Congress that electronic communications service
providers and equipment manufacturers “shall ensure
that communications systems permit the government
to obtain the plaintext contents of voice, data, and
other communications when appropriately authorized
by Jaw.”s Although the proposal did not advance, the
message to companies was clear: the government was
nof likely to tolerate communications services offering
strong encryption unless they also included “backdoors”
allowing the government to lawfully obtain the decrypted
contents of encrypted messages. Meanwhile, within the
NSA, discussions began in earnest in 1992 about how the
government might permanently address the “problem” of
the widespread use of encryption.®

The murmurings about a possible “solution” signaled that
a major conflict conflict over encryption was inevitable.
War was coming.

S
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Il. THE BATTLE OF THE CLIPPER CHIP AND
THE WAR OVER KEY ESCROW

“We need the ‘Clipper Chip’ and other approaches that can both provide law-abiding citizens with access ro the
encryption they need and prevent criminals from using it ro hide their illegal activities.”

- White House Press Statement (April 1993)

On April 16, 1993, the White House unveiled a new initiative to address the competing challenges presented by
the growing use of encryption.* The concept was simple: Government engineers had developed a state-of-the-art
microchip, known as the “Clipper Chip,” which could be inserted into consumer hardware telephones, providing the
public with strong cryptographic tools without sacrificing the ability of law enforcement and intelligence agencies
to access unencrypted versions of those communications.* The White House’s official announcement called it “an
important step in addressing the problem of encryption’s dual-edge sword.”*

The government offered assurances that the cryptographic algorithm used in the chips was more powerful than most
available commercial encryption standards, protecting sensitive information while preserving “the ability of federal,
state and local law enforcement agencies to intercept lawfully the phone conversations of criminals.”s* Although
adoption of the standard was technically voluntary, the government committed to purchasing a massive number of
devices containing the Clipper Chip, which officials hoped would strongly influence the marketplace and result in its
widespread adoption throughout the 1990s.%

HOW THE CLIPPER CHIP WORKED

The Clipper Chip technology relied on a system of “key escrow,” in which a copy of each chip’s unique encryption
key would be stored by the government. In order to increase security, every key would be split in two so that no single
organization had all the information necessary to conduct an unauthorized wiretap. These parts were entrusted to the
Commerce Department’s National Institute of Standards and Technology (NIST) and the Treasury Department. When
they had “lawful authorization,” the two federal agencies would jointly release them to law enforcement, providing
the means to access unencrypted copies of the encrypted conversations.

The NSA selected an encryption algorithm known as “Skipjack” to use in the Clipper Chip. Skipjack represented
the culmination of the agency’s efforts to establish a crypto standard that was ostensibly both strong and easy to
compromise for legitimate law enforcement purposes. It was considerably more sophisticated and robust than any
other established encryption algorithm then available.* But the NSA was only willing to let Skipjack be used under
two conditions. First, because the algorithm itself was classified, it could only be embedded into devices (such as
secure phones) that were manufactured in collaboration with the government; no one outside of the NSA was allowed
to actually see how Skipjack worked, or use it for non-authorized purposes.“ Second, the government mandated that
Skipjack only be used in tandem with another system that introduced a “backdoor” into the cryptographic process —
officially known as a “Law Enforcement Access Field,” or LEAF — which government officials could use to gain access
to the keys that protected any Skipjack-encrypted communication.«

The supposed strength of the Skipjack algorithm was central to the government’s justification of the Clipper Chip
proposal. By offering consumers encryption that was significantly moreadvanced than anything thathad previously been
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available, they hoped to build public trust and acceptance
of the technology — enough to overcome concerns that it
also facilitated government access through key escrow.+®
So the government convened a panel of academic and
industry experts to conduct a review of Skipjack.® The
leader of the group, a computer science professor from
Georgetown named Dorothy Denning, was not only a
crypto expert but had spent significant time researching
and defending the positive role that the “hacker culture”
could play in a modern information society. In the early
1990s, she came out in favor of escrowed encryption as a
means to balance individual privacy interests with overall
social good.” In later years, Denning explained that as a
participant in the panel she aimed to address concerns
that the Clipper Chip was insecure and allegations that
the NSA’s decision to keep Skipjack classified was an
attempt to hide vulnerabilities in the algorithm.5

The report’s overall assessment of Skipjack was
overwhelmingly positive. It concluded that it would be “36
years before the cost of breaking Skipjack by exhaustive
search will be equal to the cost of breaking DES today,”
and that “there is no significant risk that Skipjack can be
broken through a shortcut method of attack.”s

In July 1993, around the same time that the expert panel’s
interim report on Skipjack was published, NIST initiated
a public comment process on the Clipper Chip and the
concept of key escrow more broadly. In a stark contrast to
the affirmation expressed by Denning’s group, only two
of the 320 comments NIST received in response to its call
were positive.s Experts participating in the NIST process
voiced three primary sets of concerns with the proposal.
First, many were wary of trusting the U.S. government as
a keyholder, which would give federal agencies and law
enforcement officials unprecedented access to — and
power over — the private information of their citizens.
Diffie, the father of public-key cryptography, argued that
key escrow eliminated one of the system’s key strengths:
it re-introduced reliance on a third party to protect keys,
a serious vulnerability.’> To make matters worse, under
the Clipper Chip scheme, this third party would be the
government, which was especially troubling for privacy
advocates who already questioned the government’s
respect for personal privacy.s®

Relatedly, some industry commenters were concerned
about how the Clipper Chip could affect future business,
given the government’s explicit intent to use its market

6

power to shape the business environment and concerns
that it might eventually make the technology mandatory.s”
And regardless, in the meantime, any company that
wanted to do business directly with the government
would be forced to adhere to the Clipper standard.’® The
chips themselves were expensive and, by design, could
only be purchased from one supplier, which eliminated
the potential for competition in production or pricing.®
There was also a risk that other products might not be
compatible with Clipper-enabled devices.® As journalist
Steven Levy wrotein1994, “the Government’s stated intent
is to manipulate the marketplace so that it will adopt an
otherwise unpalatable scheme and make it the standard.
Existing systems have to cope with... incompatibility with
the new Government Clipper standard. Is it fair to call
a system voluntary if the Government puts all sorts of
obstacles in the way of its competitors?”®

Finally, there was speculation that Clipper was the first
step toward prohibition of other forms of encryption
that did not rely on key escrow or provide other means
of backdoor access to communications.” Corporations
and individuals that had already adopted encryption
technology feared that their tools might be rendered less
effective — or even declared illegal — if the Clipper Chip
took off.®

PUBLIC MOBILIZATION AGAINST THE
CLIPPER CHIP

The NIST comment process was not the only place
where members of the public expressed concerns about
the Clipper Chip. In fact, the proposal sparked an
unprecedented wave of coordinated digital activism and
lobbying efforts from a multitude of different groups.®
Opposition to the Clipper Chip united privacy activists,
technologists, academics, hackers, and industry leaders
from across the political spectrum in the face of what
they considered a significant threat to Internet security,
economic competitiveness, and individual civil liberties.

In May 1993, a few weeks after the Clipper Chip proposal
was announced, Whit Diffie testified before Congress
on “The Impact of a Secret Cryptographic Standard on
Encryption, Privacy, Law Enforcement and Technology.”
Diffie’s testimony offered a window into the significance
of the issue. “[S]uch a proposal is at best premature and
at worst will have a damaging effect on both business
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security and civil rights without making any improvement
in law enforcement,” he told the chamber.

Two weeks later, 26 of the nation’s largest computer
companies issued a statement through their trade
organization, the Computer and Business Equipment
Manufacturers Association, criticizing the economic
viability of the Clipper plan. The group, which included
Apple, AT&T, Hewlett Packard, IBM, and Xerox, told the
Computer System Security and Privacy Advisory Board®
that “encryption issues no longer can be treated as the
province of only a small circle of national security, law-
enforcement and technology experts.”?

These efforts were only the beginning of a sustained
effort by a diverse, loose-knit coalition of companies
and activists to demonstrate the potential harms of
the government’s key escrow proposal. Key to that
movement were the Cypherpunks, a “confederation of
computer hackers, hardware engineers and high-tech
rabble-rousers” who saw the proposal as a fundamental
threat to electronic privacy.®® As one of the Cypherpunk
founders, Eric Hughes, said not long after the Clipper
Chip was announced, “This plan creates the ears of Big
Brother, just as Orwell warned.”® The introduction of the
Chip confirmed their fears that the government’s mission
was to cripple strong cryptography and keep it out of
the public’s hands’° Comprised mainly of technologists,
the Cypherpunks embraced electronic mailing lists and
online newsgroups to organize and disseminate their
message.” They planned boycotts of AT&T — which had
agreed to include the Clipper Chip in its new encrypted
phone — and organized media campaigns, cooperating
with new digital rights advocacy groups as part of their
strategy to protect encryption.:

A wide range of individuals and organizations joined
the Cypherpunks in the public campaign against the
Clipper Chip. Recognizing the clear threat to the right to
privacy, nascent digital rights groups like the Electronic
Frontier Foundation (EFF) and the Electronic Privacy
Information Center (EPIC) rallied against the proposal.
They organized experts to speak on panels, testified
before Congress, and circulated electronic petitions,
including one that garnered over 50,000 signatures —
an unprecedented number in the early days of Internet
activism. Decades before popular online advocacy
campaigns like the one that stopped the Protect IP Act
(PIPA) and Stop Online Piracy Act (SOPA) in 2012, these
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groups used Internet-enabled tools like email and online
forums to spread and amplify their messages and force
a public conversation about the merits of the Clipper
proposal.’®

A key part of the organizing strategy involved bringing
together diverse groups of constituents to articulate the
threats posed by the Clipper Chip. A group called the
Computer Professionals for Social Responsibility (CPSR),
which was founded in 1981 to “promote the responsible
use of computer technology,”” coordinated many of
these efforts, organizing letters and online petitions to
demonstrate both widespread and expert opposition to
the proposal. In January 1994, for example, CPSR brought
together more than three dozen leading cryptographers,
security experts, and privacy advocates in a letter to the
Clinton Administration urging it to abandon the Clipper
Chip scheme’® The signatories included many of the
fathers of public cryptography — Diffie, Hellman, Rivest,
Zimmermann, and Ralph Merkle among them — as well as
trusted privacy and security experts like Bruce Schneier
and Jerry Berman. The letter contained an ominous
warning: “If the plan goes forward, commercial firms
that hope to develop new products will face extensive
government obstacles. Cryptographers who wish to
develop new privacy enhancing technologies will be
discouraged. Citizens who anticipate that the progress of
technology will enhance personal privacy will find their
expectations unfulfilled.””

Privacy advocates also teamed up with allies in industry
to highlight the economic ramifications of the proposal.
In May 1993, the Digital Privacy and Security Working
Group — a coalition that included both privacy advocates
and communications and computer companies like
Apple, AT&T, Hewlett-Packard, IBM, Lotus Development
Corporation, Microsoft, RSA Data Security, and Sun
Microsystems — submitted a letter to President Clinton
expressing concerns about the Clipper program. “While
we recognize the importance of authorized national
security and law enforcement needs,” the letter stated,
“we believe that there are fundamental privacy and other
constitutional rights that must be taken into account.”®
These were some of the country’s most powerful tech
companies telling the White House that they were
concerned about its sweeping new policies — the same
companies who were expected to build products that
employed key escrow systems.
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Finally, a number of prominent politicians from both
sides of the political spectrum joined the fray, including
Senators John Kerry and Patrick Leahy and Representatives
Maria Cantwell, Sam Gejdenson, and Ed Markey.® As
Senator Patrick Leahy, one of the most vocal critics of
Clipper, pointed out, one had to wonder if it would even
be effective given the existence of alternatives like PGP. “I

THE COMMUNICATIONS ASSISTANCE FOR
LAW ENFORCEMENT ACT (CALEA)

It is difficult to tell the history of the Crypto Wars without
telling the story of the Communications Assistance for
Law Enforcement Act (CALEA), which Congress passed
in 1994. CALEA was written in response to concerns
from the FBI that, as telecommunications services
were transitioning from analog to digital systems, they
needed to preserve and enhance their ability to access
communications transmitted by those services when
they had lawful wiretap demands. After fierce debate
between privacy advocates and law enforcement officials,
both sides came to a compromise which included key
concessions related to the use of encryption and pro-
privacy updates to the Electronic Communications
Privacy Act (ECPA). In particular, law enforcement, under
heavy pressure from privacy advocates, had to accept
that the law’s mandate of intercept capability neither
prevented telecommunications users from employing
encryption nor required service providers to block or
break such user-generated encryption. The law, at 47 USC
§1002(b)(3), explicitly states that a “telecommunications
carrier shall not be responsible for decrypting, or
ensuring the government’s ability to decrypt, any
communication encrypted by a subscriber or customer,
unless the encryption was provided by the carrier and
the carrier possesses the information necessary to
decrypt the communication.” Further clarification can
be found in the legislative history, which explicitly notes
that “nothing in this paragraph would prohibit a carrier
from deploying an encryption service for which it does
not retain the ability to decrypt communications for law
enforcement access” and “Nothing in the bill is intended
to limit or otherwise prevent the use of any type of
encryption within the United States.”® The insertion of
this language was a key win for the pro-encryption side
in the Crypto Wars.

have serious questions about whether any sophisticated
criminal or terrorist organization is going to use the one
code endorsed by the U.S. Government and for which
U.S. Government agents hold the decoding keys,” he said
in a 1994 hearing. “There are a multitude of alternative
encryption methods commercially available.”

MARCHING TOWARD CLIPPER’S DEMISE

Despite growing opposition to the proposal, officials
seemed intent on moving forward with it. In February
1994, the federal government officially adopted the
technology behind the Clipper Chip as a Federal
Information Processing Standard. Formally known as the
Escrowed Encryption Standard (EES), its stated goal was
to “facilitate the acquisition of devices that implement
escrowed encryption techniques by Federal government
agencies.”%

The decision to move forward did little to reassure a
skeptical public. By March 1994, according to a CNN/
TIME poll, eighty percent of Americans opposed the
Clipper Chip.*s So the government went into public
relations overdrive. In an attempt to engage directly with
the opposition, the NSA’s Chief Counsel Stewart Baker
published an article in Wired, a tech-focused magazine,
called “Don’t Worry Be Happy: Why Clipper Is Good For
You.”®¢ He also participated in an online Q&A on the
subject, attempting to address the most pervasive myths
about the Clipper Chip. Dorothy Denning also went on
the offensive to advocate for the program, writing journal
articles and op-eds, debating prominent critics online,
and becoming one of the government’s most vociferous
advocates.®” But these spirited defenses gained little
traction in comparison to the diverse coalition of groups
that had come together opposing Clipper.

The final death blow for the Clipper Chip came in June
1994 from Matt Blaze, a computer scientist at AT&T Bell
Laboratories. In a technical paper titled “Protocol Failure
in the Escrowed Encryption Standard,” Blaze revealed that
he had found a serious flaw in the Clipper Chip’s security.®®
Simply put, Blaze demonstrated that the technology did
not work as advertised: with the help of a brute force
attack, a user could avoid transmitting the LEAF and
circumvent the law-enforcement surveillance mechanism
entirely.® Consequently, “some communications... can
be encoded so that not even the government, decrypting
keys in hand, can unscramble them.”*° The circumvention
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of Clipper’s “backdoor” was the most damning evidence
yet, confirming fears that the encryption standard had
significant unforeseen vulnerabilities® What's more,
the fact that the government could be shut out of its own
surveitlance protocol suggested that it was not qualified
to be dictating technical mandates like the Clipper
Chip at all. The New York Times headline about Blaze's
research simply read: “Flaw Discovered in Federal Plan
for Wiretapping.”?

Blaze's discovery, coupled with the growing wave of
public opposition, proved fatal to the original Clipper
Chip proposal. In a January 1995 Wall Street Journal
article about a new, much stronger chip being developed
by AT&T and a semiconductor manufacturer, one analyst
called the Clipper Chip “dead.” As James Bidzos, the
president of RSA Data Security, suggested, “the NSA must
see that they’re losing the battle.”

THE CLIPPER CHIP IS DEAD! LONG LIVE
KEY ESCROW!

“Thés comvergence af technology
modens, FAX, digital phones, information superbi;
et celera — iy all part of the informalion revolution. ..
these deices will be nsing encrypiton.. . Trying to stop ih
Gk trying to leelstate the tides and the weather. .. cven with
the NSA and the FBI on their side, ity still impossible.” ™

cheap

5
All

- Phil Zimmermann, Congressional Testimony (1996)

Although the initial Clipper proposal flopped, the idea
that the government could find a compromise that would
allow it {o access the keys to a widely implemented
encryption standard lived on throughout the 19g90s.
Many policymakers clung to hopes that it was possible
to securely implement a key escrow system for phone
calls, emails, and other communications and storage
applications.? In short, the government did not abandon
its attempts to control cryptography after 1994 — it simply
changed tactics. The evolution was toward the concept
of “software key escrow,” sometimes called “commercial
key escrow” {(CKE).2¢ Later, some would also refer {o these
as “key recovery” schemes?”

Commercial key escrow was different from the Clipper
Chip in a number of respects. Rather than focusing on the
inclusion of a physical chip in hardware, the idea was to
convince companies to implement a key escrow system
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themselves, a much more fexible alternative which
could also be used for software products containing
strong encryption. Instead of requiring the use of a single
cryptographic algorithm, like the government had tried
with Skipjack, new proposals simply Hmited the key
length to 64 bits.»® Under the new scheme, private escrow
agents — certified by the government, of course — would
hold the keys, rather than simply putting everything in
the hands of the Treasury Department and NIST» To
sweeten the deal, the government offered the software
industry a significant carrot: they would relax encryption
export controls in exchange for agreeing to these criteria
(a debate which we will discuss in further depth in the
next part of this paper).

Subsequent iterations of the proposal, introduced in
1995 and 1996, attempted to use the new commercial key
escrow model to address the concerns of U8, companies. /o
However, although marginally improved and repackaged,
these key escrow proposals were ultimately no more
palatable than the original Clipper Chip (and some even
referred to them dismissively as “Clipper 1" and “Clipper
H1I”). Opponents maintained serious reservations about
the potential abuse of power by the trusted third party
in the absence of a strong mechanism for oversight and
concerns about the security of the escrow system.'
In May 1996, Senator Conrad Burns lambasted the
Administration’s third, and ultimately final, attempt:
“IThe third version of the administration’s Clipper Chip
proposal is a swing and a miss. It’s thme to quit relying on
government mandates for what is truly a matter of great
conecern to the private sector: the expansion of commerce
on the Internet and other computer networks.”2

COMMERCIAL KEY ESCROW:
“A SWING AND A Miss”

During the first Clipper debate there had been a vocal, if
small, group of lawmakers opposing to the proposal in
both the House and Senate. But as the debate expanded
to more complex attempis to regulate encryption, those
concerns grew and began to encompass broader value
questions. How should privacy be protected in the digital
age? How could the United States balance its interest
in national security with its commitment to economic
development and strong civil liberties when dealing
encryption technology? Congress held hearings on the
merits of key escrow, often led by Clipper opponents like
Senator lLeahy, Senator Ashcroft, Senator Burns, and
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Representative Bob Goodlatte* None of them seemed
willing to accept the Administration’s software key
escrow proposals.

Some, like Senator Burns, argued that decisions about
the use of encryption should be left up to businesses.
In a letter to “the Internet community” in May 1996, he
criticized the Administration for acting “without regard
to the harm this policy has on American businesses’
ability to compete in the global marketplace or the ability
of American citizens to protect their privacy online.
Until we get the federal government out of the way and
encourage the development of strong cryptography for
the global market, electronic commerce and the potential
of the Internet will not be realized.” Af the same time,
Burns introduced legislation that would, among other
things, prohibit mandatory key escrow and limit the
Commerce Department’s ability to mpose encryption
standards on non-government entities, as they had
attempted to do with the Clipper Chip.* The Promotion
of Commerce Online in the Digital Fra (Pro-CODE) Act,
along with simitar proposed legislation like the Security
and Freedom Through Encryption (SAFE) Act (which we
discuss in detail in Part 11{) demonstrated the lengths to
which some members of Congress were willing to go to
stop the Administration’s quest for key escrow. ¢

Other lawmakers stressed the importance of civil liberties
in the digital era, clearly concerned about the impact of
mandatory backdoors on those fundamental rights. In
1997, for example, John Asheroft made an impassioned
defense of online privacy, arguing that, “There is a
concern that the Internet could be used to commit crimes
and that advanced encryption could disguise such
activity. However, we do not provide the government
with phone jacks outside our homes for unlimited
wiretaps. Why, then, should we grant government the
Orwellian capability to listen at will and in real time to
our communications across the Weh?™er

Meanwhile, additional evidence against the adoption of
these proposals continued to pile up. After an extensive
study, the National Research Council (NRC) issued a 700~
plus page report in 1996 on the policy challenges that
encryption posed, strongly endorsing its availability. The
report’s primary recommendation stated that:

No law should bar the manufacture, sale, or
use of any form of encryption within the United

States. Specifically, a legisiative ban on the use
of unescrowed encryption would raise both
technical and legal or constitutional issues.
Technically, many methods are available to
circurvent such a ban; legally, constitutional
issues, especially those related to free speech,
would be almost certain to arise, issues that are
not trivial to resolve ©?

The report also found that the “debate over national
cryptography policy can be carried out in a reasonable
manner on an unclassified basis,” undermining the claims
made by those who invoked classified information to
bolster thelr arguments.@ Overall, the NRC’s conclusions
were overwhelmingly pro-encryption and had a powerful
impact on the debate.

Around that time, the foreign governments whom the
U.S. had also been lobbying to adopt a key recovery
approach overseas also rejected the idea. In early 1997,
the U.S. had attempted to get the Organisation for
Economic Co-operation and Development (OECD) to
adopt a recommendation supporting key escrow and
key recovery. But instead of supporting it, the OECD’s
final recommendation turned into a statement against
the idea A European Commission report later that
year went even further, declaring that, “In order to
make good use of the commercial opportunities offered
by electronic communication via open networks, a
secure and trustworthy environment is.. necessary.
Cryptographic technologies are nowadays widely
recognised as the essential tool for security and trust in
electronic communication.™ The Comunission rejected
the American proposals for key recovery on the basis
that they undermined privacy, threatened economic
growth, and were likely to be simply ineffective. “The
report appears to all but doom efforis by the Clinton
Administration and the Federal Bureau of Investigation
to establish a global system in which people who use
cryptography would have to deposit a ‘key’ for unlocking
their codes with an independent outside organization,”
explained the The New York Times in October 19g7.%

One of the final nails in the coffin for key escrow proposals
came from a group of almost a dozen technical experts
convened by the Center for Democracy and Technology
that included Matt Blaze, Whit Diffie, Ronald Rivest,
Bruce Schreier, John Gilmore, and Steve Bellovin In a
paper examining a range of proposals for key recovery,
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key escrow and “trusted third party” encryption, they
concluded that the “deployment of key-recovery-based
encryption infrastructures to meet law enforcement’s
stated specifications will result in substantial sacrifices in
security and greatly increased costs to the end user.” Their
analysis suggested that the task would be “enormously
complex” and “far beyond the experience and current
competency of the field.” What's more, they argued that,
“Fven if such infrastructures could be built, the risks and
costs of such an operating environment may ultimately
prove unacceptable,”™ The paper concluded that: “Key
recovery systems are inherently less secure, more costly,
and more difficult to use than similar systems without
a recovery feature. The massive deployment of key-
recovery-based infrastructures to meet law enforcement’s
specifications will require significant sacrifices in security
and convenience and substantially increased costs to all
users of encryption.” s

This final barrage of reports condemning the very idea
of key escrow represented the closing shots in the battle
that began with the Clipper Chip. However, by that point
the Crypto Wars were also raging on another front, as pro-
and anti-encryption forces battled over the government’s
role in restricting the availability of encryption overseas.

June 2015 [ Doomed to Repeat History?



325

Iil. THE BATTLE OVER ENCRYPTION
EXPORT CONTROLS

As the domestic fight over key escrow wore on, another battle was brewing on the international front over U.S. export
controls and encryption technology. The question at the center of that debate was whether American technologies
containing strong encryption should be made available overseas — which would in turn have a significant effect on the
domestic availability and use of encryption tools as well.

TESTING THE WATERS: THE CASES OF KARN, BERNSTEIN, AND ZIMMERMANN

In 1994, an engineer named Phil Karn tried to send a copy of Bruce Schneier's book, Applied Cryptography,*® and
an accompanying floppy disk containing an electronic copy of the book text, outside of the United States” At the
time, products containing encryption were regulated as munitions exports under the International Traffic in Arms
Regulations (ITAR), so Karn submitted a request to the Department of State to find out if the book was subject to
any restrictions. The verdict that came back seemed paradoxical: although the book could be freely exported without
restriction, the disks - which included the same encryption source code printed in Part Five of the physical book
were designated under a defense category subject to strict export controls.”* Karn appealed the decision on the basis
that the export restriction violated his First Amendment rights.

Although a judge ultimately dismissed Karn's claims in 1996, other high-profile legal incidents related to the export
restrictions on encryption technology arose in the mid-19gos as well — part of aloosely coordinated effort to highlight
growing concerns with the U.S. regulations as commercial encryption spread. For example, many are familiar with the
case of Daniel Bernstein, a PhD candidate at UC Berkeley who fought a series of court challenges after he atierapted
to publish his public key encryption algorithm, “Snuffle,” in both paper and online format.? Or Phil Zimmermann,
the creator of PGP, who found himself under a three year investigation by the Justice Department for possible export
violations because his cryptographic software program ended up in the hands of foreign Internet users, even though it
was only uploaded to sites based in the United States. The simple act of posting software to the Internet (or otherwise
publishing source code) was considered an export, creating substantial legal hurdles for any individual or company
that wished to sell products containing strong encryption abroad, or even make them freely available.

ENCRYPTION SOURCE CODE AS A WEAPON

“For the past two decades or more, a major goal of ULS. eryptography poli
cryplography from becoming widely available abroad, with export controls bei

bas been to prevent strong mass-market
he primary lool used to achieve this end.”

- Michael Froosakin, "It Came from Planet Clipper” (1996)

Because they had historically been used by military and intelligence agencies almost exclusively, cryptographic
tools were originally classified as munitions. Prior to 1996, all products using encryption were controlled under the
International Traffic in Arms Regulations (ITAR) and listed on the U.S. Munitions List (USML).» Products with strong
encryption were considered “dual use” technologies, meaning that they had both civilian and military applications,
akin to nuclear technology or chemicals that could be weaponized. The export controls were based on the strength of
the encryption - that is, the cryptographic key length* ~ and applied not only to hardware but also to encryption
software and source code. In 1994, for example, products with “strong encryption” were those with key lengths greater
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than 4o bits.» Under the ITAR regime, most applications
to export aryptographic software with longer keys would
be denied, although the restrictions were more lax
when it came to “special” categories of applications like
those that protected financial information.” Notably,
the restrictions did not prevent people from sending
encrypted messages abroad, but they prohibited the
export of tools that provided the means to encrypt and
decrypt those messages.

By the mid-ggos, as commercial use of encryption was
taking off, the place of these wols on the USML became
increasingly difficult to justify. Yet the U.S. government
had astrong incentive to maintain strict encryption export
controls. Limiting the ability of American companies to
sell certain cryptographic products in foreign markets
allowed the government to delay the spread and
adoption of strong encryption technology abroad, which
many officials feared could reduce their ability to gather
intelligence on foreign targefs.'” Big companies like
Apple, Microsoft, and Lotus knew that they often could
not get licenses to sell strong cryptography overseas,
so they were forced to make separate versions of their
products for foreign markets. In these products, the
encryption features were either stripped out entirely
or relied on a weaker, “export-grade” version that was
easier to crack. Journalist Steven Levy described export-
grade encryption as “crypto lite”: it was “strong enough
to protect communications from casual intruders but
not from the [glovernment itself.™ Oy, as EFF putitin
a 1597 hulletin, “the government has limited the key size
of encryption to be exported to that which the NSA could
crack.

The implications of such a policy on the development of
the worldwide cryptographic market were far-reaching. As
a report by EPIC explained, export controls could reduce
or weaken the availability of encryption in common
programs, make it difficult to develop international
encryption standards and build interoperable programs,
and weaken the security of the Internet overall by forcing
the development of local encryption alternatives that may
not have gone through extensive peer review.®

Although export controls are generally not meant to
have a direct impact on domestic economic activity
— they are, after all, almed at foreign sales — the
encryption restrictions had broader consequences as
well. By requiring American companies to seek approval
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before exporting ayptographic technologies, the U.S.
government could continue o monitor and indirectly
influence the development of commercial cryptography.
The government could decide, for example, that it
locked favorably on licenses for a particular tool or
algorithm (perhaps, one might cynically suggest, because
they already knew how to crack it) and thus create an
incentive for U.S. companies fo integrate that tool into
their products instead of another method for which it
might be harder to obtain a license. And while some large
companies had enough of a business interest to produce
different domestic and export versions of their products,
for many it was too costly. Consequently, preventing the
export of strong cryptography could actually restrict
domestic use, forcing customers inside the United States
to use the same weaker, export-grade cryptography that
was required for foreign products.®

THE CAMPAIGN FOR CRYPTO WITHOUT
BORDERS

By the mid-1g90s, industry opposition to these restrictions
had grown fairly strong. The computer industry argued
that encryption export controls hampered technological
development because the policies forced them to develop
two distinct products for every piece of software
for domestic use, and another for foreign consumption.
In the long term, business analysts also worried that the
restrictions would hinder the American tech industry’s
overall competitiveness, given increasing demand for
strong cryptography overseas as e-commerce spread
and the development of foreign encryption alternatives
expanded . A report from the U.S. Department
of Commerce and the National Security Agency in 1996
acknowledged that some American businesses “believe
that not being able to participate at the early stage of
market development will be a tremendous obstacle to
their future international competitiveness” and predicted
that “export sales could increase significantly if allowed
to export stronger algorithms — some by orders of
magnitude.”s

one

A separate study by the Economic Strategy Institute in
1998 translated the predictions into specific numbers,
projecting anywhere between $35 billion and $95 hillion
in losses over the next five years as a result of encryption
export controls.® “The record shows that these controls
have had no discernible impact on national security, but
have demonstrably compromised America’s economic
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security,” the report concluded. “Foreign encryption
products are present in the free international market,
their competitiveness is increasing at the expense of
American companies, and their products are outside U.S.
regulatory authority. In this light, export controls are
indefensible.”

Overall, the economic stakes were clear: encryption
export controls were Thurting U.S. businesses
and undermining America’s economic interests.

“Probibiting the use of a particular form of cryptography
Jor the express purpose of maki. jcation intelligt
10 law enforcement officers is akin to probibiting someone
[Jrom speaking a language not understood by law enforcement
officers.” 1

- Shari Steele and Danny Weitzner (1996)

Export controls were also being legally challenged
through a series of court cases which focused on the
question of whether encryption source code should be
recognized as “speech” subject to the protections of the
First Amendment. The challenges mounted by Daniel
Bernstein and Phil Karn®® in the mid-1990s — along
with a third case, Jungerv. Daley” — were premised on the
argument that if code was speech, requiring an individual
to register and obtain a license to publish code outside of
the United States was an unconstitutional prior restraint
on that speech.

Although two of the three cases were resolved much
later — and with mixed rulings®® — the debate about
whether software code was speech shed light on some of
the broader civil liberties issues at stake. As EFF’s John
Gilmore explained in an interview in 1994:

There’s a whole continuum between a book
about cryptography, a book listing source
code, an on-line copy of that book, a piece
of actual source code, a piece of binary code
stored on diskette, a piece of binary code
loaded into a general-purpose computer, and
a machine that does nothing but encoding
and decoding. Somewhere along that
continuum, you go from having full rights
to anything you want, to having no export
rights. It’s not clear where the line should be
drawn. The government benefits from leaving

this line fuzzy, since people who actually have
the right to export are afraid that they don’t,
and don’t do it.»

Beyond the free speech issues, encryption export controls
raised significant privacy questions. Many of the concerns
voiced by privacy advocates were quite similar to those
brought up in the domestic Clipper Chip debate (which we
describe in the previous section of this paper) but a few
were unique to the export controls conflict. In particular,
some argued that restrictions on the export of encryption
worldwide effectively created two different standards
for privacy, providing a higher degree of protection
for communications between Americans within the
United States. This essentially meant that the Fourth
Amendment right to be secure in one’s digital “papers
and effects” stopped at the U.S. border, even for American
citizens communicating with colleagues and loved ones
abroad.*° These concerns were exacerbated by the fact
that there had been several high-profile demonstrations
of how easy it had become to crack export-grade crypto
by the late 1990s.4!

Finally, a growing body of evidence suggested that by the
end of the twentieth century, encryption export controls
were no longer very effective at stopping the spread of
strong encryption overseas. “Strong cryptography only
gets easier to implement — and harder to regulate — over
time,” wrote Ron Rivest, one of the developers of the
RSA algorithm, in 1998.142 A comprehensive report from
the Cyberspace Policy Institute at George Washington
University in June 1999 noted that there were over 500
foreign companies manufacturing or distributing foreign
cryptographic products in nearly 7o countries outside the
United States.'* Furthermore, the report found that on
average the quality of the foreign encryption products was
comparable to those built in the United States.' As Alan
Davidson, a staff attorney at the Center for Democracy
and Technology, explained to Congress, “world-class
strong cryptography is now widely available outside
the United States. The result is that criminals, terrorist
organizations, and rogue governments all have access to
the strongest encryption, while law-abiding individuals
around the world still do not have strong encryption
in the mass-market products they use.” The logic of
Davidson’s argument echoed the famous statement by
Phil Zimmermann in his explanation of why he created
PGP: “If privacy is outlawed, only outlaws will have
privacy.” ¢
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FROM WEAKENING CRYPTOTO
WEAKENED RESTRICTIONS:
THE LIBERALIZATION PROCESS

vigorous application of cryptography may also improve
ity: the encryption of communications, for
excample, protects U.S. businesses from industrial espionage.
Paradoxically, we may create a safer society by promoling a
technology that somenhat happers law enforcement.”

walional sec

- Ronald Rivest, “The Case Against Regulating
Encryption Technology” {1998

In the fall of 1996, the Clinton Administration took a
small but significant first step toward recognizing the
challenges that export controls presented for the spread of
commercial encryption products, Vice President Al Gore,
who had championed the Clipper Chip just a few years
earlier, delivered the news on October 1, 1996, as part of
a broader encryption-related initiative. In a statement,
Gore acknowledged the value of encryption in protecting
privacy and enabling secure online transactions, as well
as the overall benefits to Internet security and American
competitiveness in the technology sector:

The Administration’s initiative will make it
easter for Americans to use stronger encryption
products - whether at home or abroad - to
protect their privacy, intellectual property, and
other valuable information. It will support the
growth of electronic commerce, increase the
security of the global information, and sustain
theeconomiccompetitiveness of U.S. encryption
product manufacturers during the transition to
a key management infrastructure.s?

Gore went on to describe a temporary relaxation of export
controls as “part of a broader encryption policy effort
designed to promote electronic information security
and public safety.” The change meant that commercial
encryption products would no longer be considered
munitions, and would instead become part of the more
extensive push by the administration tv implement
commercial key recovery legislation. He described the
policy change as “broadly consistent with the recent
recommendations of the National Research Council”®
and suggested that it addressed “many of the objectives
of pending Congressional legislation.”
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Six weeks later, the White House issued Fxecutive Order
13026, which officially transferred the control of the
export of non-military encryption items on the USML
from the Department of State to the Department of
Commerce’s Export Administration Regulations (EAR)
and placed them on the Commerce Control List (CCL).»
Commerce created a new category of foreign policy and
nationtal security controls for “encryption items” (EI),
which would allow the commercial distribution of several
classes of software, including products used in financiat
transactions, encryption software that emploved key
lengths of less than 64 bits, and retail products exported
to individual consumers. The shift was generally met
with support by privacy advocates and companies alike,
who saw this as a first step in a broader liberalization of
encryption export controls. But because these items still
required a license — and because they came as part of
a broader effort to implement key recovery proposals —
the change left a number of the concerns expressed by
industyy, civil liberties advocates, and technical experts
unresolved. '

“Only by allowing the nse of strong encryption, not only
don Uy bt internationally as »
wiake fhe Tnternet a safe and se

can we hgpe Io

ure environment.”

- Representative Bob Goodlatte (1999)

Around the same time that the Clinton Administration
was tentatively taking its first steps toward liberalization,
a broader legislative effort — which Vice President Gore
referred to in his October 1996 speech — was underway
to shift U.S, policy more dramatically in the direction
of a positive encryption agenda. Representative Bob
Goodlatte first introduced the Security and Freedom
Through Encryption (SAFE) Act in Congress in March
1996. The bill's overall goal was simple: “to affirm the
rights of United States persons to use and sell encryption
and to relax export confrols on encryption.” It aimed
to prevent the government from creating a mandatory
key-escrow systen® and remove export restrictions on
most encryption, including lifting the existing lmits
on key length. Multiple versions of the legislation
were re-infroduced in the House and Senate throughout
the late 1990s. Eventually, the SAFE Act garnered
sponsorship from a majority of the members of the
House of Representatives - 258, to be exact -- reflecting
a broad and bipartisan consensus on the importance of
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promoting and protecting access to strong encryption
tools. A similar effort was undertaken by Senator Conrad
Burns in the Pro-CODE Act {(which we describe in Part ID).

With the pressure to relax encryption export controls
growing on the Hill, in the courts, and in the court of
public opinion, a vigorous debate was underway within
the Clinton Administration in 1997 and 1998 about
how to adapt while still protecting the interests of law
enforcement. In September 1998, after “several months
of intensive dialogue between the government and U.S.
industry, the law enforcement community and privacy
groups,” Vice President Gore announced additional
concessions relating to the export of strong encryption for
purposes like financial transactions, electronic banking,
and health records.® Under the new policy, hardware
and software products containing 56-bit encryption could
be exported without a license, and the requirement that
companies submit key recovery plans in exchange for
permission export those products was removed.s But
as a CNET reporter described it, “The plan announced
today continues the administration’s piecemeal strategy
of easing some of the export controls without fully lifting
the limits as many high-tech companies and civil liberties
groups would like.” They continued to fight for more
significant export control relief.

In August 1999, the President's Export Council
Subcommittee on Encryption™ made a number of
more aggressive recommendations related to revising
encryption export regulations, including raising the key
length limit for mass market hardware and software to
128 bits, which had become the standard for electronic
commerce at that point. The report was unequivocal in ifs
arguments that,

The U.S. government should recognize market
realities... land} the dificulty of controlling
mass-market products once they are allowed to
beexportedeventolimitedsectors. Furthermore,
mass-market products play an important role
in protecting the communications and data of
individuals—a segment of the encryption user
community that has been neglected in recent
liberalizations to the U.S. export policy.®

Shortly thereafter, on September 16, 1999, the White
House made a major announcement: in the coming
months, it would update its encryption policies to remove
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virtually all restrictions on the export of retail encryption
products, regardless of key length.® The government’s
intent was to “significantly update and simplify export
controls on encryption,” and it emphasized that, “The
updated guidelines will allow U.S. companies new
opportunities to sell their products to most end users in
global markets.” Guidance published by the Commerce
Department that same day offered additional details,
including the fact that they would continue fo restrict
exports to sanctioned countries and foreign government
and military end users.®

The announcement caught many encryption advocates
by surprise, but they nonetheless quickly leapt to support
it. The New York Times called the new policy change a
“reversal,” declaring: “Bucking pressure from the Justice
Department, the FB.L and intelligence agencies, the
White House yesterday essentially eliminated its complex
controls on the export of data-scrambling hardware and
software, handing a surprise victory to Congressional,
high-technology and privacy groups that have spent
vears fighting for the change.”®

Representative Bob Goodlatte, who had championed the
SAFE Act for a number of years, called it “huge news” and
a “tremendous victory.™® As Steven Levy put it succinetly:
“It was official: public crypto was our friend.” %

The following January, the Commerce Department
officially released the revised regulations, which
amended the FAR “to allow the export and reexport of
any encryption commodity or software to individuals,
commercial firms, and other non-government end-users
in all destinations.”® Although a handful of prohibitions
remained in place, the change swept away the vast
majority of the restrictions that had been the focus of the
debate in the previous decade.

One of the key steps in this Hberalization process was the
creation of an exemption for the export of free and open
source cryptography. The January 2000 changes made
“unrestricted encryption source code” exportable under
License Exception TSU, which covers a range of generally
available and mass-market technology and software.®
This eliminated the ambiguity surrounding the export
of products like PGP, removing them from legal limbo
in which it was uncertain whether they met the criteria
included in the free and open source exemption.
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Although the truce declared at the end of 1999 took many
encryption proponents by surprise,'” both industry and
civil liberties advocates got virtually everything for which
they had asked. As Rubinstein and Hintze summarize,
American “export policy [had] evolved from case-by-case
licensing of individual encryption exports, to policies
designed to encourage ‘key escrow’ or ‘key recovery’
encryption systems, to broad approvals for exports to
certain preferred industry sectors, and finally to nearly
free exportability of most products.™

After the last shots had been fired, the Crypto Wars ended
with a broad policy consensus: ensuring Americans’
ability to use and distribute strong encryption free of
govermment backdoors was critical to maintaining the
nation’s economic security and information security, as
well as maintaining Americans’ constitutional rights to
privacy and free speech.
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IV.POST-WAR: HOW THE CRYPTO
WARRIORS WERE PROVEN RIGHT

The Crypto Wars of the 19905 offer a compelling tale about the convergence of technical experts, business interests,
civil liberties advocates, and political leaders to articulate why encryption benefits Internet security, the information
economy, and civil liberties. In the decades since the conflict ended, many of the crypto warriors’ predictions have
been proven right, while new arguments in favor of strong encryption have also emerged as the technology continues
to change.

THE INTERNET AND THE INFORMATION ECONOMY HAVE GROWN EXPONENTIALLY
SINCE THE CRYPTO WARS

The resolution of Crypto Wars in favor of robust encryption for everyone played a significant role in jumpstarting the
nascent Internet economy in the early 215t century. In 1996, the National Research Council wrote that it was “widely
believed that encryption {would] be broadly adopted and embedded in most electronic communications products and
applications for handling potentially valuable data.”® Just as they predicted, the late 1990s and early 2000s witnessed
the emergence of a vibrant marketplace of new Internet services based on secure digital communications and the
widespread migration of sensitive communications online. Many of the major titans of the Internet economy were
founded in the five-year period immediately following the demise of the Clipper Chip proposal, including Ebay, Paypal,
and Amazon. Their business models depended on their customers’ ability to conduct secure transactions online and to
trust that connections advertised as secure actually were. " Indeed, since the Crypto Wars ended, electronic commerce
in the United States has risen steadily.'”

One of the most important protocols to emerge during this period was the Secure Sockets Layer (8SL) specification,
which eventually became “the secure communications protocol of choice for a large part of the Internet community.”7
SSL and its successor, Transport Layer Security (TLS), rely on encryption to provide, among other things, secure
connections between Internet browsers and the websites with which they communicate.”s The Secure Shell Protocol
{SSH), although lesser known, quickly became an equally indispensable tool for remotely administering large numbers
of servers — an essential prerequisite for the rise of the modem data-center.™ At the same time as these protocols were
being refined, entirely new industries were being formed to both support and leverage the new ecosystem of secure
digital communications. Companies Hke VeriSign™ (a spinoff of RSA Security) and Comodo® were formed to manage
public key infrastructure, issuing the digital certificates used for encryption. Their products provide independent
verification to consumers that the secure sites they are visiting have not been tampered with and are not being
impersonated by malicious actors. In addition {o bolstering consumer confidence, the added protection provided by
encryption also prevents a substantial number of real attacks that would otherwise be extremely easy to carry out.

In the early 215t century, the emergence of these foundational technologies allowed the encrypted web to expand
rapidly to include electronic banking, electronic medical records systems, online bill payment tools, home automation
systems, e-filing systems for taxes, and VPNs. Additionally, SSL was embedded in a huge number of physical products,
including smartphones, home routers, and media streaming devices — products and services that now represent billion
dollar industries unto themselves. Those who argued during the Crypto Wars that encryption would be a foundational
technology for the growth of the digital economy have undeniably been proven right.
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STRONG ENCRYPTION HAS BECOME
A BEDROCK TECHNOLOGY THAT
PROTECTS THE SECURITY OF THE
INTERNET

The evolution of the ecosystem for encrypted
communications has also enhanced the protection of
individual communications and improved cybersecurity.
Today, strong encryption is an essential ingredient in the
overall security of the modern network, and adopting
technologies like HTTPS s increasingly considered
an industry best-practice among major technology
companies.'” Even the report of the President’s Review
Group on Intelligence and Commutnications Technologies,
the panel of experts appointed by President Barack
(Obama to review the NSA's surveillance activities after
the 2013 Snowden leaks, was unequivocal in its emphasis
on the importance of strong encryption to protect data in
transit and at rest. The Review Group wrote that:

Encryption is an essential basis for trust on
the Internet; without such trust, valuable
communications would not be possible. For the
entire system to work, encryption software itself
must be trustworthy. Users of encryption must
be confident, and justifiably confident, that only
those people they designate can decrypt their
data.... Indeed, in light of the massive increase
in cyber-crime and intellectual property theft
on-lineg, the use of encryption should be greatly
expanded to protect not only data in transit,
but also data at rest on networks, in storage,
and in the cloud.®

The report further recommended that the U.S. government
should:

Promote security(] by (1) fully supporting and
not undermining efforts to create encryption
standards; {2) making clear that it will not in
any way subvert, undermine, weaken, or make
vulnerable generally available commercial
encryption; and (3} supporting efforts to
encourage the greater use of encryption
technology for data in fransit, at rest, in the
cloud, and in storage.”™

Moreover, there is now a significant body of evidence that,
as Bob Goodlatte argued back in 1997, “Strong encryption
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prevents crime.™® This has become particularly true as
smartphones and other personal devices that store vast
amount of user data have risen in popularity over the
past decade. Encryption can stop or mitigate the damage
from crimes like identity theft and fraud targeted at
smartphone users.®

Meanwhile, recent incidents have confirmed the dangers
of promoting policies that weaken encryption. In March
2015, a team of researchers discovered a bug that “for
more than a decade has made it possible for attackers to
decrypt HTTPS-protected traffic passing between Android
or Apple devices and hundreds of thousands oy millions of
websites.”® The researchers called it a “FREAK” attack,
which stands for “Factoring attack on RSA-EXPORT Keys,”
adeliberate reference to the export-grade encryption that
was developed by some companies in the 1990s to comply
with encryption export controls. An attack occurs when
an attacker forces a vulnerable browser to use weak 512-
bit RSA keys,™ which can now be cracked in a matter
of hours, and then steals passwords and other personal
information* Although most engineers abandoned
the use of export-grade keys after export controls were
liberalized, it appears that this functionality continued to
exist, largely unnoticed, in certain devices and servers for
decades.'™ In May 2015, researchers uncovered a similar
type of attack called Logjam which exploits a weakness
in TLS to downgrade encryption keys to weaker export-
grade key lengths.* In both the FREAK and Logjam cases,
the vulnerabilities were a direct result of the decision to
split functionality into domestic grade and export-grade
encryption. The attacks serve as a powerful reminder
about the vulnerabilities that may be created by policies
that restrict the export of strong encryption.

STRONG ENCRYPTION HAS BECOME AN
INTEGRAL TOOL IN THE PROTECTION OF
PRIVACY AND THE PROMOTION OF FREE
EXPRESSION ONLINE

The end of the Crypto Wars ushered in an age where the
security and privacy protections afforded by the use of
strong encryption alse help promote free expression. As
the American Civil Liberties Union recently explainedina
submission to the UN Human Rights Council, “encryption
and anonymity are the modern safeguards for free
expression. Without them, online communications are
effectively unprotected as they traverse the Internet,
vulnerable to interception and review in bulk.
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Encryption makes mass surveillance significantly more
costly.” ¥

The human rights benefits of strong encryption have
undoubtedly become more evident since the end of the
Crypto Wars. Support for strong encryption has become
an integral part of American foreign policy related to
Internet freedom, and since 2010, the U.S. government
has built up a successful policy and programming agenda
based on promoting an open and free Internet.™ These
efforts include providing over $120 million in funding for
“groups working to advance Internet freedom,” much of
which specifically funds circumvention tools that rely on
strong encryption — which makes Internet censorship
significantly harder as part of the underlying
technology.™® Similarly, a June 2015 report by David Kaye,
the UN Special Rapporteur for Freedom of Expression and
Opinion found that, “Encryption and anonymity provide
individuals and groups with a zone of privacy online to
hold opinions and exercise freedom of expression without
arbitrary and unlawful interference or attacks.”s° The
report goes on o urge all states to protect and promote
the use of strong encryption, and not to restrict it in any
way.

Over the past fifteen years, a virtuous cycle between
strong encryption, economic growth, and support for
free expression online has evolved. Some experts have
dubbed this phenomenon “collateral freedom,” which
refers to the fact that, “When crucial business activity
is inseparable from Internet freedom, the prospects for
Internet freedom improve.” Pree expression and support
for human rights have certainly benefited from the rapid
expansion of encryption in the past two decades.

THE ORGANIZING EFFORTS CARRIED
OUT IN SUPPORT OF INTERNET
OPENNESS DURING THE CRYPTO
WARS HAVE HELPED SHAPE MODERN
INTERNET ADVOCACY CAMPAIGNS

1t is important to remember that the successful resolution
of the Crypto Wars was neither a foregone conclusion nor
a happy accident of aligned interests, Advocates worked
tirelessly to build a strong case in favor of the benefits of
encryption, bringing together technical experts alongside
a broad coalition of privacy advocates and companies
to engage in a coordinated effort of public education
and targeted lobbying. They also worked closely with
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members of Congress, building support across the
political spectrum through organizations like the non-
profit internet Caucus Advisory Committee” and the
Americans for Computer Privacy.®

The success of this campaign during the Crypto Wars has
informed a number of subsequent advocacy campaigns,
including the Internet blackout and coordinated protests
that stopped the 2012 Stop Online Piracy Act (SOPA) and
the Protect IP Act (PIPA) as well as the months-long push
to get the Federal Communications Commission to adopt
strong net neutrality rules after the 2014 Verizon v. FCC
court decision. Organizers of both the SOPA/PIPA and
net neutrality campaigns employed a number of similar
tactics to convince policymakers to heed their advice,
bringing together broad coalitions of stakeholders
from both the public interest and the private sector and
emphasizing the technical, legal, and economic impacts
of the decisions at hand.»* Thus, history has not only
validated the substance of the crypto warriors’ arguments,
but also confirmed the wisdom of their strategy — one
that may need to be implemented again as new threats to
encryption are on the rise.
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CONCLUSION: ENCRYPTION UNDER
THREAT... AGAIN

Unfortunately, in the past few years the consensus that strong encryption is good for security, liberty, and economic
growth has come under threat. The June 2013 revelations about the U.S. National Security Agency’s pervasive
surveillance programs — not to mention the NSA’s direct attempts to thwart Internet security to facilitate its own spying

dramatically shifted the national conversation, highlighting the vulnerabhilities in many of the tools and networks
on which we now rely for both everyday and sensitive communications. While ordinary individuals, civil liberties
advocates, and major technology companies have since embraced greater use of encryption as a necessary step to
address a wide range of modern threats from both government and nongovernment actors, intelligence agencies and
law enforcement officials have also become increasingly outspoken against measures to strengthen these systems
through encryption. To make their case, they have revived many of the arguments they made about encryption in the
19908, seeming to have forgotten the lessons of the past. In response, encryption proponents have countered with
many of the same arguments that they made in the 19905, along with a few new ones.ss

1t seems like we may once again be on the verge of another war: a Crypto War 2.0. But it would be far wiser to maintain
the peace than to begin a new and unnecessary conflict. We already had a robust public debate that resolved this
dispute, and nothing has changed since the 1990s that would cast doubt on the policy conclusions we reached then;
indeed, the post-war period has only reinforced those conclusions. Although there are numerous individual lessons
from the Crypto Wars, the overarching takeaway is that weakening or otherwise undermining encryption is bad for
QU eCONOMY, our economic security, and our civil liberties — and there is no reason to repeat our previous mistakes.
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State of Connecticut
DIVISION OF CRIMINAL JUSTICE

OFFICE OF
THE CHIEF STATE’S ATTORNEY

- A 300 CORPORATE PLACE
KEVIN T, KANE ROCKY HILL, CONNECTICUT 06067
CHIEF STATE’S ATTORNEY PHONE (860} 258-3800  FAX (860) 258-5858

July 10, 20135

United States Senate Committee on the Judiciary
24 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy
Dear Senators:

1 am writing to seek the help of the United States Senate to ensure that law enforcement
officials can properly and lawfully obtain critical evidence to protect the American public and
enforce our laws. As we move deeper into the digital age more and more information is created
and stored on smartphones and other electronic devices. The advantages of these technological
advances are undeniable, but unfortunately those who mean harm to our fellow citizens also have
moved into the digital age. No longer can law enforcement track threats and uncover evidence
of crimes through traditional searches of physical property and wiretaps. The increasing use of
digital devices requires that we have the ability — through proper court orders — to access data
created and stored on electronic devices.

Congress has traditionally given law enforcement the legal tools it needs fo meet
techmological changes and protect the public. We now need your help again. As you know,
Apple and Google are producing smartphones that allow the subscriber to encrypt data in such a
way that the information cannot be retrieved even when a judicial officer has found probable
cause to beliove that the data is evidence of a crime. Absent an ability to penetrate these
protections, information that that might expose an nminent threat of terrorist attack or the safety
of a vulnerable victim will be beyond the reach of law enforcement.

We all fully understand and respect the tremendous value of privacy. But the risk to
public safety and crime victims posed by these impenetrable encryptions must also be
considered. Simply put, if terrorists, human traffickers, and others who mean harm to our fellow
citizens can hide evidence of their crimes on their smartphones, and if that evidence is forever
beyond the reach of law enforcement - even after a judicial officer has authorized law
enforcement to retrieve such data, then crimes will go unsolved, criminals will go free, and the
safety of all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

AN EQUAT OPPORTUNITY/AFFIRMATIVE ACTION EMPLOYER
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U.S. Senate Committee on the Judiciary
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The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful governmental
searches.

Respectfully,

Vs

KEVIN T. KANE
CHIEF STATE’S ATTORNEY
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Raymond W. Kelly
Attorney at Law
1290 Avenue of the Americas
New York, NY 10104

July 7, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

As the longest serving Commissioner for the New York City Police Department and former
Undersecretary of Enforcement for the U.S. Treasury Department, 1 am writing to express my
concern about the efforts that major technology companies have made to make their smartphones
impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that these
companies’ actions will have on state and local law enforcement, and on crime victims across the
country, must also be considered. If criminal wrongdoers can hide the evidence of their crimes on
their smartphones, and if that evidence is beyond the reach of law enforcement, then crimes will
go unsolved, criminals will go free, and the safety of all of our citizens will be diminished. In the
“arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges
—not prosecutors — before smartphones may be searched. Those warrants will be a nullity if these
companies are permitted to make their smartphones impervious to Jawfil governmental searches.

Respectfuily,
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State of Rhodve Fsland and Providence Plantations

DEPARTMENT OF ATTORNEY GENERAL
150 South Main Street » Providence, RI 02903
(401) 274-4400 - TDD (401) 453-0410

Peter F. Kilmartin, Attorney General

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
‘Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

T am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims across
the country, must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their
crimes on their smartphones, and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished. In
the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges —not
prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and Google
are permitted to make their smartphones impervious to lawfiul governmental searches.

V}/
Peter F. Kilmartin
Attorney General
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JACKIE LACEY
LOS ANGELES COUNTY DISTRICT ATTORNEY

HALL OF JUSTICE
211 WEST TEMPLE STREET LOS ANGELES, CA 90012 (213) 974-3500

July 6,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, DC 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety
and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims
across the country, must also be considered. Simply put, if criminal wrongdoers can hide the
evidence of their crimes on their smartphones, and if that evidence is forever beyond the reach of
law enforcement, then crimes will go unsolved, criminals will go free, and the safety of all of our
citizens will be diminished. In the “arms race” between criminals and law enforcement, the
criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawfuul governmental
searches.

Respectfully,
W§“ 0"{
JACKIE LACEY
District Attorney

kp
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Nicholas “Nico” LaHood

Criminal District Attorney
Bexar County, Texas

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

| am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While | fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims across
the country, must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their
crimes on their smartphones, and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished. In
the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges — not
prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to lawful governmental searches.

Respectfully, }w

as “Nico” LaHood

Paul Elizondo Tower ® 101 W. Nueva, Seventh Floor ¢ San Antonio, Texas 78205-3030
(210) 335-2311

For Victim Assistance call (210) 335-2105
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OFFICE OF THE DISTRICT ATTORNEY
RICHMOND COUNTY

DANIEL L. MASTER, JR.
ACTING DISTRICT ATTORNEY

130 STUYVESANT PLACE
STATEN ISLAND, NEW YORK 10301
TELEPHONE (718) 876-6300

July 15,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and
the Balance between Public Safety and
Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the country, must also be considered. Simply put, if criminal wrongdoers can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of
all of our citizens will be diminished. In the “arms race” between criminals and law enforcement,
the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful governmental
searches.

Sincerely,

@@fo‘

Daniel L. Master, Jr.
Acting District Attorney
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Office of the
District Attorney
County of Rockland

THOMAS P. ZUGIBE
DISTRICT ATTORNEY

Tuly 7, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encrvption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

While I support efforts to guarantee the privacy rights of all citizens, it is imperative that law
enforcement, with appropriate judicial supervision and approval, maintain its ability to access and
recover digital evidence in order to protect the public and successfully prosecute those guilty of
crimes.

Private Sector companies have made their smartphones impervious fo search warrants and
similar judicial orders.

At the local level, the cities, towns and villages across the country, law enforcement's efforts to
conduct investigations are being seriously impaired. This is not solely about terrorism, this has
become a major factor in law enforcement’s ability to keep communities safe from all types of
criminal activity.

1f criminal wrongdoers are granted a “safe haven" to conduct their activity and hide the evidence
of their crimes on their smartphones, and if that evidence is forever beyond the reach of law
enforcement, then crimes will go unsolved, criminals will go free, and the safety of all of our citizens
will be diminished. Inthe “arms race” between criminals and law enforcement, the criminals will
have won.

1 urge you to explore all aspects of this issue but please place the safety of our communities at
the highest level importance.

To be clear law enforcement is not asking for new surveillance capabilities above and beyond
what is currently authorized by the United Sates Constitution.

One South Main Street » Suite 500 » New City, NY 10956 » {845} 638-5001 » Fax {845) 638-5298 « rocklandeountyda.com
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Page2 of 2

Thank you for your attention to this matter.

Very truly yours,
A e i
eter A. Modafferi

Chief of Detectives
Chair, IACP Police Investigative Operations Committee



Maricopa County Attorney

Bil.l. MONTGOMERY

301 WeST JEFFERSON STREET, SUITE 800 PH. (802) 506-1260

PHOENIX, ARIZONA 85003 TOD (B02) 506-4352

WWW MARICOPACOUNTYATTORNEY.ORG FAX (602) B06-8102
Jaly 7, 2013

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re:  Going Dark: Encrvption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

T am writing to express my concern about the efforts of Apple and Google to upgrade the encryption features
of the software for their mobile devices that would render them impervious to law enforcement efforts to
secure information pursuant to search warrants and similar judicial authorization.

‘While 1 fully understand and appreciate the tremendous value of individual privacy as a touchstone of liberty
and a right protected by our constitution subject to specific requirements before it may be intruded upon, the
terrible impact that Apple’s and Google’s actions will render on crime victims and public safety across the
country must also be considered. Simply put, when criminal wrongdoers can hide the evidence of their
crimes on their mobile devices and when that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished. In the
“arms race” between criminals and law enforcement, the criminals will be victorious.

For example, mobile devices with the new technology could easily be used to securely store evidence we are
able to currently obtain in the following types of cases: creation and/or sharing of child pornography images
or videos; sexual conduct with a minor, images or videos of the defendant’s sexual contact with a victim;
and, homicides where text messages prove a defendant’s pre-meditation or rebut a claim of self-defense or
simply disprove assertions of an alibi or the involvement of accomplices.

At the same time, it is difficult to believe that Apple, Google, or any other company can actually develop
encryption software that will be permanently impenetrable. History provides numerous examples of codes
that proved only temporarily impenetrable, yet few, if any, examples of codes that were never decrypted.
Thus, it is likely that this new encryption technology will eventually be compromised. In the meantime,
however, crime victims and public safety will suffer.

The Fourth Amendment of the United States Constitution, and similar provisions in state constitutions, strike
a balance between enforcement of the law and protection of individual liberty. They require probable cause
and warrants issued by judges — not prosecutors — before mobile devices may be searched. Accordingly, [
encourage this Committee to adopt a solution to this challenge that strikes an appropriate balance between
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individual liberty and law enforcement. Permitting Apple and Google to make their mobile devices
impervious to lawful governmental searches clearly does not strike an appropriate balance and public safety
will suffer if they are allowed to adopt these measures.

Respectfully,

Bill Montgomery
Maricopa County Attorney
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oF Loy, -

ToU

HiLLar C. Mooreg, 111

DISTRICT ATTORNEY, 19TH JUDICIAL DISTRICT
East BATON ROUGE PARISH

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and
Privacy

Dear Senators:

I am writing to urge you to take the necessary measures to prevent Apple and Google
from making their smartphones absolutely inaccessible to law enforcement.

I value every citizen's right to privacy and fully support the fourth amendment to the
United States Constitution and the resulting requirement of a search warrant in order for law
enforcement to search smartphones. The protection that citizens enjoy from unreasonable
search of the information on their smartphones is already as stringently protected as is the
protection afforded from unreasonable search of their homes. It is inconceivable to me, that
we as a country, would elect to afford criminals who consistently use their smartphones; to aid
in the commission of their crimes, to hide evidence of crime, and to even intimidate witnesses
to their crimes; an absolute protection against law enforcement discovery of evidence and use
of evidence against them.

As technology continuously improves, criminals figure out new ways to use their
smartphones to aid in their criminal enterprises. Please do not let Apple and Google hinder law
enforcement from protecting the public. It is irresponsible for Apple and Google to provide this
technology without any check on its use to prey on potential victims. The evidence obtained
from phones has been vital to the prosecution of murder, rape, and racketeering cases in my
office. This evidence has also been used by local law enforcement to clear individuals
suspected of crimes.

Law enforcement is already feeling the effects of these changes. The case described
below and reported in Baton Rouge City Police file number 36160-15 is only one example of a
homicide that may go unsolved due to the inability of law enforcement to access the
information on a cell phone.

On Friday, April 24, 2015, at approximately 2238 hours, Uniform Patrol Officers
responded to a Baton Rouge address in reference to a pregnant black female who had been
shot. The victim was approximately 8 months pregnant and was rushed to the hospital with life
threatening gunshot wounds. Detectives learned during the investigation that the victim and
her 9 year old daughter had just arrived at home when an unknown person knocked on the
front door. The 9 year old saw the victim open the door and heard an unknown black male ask

OFFICE OF THE DISTRICT ATTORNEY
222 St. Louts STREET « 5TH FLOOR * BATON Rouck, LA 70802
WWW.EBRDA.ORG * PHONE: 225-389-3400 « Fax: 225-389-5482
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the victim to use her car. The victim told the subject “no”, at which time he fired several
shots striking the victim. The victim’s daughter hid in the bathroom until police arrived. The
child told police that she did not see who was at the door and didn’t recognize the voice. The
doctors removed the newborn from the victim’s womb and then the victim died during
surgery. The newborn was initially stable but died one week later.

The victim’s IPhone 5 was seized during the execution of a search warrant at her
residence and is passcode protected. The victim's family consented to the search of the phone
and gave investigators several codes that they thought the victim might use. None of the
passcodes worked and detectives were unable to access the phone.

As of July 2, 2015 no arrest has been made in this matter. The victim's family
Indicated that she recorded all activity on her phone and join law enforcement in their
frustration due to the inability to access this phone, that would in all likelihood provide
information necessary to obtain justice and remove this murderer from the street.

Respectfully,

/%
By ‘V‘/j
HILLAR C. MOORE, IlI
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0‘5“,“,“',% National District Attorneys Association
K4 @) 2 99 Canal Center Plaza, Suite 330, Alexandria, Virginia 22314
< P g 703.549.9222 / 703.836.3195 Fax
% PANZ= PN 5 www.ndaa.org
Ussoerxs®
July 7, 2015

The Honorable Charles Grassley
Chairman

Senate Judiciary Committee

135 Hart Senate Office Building
Washington, DC 20510

Dear Chairman Grassley,

On behalf of the National District Attorneys Association (NDAA), the largest prosecutor
organization representing 2500 elected and appointed District Attoreys across the United States
as well as 40,000 assistant district attorneys, | want to bring to your attention our growing
concern over Apple and Google’s latest operating systems’ use of encryption, which prevents law
enforcement from accessing vital information used in investigations throughout this country.
Although our members share their concerns regarding the security of information of their
customers and the desire to prevent hackers from accessing personal information, we also see the
potential danger this could cause to the investigative process and lawful access by law
enforcement of evidence used to prosecute cases.

In today’s courtrooms, more and more evidence is in a digital form as smartphones and other
electronic devices continue to flood the market and continue to grow as a tool for criminals to
commit all kinds of crimes including fraud, drug trafficking, child abduction, domestic violence
and distribution of child pornography. Law enforcement must be able to collect crucial digital
evidence from today’s smartphones, while ensuring that privacy rights are maintained and lawful
judicial oversight is executed. In short, the Fourth Amendment allows law enforcement access to
the places where criminals hide evidence of their crimes, once the legal threshold has been met.
In decades past, these places were car trunks and safety deposit boxes; today they are computers
and smart phones.

I hope that as you listen to testimony as part of Wednesday’s hearing, “Going Dark: Encryption,
Technology, and the Balance Between Public Safety and Privacy”, you will consider the
challenges faced by law enforcement to keep our communities safe and the necessity of lawful
access to an increasingly large amount of digital evidence in our cases. Given our nation’s proud
history of innovation, our members hope that law enforcement and experts in the technology
industry can come together to find a balanced solution to maintain the privacy rights of
individuals across the country, while still ensuring that law enforcement can obtain the evidence
it needs to take criminals off the street and protect the citizens of this country.

Respectfully,
oy
J i .
SIS AT
Michael Moore
President

National District Attorneys Association

To Be the Voice of America’s Prosecutors and to Support Their Efforts to Protect the Rights and Safety of the People
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® v
State of HNonth Carolina
77
gznsm[ Cowrt o f Olustéas
g; gr;ii:iv:“;«una?w Uwsnfy-é\ixtﬂ Prossautovial District MESKLERBURG COUNTY
g
MECKLENBURG COUNTY e taar trans v C
CHARLOTTE, NC 28202
TELEFHONE: TOAE28-0700
Fax: 704-888-07 12
OR 704-888-0718
July 7, 2015

United States Senate Commitiee on the Judiciaty
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology. and the Balance between Public Safety and Privacy
Dear Senators:

T am writing to express my grave concern about Apple’s and Google’s significant efforts to make
their smartphones impervious to search watranis and similar judicial orders,

While 1 fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google's actions will have on state and local law enforcement, and on crime victims
across the country, must also be considered. Simply put, if criminal wrongdoers can hide the
evidence of their crimes on their smartphones, and if that evidence is forever beyond the reach of taw
enforcement, then crimes will go unsolved, criminals will go fiee, and the safety of all of our citizens
will be diminished. In the “arms race” between criminals and law enforcement, the eriminals will
have won.

In my district we have had numerous cases that have been solved, including murder cases, with the
search of cell phones pursuant to scarch warrants. Without the capability of searching these phones T
would still have mutderess on the strects of Charlotte that have already displayed their willingness to
senselessly take the life of another.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges -
not prosecutors - before smatiphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to Jawfil governmental searches. 1
implore you to prevent this lunacy and to malntain a proper balance between privacy rights and the
need to investigate evidence where probable cause exists in order to protect the victims and citizens
of this great country. '

Respectfully,

R. Andrew Murray,
District Attorney
Mecklenburg County, NC (Charlotte)
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NATIONAL SHERIFFS’ ASSOCIATION

JONATHAN F. THOMPSON
Executive Director

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology. and the Balance Between Public Safety and Privacy

Dear Senators:

On behalf of the National Sheriffs’ Association and the more than 3,000 elected sheriffs nationwide, I am
writing to express my concern about the efforts that Apple and Google have made to make their
smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that Apple and
Google’s actions will have on state and local law enforcement, and on crime victims across the country,
must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their crimes on their
smartphones, and if that evidence is forever beyond the reach of law enforcement, then crimes will go
unsolved, criminals will go free, and the safety of all of our citizens will be diminished. In the “arms race”
between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state constitutions,
protect citizens’ privacy. They require probable cause and warrants issued by judges — not prosecutors —
before smartphones may be searched. Those warrants will be a nullity if Apple and Google are permitted to
make their smartphones impervious to lawfi/ governmental searches.

Jonathan F. Thompson

1450 Duke St. + Alexandria, VA 22314 « 703.836.7827 phone * 703.683.6541 fax + www.sheriffs.org *+ nsamail@sheriffs.org



366

Hamilton County District Attorney
Hon. Marsha King Purdue
P.O. Box 277
Indian Lake, New York, 12842

(518) 648-5113
Fax (518) 648-5724

Service by fax not accepted
districtattorney@hamiltoncountyny.gov

District Attorney Assistant District Attorney
Marsha King Purdue Sterling T. Goodspeed

July 14, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the country, must also be considered. Simply put, if criminal wrongdoers can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of
all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful governmental
searches.

Very truly your;

"

Marsha King Purdue
District Attorney



ASHLEY M. RICH

DISTRICT ATTORNEY
STATE OF ALABAMA
Thirteenth Judicial Circuit

July 15, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy
Dear Senators:

| am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While | fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims across
the country, must also be considered.

Hundreds of crimes each year in Mobile County are solved when law enforcement does their job
and secures a valid search warrant subject to the constitution and the law and is able to search a cell
phone. Hundreds of victims of crime have been provided Justice and their perpetrator has been
convicted of the criminal acts they committed because of lawful search warrants of smart phones.

If your efforts are successful then you will be responsible for giving criminals another avenue by
which they can thwart the justice system and you are saying to the victims of crime that you just don’t
care about their rights and the fact that they don’t deserve to be hurt by these criminals. You are also
saying loud and clear that you choose criminals over victims.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges — not
prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to lawful governmental searches.

570 Qo

Ashley M. Rich

205 Government Street  *  Suite C-701 ¢ Mobile, Alabama  *  36644-2701 ¢ ashleyrich@mobileda.org
Mailing Address: Post Office Box 2841 . Mobile, Alabama 36652-2841 . p: (251) 574-8400 e f:(251) 574-4848



STATE ATTORNEY

ELEVENTH JUDICIAL CIRCUIT OF FLORIDA
E. R. GRAHAM BUILDING
1350 NLW.12TH AVENUE
MIAMI, FLORIDA 33136-2111
KATHERINE FERNANDEZ RUNDLE TELEPHONE (308) 347-0100
STATE ATTORNEY wivw,miamiSAQ.com
i He@MiamiSAQ.com

Katheri

July 7, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the
Balance Between Public Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims across
the country, must also be considered. Simply put, if criminal wrongdoers can hide the evidence of their
crimes on their smartphones, and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be diminished.
In the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by judges — not
prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to /awfil governmental searches.

KATHERINE FERNANDEZ RUNDLE
State Attorney

KFR:apm

%,
k4
Please Recycie
FALETTERSWUS Senate Comumittee on the Judiciary.doex
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> Lafavette Street 3rd Floor NY NY 10007
T 212.577.7700 F 212.385.0331 wwwsafehorizon.org

e
safehoriz

moving victims of violence from crisis to confidence

July 1,2015

Hon. Charles Grassley, Chair
Judiciary Committee

United States Senate

135 Hart Senate Office Building
Washington, D.C. 20510

Hon. Patrick Leahy, Ranking Member
Judiciary Committee

United States Senate

437 Russell Senate Office Building
Washington, D.C. 20510

RE: Smart phone encryption and the impact on crime victims
Dear Chairman Grassley and Ranking Member Leahy:

On behalf of Safe Horizon, the nation’s leading victim assistance organization and New York City’s
largest provider of services to victims of violence and abuse, I write to express my serious concern
that smart phone encryption practices currently in use in the overwhelming majority of mobile
devices will put victims of child abuse, sexual assault and other crimes at grave risk of further harm.
In short, law enforcement officials are unable to recover evidence of criminal activity from
password protected devices. It is my sincere hope that you and your colleagues on the Senate
Judiciary Committee will insist that companies such as Apple and Google immediately revisit their
policies that ultimately prevent law enforcement officials across the country from keeping children
and adults safe from dangerous predators. We advocate in concert with New York County District
Attorney Cyrus Vance, Jr. and prosecutors around the country who are increasingly unable to
retrieve needed evidence that would keep families and communities safe and bring offenders to
justice.

Staff across many programs at Safe Horizon have seen absolutely horrific images and text messages
related to violent physical and sexual abuse that traditionally have led to the arrest and prosecution
of individuals whose devices housed these images. But since September of 2014, the most recent
smart phone operating systems do not allow these companies to access data on password protected
devices. With nearly every device now protected in this way, the aforementioned companies are
unable to bypass the user’s password and access images and text that could provide convincing
evidence of some of our nation’s most serious crimes.

To help illustrate our concern, I would like to share with you just one example of child abuse
evidence that was sent to me from staff in our nationally recognized Child Advocacy Centers. With
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the new operating systems in place, the evidence described below would remain hidden from our
law enforcement partners:

In early 2014, a mother noticed troubling posts an her 12-year old daughter’s Facebook
page indicating incidents of abuse. When the mother asked for more information later that
evening, the daughter tearfully recounts being raped by someone she just met. The mother
and daughter immediately went to the nearest precinet and an investigation into the incident
ensued, Afier providing a description of her assailant and the location where the crime took
place, the police eventually found and arrested him. Because the victim had earlier noted
that he took images of her performing sexual acts, the police obtained a warrant to search
all of the assailant’s electronic devices — including his phone. Horrifyingly enough, his
Dphone’s screensaver was an image of him sexually assaulting this young girl. Additionally,
the police found many other vile and disturbing images that further tied him io this crime.

As the investigation unfolded, the police found images of other children and learned the
assailant was a recruiter for a large human trafficking ring that involved many, many
victims, most under the age of 12. With evidence from the phones and testimony from the
victims, the operaiors of the trafficking ring are row facing justice.

If this same case were to happen today under current smart phone encryption practices, these
images of childhood sexual abuse might never have been found, Furthermore, it was because of the
search of the assailant’s electronic devices that a critical piece of evidence that tied the initial
defendant to the larger human trafficking ring was uncovered. As a result, many other child victims
were discovered who otherwise may not have been.

This is just one chilling example of many I could sadly share with you. Stories like these clearly
demonstrates why Apple and Google must immediately take steps to ensure that law enforcement
officials with judicial warrants can bypass encrypted electronic devices and obtain concrete
evidence of criminal activity. While we respect the concern for privacy, allowances must be made
to ensure that evidence of criminal activity can be discovered and that communities can remain safe.
I reiterate my earlier plea for the Senate to lead the way in compelling these and other companies to
reverse their current enctyption policies,

On behalf of our staff, our Board of Directors and most of all the more than 250,000 New Yorkers
affected by crime whose we lives we touch each year, I thank you in advance for your consideration
of our request.

If you have any questions or would like more information about our concerns, please feel free to
contact my colleague Michael Polenberg, Vice President of Government Affairs, at (212) 577-7733.

Thank you again for your giténtion fo this matter.
TZ@ |
ielAwang

Chief Executive Officer
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About Safe Horizon

Safe Horizon is the nation’s leading victim assistance organization and touches the lives of over
250,000 people each year who have been affected by violence. Our mission is to provide support,
prevent violence and promote justice for victims of crime and abuse, their families and
communities. We will lead the way by empowering victims of domestic violence, child abuse,
sexual assault and human trafficking to move from crisis to confidence, Safe Horizon provides the
practical tools, emotional support, education and advocacy to help victims and their families heal
and rebuild their lives. For more information, please visit us online at www.safehorizon.org
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Polk Cmumndy Attorney

JoHn ».spmcons ADDRESS WEPLY'TO:
! 222 Fifth Avenns
July 15,2015 D Molnen, TA 50105-625
(835 2863731
Pax (915 2843029

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re: Geing Dark: Encryption, Technology, and the Balance Between
Public Safety and Privacy

Dear Senators:

1 am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Appie’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the couniry, must also be considered. Simply put, if criminal wrongdoers can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of
all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and watrants issued by
Jjudges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted fo make their smartphones imperious to Jaw/firl governmental
searches.

Sincerely,

At

OHN P. SARCONE
Polk County Attorney

IPS:rep



1CE oF THE BRIE COUNTY DISTRICT ATTORNE!

FRANK A, SEDITA, 111
DISTRICT AT TORNEY

July 14, 2015

United States Senate Commuittee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.CA 20510-6050

Re: Going Dark: Encry ption, Technelogy and the Balance Between Public Safetv and
Privacy -

Dear Senators:

As the immediate past President and Board Chairman of the District Attorney’s Association of
the State of New York (DAASNYY, I am writing to express my concern about the efforts that
Apple and- Google have made to-make their smartphones impervious to- search warrants and
mmxlar Judicial orders:

D!gltai‘ evidence plays a crucial role in many criminal ¢ases across our state, and, indeed, across
the nation. Because so many people: put extensive information on their smartphones-and hand-
hield devices, those devices may contain photos; texts; voice niessages, or emails that will
constitute relevant evidence in virtually every kind of case. We have lawfully used material from
smartphones to prosecute murders, rapes, kidnappings, fraud, and larceny, among other crimes.

For law enforcement to access the contents of a smartphone or similar device, we typically need
and obtain' a-search  warrant. A -search - warrant cannot be. issued unless. the applicant
demonstrates, to a judge, that thefe is both probable cause to beliéve a crime has been committed
and probable cause to believe the device contding evidence of that crime.

If a smartphone i$ protected by a passcode, however, then even though the search wartant gives
us the legal right to access the contents of the phone, we cannot review the material on the phone
because we cannot get “through™ the passcode.

Historically, in such instances we have been ablé to seek the aid of the mobile operating system
providers, - Upon our presentation to thém of the warrant, they have been able 1o unlock the
phones, and provide the information on the phone that was responsive to the warrants:
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United States Senate Commitiee on the Judiciary
July 14,2015 :
Page Three

I the past few months, however, -companies have deliberately designed software, entire
operating systems, and mobile devices such that even they cannot unlock passcode-protected
phiones. These companies have touted this development, explicitly advertising their inability to
comply with lawful government requests. . As a consequence, the search warrant becomes a
nutlity, because even law enforcement officers possessing valid search warrants or court orders
cannot access the contents of passcode-protected smartphones. In other words, criminals using
passcode-protected: devices have been granted license to evade a lawful order of 4 couit and are
thus quite literally, protected in theircriminal endeavors. )

It is.as if the police get a search warrant for a safe deposit box at a bani because they have
reason to believe that the safe deposit box has evidence of a erime =~ but they. canniot open the
box because the bank has thrown away 11§ own key. Indeed; this situation is even worse because
whereas a safe deposit box can, ultimately, be opened by force, a passcode-protected smartphone
is virtually impregnable, unless the companies maintain the ability to open the phones that. it
manufactures. : o

Although companies tout their new software a3 a boon for their users” privacy, users’ privacy is
adequately protected by the Fourth Amendment, and specifically the requirement that-a judge or
magistrate — that is, a neutral party — issue a search warrant only upon & showing of probable
cause that the phone will contain-evidence of a crime: : :

The fact is that, although the new software may enhance privacy for some users, it severely
hampers law enforcement’s ability to aid victims. . All of the evidence contained in smartphones
and similar devices will be lost to law enforcement; so. long as the criminals take the precaution
of protecting their devices with passcodes.

As previously mentioned; The Fourth Amendment of the United States Constitution, and similar
provisions in state constitutions, ptotect citizens’ privacy. They require probable cause and
warrants issued by judges —niot prosecutors — before smartphones may be searched. Those
warrants will be a nullity if compantes such as Apple and Google are permitted to make their
martphones impervious to lawful governmental searches. In short; passcode-protected devices
render lawful court orders meaningless and encourage criminals to-act with impunity.

While T fully understand and appreciate the trerendous vatue of privacy, the terrible cost that
Apple’s and Google’s actions will have on state and local law enforcement, and on crime victims
actoss the country, must also be considered. If criminal wrongdoers can hide the evidence of -
their crimes on their smartphones, and if that evidence is forever beyond the reach of law
enforcement; then crimes will go unsolved, criminals will go free, and the safety of all of our
citizens will be diminished. In the “arms race” between criminals and law enforcement, the
criminals will have won. . :
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United States Senate Committee on the Judiciary
July 14, 2015
Page Three

Thank you for the courtesy of considering my concerns o this important issue.

Very truly yours,,

o v
FRANK A SEDITA. 111
Erie County District Attorney

FAS/dins
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Harms Caused by Edward Snowden

In his theft of over one million sensitive U.S. intelligence documents, !
Edward Snowden:

¢ Indiscriminately released classified intelligence information
that goes far beyond Snowden’s professed concerns with so-
called domestic surveillance programs. In a John Oliver
interview,? Snowden admitted that he did not actually read the
documents before turning them over to journalists.

¢ Exposed sensitive operations against Al Qaeda—operations that
had no relevance to privacy concerns in the U.S —a mistake even
Snowden described as a “f***-up”.? According to the AP, some of
the leaked documents exposed the names of at least six intelligence
workers.*

¢ Damaged the reputation of the U.S. and strained relationships
with foreign allies. According to Director of National Intelligence
James Clapper, as a result, “we’ve lost critical foreign intelligence
collection sources, including some shared with us by valued
partners.”’

e Alerted terrorists to the methods used by intelligence services
and enabled them to take countermeasures to escape our
intelligence gathering. According to then-NCTC Dir. Matthew
Olsen, there have been “specific instances where [terrorist groups

1 Michael B Kelley, NSA: Snowden Stole 1.7 Million Classified Documents and Still Has Access to Most of Them,
BUSINESS INSIDER, (Dec. 13, 2013, 4:52 PM), http://www.businessinsider.com/how-many-docs-did-snowden-take-
2013-12.

2 LastWeekTonight, Last Week Tonight with John Oliver: Government Surveillance (FIBO), YouTube (Apr. 3,
2015), https:/www.youtube com/watch?v=XEVIyP4_11M.

3 Justin Wm. Mover, Jokn Oliver’s Hilarious Interview with Edward Snowden, THE W ASHINGTON POST (Apr. 6,
2015), http://www.washingtonpost.com/news/morning-mix/wp/2015/04/06/john-olivers-hilarious-interview-with-
edward-snowdern/,

¥ Raphael Satter, Media Sometimes Try, Fail to Keep NSA's Secrets, THE ASSOCIATED PRESS (Feb. 8, 2015),
available at http://news.yahoo.com/media-sometimes-try-fail-keep-nsa-39-secrets-133744876. html.

% James R. Clapper, Director of National Intelligence, Remarks on Worldwide Threat Assessment Delivered to the
Senate Sclect Committee on Intelligence (Jan. 29, 2014) available at hitp://www.dni.gov/files/documents/ WWTA
%200pening%20Remarks%20as%20Delivered%20t0%20SSCI_29_Jan_2014.pdf
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have] changed the ways in which they communicate to avoid being
surveilled or being subject to our surveillance tactics.”®

Put at risk important collection methods. According to Director
of National Intelligence James Clapper: “Critical intelligence
capabilities in which the United States has invested billions of
dollars are at risk, or likely to be curtailed or eliminated either
because of compromise or conscious decision.”” Then-DIA Dir. Lt.
Gen. Michael Flynn echoed these concerns: "The cost [is] to our
nation in treasure, in capabilities that are going to have to be
examined, reexamined and potentially adjusted.”®

Endangered the lives of our troops. Then-DIA Dir. Lt. Gen.
Michael Flynn stated: “I think that potentially the greatest cost is
unknown today, but we will likely face, is the cost in human lives
in tomorrow's battlefield in someplace where we put our military
forces in harm's way."’

S James Gordon Meek, Luis Martinez & Alexander Mallin, [nte! Heads: Fdward Snowden Did 'Profound Damage'
to U.S. Security, ABC NEWS (Jan. 29, 2014), hitp://abcnews. go.comy/Blotter/intel-heads-edward-snowden-profound-
damage-us-security/story ?id=22285388&singlcPage=true.

7 Clapper, supra note 4.

¥ Meek. supra note 5,

*Id.
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OFFICE OF
THE DISTRICT ATTORNEY
NASSAU COUNTY

MADELINE SINGAS
ACTING DISTRICT ATTORNEY

July 15, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

RE: Going Dark: Encryption, Technology, and the
Balance between Public Safety and Privacy

Dear Senators:

T am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders. I currently serve
as the acting District Attorney in Nassau County, New York. Nassau County is a large suburban
county, immediately adjacent to the five boroughs of New York City, with an estimated resident
population of 1.35 million (making it more populous, as a county, than ten of the fifty States and the
District of Columbia). Furthermore, sitting in the geographic middle of Long Island, Nassau serves
as a major conduit between the city, with its 8.5 million residents, and Suffolk County, with its 1.5
million residents. Accordingly, Nassau County has its share of enterprise crime, gang activity,
narcotics trafficking, human trafficking, cyber-crime (including child pornography enterprises), and
other complex criminal ventures. Accordingly, I am no stranger to complex investigations and high-
tech evidence collection.

The above efforts of Apple and Google will devastate both crime prevention strategy and
criminal enforcement strategy in my county and state. The perpetrators of the categories of crime
that T just listed above will attain and hold the upper hand permanently. This means children exploited
for pornography, women exploited in the sex trade, rampant gang violence, undetectable organized
crime, and untraceable drug networks. Simply put, if criminal wrongdoers can hide the evidence of
their crimes on their smartphones, and if that evidence is forever beyond the reach of law enforcement,
then crimes will go unsolved, criminals will go unpunished, and the safety of all of our citizens will be
diminished. In the “arms race” between criminals and law enforcement, the criminals will have won.

Over the past century —we have gone from filing cabinets, to desktop computers, to pocket
smart-phones. As the manner of data and document storage has evolved, however, the Fourth
Amendment of the United States Constitution has remained constant —and serves and the steadfast
protection of a citizen’s privacy. This amendment, and similar provisions in state constitutions, require
probable cause and warrants issued by judges — not prosecutors — before smartphones may be
searched. Those warrants will be a nullity if Apple and Google are permitted to make their
smartphones impervious to /ufi/ governmental searches.

This is not a matter of unfettered discretion or power to search and seize intimate details of a

262 Old Country Road, Mineola, NY 11501
T. (516) 571-3800 | F. (516) 571-5065 | www.nassauda.org
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person’s private life. This is a matter of public safety. The technological efforts of Apple and Google
to frustrate law enforcement, in a world which is only becoming more smart-phone dependent, will
cripple law enforcement in the 21" Century.

Respectfully yours,

Madeline Singas

Acting District Attorney
Nassau County

262 Old Country Road, Mincola, NY 11501
T.(516) 571-3800 | F. (516) 571-5065 | www.nassauda.org
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State of South Carolina
OFFICE OF THE SOLICITOR

FourteenTH JupiciaL Circurt

Post Orrice Box 1880

Brurrron, Sout CaroLiNa 29910
TeLepHONE: (843) 255-5880
Facstuive: (843) 2559512

ALLENDALE, BEAUFORT
CotreToN, HAMPTON AND
Jasper CounTIES

Isaac McDuffie Stone, 111
SOLICITOR

July 10,2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

I am deeply concerned about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While [ fully understand and appreciate the tremendous value of privacy, the
terrible cost that Apple’s and Google’s actions will have on state and local law enforcement,
and on crime victims across the country, must also be considered. Gang members and other
criminals use cell phones to plan and execute murders, armed robberies, human trafficking
and many other crimes. They use these phones as tools of their trade. If criminals can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond
the reach of law enforcement, then crimes will go unsolved, criminals will go free, and the
safety of all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in
state constitutions, protect citizens’ privacy. They require probable cause and warrants
issued by judges - not prosecutors - before smartphones may be searched. Those warrants
will be a nullity if Apple and Google are permitted to make their smartphones impervious to
lawful governmental searches.

Respectfully,
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DISTRICT ATTORNEY
KINGS COUNTY
A3 JAY STREET
BROGICLYN, Y 112072008
{718) 250-2600
WIVIV. BROOKLYNDAORG

Kenneth P. Thompson
District Attorney

Uniited States Senate Commitiee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510

Re:  Going Dark: Eneryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

I am writing toexpress my concern about the-efforts that Apple and Google have made to make
their smartphongs impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the fremendous value of privacy, the terrible cost-that
Apple”s and Google’s actions will have on state and local law enforcement, and on crime victims
actoss the country, must alse be considered. Simply put, if criminal wrongdoers can hide the
evidente of their crimes on their smartphones, and ifthat evidence is forever beyond the reach of
law enforcement, then crimes will go unsolved, criminals will go free, and the safety of all of our
citizens will be diminished. Tn the “arms race™ between eriminals and law enforcenient, the.
criminals will have won.

The Fourth Amendment of the United States Constitution, and simitar provisions in state
constitutions, protect eitizens’ privacy. They reguire prohable cause and warrants issued by judges
—not prosecutors — before smartphones may be searched. Those warrants will-be a nullity if Apple
and Google are permitied to make their smartphenes impervious to lawful governmental searches,

Respectfully,

(Ao

Kenneth P. Thompson
Brooklyn District Attorney
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ROD UNDERHILL, District Attorney for Multnomah County

1021 SW Fourth Avenue ® Room 600 e Portland, OR 97204-1193
Phone: 503 988-3162 © Fax: 503 988-3643 ¢ www.mcda.us

Tuly 2, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

1 am writing to express my concern about the efforts that Apple and Google have made to
make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost
that Apple’s and Google’s actions will have on state and local law enforcement, and on crime
victims across the country, must also be considered. Simply put, if criminal wrongdoers can hide
the evidence of their crimes on their smartphones, and if that evidence is forever beyond the
reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of
all of our citizens will be diminished. In the “arms race” between criminals and law enforcement,
the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy. They require probable cause and warrants issued by
judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawful governmental
searches.

Respectfully,

; Q«g&\w@%@\)

ROD UNDERHILL
District Attorney
Multnomah County, Oregon



383

OFFICE or THE DISTRICT ATTORNEY GENERAL

30" JUDICIAL DISTRICT ~ SHELBY COUNTY, TENNESSEE
201 Poplar Avenue, Third Floor, Memphis, TN 38103-1947
Tel. 901-222-1300 ~ Fax 901-222-1305
www.scdag.com

AMY P. WEIRICH
District Attorney General

July 6, 2015
United States Senate Committee on the Judiciary

224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public
Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to

make their smartphones impervious to search warrants and similar judicial orders.

While I fully understand and appreciate the tremendous value of privacy, the terrible cost

that Apple’s and Google’s actions will have on state and local law enforcement, and on crime

victims across the country, must also be considered. Simply put, if criminal wrongdoers can hide

the evidence of their crimes on their smartphones, and if that evidence is forever beyond the

reach of law enforcement, then crimes will go unsolved, criminals will go free, and the safety of

all of our citizens will be diminished. In the “arms race” between criminals and law
enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state

constitutions, protect citizens’ privacy. They require probable cause and warrants issued by

judges — not prosecutors — before smartphones may be searched. Those warrants will be a nullity
if Apple and Google are permitted to make their smartphones impervious to lawfiul governmental

searches.

pectfudly, .
=
AMY P. WEIRICH
District Attorney General

APW/cjg
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1]
DISTRICT ATTORNEY'S OFFICE JOHN R, THWEATT
Chief Assistant
COUNTY OF CHEMUNG
226 Lake Street ;A:C’I:‘ 'C\JOOK
TEPHEN R. HOFFMANN
) P.O. Box 588 JEREMY HOURIHAN
Eimira, New York 14902-0588 SOPHIE MARMOR
KEVIN M. O'SHEA
WEEDEN A. WETMORE Phone: (607) 737-2944 SUSAN RIDER-ULACCO
District Attorney Fax (607) 737-7965 DAMIAN M. SONSIRE

JORDAN J. YORKE
Assistant District Attorneys

July 14, 2015

MICHAEL MARRONE
JAMES J. WILLIAMS
investigators
United States Senate Committee on the Judiciary

224 Dirksen Senate Office Building,

Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology. and the Balance Between
Public Safety and Privacy

Dear Senators:

| am writing to express my concern about the efforts that Apple and Google have
made to make their smartphones impervious to search warrants and similar judicial
orders.

While | fully understand and appreciate the tremendous value of privacy, the
terrible cost that Apple’'s and Google's actions will have on state and local law
enforcement, and on crime victims across the country, must also be considered.
Simply put, if criminal wrongdoers can hide the evidence of their crimes on their
smartphones, and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free, and the safety of all of our citizens will be
diminished. In the “arms race” between criminals and law enforcement, the criminals
will have won.

The Fourth Amendment of the United States Constitution, and similar provisions
in state constitutions, protect citizens' privacy. They require probable cause and
warrants issued by judges — not prosecutors — before smartphones may be searched.
Those warrants will be a nullity if Apple and Google are permitted to make their
smartphones impervious to lawful governmental searches.

Respectfully, M

Wetmore

Weeden
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DISTRICT ATTORNEY’S OFFICE
THREE SOUTH PENN SQUARE
PHILADELPHIA, PENNSYLVANIA 19107-3499
(215) 686-8000

R. SETH WILLIAMS
DISTRICT ATTORNEY

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance between Public Safety and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have made to
encrypt their smartphones in a manner that will make data on these devices inaccessible to law
enforcement, even if we are have received a search warrant or similar judicial orders.

Such a decision will help criminals stay many steps ahead of law enforcement. Moreover, the
decision will allow criminals — even the less sophisticated ones — to hide the evidence of their criminal
activity on their smartphones. Because of the encryption, the evidence will be beyond the reach of law
enforcement even when we have a search warrant. The real winners from this decision by Apple and
Google are the criminals — child pornographers, gang members, and sophisticated illegal drug
enterprises. As we deal with the increasing storage of child pornography on cellphones, with tech-savvy
drug dealers employing cellphones as a tool in the heroin trade, with gang leaders using their cellphones
to store valuable information that could help us solve brutal killings, and instances of witness

intimidation, why would anyone take affirmative steps to hand them tools to make it easier to create
more victims?

I fully understand the concerns that many have about bulk collection of data. These concerns
are legitimate and worthy of continued debate. But what Apple and Google have proposed will

effectively nullify search warrants, which meet the standards of the Fourth Amendment and in my state,
the Pennsylvania Constitution.

The concerns raised by, among others, District Attorney Vance, FBI Director Comey, and Police
Commissioner Bratton must be taken seriously. | do not want to have to face a victim of a violent crime
and tell him or her that we cannot prosecute the offender because critical information on their
smartphone is inaccessible.

As with so many other things in the criminal justice system, there is a balance. | hope we can
collectively find such a balance on this critical issue.

City of Philadelphia
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CLARK COUNTY
OFFICE OF THE DISTRICT ATTORNEY

Administration Division

STEVEN B. WOLFSON
District Attorney

200 Lewis Avenue o Las Vegas, NV 89101 e 702-671-2500 e Fax: 702-455-2294 ¢ TDD: 702-385-7486

MARY-ANNE MILLER CHRISTOPHER LALLI ROBERT DASKAS JEFFREY WITTHUN
County Counsel Assistant District Attormney Assistant District Attorney Director D.A. Family Support
July 7, 2015

United States Senate Committee on the Judiciary
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re: Going Dark: Encryption, Technology, and the Balance Between Public Safety
and Privacy

Dear Senators:

I am writing to express my concern about the efforts that Apple and Google have
made to make their smartphones impervious to search warrants and similar judicial
orders.

While I fully understand and appreciate the tremendous value of privacy, the
terrible cost that Apple’s and Google’s actions will have on state and local law
enforcement, and on crime victims across the country, must also be considered. Simply
put, if criminals can hide the evidence of their crimes on their smartphones, and if that
evidence is forever beyond the reach of law enforcement, then crimes will go unsolved,
criminals will go free, and the safety of all of our citizens will be diminished. In the
“arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions
in state constitutions, protect citizens’ privacy. They require probable cause and warrants
issued by judges — not prosecutors — before smartphones may be searched. Those
warrants will be a nullity if Apple and Google are permitted to make their smartphones
impervious to /awfil governmental searches.

/%jﬂy’

StevepB-Wolfson
Clark County District Attorney
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OFFICE OF THE T,
CLINTON COUNTY %}
DISTRICT ATTORNEY %
Clinton County Government Center
ANDREW J. WYLIE 137 Margaret Street, Suite 201 Tel. (518) 565-4770
District Attorney Plattsburgh, New York 12901 Fax. (518) 565-4777

United States Senate Committee on the Judiciaﬁ
224 Dirksen Senate Office Building,
Washington, D.C. 20510-6050

Re:  Going Dark: Encryption, Technology, and the Balance Between Public Safety and Privacy

Dear Senators:

| am writing to express my concern about the efforts that Apple and Google have made to make
their smartphones impervious to search warrants and similar judicial orders.

While | fully understand and appreciate the tremendous value of privacy, the excessive cost that
Apple’s and Google’s actions will have on state and local law enforcement, as well as on crime victims
across the country, must also be considered.  Simply put, if a perpetrator can hide the evidence of their
crimes on their smartphones and if that evidence is forever beyond the reach of law enforcement, then
crimes will go unsolved, criminals will go free and the safety of all of our citizens will be put in jeopardy.
In the “arms race” between criminals and law enforcement, the criminals will have won.

The Fourth Amendment of the United States Constitution, and similar provisions in state
constitutions, protect citizens’ privacy.  They require probable cause and warrants issued by judges —

not prosecutors — before smartphones may be searched. Those warrants will be a nullity if Apple and
Google are permitted to make their smartphones impervious to fawful governmental searches.

Respectfully,

AT

Clinton County District Attorney

ATWimw
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