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WHISTLEBLOWER RETALIATION AT THE FBI:
IMPROVING PROTECTIONS AND OVERSIGHT

WEDNESDAY, MARCH 4, 2015,

UNITED STATES SENATE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 10:02 a.m., in Room
SD-226, Dirksen Senate Office Building, Hon. Charles E. Grassley,
Chairman of the Committee, presiding.

Present: Senators Grassley, Tillis, Leahy, Whitehouse, Klo-
buchar, Franken, and Blumenthal.

OPENING STATEMENT OF HON. CHARLES E. GRASSLEY,
A U.S. SENATOR FROM THE STATE OF IOWA

Chairman GRASSLEY. The Committee will come to order. Since
Congress passed the Whistleblower Protection Act in 1989, I have
been saying that whistleblowers are a very important part of Gov-
ernment operations by exposing waste, fraud and abuse, to help
keep Government honest and efficient.

But despite all of our hard work over 25 years, whistleblowers
are still fired, still demoted, still discredited, and oftentimes ostra-
cized, all for doing what I consider a very patriotic duty, and that
is telling the truth. But sometimes the truth hurts.

Today we are going to focus on whistleblower retaliation at the
White House. And you may ask why. The FBI’s whistleblower poli-
cies need special scrutiny because the legal protections for its em-
ployees are weaker than at any other agency, and there is a reason
gave them to be different. I am not sure I agreed with it at the
time, but it is probably necessary to get a Whistleblower Protection
Act passed for the rest of Government. That is because the FBI is
not subject to the Whistleblower Protection Act.

So as the law allowed, it has its own rules, very special rules,
and, consequently, employees have no ability to appeal for an inde-
pendent judgment outside of the Justice Department.

Back in 2012, President Obama issued a directive that estab-
lished limited protection for whistleblowers in the intelligence com-
munity. He required the Department of Justice to report on how
effective the FBI regulations actually are in protecting whistle-
blowers.

The Department submitted that report April 2014, a year late.
In May 2013, I also asked the Government Accountability Office to
look into the Department’s handling of FBI whistleblower com-
plaints. That report was published last week and the Government
Accountability Office is here to testify about those findings.

o))
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Now, unfortunately, the Justice Department failed to identify a
witness from the Attorney General’s or Deputy Attorney General’s
office to talk about its report and the recommendations for reform.

The GAO and the Justice Department reports have several im-
portant findings in common. I will mention just two of them now.

First, both reports recognize that unlike every other Federal
agency, the FBI employees are not protected from retaliation when
they report wrongdoing to their direct supervisors. This ought to be
cause for anybody to scratch their head.

The FBI culture requires a deep respect for the chain of com-
mand. The FBI encourages employees to report wrongdoing to their
supervisors within the chain of command, but it does not tell those
same people they have no recourse if they experience retaliation for
doing so.

It is not surprising then that the Department found a significant
portion of FBI whistleblower complaints have been rejected because
the whistleblower blew the whistle to the, quote-unquote, “wrong
person.”

Two of our witnesses today tried to disclose waste or wrongdoing
only to be told that their whistleblowing was not protected under
FBI rules.

Mr. Kiper went to the assistant director of the Training Division.
That was the most senior person in his office at Quantico and actu-
ally ranked higher at the FBI than the special agent in charge. But
that official is not listed in the FBI whistleblower regulation.

Similarly, Special Agent Mike German tried to blow the whistle
to a special agent in charge, as required under the rules, but the
FBI said that it did not count because the initial contact went
through the assistant special agent in charge.

So the FBI’s so-called whistleblower protections did not protect
these whistleblowers simply because of a technicality. That is my
first point.

Now, the second point, both the GAO and the Justice Depart-
ment reports confirmed that the Department subjects FBI whistle-
blowers to delay after delay in these cases. For instance, it took the
Department more than 10 years to finally uphold Jane Turner’s re-
taliation claim after she was fired for reporting that FBI agents
took souvenirs from the Ground Zero after 9/11.

It took more than 9 years to resolve another case, that of Robert
Kobus. His claim of retaliation for reporting time and attendance
fraud, just in time for him to plan his retirement.

As we know, however, justice delayed is justice denied. And even
after finally winning vindication was anyone ever held accountable
for the retaliation against these whistleblowers. I am not aware of
any accountability.

If no one pays a price, then it will happen again.

In addition to the findings of these two reports, the FBI appears
to be engaged in a pattern of stonewalling the Inspector General,
including two investigations of FBI whistleblower complaints.

On February 3, the Inspector General reported to Congress that
the FBI failed to comply with its legal obligation to provide timely
access to all records requested. The FBI said that it needed to re-
view the records before it decided whether to provide access to the
I1G.
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Now, it took 4 months from the initial request for the FBI to
cough up the documents. That is not how the law is supposed to
work. It should not take months of negotiation and it should not
taking notice to Congress for the Inspector General to get access
to documents in FBI whistleblower cases.

That does not instill then much confidence in the Department’s
willingness or its ability to protect whistleblowers. The FBI needs
to commit to cooperate with the independent oversight of its treat-
ment of whistleblowers.

Now, I conclude with this. I am pleased that the Department has
made recommendations in its 2014 report to improve FBI whistle-
blower protections. Those recommendations are a start, but they do
not go far enough.

Last week’s report from the Government Accountability Office
made that very clear. If every other law enforcement and intel-
ligence agency can protect disclosure of waste, fraud or abuse to a
direct supervisor, then why cannot the FBI? Whistleblowers should
not have to fear retaliation for speaking up and they should not
have to wait a decade for relief, and they should not have to apply
to Congress to see justice done.

I will proceed with the introduction of the first panel and then
if Senator Leahy comes, I am going to interrupt and let him make
his statement.

Steve Kohn has represented FBI whistleblowers for decades, in-
cluding Dr. Frederick Whitehurst, a former supervisor special
agent, who began blowing the whistle on the FBI crime lab way
back in 1989. Mr. Kohn also represents former Special Agent Jane
Turner, Supervisory Special Agent Bassem Youssef, and non-agent,
FBI employee Robert Kobus. Each of these cases dragged on for
years.

Richard Kiper currently works in the Miami field office, but pre-
viously worked in the training division, formerly known as the
Academy in Quantico. He reported mismanagement to the highest
ranking official in the training division.

His reports included allegations that the FBI misled OMB, Office
of Management and Budget. However, the FBI regulations did not
protect his disclosure because the training division is technically
not a field office.

Following his disclosure, Mr. Kiper was demoted from a GS-15
position to a GS-13 through the loss of effectiveness order. Then
Mr. German is a fellow with the Brennan Center for Justice at
New York University School of Law and a former FBI special
agent.

Mr. German spent 16 years as an undercover agent at the Bu-
reau, risking his life to infiltrate White supremacists and neo-Nazi
hate groups across the United States. Some of these groups had
ties to foreign terrorist groups.

When he reported that a portion of a meeting between two such
groups had been illegally recorded by mistake, he was removed
from investigation, targeted for retaliation. So much for putting his
life in danger.

Now, unless some lawyer tells me otherwise, you just stay seat-
ed, but I am going to ask you to swear.

[Witnesses are sworn in.]
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Chairman GRASSLEY. Each of them nodded their heads.

I think my staff probably—did we tell them 5 minutes for testi-
mony? So will you kind of stay to that 5 minutes. I do not care if
it is 5 minutes and 30 seconds or even 6 minutes, but after 6 min-
utes, it kind of drags on.

Mr. German, would you start, please?

STATEMENT OF MICHAEL GERMAN, FELLOW, LIBERTY AND
NATIONAL SECURITY PROGRAM, BRENNAN CENTER FOR
JUSTICE AT NEW YORK UNIVERSITY SCHOOL OF LAW,
FORMER SPECIAL AGENT, FEDERAL BUREAU OF INVESTIGA-
TION, NEW YORK, NEW YORK

Mr. GERMAN. Thank you, Chairman Grassley, for inviting me to
testify about improving protections for FBI whistleblowers. FBI
and Justice Department officials pay lip service to protecting whis-
tleblowers, but the byzantine procedures they employ all but en-
sure that FBI employees reporting misconduct will not be protected
from retaliation.

New reports by the Justice Department and the Government Ac-
countability Office make clear that the current system is not work-
ing, but the incremental improvements the Justice Department
proposes are inadequate and would keep FBI employees trapped in
a system with substandard protections.

A legislative solution is necessary to finally give FBI employees
the protection they deserve.

At his nomination hearing, FBI Director James Comey called
whistleblowers critical to a functioning democracy. He argued that,
quote, “Folks have to feel free to raise their concerns and if they
are not addressed up their chain of command, to take them to the
appropriate place,” end quote.

This sounds good, but any agents who followed his advice would
not be protected under the Justice Department regulation gov-
erning FBI whistleblowers.

These regulations require FBI employees to bypass the chain of
command and report misconduct only to a handful of high level of-
ficials in order to receive protection.

In the field, the lowest ranking official authorized to receive pro-
tected disclosures is the special agent in charge.

I cannot overstate how difficult it would be for an agent to break
protocol and report directly to an SAC. I served as an FBI agent
for 16 years, was assigned to three different field offices, and
worked undercover investigations in at least three more. In all that
time, I did not have more than 10 personal audiences with an SAC,
none of which occurred at my request.

If I had asked for a meeting with the SAC, he or she would im-
mediately call the assistant special agent in charge to find out
what I wanted, who would then call my supervisor with the same
question, who would then call me to ask me what the heck I
thought I was doing.

My experience as an FBI whistleblower demonstrates how dif-
ficult it 1s to follow these procedures and how illusory the protec-
tions really are.

In 2002, I was assigned to the Atlanta Division, but was asked
to work undercover in a Tampa counterterrorism investigation. As
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the operation began, I learned that the informant in the case had
illegally recorded a portion of a conversation between two subjects
earlier in the investigation, imperiling any possible prosecution.

When the Tampa supervisor refused to address the matter and
told me to pretend it did not happen, I felt duty bound to report
it. Luckily, I researched the proper procedure and realized I should
make the report to the Tampa SAC. But I also knew that failing
to provide notice to my chain of command in Atlanta would cause
problems for them, which would ultimately cause problems for me.

So I called my supervisor to tell him I was going to call my as-
sistant special agent in charge to him I was going to call the
Tampa SAC to make a whistleblower report.

When I talked to my ASAC, however, he asked me to write the
complaint in an email to him, which he would forward to the
Tampa SAC. This seemed reasonable, especially because I had lit-
tle confidence the Tampa SAC would take my call.

The FBI would later argue, however, that by transmitting my
through my ASAC, I forfeited my right to be protected from the re-
prisals I faced for sending that email.

My experience is not unusual. The GAO and Justice Department
reviews confirm that a significant portion of retaliation complaints
£a_Lre cl:losed because the whistleblower reported to the wrong FBI of-
icial.

The Justice Department argues that it does not need to amend
its regulations to protect whistleblower reporting to direct super-
visors because it has no evidence that FBI employees are inhibited
from such reporting.

But I provided the review group a 2009 Inspector General survey
that showed 42 percent of FBI agents said they did not report all
the misconduct they saw on the job; 18 percent said they had never
reported such wrongdoing. Reasons for not reporting included fear
or retaliation 16 percent; a belief that misconduct would not be
punished 14 percent; and, a lack of management support for such
reporting 13 percent. Tellingly, 85 percent said if they did report
wrongdoing, it would be to their direct supervisor.

FBI employees often take great risks to protect our security. We
should protect them when they report waste, fraud and abuse that
undermines their important missions.

Compelling the Justice Department to protect whistleblower dis-
closures to supervisors is one of several potential reforms I rec-
ommend in my written testimony, which I will be happy to discuss
in response to questions.

Thanks again for holding this important hearing.

[The prepared statement of Mr. German appears as a submission
for the record.]

Chairman GRASSLEY. Thank you very much.

Senator Leahy said that we will finish the panel, then he can
make his opening statement. I will let you ask questions first.

Mr. Kohn?

STEPHEN M. KOHN, EXECUTIVE DIRECTOR, NATIONAL
WHISTLEBLOWERS CENTER, WASHINGTON, DC

Mr. KoHN. Thank you, Senator Grassley, Senator Leahy, for
holding this hearing.
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The Department of Justice’s program for protecting FBI whistle-
blowers is broken, in large part due to the devastating impact
caused by prolonged delays in deciding cases.

I want to focus my remarks on three heroic Americans who faced
severe retaliation simply for reporting serious misconduct. Robert
Kobus worked at the FBI New York field office for 34 years as an
FBI operations manager. His commitment to law enforcement is
both professional and profoundly personal.

His sister was murdered by al Qaeda on September 11, 2001. Mr.
Kobus reported budget and time card fraud. It was a simple case,
fully documented, but the retaliation was swift, stripped of his du-
ties and literally isolated in a vacant floor among 130 empty desks,
and we have the pictures.

The Inspector General’s investigation found retaliation, ordered
corrective action. Instead of fixing the problem, it went on for 9
years, his case. The FBI spent untold taxpayers’ money frivolously
fighting Mr. Kobus.

In the end, Kobus won, but ask him about his victory and the
9-year process he lived through. The FBI’'s uncontrolled bullying
tactics which went on continuously while the DOJ reviewed his
very simple case ruined a very promising career.

Jane Turner’s case is even worse. She was one of the first female
agents in the FBI and had a stellar career. After disclosing to the
Inspector General that property of victims of 9/11 attacks at the
crime scene had been taken illegally by agents, she was swiftly re-
taliated against, subject to brutal retaliation, in the FBI’'s words,
because she embarrassed the Bureau.

Eventually she was—she filed her claim, but while her claim was
pending, with no relief, they gave her a notice of proposed removal
and she was forced to resign.

After she passed mandatory retirement age, the Department of
Justice procedures finally ruled, 11 years later, and found the no-
tice of proposed removal improper. But what did that do for her?
She already passed mandatory retirement age. Her career was al-
ready ruined.

Finally, there is Supervisory Special Agent Bassem Youssef. Be-
fore blowing the whistle, he received the highly prestigious DCI
award from the director of Central Intelligence for his spectacular
contributions against terrorism.

He also served as the FBI’s first legal attache in Riyadh, Saudi
Arabia and in the 1990s he successfully infiltrated the organization
we now know as al Qaeda and developed a direct source with con-
tacts with the blind sheik and Osama bin Laden.

His efforts actually prevented real terrorist attacks. He blew the
whistle and his case has been pending for 9 years, no end in sight.

The OPR, they investigated it and within about 6 months found
retaliation and ordered him back to work in counterterrorism oper-
ations, using his language and his skills. But for 9 years the case
is pending.

And Mr. Youssef, regardless of the outcome of that case, will
never win because he retired in September 2014, about 1 year to
mandatory date. So he will never be assigned to counterterrorism
again, and the United States lost his services forever and that is
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a major loss for all Americans and a major loss in our counterter-
rorism efforts.

The prolonged delays in processing the whistleblower claims
sends a clear message to all FBI agents: Do not blow the whistle;
if you do, the messenger is shot. The law needs to be fixed and it
is up to Congress to do that job.

Thank you.

[The prepared statement of Mr. Kohn appears as a submission
for the record.]

Chairman GRASSLEY. Thank you, Mr. Kohn.

Mr. Kiper?

STATEMENT OF J. RICHARD KIPER, Ph.D., SPECIAL AGENT,
FEDERAL BUREAU OF INVESTIGATION, MIAMI, FLORIDA

Mr. KiPER. Thank you, Chairman Grassley, Senator Leahy and
other Members of the Committee, for holding this important hear-
ing on whistleblower retaliation at the FBI.

As a victim of unjustified adverse actions, I am grateful for the
opportunity to share my experience with you. Like thousands of
other FBI employees, I work hard at my job every day. I have been
rewarded for my efforts over the past 15 years not only in terms
of statistical accomplishments, but I have also been honored with
several incentive and recognition awards, including outstanding
law enforcement of the year in the southern district of Florida.

I take seriously my responsibility to keep the American people
safe, but I also recognize the importance of effectively managing
the resources they have entrusted to me. Whether it is helping to
define the requirements for the FBI's new case management sys-
tem or creating a data base to manage human sources in Miami,
I have always raised my hand when I believed FBI processes and
products needed to be improved.

However, I never imagined that my desire to promote excellence
would be used against me. In 2011, I accepted a position as chief
of the investigative training unit at the FBI Academy. This was a
position for which I was especially well suited due to my investiga-
tive experience in the FBI as well as my four degrees in education.

At the FBI Academy, I continued to push for ethical and efficient
solutions to problems and I brought problems to the attention of
the highest ranking leaders at the FBI Academy.

Specifically, I brought to light the following issues: the training
division’s intentional misleading of the Office of Management and
Budget regarding the training of new agents and new analysts;
training division’s wasteful decision to install SCION, the FBI’s top
secret computer system, in the intelligence and investigative train-
ing center building; and, training division’s mismanagement of the
October 2011 realignment as it lacked any business process defini-
tion or sound instructional design principles.

When I raised these issues with the training division leadership,
I did not retain an attorney or study the whistleblower statute to
ensure I was making a disclosure of wrongdoing to a, quote-un-
quote, “appropriate recipient.” I was just trying to do the right
thing, like I have always done.

I have made these disclosures to the highest ranking officials at
my work site, hoping these executives would, at least, consider
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making positive changes. Instead, I was removed and demoted two
GS levels.

The tool used to retaliate against me was the FBI’s loss of effec-
tiveness, or LOE, process. From April 22 to May 3, 2013, an FBI
inspection team traveled to the FBI Academy to conduct an inspec-
tion. On the last day of inspection, training division executives told
me I was being removed from my position as a result of an LOE
finding.

The news was shocking to me, as I had earned outstanding eval-
uations from my supervisors, enjoyed nearly perfect climate survey
results from my employees, and received four awards during my
tenure at the training division.

At the time I was told of my removal, the training division execu-
tives refused to tell me why I had received the LOE finding or why
they had agreed with it. Five weeks after I was told of my removal,
they finally provided to me the written justification for my LOE
finding.

Although the inspectors found absolutely nothing wrong with my
unit, they documented several accusations against me that were
demonstrably false.

As Senator Grassley effectively articulated in a letter to Director
Comey on September 26, 2014, the justification for my removal
was, quote, “contradicted by the FBI’s own documents,” unquote.

It is worth noting that if I had been accused of actual wrong-
doing, say, driving under the influence, vandalism or soliciting
prostitutes, I would have been given a chance to challenge the in-
vestigation and appeal the adverse action.

However, with the FBI’s LOE process, the accused have no ave-
nue to appeal the findings, no chance to prevent the outcome, no
recourse whatsoever.

In light of the irregular inspection activities and false statements
used to justify my LOE finding, the only explanation for my re-
moval and demotion is that of retaliation for having made the dis-
closures I mentioned earlier.

While no one in the FBI has disputed the fact that my LOE was
based on false information, what they are contesting is that my
whistleblower disclosures were not protected because they were not
made to a, quote-unquote, “qualifying individual” listed in 28 CFR
27.1(a).

While conceding that my disclosures were made to the highest
ranking official at the FBI Academy, the FBI insists the disclosures
were not made to the, quote, “highest ranking official in any FBI
office,” unquote, as the statute requires.

According to this logic, the adverse actions taken against me
could not have been taken in retaliation for my disclosures because
my disclosures were not protected under the statute.

I have no doubt that my removal and demotion was retaliation
for having made whistleblower disclosures. I made these disclo-
sures in good faith and I made them to the highest ranking officials
at the FBI Academy, who outrank the highest ranking official in
any FBI field office.

Thank you for considering the expansion of the FBI whistle-
blower protections so that the FBI is held accountable for its ac-
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tions and held to the standard of its motto—fidelity, bravery and
integrity.

Thank you again for holding this hearing and I would be happy
to answer any questions you may have.

[The prepared statement of Mr. Kiper appears as a submission
for the record.]

Chairman GRASSLEY. Thank you, Mr. Kiper.

Now, Senator Leahy both for his opening statement and you can
ask questions first.

OPENING STATEMENT OF HON. PATRICK J. LEAHY,
A U.S. SENATOR FROM THE STATE OF VERMONT

Senator LEAHY. Thank you, Mr. Chairman. I want to thank you
for holding this hearing. You have had a long and well documented
interest in whistleblowers and I have been happy and proud to
work together with you on a lot of these issues.

We have a very large Government and, for the most part, it
works very well. But when it does not, those of us who have to
make decisions on budget and everything else may not know about
it and we have to rely a lot of times on those who are in the Gov-
ernment to know what is going on.

A lot of times, they are whistleblowers and I their role is essen-
tial in providing accountability. I do not care if it is a Democratic
or Republican administration, we want that kind of accountability,
one of the same reasons why I push for an updated FOIA, Freedom
of Information Act.

But it is also if you have an employee who knows about wrong-
doing, I think that they have to have real avenues where they can
come forward and tell about it and not be punished for actually let-
ting taxpayers and everybody else know what is going wrong. But
they have to be protected from retaliation.

Now, Mr. German and I have talked before on this and I know
the retaliation that he has gone through. I know it all too well.
Frankly, I do not know how you even keep your sanity from what
you went through. You had a distinguished career at the FBI,
but—it was 10 years ago, more than a decade ago, you were forced
to end that.

Mr. Chairman, he chose to do this after making, as he said in
his testimony, a whistleblower disclosure at the FBI that went no-
where. Instead of the Bureau acting on the problems he pointed
out, the same kind of insularity and mismanagement identified by
the 9/11 Commission as a major failing, he was marginalized and
mistreated.

You think they would have learned. We know, after the fact, at
least, we could have prevented 9/11 if people had corrected some
of these failings.

Look at the effective counterterrorism work you did to get crimi-
nal convictions against terrorists. That is just brushed aside and
you would think that the FBI would be applauding that.

We have had two recent Government reports, one by the Depart-
ment of Justice, another by the Government Accountability Office
that highlight the obstacles that remain for FBI employees.

Our country, our Government has got to do better.
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Let me ask you this, Mr. German. Do you believe it is necessary
for the FBI to have a separate whistleblower regime simply be-
cause the Bureau handles national security and intelligence infor-
mation?

Mr. GERMAN. I do not think it is necessary that they have a sep-
arate one and to the extent they can make an argument that they
do, there are only a few FBI employees who would ever need to be
part of the process. The vast majority of FBI employees do not have
regular access or work in national security issues. They work on
regular law enforcement issues, and those could easily be put into
the Office of Special Counsel and MSPB system without risking
any security issues, just like many other Federal law enforcement
agencies are and just like many Department of Homeland Security
employees are.

Senator LEAHY. The reason I ask that, I look at what happened
9/11 and hindsight is always 20/20, but you look at the mistakes
made where people were not listened to, where dots were not con-
nected.

I recall going down to the FBI a day or so after 9/11 and they
were working very hard getting—somebody would call in with some
information from some part of the country and somebody would
write it down and hand it to somebody else who would rewrite it,
hand it to somebody else who would put it in a pile.

I am looking at this and sort of had visions of Dickens’ time and
they were going to fly some photographs out, getting airplanes to
fly some photographs. I said why do you not just email them. We
do not have that facility. I said, well, my 12-year-old neighbor can
do it for you, if you want. But I did know that a number—the FBI
had been urged to update this.

If you have—and I realize this sounds like I am answering my
own question—but if you have strong whistleblower protection, do
you believe that would also give us better national security, not
less national security?

Mr. GERMAN. Absolutely. I think it would improve security in a
number of different ways. Number one, you would correct problems
very quickly that were identified, but number two, it would give
FBI employees and other intelligence employees less incentive to go
around the system and leak to the press.

And if we can correct these problems internally, there would be
less need to go outside the system.

Senator LEAHY. The Department of Justice has recommended ex-
panding the number of persons who whom a protected disclosure
could be made. Would that limited expansion be enough to protect
whistleblowers?

Mr. GERMAN. I do not believe so. As the Inspector General survey
suggested, 85 percent of FBI employees said they would report to
their direct supervisor. There is no reason why that should not be
protected when the vast majority of complaints are going to be
made through that system, and it seems that it is only to create
a trap that disqualifies a large number from protection.

Senator LEAHY. Mr. Kohn, I was thinking, late last night I was
reading your testimony and maybe this is my Irish-Italian back-
ground, but I could feel my temper growing. You talked about the
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three FBI whistleblowers that faced these lengthy delays seeking
resource after being retaliated against.

What is the most important reform that we could have to ensure
greater efficiency in processing claims of retaliation? If you could
do one single thing, what would it be?

Mr. KoHN. The one thing is you need the carrot and the stick.
The carrot would be the requirements, but the stick is real con-
sequences if they do not adhere to strict time limits. And the prop-
er kickout in that would be, in my view, to permit the FBI em-
ployee to go to Federal court for a de novo hearing if reasonable
time limits were not adhered to.

If the FBI and the Justice Department knew that the employee
could go to Federal court, mark my word, they would honor those
time limits.

Senator LEAHY. You do not believe that the right to judicial re-
view would jeopardize national security.

Mr. KoHN. Not at all, because in Title VII cases, FBI agents can
go to Federal court right now and many of the exact same issues—
a whistleblower case is almost always a human resources and per-
sonnel case. They are debating whether there were legitimate rea-
sons for an adverse action.

The details of the national security issues or the confidential
issues almost never have to go in front of a court and if they did,
the Federal courts have very good procedures for guarding secrets
and holding people extremely accountable if they were to violate it.

Senator LEAHY. For both Mr. German and Mr. Kiper, would you
both agree with that?

Mr. GERMAN. Yes, I would agree.

Mr. KiPER. I would, too.

Senator LEAHY. Thank you.

Mr. Chairman, thank you very much. I am glad you are having
this hearing. I know when we talk with Mr. Comey later on, we
will be raising some of these same questions.

Chairman GRASSLEY. I want to thank you for your cooperation on
this hearing, as well. Thank you.

I did not ask questions, so I am going to ask my first round of
questions. Then I will go to the Senator from Minnesota and then
the Senator from North Carolina.

Mr. German, Senator Leahy covered the first question I had for
you. So I will follow up with the Inspector General eventually
found that several FBI agents and officials retaliated against you.
What happened to them?

Mr. GERMAN. There was a March 27, 2007 hearing where Direc-
tor Mueller suggested there was some action taken against one in-
dividual, a unit chief at the undercover unit, but the Tampa offi-
cials that were directly involved with mishandling the counterter-
rorism investigation, falsifying documents to cover it up, and retali-
ating against me, I am not aware that they received any punish-
ment.

And, in fact, the direct supervisor and the ASAC both later be-
came special agents in charge at the FBI.

Chairman GRASSLEY. Then I wanted to ask you if you hear from
FBI employees who are considering blowing a whistle on internal
misconduct and if you do, what do you tell them?
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Mr. GERMAN. I regularly hear from FBI employees who are
thinking of reporting some problem that they have seen, because
I am in the media somewhat as an FBI whistleblower and looking
for advice. And typically the first question I ask them is whether
they are willing to lose their job over this issue and often they are
surprised. Many of them I never hear from again. But I feel that
the chances are they are going to lose their job if they press for-
ward. So they need to go forward knowing that the protections are
not there for them.

Chairman GRASSLEY. Mr. Kiper, on 26 September last year, I
wrote Director Comey concerning you. Six months later, after you
were listed as a witness at this hearing, I finally received a reply
and I want to put copies of these in the record. Without objection.

[The information referred to appears as a submission for the
record. ]

Chairman GRASSLEY. The FBI’s response does not address the
truthfulness of the allegations that were used to demote you, even
though my September letter provided three exhibits that appeared
to disprove those allegations against you.

So my question to you. Why did the FBI claim that none of your
disclosures entitled you to protection from retaliation and why do
you disagree? Then I will have another question for you.

Mr. KipER. Thank you for the question, Senator. As I alluded to
in my opening statements, the FBI’s position is not that the disclo-
sures I made were not disclosures in content. They are saying that
I did not make them to the correct personnel according to the stat-
ute and that is the highest ranking official in any FBI field office.

There are many reasons I disagree with that, but I would like
to go to the Federal Register, if I may, which describes comments
and the reasons why the phrase, “highest ranking official in any
FBI office,” was constructed and that is, to give employees a broad-
er access to local leaders without specifying the precise job title of
those leaders.

And here is a quote from the Register: “The highest ranking offi-
cial in each FBI field office is generally a special agent in charge,
or SAC. These senior officials are generally in a position to take ac-
tion against and to correct management and other problems within
their respective field offices. In addition, designating the heads of
field offices as recipients of protected disclosures permits employees
in the field to have an opportunity to make disclosures to officials
with whom they may be more familiar and without the necessity
of contacting officials at FBI headquarters.”

They go on to say, that is, the Federal Register comments em-
phasize the need for a whistleblower to have access to an onsite
contact for making disclosures, and this is another quote: “Desig-
nating the highest ranking official in each field office, but not all
supervisors, as recipients of protected disclosures provides a way to
channel such disclosures to those in the field who are in a position
to respond and to correct management and other problems while
also providing an onsite contact in the field for making protected
disclosures.”

So the reason why I believe they are wrong, from the Federal
Register, is that the highest ranking official serving as the onsite
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contact at the FBI Academy is the assistant director or his des-
ignee.

Chairman GRASSLEY. My last question to you is you have had a
chance to review the FBI's March 2 letter that describes its new
policies on loss of effectiveness orders. Do these new policies suffi-
cierrlPtly protect whistleblowers and if not, would you tell me why
not?

Mr. KiPER. No, Senator. I do not believe they adequately protect
FBI whistleblowers for three reasons. I am not sure if I am going
to have time to get to all of them.

But very quickly, in Section 9.2 of this policy, it states that, “This
policy applies only to management directed reassignments, which,
because of the circumstances under which they are initiated, are
designated as LOE transfers, that is, transfers not so designated
are not within the scope of this directive, even if they are otherwise
management directed.”

And to me, that says, they are giving themselves a blank check
again and all they need to do is—if they want to take retaliation
against a whistleblower, all they have to do is not designate it as
an LOE transfer and then none of this policy applies. That is the
first problem that I see with it.

Chairman GRASSLEY. If you have that written down, why do we
not just put that in the record? And then I will go to Senator
Franken. You have some reasons written down, right?

Mr. KIPER. Yes, Senator, and some other papers. But last night
when I received this, my notes are kind of sketchy. But I can—I
can get that to you.

Chairman GRASSLEY. Senator Franken. And then I have got
questions of Mr. Kohn, but I am going to respect yours and Senator
Tillis’.

Senator FRANKEN. Why do you not use some of my time, because
actually you asked the main question I had for Mr. German, which
was if anything had happened to the people that retaliated against
him. So go ahead, use my time. You are the Chairman, but I grant
you it.

[Laughter.]

Chairman GRASSLEY. I am very appreciative.

Mr. Kohn, what have been the costs of these prolonged cases that
you talked about being so costly and taking so long, both finan-
cially and non-financial, and will the Department’s recommenda-
tions result in fewer delays by FBI whistleblowers?

Mr. Koun. Well, first, the Department’s recommendations will
not. They are not mandatory and there is no sanction if these cases
are endlessly delayed.

In terms of the costs, first is monetary. We know it has cost mil-
lions of dollars. We know they have paid hundreds of thousands of
dollars, well over $1 million in attorney’s fees to the whistleblower
lawyers. It is a complete waste of taxpayer money.

So those litigation costs, but the real costs are the loss of the
agents, like Jane Turner, who was a spectacular agent, they lost
her. Mr. Kobus, who was a brilliant manager, they lost him. And
Bassem Youssef, whose work in counterterrorism was second to
none, who was the highest ranking Arabic-speaking agent in the
Bureau, but after he was retaliated against and for about 12 years,



14

was not permitted to use his Arabic language, despite being the
highest ranking official fluent in that skill and a skill we needed.

The retaliation at the FBI reflects a culture and that culture
needs to be reformed both legally through actions of Congress and
I would hope through the leadership of the FBI being pushed to do
the right thing.

Chairman GRASSLEY. You have represented a lot of whistle-
blowers in different agencies. So I want to know those other agen-
cies handling of whistleblowers compares to the FBI.

Mr. KoHN. The delays are far longer in the FBI process than any
other Federal employee process. The Office of Special Counsel is
under certain requirements to conduct investigations and complete
them in a limited time period and if it goes to the MSPB, those
judges are under specific performance indicators and they follow
them.

So it is not like we need a law for the other Federal workers be-
cause those judges follow their requirements. That is completely
unlike the FBI.

And there is another point there, the mandatory retirement age
of 57. When we say these cases go on for 10 years, 12 years, like
in Jane Turner’s case, she passed mandatory retirement.

So the traditional order of a reinstatement is meaningless. So if
the traditional relief given to whistleblowers, reinstatement, cannot
be given in an FBI whistleblower case, essentially you lose the case
by delay.

Chairman GRASSLEY. Thank you.

Senator Franken, you have got 30 seconds of your 5 minutes.

Senator FRANKEN. Mr. German, as an outside observer of the
DOJ and GAO investigations and the reports issued, how would
you characterize the Department’s and the Bureau’s response to
the reports’ recommendations? Do you find their response genuine?

Mr. GERMAN. I think this has been a longstanding problem at the
FBI and the Justice Department, a problem that they could have
solved very easily by simply prohibiting their managers from retali-
ating against whistleblowers.

So this is not an issue of good faith. They have shown they do
not have good faith in these cases. I think it is time for a legisla-
tive action to compel them to do what they should have done from
the beginning.

Senator FRANKEN. Well, I see I am out of time. Thank you, Mr.
Chairman.

Chairman GRASSLEY. Senator Tillis, and then we will go to Sen-
ator Blumenthal.

Senator TILLIS. Thank you, Mr. Chairman.

Gentlemen, thank you for being here and thank you for your
service, and I regret that you have had to go through what you
have gone through.

One question I have, and I honestly do not know, how many peo-
ple are employed by the FBI?

Mr. KonN. I think it is 35,000.

Senator TILLIS. Thirty-five thousand? So we have an organization
with some 30,000 people and nine people with whom we can report
issues like you have discussed. I understand that we have access
to sensitive information, but that seems like a ridiculous ratio.
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Given our role on oversight, and this could be for any of the three
of you, what kinds of additional steps, what specifically do you
think, either in an oversight role that we perform of what specific
elements of legislation do you have in mind that could address
some of these problems?

Mr. GERMAN. I think that there are two problems, one on the in-
vestigation side and one on the adjudication side. And I think with
the investigation side, part of the problem is there is some ambi-
guity between who is responsible for doing the investigation.

In my case, I reported to the Inspector General, but then the
FBTI’s office of professional responsibility started the investigation.
After not hearing from them for weeks, I found out the FBI inspec-
tion division had actually taken over the investigation and then ul-
timately, after I came to Congress, the Inspector General finally
did an investigation.

But by that point, by the time the investigation was over, 4 years
had passed. So some clarity of who is responsible and, as Mr. Kohn
has suggested, time limits in those investigations.

On the adjudication side, requiring, if there is an internal proc-
ess, that they use Administrative Procedures Act standards and ad-
ministrative law judges. That is the way that both litigants can
have an equal opportunity in the investigation and ultimately an
opportunity to get judicial review in Federal court.

Mr. KipER. Thank you, Senator, for the question. If I could just
add to that a little bit.

One of the problems that I see in the list that is provided in the
statute right now is that none of the individuals or offices listed are
directly responsible for taking adverse action against employees.

And so, for example, the inspection division’s office of inspections
are the ones that actually write loss of effectiveness communica-
tions and establish that, but they are not on the list.

Also, human resources division are the ones that look at those
LOE findings and they are the ones that make the decisions to ac-
tually remove and demote people. They are not, also, on the list.

And so when you try to make the connection between those that
knew about the whistleblower disclosure and those that take ad-
verse action, that is very, very difficult.

Mr. KOHN. Senator, legislatively, three fixes are absolutely essen-
tial. One, you must protect reports to supervisors. Every other
whistleblower law does it and it is fundamental given how most
employees report concerns.

Two, strict enforceable time limits. We know left to their own de-
vices, these cases have gone on for years and years.

Third is judicial review. You need someone of independent au-
thority looking over the process. That is on the legislative side. But
just as important is culture. The FBI has a culture that is very
hostile to whistleblowers. And what you need is a change from the
top, from the director on down. And I represent employees. Of the
three that one their cases, I represent two, but what was missing
in both of those cases was any recognition from the top down that
anything wrong happened; not just sanctioning the wrongdoer, but
saying anything positive about whistleblowing, saying this was
wrong.
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It is one thing getting an order of enforcement from the Justice
Department that is not circulated throughout the FBI and it is an-
other thing to have the top leadership say it was wrong. Whistle-
blowing is right. We have to change the culture. I would call for,
administratively, an independent, top-down review of how the FBI
reacted to these cases and what steps the FBI took to eliminate the
chilling effect.

Senator TILLIS. In my remaining few seconds. The question I
have really is if we take action, how do we make sure that we
strike a balance so that we are able to be able to do the right thing
in the case where you all did the right thing, but maybe get into
a scenario where you will have a disgruntled employee or someone
else who is using this, I think, for improper purposes.

Have you got an idea of how you kind of strike that balance?

Mr. KoHN. I would like to address that because it comes up a lot
in whistleblower cases. But I will say this, and I have represented
whistleblowers for 30 years and also other employees.

No one wants to be declared a whistleblower. If you are a bad
employee and you are looking for some type of employment thing
to keep your job, FBI employees can use EEO, they can use other
processes. They can even go to Federal court on an EEO.

No one wants to be branded a whistleblower. So that is not what
employees utilize. They do not utilize whistleblower procedures in
that manner on the whole.

Senator TILLIS. Thank you, Mr. Chair.

Chairman GRASSLEY. Senator Blumenthal.

Senator BLUMENTHAL. Thanks, Mr. Chairman. And thank you for
holding this very important hearing.

I want to focus on the specifics that can change the culture, be-
cause at the end of the day, as you have just articulated very well,
the culture at the top is important. Changing regulations maybe
critical, as well. But how does an agency like the FBI, the Nation’s
premier law enforcement agency, change culture so that there is re-
spect for the law and folks who complain that internally the law
may have been neglected or disregarded?

Is it training? Is it workshops? Is it sessions where the FBI direc-
tor participates and talks about this issue, as Director Comey did
in this very room in response to questions that I asked and others?

As you cited, Mr. German, in your testimony, the talk is fine, but
what do we do to change the culture?

Mr. GERMAN. Thank you. I believe that holding the managers re-
sponsible is a key part. I mean, it is somewhat ironic to suggest
that the FBI, the Nation’s premier law enforcement agency, does
not have a culture of upholding the law internally. That is prob-
lematic and I think that does come from leadership, but it also is
part of everything the agency is supposed to be doing.

So I think the problem is larger than just one of culture. If peo-
ple are held responsible to the law, there will be——

Senator BLUMENTHAL. And how is that going to be done? For ex-
ample, you have recounted the experience with the Tampa SAC.

Mr. GERMAN. Right.

Senator BLUMENTHAL. Nobody wants to hear bad news.

Mr. GERMAN. Right.
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Senator BLUMENTHAL. He might not have wished to hear bad
news, no matter how good an agent he was, bad news about his
people. And by the way, I have the utmost of respect for the FBI,
having worked with them as a U.S. Attorney and afterward as At-
torney General of my State.

The exceptions are indeed rare exceptions, but they are very,
very important. So how specifically do we hold accountable the
managers and make sure that they have respect for whistle-
blowing?

Mr. GERMAN. So one of the recommendations I have long had
that the Inspector General put in place was an ombudsman, be-
cause part of the problem is when there is not an appropriate reac-
tion, the whistleblower has nowhere to go except to make another
whistleblower complaint. So now it is two complaints. And then
when there is another type of retaliation, there is a third complaint
and it starts to look like the employee is the problem rather than
the failure of management to respond to the complaint appro-
priately.

But I think having strong regulations set in statute that requires
the FBI to respond appropriately or pay a price is what will change
the culture.

Mr. KOHN. And I would just like to add, and I agree with every-
thing Mr. German has said, but I was at a panel and a leading cor-
porate lawyer, and this is in the corporate context, and he said on
this panel “whistleblowers are assets.” And that is the beginning
of the change of the culture to recognize that when an employee
has the courage and the intelligence to risk something by reporting
obvious wrongdoing, that is to be celebrated. That person is an
asset.

I think one place to start is by asking the director of the FBI
what did you do to celebrate Jane Turner’s whistleblowing. We now
know she reported large-scale theft at 9/11. The FBI changed its
policies on taking, quote-unquote, “souvenirs” from the crime
scenes. She was retaliated against, fully adjudicated. What did you
do to celebrate her contributions to this country and the fact that
she did put her entire career on the line, what did you do?

Senator BLUMENTHAL. What you are suggesting, in effect, is at
the kind of awards ceremony that the Attorney General of the
United States has, put aside director of the FBI, there should be
recognition of whistleblowers in the same way we do the enor-
mously courageous and valuable efforts of FBI agents who risk
their lives.

Whistleblowers risk their reputations and careers and sometimes
even put their lives in jeopardy when they report wrongdoing with-
in the Government and perhaps celebrate it the same way.

Mr. KOHN. And I will say just that I think that would have a
major impact on the culture, but I will also tell you it would have
a tremendous healing effect on the whistleblowers who really go
scarred for the rest of their life, never having that. I think it 1s
what is deserved.

Senator BLUMENTHAL. Thank you, Mr. Chairman.

Chairman GRASSLEY. Senator Whitehouse. And I want to thank
Members that participate. Usually, whistleblower hearings do not
get this kind of participation. Thank you very much.
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Senator WHITEHOUSE. Well, thank you, Chairman. I share with
Senator Blumenthal the experience of having been a United States
Attorney and having worked with the FBI and having developed a
very high regard for our Federal Bureau of Investigation.

But even more specifically, Mr. Chairman, I served as United
States Attorney in Rhode Island at a time when Special Agent Mi-
chael German was serving in the FBI office in Rhode Island. And
so I have had the personal experience of his work. He did very,
very impressive work as an FBI agent, including some rather dan-
gerous undercover agents that I do not think we can discuss any
further here, but it was very impressive. So I am delighted to wel-
come Michael to this hearing and express my pride in the service
that he gave to his country as a special agent of the FBI.

This may have been gone over before, but back when the whistle-
blower protections were set up under the Civil Service Reform Act,
the FBI was exempted. There were various, I do not know, law en-
forcement reasons or whatever for doing that. They were subject to
DOJ regulation instead.

Is it time to revisit that and just put everybody under the same
Civil Service Act?

Mr. GERMAN. I believe so. I believe the national security ques-
tions would come up in a rare few cases and the system is devel-
oped well enough to protect the information that needs to be pro-
tected.

And, also, I think it is important to keep in mind that the agents
want it protected. The employees of the FBI protect this informa-
tion every day. So the idea that they would go into a process and
willy nilly leak important national security information I think is
specious.

Senator WHITEHOUSE. And how much should we rely on the re-
cent GAO and DOJ reports’ recommendations? Do they form a good
foundation? Are they a complete prescription for the solution to
this problem? Do they go in the wrong direction? How would you
steer us with respect to those two reports?

Mr. GERMAN. There are certainly several important improve-
ments that could be made to the existing system, but I think much
more needs to be done and I think it needs to be done through stat-
ute.

With the Justice Department recommendations, there are a few
that raise my concerns. Providing OARM with the authority to
sanction litigants. There are already systems for disciplining peo-
ple. This is an adjudicatory process and office that does not have
the appropriate independence or transparency to give that kind of
authority to. And in the worst case scenario, they could actually be
contributing to the retaliation against the whistleblower through
that type of a process.

I also have concerns about the Justice Department recommenda-
tion for mediated dispute resolution. While that always sounds
positive, if the underlying regulation is not changed to give FBI
whistleblowers a real shot, that mediation could just be another
trap where the agent or FBI employee is not holding any cards to
compel the FBI management to stop the retaliation.
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Senator WHITEHOUSE. Are there any lessons that we should
learn from the qui tam type actions that can be brought for disclo-
sure of fraud by individuals in this context?

Mr. KOHN. On that, as I think the Senate Judiciary Committee,
a number of years ago, voted out the False Claims Corrections Act
and it had a part that never became law which would have applied
explicitly the False Claims Act to Federal employees and set up a
procedure that was extremely reasonable requiring the employee to
go internally, requiring the employee to work with the Inspector
General, setting time limits for the Government to fix itself, but
then opening up those qui tam laws if the internal governmental
process did not work.

And what we know about the False Claims Act and its qui tam
procedures——

Senator WHITEHOUSE. Qui tam is a fallback to it.

Mr. KoHN. Correct. It would be—it would be—again, it would be
the—it would force the Government to do the right thing and hold
them accountable under the qui tam provisions if they do not.

Senator WHITEHOUSE. If I could ask one last question. I can re-
member an employment lawyer talking to me once and saying that
if they had a Government employee client who was in trouble at
work, their first piece of advice to them would be to find some
whistle to blow and now you are a whistleblower instead of a prob-
lem employee.

That I do not think is a frequent problem, but it is one that we
have to make sure we can separate out from the legitimate whistle-
blower.

Do you have any advice on that?

Mr. KoHN. First off, employees do not become whistleblowers to
seek sanctions for bad performance, for one reason: There are a lot
of other laws that are even more powerful. The Title VII is far
more powerful than the current Whistleblower Protection Act. So
why would someone want.

Senator WHITEHOUSE. So the lawyer who told me that was giving
their clients bad advice.

Mr. KoHN. Yes. They should go to Title VII. But more important
is, no one wants the stigma of being a whistleblower. That will last
a long time and it will have detrimental consequences for years to
come. It is something that people do not court.

In fact, most of my clients over the last

Senator WHITEHOUSE. If we do this right, however, we will be
lifting that stigma, if your recommendation will be celebrating it.

Mr. KOHN. I certainly hope so.

Senator WHITEHOUSE. Thank you, Chairman.

Chairman GRASSLEY. Senator Klobuchar.

Senator KLOBUCHAR. Thank you. Thank you so much for your
work in this area, Senator Grassley. And thank you to the wit-
nesses. I had another hearing and I just came here at the tail end.

Mr. German, you discussed some of the complicating factors that
may impact how whistleblowers engage with mediators. Why do
you think that whistleblowers would face these dynamics?

Mr. GERMAN. I think part of it is because they do not have a lot
of power in this situation. So their alternative, if they cannot work
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out a deal in mediation, is to go into a broken system. So they
would have to accept something less than what they might deserve.

I think the other part of the problem, as Special Agent Kiper has
described, the FBI has many different levers that it can pull to act
in a retaliatory manner, whether it is your regular performance re-
views, there are regular inspections of FBI field offices, there are
5-year background investigations.

So even if you worked out a deal in mediation, when that 5-year
background investigation comes up and they find something and
hold you responsible for something they would not have otherwise
held others responsible for, how do you then say, well, that is an-
other form of retaliation.

With my case, I was being—there were people retaliating against
me who had absolutely nothing to do with the original claim. These
were people who were just piling on because they had heard I was
a whistleblower and could look good to the people who were part
of the group that I had reported against.

So the idea that an agreement could be hammered out and the
FBI would have any incentive to follow that agreement in the fu-
ture I think would concern me. Again, if the system is corrected
and the agent really does have strong protections, then I would
change my mind.

Senator KLOBUCHAR. Mr. Kohn, I understand you are interested
in placing some strict time limits on the adjudication process for
these kinds of complaints.

Do you think there would ever be situations that would need to
fall outside of the strict timelines?

Mr. KoHN. It is hard to imagine that there would be given the
types of issues. These are employment issues.

In my recommendation, I do say that if the employee consents
to enlargement, then that is excluded from the mandatory time
limits. But having done employment cases for 30 years, these types
of cases can be handled.

If the resources and the commitment are put to it, they can be
handled clearly within a year.

Senator KLOBUCHAR. Mr. Kiper, I know this has come up, but
which of the—I know there has been a report and other things.
And which things do you think should be the highest priority if
there are going to be changes to the process?

Mr. KiPER. Thank you for the question, Senator. I think one of
the problems is illustrated in the fact that 3 days ago, on Sunday,
was the first time that the FBI has documented any sort of policy
regarding loss of effectiveness transfers. That is a problem because
they use the management directed reassignments at will and with-
out any recourse and it says in the policy supervisors who are re-
moved via that process do not have access to the performance ap-
praisal system’s performance improvement plan or any other re-
source.

And to add to that, inspection division also does not have a docu-
mented policy guide that governs how inspectors are actually con-
ducting themselves at inspection. And so that leaves it up to them
whether or not they want to actually fact check what they are doc-
umenting in these loss of effectiveness findings that they are writ-
ing.
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Senator KLOBUCHAR. Thank you very much, all of you. I appre-
ciate it.

Chairman GRASSLEY. We will have—I am done asking ques-
tions—up to 1 week for any Members to submit questions for an-
swer in writing. You might get some of those questions. You prob-
ably will from me.

I want to suggest one other thing that I am sure you have heard
me say, but the word culture of the FBI, and I suppose you could
say the culture of a lot of agencies, is just like you said, Mr. Kohn,
lloeing a whistleblower, you really put your professional life on the
ine.

I have suggested to five Presidents individually and it has never
been done and I do not imagine it will ever be done, but you have
heard me suggest that if you really want to change this culture, if
you really want—as every President said, we need whistleblowers.
Every Cabinet person comes here and says we need whistleblowers,
et cetera, et cetera. The way they act, then you find out they do
not respect whistleblowers.

But anyway, I have always suggested that until a President has
a rose garden ceremony once a year honoring whistleblowers and
send from the top of the administration down to the bottom, that
that is the only way to say that the culture needs to be changed
if the President says it needs to be changed.

Now, none of them have said that or will do that, but I am cha-
grined that one President told me, well, if we did that, we would
have 3,000 whistleblowers coming out of the woodwork. Well, that
is exactly what we want if you want to change things here in this
Government.

Thank you all very much for participating.

While the other panel is coming up, I am going to introduce the
other panel.

David Maurer is Director of the U.S. Government Accountability
Office, Homeland Security and Justice Team, where he currently
leads GAO’s work reviewing justice and law enforcement issues.
And I think everybody at GAO knows, I hope they know that I re-
spect that organization very much and rely upon them a great deal
for oversight activity.

Kevin Perkins was appointed Associate Deputy Director of the
FBI June 2012. He has oversight over FBI personnel, budget, ad-
ministration and infrastructure matters. Mr. Perkins has served
the FBI since he became a special agent in 1986.

Michael Horowitz is the Inspector General of the Department of
Justice. Mr. Horowitz also has previously served on the Sentencing
Commission and spent many years in the Justice Department as
an Assistant U.S. Attorney, Deputy Assistant Attorney General,
Chief of Staff. And just a few months ago, after being sworn in as
Inspector General, Mr. Horowitz implemented a whistleblower om-
budsman program within OIG to educate Justice Department per-
sonnel about whistleblower protections.

Also, what I said about GAO I can say about not only Mr. Horo-
witz as IG, but many other IGs, but especially you, Mr. Horowitz.
We rely upon you a great deal to help us with our oversight work.

Now, would you stay seated, please, but I would like to have you
be sworn.
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[Witnesses are sworn in.]
Chairman GRASSLEY. Affirmative by all. Thank you.
I am going to start with Mr. Maurer.

STATEMENT OF DAVID C. MAURER, DIRECTOR, HOMELAND
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE, WASHINGTON, DC

Mr. MAURER. Thank you, Chairman Grassley, other Members
and staff. I am pleased to be here today to discuss the findings
from our recent report on DOJ’s handling of FBI whistleblower re-
taliation complaints.

As you know well, Federal whistleblowers are a valuable source
of information on Government waste, fraud and abuse. Their disclo-
sures can help improve how well the Federal Government serves
the people.

Unfortunately, whistleblowers can also take a risk when they
step forward. As we heard earlier, some have been demoted, reas-
signed or fired because they saw a problem and they reported it.

There are few places where whistleblower protection is more im-
portant than the FBI. The FBI has a unique set of responsibilities
including protecting the Nation against terrorists, criminal and in-
telligence threats. Protecting FBI whistleblowers against retalia-
tion helps the Bureau be as effective as possible.

Mr. Chairman, you asked us to look at the DOJ’s efforts to pro-
tect FBI whistleblowers. And during our review, the Department of
Justice and the FBI repeatedly stated their commitment to whistle-
blower protection and began working to improve how they handle
allegations of retaliation.

But they clearly need to do more. I would like to briefly mention
three key areas of concern from our report. First, FBI employees
are less protected against retaliation than other Federal employees.
DOJ regulations require FBI employees to report alleged wrong-
doing to specific high ranking officials or offices, including the At-
torney General, the director of the FBI, or the DOJ Office of In-
spector General.

This is unique. Everywhere else in the executive branch, employ-
ees can report to anyone in their chain of command, including their
immediate supervisor.

At the FBI, if an employee does not make his or her initial dis-
closure to the right person, they are not protected against retalia-
tion and will not receive corrective action, such as back pay for a
retaliatory demotion.

We found that DOJ terminated 23 of the 62 complaints we re-
viewed, in part, because the employees made the disclosure to the
wrong person. By dismissing retaliation complaints in this way,
DOJ could permit retaliatory activity to go uninvestigated and cre-
ate a chilling effect for future whistleblowers.

As we reported, Congress may wish to amend the law to address
this problem.

Second, we found inconsistencies in DOdJ’s whistleblower guid-
ance. In some cases, DOJ and FBI provided accurate information
to employees. However, some training and guidance could mistak-
enly lead FBI employees to believe that reporting wrongdoing to a
supervisor would be a protected disclosure.
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DOJ should clarify its guidance so FBI employees clearly under-
stand to whom they can report concerns while remaining protected
against potential retaliation.

Third, we found that the amount of time DOJ takes varied wide-
ly. DOJ resolved most retaliation complaints within a year largely
because there-quarters of the time, DOJ dismissed the case after
determining it did not meet the Department’s regulatory require-
ments.

DOJ took the longest for those cases where it found the FBI had
retaliated against a whistleblower. Out of the 62 cases we re-
viewed, DOJ found retaliation had occurred three times. These
three cases lasted from 8 to over 10.5 years. This lengthy and ex-
pensive process could discourage others from even bothering to
come forward.

Recently, DOJ has taken a number of steps, such as developing
a mediation program and procedures with stricter timeframes.
These measures could help resolve complaints more quickly.

We recommended that DOJ track the impact of these changes to
determine whether that is actually the case.

We also recommended that DOJ provide whistleblowers an esti-
mate of how long it will take to process their claims; similar to cur-
rent practice, at the Merit System Protection Board and the DOD
Inspector General.

It is also worth pointing out that it has been nearly a year since
the Department of Justice issued a report with a number of other
potential changes that could enhance whistleblower protection.
DOJ has yet to implement many of these changes, and we will keep
track of what they do in the coming weeks and months.

In responding to our report, DOJ concurred with all of our rec-
ommendations and committed to improving how the Department
handles FBI whistleblower complaints. Implementing our rec-
ommendations will better position DOJ to fulfill its commitment
and protect FBI whistleblowers from retaliation.

We will keep you apprised of the Department’s efforts to enhance
whistleblower protection and address the findings from our report.

Mr. Chairman, that concludes my opening remarks. Thank you
for the opportunity to testify today.

[The prepared statement of Mr. Maurer appears as a submission
for the record.]

Chairman GRASSLEY. Thank you, Mr. Maurer.

Now, Mr. Perkins? Thank you.

STATEMENT OF KEVIN L. PERKINS, ASSOCIATE DEPUTY
DIRECTOR, FEDERAL BUREAU OF INVESTIGATION

Mr. PERKINS. Good morning, Chairman. Thank you again for in-
viting me here to testify, and to Members of the Committee.

I appreciate the opportunity I have to be here today before you
to discuss the issue of whistleblower retaliation within the FBI.

The FBI recognizes the important role played by whistleblowers
in our law enforcement efforts and takes very seriously our respon-
sibilities with regard to FBI employees who make whistleblower
complaints.

As Director Comey has told this Committee, whistleblowers are
a critical element of a functioning democracy and employees have
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to feel free to raise their concerns and if they are not addressed up
through their chain of command, to take them to the appropriate
place.

As you know, all FBI whistleblowers are protected by Federal
law from retribution. Any FBI employee who believes he or she has
suffered a reprisal for making a protected disclosure may report
the reprisal to the Inspector General, who is here with me today,
to the DOJ Office of Professional Responsibility, to the head of
their particular field office, or to other senior FBI officials at FBI
headquarters, or the internal investigative section within the FBI’s
inspection division.

There is an independent administrative process for adjudicating
those claims. As you would expect, the FDA does not have responsi-
bility for deciding those claims, as it is important that there be an
independent adjudication of any claims of retaliation.

The reports of reprisal are investigated either by the DOJ In-
spector General’s Office or the DOJ Office of Professional Responsi-
bility, who interview witnesses, collect relevant documents, and
make their findings.

The complainant is then notified of their findings and permitted
to continue their complaint with the Office of Attorney Recruitment
and Management, or OARM, and engage in an administrative liti-
gation that affords qualified complainant discovery, briefings, and
a hearing before making a final determination.

In addition, a complainant may ask for a review by the Deputy
Attorney General after the OARM process has concluded.

To the extent that there have been concerns raised by the wit-
nesses earlier today regarding this process, we share the desire for
the process to be improved and expedited. We have and will con-
tinue to work with the Department as they take additional steps
that can be taken to make the process better.

Now, in response to the Presidential Policy Directive PPD-19,
the Justice Department undertook a comprehensive review of their
process for handling FBI whistleblower reprisal cases between 2005
and 2014. This process was led by the Deputy Attorney General
and focused on improving OARM process and making employees
more aware of the process through training.

Based on this review, the Justice Department has proposed a
number of recommendations which the Department and the FBI
have since begun implementing. These include providing access to
alternative dispute resolution, expanding the resources of OARM,
improving training for FBI employees, expediting the OARM proc-
ess, awarding compensatory damages, publishing annual reports,
and expanding the list of persons to whom a protected disclosure
may be made.

The FBI continues to work with the Justice Department in these
recommendations and we have made progress on those directed to
the FBI.

The FBI now has a process for offering mediation to whistle-
blowers alleging retaliation, and the process just recently com-
pleted its first case successfully. Also, OARM has enhanced their
resources to support the process and claims are being processed
more effectively.
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As for training, the FBI requires all employees to take whistle-
blower training once every 2 years as part of the No Fear Act. In
addition, we have informational materials on the whistleblower
process available on our internal Websites for all employees who
can be accessed from any FBI workstation.

These materials include frequently asked questions that review
the process and can explain what steps an employee must take.

In the coming year, the FBI and the Office of the Inspector Gen-
eral are developing new training on whistleblower protections and
we will expect these additional materials will be used to supple-
ment those in the No Fear Act training already provided.

In addition, we are aware of and fully cooperated in the GAQO’s
report on additional actions necessary to improve the Department’s
handling of FBI retaliation complaints. We would note that none
of the recommendations in the GAO report were directed to the
FiBI as they were focused on DOJ’s handling of the retaliation
claims.

As noted above, DOJ has taken steps to improve their process for
handling these claims.

Chairman Grassley and Committee Members, I thank you again
for this opportunity to be here to discuss whistleblower protections
within the FBI, and I will be happy to answer any questions you
may have, sir.

[The prepared statement of Mr. Perkins appears as a submission
for the record.]

Chairman GRASSLEY. Thank you.

General Horowitz?

STATEMENT OF HON. MICHAEL E. HOROWITZ, INSPECTOR
GENERAL, U.S. DEPARTMENT OF JUSTICE, WASHINGTON, DC

General HOROWITZ. Thank you, Mr. Chairman, Members of the
Committee. Thank you for inviting me to testify today.

Whistleblowers perform an important service when they report
potential wrongdoing and they must never be subject to reprisal for
doing so.

We need to do all we can to foster and support a culture where
Department employees are encouraged to make such reports. For
these reasons, I have made whistleblower rights and protections
one of my highest priorities as Inspector General.

To advance this work, I established a whistleblower
ombudsperson program before such positions were required by the
WPEA and going well beyond the requirements of that statute.

To lead the program, I assigned a senior attorney from my front
office with whom I consult regularly. Our ombudsperson created a
video entitled, “Reporting Wrongdoing: Whistleblowers and Their
Rights,” and is working with the FBI to create a specialized train-
ing program for FBI whistleblowers.

We also are providing training to other Department components
and we have dedicated a whistleblower protection page on our
Website.

We also have reached out to the whistleblower community so
that we can hear from them firsthand about issues of concern. And
as a result of our internal training and education, the OIG was cer-
tified by the Office of Special Counsel pursuant to Section 2302(c).
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In addition, we helped create and we continue to chair the Work-
ing Group of Federal Whistleblower Ombudspersons established by
the Council of Inspectors General.

As the new chair of the Council of Inspectors General, I look for-
ward to working to enhance whistleblower protection programs
across the IG community.

I am proud of the dedication of the OIG staff that handles these
matters and care so deeply about them. While we have always pur-
sued FBI whistleblower matters with the utmost dedication and
commitment, we regularly critically assess our efforts in order to
improve our program.

And we also very much appreciate the recent report of the GAO.
As an independent oversight entity ourselves, we fully appreciate
the difficulty of the GAO’s work and we value its recommendations.

So let me highlight some concrete steps we have taken over the
past 2 years. We are working to process complaints faster by con-
ducting initial reviews within 1 or 2 days of receipt, when possible.

We are also improving our compliance with the 15-day require-
ment for providing written notice to a complainant following receipt
of a complaint.

Similarly, we are documenting the periodic status notifications
that our investigators are providing to complainants, as well as the
agreement of complainants to extend the time for making reason-
able grounds determinations.

We also created a specialized access data base and SharePoint
site to facilitate case tracking and adopt model report language to
make report-writing more efficient.

We also modified our procedures with respect to decisions not to
initiate an investigation. In the past, we closed such complaints in
a brief declination letter. In the interest of enhancing transparency
and giving whistleblowers the fullest possible opportunity to pro-
vide relevant information, our declination letters now identify defi-
ciencies in complaints and provide complainants an opportunity to
?‘ublflit additional information prior to the declination becoming
inal.

These changes go beyond the regulatory requirements and are
consistent with our desire to provide maximum possible support for
whistleblowers.

In addition, we were an active participant in the Department’s
PPD-19 working group. One particularly important proposed
change recommended by that group was expanding the definition
of persons to whom a protected disclosure can be made, which the
f)IG endorses. This recommendation needs to be addressed prompt-
y.

Let me conclude by discussing a development that hinders our
ability to complete investigations in a timely manner: the FBI’s
practice of reviewing documents requested by the OIG in order to
dﬁztermine whether they believe the OIG is legally entitled to access
them.

In FBI whistleblower retaliation cases, this raises two significant
concerns. First, it creates, at a minimum, a significant appearance
of a conflict of interest. This is particularly the case in light of the
FBI Office of General Counsel’s direct involvement in both the doc-
ument review for us and in any subsequent adjudication before
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OARM, where the FBI's OGC defends the FBI and its managers
against the claim of reprisal.

Second, these document reviews seriously delay our reviews. This
occurred recently in two whistleblower retaliation reviews that we
were conducting and after 3 to 4 months of delays, we finally re-
ceived production of most of the responsive emails in February
2015.

A major factor in the delays was the FBI’s practice of reviewing
emails before producing them to us, and in both cases, we under-
stand the FBI has withheld materials given its legal reviews, pend-
ing what we believe is an authorization from the Attorney General
or the Deputy Attorney General to provide them to us.

However, the IG Act clearly provides that the OIG is authorized
to have access to all records in the Department’s possession.

Further, Section 218 of the Appropriations Act does not permit
the Department to use funds to deny the OIG access to records un-
less in accordance with an express limitation in the IG Act, which
is not the case in these instances.

The Department chose to refer this issue and the FBI’'s narrow
legal interpretation of the IG Act to the Office of Legal Counsel in
May 2014. Nine months later, we are still waiting for that decision.
Every day that goes by without a decision results in a waste of FBI
and OIG resources, delays OIG audits and reviews that uncover
waste, fraud, abuse and mismanagement, and harms FBI whistle-
blowers who rely on the OIG to review their retaliation allegations
in a timely manner.

It is long past time to issue the OLC opinion so this dispute can
finally be resolved.

Thank you for the Committee’s continued support for our office
and I am pleased to answer any questions.

[The prepared statement of General Horowitz appears as a sub-
mission for the record.]

Chairman GRASSLEY. Thanks to all three of you.

First of all, a pretty simple question to Mr. Perkins. Could I have
your commitment that the FBI will not take adverse action against
Special Agent Kiper for his testimony here today or for his previous
communications with this Committee?

Mr. PERKINS. You have my commitment and you have Director
Comey’s commitment on that, sir.

Chairman GRASSLEY. Thank you. Can I also follow up with this
question? The Justice Department’s regulations do not explicitly
protect his communications with the Committee staff or his testi-
mony here today; is that correct?

Mr. PERKINS. Sir, I am not—I believe that he is—he is protected
in that, I believe. Yes, I believe so. I will follow up with you on
that, sir.

Chairman GRASSLEY. Thank you very much.

Mr. PERKINS. Yes, sir.

Chairman GRASSLEY. Thank you. Now, to each of you, but I hope
you can give short answers because we may have a vote coming up
here shortly.

Starting with Mr. Maurer and then go across the table to the
first question. Should DOJ’s regulations be amended to clearly pro-
tect FBI employee disclosures to Congress and if not, why not?
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Mr. MAURER. I think that is a fantastic idea. It is a valuable
source of information and it could assist in congressional oversight.

Chairman GRASSLEY. Mr. Perkins?

Mr. PERKINS. I think it falls within the realm of—if someone is
disclosing in a whistleblower type of role and discloses to Congress,
certainly, it is something that they should be protected with.

Chairman GRASSLEY. Mr. Horowitz?

General HOROWITZ. Yes.

Chairman GRASSLEY. To all of you again. The Justice Depart-
ment proposed to sanction whistleblowers for violating gag orders
issued in its internal appeals process unless there are exceptions
for disclosures to Congress or the Inspector General.

What prevents these sanctions from thwarting oversight of whis-
tleblower cases? Mr. Maurer?

Mr. MAURER. Mr. Chairman, we did not really review that as
part of our report for you. So I do not want to get too far off in
the deep end on that one. So we are not going to take a position
on that one.

Chairman GRASSLEY. Mr. Perkins?

Mr. PERKINS. Mr. Chairman, as well, I believe the sanctions they
are discussing in those lines is something that would be handled
within the Department of Justice and not necessarily with the FBI.

Chairman GRASSLEY. Mr. Horowitz?

General HOROWITZ. We would certainly support whistleblowers
in that context, Senator.

Chairman GRASSLEY. Thank you. Before I ask this question, I
want to refer to the Washington Times reported that an FBI whis-
tleblower has alleged that the FBI assigns surveillance teams
based upon nepotism and personal preferences, not based on need.

My office has obtained an internal FBI email to the whistle-
blower. Without objection, that will be placed in the record.

[The information appears as a submission for the record.]

Chairman GRASSLEY. The whistleblower asked whether his re-
port would meet the technical requirements for protected disclo-
sure, and then the answer was shocking to me. The FBI Office of
Integrity and Compliance said that it was protected, but that,
quote, “this does not guarantee that you will not be retaliated
against, with emphasis upon even though retaliation for making a
protected disclosure is illegal,” end of quote.

After the whistleblower made his report, he received a poor per-
formance review. So a question for each of the panel. What does
it say about the state of whistleblower protections at the FBI when
its own Office of Integrity and Compliance warns whistleblowers
that they could be subject to retaliation even if they follow the
rules and even though the retaliation is illegal?

Mr. MAURER. I think it points to a potential area of concern in
the overall culture at the FBI, something which the first panel
talked about. Clearly, this is just one document out of many, but
I would have hoped that the response would have been more in the
positive sense of welcoming the whistleblower rather than men-
tioning the fact that he could be retaliated against.

Chairman GRASSLEY. Mr. Perkins?

Mr. PERKINS. Senator, I have only seen what has been written
in the paper. I do not have the context of which that was taken
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out of. But I will say, speaking for myself and Director Comey, as
well, we will not and do not tolerate retaliation against whistle-
blowers in the FBI, period.

Chairman GRASSLEY. Mr. Horowitz? Mr. Horowitz. I just saw
that email this morning and, obviously, it is very concerning that
that would be the comment to an individual who wanted to come
forward and presented information and that is something that re-
flects a concern about the culture, as Mr. Maurer said.

Chairman GRASSLEY. Referring to the same whistleblower I just
spoke about, when the Washington Times reported on this email,
the whistleblower reported to me this very morning that he was
subject to further retaliation. So I am sending a letter to the FBI
about this issue.

I better call on Mr. Tillis. My time is up.

Senator TILLIS. Thank you, Mr. Chair. Actually, I just may con-
tinue the line of discussion there.

I think this is probably for Mr. Maurer or General Horowitz. You
have looked at the agency. You have seen some things that are
working, clearly some things that are not working.

What, in your view—some of these things may just be negligence
or inconsistencies, but do you see any examples where maybe some
of this behavior seems to be intentional and even organized?

Mr. MAURER. From looking at the 62 cases that we did as part
of our assessment, we think it derives from a couple of different
fundamental things.

One, I think that the statutory carve-out that the FBI has had
for so many years contributes to a different culture for whistle-
blowers at FBI than may be the case in other agencies and depart-
ments.

If, for example, FBI employees had a clearer understanding of
who they could report to and not risk retaliation or if they could
report to anyone——

Senator TILLIS. More than just nine.

Mr. MAURER. More than just nine, right. Exactly. If they are
treated the way other Federal employees are in the executive
branch, that could help with that.

That said, we did not take an independent assessment of the in-
dividual cases that we reviewed. So we are not in a position to say
whether anything was intentional or not, but we think that chang-
ing who FBI employees can report to, doing a clearer job of pro-
viding training and guidance on whistleblower protection would
certainly help.

Senator TILLIS. General Horowitz?

General HorROwITZ. That is a concern that we generally keep in
mind as we look at these cases and it is something we are looking
at in response to Senator Grassley’s questions to us about the loss
of effectiveness questions and the EEO issues that he has raised,
the more systemic issue which is obviously just as important of a
concern to us.

Senator TILLIS. Mr. Perkins, in the earlier panel, we were talking
about how we really do need a top-down cultural change with re-
spect to how we—I think that whistleblowers play a very important
role and many of them—most of them probably should be lauded
for what they are attempting to do.
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How do you think that we go about, in a meaningful way, a sys-
tematic way, if you agree that there needs to be some change in
culture—I guess I should ask that question first—then how would
you go about doing it in a meaningful, tangible way? Easy to say,
hard to do.

Mr. PERKINS. Yes, Senator. I think the term change in culture
has such a broad spectrum, a lot longer than we have to discuss.
But let me tell you some of the things that I think would be very
important to, again, bring that knowledge and awareness to FBI
employees.

I mentioned in my opening statement the No Fear Act, 98 per-
cent of our employees have taken it successfully this year. In there,
it tells you exactly what you need to do and the importance of
being a whistleblower.

We are working with the Inspector General’s office to increase
training in the coming years so that we have something, at least,
on an annual basis where employees know that.

There could be more discussion—for instance, yesterday I went
to my FBI terminal, looked up on our internal Website, I searched
the term whistleblower. The very first document that popped up
was a short, 3-page policy statement that told you as an employee
exactly what your rights were and exactly what you needed to do.
That is available to all 35,000 employees.

So it is a combination of education and awareness, maybe not so
much a cultural change, depending on the definition of what some-
one define culture as. But I think you go back to education and
awareness.

We have very highly skilled, wonderful employees within the
FBI. We take the best. And you have those employees they want
to be the best. And so give them that education, give them that
awareness, and I think you will see a shift in what has been de-
scribed as a cultural issue.

Senator TILLIS. Any comments, Mr. Maurer or Mr. Horowitz?

Mr. MAURER. Just real quickly, on the training piece, I would
agree with Mr. Perkins that there were examples of training and
information that are available to FBI employees that clearly spells
out what their rights are and what they need to do to ensure they
are protected.

But there are other key documents that FBI employees access
where that is not clearly spelled out. So, for example, the FBI’s do-
mestic investigations and operations guide talks about the need to
report potential wrongdoing directly to supervisors and chain of
command. It is not within the context of whistleblowers, but an
FBI employee could read that and draw some mistaken assump-
tions about what is protected and what is not.

Those are the kind of things that I think the Department and the
IG specifically need to work with FBI on, ensuring that there is
consistency.

General HOROWITZ. Senator, I think there are several things that
can be done. I think first and foremost, messaging from the top,
but also, frankly, from the middle. Mid-level managers touch far
more people in every day—in day-to-day interactions. And having
done compliance work with private organizations before becoming
Inspector General, that is one of the things you work very hard to
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do, which is to get that message out throughout the organization
and make sure your mid-level managers are echoing what the top
managers and the director, in this instance, are saying.

The key is if you look at every study on whistleblowers and em-
ployees generally, they want to report internally and they want to
see action taken. They do not necessarily want to run to an Inspec-
tor General, to an independent organization. They want to see their
organization fix their problems.

So there needs to be responsiveness when they do report. There
needs to be an addressing of the issue we have talked about, about
to whom those reports should be made and can be made, and then
there needs to be remediation when problems are found, both hold-
ing people accountable, but then broadly fixing the problems, and
those are several steps I think have to be considered.

Senator TILLIS. Mr. Chair, if you do not mind, I just have one
follow-up.

In the prior panel we were talking about what sort of action we
may need to take or what additional oversight activities we should
have. I am curious as to your comments on that.

Then specifically I think in terms of the suggestions for maybe
legislative action had to do around protecting the report to super-
visors, focusing more on timeliness and execution, and also some
sort of independent judicial review.

The panelists did not get into specifics, but have you all heard
similar proposals and what are your thoughts on that?

Mr. MAURER. I think generally those are good topics for Congress
to consider in amending legislation to address the problem.

Mr. PERKINS. Senator, I really cannot take a position one way or
another. We report these issues to the Department. They are the
ones who actually handle the investigation and the process overall.

We want to uphold the law as it is stated. So whatever position
that the Congress feels would fit in that, we will carry those duties
out.

General HOROWITZ. I do think, Senator, that there are two clear
issues that need to be addressed. One is to whom the disclosure
can be made. That is something we have long supported address-
ing. And then from the report of GAO, it is clear, and from our
work, that the adjudication process after we finish our work needs
to be addressed. It cannot take years for people to get their rights
vindicated. It just cannot.

Senator TILLIS. Thank you. Thank you, Mr. Chair.

Chairman GRASSLEY. Senator Tillis, I want to thank you for par-
ticipating, as well. I believe I know that you joined the Whistle-
blower Protection Caucus and I want to thank you for doing that.

Senator TiLLIS. This is a great Committee, very important sub-
ject, and I like it when I can go around the horn really quickly and
get my questions asked. So thank you.

[Laughter.]

Chairman GRASSLEY. I am going to have to go probably in 3 or
4 minutes. So we will adjourn at that point, because of the vote
that started at 11:38.

Mr. Perkins, my first question to you, and my lead-in is that you
have heard me say many times that we cannot expect change if
people who retaliate against whistleblowers face no consequences.
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So two questions, but I will ask them separately. Is whistle-
blower retaliation defined as misconduct at the FBI and has any-
one ever been punished for it?

Mr. PERKINS. I believe it is defined as misconduct. Our inspection
division, as well as the Office of Professional Responsibility, will do
investigations and adjudications of those.

I will have to get back to you as far as has anyone ever been held
accountable in those ways. I do not know at this point.

Chairman GRASSLEY. And I would ask, at the same time you get
back with a written response there, a follow-up. Could you please
provide the written policy, the recommended punishment for retal-
iation, and a description of each time the FBI imposed discipline
for retaliating against whistleblowers?

Mr. PERKINS. Yes, Senator. We will provide that.

Chairman GRASSLEY. Now, I suppose of that is hundreds of them,
I am not sure I want you to list 100, but I do not think there has
been very much of it, if any.

Mr. PERKINS. We will be in contact with your staff and provide
that, sir.

Chairman GRASSLEY. Thank you. And for you, Mr. Horowitz,
even when your office finds that there has been retaliation against
a whistleblower, as far as I know, that is not the end of it.

So how often has your office substantiated a claim, but the case
continues in internal appeals because the Department disagrees?
Mr. Horowitz. If T recall correctly, since 2005, we have found—if
you give me a minute, I think I may have the numbers. I believe
it is about six, but I will double check those numbers and get back
to you.

Chairman GRASSLEY. And then a follow-up. Should the Depart-
ment have to defer to your independent investigative findings and
if not, what is the point of having your office do an independent
review?

General HorowiTZ. Well, I have asked that question on a num-
ber of occasions in a number of areas and, obviously, the reason we
do an independent review is so that there is an independent arbiter
or fact-finder, but there is a disciplinary process and an adjudica-
tive process that goes on after that. And under the rules, we hand
it off at that point. Chairman Grassley. Mr. Maurer, this will prob-
ably have to be my last question. The Department has rec-
ommended protecting disclosures made in second in command of a
field office, but has declined to protect disclosures to others in the
chain of command. What reasons did the Department and the FBI
give for refusing to protect disclosures made to direct supervisors
and did you find any evidence to support that reasoning?

Mr. MAURER. During the course of review, we asked this question
many times and what we heard from the Department of Justice
was that they felt that by proposing to add additional members to
this list of the nine that is already existing would give FBI employ-
ees sufficient numbers to report potential retaliation complaints.

Our perspective is that we still remain concerned that FBI, even
if this is implemented, and it has not been implemented yet, even
if it is implemented, it still makes FBI an exception to the rest of
the executive branch.
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There are other law enforcement agencies, there are other intel-
ligence agencies where their staff can report to front line super-
visors potential retaliation, and it is just not clear to us really why
FBI is different.

Chairman GRASSLEY. And then a follow-up to you. How are the
protections for FBI whistleblowers different from other Federal em-
ployees and did you find any compelling reason to justify giving
FBI whistleblowers weaker protections?

Mr. MAURER. I think the biggest area where there is a difference
is this issue of who they can report to and still remain protected
against retaliation. That was the central issue. It was cited in a
number of the reasons why potential claims of whistleblower retal-
iation were not acted upon was because they simply talked to the
wrong person.

That is not the case with the intelligence community and it is not
the case in the rest of the executive branch.

Chairman GRASSLEY. I am going to have to adjourn the meeting
now. I thank you for participating, but also since you have heard
the word culture used and it does not apply just to the FBI, it ap-
plies to a lot of—maybe every agency, to some extent, against whis-
tleblowers. They are kind of treated like a skunk at a picnic. I hope
you will do all you can to reverse that.

Thank you all very much.

[Whereupon, at 11:48 a.m., the hearing was adjourned.]

[Additional material submitted for the record follows.]
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Chairman Grassley, Ranking Member Leahy, and members of the Committee, thank you
for inviting me to testify about improving protections for FBI whistleblowers. FBI and Justice
Department officials often pay lip service to protecting whistleblowers, but the byzantine,
protracted procedures they employ all but ensure that FBI employees who report misconduct will
not be protected from retaliation. New reports by the Justice Department and Government
Accountability Office (GAO) make clear that the current system isn’t Working.l But the
incremental improvements the Justice Department proposes are inadequate, and would keep FBI
employees trapped in a system with substandard protections. A legislative solution is necessary
to finally give FBI employees the protection they deserve.

When Congress provided whistleblower protections to federal employees through the
Civil Service Reform Act of 1978 and the Whistleblower Protection Act of 1989, it exempted the
FBI and other intefligence agencies.” Instead, it required the Attorney General to establish
regulations designed to provide FBI employees with a system of protection “consistent with”
those provided by statute to other federal employees.” When the Justice Department finally
promulgated such regulations in 1997, they failed to meet this standard.® By choosing not to
protect the most common form of whistleblower complaints ~ those made to direct supervisors
through the chain of command — the Justice Department regulations function more as a trap for
the unwary rather than a shield of protection.

The regulations divide investigative responsibility over reprisal claims between the
Justice Department Inspector General, the FBI Office of Professional Responsibility, and the FBI
Inspection Division, which inserts ambiguity and delay into the process. Further, the regulations
establish an adjudication process through the Justice Department Office of Attorney Recruitment
and Management (OARM) that lacks the appropriate administrative law standards and
transparency necessary to ensure due process. In practice, as the GAQ report makes clear, FBI
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whistleblowers have little chance of being heard, much less receiving timely relief from
reprisals, or corrective action to make them whole. The three cases GAO documented in which
OARM ordered some corrective action for FBI whistleblowers took between eight and ten years
to adjudicate — almost half of a typical agent’s career.”

The costs, both fiscal and emotional, of such prolonged litigation against one’s employer
certainly dissuade many FBI employees from reporting internal misconduct. Many others who
start the process ultimately withdraw their complaints, or cut their losses and settle at
disadvantageous terms.

1 know the toll exacted on whistleblowers because [ resigned from the FBI after this
system failed to protect me from retaliation for internally reporting a mismanaged terrorism
investigation. I provided detailed accounts of what happened to me in previous testimony in the
House of Representatives.” Today I would like to focus on how Congress can improve the
chances of future FBI whistleblowers by giving them effective and enforceable rights to report
wrongdoing to their supervisors, a timely, independent investigation of their complaint, effective
administrative due process, and access to federal courts once they have exhausted administrative
procedures.

Congress must ensure FBI employees are protected for chain of command disclosures and
disclosures to Congress.

At his nomination hearing, FBI Director James Comey said whistleblowers were critical
to a functioning democracy. He argued that “[f]olks have to feel free to raise their concerns, and
if they are not addressed up their chain-of-command, to take them to an appropriate place.”’ This
sounds good, but any agents who follow his advice would not be protected under the Justice
Department regulations governing FBI whistleblowers. These regulations require FBI employees
to bypass the normal chain of command and report misconduct only to a handful of high-level
officials in order to receive protection. In the field, the lowest ranked official authorized to
receive protected disclosures is a Special Agent in Charge (SAC).

I can’t overstate how difficult it would be for an agent to break protocol and report
directly to an SAC. I served as an FBI agent for 16 years, was assigned to three different field
offices, and worked undercover investigations in at least three more. In all that time, I had no
more than ten personal audiences with an SAC, none of which occurred at my request. If T asked
for a meeting with the SAC, he or she would immediately call the Assistant Special Agent in
Charge to find out what I wanted, who would then call my supervisor with the same question,
who would then call me in to ask what the heck | thought [ was doing. My experience as an FBI
whistleblower demonstrates how difficult it is to follow these procedures, and how illusory the
protections are in reality.

In 2002, I was assigned to the Atlanta Division, but was asked to work undercover in a
Tampa counterterrorism investigation. As the operation began, [ learned the informant in the
case had illegally recorded a portion of a conversation between two subjects earlier in the
investigation, imperiling any possible prosecution. When the Tampa supervisor refused to
address the matter and told me to just “pretend it didn’t happen,” I felt duty bound to report it.
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Luckily, I researched the proper procedure, and realized [ should make the report to the Tampa
SAC. But I also knew that failing to provide notice to my chain of command in Atlanta would
cause problems for them, which would ultimately cause problems for me. So | called my
supervisor to tell him I was going to call my ASAC, to tell him I was going to call the Tampa
SAC to make a whistleblower report.

When [ talked to my ASAC, however, he asked me to write the complaint in an email to
him, which he would forward to the Tampa SAC. This seemed reasonable, especially because |
had little confidence the Tampa SAC would take my call. The FBI would later argue, however,
that by transmitting the complaint through my ASAC, | forfeited my right to be protected from
the reprisals | faced for sending that email. My experience isn’t unusual. The GAO and Justice
Department reviews confirm that a significant portion of retaliation complaints are closed
because the whistleblower reported to the wrong FBI official ®

The Justice Department argues that it doesn’t need to amend its regulations to protect
whistleblower reporting to direct supervisors because it has no evidence that FBI employees are
inhibited from reporting because of the short list of authorized recipients.’ But I provided the
Justice Department review group a 2009 Inspector General survey that showed 42 percent of FBI
agents said they didn’t report all the misconduct they witnessed on the job.'” Eighteen percent
said they never reported such wrongdoing.!' These statistics would be troubling for any
government agency. But for our nation’s premier law enforcement agency they are simply
astonishing. Reasons for not reporting included fear of retaliation (16 percent), a belief the
misconduct would not be Punishcd (14 percent), and lack of managerial support for reporting
misconduct (13 percent).'” Tellingly, 85 percent of those surveyed said if they did report
wrongdoing it would be to their direct supervisor.

Compelling the Justice Department to protect whistleblower disclosures to supervisors is
an essential reform necessary to ensure FBI employees will report internal waste, fraud, abuse,
mismanagement, and illegality that might threaten both our security and our civil liberties.
Likewise, explicitly protecting disclosures to Congress will ensure that FBI employees will feel
comfortable providing their elected representatives with information necessary for them to
satisfy their constitutional oversight obligations.

Congress should ensure FBI whistleblowers receive a timely, independent investigation of
their retaliation complaints.

The current Justice Department regulations give the Inspector General discretion to hand
responsibility for whistleblower retaliation investigations back to the FBI Office of Professional
Responsibility or the FBI Inspection Division. A 2009 Inspector General audit of the FBI's
disciplinary processes “found problems with the reporting of misconduct allegations, the
adjudication of investigations, the appeals of disciplinary decisions, and the implementation of
discipline that prevent us from concluding that the FBY’s disciplinary system overall is consistent
and reasonable.”'* FBI whistleblowers should not have to depend on inconsistent and
unreasonable investigations of their complaints.
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In my case, [ gave the Inspector General and OPR a signed, sworn statement alleging
retaliation in December 2002. In February 2003, 1 gave both offices a second sworn statement
after learning Tampa managers falsely denied the meeting in question had been recorded. | again
alleged retaliation. The Inspector General investigator advised me that OPR would take the lead,
but that the Inspector General would reserve the right to initiate a new investigation once OPR
was through. Then I was told the FBI Inspection Division had taken the investigation away from
OPR, and was conducting interviews in Tampa. When the Inspectors interviewed me months
later, they informed me that they investigated allegations made by the Tampa managers that 1
spent $50 without authorization, though they found this wasn’t supported by the facts. In effect,
the Inspectors had performed a retaliatory investigation against me on behalf of the Tampa
managers involved in my complaint. I believe the only reason they told me they did this
investigation was to warn me they would entertain even the pettiest allegations against me if [
continued pursuing the whistleblower complaint. Finally, in December 2003 the Inspector
General investigator told me the Inspectors found no wrongdoing and closed the case. The
Inspection Division investigation was a whitewash that allowed the reprisals against me to
continue and delayed action on my complaint for a year.

This is not to say Inspector General investigations of FBI whistleblower complaints are
always timely, fair, and objective. This wasn’t true in my case, or in several others | identified in
previous testimony, and have learned of since. In my case the Inspector General did not begin an
investigation in earnest until after I reported the matter to this committee, resigned from the FBI,
and went public with my story. In January 2006, the Inspector General issued an unpublished
report confirming FBI officials mismanaged the Tampa terrorism investigation and falsified
records to hide their misconduct.”” No one was held responsible for these offenses. The report
also found the FBI retaliated against me, but this was a year and a half after | resigned from the
FBI, more than three years after my initial complaint, and four years after the events took place.
All intelligence and investigative opportunities posed by the original terrorism investigation were
forfeited to protect the FBI and Justice Department from embarrassment.

Despite several problems with the Inspector General investigation of my case, which
Chairman Grassley detailed in a 2006 letter, I was far better off because this investigation took
place than I would have been if it had not.'® This process should be improved, rather than
abandoned. To his credit, Inspector General Michael Horowitz, who took office in 2012, has
made FBI whistleblower issues a higher priority. He appointed Robert Storch, a member of his
senior staff, as an official whistleblower ombudsperson assigned to ensure whistleblower cases
are handled promptly.'” Mr. Storch has held several meetings with whistleblower advocates, and
his presence should add a level of accountability over these cases going forward. Fostering a
strong working relationship with the ombudsperson may help the committee improve its
oversight of these matters.

Congress should require the Justice Department to utilize Administrative Law Judges and
procedures in adjudicating whistleblower retaliation complaints, subject to judicial review.

The Justice Department’s regulatory process for adjudicating FBI whistleblower
complaints is insufficient to meet its statutory requirements to provide relief “consistent with”
the WPA, The Office of Attorney Recruitment and Management (OARM) simply is not an
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independent and impartial adjudicator, and its processes lack the transparency and regularity
necessary to ensure due process. As the American Civil Liberties Union and the National
Whistleblower Center argued in a 2013 briefing memo to the Attorney General, FBI
whistleblowers should be afforded a full, on-the-record hearing before statutory Administrative
Law Judges, and all proceedings should comply with Administrative Procedures Act (APA)
standards.'® Reasonable time periods for adjudication and rulings should be established. All
decisions should be published, subject to redactions necessary to protect the privacy of claimants
and witnesses, so that litigants have equal access to precedential opinions. The adjudication
delays the GAO documented and the lack of transparency under the current regulatory
procedures amount to an effective denial of due process for too many FBI whistleblowers.

The Justice Department may argue that providing APA procedures may be too resource
intensive, but there is a simple solution to this problem. Easily more than half of the FBI
workforce does not have access to sensitive national security information that would require a
departure from the Office of Special Counsel (OSC) and Merit System Protections Board
(MSPB) procedures afforded other federal employees, including those working for other federal
law enforcement agencies and the Department of Homeland Security. Congress could mandate a
system for the Justice Department to quickly vet FBI whistleblower claims and disseminate those
without national security implications to the OSC and MSPB. This could significantly relieve the
workload for the Justice Department’s regulatory process, and could improve outcomes for a
majority of FBI whistleblowers who do not need to be in a closed system.

Like other federal employees, all FBI whistleblowers should also have the right to go to
federal court to enforce their rights once administrative appeals are exhausted. FBI employees
reporting violations of their rights under Equal Employment Opportunity laws regularly
adjudicate their cases in federal court without imperiling national security. There is no reason to
believe federal courts couldn’t take adequate measures to protect sensitive information during
FBI whistleblower cases as well.

Concerns regarding the Justice Department’s proposed amendments to FBI whistleblower
regulations.

While several of the Justice Department’s proposed amendments to the FBI
whistleblower regulations are welcome and may significantly improve outcomes for FBI
employees reporting misconduct, a few raise concerns. For instance, giving OARM the power to
sanction litigants who violate protective orders is unnecessary and potentially risky, given the
lack of transparency and accountability over OARM decision-making in FBI whistleblower
claims.'” In a worst-case scenario, OARM sanctions against a litigant might even amount to an
unfawful reprisal against a whistleblower seeking relief. Where litigants before OARM engage in
misconduct related to OARM proceedings, OARM can simply refer the allegations to the
appropriate disciplinary authority.

Likewise, Congress should examine closely the Justice Department’s proposal to
establish a mediated dispute resolution program for FBI whistleblower cases.”” While exploring
alternative dispute resolution options is always attractive, and may provide an avenue for
addressing some whistleblowers’ coneerns, such positive outcomes require good faith that is too

wn
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often absent in these cases. FBI officials should not need a mediator to tell them they shouldn’t
retaliate against FBI employees who conscientiously report waste, fraud, abuse, mismanagement
or illegality within the Bureau. It is the law. If FBI and Justice Department leaders allow agency
managers to ignore the law in favor of misplaced institutional loyalty, it is hard to imagine
mediators can convince them to follow it. However, if combined with effective investigatory and
adjudicatory reforms, a mediation process could afford all parties with an alternative to litigation.
For mediation to work, FBI managers and employees must have confidence that the FBI
whistleblower protection mechanisms are effective, timely, and accountable.

Without effective reforms, FBI whistleblowers would be at a distinct power disadvantage
during dispute resolution, in that they have few enforceable rights and little chance of prevailing
through the existing regulatory process. Whistleblowers who agree to mediated dispute
resolution might feel compelled to accept less than they deserve, and less than they would
receive in an adjudicatory system that fairly and vigorously enforced their rights. Such a
procedure could simply add one more delay to the already long and drawn-out regulatory
process, and could provide FBI officials the opportunity to probe the strength of the
whistleblower’s case and identify FBI employee witnesses who could then be targeted for
reprisals themselves.

While these concerns might seem cynical, | experienced two years of sustained and
collaborative retaliation that pushed me out of the FBI, despite a career of superior performance
and an unblemished disciplinary record. High-level FBI officials who had nothing to do with the
original complaint initiated adverse personnel actions against me because they heard I was a
whistleblower. While a dispute resolution process that was subject to proper oversight and
accountability would be worth consideration, Congress should be careful to ensure this isn’t just
another weak and time-consuming process within an already ineffective regulatory scheme,

Conclusion

I believe the Justice Department’s review of its regulatory performance in FBI
whistleblower matters provides a unique opportunity for Congress to act. For the first time, the
Justice Department is acknowledging its procedures for investigating and adjudicating FBI
whistleblower reprisal cases are not as effective as they should be, and need to be reformed. The
GAO study adds substantial evidence to support this conclusion. The door is open for Congress
to enact legislation that would codify reforms that will finally provide the protections that the
hard-working and conscientious FBI employees deserve. Protecting FBI whistleblowers will help
ensure the FBI remains as effective and accountable as it possible.

Finally, I would like to thank Chairman Grassley and Senator Leahy for their decades of
support for whistleblowers of all kinds, and particularly for FBI employees who too often have
nowhere else to turn to when they face retaliation for reporting waste, fraud, and abuse within the
Bureau. | benefitted personally from that support when I came to the committee with a sordid
tale of a mismanaged undercover terrorism investigation, potentially criminal attempts to cover it
up, and the failure of the Inspector General to protect me from retaliation for having reported it. [
wasn’t able to provide the committee with a single FBI document to prove what I said was true,
yet Chairman Grassley and Senator Leahy made television appearances saying they believed me,
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and vowed to investigate. I can’t tell you how much I and my family appreciated that vote of
confidence during a very difficult period. [ also want to thank the finest investigator I know, Sen.
Grassley’s Chief Investigative Counsel Jason Foster. His empathy, professionalism, and
diligence in seeking the truth have guided many whistleblowers through dangerous waters. 1 am
proud to have worked with him over the last ten years.
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Mr. Chairman, Senator Leahy, and Members of the Committee:

Thank you for inviting me to testify today about how to improve protections
for FBI whistleblowers and oversight of whistleblower retaliation matters.
Whistleblowers perform an important service to their agency and the public when
they come forward with information about potential wrongdoing, and they must
never be subject to reprisal for doing so. We need to do all we can to foster and
support a culture where Department employees are encouraged to report
information they have about waste, fraud, abuse, and misconduct. In my tenure as
Inspector General, I have seen first-hand how important whistleblower information
is to our work. For these reasons, whistieblower rights and protections have been
one of my highest priorities since becoming Inspector General in 2012.

To advance this work, we established a Whistieblower Ombudsperson
Program, created at my direction shortly after my arrival as Inspector General -
before such positions were required by the Whistleblower Protection Enhancement
Act and going well beyond the requirements of that statute. To lead this program, I
assigned a senior attorney from my Front Office staff, with whom I consult regularly
regarding whistleblower issues. Our Whistleblower Ombudsperson created, with
the help of Special Agent John Dodson, a video entitled “Reporting Wrongdoing:
Whistleblowers and their Rights,” which discusses whistleblower rights and
protections applicable to all DO} employees, and specifically points out where the
rules for FBI employees differ from those applicable to others. The OIG is working
with the FBI to create a specialized training program that highlights the specific
requirements and procedures for FBI whistleblowers, and we also are providing
training to employees of other Department components on these issues. The OIG
also has a dedicated "Whistleblower Protection" page on its website, available to
FBI employees and others at http://www.justice.gov/oig/hotline/whistleblower-
protection.htm, with a section on FBI Whistleblowers that we have enhanced to
include additional links to the applicable regulation and other information specific to
FBI employees. We have reached out to the whistleblower community, so that we
can hear from them first-hand about issues and challenges that concern them, and
to ensure that they can provide us with constructive feedback on our work. And as
a result of our internal training and education efforts, in the fall of 2013, the OIG
was certified by the Office of Special Counsel pursuant to Title 5, United States
Code, Section 2302(c).

In addition, we helped to create and we continue to chair the government-
wide working group of federal whistleblower ombudspersons established through
the Council of the Inspectors General on Integrity and Efficiency. In my capacity as
Chairperson of the Council of 1Gs, I look forward to working with my fellow
Inspectors General to enhance the prominence of whistleblower protection
programs across the IG community.
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I am proud of these efforts, and of the tremendous dedication of the OIG
staff that handles these matters and cares so deeply about them. Nevertheless,
like any organization, in order to continue to improve, we need to critically assess
our efforts, and improve them as necessary. The OIG has implemented several
reforms recently in order to improve the effectiveness and timeliness of our
handling of our responsibilities under the FBI Whistleblower Regulations. And we
very much appreciate the report of the Government Accountability Office (GAO).
As an independent oversight entity, the OIG fully appreciates the difficulty of the
GAO's work and value of its conclusions. We have and will continue to implement
reforms, in our ongoing effort to improve our work in this important area.

Overview of the FBI Whistleblower Retaliation Regulations

The protection of civilian federal whistleblowers from reprisal began with the
enactment of the Civil Service Reform Act of 1978 (CSRA), and was expanded by
the Whistleblower Protection Act of 1989 (WPA) and the Whistleblower Protection
Enhancement Act of 2012 (WPEA). These statutes generally make it illegal for
federal agency supervisors to engage in an adverse personnel action against an
employee in reprisal for revealing agency misconduct. While most federal
employees can challenge alleged reprisals via the Office of Special Counsel and the
Merit Systems Protection Board, Congress established separate procedures for FBI
employees by providing for an administrative remedy within the Department of
Justice. These procedures are contained in 28 CFR Part 27, known generally as the
“FBI Whistleblower Regulations.”

The FBI Whistieblower Regulations prohibit Department employees from
taking or failing to take, or threatening to take or fail to take any personnel action
against any FBI employee as a reprisal for making a protected disclosure. The
regulations define a “protected disclosure” as information that the employee
reasonably believes evidences (1) a viclation of law, rule, or regulation; or (2)
mismanagement, a gross waste of funds, an abuse of authority, or a substantial
and specific danger to public health or safety. To be protected from being a source
for reprisal under the regulations, the disclosure must be made to one or more of
nine enumerated individuals or entities: the Attorney General, the Deputy Attorney
General, the Director of the FBI, the Deputy Director of the FBI, the highest ranking
official in any FBI field office, the OIG, the Department of Justice Office of
Professional Responsibility (OPR), the FBI OPR, or the Internal Investigations
Section of the FBI Inspection Division. A “personnel action” includes a decision
about hiring, termination, promotion, transfer, pay or benefits, or any significant
change in duties, responsibilities, or working conditions. If the complainant shows
by a preponderance of the evidence that the protected disclosure was a
contributing factor in the personnel action taken against him, the burden shifts to
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the agency to show by clear and convincing evidence that it would have taken the
personnel action in the absence of the protected disclosure.

Role of the OIG as “Conducting Office”

The FBI Whistleblower Regulations establish a two-phase procedure for
addressing allegations of illegal retaliation against FBI employees: an investigation
phase and an adjudication phase. Either the OIG or the Department’s OPR
investigates, and the Department’s Office of Attorney Recruitment and Management
(OARM) adjudicates.

The process begins when an FBI employee or applicant who believes he or
she has suffered an illegal reprisal submits a complaint, which the regulation
indicates should be in writing, to either the OIG or OPR. The 0OIG and OPR consult
to determine which of them will serve as the “"Conducting Office” for the
investigation phase. The Conducting Office begins by analyzing the complaint to
determine whether it satisfies threshold regulatory requirements, including whether
the facts alleged in the complaint, if accepted as true, would meet the requirements
for establishing a prohibited reprisal for making a protected disclosure. If the
complaint satisfies these threshold requirements, the Conducting Office commences
an investigation to determine whether there are “reasonable grounds” to determine
that a reprisal has been or will be taken for a protected disclosure. The regulations
allow 240 days for the completion of this investigation, which may be extended with
the agreement of the complainant. The investigation typically involves collecting
and analyzing relevant documents, including e-mails, and interviewing the
compiainant and other witnesses with knowledge of relevant facts.

At the conclusion of the investigation, the Conducting Office prepares a draft
report, which is provided to the complainant for comment. If the Conducting Office
finds a reasonable basis to conclude that there has been or will be a prohibited
reprisal, it reports that to OARM, which is responsible for adjudicating. If the
Conducting Office does not find a reasonable basis to conclude that a reprisal has
occurred, the complainant may nonetheless file a request for corrective action with
OARM. (Alternatively, a complainant may file a complaint with OARM at any time
120 days after the complaint was filed with the OIG or OPR, even if the Conducting
Office has not yet completed its investigation. In practice, however, complainants
have rarely bypassed the investigation phase in this manner.)

The adjudication phase is a more formal, adversarial process to which both
the complainant and the FBI are parties, the latter represented by the FBI's Office
of General Counsel. The OIG, however, has no role in the adjudication phase or in
any appeal of an OARM determination.
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Data regarding FBI whistleblower retaliation cases processed by the OI1G

In its capacity as the Conducting Office, the OIG has processed a total of 73
FBI whistleblower retaliation complaints that were received in the six years since
January 1, 2009. Of these, the OIG closed 52 of the 73 complaints without
conducting an investigation, usually because a complaint failed on its face to state a
claim -~ which means that the facts alleged in the complaint, even if accepted as
true, did not meet the regulatory requirements for establishing a prohibited
reprisal. The OIG has completed investigations of 10 of the 73 complaints. With
regard to 2 of the 73 complaints, the complainant withdrew the complaint before
the OIG completed its investigation. And as to the remaining 9 complaints, the
OlIG's investigation was still underway as of December 31, 2014,

Our review of available data relating specifically to the OIG's performance of
its discrete role in 