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CURRENT TERRORIST THREAT TO THE
UNITED STATES

THURSDAY, FEBRUARY 12, 2015

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 2:32 p.m. in Room
SH-216, Hart Senate Office Building, Hon. Richard Burr (Chair-
man of the Committee) presiding.

Committee Members Present: Senators Burr, Feinstein, Risch,
Coats, Rubio, Collins, Blunt, Lankford, Cotton, Wyden, Warner,
and King.

OPENING STATEMENT OF HON. RICHARD BURR, CHAIRMAN, A
U.S. SENATOR FROM NORTH CAROLINA

Chairman BURR. Good afternoon. We're going to get the hearing
started. I want to welcome Director Nick Rasmussen from the Na-
tional Counterterrorism Center. Nick, we’ve invited you here today
in an open session. I think there were some of the news outlets,
Vice Chair, that said this would never happen with me being
Chairman, that everything would be closed, and I just want to
point out we are having an open session.

This is to provide the Senate and the American people with an
update on the current threat from terrorism. The Committee re-
mains concerned about the expanding, evolving nature of this
threat and the challenges facing the intelligence community and
the evolving nature of the threat.

This is the first of what I hope will be a number of open hearings
that should give the intelligence community an opportunity to bet-
ter inform the public of its current efforts and challenges. As Mr.
Rasmussen and I have talked about: Here’s what we do; here’s sort
of how we do it; as much as we can tell; but more importantly,
here’s why the American people should understand why this is im-
portant to them. It’s about their defense.

Given the nature of the material we're here discussing and the
fact that this is an open hearing, I want to remind everyone to use
extreme caution to protect intelligence sources and methods. While
this is an excellent venue to engage Nick Rasmussen, I reserve the
right to immediately suspend any questions or comments that may
be sensitive in nature or whose response could disclose classified
information.

The Congress is currently debating several matters that impact
our counterterrorism efforts, including an AUMF on the conflict in
Iraq and Syria. As we take up these issues, I want to make sure

o))



2

that our members and the public understand the serious and cred-
ible threat that many of these groups present to the security of the
United States and to our allies.

In addition to addressing the threat itself, I hope you’ll discuss
the impact that media leaks, encryption, and other collection chal-
lenges are having on your ability to detect and to thwart terrorist
attacks.

Nick, I'm afraid that your job is getting harder at a time when
we can least afford it. I've spent more than ten years as a member
of the House and Senate Intelligence Committee, as has the Vice
Chairman, and have watched closely the threat environment as it’s
evolved since the attacks of 9—-11.

The threats we face today are much greater than those we faced
since 2001. Al-Qaeda in 2001 was estimated to have less than a
thousand members. The group was relatively geographically con-
tained, and plots against our interests were infrequent by today’s
standards. Today we face groups like the Islamic State of Iraq and
the Levant, which is often described as a terrorist army, with mem-
berships estimated to be in the tens of thousands.

We face terrorist safe havens spanning North Africa, the Middle
East, and South Asia and are confronted by a host of different plots
almost daily. We have evacuated our embassies in Libya and
Yemen due to threats against our personnel, and terrorist groups
are becoming more creative, threatening our citizens and allies
with non-metallic IED’s and massive truck bombs; in addition,
their mastery in the use of the Internet and social media to dis-
seminate propaganda, to recruit fighters that often already have
access to western countries, like we have seen in Europe, Canada,
and even in New York.

One of the biggest lessons we've learned from the September
11th attacks was that we cannot give terrorists a sanctuary from
which to plan attacks against us. Arguably, ISIL now has control
of the largest territory ever held by a terrorist group. This safe
haven provides ISIL and other extremists with the time and space
they need to train fighters and to plan operations. It also has pro-
vided them with the access to weapons and a network that can be
used to support external operations.

We knew about the threat we faced from al-Qaeda prior to 9-11,
but we failed to act. I just hope we don’t make the same mistake
again.

Nick, I once again thank you. I welcome you here, and I now
turn it over to the distinguished Vice Chairman.

OPENING STATEMENT OF HON. DIANNE FEINSTEIN, VICE
CHAIRMAN, A U.S. SENATOR FROM CALIFORNIA

Vice Chairman FEINSTEIN. Thanks very much, Mr. Chairman.

Director Rasmussen, welcome. Let me say that I've been reading
a number of your intelligence products, and particularly on threats
yesterday. I think your agency is doing a very good job. I think
you're outwardly bound and just the way we think it ought to be.
So I want to thank you for that good work.

Today provides us an opportunity for the Committee, as the
Chairman has said, to discuss in unclassified terms the terrorist
threats to the United States and to the rest of the world. This is
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really particularly important, that the American public understand
these threats, because they provide the necessary context for a
number of policy decisions that the United States Government is
facing and that we have to help make. These threats affect whether
we authorize the use of force against ISIL, the need for our contin-
ued military deployments to counter terrorism efforts, and the need
to reauthorize intelligence tools necessary to keep our country safe.

I believe that the terrorist threat facing the United States is as
diverse and serious as at any time in our history. I have never seen
more serious threats. These come from both inside our country and
outside. More so than any other terrorist organizations we've seen
in the past, ISIL is seeking to radicalize followers around the world
and inspire attacks in our homeland.

They are extraordinarily visible. If you look at AQAP, just as
much a danger to us, but much more invisible. The uniforms of
ISIL, their equipment, their taking over the city, the children that
have been beheaded, the Christians who have been sacrificed, the
Iraqi Army that’s been—700 frog-walked and then shot down in
cold blood, all of this has been on television. So Americans have
come to know the threat that ISIL is.

The guidance from ISIL to potential terrorists is clear. It wants
westerners to come to Syria and to Iraq to fight. ISIL instructs
them how to carry out attacks at home, and that’s what we’re up
against. There are more than 100 Americans who have either trav-
eled to Syria or attempted to travel there. There are 20,000 foreign
fighters who have traveled to Syria and who will return home. At
least 3,400 of them are from Western Europe, and that includes
visa waiver countries, where they are a plane ticket away from the
United States.

What we don’t know is how many people are inside the United
States following ISIL on the news and on social media and who are
becoming inspired to carry out their own attacks.

Separately, al-Qaeda remains focused on conducting attacks
against our homeland. While AQ in the ungoverned areas of Paki-
stan may be as weak as it has been in many years, al-Qaeda in
the Arabia Peninsula, or AQAP, still poses a clear threat. The
group is enjoying a safe haven in Yemen with the Houthi overrun
of the government there.

Remember, AQAP was behind the attacks against Charlie Hebdo.
The group has already attempted to send non-metallic and essen-
tially undetectable bombs into our country on four occasions, begin-
ning with the Christmas Day 2009 Abdulmutallab “Underwear
Bomber.” They do have a bomb that can go through a magne-
tometer. And AQ has published step by step directions for building
that bomb in the latest “Inspire” magazine.

Our efforts to confront AQAP are significantly diminished with
the removal of President Hadi of Yemen. The Houthis may have no
love for AQAP, but over time the Yemeni government had become
a strong counterterrorism partner that we no longer have. Closing
our embassy in Sanaa was the right choice, but the instability in
Yemen presents AQAP with new freedom to roam and kill.

Elsewhere, there is a power vacuum in Libya, maybe even civil
war. In much of northwest Africa groups are using that territory
for a safe haven. I could go on and on.
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But let me just conclude with one remark that I hope Director
Rasmussen will address. On June 1, three provisions of the Foreign
Intelligence Surveillance Act, which we call “FISA,” will expire.
They are the business records authority, the roving wiretap, and
the lone wolf. If these authorities expire, the intelligence commu-
nity will lose key tools to identify terrorist groups and to protect
the homeland. This includes NSA’s phone metadata program as
well as the authority for domestic FBI investigations, but also
other important authorities.

So I look forward to your testimony, Director Rasmussen, and
again I thank you for the excellent work that you are doing.

Thank you, Mr. Chairman.

Chairman BURR. Thank you, Vice Chairman.

Let me say for the purposes of members, it’s my intent once the
testimony has been received that we will go to five-minute ques-
tions based upon the order of attendance. Hopefully, that has been
shared with everybody.

We will at this time turn to the Director for as much time as
your testimony might take, Nick.

STATEMENT OF HON. NICHOLAS RASMUSSEN, DIRECTOR,
NATIONAL COUNTERTERRORISM CENTER

Director RASMUSSEN. Thank you, Mr. Chairman, Madam Vice
Chairman, and members of the Committee. I have submitted for
the record a much longer statement that has gone around the
world and discussed in some depth the threat picture as we see it.

Thank you first for inviting me today to discuss the terrorist
threat the United States is facing worldwide and also to discuss
NCTC’s particular efforts to counter that threat. As both the Chair-
man and Vice Chairman have noted, today’s threat environment is
increasingly diverse and dynamic, as is the wide array of terrorist
actors that is driving this environment. Those actors are located
across Africa, Asia, the Middle East, and they can increasingly
reach into the West, even into the United States.

The emergence of Iraq and Syria as extremist battlefields and
ISIL’s related expansion in reach has brought about changes in
that terrorism landscape. The emergence of new groups in the
wake of the Arab uprisings since 2011 has also altered the threat
picture, as most of those groups are focused more on achieving local
gains in their regions.

We're also experiencing a new level of specialization and frag-
mentation within that larger terrorism landscape. We believe we
might be entering into an era in which the centralized leadership
of terrorist groups matters less than it did previously. We may be
entering a time in which group affiliation and identity is more fluid
and extremist narratives are more focused on a wider range of al-
leged grievances and enemies. As Paris showed us, this may also
be a time in which personal connections among individual terror-
ists may be more relevant to their plotting than their individual
group affiliation or identity.

Now, even in this dynamic and increasingly complex threat envi-
ronment, I still believe it is possible to differentiate to some degree
the threat we are facing in the U.S. and in the West from the
threat we are seeing in the regions where many of our terrorist ad-
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versaries are located. As we look at that global terrorism picture,
we are trying to be careful not to paint that picture with a single
broad brush, and I'll try to explain.

In the United States and in the West—and by “the West” I tradi-
tionally mean Western Europe—the threat of catastrophic attack
has been significantly reduced as we and our partners have been
able to apply consistent counterterrorism pressure to some of the
most dangerous groups that we face. Now, clearly sustaining that
counterterrorism pressure and the key elements of that counterter-
rorism pressure in those key places around the world is an essen-
tial condition to preventing the reemergence of some of the more
complex threats that would aim to have catastrophic impacts on
our homeland.

But in this current environment, our assessment is that we face
a much greater, more frequent recurring threat from lone offenders
and probably loose networks of individuals. Measured in terms of
frequency and numbers, it is attacks from those sources that are
increasingly the most noteworthy feature of the terrorism land-
scape.

Since May of last year, 10 of the 11 attacks we’ve seen in the
West were in fact conducted by these individual extremists, two
here in the United States and the nine others occurring in Europe,
Canada, and Australia. Now, the majority of these attacks, these
11 attacks, look more like what we would expect from random acts
of violence rather than the effort at large-scale destruction that we
saw in terrorist plotting immediately after 9-11.

In going forward, we believe that both individuals and smaller
networks will try to mount similar attacks, to try to capitalize on
and build momentum from the media coverage that these kinds of
attacks generate.

Now, it’s also important to note that what I would call these
smaller-scale or lower-level attacks still can cause amazingly tragic
human suffering. They can clearly generate fear among local popu-
lations, and they clearly have profound political effects on the soci-
eties in which these attacks come. And I'm in no way seeking to
minimize the impact that such attacks can occur.

Furthermore, our increasing focus on these smaller-scale, more-
frequent, lower-level attacks in the West should not in any way
suggest that we’re no longer concerned with the ability of estab-
lished terrorist groups and even some individuals to target western
aviation, which would certainly constitute a large-scale and poten-
tially catastrophic attack. Mitigating that threat to aviation re-
fr‘nains at the very top of our priority list in terms of disruption ef-
orts.

It also remains true that we still face moderate and small-scale
threats from groups that are more structured and cohesive, like
traditionally al-Qaeda was and some of the traditional al-Qaeda af-
filiates and allies. And although the number of groups posing that
truly transnational threat is somewhat smaller and our efforts to
place pressure on them have met with some success, it’s important
to remember that these groups are persistent and they’re patient
with their desires and their plans to strike the homeland.

Now, in contrast to the threat we face here at home and in west-
ern capitals, our allies and partners in Africa, Asia, and the Middle
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East are facing in some ways a much different threat. As you
know, some of the most ambitious and active terrorist groups are
located in countries that are continuing to work through the effects
of the Arab uprisings in recent years, places like Egypt, Iraq,
Libya, Syria, and Yemen. Other terrorist groups are very active in
countries undergoing insurgencies, places like Afghanistan, Paki-
stan, Nigeria, Somalia, Egypt, Iraq, Syria, and again Yemen. In all
of these countries, terrorist groups are trying to displace weak gov-
ernments or to make significant territorial gains.

In other countries, terrorists are contributing to population dis-
placements that are affecting millions of people on a huge scale.
This is happening in places like Iraq, Syria, Nigeria, and Afghani-
stan. Some of these terrorist groups are also responsible for stoking
sectarian tension and contributing to the proliferation of Sunni on
Shia violence.

Now, amidst all of this insecurity, violence, and political insta-
bility around the world, terrorists are carrying out ever more vio-
lent attacks much more frequently in these countries and often on
a much greater scale than what we’ve seen recently conducted here
in the West. In the last year alone, we've assessed that there have
been hundreds of attacks in these countries that have, unfortu-
nately, caused thousands of deaths. Just last month, as the world
focused its attention on Paris and the attacks there, at the same
time, as this Committee well knows, attacks on local populations
by Boko Haram in Nigeria, AQAP in Yemen, were taking place on
a significantly larger scale.

Now, despite the fact that I've tried in some small way to dif-
ferentiate between the threat environment in the West and the
threat environment we see in Africa, the Middle East, and South
Asia, there is one phenomenon which draws those two separate
threat pictures tightly together. That phenomenon is the continued
flow of foreign fighters to Syria, and particularly those fighters who
come from western countries. While the majority of the roughly
20,000 foreign fighters have in fact come from the Middle East and
from North Africa, more than 3,400 have, we assess, come from
western countries.

Now, at NCTC we’re working to advance a broad effort across
our Center to track foreign fighters, working very closely with the
rest of the intelligence community and with our partners around
the world. NCTC compiles information on known and suspected
terrorists who travel to Syria, and we house that data in our Ter-
rorist Identities Datamart Environment, known as “TIDE.” That ef-
fort has created a valuable forum for identifying, tracking, and
sharing information on known or suspected terrorists with key
stakeholders, and that includes the law enforcement community,
the counterterrorism community, the screening, and the watch-list-
ing communities.

Also, this TIDE effort has also directly helped to resolve incon-
clusive identity information, enhance TIDE records with more in-
formation, and, most importantly, upgrade watch list status for
several hundred known or suspected terrorists.

NCTC officers are also working to fully identify foreign fighters
who potentially have access or connections to individuals in the
homeland so that they, too, can be watch listed.
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Now, to do all this my officers are using NCTC’s unique access
to a wide range of IC and law enforcement information, wider than
anywhere else in the IC. This access includes our own data hold-
ings as well as our embedded officers from ten other intelligence
organizations.

Now, to prevent individuals from traveling to Syria in the first
place, my officers are also working to diminish the appeal of ter-
rorism. In partnership with the Department of Justice, with De-
partment of Homeland Security, and with the FBI, we have helped
develop tools to counter violent terrorism and raise awareness
among our law enforcement and community leaders across the
country. We have tried to tailor these tools to address foreign fight-
er recruitment, particularly in this updated ISIL context, and we
have received a significant amount of positive feedback from the
communities with whom we have worked. There’s definitely a de-
mand signal for more of this across the country.

Now, despite these concerted efforts, the nature of today’s threat
is, as we discussed at the beginning and was evident in both the
Chairman and the Vice Chairman’s statements, the nature of to-
day’s threat is challenging significantly our ability to identify and
disrupt terrorist plots. This is coming at a time when we are, un-
fortunately, losing capability.

Today the terrorist-related communications of our terrorist ad-
versaries are increasingly intermingled with communications that
are not relevant to our terrorism work, but they are not separate
and easily identified streams of information. Signals intelligence is
increasingly important in denied areas around the world where we
face challenges with getting information from human sources. It’s
difficult for us to operate in places like Syria and Libya and in-
creasingly now in Yemen, and terrorist groups are watchful for the
possibility that they could be infiltrated by human sources.

Due to the Snowden leaks and other disclosures, terrorists also
have a greater understanding of how we seek to conduct surveil-
lance, including our methods, our tactics, and the scope and scale
of our efforts. They have altered the ways in which they commu-
nicate, and this has led to a decrease in collection. We have specific
examples, which I believe we have shared with the Committee and
the Committee staff in classified session, specific examples of ter-
rorists who have adopted greater security measures, such as using
various new types of encryption, terrorists who have dropped or
changed email addresses, and terrorists who have simply stopped
communicating in ways they had before, in part because they un-
derstand how we collect.

Leaks have also driven a wedge between the government and
providers and technology companies. Some companies that were
formerly recognizing that protecting the Nation was a valuable and
important public service now feel compelled to question or oppose
our efforts.

Now, these challenges that I just described in the collection envi-
ronment—and they go to the question you raised, Mr. Chairman—
all of this places a huge, huge premium on information-sharing
among governments who all face this challenge. This information-
sharing gives us the best chance to identify potential lone actors
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and loose networks of the sort that are carrying out the most fre-
quent attacks.

Now, while the sheer number of foreign fighters that I talked
about earlier threatens to overwhelm the law enforcement and in-
telligence capabilities of some of our key partners around the
world, the problem has actually spurred information-sharing to a
level that we have rarely seen, if ever, and that’s a positive devel-
opment. So I would argue that this is one tiny bit of good news em-
bedded within a threat picture and a foreign fighter problem that
is of increasing concern, as I hope I have made clear.

I'll stop there now for now, Mr. Chairman, Madam Vice Chair-
man, and I look forward to your questions and the rest of the Com-
mittee. Thank you.

[The prepared statement of Director Rasmussen follows:]
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Hearing before the Senate Select Committee on Intelligence
“Current Terrorist Threat to the United States”
February 12, 2015

Nicheolas J. Rasmussen
Director
National Counterterrorism Center

Thank you Chairman Burr, Vice Chairman Feinstein, and members of the Committee. I
appreciate this opportunity to be here today to discuss the worldwide terrorist threat and our
efforts to counter it

My statement reflects the collective work and insights of the National Counterterrorism
Center’s dedicated men and women. Although I am new to my position as their Director, I feel
privileged and honored to lead them. I want to express my appreciation to the Committee for its
unflagging support of these hardworking officers.

Hearings like this are an opportunity to continue this constructive dialogue with the
public and its elected representatives on the terrorist threat we face as a nation today.

Strategic Assessment: The Global Terrorist Landscape in 2015

Today’s terrorist threat environment is dynamic and dangerous, as are the wide array of
terrorist actors driving it. They are located across a wide swath of Africa, Asia and the Middle
East with the ability to reach into the West, and even the United States.

Events during the past several years—and especially the past nine months—have
demonstrated a new level of specialization and fragmentation within the larger terrorism
landscape. New groups have emerged in the wake of the Arab uprisings in 2011. Most are
located in the Middle East and North Africa and are primarily focused on achieving local gains.
We have witnessed the rise of Islamic State of Iraq and the Levant (ISIL) with its ambitious
vision, quick territorial expansion, extreme violence and brutality, and innovative use of social
media. All this is happening, even as we assess the leadership cadre of core al-Qa‘ida — the
group that planned and executed the 9/11 attacks — is at its weakest point since before 2001.

We might be moving into a new era in which centralized leadership of a terrorist
organization matters less, group identity is more fluid, and violent extremist narratives focus on a
wider range of alleged grievances and enemies.

The quantitative and qualitative scale of threat we are facing in the U.S. and the West is
different from the threat in the countries and regions where many of these terrorist groups are
located. In the U.S. and West, we have reduced the threat of catastrophic attack similar to what
we experienced on September 11, 2001 due to consistent counterterrorism (CT) pressure that we,
and our partners, have been able to bring to bear against some of the most dangerous and violent
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terrorist groups. Continuing key elements of that pressure will be essential to preventing the
return of the higher-scale threats.

Recent actions by al-Qa‘ida adherents overseas underscore our continued concern
regarding the potential of high-impact attacks, including the ability of terrorist groups and
individual violent extremists to target Western aviation. As you know, last summer the United
States and United Kingdom implemented enhanced security measures at airports with direct
flights to the United States, which included new rules aimed at screening personat electronic
devices. Undeterred by regular improvements and enbancements to security measures, terrorist
groups continue to see commercial aviation as a desirable symbolic target, and these aspirations
are not limited to al-Qa‘ida in the Arabian Peninsula.

Despite the persistent concerns over aviation security, we also still face a range of
moderate and small scale threats from a small, but persistent number of transnationally-oriented
groups, including al-Qa‘ida and some of its affiliates and allies. These groups remain intent on
striking the United States and are content to patiently develop their access and operational plans
over multiple years. I will go into greater detail on the threats we see from specific terrorist
actors later in my staterment.

We face a much greater recurring threat from lone offenders and possibly loose networks
of individuals. Of the eleven attacks in the West since last May, ten were conducted by
individual violent extremists. Two occurred in the U.S.—one in September, and another in
October. The majority of these lone offender attacks more closely resemble the size, scale, and
sophistication of random acts of violence than they do the destructiveness of the organized and
well-developed plots that we witnessed in the years after September 11, 2001. These attacks
have happened more frequently, yet thankfully resuited in relatively few casualties. We expect
that individuals and small networks will try to maintain and build upon this momentum and
capitalize on the media coverage that these attacks generate.

In contrast, our allies and partners in Affrica, Asia and the Middle East face a much
different threat outlook than we are facing in the West.

We assess countries in these areas—as well as many other nations worldwide—face a
higher level of threat, which is manifesting in a different form than the West has experienced
recently. In all of these regions, terrorists are trying to displace local governance or make
territorial gains. They are conducting violent attacks on a much more frequent basis and at a
larger scale than in the West. In the past year alone, we assess that there have been hundreds, of
attacks in these regions, resulting in thousands of deaths. Terrorists active in these regions are
contributing to population displacements that affect millions. Some are also responsible for
stoking sectarian tensions and contributing to the proliferation of Sunni-Shia violence,
particularly within Muslim-majority countries.

Many of the most ambitious terrorist groups are located in countries continuing to work
through the effects of the Arab uprisings, including Egypt, Iraq, Libya, Syria and Yemen. Others
are active in countries undergoing insurgencies, including Afghanistan, Pakistan, Nigeria,
Somalia, and most of the countries previously mentioned,
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Despite distinct threat environments, the broader international community shares concern
about the greater than 20,000 foreign fighters from more than 90 countries who have traveled to
Syria since the conflict began. The rate of travelers into Syria exceeds the rate of travelers who
went into Afghanistan/Pakistan, Iraq, Yemen, or Somalia at any point in the last ten years.

While the majority of foreign fighters have emanated from the Middle East and North
Africa, more than 3,400 westerners have traveled to join the fight against the Assad regime.
Within that pool of westemers, more than 150 U.S. persons from a variety of backgrounds and
locations in the United States have traveled or attempted to travel to Syria. A handful of these
U.S. persons have died in Syria.

The foreign fighter threat is multi-faceted and will likely affect the U.S. and West for
years in ways that are distinct from Africa, Asia and the Middle East. We all share the concern
that fighters will attempt to return to their home countries or regions, and look to participate in or
support terrorism and the radicalization to violence. We have witnessed this phenomenon in the
lone offender attack against the Jewish Museum of Belgium, which killed four. We have also
seen it manifested in an ISIL-claimed attack against the Corinthia Hotel in Libya, which killed
nine, including an American. However, our partners abroad will face the added burden of those
who opt to remain in Iraq and Syria and become citizens of ISIL’s self-declared caliphate, or
seek out other battlefields or violent extremist experiences using the personal connections and
networks they gained during their time in conflict.

I will continue my remarks by delving into further detail on the terrorist threats to the
homeland and then outline the threat to U.S. interests overseas. I will then focus the remainder
of my remarks on outlining some of NCTC’s efforts to address this complicated threat picture.

Threat to the Homeland

The up-tick in moderate-to-small scale attacks in the West since last summer by
individual extremists reinforces our assessment that the most likely and immediate threat to the
Homeland will come from Homegrown Violent Extremists (HVEs) or individuals with loose
affiliation to terrorist groups overseas. ISIL’s rise during the past year and its adept exploitation
of the media attention generated by the group’s actions has created unprecedented opportunities
for the group to reach potential recruits or influence those inspired by the group’s message.
Lone actors or insular groups who act autonomously pose the most serious HVE threat, and we
assess HVEs will likely continue gravitating to simpler plots that do not require advanced skills,
outside training, or communication with others.

We are closely monitoring for signs of homegrown violent extremists in the United States
plotting attacks here. The success of small arms attacks in France, Canada and the hatchet attack
against police officers in New York City underscores the threat from emboldened HVEs and,
how the rapid succession of these attacks may motivate some to attempt to replicate these tactics
with little-to-no warning. We are concerned by the growing trend by extremists in the West
toward carrying out simple opportunity-driven attacks, as those further diminish our insight into
terrorist operational planning and readiness.
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These attacks coupled with those in France, Australia, and similar to the 2013 Boston
Marathon bombings highlight the danger posed by lone actors and insular groups not directly
tied or loosely tied to terrorist organizations, as well as the difficulty of identifying these types of
plots before they take place because they often exhibit few behaviors that law enforcement and
intelligence officers traditionally used to detect a readiness to comumit violence. The perceived
success of previous lone offender attacks combined with al-Qa‘ida’s, AQAP’s, and ISIL’s
incendiary propaganda promoting individual acts of terrorism has raised the profile of this tactic.

HVEs make use of a diverse online environment that is dynamic, evolving, and self-
sustaining. This online environment is likely to play a critical role in the foreseeable future in
radicalizing and mobilizing HVEs towards violence. Despite the removal of important terrorist
leaders during the last several years, the online environment continues to reinforce a violent
extremist identity, supplies grievances, and provides HVEs the means to connect with tetrorist
groups overseas.

This boundless virtual environment, combined with terrorists” sophisticated use of social
media, makes it increasingly difficult to protect our youth from sometimes horrifically brutal
propaganda. ISIL’s online media presence has become sophisticated at disseminating timely,
high-quality media content across multiple platforms. The group’s English-language propaganda
is drawing westerners to Syria. These violent extremists are making contact with terrorist groups
and gaining battlefield experience, which could pose a threat to the Homeland if they are able to
return undetected.

The Islamic State of Iraq and the Levant (ISIL)

ISIL is a terrorist organization that has exploited the conflict in Syria and sectarian
tensions in Iraq to entrench itself in both countries. The group’s strength and expansionist
agenda poses an ongoing threat to our regional allies and to U.S. facilities and personnel in both
the Middle East and the West. In November, ISIL publicly announced its expansion into Algeria,
Egypt, Libya, Saudi Arabia, and Yemen, and last month the group publicly confirmed the
announcement of an affiliate in South Asia. The allegiance of violent extremists in these
countries provides ISIL greater operational reach and helps legitimize its self-appointed position
as the leader of all Muslims. The growth of ISIL’s support in Libya most likely provides the
group with an additional safe haven where it can collaborate with other North African terrorists
aligned with ISIL and to possibly plot attacks.

Then-Irag-based ISIL exploited the conflict and chaos in Syria to expand its operations
across the border. The group, with al-Qa‘ida’s approval, established the al-Nusrah Front as a
cover for its Syria-based activities, but in April 2013, publicly declared its presence in Syria
under the ISIL name. ISIL accelerated its efforts to overthrow the Iraqi government, seizing
control of Fallujah last January. The group marched from its safe haven in Syria and across the
border into northern Iraq, killing thousands of Iraqi Muslims on its way to seizing Mosul this
June.

Along the way, ISIL has aggressively recruited new adherents. Some joined ISIL to
escape Assad’s brutal treatment and oppression of his own people. Others joined out of
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frustration, feeling marginalized by their own governments. But many joined out of intimidation
and fear, forced to choose either obedience to ISIL or a violent, oftentimes public death.

Our latest assessment on ISIL’s strength places the group’s manpower between 20,000
and 31,500 members. Sunni groups that ISIL is fighting with in Iraq also augment the group’s
strength in that battlefield. ISIL’s control over the Irag-Syria border enables the group to easily
move members between Iraq and Syria, which can rapidly change the number of fighters in
either country. ISIL is also drawing some recruits from the more than 20,000 foreign fighters
who have traveled to Syria.

ISIL’s momentum on the battlefield in Iraq and Syria has slowed in recent months in the
face of coalition airstrikes and ground offensives by Iraqi Security Forces, Peshmerga, and Shia
militia forces. Coalition airstrikes have also killed several important ISIL military commanders.
Nonetheless, ISIL maintains a deep bench of leaders and continues to launch local offensives to
capture terrain while shoring up defenses in its strongholds. The large swaths of eastern Syria
and western Iraq that ISIL controls provides the group established sanctuaries from which they
plan, train, and plot terrorist acts with little interference. Its battlefield successes also have given
ISIL an extensive war chest derived from black-market oil sales, smuggling, robberies, extortion,
and ransom payments for hostages.

ISIL has used its territorial gains, access to foreign fighters, and sophisticated media
operations to challenge al-Qa‘ida for primacy within the global terrorist movement. While the
leadership of al-Qa‘ida’s recognized affiliates have reaffirmed their allegiance to Ayman al-
Zawabhiri and criticized ISIL’s declaration of a caliphate, ISIL’s ascendance has caused rifts
within some al-Qa‘ida-aligned groups, which we continue to monitor.

ISIL’s safe haven in Syria and Iraq and the group’s access to resources pose a direct
threat to U.S. personnel and facilities in the region. This includes our embassy in Baghdad and
our consulate in Erbil, as well as the U.S. military advisors deployed in Iraq. ISIL also continues
to hold foreign hostages, after its brutal execution of Americans James Foley, Steven Sotloff, and
Peter Kassig.

ISIL’s threat extends beyond the region, to the West. There have been at least 18 ISIL-
linked attacks against western interests in the past year, resulting in 24 deaths and 11 injuries. In
January, ISIL’s affiliates in Libya probably carried out a vehicle-borne improved explosive
device (VBIED) and small-arms attack on the Corinthia Hotel in Tripoli. Last September, ISIL’s
spokesman and external operations chief called on ISIL sympathizers worldwide to attack
Westerners and their property, a call to action that the group has repeated in its English-language
propaganda. The attacks in Ottawa and Quebec this past October, for which ISIL publicly
claimed responsibility, and most recently the attacks against a police officer and kosher grocery
in Paris by a French violent extremist who claimed the attacks for ISIL, clearly demonstrate the
threat posed by ISIL-inspired extremists and returning foreign fighters.

We remain mindful of the possibility that an ISIL-sympathizer could conduct a limited,
self-directed attack here at home with no warning. We also remain concerned that ISIL may
place a greater priority on more organized attacks on the West, as opposed to propaganda driven
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fone offender attacks. The group’s ambitions have grown in parallel with its capabilities; it sees
itself in competition with core al-Qa‘ida and could develop its own anti-Western plotting
capability and draw from some of the thousands of foreign fighters in theater.

Al-Qa‘ida Core and Pakistan/Afghanistan-based Groups

Turning now to core al-Qa‘ida and Afghanistan/Pakistan-based groups, we anticipate
that, despite core al-Qa‘ida’s diminished leadership cadre, remaining members will continue to
pose a threat to western interests in South Asia and would attempt to strike the Homeland should
an opportunity arise. Pakistan and Afghanistan-based al-Qa‘ida adherents still aspire to conduct
attacks against the West, even if the group’s diminished leadership could not replicate the impact
and casualties of a 9/1 1-style attack.

Despite ISIL’s challenge, al-Zawahiri remains the recognized leader of the global
terrorist movement among al-Qa‘ida affiliates and allies, and the groups continue to defer to his
guidance on critical issues. Since the start of the Arab unrest in North Africa and the Middle
East, Zawahiri and other members of the group’s leadership have directed their focus there,
encouraging cadre and associates to support and take advantage of the unrest.

We have long forecast a degradation of the security environment in Afghanistan and,
with the end of our combat mission there, we are entering a period where we begin to measure
the impact of this decline. Al-Qa‘ida’s primary presence in Afghanistan currently consists of
small numbers in the country’s remote northeast, and our chief concern is that a power vacuum
could emerge which in turn might offer the group space to reconstitute there and pose a
continued threat to the Homeland.

South Asia-Based Militants. Pakistani and Afghan militant groups—including Tehrik-¢
Taliban Pakistan (TTP) and its splinter elements, Lashkar-e Tayyiba (LT), and the Haggani
Network—continue to pose a direct threat to U.S. interests and our allies in the region, where
these groups probably will remain focused. We continue to watch for indicators that any of these
groups, networks, or individuals are actively pursuing or have decided to incorporate operations
outside of South Asia as a strategy to achieve their objectives.

TTP remains a significant threat in Pakistan despite the ongoing Pakistan military
operations in North Waziristan and Khyber, and leadership changes last year that probably
contributed to the most internal fracturing since the group’s formation. In August, TTP
commander Abdul Wali left the group to form Jama’at ul-Ahrar (JuA), and, in October, the TTP
spokesman and five regional amirs announced their decision to leave the group and pledge
allegiance to ISIL. JuA subsequently claimed responsibility for the November attack at the
Wagah Border Crossing that killed at least 50 people, and TTP conducted the 16 December
attack on a school for military officers’ children in Peshawar that killed approximately 150
people, mostly children. TTP warned the attack was just a “trailer,” suggesting additional
attacks might be planned and underscoring the threat the group still poses within Pakistan,
especially against soft targets.



15

LT remains focused on its regional goals in South Asia. The group opposes improving
relations between India and Pakistan, and its leaders consistently speak out against India and the
United States, accusing both countries of trying to destabilize Pakistan. LT has attacked western
interests in South Asia in pursuit of its regional objectives, as demonstrated by the targeting of
hotels frequented by westerners during the Mumbai attacks in 2008. LT leaders almost certainly
recognize that an attack on the U.S. would result in intense international backlash against
Pakistan and endanger the group’s safe haven there. However, LT also provides training to
Pakistani and Western militants, some of whom could plot terrorist attacks in the West without
direction from LT leadership. In December, L1”s operations chief Zaki-ur Rehman Lakhvi,
incarcerated in Pakistan since the 2008 Mumbeai attacks, was granted bail, a move immediately
opposed by the government of Pakistan. LT remains a threat to U.S. interests in South Asia
regardless of Lakhvi’s status.

In Afghanistan, we have turned the corner from a combat mission to one where we train,
advise, and assist our Afghan partners to combat threats to their stability. Chief among these
threats is the Taliban and the Haqqani Network, which, despite suffering some setbacks from
Pakistani military incursions into Waziristan, remain capable of carrying out high-profile attacks
against remaining U.S., NATO, Afghan government, and other allied nation targets. As evidence
of this threat, and in contrast to the usual relative Iull in violence during the winter months, the
Taliban, Haqgqanis, and their militant allies carried out multiple of attacks in Kabul and other
major population centers at the end of 2014.

Al-Qa‘ida Affiliates and Allies

AQAP. Al-Qa‘ida in the Arabian Peninsula (AQAP) remains committed to conducting
attacks in the West and desires to target western interests in Yemen while operating in areas of
Yemen with minimal government presence. January’s attack on the Charlie Hebdo magazine
office in Paris was AQAP’s first successful lethal operation in the West. Although the degree of
command and control of the operation is still under investigation, both the attackers and AQAP
attributed the attack to the group. AQAP’s three attempted attacks against the United States to
date—the airliner plot of December 2009, an attempted attack against U.S.-bound cargo planes
in October 2010, and an airliner plot in May 2012—demonstrate the group’s continued pursuit of
high-profile attacks against the United States. In a propaganda video released in December, a
senior leader threatened American citizens all over the world, highlighting AQAP’s persistent
interest in targeting the U.S.

AQAP also presents a high threat to U.S. personnel and facilities in Yemen and Saudi
Arabia, especially during a time of political instability and growing sectarian violence. As you
know, the United States has suspended embassy operations in Yemen and temporarily relocated
staff out of Sana’a. We continue to track closely the status of AQAP plotting against our
facilities and personnel in Yemen that would suggest a repeat of a 2013 credible threat which
prompted the Department of State to close U.S. embassies in the Middle East and North Africa.
We are concerned AQAP could take advantage of the political chaos in the capital to carry out
attacks against on our personnel or other Western targets in Sanaa. The group may also plan
additional attacks against Huthis to further destabilize the situation in Sanaa. AQAP has also
intensified its attacks against the Huthis, as evidenced by their October large-scale VBIED attack
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in Sanaa which resulted in more than 50 deaths, all while continuing to target the Yemeni
government. In addition, last July AQAP launched its first successful attack in Saudi Arabia
since 2009, underscoring the group’s continued focus on operations in the Kingdom. Separately,
the failed rescue attempt of American journalist Luke Somers is likely to embolden the group
with continued attempts to kidnap westerners in Yemen, in particular Americans.

Finally, AQAP continues its efforts to radicalize and mobilize to violence individuals
outside Yemen through the publication of its English-language magazine Inspire. In December,
the group released the 13™ edition with instructions for crafiing a concealable non-metallic
explosive device, similar to the explosive AQAP used when it attempted to blow up an airliner
bound for Detroit in December 2009, and called for individuals to attack Western airliners.
Previous editions have encouraged “lone offender” attacks in the West, naming specific targets
in the United States, United Kingdom, and France and provided instructions on how to construct
a vehicle-borne improvised explosive device.

Al-Shabaab, We continue to monitor al-Shabaab and its foreign fighter cadre as it
continues to threaten U.S. interests in East Africa. We assess it is a potential threat to the
Homeland, as some al-Shabaab leaders in the past publicly called for transnational attacks, but its
interest appears to still be primarily focused on operations in East Africa. The group has
attracted dozens of U.S. persons—mostly ethnic Somalis—who have traveled to Somalia since
2006.

Al-Shabaab is mainly focused on undermining the Somali Federal Government and
combating African Union Mission in Somalia (AMISOM) and regional military forces operating
in Somalia, as demonstrated by its Christmas Day attack on security forces at the Mogadishu
International Airport. Al-Shabaab’s mid-September 2013 attack on the Westgate mall in Kenya
demonstrated that the group continues to plot against regional and Western targets across East
Africa as part of its campaign to remove foreign forces aiding the Somali Government.

AQIM and regional allies. Al-Qa‘ida in the Lands of the Islamic Maghreb (AQIM) and
its allies remain focused on local and regional attack plotting, including targeting Western
interests. The groups have shown minimal interest in targeting the U.S. Homeland.

In Mali, the French-led military intervention has pushed AQIM and its allies from the
cities that they once controlled, but the groups maintain safe haven in the less populated areas of
northern Mali from which they are able to plan and launch attacks against French and allied
forces in the region. Elsewhere, AQIM is taking advantage of permissive operating
environments across much of North Africa to broaden its reach. We are concerned that AQIM
may be collaborating with local violent extremists, including Ansar al-Sharia groups in Libya
and Tunisia.

In 2013, two highly capable AQIM offshoots, Mokhtar Belmokhtar’s al-Mulathamun
battalion and Tawhid Wal Jihad in West Africa, merged to form the new violent extremist
group—al-Murabitun—which will almost certainly seek to conduct additional high profile
attacks against Western interests across the region. Belmokhtar—the group’s external operations
commander-—played a leading role in attacks against Western interests in Northwest Africa in
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2013, with the January 2013attack on an oil facility in In-Amenas, Algeria and double suicide
bombings in Niger in May of that year. Last year, Belmokhtar reportedly spent time in Libya to
escape counterterrorism pressure in Mali, and probably to collaborate with Ansar al-Sharia
(AAS) groups and other violent extremist elements in the country to advance his operational
goals.

Al Nusrah Front. Although it has struggled to counter ISIL’s gains in Syria, al-Nusrah
Front is one of the most capable groups within the Syrian opposition and has mounted suicide,
explosive, and firearms attacks against regime and security targets across the country; it has also
sought to provide limited public services and governance to the local population in areas under
its control. Several Westerners have joined al-Nusrah Front, a few of whom have perished in
suicide operations, including at least one American, raising concemns capable individuals with
extremist contacts and battlefield experience could return to their home countries to commit
violence. In April 2013, Al-Nusrah Front’s leader, Abu Muhammad al-Jawlani, pledged
allegiance to al-Qa‘ida leader al-Zawahiri, publicly affirming the group’s ties to core al-Qa‘ida.
Al-Zawahiri named the group al-Qaida’s recognized affiliate in the region later in 2013, ordering
ISIL to return to Iraq. Following airstrikes in late-September, al-Jawlani also publicly called for
retaliatory measures against those responsible.

Khorasan Group. The Khorasan Group refers to a network of al-Nusrah Front and al-
Qa‘ida core extremists who share a history of training operatives, facilitating fighters and money,
and planning attacks against U.S. and Western targets. The group—composed of fighters with
experience in conflicts in Chechnya, Afghanistan, Pakistan, Iraq, Iran, Yemen, and North
Africa—is taking advantage of the Syrian conflict to advance attacks against Western interests.
The group is actively recruiting Westerners to serve as external operatives to blend into their
home countries.

As of September, intelligence indicated that operatives from the group were nearing the
execution phase for an attack in Europe or the Homeland, which prompted U.S. military
airstrikes to protect our interests. The IC is continuing to monitor the group for reactions to these
strikes to inform our assessments of their effectiveness.

Al-Qa‘ida in the Indian Subcontinent. In September, al-Qa‘ida announced the
establishment of its newest affiliate, al-Qa‘*ida in the Indian Subcontinent (AQIS). We assess the
creation of AQIS is not a reaction to al-Qa‘ida’s split with ISIL, though the timing of the
announcement may be used to bolster al-Qa‘ida’s standing in the global terrorist
movement. AQIS, which is led by Sheikh Asim Umer, has stated objectives that include
violence against the U.S., establishing Islamic law in South Asia, ending occupation of Muslim
lands, and defending Afghanistan under Mullah Omar’s leadership. AQIS claimed responsibility
for the thwarted hijacking in Karachi of a Pakistani Navy ship in September, asserting that the
plot’s objective was to hijack two Pakistani ships to attack U.S. and Indian naval vessels and
reiterated that the U.S. was its primary target.

Boko Haram. Boko Haram waged unprecedented violence in northeast Nigeria last year
and is expanding its reach into other parts of Nigeria and neighboring states to implement its
violent interpretation of sharia law and suppress the Nigerian Government and regional CT
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pressure. Since late 2012, Boko Haram and its splinter faction Ansaru have claimed
responsibility for five kidnappings of Westerners, raising their international profile and
highlighting the threat they pose to Western and regional interests. Boko Haram has kidnapped
scores of additional Nigerians in northeast Nigeria since the kidnapping of 276 school girls from
Chibok, Nigeria in April 2014, The group this year has captured all of the Nigerian military
outposts in northeast Borno State, giving it control of a 380 mile continuous stretch of
international borders, which Chad is currently trying to retake from it, and for the past two weeks
has conducted multiple attacks on the Borno State Capital of Maiduguri, the group’s birthplace
which it intends to make the capital of its Islamic state. The group’s violent attacks have led to
over one million internally displaced persons and hundreds of thousands of refugees in
neighboring Niger, Chad, and Cameroon.

Threat from Iran and Shia Groups

In 2014, Iran, largely through the Islamic Revolutionary Guard Corps-Qods Force (IRGC-
QF) Commander Qassem Soleimani, and Hizballah managed an increasingly expansive and effective
military campaign against ISIL in Iraq, primarily through its support and use of sectarian political
and military proxies to support the Iran-aligned, Shia-dominated government in Baghdad. At the
same time, Iran and Hizballah remain committed to defending the Assad regime, including sending
billions of dollars in military and economic aid, training pro-regime and Shia militants, and
deploying their own personnel into the country. Iran and Hizballah view the Assad regime as a key
partner in an “axis of resistance” against Israel and the West and are prepared to take major risks to
preserve the regime as well as their critical transshipment routes.

Beyond their role in Syria and Iraq, Iran and Lebanese Hizballah remain committed to
conducting terrorist activities worldwide and we are concerned their activities could either
endanger or target U.S. and other Western interests. Iran remains the foremost state sponsor of
terrorism, and works through the IRGC-QF and Ministry of Intelligence and Security to support
groups that target U.S. and Israeli interests globally. Hizballah has engaged in an aggressive
terrorist campaign in recent years and continues attack planning abroad. In April 2014, two
Hizballah operatives were arrested in Thailand and one admitted that they were there to carry out
a bomb attack against Israeli tourists, underscoring the threat to civilian centers.

NCTC(C’s Counterterrorism Efforts

As I discussed earlier, the United States, United Kingdom, France, and the broader
international community have increasingly expressed concerns about the greater than 20,000
foreign fighters who could potentially return to their home countries to participate in or support
terrorist attacks.

NCTC is undertaking a broad Center-wide effort to track foreign fighters traveling to
Syria, working closely with our Intelligence Community partners, We work to resolve the
identities of potential fighters to uncover possible derogatory information in NCTC holdings.
Additionally, the U.S. Government continues to work closely with foreign partners to combat
threats emanating from Syria.
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As part of this effort, NCTC aggregates information on known or suspected terrorists
traveling to Syria in the Terrorist Identities Datamart Environment (TIDE). This effort has
created a valuable forum for identifying, tracking, and sharing information with law
enforcement, counterterrorism, screening, and watchlisting communities on known or suspected
terrorists.

Our metrics-based tracking and assessment of these terrorist identities has directly helped
to resolve inconclusive identities, enhance TIDE records, and upgrade watchlist statuses on
several hundred known or suspected terrorists.

TIDE is much more than a screening database — it is an analytic database. It feeds the
unclassified screening database so that the Department of Homeland Security (DHS), the
Department of State and other agencies have timely and accurate information about known and
suspected terrorists. As disparate pieces of information about known or suspected terrorists
(KSTs) are received, trained analysts create new records, most often as the result of a nomination
by a partner agency. The records are updated—or “enhanced”—regularly as new, related
information is included and dated or as unnecessary information is removed. In all cases, there
are several layers of review before a nomination is accepted into the system. In the case of U.S.
persons, there are at least four layers of review, including a legal review, to ensure the
derogatory information is sufficient and meets appropriate standards.

To better manage and update the identities of individuals who have travelled overseas to
engage in violence in Syria and Iraq, we have created a special threat case in TIDE. This is a
special feature in the TIDE system which allows us to focus efforts on smaller groups of
individuals. A threat case links all known actors, and their personal information, involved in a
particular threat stream or case and makes that information available to the intelligence,
screening, and law enforcement communities.

NCTC’s management of this unique consolidation of terrorist identities has created a
valuable forum for identifying and sharing information about Syrian foreign fighters—including
ISIL—with community partners. It has better integrated the community’s efforts to identify,
enhance, and expedite the nomination of Syrian foreign fighter records to the Terrorist Screening
Database for placement in U.S. Government screening systems.

NCTC’s Pursuit Group, whose mission is to identify non-obvious terrorism connections
and develop leads for other agencies to investigate, is working to fully identify foreign fighters
entering Syria who have potential access or connections to the Homeland, so they can be
watchlisted. This analysis leverages NCTC’s unique access to a wider range of IC and law
enforcement information than any other agency, both within NCTC's counterterrorism data
holdings as well as natively through embedded officers from ten other agencies.

Countering Violent Extremism (CVE)

The growing number of individuals going abroad as foreign terrorist fighters to Iraq and
Syria only emphasizes the importance of prevention. Any hope of enduring security against
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terrorism or defeating organizations like ISIL rests in our ability to diminish the appeal of
terrorism and dissuade individuals from joining them in the first place.

To this end, we continue to refine and expand the preventive side of counterterrorism.
We have seen a steady proliferation of more proactive and engaged community awareness efforts
across the United States, with the goal of giving communities the information and the tools they
need to see radicalization in their midst and do something about it before it manifests itself in
violence. NCTC, in direct collaboration with DHS, has led the creation of CVE tools to build
community resilience across the country.

Working and closely coordinating with the Department of Justice (DOJ), DHS, and with
the FBI, NCTC is engaged in this work all across the country, and I will point to just one
example.

You will recall the case last year in which three tecnage girls allegedly attempted to
travel from Denver to Syria by way of Frankfurt, Germany, where their travel was disrupted. In
the aftermath of that incident, we, in concert with DQOJ, DHS, and FBI, sent our officers on
multiple occasions to meet with the greater Denver community and to raise awareness among
community and law enforcement audiences about the terrorist recruitment threat. The bricfing,
developed in partnership with DHS, is now tailored to address the specific issue of foreign
fighter recruitment in Syria and Iraq; and we have received a strong demand signal for more such
outreach.

This is not a law enforcement-oriented effort that might be perceived as intimidating.
Rather, it is an effort to share information about how members of our communities are being
targeted and recruited to join terrorists overseas. Seen in that light, we have had a remarkably
positive reaction from the communities with whom we have engaged.

We continue to expand our CVE tools. With our DHS colleagues, we have created and
regularly deliver the Community Resilience Exercise, a table top exercise that brings together
local law enforcement with community leadership to run through a hypothetical case study based
scenario featuring a possible violent extremist or foreign fighter.

Conclusion

Confronting these threats and working with resolve to prevent another terrorist attack
remains counterterrorism community’s overriding mission. This year NCTC enters its second
decade in service to the nation, and while the Center has matured tremendously over that period,
we are focused on positioning ourselves to be better prepared to address the terrorist threat in
decade to come.

Chairman Burr, Vice Chairman Feinstein, and members of the Committee, thank you for
the opportunity to testify before you this morning. I want to assure you that our attention is
concentrated on the security crises in Iraq and Syria—and rightly so. But we continue to detect,
disrupt, and defeat threats from across the threat spectrum.

Thank you all very much, and I look forward to answering your questions.
12
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Chairman BURR. Director, thank you very much.

I'll restate: We'll go to five-minute questions based upon the
order of attendance, and that’s Burr, Feinstein, Wyden, Warner,
Cotton, Coats, Collins, Blunt, Lankford, and Risch.

Mr. Director, I'm going to go right to the issue that the Vice
Chair raised with you, and that’s the three FISA provisions that
are set to expire the 1st of June, and specifically: If they were to—
if we allowed those to expire, what would be the impact on the
gCT(}?’s ability to discover and thwart terrorist attacks here at

ome’

Director RASMUSSEN. As I know the President and the DNI have
stated, Director of National Intelligence have stated, it is essential
that we retain these important capabilities. The ability to have in-
sight into what our adversaries are doing, the connections they
may have both internationally and potentially into the homeland,
is an essential part of the business of identifying individual terror-
ists and then building out the picture of the networks in which ter-
rorists operate.

So fundamentally, reauthorization is something that we are
counting on in the intelligence community as an important part of
our work.

Chairman BURR. Director, earlier this week the Administration
announced the creation of a Cyber Threat Intelligence Integration
Center, or they referred to it as CTIIC, within the ODNI. The na-
tional center will reportedly be modeled after NCTC and the Na-
tional Counterproliferation Center, which have struggled under the
ODNI management. I'm hesitant to authorize the creation of a new
center until some of these lingering management challenges can be
resolved, not least of which is NCTC’s inability to fully hire.

Can you assure the Committee that NCTC will be able to fill the
majority of your open vacancies by the end of the year?

Director RASMUSSEN. I believe I can, Mr. Chairman. I'm happy
to report that since, I would say, over the last five, six months we
have taken significant strides forward in addressing just that con-
cern and problem, not only improving our ability to hire analysts
and officers from outside of government, outside the intelligence
community, to bring new blood into our center, but also increasing
the level and the inflow of detailees, officers detailed from other in-
telligence community entities, into NCTC, which, as you well know,
Mr. Chairman, that’s part of the lifeblood of NCTC, having that
contribution of officers from FBI and from CIA, from NSA, from the
Defense Department, DIA, every member of the community.

We're making I think tremendous progress. If we had had this
discussion a year ago, I would have given you a much more cau-
tious and hedged response because I wasn’t necessarily confident
that we could get to where we needed to be. But just in the last
few months, I've had tremendously productive engagements with
FBI, with CIA, to get our numbers with FBI and CIA to the levels
we need them to be. So I'm pretty confident I can give you the as-
surance that you’re looking for, Mr. Chairman.

Chairman BURR. Nick, in many ways the threat from terrorism
is growing, it’s not declining. The number of threat streams you are
facing is shocking, and your ability to collect intelligence on those
threats is waning. As the principal adviser to the President on
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counterterrorism, are you concerned about the trend and the im-
pact it’s having on our security?

Director RASMUSSEN. In my statement I certainly talked about
the wider array, the more diverse array of threats and terrorist ac-
tors that we’re seeing around the globe. Clearly, that puts increas-
ing pressure on our capacity to respond and to react in all of those
different places, to develop effective strategies in all of those places.

As we've talked about in closed session as well, it’s not always
possible for the United States to transform the environment in
some of these areas where the terrorism threat is growing. So we
have to develop an approach that allows us to mitigate and disrupt
the terrorist threat networks that are most particularly aiming at
U.S. interests, while also looking to see if there are ways in which
we can over time develop stronger partnerships with countries in
particular regions, so that we don’t own the burden ourselves of
doing that mitigating and disrupting.

But unfortunately, while you are doing that long-term work to
establish a more sustainable counterterrorism framework with our
partners, you have to deal with, as you said, Mr. Chairman, every
day a constant inflow of new terrorism-related threats. So you're
trying to keep up with every one of those most recent threats at
the same time you’re trying to build a more sustainable CT part-
nership, network of CT partnerships around the world.

So doing that long-term work while we’re also managing the day
to day is increasingly a challenge, I will admit.

Chairman BURR. Thank you, Mr. Director.

Vice Chairman.

Vice Chairman FEINSTEIN. Thanks, Mr. Chairman.

Mr. Rasmussen, I think last year when we had our worldwide
threat hearing—this is a little different than that—the Khorasan
Group was sort of put out there as a group that could really be ef-
fective in launching an attack against the United States. As I'm
reading your written remarks, particularly on page 8, you talk
about two highly capable AQIM offshoots, Belmokhtar’s al-
Mulathamun Battalion and Tawhid wal-Jihad in West Africa,
merging to form the violent extremist group al-Murabitun, which
is one that we really haven’t heard of before.

How big is this? That’s the first part of the question. Secondly,
how do you rank the groups and their threats toward the home-
land? Which one should we be the most wary of?

Director RASMUSSEN. Let me try to bite that off in a couple dif-
ferent chunks, Madam Vice Chair. We did point in our statement
this year to the emergence of this group in North Africa, which is
an offshoot of a group we’ve long known and which you've long
known about, al-Qaeda in the Islamic Maghreb. But one of the off-
shoots of that group that grew out of a leadership dispute and in-
ternal fights about direction is a group that we know as the al-
Murabitun Battalion, which includes known individuals with links
to al-Qaeda, but again, as I've said, they have engaged in a little
bit of internal feuding that has put them into separate organiza-
tions, at least from the way we look at it.

We look at that grouping as a pretty significant threat to our in-
terests in and across North Africa. As far as an ability to project
a threat potentially to the homeland, I would describe that as more
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potential than actual at this point. But they certainly have taken
note of what has happened in Western Europe, and I would over
time be concerned about the ability of groups like this in North Af-
rica having the ability to project into Europe.

Of course, I consider attacks that could happen in Europe poten-
tially as attacks that could involve significant U.S. interests. We
have significant diplomatic, business, and other presences in most
Western European capitals. So I don’t take for granted that Ameri-
cans would not be a part of any attack that took place in Europe.

To your question on the Khorasan Group, as we've talked about
before, that is a group, a loose network of individuals affiliated,
long a sense of affiliation with core al-Qaeda in the tribal areas of
Pakistan, and we’ve long worried about their ability to potentially
not only engage and impact the fighting in Syria, which they’re en-
gaged in doing, but also, while they’re engaged in that activity, also
looking for opportunities to engage in external operations against
U.S. interests, western interests, into Europe and ultimately even
the homeland.

There’s not much more I can say about that in this session, as
you well know. But this is among the very, very highest counterter-
rorism priorities for the intelligence community, is to try to under-
stand this network with more granularity, with more specificity,
and to develop disruption options to go after it.

Vice Chairman FEINSTEIN. Is AQAP still number one in terms
of—I'm talking about the homeland now.

Director RASMUSSEN. I guess I try to avoid number one, number
two, number three, because as soon as you say that someone who
isn’t watching the picture as closely as you are and as we are says:
Well, your number three must not be getting the right attention.
And they’d be right to think that, but I think they’d also be missing
something.

As I said in my statement, even though what we’re seeing more
frequently in the West are these low-level attacks conducted by in-
dividuals who aren’t networked necessarily, we still are absolutely
fixated and focused on AQAP’s efforts to develop an aviation attack
against the United States, for all of the reasons that were men-
tioned in both the Chairman and the Vice Chairman’s statements:
the attempt to propagate the recipe for putting explosives on an
airplane; the continued effort, even amidst all the fighting in
Yemen for AQAP, to mount an external operation. That is all still
very much at the top of our counterterrorism priority list from an
analytical perspective, from a collection perspective, and from a dis-
ruption perspective.

So when something like ISIL seizes—or rises to the forefront of
concern, we don’t have the luxury of downgrading our effort, our
level of effort against some other threat stream or set of terrorism
actors that we already had at the top of our list.

I hope that responds.

Vice Chairman FEINSTEIN. Thank you very much.

Thank you, Mr. Chairman.

Chairman BURR. Senator Wyden.

Senator WYDEN. Thank you, Mr. Chairman.

Director, it’s great to see you again. I think you’ve done a good
job of laying out counterterror challenges. In my years on the Com-
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mittee, we’ve seen the threats move from al-Qaeda in Afghanistan
to insurgents in Iraq to al-Qaeda in the Arabian Peninsula. So
these are very real threats, very real threats.

The question then becomes, how do we focus on ways to deal
with these threats, rather than in effect use approaches that waste
time and resources? We've got to focus on approaches that work.

The bulk collection, the bulk phone records collection that has
been widely debated, has been described by the President’s review
group—and I'll just quote here—as “information that could readily
have been obtained in a timely manner using conventional Section
215 orders.” So these are all public documents, public reports. Mike
Morell, for example, a veteran of the CIA, supported this document.

My question to you is, first: If Congress passes the legislation
ending bulk collection, would intelligence agencies still be able to
collect the information you and they need to protect our country
against terrorist operations?

Director RASMUSSEN. I look at this in terms of, as the President
said last year, making sure that we’re in a position to preserve the
capability that that bulk collection gave us. That’s why I support,
as did the Director of National Intelligence, the legislation that
would transition the program to one that would preserve that capa-
bility without requiring the Federal Government to hold the
records in the way that it had previously.

Senator WYDEN. So you’re proposing that we end the bulk collec-
tion program, but in effect the phone companies can still keep their
recordkeeping practices, right?

Director RASMUSSEN. I'm comfortable that that capability
would—that step would preserve our capability if that became

Senator WYDEN. Very good. One other question. Mr. Director, my
understanding is—and it would be very helpful here—that there
are some questions about whether the Office of the Director of Na-
tional Intelligence has provided you at the National Counterter-
rorism Center with a copy of the full classified version of the Com-
mittee’s report on the use of torture. Have they provided you that
report?

Director RASMUSSEN. A select number of my officers had access,
I'm certain, to the executive summary. I'd have to get back to
you

Senator WYDEN. Have you seen it?

Director RASMUSSEN. I've seen portions of it, Senator.

Senator WYDEN. Have you asked for a copy of the report?

Director RASMUSSEN. I have not personally asked for a copy of
it, no. I asked that I be allowed access to it in order that we per-
form the role that we did perform at the tail end of last year when
we were asked to participate in the effort to develop threat assess-
ments.

Senator WYDEN. Well, there are some additional details in the
classified version that I think are relevant. So I hope that you will
ask for a copy and review it. But I look forward to working with
you. I think it is helpful to have on record that if the Congress
passes the legislation ending bulk collection you and the other in-
telligence agencies can go forward doing the important work to deal
with the threats to this country. They are very real. I'm interested
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in working with you on the matter of the report as well. I hope that
you will ask for a copy of the report and review it.

Thank you, Mr. Chairman.

Director RASMUSSEN. Thank you, Senator.

Chairman BURR. Senator Warner.

Senator WARNER. Thank you, Mr. Chairman.

Mr. Rasmussen, nice to see you again. Thank you for your great
service.

I do think I want to make a brief comment on Senator Wyden’s
comment. We'll have a spirited debate, I think, on that FISA issue.
I do think there are challenges, as we've discussed before, both pri-
vacy and security-related, around holding data at the telcos, and
that’ll be the subject of, I know, ongoing conversations.

I want to raise—ISIL-AQAP has been the focus of most of your
testimony, but I'd like to raise one other area I think in your testi-
mony you've touched on, but I'd love to hear before the group.
When we think back to last year in April, when we were all at that
moment astonished by the actions of Boko Haram in Nigeria, seiz-
ing 300 girls from a school, 200 of which I believe are still missing,
and subsequent actions of the United States in sending troops and
advisers to that region.

We've seen since that time about a million and a half people dis-
placed, north of 3,000 killed in 2014, and a coalition arise. I think
just recently Niger joined with Nigeria, Benin, Chad, and Cam-
eroon for an 8,700-person force.

Could you give us an assessment whether these countries have
the capability, whether the tide is swaying? Obviously, Nigeria has
postponed their elections. The first question would be: Can they
take on this threat of Boko Haram? It’s remarkable that, with the
atrocities they commit, they’re still pushed off the front page be-
cause of the extraordinary atrocities of ISIL and others. And what
type of potential threat that poses beyond that immediate region?

Director RASMUSSEN. Thank you, Senator. I think you’re on to
something with the question, by raising the question of regional
partners. There’s no question but that Nigeria faces significant, se-
rious challenges to mounting on its own a response against Boko
Haram. Even in the most stable political environment, they would
face those challenges. As the Committee well knows, right now Ni-
geria is in the midst of a potential political transition that will test
even further their ability to mount a coherent response among
their political, intelligence, and military communities.

So one solution to that is to try to get regional partners, as you
described, more involved: Niger, Cameroon, other partners. They
are increasingly stepping up to that challenge with their admit-
tedly limited resources, but their shared sense of threat.

I think we will be in a position to try to enable these partners,
to try to develop a regional approach against Boko Haram, and
doing what we can, principally through advising and assisting and
in providing intelligence where it’s appropriate. I think that can in-
crease their effectiveness.

I think it remains to be seen—it certainly isn’t the case yet that
the tide has been turned against Boko Haram, and it remains to
be seen if the regional partners can in concert turn that tide. I
would not want to get out ahead of that in terms of predicting any-
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thing. This is a part of the world where we do not have the largest
resource footprint, so we do what we can. But we may have to re-
evaluate Boko Haram’s trajectory over time if we see that the re-
gional partners are overmatched.

Senator WARNER. Do you see any evidence of—there has been
some reported evidence of Boko Haram’s reaching out to other
groups in terms of network. Could you comment on that?

Director RASMUSSEN. Exactly. The increased intercommunication
between Boko Haram and other terrorist groups in the northern
part, northwestern part of Africa, and even with ISIL, all of that
just adds to the picture of an interconnected terrorist network with
the ability to share resources, personnel, expertise, and tradecraft
in a way that serves as a multiplier for their own capabilities, and
that’s a disturbing trend.

Senator WARNER. Mr. Chairman, I think this is an area that we
need to keep our eye on as well. Obviously, there’s huge challenges.
Thank you.

Chairman BURR. Thank you, Senator Warner.

Senator Coats.

Senator COATS. Mr. Chairman, thank you.

In response to the questions that Senator Wyden raised, you in-
dicated that you and the Director of National Intelligence have as-
sessed that ending the bulk collection program and transferring it
to communication companies would not impede in any way doing
the necessary tracking and usage of that to reach the information
that you want. But since that hasn’t been done and since we
haven’t really laid out a procedure, the procedures how we’re going
to do that, and we don’t know exactly how it’s going to be collected,
and so forth and so on with a much shorter period of time of hold-
ing that information, how can you be so certain that this is not
goin;.; to degrade in any way your ability to access that informa-
tion?

Director RASMUSSEN. I guess I would say I can’t say anything
with complete certainty, Senator. But looking at the provisions as
we understood them, we believe the legislation would have main-
tained the essential capability that we were requiring that we
maintain.

Senator CoOATS. Well, the legislation calls for a shortened period
of time for holding that information. We've seen in Paris and some
other instances where we need to go deeper than that in order to
determine the connections and the network that we need to assess.

Director RASMUSSEN. I certainly agree. But

Senator CoATs. Well then, how can you say with assurance that
ending that bulk collection is going to not leave you short-handed
in terms of what you need to assess?

Director RASMUSSEN. I can’t predict in the future exactly how,
what information requirements we would have.

Senator COATS. Well then, how can you come to a conclusion?
Don’t you leave a little, well, we’re not sure, Senator, exactly how
this is going to work, so we can’t guarantee that it’ll give us the
same access as we have under the bulk collection program?

Director RASMUSSEN. Again, I look at this in terms of capability,
and my understanding of the legislation is it would have provided
us with that essential capability. I'm a little bit burdened here be-
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cause as NCTC Director, I follow in the footsteps of two previous
NCTC Directors, Mike Leiter and Matt Olsen, who were distin-
guished national security lawyers, who lived this architecture in
ways that I haven’t. So I'm less in a direct position to speak on ex-
actly how these programs work in the same way that my prede-
cessors were.

Senator COATS. That’s why I raised the question in my mind
about your answer to Senator Wyden, who I think took that as a
definitive yes, the DNI thinks this is fine and NCTC Director
thinks it’s fine, and therefore why in the world would we ever ques-
tion it? As you know, there’s a difference of opinion in the intel-
ligence community among the different agencies as to whether or
not this is the right thing to do.

Director RASMUSSEN. I understand that, and that’s why I'm rely-
ing on my experts, who have assured me that preservation of this
capability gives us what we need. As with anything, it certainly in-
volved giving and taking, give and take on particular provisions. I'd
be happy to talk about it further with you in closed session or I
can come to you with——

Senator COATS. I understand, and I think we should do that, Mr.
Chairman, because I think there’s still some major questions that
need to be resolved here.

In the remaining time that I have, do you—through your agency
or somewhere in the IC community, what is the appeal to the thou-
sands of westerners that fall prey to the appeal of engaging in this
depravity, which they obviously are all aware of and are so at-
tracted to this? I'm trying to get to the source, get my head around
the fact that, how could someone who has perfect capability, seeing
exactly what they’re walking into, think that’s the thing to do?

Now, if you’re of the same ideology perhaps from certain coun-
tries in the Middle East, but coming from Western Europe and
coming from America, more civilized and cultured societies—“civ-
ilized” might not be the right words, but I think you know what
I mean—are you looking at that? Is there a way for us to counter
with social media saying, this is what you’re getting into, which is
a pretty tough situation?

Director RASMUSSEN. That’s a terrific question, Senator. ISIL’s
propaganda runs the gamut. You’re absolutely right to point to
some of these horrific videos involving executions of hostages or op-
posing fighters on the battlefield. That clearly sends a signal and
that attracts its own element.

But ISIL’s propaganda also includes a fair number of messaging
examples in which they paint a very bucolic, fulfilling life in the
caliphate, that they project to individuals who may be
disenfranchised, disadvantaged, dissatisfied in their home environ-
ments. So that—so the range of factors that grab people who end
up going to a place like Syria right now ranges from the ideological,
which you pointed to, but also to the psychological, catering to
some sense of wanting to belong to something, no matter how de-
praved that thing that they would be belonging to is. Then for oth-
ers there is just the sheer sense of adventure and a chance to
throw your hat in with the winning side, is a part of the calcula-
tion.
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We've tried to disaggregate all of these different factors in the
messaging that we’re seeing, so that we can try to develop some
counter-messaging strategies to go at it. The President is convening
this CVE summit next week, drawing in all of our European part-
ners, many of our Middle Eastern partners, to try to get a better
handle on this, to try to—unfortunately, as we all know, the gov-
ernment is probably not the best platform to try to communicate
with the set of actors who are potentially vulnerable to this kind
of propaganda and this kind of recruitment. That’s something we
deal with all the time.

We try to find ways to stimulate this kind of counter-narrative,
this kind of counter-messaging, without having a USG hand, a U.S.
Government hand, in it. People who are attracted to this don’t go
to the government for their guidance on what to do, not the U.S.
Government and certainly not their governments in the Middle
East. So statements from senior religious figures in Middle East
capitals are useful, but it’s pop culture that is going to get—in
many cases the voices of pop culture or voices more relevant to
these experiences of these young people is going to have a far more
profound impact on them than anything we say.

Senator COATS. Yes, I think so, too. We need to take the same
advantage of social media that they've taken. And I agree, it
shouldn’t be government-directed. It ought to be coming from other
areas of the culture reaching out to these people and letting them
know exactly what theyre getting into, which is not the promise
that’s being made during the recruitment.

Thank you.

Chairman BURR. Thank you, Senator Coats.

Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Director, I want to follow up on the issue of the telecommuni-
cations companies holding the data in two different ways. First of
all, there are hundreds of telcoms in this country and, by contrast,
very few people—the number of people who had access to the data-
base in this country, as has come out in recent months, was strictly
limited, and they were well trained.

If more people have access to the database, isn’t that likely to
raise additional privacy problems and questions?

Director RASMUSSEN. I'd have to understand exactly how that ar-
chitecture is going to look. I'd ask if I could take that for the
record, Senator.

Senator COLLINS. A related question: Would you be troubled if
there is no requirement for the telecommunications companies to
retain the data for a certain length of time?

Director RASMUSSEN. It’s obviously in the interest of the intel-
ligence community to try to maintain the capability to access that
data for as long a period of time as we can. In terms of specific pro-
visions to compel, I can’t speak to that. I can only speak to the in-
terest we have in maintaining that capability, which of course is
to have that access.

Senator COLLINS. Let me turn to the issue of home-grown ter-
rorism and countering violent extremists. You said in your testi-
mony today, and I completely agree, that we face a much greater
recurring threat from lone wolves and loose networks of individ-
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uals, and you talked about the number of attacks since last May,
but ten of them were from violent Islamic extremists.

As you may have seen, former Defense Intelligence Agency Direc-
tor Michael Flynn recently commented that he could not identify
which agency or individual in the U.S. Government is in charge of
the fight against radical Islamic extremists. Obviously, DHS, the
FBI, DOD to some extent, the Department of State, NCTC are all
important players. Who’s in charge?

Director RASMUSSEN. I would argue, Senator, that, as with most
elements of our counterterrorism effort, we’re approaching it on a
whole of government effort, without a single agency with lead or
overall responsibility. In the effort against home-grown violent ex-
tremists here in the United States, we have a very tight-knit com-
munity focused particularly among Homeland Security, the Justice
Department, FBI, and NCTC. Along with the deputy directors of
those organizations, I meet, Matt Olsen before we met, every other
month at that director or deputy director level to synchronize and
coordinate all of our activities aimed at dealing with the home-
grown violent extremist phenomenon, working to make sure that
we coordinate and partner with each other, so that when we go to
a community—and I used Denver in my testimony as an example
of a community we had gone to in the wake of the arrests there
last year of the three young Somali-American women who were dis-
rupted on their way to Syria—we go arm in arm, lockstep with
each other, all four of us together, working hand in hand with the
special agent in charge of the local FBI office, the U.S. attorney in
that capital, and all of the Homeland Security elements in that
city, so that we are speaking with one voice as a Federal Govern-
ment.

Now, when we get there we're dealing with the widest possible
array of community leaders and community organizations, because
most of this home-grown violent extremism, effort to counter home-
grown violent extremism effort, is going to be carried out by those
communities. Our role in many cases is to empower and provide in-
formation.

One of the things we did in that experience in Denver was pro-
vide a community awareness briefing that explains exactly what
Senator Coats was talking about: the appeal of this narrative, the
kinds of things that their kids might be seeing on the Internet if
they weren’t supervised or if their parents were not involved with
or engaged with what their children were doing.

So I'm very comfortable that we are working well and harmo-
niously together. Could I make the case for one single agency being
given a lead role? I don’t think I could right now. If we had some-
body—if we had a bunch of discord and disharmony, I might make
that case, Senator. Could we do better? I'm not going to sign up
to the idea that we couldn’t do more and do better, and we're try-
ing, and we’re looking to resource this more robustly. But I don’t
think the problem we face is a result of not having a lead Federal
agency.

Senator COLLINS. I guess from my perspective the problem is if
no one’s in charge it’s very difficult for us to assess the effective-
ness of a program, to budget appropriately, to hold people account-
able, to assess whether what we’re doing is making a difference.
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When we did the Fort Hood investigation in 2010, one of our major
recommendations from the Homeland Security Committee was that
there needed to be a strategy, but there needed to be a lead agency
or person in charge.

It’s not that these efforts aren’t worthwhile, but we can’t budget
for them, we can’t assess them, if there isn’t a person who can
come and report to us. My concern is that the National Security
Council appears intent on trying to exercise the role of policy im-
plementer rather than just policymaker.

Director RASMUSSEN. Thank you, Senator. We are all trying to
operate the four agencies I mentioned under the rubric of the
President’s home-grown CVE strategy for here in the homeland.
We are, though, looking at ways, in keeping with your suggestion,
to try to come up with funding mechanisms that cross depart-
mental lines so that we can do exactly what you describe, give
some sense of the jointness, the joint work that is going on, without
relying solely on department budgets and Department stovepipes.

I'll certainly make sure we get more information to you on that.

Senator COLLINS. Thank you.

Chairman BURR. Senator Blunt.

Senator BLUNT. Thank you, Chairman.

Mr. Rasmussen, let’s talk about Yemen a little bit. I understand
our embassy there is closed, most of the people we had there, cer-
tainly from the State Department, at the embassy are all out of the
country; cars left with keys in them at the airport or whatever it
took to get out of there.

It’s just been a few months ago that Yemen was supposedly a
great example of how our efforts were working, how the plan was
working. How do you think that changed so quickly and what, look-
ing back, do you think that you and others might have seen to give
more warning than we got of that?

Director RASMUSSEN. The situation in Yemen for some period has
been stable—unstable politically, and for a long period of time the
Yemeni government faced this problem of a Houthi conflict ema-
nating out of the northwestern part of Yemen. But that was not a
new phenomenon and for many years the influence of the Houthi
community there was largely contained to that northwestern part,
corner of Yemen, along-stride the Saudi border.

That changed rather dramatically when the Houthis moved out
of that historical location they held and moved towards Sanaa.
Much as we saw in dealing with the ISIL phenomenon, the one
thing that’s very difficult to assess from an intelligence perspective
is the ability of a military organization to actively confront another
insurgency. Director Clapper I know has talked about the challenge
the intelligence community faced in predicting whether the Iraqi
security forces would have melted away the way they did in the
face of ISIL’s advances last summer.

I would say on somewhat of a smaller scale something like that
happened in Yemen, with President Hadi, who already faced a
complicated political environment in managing his military and
managing his security organizations, as the Houthi advances to-
ward Sanaa took place, it simply became the case that they were
unopposed in many cases. That’s something that we’ve got to try
to find a better way as an intelligence community to understand,
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the willingness of fighters to fight, because when you match up or-
ders of battle and read about the resources available to the various
sides, you would look at that and say there’s no way that might
happen, but obviously it did.

And it’s left us in a position now where, on relatively short no-
tice, just over the past few months the security situation deterio-
rated far more rapidly than we expected and, particularly because
we could not assure the safety and security of our officers there,
the decision was made to leave.

Senator BLUNT. I don’t want to get into any kind of ongoing dis-
cussion with you about the specifics of how I'd see these things
now. But we’ve got an example in ISIL or ISIS where they’re the
JV one day and they’re virtually a nation-state 90 days later, or
Yemen, which is a great example of our successful foreign policy
and six months later it appears to be a total disaster.

But I think you’re now—is it fair to say that the intelligence
community has to begin to reevaluate how we—what you an-
swered, reevaluate how those insurgencies may match up against
the ability to face them?

Director RASMUSSEN. I think that’s fair, Senator.

Senator BLUNT. Another question I have. I noticed in the infor-
mation the President sent up yesterday for the Congress to look at
the focus was against ISIL or associated persons or forces. How
would you define the second part of that? Is that another terrorist
group who actually is somehow fighting? What does that mean? Is
that al-Nusrah? Is that some of these al-Qaeda groups that don’t
appear to be that much in line with ISIL? How would you define
“associated persons or forces” if you were me?

Director RASMUSSEN. I guess I look at it and take it pretty much
at face value, Senator, in concluding that that language likely al-
lowed for the possibility that other networks, maybe not even for-
mal groupings but other networks, might align themselves with
ISIL. As we know, right now ISIL-ISIS is in conflict with core al-
Qaeda and with al-Nusrah Front, the designated al-Qaeda affiliate
operating in Syria.

Senator BLUNT. So core al-Qaeda or al-Nusrah would not be in-
cluded in that definition, because theyre actually not associated
with ISIL? I mean, that’s my belief, and I think that’s what you
just said.

Director RASMUSSEN. I'd have to check, but I guess what I'm say-
ing is when I looked at the words “associated forces” I was thinking
ahead to maybe the development of new alliances, new alignments,
that we can’t necessarily foresee today. I wasn’t trying to suggest
that anybody was today in or out of that particular definition, in-
side or outside that particular definition.

Senator BLUNT. I don’t want to take more time than I should
here, but today—we have to base this looking at this on what we
do foresee today, and I think what you’ve said are there are signifi-
cant terror groups that are clearly not associated with ISIL. Would
that be right?

Director RASMUSSEN. There are certainly terrorist groups that
have not affiliated or associated at this point with ISIL. ISIL has
reached out and developed affiliated relationships or endorsement-
like relationships with groups outside of Iraq and Syria, including
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in North Africa, including in Algeria, and including in I believe
Yemen as well.

Senator BLUNT. I’'m out of time. Thank you, Chairman.

Chairman BURR. Senator Lankford.

Senator LANKFORD. Thank you.

I need to ask you, on page 10 of your written report you use the
statement here “Iran remains the foremost state sponsor of ter-
rorism,” and then a couple of notes on that. I'd like to get some ad-
ditional details on that. When you talk about Iran being the fore-
most state sponsor of terrorism, how far does that extend? How
many countries are they engaged in or terrorist groups are they en-
gaged in sponsoring?

Director RASMUSSEN. Iranian sponsorship and association with
particularly Lebanese Hezbollah gives—provides a global reach to
that organization. So I could not give you a direct answer as to how
many countries, but I would certainly argue it is global. It extends
to pretty much every single region of the world.

Senator LANKFORD. Can you give me some examples of places
that we know there are clear lines, where Iran is engaged in ter-
rorism and advancing that ideology or being a state sponsor?

Director RASMUSSEN. Certainly in portions of West Africa, por-
tions of Southeast Asia, portions of Latin America. I could go into
more detail in a classified setting.

Senator LANKFORD. It begs the question here as well, the fore-
most non-state sponsor. Are we able to identify individuals and
groups of individuals as well that are—you identify Iran as the
foremost state sponsor. A lot of these groups obviously have to get
funding, support, coordination from somewhere. Are we able to
identify some of those non-state sponsors?

Director RASMUSSEN. We certainly have a robust effort across the
intelligence community to try to understand particularly where in-
dividuals play a role in the financing of terrorist organizations, and
where we can identify through intelligence those individuals devel-
oping an approach, using every tool we have, whether it’s designa-
tion by the Treasury Department, other law enforcement or intel-
ligence action, any tool we have, to try to shut down that financing
pipeline.

That is an area where it is a constant, constant struggle because
these organizations are ubiquitous in their efforts to fundraise. I'd
be happy to talk in closed session about the work the community
is doing in that area.

Senator LANKFORD. Thank you. Is there a sense for Iran as a
state sponsor of terrorism? Is that on the decline? Is it consistent?
Has it continued to increase? Have we noticed a significant change
in Iran and their behavior in the last several years?

Director RASMUSSEN. I guess I would describe it as consistent
and steady. The degree of concern we face has been consistent and
steady over time. We’re particularly mindful of their support for
militant groups in places like Iraq, where that front line activity,
where Shia militant groups that have connections to Iran could be
potentially threatening to our personnel on the ground in Iraq.

Senator LANKFORD. Let me ask about one other country and loca-
tion. Libya has fallen into total chaos, with no functioning govern-
ment any more, and every time they form a government it collapses
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within months, and borderline, as the Vice Chairman mentioned
earlier, near-civil war at this point. Terrorist groups seem to enjoy
a vacuum. What do we see as on the rise in Libya, and what’s our
status there as far as terrorist organizations and the spread of ter-
rorism there?

Director RASMUSSEN. You're absolutely right, Senator. If I had to
identify one of the greatest areas of emerging concern with respect
to counterterrorism, it would be Libya. We were already facing the
chaotic political environment there, in which the resident North Af-
rican-based terrorist groups that we’ve talked about before—AQIM,
al-Qaeda in the Islamic Maghreb, Ansar Al-Sharia—were already
active and potentially threatening in Libya and with the potential
ability to threaten U.S. interests across North Africa.

What’s changed more recently and what’s made the environment
there even more different is that ISIS-ISIL has looked to also take
advantage of the chaos in Libya and establish a foothold there as
well. We are still looking to try to assess whether that capability
will manifest itself in external operations outside the region of
North Africa or if the intent is simply to give themselves the capa-
bility to attack western interests in places like Cairo or Algiers or
Tunis or Morocco.

That by itself would be significant, a sufficient concern to war-
rant our attention. But we’re obviously mindful of what they might
try to do to expand into Europe as well and potentially threaten
our interests there.

Senator LANKFORD. One final question. If Iran stopped sup-
porting terrorism, what effect would that have on the region and
on our terrorist operations?

Director RASMUSSEN. Well, if Iran got out of the business of pro-
viding state sponsorship to terrorist organizations, it would obvi-
ously lower our potential level of concern about the capabilities of
some of the groups that we worry about. I don’t necessarily know
that it would look like an on-off switch, though. These are in some
cases relationships and capabilities that have developed over dec-
ades and decades. So I don’t know that that would all be unraveled
and unspooled by just flipping a switch.

Senator LANKFORD. Obviously that’s not a switch that we have
access to, but there are lots of connections there.

Director RASMUSSEN. I understand. Thank you, Senator.

Senator LANKFORD. Thank you. I yield back.

Chairman BURR. Senator Rubio.

Senator RuB1o. Thank you.

Mr. Rasmussen, just to take on what Senator Lankford said, I
want to go a little bit deeper into Libya. Isn’t it a fact there has
now been multiple open source reports in the media that Darnah
in Libya has emerged as a central and important and growing hub
for ISIS; is that not right?

Director RASMUSSEN. I think that’s right, yes, sir.

Senator RUBIO. And in addition, they’ve now been linked to many
of the groups now in Benghazi. In essence, there are now open
source reports that ISIS is the predominant group in Benghazi.

Director RAsMUSSEN. That’s correct.



34

Senator RUBIO. And there has also been open source reporting
that ISIS was behind a terrorist attack at a hotel in Tripoli that
killed an American citizen.

Director RASMUSSEN. Yes, the Corinthia Hotel.

Senator RUBIO. And in addition, there was open source reporting
this week that ISIS—an ISIS commander was killed in Afghani-
stan.

Director RASMUSSEN. Yes.

Senator RUBIO. So there is now an ISIS presence as well in Af-
ghanistan, including open source reports of terrorist training camps
being set up in portions of Afghanistan.

Director RASMUSSEN. That’s correct. We’ve seen in recent months
ISIS-ISIL has looked to expand its reach into a number of different
places around the world, and you’ve highlighted two of the most re-
cent examples in Afghanistan and Libya. I would also highlight,
thoug(glh, Algeria and Egypt as other places where that has hap-
pened.

Senator RUBIO. Well, let me just point out on the Libya front,
Darnah is a port city, is it not, a port region, where they now
have—which is a perfect—and there’s no—there’s no Assad bomb-
ing them there. There’s no air strikes. My concern is that that’s be-
coming one of their most important hubs, because it’s completely
uncontested. They have access to shipments and foreign fighters to
take in.

I just think that’s an area of growing emergence and I'm sur-
prised there’s not more discussion about it because of how serious
a threat that poses, including to the Sinai. Would it not be a great
spot from which to launch attacks into the Sinai or get ISIL groups
involved in the Sinai Peninsula?

Director RASMUSSEN. That’s exactly right. Again, the Ansar Bayt
al-Maqdis, which is the Egyptian-based terrorist group that re-
cently affiliated with ISIS, we worry about the threat they would
pose to western interests in Egypt and the Sinai—tourists, Amer-
ican businesses, but also our troop presence.

Senator RuBIO. It would be a mistake in your opinion to simply
focus on our fight against ISIS as simply being Syria and Iraq?
This group is increasing its footprint and presence in multiple
stages now, including Afghanistan, throughout North Africa, and in
particular Libya.

Director RASMUSSEN. That’s correct, they've certainly expanded
their reach.

Senator RUBIO. I want to ask you about Guantanamo. Prior to
President Obama’s executive order to determine the disposition of
Guantanamo detainees, 101 former detainees were confirmed to
have reengaged in terror. Then in the latest report that we got in
July 2014 it stated that from 2009 to July of 2014 88 detainees
transferred out of Gitmo. Out of the 88 detainees transferred out
of Gitmo, 6 of them had been confirmed to return to terror activity,
and one additional one was suspected.

So by my calculation, that means 107 of the 620 total detainees
transferred from Gitmo have reengaged in terror and another 77
are suspected of doing so, in addition to the 107.

So can you tell us, since July of 2014 when that report came out,
how many more have returned in our estimation to terror?
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Director RASMUSSEN. We are just on the cusp within the next
couple of weeks of providing the next iterated version of that un-
classified report, the one you received last July. So those numbers
will be out very, very shortly.

Senator RUBIO. But as it stands now, one out of six of those that
have been returned——

Director RASMUSSEN. What I wanted to say is, while we don’t
have that report finalized yet, what I expect is that the trend
line—the proportions will be roughly in line with what we reported
last July as well.

Senator RUBIO. As it stands right now before the report comes
out, it looks like it’s approximately close to one out of six individ-
uals released from Guantanamo have reengaged in terrorism,
maybe more.

Director RASMUSSEN. As a net figure, that’s correct. But the pop-
ulation released since 2009, that number is a lower number.

Senator RuB10. Okay. Lastly, on the question of Iran, I want to
return back to kind of the threat that Senator Lankford was pur-
suing. We know that Iran uses its proxy relationship with
Hezbollah, for example, and we also are aware now that the Shia
militias that are in Iraq as we speak are heavily indebted and con-
trolled by them as well. Do we have any evidence that you can dis-
cuss here of Iran trying to set up similar type groups in places like
Kuwait, Saudi Arabia, Bahrain, Jordan?

Director RASMUSSEN. I’d have to address that in a closed session,
Senator.

Senator RUBIO. Okay. Thank you.

Director RASMUSSEN. We’'d be happy to provide you that answer.
I wouldn’t wait for a closed session. We’ll provide you that answer
through the Committee staff.

Senator RuB10. Thank you.

Chairman BURR. Thank you, Senator Rubio.

Nick, somebody stops you on the street. They know you're the Di-
rector of NCTC and they say: Mr. Director, what does NCTC do,
and why should I care? What would your answer be?

Director RASMUSSEN. I would tell that person that NCTC strives
every day to be a center of gravity for our Nation’s counterter-
rorism efforts, not the center of gravity because to say that would
be a disservice to all of our partners that do counterterrorism work
as well, but a center of gravity that provides information, analysis,
strategic planning in support of our national counterterrorism ef-
forts.

So if they asked I'd say that they have a large number of officers
who come to work every day to assess, analyze, and provide infor-
mciation aimed at defeating our terrorist adversaries. That’s what
I'd say.

Chairman BURR. And why should I care?

Director RASMUSSEN. You should care because, as we talked
about in my opening statement and in your opening statement, Mr.
Chairman, the threat environment we face, we face right now, is
the most multifaceted, diverse, dynamic threat environment we’ve
ever faced and could manifest itself in communities all around this
country. It’s not simply a threat that manifests itself in far-flung
places around the world.
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The kinds of low-level, potentially small-scale attacks I talked
about from ISIL-inspired or other terrorist group-inspired individ-
uals are the kinds of attacks that could literally happen in any of
our 50 states.

Chairman BURR. In part this hearing was because you said to me
when we first met: You know, I believe America needs to know
something about what we do, and the intelligence community can’t
be this black hole forever. I just want to thank you for what your
organization does, for all the employees, because when you hear
the intelligence community described it’s not NCTC first, but every-
body who’s in the intelligence community is a customer of yours.
They look to the analytic product that your folks produce. We look
to the analytical product that you produce from the standpoint of
being policymakers. They look at it more from a standpoint of ac-
tionable information.

I think you’ve got some of the most talented folks working for
you that you possibly could, but I do want to reiterate something.
If for some reason you feel that there are constraints that don’t
allow you to build out your workforce to the degree we have au-
thorized and to the degree I think we both agree you need, I hope
you will share that with the Vice Chairman and myself so that we
can help to try to remediate that.

Director RASMUSSEN. I will certainly do that. Again, I'm enor-
mously grateful to both you, Mr. Chairman, and the Vice Chairman
for your sustained support of our workforce over time. I think one
of the biggest contributions the Congress could make to that end
would be to not put us in a position where we’re dealing with a se-
questration environment going into the future, because obviously
that impacts all Federal agencies and their budgets and their abil-
ity to operate. But our organization in particular, where we were
so reliant on detailed personnel from other organizations, that kind
of a budget approach has a ripple effect because it reduces the abil-
ity of other organizations to do the hiring and developing of per-
sonnel that we need to fill our ranks. So it ends up having a double
whammy effect on an organization like NCTC when there’s an un-
certain budget environment that affects our partners the way that
does.

Chairman BURR. I thank you, Mr. Director.

I would turn to the Vice Chairman if she had any follow-up ques-
tions that she might want to ask.

Vice Chairman FEINSTEIN. I would like to put a paper in the
record if I might, since Senator Rubio mentioned the recidivism
rates of former Gitmo detainees. And I'd like to put—the problem
is really that, whether it’s Bush or Obama, people learned more,
the recidivism rates changed dramatically.

Pre-January of 2009, the recidivism rate was 101 of 532. That’s
19 percent. Now, since the Obama Administration it’s 6 out of 88.
That’s 6.2 percent. So you have to look at it in versions of time.
I’d like to put this paper in the record if I may, Mr. Chairman

Chairman BURR. Without objection.

Vice Chairman FEINSTEIN [continuing]. So everybody could see it.

[The material referred to follows:]
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S ary of the R t of Detainees Formerly Held at Guantanamo Bay, Cuba

B

The Director of National Intelligence submits this summary consistent with direction in the Fiscal Year 2012
Intelligence Authorization Act, Section 307, which states:

(a) “The Director of National Intelligence, in consuitation with the Director of the Central Intelligence Agency
and the Director of the Defense Intelligence Agency, shall make publicly available an unclassified summary
of,

(1) intelligence relating to recidivism of detainees currently or formerly held at the Detention Facility at
Guantanamo Bay, Cuba, by the Department of Defense; and

(2) an assessment of the likelihood that such detainees will engage in terrorism or communicate with
persons in terrorist organizations.

(b) Updates — Not less frequently than once every 6 months, the Director of National Intelligence, in
consuitation with the Director of the Central Intelligence Agency and the Secretary of Defense, shall update
and make publicly available an unclassified summary consisting of the information required by subsection
(a) and the number of individuals formerly detained at Naval Station, Guantanamo Bay, Cuba, who are
confirmed or suspected of returning to terrorist activities after release or transfer from such Naval Station.”

Section 307 (a) (1) Intelligence relating to recidivism of detainees currently or formerly held at the
Detention Facility at Guantanamo Bay, Cuba, by the Department of Defense.

Reengagement of Former Guantaname Bay (GTMO) Detainees as of 15 July 2014

Pre-22 January 2009° Post-22 January 2009

Dead-230f 107 | N T o T

In custody — 25 of 107 25 0
Not in custody — 359 of 107 54 5

Dead — 2 of 77 2 0
In custody — /4 of 77 14 0
Not in custody ~ 61 of 77 60 i

*An additional nine detainees died while at GTMO, and one was transferred to New York for trial, was
convicted, and is now imprisoned in Colorado.
**One detainee in each of these categories was transferred pursuant to a court order.

* Executive Order 13492 was signed on January 22, 2009 to determine the disposition of the 240 detainees then remaining
at the detention facility at Guantanamo Bay, Cuba,
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Section 307 (a) (2) An assessment of the likelihood that such detainees will engage in terrorism.

Based on trends identified during the past eleven years, we assess that some detainees currently at GTMO will
seek to reengage in terrorist or insurgent activities after they are transferred. Transfers to countries with ongoing
conflicts and internal instability as well as active recruitment by insurgent and terrorist organizations pose
particular problems. While enforcement of transfer conditions may deter reengagement by many former
detainees and delay reengagement by others, some detainees who are determined to reengage will do so
regardless of any transfer conditions, albeit probably at a lower rate than if they were transferred without
conditions.

Section 307 (a) (2) An assessment of the likelihood that such detainees will communicate with persons in
terrorist organizations.

Former GTMO detainees routinely communicate with each other, families of other former detainees, and
previous associates who are members of terrorist organizations. The reasons for communication span from the
mundane (reminiscing about shared experiences) to the nefarious (planning terrorist operations). We assess that
some GTMO detainees transferred in the future also will communicate with other former GTMO detainees and
persons in terrorist organizations. We do not consider mere communication with individuals or organizations—
including other former GTMO detainees—an indicator of reengagement. Rather, the motives, intentions, and
purposes of each communication are taken into account when assessing whether the individual has reengaged.
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Vice Chairman FEINSTEIN. I have one other question to ask the
Director. Director, days before the public release of our report on
CIA detention and interrogation, we received an intelligence as-
sessment predicting violence throughout the world and significant
damage to sanctions relationships. NCTC participated in that as-
sessment. Do you believe that assessment proved correct?

Director RASMUSSEN. I can speak particularly to the threat por-
tion of that rather than the partnership aspect of that, because I
would say that’s the part NCTC would have the most direct pur-
chase on. I can’t say that I can disaggregate the level of terrorism
and violence we've seen in the period since the report was issued,
disaggregate that level from what we might have seen otherwise,
because, as you know, the turmoil roiling that part—those parts of
the world, not that part of the world but those parts of the world,
the Middle East, Africa, South Asia, there’s a number of factors
}:‘hat are going into creating the difficult threat environment we
ace.

So the assessment we made at the time as a community was that
this would increase or add to the threat picture in those places. I
don’t know, looking backwards now, that we can say, aha, it did
by X percent or it didn’t by X percent.

We were also, I think, clear in saying that there’s parts of the
impact that we would not know until we had the benefit of time
to sltae how it would play out in different locations around the
world.

Vice Chairman FEINSTEIN. Oh, boy, do I disagree with you. But
that’s what makes this arena, I guess. The fact in my mind was
the threat assessment was not correct.

Thank you very much, Mr. Chairman.

Chairman BURR. Thank you, Vice Chairman.

Senator Blunt.

Senator BLUNT. Thank you, Chairman.

Let me go back to where I was when I ran out of time earlier,
Mr. Rasmussen, on just trying to in my mind figure out where the
AUMF that’s proposed and how it relates to these various terror
groups. I think the further language on “associated persons or
forces” it says means “individuals and organizations fighting for, on
behalf of, or alongside ISIL or any closely related successor entity
in hostilities against the United States or its coalition partners.”

List for me just a few of the terrorist groups that would not be
associated in that way with ISIL? You mentioned two earlier. Are
there others that immediately come to mind? I'm not asking you for
an exhaustive list, by the way.

Director RASMUSSEN. I don’t think Lebanese Hezbollah, for exam-
ple, would qualify as an associated force. Terrorist groups we see
operating in Latin America I don’t believe would qualify under that
definition of “associated force,” or some of the al-Qaeda-affiliated
groups operating in Southeast Asia, for example. Those are just
some examples off the top of my head.

Senator BLUNT. So if we just take that definition, does that mean
ISIL and its associated groups are the only people we’ve authorized
the President to go and do whatever is necessary within the restric-
tions of that? Or does the 2001 AUMF give the President authority
to go after other terrorist groups?
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Director RASMUSSEN. I'd have to get you an answer on that, sir,
because I'm just not confident that I know enough about the design
of AUMF, of the new authorization of force——

Senator BLUNT. How about the old one? You surely, as the Direc-
tor of the National Counterterrorism Center, you surely know
about the 2001

Director RASMUSSEN. Right.

Senator BLUNT [continuing]. What authorization that gives us.

Director RASMUSSEN. That allowed us to carry out operations
against al-Qaeda and associated forces. So I'm sorry; could you re-
fresh me?

Senator BLUNT. No, that’s the one. I think that’s right, though
I think it also said “or future terrorism against the United States.”
And that’s the one that the President proposes we let stand and
we eliminate the 2002 that’s more Iraqg-specific and then add this
one to it, is I believe the proposal.

But what I guess I'm thinking is, what do we really add by add-
ing this complicated definition of terrorists that associate with ISIL
when—is ISIL covered under the 2001 AUMF?

Director RASMUSSEN. I would defer to my lawyer friends, but I
believe not.

Senator BLUNT. You believe not. So how are we engaging with
ISIL now in Syria?

Director RASMUSSEN. Let me provide you with an answer for the
record, sir, because I want to be precise and correct in what I pro-
vide you.

As the Administration has stated, we believe that the 2001
AUMF provides legal authority to use military force against ISIL
in both Iraq and Syria.

Senator BLUNT. All right. Do you have any follow-up on—do you
understand the question——

Director RASMUSSEN. Yes.

Senator BLUNT [continuing]. I assume we might be able to pur-
sue ISIL or ISIS in Iraq through the 2002. If the 2001 is—I guess
my point, Mr. Chairman, if the 2001 is broad enough to cover ISIL
now, I don’t know what we add to it when we add another author-
ization and leave that one on the books. But I think we do lead to
significant complication here of who’s a closely related associate of
ISIL when we begin to define this.

These groups—like core al-Qaeda is generally not anywhere what
it was at one time, but various renamed or affiliated groups have
sprung up everywhere from the Philippines to all over the world.
I'm going to be very interested in how we define and why we would
specifically begin to define individual groups, as opposed to—and
how broad the 2001 authorization was, which is I guess the begin-
ning of that question, Mr. Rasmussen.

So thank you. I look forward to your response on that.

Thank you, Chairman.

Chairman BURR. Thank you, Senator Blunt. I think it gets even
more confusing when in the same geographical battle space it
would be the 2001 AUMF that provides us the ability to go after
Khorasan, but next door in the same geographical area it would
take a new AUMF to actually go after ISIL.

Senator King, we’re glad you could join us.
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Senator KING. Thank you. I appreciate that. We just completed
a markup in the Armed Services Committee. Senator McCain acted
with some dispatch.

Hopefully, I won’t confuse this discussion further, but I think it’s
important to talk about this 2001 AUMF. Actually, the term “asso-
ciated forces” doesn’t appear anywhere in it. That’s a gloss upon a
gloss. The 2001 AUMF is very clear the President can use nec-
essary and appropriate force against “those nations, organizations,
or persons he determines planned, authorized, committed, or aided
the terrorist attacks that occurred on September 11th or harbored
such organizations or persons, in order to prevent any future acts
of international terrorism.”

That has been used very, very broadly, and I think that’s one of
the concerns. I think the President has realized that to stretch it
into attacking an organization that didn’t even exist in 2001, oper-
ating in a country that was at least partially stable in 2001, is
quite a stretch. I think that’s why we’ve got the new authorization
that’s been brought forward to cover the ISIL situation.

So I think that’s a matter for the Foreign Relations Committee.
But the 2001 has been stretched very far, and I'm frankly one
who’s glad to see that the President has brought forward a new au-
thorization.

Mr. Rasmussen, a couple of questions. Counterterrorism we al-
ways think of in terms of killing people, striking, intercepting com-
munications, drones, all of that kind of thing. And yet we’re now
learning that what we—part of what we have to do is intervene be-
fore people get radicalized. And yet when you raise that the FBI
says, well, we’re not social workers; the county sheriffs say, we're
not social workers.

If it isn’t going to be law enforcement that does that kind of
intervention, and through the social media, for example, who’s
going to do it? And do you see that as part of the counterterrorism
mission?

Director RASMUSSEN. Certainly the effort to counter violent ex-
tremism and, especially, most particularly here in the homeland, is
part of the counterterrorism mission. And I would argue that our
law enforcement partners like FBI do embrace that mission, even
if some individuals may have said exactly what you said, Senator
King.

Earlier in the discussion we talked about some of the work that
NCTC is doing along with FBI, Homeland Security, and the Justice
Department to try to do exactly what you just described. From the
Federal Government, the effort, though, is to enable and empower
local communities to carry out this kind of intervention in their
own communities, and to enable them to do that in a way that does
not scream a law enforcement context, because, as you know, that
can have a chilling effect on the kind of community engagement
and community dialogue that would help you get at the underlying
causes that lead to violent extremism.

So the role we've taken from the Federal Government has been
a little bit more circumscribed, aimed at providing communities
with the tools to do this kind of work, information so they under-
stand how terrorists, and now particularly these days ISIL, is
using social media to go after their children in their communities,
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to let parents and teachers and schools and other authority figures
understand what is coming at them and where intervention might
be necessary to prevent a foreign fighter from developing.

What we’re doing in this area is useful and important, but it is
thus far not scalable or scaled on a size that I would say has the
impact we want all across the country. At the President’s Coun-
tering Violent Extremism Summit during part of next week, three
pilots cities—Los Angeles, Minneapolis, and Boston—will report to
the group on their efforts in this area. Those are three tremen-
dously important cities that the Federal Government has been
working very closely with to try to do this kind of work.

But those are only three cities, and so the purpose of a pilot is
to demonstrate whether this can be done on a scale that will have
impact far beyond just those three cities.

Senator KING. I take it that you’re concurring that this kind of
effort has got to be part of the overall counterterror strategy?

Director RASMUSSEN. Absolutely. And in particular as part of the
counter-ISIL strategy, we're trying to do this work both at home,
but also abroad, because, as you well know, Senator, most of that
foreign fighter population that we’re potentially worried about ema-
nates from countries other than the United States. So we need to
help other countries be more effective at this.

I don’t want to sound condescending. We need to also learn. I
shouldn’t say they need to do it the way we do. We need to learn
from them. In many cases some of our European partners are doing
tremendous work on a community engagement level to try to
counter the work—counter the spread of violent extremism in their
communities. I think that’s going to be one of the other sidebars
at next week’s CVE summit, is to get some of the lessons learned
out of our partners on that.

Senator KING. I understand the United Kingdom has developed
a program for dealing with this problem in prisons, which is where
a lot of radicalization takes place.

Director RASMUSSEN. That’s certainly true. The Paris example
kind of brought home just how dangerous a radicalizing environ-
ment prisons can be. I know our Department of Justice has en-
gaged on that issue, along with the Bureau of Prisons, in an effort
to make sure that we've got that identified and, where possible,
under control here. But I'd have to get you more detail on that.

Senator KING. Thank you.

Thank you, Mr. Chairman.

Chairman BURR. Senator King, thank you. Thank you for your
willingness to spend an hour and a half with Senator McCain and
still come to this hearing.

Senator KING. I'm a patriot, Mr. Chairman.

Chairman BURR. You’'ll be rewarded in heaven, I can assure you.

[Laughter.]

Director, thank you so much for being here today, for sharing
your insight with us, and please carry back to your employees how
grateful we are for the great work that the employees at NCTC do.

Director RASMUSSEN. I will certainly do that, Senator. Thank you
for having me.

Chairman BURR. The hearing is adjourned.

[Whereupon, at 4:02 p.m., the hearing was adjourned.]
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