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THE U.S. RESPONSE TO NORTH KOREA’S
NUCLEAR PROVOCATIONS

WEDNESDAY, JANUARY 13, 2016

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON ASIA AND THE PACIFIC,
COMMITTEE ON FOREIGN AFFAIRS,
Washington, DC.

The subcommittee met, pursuant to notice, at 9 o’clock a.m., in
room 2172 Rayburn House Office Building, Hon. Matt Salmon
(chairman of the subcommittee) presiding.

Mr. SALMON. On the evening of January 6, North Korea likely
conducted its fourth nuclear weapons test. North Korean leader
Kim Jong Un claimed that the test was a fusion reactive hydrogen
bomb. Most experts are skeptical, given seismic evidence and North
Korea’s penchant for overstatement. But it is, nonetheless, incred-
ibly concerning.

We convene this hearing today not only to join the international
community in condemning the test, but to work to find a feasible
lasting solution to address the North Korean nuclear threat.

For many in the United States, if we think of North Korea it is
usually the butt of a joke, reference to either The Interview or
Team America movies. Despite repeated calls from both respectable
civilian thinkers and top military leadership citing North Korea as
a top threat in the Pacific theater, North Korea seems to have been
off the Obama administration’s radar.

Instead, they have dismissed the imminent threat by employing
its so-called “strategy of patience”—or, excuse me, “strategic pa-
tience.” For our allies in the region, North Korean provocations
mean so much more, and it should for the United States as well.

History has proven that North Korea has every intention to con-
tinue advancing its nuclear program. In an effort to strengthen
both domestic and international positions, the United States has
shown a willingness to negotiate with North Korea if it is simply
willing to first take steps toward denuclearization. North Korea
has shown no interest in doing so, but it has successfully extracted
food assistance and other foreign assistance from us by threatening
nuclear activity. This is an unacceptable cycle that cannot con-
tinue.

Due to North Korea’s nuclear threat and proximity to our allies,
South Korea, and Japan, our response options are limited, but they
largely fall into two categories—sanctions and information flow.
Some argue for United Nations sanctions, but others say that
would exert little pressure on North Korea, largely due to China’s
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lack of enforcement. Some speak of North Korea as the most heav-
ily sanctioned state in the world, but that is simply not the case.

For example, Iran is subject to sanctions under 18 U.S. executive
orders, and North Korea is subject to six. I applaud Chairman
Royce for his work on the North Korea sanctions legislation which
passed the House yesterday. I am proud to vote for that, and I
think it is a good start. But I think much more to be done, and that
is why we are here today.

China’s relationships with North Korea continues to be a prob-
lem. China favors North Korea’s status quo over the demise of the
Kim regime, which it fears could mean a unified United States al-
lied Korea as a neighbor and a sizeable flood of refugees crossing
their border.

These vested interests are why China continues to prop up this
pariah state with food, oil, and assistance. I am deeply dis-
appointed that China continues to allow North Korea to destabilize
the region in this manner. China must tighten sanctions and really
enforce the sanctions that are in place and apply the unique pres-
sure that only it—North Korea’s patron—can provide.

While a nuclear test quickly draws the world’s attention toward
North Korean leadership, we must remember that there are 24 mil-
lion people living in this closed-off state, starved of basic neces-
sities. Furthermore, citizens are brainwashed into believing that
their leadership is actually helping them.

The North Korean Human Rights Act of 2004 initiated radio
broadcasting to provide basic knowledge of the outside world to the
people of North Korea. Twelve years have since passed and techno-
logical advances have been made, and our policies should reflect
that reality. I intend to introduce legislation that would update this
program this provide greater, more useful information to inform
and empower their citizens.

In 2006, North Korea was removed from the State Sponsor of
Terrorism List in an attempt to bring it to the negotiation table
and ultimately halt its nuclear program. Congress has debated this
issue, and many members believe it should be put back on the list.
Count me in that category.

Given the Sony cyberattacks, the shelling of South Korean ships,
North Korea’s alleged ties to Hamas, Hezbollah, and Iran, and now
this fourth nuclear test, perhaps—maybe perhaps nuclear should
be placed back on the list.

The leaders of North Korea, as well as China, should understand
that every Pyongyang provocation will induce a congressional re-
sponse in an attempt to alter North Korea’s ways. There is calam-
ity across the globe blurring our focus, but the Obama administra-
tion’s employment of “strategic patience” comes, I believe, at our
peril. Let’s be done with “strategic patience.” It is time for strategic
clarity. We must be proactive in our efforts, and I look forward to
this important discussion of any recommendations this distin-
guished panel can offer.

Members present will be permitted to submit written statements
to be included in the official hearing record. And without objection,
the hearing record will remain open for 5 calendar days to allow
statements, questions, and extraneous materials for the record,
subject to the length limitation in the rules.
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And I would like to turn the time over to the ranking member
for any comments that he might make.

Mr. SHERMAN. Thank you. North Korea probably tested a hydro-
gen-boosted device, one that made use of hydrogen isotopes but did
not get its power from the fusion of hydrogen atoms. That being
said, it is perhaps half a decade or a decade before North Korea
tests a genuine thermonuclear weapon. I am sure our witnesses
will be able to clarify and give us a more precise estimate.

We have throughout this century, which is now in its 16th year,
had a policy which has completely failed us as foreign policy, but
has achieved what some would argue is the guiding force behind
foreign policy, which is meeting domestic political concerns. We
have not—neither the last administration nor this administration—
slowed down North Korea’s nuclear program for any significant
time, and continuing this policy, or repeating what we have done
but only in a louder voice, is not going to yield a different result.

But our policy has allowed us at times—for various times—to
seem tough, and we have avoided offending Wall Street. These are
important domestic political objectives which have been fully
achieved. So if viewed from the standpoint of being popular domes-
tically, our policy is a success. If we want to protect the world from
North Korean nuclear weapons, it has been a complete failure.

In terms of what we could do if sounding tough wasn’t important,
we could make it clear to China that, if there was a unified Korea,
American forces would not be north of the 38th parallel and might
even be further south. There would be less reason for them to be
there.

We do not have any military forces defending any other China
neighbor from China. Our troops in South Korea are there to de-
fend South Korea from North Korea. We could offer North Korea
a package of aid—that has been done before—but a non-aggression
pact that they asked for and we refused to provide, because Dick
Cheney imagined invasion, or at least didn’t want to give up that
opportunity sometime in the future.

But the most important thing we need to do, and the thing we
are least likely to do, is to make it clear to China that their access
to U.S. markets depends upon them getting tough with North
Korea. Wall Street would be aghast if we actually did it, so we
won’t. So we are likely to continue the current circumstance. China
is indeed miffed by what North Korea has done, but is unwilling
to change its policy, and, of course, China has been miffed by North
Korea many times in the past.

China will not change its policy unless the reality changes, and
the current reality is they have free access to U.S. markets and
that won’t be changed if they choose to continue the policy that
they have continued throughout this century, which is to subsidize
North Korea.

So if we want a policy that doesn’t meet domestic political objec-
tives, but simply maximizes the carrots and sticks on North Korea,
it would be a matter of a non-aggression pact on the 38th parallel,
and the threat of tariffs on Chinese goods if China continues—
while always questioning—it but continues a policy of subsidizing
North Korea.
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So my guess is that we will simply continue to pull our hair
out—obviously, I have done more of that than most of the wit-
nesses—in worry about North Korea, and talk tough, and do noth-
ing that offends Wall Street. And if you keep doing the same thing
for now a 16-year-old century, and expect a different result, that
is the definition of insanity.

And a final thing I will ask our witnesses to comment on is
whether we would actually get somewhere if we consent—if we
agreed that North Korea could have a very limited number of
atomic but not thermonuclear weapons, or is there a real prospect
of getting them to be a nuclear-free state.

I yield back.

Mr. SALMON. I just wanted to comment for the ranking member,
I think that many of the issues that you raised are thought-pro-
voking and reasonable, and I would like to extend a hand across
the partisan divide to work with you in any way, shape, or form
to not just pull our hair out but actually get some results.

And if that offends some folks, some special interests, then so be
it. I think the more important goal is to have success. I think all
of the world expects success. And so I just want to say that I think
you have raised some legitimate issues that need to be explored,
and I intend to work with you to do that. Look forward to it.

Mr. Rohrabacher.

Mr. ROHRABACHER. Thank you very much, Mr. Chairman, and
thank you for holding this hearing at a very significant moment.

Our relations with both Koreas go back a long way, and I have
a long memory. I still remember sitting right here in this room
when the Clinton administration was proposing to us that we
have—that we cut a deal, basically, with North Korea, that we
would be providing them food and fuel for an agreement not to do
what they apparently have been doing, which is—I don’t care if you
want to call it a hydrogen booster device or a hydrogen nuclear
weapon; the fact is they obviously have been spending their money
on developing ways of mass murdering other people while we have
been providing them the money for their food and fuel.

To say that that is absolutely unacceptable is to put it mildly.
And, at that time, I indicated, and several other Republicans, I
might add, and a couple of other Democrats as well, I might add,
pointed out that that is what would happen, and here it has. Sur-
prise, surprise. They have used their resources to develop weapons
of mass destruction. We have subsidized them in using our money
to provide them food and fuel, which should be coming out of their,
how do you say, hydrogen boosting device development budget.

Let me suggest that this nuclear explosion, and the continued—
the obvious continued work that North Korea is doing on nuclear
military devices, that should at least put us into a mindset that we
have to do something different than what we have been doing.

And let me note that President Abe of Japan has made it very,
very clear that there are threats to the Pacific, and I would ap-
plaud President Abe for reaching out to South Korea at this mo-
ment. President Abe of Japan has gone the extra mile to address
sensitivities in South Korea that are left over way from World War
II.
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And he needs to be applauded for that, and he needs to also be
encouraged to rebuild Japan’s military strength, so that he can
work with the United States of America in preserving the peace in
that part of the world, instead of having the United States having
to carry the entire load on our own.

So with that said, I would finish by saying the other factor is,
which the chairman mentioned, China. Just as it was obvious that
the North Korea regime, as corrupt and belligerent and as repres-
sive as it is, would be using their money to develop weapons while
we provided them food and fuel, it is just as evident that they have
a relationship with Beijing that puts Beijing into a position of in-
fluence in North Korea, if not dominance of North Korea.

So let us, again, to the point that we applaud President Abe for
reaching out and policies that are going to ultimately bring more
stability to that part of the world, let us condemn Beijing for not
using its influence in a way that would bring more stability and
peace to that region.

So we need to work together on this, and, Mr. Chairman, thank
you for calling this hearing. Looking forward to hearing for spe-
cifics and information from the witnesses that will help us develop
our policy now as we start into this new era.

Thank you.

Mr. SALMON. I thank the gentleman from California.

Mr. Bera.

Mr. BERA. Thank you, Mr. Chairman, and thank you for the
timeliness of this hearing. A few weeks ago I had a chance to visit
the Republic of Korea, visit with our troops, and spend a few days
around Christmas with our troops, also visiting with the Korean
foreign secretaries, national security folks, et cetera.

I also had a chance to go up to the demilitarized zone and, you
know, chat with our troops, see the Republic of Korea troops. The
demilitarized zone is an oxymoron. This is one of the most heavily
militarized zones in the world, and it is a constant reminder that
we are in a cease fire. we are not in a state of peace.

You know, listening to the remarks of my colleagues, I think it
is important for us to learn from what we have tried in the past,
and so forth. But the conundrum is North Korea is not easy, and
it will require a partnership with the countries in that region.

And, in many cases, we all land at the same place, that China
really does have to take a leadership role here. China is the one
country that does have some leverage with North Korea, but it will
take a partnership between, you know, the Chinese Government,
the Russians, Japan, our Korean allies, along with U.S. leadership,
in order to address this.

It is in all of our interest to deescalate tensions, to try to bring
North Korea into the 21st century. And the other goal that I think
many Koreans have of seeing reunification, you know, it is not
going to be easy. It will take world leadership. It will take the na-
tions, along with the United States, in that region working to-
gether, but it can be done if we put our minds to it. And we have
to; there is an urgency now, as indicated by the recent North Ko-
rean nuclear tests.

It is complicated, and, you know, the President talked about the
threats that, you know, we face in the Middle East. But those are
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not threats to our very existence as a nation, and North Korea,
with the hydrogen bomb, with ballistic missile and ICBM capabili-
ties, are a threat to world stability, and we have got to direct this.
There is the urgency of now.

And, Mr. Chairman, I look forward to working with you to kind
of navigate this path forward, and it is incredibly important.

Mr. SALMON. Thank you.

Mr. Chabot.

Mr. CHABOT. Thank you very much, and thank you, Mr. Chair-
man, for holding this important hearing. I mean, there is no ques-
tion that the world has had a problem for a long time with respect
to North Korea, particularly their leadership. Whether the grand-
father or the father or the son now, they are all equally as crazy,
I am afraid, particularly the newest one.

But their own people continue to suffer and to starve. They are
the most politically isolated country on the globe. Despite that,
they continue—they have absolute contempt for most of the rest of
the world, including their neighbors. And with this fourth now in
the last number of years nuclear tests, and we have reason to be-
lieve it is hydrogen, although that hasn’t been confirmed nec-
essarily yet, but, nonetheless, it is terribly disturbing.

I think every administration, from the Clinton administration to
the Bush administration to the Obama administration has failed
with respect to North Korea, and that is most unfortunate. And
now with the increasing sophistication of their missile systems, the
United States is at risk as well. But two countries that are even
more at risk at, obviously, South Korea and Japan.

And as my colleague, Mr. Rohrabacher from California indicated,
China is the key here. China is the only country that has any real
influence over North Korea. And the only thing that is going to get
China’s attention is if those two countries, Japan and South Korea,
seriously consider nuclear programs of their own. That is the only
thing that is going to get China’s attention. It is the last thing
China wants.

And so I would urge those two countries to think seriously about
this. I am not encouraging them to do it, but even thinking about
it and discussing it I think will get China’s attention. And maybe
China will finally act to put the pressure on North Korea necessary
to get them to back off this insanity of one of the poorest countries
in the world spending all their money on nuclear weaponry to
threaten the rest of the world.

I yield back, Mr. Chairman.

Mr. SALMON. I thank the gentleman. Is there anybody else that
seeks recognition on the panel before—yes, Mr. Lowenthal.

Mr. LOWENTHAL. Thank you, Mr. Chair, for holding this hearing.
I find this very interesting. I think the focus of what you have
heard a lot is China, what are we going to do to deal with China
in terms of the pressure that China has. To me, there are a couple
of questions I would like to understand before we get into what we
have to do to press China, or to do anything else; that is, what does
China want? Where is China at this—not because of our pressure.

Two, I have seen over the past year or so some articles, espe-
cially in the New York Times, about Chinese officials, former mili-
tary officials, retired, talking about the unsustainability of the Kim
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regime, and that there is a real concern in China about instability
in North Korea. I would like to hear that discussion, that there is
going to be pressure from the bottom up. People cannot live under
those conditions, and the Chinese know this. The Chinese know,
and there are real worries about the Chinese, about what that in-
stability is going to lead to in terms of them.

So that leads us to the third point; that is, when we talk about
China, knowing that China—it is not getting China involved.
China is very involved with what are the consequences. It may
have its own agenda about what it wants to do with this. The ques-
tion is, besides pressure on China—and we have heard a lot, and
I am not saying that that is not a potential—what are the ways
of partnership with China? What do you see as the opportunities
at this moment to be dealing with?

Thank you very much, and I yield back.

Mr. SALMON. I thank Mr. Lowenthal. Very insightful thoughts
and questions.

If there are no other opening statements, then I am going to
move to the panel, first of all introducing three great experts on
this dicey issue. First is Dr. Victor Cha, senior adviser and Korea
chair at the Center for Strategic and International Studies. It is
good to see you again, Dr. Cha. Mr. Bruce Klingner, senior re-
search fellow for Northeast Asia at The Heritage Foundation. And
Ms. Bonnie Glaser, who is the senior adviser for Asia and director
of the China Power Project at the Center for Strategic and Inter-
national Studies.

We are thrilled to have all of you here today, and thank you for
making the time available. First, I will introduce Dr. Cha.

STATEMENT OF VICTOR CHA, PH.D., SENIOR ADVISER AND
KOREA CHAIR, CENTER FOR STRATEGIC AND INTER-
NATIONAL STUDIES

Mr. CHA. Thank you, Mr. Chairman, Representative Sherman,
and members of the committee. It really is an honor to speak to
you today about a very difficult topic, and that is North Korea.

You mentioned—both the chairman and Congressman Bera men-
tioned urgency, and I think there is a great deal of urgency. There
are elements of deterrence and crisis instability that derive from
North Korea’s nuclear weapons status that I don’t think the North
Koreans fully comprehend. And it can also be the case that the
North Korean leader, this young North Korean leader, views nu-
clear weapons as usable weapons rather than as strategic elements
of deterrence, valuable only in their non-use.

So the urgency is that the result could be a disaster at the cost
of tens of thousands of lives, at which point the world is going to
wonder why the United States did nothing to stop this before it
was too late.

So what have we done? In the administration’s own words, stra-
tegic patience, the policy of strategic patience, had two objectives.
The first was to break the cycle of provocations for negotiations
that was the flaw of past administration’s policies.

Second, the concept was that this idea of pressure and non-dia-
logue would eventually cause the North Koreans to feel compelled
to come back to negotiations genuinely willing to cut a deal. When
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this did not work, the administration did try to reach out and en-
gage, but all of these offers had been spurned by the regime.

So we are in the worst of all worlds right now. There is no diplo-
macy. There are more tests, a growing program, a new cycle of
provocations. We have had four nuclear tests, three of them during
the Obama administration, two of them before the President’s
State of the Union speech. And at the rate we are going, this issue
is just going to get punted to the next administration, and it is
going to be an exponentially worse problem.

So a new approach to North Korea has to focus on what Bob
Gallucci and I described in the New York Times last week as asym-
metric pressure points. In my experience, being involved in the ne-
gotiations in the previous administration, there were only two
times where I felt like the North Koreans were truly caught off
guard, uncertain of how to respond.

The first of these was in September 2005 when the Treasury De-
partment took actions that led to the freezing of North Korean as-
sets at a bank in China. And the second was in February 2014 in
the aftermath of the United Nations Commission of Inquiry report
of which the major recommendation was referral of the North Ko-
rean leadership to the ICC for crimes against humanity.

These were the only two times that I really felt the North Kore-
ans were frazzled, and I think a new strategy has to build on these
pressure points. Let me just highlight a couple of these.

First is sanctions, and I know Bruce will talk about this as well.
As the chairman said, it is a policy myth that North Korea is the
most sanctioned country in the world, and the chairman cited some
of the statistics for how the sanctioning against Iran is much high-
er than that against North Korea. So there is plenty more space
to operate there.

Secondary sanctioning should also be given positive consider-
ation. I know that this has been talked about within policy circles
as a significant escalation, and this will certainly complicate our re-
lationships with China, the European Union, Southeast Asia,
South America, and Africa. But it is also certain that many of
these entities will comply when given the choice of dealing with
North Korea or losing access to the U.S. financial system.

We should also give serious consideration, as the chairman said,
to putting North Korea back on the State Sponsor of Terrorism
List. I know that there will be lawyers who will dispute the legal
criteria for putting North Korea back on the list, and here I would
only urge that particular attention be given to North Korea’s cyber
capabilities. We did research at CSIS that shows that the activi-
ties, these cyber activities, are instigated by the same agencies, en-
tities within the North Korean Government that have been respon-
sible in the past for terrorist acts.

Human rights has to complement sanctions as part of an asym-
metric strategy. One of the potential targets would be North Ko-
rean slave labor. There are over 50,000 workers in Africa, the Mid-
dle East, Europe, Russia, and China, that are operating in sub-
human conditions that are being paid nothing. Their revenues all
are going back to the North Korean Government. There are dif-
ferent estimates, between $250 million to over $2 billion of hard
currency. So this is certainly something that should be targeted.
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Another useful asymmetric pressure point is the Kaesong Indus-
trial Complex. This project now provides $90 million in hard cur-
rency to North Korean authorities, with little wages actually going
back to the factory workers. The South Korean Government will
probably be opposed to something like this, because even conserv-
ative governments have grown attached to the Kaesong industrial
complex, but difficult times call for difficult measures.

Lastly, on information, North Korea under Kim has proven to be
hypersensitive to external criticism with renewal of the North Ko-
rean Human Rights Act, and I entirely agree with the chairman on
the idea of trying to increase funding and basically think about
new ways of bringing information into the country.

As some of the work that we have done with the Bush Institute
has shown, the United States and South Korea can come up with
a comprehensive strategy for breaking down North Korean infor-
mation barriers, because in the end we need to improve the human
condition of the people in North Korea.

Thank you very much.

[The prepared statement of Mr. Cha follows:]
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Cha: North Korea Testimony to HFAC Subcommittee on Asia January 13,2016 2

Charrman Salmon, Representative Sherman (ranking Democrat) and distinguished members
of the committee, 1t 1s a distnct honor to appear before this committee to discuss the
challenges posed by North Korea and the U.S. response to this threat.

As Bob Gallucer and I argued m the New York Times last Friday, there is a path forward for the
U.S. after the fourth nuclear test. 1 would like to start off with the same quote that we used
m that op-ed, where a North Korean diplomat unmtentionally offered us a valuable nsight
mto his country’s nuclear pohey. ‘That diplomat, m 2005, said: “Lhe reason you attacked
Afghanistan 1s because they don’t have nukes. And look at what happened to Libya. That is
why we will never give up ours.”

Now flash forward to 2016. ‘The North Koreans can pomt to Libya agam mn 2011, and to Syria
m the past year to defend the necessity of their nuclear program. Kim Jong-un himself is
probably feeling pretty comfortable and secure believing that he has the ultimate msurance
policy, a nuclear weapons program his father started, and one that he has spent considerable
resources to develop since taking over four years ago.

But therem hes the problem.  Kim Jong-un believes that a bigger and more modern nuclear
arsenal purchases lum more security by deterring others from attacking him despite anything
he might do. ‘Lhat belief 1s deadly wrong, dangerous, and could cost many lives. Successes
and mmprovements in the nuclear and the missile program m the past few years, moreover,
may have mflated that self-belief, to a point where a muscalculation, potentially in the form of
“grey zone” coercive military action at lower levels of escalation like the sinking of a ROK or
U.S. ship to extort food or bencefits, can lead to retabiation. The most worrymg thing about
North Korea today is not that it did a fourth nuclear test last week, but that 1t does not
recognize the imitations and nsks the nuclear program poses.  1Tis false confidence could
well start a war with an angry Seoul that will respond kinetically to future acts of violence.

How do we convince a rogue regime, run by a young, msecure and mexpernienced leader with
a penchant for big nukes and expensive weapons systems that he cannot develop both nuclear
weapons and the economy at the same time? And how do we convince him that he must give
up his weapons 1 order to bring genuimne economic reforms and changes to a long suffering
country?

Distinguished members of the commuttee, 1 bring before you today three sets of comments
that hopefully will offer a window for the U.S. to help solve that problem. The first is to
recognize the threat posed by North Korea; the second is to sketch the path forward on both
weapons and human rights; and the third 1s to bring North Korea back to the table in order
to contend with this very difficult problem.

North Korean Threat

We must first recognize that North Korea remaims one of the greatest threats to the security
of the American homeland today. Tt also continues to be the greatest proliferation threat m
the world today, more so than Synia, and more so than Iran. Which begs the question, why
have we not done more to stop this?
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This admmistration’s policy of “strategic patience” for the past seven years had placed this
problem on the back burner. Tn the admimstration’s own words, this policy was meant to
accomphish two objectives m rolling back the Notrth’s programs. First, the United States would
seek to break the cycle of provocations-for-negotiations that was the flaw of past
administrations’ policics by not reacting to every action by the North. Sccond, the consistent
application of pressure would create a sitvation where Pyongyang would eventually feel
compelled to return to the negotiating table genumely motivated to uphold its denucleartzation
commitments. While the admmistration did make genuine efforts to engage with North Korea,
these offers were rejected by the regime.

Tn the meantime, Kim Jong-un has been dihgently improving his regime’s capabihties over the
course of this policy’s application to disrupt and ultimately alter the strategic balance on the
penmsula and m the region while our attention was directed elsewhere. But the issue should
have been on the front-burner from day one, even if choices had to be made between options
that were bad, and options that were worse. This problem cannot be punted to another
administration, yet with just a year left, 1t 1s unlikely that the current administration has the
capacity to engineer a breakthrough. Unfortunately strategic patience” turned to “benign
neglect,” and allowed space for North Korea to make technological progress m their programs
unhmdered. There have been four nuclear tests; three of them in the (Ybama administration;
and two of them m the days preceding the President’s State of the Union Speech.

My mam concern 1s that North Korea does not fully comprehend the consequences of their
drive to become a modern nuclear weapons state. It is not clear to me that they understand
that nuclear weapons’ valuc is 1 their strategic non-usc. It 1s also probable that the young and
mexperienced leader will make miscalculations because of lus inflated and illinformed view
of the deterrent strength of these weapons to keep the United States and allies at bay. If the
day ever comes when Kim Jong-un miscalculates the capability of his nuclear weapons
stockpile, or his ever-mproving long-range delivery capability, there will be no doubt horrible
consequences for everyone. 'lThen the whole world will wonder why regional powers —
especially the U.S. — did not stop them before 1t was too late. We must not let that happen.

Therefore, we must first recognize that North Korca remains an ever-present threat to our
nation’s security and prosperity. Despite downsizing of conventional military capabilities m
recent years to allocate mote resources to 1ts pursuit of nuclear weapons and to mprove its
asymmetric capability, the North Korean regime 1s still backed by a loyal army comprised of
about 1.2 million active duty military personnel and 600,000 reservists, and possibly the largest
number of Special L'orces in the world.”  According to the Department of Defense,
approxmmately 70% of North Korea’s ground forces and 50% of 1ts air and naval forces are
deployed within 100 kilometers of the de-militarized zone (DMZ), a tremendous threat not
only to our troops stationed on the other side of the border, but also to the crtizens of our
trusted ally, South Korea.

Lurthermore, open-source reporting on North Korea’s balhstic missile program also reveals
some troubling numbers; an estimated 700 SRBMs (capable of reaching South Korea), some
200 Nodong MRBMs (capablc of reachmg Japan), about 100 Musudan IRBMs, the potential
successful development of ASCM and SLBM technologies (subject of two tlight tests in May

L The Miitary Batance 2015, International Institute for Strategic Studies, p. 261
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and November 2015) and two types of ICBMs?, the Taepodong-2 and the untested road-
mobile KN-08, the latter which was subject of much speculation in 2015 when senior
Department of Defense officials admitted to its potential completion.®

North Korca’s growing cyber capabilitics are something that we should pay more attention to.
‘The November 2014 Sony mcident finally brought this new threat to the consciousness of
American policymakers and of the public. Our CSIS study completed last September found
that the North 1s developing its cyber capabihities in tandem with its other asymmetric threats,
and has embedded them within the very same party and mihtary msttutions that were
responsible for provocative acts like the 2010 Cheonan sinking," In the future, cyber-attacks
could well be an mtegral part of a North Korean military strategy designed to distrupt and
weaken U.S. military systems.

‘The 4™ nuclear test last Wednesday reiterated that the threat from North Korea’s nuclear
program and growing asymmetric capabilities is very real. There 1s no comfort to be taken m
scientists’ skepticism of whether the hydrogen nuclear test succeeded. "L'he test still had a yield
more powerful than the previous three tests, which indicates technological progress in the
nuclear program despite the sanctions regime. It 1s only a matter of time before they succeed.

Kim Jong-un must be made to understand the “non-utility” of his nuclear arsenal and that any
such use would ultimately lead to his regime’s fmal destruction. "The one lesson from the
nuclear revolution 1s that states with nuclear weapons do not use them. But whether the Kim
regime understands the fundamentals of nuclear deterrence 1s questionable, and therefore
remains a cause of tremendous concern. ITe must also understand the dangerous pathologies
of being a nascent nuclear state. There will be temptation to transfer weapons, fissile material,
or this technology to other states or terrorist groups to gain the foreign currencics his regime
needs. His regime already has a history of selling 1ts weapons systems.

So how do we “educate” the North of those pathologies of bemg a nuclear stater A better
approach.

A New Approach — Asymmetric Pressure Points

A new approach to North Korca must focus on asymmetric pressure points. Two cascs m
recent history outlne the effectiveness of such strategy, first was the September 2005 Banco
Delta Asta (BDA) case where the Treasury Department undertook actions that led to the
freezmg of the assets of North Korean bank accounts m Macao. The second was the United
Nations Commission of Inquiry report on North Korean human rights released m February
2014, which unequivocally called on the UN Security Council to tefer the North’s lulduslup
to the International Criminal Court for a laundry hst of crimes agamnst humanity. Just a month

2 SRBM stands for a short-range ballistic missile, MRBM for a medium-range ballistic missile, TRBM for an
intermediate-range ballistic missile, ASCM for an anti-ship missile, SLBM for a submarine-launched ballistic missile,
and ICBM for an intercontinental ballistic missile.

3> Department of Defense Press Briefing by Admiral Gortney i the Pentagon Bneﬁuo Room, April 7, 2015.

hep:/ Swww.defense pov/News/News ,'{ snscopts/ Transcnpt View/ Avticle/ 60700

+ An executive summary of the CSIS cyber team report can be found here - Victor Cha, James Tewis, et al “Fxecutive
Summary: North Korea’s Cyber Operations: Strategy and Responses,” November 2015.
i/ v publication/executive - swnmary-north-kore

and-respons
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ago the UN Security Council held the second meeting on human rights in North Korea,
despite attempts again by the Chinese and the Russians to remove 1t from the agenda. Andm
both of those cases, the Kim regime — whether the father or the son — were truly frazzled, and
completely caught off guard by outside actions. A strategy that creates costs for continued
North Korcan bad behavior and that affects a change in their direction must build on these
pressure points.

Sanctions: L'he sanctions agamst North Korea pale m comparison to the level of sanctioning
against Iran. Although there are 4 UNSCRs each directed at both Tran and North Korea, there
are only 6 presidential executive orders for North Korea, while there are 17 for lran. "Lhe
number of individuals and entities sanctioned by the U.S. and UN are vastly disparate as well,
843 (U.S) and 121 (UN) for Iran, but only 100 (U.S.) and 31 (UN) for North Korea (more
mformation on these numbers are found m Appendix A). A new sanctions portfolio must
fully exercise the authorties created m Presidential Lixecutive Order 13687 — 1 response to
the November 2014 Sony hack — to target additional individuals or entities for proliferation,
human rights abuses and cyber-related activities. ‘Lhe 1.O. was an mnovation i that it was
deliberately broad i scope to allow Treasury and U.S. law enforcement agencies to go after a
range of behavior. Why 1t has not been used more fully to this point 1s puzzling,

Secondary sanctionmg has been discussed i the policy commumty for some time as a
significant escalation of the sanctions regime. ‘Lhis should be given positive consideration
now to mclude third-party entities and mdividuals that facilitate North Korea’s allegal and ilhcit
activities. This will certainly complicate our relationships with China, the Furopean Union,
and countrics m Southcast Asia, South America or Africa, but 1t 1s also certamn that these
entities will comply when given the choice between dealing with the North or with losmng
access to U.S. financial institutions.

Third, trade and commodity sanctions should be expanded to mclude sanctions of rarc-carth
munerals, coal and steel or goods like timber and agricultural products that are exported to
other countrics to carn foreign currencies for the North Korean regime. Expert estimates put
rare earth minerals and steel exports at around $1.8 billion and $245 milkon respectively.’
Agam, this will complicate thmngs for China, but the smgle most mportant causal factor for
the growth of cash and a more stable economy m Pyongyang have been the extractive mdustry
contracts signed between China and North Korea m 2008.

The U.S. government can work with the UN and countries in Northeast Asta to target and
enhance sanctions enforcement agamst ports, shipping companies, and amlne carriers that
facilitate North Korea’s illegal activities such as bulk cash smugghng and arms shipments. The
U.S. can strengthen efforts to sanction these third party entitics under the current regime or
create additional measures that would prohibit ships flying North Korcan flags or North
Korean air carriers from accessing certain ports and amrports around the world.

5 Korea Trade Tnvestment Promotion Agency (KOTRA), “Trends in 2013 North Korean Trade,” July 2014,
accessible here

s hdara/ GWPTDINGA0M
=2 AIICLL 15
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Primary Money Laundering Concern & State Sponsor of Terrorism: The U.S. should
give serious consideration to designating North Korea or banks that do 1llicit business with
North Korea as a jurisdiction or mstitution of primary money laundering concern. This was
the key to the set of actions thatled to freezmg of North Korean assets m the 2005 BDA case.
This would have a similar cffect to imposmg sccondary sanctions on third party banks that
facilitate North Korea’s illegal activities.

U.S. officials should also give serious consideration to puttg North Korea back on the State
Sponsor of Terrotism list. State Department lawyers may disagree citing legal criteria, but the
cyber actions agamst both South Korea and the Umited States m particular should be
mnvestigated as grounds for relisting. These cyber-attacks were ill-advisedly characterized by
the administration as “crimmal” acts but CSIS research shows these activities as mstigated by
the same entities m North Korea responsible for military aggression and terrorist acts.

Slave Labor: Human rights must complement sanctions as part of this asymmetric strategy.
One of the potential targets would be North Korean slave labor. According to Marzuki
Darusman, the UN specital rapporteur on human rights in North Korea in October 2015, the
regime has forced more than 50,000 people to work abroad m minmg, logging, textile and the
construction industries. These forced laborers are sent to places in Afnca, Europe, the Middle
Liast and Southeast Asia, but especially to Russia and China.® ‘L'hey are sent abroad with the
sole rationale of circumventing sanctions and earnmg the regime currencies it sorely needs.
Lower esttmates put the number at about $150 — 250 milhon, but higher estimates put 1t
between $1.5 — 2.5 billion annually. That 1s a substantial amount of money that we have
reasonable cause to behieve goes mto bankrolling the North’s nuclear and mussile programs.
This 1s an asymmetric pressure pomt that the mternational community and UN can, and must
target. We have to call out, and pressure these countrics, including Chma and Russia, to
enforce ILO) standards for the North Korean workers in host countries or to stop accepting
them.

Kaesong Industrial Complex: Another uscful asymmetric pressure pomt 1s the Kacsong
lndustrial Complex. A legacy of the sunshie pohey, this project now provides $90 million m
annual wages (around $245.7 million from December 2004 to July 2012) of hard currency to
North Korean authorities with little wages actually going, to the factory workers.” ‘L'he South
Korcan government will be opposed to shutting this down, as even conservative governments
m South Korea have grown attached to the project as symbolic of the future potential of a
united Korea, but difficult times call for difficult measures.

Information: North Korea, under a young and msecure leadership, is hyper-sensitive to
external criticism that hits at the heart of the regime’s legitimacy and shatters the myth of its
benign care of the Korcan people. Nowhere has this been more apparent than m Pyongyang’s

& “L'N investigator: North Koreans doing forced labor abroad to earn foreign curtency for country,” Associated Press,
O(_tobnr 28.

sews.com/newefwordd/articles /2015710728 undrvesticatornonth ko
7 TllEbE} numbers were cited in Yang Moon-soo, “Kaesong Industrial Complex as I\E\ to Peqce on Korean
Peninsula,” Korea Focus, 2013, av: qﬂqble at

hitpy/ Jwwow koreafocus.orkr/desi :
Cumulative numbers for 2004 — July 2
sun.com/site/data/homl die/20

shor-abroad

nient print coup dd=104044
ted in this Chosun Ibo article here (In Korean)
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reaction to the screemng of the movie The Inferview, and its mad diplomatic scramble m
response to the UN Commussion of Inquiry recommendations for the regime to be referred
to the TCC for crimes against humanity. In this regard, leader Kim 1s probably more incensed
about the restart of loudspeaker broadcasts across the DMZ last Friday than he 1s about U.S.
dispatching of a B-52 bomber to the peninsula over the weekend. With renewal of the North
Korean Human Rights Act coming onto Congress’s agenda, it would be prudent to increase
both fundmg and means of mformation dissemmation into North Korea. As I have argued
before, the U.S. and South Korea should create a comprehensive strategy for breakmg down
North Korea’s information barriers to teach a population with an insatiable thirst for news
about the outside world.”

Diplomacy: 'L'he most useful diplomatic action at this pomt 1s not to put another deal on the
table for the North. The Clnton and Bush presidencies did this. And the current
adminsstration, as evidenced by its outreach to Cuba, Myanmar, and Iran, has not been averse
to putting packages in front of 1solated regimes. Indeed, more than a couple of packages of
proposals have already been put before Pyongyang by this administration. The problem i1s
that North Korea 1s not interested in talking.

The five members of the Six-Party Talks, China, Japan, South Korea, Russia and the U.S.
should convene to discuss steps forward and potential contingencies. 'The five parties should
confirm the 2005 Six Party Jomt Statement as the only written document i which the North
has pledged m writmg “to abandon all nuclear weapons and existing nuclear programs.” 1t 1s
important for the UN also to reatfirm the validity of this document and North Korea’s pledge
as a political responsc to Iim’s actions. They have to be prepated for North Korcan responscs
to new sanctions. We need to have a more open discussion about the future of the Korean
Penmsula and unification.

The region: A new U.S. approach cannot reahstically bank on China abandoning the
Pyongyang regime or cutting off all energy shipments, as dissatisfied as Betjing may be with
Kim’s behavior. Indeed, the U.S. should not want to entirely subcontract this vital national
security issue to its princpal competitor i the Asma-Pacific. But the U.S. can push for Betjing
to titrate its sustenance to the regime. Chma could first undertake an internal audit of all
private and state-owned companies domg busmess on the Smo-North Korean border to
understand the scope of the problem. At the official level, it can commit not to cease all
ongomg economic projects and reject calls for any new ones until the regime returns to
negotiations. Beijing could commit to abstain from (ie., not obstruct) any UN Security
Council discussions on human rights abuses in the North. But none of this would be remotely
possible untl Washington frames the North Korea 1ssue (not just climate change) as a major
metric of cooperation m US-China rclations.

'L'he nuclear test last week also underlmes the need for the United States to be able to
coordinate seamlessly with 1ts two key allies, Japan and South Korea. Tmproving the ability of
the three to share mtelligence 18 critical and agreements to this effect need to be forged.
Though South Korea has expressed reluctance in the past, 1t 1s necessary to have a discussion

& Victor Cha, “Light Through the Darkness,” The Bush Institute at George W. Bush Presidential Center, January
2015, available at htto:/ /v husheenter.ore/sites /defadt/ Bl wh nocth kores veport call ro achonpdf
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about better missile defense cooperation, mncluding the emplacement of TITAAD on
the penmsula.

If mplemented correctly, such a strategy could strangle the regime. But it could also
show the North that their weapons are unusable and that the only cxit is a process of
negotiation m which all 1ssues, mcluding security, human nghts, and economics, are
addressed.
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Appendix A: Comparison of Sanctions on Iran and North Korea
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78 entities
& 43 individuals

19 entities
& 12 mdividuals

LS. numbers are drawn from the OneliteckKorea blog, the Department of L'reasury, Office of Loreign Asscts
Control’s Specially Designated Nationals Tist for North Korea and Tran, and the Congressional Research Service,
while the UN mumbers are deawn from the UN Special Research Report on UN Sanctions (2013).

LS. Executive {rders

Gt

B lean B Nowh Kores

LA, Banctions Listed
Fntitdes & Individuals

& Nosth Kores

®iran

UMEBC Besolutions

Blen BNomhKores

TN Banctions Listed
Farties & Individuals

B Nowth ¥oorea




19

Mr. SALMON. Thank you.
Mr. Klingner.

STATEMENT OF MR. BRUCE KLINGNER, SENIOR RESEARCH
FELLOW FOR NORTHEAST ASIA, THE HERITAGE FOUNDATION

Mr. KLINGNER. Thank you, Mr. Chairman, Ranking Member
Sherman, and other distinguished members of the panel. It truly
is an honor to be asked to appear before you on such an important
issue to our national security.

North Korea’s recent nuclear test has again triggered widespread
calls to do something tougher on North Korea. But we have been
here many times before, and each time administration claims of
tough action were taken at face value, pledges to be even tougher
the next time were issued, and interest was eventually diverted
elsewhere.

More effective action was also hindered by several widely accept-
ed myths about North Korean sanctions. The first myth is that
sanctions can’t affect an isolated country like North Korea. Tar-
geted financial measures, which are a law enforcement mechanism,
are directed against specific entities that violate U.S. laws. Even
the most isolated regime, criminal organization, or terrorist group
is tied into the global financial order.

The vast majority of all international financial transactions, in-
cluding those of North Korea, are denominated in dollars, which
means they must go through a U.S. Treasury Department regu-
lated bank in the United States. That gives the United States tre-
mendous power and leverage to freeze and seize assets, to impose
fines such as a $9-billion fine imposed on a French bank for im-
proper financial transactions with Cuba, Iran, and Sudan, and also
to deny access to the U.S. financial system.

As you already pointed out, Mr. Chairman, a second myth is that
North Korea is the most heavily sanctioned country in the world.
President Obama claims North Korea is the most isolated, the most
sanctioned, the most cutoff nation on Earth. That is simply not
true. The U.S., the European Union, and the U.N. imposed far
more pervasive and compelling measures against Iran than North
Korea.

Also, unilaterally, the United States has targeted far fewer North
Korean entities than those of the Balkans, Burma, Cuba, Iran, and
Zimbabwe. The U.S. has sanctioned more than twice as many
Zimbabwean entities as North Korean entities. We have also des-
ignated Iran and Burma as primary money laundering concerns,
but not North Korea, which is counterfeiting our currency.

The U.S. has sanctioned officials from Burma, Burundi, Congo,
Iran, Syria, Sudan, and Zimbabwe, for human rights violations,
and sanctioned by name the Presidents of Belarus and Zimbabwe,
but not yet sanctioned a single North Korean entity for human
rights violations nearly 2 years after a U.N. Commission of Inquiry
report concluded the regime was conducting such egregious human
rights violations as to constitute crimes against humanity.

The U.S. has also frozen the assets of Sudan, Iranian, and Syr-
ian, but not North Korean, officials and entities for censorship. The
list goes on and on, and I have included other examples in my writ-
ten testimony.
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A third myth is there is nothing more the U.S. can impose on
North Korea. After he left office, former Assistant Secretary of
State Kurt Campbell commented, “It would be possible for us to
put more financial pressure on North Korea. We can make life
much more difficult through financial sanctions on North Korea.”
And he also pointed out he was surprised when he was in govern-
ment to find out that there were about 10 times as many sanctions
on Burma as there were on North Korea.

President Obama, Secretary of State John Kerry, and other offi-
cials have made similar statements indicating that there are other
measures that the U.S. could impose but hasn’t.

A fourth myth is that sanctions don’t work. As Dr. Cha already
pointed out, tougher measures were effective when applied. In
2005, the U.S. designated the Macao-based bank Banco Delta Asia
as a money laundering concern for facilitating North Korean illicit
activities. As a result of Washington belatedly enforcing its laws,
as well as a series of sub rosa meetings by U.S. officials throughout
Asia, two dozen financial institutions voluntarily cut back or termi-
nated their business with North Korea.

And a North Korea negotiator admitted to a senior White House
official, “You finally found a way to hurt us.” Instead, what the
U.S. should be doing is implementing the Iran model against North
Korea. Just as strong international measures induced Tehran back
to the negotiating table, more robust measures are needed to lever-
age North Korea.

While implementing new sanctions measures is important, fully
implementing and enforcing already existing, far-reaching meas-
ures is also critical. The U.S. has the tools; we have just lacked the
resolve to fully use them.

For years the Obama administration has been hitting the snooze
bar on sanctions. It has pursued a policy of timid incrementalism
by holding some sanctions in abeyance to be rolled out after the
next North Korean violation or provocation. The U.S. instead needs
to sharpen the choices for North Korea by raising the risk and cost
for those violating laws and U.N. resolutions, not only North Korea
but also those that facilitate its actions.

In my written testimony, I provided a lengthy list of very specific
recommendations for U.S. and South Korean actions that should be
implemented against North Korea. Neither sanctions nor diplomacy
alone is a panacea. Both are essential and, along with fully funding
U.S. defense requirements, should be mutually reinforcing ele-
ments of a comprehensive integrated strategy.

I will conclude my presentation with the same question I posed
to this committee 2 years ago. Why has the United States hesitated
to impose the same legal measures against North Korea that it has
already used against other countries for far less egregious viola-
tions of U.S. and international law?

Thank you again for the privilege of appearing before you.

[The prepared statement of Mr. Klingner follows:]



21

L\
‘The ‘
Heritage Foundation

LEADERSHIP FOR AMERICA

214 Massachusetts Avenue, NE « Washington DC 20002 » (202) 546-4400 « heritage.org

CONGRESSIONAL TESTIMONY

Moving Beyond Timid Incrementalism:
Time to Fully Implement U.S. Laws on North
Korea

Testimony before
Subcommittee on Asia and the Pacific of the
Foreign Affairs Committee
United States House of Representatives

“The U.S. Response to North Korea’s Nuclear
Provocations”

January 13, 2016

Bruce Klingner
Senior Research Fellow, Northeast Asia
The Heritage Foundation

1




22

Moving Beyond Timid Incrementalism:
Time to Fully Implement U.S. Laws on North Korea
Bruce Klingner

My name is Bruce Klingner. I am the Senior Research Fellow for Northeast Asia at The Heritage
Foundation. The views I express in this testimony are my own, and should not be construed as
representing any official position of The Heritage Foundation.

North Korean Nuclear Threat

North Korea announced on January 4 that it had conducted a successful H-bomb nuclear test of a
miniaturized warhead. Nuclear experts continue to analyze the data, but preliminary assessments
are that North Korea did indeed conduct its fourth nuclear test, though it is more likely that
Pyongyang has achieved a boosted fission rather than a fusion bomb. Such a weapon would be
larger than Pyongyang’s first three nuclear tests (and the 1945 U.S. atomic weapons), but not of
the magnitude of a hydrogen fusion bomb.

If confirmed, North Korea’s fourth nuclear test, particularly of an improved weapon, is a
dangerous development. With its ongoing development of several different missile systems,
North Korea poses an increasing direct threat to the United States, South Korea, and Japan.
Experts estimate that Pyongyang currently has 10-16 nuclear weapons, with the potential to
increase that cache to as many as 50—100 by 2020.!

North Korea has likely already achieved warhead miniaturization, the ability to place nuclear
weapons on its medium-range missiles, and a preliminary ability to reach the continental U.S.
with a missile.? The regime’s No Dong medium-range ballistic missiles put Japan and parts of
South Korea under a nuclear threat today. North Korea also continues its development of long-
range missiles to attack the United States.

In April 2013, U.S. officials told reporters that North Korea “can put a nuclear weapon on a
missile, that they have missile-deliverable nuclear weapons, but not ones that can go more than
1,000 miles.”® In October 2014, General Curtis M. Scaparrotti, senior U.S. commander on the
Korean Peninsula, told reporters that North Korea has the ability to produce a miniaturized
nuclear warhead that can be mounted on a ballistic missile.*

U.S. experts concluded that the North Korean missile recovered from the ocean floor by the
South Korean navy after the December 2012 launch provided “tangible proof that North Korea
was building the missile’s cone at dimensions for a nuclear warhead, durable enough to be

'Joel 8. Wit and Sun Young Ahn, “North Korca’s Nuclear Futurcs: Technology and Strategy,” Johns Hopkins
University, U.S.—Korea Institute at SAIS, February 2015, Iittp.#/38northorg/wp-coment/uploads/20 1 /02N -
NE-Nuclear-Fatures-Wit-0215.pdf (accessed Jamary 11, 2016).

“Brucce Klingner, “Allics Should Confront Tmminent North Korean Nuclear Threat,” Heritage Foundation

immuinent-north-korean-muclear-threat.

*NBC News, “Will North Korea Follow Through on Nuclear Threals?” Nightly News, April 3, 2013,
hupiwww. nbenews comyvideo/nightly-news/S 1421978 (accessed January 11, 2016).

“General Curtis Scaparrotti and Rear Admiral John Kirby, “Department of Defense Press Briefing by General
Scaparrotti in the Pentagon Briefing Room.™ transcript, October 24, 2014,

httptwww defense. gov/Transerpts/Transcript aspx Trnscriptid=5523 (accessed Jamuary 11, 2016).
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placed on a long-range missile that could re-enter the earth’s atmosphere from space.” A U.S.
official added that South Korea provided other intelligence suggesting that North Korea had
“mastered the miniaturization and warhead design as well.”* In March 2013, Minister of Defense
Kim Kwan-jin told the National Assembly that the missile had a range of more than 10,000
kilometers (km) and could have reached the U.S. West Coast.® New York and Washington, DC,
are approximately 11,000 km from North Korea.

In April 2015, Admiral Bill Gortney, commander of North American Aerospace Defense
Command (NORAD), told reporters that the KN-08 road-mobile intercontinental ballistic missile
(ICBM) “is operational today. Our assessment is that they have the ability to put a nuclear
weapon on a KN-08 and shoot it at the [U.S.] homeland.” The four-star commanders of U.S.
Forces Korea and Pacific Command have made similar threat assessments.

According to The Heritage Foundation’s calculations, North Korea’s Taepo Dong 2 missiles,
with a range of 10,000 kilometers, are within strike capability of 120.6 million people, or 38
percent of the U.S. population.

North Korean missiles can reach US.
With arange of 10,000 kilorieters; North-Kored’s Taeho Dong 2imissile
can redch mestobithe contiental S About 12008 sliften pecpde lve
itvthoge areas, or 38 percént pfthe U5, popylation. : :

°Eli Lake, “US Recovery of North Korean Satellite Exposed Nuclear Progress.” The Telegraph, April 15, 2013,
hup:www iclegraph.co uk/ipurnalisis/the-daily -beas/9993514/US -recovery-of-North-Korcan-satelite-cxposed-
puclear-progress humi (accessed January 11, 2016).

8. Korea Says Debris Reveals North's I(CBM Technology,” Voice of America, December 23. 2012.

Intp/www voaoews.cora/conteut/north-korea-urissile/§ 370703 biml (accessed Januvary 11, 2016), and “N. Korea
Rocket ‘Could Fly 10,000 km,”™ The Chosun Ilho, April 16, 2012,

http:/fenglish.chosun conysite/data/tml_ dir/2012/04/16/201204 1601302 html (accessed January 11, 2016)..
“Zachary Keck, “ Assessing the North Korea Nuclear Threat,” The Diplomat, May 1, 2015,

http//thediplomat cony/201 5403 /assessing-the-north-korea-tmclear-threat/ (accessed Jammary 11. 2016).
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North Korean Cyber Threat

The United States assessed that North Korea was responsible for the cyber attack against Sony
Pictures in 2014. Contrary to the perception that North Korea is a technically backward nation,
the regime has an active cyber warfare capability. The Reconnaissance General Bureau has 3,000
“cyber-warriors” dedicated to attacking Pyongyang’s enemies.® Seoul concluded that North
Korea was behind cyber attacks against South Korean government agencies, businesses, banks,
and media organizations in 2009, 2011, 2012, and 2013. A South Korean cyber expert assessed
that Nogth Korea’'s electronic warfare capabilities were surpassed only by the United States and
Russia.’

President Obama denounced the attack against Sony Pictures and issued Executive Order 13687,
According to Assistant Secretary of Treasury Daniel Glaser, the executive order is a “significant
broadening of Treasury’s authority to increase pressure” on North Korea since the U.S. for the
first time can designate entities “solely on their status as officials or agencies” of the North
Korean government.'®

Because the executive order provides for affifiation-based rather than conduct-based sanctions,
the U.S. does not need to disclose as much detailed evidentiary information, including potentially
sensitive intelligence data, when putting an entity or organization on the sanctions list.

U.S. Response Weakly Implemented. The executive order, though expansive in legal breadth,
was only weakly implemented by the Obama Administration. The U.S. targeted 13 North Korean
entities, three organizations already on the U.S. sanctions list, and 10 individuals not involved in
cyber warfare. Although White House officials described the executive order as “a first
step...this is certainly not the end,” the Administration has not followed up with any additional
measures a year later. Nor were any North Korean entities sanctioned under the Obama
Administration’s April 2015 cyber executive order."!

North Korea as a Terrorist Nation

North Korea’s cyber attack and accompanying threats of a “9/11-type attack” appear to fulfill the
legal definition of international terrorism. Under various statutes of U.S. law (the most relevant
being 18 U.S. Code § 2331), international terrorism is defined as acts that:
(A) involve violent acts or acts dangerous to human life that are a violation of the
criminal laws of the United States or of any State, or that would be a criminal violation if
committed within the jurisdiction of the United States or of any State;
(B) appear to be intended—

*Sangwon Yoon, “North Korea Recruits Hackers at School.” Al-Jazeera, June 20, 2011,
hitpo/www.aliazeers.convindeptby/featunes/201 /06/201 162081 343573839 html (accessed January 11, 2016).
*N. Korea Boosting Cyber Warfare Capabilitics,™ The Chosun Ilbo, November 3, 2013,
http:fenglish chosun conysite/data/hind dig/2013/1 1/05/201 3110301790 himt (accessed January 11, 2016).
'*Testimony of Assistant Secretary Daniel L. Glaser before the House Foreign Affairs Committee Confronting
North Korea’s Cyber Threal, Janvary 13, 2015, htips:/www (rCasury. 20v/Dress-cenler/press-
mlewes?ﬂgﬁsq!)ﬂ% aspx (accessed January 12, 2016.

E‘(ecuu\ e Order — “Blocking the Property of Certain Persons Engdgmg in Significant Malicious Cyber-Enabled
Activities,”” The White House, April 1, 2013, hitps:/www.v se. gov/the-press-ofiice/201 5/04/0 1 fexecutive-
order-blocking-property-certain-persons-engaring-significant-m {accessed Januars 11, 20163,
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(i) to intimidate or coerce a civilian population;

(ii) to influence the policy of a government by intimidation or coercion; or

(iii) to affect the conduct of a government by mass destruction, assassination, or
kidnapping; and would be a criminal violation if committed within the jurisdiction
of the United States and are intended to intimidate or coerce a civilian
population.'?

As such, the United States should return North Korea to the state sponsors of terrorism list.
Pyongyang had been on the list until the Bush Administration removed it in 2008 in a failed
attempt to stimulate progress in the Six-Party Talks nuclear negotiations.

In addition to the threats of violence following the Sony hack, North Korea has provided support
for other acts of international terrorism since its removal from the terrorist list. These acts
include:"

¢ Seoul concluded that North Korea was behind cyber attacks using viruses or distributed
denial-of-service tactics against South Korean government agencies, businesses, banks,
and media organizations in 2009, 2011, 2012, and 2013.

e InJune 2012, Seoul Metropolitan Police arrested a South Korean man for violating the
National Security Law. The man had met in China with North Korean agents of the
General Reconnaissance Bureau to purchase software with mali %nant viruses which were
used to conduct a cyber attack on Incheon International Airport.

e InMay 2012, North Korea jammed GPS signals affecting hundreds of civilian airliners
flying in and out of South Korea. The Korea Communications Commission stated the
signals came from Kaesong in North Korea.””

e In April 2012, North Korean agent An Hak-young was sentenced to four years’
imprisonment by a South Korean court for plotting to assassinate outspoken anti-
Pyongyang activist Park Sang-hak with a poison-tipped needle.'®

e InJuly 2010, two agents of the North Korean ruling party’s General Reconnaissance
Bureau were arrested by South Korean authorities and pled guilty before a South Korean
court to attempting to assassinate high-level defector Hwang Jang-Yop who was residing
in South Korea. Kim Myung-ho and Do Myung-kwan were sentenced to 10 years in
jail.'” Kim admitted to being an agent of the North Korean General Reconnaissance
Bureau and ordered to assassinate Hwang,

218 U.S. Code § 2331 — Definitions, Cornell University Law School,

httpiwww Juw cornell edu/uscode/text/18/233 1 (accessed January 11, 2016).

"*For a more in-depth analysis. see Joshua Stanton, Arsenal of Terror: North Kovea State Sponsor of Terrorism (The
Cormmitice for Human Rights in North Korca, 2013).

““Incheon Airport Cyberattack Traced to Pyongyang,” Joongang Dailv, June 5, 2012.

H7““N.K0rezl"s GPS Jamming is Terrorism Pure and Simple,” The Chosun 1{bo, May 11, 2012.

“Park Chan-Kyong, “Scoul Arrcsts Suspecicd N. Korcan Assassin,” AFP, September 15, 2011, and Ashley
Rowland, “South Korea Court Upholds Prison Term for Would-Be Assassin,” Stars and Stripes, November 29,
2012.

YChris Green, *Assassins Get Ten Years for Hwang Plot,” The Daily NK, July 1, 2010, and Mok Young-jae,
“Prosecution Requests 15 Years for Hwang Assassins.” The Daily NK. June 23, 2010.
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e In 2009, three shipments of North Korean conventional arms were seized. Western and
1sraeli intelligence officials believe the shipments were bound for Hamas and
Hezbollah.

o InJuly, an Australian-owned ship was seized in the United Arab Emirates
carrying North Korean weapons bound for Iran. The ship contained banned North
Korean weapons, including rocket-propelled grenades, headed for Iran on the
Australian-owned, Bahamas-flagged cargo ship ANL Australia."”

o In November, the Israeli Navy intercepted a large arms consignment (500 tons)
shipped by Iran to Syria on the vessel Francop. Some of the shipment (122mm
rocket parts) appear to have originated in North Korea. ™

o In December, Thai authorities seized 35 tons of North Korean weapons, including
rockets and rocket-propelled grenades that were determined to be enroute to
terrorist groups Hamas and Hezbollah.>!

o QOctober 2008, a North Korea woman was convicted by a South Korean court as a spy and
plotting to kill South Korean intelligence agents with poisoned needles. ™

North Korea Commits “Crimes Against Humanity”

In February 2013, a United Nations Commission of Inquiry report provided a chilling litany of
horrors that the North Korean regime had inflicted upon its citizens. The commission issued a
damning condemnation of the North Korea government for “systemic, widespread, and gross
violations of human rights” that were of such a monumental scale as to constitute “crimes against
humanity.” It also advocated adopting targeted sanctions against those most responsible for these
crimes against humanity.

Secretary of State John Kerry rightfully described North Korea’s human rights abuses as
“horrific [and] one of the most egregious examples of reckless disregard for human rights and for
human beings anywhere on the planet.” He called for the international community to continue to
“shed light on North Korea’s atrocities against its own people [and] ramp up international
pressure.”

¥ Joby Warrick, “Arms Smuggling Heighlens Iran Fears,” The Washington Post, December 3, 2009, p. Al4, and
“Iran Bought Masses of N Korean Arms,” The Chosun 1lho Online, December 4, 2009.

1% Australia Investigates Seizure of Ship in UAE with North Korean Weapons Going to Iran,” Associated Press,
August 30, 2009, biip://wwvw. nvdailvnews. conv/news/world/anstralia-investigaics-seizure-ship-nac-north-korcan-
weapons-iran-atticle- 1 401132 (accessed January 11, 2016), and Peter Spiegel and Chip Cummins. “Cargo of North
Korea Matériel Is Seized en Route o 1ran,” The Wall Sireet Journal, August 31, 2009,

hupwwe wel.conypews/anicles/SB 123151 138304468869 (accessed January 11, 2016).

**U N. Panel of Experts Report, March 6, 2014, paragraph 108,

http:Aveww. pnorg/g/searchviview_doc.asp?synibol=5/2014/147 {accessed January 11, 2616).

Arms Were for Hamas, Hezbollah” Reuters, May 12. 2010; “Korean Arms Cache Cauglit En Route to Mideast,”
Daily Star Onfine (Beitut), December 15, 2009; and UN. Pancl of Experts report, June 11, 2013,
htpAwww anore/gassearchiview_doc.asplsvmbol=8/2013/337 (accessed January 11, 2016).

“~North Korean Spy Jailed in Sex-for-Secrets Case.” NBC, October 15, 2008.
httpdiwww nbenews.com/id/27192149/ns/world_news-asia_pacitic/t/north-korean-spy-iailed-sex-for-secrets-case/
(accessed January 11, 2016).
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No U.S. Sanctions for Human Rights Violations. Yet, the Obama Administration has taken no
action nearly two years after the U.N. Commission of Inquiry concluded in February 2014 that
Pyongyang had committed human rights violations so egregious as to qualify as crimes against
humanity. In March 2015, the Obama Administration expressed “deep concern,” and in April
2015, the State Department vowed it was “reviewing options” over North Korean human rights
violations. In December 2015, U.S. Ambassador to the U.N. vowed, “We are documenting your
crimes, and one day you will be judged for them »*

To date, the United States has targeted zero—yes, zero—North Korean entities for human rights
violations. By contrast, the U.S. has targeted Zimbabwe, Congo, and Burma for human rights
violations. Washington sanctioned by name the presidents of Zimbabwe and Belarus but has yet
to name Kim Jong-un or the heads of any of the North Korean organizations listed by the UN.
Commission of Inquiry report.

Sanctions: An Important and Variable Component of Foreign Policy

Sanctions™ are punitive measures intended to deter, coerce, and compel changes in another
country’s policy and behavior. During the past decade, the U.S. government adopted a more
effective financial strategy against rogue regimes. Washington now uses targeted financial
measures against regimes and violators and not the citizens of a country.

An effective sanctions strategy is based on several key precepts:

1. Even the most isolated regime has to move its money across borders;

2. Because the U.S. dollar is the principal reserve and trading currency around the world,
almost all international transactions are denominated in dollars which must go through
the U.S. financial system; and

3. Financial institutions are driven to police themselves by aversion to reputational risk and
exclusion from the U.S. financial system, which provides Washington with very strong
leverage against rogue regimes.

Critics of coercive financial pressure question its effectiveness because they have not yet forced
Pyongyang to abandon its nuclear and missile programs, but neither did repeated bilateral and
multilateral negotiations or unconditional engagement. Adopting such a narrow viewpoint
overlooks the multifaceted utility of sanctions, which:

1. Show resolve to enforce international agreements and send a strong signal to other
nuclear aspirants. If laws are not enforced and defended, they cease to have value.

2. Impose a heavy penalty on violators to demonstrate that there are consequences for

defying international agreements and transgressing the law.

Constrain North Korea’s ability to acquire the components, technology, and finances to

augment and expand its arsenal.

4. Impede North Korean nuclear, missile, and conventional arms proliferation. Targeted
financial and regulatory measures increase both the risk and the operating costs of North
Korea’s continued violations of Security Council resolutions and international law.

(95}

2« Ambassador Power on Human Rights in North Korea,™ U.S. Mission to the U.N., December 11, 2015,
Ttp:/fusun state. gov/highlights/7036 (accessed January 11, 2016).

“*For the purposes of this paper, the terms sanctions, targeted financial or regulatory measures, and coercive
Sfinancial pressure will be used interchangeably, although there are some technical differences among them.
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5. In conjunction with other policy tools, seek to modify North Korean behavior.
Six Myths About North Korean Sanctions

Myth 1. The U.S. and other nations face a policy choice between sanctions or engagement.
Sanctions and diplomatic engagement are most effective when integrated into a comprehensive
strategy that engages all of the instruments of national power, including diplomatic, information,
military, and economic. No tool is meant to be used in isolation. Not fully utilizing any element
of national power reduces the effectiveness of U.S. foreign policy.

When debating the efficacy of sanctions, it is important to recognize that diplomatic engagement
has failed to curtail North Korea’s two nuclear programs. Pyongyang violated each of the four
international agreements it signed to never pursue nuclear weapons programs. Four subsequent
agreements to abandon the weapons it promised never to build also collapsed. Over a 20-year
period, the international community has pursued two-party, three-party, four-party and six-party
negotiations—all have failed.

Myth 2. Sanctions cannot affect an isolated country like North Korea. When people hear of
sanctions, they usually think of trade sanctions, i.e., refusing to allow trade. But it also includes
targeted financial measures which are directed against specific entities that violate U.S. laws, It
exploits their need to access the global financial network. Even the most isolated regime,
criminal organization, or terrorist group is tied to the global financial order. Dirty money
eventually has to cross borders.

The vast majority of all international financial transactions are denominated in U.S. dollars. And
every dollar-denominated transaction anywhere in the world must go through a U.S. Treasury
Department—regulated bank in the United States. That means, money sent from Australia to
London or from Macau to Pyongyang goes through New York.

This gives the U.S. government tremendous power and leverage. For banks and businesses, there
are catastrophic risks to facilitating illicit transactions. A British bank was fined $2 billion for
money-laundering and sanctions violations, including financial dealings with Iran, and a French
bank was fined $9 billion for processing banned transactions with Sudan, Iran, and Cuba.

Beyond having to pay fines and having assets frozen or seized, financial institutions can be
designated as a “money-laundering concern” and denied access to the U.S. financial system.
Given the centrality of the U.S. financial system to the international system, that would be the
kiss of death for any financial institution and it would be shunned by every other financial
institution.

Myth 3. North Korea is the most heavily sanctioned country in the world.” President Obama
claims North Korea “is the most isolated, the most sanctioned, the most cut-off nation on Earth.”
That is simply not true. The U.S., the European Union, and the U.N. imposed far more pervasive
and compelling measures against Iran than North Korea. Unilaterally, the United States has:

*Tam indebted to my colleague, Joshua Stanton, author of Arsenal of Terror: North Korea, State Sponsor of
Terrorism, for many of these comparisons.
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o Targeted far fewer North Korean entities than those of the Balkans, Burma, Cuba, Iran,
and Zimbabwe. The U.S. has sanctioned more than twice as many Zimbabwean entities
than it has North Korean entities.

e Designated Iran and Burma as primary money-laundering concerns under Section 311 of
the Patriot Act, but not North Korea, which counterfeits our currency.

e Targeted Burma, Congo, and Zimbabwe for human rights violations, and sanctioned by
name the presidents of Belarus and Zimbabwe, but not yet sanctioned a single North
Korean entity for human rights violations even two years after the U.N. Commission of
Inquiry declared Pyongyang had committed crimes against humanity.

o Frozen the assets of Syrian,”® Iranian,”” Sudanese,”® and Burundian® (but not North
Korean) officials for human rights violations.

o Designated Iran and Syria as state sponsors of terrorism, but not North Korea.

o Frozen the assets of Iranian®® and Syrian31 (but not North Korean) officials and entities
for censorship, and fined the enablers of censorship in Sudan, Iran, and Syria (but not
North Korea).*?

e Frozen the assets of nearly all of the leaders of Belarus™ and Zimbabwe** (but not North
Korea) for undermining democratic processes or institutions.

e Sanctioned the Islamic Republic of Iran Broadcasting service and its director of news
services for “censorship or other activities that limit the freedom of expression,” but has
not sancﬂoglgd the Korean Central News Agency, the Rodong Sinmun, or Korea Central
Television.’

*Executive Order 13606, “Blocking the Property and Suspending Entry Into the United States of Certain Persons
With Respect to Grave Human Rights Abuses by the Governments of Iran and Syria via Information Technology.”
April 22, 2012, bitps//Www . Teasuty, gov/Aesource -center/ sanctions/ Crogmrams/Docusments/ 1 3606, pdf (accessed
January 11, 2016).
*Executive Order 13533 -- Designating Iranian Officials Responsible for or Complicit in Serious Human Rights
Abuscs,” Seplember 29, 2010, higps://www. whitchouse. gov/ihe-press-oflice/2010/09/2%/exccutive-order-13533-
designating-iranian-officials-responsible-or-comp] (accessed Januvary 11, 2016).
*-Executive Order 13412—Blocking Property and Prohibiting Transactions With the Government of Sudan,”
October 17. 20006, hitps://www lrcasury. gov/resource-conicr/sanctions/documents/ 13412 pdf (accessed January 11,
2016).
F+Obama Sanctions Burundi (but not North Korea) for Human Rights Violations,” One Free Korea, November 29.
2015, hiip://freckorea us/2015/11/29/cbarma-sanctions-burundi-but-not-norib-korea-for-buman-rights-viclations/
(accessed January 11, 2016).
*Treasury Designates Iranian Ministry of Intelligence and Security for Human Rights Abuses and Support for
Terrorism,” February 16, 2012, https://swww treasuey, gov/press-center/press-releascs/Pages/tg 1 424.aspx (aeccssed
Januarv 11, 2016).
*'Executive Order 13606, op. cil.
*Obama Sanctions Syria’s Russian Enablers (but not North Korca's Chincsc Enablers),” One Free Korea,
December 2, 2015, http/freckoreaus/2015/12/02/cbama-sanctions-svrias~russian-e pablers-but-not-north-koreas-
chines blers/ ssed 11,2010,

locking Property of Certain Persons Undermining Democratic Processes or Institutions in

*Exccutive Order,

2015 T

*“Exccutive Order 13288—Blocking Property of Persons Undermining Democratic Processes or Institutions in

»Obama Sanctions Enablers of Censorship in Iran. Sudan & Syria (but not North Korea),” One Free Korea,
November 30, 2013, http:/reckarea.us/2015/11/30/gbama-sanctions-enablers-of-censorship-in-iran-sudan-svria-
but-not-north-korea/ (accessed Jamary 11. 2016).
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e Sanctioned Burmese officials for buying arms from North Korea, but no senior North
Korean officials for selling them.*

e In response to the Russian invasion of Ukraine, the U.S. sanctioned 16 people for being
Russian ofticials®” and froze the assets of Russian®® (but not North Korean) officials and
financiers for aggression against a neighboring country.

Myth 4. There is nothing more the U.S. can impose on North Korea. The U.S. has pursued a
policy in which it incrementally increases punishments on Pyongyang for its repeated defiance of
the international community. After he left office, former Assistant Secretary of State Kurt
Campbell commented, “1 thought North Korea was the most sanctioned country in the world, but
1 was (proven) wrong.... Myanmar is sanctioned about 10 times (more than) North Korea. ... It
would be possible for us to put more financial pressure on North Korea.... We can make life
much more difficult through financial sanctions on North Korea.”*’

Other Obama Administration officials have acknowledged that there is far more that could be
done. In 2009, the State Department’s sanctions czar commented that the Administration was
considering additional measures against North Korea. U.S. Six-Party Talks negotiator Glynn
Davies said in 2013, “I think that there are always more sanctions we could put in place if
needed.”*® In March 2013, despite North Korea’s repeated violations of UN. resolutions, a State
Department official commented that there was still room to increase sanctions on North Korea:
“[W]e haven’t maxed out, there is headroom.”

President Barack Obama promised in 2013 a “significant, serious enforcement of sanctions.”** In
April 2014, President Obama declared the U.S. would consider “further sanctions that have even
more bite.”* Several years ago, a U.S. official privately commented that Washington was
considering a “list of blood curdling sanctions.”

In May 2015, Secretary of State Kerry declared international intent to “increase the pressure and

s

“Executive Order 13619 Blocking Property of Persons Threatening the Peace. Security, or Stability of Burma ™
July 11, 2012, https:/iwww treasury. gov/nesonrce-center/sanctions/Prograrss/Documents/ 13619 pdf (accessed
News release, “Treasury Sanctions Russian Officials, Members of the Russian Leadership’s Tnner Circle, and an
Entity for Involvement in the Situation in Ukraine,” March 20, 2014, https:/www. treasury. gov/press-center/press-
redeascs/Pages/ii?333 1 aspx (accessed January 11, 2016),
*“Executive Order 13662—Blocking Property of Additional Persons Contributing to the Situation in Ukraine,”
March 24, 2014, https./fwww treasiry gov/resomce-center/sanctions/Programs/Documents/ukraine o3 pdf
(accessed January 11, 2016).

»<1J.S. Needs to Toughen Sanctions on Recalcitrant N. Korea: Campbell,” Yonhap, September 26, 2014.

“Glyn Davies, Special Representalive for North Korea Policy, “Remarks o Press at Ministry of Foreign AlTairs,”
Tokyo, Japan, November 25, 2013, http://www.state. gov/p/cap/ils/roe/2013/1 1/2 18034 tm (accessed January 11,
2016).

"' Adrian Croft, “U.S. Wants EU to Put North Korean Bank on Sanctions List,” Reuters, March 25, 2013,
hitp://www reuters.com/article/2013/03/25/us-korea-north-cu-idUSBRE9200TU20130325 (accessed January 11,
2016).

"*Remarks by President Obama and President Lee of the Republic of Korea in Joint Press Availability,” The White
Housc, Junc 16, 2009, biips://www.whitchousc. sov/the-press-office/remrks-~-presidenti-obama-nnd-presideni-lec-
republic-korea-jcint-press-availability (accessed January 11, 2016).

“President Obama Holds a Press Conference with President Park of the Republic of Korea.” April 25. 2014, The
White House, https:/fwww. whitehouse. gov/photos-and-video/video/ 201 4/04/2 3/president-obama-s-holds-press-
conference-president-park-republic-k (accessed Jamary 11, 2016).
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increase the potential of either sanctions or other means” to alter Kim Jong-un’s behavior. In
September 2015, Secretary Kerry warned of “severe consequences” if North Korea “refuses to
live up to its international obligations.”*

Myth 5. Sanctions do not work. Tougher measures were effective when applied. In 2005, the
U.S. designated Banco Delta Asia (BDA) as a money-laundering concern® for facilitating North
Korean illicit activities and banned all U.S. financial institutions from dealing with the Macau
bank. The U.S. Department of the Treasury also considered implementing similar measures
against other, larger banks, including the Macao branch of the Bank of China, against which it
had “voluminous” evidence. However, the Bush Administration reportedly refrained to “avoid
excessive damage to the financial system of Macao and a resultant clash with China.”*®

North Korea was shunned by the international financial system due to the cumulative effect of
the action, the clear signal that Washington would belatedly begin enforcing its laws, and a series
of sub rosa meetings by U.S. officials throughout Asia. Two dozen financial institutions
voluntarily cut back or terminated their business with North Korea, including institutions in
China, Japan, Vietnam, Mongolia, and Singapore.47 BDA targeted financial measures showed the
efficacy of economic pressure tactics on North Korea. A North Korean negotiator admitted to a
senior White House official, “You finally found a way to hurt us.”*

At the time, critics derided the BDA law enforcement initiative as a neoconservative attempt to
undermine the six-party nuclear negotiations. Yet senior Obama Administration officials
privately characterized the initiative as having been “very effective” and argued that President
George Bush’s decision to rescind it was “a mistake that eased pressure on Pyongyang before it
took irreversible steps to dismantle its nuclear program.”49 The Obama Administration now
“hopes to recreate the financial pressure that North Korea endured back in 2005 when [the
United States] took the action against Banco Delta Asia.”™*

Myth 6. China would never go along with targeted financial measures. China has shown
itself to be part of the problem rather than part of the solution by turning a blind eye to North
Korean proliferation crossing China and not fully implementing U N. measures. But as former
Treasury Department official Juan Zarate commented in his book Zreasury’s War, the U.S.

“*Kerry Warns N.Korea of ‘Severe Consequences’ over Nukes,” The Chosun Ilbo, September 18, 2015.
“*Under the Patriot Act, § 311, 31 U.S. Code § 5318A.

“Donald Greenlees and David Lague, “The Money Trail That Linked North Korea to Macao,” The New York
Times, April 11, 2007, http://www.nytimes.com/2007/04/11/world/asia/I lend-macao html?_r=0 (accessed Jannary
12, 2016.

“Danicl L. Glaser, testimony before the Committee on Banking, Housing, and Urban Affairs, U.S. Scnatc,
September 12, 2006,

hitp:/www banking senate. gov/publicdindex chinTFuse Action=Files View& FileStore id=dedndb43-d225-4a22-
#eod-2134cbeo Ided (accessed January 11, 2016).

*Tuan Zarate, Treasury’s War: The Unleashing of a New Era of Financial Warfare (New York: Public Affairs,
2013).

®Tay Solomon, “U.S, Pursucs Financial Leverage over North Korea,” The Hall Street Journal, July 1, 2009,
http:/fonline. wsi.com/article/SB 124632 10668677 1095, htmd (accessed January 11, 2016).

*Margaret Brenan, “U.S. Urges Nations to Cut North Korea’s Financial Link.” CBS News, April 5, 2013,
hup/fwebeache googlensercontent.conysearchi’g=cache:n3xFhUvetOA T www.chsnews.con8301-202 142~
375782 10/ s-urges-nations-to-cut-northi-koreas-financisi-link (accessed January 11. 2016).
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action on Banco Delta Asia compelled Chinese banks to make a choice—appear legitimate by
scrutinizing North Korean illicit financial activity in their banks, or risk becoming a financial
rogue and losing access to the U.S. financial system.

As Zarate points out, it became apparent that Chinese financial entities could be persuaded to
follow the U.S. Treasury’s lead and act against their government’s own stated foreign policy and
political interests.

Hitting the Snooze Bar on North Korean Sanctions

While implementing new sanctions measures is important, fully implementing and enforcing
already existing far-reaching measures is as important, if not more critical. For years, the Obama
Administration has vowed that it is contemplating additional sanctions measures but instead
pursued a policy of timid incrementalism. Strong vows to act resolutely were not backed up by
strong actions.

Unilateral U.S. actions against Tran, combined with diplomatic pressure, led other nations to
impose their own financial and regulatory measures against Tehran. Collectively, the
international sanctions isolated Tran from the international banking system, targeted critical
Iranian economic sectors, and forced countries to restrict purchases of Iranian oil and gas,
Tehran’s largest export.

Just as strong measures induced Tran back to the negotiating table, more robust measures are
needed to leverage North Korea. The United States should use its action against Iran as a model
for imposing the same severity of targeted financial measures against North Korea.

However, by instead pulling our legal punches but always promising to be tougher “the next
time,” Washington squandered the opportunity to more effectively impede progress on North
Korea’s nuclear and missile programs and coerce compliance with UN. resolutions. The
collective international finger-wagging and promises to be tougher the next time have allowed
North Korea additional years to develop and refine its nuclear weapons and the means to deliver
them. Pyongyang feels that its own strategic patience policy can outlast that of the United States.

Washington should no longer hold some sanctions in abeyance, to be rolled out after the next
North Korean violation or provocation. There will be little change until North Korea feels pain
and China feels concern over the consequences of Pyongyang’s actions and its own
obstructionism. The U.S. needs to sharpen the choices for North Korea by raising the risk and
cost for those violating laws and resolutions and who have been willing so far to facilitate North
Korea’s prohibited programs and illicit activities.

U.S. actions can have ripple effects by altering the cost-benefit analysis of those engaging with
North Korean shady entities as well as induce other nations to duplicate American law
enforcement actions.

What Should Be Done
The United States should increase punitive measures against North Korea, including enhancing
sanctions to the same degree as they have been applied against other rogue regimes.
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In the UN,, the U.S. should press the Security Council to:

o Close loopholes in Resolution 2094, such as including Article 42 of Chapter VII of the
U.N. Charter, which allows for enforcement by military means. This would authorize
naval ships to intercept, board, and inspect North Korean ships suspected of transporting
precluded nuclear, missile, and conventional arms, components, or technology.

o Adopt a more comprehensive list of prohibited items and materials. The U.N.
Experts Group identified several items and materials critical to Pyongyang’s nuclear
programs that should be—but have not been—added to the list of products banned for
transfer to North Korea. These include maraging steel, frequency changers (also known
as converters or inverters), high-strength aluminum alloy, filament winding machines,
ting magnets, and semi-hard magnetic alloys in thin strip form.*'

» Consider constraining trade of major North Korean imports and exports. The U.S.
should apply sanctions similar to those imposed on significant lranian imports and
exports. The U.S. should also restrict North Korean energy imports and the export of
North Korean resources. U.S. law restricts access to the U.S. financial system by foreign
companies and banks if they do business with Iran’s energy sector or process petroleum
transactions with Iran’s central bank.

The United States should unilaterally:

o Designate North Korea as a primary money-laundering concern. In 2002, 2004, and
2011, the U.S. Treasury designated Ukraine, Burma, and Iran, respectively, as
“jurisdiction[s] of primary money laundering concern.”**

e Ban North Korean financial institutions’ correspondent accounts™ in the United
States. Designating North Korea as a money-laundering concern would prohibit North
Korea from “the opening or maintaining in the United States of a correspondent account
or payable-through account by any domestic financial institution or domestic financial
agency for or on behalf of a foreign banking institution.”™*

e Publicly identify and sanction all foreign companies, financial institutions, and
governments assisting North Korea’s nuclear and missile programs. Executive
Orders 13382 and 13551 enable targeted financial and regulatory measures, including
freezing of assets, against any entity suspected of helping North Korean nuclear, missile,
and conventional arms; criminal activities; money laundering; or import of luxury goods.

S'UN. Pancl of Experts, “Report of the Pancl of Experts Established Pursuant to Resolution 1874 (2009),”
http://www.ncnk.org/resources/publications/UN-Panel-of-Experts-Report-May-201 1.pdf/.

*U.S. Department of the Treasury, “Imposition of Special Measures Against Burma,” April 2, 2004, Federal
Register, Vol. 69, No. 70 (April 12, 2004), pp. 19093-19098,

Sheet: New Sanctions on Irain.” U.S. Department of the Treasury, November 21, 2011,

hup:www.reasury. sov/press-cenier/press-reieases/Pages/ipl 367.aspx (accessed January 11, 2016).

““Foreign financial institutions maintain accounts at U.S. banks to gain access to the U.S. financial system and to
take advantage of services and products that may not be available in the foreign financial institution’s jurisdiction.”
Fedceral Financial Institutions Examination Council, Bank Sccrecy Act/Anti-Money Laundering InfoBase, s.v.,
“Correspondent Accounts (Foreign)—Overview,”

butprwww fisc gov/bsa and infobase/pages mamal/OLM 047 bt (accessed January 11, 2016).

*U S. Department of the Treasury, Financial Crimes Enforcement Network, “Section 311—Special Measures,”
htiprwww fincen gov/statutes_regs/patrotsection3 1l bitml (accessed Jamuary 11. 2016).
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The U.S. should call on foreign banks, businesses, and governments to reciprocate U.S.
actions against North Korean and foreign violators.

¢ Impose third-party sanctions. The U.S. should penalize entities, particularly Chinese
financial institutions and businesses, that trade with those on the sanctions list or export
prohibited items. The U.S. should also ban financial institutions that conduct business
with North Korea from conducting business in the United States.™

e Compel the removal of North Korea from SWIFT financial transfers. The Obama
Administration and European Union pressured the Belgian-based Society for Worldwide
Interbank Financial Telecommunication (SWIFT) to disconnect sanctioned Iranian banks
in 2012. The system is the world hub for electronic financial transactions.

e Urge the European Union and other countries to sever ties with North Korea’s
Foreign Trade Bank. The Foreign Trade Bank, North Korea’s main financial portal for
international trade, was blacklisted by the U.S. and China in 2013 for facilitating North
Korean nuclear and missile proliferation.

e Target the North Korean government writ large, not just individuals or
departments. The U.S. determined in Executive Order 13551 that the North Korean
government itself was involved in illicit and deceptive activities.™®

¢ Formally charge North Korea as a currency counterfeiter. U.S. officials have
repeatedly declared that North Korea is counterfeiting U.S. currency.” Under
international law, counterfeiting of a country’s currency “qualifies as a proxy attack on its
national integrity and sovereignty—and a causus belli to justify self-defense.”>®

e Return North Korea to the state sponsors of terrorism list. Inclusion on the list
requires the U.S. government to oppose loans by international financial institutions, such
as the World Bank, International Monetary Fund, and Asian Development Bank.*

¢ Tighten maritime counterproliferation. The U.S. should target shipping companies and
airlines caught proliferating such as Air Koryo. If they are state-owned, the U.S. should
sanction the relevant government ministry. Sanctions have been applied against the
Islamic Republic of Iran Shipping Line and Iran Air.

e Enhance U.S. inspection of shipping companies transiting ports that consistently fail
to inspect North Korean cargo. Any vessel or aircraft that has transported prohibited
North Korean items should be seized upon entering U.S. jurisdiction.

*Exceutive Order 13551 applics U.S. sanctions to anyonc who has assisted “any person whosc property and
interests in property are blocked pursuant to this order.” Barack Obama, “Blocking Property of Certain Persons with
Respect to North Korea,” Executive Order 13551, § 1{a)(ii) (E). http//www.whitehouse, gov/the-press-
oftice/2010/08/30/cxccutive-order-president-hiocking-nroperty-contai n-versons-with-respect (accessed Januvary 11,
2016).

*Executive Order 13551 concludes by “finding that the continued actions and policies of (he Government of North
Korca, [including] its illicit and deceptive activitics in international markets through which it obtains financial and
other support, including money laundering, the counterfeiting of goods and currency. bulk cash smuggling, and
narcotics trafficking...constitute an unusval and extraordinary threat to the national security, foreign policy, and
cconomy of the United States.” Toid. (cmphasis added).

“Phillip Crowley, daily press briefing, U.S. Department of State, August 2, 2010,

http/fwww state gov/ypa/prs/dpb/2010/08/14349 1 It (accessed Janmary 11, 2016).

*Zaralc, Treasury’s War.

Section 1621, “Opposition to Assistance by International Financial Tnstitutions to Terrorist States,” International
Financial Institutions Act (Public Law 95-118), as cited in Mark E. Manyin, “North Korea: Back on the Terrorism

uploads/DPRIC-back-on-terrorism-list. pdf (accessed January 11. 2016).
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¢ Implement sanctions for human rights violations. Impose targeted financial measures
against all North Korean entities—and their leadership—identified by the commission
and then call upon other nations to take commensurate action.

o Publicly highlight Chinese obstructionism to addressing North Korea’s heinous human
rights abuses and Beijing’s complicity through forced repatriation of refugees in violation
of several international accords.

¢ Fully fu