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CLOSING THE TALENT GAP IN FEDERAL IT

Thursday, September 22, 2016

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON INFORMATION TECHNOLOGY,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,
Washington, D.C.

The subcommittee met, pursuant to call, at 3:27 p.m., in Room
2154, Rayburn House Office Building, Hon. Will Hurd [chairman of
the subcommittee] presiding.

Present: Representatives Hurd, Kelly, and Connolly.

Mr. HURD. The Subcommittee on Information Technology will
come to order. And without objection, the chair is authorized to de-
clare a recess at any time.

We are going to be a little pressed for time today. We are going
to have a hard stop before votes come out. And so with that, I am
going to submit my opening statement for the record so that we
can get to the reason why we are here, and that is to talk to our
great panel that we have today.

Mr. HURD. And I am going to hold the record open for five legis-
lative days for any members who would like to submit a written
statement.

I want to recognize our panel of witnesses. I am pleased to wel-
come Dr. Joan Ferrini-Mundy, the assistant director of Education
and Human Resources at the National Science Foundation; Mr.
Scott Montgomery, vice president and chief technical strategist at
Intel Security; Mr. Gene Bowman executive director of Alamo
Academies and from my hometown of San Antonio; and Emile
Cambry, the founder of BLUE1647.

And welcome to you all. And pursuant to committee rules, all
witnesses will be sworn in before they testify. So please rise and
raise your right hands.

[Witnesses sworn.]

Mr. HURD. Thank you. Please be seated.

Let the record reflect the witnesses answered in the affirmative.

And in order to allow time for discussion, please limit your testi-
mony to five minutes, and your entire written statement will be
part of the record.

And again, thank you for being here on such an important issue
of closing the talent gap in Federal IT. In my 21 months, this is
the one thing I have heard consistently as a problem not only in
the government but in the private sector, and it is great to have
such a distinguished panel here to talk about this and also advo-
cate some ways that we can help work together and solve this prob-
lem.

o))
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And with that, I would like to recognize Dr. Ferrini-Mundy for
your opening remarks.

WINTNESS STATEMENTS

STATEMENT OF JOAN FERRINI-MUNDY

Ms. FERRINI-MUNDY. Good afternoon, Chairman Hurd, Ranking
Member Kelly, and other distinguished members of the Sub-
committee on Information Technology. My name is Joan Ferrini-
Mundy, and I'm the National Science Foundation’s assistant direc-
tor for Education and Human Resources. Thank you so much for
the opportunity to testify before you today on this critical topic for
our nation, the preparation of a workforce to provide our nation’s
cybersecurity.

The directorate that I lead has a unique and crucial mission at
a science agency within the Federal Government; that is, sup-
porting the preparation of a diverse, globally competent science,
technology, engineering, and mathematics—or STEM-—workforce
and a STEM-literate citizenry. We do this by providing grants to
research and education organizations and institutions across the
country to support innovation in STEM education to build capacity
in STEM education for diverse students and to do research and
evaluation of those efforts.

Our funding supports both formal education and education out-
side the formal system, for example, work in museums, public tele-
vision programming, and other public engagement. And in addi-
tion, we fund very important programs for scholarships and fellow-
ships.

Our education investments are closely related to the National
Science Foundation’s research investments, particularly in the area
of secure and trustworthy computing where we fund leading re-
searchers in cybersecurity areas from cryptanalysis to cyber phys-
ical systems to social networking and more.

Today, I'll focus on just a few of the NSF programs that help to
build the Nation’s workforce for information technology and
cybersecurity. Specifically, NSF’s CyberCorps Scholarship for Serv-
ice, or SFS program, was launched in 2001. We coordinate closely
with the Office of Personnel Management and with the Department
of Homeland Security to continue to recruit and educate the next
generation of cybersecurity professionals broadly defined.

SFS makes awards to institutions of higher education to provide
scholarships to undergraduate and graduate students in strong
academic programs in cybersecurity and to develop and enhance
those cybersecurity programs so that they can remain at the cut-
ting edge and of the highest quality.

Students may be supported for up to three years, and in return,
they agree to take cybersecurity positions in local, State, tribal, or
Federal Government for the same duration as their scholarships.

To date, the overall placement in cybersecurity-related positions
for SFS graduates in government is 94 percent. As of last month,
there were 62 active SF'S institutions, nearly 3,000 scholarship re-
cipients over the 16 years of the program, over 2,000 graduates,
and over 600 current scholarship-holders.



3

NSF’s Advanced Technological Education, or ATE, program also
has a very strong presence in information technology and
cybersecurity education. That program makes competitive awards
to community colleges that partner with other academic institu-
tions and with local industry to education science and engineering
students for technician positions. These are students at the under-
graduate and secondary school levels. ATE funds comprehensive
centers which may have either a national or regional focus, and
currently, they are supporting six large cybersecurity-focused cen-
ters that serve the entire nation.

NSF also supports the development of a high technology work-
force for the Nation at the undergraduate and graduate levels
through several other programs, including the Research Experi-
ences for Undergraduates program, which offers intensive summer
research experiences in all areas of STEM, including cybersecurity.

Taking a longer view, NSF aims to fund projects that inspire K-
through-12 students to consider high technology and cybersecurity
careers. The SFS program has partnered with the National Secu-
rity Agency to offer summer camps for K-through-12 students and
teachers to build the pipeline.

And to help provide better access to computer science at the K-
through-12 level, NSF has taken on a leading role in the Computer
Science for All initiative with a commitment of $120 million over
the next five years. Introduction to computational thinking and to
elements of computer science at the K-through-12 level can help
lay groundwork for the wider range of career choices later on.

Finally, NSF partners with other Federal agencies in
cybersecurity education through the activities of the National
Science and Technology Council Committee on STEM Education,
the National Initiative for Cybersecurity Education, and the
Cybersecurity National Action Plan.

Thank you so much for the opportunity to testify today on a topic
that we at the NSF see as critical for our nation’s future. I will be
pleased to answer any questions that you and the other members
of the committee may have.

[Prepared statement of Ms. Ferrini-Mundy follows:]
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“Closing the Talent Gap in Federal Information Technology”

Good afternoon, Chairman Hurd, Ranking Member Kelly, and other distinguished members of the
Subcommittee. My name is Joan Ferrini-Mundy and | am the National Science Foundation’s Assistant
Director overseeing Education and Human Resources (EHR). | appreciate the opportunity to testify
before you today.

The mission of NSF is “to promote the progress of science; to advance the national health, prosperity
and welfare; [and] to secure the national defense...” NSF has a longstanding commitment to supporting
research that drives scientific discovery, maintains America’s global competitiveness, and builds the
modern workforce that is critical for addressing the complex challenges that face the Nation. Within
NSF, the mission of the EHR directorate is to provide the research foundation to develop a science,
technology, engineering, and mathematics {STEM)-literate public and a diverse STEM workforce ready to
lead science, engineering, and innovation for the future. Several NSF-supported programs have a key
role in closing the talent gap in Federal information technology, and in the information technology (IT)
workforce more generally. Here | highlight the NSF's CyberCorps®: Scholarship for Service {SFS} and
Advanced Technological Education (ATE) programs in detail, and mention several other areas of
investment that are critical to the development of the high-tech STEM workforce. 1 also will address
NSF’s contribution toward engaging, encouraging, and supporting a longer-term solution to the need for
a larger and well-prepared Federal and national IT workforce of the future. Finally, | will briefly describe
NSF's broader collaborations across the Federal government in the area of cybersecurity education.
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The Cybersecurity Challenge and Preparation of Tomorrow’s STEM Workforce
Advances in information technology {IT) have transformed all of our lives, enhancing our
communications, expanding our capabilities, improving quality and personalization in a variety of
sectors, and creating new economic and social opportunities. Every aspect of society has been
transformed by the IT revolution, which is critical to national priorities in commerce, education, financial
services, healthcare, manufacturing, and defense. Yet those same advances come with vulnerabilities:
we hear all too often about cybersecurity breaches in government as well as major consumer
companies, often impacting our own personal data. These incidents have increased a demand for
cybersecurity professionals that far exceeds the supply. According to a report by the RAND Corporation
in 2014, reports from numerous sources agree that there is a shortage of cybersecurity professionals
and it is more pronounced for the federal government.

More broadly, as more recent innovations in IT such as machine learning, big data, artificial intelligence,
sensor and instrumental technologies, the internet of Things {loT), and robotics shape daily life,
education, and the workplace, NSF programs for the preparation of the computer science and STEM
workforce play a key role in preparing the cybersecurity workforce of tomorrow, and also more
generally a diverse STEM workforce that will be ready for leadership and innovation in data-rich and
technology-enabled science, technology and engineering fields.

t will highlight briefly key programs at NSF for preparation of the cybersecurity workforce.

The CyberCorps®: Scholarship for Service Program

The CyberCorps®: Scholarship for Service {SFS)? program aims to develop a well-educated cybersecurity
workforce for the government through engagement with educators {colleges and universities) and the
target employers {government agencies). This program, originally named the Federal Cyber Service: SFS
Program, was created as a result of a May 1998 Presidential Decision Directive (PDD-63)* which
described a strategy for cooperative efforts by the government and the private sector to protect
physical and cyber-based systems. in January 2000, a Presidential Executive Order defined the National
Plan for Information Systems Protection®, which included the Federal Cyber Services training and
education initiative and the creation of a SFS program. More recently, The Cybersecurity Enhancement
Act of 2014 (Public Law No. 113-274) directed NSF, in coordination with the U.S. Office of Personnel
Management {OPM) and the U.S. Department of Homeland Security (DHS), to continue the SFS program
to recruit and educate the next generation of information technology professionals, industrial control
system security professionals, and security managers to meet the needs of the cybersecurity mission for
Federal, state, local, and tribal governments.

The SFS program funds institutions of higher education, on the basis of their proposals to the NSF
competitive merit review system, to develop and enhance cybersecurity education programs and
curricula and to provide scholarships to undergraduate and graduate students in strong academic
programs in cybersecurity. The institutions must present a clear proposal for why their program is of
high quality for the preparation of cybersecurity professionals, at the level of the National Security
Agency {NSA) and DHS National Centers of Academic Excellence criteria. The students receiving
scholarships must be U.S. citizens or lawful permanent residents of the US and must be able to meet the

* http://www.rand.org/pubs/research_reports/RR430.htmi

2 https://www.nsf.gov/funding/pgm_summ.jsp?pims id=504991
* http://fas.orgf/irpfoffdocs/pdd/pdd-63 htm

4 https;//fas.org/irp/offdocs/pdd/CIP-plan.pdf
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eligibility and selection criteria for government employment. Students can be supported on
scholarships for up to three years, and in return, they agree to take government cybersecurity positions
for the same duration as their scholarships. The government agencies eligible for job placement include
Federal, state, local, or tribal governments. To assist both agencies and students in forging good
matches, the NSF program requires a summer internship at a Federal agency. NSF also partners with
OPM to host an annual job fair for SFS students and prospective Federal employers.

The SFS program aims for a 100 percent placement rate in government cybersecurity-related positions.
The placement rates for the 2013 and 2014 graduating classes were 97 percent and 95 percent,
respectively. The placements for the 2015 graduating class are not yet complete but at present 92
percent have been piaced. The overall placement rate of SFS graduates in government is 94 percent. As
of August 2016, there were 62 active SFS institutions, 2909 scholarship recipients, 2213 graduates and
612 current students. SFS scholarship recipients have been placed in internships and full-time positions
in more than 140 Federal departments, agencies, and branches, including the NSA, DHS, Central
intelligence Agency (CIA), and U.S. Department of Justice {DOJ), along with state, local, and tribal
governments.

The programmatic aspects of SFS represent forward-looking thinking in terms of what are the most
effective means of preparation for cybersecurity professionals. As part of a broad education including
computer science, SFS-funded programs incorporate emphases on data science, computer systems
architecture, analytics and algorithms, statistics, engineering, social and behavioral sciences, and
business and information science.

1 would like to highlight the fact that the University of Texas at San Antonio (UTSA) successfully
competed for an NSF SFS award, and over the course of six years, UTSA has provided scholarships to
support 22 cybersecurity students. Of the students who have graduated from UTSA, all are reported to
continue to be employed by the Federal government with the exception of two who deferred their
government service commitment in order to obtain graduate degrees. UTSA is a Hispanic-Serving
Institution {HS1) with more than 58 percent of its students coming from groups underrepresented in
higher education. UTSA is just one example of how the SFS program is helping to increase the pool of
well-prepared cybersecurity professionals for the Nation by recruiting students, including those from
underrepresented groups, into cybersecurity and information technology careers.

Other established SFS projects are in place throughout the nation. For example, the SFS project at the
New Mexico Institute of Mining and Technology provides practical, hands-on applications of
cybersecurity coordinated among several academic departments. Research projects are integrated into
advanced courses to enhance problem-solving skills. An underlying curriculum principle is to integrate
cybersecurity context into all core computer science and engineering and IT courses.

At Carnegie Mellon University, which offers master’s level work in cybersecurity, the SFS project
features cutting-edge project-based coursework and requires a course in ethics and a project in
cybersecurity. The SFS project at the University of Arizona recruits students from throughout the state,
with a particular emphasis on recruiting and retaining underrepresented minorities. The projectis
cross-disciplinary and supports cybersecurity in its broadest definition, including information assurance,
network security, information security risk management, and security management practices. The
project contributes to meaningful curriculum development that can serve as a model for other
programs.
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At California State University, San Bernardino, most SFS students are first-generation minority students,
transferring from community colleges, often from low-income and disadvantaged backgrounds. This
project places great emphasis on ensuring that this diverse student cohort {50 percent Hispanic and 43
percent female) learns the skills required for them to successfully obtain and retain professional
employment. Representatives of the program have mentored leaders of other institutions regarding the
best practices in recruiting for diversity, placement strategies, leveraging university resources, and
project management.

An additional thrust for SFS was put forward earlier this year. The President’s Cybersecurity National
Action Plan® proposes a CyberCorps Reserve program so that SFS alumni may be available over the
course of their careers to help the Federal government respond to cybersecurity challenges. The NSF
role, as proposed in the President’s Fiscal Year (FY) 2017 Budget Request, would be to invest in “the
expansion of the SFS program to lay the groundwork for SFS program alumni to be available over the
course of their careers to serve the federal government’s response to cybersecurity challenges.” NSF is
participating in a multi-agency effort led by the Office of Management and Budget (OMB) and OPM,
along with DHS, the U.S. Department of Defense {DOD), and the U.S. Department of Energy {DOE), to
develop models for rapid deployment of cybersecurity teams in crisis situations.

A second emphasis of the SFS program is expansion of the capacity of the U.S. higher education
enterprise to prepare cybersecurity professionals who are highly qualified for a changing future. These
efforts include research on the teaching and learning of cybersecurity, done in connection with the
development of curricula, the integration of cybersecurity topics into relevant degree programs, and the
design of virtual learning laboratories. In addition NSF supports strengthening partnerships between
government and relevant employment sectors to effectively integrate applied research experiences into
cybersecurity degree programs, and to integrate data science and other emerging topics into
cybersecurity curricula.

Because the SFS program is a part of the larger cybersecurity ecosystem, SFS collaborates to stimulate
the development of the cybersecurity workforce of the future. SFS supports “Inspiring the Next
Generation of Cyber Stars” (“GenCyber”) summer camps, to seed the interest of young people in this
exciting and exploding new field, to help them learn about cybersecurity, and to learn how skills in this
area could pay off for them in the future. These overnight and day camps are available to students and
teachers at the K-12 level at no expense to them; funding is provided by NSF and NSA. A pilot project
for cybersecurity summer camps in 2014 stimutated such great interest that the GenCyber program
expanded in 2015, supporting 43 camps held on 29 university campuses in 19 states with more than
1,400 participants. In the summer of 2016, 120 camps at 68 institutions spanning 33 states, plus the
District of Columbia and Puerto Rico) engaged about 4,000 students and about 800 K-12 teachers, with
support from NSF and NSA.

The SFS program actively seeks to promote greater diversity in the cybersecurity workforce. As one
strategy, the program has supported partnerships between majority institutions with strong
cybersecurity programs and minority-serving institutions. For example, the University of North Carolina
at Charlotte collaborates with two Historically Black Colleges and Universities {HBCUs), North Carolina
A&T State University and Johnson C. Smith University, to support students earning bachelor’s, master’s,
and doctoral degrees in cybersecurity. In 2013, NSF funded the launch of the annual Women in
Cybersecurity Conference in 2013, an activity now supported by Facebook, Fidelity Investments, IBM,

* https.//www.whitehouse gov/the-press-office/2016/02/09/fact-sheet-cybersecurity-national-action-ptan
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and many other industry, government, and academic partners. Since 2014, the Women in Cybersecurity
Conference has maintained a continuing effort to recruit, retain, and advance women in cybersecurity.
It brings together women {students, faculty, researchers, and professionals) in cybersecurity from
academia and industry to share knowiedge, experience, networking, and mentoring on an annual basis.
Beyond the annual conference, Women in Cybersecurity has become a community of engagement,
encouragement and support for women in the cybersecurity field.

Advanced Technological Education

NSF's Advanced Technological Education {ATE)® program addresses the need for IT and cybersecurity
personnel at a different educational level and in a different way than SFS. With an emphasis on two-
year colleges, ATE focuses on the education of technicians for the high-technology fields that drive our
Nation’s economy, including information technology and cybersecurity. The program involves
partnerships between academic institutions and industry to promote improvement in the education of
science and engineering technicians at the undergraduate and secondary school levels.

ATE supports curriculum development; professional development of college faculty and secondary
school teachers; career pathways to two-year colleges from secondary schools and from two-year
colleges to four-year institutions; research on the improvement of the preparation of the technology
workforce, and other related activities.

The ATE program funds large, comprehensive Centers of Excellence, as well as smaller-scale, more
focused projects. These efforts may have either a national or a regional focus. The following are the
program’s major awards supporting cybersecurity education:

Advanced Cyberforensics Education (ACF) Consortium (www.cyberace.org) (Florida) involves over a
dozen institutions across Florida, Georgia, South Carolina, and North Carolina. The primary goals are to
develop and disseminate cyberforensics curricula, provide professional development for faculty
members, and create interest in cybersecurity among high school students.

Cyber Security Education Consortium (CSEC; www.cseconline.net/2014/} (Oklahoma) is a regional center
that involves over 40 two-year academic institutions in eight states {Oklahoma, Arkansas, Colorado,
Kansas, Louisiana, Missouri, Tennessee, and Texas). Over 100 faculty members offer courses based on
CSEC's core information assurance and forensics curriculum, which encompasses information assurance
principles, secure electronic commerce, network security, enterprise security management, and digital
forensics. Particular emphases are automation and control systems security and mobile-device security.

Center for Systems Security and Information Assurance [CSSIA; www.cssia.org) {Hinois) focuses on
providing faculty development and a cutting-edge virtual teaching and learning environment for
cybersecurity. CSSIA’s Faculty Development Academy has offered courses and workshops (both face-to-
face and online) for thousands of educators. CSSIA’s virtual teaching and learning environment has been
adopted by several hundred educational institutions and is also used extensively for cybersecurity
student competitions. CSSIA also leads several initiatives that encourage minorities, women, and
veterans to pursue careers in cybersecurity,

5 htip://www.nsf.gov/funding/pgm_summ.isp?pims_id=5464
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CyberWatch West (CWW; www.cyberwatchwest.org) (Washington) is a regional ATE center that focuses
on cybersecurity education and workforce development in 14 Western states. Activities include
providing model curricula, offering workshops for faculty, facilitating student participation in
intercollegiate cyber defense competitions, and mentoring community colleges that aim to achieve
designation as a National Center of Academic Excellence in Cyber Defense — 2-Year Education (CAE-2Y),

National CyberWatch Center (NCC; www.nationaicyberwatch.org) (Maryland) cuitivates coilaborations
among educational institutions, businesses, government agencies, and professional organizations to
grow and strengthen cybersecurity education programs and the cybersecurity workforce. NCC’s network
includes over 200 two-year and four-year institutions in almost all 50 states. Key initiatives include
developing and updating cybersecurity degree and certificate programs in cyber defense, network
forensics, network security administration, secure software development, and systems security
administration; mapping curricula to federal and industry knowledge-and-skill standards, job roles, and
professional certifications; and creating model transfer pathways that allow students to move between
two-year and four-year degree programs.

Other Programs for the Preparation of Cybersecurity and IT Professionals

In addition to SFS and ATE, NSF hosts other programs that are intended to, in part, support the
development of the IT and STEM workforce. One of these is the Research Experiences for
Undergraduates {REUY program, which offers intensive summer research experiences to nearly 5,000
college and university students every year in all of the fields of STEM supported by NSF—including
computer science broadly and cybersecurity specificaily. In cybersecurity alone, over a dozen NSF-
funded REU Sites currently prepare students with research skills that will enable them to pursue
graduate school or employment in areas spanning the security of critical infrastructure; security of
mobile devices, wireless networks, cyber-physical systems, cloud computing, e-commerce, and
software; privacy; and digital forensics.

Two other programs important to workforce development are funded with H-1B Visa Receipts. The
Scholarships for STEM {S-STEM) program® supports undergraduates with high financial need to pursue
STEM careers, and the Innovative Technology Experiences for Students and Teachers (ITEST)® provides
support to engage K-12 students and teachers in experiences to prepare students to consider STEM and
IT career options. Within both programs are examples of outstanding projects focused on preparation
of cybersecurity professionals. For example, the ITEST program supports an award to excite girls about
IT through after-school and summer programs, and a project to study the effectiveness of a career
academy on information technology education. S-STEM supports a project at Capitol Technology
University (Lauret, Maryland) for place-bound community college graduates so that they can complete a
bachelor’s degree at a distance, making it possible for them to join the cybersecurity workforce.
Recruitment of new students focuses on minorities and first-generation coflege students who might not
otherwise complete a bachelor’s degree.

7 http://www.nsf.gov/funding/pgm summ.jsp?pims id=55178&from=fund
& https://www.nsf.gov/fundin m_summ.jsp?pims id=5257
® https://www.nsf.gov/funding/pgm_summ.isp?pims_id=5467
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Developing a Computer-Literate Workforce and Society for the Future
Providing access to computer science (CS} education is a critical step to ensure our Nation remains
competitive in the global economy and strengthens its overall cybersecurity. Educators and business
leaders across the country are increasingly recognizing that CS is a “new basic” skill, necessary for
economic opportunity and social mobility. CS is also an active and applied field of STEM learning that
allows students to engage in hands-on, real-world interaction with key mathematics, science, and
engineering principles. It gives students opportunities to be producers in the digital economy, not just
consumers, and to be active participants and active citizens in our technology-driven world. The related
computational thinking skills, relevant to many disciplines and careers, are increasingly included in
education programs. Those include breaking a large problem into smaller ones, recognizing how new
problems relate to ones that have already been solved, setting aside details of a problem that are less
important, and identifying and refining the steps needed to reach a solution.

However, wide access to CS education is limited, and there are disparities even for those who do have
access to these courses. For example, of the fewer than 10 percent of all high schools that offered any
Advanced Placement® CS courses in 2015, only 22 percent of those who took the corresponding AP
exam were girls, and only 13 percent were African-American or Latino.

Since 2008, NSF has led the “CS 10K" effort, funding researchers to develop rigorous and engaging
curricula with the goal of preparing 10,000 teachers to teach computer science in 10,000 schools across
the Nation. NSF is dedicated to broadening the participation of individuals in all fields of STEM, including
CS. NSF has supported the research needed to establish best practices for engaging and retaining
diverse student populations so that all students have the opportunity to see computer science as
engaging, personally relevant and empowering. Through these efforts, NSF-funded projects are building
an evidence-based foundation for K-12 CS education and an ecosystem of curricula, course materials,
assessments, scalable models of professional development and online support networks and resources
for teachers. in addition, The College Board, with funding from NSF, has launched a new Advanced
Placement® (AP) computer science course called Computer Science Principles {CS Principles)™? that is
intended to explore the creative aspects of computing and increase the number and diversity of
students entering the field. The first exam is scheduled to be administered in spring 2017, and hundreds
of schools and colleges across the U.S. are already piloting the course. NSF is now sponsoring the
development of an AP CS Principles course with an emphasis on cybersecurity.

NSF's investments in CS 10K since 2008 laid the groundwork for the Computer Science for All Initiative
announced in January 2016. As the lead Federal agency for building the research knowiedge base for CS
education, NSF has committed $120 million over the next five years to CS for All, in order to accelerate
ongoing efforts to enable rigorous and engaging CS education in schools across the Nation. Those funds
will support continued research and evaluation related to prototyping of instructional materials, scalable
and sustainable professional development models, approaches to pre-service preparation for CS
teachers, and teacher resources at the K-12 grade levels. NSF also will collaborate with the private
sector to support high school CS teachers: as part of its million investments, NSF will pilot and expand
professional development approaches in CS to additional schools across the U.S., with additional funding
from industry that will enable teachers to attend these pilot programs. infosys Foundation USAwill be a
founding member of this public-private collaboration with a $1 million philanthropic donation, and, as
an initial participant, Tata Consultancy Services is providing additional support in the form of grants to

0 https://advancesinap.collegeboard.org/stem/computer-science-principles
* hitps://www.whitehouse.gov/blog/2016/01/30/computer-science-all
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teachers in 27 U.S cities. This collaboration will ultimately provide opportunities for as many as 2,000
middle and high school teachers to deepen their understanding of CS.

NSF invests heavily in the preparation of the STEM workforce for tomorrow. Since its founding, NSF has
invested in advancing science and the people who would both conduct that science, and be part of the
society that will use and appreciate science. Today we have a range of programs that are directly
focused on the preparation of the broader STEM workforce, from the Graduate Research Fellowship
Program (43 Nobel Laureates were recipients of this fellowship)}, to the Noyce Teacher Scholarship
program, to the EHR Core Research strand on the STEM professional workforce.

Federal Agency Coordination for Cybersecurity Education and STEM Workforce Preparation
NSF continues to work closely with the National Initiative for Cybersecurity Education (NICE) * to
energize and promote a robust network and an ecosystem of cybersecurity education, training, and
workforce development. The National Institute of Standards and Technology (NIST) is leading the overall
NICE initiative in collaboration with other federal departments and agencies, including NSF, as well as
state government, academia, and private industry to build on successful programs, facilitate change and
innovation, and bring leadership and vision to increase the number of skilled cybersecurity professionals
helping to keep our Nation secure. One of the primary ways in which NSF is actively engaged with this
initiative is through the NICE Interagency Coordinating Council {ICC}. The NICE {CC convenes NICE federal
government partners for consultation, communication, and coordination of policy initiatives and
strategic directions for cybersecurity education. NSF further participates in NICE Education Groups
which particularly focus on strategies and recommendations for filling the cybersecurity pipeline
through primary, secondary, and post-secondary education.

NSF Director Dr. France Cérdova co-chairs the National Science and Technology Council’s (NSTC)
Committee on STEM Education (CoSTEM), with Dr. Jo Handelsman of the Office of Science and
Technology Policy (OSTP). The Federal Coordination in STEM Education Task Force (FC-STEM), which |
co-chair with Donald James from NASA, is a subgroup of CoSTEM focused on implementation of
CoSTEM’s STEM Education 5-Year Strategic Plan*®. Recently, an interagency working group was
established on Computer Science for All under the purview of FC-STEM and in connection with the 5-
Year Strategic Plan, to develop a strategic framework for government investment in computer science
education. NSF co-leads that working group, in partnership with the U.S. Department of Education and
0OSsTP.

Conclusions
Continued investment in fundamental research and development is necessary to improve the
preparation of a diverse STEM workforce, ready for innovation and leadership in tomorrow’s science
and engineering. A critical component of that investment is in the area of preparation of cybersecurity
professionals, in order to ensure that our Nation’s cyber systems are secure and trustworthy, and that
the next-generation science and engineering workforce is increasingly cyber-aware, prepared with the
knowledge to keep our systems secure. And, the more general education of tomarrow’s scientists and
engineers, as well as the preparation of all to be STEM-literate, can include attention to fundamental
topics in computer science to help raise general levels of awareness and practice for cyber-awareness.
With ongoing support and leadership for cybersecurity research, research and new models in
cybersecurity education, and development of the STEM workforce, in both the Executive and Legisiative

2 hitp://csre.nist.gov/nice/index htm
3 https://www.whitehouse.gov/sites/defauit/files/microsites/ostp/stem _stratplan_2013.ndf
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Branches, NSF and its partners contribute to the protection of our national security and the
enhancement of our economic prosperity. This concludes my remarks. | would be happy to answer any
questions at this time.

For additional information please see the program solicitations of the CyberCorps®: Scholarship for
Service program as well as the Advanced Technological Education program. Portions of this testimony
were drawn from the written testimony of Jeremy Epstein, former lead program director for NSF's
Secure and Trustworthy Cyberspace (SaTC) program, before the Senate Committee on Commerce,
Science, and Transportation on September 3, 2015,
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Mr. HUrD. Well, Dr. Ferrini-Mundy, I have got to say, we have
only been doing this for five minutes, you have already gotten me
excited about a couple of things that you mentioned in your open-
ing remarks.

And also, I want to add I was a beneficiary of an NSF program
when I was in high school. I got to do an internship at the South-
west Research Institute in San Antonio in robotics, and that got me
excited about computer science, and that is why I studied computer
science at Texas A&M University. So I am a big fan of what you
all do. And this is something that I want to make sure more kids
like me have access to this. So thank you for being here.

Mr. Montgomery, you are now recognized for five minutes.

STATEMENT OF SCOTT MONTGOMERY

Mr. MONTGOMERY. Good afternoon, Chairman Hurd and mem-
bers of the committee. Thank you for the opportunity to testify
today. My name is Scott Montgomery. I'm the vice president and
chief technical strategist of the Intel Security Group, and my testi-
mony will focus on cybersecurity skills gap and what the govern-
ment, in collaboration with the private sector, can do to close it.

I've been—I've spent 20 years building, designing, testifying—or,
excuse me, testing and certifying information security and privacy
solutions for a variety of public and private sector organizations.

Intel is a global leader in computing innovation, designing and
building the essential foundational technologies that support the
world’s computing devices. When you combine this experience with
Intel Security’s market-leading cybersecurity solutions, we bring a
unique understanding of the challenges threatening our nation’s
digital infrastructure and global e-commerce.

Despite facing an ever-changing threat landscape, further com-
plicated by the sharp rise in Internet-enabled devices in our per-
sonal lives, the job for security practitioners hasn’t changed: Pro-
tect vital services and data from theft, manipulation, and loss due
to external and internal adversaries. We do, however, need to
change the way we do our job by focusing on ways to reduce secu-
rity fragmentation, automate tasks, and force multiply capabilities.

Organizations both in the public as well as private sector are
now more vulnerable in more places. Adversaries are increasingly
capable of commandeering strategic assets and including the crit-
ical infrastructure, yet most organizations still lack the resources
necessary to adequately monitor their networks and defend against
these sophisticated attacks.

Earlier this year, the Center for Strategic and International
Studies, in partnership with Intel Security, released “Hacking the
Skills Shortage,” a global report outlining the global talent crisis.
The results of the research were both stunning and informative.

A majority of respondents—82 percent—admitted to having a
shortage of cybersecurity skills, with 71 percent citing this shortage
as having a direct and measurable impact upon their organization
and making them more valuable hacking targets.

In 2015 alone, 209,000 cybersecurity jobs went unfilled in the
United States, in just the United States. Despite 1 in 4 respond-
ents confirming their organizations have lost proprietary data as a
result of this specific skills gap, there are no signs that this work-
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force shortage will abate in the near term. Respondents estimated
an average of 15 percent of their company’s available cybersecurity
positions could go fully unfilled by 2020.

If the demand for these professionals continues to outpace the
supply of qualified workers, the United States will face a deficit of
around one million workers in the next five to ten years. With ex-
panding attack surfaces and an increasing advanced targeted at-
tacks around the world, the need for a technically stronger and nu-
merically increased cyber workforce is critical.

So one of the immediate steps we can take to address this issue,
in addition to many other sound policy recommendations, the Presi-
dent’s Cybersecurity National Action Plan, CNAP, calls for a $62
million increase in spending to expand training and educational
programs. Specifically, the plan would build out the existing
CyberCorps Scholarship for Service program, which provides cyber
education scholarships in exchange for service in the Federal civil-
ian government. This investment is a great step forward, but we
need to be prepared to do a lot more.

In particular, we recommend an even larger financial investment
in existing Federal workforce and education programs, a diversity
of career paths for interested students, and stronger coordination
on these initiatives with the private sector and industry.

As Intel Security vice president and general manager Chris
Young and Chairman Hurd have both urged in the past, the gov-
ernment should consider the creation of a Cyber National Guard
program. The CyberCorps Scholarship for Service and reserve pro-
grams are ideally situated for students looking to pay back their
scholarships up front with two or three years in Federal service.

Also, at the State or Federal level, an expanded SFS or SFS-style
grant program could train and educate a new class of cyber practi-
tioners prepared to serve their government on a full-time, part-
time, or as-needed basis while gaining critical experience with the
latest private sector innovations.

The private sector must also be prepared to level-up its collabora-
tion with the government to ensure a steady supply of worthwhile
internships, co-ops, and training opportunities. In the CSIS report,
a lack of quality training opportunities was cited as a significant
reason why cyber practitioners seek alternative employment. For
this reason, it is not only imperative that public sector entities
compensate their cyber professionals well but also provide ample
opportunities for employees to learn new skills and train on cut-
ting-edge technologies.

Intel supports these efforts through a number of initiatives, in-
cluding investments in STEM education for women and girls, cur-
riculum development, a robust paid internship program, and part-
nerships with universities like Purdue, the University of Massa-
chusetts, and the U.S. Air Force Academy.

Finally, investing in more efficient technologies and modernizing
outdated IT systems will reduce the burden on scarce human re-
sources. The CNAP prioritizes this by calling for a $3.1 billion IT
modernization fund to transform cybersecurity management. This
initiative has received some congressional support with the intro-
duction and successful markup of the MOVE IT Act, which would
enable retirement, replacement, and modernization of legacy IT
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that is difficult to secure and expensive to maintain, and reward
government departments and agencies who go through harvesting
money back out of their programs.

Building out these education and workforce initiatives, in tan-
dem with investments in more efficient cyber technologies, will
make a vital down payment toward closing the cybersecurity skills

gap.

I would like to once again thank this distinguished panel for giv-
ing me the opportunity to discuss these challenges and strongly be-
lieve that public-private collaboration will continue to be our best
defense. Thank you.

[Prepared statement of Mr. Montgomery follows:]
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WRITTEN STATEMENT FOR THE RECORD OF SCOTT MONTGOMERY, VICE
PRESIDENT, INTEL SECURITY GROUP CHIEF TECHNICAL STRATEGIST, before the
UNITED STATES HOUSE OF REPRESENTATIVES COMMITTEE ON OVERSIGHT AND
GOVERNMENT REFORM, SUBCOMMITTEE ON INFORMATION TECHNOLOGY,
“Hearing On Closing the Talent Gap in Federal IT”

SEPTEMBER 22, 2016

Good afternoon Chairman Hurd, Ranking Member Kelly, and members of the
committee. Thank you for the opportunity to testify today. | am Scott
Montgomery, Vice President and Chief Technical Strategist, Intel Security Group,
part of intel Corporation. | am pleased to address the committee on the
challenges facing the federal government and the private sector in hiring and
retaining qualified cybersecurity professionals. The shortage of these
professionals is an interconnected challenge, one that impacts both public and
private sector organizations given the common threats they face and the mobility
and increasingly connected nature of today’s work force. As a member of one of
the world’s leading cybersecurity companies, my testimony will focus on the skills
gap in the cybersecurity ecosystem of companies and governments, and what the
government, in collaboration with the private sector, can do to close it.

First, | would like to provide some background on my experience and Intel’s
commitment to cybersecurity. | work for the Intel Security Group Chief
Technology Officer (CTO) and manage the worldwide team that carries CTO titles.
Together we drive the company's technical innovation, evangelize our expertise,
thought leadership, and offerings to public and individual audiences, and work to
increase the public trust by cooperating with law enforcement on cybercriminal
investigations and disruption. With more than 20 years in content and network
security, | bring a practitioner’s perspective to the art and science of
cybersecurity. | have designed, built, tested, and certified information security
and privacy solutions for such companies as McAfee, Secure Computing, and a
wide variety of public sector organizations.

INTEL’S COMMITMENT TO CYBERSECURITY

intel is a global leader in computing innovation, designing and building the
essential foundational technologies that support the world’s computing devices.
Combining Intel’s decades-long computing design and manufacturing experience
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with Intel Security’s market-leading cybersecurity solutions, we bring a unique
understanding of the cybersecurity challenges threatening our nation’s digitai
infrastructure and global e-commerce. Governments, businesses, and consumers
face a cybersecurity threat landscape that is constantly evolving every day with
each new technology that is brought to market at a faster pace than ever before.
The sharp rise of internet-enabled devices in government, industry, and the home
exacerbates this already difficult challenge. it is thus critical that we collaborate
and coordinate our efforts across the public and private sectors to ensure the
safety and prosperity of our collective digital future while promoting innovation,
protecting citizens’ privacy and civil liberties, and preserving the promise of the
Internet as a driver of global economic development and social interaction.

With the rising volume and complexity of threats, the shrinking time and
resources available to handle them, and now the dramatic increase in internet-
enabled devices and delivery mechanisms such as cloud computing, security
practitioners must evolve their approach. The job hasn’t changed: protect vital
services and data from theft, manipulation, and loss due to external and internal
adversaries. But we need to change the way we do the job by focusing on ways to
reduce security fragmentation, automate tasks, and force-multiply capabilities.

Intel Security believes that a platform-driven approach best enables organizations
to effectively block threats, identify compromises, and expedite remediation. It's
at the center of our commitment to making what we call the “Protect, Detect, and
Correct” life cycle easy for organizations to deploy to enable a safe and connected
world. Focusing on open, integrated solutions to work within a platform and
placing a premium on the development of easy-to-use customer interfaces can
expedite the threat defense life cycle and help organizations optimize the use of
valuable resources like trained cybersecurity professionals.

THE THREAT LANDSCAPE

Over the past decade, attackers have evolved from recreational “hackers” with
limited capabilities to organized crime and state-sponsored adversaries with
dedicated resources and highly skilled personnel. At the same time, as
organizations become increasingly reliant on digital infrastructure, security
breaches can have a more pervasive and cascading impact on data security and
operational resiliency. Organizations are more vulnerable in more places.
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Adversaries are now capable of commandeering strategic assets and critical
infrastructure. Yet most organizations still lack the resources necessary to
adequately monitor their networks and defend against increasingly sophisticated
attacks.

Add to that the sobering realization that while adversaries’ goals remain relatively
easy, trying to find the lowest hanging fruit in terms of a weak system or an
undertrained or cooperative insider, defenders must be impenetrable 100% of
the time. Today we realize as an industry this goal is mathematically unlikely to
be achieved, even for properly funded and adequately staffed security vendors or
large corporations.

The Global Cybersecurity Skills Gap:

Earlier this year, the Center for Strategic and International Studies (CSIS), in
partnership with Intel Security, released “Hacking the Skills Shortage”, a global
report outlining the talent shortage crisis impacting the cybersecurity ecosystem
across companies and nations. The results of the research were both stunning and
informative.

A majority of respondents (82 percent} admit to a shortage of cybersecurity skills,
with 71 percent of respondents citing this shortage as having a direct and
measurable impact on organizations whose lack of cyber talent makes them more
attractive hacking targets.” In 2015, 209,000 cybersecurity jobs went unfilled in
the United States alone.” Despite 1 in 4 respondents confirming their
organizations have lost proprietary data as a result of their cybersecurity skills
gap, there are no signs that this workforce shortage will abate in the near-term.?
Respondents estimated an average of 15 percent of their company’s available
cybersecurity positions could go unfilled by 2020.*

If the demand for cybersecurity professionals continues to outpace the supply of
qualified workers—and all the evidence suggests it will—the United States could

! Center for Strategic and International Studies, Hacking the Skills Shortage: A study of the
international shortage in cybersecurity skills, p. 4, {May 2, 2016),
http://www.mcafee.com/us/resources/reports/rp-hacking-skills-shortage.pdf

’1d. at 5.

*1d. at 7, 8.

‘id.at 7.
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face a cybersecurity skills deficit of around 1 million workers in the next 5 to 10
years.” With the increase in cloud, mobile computing, and the Internet of Things,
as well as advanced targeted cyberattacks and cyberterrorism across the globe,
the need for a technically stronger and numerically increased cybersecurity
workforce is critical.

intel’s Commitment to Closing the Skills Gap:
Public Private Partnerships

Given the current cybersecurity skills shortage, organizations across the spectrum
cannot manage their protective defenses alone. Security is a shared goal carrying
a shared responsibility. As a result, the strategic partnerships that have grown
between public and private sector entities over the last two decades have never
been more important.

At a national level, critical industry sectors supporting the safety, security, and
economic growth of the United States were among the first to self-organize in
partnership with government agencies to assess and mitigate threats to U.S.
critical infrastructure. These public-private partnerships are fueled by a joint
commitment to defend critical infrastructures against increasingly sophisticated
cyberattacks, and they thrive on sharing threat indicators, best practices, and
incident response in a mutual, non-regulatory environment.

Intel has been active in many of these partnership initiatives for more than 10
years. Just a few important examples where intel has a leadership presence
include:

* President's National Security Telecommunications Advisory Committee
» information Technology Sector Coordinating Councit

+ Information Technology Information Sharing and Analysis Center

* National Cyber Security Alliance

« National Cybersecurity Center of Excellence

« Cybersecurity Framework

Through these partnerships, Intel works to provide hardware, software, and
training to advance the rapid adoption of secure technologies around the country.
In addition, we remain actively engaged in the development of new cybersecurity

1d. at 5.
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guidelines to help public and private sector organizations evaluate their security
postures and conduct risk assessments, regardless of size or sophistication.

As these partnerships grow and mature, our company will continue to invest,
engage, and contribute. The challenge is never-ending, but we have no doubt that
the public-private partnership model will continue to protect and serve our
national interests well into the future.

Intel’s Investment in Education

Intel believes that young people are the key to solving these global challenges. A
solid math and science foundation coupled with such skills as critical thinking,
collaboration, and problem solving are crucial for their overall success and the
competitiveness of the United States. By making significant investments in STEM
programs at high schools and universities, we are addressing one of the most
pressing elements of our nation’s technology skills deficit and giving students the
core skills they need to join the cybersecurity work force. For instance:

. intel has invested over $1 billion and Intel employees have donated over 5
million hours in the past decade toward improving STEM education in the U.S.
and internationally.

. We have invested over $670 million in university programs since 2001 to
foster the next generation of technology innovators and leaders. We are
collaborating with 700 researchers and 95 universities to enhance teaching
resources, develop student courseware, and fund world-class research and
technology competitions in information technology fields like security, cloud, and
big data.

. Our internship program funds over 100 paid internships each vyear,
providing undergraduate and graduate students with opportunities to work on
complex projects that span our product portfolio, including security.

. We have invested more than $100 million annually in programs that
promote STEM education, encourage women and girls to seek careers in
technology, foster and celebrate innovation and entrepreneurship among the
best and brightest young students in the world, and help teachers incorporate
best practices in math, science, and classroom technology in their work.



21

. Our cybersecurity business unit takes pride in empowering families with the
tools they need to defend themselves from online threats ranging from
cybercriminals to cyberbullies. In 2009, Intel employees began volunteering to
teach school-aged children how to use their digital devices responsibly in pilot
programs across the United States. Since the original launch of McAfee Online
Safety for Kids, the program has vastly grown and maintains a wide global reach.
To date, Intel volunteers have educated more than 250,000 children, parents, and
teachers worldwide about how to remain safe and secure online.

. Our cybersecurity business unit also donates coursework and professional
services through partnerships with a number of flagship state universities,
including Purdue and UMass Amherst, to enable students to successfully train in
the cybersecurity operations centers that protect their institutions and come
away with valuable work experience.

Policy Recommendations to Close the Skills Gap:

In addition to many other sound policy recommendations, the President’s
Cybersecurity National Action Plan (CNAP) takes steps to reverse the cyber talent
shortage in the United States with a $62 million increase in spending to expand
cybersecurity training and education programs. In particular, the Plan would build
out the existing CyberCorps Scholarship-for-Service {(SFS) program, providing
cyber education scholarships to Americans seeking to serve their country in the
federal civilian government. This investment represents a great step forward, but
we must be prepared to do much, much more.

The fierce competition over qualified cybersecurity practitioners that currently
exists between the public and private sector will continue unless we can begin
producing enough new recruits each year to fill the skills gap. That is why we
recommend an even larger financial investment in existing federal cyber
workforce and education programs, a diversity of career paths for interested
students, and stronger coordination on education and workforce initiatives with
the private sector.

As Intel Security Senior Vice President and General Manager Chris Young and
Chairman Hurd have urged in the past, the government should consider the
creation of a Cyber National Guard program. The CyberCorps Scholarship-for-
Service and Reserve programs are ideally situated for students looking to pay back
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their scholarships up-front, with two or three years in federal service. But for
students interested in serving their government while jumpstarting a career in the
private sector, creating an alternative path to scholarship repayment could bring
even more talent to bear. At the state or federal level, an expanded SFS or SFS-
style grant program could train and educate a new class of cyber practitioners
prepared to serve their government on a full-time, part-time, or as-needed basis
while gaining critical experience with cutting-edge private sector innovations. The
National Guard has had great success producing talented individuals with diverse
skill sets, ready to serve their country in times of need, and it would be worth
considering how to apply a similar formula to a cybersecurity context.

The private sector must also be prepared to level-up its partnerships with the
government and others in industry to ensure a steady supply of worthwhile
internships, co-ops, and training opportunities. in the CSIS report, a lack of quality
training opportunities was cited as a significant reason why cyber practitioners
seek alternative employment.® For this reason, it is not only imperative that public
sector entities compensate their cyber professionals well, but also provide ample
opportunities for employees to learn new skills and train on new technologies.
With more robust public-private partnerships in this area, private companies in
different industries can reach individuals at every stage in their career and engage
them with new opportunities to learn about a wide variety of digital
environments and next-generation technologies.

Finally, investing in technologies capable of reducing the burden on existing
human resources and modernizing outdated IT systems will benefit organizations
of all sizes. The CNAP invests over $19 billion in cybersecurity as part of the
President’s Fiscal Year (FY) 2017 Budget. This represents more than a 35 percent
increase in cybersecurity spending from the FY 2016 budget, a necessary
investment to help secure our nation in the future. The Plan also calls for a $3.1
billion Information Technology Modernization Fund to modernize government IT
systems and transform cybersecurity management. This initiative would enable
the retirement, replacement, and modernization of legacy IT that is difficult to
secure and expensive to maintain. Just last week, the House Committee on
Oversight and Government Reform Committee reported the Modernizing

6 Hacking the Skills Shortage at 19.
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Government Technology Act of 2016 out of committee that authorizes the
Administration’s Information Technology Modernization Fund. By ensuring that
these programs invest in truly cutting-edge information technology solutions that
benefit from increased automation, user-friendly interfaces, and strong
cybersecurity capabilities, Congress can make a vital contribution to securing
critical federal assets.

These education and workforce investments, in tandem with CNAP’s other cyber
initiatives, will make a vital down payment to help close cybersecurity skills gaps
in government and the private sector. Intel is committed to supporting the
CNAP’s cyber workforce efforts and expanding initiatives like the CyberCorps SFS
program, but only the federal government can lead the response. The CNAP is a
great step forward, but to remedy our alarming cyber talent deficit we will likely
need to recruit more than a million Americans trained in cybersecurity and
information assurance.

Conclusion:

I would like to once again thank this distinguished panel for giving me the
opportunity to discuss the challenges facing the federal government and the
private sector in hiring and retaining qualified cybersecurity professionals. We
believe that public-private collaboration will continue to be an effective defense
against cyberattacks growing in frequency and sophistication. While much
progress has been made, more needs to be done—particularly to close the cyber
skills gap nationwide. The government should expand the CyberCorps
Scholarship-for-Service and Reserve programs and consider creating a Cyber
National Guard program to give students new options to pay back their
cybersecurity scholarships with federal service. The government should also
increase investments in modern, secure information technologies to help protect
federal agencies and enable CiO’s to effectively leverage their scarce pool of
cybersecurity talent. Paying down these “cyber debts” in people and technology
will require both industry and government to step up and make hard choices, and
Intel looks forward to continuing our engagement on these matters in the future.
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Mr. HURD. Thank you, Mr. Montgomery, and thank you for the
reference of the MOVE IT Act, which we had to rename the MGT
Act, which passed this morning by the way, and that is a pretty
significant thing and it was because of the great leadership of folks
like Robin Kelly to make that happen.

And I also want to thank your organization and Ms. Kelly be-
cause this idea of a Cyber National Guard really sunk in with me
at our field hearing in Chicago. And I am glad we went and did
that, and I am glad, through you all’s participation, and it really
is what—you know, that kind of collaboration outside the Beltway
with, you know, participants, you know, outside the government
where you really get some of these cutting-edge ideas. So thank
you for that.

Mr. Bowman, welcome. Did you bring me any breakfast tacos?

Mr. BOwMAN. I should have. I ate them. Sorry.

Mr. HURD. Well, Mr. Bowman, you are now recognized for your
opening remarks for five minutes.

STATEMENT OF GENE BOWMAN

Mr. BowMAN. Thank you very much. Mr. Chairman and mem-
bers of the committee, I'm pleased to be here today speaking to you
on behalf of the Alamo Academies.

The Academies are an outstanding program providing opportuni-
ties and clear pathways for young men and women to achieve their
American dream. I would like to briefly describe the model, then
spend the remainder of the time sharing a few stories of our suc-
cessful graduates who are today closing the talent gap in the Fed-
eral IT career field, as well in the private sector.

The Alamo Academies is an innovative STEM—you heard it be-
fore, science, technology, engineering, mathematics—demand-based
model connecting high school juniors and seniors with employers.
These students earn 30 college credits at no personal cost, they ob-
tain nationally recognized industry certificates, and they partici-
pate in an experiential learning environment between their junior
and senior summer, a paid internship, the program’s key compo-
nent kind of like what you did earlier in your career, where they
have the opportunity during this internship to apply the knowledge
and skills they learned in the college classroom in a real-world en-
vironment leading to high-wage jobs or further higher education
while addressing critical workforce needs.

And let me tell you about five of our graduates who are cyber
warriors today. Two of them are 22, one is 19, and the other two
are 18 years old, and all five share the following experiences. They
participated in the Academy’s Information Technology Security
Academy. They completed paid internships with cybersecurity in-
dustry partners. They all have earned multiple national industry
certificates. They all competed in the Air Force Association’s
CyberPatriot competition. They were all on the Academy’s team
that won the local mayor’s Cyber Cup competition as the best
CyberPatriot team in the San Antonio region. And each of their
teams also made it to the top 12 in the Nation and competed in
the CyberPatriot National Championship in Washington, D.C.

As a side note and bragging a little bit, the Academy’s team has
won the mayor’s Cyber Cup and advanced the national champions
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competition five out of the last six years. Two of these young men,
Mario and Robert, were on the National Championship Team in
2012. Both Mario and Robert and the other 14 members accom-
plished their paid internship with the Department of Defense at
the Air Force’s 33rd Network Warfare Squadron as entry-level se-
curity analysts. Each was awarded a secret clearance at 17 years
of age and also offered part-time employment during their senior
year helping defend our nation.

At 22, Mario already has six years of intense cybersecurity expe-
rience supporting DOD initiatives, and shortly after graduation
from the Academies, Mario was offered a position at the Pentagon
right down the road here as a computer network defense analyst
with an interim top-secret SCI clearance. He recently returned to
San Antonio as a lead cybersecurity analyst with a DOD contractor
supporting the Air Force’s Weapon and Tactics Team known as the
Computer Emergency Response Team, which I know you're famil-
iar with.

Mario has also added recruiter to his duties. He recruited two of
our recent graduates to be part of our Cyber Warrior talent pipe-
line. These two graduates, Reed and Kyle, are both 18. They're
CyberPatriot national finalists, completed paid internships with
cybersecurity industry partners, and are starting their careers as
tier II security analysts.

Finally, two other examples, Skylar and Robert, Skylar is 19
years old, CyberPatriot national finalist—seeing a theme here—
and is employed as a security analyst with the same cybersecurity
consulting agency in San Antonio that he accomplished his paid in-
ternship with, a smart move by that company, growing their own
workforce.

Robert, 22, has taken his cybersecurity talent into the private
sector. He’s a security analyst, is a member of the Information Se-
curity Operations Center for his IT company in San Antonio. All
of these young men have accelerated their careers with great sala-
ries, benefits, and no college debt. Theyre having a trans-
formational impact on their families and our community. These
outstanding graduate stories are part of today’s submitted written
testimony.

So the moral of this story, a solid model, the Alamo Academies,
a community collaborative with college-level instruction, national
industry certificates integrated into the curriculum, connected to
industry through paid internships where the student receives real-
world experiences and mentoring and providing opportunities to
participate in competitive programs like CyberPatriot. It’s pro-
ducing outstanding talent immediately out of high school to help
close the talent gap in Federal IT and the private sector.

I want to thank you for your time and the opportunity to share
the Alamo Academies story.

[Prepared statement of Mr. Bowman follows:]
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L Introduction

Mr. Chairman and Members of the Committee, | am pleased to be here today speaking to you on behalf of
Alamo Academies. Alamo Academies is an industry-driven, demand-based, workforce and economic
development program. Over the past 15 years, this community collaborative program has served as the

pathway for young men and women to achieve the American Dream.

I1. Alamo Academies — Advancing the School-to-Career Pathways

Alamo Academies, a non-profit organization, is a national award winning, innovative, Science,
Technology, Engineering and Mathematics (STEM) based model partnering with industry, the Alamo

Community College District, high schools and municipalities.

San Antonio addressed the “skills-gap™ issue by founding Alamo Academies. Our model provides the
region high-tech, high-skilled talent by developing a pipeline of college educated technicians to staff new
jobs and replace a retiting workforce in targeted industry clusters: Aerospace, Advanced Manufacturing,

IT & Security, Nursing and Heavy Equipment.

This model provides high school juniors and seniors with tuition-free career pathways into critical demand
STEM occupations. Students attain industry and academic certificates leading to high-wage jobs or further
higher education while addressing critical workforce needs. Over 1,200 graduates have received
experiential training in industry-driven curricula resulting in 95% of the two-year graduates entering higher

education or high-wage careers.

The Framework

Target: High School Juniors and Seniors

1. Industry Demand-driven and Collaborative Program

. Dual Credit Program of Studies Leading to College Diploma

2
3. Nafionally Recognized indushy Certifications
4. Stackable Credentials

S

. Comprehensive Student Support Systems

Figure |
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Since inception in 2001, we have been recognized as a “Best Practice” model by the Manufacturing Skill
Standards Council (MSSC) and Texas Higher Education Coordinating Board (THECB). Alamo Academies
received the prestigious Bellwether Award recognizing outstanding and innovative programs that

successfully lead community colleges into the future.

National Journal cited Alamo Academies as one of the nation’s top workforce innovations. Joe Wilson,
Lockheed Martin (retired), stated “We were frying fo develop a strategy to replace a retiring workforce and
wanted to make sure we transferred the knowledge and experience employees had before they retired We
partnered with the Alamo Colleges to develop a pipeline of young workers prepared to take jobs in our

industry. The rest is history.”

Conceptual Model

Alamo Academies is an educational model driven by industry’s projected/quantifiable workforce
requirements. It is a collaborative process identifying curriculum pathways, recruitment, matriculation,
support systems and target enrollment. Students are bussed to an Alamo Colleges campus daily where they
engage in 2 % hours of experiential learning. During the two-year program of studies, students earn more
than 30 college credits with courses articulating to an Associate of Applied Science (AAS) degree at no
personal cost. Upon graduation, students can either attain a high-wage/high-skill career in a demand
occupation or continue with their higher education pathway. The Academies model is replicable as
evidenced by the additional pathways created. While the first program in 2001 focused on Aerospace, the
model has produced four additional pathways: IT & Security (2002); Advanced Manufacturing (2004);
Health Professions (2009); and Heavy Equipment (2014).

2 Year Program of Studies

Only ADDIC

Y 2.5 hours Paid v

Iiio Cost

TaHigh sehookstudent

Internship 3(12,000

withvindustry.

Figure 2
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Paid Internships

As a key component of the program of studies, students participate in a mandatory paid internship — the
ultimate real world experience. During the summer between their junior and senior year, students earn
approximately $3,000 and college credit from their internship. Klaus Weiswurm, CEO of ITM, states “we
have seen that the paid internship component is such a transformative element in the maturation of the
student. It is also beneficial to the industry parter as they have the opportunity to closely observe the work

ethic and skills of the potential employee prior to actually hiring them,”

Community Partnerships

Each partner provides a unique contribution. Alamo Colleges provide facilities, equipment and instruction;
each Independent School District (ISD) provides textbooks and round trip transportation; employers pay

their intern’s salaries; and municipalities fund operating costs.

Testament to community support is San Antonio’s city ordinance stating “The Academies represent a cost-
effective economic development investment for the City and also reinforces the stated goals of the City's

Strategic Plan for Enhanced Economic Development.”

Graduates Data
(2001 - 2016)

Continue to Higher Education / Industry 95%.

_Industry Certificates Awarded 2370
“Economically Disadvantaged. . . 86%.

Annual Student Enrollment 400
Figure 3
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HI: IT & Security Program Curriculum & Associate of Applied Science (AAS)
Degree Pathway

Industry partners’ involvement ensures that curriculum aligns with changing industry needs while keeping
our students a valuable asset to the workforce. The Alamo Academies curricula allow students to earn

stackable credentials encouraging them to continue their professional growth and promote lifelong learning.

For example, the first page of the IT & Security curriculum describes the Academies dual credit program
of studies to include industry and college workforce certificates while the second page describes the courses

articulating to the AAS degree (shown inred).
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Information Technology

and Security Academy

2nd Year Program of Studies
4 courses with total of 12 credit hours

Fall Semester Credit
ITSC 1316 LINUX Installation & Configuration* 3
*Testout Introduction to the UNIX operation
Certification system including multi-user concepts,
LINUX Pro terminal emulation, use of system editor,

basic UNIX commands, & writing script files.

Includes introductory system management

concepts.
ITSY 1342 information Technology Security* 3
*Testout Instruction in security for network hardware,
Certification  softwuore, and data including physical security,
Security Pro backup procedures, relevant tools, encryption,

and protection from viruses.

Fall Semester Total 6

Spring Semester Credit
ITSE 1302  Computer Programming 3

introduction to computer programming with

emphasis on the fundamentals of design,

testing, impl ion, and

documentation. Includes language syntox, data

and file structures, input/output devices, and files.
ITSE 1311 Beginning Web Programming 3

Skift in web page p i

including mark-up and scripting lenguages.

Spring Semester Total [

Year 2 Program T

1st Year Program of Studies
5 courses with total of 18 credit hours
Fall Semester Credit
ITSC 1305  Intro to PC Operating Systems 3
Introduction to personai computer operating
systems including instailation, configuration,
file management, memory & storage mangage-
ment, control of peripheral devices & use of utflities.
iTSC 1425 Personal Computer Hardware* 4
*Testout Current personoi computer hardwaore including
Certi i ossembly, upgrading, setup, configuration, an
PCPro troubleshoating.
Fall Semester Total 7
Spring Semester Credit
ITNW 1425 Fundamentals of Networking
Technologies* 4
*Testout Introduction to architecture, structure, functions,
Certification components & models of the internet. Covers
Network Pro  principles and structures of IP addressing, Fthernet,
media & operations.
1TSC 2439 Personal Computer Help Desk Support 4
Riognesis and solution of user hardware and
software related problems with on-the-job and/or
simulated projects.
Spring Semester Total 8
Summer Semester Credit
ITSC 2364  Practicum: Computer & information 3
Sciences, General
Practical, generai workplace training supported by
an individualized learning plan.
Summer Total 3
Year 1 Program Total 18
Level | Certificate of Completion
Computer Desktop Support Technician

tevel | Certificate of Completion
Information Technology & Security

Two Year Program of Studies: 9 Courses totaling 30 credit hours

The Alamo Coleges do nof disoriminate on the basis. of ace, reigio. saor, nafionat orign, sex, age, of

, mplayment progrars, or services. inquines or cormplaints concerning
o , Tife X Coorainator, (210) 485-0200.

be brought
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Information Technology and Security Academy

Level | Certificate of Completion Level I Certificate of Completion
Computer Desktop Support Technician [ Information Technology & Security

ASSOCIATE OF APPLIED SCIENCES

Computer Support Specialist

* See San Antonio Coilege degree description for more information: http://mysaccatalog.alamo.edu/

Semester 1 Credit

{TSC1301  Introduction to Computers or other* 3

ITSC 1309  integrated Software Applications 3

TSC 1305 introduction to PC Operating Systems or other* 3

ENGL 1301 Composition | 3

Select Additional communication {90) Core 3

1st Semester Total 15

Semester 2 Credit
{TNW 1425  Fundamentals of Networking Technologies

or other* 4

ITSC 1425 Personal Computer Hardware 4

ITNW 1454  implementing and Supporting Servers 4

ITSC 1316  LINUX Installation and Configuration 3

2nd Semester Total 15

Semester 3 Credit
Select Language, Philosophy & Culture {(40)

or other® 3

{TSE 1302 Computer Programming or other* 3

3rd Semester Total 6

Semester 4 Credit

{TSC 2439 Personal Computer Help Desk Support 4

ITSE 1311 Beginning Web Programming 3

iTSC 2325 Advanced LINUX 3

iTSC 2321 Integrated Software Applications i 3

4th Semester Total 13

Semester5 Credit

ITSY 1342 information Technology Security or other 3

Select Mathematics {20} Core 3

Select Social & Behavioral Science {80} Core 3

iT5C 2264 Practicum Computer & Information Sciences 2

5th Semester Total 11

Program Total 60

DC/ITSA: 29 Total AAS Hours: 60

Hours needed Post DC/ITSA: 31 Generaf Academics: 15
Specific Hours: 45

Vers 9.2016
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IV. Air Force Association’s CyberPatriot: The National Youth Cyber Education Program

In addition to the paid internship, Alamo Academies’ students benefit from an additional opportunity to
apply the knowledge and skills learned in the classroom by participating in the Air Force Association’s
CyberPatriot Competition. Beginning in 2007, the Air Force Association and the University of Texas at
San Antonio, Center for Infrastructure Assurance and Security worked together to develop and test a
rigorous and demanding high school cyber defense competition known as CyberPatriot. The objective was
to inspire high school students toward careers in cyber security or other STEM disciplines, critical to the
nation. Today, CyberPatriot is the premier national youth cyber defense competition, in the U.S. and
overseas. It includes three preliminary rounds of virtual competition, each six hours in length, executed
from a team's home campus. The national championship is a grueling event which lasts for three days,
requires each team to compete while defending their own network against some of the best Red Teams in

the nation.

The first year of competition was restricted to a very small number of Junior ROTC teams. By 2010 the
competition was up and fully running to include non-Junior ROTC teams (Open Division) for the first time.
San Antonio business, academic, and government entities helped identify and align subject matter experts
as mentors, conducted several clinics to help prepare students and coaches, and organized a recognition

luncheon -- the San Antonio Mayor's Cyber Cup.

The Alamo Academies’ 2011 Information Technology & Security Academy (ITSA) team won the inaugural
Mayor’s Cyber Cup and finished 3% in the nation, out of approximately 650 teams. In 2012, the ITSA team
returned and won the 2012 CyberPatriot National Championship (Open Division) in Washington, DC. As
a magnet school team, the ITSA team had representatives from five different San Antonio area high
schools - they came together to win the national championship, beating more than 850 teams for the
honor. These young men are now graduating from local colleges and universities and joining the cyber

workforce here in San Antonio.
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2012 CyberPatriot National Champions and San Antonio Mayor’s Cyber Cup Winners

Pictured left to right: Robert Flores, Theodore Belitsos, Kenny Bias, Brian Carvan,
Tommy Roberts, Mario Puente, and Coach Mike Matuszek, San Antonio College ITSA professor

In 2016, there were 189 San Antonio area teams competing in the CyberPatriot competition, against more
than 3,300 teams from across the nation. The 2016 ITSA team again won the Mayor’s Cyber Cup and
advanced to compete against the nation’s top 12 teams at the CyberPatriot national finals. The ITSA
program has won the San Antonio Mayor’s Cyber Cup and advanced to the national championship five

out of the last six years.

2016 CyberPatriot National Finalists and San Antonio Maor’s Cyber Cup Winners

Pictured left to right: Major General Ed Wilson, Eli Ross, Hector Iruegas, Kyvle Volz,
Reed Eggleston, Brendan Downs, Carlson Lindley, San Antonio Mayor Ivy Taylor
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V. Closing the IT Gap in Federal IT

Pathways Unbound

"Pathways Unbound”

Masiers Deagree

Bachelors Degree

Figure 4

Graduate Testimonials

Career Pathway
Mario Puente — 2012 Graduate

College Pathway
Robert Flores ~ 2012 Graduate

Hybrid Pathway
Skylar Daugherty — 2015 Graduate
Kyle Volz — 2016 Graduate
Reed Eggleston ~ 2016 Graduate



37

Career Pathway
Mario Puente — 2012 Graduate

I 'am Mario Puente and I attended Brennan High School and Alamo Academies” Information Technology
& Security Academy (ITSA) from 2010-2012. [ joined ITSA to get a jump start not only in college credits
but to start a career path to lead me to a steady and secure job in the future. My experience at ITSA was
truly amazing, a dream come true. I never imagined 1’d do or learn the things I did while attending the
Alamo Academies. My involvement was life-changing; [ wish for more young people to have the

opportunity to experience the field of IT as 1 did.

I earned college credits while in high school toward my Associates Degree which helped boost me ahead
of my peers. [ also learned the basics of computers and received real world training from college
professors and industry professionals. Four years later, | am now a Lead in my position. I know I
wouldn’t be where 1 am today if I didn’t learn the things [ did from ITSA! I am the go to guy at my job

because of how much I know.

One of two key elements in the ITSA program was my involvement with the Air Force Association’s
CyberPatriot program. CyberPatriot is the best thing that ever happened to me. The competition gave me
true real world experience in the field of cybersecurity. It opened my eyes to what is possible in this career
pathway. The competition was challenging like nothing I’d experienced before. I realized that our team
possessed the skill and aptitude to be successful in the competition as long as we put 100% to it. In 2012,

our team advanced to the national championship in Washington, DC to earn 1 place.

The second key element of the program is the paid internship I received during the summer following my
first year at Alamo Academies. I was provided with an internship at the 33 Network Warfare Squadron
(33 NWS). This experience jump started my career path. The skill sets and mentorship I received proved
invaluable to my future. As an ITSA intern, I was fortunate to earn a Secret Clearance. This distinction
made me further realize the important sensitivity of my position. I began to feel more confident through
my internship and realized that I could have a successful future in IT. My confidence continued to grow

as many companies were looking to hire me after learning of my role within the 33 NWS,

10
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After graduating from high school and Alamo Academies, [ decided to jump right into the working industry
right away because on the job training is what industry is looking for! My experience working alongside
the 33" NWS continued to move me forward. Though 1 did go to college part time (online), [ chose to take
a small hiatus due to being offered a position at the Pentagon. In my role at the Pentagon, I setved as a
Computer Network Defense Analyst with interim TS/SCI, (Top Secret Clearance/Sensitive
Compartmented Information). This was another life-changing experience. Through working alongside
seasoned professionals in this arena, I more clearly understood the need for my current skillset as well as

the future need for advanced learning. | knew this was just the beginning of my career.

As of today, [ have returned to Texas as a full time DoD Contractor. I am a Lead Cyber Security analyst
with 22 Century Technologies supporting the United States Air Force’s Weapon and Tactics Team known
as the Air Force Computer Emergency Response Team. I have earned the following certifications:
Microsoft Certified Professional, Certified Ethical Hacker, and Security+. My current role has recently
expanded to include recruiting skilled members to our workforce of which I am glad to return to Alamo

Academies to locate skilled graduates in the San Antonio area.

With the wealth of experience gained in the past four years, I am now completing my education in
Information Assurance and Cyber Security as well as a Minor in Digital Forensics. [ am confident returning
to finish my degree because I understand continued education is a critical component for higher paying jobs

when looking to advance in the Cyber Security field.

Alamo Academies helped me obtain incredible opportunities and experience toward the employment I am
proud to have today. Without participating in this program, { would not be as successful as I am today.
At 22 years of age, 1 am a Cyber Security professional earning an amazing salary with multiple
certifications, nearly six years of on-the-job experience in supporting DoD initiatives, and no college
debt. T appreciate this experience and look forward to opportunities to share the message. Recently, I
had the privilege to refer 2016 graduates of I'TSA to my current employer. It is an honor to be able to
give back. Speaking from personal experience, this model is the vehicle for young men and women to
gain on-the-job experience and become qualified with the skills necessary for critical jobs needing to be
filled in Federal IT.

11
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College Pathway
Robert Floves — 2012 Graduate

I am Robert Flores Jr., and I attended Judson High School and ITSA. I joined ITSA because 1 found the
information security industry exciting as it is ever-growing, ever-changing and provides a huge
technological challenge in adapting to new technologies and cyber-attacks. Data security remains a crucial
element to business managers worldwide who must connect their intra-networks to the Internet in order to
compete in the global market. [ was confident that someday | would play a significant part in maintaining
the Internet’s revolutionary role by making individuals who use it feel secure. My experience at ITSA was
incredible and [ owe a huge portion of my success to ITSA since it was an invaluable launching pad to my

vision which | am currently enjoying at Rackspace.

Participating in ITSA was an enormous benefit. I earned an Information Technology and Security
Certification and 20 months as an intern with the Air Force that put my knowledge to use in a
professional workforce environment. But most important is the incredible network of professionals,
instructors, and fellow students I developed since my first day at ITSA. They supported me every step of
the way! CyberPatriot made me a Rock Star as | met numerous government and state officials. The
highlight being when, as Team Captain of the ITSA CyberPatriot Team, I led my team at national level
competition in Washington D.C. and we were the CyberPatriot Open Division National Champions for
2012.

My decision to pursue my education first was simple because there is no substitute for knowledge/
education and it is seen as a strong foundation and a key ingredient for being successful. In May 2016, 1
earned a Bachelor of Business Administration in Cyber Security with a Minor in Digital Forensics from
UTSA (University of Texas at San Antonio). I was fortunate to not incur any college debt since I used the
Hazelwood program because of my father’s military service as a Texas native. Plus, | earned and hold

three certificates: CompTIA A+, CompTIA Security+, and CompTIA Network+

I'am a Rackspace employee since graduating from UTSA. In fact, I got a Rackspace employment offer a
year prior to graduating. | am a Security Analyst as a member of the Information Security Operations
Center (ISOC) Team at Rackspace in San Antonio, Texas. My employer is providing me a great salary,

great benefits and tuition assistance.

12
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The ITSA experiences definitely helped in obtaining employment because it was my foundation that
included my first internship with the Air Force. I had a total of three paid internships prior to graduating

from UTSA and joining Rackspace.

13
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Hybrid Pathway
Skylar Daugherty — 2015 Graduate

As a Junior in high school, my future path was unclear. I was facing the beginning of my independence
and [ had no idea where to start. Being such a pivotal time, 1 had to act quickly. I made the last minute
decision to enroll in the Information Technology and Security Academy (ITSA) offered by Alamo
Academies. I can say without a doubt that this was the best decision that 1 have made in my life so far.
Little did I know, the decision would solidify the foundation from which | would continue into the career

that [ currently enjoy.

I cannot state enough how the majority of my success at this stage in my life is due to my involvement with
ITSA. A key contribution to my success came from the CyberPatriot program. As much fun as it was to
learn about information technology in the classroom, it was more fun to apply that knowledge in a real
competitive environment. This allowed me to not only reinforce the knowledge that { had gained from my

professors, but it also pushed me to learn on my own and gave me a constant thirst to want to learnmore.

Through the help of Alamo Academies, 1 was able to earn my Associates degree in Information
Assurance and Cyber Security from San Antonio College only a year after | graduated from high school
without acquiring any college debt. I plan on continuing my education in order to earn my Bachelor’s

degree in the same field.

Most importantly, the internship program offered by ITSA allowed me to earn a position at Delta Risk
LLC; a cyber security consulting agency located in downtown San Antonio. Originally hired as an intem
focused on web development, I was later hired as a full time employee with a focus shifted toward cyber

security, an area in which I have great confidence due to the teaching I received.

ITSA introduced me to a world of opportunity that I would have never had the access to otherwise
and, because of these opportunities, not only am I the first in my family to graduate college, but, at just
19 years old, I have been able to earn a position within the career field that I want a future in. I feel
incredibly confident that the help and teaching that I received from the Information Technology and

Security Academy has given me a future that | could have only dreamt of having.

14
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Hybrid Pathway
Kyle Volz — 2016 Graduate

My name is Kyle Volz, 1 attended Alamo Heights High School, and Alamo Academies’ Information
Technology & Security Academy (ITSA) from 2014-2016. | joined Alamo Academies because I have
always had an interest in technology and thought that it would be a good opportunity for me to further my
knowledge in the field of IT.

I quickly learned that joining ITSA was the right decision for me. The teachers were very helpful and
knowledgeable and assisted us through the difficult coursework. I learned various subjects in the field from
Hardware to Security Protocols to Programming. Without a doubt, this knowledge inspired me to learn

more and ultimately qualified me to get the job that I now have.

1 also participated in the CyberPatriot competition both years while at ITSA. In my senior year, our team
won the San Antonio Mayor’s Cyber Cup and advanced to the National Finals in Baltimore, MD. This
experience helped me to apply the knowledge in a structured and competitive environment. The winning
recognition also helped immensely by providing proof to show potential employers the skills that [ have

acquired through my time at Alamo Academies.

Currently, I hold the following certifications: CompTia Security+ and Certified Ethical Hacker (CEH) and
am earning credits toward two Associate degrees at San Antonio College. I am proud to say that I have
been referred and earned employment with DoD contractor, 22™ Century Technologies. At eighteen years
old, I am being awarded a security clearance, earning a salary commensurable with other IT security
professionals with full benefits and a 401k plan allowing me to gain my independence so much earlier than

I had ever imagined.

What I have learned at Alamo Academies from the teachers and the CyberPatriot mentors is the reasons
behind why I am able to get this job. Through ITSA, I was able to network with potential employers and
understand the skills required for the workforce. I gained confidence and continued to apply knowledge
that makes me a valuable asset to their team. 1 would not be where I am today without this direction. 1

look forward to giving back to the program as I continue to progress in my skill sets in my new role. I

15
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highly recommend young men and women interested in the IT field get a head start on their education and

experience in the field through Alamo Academies, ITSA.

16
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Hybrid Pathway
Reed Eggleston — 2016 Graduate

My name is Reed Eggleston and I attended John Marshall High School and Alamo Academies’ Information
Technology & Security Academy (ITSA) from 2014-2016. [ was attracted to the program because | wanted
to do something different that would challenge me. [ enjoyed computers and thought that I was fairly
knowledgeable before joining ITSA. Within the first semester, 1 realized that [ had much to learn. ITSA
provided a wealth of knowledge at my disposal through college professors and industry professionals who

specialize in the field.

I can truly say my experience at ITSA was spectacular. It gave me direction in life and the critical technical
knowledge that allowed me to pursue high paying and in-demand jobs right out of high school. A few
standout benefits include industry certifications, connections with industry professionals, and an
understanding of unfilled IT jobs in the community. After my first year in the program, I had an internship
with cyber security firm, Delta-Risk. The internship provided me with experience and connections that 1
still keep in contact with today. The leadership was impressed with my performance sharing, "If you ever
need a job, come back and we'll hire you." To hear this comment was confirmation that I was moving in

the right direction.

I share with new members of the ITSA branch of the Alamo Academies, "You don't really feel the true
power of the Academy unless you join CyberPatriot,” and I still believe this. The CyberPatriot competition
brought out the best in myself as a student and as a leader; allowing a framework to which I could practice
cybersecurity in my daily life. | had to hone my ability to self-learn and apply security concepts insideand
outside of the classroom. It also promoted my competitive drive to increase my skill sets among some of

the best young professionals in the nation.

Serving as the captain of the ITSA 2016 CyberPatriot team was a remarkable experience in both cyber
security and also in leadership. Together our team studied at least 3 hours a day, nearly every single day,
for over a year so that we could make it to national finals in the competition and 1 don't regret it in the
slightest. Advancing as one of the top 12 teams in nation to the Open Division National Championship
gave us the confidence to push ourselves to new heights. That experience continues to prove valuable in

my life, today.

17
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Today I hold both CompTia Security + Certification as well as Certified Ethical Hacker (CEH) from EC-
Council. Thanks to an ITSA alumnus, [ was referred and hired as a Tier II Analyst for DoD defense

contractor, 22™ Century Technologies Inc. in San Antonio, TX.

Alamo Academies’ ITSA program taught me how to do many things, from being professional in an office
environment to hands on skills that 1 need in the workforce. Another highlight is the networking that
sternmed from ITSA and CyberPatriot; [ was able to build relationships with professionals in the field who
are eager to share their experiences to help me along my journey. I enjoy giving back to ITSA and
frequently mentor current students. I am grateful to the program for allowing me to build the foundation

from which [ am stili expanding upon.

18
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ADDENDUMS

Program Curricula & Associate of Applied Science (AAS) Degree Pathways

A. Information Technology & Security Academy (ITSA) Curriculum & Associate of Applied
Science (AAS) Degree Pathway: Computer Support Specialist

B. Aerospace Academy (AA) Curriculum & Associate of Applied Science (AAS) Degree

Pathways: Aircraft Technician Airframe or Aircraft Technician Powerplant

C. Advanced Technology and Manufacturing Academy (ATMA) Curriculum & Associate of
Applied Science (AAS) Degree Pathways: CNC Manufacturing Technician or Manufacturing

Operations Technician

D. Health Professions Academy (HPA) Curriculum & Associate of Applied Science (AAS)
Degree Pathway: Nursing

E. Heavy Equipment Academy (HEA) Curriculum & Associate of Applied Science (AAS)

Degree Pathway: Diesel/Construction Equipment Technology

19
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Information Technology and Security Academy

1st Year Program of Studies
5 courses with total of 18 credit hours

2nd Year Program of Studies
4 courses with total of 12 credit hours

Fall Semester Credit
[TSC 1305  Intro to PC Operating Systems 3

intraduction to personal computer operating

systems including instaflation, configuration,

[file management, memary & storage manage-

ment, control of peripherai devices & use of utilities.
ITSC 1425  Personal Computer Hardware* 4
*Testout Current personal computer hardware including
Certification assembly, upgrading, setup, configuration, ond
PCPrD troubleshooting.

Fall Semester Total 7

Spring Semester Credit

ITNW 1425 Fundamentals of Networking
Technologies* 4

*Testout Introduction to architecture, structure, functions,

Certification  components & models of the internet. Covers

Network Pro  principles and structures of IP addressing, Ethernet,
medio & operations.

ITSC 2439 Personal Computer Help Desk Support 4

Diagnosis and solution of user hardware and
software related problems with on-the-job and/or
simulated projects.

Spring Semester Total 8
summer Semester Credit
ITSC 2364  Practicum: Computer & Information 3

Sciences, General

Practicai, gereral workplace training supported by
an individualized learning plon.

Summer Total 3

Year 1 Program Total 18

Eall Semester Credit
ITSC 1316 LINUX Instaliation & Configuration* 3
“Testout Introduction to the UNIX operation
Certification system including multi-user concepts,
LINUX Pro termingl emulation, use of system editor,

bosic UNIX commands, & writing script fites.

Includes introductory system management

concepts.
ITSY 1342  Information Technology Security* 3
*Testout Instruction in security for network hardwaore,
Certification  software, ond data including physical security,
Security Pro backup procedures, refevant tools, encryption,

and protection from viruses.

Fall Semester Total [

Spring Semester Credit
{TSE 1302 Computer Programming 3

Introduction to computer programming with

emphasis on the fundamentals of design,

testing, i ion, and

documentation. includes language syntax, data

and file structures, input/output devices, and files.
ITSE 1311  Beginning Web Programming 3

Skitt in web page prog i

9
including mark-up and scripting languages.

Spring Semester Total 6
Year 2 Program Total 12

Level t Certificate of Completion
Computer Desktop Support Technician

Level ! Certificate of Completion
Information Technology & Security

Two Year Program of Studies: 9 Courses totaling 30 credit hours

‘The Alamo Colieges do not discrinrinate on the basis 6f race, religion. color, in. sex, ags, or di
‘Direstor of Empl

3 or sarvices. Inguities or compraine canceming
. Tise IX Coordimater, (210} 4850200
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Information Technology and Security Academy

Level | Certificate of Completion Level | Certificate of Completion
Computer Desktop Support Technician [ Information Technology & Security

ASSOCIATE OF APPLIED SCIENCES

Computer Support Speciatist

Semester 1
ITSC 1301
TSC 1309
115C 1305
ENGL 1301

Semester2
ITNW 1425

1TSC 1425
ITNW 1454
TSC 1316

Semester 3

{TSE 1302

Semester 4
17SC 2439
ITSE 1311
115C 2325
ITSC 2321

Semester 5
iTSY 1342

iTSC 2264

Credit
introduction to Computers or ather* 3
integrated Software Applications 3
introduction to PC Operating Systems or other*3
Composition | 3
Select Additional communication (90) Core 3
1st Semester Total 15
Credit

Fundamentals of Networking Technologies
or other® 4
Personal Computer Hardware 4
implementing and Supporting Servers 4
LINUX Installation and Configuration 3
2nd Semester Total i5
Credit

Select Language, Philosophy & Culture {40}
or other* 3
Computer Programming or other* 3
3rd Semester Total 6
Credit
Personal Computer Help Desk Support 4
Beginning Web Programming 3
Advanced LINUX 3
integrated Software Applications il 3
4th Semester Total 13
Credit
Information Technology Security or other 3
Select Mathematics {20} Core 3
Select Social & Behavioral Science {80} Core 3
Practicum Computer & Information Sciences 2
Sth Semester Total i1
Program Total 60

* See San Antonio College degree description for more information: http://mysaccatalog.alamo.edu/

DC/ITSA: 29 Total AAS Hours: 60

Hours needed Post DC/ITSA: 31 General Academics: 15
Specific Hours: 45

Vers 9.2016
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Aerospace Academy

1st Year Program of Studies
8 courses with total of 21 credit hours

2nd Year Program of Studies
4 courses with total of 11 or 12 credit hours

Fall Semester Credit
AERM 1201 Introduction to Aviation* 2
*10-hr OSHA An overview of aviation mointenance.

AERM 1315 Aviation Science 3
Fundamentals of mathematics, physics & drowing
as they opply to aircroft principles & operations.

AERM 1303 Shop Practice 3
Introduction to the correct use of hand tools and
& precision ; identificati
of aircraft hardware; & fobrication of fluid lines
ond tubing.
Fali Semester Total 8
Spring Semester Credit
AERM 1208 Federal Aviation Regulations 2

A course in the use & understanding of the FAA &
aircraft manufocturer’s publications, forms & records,

AERM 1205 Weight & Balance 2
An introduction to FAA required subjects relating to
weighing of aircraft, performance of weight &
balance calcwlations, & appropriate maintenance
of record entries.

AERM 1310  Ground Operations 3
An introduction course in fuels, servicing methods
and pracedures, aircraft movement, securing and
operations of gircraft, external power equipment,
aircraft cleaning, ond corrosion controf.

POFT 1220 Job Search Skills 2
A course to provide students with necessary skills
to seek & obtain employment in business & industry.
Spring Semester Total 9
Summer Semes! Credit

AERM 2486  Internship: Aircraft Mechanics & Aircraft
Maintenance Technology/Technician 4

Practical, general workplace training supported by
aon individualized learning plan,

Summer Total 4

Year 1 Program Total 21

Fali Semester Credit

AERM 1414  Basic Electricity 4
A study of aircraft efectricaf systems and their
requirements.

AERM 1254  Aircraft Composite 2
A study of the inspection & repair of composite,

iberglass, ond lami structurgl
materials.
Fall Semester Total 6
Spring Semester Credit
Airer: ructures Mech:
AERM 1241 Wood, Fabric & Finishes 2

A course in the se & care of vorious covering
materials, finishes, & wood structures including
approved methods and procedures.

AERM 1352  Aircraft Sheet Metal 3
A course in inspection & repair of sheet metol
structures.

Spring Semester Total 5
ar 2 Pi m T i1
Or

Aircraft Turbine Mechanic

AERM 1351  Aircraft Turbine Engine Theory 3
Theory, history & servicing of turbine engines.
AERM 2351  Aircraft Turbine Engine Overhaul 3

Topics address inspection, disossemnbly, re-ossembly
& replocement af gas turbine engines, sections, &
os welf gs i i

analysis.

Spring Semester Total 6

Year 2 Program Total 12

Occupational Skills Award
Aircraft Technology (OSA)

{5 courses, 13 hours)

Level | Certificate of Completion

Aircraft Aircraft
Structures or Turbine
Mechanic Mechanic

Two Year Program of Studies: 12 Courses totaling 32 (Structures) or 33 {(Turbine) credit hours

‘The Alama Colleges do not discriminate on the basis of e, religion, Goior,

or services. Inquities or complaints GORCemIng

of: Director of|

. Fite X Coordinator, (2101 485-020.
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Aerospace Academy

Level | Certificate of Completion Level | Certificate of Completion
Aircraft Structures Mechanic Aircraft Turbine Mechanic

ASSOCIATE OF APPLIED SCIENCES ASSOCIATE OF APPLIED SCIENCES

Aircraft Technician Airframe Aircraft Technician Powerplant

Semester 1 Credit | {Semesteri Credit
ENGL 1301  Composition § or other* 3 | [ENGL 1301  Composition | or other* 3
MATH 1333  Contemporary Mathematics Hl or other™ 3 | | MATH 1333 Contemporary Mathematics Il or other* 3
PHYS 1305  Introductory to Physics | Lecture or other™ 3 | {PHYS 1305  Introductory to Physics | Lecture or other* 3
ECON 1301  introduction to Economics or other* 3 {1 JECON 1301  Intreduction to Economics or other™ 3
ARTS 2326  Sculpture | or other® 3 | JARTS 2326  Sculpture | or other* 3
1st Semester Total 15 1st Semester Total 15
Semester 2 Credit Semester 2 Credit
AERM 1205 Weight & Balance 2 | |AERM 1205 Weight & Balance 2
AERM 1208 Federal Aviation Regulations 2 | FAERM 1208  Federal Aviation Regulations 2
AERM 1310 Ground Operations 3 | |AERM 1310 Ground Operations 3
AERM 1303  Shop Practices 3 | |AERM 1303 Shop Practices 3
AERM 1315 Aviation Science 3 | |AERM 1315 Aviation Science 3
AERM 1414 Basic Electricity 4 | | AERM 1414 Basic Electricity 4
AERM 1241  Wood, Fabric & Finishes 2 AERM 1444  Aircraft Reciprocating Engines 4
2nd Semester Total 19 2nd Semester Total 21
Semester 3 Credit | {Semester 3 Credit
AERM 1243  Instruments & Navigation/Communication 2 | JAERM 2352  Aircraft Powerplant inspection 3
AERM 2231 Airframe Inspection 2 3rd Semester Total 3
AERM 1345  Aircraft Electrical Systems 3
3rd Semester Total 7
Semester 4 Credit
Semester 4 Credit | | AERM 2547  Aircraft Reciprocating Overhaul 5
AERM 1448  HMydraulic, Pneumatic, & Fuel Systerns 4 | |AERM 1340  Aircraft Propellers 3
AERM 1350 Landing Gear Systems 3 | |AERM 1351  Aircraft Turbine Engine Theory 3
AERM 1254  Aircraft Composites 2 | |AERM 2351  Aircraft Turbine Engine Overhaul 3
AERM 1253 Aircraft Welding 2 | {AERM 1456 Powerplant Electrical 4
AERM 1352 Aircraft Sheet Metal 3 | |AERM 1357  Fuel Metering & Induction Systems 3
AERM 1347  Aircraft Auxiliary Systems 3 4th Semester Total 21
AERM 2233 Assembly & Rigging 2
4th Semester Total 19
Program Total 60 Program Total 60
DC/AA: 24 Total AAS Hours: 60 DC/AA: 23 Total AAS Hours: 60
Hours needed Post DC/AA: 36 General Academics: 15 Hours needed Post DC/AA: 37 General Academics: 15
Specific Hours: 21 Specific Hours: 22

* See St. Philip’s College degree description for more information: http://myspccatalog.alamo.edu/

Vers 9.2016
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Addendum C

Advanced Technology and Manufacturing Academy

1st Year Program of Studies
6 courses with total of 19 credit hours

2nd Year Program of Studies
5 courses with total of 15 credit hours

Fall Semester Credit
TECM 1303 Technical Calculations 3

Specific mathemotical calcutations required by
business and industry. Includes whole numbers,
fractions, mixed numbers, decimals, %, ratios, ond
proportions. Also, covers converting to different
units of measure {standard and/or metric).

MCHN 1320 Precision Tools & Measurements* 3
*10-Hour OSHA Introduction to modern science of dimensional
metrology.

MCHN 1270 MSSC* 2
*MSSC Safety  Monufacturing Skifl Standards Council Certified
Certification production Technician Safety & Quality Modules.

Fall Semester Total 8
Spring Semester Credit
MCHN 1302  Print Reading for Machine Trade 3

A review of applied math models and study of
different blueprints, with emphasis on machine
blueprints and the application of each.

MCHN 1438  Basic Machine Shop 4
An introduction course that assists the student in
understanding the maochinist occupation in industry.

Spring Semester Total 7

Summer Semester Credit

MCHN 2486  Internship: Machine Tool 4
Technology/Machinist

Practical, general workplace training supported by
an individualized learning plan.

Summer Total 4

Year 1 Program Total 19

Credit

Fall Semester

INMT 2303 Pumps, Compressors & Mechanical Drives 3
A study of the theory and operations of various types
of pumps and compressors.

ELPT 1319 Fundamentals of Electricity | 3
Basic theory and practice of electrical circuits.

QCTC 1243 Quality Assurance® 2

*MSSC Quality  Principles & opplication designed to introduce

Certification quality assurance.

Fall Semester Total 8

Spring Semester Credit

MCHN 1426  introduction to Computer-Aided 4
Manufacturing (CAM)

A study of Computer Assisted Manufocturing (CAM)
Systems. Software Js used to develop opplications
for manufacturing.

RBTC 1305  Robotic Fundamentals 3
An introduction to flexible automation.

Spring Semester Total 7
Y Program Total 15

Level | Certificate of Completion
Manufacturing Skills Trade Helper

Level | Certificate of Completion
Production Tool Operator/Maintenance Assistant

Two Year Program of Studies: 11 Courses totaling 34 credit hours

race, sefigion, color,

theas matters shouid be brought to tha atention of. Director of Employes Services, Tite IX Coordinalor, (210) 485-0260.

o servives. inquiries or complalns Conceming
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Advanced Technology and Manufacturing Academy

Level | Certificate of Completion
Manufacturing Skills Trade Heiper

Level | Certificate of Completion
Tool Operator/Maintenance Assistant

ASSOCIATE OF APPLIED SCIENCES

Manufacturing Operations Technician

ASSOCIATE OF APPLIED SCIENCES

CNC Manufacturing Technician

Semester 1 Credit
MCHN 1438 Basic Machine Shop ! 4
MCHN 1320 Precision Tools & Measurement 3
MATH 1333 Contemporary Mathematics Il or other® 3
INMT 2303 Pumps, Compression & Mechanical Drives 3
ITSC 2303 introduction to Computers | or other* 3
1st Semester Total 16
Semester 2 Credit
ENGL 1301  Composition | or other* 3
ELPT 1318 Fundamentals of Electricity 3
ELMT 1305  Basic Fluid Power 3
PHYS 1305  Introductory Physics | Lecture or other* 3
RBTC 1305  Robotic Fundamentals 3
2nd Semester Total 15
Semester3 Credit
RBTC 2347  Computer Integrated Manufacturing 3
WLDG 1425 Intro to Oxy-Fuel Welding & Cutting 4
RBTC 1347  Electromechanical Devices 3
ECON 1301  introduction to Economics or other* 3
3rd Semester Total 13
Semester 4 Credit
MCHN 1302  Print Reading for Machining Trade 3
ELPT 2419  Programmable Logic Controllers | 4
ELPT 1441  Motor Control 4
MUSI 1306  Music Appreciation or other* 3
MCHN 2266 Practicum (or field experience} Machine Tool
Technology/Machinist 2
4th Semester Total 16
Program Total &0

Semester 1 Credit
MCHN 1302  Print Reading for Machining Trade 3
MCHN 1438 Basic Machine Shop t 4
MATH 1332 Contemporary Math | or other* 3
MCHN 1320 Precision Tools & Measurement 3
ITSC 1301 Introduction to Computers or other* 3
1st Semester Total 16
Semester 2 Credit
ENGL1301  Composition | or other* 3
MCHN 2303  Fundamentals of Computer Numerical 3
Controlled (CNC} Machine Controls
QCTC 1243 Quality Assurance 2
PHYS 1305 Introductory to Physics | Lecture or other* 3
MCHN 1426  Intro to Computer-Aided Manufacturing (CAM) 4
2nd Semester Total 15
Semester 3 Credit
ECON 1301 Introduction to Economics or other™ 3
MCHN 2431  Operation of CNC Turning Centers 4
MCHN 2434 Operation of CNC Machining Centers 4
MCHN 1330 Statistical Process Control for Machinist 3
MUSI 1306  Music Appreciation or other* 3
3rd Semester Total 17
Semester 4 Credit
MCHN 2435  Advanced CNC Machining 4
MCHN 1352  intermediate Machining | 3
RBTC 1305  Robotic Fundamentals 3
MCHN 2266 Practicum {or field experience) Machine Tool
Technology/Machinist 2
4th Semester Total 12
Program Total 60

DC/ATMA: 21 Total AAS Hours: 60

Hours needed Post DC/ATMA: 39 General Academics: 18
Specific Hours: 21

* See St. Philip’s College degree description for more information

DC/ATMA: 21 Total AAS Hours: 60

Hours needed Post DC/ATMA: 39 General Academics: 18
Specific Hours: 21

: http://myspecatalog.atamo.edu/

Vers 9.2016
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Health Professions Academy

ist Year Program of Studies
4 courses with total of 14 credit hours

2nd Year Program of Studies
5 courses with total of 16 credit hours

BIOL 2401

ENGL 1301

BIOL 2402

ENGL 1302

Fall Semester

Spring Semester

Credit

Human Anatomy & Physiology | 4
Studying structure & function of cells, tissues,

& body systems with emphuosis on integumentary,
skeletal, muscutor, nervous systems including the

special senses.

Composition | 3
Focusing on the principles of effective oral and written
communication, critical recding & the development

of academic writing.

Fail Semester Total 7
Credit
Human Anatomy & Physiology If 4

Studying the structure & function of the
endocrine, digestive, respiratory, cardiovascular,
Iymphatic, genitourinary & reproductive systems.

Composition i 3

Refining skifls in academic writing, criticol thinking,
analysis of literature and research & documentation.

Spring Semester Total 7
Year 1 Program Total FLY

Fall Semester Credit

BIOL 2420  Microbiology for Nursing & Allied Health 4
Introduction to historical concepts of the noture of
microorganisms, microbiaf diversity, the importance
of microorganisms and aceflulor agents in the
biosphere, and their roles in human & animal diseases.

PSYC 2301 General Psychology 3
Introduction of the study of behavior ond the foctors
that determine & offect behavior and mentat

processes.

Fall Semester Total 7

Spring Semester Credit

PHIL2306  Introduction to Ethics 3
Classical & contemporary theories concerning the
good life, human conduct in society, and moral &
ethical stondards.

PSYC 2314  Lifespan Growth & Development 3
Study of the relatienship of the physical, emotional,
social and mental factors of growth & development
of the individual throughout the lifespan.

MDCA 1313 Medical Terminology 3

The study and practical applicetion of o medical
vocabulary system. It includes structure, recognition,
anglysis, definition, spelling, pronunciation, and
combination of medicaf terms from prefixes,
suffixes, roots, and combining forms.

Spring Semester Total 9
Year 2 Program Yotal 16

All classes transferrable into the Nursing Program at San Antonio College

Two Year Program of Studies: 9 Courses totaling 30 credit hours

not discr 2 , raligion, calor,

atention of. Director of

y With raspect to access. employment programs, of ervices. Inquries or complainte soncarning

, Tibe IX Coordinatar, (210} 485-0200,
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Health Professions Academy

Prerequisites transferable to Allied Health Career Pathways

ASSOCIATE OF APPLIED SCIENCES

Semester 1 Credit {]Semester3 Credit
BIOL 2401 Human Anatomy & Physiology | 4 1JRNSG 1128  Introduction to Health Care Concepts 1
PSYC 2301 General Psychology 3 [1RNSG 1125  Professional Nursing Concepts | 1
PHIL 2306 introduction to Ethics 3 |[IRNSG 1216  Professional Nursing Competencies 2
ENGL 1301  Composition | 3 || RNSG 1430  Health Care Concepts | 4
1st Semester Total 13 {1RSNG 1161  Clinical-RN: Health Care Concepts | 1
3rd Semester Total 9
Semester 2 Credit

BICL 2402  Human Anatomy & Physiology i 4 [}Semester 4 Credit
PSYC 2314 Lifespan Growth & Development 3 JIRNSG 1126  Professional Nursing Concepts 1t 1
BiOL 2420  Microbiology for Nursing & Allied Health RNSG 1533 Health Care Concepts | 5
or other* 4 {1 RNSG 2362  Clinical-RN; Health Care Concepts If 3
4th Semester Total 9

2nd Semester Total 11
Semester 5 Credit
Program Total 24 }HRNSG 1137 Professional Nursing Concepts 11l 1
RNSG 1538  Health Care Concepts tit 5
RNSG 2363  Clinical-RN: Health Care Concepts |} 3
Sth Semester Total 9
Semester § Credit

RNSG 2138  Professional Nursing Concepts IV 1
RNSG 2538  Health Care Concepts IV 5
RNSG 2360  Clinical-RN: Health Care Concepts IV 3

6th Semester Total 9

Program Total 36

DC/HPA: 24 Total AAS Hours: 60

Hours needed Post DC/HPA: 36 General Academics: 24
Specific Hours: 36

Vers 9.2016
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Addendum E
Heavy Equipment Academy

1st Year Program of Studies
5 courses with total of 18 credit hours

2nd Year Program of Studies
4 courses with total of 16 credit hours

Fali Semester Credit
DEMR 1406 Diesef Engine I* 4
*HOLT CAT An introduction to the basic principles of diesel

ProTech Engine  engines & systems,

D&A DEXD1

DEMR 1416 Basic Hydraulics® 4
*HOLT CAT Fundamentals of hydraulics including companents
ProTech and related systems.

Hydraulics TM28

Fall Semester Total 8

Spring Semester Credit

DEMR 1405  Basic Electrical Systems™® 4

*10-Hour OSHA A review of applied math models and study of

*HOLT CAT different blueprints, with emphasis on machine

ProTech blueprints ond the application of each.

Electricity TGO1

DEMR 1329 Preventative Maintenance 3
An introduction course that assists the student in
understanding the machinist occupation in industry.

Spring Semester Total 7
Summer Semester Credit
DEMR 2366  internship: Diesel Mechanics 3

Technology/Technician

Practical, general workplace training supported by
an individualized learning plan.

Summer Total 3

Year 1 Program Total 18

Eall Semester

Credit

DEMR 1423 Heating, Ventilation, & Alr Conditioning* 4
*HOLTCAT Introduction to heating, ventilation, & air
ProTech HVAC  conditioning theory, testing, & repair. Emphasis
TG12 & ASE on refrigerant reclomation, safety procedures,
Refrigerant specialized tools & repairs.
Recovery &
Recycling
DEMR 2439  Advanced Electrical Systems 4
A continuation of basic electricoal systems to include
lighting, computer controls, and accessories.
Fall Semester Total 8
Spring Semester Credit
DEMR 2434  Advanced Diesel Tune-Up and 4
Troubleshooting™
*HOLTCAT Advanced concepts & skilfs required for tune-up
ProTech & troubleshooting procedures of diesel engines.
Electronic Emphasis on the science of diagnastics with a
Troubleshooting common sense approach.
E205
DEMR 2435  Advanced Hydraulics 4
Advanced study of hydraulic systems &
camponents including diagnostics & testing of
hydraufic systems.
Spring Semester Total 8

Occupational Skills Award
Diesel/Light to Heavy Truck Technology Mechanic
Helper | (OSA}

Level | Certificate of Completion
Diesel Heavy Equipment

Two Year Program of Studies: 9 Courses totaling 34 credit hours

The . sefigion, coler, . sex. age,

y 3 o senvices. Inquiies of complaints congerning
. Tite X Coordinator, {210} 485-0200.
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Level | Certificate of Completion

Diesel Heavy Equipment

ASSOCIATE OF APPLIED SCIENCES

Diesel Construction Equipment Technician

* See St. Philip’s College degree description for more information: http://myspccatalog.alamo.edu/

Semester 1 Credit
DEMR 1405 Basic Electrical Systems 4
DEMR 1416 Basic Hydraulics 4
DEMR 1329  Preventative Maintenance 3
MATH 1333 Contemporary Mathematics Il or other 3
1st Semester Total 14
Semester 2 Credit
DEMR 1417  Basic Brake Systems a4
DEMR 1406 Diesel Engine a4
iTSC 1301 introduction to Computers 3
PHYS 1305 Introductory to Physics | Lecture 3
2nd Semester Total 14
Semester 3 Credit
DEMR 2432  Electronic Controls 4
DEMR 1423 Heating, Ventilation, & Air Conditioning 4
DEMR 2435  Advanced Hydraulics 4
ENGL 1301 Composition | 3
Setect Social & Behavioral Sciences (80) Core 3
3rd Semester Total 18
Semester 4 Credit
DEMR 2434 Advanced Diesel Tune-Up & Troubleshooting 4
HEMR 1401  Tracks & Undercarriages 4
DEMR 2366  Practicum: Diesel Mechanics Technology
Technician
Select Language, Philosophy & Culture {40}
Core or other* 3
4th Semester Total 14
Program Total 60
DC/HEA: 30 Total AAS Hours: 60

Hours needed Post DC/HEA: 30 General Academics: 15
Specific Hours: 15

Vers 9.2016
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Mr. HURD. Mr. Bowman, thank you for that. And it gives me
hope that we are producing the kind of talent we need in order to
defend our digital infrastructure.

Mr. BowMAN. Thank you.

Mr. HUrD. Mr. Cambry, you are now recognized for your opening
remarks for five minutes.

STATEMENT OF EMILE CAMBRY

Mr. CamBRY. Thank you, Chairman Hurd, Ranking Member
Kelly, and all the esteemed members of the Committee on Over-
sight and Government Reform for the opportunity to testify for you
today.

My name is Emile Cambry. I'm the oldest child of an immigrant
from Haiti and an African-American woman on the west side of
Chicago. In their youth, my parents endured the frustration of eco-
nomic hardship and the pain and indignity of racism and anti-im-
migrant sentiment firsthand.

But they overcame the frustration, they overcame the pain, and
they overcame the indignity to become a doctor and a nurse. They
had the work ethic and the access to opportunity necessary to do
what statistics said they never would do—succeed.

And they made sure they did everything possible to give my
younger brother and sister the opportunities to overcome the obsta-
cles necessary for us to attend top institutions. Thanks to their sac-
rifice, I was able to study economics at the University of Chicago
and business at Northwestern University’s graduate school.

I've since had the opportunity to work at JP Morgan Chase in
their investment banking unit and teach graduate-level business
and economic courses at three graduate institutions.

My parents and all of my life’s experience up until three years
ago helped me realize one thing. Entire communities and genera-
tions of hardworking, incredibly talented men, women, and youth
are not being given access to the very opportunities that helped my
family overcome the hardships in their life.

That’s why I founded an organization that addresses that,
BLUE1647, to bring opportunity to opportunity deserts across the
country. BLUE1647 transforms lives and communities by going
into these opportunity deserts and providing residents with access
to 21st century tech skills so they can too access the opportunities
necessary for them to overcome the hardships in their life.

The formula was simple: Go where the need is greatest; teach
those interested in the most marketable skills; and see people over-
come poverty, racism, and other hardships in a way that you've
never seen before.

And today, I’d like to take the time to talk about how the various
programs and public sector partnerships I've had the chance to
build are turning communities with few prospects into hubs for
tech rock stars that can and will yield an ecosystem of diverse tal-
ent to fill the 1.2 million new tech jobs that will need to be filled
by 2020 in this country, and that includes Federal IT.

And already we’re starting to see that vision come to fruition.
While we were founded in Chicago just three years ago, thanks to
the support of people like Congresswoman Kelly, we've since grown
to have our tech centers present in eight cities and serve over
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16,000 youth and adults. Our classes have included everything
from app and software development, traditional IT, cybersecurity,
and the Internet of Things.

Physical location of our innovation centers are important, which
is why we target in lower socioeconomic areas, and 95 percent of
our students are black or Latino.

But we don’t water down our curriculum because of space, place,
age, or income. Our software development curriculum is Depart-
ment of Labor-certified for our technology apprenticeship program.

I'd like to take a moment to highlight some of the programs and
success stories. Our 1919 Program is our Women in Tech and En-
trepreneurship program. Since its inception a year ago, over 200
women have participated in our cohort-based program, which is 12
weeks in length. We have various tracks and have created a com-
munity approach for skill development in IT. We will soon be add-
ing tracks in project management and cybersecurity.

We have over a 97 percent net promoter score, and an additional
75 women have begun our program this week. All of these women
are black or Latino.

Our 21st Century Youth Project is for students as young as 4
and as old as 17 where we have had some great successes in co-
hort-based training. We have had students intern at Google, An-
swers.com, Accenture, and Microsoft, including starting their own
ventures. Over 70 students have gone on to matriculate into com-
puter science and engineering programs.

We have hosted the Chief Officers for the United States Digital
Services Team, United States Chief Data Officer D.J. Patil, and
have held general recruiting events around Federal IT opportuni-
ties and careers. Over 200 were in attendance for one event, and
the major takeaway was that you can serve your country using the
technology skills, which was a new concept to many of our
attendees.

We have executed some tremendous public and private partner-
ships to plant seeds in areas you would not expect. In St. Louis,
we are a partner in the Jobs-Plus program, a Federal HUD pro-
gram over four years to increase employment prospects in housing
developments. The housing development we focused on is the Clin-
ton Peabody development, where we became—where before the pro-
gram started had a 68 percent unemployment rate, 93 percent were
led by a single mother. At the development, we are partnered with
the St. Louis Housing Authority, the workforce development arm of
the—St. Louis, SLATE, and the NAACP of St. Louis.

BLUE1647 installed community Wi-Fi, so residents can partici-
pate in having Internet access, and we focus on bridging the digital
divide.

We conduct technology classes for adults during the day and pro-
vide afterschool technology immersion for youth after school.

In addition to working with one housing development in St.
Louis, we started working in six housing developments in Los An-
geles this week. We do—the more we can replicate our model and
support other programs like ours, we ultimately create a pipeline
of tech talent who will be naturally interested in technology careers

Thank you for your time, I'll gladly take any questions that
members of the committee might have.
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Thank you Chairman Chaffetz, Ranking Member Cummings, Congresswoman Kelly, and all the
esteemed members of the Committee on Oversight and Government Reform for the opportunity
to testify before you today.

My name is Emile Cambry. I'm the oldest child of an immigrant from Haiti and an
African-American woman on the west side of Chicago. In their youth, my parents endured the
frustration of economic hardship and the pain and indignity of racism and anti-immigrant
sentiment firsthand. But, they overcame the frustration. They overcame the pain. And they
overcame the indignity to become a Doctor and a Nurse. They had the work ethic and the
access to opportunity necessary to do what statistics said they never would be able to do.

Succeed.

And, they made sure they did everything possible to give my younger brother and sister the
opportunities to overcome the obstacles necessary for us to attend top institutions.

Thanks to their sacrifice, | was able to study Economics at the University of Chicago and
Business at Northwestern University’s Business school. My brother, Jonathan, despite dealing
with a debilitating iliness, is a renown concert pianist. My sister, despite dealing with challenges,
is a successful graphic designer.

I've since had the opportunity to work at JP Morgan Chase in their investment banking unit and
teach graduate level business and economics courses at 3 graduate institutions.

My parents, and all of my life’s experience up until 3 years ago helped me realize one thing.

Entire communities and generations of hard-working, incredibly talented men, women and youth
are not being given access fo the very opportunities that heiped my family overcome the
hardships in their life.

That's why | founded an organization that addresses that: BLUE1647. To bring opportunity to
opportunity-deserts across the country.

BLUE1647 transforms lives and communities by going into these opportunity-deserts and
providing residents with access to the 21st century tech skills so that they too can access the
opportunities necessary for them to overcome the hardships in their life.

The formula was simple. Go where the need is greatest. Teach those interested in the most
marketable skills. And see people overcome poverty, racism and other hardships in way that
you've never seen it before.

And today, I'd like to take the time today to talk about how the various programs and public
sector partnerships I've had the chance to build are turning communities with few prospects into
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hubs for tech rockstars that can and will yield an ecosystem of diverse talent to fill the 1.2 new
tech jobs that will need to be filled by 2020 in this country and more.

And, already, we're starting to see that vision come to fruition.

While we were founded in Chicago just three years ago, thanks to the support of people like
Congresswoman Kelly, we've since grown to have our tech-centers present in 8 cities and serve
over 16,000 youth and aduits.

Our classes have included everything from app and software development, traditional IT,
cybersecurity, and the Internet of Things. Physical location of our innovation centers are
important, which is why we target communities in lower socic-economic areas and 95% of our
students are black or latino. But we do not water down our curriculum because of space, place,
age, or income. Our Software Development curriculum is Department of Labor certified for our
technology apprenticeship program.

I'd like {o take a moment to highlight some of our programs and success stories. Our 1919
Program is our Women in Tech and Entrepreneurship program. Since it's inception a year ago,
over 200 women have pariicipated in our cohort-based program, which is 12 weeks in length.
We have various tracks, and have created a community approach for skill development in IT.
We will soon be adding tracks in project management and cybersecurity. We have over a 97%
net promoter score, and an additional 75 women have begun our program this week. All of
these women are black or Latino.

Qur 21st Century Youth Project is for students as young as 4 and as old as 17 where we have
had some great successes in cohort based training. We have had students intern at Google,
Answers.com, Accenture, and Microsoft, including starting their own ventures. Over 70 students
have gone on to matriculate into computer science and engineering programs.

We have hosted the Chief Officers for the United States Digital Services Team, United States
Chief Data Officer, D.J. Patil, and have held general recruiting events about federal IT
opportunities and careers. Over 200 were in attendance for one event and the major takeaway
was that you can serve your country using your technology skills, which was a new concept to
many of the attendees.

We have executed some tremendous public and private partnerships to plant seed sin placed
most would not likely expect. in St. Louis, we are a partner in the JOBS PLUS program, a
federal HUD program over four years to increase employment prospects in housing
developments. The housing development we focused on is the Clinton Peabody development,
where before the program started, had 68% unemployment rate, and 93% were led by a single
mother. At the development, we are partnered with the St. Louis Housing Authority, the
workforce development arm of the city of St. Louis, SLATE, and the NAACP of St. Louis.
BLUE1647 installed community wifi, so residenis can participate in having internet access, while
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we focus on bridging the digital divide. We conduct technology classes for adults during the day
and provide afterschool technology immersion for youth after school. Our partners focus on
placement and case management, and we were able to freeze rent for the community for four
years to break the cycle of poverty, because rent has served as a disincentive for residents to
pursue further employment prospects. As a partnership, we have exceeded our benchmarks for
success. Average income for the community has increased 40%, and enroliments in the job
development programs are almost a year ahead of our projected pace.

In addition to working with one housing development in St. Louis, we started working in six
housing developments in Los Angeles this week, and we partnered with an adult school in
Compton, CA where our first adult cohort has concluded and they are taking their certification
exams this week and next for internationally recognized IT certifications. The more we can
replicate our model and support other like ourse, we uitimately create a pipeline of tech talent
who will be naturally interested in technology careers, impacting Federal IT opportunities as
employers and service providers.

That's what one organization with a shoestring budget has been able o do. Imagine what we
could do with assistance from the federal government? Help us do more of what we do best,
and that’s close the talent gap in Federal IT and beyond.

Thank you for your time, I'll gladly take any questions that members of the committee might
have.
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Mr. HURD. Mr. Cambry, I am usually at these hearings—I usu-
ally get outraged when I hear opening remarks, but this time I am
inspired by what is going on, so thank you for being here for that.

And I believe the ranking member is going to submit her opening
remarks for the record, is that correct? Without objection, so
moved.

Mr. HURrD. I am going to recognize myself for five minutes and
go back and forth with Ms. Kelly until we get the going to go to
the Floor for votes. And, Ms. Ferrini-Mundy, my first question for
you is these SFS CyberCorps, you said there is about a little over
2,000 graduates from that program starting in 2001. You said
about 600 active. What is the head room? Have we hit the cap?

Ms. FERRINI-MUNDY. Well, we're always looking for institutions
that can come into the fold. We're funding about 62 different insti-
tutions right now, and so a big piece of our activity is to build ca-
pacity in more places so that we can broaden out the access for stu-
dents more widely.

Mr. HURD. So the scholarships, it is basically a scholarship.
There is a dollar amount ——

Ms. FERRINI-MUNDY. Right.

Mr. HURD.—it is a range, right, depending on ——

Ms. FERRINI-MUNDY. Right.

Mr. HURD.—the institution. How many more of these could we
be doing? Let’s assume we have, you know, miraculously you can—
I'll let you borrow my magic wand. We have these institutions. Do
we have an idea of, you know, is it 600 more students, is it 100
more students, is it 10 more students?

Ms. FERRINI-MUNDY. I mean, we could get back to you with a
closer analysis of that. It varies by institution type.

Mr. HURD. Right.

Ms. FERRINI-MUNDY. We're trying to build up our involvement
with community colleges so that we again

Mr. HURD. Yes.

Ms. FERRINI-MUNDY.—see more of a pipeline.

Mr. HurDp. Could we make—I am sure Mr. Bowman would love
to be the first, you know, to help be one of the ones that help make
that—I don’t want to speak for you, Mr. Bowman, but I am assum-
ing you are not part of the 62 institutions that receive some of
these CyberCorps scholarships, is that correct?

Mr. BowMAN. Mr. Hurd, we’re not today, but we surely can be
tomorrow.

Mr. HURD. Making things happen, huh, Robin Kelly, right here?

And one other thing, and, you know, I am interested in the
CyberCorps primarily to figure this idea of a Cyber National
Guard, right? These are going to be folks that don’t go necessarily
in the DOD or the NSA but Social Security Administration, Depart-
ment of Homeland Security, Department of Interior. We need peo-
ple there. And to be able to get them out of university when they
know that they are going to spend X number of years there and
that they probably have a job already waiting, a good-paying job
with a company that is willing to loan them back to the Federal
Government is important. So I have a lot of questions around that.

But the Computer Science for All program, is that something
that BLUE1647 is able to tap into? And I would love your thoughts
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on whether that is, and, Mr. Cambry, you know, whether that is
something that you are even interested in.

Ms. FERRINI-MUNDY. I mean, absolutely. We have a number of
different places where that program is being funded, most—pri-
marily in our Innovative Technology Experiences for Students and
Teachers, and we accept applications from all eligible places. We’d
love to have great connections that go beyond the set of institutions
that we typically see.

So inclusion is a very strong emphasis for us. The other place
where we are seeing phenomenal engagement from communities,
from community-based organizations, from a variety of industry
sectors is under our new INCLUDES program, which has 7 of its
37 First Awards are collaboratives among community organizations
focused on high-tech engagement with minority students.

Mr. HURD. Mr. Cambry, are you willing to participate and learn
more about it?

Mr. CAMBRY. Absolutely. And for centers like our housing devel-
opments, we really look at that as truly a model that we can truly
expand and scale, and having programs that—with the curriculum
that’s already tried and tested only makes our jobs easier, which
is trying to create a culture of technology development to get people
excited and engaged and pursue paths and careers in technology.

Mr. HURD. Great. Thank you. And back to the CyberCorps for a
second, the CNAP talks about investing more money into that pro-
gram. So, again, when you get back to me on the details, where do
we think that headroom is, right, because, look, in Texas alone in
2015 we had 42,000 computing jobs that went unfilled, right? And
we are not producing enough to fill that, and that is just in private
sector, I believe. And the need in the Federal Government is even
more.

And so I am going to stop there and turn it over to my ranking
member and come back and ask some more questions about kind
of structurally how we can do this in the private sector.

My good friend and the distinguished gentlelady from the great
State of Illinois is now recognized for five minutes.

Ms. KeELLY. Thank you so much. First, I just want to congratu-
late you on all your hard work with the bill that was passed today.
It showed bipartisanship, which people don’t think we can do, but
we have done that on this committee. And welcome all of you. I
just, though, have to give a special shout-out to Mr. Cambry.
Emails on my STEM Council that I started when I came in the
Congress—I have a STEM Council and the STEM Academy, and he
has helped us greatly, so thank you so much. And thanks for all
of your testimony.

I too am very, very concerned about the jobs that go unfulfilled
but also the lack of Latinos and African-Americans that are pre-
pared to fill those jobs. And it is extremely important. And when
I think about a district like mine where our unemployment rate
is—even though everything has gone down but it is still higher
than the national average. And then when I visit companies and
I hear that they can’t find—they don’t even need to be college grad-
uates but they still can’t find people to fill those positions. So I am
very interested in how we can diversify and fill those positions.
And they are positions that are not minimum-paying jobs but good-
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paying jobs that you can have middle-class income and do the
things that you need to do.

I had a set of questions, but listening to you guys, what more do
you think that Congress needs to do to help reach these goals of
filling these jobs, more diversification? Do you see—besides things
we are doing today, how can we be more helpful, I guess? And that
is anybody. Don’t be shy.

Mr. MONTGOMERY. I think one of the things that is already in
motion, if you look at this administration, this has been a very for-
ward-thinking, forward-leaning administration with respect to
cyber, the number of policies, the number of directives, the risk
management framework itself.

One of the things I would urge is that regardless of what hap-
pens shortly that that energy continue because this is a topic that
we can’t take a four-year break on

Ms. KELLY. Right.

Mr. MONTGOMERY.—we can’t take a four-hour break on, we can’t
take a four-minute break on.

One of the things that I think would actually help in addition to
that, Intel in 2015 we’ve committed $300 million to the similar top-
ics as my fellow panelists with respect to women and underrep-
resented minorities to make the workforce more diverse specifically
in technology.

But there has to be—there has to be some protection for the U.S.
Government for its own employees. And what I would suggest is
that Congress look at modifying the way that talented Federal
cyber employees are compensated, retained, and trained because
the lure to the private sector is intense because, as you mentioned,
Ms. Kelly, the number of spots that are open is so demanding that
people are looking down the street when the only change is money
because of that intense demand. And we need to make sure that
our Federal workforce in particular—and this is what Congress can
help with—remains highly paid, highly trained, highly effective,
and highly motivated to stay.

Mr. BowMAN. If I may, Ms. Kelly, thank you for the question
about what Congress can do.

For the Alamo Academies, a community collaborative program,
homegrown, one of the things that drive that model with our indus-
try partners is a pull system—not a push—a pull system to indus-
try demands and requirements to meet their needs.

And, as Chairman Hurd indicated, he had an internship with
Southwest Research Institute that kind of got him excited about
his career and got him on a pathway. That’s exactly what the Acad-
emies are doing today with this model.

We had over 45 internships last year alone just from the IT
Academy and about 120 internships in all five academies. That
model is limited because our capacity depends on how many intern-
ships we can get with companies. So any incentive—and many of
our industry partners on the Academies board would love to come
and help you work on that issue. Any incentive that can encourage
and motivate companies to take on these internship responsibilities
even at high school level would show that high school young men
and women can accomplish these duties and they can do it success-
fully if they’re in the right model and they’re mentored properly.
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And we’re showing that this is working and it’s been working for
the last 16 years.

In regards to minorities, though, San Antonio is a majority-mi-
nority community, and over 70 percent of our graduates are His-
panics today and 6 percent are African-American. So I think we're
achieving that in our local community and modeled like the Acad-
emy can do that in whatever community that they’re in like Mr.
Cambry here, you know. You've got a couple of great models here.

But incentivizing our industry partners to want to take on these
internships, there is some cost to them to do that, but the benefit
to homegrown product pays off hugely when they come, and that
loyalty and that culture they get by getting exposed to it early in
life. And they don’t have any bad habits. They’re coming in very
young, and it’s easy to get a secret clearance because they haven’t
done anything bad yet.

[Laughter.]

Ms. KELLY. Did you have any thoughts about ——

Mr. CAMBRY. Yes, and I will just add into that. One of the rea-
sons why we pursued this apprenticeship model for software devel-
opment was because it gave us stamp of approval that we can take
to employers to say they’ve been trained, this curriculum has been
certified, and on top of that we’re trying to include folks that other-
wise might have been excluded.

So I think that, you know, in addition to what Mr. Bowman has
mentioned, any incentives that we can get more employers on
board that can give us some opportunities to folks that otherwise
wouldn’t have gotten them because, once again, as he mentioned,
when you don’t have college debt and you’re still able to pursue
some revenue for your family, and especially to be able to jump
into the middle class, it has a tremendous effect not just for that
family but for that community to say that this is a possible path-
way and this is a pathway we can be successful in in a relatively
short amount of time with some very intensive training.

Ms. KeELLY. How do you get the word out about your programs
because that is always my concern, too, that sometimes entities
like yours don’t know what is out there for you as far as grants
because maybe we don’t do a good enough job getting the word out,
but also how do the young people know that you exist? What do
you do to get the word out? Any order.

Mr. MONTGOMERY. May I just—so it’s funny that you're asking
that because I was thinking the exact same thing. I—with respect
to Mr. Bowman’s comments, I think there would be a line of em-
ployers with paid internships and programs where a matriculating
student would enter the internship’s organization. I think people
would line up around the block because they don’t have an alter-
native today. And I think the challenge is one of awareness.

One of the things that we’re doing—and we've sort of relegated
our efforts to higher education—is with respect to that exact kind
of awareness between local centers such as the University of Mas-
sachusetts. We reach out to local employers who are having trouble
employing and doing internship programs for kids who are cur-
rently in hands-on programs at the university.

I think industry can help by joining forces with the kinds of orga-
nizations that NSF and other government organizations have des-
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ignated to say, look, here’s a workforce that wants to work. They
actually want to work, and they want to come help you with your
problems. We constantly get asked for those resources. We don’t
have them either. So I think it is absolutely a challenge of aware-
ness, but I think industry can help with these kinds of outreach as
well.

Mr. BowMAN. If I may, opportunities like this to be able to come
to Washington, D.C., and talk about programs that are being suc-
cessful in the communities that are working together, there’s been
historical bias that you had to be a four-year graduate to be in the
IT career field. And fortunately, the last six or seven years, pro-
grams like the Academies connecting with opportunities like the
Air Force Association CyberPatriot program where they're getting
these young men and women exposed to these opportunities so
much earlier in life that you’re creating that skill set that they can
do the job.

And now, we have enough—well, we don’t have enough but we'’re
getting graduates out there in the community with Department of
Defense, Defense contractors, and then showing them that they can
do this work. So we don’t have the companies lined up yet, but I
believe in just a few short years with more marketing and exposure
and seeing how there’s multiple career pathways.

You go to college—Robert, one of our examples, went straight to
college and came out and got offered a job a year before he grad-
uated. One of them went right into the workforce. Mario went up
to Defense with the Pentagon, so he used a career path. And the
other three are using a hybrid. They’re going to community college,
getting associate degrees, minimal debt, getting scholarships while
they’re working, continuing their higher education because they see
the benefit of it, but they also have that experience.

So here is young men and women getting exposed to that culture
and excited about it, and industry is starting to get excited about
it as well. So the more we can do to encourage, let our industry
partners know that these young men and women can do this work,
then we're going to have them lined up at the door. And we can
meet that need. Thank you.

Ms. FERRINI-MUNDY. Could I just add one other dimension to
think about in this context? And that has to do with the rapidly
changing landscape of the cybersecurity world. And so at a place
like the National Science Foundation, it’s very important for our re-
search investments in such areas as access control and cyber phys-
ical systems and privacy and data analytics and so forth. All of
that research is teaching us about this rapidly changing landscape.

And it’s important, I believe, in thinking about the curricula, the
experiences that students get in their preparation for us to keep in
mind that this is a dynamic field where we need to continually be
updated, be offering internship and authentic experiences so stu-
dents are working at the cutting edge as early on as they can in
this domain, which is part of what makes it both exciting and chal-
lenging. It has to stay very current.

Ms. KELLY. With the academy we have, the council actually—we
have someone from the elementary level and the two-year and then
four-year because that was—and then the industry people because
the concern was getting the young people interested anyway, to
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whet their appetite, but then making sure the high school and the
community colleges are teaching what needed to be taught.

Did you have any

Mr. CaMBRY. I'll just add in one last thing. Any time you have
a little bit of success and one gets a job or an opportunity, it cre-
ates a ripple effect. Yesterday, I got word that one of our students,
we—we partnered with an adult school in Compton, California.
One of the students got their industry certification in cybersecurity,
and they recently got a job at—offered a full-time job at Hewlett-
Packard, and all of a sudden I get 50 emails today about folks who
say, hey, what is it that your program does? And so I think those
kind of small successes have a ripple effect, but youre starting to
see people to say I can be successful in this space.

Mr. MONTGOMERY. One of the

Mr. HURD. Go ahead.

Mr. MONTGOMERY. Thank you. One of the things that I think
Homeland and the Continuous Diagnostics and Mitigation program
did well was it put together a framework for organizations to un-
derstand their cybersecurity posture, where their gaps were, and
how to improve. One of the things that we could do similarly is to
create this clearinghouse of these kinds of organizations and acad-
emies that have interns available, what their level of training is,
what their level of certification is, where their location is in order
to incent employers, both government and nongovernment, to have
a place to go to fill this need even if it’s with interns in temporary
assignments because any work that theyre doing is going to help
the organization, as well as the candidate get some real-time
hands-on experience.

But that clearinghouse of these organizations like Mr. Cambry’s,
like Mr. Bowman’s, I'm not aware of it. That would be ideal be-
cause then people can shop by their location, shop by their need,
and help benefit the local community as well.

Mr. HURD. I am going to recognize myself for another five min-
utes.

So I think, you know, here there is consensus that there is a
need in the IT workforce for professionals who have received their
skills through training, certificates, or a degree that is not a tradi-
tional four-year model. Is that consensus there? And, Dr. Ferrini-
Mundy, the CyberCorps program can be used for those types of
things, is that correct?

Ms. FERRINI-MUNDY. Certainly. We—particularly in the capacity-
building area, we can be funding the design of innovative cur-
ricular approaches, different durations of training, and particularly
the connection to the two-year colleges.

Mr. HURD. Yes. But scholarships as well?

Ms. FERRINI-MUNDY. Yes, scholarships also go to two-year college
students.

Mr. HURD. Got you.

Ms. FERRINI-MUNDY. Yes.

Mr. HURD. So what do we need to do to grow the program? And
what do we need to do to grow the program? And just so I am
clear, if I am a senior in high school, do I apply to OPM for this
scholarship and then take it to a school or do I have to apply it
to one of the 62 institutions for that specific program?
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Ms. FERRINI-MUNDY. Right. So you have to apply to one of the
62 institutions, and OPM does a very good job in publicizing these
institutions and the program, so that’s one thing.

But your other question about what would it take to grow this
program in our fiscal year 2017 request, we have indicated that
we’d like to lay the groundwork with an increase for SFS alumni
to be available over the course of their careers to help the Federal
Government respond to cybersecurity challenges. So this is related
to the reserve idea, to the cyber surge corps idea.

But at the same time for us at the National Science Foundation,
I believe we're beginning to think about this systemically. So we do
have the SFS program with its scholarships, but I mentioned our
INCLUDES program, our Advanced Technology Education pro-
gram, the Computer Science for All initiative. And I think that that
leads me to believe a more systemic look by us inside our agency
at how we think about the pathways, at how we kind of build a
context, connect to the research. That would help us address the
challenges that we’re trying to address in a more comprehensive
way.

Mr. HURD. Good copy. Mr. Montgomery, your point about the
draw of the private sector, now, the value in, you know, the
CyberCorps or a National Guard is saying you are going to commit
to the Federal Government for a length of time. If it is the length
of time of what your scholarship is or we say it is four years or
something, that is what gets someone into the ground floor at pro-
tecting digital infrastructure.

And then if we add on top of that that there is participating enti-
ties or companies that are willing to help loan those folks back, you
know, as their National Guard experience, how do we structure
that in such a way that it is not disruptive to business operations?

Mr. MONTGOMERY. There’s actually some great Federal examples
of this kind of loaning program. There’s a program in particular out
of OSD called the Corporate Fellows Program where—and this is
a little bit different. This isn’t students necessarily, but the model
could be very, very similar. An officer grade 6 is loaned out for a
year. The government pays for the salary; the private company
pays for all of the travel and expenses for the military officer. But
they’re embedded with the company for a year. And the thought is
that they’ll return to their rotation with cutting-edge management
isiechnique and experience with respect to what private industry is

oing.

I can see the same exact thing being—with respect to this Na-
tional Guard of Cyber Warriors as well because the demands in
both industry and the private sector is so intense. Getting someone
loaned out for the course of a year, the only difference is the com-
pany themselves would pay for the privilege. But it could be that
kind of fellows program where it is a rotation in, it’s a rotation out.
But I would urge you to investigate that program because those pa-
perwork—that paperwork is already developed. We're already
doing those kinds of things.

Mr. HURD. Yes, because the framework can be that you have
these kids coming from high school and that they are going to
school, whether it is, you know, four-year, two-year, or something
else, but then the set of companies that want to see these Cyber
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National Guardsmen and women are also the ones providing in-
ternships during that educational process as well, right, in order to
help hone that so when they finally finish whatever educational op-
portunities they are looking at.

That is kind of, you know, the concept that I envision of this pro-
gram to make sure that we ultimately are having a cross-polli-
nation of skill sets between the public and the private sector. Is
that crazy?

Mr. MONTGOMERY. Not at all. The number of occasions—when
people think about cyber today, they think about a breach, but
cyber is a 24-hour occupation. And the number of occasions where
a private industry organization has a spike in demand for labor is
routine. If you think about anyone with respect to the vertical mar-
kets like retail or banking, there are—it is cyclical. They have more
demand at different times than they do at other times. And the
ramp-up for a guard contingent would be an important bolster to
their workforce.

Also, with respect to Presidential Directive 41 where they estab-
lished the guidelines for what happens in a government breach, the
same thing can be said for the private sector as well. There is a
criminal element that the FBI investigates. There is a hygiene ele-
ment that Homeland is responsible for. And there is constant need
for updates and hygiene and good best practices that this National
Guard could take care of an ongoing basis that companies are
struggling to find good supply for.

Mr. HURD. Got you. Dr. Ferrini-Mundy, what is the first step
that an entity like the Alamo colleges need to do in order to be part
of the 62 participating agencies in the CyberCorps?

Ms. FERRINI-MUNDY. Well, I think that Mr. Bowman and I need
to exchange business cards and talk about the various possibilities
for getting to know the National Science Foundation and its ——

Mr. HURD. I think we can make that happen.

Ms. FERRINI-MUNDY. Okay. It’s starting already.

Mr. HURD. And then what about for an organization like
BLUE1647 to participate in the Computer Science for All program?

Ms. FERRINI-MUNDY. Same response. And we can point you to
the programs that would be, I think, the best-suited to the par-
ticular organizations here.

Mr. HURD. Excellent.

Ms. FERRINI-MUNDY. Very exciting. We're looking always to
broaden involvement and to reach out more generally.

Mr. HURD. Great. I would now like to recognize for five minutes
the gentleman from the Commonwealth of Virginia, Mr. Connolly.

Mr. ConnoLLY. Thank you, Mr. Chairman. And welcome to our
panel.

Gosh, there are so many facets of this subject. Let’s start for a
second with internships. I don’t know if you know, Dr. Ferrini-
Mundy, but when you compare the Federal Government’s success
with internships to the success in the private sector, you want to
guess how well we do?

Ms. FERRINI-MUNDY. No, I'd prefer to have you explain. I don’t—
I'm not familiar with the ——

Mr. CoNNOLLY. Anyone from the private sector want to take a
guess at the rough percentage of interns who are eligible and hired
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for employment in terms of a successful internship? It is very high.
It is, you know, well above 60 percent private sector. In some pri-
vate sector companies it is like—well, I won’t name one that hired
my daughter—but it is in the 90 percentile.

We are in the single digits, Dr. Ferrini-Mundy in the Federal
Government. It is a fiasco. There is no systematic mentoring. There
is no systematic exposure to all aspects of an agency’s mission or
most of them. There is no morale booster. We actually have people
who leave when they kind of talk in any kind of exit interview, if
there is one, who say I would rather put my head through a pencil
sharpener than ever work for the Federal Government again.

We don’t see it apparently as a tool for recruiting the next gen-
eration or motivating the next generation or tailoring the next gen-
eration, which the private sector systematically does. Otherwise,
why have an internship program? Why not make it work for both
sides? You try us out for size and we are trying you out, but we
have done some screening and orientation so the probability of you
sticking around with us is high. And our desire for making a per-
manent job offer is also high. Otherwise, it is very inefficient, and
we are actually turning people off to our mission.

I don’t mean to suggest by saying this that you in any way,
shape, or form have responsibility. I just point out it is a subject
I looked into, and I was appalled at the data I found and what a
complete opportunity cost our current internship efforts are in the
Federal Government.

And it is relevant to the topic at hand because we can’t afford
that, especially when it comes to the Federal IT issue and cyber in
particular because our IT experts in the Federal Government are
aging out. And if you looked at the average age of our counterpart
in the private sector, it is much younger.

So the private sector does not have a problem recruiting the next
generation to handle the mission. We are. And the only choice we
have, it seems to me, is to recruit a younger generation. Well, what
are the tools at hand for doing that? And I worry about that. The
pay gap is growing. The desirability of the workplace can be a chal-
lenge. I think it is very hard for a Federal recruiter to go to a uni-
versity campus and say I see a 30-year Federal career in your fu-
ture and you are going to love it.

Now, partly, we are to blame. Congress has done a great job in
making the Federal workplace a less desirable place in public
imagination. We have disparaged the workforce, we have frozen
salaries, we have cut benefits. None of that brings any glory on us,
and I think frankly was designed in some cases to do just that,
make it less desirable as a career choice.

But we can’t afford to continue to do that, certainly not in the
sphere that the chairman and ranking member here are exploring
because IT is just too important. Security is involved, national se-
curity is involved, privacy is involved. And so I think this is a crit-
ical topic, and I think there are things we can do to make it easier
on ourselves to do that recruiting and to make it more attractive,
internship programs being one of them. That is not rocket science.
And the private sector has lots of models that are profoundly suc-
cessful that we could emulate or learn from or benchmark against
if we would only try.
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But longer term, we are going to have to suspend some normal
civil service workplace protections if we are going to have fellows
who go in and out of the government. That is not so easy. That is
really not so easy. I wish it were, so we are going to have to be
less rule-driven if we are going to do that while still protecting ev-
erybody involved. We are going to have to look at more flexibility,
obviously, in pay scales. If we are not willing to do that, we will
never attract a talent comparable to that we face in the private sec-
tor.

So I think there are lots of issues here for us to continue to ex-
plore. I thank you so much for having this hearing because I think
this is a critical piece of what we are trying to do in IT moderniza-
tion and upgrading the Federal Government.

Thank you, Mr. Chairman.

Mr. HURD. Amen, brother.

Last round of questions from me and then we will wrap it up.
And, Dr. Ferrini-Mundy, are the folks that are participating in the
CyberCorps, are they staying around in the Federal Government?
You gave some stats at the very beginning. Can you characterize
that for me?

Ms. FERRINI-MUNDY. Well, I would like to first just mention
briefly how excited they are as they enter the Federal Government,
and so although the incentive of a scholarship is powerful and the
payback requirement is definitely there, this jobs fair that we do
in conjunction with OPM every January attracts 100 Federal agen-
cies, and students are hired on the spot and do their security clear-
ances while they're

Mr. HURD. And this is a jobs fair for

Ms. FERRINI-MUNDY. For the SFS graduates.

Mr. HURD. Okay.

Ms. FERRINI-MUNDY. So we know that they’re welcomed into the
Federal Government with—warmly, and the data that we have in-
dicates that about 70 percent stay beyond their service require-
ment. So we are again tracking to see how long they stay and what
they do, but their entry is very quick and smooth and they’re quite
in demand.

Mr. HUrRD. And how does—I don’t know if it is NSF or OPM.
How do they prioritize which agencies are in need of these poten-
tial SFS or is it this—it is a free-for-all and you come to this job
fair and that is how you do it?

Ms. FERRINI-MUNDY. I think [—it’s my understanding that there
is no prioritization particularly, but the agencies show up, they
make themselves available, they talk with students. And we’d love
to invite the members of the subcommittee to join us next year
when we go through it. It’s quite fascinating.

But, as I understand it, there’s no

Mr. HURD. Yes.

Ms. FERRINI-MUNDY. It’s an open discussion.

Mr. HURD. Please do. And in my remaining three minutes and
18 seconds, I want to go down the line. And, Mr. Cambry, I want
to start with you. This notion of a Cyber National Guard, I think
you are attracting people in from areas that may not be exposed
to this. We can expose them to, you know, the CyberCorps pro-
gram. We can expose them to institute like the Alamo Academies,
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equivalents in your neck of the words. And then we have compa-
nies like Intel that are interested in hiring them.

What do you see is kind of the next step in trying to achieve that
vision? And that is really—my question down the line—and, Mr.
Cambry, you are going to have the last word.

Mr. CAMBRY. For us, it always has been can we change the nar-
rative so people can see themselves being successful in these posi-
tions? So that’s kind of the standpoint we took since we first start-
ed.

Now, our standpoint is to also convince the employers that there
is some value to investing in these folks from the community and
other nontraditional settings. We’ve also been able to partner with
colleges, community colleges, and a whole host of other people as
part of this ecosystem of kind of support.

What that next step for us has always been, partnering with or-
ganizations that either do the placement or that have those direct
connections to those employers because, once again, the more that
we can focus on our students and our constituent base and not as
much on trying to find the perfect match with the employers, it
makes our job easier because then we can push harder downstream
and really start cultivating that level of talent and really focus
even more on our curriculum, placement, and being able to do the
testing necessary to make sure they’re ready.

Mr. HURD. Thank you. And thank you for being here. And every-
body, the remaining—you have got 30 seconds to answer that ques-
tion. Mr. Bowman, you are recognized for 30 seconds.

Mr. BowMAN. Chairman Hurd, thanks again for the opportunity.
So it’s real simple. Companies that are willing to invest in an in-
tern get to indoctrinate this young man and woman to their cul-
ture. And what theyre finding is the retention is off the charts.
Sometimes it’s the first paycheck that these young men and women
have received, so they’re bleeding that company’s blood, that color,
forever. Their loyalty is off the charts. So if you invest in it, you
get a positive return on investment.

Businesses will not be participating in a program like the Alamo
Academies going into their 16th year if there was not a positive re-
turn on investment. And internships is that secret ingredient to
getting these young men and women exposed just like yourself
when you had yours at Southwest Research and here you are
today. And that’s a pathway to success, so I'm very much for it.

Thank you for the opportunity.

Mr. HURD. Thanks for being here. Mr. Montgomery?

Mr. MONTGOMERY. I think demand is so intense that organiza-
tions will take a flyer. What I'd love to see is focus on a clearing-
house where the kids are made available to potential employers be-
cause they’ll come. They’ll absolutely come.

Mr. HURD. Absolutely. Dr. Ferrini-Mundy, take us out.

Ms. FERRINI-MUNDY. Thank you so much, Chairman Hurd, Con-
gresswoman Kelly. This has been wonderful and exciting to talk
about this topic. Two points that I'd like to leave us with, one is
the critical importance of developing and seeking talent broadly
across all groups from this country that have been underrep-
resented in the STEM fields, in the IT fields, and in the
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cybersecurity fields. We need the diversity of this nation to be
brought to bear on these challenges.

And second point is that through public-private collaboration, the
government and the private sector can work together to understand
the changing needs in this domain and the kinds of experiences,
certifications, assessments, ability to be certain that people are
ready to step in as needed over the course of their career in and
out of government so that we are taking the very best talent and
helping them learn and grow throughout their careers.

Mr. HUrD. I would like to thank our witnesses for taking the
time to appear before us today. What you guys do is important to
e}cllucating our kids and the future of our country, so thank you for
that.

And if there is no further business, without objection, the sub-
committee stands adjourned.

[Whereupon, at 4:31 p.m., the subcommittee was adjourned.]
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Opening Statement
Rep. Robin L. Kelly, Ranking Member

Hearing on “Closing the Talent Gap in Federal IT”
September 22, 2016

Thank you, Mr. Chairman, for holding this hearing to discuss ways to close the federal IT
talent gap, and [ thank the witnesses for joining us today. We talked about this issue during our
field hearing in Chicago in June as part of the broader conversation about federal efforts to
improve cybersecurity. | am glad that this hearing will focus on this very important issue, as it
deserves its own hearing.

Our demand for and reliance on technology is expanding. We are living in an era where
we always have to be connected. Technology is embedded in our daily lives—we have
internet—connected mobile phones, tablets, cars, watches, and appliances. We are transitioning
to an era marked by the Internet of Things.

At the same time, the sophistication of hackers is growing, cyberattacks are increasing,
and the threat is evolving.

Given these conditions, it is not hard to see why the demand for STEM and cybersecurity
professionals has multiplied and why there is a shortage.

The National Science and Technology Council estimates that the United States will need
22 million new STEM graduates by 2018, and that we will fall three million short of that goal. If
we just look at the cybersecurity field, we have a shortage there as well. The Center for Strategic
and International Studies notes that last year there were more than 200,000 cybersecurity jobs in
the U.S. that went unfilled.

To close this talent gap, we need to work on enlarging the pool of STEM professionals by
investing in education and workforce development.

I have been working on this in my district and hometown of Chicago. [ brought together
local professionals to form a STEM Council to discuss ideas and suggestions for improving
STEM education in my district. Mr. Cambry, a friend and colleague, whom | have asked to
testify here today, is a member of that Council. We implemented one of the Council’s ideas—an
Academy and boot camp to connect young students, including 6th, 7th, and 8th graders, with
STEM professionals to mentor, coach, and inspire the kids to pursue STEM disciplines.

I also believe that we need to increase the number of teachers who can teach STEM
subjects. A bill I introduced, the DISTANCE Act, would award scholarships to STEM students
pursuing teaching certifications and incentivize them to teach in underserved communities.
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Under President Obama, the Cybersecurity National Action Plan (CNAP) is investing
$62 million in cybersecurity personnel and the Administration has recently issued a Federal
Cybersecurity Workforce Strategy that builds upon the CNAP initiatives.

The National Science Foundation (NSF) administers the CyberCorps Scholarships for
Service program which provides scholarships to undergraduate and graduate students studying
cybersecurity in exchange for a commitment to join federal service. NSF is also investing about
$125 million over five years to fund computer science education in elementary, middle, and high
schools throughout the country.

The witnesses before us today are also trying to address the talent gap, and | look forward
to hearing about their efforts and receiving their advice.

The federal government and the private sector are competing in acquiring talent from the
same pool and need to find ways to work together on increasing that pool so that we can all

benefit.

Thank you, Mr, Chairman, and | look forward to the testimony of the witnesses.
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Introduction to CompTIA

CompTIA would like to thank the House Oversight and Government Reform Committee for
holding this hearing to solicit recommendations on closing the talent gap in our national
information technology (IT) workforce. We are a non-profit, high-tech trade association with a
membership of more than 2,000 that includes computer hardware manufacturers, technology
distributors, and IT specialists who help organizations integrate and use technology products and
services. CompTIA’s members are at the forefront of innovation and provide a critical backbone
that supports broader commerce and job creation. Our partners We also have more than 2,000
partners include worldwide training and testing developers, training providers, and academic
institutions.

Our association is the leading developer and provider of vendor-neutral IT and cybersecurity
workforce certifications. The CompTIA certifications that are most commonly recommended or
required by federal agencies (CompTIA A+, CompTIA Network +, CompTIA Security+, and
CompTIA Advanced Security Practitioner) are International Standard ANSI/ISO/IEC 17024
certified. In the past year, we have also completed our full integration of TechAmerica into our
public advocacy efforts, adding an additional member base of large technology companies and
complementing CompTIA’s strengths in education, certification, advocacy, and philanthropy
with additional competencies in state, federal and international policy work.

Every day, technology is becoming more engrained in our everyday life. With this incredible
change comes the challenge of security and having the right workforce in place to manage those
security threats. To combat increasingly sophisticated cyberattacks, it is necessary that we move
beyond hardware and software solutions (e.g. firewalls and intrusion detection) and into
upskilling our workforce. Furthermore, we must ensure that we foster an environment that
encourages innovation while enhancing the existing public-private partnership between industry
and government.

Current Security Trends Affecting Today’s IT Environments

Security continues to be a top IT priority for companies, as the recent history of new technology
models and the reliance on data has brought focus to the need for tight security and privacy.
Accordingly, the IT security market is growing, with Gartner projecting overall spending on
enterprise security to reach $100.3 billion globally by 2019." However, nearly half of all IT
security professionals believe there is some degree of skill gap within their organization. Fifty-
three percent of companies with gaps want to be more informed about current threats, followed
by desired improvement in current security technology and awareness of the regulatory
environment.”

That said, issues such as malware, denial of service attacks, and privacy concerns continue to
present challenges for the industry. 2016 CompTIA research finds that nearly three in four
organizations have experienced a security breach. CompTIA’s Interational Trends in
Cybersecurity report notes that security will become a higher priority for more than 8 out of 10

;CcmpTIA 2016 IT Pro Security Report,
Ibid.
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managers. We need to do more to build upon our workforce so that we can address these
growing concerns, and we need to do it quickly.

New Technology Developments

Rapid introduction of new technologies, including the Internet of Things (IoT) and cloud storage,
offer tremendous opportunities for how we function in our daily lives and operate businesses.
There are more connected devices in operation than there are people on the planet. Despite
security breaches causing devastating effects, one could reasonably argue that given the sheer
number of devices and applications in use, the volume of security breaches is actually a low
percentage of the total. Nevertheless, there is a responsibility for government and industry to
work together to examine some governance approaches and additional best practices. The
resulting approaches should foster an environment that will encourage innovation and growth
without undue burden from unnecessary regulations. As part of this discussion, we must also
focus on programs and policies to ensure we have both the quantity and quality of workers that
we need.

Ensuring Our Workforce Is Equipped for the Cybersecurity Challenges of Today and
Tomorrow

According to research performed by CompTIA, the growing proliferation and sophistication of
hackers, combined with greater reliance on interconnected applications, devices, and systems,
has created a security environment that is challenging for even the best-prepared organizations.
As noted above, the continued adoption of new and emerging technologies has expanded the
attack surface and increased opportunity for human error. Against this backdrop, it is not
surprising that CompTIA’s April 2015 “Trends in Information Security” report found that the
biggest weak spots that lead to cybersecurity breaches are human users of IT.

Though human error often ranks low as a serious concern for organizations, CompTIA’s research
has shown it is the largest factor behind security breaches. Most recently, human error has been
proven to be the cause of 52 percent of all cybersecurity breaches in the workplace. This should
not be surprising as large organizations, including both federal government agencies and private
sector companies, often make use of thousands of computers in order to carry out their daily
missions. When a human being is put in front of those computers, they each bring a level of
cybersecurity risk. This necessitates the need for a well-trained IT and cybersecurity workforce
with the proven capabilities to identify, mitigate, and respond to risk. With regard to human
error, training is the clear answer, but many public and private organizations today struggle with
understanding how to afford, access, and institutionalize meaningful investments in training and
other solutions, such as certifications, that can better prepare staff tasked with cyber hygiene and
security functions to operate in today’s environment.

Mitigating Advanced Persistent Threats Through Basic Cyber Hygiene Training

In today’s world, organizations face Advanced Persistent Threats (APTs) in which the majority
of attacks focus on exploiting naive end users of technology. Today’s APTs involve the

i CompTIA 2015 Trends in Information Security Study.
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introduction of malware by unsuspecting end users to compromise traditional security measures
and create malicious “overlay networks.” These networks introduce botnets, ransomware, and
spying software designed to obtain a company’s intellectual property. Many of these networks
are designed to store information — such as credit cards and industry secrets — culled from
individuals and companies around the world. Most of the time, these persistent threats are
introduced over long periods of time, rather than through a single event. '

According to the IBM 2015 Cyber Security Intelligence Index, unauthorized access incidents
rose from 19 percent in 2013 to 37 percent in 2014. Furthermore, according to the report, “with
an ever expanding array of malware from which attackers may choose— including viruses,
worms, Trojans, bots, backdoors, spyware and adware—it seems fairly certain that malicious
code incidents will continue for the foreseeable future.”™

Because APTs can be successful through any employee, all employees should be aware that
these threats exist. Cybersecurity training for all company employees is vital, and the evolution
of that training to keep pace with the evolving attacks will undoubtedly present a challenge. In
many government entities, other forms of training are mandated annually for all employees (i.e.
sensitivity training) yet cybersecurity training is optional and stagnant. We urge the federal
government to lead by example by requiring basic cybersecurity training/hygiene for all
employees.

Validating the Skills of Those With IT and Cybersecurity Job Functions

Beyond basic cyber hygiene training, employees specifically tasked with ensuring security
should be trained and equipped to identify long-term threats. Whenever training occurs, testing
should also be performed to validate that security workers have retained the skills needed to
configure systems so that they are able to gather and interpret seemingly innocuous events that
occur over time to detect long-term, continuous threats.

As noted above, IT security is increasingly essential to successful government operations.
Maintaining and increasing IT organizational performance in key areas such as IT support and IT
security are import goals for all Chief Information Officers (CIOs) and IT leaders. Studies have
shown that industry recognized certifications in IT raise the effectiveness of an IT team in
carrying out its job functions. Moreover, testing in education settings can, among other things,
identify gaps in knowledge, develop retrieval aid that enhance retention of knowledge, and
improve the transfer of knowledge to new contexts.

CompTIA has also conducted research on managers’ perceptions of the importance of testing
after training. Our research on this topic has targeted the U.S. Department of Defense (DOD),
which we believe has set the “gold standard” for building a robust IT and cybersecurity
workforce. CompTIA’s Military Career Path Study found that 74 percent of active duty military
personnel with staff management responsibilities classified testing after training to confirm
knowledge gains as “very important.” Further, these managers reported that testing after training
also helped to set a baseline of expertise among staff, provide career path guidance, improve the

*IBM 2015 Cyber Security Intelligence Index.
* CompTIA 2014 Military Career Path Study: Assessing the Role of Training and Certifications.
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performance of a team, retain talented staff, and evaluate staff for promotions or career
advancement.®

According to a study conducted by the International Data Corporation (IDC) and sponsored by
CompTIA, candidates and staff with CompTIA A+ and CompTIA Security+ certifications
perform better than staff that is not certified. According to the research, certified employees are:
(1) more confident; (2) more knowledgeable; (3) reach job proficiency more quickly; (4) more
reliable; and (5) perform at a higher level.

When IT professional are confident in their abilities, they are more likely to be forward thinking,
proactively anticipate issues, and solve problems before they impact organizational performance.
Having the right skills gives I'T professionals the confidence to believe they can achieve their
assigned responsibilities. Further, certified professionals are 85 percent more likely to believe
they have the knowledge and skills needed to successfully fulfill their jobs‘7 As a result, these
certified security professionals are better positioned to properly assess risks, design and
implement interventions, and correct policy weaknesses. Because most of today’s hiring
environments prioritize experience above professional credentials, it is also important to note
that CompTIA’s research has found that after ten years of security experience or support
experience, certified staff has between 20 and 25 percent more core domain knowledge than
those with the same experience who are not certified. Once on the job, certified IT professionals
have also been found to perform up to 53 percent better than those without certification in
critical, job-related activities.

Further, certifications help to put program managers at greater ease with the capabilities of their
staff. Research conducted by CompTIA has found that an overwhelming majority of IT
professionals and their hiring managers agree on the value of certifications. Ninety-three percent
of human resources (HR) executives believe certifications are beneficial, as they offer a
competitive edge in the job market, heightened career advancement opportunities, and increased
value to employers and their organizations.’According to employers, the top benefits of IT
certification are: (1) the ability to understand new or complex technologies; (2) higher
productivity; and (3) more insightful problem, solving.10 In addition, CompTIA has found that
roughly 8 in 10 hiring managers say it is challenging to find the right candidates with the right
skill sets to fill vacant IT positions and verifying job candidates’ credentials can be a challenge.'’

Lessons Learned From Public and Private Sector Cooperation

CompTIA would like to ensure the Committee is aware of effective strategies that are currently
being used to promote public and private sector cooperation in ensuring a robust and highlight
skilled IT workforce.

6

Id.
’ CompTIA 2014 IT Support and Security Performance Study: The Impact of CompTIA Certifications on
g)rganizational Performance.

Id.
?QCompTIA 2015 IT Careers Blog: Four Reasons HR Execs Love Certifications.

Id.

1d.
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As was previously mentioned, DOD has worked closely with the training and certification
community to consistently up-skill workers. Many certification organizations have participated
in the 8570 and successor 8140 initiatives. These initiatives, which require DOD personnel and
contractors with information assurance titles to have cybersecurity certifications, are vital for the
U.S. Government workforce. This requirement ensures individuals are trained and certified in the
skill sets required by their job. DOD’s cyber workforce management strategy not only enhances
our national security and ensures value from taxpaver investments in IT training, but it also
assists DOD in meeting its IT/cybersecurity personnel retention goals and helps our veterans
transition their skills to civilian employment once their military service has ended.

As aresult, CompTIA was thrilled to see that DOD will play a leadership role in executing the
4" goal of the Federal Cybersecurity Workforce Strategy, which is focused on retaining and
developing highly skilled talent in the federal workforce. The DOD model has been so successful
that CompTIA once again encourages the U.S. Government to lead by example by encouraging
other federal civilian agencies to adopt similar programs. Related to this, CompTIA encourages
Congress to review and consider updating to the Government Employees Training Act (GETA)
to ensure that all federal government agencies have the flexibility needed to use resources
allocated for IT training to pay for industry-recognized certifications where appropriate.

The National Initiative for Cybersecurity Education (NICE) is also a critical element to properly
training the nation’s workforce. CompTIA has worked closely with NICE to provide real-time
information concerning the location of qualified IT workers. Like with DOD, CompTIA
continues to provide input and support to this initiative to ensure that skills are being
appropriately mapped to jobs.

Furthermore, in 2015, CompT1A, in partnership with Burning Glass Technologies, received a
three-year grant from the National Institute of Standards and Technology (NIST) to develop an
interactive cyber jobs heat map that will show the demand for and availability of critical
cybersecurity jobs across the nation. The project, which is being funded through NICE, will
provide data to help employers, job seekers, policy makers, training providers, and guidance
counselors in order to meet today's increasing demand for cybersecurity workers. The first
version of the heat map will be released in October 2016.

Moving forward, CompTIA believes it is critical to ensure our national I'T/cybersecurity
workforce has the skills they need. This can be achieved through hands-on training that
incorporates experiential learning solutions that can be used to evaluate existing worker skill sets
and provide consistent, quick feedback concerning necessary skills. Additionally, CompTIA
believes in the value of continued assessment to ensure that IT/cybersecurity personnel have the
skills needed to protect today’s networks, as well as continuing education to provide IT workers
with ample opportunities to re-learn existing skills and also learn new skills to keep pace with
new technologies.

Creating a Pipeline for IT and Cybersecurity Talent

While CompTIA is best known for validating the skills of the existing and aspiring IT and
cybersecurity workforce, we recognize that a steady talent pipeline is needed to ensure the IT and
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cybersecurity workforce of the future. Our nation’s businesses are struggling to fill roughly 1
million open IT jobs. We believe these are desirable positions, especially as many of these job
vacancies have an average starting salary of $50,000 with growth into the six figures.'> Despite
the appeal of these positions, CompTIA has repeatedly found the average American is unaware
of the pathway to a successful career in the IT space. In fact, of the more than 1.5 million
individuals CompTIA has certified, many shared anecdotally that they unintentionally found
themselves pursuing work in the IT sector.

In most cases, the skills needed to enter the cyber workforce can be achieved through training
and industry-recognized certifications. That said, we believe that IT/cybersecurity should be
given strong consideration as a profession for individuals looking to enter or re-enter the
workforce or make a career change. If formal education is needed, very often a two-year
community college degree will suffice. To clarify, there is a varying level of cyber worker, The
“cyber ninja,” who is at the top of the IT/cyber workforce pyramid, may require a lot more
training and formal education. However, the majority of cybersecurity and IT jobs do not require
a four-year college degree, and the workforce as a whole requires more of these lower level
cyber workers than “ninjas.”

We are aware of efforts at the federal level aimed at creating tuition reimbursement for
cybersecurity degrees. While CompTIA supports the overarching goal of these initiatives, we
believe the federal government can continue to demonstrate leadership and work towards swifter
achievement of its overarching IT/cyber workforce goals by prioritizing resources for training
and certification efforts. CompTIA believes such initiatives could be executed in a cost effective
manner and have tremendous impact among members of the federal workforce who are not
enrolled in four-year institutions.

We also know the U.S. Government relies heavily on the use of industry-recognized
certifications for professional development. This is evidenced by the Department of Homeland
Security’s (DHS) National Initiative for Cybersecurity Careers and Studies (NICCS) portal,
which highlights that certifications play a large role in getting people the skills they need to enter
the cyber workforce. Further, the FY 16 omnibus appropriations bill included a provision
directing the federal government to take stock of the certifications held by the existing cyber
workforce in order to determine what skills may be missing. To summarize, certifications are
used to help professionalize the cyber workforce and help provide a common lexicon of the skills
needed across the public and private sector.

Finally, CompTIA also supports apprenticeships and vocational models for building out our
nation’s IT/cybersecurity talent pipeline. We believe the real world experiences that can be
gained through these types of apprenticeship and vocational positions can only enhance an
individual’s training for a successful career in [T/cybersecurity.

Conclusion

While technology has made so many facets of our daily lives easier, it has also brought
challenges that will continue to be addressed. Industry's commitment to security remains strong

2 Source: Burning Glass Technologies.
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and the future security of devices will rely on a modernized workforce that is well-trained and
equipped to address the challenges that inevitably exist when rapid technology innovation and
bad actors exist. To that end, enhanced cooperation between government and industry is vital
for our overall security posture. This partnership, which has had a great deal of success in past
challenges, must remain nimble and easily adaptable as the threat landscape evolves. With a
strong public-private partnership and a well-trained workforce, we trust that together we will be
able to rise to the challenges that the future brings.
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