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A CASINO IN EVERY SMARTPHONE: LAW
ENFORCEMENT IMPLICATIONS

Wednesday, December 9, 2015

HOUSE OF REPRESENTATIVES,
COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,

Washington, D.C.

The committee met, pursuant to call, at 1:24 p.m., in Room 2154,
Rayburn House Office Building, Hon. Jason Chaffetz [chairman of
the committee] presiding.

Present: Representatives Chaffetz, Mica, Jordan, Walberg,
Massie, Meadows, DeSantis, Mulvaney, Buck, Walker, Blum, Hice,
Carter, Grothman, Hurd, Palmer, Cummings, Maloney, Clay,
Lynch, Connolly, Duckworth, Lawrence, Lieu, Watson Coleman,
Plaskett, DeSaulnier, and Lujan Grisham.

Also Present: Representative Titus.

Chairman CHAFFETZ. The Committee on Oversight and Govern-
ment Reform will come to order.

Without objection, the chair is authorized to declare a recess at
any time. I appreciate the flexibility and your understanding, as we
had votes on the floor. Almost every member has voted. There’s 23
members that have not yet voted, but—21 now. I think it’s impor-
tant that we start this important hearing and I appreciate all of
your presence and understanding here.

For more than 50 years we had in place what was called the
Wire Act. The Wire Act had a prohibition on gambling. It’s why you
couldn’t go down to your local bookie or go down to Western Union
and start wiring money and betting on who knows what.

That was in place until Christmas Eve, the day before Christmas
Eve in 2011. With no input from the public or notice to Congress,
a single unelected lawyer in the Office of Legal Counsel of the De-
partment of Justice released a 13-page memo reversing 50 years of
Department of Justice precedent and an understanding that Con-
gress had that the Wire Act was in place to prohibit the use of
wires to engage in gambling.

The memo that was introduced declared that the Federal Wire
Act applied only to sports betting and not to all forms of betting.
This reverses what the Clinton administration, the Bush adminis-
tration, the Carter administration, and others had interpreted.

Now, certainly with the growth and the expansion and difference
of the Internet is making on all of our lives, there was this inter-
pretation that didn’t come through Congress. It didn’t get the prop-
er vetting. There was not the recourse.
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The point that I’'ve made in sponsoring a piece of legislation that
would take us back to restoring America’s Wire Act is that if you
want to see a change, if you like a different public policy, if you
want to see things done differently, our Framers have put forward
a process, and that is you introduce a bill, you fight for it, and you
try to get it passed into law, passed through the House, passed
through the Senate, and signed by the President of the United
States. We don’t simply make up laws by one attorney at the De-
partment of Justice down in the bowels there at the Department
of Justice. We don’t erase laws. We shouldn’t be creating laws.
That’s the whole point of this piece of legislation that I have.

Nevertheless, with this OLC opinion in place, it has created quite
a stir, a lot of confusion, and, potentially, an awful lot of problems.
The reversal that the OLC put forward was contrary to a plain
reading of the statute, the intent of Congress in passing the law,
and the longstanding position of the Criminal Division at the Jus-
tice Department. And the result is now anything connected to the
Internet—desktops, laptops, tablets, smartphones—no matter your
age, potentially becoming a casino. I got a problem with that. I
think the country has a problem with that. And it certainly needs
vetting and discussion.

And, again, you want to make a change? Come to Congress, in-
troduce a bill, and make a change. But don’t just change the law
based on an OLC opinion. In fact, I would argue that the law actu-
ally has—this confusion by this OLC memo is causing a lot of prob-
lems.

I don’t believe that the memo has the force of law, but there are
some that are basing their—placing their bets based on this inter-
pretation. To those individuals, those corporations, you're creating
an awful lot of liability for yourself and potential prosecution.

The other challenge that we face is that the Internet doesn’t
have neat walls around it. It’s not like a physical facility that we
can say: All right, it works just right here. For anybody to argue
that the Internet can be walled off and used in just these certain
boundaries, it’s a joke. Come on. Nobody with a straight face is
going to come before the American people and say: Well, the Inter-
net, it’s just for the people of Nevada; or it’s just for the people of
Rhode Island. You kidding me? You give me a good 18-year-old and
about 36 hours and you can hack through just about anything.

So let’s not pretend that the Internet is special for just certain
people. It’s one of the big moral challenges that we have, but it’s
also one of the challenges that we have to do in making good public
policy.

I believe the piece of legislation that I introduced, Restoring
America’s Wire Act, is a states’ right bill. There are States, Utah
and Hawaii in particular, that have no gaming. Right or wrong,
whether you like it or not, the history of the State of Utah, the his-
tory of Hawaii is such that we have elected to have no gaming. We
don’t have a lottery. We have no Indian gaming. We don’t have any
gaming of any sort. I believe that’s the purview of the individual
State. If Nevada wants to have it, they made that choice. There are
a lot of Utahans that will travel to Las Vegas or to Wendover, for
instance, and go gambling. That’s their choice.
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But what I don’t want is to have gaming coming to Provo, Utah,
and Salt Lake City. That’s our choice. That our State’s right, to
say: No, you’re not going to be gaming in the State of Utah. That’s
our decision. And that is the states’ right that by pushing gaming
online we're having to deal with.

There is a concern that the OLC memo threatens the right of
people in certain States to decide not to have gambling within their
borders. And it’s not just an issue for Utah and Hawaii. It is for
other States as well. A bipartisan group of 16 State attorneys gen-
eral wrote a letter to the leaders of the House and Senate Judiciary
Committees in 2014 urging Congress to restore the decades-long in-
terpretation of the Wire Act. They wrote, in part, quote: “The im-
pact of the opinion which, in effect, opens the door to the spread
of Internet gaming will have a potential significant impact on State
and local law enforcement,” end quote. They went on later to say,
quote: “Given the inherently interstate nature of Internet gambling
transactions, we anticipate that it will become increasingly difficult
to effectively regulate such conduct as additional jurisdictions con-
sider legalizing Internet gambling,” end quote.

Federal law enforcement officials have also expressed concerns of
online gaming. For example, in 2013 the FBI stated, quote: “Online
casinos are vulnerable to a wide array of criminal schemes.” They
went on to say: “And many provide more opportunities for crimi-
nals to launder illicit proceeds with increased anonymity,” end
quote.

I would note a Newsweek article that came out: “Department of
Justice settlements regarding online poker are second only to fi-
nancial institutions.” Fines and settlements in excess of—I believe
the specific number cited in Newsweek was 1 billion, 27 million,
511—I'm getting the number wrong, but it’s over a billion dollars,
it’s got a lot of digits to it—it shows what a significant problem the
Department of Justice is currently having with it.

Given the increased access and reliance on technology, Congress
must do its job and understand the implications of this OLC opin-
ion.

Let’s also understand that you’re not going to be able to distin-
guish if it’s a 7-year-old kid or somebody who’s of legal age. The
Internet that is used is not going to be able to distinguish the age
of that person. When you go to a physical facility, you can pretty
much get a guess and some people are carded and checked for their
age.

We are raising a generation of children who are extremely com-
fortable with technology. They think nothing of picking up a
smartphone or tablet and entering the information about their life
into it. They grow up in a generation where these games, they
think they’re great, they’re fun, where they’re playing for coins,
and they're spending a lot of money on Candy Crush and others,
they don’t necessarily know the difference between real dollars and
fake dollars, real coins and fake coins.

The speed at which online casinos operate, coupled with their ac-
cessibility, availability, and anonymity make it clear we need to
understand more about this problem. The Congress must ensure
the law is clear and that some unnamed bureaucrat down in the
bowels of the Department of Justice isn’t making these important
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decisions. This is one person’s opinion, but you can tell by the wide
attendance at this hearing today it is affecting a lot of people.

There was no consultation with Federal law enforcement officials
or with State or local law enforcement officials charged with enforc-
ing the vast majority of the criminal laws, no opportunity for public
comment, Congress was not made aware of what the Department
of Justice was doing. The OLC basically just decided, based on the
placement, literally, of a single comma—a single comma—that the
law didn’t mean what everybody thought it meant for more than
50 years. The consequences were not considered.

Our goal at this hearing is to discuss what the Department of
Justice Office of Legal Counsel failed to do. We'll hear from Fed-
eral, State, and local law enforcement officials who have expressed
concerns with online gaming, including its potential to be used for
money laundering, terrorist financing, fraud, and other criminal ac-
tivity. In doing so, we’ll respect the 10th Amendment and examine
how the borderless nature of the Internet makes it difficult, if not
impossible for States to effectively regulate online gaming, protect
their States and their citizens within their borders.

I have taken an excessive amount of time. I appreciate the indul-
gence. I will now recognize the ranking member, Mr. Cummings,
for his statement.

Mr. CUMMINGS. Thank you very much, Mr. Chairman. I'm going
to yield to Mrs. Coleman in a second. But I want our witnesses to
understand that much of this is new to the Congress, and we want
a full understanding of what is going on here. We’re hearing from
both sides, and they’re coming at us with everything they've got.
And what we seek is fairness.

We also seek information with regard to those States that are al-
ready doing it. I am not of a belief that—I don’t have an attitude
of cannot do. I say we can do if we have the will. The question is,
is how does that play out?

And, you know, let’s not kid ourselves. This is about money.
Come on now. In some kind of way we've got to make sure that
whatever we do is fair, is just. But, again, we want to hear both
sides. As a lawyer for many, many years, I know that there’s al-
ways another side. So, come on, let’s take a look at both sides of
this issue.

And so it gives me great pleasure, Mr. Chairman, to yield to my
colleague, Bonnie Coleman, who hails from New Jersey. They have
online gambling, and she voted for it, and she’s been someone who
has been extremely active and interested in this issue. And so I
will yield the rest of my time to her, and keeping in mind, Mr.
Chairman, that I hope that you will give her the same latitude that
you would give me in that you used 10 minutes. I'm sure she has
8 more minutes—7 more minutes left. Thank you.

Mrs. WATSON COLEMAN. Thank you to the ranking member, and
thank you to the chairman. I do speak to you from a position of
a little bit more knowledge and experience in this issue coming
from the State of New Jersey.

The law enforcement implications of online gambling are an im-
portant policy consideration. However, the evidence clearly dem-
onstrates that with proper regulation, instate online gambling
poses no more challenges to law enforcement or risk to consumers
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than brick-and-mortar casinos. According to the Department of
Justice, instate online nonsports gambling is not prohibited by the
Wire Act or other Federal gambling laws, so States may regulate
online gambling within their own borders.

Currently, the three States, New Jersey, Nevada, and Delaware,
have asserted their right to allow regulated online gambling within
their borders and have created strong regulatory structures to pro-
vide oversight and enforcement of their state regulations. As a
member of the New Jersey State Legislature, as the ranking mem-
ber mentioned, I had the opportunity to vote for my State’s legisla-
tion that allowed regulated online gambling. I did so because I be-
lieved that that legislation offered the best opportunity to mitigate
the risk associated with online gambling.

Since then, I've been pleased to see that our experience in New
Jersey has proven that assessment to be correct. These three
States have not seen an increase in law enforcement challenges or
consumer risk related to regulated online gambling in their State.
New Jersey’s director of gaming enforcement reported earlier this
year, and I quote: “From a regulatory standpoint, our system is
working. There have been no major infractions or meltdowns or
any systematic regulatory failures that would make any doubt the
integrity of operations. The issues that have arisen have been dealt
with appropriately, just like in brick-and-mortar casinos.”

The Division of Gaming Enforcement also established a com-
prehensive, multifactor geolocation standard that cross references
multiple location data sources and has the capability to determine
if software is being used to hide a device’s location.

Please take a look at the video screen.

[Slide.]

Mrs. WATSON COLEMAN. This is a slide from the company that
is used in New Jersey to enforce the instate online gambling re-
quirement that play on licensed sites only occurs within the State
of New Jersey.

Federal law enforcement entities have also not provided evidence
of challenges related to regulated online gambling activities in
those three States. This is contrasted with the significant chal-
lenges associated with unregulated offshore online gambling such
as limitations on monitoring transactions and activity on offshore
servers and low levels of international cooperation. The unregu-
lated offshore gambling sites are not required to verify a player’s
age, identity, or location, and do not provide the significant evi-
dence trail that regulated online gambling operations provide.

The National Fraternal Order of Police wrote in opposition to a
ban of online gambling, describing the threats that exist in the un-
regulated online gambling arena. Not only does the black market
for Internet gaming include no consumer protections, it also oper-
ates entirely offshore with unlicensed operators, drastically increas-
ing the threat of identity theft, fraud, or other criminal acts. There
is also evidence that these gaming sites launder money for orga-
nized crime and help to finance terrorist networks, and I agree.

Any legislative attempts to ban online gambling will drive U.S.
patrons to access the unregulated offshore gambling sites that pose
greater risk to consumers. A Federal ban also interferes with a
State’s right to decide what gambling is permissible in its borders
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and the right to create a regulatory framework that protects its
citizens.

The best way to protect our citizens and support law enforcement
is to allow States to establish a regulated system of oversight and
enforcement for online gambling that will help drive illegal opera-
tors out of the marketplace. And if they are looking to do so, if the
State’s looking to do so, New Jersey has set a model for regulation
that protects its citizens. Other States that choose to allow online
gambling can learn from that approach.

Thank you, Mr. Chairman.

Chairman CHAFFETZ. Thank you.

I'll hold the record open for 5 legislative days for any members
who would like to submit a written statement.

Chairman CHAFFETZ. We’ll now recognize our witnesses. We're
pleased to welcome Joseph S. Campbell, assistant director, Crimi-
nal Investigative Division at the Federal Bureau of Investigation.
Mr. Campbell began his career as an FBI special agent in August
of 1990 and reported to the Chicago field office, where he inves-
tigated white collar crime, public corruption, organized crime, and
various drug matters. He also had a distinguished career since
then, having served in numerous important positions, including as
supervisory special agent in the Counterterrorism Division, Weap-
ons of Mass Destruction Operations Unit at the FBI headquarters,
?nd head of the Joint Terrorism Task Force for the Denver field of-
ice.

We appreciate you being here because in September of 2012, Mr.
Campbell was promoted to deputy assistant director of the Crimi-
nalhlnvestigative Division. And I think you provide a valuable in-
sight.

We welcome the Honorable Alan Wilson, the attorney general of
the State of South Carolina. Mr. Wilson was elected South Caro-
lina’s 51st attorney general on November 2 in 2010 and reelected
again in 2014. As South Carolina’s attorney general, Mr. Wilson is
the State’s chief prosecutor, chief securities officer, and the State’s
chief legal counsel. Mr. Wilson joined the National Guard imme-
diately after joining college. He was called to serve in Iraq where
he led troops through Army fire and earned a combat action badge.

We thank you, sir, for your service to our country.

Today he continues his military service by providing legal sup-
port for soldiers and assisting the prosecution of military crimes as
a lieutenant colonel in the Judge Advocate General Corps.

We thank you again for your service.

We're also pleased to have the Honorable Donald Kleine, Douglas
County attorney in Douglas County, Nebraska. Mr. Kleine was
elected Douglas County attorney in November of 2006. He was re-
elected again in 2010, and again in 2014. In his years as a pros-
ecutor, Mr. Kleine has tried numerous high-profile criminal cases.
He is on the faculty at Creighton University School of Law teach-
ing the trial practice and criminal prosecution. He is a past presi-
dent of the Nebraska County Attorneys Association and a member
of the board of directors in the National District Attorneys Associa-
tion.

We also are pleased to have the Honorable Mark Lipparelli,
member of the Nevada State Senate. He has an extensive private
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sector background, having worked for some organizations, includ-
ing Bally Technologies, Shuffle Master, Casino Data Systems, and
in 2013 Mr. Lipparelli completed a 4-year term on the Nevada
State Gaming Control Board, including his final 2 years as the
chairman of that board.

We have a good panel. We look forward to a robust discussion.
We thank you all for being here. But pursuant to committee rules,
all witnesses are to be sworn before they testify. So if you will
please rise and raise your right hands.

Thank you.

Do you solemnly swear or affirm that the testimony you are
about to give will be the truth, the whole truth, and nothing but
the truth?

Thank you. If you'd please be seated.

And let the record reflect that the witnesses all answered in the
affirmative.

In order to allow time for members to ask questions, we would
appreciate it if you would limit your oral presentation to no more
than 5 minutes, despite the example—well, I set. But be assured
that your entire written record will be made part of the record.

Mr. Campbell, we'll start with you. You're now recognized for 5
minutes.

WITNESS STATEMENTS

STATEMENT OF JOSEPH S. CAMPBELL

Mr. CaMPBELL. Good afternoon, Chairman Chaffetz, Ranking
Member Cummings, and members of the committee. Thank you for
the invitation to appear before you today to discuss online gam-
bling and the potential criminal activity that could arise within it.

As assistant director of the FBI's Criminal Investigative Division,
the responsibility to manage, coordinate, and direct investigative
programs focused on financial crime, transnational organized
crime, civil rights violations, public corruption, crimes against chil-
dren, and drug-related and violent crime, fall to the hard-working
special agents and professional staff working with me. Together,
we remain committed to the goals and vision set forth by FBI Di-
rector James Comey to uphold the Constitution and protect the
American public from criminal wrongdoing.

We appreciate the committee’s interest in the threat posed by on-
line gambling, which can have connections to many other forms of
criminal activity. Illegal gambling businesses, specifically Internet
sports books, have become increasingly popular in the United
States, as well as abroad. The existence of these Web sites has
grown exponentially over the past few years. The National Gam-
bling Impact Study Commission reported illegal betting on sporting
events in the United States is estimated to range between $80 bil-
lion to $380 billion annually.

The Federal Bureau of Investigation works hard to establish and
maintain strong partnerships with both public and private entities
in order to combat illegal gambling. One of our priorities has been
to work with private sector partners like the American Gaming As-
sociation to publicize our Internet Crime Complaint Center, IC3.
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The IC3 is an online tool which allows the public to report tips
about suspected online criminal activity, including illegal gambling.

Any discussion of issues concerning online gambling should in-
clude the potential for money laundering. Money laundering is
rightly defined as any transaction that seeks to conceal or disguise
proceeds from illegal activities. Thus, it is any act that converts
proceeds gained from illegal activity into assets that appear legiti-
mate. Money laundering can undermine the integrity and stability
of financial institutions and systems, discourage foreign invest-
ment, and distort international capital flows.

We suspect online casinos are potentially susceptible to criminal
and money laundering schemes. Online gambling could provide
criminal actors with the potential to be anonymous. The use of the
TOR network, proxy servers, and encryption through virtual pri-
vate networks could potentially conceal a player’s identity, location,
and true gambling activity.

Criminal actors could fraudulently manipulate games and con-
spire with other to use their online gambling accounts to transfer
criminally derived funds to each other. A private tournament or
game could create a platform allowing one person to transfer funds
to another person. Once the private tournament is created, the
criminal actor could raise their bet to the maximum permitted bet
and then fold or intentionally lose.

The movement of funds which appears as gambling winnings to
one and gambling losses to the other is simply a transfer of crimi-
nally derived funds. One of the goals of criminals who generate rev-
enue from criminal activity is to launder their proceeds through
our financial systems to make the funds appear legitimate. Crimi-
nal actors use numerous methods to launder their proceeds. One of
those methods is through the use of casinos.

Internet-based casinos, like physical casinos, can be used to laun-
der criminal proceeds. A person’s online gambling account can be
funded through various methods. Some of these methods include
prepared cards, debit cards, credit cards, previous gambling
winnings, or in-person presence at a physical casino. An individual
wishing to launder criminal proceeds by funding their online gam-
bling account at the casino could structure their transactions in ef-
forts to evade regulatory reporting.

Bank Secrecy Act regulations applicable to physical casinos also
apply to legal online casinos. These Bank Secrecy Act regulations
are designed to detect money laundering activity. Bank Secrecy Act
regulations also require casinos to file BSA reports when the casino
detects suspicious funding or gaming activity. The FBI reviews
these reports regularly.

I thank you all again for inviting me to participate in this hear-
ing today, and I look forward to taking your questions. Thank you.

[Prepared statement of Mr. Campbell follows:]
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Good afternoon Chairman Chaffetz, Ranking Member Cummings, and members of the
committee. I am pleased to appear before you today to discuss online gambling and the potential
criminal activity which could arise within it.

The Department of Justice takes seriously the issue of illegal gambling, including illegal online
gambling, and has carefully used its limited resources to focus its investigation and prosecutions
of Internet gambling on those groups engaged in egregious criminal conduct. This includes
condugct tied to organized crime, including the La Cosa Nostra, conduct that is part of a larger
criminal scheme, and/or conduct that includes locating at least part of the gambling/collection
operation within the United States. The Department of Justice continues to successfully
investigate and prosecute illegal Internet gambling.

In addition to the Department of Justice’s own work in this area, the Federal Bureau of
Investigation (FBI) works hard to establish and maintain strong partnerships with both public
and private entities in order to combat illegal gaming. One of our priorities has been to work
with private sector partners, like the American Gaming Association, to publicize our Internet
Crime Complaint Center (IC3). The IC3 is an online tool which allows the public to report tips
about suspected online criminal activity, including within the illegal gambling sector. This
initiative also leverages the IC3 network to address transnational organized crime (TOC) groups
that use illegal gambling as a way to finance violent and illicit activities.

The FBI has also been successful in investigating, and the Department of Justice has been
successful in prosecuting, such illegal gambling rings. In 2014-20185, there were four federal
trials in Oklahoma City of individuals involved in an online gambling scheme involving Legendz
Sports. To date in this prosecution through pleas and convictions at trial, a total of 23
individuals and 2 companies have been convicted for their involvement in this illegal online
gambling operation. Of these convictions, 20 individuals and 2 companies have been convicted
of RICO conspiracy. The evidence proved these individuals conspired with others from 2003 to
2013 to run Legendz Sports, an international criminal operation that ran online and telephone
gambling services based out of Panama City, Panama. The illegal activity involved racketeering
conspiracy, operation of an illegal gambling business, and money laundering conspiracy.
Legendz Sports took more than $1 billion in illegal wagers, mostly from gamblers in the United
States who were betting on American sporting events. The proceeds were then funneled from

1
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the U.S. to Panama. This is just one example of how the FBI has worked in conjunction with
other Federal law enforcement officials, such as the IRS, and state and local law enforcement
partners to find those individuals who engage in illicit gambling and end their operations.

In its law enforcement efforts, the Department of Justice is mindful of technological advances
and the ever-changing online landscape, and there are several ways in which online gambling
can give rise to potential criminal activity. We suspect online casinos, like physical casinos, are
potentially susceptible to criminal schemes and money laundering schemes because of the
possibility of criminal actors hiding their identity. Online gambling could provide criminal
actors with the potential to be anonymous to an even greater extent than in physical casinos.
Using online tools, like TOR networks and Virtual Private Networks, criminal actors could
conceal their identity, location, and true gambling activity.

Criminal actors could fraudulentty manipulate games and conspire with others to use their online
gambling accounts to transfer criminally derived funds to each other. A “private tournament or
game” could create a platform allowing one person to transfer funds to another person. Once the
private tournament is created, the criminal actor could raise their bet to the maximum permitted
bet and then fold or intentionally lose. The movement of funds, which appears as gambling
winnings to one and gambling losses to the other, is simply a transfer of criminally derived
funds. Or the manipulation of a game by co-conspirators could have been a fraudulent scheme
intended to steal funds from unsuspecting gamblers.

One of the goals of criminals who generate revenue from criminal activity is to launder their
proceeds through our financial systems to make the funds appear legitimate. Criminal actors use
numerous methods to launder their proceeds. One of those methods is through the use of
casinos. Internet-based casinos, like physical casinos, can be used to launder criminal proceeds.

A person’s online gambling account can be funded through various methods. Some of these
methods include prepaid cards, debit cards, credit cards, previous gambling winnings, or in-
person presence at a physical casino. An individual wishing to launder criminal proceeds by
funding their online gambling account at the casino could structure their transactions in efforts to
evade regulatory reporting. A criminal actor could additionally use cash generated from criminal
activity to purchase numerous prepaid debit cards. The criminal actor could then use these
prepaid debit cards to fund their online gambling account.

The Department of Justice and the FBI continue to use all available tools to detect such illegal
activity. For example, Bank Secrecy Act (BSA) regulations applicable to physical casinos also
apply to legal online casinos. These Bank Secrecy Act regulations are designed to detect money
laundering activity. Bank Secrecy Act regulations also require casinos to file BSA Reports when
the casino detects suspicious funding or gaming activity. The FBI reviews these reports
regularly in coordination with the Financial Crimes Enforcement Network.
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In the age of the Internet, what used to be a crime conducted by local bookies on street corners
can now operate as an international criminal enterprise. Working with the Department of Justice
and our federal partners, the FBI is committed to bringing criminals to justice no matter where

they operate.

Thank you again for the opportunity to appear today. I now look forward to any questions you
might have.
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Chairman CHAFFETZ. Thank you.
Attorney General Wilson, you’re now recognized for 5 minutes.

STATEMENT OF ALAN M. WILSON

Mr. WILSON. Thank you. Good afternoon, Chairman Chaffetz,
Ranking Member Cummings, members of the committee. I appre-
ciate the opportunity to be heard here today.

I'd like to preface my testimony with the reality that the 2011
Wire Act revision is one that should have been debated legisla-
tively, not decided administratively by a DOJ opinion. Members of
this committee already recognize that under our Constitution, par-
ticularly the 10th Amendment, the States have virtually exclusive
authority over gambling. As the fourth circuit has held, “Gambling
regulation is an area where States have much expertise and com-
petence, and it lies at the core of a State’s police power,” end quote.
Each State is entitled to decide for itself how or whether to regu-
late gambling or to ban it altogether.

This is the way our Founding Fathers intended the Constitution
to work. The Federal Government should respect the rights of
States, not destroy those rights. They should not legalize gambling
activities the States make illegal. But the DOJ opinion strikes at
the very heart of State powers. DOJ lawyers cannot rewrite what
Senators and Congressmen have enacted. The executive branch
cannot supersede the legislative. The original Wire Act, with its re-
spect for State sovereignty and prerogatives, should thus be re-
stored so that casino gambling does not operate over the Internet
in the States which have outlawed it in their communities.

In South Carolina, gambling is largely prohibited and has been
throughout the history of our State. Our courts recognize that the
public policy of the State is to prohibit gambling. In recent years
my office, our State Law Enforcement Division, or SLED, and var-
ious local law enforcement agencies have had to combat short-term
proliferation of Internet sweepstakes cafes which displayed Inter-
net-based casino-like games on computer terminals in strip mall
outlets, some of which even lured patrons with promises of free cell
phones provided by the Federal Government.

Furthermore, South Carolina’s experience with video poker was
traumatic. Video poker became a $2 billion industry in the State
and carried with it such an addiction problem that there are stories
where mothers have left children to die in cars while they played
video poker. As a result of video poker, families were destroyed and
gambling addictions proliferated exponentially. Robert Stewart, our
then chief of SLED, even warned that video poker was bringing or-
ganized crime to South Carolina.

Despite South Carolina’s continued best efforts over the decades
to protect our citizens from the threats posed by gambling, DOJ’s
revised interpretation of the Wire Act has opened the door to Inter-
net gambling, potentially turning any mobile device in our State
into a virtual casino. What South Carolina’s legislature has specifi-
cally shut down DOJ has reopened in another form with a single
stroke of a pen.

As demonstrated in letters from governors and attorneys general
to Congress on this matter, States are befuddled that a 180-degree
turn in Federal policy on such an important issue was able to occur
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without public comment or input. Decisions with such broad na-
tional policy implications as the 2011 DOJ opinion, which aban-
doned 50 years of DOJ policy, should be debated by Congress, not
left to a lawyer at the Justice Department operating within a vacu-
um.

This unilateral opinion has opened a Pandora’s box of enforce-
ment issues for States like South Carolina. Overnight, a DOJ attor-
ney transformed casino gambling from a tightly controlled activity
requiring interstate or international travel for South Carolinians to
an app on a smartphone available 24/7 with the tap of a finger.

While it is reasonable to assume that one day in the future tech-
nology will be in place in virtual casinos to prevent these sites from
being accessed in another geographic area, the reality is offices like
mine charged with the responsibilities of enforcing our own gam-
bling laws and protecting the public cannot be expected to rely on
the good faith of massive foreign-owned gambling companies li-
censed by other States.

Our system of government reserves intrastate matters, including
the regulation of gambling at brick-and-mortar facilities and intra-
state lotteries, to the States. But the Internet, as the Justice De-
partment has successfully argued in the courts, is inherently inter-
state, and so are any gambling casinos offered online. States are
ill equipped to enforce gambling laws against interstate and inter-
national companies, particularly given the technological
vulnerabilities of the Internet and age and location verification
mechanisms that are subject to compromise.

The 2011 DOJ opinion endangers citizens of States like South
Carolina, especially our children. As a result of this opinion, States
with strict laws prohibiting online gambling are forced to rely on
the promises of foreign gaming corporations and the regulatory
agencies of other States which have legalized online gambling, de-
spite their best intentions.

If we have trouble protecting our children from cyberbullying and
other Internet crimes-against-children cases, then how can we ex-
pect a State to protect our youth from the potential harm of putting
an online casino in their pocket. This is why I appreciate this com-
mittee’s thoughtful efforts to address this serious threat to the citi-
zens of my State and of our country and support legislation to re-
store the traditional interpretation of the Wire Act. Thank you.

[Prepared statement of Mr. Wilson follows:]
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Good afternoon, Chairman Chaffetz, Ranking Member Cummings, and members of the
Committee. [ appreciate the Committee’s interest in addressing the growing problem
of readily available access to online gambling and am pleased to have the opportunity to share
my perspective on this issue.

I would like to preface my testimony with the reality that the 2011 DOJ Wire Act
Opinion is one which should have been debated legislatively, not decided administratively by
unelected bureaucrats. The members of this Committee should recognize that under our
Constitution, particularly the Tenth Amendment, the states have virtually exclusive authority
over gambling. As the Fourth Circuit has recognized, gambling regulation is an "area where
states have much expertise and competence, and it lies at the core of a state’s police power."
Tsoras v. Manchin, 431 Fed. App'x. 251, 233 (4th Cir. 2011). Each state is entitled to decide for
itself how or whether to regulate gambling or to ban it altogether.

Congress has always recognized the preeminent state interest in gambling regulation. It has
been careful to exercise its powers over interstate commerce as concerning gambling and has
thus sought to extend, rather than curb state gambling laws. This respect for federalism was
recognized by one court at the time the original Wire Act was enacted by noting that Congress.
in 1961, intended "to assist the several states in the enforcement of their laws pertaining to
gambling and to aid in the suppression of organized gambling activities by restricting the use of
wire communication facilities.” U.S. v. Yaquinta, 204 F. Supp. 276, 277 (N.D. W.V 1962).

That is the way our Founding Fathers intended the Constitution to work: the Federal
Government should respect the rights of states, not destroy those rights. It should not legalize
gambling activities the states make illegal. But the DOJ Opinion strikes at the very heart of state
powers. DOJ lawyers cannot rewrite what Senators and Congressmen have enacted. The
Executive Branch cannot supersede the Legislative. The original Wire Act, with its respect for
states rights and prerogatives should thus be restored so that casino gambling does not operate
over the Internet in the states which have outlawed it in their communities.

For most of our nation’s history, gambling law was the exclusive province of the states.
As the Fourth Circuit observed in a case involving preemption of South Carolina gambling laws,
“the regulation of gambling by federal law impinges upon core state police powers.” Casino
Ventures v. Stewart 183F.3% 307, 310 (4" Cir. 1999).

Prior to 1961, and to a large extent after, organized crime operations derived substantial
revenue from interstate telephone and telegraph account betting services from across the country.
While this clearly violated the laws of the states in which it occurred, in many cases, state and
local law enforcement were unable to thwart these technologically advanced operations. In 1961,
then-United States Attorney General Robert F. Kennedy’s Justice Department worked with the
87th Congress to enact a series of laws targeting organized crime operations. These statutes,
including the Wire Act, were intended to allow the Federal Government to assist the states in
their efforts to combat organized crime.

In South Carolina, gambling is largely prohibited and has been throughout the history of
our state. Qur state even has laws which allow those who sustain gambling losses to sue to
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recover those losses. South Carolina courts recognize that the public policy of the state is to
prohibit gambling. In recent years, my office, our State Law Enforcement Division, and various
local law enforcement agencies have had to combat a short-term proliferation of internet
sweepstakes cafes which displayed internet-based casino-like games on computer terminals in
strip mall outlets, some of which even lured patrons with promises of free cell phones provided
by the federal government. Enclosed with this testimony is one of many newspaper articles
chronicling the scourge of internet gambling in our state and the efforts of South Carolina’s
General Assembly to close what was a perceived loophole in our state law.

Furthermore, South Carolina’s experience with video poker was traumatic. Video poker
became a $2 Billion dollar industry in the state and carried with it such an addiction problem that
mothers left children to die in cars while they played video poker. As a result of video poker,
families were destroyed and gambling addictions proliferated exponentially. Robert Stewart, our
then chief of SLED, even warned that video poker was bringing organized crime to South
Carolina. Chief Stewart’s admonition was further backed up by William Thompson, a professor
at the University of Nevada-Las Vegas and author of more than 100 articles and books on
gambling, who stated in a 1997 Charlotte (NC) Observer article that **South Carolina provides
an absolutely ripe plum for organized crime,” Thompson said. “"Gambling is a cash business. It's
a business replete with opportunities for cheating, for hiding income from authorities, for
siphoning money into other illegal activities, or for hiding money from other illegal activities.”

Despite South Carolina’s continued best efforts over the decades to protect our citizens
from the threats posed by gambling, the Department of Justice’s (DOJ) revised interpretation of
the Wire Act has opened the door to Internet gambling, potentially turning any mobile device in
our state into a virtual casino, The 2011 DOJ opinion creates another loophole for those looking
to circumvent South Carolina state law. It allows entities, many of which are foreign-national
corporations, to operate online casinos in states like Nevada, Delaware, and New Jersey without
any assurance that these online casinos are not being accessed in states like South Carolina. What
South Carolina’s legislature has specifically shut down, DOJ has reopened in another form with
a single stroke of the pen of an unelected bureaucrat.

The expansion of online gambling poses a direct threat to state and local law enforcement
efforts to enforce state laws banning gambling, which is still prohibited in many states like South
Carolina. Regulation of online gambling has proven difficult at the state level and 1 anticipate
that it will become increasingly difficult to effectively regulate such conduct as more and more
states consider legalizing Internet gambling.

As demonstrated in letters from Governors and Attorneys General to Congress on this
matter, states are befuddled that a 180 degree turn in federal policy on such an important issue
was able to occur without public comment or input. Decisions with such broad national policy
implications as the 2011 DOJ opinion should be debated by Congress, not left to a lawyer at the
Justice Department operating within a vacuum.

This unilateral opinion has opened a Pandora’s box of enforcement issues for states like
South Carolina. Overnight, a DOJ attorney transformed casino gambling from a tightly
controlled activity requiring interstate or international travel for South Carolinians to an app on a
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smart phone available 24/7 with the tap of a finger. The opinion was issued ignoring the reality
that the federal government cannot offer states safeguards to prevent virtual casinos in New
Jersey from being accessed on phones, tablets, or computers in South Carolina. While it is
reasonable to assume that one day in the future, technology will be in place in virtual casinos to
prevent these sites from being accessed in another geographic area, the reality is offices like
mine, charged with the responsibilities of enforcing our own gambling laws and protecting the
public cannot be expected to rely on the good faith of massive foreign owned gambling
companies licensed by other states.

In view of the fact that the primary companies operating online gaming since the DOJ
opinion are massive foreign owned companies, it would be nearly impossible for my office to
prosecute these companies if their sites were accessed by a South Carolina citizen. Prior to this
opinion, longstanding policy since the inception of the Internet has been for DOJ to recognize
these activities as illegal under federal law. To this point, in 2007, U.S. Attorney for the Eastern
District of Missouri Catherine Hanaway stated in Congressional testimony regarding the Wire
Act that, “The Department of Justice’s view is and has been for some that that all forms of
Internet gambling...are illegal under federal law. While many of the federal statutes do not use
the term ‘Internet gambling,” we believe that the statutory language is sufficient to cover it.” But
today, with its 2011 DOJ opinion, the federal government has abandoned enforcement of online
gambling.

Our system of government reserves imfrasiate matters, including the regulation of
gambling at brick-and-mortar facilities and intrastate lotteries, to the states. But, the Internet, as
the Justice Department has successfully argued in the courts, is inherently inferstate and so are
any gambling casinos offered online. States are ill-equipped to enforce gambling laws against
interstate and international companies, particularly given the technological vulnerabilities of the
Internet and age and location verification mechanisms that are subject to compromise.

Without proper investigatory and prosecutorial resources, our citizens, including children
and problem gamblers, will be protected only by the promises of foreign gaming corporations
and the regulatory agencies of other states which have legalized online gambling.

Legalized gambling in this country has always been tightly controlled, requiring travel to
a brick-and-mortar destination. Internet gambling represents a fundamental change. As a result
of the DOJ opinion and subsequent green lights to internet casinos in Delaware, New Jersery,
and Nevada, it is almost impossible for parents to protect their children from accessing virtual
casino games on their smartphones, tablets and laptops. Now, casinos are almost ubiquitous on
every street corner in America as the virtual clouds and mobile devices operate anywhere at
every hour of the day.

This is why 1 appreciate the Committee’s efforts to address this serious threat to the
citizens of my state and of our country, and support legislation to restore the traditional
interpretation of the Wire Act.
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Related Articles

GAMBLING INDUSTRY IN S.C. TAKES ISSUE WITH MOB REMARKS
Charlotte Observer (Charlotte, NC) | November 21, 1997
By: John Reinan and Henry Eichel

Critics of gambling in South Carolina have long maintained that the state's loosely regulated
video poker business would make a tempting target for organized crime. Now the state's top law
enforcement officer agrees.

Robert Stewart, chief of the S.C. Law Enforcement Division, said this week that he fears
organized crime has moved in on the gambling industry.

But on Thursday, a day after he made his suspicions public, Stewart declined to give any details
about what prompted his remarks. His silence drew criticism from gambling industry officials,
who accused Stewart of conducting ““prosecution by press conference.”

“If there's proof leading to this, throw the evidence on the table,” said Michael Gunn, executive
director of the S.C. Video Mall Association. *"I'm not aware of any organized crime groups
moving into this area.

By making these statements, I think Chief Stewart is putting a lot of pressure on himself to
prove them."

Stewart didn't apologize for his comments - or for refusing to expand on them.

“We're in the early stages of this,” he said Thursday. “We've got a couple of things that give me
enough confidence to say what I've said - we're just not ready to play our hand on it.

T know I'm going to take some criticism, but I think it's better to give a heads-up that this
problem exists than to wait until it's totally out of hand. Then they'd say, Why didn’t you warn
us?

Gamblers bet more than $1.75 billion in South Carolina during the year ending June 30, and the
state's 31,000 poker machines are more than in any states except Nevada and New Jersey. Yet
the S.C. gambling industry is the least-regulated in the nation.

That's an invitation to trouble, said William Thompson, a professor at the University of Nevada-
Las Vegas and author of more than 100 articles and books on gambling.

“South Carolina provides an absolutely ripe plum for organized crime,” Thompson said.
“Gambling is a cash business. It's a business replete with opportunities for cheating, for hiding
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income from authorities, for siphoning money into other illegal activities, or for hiding money
from other illegal activities.”

Unlike other states that allow gambling, South Carolina doesn't impose a tax on gambling
revenue. The state doesn't independently monitor the machines’ cash flow, relying on owners to
file quarterly reports.

South Carolina also doesn't require background checks of machine owners and operators, and
does not bar people with criminal backgrounds from involvement in gambling.

In Nevada and New Jersey, Thompson said, the states spend from $40 million to $60 million a
vear on regulatory efforts. South Carolina spends virtually nothing.

“The state is just completely remiss in its efforts,” Thompson said.

Gov. David Beasley, who has spoken out against video poker several times in recent months,
will not call for an investigation into organized crime and the gaming industry, said spokesman
Gary Karr.

“Robert Stewart has the governor's full respect and trust,” Karr said. “'If he thinks there’s
something SLED ought to investigate, Chief Stewart will do that."

Meanwhile, Myrtle Beach police say they are looking into possible organized crime ties to the
video poker industry along the Grand Strand.

“When you talk about the gambling industry, that red flag automatically seems to go up,” said
Capt. Sam Hendrick, head of investigations for Myrtle Beach police.

Suspicions of organized crime ties were heightened during an investigation into the killing ofa
bookkeeper for a gaming company, Hendrick said. Grace Stinson, 47, was found stabbed to
death in her Myrtle Beach apartment in June.

“There are things we have seen in this investigation that suggest there are things we should be
looking at," Hendrick said, but would not elaborate. Police have not made an arrest in the Stinson
case.
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Chairman CHAFFETZ. Thank you.
Mr. Kleine, you’re now recognized for 5 minutes.

STATEMENT OF DONALD W. KLEINE

Mr. KLEINE. Thank you, Chairman.

Chairman Chaffetz, Ranking Member Cummings, and distin-
guished members of the committee, thank you for giving me the op-
portunity to speak today about the challenges of local law enforce-
ment and protecting our most vulnerable citizens from the dangers
that lurk in the realm of online gambling.

I am the county attorney for Douglas County, Nebraska. Myself
and other colleagues around the country, the local DAs, prosecute
over 95 percent of the crime that occurs in America. Douglas Coun-
ty encompasses Omaha and much of its metro area and is home
to over one-fourth of Nebraska’s residents.

As this committee is well aware, prior to 2011 the Department
of Justice interpreted the Wire Act to prohibit wagering of any kind
over interstate telecommunications, including the Internet. The
]\Oﬂlfire Act essentially serves as a Federal prohibition to online gam-

ing.

In 2011, DOJ revised its longstanding interpretation of the Wire
Act to only apply to wagers placed on sporting event s, opening the
door to online gambling in States without any input at all from law
enforcement. The FBI has warned Congress that online gambling
is uniquely vulnerable to criminal activity, but DOJ’s dismantling
of the Wire Act eliminated the risk of Federal prosecution for on-
line gambling. This left policing of online gambling to State and
local officials with limited resources.

For example, the Douglas County Attorney’s Office, my office,
has an annual budget of approximately $8 million. We have 56 at-
torneys dedicated to prosecuting approximately 3,500 felonies that
occur within Douglas County. Our office is largely focused on vio-
lent crimes rather than online gambling. Moreover, while some vio-
lations of Nebraska’s antigambling laws are felonies, many are
misdemeanors, making it even more difficult to devote precious re-
sources to enforcement.

In addition to the limited resources available for enforcing the
law, prosecution of gambling laws is especially difficult given that
online gambling is inherently interstate and often has international
implications. It has been my experience the law enforcement issues
concerning in-person casino gambling are for the most part con-
tained within the general vicinity of the gaming establishment
itself. But online gambling easily crosses domestic and inter-
national borders and can often be accessed by anyone with Internet
access.

Several countries have legalized online gambling, and companies
house servers that are accessible to people outside the host coun-
try. The primary companies operating these online gaming sites
are massive foreign companies against whom it would be nearly
impossible for my office, a local law enforcement DA, to bring
charges. These companies recognize that criminal prosecution by
local officials would be very difficult, which creates even more op-
portunities for these companies to defraud players, launder money
for much more dangerous operations.
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Even more troubling are the risks beyond illegal gambling associ-
ated with many online gambling sites. Credit card fraud, identify
theft, and other financial crimes can occur when players disclose
information that should be kept secure. Unlike other licensed and
regulated activities, Internet gamblers often do not know who is op-
erating the gambling site, if the games are honest, if the winnings
will be paid, or if the money wager will be used for criminal pur-
poses. Once an individual chooses to engage in online gambling ac-
tivities, there are few remedies should they fall victim to a dis-
honest site.

The anonymous virtual nature of online gambling also increases
opportunity to gamble more frequently. As I left my office yester-
day, we had two new felony cases come in just from people who had
gambling issues, and they obviously committed other crimes be-
cause of their gambling problems. As a county attorney, I have
prosecuted numerous crimes stemming from gambling issues, in-
cluding white collar crimes involving significant sums of money, to
neglect cases from parents not caring for their children due to gam-
bling issues.

Easy access to gambling is particularly dangerous to young peo-
ple, who are two to three times more likely to develop a gambling
problem. The Mayo Clinic compares the physiological impact of
gambling to the impact drugs have on a brain’s reward system.
From the mental and emotional perspective, pathological gamblers
are at an increased risk to develop stress-related conditions, major
depressive episodes, anxiety disorders, or substance abuse issues.
Impulsive gambling can also lead to financial loss, increased crime,
lost time at work, bankruptcies, strained relationships with family
members, and even homelessness.

Finally, online gambling activities are extremely difficult to mon-
itor because users can remain largely anonymous. Law enforce-
ment often has limited tools to identify who is gambling illegal and
from where they are engaging in the unlawful activity. Any
smartphone, tablet, or laptop can be a vehicle for online gambling,
and it is virtually impossible to pinpoint players who sign on from
isolated networks.

Members of the committee, thank you for the opportunity to
share my concerns with you today regarding the dangerous con-
sequences of online gambling and the resources required to support
a state-by-state regulating scheme. Law enforcement is charged
with protection of our most vulnerable citizens, but we cannot be
expected to accomplish this monumental task alone. We need the
important resources and expertise of the FBI and Federal law en-
forcement to ensure those online gambling companies preying on
our citizens are brought to justice. Thank you.

[Prepared statement of Mr. Kleine follows:]
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Chairman Chaffetz, Ranking Member Cummings, and distinguished Members of the Committee,
thank you for giving me the opportunity to speak today about the challenges of local law
enforcement in protecting our most vulnerable citizen from the dangers that lurk in the realm of
online gambling. My name is Donald W. Kleine and I am the County Attorney for Douglas
County, Nebraska, which encompasses Omaha and much of its metro area, and is home to over
one-fourth of Nebraska’s residents.

As this Committee knows, prior to 2011, the Department of Justice (DOJ) interpreted the Wire
Act' to prohibit wagering of any kind over interstate telecommunications, including the Internet.
The Wire Act essentially served as a federal prohibition on online gambling. In 2011, DOJ
revised its long-standing interpretation of the Wire Act to only apply to wagers placed on
sporting events, opening the door to online gambling in the states without any input from law
enforcement.

The FBI has warned Congress that online gambling is uniquely vulnerable to criminal activity,
but DOJ’s dismantling of the Wire Act eliminated the risk of federal prosecution for online
gambling. This left policing of online gambling to state and local officials with limited
resources.

For example, my office has an annual budget of approximately eight million dollars. We have
fifty-six attorneys dedicated to prosecuting approximately 3500 felonies that occur within
Douglas County. Our office is largely focused on violent crimes, rather than online gambling.
Moreover, while some violations of Nebraska’s anti-gambling laws are felonies, many are
misdemeanors, making it even more difficult to devote precious resources to enforcement.

In addition to the limited resources available for enforcing the law, prosecution of gambling laws
is especially difficult given that online gambling is inherently interstate and often has
international implications. It has been my experience that law enforcement issues concerning in-
person casino gambling are, for the most part, contained within the general vicinity of the
gambling establishment.

But online gambling easily crosses domestic and international borders and can often be accessed
by anyone with Internet access. Several countries have legalized online gambling and companies
house servers that are accessible to people outside the host country. The primary companies
operating these online gaming sites are massive foreign companies against whom it would be

118 U.S.C. § 1084 (2006}



22

nearly impossible for my office to bring charges. These companies recognize that criminal
prosecution by local officials would be very difficult which creates even more opportunities for
these companies to defraud players and launder money for much more dangerous operations.

Even more troubling are the risks beyond illegal gambling associated with many online gambling
cites. Credit card fraud, identity theft, and other financial crimes can occur when players
disclose information that should be kept secure. Unlike other licensed and regulated activities,
Internet gamblers often do not know who is operating the gambling site, if the games are honest,
if winnings will be paid, or if the money wagered will be used for criminal purposes. Once an
individual chooses to engage in online gambling activities, there are few remedies should they
fall victim to a dishonest site.

The anonymous, virtual nature of online gambling also increases opportunities to gamble more
frequently. As county attorney, I have prosecuted numerous crimes stemming from gambling
issues, including white-collar crimes involving significant sums of money to neglect cases from
parents not caring for their children due to gambling issues. Easy access to gambling is
particularly dangerous to young people, who are two to three times more likely to develop a
gambling problem. The Mayo Clinic compares the physiological impact of gambling to the
impact drugs have on the brain's reward system. From a mental and emotional perspective,
pathological gamblers are at increased risk to develop stress-related conditions, major depressive
episodes, anxiety disorders, or substance abuse issues. Compulsive gambling also can lead to
financial loss, increased crime, lost time at work, bankruptcies, strained relationships with family
members, and even homelessness.

Finally, online gambling activities are extremely difficult to monitor because users can remain
largely anonymous. Law enforcement often has limited tools to identify who is gambling illegal
and from where they are engaging in the unlawful activity. Any smartphone, tablet, or laptop
can be a vehicle for online gambling and it is virtually impossible to pinpoint players who sign
on from isolated networks.

Members of the Committee, thank you for the opportunity to share my concerns with you today
regarding the dangerous consequences of online gambling and the resources required to support
a state-by-state regulating scheme. Law enforcement is charged with protection of our most
vulnerable of citizens, but we cannot be expected to accomplish this monumental task alone. We
need the important resources and expertise of the FBI and federal law enforcement to ensure
those online gambling companies preying on our citizens are brought to justice.
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Chairman CHAFFETZ. Mr. Kleine, thank you.
Mr. Lipparelli, you are now recognized for 5 minutes.

STATEMENT OF MARK LIPPARELLI

Mr. LipPARELLI. Thank you Mr. Chairman and members of the
committee, for the invitation to speak today. I am Mark Lipparelli,
and I was asked to present the result of the emphasis of my work
for the past 7 years and my over 22 years of experience in the gam-
ing technology field.

In January of 2009, I was appointed by the Governor of my State
to the Nevada Gaming Control Board, and in January of 2011, I
was elevated to the position of chairman. I also served on our
State’s Gaming Policy Committee that adopted support of regulated
interactive gaming in our State. This is relevant because during my
tenure on the Board, our State embarked on creating the first set
of gaming regulations governing legal interactive gaming in the
United States.

I concluded my tenure on the Gaming Control Board in October
of 2012, and since that time have provided advisory work to a num-
ber of entities engaged in the gaming, technology, sports, and in-
vestment sectors. I'm also the cofounder of the International Center
for Gaming Regulation at the University of Nevada, Las Vegas,
and currently serve as a Nevada state senator. I would add that
prior to serving on the Board, I spent 15 years in senior manage-
ment positions with some of the industry’s leading gaming tech-
nology providers. The comments I make today are my own.

As you continue to review igaming and the related role of law en-
forcement, I can tell you confidently your committee is now in a po-
sition to benefit from a significant amount of deliberation and con-
tribution from many well-informed and experienced operators, reg-
ulators, technologists, and industry experts. Unlike 2009, we are no
longer in greenfield.

We have learned a great deal in the past 6 years. The creation
of enabling law and regulation in three States and a large number
of informed studies and debates, as well as, perhaps most impor-
tantly, the creation, testing, and deployment of many igaming sys-
tems throughout the world has created concrete knowledge that
does now and should replace speculation. The healthy portion of
the knowledge gained also comes from international markets that
by our U.S. standards are not highly regulated.

From a regulatory and law enforcement perspective, Nevada,
New Jersey, and Delaware have been successful. Where there were
concerns over licensing, protecting children and the vulnerable,
player protection, tax collection, money laundering, and
geolocation, these States have had good success. I have provided
further discussion of these items in my full remarks.

We know there have been many attempts to compromise these
systems, but those issues are being revealed, thwarted, evaluated,
and, where warranted, new standards are implemented. This is a
hallmark of gaming regulation of the traditional casino business.

I would provide praise to my former colleagues in Nevada for be-
ginning this effort, and particular praise of the efforts of Dave
Rebuck and the New Jersey Division of Gaming Enforcement. Un-
like Nevada, where regulations currently authorize only online



24

poker, New Jersey chose to implement all forms of gaming. This no
doubt expanded the scope of the effort and the energy to get it
right.

Like any innovation, ongoing diligence and continued product im-
provements will be necessary to meet the constant work of those
who seek to compromise laws and regulations. The three existing
U.S. markets and several regulated markets in Canada have now
applied their knowledge to actual operations, and historical specu-
lation has given way to their success and foundation knowledge.

Future regulatory agencies that consider igaming legislation will
be subject to inquiry from those seeking clarity on the subject of
licensing, product submissions, site approvals, employee registra-
tions. These questions have been widely debated, tested, and large-
ly addressed. To the degree possible, I have advised governments,
law enforcement, and regulatory policy advisers to provide for a
broad statutory framework but leave the specific requirements to
the regulations. This approach gives regulators, the experts in the
field, more opportunity to adjust to changing technology and pro-
vide flexibility where appropriate.

Depending on the underlying products that may be introduced in
the future, it is important that law enforcement and regulators
strike an appropriate balance of clarity and regulatory policy.
Where the intent is to allow full commercial-style casino games, a
more robust form of oversight is likely warranted. Where there are
other forms of online gaming entertainment that fall short of these
definitions, lighter forms of regulation may suffice.

I have a couple concluding remarks. One, I would not leave this
subject without specific reference to what I consider to be the much
bigger policy challenge. In my opinion, illegal gaming operators
need to be put in the spotlight. These operators continue to exist
in the shadows and enjoy untaxed and unregulated operations.

This is an area where States that have authorized gaming and
those that have not need to work together with Federal law en-
forcement to continue to reveal these rogue operators. It is a con-
tinual effort, but cooperation between all levels of government, fi-
nancial institutions, and licensed operators is critical. If illegal non-
taxing operators are allowed to freely compete untested with un-
regulated products, the playing field will remain unlevel and con-
sumers will be unprotected.

Nevada, New Jersey and Delaware, as well as many test labs,
have begun to reverse this trend. In the short and the long term,
the lasting impacts on licensed operators will be significant. This
knowledge must be shared with other States and the Federal Gov-
ernment as policies are shaped.

Number two, the pace of U.S. legalization has to date been mod-
est. This has largely abated concerns 5 years ago that igaming
would spread too quickly without proper oversight and without ac-
tual knowledge that it could be effectively regulated. Even with our
law in Nevada in place for over 15 years, we remain only a poker
jurisdiction, and several States, after study, elected not to proceed
with igaming legislation.

Three, there’s a host of attendant businesses that desire further
clarity around igaming policy. These include financial institutions,
handset providers, network providers, credit card issuers, and
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many others. In nearly every case, they too seek the advantage of
legal markets and seek to avoid those who are not providing such
clarity.

Four, technology innovation is taking place at a higher and high-
er speed and consumers are adopting mobile preferences. Newer
technology to protect State choices on allowing or prohibiting
igaming is getting stronger and more diverse. For example, the
proximity of New Jersey to New York and Pennsylvania highlights
these protections in operation.

Five, consistency in igaming regulation is very important. The
security of any system is made more difficult if we end up with an
application code that varies widely from market to market. If policy
changes are considered, this should be kept firmly in mind.

And lastly, you have no doubt heard and will continue to hear
from those who suggest that the risks are simply too great or that
you cannot be given complete assurance that legal igaming can be
properly governed. As chairman, these concerns were very real for
me. No other State had taken up the regulation of igaming, and we
had a 75-year history to protect. My Governor, himself a former
Gaming Commission chair, attorney general, and Federal judge,
made it clear to me that outside risk was not in his or our State’s
interest.

However, after spending 6 years with experts in the field, devel-
opers of products, independent test labs, and regulators, from Al-
derney, the United Kingdom, Gibraltar, France, Italy, Malta, and
the Isle of Man, Singapore, and many others, I can give you con-
fidence that the regulated market model does work.

That said, you must be willing to accept that this market, like
any market, is not entirely bulletproof prove. As markets grow,
there will no doubt be challenges. I expect we will uncover new
risks that we did not anticipate despite our exhaustive efforts.
State regulators and independent test labs have and will continue
to act to address those challenges.

Thank you very much for your attention. I am happy to answer
any questions you may have.

[Prepared statement of Mr. Lipparelli follows:]
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Introduction

Thank you Mr. Chairman and members of the Committee for the invitation to
speak before you today.

I am Mark Lipparelli and | was asked to present as a result of the emphasis of my
work for the past seven years and my overall 22 years in the gaming technology
field.

In January 2009, | was appointed by the Governor of my state o the Nevada
Gaming Control Board. In January 2011, | was elevated to the position of
Chairman. | also served on our state’'s Gaming Policy Committee that adopted
support of regulated interactive gaming in our state. This is relevant because
during my tenure on the Board, our state embarked on creating the first set of
gaming regulations governing “legal” interactive gaming (“igaming”) in the United
States. | concluded my tenure on the Gaming Control Board in October, 2012
and since that time have provided advisory work to a number of entities engaged
in the gaming, technology, sports, and investment sectors. | am also a Co-
Founder of the International Center for Gaming Regulation at the University of
Nevada, Las Vegas and currently serve as a Nevada State Senator.

| would add that prior to serving on the Board, | spent 15 years in senior
management positions with some of the gaming industry's leading technology
providers.

The comments | make today are my own.

Current Backdrop

As you continue your review of igaming and the related role of law enforcement, |
can tell you confidently your committee is now in a position to benefit from a
sighificant amount of deliberation and contribution from many well-informed and
experienced operators, reguiators, technologists and industry experts.

Unlike 2009, we are no longer in the greenfield. We have learned a great deal in
the past six years. The creation of enabling law and regulation in three states, a
large number of informed studies and debates as well as, perhaps most
importantly, the creation, testing and deployment of many igaming systems
throughout the world has provided concrete knowledge that does and should
reptace speculation. A healthy portion of the knowledge gained also comes from
international markets that, by US standards, are not highly regulated.

From a regulatory and law enforcement perspective, Nevada, New Jersey and

Delaware have been successful. Where there were concerns over licensing,
protecting children and the vuinerable, player protection, taxes, money
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laundering, and geolocation these states have had good success. | have
provided further discussion of these items in my full remarks. We know there
have been many attempts to compromise these systems, but those issues are
being revealed, thwarted, evaluated and, where warranted, new standards are
implemented. This is a hallmark of gaming regulation of traditional casino
operations.

| would provide praise to my former colleagues in Nevada for beginning this effort
and particular praise to the efforts of Dave Rebuck and the New Jersey Division
of Gaming Enforcement. Unlike Nevada where regulations currently authorize
only online poker, New Jersey chose to implement all forms of gaming. This no
doubt expanded the scope of effort and energy to get it right.

Like any innovation, ongoing diligence and continued product improvements will
be necessary to meet the constant work of those who seek to compromise laws
and regulation.

Striking the Right Balance

The three existing US markets and several regulated markets in Canada have
now applied their knowledge to actual operations and historical speculation has
given way to their success and foundation knowledge. Future regulatory
agencies that consider igaming legislation will be subject to inquiry from those
seeking clarity on subjects ranging from licensing investigations, product
submissions, site approvals, employee registrations, and many other regulatory
guestions. These questions have been widely debated, tested and largely
addressed.

To the degree possible, | have advised state governments, law enforcement and
regulatory policy advisors to provide for broad statutory frameworks but leave
specific requirements to regulations. This approach gives regulators (the experts
in the field) more opportunity to adjust to changing technology and provide
flexibility where appropriate.

Depending on the underlying products that may be introduced in the future, it is
important that law enforcement and regulators strike an appropriate balance of
clarity and regulatory policy. Where the intent is {o allow full commercial styled
casino games onling, a more robust form of oversight is likely warranted. Where
there are other forms of online gaming entertainment that fall short of these
definitions, lighter forms of regulation may suffice.

Concluding Comments

A couple of concluding remarks.

Statement of Mark Lipparelli 4
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One, | would not leave this subject without specific reference to what | consider
to be the much bigger policy challenge. in my opinion, illegal gaming operators
need to be putin the spotlight. These operators continue to exist in the shadows
and enjoy untaxed and unregulated operations. This is an area where states that
have authorized gaming and, those that have not, need to work together with
federal law enforcement to continue to reveal rogue operators. It is a continual
effort but cooperation between all levels of government, financial institutions and
licensed operators is critical.

If illegal, nontaxpaying, operators are allowed to freely compete with untested
and unregulated products, the playing field will remain unlevel and consumers
will be left unprotected. Nevada, New Jersey and Delaware, as well as the
testing labs, have begun to reverse this trend. In the short and long term, the
lasting impacts on licensed operators will be significant. This knowledge must be
shared with other states and the federal government as policies are shaped.

Two, the pace of US legalization has been, to date, modest. This has largely
abated concemns five years ago that igaming would spread too quickly without
proper oversight and without actual knowledge that it could be effectively
regulated. Even with our law in place for nearly 15 years, Nevada remains a
poker only jurisdiction and several states have passed on legalization.

Three, there are a host of attendant businesses that desire further clarity around
igaming policy. These include financial institutions, handset providers, network
providers, credit card issuers and many others. In nearly every case, they too
seek to take advantage of legal markets and seek to avoid those who are not
providing such clarity.

Four, technology innovation is taking place at higher and higher speeds and
consumers are adopting mobile preferences. Newer technology to protect state
choices on allowing or prohibiting igaming is getting stronger and more diverse.
The proximity of New Jersey to New York and Pennsylvania is a great example
of these protections in operation.

Five, consistency in igaming regulation is very important. The security of any
system is made more difficult if we end up with application code that varies
widely from market to market. If policy changes are considered this should be
kept firmly in mind.

Lastly, you have no doubt heard (and will continue to hear) from those who
suggest that the risks are simply too great or that you cannot be given complete
assurance that legal igaming can be properly governed. As Chairman, these
concerns were very real for me. No other state had taken up the regulation of
igaming and we had a 75 year history to protect. My Governor, himself a former

Statement of Mark Lipparelli 5
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Gaming Commission Chair, Attorney General and Federal Judge, made it clear
to me that outsized risk was not in his or our state’s interest.

However, after spending six years with experts in the field, developers of
products, independent test labs and regulators from Alderney, the United
Kingdom, Gibraltar, France, ltaly, Malta, the Isle of Man, Singapore and many
others | can give you confidence that the regulated model does work.

That said, you must be willing to accept that this market, like any market, is not
entirely bullet proof. As markets grow, there no doubt will be challenges. |
expect we will uncover new risks we did not anticipate despite our exhaustive
efforts. State regulators and independent test labs have and will continue to act
to address such challenges.

Thank you very much for your attention and | am happy to answer any questions.

Statement of Mark Lipparelii 6
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Appendix:

Common Elements of Igaming Legalization and Regulation

While there may be several specific elements you consider, there are likely 4-5
maijor elements that normally follow the analysis around igaming legalization.
These have been debated for a number of years now and | find them to be
generally consistent from market to market. These elements generally include
Regulatory Licensing, Player/Patron Protection, Taxes, Money Laundering, and
Geolocation.

1. Regulatory Licensing

Regulatory licensing is perhaps one of the most important elements in regulating
igaming. When asked, | normally suggest that if licensing is established
successfully, the rest of the legal framework is not the subject of as much great
debate. Naturally, many stakeholders will weigh in on the subject.

First, the analysis will relate to whom shall be qualified tc apply for a license and,
appropriately, this will vary from market to market. The determination of qualified
applicants will be largely dependent on the type of gaming licenses in the given
market. This could include casinos, tribal operations, bingo operators, lotteries,
racetracks, card rooms among others.

There will likely be little debate about licensing requirements of the primary
operator and the key technology providers with a bit more reasonable
disagreement how far down the service provider chain will require licensing or
registration.

Secondly, and perhaps as critical, is the level of regulatory scrutiny applicants will
be subjected fo in seeking licensure. In my view, the igaming licensee, should be
subject to what is generally known in the gaming regulatory community as full
licensing. Qualified applicants would be required to meet the highest standards
for qualification, integrity, acumen and reputation. In other respects, state
systems may need to account for tiers of products that fall outside the traditional
definitions of full igaming activities that do not require such extensive licensing
burdens.

2. Player/Patron Protection
One of the central reasons we are here today is concern over protecting online
patrons. | have found broad consensus that igaming can be successful and are

not subject to the outsized risks many warned could come. The first generation
systems have proven that it is possible. Many of the patrons today who gamble
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on illegal sites would likely be shocked at the vulnerability of their funds and lack
of protection.

Either through specific language in statutes or, preferably, through regulation
igaming products can be subjected to various levels of testing by long
established independent test labs to ensure that player funds are protected, that
collusion can be reasonably detected, that risks are monitored and corrected,
and that patron disputes are properly administered.

Player protection also extends to providing for requirements geared towards
minimizing the harmful effects on the more vulnerable. Despite arguments you
may hear to the contrary, online gaming provides materially greater protections
than are generally available to brick and mortar casino operators.

Lastly, first generation systems have been largely successful in preventing
underage gaming. None of the initial states have cited this concern as a major
source of challenge. As the next generation of solutions come to market, more
can be done to ensure that patrons are recognized.

3. Collection of Taxes / Auditing

Taxes are often complicated. However, it is my experience that gaming systems
have proven, over time, to be highly effective and efficient as it relates to the
tracking of revenue for the assessment and collection of taxes both in brick and
mortar and in the igaming market. Coupled with the privileged nature of gaming
licensing, there is a strong incentive for licensed operators to maintain a nearly
perfect record of tax payments.

In fact, online systems are substantially more capabile for a couple of key
reasons. One, normally such systems are built on more modern and robust
technology frameworks. Two, transactions in online systems are recorded at a
granular level compared to several elements found in physical casinos that do
not lend themselves to granular fracking (e.g. table game play).

While this is not scientific, | should note it is also worth mentioning that igaming
tax policy, generally, is an important consideration. It is my judgment that
defaulting to higher rates of tax is not optimal as established illegal operators will
exploit this in the form of “price advantage.”

4. Money Laundering
The internet is often cited as a law enforcement concern regarding the movement
of funds illegally. While | won't speak to the illegal operators, | can say regulated

online gaming would not be an obvious or an attractive place to launder funds or
move money ouiside the traditional financial system.
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Regulated operator requirements require tracking of granular level events and
presents substantial evidentiary trails for law enforcement with regard to money
laundering.

Further, patrons on regulated gaming sites are subjected to rigorous identity
mandates when player accounts are created. If anonymous movement of funds
were the goal, regulated igaming would not be the best place to do it. If such
patrons are complicit in nefarious actions, their identities will be known. Little, if
any, such enforcement tools are in place on illegally run gaming sites.

5. Geolocation

The last of the major areas often discussed as a law enforcement challenge are
mandates that reasonably assure igaming remains within the market where such
activity is legalized and regulated. Given that the internet was designed with the
mindset that it becomes readily accessible from anywhere, this is a reasonable
concern.

Substantial progress has been, and continues to be made, by service providers
who have perfected methods to pinpoint patron location and gain knowledge of
technology used to misdirect actual patron location. You should not presume
that the regulated markets were accepting of basic internet protocol (“IP”) as a
method of determining the location of patrons. The adopted technical
requirements and ongoing monitoring, particularly in New Jersey where
population density around its borders was a much bigger challenge, have proven
to be robust and capable. More and more tools are becoming available and this
will be an ongoing effort.

Statement of Mark Lipparelli 9
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Nevada’s Background

While it is important to note that a good amount of progress in igaming
legalization work in the US was accomplished in the past six years, Nevada's
enabling legislation was actually created in 2001.

As such, | believe it is important to know how the US market for regulated
igaming came to be.

Shortly after Nevada's adoption of law in 2001, a question was raised about the
applicability of the 1961 Wire Act (a long standing federal law). At the request of
Nevada's regulators, in 2002, Michael Chertoff, then a senior official of the US
Justice Department’s Criminal Division, mailed a letter to the former chairman of
the State Gaming Control Board stating that it was the view of the US DOJ that
igaming was a violation of the Wire Act. This placed the State of Nevada in a
stalemate position. Nevada’s 2001 initial interactive law included a mandate that
the State needed federal clarity before it could proceed.

With the receipt of the Chertoff letter, even though Nevada had created its
igaming law, there were no regulations adopted. A similar DOJ letter was
published in 2005 to the State of North Dakota reiterating the position.

While this was the opinion of the Criminal Division of the USDOJ there were
mixed judgments coming out of the US federal courts some arguably concurring
with the Chertoff position and others countering the position.

lgaming had continued to rapidly expand both within (albeit illegally in most
cases) and outside the US. Material lobbying efforts, both pro and con, were
also taking place here in Washington DC.

in 2006, partly in response to the rapid growth of illegal online gaming, Congress
adopted the Unlawful Internet Gambling Enforcement Act. While this was a
significant policy statement emanating from Congress, it generally did not change
the underlying applicability of the Wire Act. The passage of UIGEA did have an
impact on the marketplace. As a result of passage of the act, several foreign
companies made an affirmative decision to discontinue accepting wagers from
US patrons. Others did not.

In the years following the passage of UIGEA, a good deal of business progress
continued. lgaming was growing at great speed in markets outside the US.
Regulated markets developed in the Isle of Mann, Alderney, Gibraltar and Malta.
Importantly, it was also during this time that ltaly, France and Spain elected to
address the “grey” nature of online gaming and ring fenced their markets. In
essence, the economics on online gaming was beginning to bear fruit and
individual markets were paying attention.
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Uncertainty about whether legal online gaming in the US would come to be was
further complicated in April, 2011, an event now commonly referred to as Black
Friday. The USDOJ unsealed an indictment and seized the domain names of
three major online gaming companies. The indictment related to charges of bank
fraud, money laundering and illegal gaming offenses. These indictments had a
chilling impact on legalization efforts. However, some argue, including me, that
these indictments shed a bright light on the scope of illegal igaming in the US
and that, without federal changes, states would likely become the incubators of
legalized igaming in the US.

In December 2011, one of the next major milestones was passed and one of the
reasons for today's hearing. With federal legislation efforts mired in
disagreement, the USDOJ Office of Legal Counsel published an opinion, in
essence, countering the previously held view that the Wire Act prohibited igaming
at the state level. This opinion was a response to a request by the state of lllinois
and the State of New York who were considering online expansion of the their
lottery products.

As a result of this opinion, the State of Nevada now arguably had its clarity under
its law. We began the process of drafting regulations, conducting public
workshops, framing testing requirements, and compiled application requirements.
In the ensuing months, licenses were issued (June, 2012), systems were tested
and online poker commenced (April, 2013).

This brief history by no means covers the decade in full scope but it does give
you some important key steps that bring us to today’s hearing.

Statement of Mark Lipparelli 1"
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Chairman CHAFFETZ. Thank you.

Before I get to our questioning, I have two UC requests. First,
the chair notes the presence of our colleague, Congresswoman Dina
Titus from Nevada. While she’s not a member of the Oversight
Committee, we thank her for the interest in the hearing topic, and
I'd ask unanimous consent that Ms. Titus be allowed to fully par-
ticipate in today’s hearing.

Without objection, so ordered.

I also have a series of letters that I would ask unanimous con-
sent to enter into the record. (1) A letter from eight State attorneys
general urging Congress to restore the longstanding interpretation
of the Wire Act. (2) A letter from the Nevada attorney general,
Adam Laxalt, expressing the need for congressional review of the
Wire Act and the 2011 OLC memo. (3) A letter from 16 State attor-
neys general urging Congress to restore the longstanding interpre-
tation of the Wire Act. (4) A letter from Congressman Bill Young
that was dated September 20, 2013, stating online casinos are vul-
nerable to a wide array of criminal schemes. (5) A letter from the
FBI to Congressman Spencer Bachus dated November 13, 2009, ex-
pressing concerns with online gaming, including its potential use
for money laundering.

Individual letters from various governors across the country, all
expressing concerns with online gaming and the need to address
the Wire Act: (6) Arkansas Governor Asa Hutchinson from Arkan-
sas, (7) Utah Governor Gary Herbert, (8) Florida Governor Rick
Scott—again, these are all individual letters—Florida Governor
Rick Scott, (9) South Carolina Governor Nikki Haley, (10) Texas
Governor Rick Perry, (11) Indiana Governor Mike Pence.

(12)A letter from Congressman George Holding expressing con-
cerns with online gaming. (13) A letter from the Family Research
Council expressing support to restoring the Wire Act. (14) As well
as a Newsweek cover story on the issue.

Without objection, I would like to enter these into the record.
Without objection, so ordered.

Chairman CHAFFETZ. Now we'll get to the questioning. I would
like to recognize the gentleman from Kentucky, Mr. Massie, for 5
minutes.

Mr. MASSIE. Thank you, Mr. Chairman. And thank you for hold-
ing this hearing.

Mr. Campbell, my first question is for you. Approximately how
much of the FBI’s budget is dedicated to regulating and enforcing
laws on Internet gambling? What percentage, if you would, not ask-
ing for an exact number.

Mr. CAMPBELL. I don’t have with me the exact percentage related
to the budget that we dedicate it to. However, I can tell you
that

Chairman CHAFFETZ. If you can move—all of you, if you can that
microphone up close and snug and turn it right—there you go.
Thank you.

Mr. CamMPBELL. Okay. However, in regard to our investigations
regarding this violation, it could cross a number of areas that of
course are funded, such as transnational organized crime, potential
terrorism financing, other criminal enterprises involved in it.
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Mr. MASSIE. Speaking of that, have you prosecuted anybody for
terrorism financing using Internet gambling as a nexus?

Mr. CAMPBELL. We do have one investigation that we did conduct
where the individual used, among other things——

Mr. MASSIE. Was there a prosecution?

Mr. CAMPBELL. —gambling for money laundering purposes and
so forth.

Mr. MASSIE. Was it one of these Internet gambling sites in one
of these three States that allow it?

Mr. CAMPBELL. I don’t have that information. I can provide you
with more particulars on that.

Mr. MassiE. How big of a priority is this and how prevalent of
a problem is it compared to, say, terrorism—for the FBI—compared
to terrorism, insider trading, counterfeiting, political corruption? Is
it more important than any of those?

Mr. CAMPBELL. Well, it fits into the priority in the sense that as
we go after critical organizations that can hurt America—and,
again, whether those are transnational organized crime groups,
other criminal enterprise groups, terrorism, etcetera—we look for
any and all violations that those individuals are involved in. And
certainly if it involves online gaming, we’re going to pursue that
threat and fully investigate that aspect.

In addition, as information comes to us whereby online gaming
may be occurring in an illegal manner or promoting those types of
threats, we’re going to drive most definitely as a priority.

Mr. MASSIE. But your testimony is that today, so far, you are not
aware of any terrorism that’s been financed using Internet gam-
bling in any of the three States.

Mr. CAMPBELL. As I said, I can take that back, and we can do
some further analysis to determine

Mr. MASSIE. But right now you’re not aware of it.

Mr. CAMPBELL. But as I sit here, I do not have that answer.

Mr. MAssSIE. Mr. Campbell, following up, can’t States just pass
laws to prevent their own citizens from gambling on the Internet?

Mr. CAMPBELL. Well, certainly it’s up to the States to determine
how they might want to police online gaming. From our perspec-
tive, we use a number of statutes, the illegal gambling business
statue, Unlawful Internet Gaming Act, as well. The Travel Act, the
money laundering statutes, bank fraud, wire fraud, mail fraud,
etcetera. And we partner with States in investigations and prosecu-
tions.

Mr. MASSIE. Attorney General Wilson, same question for you.
Can’t your State just pass laws regulating this in your State?

Mr. WILSON. It’s my opinion that it would not be practical for
States on a state-by-state and a quilt-like matter to pass laws on
something that the Federal law has passed unanimously across all
50 States.

Mr. MASSIE. Is that because of enforcement?

Mr. WILSON. Well, it is very difficult from an enforcement pur-
pose. I mean, it is extremely difficult to enforce.

Mr. MAsSIE. Well, here’s my concern. And my next question is for
Mr. Lipparelli. I want to know if you have the same concern that
I do that if we pass a national online gambling prohibition, under
the presumption that it’s necessary for Federal legislation to over-
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turn—essentially overturn State laws, to deal with a State problem
on it, you know, because they don’t want to do it on a state-by-state
basis, couldn’t that logic be used in the same way with gun control,
for instance? Because if a State’s allowed to sell guns in one State,
that makes enforcement of gun control laws in another State dif-
ficult. Isn’t there sort of the same logic at play there? Or do you
share that concern?

Mr. LIPPARELLI. I wasn’t prepared to discuss gun control in to-
day’s hearing. But what I would say to that question is

Mr. MaAssIE. Well, let’s just back it up to the 10th Amendment,
then.

Mr. LipPARELLI. Right. What I would say to that question are
two things. State laws that exist today that either authorize or
make illegal gaming operations apply every bit as much to some-
thing that is exposed on the Internet as it would be in a brick-and-
mortar facility. For example, in the State of Nevada, you no more
have a right to expose a gambling game on the Internet as you do
going down the street and opening up a building without a gaming
license. So those State laws apply regardless. And so that would be
my response, is State law already prevails regardless of whether
it’s Internet or not.

Mr. MASSIE. So just in closing, I would say that I do have that
concern, that if we use this logic at the Federal level that it’s hard
to enforce, for instance, gun control laws in one State so we have
to have a universal ban, that seems like the same logic that we’re
using here by prohibiting Internet gaming. That is just my concern,
Mr. Chairman. And thank you. I yield back.

Chairman CHAFFETZ. No, listen, I appreciate your thought on
this. I know you care about this issue.

I would just add to my colleague that the Department of Justice,
second only to the financial sector, more than a billion dollars in
fines—a billion. So they are pouring an awful lot of resources into
this, and there have been quite a few incursions in this category.

We now recognize Mrs. Watson Coleman for 5 minutes.

Mrs. WATSON COLEMAN. Thank you, Mr. Chairman.

You know, the three States that have created a regulatory frame-
work to allow licensed online gambling operators have already
greatly reduced the risk of collusion of money laundering due to
regulated sites.

So, Mr. Campbell, I need to ask you, has the FBI had any suc-
cessful convictions of a regulated gambling operator, or have you
seen an increase in criminal activity through the regulated gam-
bling sites?

Mr. CAMPBELL. So for the FBI, we’'re more concerned with those
businesses that are operating illegally outright. However, we do
look at information that we receive that could demonstrate that a
regulated gambling business might be acting illegally. I think an
important point to make is that individual subjects, criminals,
could still be utilizing any legal gambling business for illegal activ-
ity, such as money laundering, and then to support other illicit
criminal activity.

Mrs. WATSON COLEMAN. Possibly. However, has the FBI any
record of these instances that I've asked about?
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Mr. CAMPBELL. I don’t have the specific details regarding that.
I can take that back and see whether that does in fact exist.

Mrs. WATSON COLEMAN. And whether or not you've seen an in-
crease in criminal activity on those sites.

The other thing, Mr. Campbell, I wanted to ask you, what are
some of the challenges that the FBI faces in going after illegal on-
line gambling schemes that are unregulated and offshore? And are
there measures to counteract those challenges on the regulated
sites?

Mr. CaMPBELL. Well, certainly, as with any investigation, wheth-
er it’s nationally or globally based, we’re going to utilize all inves-
tigative techniques in order to gather information about what
criminal activity may be occurring, which includes working with
our State, local, Federal, and private sector partners, and even for-
eign government partners related to that particular threat. So re-
gardless of the circumstance, we're going to apply the same tech-
niques and utilize every capability to obtain evidence for a prosecu-
tion.

Mrs. WATSON COLEMAN. I can appreciate that. So I just kind of
want to, for the record, in that that might be the case, you have
not come here today with any particular knowledge about problems
of this nature in the three States that have the regulated online
gambling and you would have to find out if there’s such a record
and let us know. Is that right?

Mr. CAMPBELL. That is correct.

Mrs. WATSON COLEMAN. Thank you, Mr. Campbell.

Mr. CAMPBELL. I would have to provide you some other informa-
tion on that. That’s correct, yes.

Mrs. WATSON COLEMAN. With the little bit of time that I have
left, I'd like to contrast the kind of challenges that have been dis-
cussed here by the panel with what happens when States do regu-
late online operations.

And so, Mr. Lipparelli, I'd like to know from you, from your expe-
rience, what controls are in place on regulated online gambling
sites that make it easier to catch attempts at criminal activity like
money laundering or collusion?

Mr. LIPPARELLI. It’s a very fair question. One thing that is prob-
ably misrepresented too many times in the public is the U.S. regu-
lated industry of igaming dramatically differs from our counter-
parts in most foreign jurisdictions. We set in place what many peo-
ple in foreign jurisdictions criticize us as a very tight system.

So everything from player registration all the way down to player
transactions is completely transparent to the regulator. So there is
a relational database that identifies issues associated with poten-
tial fraud, collusion, player manipulation, credit issuance, the laun-
dering of money.

It would be my considered opinion that if you were going to try
to launder money, a legal regulated site would probably be the last
place that you’d want to try to do that. From a law enforcement
perspective, the tools we put in place are quite robust and would
lead right to the doorstep of those that were using illegal site for
those kinds of purposes.

Mrs. WATSON COLEMAN. I know that no system can be perfect
and no enforcement effort is actually perfect. But to your knowl-
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edge, are there sufficient layers of identification requirements that
would ensure that an individual is playing from a legalized State
in a State that has regulated gambling, a geolocation issue?

Mr. LIPPA