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TRUST YOUR INSTINCTS? 

TOOLS TO EMPOWER SENIORS TO 

IDENTIFY SCAMS AND FRAUD 

TUESDAY, AUGUST 5, 2014 

U.S. SENATE, 
SPECIAL COMMITTEE ON AGING, 

Washington, DC. 

The committee met, pursuant to notice, at 10:37 a.m., in the 
Farm Bureau Building Banquet Hall, Indiana State Fairgrounds, 
1202 East 38th Street, Indianapolis, Indiana, Hon. Joe Donnelly, 
Committee Member, presiding. 

Present: Senator Donnelly. 

OPENING STATEMENT OF SENATOR 
JOE DONNELLY, COMMITTEE MEMBER 

Senator DONNELLY. Good morning. Thank you so much for being 
here today. We are honored to be here at the State Fairgrounds. 
This is a Senate Special Committee on Aging field hearing. We are 
honored that all of you were able to come by. 

With me will be Representative André Carson, who is a guest of 
the committee. We have as witnesses an extraordinary panel that 
we are very, very lucky to have: Our Attorney General, Greg 
Zoeller, who has worked so hard on this issue; Cynthia Mormon, 
Assistant Inspector in Charge of the U.S. Postal Inspection Service; 
Mandla Moyo, Community Outreach Director, Indiana AARP; Mark 
Lindenlaub, Board President, Indiana Association of Area Agencies 
on Aging; and Joyce Walker, who is the daughter of a scam victim 
and who has lived through all of this. 

One of the things we want to try to accomplish is to make sure 
that for all Hoosier families and for all Hoosier seniors, that this 
helps to provide them with additional information to protect them-
selves, to protect their resources, so that when people with ill in-
tentions try to prey on them, that they have the ability and the un-
derstanding of how to protect themselves and their families. 

I would like to start, as I said, by welcoming everyone to this 
field hearing. Today, we will focus our discussion on a problem of 
growing concern to Hoosier seniors, to law enforcement agencies, 
and to policymakers at all levels of government, and, I would also 
like to thank the U.S. Secret Service for being here today, because 
they deal with these issues on a regular basis, as well. 

Consumer fraud and scams have been and continue to be a sig-
nificant problem in the United States, especially among our grow-
ing senior populations. After a lifetime of hard work, seniors should 
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have peace of mind, knowing they can enjoy their retirement in 
peace and with financial security. 

Our mission today is to empower Hoosiers to more easily identify 
and prevent common types of fraud and scams. We are also here 
to learn more about the work that is being done across our State 
to combat these schemes. To help me do that, we have this extraor-
dinary panel here with us today. 

We are lucky to have them, because they bring a broad array of 
perspectives to this issue. We look forward to hearing your testi-
mony from all of you on how we can better utilize the resources 
currently available to our seniors and to what efforts we can do to 
make sure that we minimize the risk of fraud to our seniors in the 
future. 

Scams and frauds, as our Attorney General will tell you and as 
all of you will, come in many forms and in many shapes and from 
many directions. They include identity theft, scams conducted over 
the phone, scams that go through the mail, Medicare scams, Social 
Security scams. By providing our seniors with additional knowl-
edge and resources to identify these scams and fraud, we can re-
duce the number of victims who lose out financially to these often 
sophisticated schemes. 

The Attorney General was saying to me earlier, he said how hard 
they work on these schemes. These are not simple run-of-the-mill 
operations. These take extraordinary planning and extraordinary 
effort, and, we laughed and said we wished they put their effort to 
better things than these kind of things. 

In 2010, my own congressional office at the time was tipped off 
to a misleading mailing that was sent out to seniors in the congres-
sional district that I represented, asking them to please pay to pro-
vide their responses to Census information. My name was right 
there on the letterhead from our congressional district and it was 
assumed by many that it was from our congressional office. An or-
ganization called the Council for Retirement Security—we learned 
they were affiliated with nothing more than just an online blog. 
They sent surveys to several Hoosier seniors asking for responses 
and, of course, credit card information. 

More recently, a member of our team who is here today, her 
mom received a phone call from a stranger asking for money and 
claiming to be her grandson. In this particular case, which I think 
was quite a way to handle it, she said, ‘‘You ought to behave your-
self better. Talk to your parents.’’ 

However, people are calling our seniors, claiming to be sons, 
daughters, grandsons, granddaughters, friends, neighbors, needing 
immediate help. This common scam is known as the Grandparent 
Scam. It seeks to trick victims into believing that your loved one 
is in peril, such as in a car accident or in jail or having trouble re-
turning from a foreign country. Whatever the excuse, the scammer 
convinces the victim they need to send money immediately, and 
they also need to keep that call a secret so that they are able to 
get their loved one out of trouble. 

One of the most important messages we hope to promote today 
is that awareness is the key to helping prevent fraud. While Ameri-
cans are generally aware that identity theft and consumer fraud 
are on the rise, many are unaware of the scope of the problem. 
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Today, we want to encourage victims to tell their stories about how 
con artists operate, how we can bring it to light, and how we can 
bring it to a greater sense of urgency, so, I want to thank all of 
you for being here. 

Congressman Carson, if you would like to say a few words. 

STATEMENT OF HONORABLE ANDRÉ CARSON, 

CONGRESSMAN, STATE OF INDIANA, INDIANAPOLIS, INDIANA 

Congressman CARSON. Thank you, Senator, and thank you for 
your leadership, particularly in putting this hearing together as 
presiding Chair. I want to certainly thank the panelists and our 
Attorney General and our friends in the Secret Service. 

I am very pleased to be here today, and I also want to thank the 
staff of not only our organization, but of Senator Donnelly’s organi-
zation for holding this field hearing to really provide resources and 
trusted information to help our seniors protect their privacy and 
security. In this age of information and technology, we all know 
that we are still faced with many bad actors who really wish to 
take advantage of other people, so, it is very imperative that law-
makers like Senator Donnelly and myself and community leaders 
and stakeholders continue to examine policies that distribute infor-
mation that will help prevent fraud in the future. 

I am honored that we have witnesses here today, accomplished 
witnesses, who are engaged in informing our community about how 
to really identify and protect themselves from these kinds of scams. 
We all know someone in our lives who can benefit from the tools 
provided here today, and perhaps we can do our own part by really 
listening and passing along what we learn. I hope some of us leave 
here today empowered on what to do if we or our loved ones are 
victims. 

These criminals succeed when we remain silent and do not report 
our experiences. As we all continue to work together to improve 
those resources, basic communication and education are our most 
powerful tools. 

I want to thank my good friend, presiding Chair and Senator 
Donnelly, for his leadership on this issue that impacts so many 
Hoosiers, so, I look forward to getting started and learning a lot 
more. Thank you, Senator. 

Senator DONNELLY. Great. We are lucky to be joined by Joyce 
Walker of Hebron, Indiana, whose mom fell victim to a sophisti-
cated phone scam. 

I just want to let everybody know—have a good Hoosier laugh, 
so, we got here and we said, we do not have any gavel for the 
event, so, we looked around my office and there was a little plaque 
on the wall that had a gavel on it. 

About an hour ago, we took it apart, we unscrewed it, and here 
is the gavel today. 

We are in business. I was about to give my friend, Greg, a call 
and say, do you have anything in the office you could bring with 
you? 

Joyce, if you could let us know what happened to your mom and 
how it developed. 
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STATEMENT OF JOYCE WALKER, 

DAUGHTER OF SCAM VICTIM, HARTFORD CITY, INDIANA 

Ms. WALKER. Thank you, Senator Donnelly, for this opportunity, 
and to Michelle Mayer for believing in me. 

My mother may have been 93 years old, but she was nobody’s 
fool. When he called her to tell her that she had won big money, 
she was not about to fall for that. However, six weeks later, when 
he called again, she fell under his spell. When I caught up with 
her, she had written and mailed checks for thousands of dollars to 
people she did not even know. What follows is a brief overview of 
24 pages of documentation, which I call, ‘‘To Kill A Scam.’’ 

On August 13th of last year, our scammer hit for the first time. 
He called my mother to tell her she had won money and he needed 
her bank account information. My mother is a smart woman and 
she told him that her bank account information was none of his 
business and suggested that he call me. He did. He had a thick ac-
cent and he sounded like my parents’ doctor. When my husband 
walked in the house and asked who I was talking to, I answered, 
‘‘I do not know, but I think it is Dr. Sitar.’’ Boom. I had just 
dropped my parents’ name. 

When I finally heard the word ‘‘three-point-five-million dollars,’’ 
I laughed at him and hung up. He called back six more times that 
evening. Each time, we would either let it ring or pick it up and 
hang up on him, but he kept calling. When we looked at the caller 
ID, it said ‘‘J.M. Kingston.’’ While trying to figure out who Jim 
Kingston was, the light bulb went off. This call was coming from 
Kingston, Jamaica. 

The next day, he called two more times and my husband threat-
ened to call the police if he called again. He never called again, and 
that was the end of that, or so we thought. 

Six weeks passed, and my mother received a phone call from Dr. 
Sitar requesting a check for $2,400 for my father’s care. She mailed 
it to him. Here is the check. She then received a call from the doc-
tor stating that he was on vacation, could not cash her check, and 
she would have to rewrite it to his mother, Beverly Hagerman, and 
mail it to her. Mom followed his orders. However, she did mention 
this to her alert Resident Assistant at Wynnfield Crossing, who 
called me and suggested that something seemed fishy and maybe 
I should look into it. 

One call to the doctor’s office confirmed that no such fees had 
been charged. I immediately called my mother’s bank to stop pay-
ment on these checks, but Beverly Hagerman had already cashed 
her check. When I then visited my mother and looked at her check 
register, I asked her who Charlie Ugarte was. She had no idea. 
When I showed her, ‘‘Mom, you have written a check for $2,000 to 
somebody named Charlie Ugarte,’’ she said, ‘‘Oh, that is a friend 
of Dr. Sitar’s.’’ 

After hours of searching on the Internet, I tracked down Beverly 
Hagerman, a 58-year-old woman in Houlton, Maine, and, thanks to 
the staff at Wynnfield Crossing, who diligently went through the 
trash, we came up with a Post Office Box number in Silver City, 
New Mexico, for our friend, Charlie Ugarte, who turned out to be 
a female, age unknown. 
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I was fortunate to find Beverly Hagerman on Facebook. We had 
numerous conversations on Facebook and she was checked out by 
Michelle Mayer of the Indiana Attorney General’s office. Our 
scammer had identified himself to Beverly as David Anderson, told 
her she had won a car and money, gave her good reason to believe 
him, and called her on a regular, almost daily, basis. Scam victims 
like Beverly unwittingly launder money for him by cashing per-
sonal checks from scam victims like my mother, buying Green Dot 
Visa cards, and wiring money at his instruction. As I had done for 
my mother, I instructed Beverly to change her bank account num-
bers, get an unlisted phone number, set up fraud alert with the 
three credit bureaus, and never to talk to him again. She followed 
my instructions. 

Charlie Ugarte surfaced when her bank would not cash my moth-
er’s check. Upon being told that it was part of a scam, she replied, 
‘‘I am not a scammer. I am just trying to earn points to win a mil-
lion dollars.’’ She did take her check to the Silver City Police De-
partment, where it is now laying in their evidence room. 

Meanwhile, because we were disrupting his plan, our scammer, 
whatever you want to call him, David Anderson or Dr. Sitar, was 
not receiving his money, so he actually called Beverly’s bank in 
Bangor, Maine, where he became very belligerent with the bank’s 
vice president. Not gaining any ground there, he called the 
Houlton, Maine Police Department, told them they needed to arrest 
Beverly Hagerman, a scammer and a money launderer who owed 
him money. The police were skeptical, but did take a frightened 
Beverly in for questioning. Fortunately, she had already had 
Michelle Mayer and the Indiana Attorney General’s office on her 
side. 

I have filed complaints with the Federal Trade Commission and 
the FBI. If anybody wants to help me get this guy, thanks to Bev-
erly and Facebook, I have the names of five of his receivers and 
I even have their pictures off of Facebook, and they all live in Ja-
maica. 

I have learned numerous lessons from this incident. A few exam-
ples are: One, scammers are slick. If they get your money, you will 
not ever see it again. Be careful who you talk to on the phone. Get 
an unlisted number. Never pay a bill without a written statement. 
Never cash a check from someone you do not know. 

Two, take charge of your aging loved ones’ financial matters 
sooner than later. Use your Power of Attorney, watch their check 
registers, and get to know their doctors, bankers, and caregivers, 
and, three, we usually think to report scams to our local police de-
partments. Police officers need to be equipped with the information 
that they will pass on that we need to not go to them but to State 
Attorney General’s office or the AARP. 

Senator DONNELLY. Thank you very much. 
We are blessed to have an Attorney General in our State, Greg 

Zoeller, who has been a tremendous advocate for seniors, who has 
worked very, very hard to protect the people of our State, and I 
would say there is no State that has been better served in this area 
than our own. Attorney General Zoeller. 
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STATEMENT OF HONORABLE GREG ZOELLER, ATTORNEY 
GENERAL, STATE OF INDIANA, INDIANAPOLIS, INDIANA 

Mr. ZOELLER. Thank you, Senator, thank you, Congressman Car-
son, and, particularly for having this hearing and helping us raise 
attention to this, I would say, very important issue. 

You know, we try in the State and local levels to do as much edu-
cation and outreach as we can, but I do think that the role you play 
in raising the profile and bringing statewide attention to this is 
something that we all on this panel appreciate, so, again, thanks 
for your convening this and being here. 

I will dispense with reading my formal remarks. I will submit 
that. I know how the Senate operates, so I will—maybe I can revise 
and extend my remarks later—— 

Senator DONNELLY. If there is a way to talk longer, we usually 
find it. 

Mr. ZOELLER. I will shorten this, just to make a few comments. 
First, we have got some statistics to share to show the extent of 

this problem, so, you will hear a number of examples. We all have 
as many as you want to listen to, but, we have statistics in terms 
of the number and the type, so we can present that for your infor-
mation. 

I think it is critical to recognize that the focus on seniors is be-
cause of their vulnerability. My office has always focused on the 
most vulnerable in our State, so whether it is children, whether it 
is recent immigrants, people in financial trouble, anyone who 
shows some vulnerability. The last time we were together, we were 
talking about military servicemen and women and the families 
when they leave to be deployed, so, again, scam artists focus on the 
vulnerabilities of people. 

Combined with that, seniors often have resources in their posses-
sion, so, they have retirement accounts. They have 501(c)(3)’s with 
moneys that are in their possession that they have access. Some-
times, we have people that are asked to take out loans. They use 
resources from their home equity, so, they do have resources, or 
they would not be the same kind of targets. 

I think some of what we are really looking at is in Indiana, the 
Indiana General Assembly has recently passed what is called a 
Senior Protection Act, so we have asked for additional enhance-
ments to our consumer protection statutes to focus on those who 
will go after the vulnerabilities of seniors. I do think that it re-
quires special attention and it is something that we have focused 
on. 

Just since that statute has passed, we have had 3,067 complaints 
specifically regarding senior consumers, so, this is just a little over 
a year. A lot of these scams involve home improvement fraud. We 
have a lot of people that will offer what is really unnecessary work. 

We have got a considerable number of examples where people 
will do the door to door, so, it is not all online. You will see things 
in the mail, but, a lot of it is door to door, so, you will have people 
that come up—some of the examples of when they come up and try 
to offer their services. If there is a son or a daughter there, they 
will come back later, recognizing that they need to get the seniors 
alone, so, these people really do deserve, let us say, an enhanced 
penalty, and we have at least gotten some of that. 
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One of the benefits of being in Indiana, we usually are not the 
first place a fraud starts, so scams come from both coasts. Some-
times, they originate out of Chicago, but, we get a little extra warn-
ing, so, in working with our Federal partners, particularly the FTC, 
other Attorneys General around the States, law enforcement, the 
Better Business Bureau, AARP, when we hear about scams that 
are likely to be coming to Indiana, we have created what is called 
a Fraud Alert System. We recommend that seniors go onto our 
website, Indianaconsumer.com, register for a fraud alert, and when 
we see things that are coming, they can literally get a short notice, 
so, it is either in an e-mail form or a text, depending on how they 
choose, but, sometimes, just knowing what the new scam is puts 
you at a heightened ability to recognize the scam when it comes. 

The other thing that we have really focused on is the creation of 
our outreach system, so Michelle Mayer, who was just mentioned, 
she and her team of four others travel around the State giving pro-
grams, so, they will literally go through, how do you protect your-
self, and a lot of the audiences that are most interested are our 
seniors, so, we will come to whatever group asks, and we can usu-
ally find ways that you can tailor fit to the needs and the 
vulnerabilities of the community, so, if it is not seniors, we have 
done a number of programs with other types of groups where we 
can literally go through and give common sense ways to protect 
yourself. 

We have created what we call the tool kit, and again, it is all on-
line at this Indianaconsumer.com, where you can go through and 
find easy ways to do simple protections. Now, again, education is 
always the best, but some of the things that I have always rec-
ommended, obviously, with some of the technology that is out 
there, the ability to steal identities and create new forms of loans 
or some type of a credit card where they can then run up the credit 
card. 

The easiest thing to do is, again, on our online system and with 
the help of the Indiana General Assembly, we have what is called 
a security freeze, so, you freeze the credit reporting services, the 
three credit reporting services, so that if people did steal your iden-
tity, you cannot open up a new credit card. It takes, literally— 
when I did it, it was 10 minutes. It freezes all the ability to open 
up new credit. If you do want to—I think I was at Sears or some-
thing and they were going to give me a 15 percent discount if I 
opened up a Sears card—you can go online real quickly, open it up 
for, I think it is three days. They run your credit report, you get 
your credit card, and then I think it closes automatically, so, things 
like that, and, frankly, seniors are probably well advised. They 
should not be opening up new lines of credit anyway. I mean, they 
have already got their nest egg, hopefully, and they have got what-
ever fixed income they are living off of. Opening up new lines of 
credit is probably something that they are not really—they should 
not be in the market for. Offering that security freeze. 

Obviously, everybody, hopefully, by now, we have promoted our 
‘‘Do not call.’’ That does protect you in some ways, but with the 
new VOIP, the Voice Over Internet Protocol, these overseas calls 
now come in. A lot of them are robocalls. We are trying to teach 
people—and, again, seniors may be particularly vulnerable because 
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they are not from the generation that is used to hanging up on peo-
ple. I have to tell them, I know we all love our neighbors and we 
trust each other, but just hang up and say a prayer for them, and 
maybe that will make it—— 

There are some things like that. We have a lot of examples. You 
know, when you were talking about the Grandparent Scam, the lat-
est variation is that they go through Facebook accounts of our kids. 
They see pictures of the family, the names. They find that they are 
going on vacation and they are taking pictures from Florida, so, the 
call to the grandparent is already after they have done their own 
homework and education, knowing who to mention, what names to 
use, that they are in Florida, that they got in trouble, that they 
need money. These are not just random calls. These are people who 
have really targeted our seniors and are knowing a lot more about 
them because of the information that is all too available. Some of 
our younger citizens do not know what privacy means, but, it puts 
their grandparents at risk, and I think it is something we need to 
spend more time educating on. 

The sweepstakes and the fake lotteries, those things, we have 
tried to educate people that if you did not register for it, you cannot 
win, but, again, particularly among people who would like to have 
something nice happen to them, I think the vulnerability is there. 

Finally, I would just say that some of the things that I would 
also, while you are talking about seniors, we do have problems with 
prescription drugs being taken out of their medicine cabinets, so, 
we have talked a lot about the Take Back programs. We need your 
help with the DEA, that still has not passed rules that allow us 
to bring medicines back as easily as we would like, but, those are 
other risks to grandparents and their grandchildren that get into 
the medicine cabinet all too easily. 

Finally, I would say, in addition to the panel you have got here 
today, I would pay special tribute to a group called the Triad, 
which is in, I think, 23 counties now. It represents usually the 
sheriff, sometimes the AARP or some other senior groups, and then 
community organizers. They have really been some of the best 
when it comes to local protection of our seniors, so, the Triad 
groups really are people that we should all appreciate, and a little 
shout out to them. 

Finally, I will just say that, again, anything else that my office 
can do. We go all around the 92 counties, and we would be willing 
to work with either or both of you any time we might be of service. 
Thanks again for inviting me. 

Senator DONNELLY. Thank you, Mr. Attorney General. 
Congressman CARSON. Thank you, Attorney General. 
Senator DONNELLY. We would next like to hear from Cynthia 

Mormon, Assistant Inspector in Charge at the U.S. Postal Inspec-
tion Service, and if you would speak into the microphone, that 
would be great. 

STATEMENT OF CYNTHIA MORMON, ASSISTANT 
INSPECTOR IN CHARGE, U.S. POSTAL 

INSPECTION SERVICE, DETROIT, MICHIGAN 

Ms. MORMON. Good morning, Senator Donnelly and Congress-
man Carson. Thank you, Senator Donnelly, for calling this impor-



9 

tant hearing on tools to empower seniors to identify scams and 
fraud and for the opportunity to share the important work the In-
spection Service is doing to combat fraud against older Americans. 

As the Federal law enforcement, crime prevention, and security 
arm of the U.S. Postal Service, our goal is to promote confidence 
in the U.S. mail. We work to assure that American businesses can 
safely dispatch funds, securities, and information through the mail, 
that Postal customers can entrust their correspondence to the mail, 
and that Postal employees can work in a safe environment. 

To effectively enforce some 200 laws under our jurisdiction, 1,300 
Federal inspectors are stationed throughout the U.S., and in Puerto 
Rico, Guam, Germany, as well as at Universal Postal Union Head-
quarters in Bern, Switzerland. In the last fiscal year, the Mail 
Fraud Program obtained over 400 arrests and 410 convictions na-
tionwide. 

Today, I will discuss several schemes conducted through the mail 
that disproportionately target older Americans. These include for-
eign lotteries and illegal sweepstakes, secret shopper scams, and 
love losses schemes. 

Foreign lotteries and illegal sweepstakes—these schemes, initi-
ated by mail, e-mail, phone, or fax, are where scammers tell vic-
tims they have won a lottery or sweepstakes, often an international 
promotion. Victims must remit a fee, described as taxes, duties, or 
handling charges, to claim the prize. Unwitting customers remit 
large sums of money to these crooks, but instead of a prize, all they 
receive are more calls and mailings. Once victims take the bait, un-
relenting scammers coerce them into sending even more of their 
hard-earned money. Some scammers send victims a check or money 
order as an advance and tell them they must send money to collect 
the rest of the prize, which is not how legitimate promoters oper-
ate. To gain victims’ trust, some scammers use the name of well- 
known sweepstakes. Legitimate operators do not charge entry fees 
and do not require that customers pay a fee to collect winnings. 
When consumers win a legitimate promotion, they pay taxes di-
rectly to the government, not to the operator. Older Americans 
should get a promoter’s number from directory assistance to verify 
the legitimacy, and any American who receives a notice that they 
have won a foreign lottery or sweepstakes should not believe it. It 
is illegal to buy or sell foreign lottery or sweepstakes tickets across 
the U.S. border. 

Work at home schemes—these victims receive a solicitation by 
mail or e-mail or respond to a job ad online or in print. Fraudsters 
hire respondents without an interview or background check to work 
as payment processors. They must deposit checks or money orders 
from the company into their own bank accounts, then wire money 
to their employer and keep a portion as pay. In a variation known 
as the ‘‘mystery shopper,’’ victims receive a check by mail or e-mail 
and must cash or deposit it. Once it is cashed, they are instructed 
to visit a store or money transfer company to test customer service 
or make some other observation. It usually involves making a 
small purchase and wiring the remainder of the money to the 
fraudster. In either case, victims are notified by their bank that the 
check they cashed or deposited is counterfeit and they are liable for 
the full amount. 
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Love losses scam—these schemes involve an e-mail or phone call 
from someone purporting to have a romantic interest in the victim, 
who they met in a chat room or a dating website. Again, after gain-
ing rapport, the fraudster asks the victim to send money or tells 
the victim they are in a foreign country and have a check or money 
order in U.S. dollars they cannot cash. They may claim to have a 
medical emergency or other problem or promise to come to the U.S. 
to be with the victim, but need a check or money order cashed to 
cover expenses. 

Postal Inspectors advise that people never send money to some-
one they do not know or have never met. Consumers should cash 
checks or money orders only for relatives or someone they trust. 
They are liable for any check or money order they cash or deposit, 
so they should ensure it is legitimate before they do so. 

Senator Donnelly, thank you for this committee and for high-
lighting the significant and troubling issue and allowing us to tes-
tify. We look forward to continuing to work with local communities 
to educate our older consumers and their family members on how 
to identify these schemes and prevent them from happening to 
themselves, their loved ones, and others. 

Senator DONNELLY. Thank you so much, and thanks for your 
service to the Postal Service. 

We are fortunate to have Mandla Moyo here with us today. He 
is the Community Outreach Director for the Indiana AARP. 

Mr. Moyo. 

STATEMENT OF MANDLA MOYO, COMMUNITY OUTREACH 
DIRECTOR, INDIANA AARP, INDIANAPOLIS, INDIANA 

Mr. MOYO. Thank you, Senator. Thank you, Senator Donnelly 
and Congressman Carson, for being here today. More importantly, 
Senator Donnelly, thank you for convening such an important hear-
ing on such an important topic that affects older Hoosiers whom I 
have the opportunity and pleasure of working with on a day-to-day 
basis. Thank you, also, to Senator Nelson and Ranking Member 
Collins for their leadership on working to protect seniors from 
fraud and scams. 

Again, my name is Mandla Moyo and I work for AARP Indiana. 
AARP is a nonprofit, nonpartisan organization with membership of 
more than 37 million that helps people turn their goals and dreams 
into real possibilities by strengthening communities and fighting 
for the issues that matter most to families, such as health care, 
employment security, and retirement planning. 

AARP has staffed offices in all 50 States, the District of Colum-
bia, Puerto Rico, and the U.S. Virgin Islands. Our Indiana office is 
located in downtown Indianapolis, and we currently have over 
840,000 members statewide. 

For more than 50 years, AARP has been providing Americans 
with resources and tools that help them protect their financial se-
curity. That is why we recently launched the Fraud Watch Net-
work, because too many hard-working Americans were being 
scammed out of the money they have earned. Research shows that 
more than $20 billion was stolen from about 13 million victims in 
2012 alone. It is estimated that older adults are defrauded out of 
about $3 billion every year. 
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A poignant quote from a recent AARP Report summarizes the 
devastation of these criminal activities. After a lifetime, and I 
quote, ‘‘After a lifetime of doing all the right things to prepare for 
a comfortable and dignified retirement, too many older Americans 
are having their retirement security threatened by financial preda-
tors.’’ 

The AARP Fraud Watch Network connects people to experts, law 
enforcement, and fellow Hoosiers who are spotting fraud and shar-
ing their experiences so others know what to watch out for. Avail-
able free of charge to AARP members and nonmembers alike, and 
people of any age, is the Fraud Watch Network, which provides 
Watchdog e-mail alerts that deliver breaking scam information, 
prevention tips based on the latest information from experts, an 
interactive map with the latest law enforcement warnings from 
each State, a phone number that people can call to talk to volun-
teers trained to help fraud victims, and access to a network of peo-
ple who are sharing their experiences with scams so they can help 
others protect themselves. Folks can sign up either online, by going 
to fraudwatchnetwork.com, or by calling 877–908–3360, to get re-
sources by mail and sign up for phone alerts. 

Locally, we currently have 27 Indiana volunteers working specifi-
cally on getting the word out about the Fraud Watch Network. For 
one of the most active Fraud Watch volunteers, this issue of online 
fraud became too real. Melvin from Carmel, although a tech savvy 
individual, Melvin was a victim of identity theft after making a 
purchase online. If it can happen to him, it can happen to anyone. 

For example, the GFK Group conducted an Internet-based survey 
for AARP last November which showed that while the vast major-
ity of Indiana online users—76 percent—say they are concerned 
about being scammed over the Internet, they only were able to an-
swer an average of five out of the ten questions in a simple online 
literacy test designed to test their knowledge about how to be safe 
online. For instance, 56 percent of Hoosier respondents are un-
aware that a privacy policy does not always mean the website will 
not share information with other companies. Thirty-eight percent 
are unaware that banks do not send e-mails to their customers, 
asking them to click on links to verify personal information, and, 
72 percent of Indiana adults that access the Internet, or as many 
as 2.7 million people, received at least one online fraud offer in 
2013. 

The most common scams that target older Americans involve 
buying and selling gold, the emotional grandparent scam where the 
caller poses as a distressed grandchild needing money, and bogus 
sweepstakes that offer an irresistible pitch—you have won, just pay 
this simple processing fee. According to the Federal Trade Commis-
sion, reports of consumer fraud have increased over 60 percent 
since 2008, and online scams doubled, from just 20 percent in all 
fraud in 2007 and nearly 40 percent of all fraud in 2011. 

As such, AARP will continue to spread the word about the Fraud 
Watch Network and help safeguard the retirement security of older 
adults. 

Thank you again for inviting me to testify today, and I look for-
ward to taking your questions. 
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Senator DONNELLY. Thank you very much. The final statement 
we will have will be from Mark Lindenlaub. After that, we will be 
asking a series of questions to get your best ideas, but, Mark is the 
Board President of the Indiana Association of Area Agencies on 
Aging. Mark, thank you for being here. 

STATEMENT OF MARK LINDENLAUB, EXECUTIVE 
DIRECTOR, THRIVE ALLIANCE, COLUMBUS, 
INDIANA, AND BOARD PRESIDENT, INDIANA 
ASSOCIATION OF AREA AGENCIES ON AGING 

Mr. LINDENLAUB. Thank you, Senator. Thank you for the oppor-
tunity to be here. I am the current Board President of I4A, or the 
Indiana Association of Area Agencies on Aging. I am also the Exec-
utive Director of Thrive Alliance in Columbus, Indiana, which is a 
local Area Agency, or AAA, serving five counties in South Central 
Indiana, so, on behalf of the 16 Indiana AAAs, the older Hoosiers, 
persons with disabilities, caregivers, and family members of those 
that we serve, I want to thank you for the opportunity to be here. 
Thank you for convening this committee and bringing us all to-
gether. 

In Indiana, AAAs are the gateway through which most Hoosiers 
access long-term care services. We administer a variety of local, 
State, and Federal funding sources, such as the aged and disabled 
Medicaid waivers, the Older Americans Act Title III funds, social 
services block grants, and a State appropriation called the Choice 
Program, all of which allow older adults and people with disabil-
ities of any age to live and age safely in their own homes and in 
their own communities. We also assess all Indiana residents who 
are seeking nursing home admission. 

The U.S. Administration on Aging has established a national net-
work of Aging and Disability Resource Centers, or ADRCs. These 
ADRCs comprise a very specialized focus network of ‘‘no wrong 
door’’ that serves as trusted places in communities all across the 
country where people of all ages, incomes, and disabilities can go 
for information about these topics. Thanks to the foresight and in-
vestment of the Indiana Family and Social Service Administration 
in the mid–2000’s, Indiana was the first State in the Nation to 
have all 16 of its AAAs designated as ADRCs, which gives us a 
very powerful network and sort of unique position among your 
peers in Washington. 

As the State’s front door to senior services, Indiana ADRCs know 
firsthand the toll that fraud, scams, and other forms of financial 
exploitation have on Hoosier older adults, but we know, as we have 
talked, we cannot really address the things that are reported to us, 
so, to this end, I think one of the unique roles that we play as local 
agencies and as a network is to be that vital trusted local resource 
that seniors feel like they can call when they have a sensitive issue 
regarding exploitation to talk about. As we know, victims of exploi-
tation are particularly embarrassed, feel stigmatized, or generally 
are not comfortable contacting local law enforcement or other offi-
cials many times. 

Victims can also contact their local AAA for assistance in navi-
gating the complex web of other agencies, some of which you have 
heard this morning, who are involved in handling the variety of 
cases of fraud and exploitation, including Medicare, Postal Service, 
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Social Security, Indiana Medicaid, Indiana Attorney General, and 
so forth. 

Every Indiana AAA can tell you many, many stories about fraud 
and exploitation. You have heard some terrible stories already this 
morning. We have several that are listed in the testimony, that I 
will not go through all of those, but, I do want to highlight just one. 

This is an 89-year-old woman in Columbus who called our office 
to say that she thought she had been a victim of fraud. She had 
received a call from a man that told her due to changes in Medi-
care with Obamacare coming online, she needed a new Medicare 
card, so, he proceeded to collect her Medicare information, includ-
ing her Medicare number, as well as bank information so that he 
could process that new card for her. She gave the scammer the in-
formation, hung up the phone, thought about it, and realized that 
was probably the wrong thing to do, so, the next day, she called 
her bank, told them not to allow any charges to be made, and then 
a couple of days later, she was called by the same person, very 
irate because he was not able to access her financial information. 

She hung up on him, but felt like she needed to tell her story, 
so called our office. Through conversations with her, we were able 
to counsel her to make sure that she followed up with her bank, 
talk to the Medicaid office. She talked to local police. As a result 
of those conversations, there was a newspaper article the next day 
and she ended up, instead of feeling a victim of her experience, 
feeling very empowered that she was able to not only help herself, 
but help others who saw her story. 

In conjunction with the other AAAs and senior center partners, 
I4A also administers Indiana’s Senior Medicare Patrol, which iden-
tifies and reports individual cases of fraud, such as those that have 
been described this morning. I think another unique way that the 
SMP works is to work closely with news media to get the stories 
out. We have found very often that when stories of fraud are pub-
licized, the details of that fraud are recognized by seniors who re-
ceive similar letters or phone calls or e-mails and they can then un-
derstand how those scams are trying to target them and protect 
themselves from being a victim themselves. 

Statewide, we know reports of senior financial exploitation have 
exploded over the last few years. Over the last decade, in par-
ticular, the Division of Aging, Adult Protective Services has re-
ported calls to their office have increased 400 percent. Abuse cases 
increased 30 percent, neglect cases 13 percent, but financial exploi-
tation an alarming 83 percent. Many more times faster growth 
than some of the other traditional abuse and neglect cases that 
they deal with. APS now reports an average of 126 reports per 
month, which is a 15 percent increase from last year, and these 
calls on financial abuse represent nearly 15 percent of all the calls 
they receive, or about 1,500 calls in 2014. 

Given the epidemic proportions of senior financial exploitation in 
Indiana, ensuring the sustainability of the AAA network is critical, 
in particular, the ADRC network that is associated with us. We 
play some key roles in fraud and exploitation prevention, including 
being that safe trusted place that people can call at the local level. 
We provide general fraud and abuse information and education in 
our local communities. We work closely with all of the other agen-
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cies involved in fraud prevention and refer cases to them, as appro-
priate. We do one-on-one counseling with people who call our office 
to help them figure out a plan forward. As I just mentioned, we 
host the Senior Medicare Patrol staff and volunteers and help their 
work to integrate with the full range of services and resources that 
we have in our offices. 

Finally, we also help victims rebuild after exploitation. It is not 
just the financial hit that people take, but very often, it is an emo-
tional hit, as well, and we help them to regain some confidence in 
their lives. 

This amazing network is in place now, but it is not assured to 
be a sustainable network due to some funding issues at the Federal 
level, so I would like to urge you and the Senate Special Committee 
on Aging to champion the renewal and reauthorization of the Older 
Americans Act, which has been stalled in Congress. Among the 
various titles in that Act, the Title VII does provide elder abuse 
protection and ombudsman programs and funding for those. 

Further, we would urge the committee to ensure the sustain-
ability and adequate funding of the AAA network as a whole 
through the Older Americans Act. That funding has remained rel-
atively flat, if not slightly declining, over the last ten years. As we 
know with our aging population, the number of people who are re-
questing services, and in particular potential victims of financial 
exploitation, are growing exponentially, so, we believe that reau-
thorization should and will have bipartisan support and would ask 
your support there. 

We would also ask your support. We believe the committee can 
play an integral role in advocating funding for the Elder Justice 
Act of 2009. Parts of that Act are in play, but many vital parts 
have not had any appropriation and we would urge you to support 
the President’s $25 million Elder Justice Initiative that he has in-
cluded in his Fiscal Year 2015 budget proposal. 

Finally, we anticipate the elder justice and senior financial ex-
ploitation is going to be a very important topic in the 2015 White 
House Conference on Aging and we would urge congressional sup-
port of the Conference. In particular, we ask you, Senator, and you, 
also, Congressman, that you would ensure that the Indiana Asso-
ciation of Area Agencies on Aging would have an active role in pro-
viding information for that effort. 

Thank you again for your consideration of our testimony and our 
request for your support. 

Senator DONNELLY. Thank you very much. 
We all know the challenges that our seniors face. It, obviously, 

is something that goes across the board, though, too. I just wanted 
to relate to you real quick, when I was fortunate enough to be 
elected to the Senate, I had to look again for a place to live in 
Washington, which is an outrageously expensive city to have a 
place, and so it is, how can I find something that is smaller than 
a studio but costs what a three-bedroom apartment costs in Indian-
apolis, is basically the formula. 

I checked, called the number—or, actually, it was an online. I 
went online and they said, sounds terrific. We have it available for 
just a couple of days, so you have to jump in on it quick. Before 
we are able to let you have the keys to take a look at the place, 
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you have to wire us this amount. I happen to be in England and 
I am studying for my Master’s degree or whatever it is, so, if you 
can wire the funds for a first month’s rent, if everything looks ame-
nable to you when you go in, we can close the deal. 

I sent back an e-mail that said, how about I just contact the su-
perintendent, take a look, and then find out after I take a look at 
it how the place looks. Never heard from them again. 

It comes in so many directions and in so many ways, and the 
Internet has opened this up to just about every creative ne’er do 
well that seems to be out there. 

Joyce, I want to ask you, in regards to stigma and that people, 
our seniors, can be embarrassed about being involved in something 
like this, where they look up and they go, oh, I have worked so 
hard, my children will be embarrassed if they find out about some-
thing like this, did that ever get involved with your mom, that she 
did not want to tell you too many of the details or anything like 
that? 

Ms. WALKER. Well, my mother has a degree from South Bend 
Business School back in the 1940’s. She worked in a bank in South 
Bend, one in Culver. She always managed all the finances, took 
care of the taxes, the forms, and that was her pride, that she was 
so good with finances and money, and, the first time he called, she 
was on top of things. No, I do not give out any bank information. 

Senator DONNELLY. You are calling the wrong person today. 
Ms. WALKER. Exactly, but, then, when he identified himself as 

her doctor—the coincidence in timing was really odd, because my 
dad—we were spending thousands of dollars for my dad’s care. He 
was very ill at that time, and, so, she was writing checks for that 
kind of money, and so this was just another one. It fell right in. 

She did not believe me. Weeks and weeks went by and I kept 
telling her, that is not your doctor, and she would not believe me 
at all. Finally, I sent her 16 pages of my homework, because I 
know she can read, and then she got it, but, to this day, she will 
not talk about it. She was very humiliated by the whole thing. 

Senator DONNELLY. Here you are, her daughter, and, in effect, 
they almost set up a relationship where it is they and your loved 
one against the family. They create personal relationships, in ef-
fect, too, as they do this kind of thing. 

Ms. WALKER. Yes. 
Senator DONNELLY. Mr. Attorney General, as you look at this, do 

you see for our seniors that they are embarrassed by this some-
times, and how do we reach out and tell them, look, do not be 
ashamed of what has happened. It is most important to work with 
people, let them know what is going on, and to get that information 
out. 

Mr. ZOELLER. I think there is no doubt, it is true that they do 
not want to admit it to people, including their own family, so, it 
is often after they have gotten themselves in trouble financially 
that they finally have to admit that they have paid more and more 
money, so, these things often have a long track record before they 
finally come forward. 

You know, one of the things that, and it is hard to believe, but 
if you have been scammed, you will now be on the list and people 
will contact you over and over, so, the vulnerability that one has 
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recognized now gets passed around, so, whatever this network of 
scammers is is very sophisticated, because we find people that are 
re-victimized, so, one of the things we have done in our office is, 
in the Identity Theft Unit, particularly, we have created opportuni-
ties to go and not only freeze your accounts, you can now go into 
Circuit Court in your county of residence and show that you have 
been a victim of identity theft and get a court order that now al-
lows you to pass that order on to some others who do not believe 
you that you have been scammed, but, this repetitive nature of 
once you have been a victim to be identified as vulnerable and re- 
victimization is something that we really need to have more tools 
at our disposal. 

Senator DONNELLY. Assistant Inspector, this is pretty sophisti-
cated in its operations, too, is it not? It is not just a person who 
is calling to a senior. This is an intricate operation. 

Ms. MORMON. Yes, it is, and we have a fraud complaint system 
that we use to take in the consumer’s information, but, we also re-
ceive complaints, and when we receive the complaints, then we 
send them out to the field and to other law enforcement agencies, 
as needed, but, the things that we are looking for is whether it con-
tains identifiers that represent it as part of a scam, and if it is 
something that is a scam, it is probably happening, like you said— 
it is disproportionate in that the scammers will often change the 
scam and they will move on to another area and then they are still 
repeating the same scam in another format, but, those are things 
that we are alert to that we have to get out as we educate the 
American public. 

Senator DONNELLY. Mr. Lindenlaub, you work with our seniors 
a lot. How do we get them to talk to each other about this and 
about the dangers of these things, the calls they have been getting, 
as opposed to them saying, well, I do not want to let anybody know 
because I am embarrassed. I am embarrassed somebody hood-
winked me after—for instance, your mom, after a lifetime of run-
ning a small business or of being involved in another business— 
that, at this point in my life, I got snookered, in effect. How do we 
get our seniors to talk to each other about this rather than be em-
barrassed about it? 

Mr. LINDENLAUB. Well, I think the first person they are going to 
talk to is somebody they really trust a lot, so, keeping our seniors— 
especially for people who are living at home, keeping them engaged 
in the community is really critical, making sure they have support 
networks among caregivers, family, and other friends, so, I think 
one way is just kind of helping people to build that personal sup-
port network at the local level. 

Communities can help by reaching out with this topic. I know 
that the film ‘‘Fleeced’’ has been going around the State, and you 
are probably familiar with that. That has been, I think, a great ve-
hicle for helping to open up some communications. I know we 
showed that down in Columbus and had over 70 people attend that 
showing and had a really great conversation around that. 

It takes some effort. It takes some effort on our part to reach out, 
and I think we just have to keep hitting the facts that people are 
a victim. They are the ones that are victims. It is the people who 
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are perpetrating the fraud that should be the ones that suffer the 
consequences. 

Senator DONNELLY. Great. We are going to take turns, about six 
or seven minutes, asking questions, and I was going to—I will not 
say—I was going to jokingly say my partner in crime, and that 
would be a bad way to approach this—— 

With the Attorney General and the Secret Service here, that 
would be the wrong thing to say. My colleague and fellow Member 
of Congress, Congressman Carson. 

Congressman CARSON. Thank you, Senator. Thank you, friend. 
Attorney General Zoeller, as we move into a more digital age, 

where are even Federal offices—everyone is transitioning, locally, 
federally, statewide, into more electronic communications. How do 
we improve verification with these new systems and to create fire-
walls to let seniors know that they are dealing with a trusted 
source on the other side? 

Mr. ZOELLER. Well, some of the problems in technology really re-
quire technological solutions, so, some of the identifiers on your 
computer—so, for instance, when we work with people like the soft-
ware manufacturers and all the players in the field, they are work-
ing on these new systems where they will have a randomly gen-
erated number that will protect them from the IP address that ev-
erybody now can see. 

The sense that people think of themselves as being, let us say, 
anonymous, is not really true, so, in some cases, it helps law en-
forcement that we can track down who owns this computer. On the 
more vulnerable side, we are now identifying who owns the com-
puter to the hackers and the more sophisticated fraud, so, I think, 
all of these problems really lend themselves—first of all, we need 
to let people know that they are vulnerable. 

The difference, and I always make this reference, that the dif-
ference in our sense of what is personal information-—the dif-
ference between the United States and Europe is remarkable, and 
I think there ought to be more attention paid to the way the Euro-
pean Union has addressed privacy rights. Companies do not own 
the information in Europe. In the United States, we have the oppo-
site. Unless you have denied them the permission, they automati-
cally own all this information. 

The amount of information that people can access, that is sold 
legitimately, and then illegally sold to others is how the scam oper-
ators operate, and if you compare that between here and the Euro-
pean Union, you will see a remarkable difference. Target gets hit. 
They have millions of people during the holidays that were—their 
information was hacked. No one in Europe, because Target in Eu-
rope cannot collect that information and maintain it. 

Again, we really need to address what are the vulnerabilities of 
our systems. We need greater technological improvements to pro-
tect people, but, we also need to look at this idea of how privacy 
is addressed, and I think that is something that I have tried to get 
people to focus on, the difference between our country and, particu-
larly, the EU. 

Congressman CARSON. Thank you, sir. 
Inspector Mormon, would a more coordinated national public 

service campaign help reduce the scams that you have encountered, 
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and what is your current educational strategy in informing the 
public? 

Ms. MORMON. Yes, we do several campaigns. Each year, we have 
a National Consumer Protection Week where we partner with the 
AARP, and we actually provide shred events and presentations. We 
provide the shred events so that people know how to get rid of their 
personal information. Instead of throwing it away in the trash, 
then they can bring it to a local place where all their information 
will be shredded onsite while they are there. 

We also have what we call our Consumer Alert News Network, 
which is a partnership we have with Litton, and those are Public 
Service Announcements that are shown nationwide in segments 
that demonstrate the different types of frauds that are out there. 
They have Postal Inspectors that talk about the frauds as well as 
victims or the loved ones of the victims that will talk about how 
those schemes have affected them. 

We do presentations with senior communities and recreation cen-
ters, any sorts of agencies and organizations that work with sen-
iors, as well as educating our own employees to be on the lookout 
for some of these mailings that may come through the Postal Serv-
ice itself. 

Congressman CARSON. Thank you. 
Last, Mr. Lindenlaub, in your observation, sir, what is the best 

way for nursing homes or other elderly care providers to inform 
family members of suspicious interactions without doing a dis-
service to the privacy of the clientele? 

Mr. LINDENLAUB. Yes, and certainly, privacy is an issue. We 
have gotten reports from nursing facility staff members. We have 
heard from bankers that we work with. We have heard from invest-
ment folks that you would go to for IRAs and so forth, all calling 
our office saying, you know, I have got this client. They are writing 
checks. They are kind of exhibiting behavior that is a little unusual 
for them. It goes as lot of different ways. It can be for things 
through the mail that they have gotten. 

Sometimes, it is a family member, so, we have not really touched 
on that too much today, but, there is the grandson who cannot 
quite get and hold a job but needs to pay their rent kind of scheme, 
too, that is out there, and sometimes, family members are the 
worst, and, those are probably even less likely to be reported. 

Congressman CARSON. Absolutely. 
Mr. LINDENLAUB. I would just say that we need to make sure 

that we have a system that allows that kind of information to go 
back and forth. If there are laws or regulations that clamp down 
on that, and I know we do want to protect privacy, we have got to 
kind of weigh that against the victimization that happens when 
that observation cannot be given to the family members to take ac-
tion on. 

Congressman CARSON. Sure. 
Senator DONNELLY. Thank you. 
To give you an idea of the scope of this, it is estimated that, in 

regards to the Jamaican lottery scam—think of this—they make 
30,000 calls every single day into the States, trying to find people, 
trying to create relationships—30,000 calls every single day. There 
was a family member who testified before our committee earlier, in 
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Washington a few months ago, who testified that they created a re-
lationship with her mom where they basically told her mom not to 
let everybody else know what was going on. They really cared 
about her. They had her best interests out, and you never know 
about your family and what they are thinking and all of these 
things, and, in effect, pitted the family, the children, against her 
buddy who calls her every day, and, the mom was saying things 
like, well, he calls me every single day to see how I am doing. Do 
I hear that from you every single day? In effect, sets up a dichot-
omy, that, who loves you move, and winds up using money—the op-
portunity to obtain money as part of this. 

As we look at this and the importance of education, Mr. Moyo, 
what are the kind of things that AARP can do through community 
outreach to educate our seniors and the public as to what is going 
on? 

Mr. MOYO. Sure. Just to highlight some of the other issues that 
have come up, I think one of the important things that we have 
done as an association is that we have decided to do a lot of our 
education and outreach through the hands of volunteers, and that 
gives it a face, or a community face where people can open up and 
share. I think, a lot of times, like we have mentioned and a lot of 
my colleagues have mentioned on the panel, that a lot of folks feel 
a stigma with being victimized, and so we have chosen to take it 
out of the hands, say, of a staff member and put it toward volun-
teers and actually have folks that live in the communities and that 
have relationships to do these presentations in the community and 
educate themselves. 

Then, we have also taken it to—the next step is to provide that 
information, again, free of charge—all of our literature, all of our 
presentation material is all free of charge, and folks can access that 
and take that home and have those conversations with grandma 
and with mom. That simplifies the conversation and brings it home 
and allows for that conversation to happen freely, to where some 
of the issues that you have talked about, where family members 
are being pitted against each other and scammers are using that 
emotional touch to get at that senior’s resources, so, I think we 
have taken an approach where we, as sort of a staff or a team, 
would much rather have somebody in the community, a local volun-
teer, to share that message and it allows for that free communica-
tion to happen, as well, so, thank you. 

Senator DONNELLY. Mr. Attorney General, how do they identify 
targets, for instance, with the grandparent scam that you talked 
about, and you mentioned Facebook. There is, obviously, research 
that goes into this. 

Mr. ZOELLER. Well, the information available online is really re-
markable in terms of its misuse, so, we often focus on why it is so 
great to have this technology and the vast amounts of information 
that is available. 

You know, for instance, when our outreach office goes around 
and gives presentations, they give helpful little hints on how to 
avoid the scam. The one, I think, that is kind of demonstrative of 
this is that if you sign up for a magazine subscription, it is only 
ten dollars for the year, and yet they want all of your mailing infor-
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mation, all your, I would say, personal information, so, they sell 
that information. 

One of the hints that Michelle Mayer gives out is to use your 
pet’s name at your address, and, then, every time you see ‘‘Fido’’ 
or whoever——show up on your mail, you know where that came 
from. 

Senator DONNELLY. Maggie Donnelly. 
Mr. ZOELLER. Yes. Little tricks like that, and it helps educate 

people as to where this information is coming from. 
Now, online, when you sign up for things, that information is 

being sold over and over, and I think the risks of it being sold ille-
gally—and that is the part that we have to really address. Some-
times, in the privacy listings it says that we will sell this informa-
tion to only, and then it is, like, a half-a-page of who—well, they 
do not ever take responsibility to where that information goes from 
there, and, I think it is that tertiary market of selling the informa-
tion that has made us very vulnerable in the United States. 

Senator DONNELLY. Ms. Mormon, as we educate seniors and try 
to get them to understand the different angles that these people 
are attacking from, I mentioned the mailer that went out with our 
congressional office—my name on it, our congressional—Indiana 
Second District—and it was survey, or, like, Public Census Survey, 
so it looked very, very official, and then asking for credit card infor-
mation and then money. What are some of the warning signs, not 
only for seniors but for others, that they should be aware of when 
they are opening the mail or when they are speaking to someone 
in regards to these kind of pieces? 

Ms. MORMON. Well, as we always say, if it looks too good to be 
true, it probably is, and some of the information that is contained 
in there is—it is always a rush, or you have won this prize, now 
send money. There are never any fees or any duties or taxes associ-
ated with things of that nature, so, some of the things they have 
to look out, when it is a legitimate sweepstakes that is being con-
ducted, then they have to put, ‘‘No purchase necessary.’’ They have 
to have all the rules written out on the information. They have to 
have the business address and the name of the person that is actu-
ally sponsoring that. 

A lot of the times, if you are working with a scammer, they are 
not going to have any of this information available, so, it is always 
good to not only contact the Attorney General’s office or the Better 
Business Bureau to find out if that is truly a legitimate company 
that you are responding to. 

Senator DONNELLY. Thank you very much. 
Congressman Carson. 
Congressman CARSON. Thank you, Senator. 
Adding on to that, Ms. Mormon, what sort of training do regular 

Postal workers have or need to have to ensure the proper handling 
of even reporting scams? 

Ms. MORMON. We actually educate our employees on things to 
look for, such as mail that might be arriving in various names, or 
even our clerks right now with the Jamaican lotteries, they are 
taught—because a number of the older Americans will come in 
with large sums of money that they want to send out Express Mail, 
and they are taught to contact us immediately when those mail-
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ings—when they are trying to mail something so that we can get 
those mailings identified and try to stop them at one of our Inter-
national Service Centers before they actually leave the country, be-
cause we certainly do not want them to be victimized, and our 
clerks understand the magnitude of the type of scam that is being 
involved, and, sometimes, the customers do not have a vested inter-
est in knowing that that is a scam that they are a part of. They 
just know that they have to send the money, so, our clerks are well 
aware of contacting us immediately when any large checks or sums 
of money are brought in and they want to go out express, especially 
to a foreign country. 

Congressman CARSON. Madam Walker, you mentioned in your 
prepared testimony—one of the things you said is that families 
should consider using legal means, such as Power of Attorney, to 
be able to oversee finances for elderly relatives. How would you rec-
ommend individuals approach that subject without appearing as 
though they are trying to take away independence or control from 
their loved ones? 

Ms. WALKER. Exactly what happened to me. There is one group 
we have not mentioned today, and that is doctors. My father was 
a stroke victim, and my parents lived in an assisted living home, 
and last June, he took a turn for the worse and he did not want 
to go to the nursing home. He was still trying to make his own de-
cisions. Bless his heart, the real Dr. Sitar, my parents’ real doctor, 
was very terse with me on the phone. He said, you need to get out 
those Power of Attorney papers, wherever you have them hidden, 
and you need to start—he said, when people get in their 90’s, they 
do not make rational decisions anymore. 

Congressman CARSON. That is right. 
Ms. WALKER. He said, you need to make the—you need to step 

up to the plate and make decisions, and thank God that happened, 
because that happened. Then, I started taking over the finances be-
fore the scam, so, I already had some control, but, I just feel like 
there are too many doctors out there that say, we will give you 
some medicine to make you feel better, and they are not on top of 
that end of the situation. 

Congressman CARSON. Mr. Moyo, not only are there numerous 
vulnerable seniors living on fixed incomes, they often do not have 
access or even utilize or even trust technology in the same way 
younger generations do. Many Federal and State agencies have be-
come more reliant on remote communications. How would you sug-
gest we strike a balance in making sure seniors are protecting 
themselves from scams while benefiting from the wonderful techno-
logical advancements that have been made in the past few dec-
ades? 

Mr. MOYO. Great question, Congressman. I think one of the 
things that has to be—I think even understanding the fact that 
some seniors have an apprehension to technology, I think edu-
cation—through education and outreach, I think it is key to bring 
folks along on the correct ways to use technology. I think that a 
lot of our—I think my own grandparents are on Facebook solely be-
cause they want to see pictures of us and their other grand-
children, so, I think, if we can coordinate an effort or an education 
piece that highlights the importance or the great things about tech-
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nology, that shows them that that is something that they should 
not be afraid of, because if you look at medical records and things 
like that, all of that stuff is kind of moving in that direction. 

I think, we have to be able and comfortable enough to bring our 
seniors along in a manner that is respectful to their needs, as well, 
but not totally shutting out the phone trees or being able to access 
either your office or other offices through the telephone, as well, so, 
I think it is important to have both of those measures happen at 
the same time. 

Congressman CARSON. That is good. Thank you, sir. 
Senator DONNELLY. Thank you. 
Mr. Attorney General, I want to followup on the Congressman’s 

question in regards to Power of Attorney and family situations. Are 
there any recommendations for those situations where one of our 
parents is getting older and the decisions do not seem as logical in 
regards to finances or other things? You go into a checkbook and 
you find these checks written out to Charlie whatever-his-name-is, 
who turned out to be a her. Do you have any recommendations as 
to how to handle that progression in financial responsibility in the 
family? 

Mr. ZOELLER. Well, Senator, there is a growing area of practice— 
usually lawyers do not specialize, but there are a number of prac-
tices that allow you to specialize, and the most recent one is on 
what is called elder law, so, it is a specialty. You have to learn a 
lot of those techniques of how to work with the aging population. 

Now, the problem is not enough people still have the family law-
yer, so, in, let us say, another generation, you would have had the 
family lawyer, who would recommend an elder law specialist that 
would help you with the complexities of, let us say, elder law, so, 
it deals with Medicaid, Medicare, your investments, all the things 
that seniors really have to focus on, which would include—you 
know, obviously, we always had wills, but the idea of Powers of At-
torney and some of the, let us say, the more specific legal docu-
ments that help protect our seniors and give other people the op-
portunity to protect them. 

Those things really are a growing area of the practice of law, and 
again, there are not enough elder law specialists available, but the 
ones that we recommend can give programs and tell people what 
they ought to be doing to prepare for having their parents, their 
grandparents, protected in this, let us say, more complex area. 

Senator DONNELLY. Mr. Lindenlaub, this has been an area where 
there have been pretty strong partnerships, too, is it not, where 
you have worked with the Attorney General, with AARP, with oth-
ers. Could you explain that a little bit, how this is not just your 
organization by itself but pretty much a teamwork effort to try to 
help? 

Mr. LINDENLAUB. Yes, absolutely. I mean, we have talked about 
how sophisticated and, in some cases, just how large some of these 
scam operations are, and I think there is a really important role 
to play at the local level, because when the scam happens, it hap-
pens to somebody who is local in their community, and if we can 
prevent that, great, but when it does happen, we need to have it 
reported and be able to take action on that. 
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Often, at the local level, because of the scope and scale of sophis-
tication of some of these efforts, we do not have the resources or 
the knowledge to effectively deal with that, so, whether it is the 
Post Office, Indiana Attorney General, or other organizations that 
we would work with, we need to have really good working relation-
ships and clear communication so that when scams are reported at 
any one of us, we can make sure that the victim is directed in the 
right ways to further protect themselves from any additional being 
taken advantage of, as well as, hopefully, to get to the scammer 
themselves and put them out of business. 

Senator DONNELLY. Inspector Mormon, do you have a, like, a 
graph almost, or almost a spreadsheet, of all the partners that the 
Postal Service works with on this, because I would think you are 
one of the key spokes in this whole wheel and you see, more than 
almost anybody, from the different angles, the different parts of the 
country, the things that are going on, and, so, I would imagine you 
have a pretty extensive network of partnerships. 

Ms. MORMON. Yes, as a matter of fact, we do. Nationwide, with 
the Federal Trade Commission, we have an excellent relationship, 
but, our working levels in the field are dependent upon the area 
that you are in, because some of the larger departments or agencies 
tend to have—they do not work so closely with us, but, in your 
smaller cities, because they rely more and communicate more on 
the different resources they may not have available, then we reach 
out more with some of the smaller communities, but, it just de-
pends on the area that we are in as far as the field level in some 
of your major cities, but, nationwide, as a whole, then we do have 
partnerships which are maintained at our headquarters in Wash-
ington, DC. 

Senator DONNELLY. Congressman Carson. 
Congressman CARSON. Thank you, Senator. 
Attorney General, in your experience—I know you work very 

hard and deliberately with building relationships with the General 
Assembly and Members of Congress and the Senate-—in your expe-
rience, what sorts of policies are needed to really deter potential 
scammers, or do you even think that these criminals are going to 
continue what they are doing because of ease of access to informa-
tion that they have? 

Mr. ZOELLER. Well, there is no question that we ought to be pre-
pared for more and more of this, so, I wish I could tell you that 
we are going to get out ahead of it and stop it, but, I do think some 
of what we do at the State and local level is always going to be 
frustrated with our inability to go after scammers who are over-
seas, so, we do not have the long arm of the law that will reach 
the Jamaican scam artists. 

I will say, the Federal Trade Commission should really be—let 
us say, we should all thank them for their efforts. They have what 
is now called the Consumer Sentinel, which a lot of States have 
started to send our scam information into, so, it is kind of a one- 
stop shop and you can try to connect up with what else is going 
on in other States. You can see patterns. That has been particu-
larly helpful. 

The one that—I hate to, as I say something nice about one agen-
cy, I have to criticize another, but the Federal Communications 
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Commission should singularly be, let us say, complained about. 
The massive numbers of robocalls that penetrate onto our landline 
systems that they claim are an exercise of free speech really need 
to be stopped. I have testified in front of the FCC a number of 
times. They continue to tell me that it is free speech to blast lit-
erally millions of robocalls to the citizens of Indiana. It is three vio-
lations of our statute to do that. 

The FCC is the only agency that can prevent these calls, and 
they have steadfastly refused. I have threatened to hire my own 
robocaller to call each of their landline numbers with a few 
thoughts from our Hoosier—but, it is really—the FCC is remark-
ably bad in terms of helping the States where we really need their 
help. 

Congressman CARSON. That is it. 
Senator DONNELLY. Thank you, Mr. Attorney General. 
I want to say that one of the greatest things, I think, the Attor-

ney General’s office ever did—it may not have been the most crit-
ical to our legal history as our State, but, I think, to the lives of 
the people who live here, the ‘‘do not call’’ list was something that 
was extraordinary. I actually got to finish dinner without having 
phone calls occur. 

Congressman CARSON. That is right. 
Mr. ZOELLER. We are losing a little bit of the war, though, and 

it is the FCC that can stop that. 
Senator DONNELLY. Understood. One of the things I want to em-

phasize, again, is to never, ever, ever give out your Social Security 
numbers or your credit card numbers or your banking information 
to someone who is calling you. I think our media—all of you have 
done a terrific job of disseminating information, putting it out 
there. The more our media can through, whether it is Public Serv-
ice Announcements or in the paper, talk about these kind of things 
so that someone who is at home in Terra Haute or in Richmond 
or in Sullivan can look and go, ‘‘I just got a call on that yesterday.’’ 
The more we know, the more information we have, the better 
armed we are. 

I would just like to ask this final question, which is this. If you 
had one recommendation that you could give to try to help with 
this situation or to tell others, if there is one thing you could say, 
what would it be? I will just go down the line. Ms. Walker. 

Ms. WALKER. I would like to see the police departments better 
equipped. My mother and I went—first, it was just phone harass-
ment at first, and there was no money involved, and they did not 
point us in—like, I never heard of your organization down there. 
They need to point us in who do we go to. We felt pretty—I felt 
pretty helpless that day. 

Senator DONNELLY. Okay. Mr. Attorney General. 
Mr. ZOELLER. I think I would come back to, in terms of the Fed-

eral Government’s role, you really need to look at the growing dis-
tinction in privacy policies. This will always haunt the United 
States so long as companies are allowed to collect and maintain 
mega-data with literally no vulnerability other than States suing 
them for data breaches. They make a lot of money selling this in-
formation, but there ought to be a lot of raised responsibilities, 
and, I think, more and more, those companies need to think about 
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whether they have higher duties when they collect and maintain 
information. If they do not need it, if it is not that vital, they 
should not be collecting it, and people should all be told how much 
information is being collected. 

Senator DONNELLY. Inspector Mormon. 
Ms. MORMON. Yes. I think it is very important for us to reach 

out to our loved ones, so not just educating our older Americans, 
but we need to reach out to our parents, our families, our friends, 
and check on them when you go visit them. Look at their mail. 
Look at their calling histories on their phones. Check to see, as Ms. 
Walker did, about checks that are being written, and, if they do not 
report it, then at least you can contact the Postal Inspection Serv-
ice and get some direction on how to handle that particular fraud 
or scheme, but, definitely, check up on your loved ones. 

Senator DONNELLY. Mr. Moyo. 
Mr. MOYO. I think for us, as AARP, I think the biggest thing is 

that we want folks to share their stories. I think there is power in 
being able to hear from what is happening, and, I think the folks 
that are in charge of persecuting those issues, if they do not know 
what is out there and the folks are keeping it to themselves or feel-
ing ashamed about sharing their story—I want to commend Ms. 
Walker for being here today to share her story, because I think 
that is where the power comes from, and folks like the Attorney 
General and the Inspector General are able to know what to be on 
the lookout for. I think if more and more people are willing to 
share their story, that is where the power will come from in terms 
of fighting some of these issues that we have today. 

Senator DONNELLY. Mr. Lindenlaub. 
Mr. LINDENLAUB. I would agree that knowledge is power, and the 

more knowledge we can get out in the communities on how these 
schemes work, the more—better prepared people are to defend 
themselves. In Indiana, we are pretty familiar with the 2–1–1 sys-
tem, if you want to call and get some information, much less famil-
iar, apparently, with the ADRCs, which do cover the State and ac-
tually are nationwide. That is a great network for specialized re-
source information. We need to do a better job of getting that infor-
mation out and making sure people feel comfortable giving us a 
call. 

Senator DONNELLY. Thank you. 
To my colleague, Congressman Carson, thank you so much for 

your presence here today—— 
Congressman CARSON. Thank you, Senator. Thank you, friend. 
Senator DONNELLY [continuing]. for your advocacy on behalf of 

our seniors and all the people of your district and our State. 
To all our witnesses, thank you. It is extraordinary to see people 

who are so dedicated to standing up and fighting for our seniors 
and for the people of our State. 

To all the scammers out there, know that there are people on the 
other side who are pushing back, who, if you are going to do this, 
we are going to work hard to prosecute you. We are going to work 
hard to expose the schemes out there. 

To our seniors, please be careful. When in doubt, call. Call our 
office. Call the office of the Attorney General. Call the office of 
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Postal Inspection. Contact your AARP folks. Call Ms. Walker at her 
house. 

We will have to put in another line for you, Ms. Walker. 
We want to be of help. We want to be a team that stands up for 

the people of Indiana. 
To all of you, thank you. Thank you for your hard work. 
This hearing has concluded. 
[Whereupon, at 12:09 p.m., the committee was adjourned.] 
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