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HHS’ OWN SECURITY CONCERNS ABOUT
HEALTHCARE.GOV

Thursday, January 16, 2014,

HOUSE OF REPRESENTATIVES,

COMMITTEE ON OVERSIGHT AND GOVERNMENT REFORM,

WASHINGTON, D.C.

The committee met, pursuant to call, at 9:36 a.m., in Room 2154,
Rayburn House Office Building, Hon. Darrell E. Issa [chairman of
the committee] presiding.

Present: Representatives Issa, Mica, Turner, Duncan, Jordan,
Chaffetz, Walberg, Lankford, Amash, Gosar, Meehan, DesdJarlais,
Gowdy, Farenthold, Woodall, Massie, Meadows, Bentivolio,
DeSantis, Cummings, Maloney, Tierney, Lynch, Connolly, Speier,
Cartwright, Duckworth, Horsford, Lujan Grisham, and Kelly.

Staff Present: Ali Ahmad, Majority Senior Communications Advi-
sor; Richard A. Beutel, Majority Senior Counsel; Brian Blase, Ma-
jority Professional Staff Member; Will L. Boyington, Majority Press
Assistant; Joseph A. Brazauskas, Majority Counsel; Caitlin Carroll,
Majority Deputy Press Secretary; Sharon Casey, Majority Senior
Assistant Clerk; John Cuaderes, Majority Deputy Staff Director;
Adam P. Fromm, Majority Director of Member Services and Com-
mittee Operations; Linda Good, Majority Chief Clerk; Meinan Goto,
Majority Professional Staff Member; Ryan M. Hambleton, Majority
Professional Staff Member; Frederick Hill, Majority Deputy Staff
Director for Communications and Strategy; Michael R. Kiko, Major-
ity Legislative Assistant; Matthew Tallmer, Majority Investigator;
Sharon Vance, Majority Assistant Clerk; Rebecca Watkins, Major-
ity Director of Communications; Tamara Alexander, Minority
Counsel; Aryele Bradford, Minority Press Secretary; Susanne
Sachsman Grooms, Minority Deputy Staff Director/Chief Counsel;
Jennifer Hoffman, Minority Communications Director; Chris
Knauer, Minority Senior Investigator; Elisa LaNier, Minority Di-
rector of Operations; Una Lee, Minority Counsel; Juan McCullum,
Minority Clerk; Dave Rapallo, Minority Staff Director; Valerie
Shen, Minority Counsel, Mark Stephenson, Minority Director of
Legislation; and Cecelia Thomas, Minority Counsel.

Chairman IssA. The committee will come to order.

The Oversight Committee exists to secure two fundamental: first,
Americans have the right to know that the money Washington
takes from them is well spent and, second, Americans deserve an
efficient, effective Government that works for them. Our duty on
the Government Reform Committee is to protect these rights. Our
solemn responsibility is to hold Government accountable to tax-
payers, because taxpayers have a right to know what they get from
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their Government. We must work tirelessly in partnership with cit-
izen watchdogs to provide the American people the facts and bring
genuine reform to the Federal bureaucracy.

We are here today to ask and examine fundamental questions
about the security of Healthcare.gov. We recognize best practices
were not followed. Was securing testing completed before the
launch to the satisfaction of the experts will be asked. What did top
information security officials at the Center for Medicare Services
and the Department of Health and Human Services recommend?
Were the people who knew about the technology empowered? Were
the decision-makers people who knew about the technology? Did
leadership at CMS and HHS follow these recommendations? If
there was disagreement between people below the top, were these
questions and concerns properly delivered to higher-ups prior to
the launch of the site?

By now the American people are well aware that there were
functional problems in the Healthcare.gov website at launch. Many
may know that other websites costing a fraction as much, but doing
the same thing, worked better. For example, Kentucky and Hawaii
launched sites that cost the Federal taxpayer about one-third as
much and seemed to work better.

Those questions and others need to be asked, but today our real
question 1s why does the Administration steadfastly deny the exist-
ence of security problems and shortcomings and lack of security
testing, while in fact the experts, Federal employees, we hear from
today will testify that there were known shortcomings and, in fact,
unanswered questions at the time of the launch.

For many Americans, myself included, it seems to defy common
sense that a website plagued with functional problems was in fact
perfectly secure by design. Additionally, when an individual finds
himself, while on one website, getting information delivered to him
by mail acknowledging another individual from another State, we
certainly know that there must be some cross-connect within the
system that occurred, and that in fact was reported in the days
shortly after the launch. This and other areas do concern this com-
mittee.

But most important, because we are the Oversight Committee for
Federal contracting and Federal employees, our investigation has
been active and attempted to get directly to the contractors, such
as MITRE, who did an evaluation, that has been thwarted by the
Administration, who warned and tried to interfere with this com-
mittee by asking vendors not to deliver us information. But
through subpoena we have learned that in fact there were flaws
that were reported. It is now undeniable that MITRE and other
companies did their job sufficient for people to know an alarm was
being sounded in the days before the launch.

We have acted to protect the information we received from those
entities. Notwithstanding that, we have had repeated interference
and claims that in fact we are the ones that are going to disclose
a roadmap to hackers. What is so amazing is, in fact, the Adminis-
tration would like you to believe that, first, there were no prob-
lems; second, any problems that there were, even though there
were no problems, have been mitigated or, as I would quote or par-
aphrase the Administration, plans to mitigate are in place.
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I have been in business a long time before I came to Congress.
A plan to mitigate means you have not mitigated. Therefore, we
will assume that any and all information given to us about known
security risks at the time or prior to the time of the launch are still
there.

Our witnesses today, for the most part, cannot refute that, be-
cause what we discover is they have not been personally assured,
item by item, of the actual mitigation of those shortcomings. As I
talk in circles to a certain extent, I do so because we continue to
hear from the Administration there were no problems, the prob-
lems have been mitigated, and, oh, by the way, if you put out infor-
mation about the problems others say exist, you are creating a
roadmap to hackers.

I don’t think anyone can square that; not my ranking member,
not our witnesses. For that reason, again, this committee will con-
tinue to look at all reports of alleged security shortcomings or un-
known areas, as in fact very, very important to keep private; and
we will do so because we must assume that the website is still vul-
nerable, that the American people may, as we speak, be having
their personal identifiable information hacked and taken, that in
fact we cannot consider the website secure. If anyone would like to
say the website is secure today, then I ask would you allow the
former flaws to be put out there; and the answer, of course, will
be no.

In Washington, people like to talk out of both sides of their
mouth; they like to say there never was a problem, the problem
there never was has been fixed, and, in fact, you may not put out
records of the problems that never were because, in fact, they are
known vulnerabilities. That is what we are facing today as we go
into this.

It would be comical if it wasn’t in fact all of your IRS records,
links to Health and Human Services, of course, but links to the De-
partment of Homeland Security and others. This website has tenta-
cles into some of the most personal information, and in the future
even more. More importantly, States have links into this same
database; and, in fact, one of the things we know, which will not
be the prime subject today, is that the States, for the most part,
were not end-to-end tested, the States were not held to a standard
of best practices. My only hope is that, as we look to the billions
of dollars provided in Federal taxpayer money to the States, that
in fact consistently they did a better job in both operational readi-
ness and security. But that is but a hope. Today’s hearing will be
about the failures or at least the failures to use best practices that
went into the launch of this site.

Lastly, in a few minutes I will be putting into the record a series
of exchanges that went on between the White House and the
Speaker, between the Secretary of Health and Human Services
through her surrogates and the chairman; and I will do so because
I think it is important to understand this is a serious, serious hear-
ing. It is one in which the White House went to the Speaker of the
House warning about the release of information and asking that in-
formation not be seen, not be heard, and not be delivered to this
committee. It is one in which the secretary said she wanted to
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meet, again, to me. I flew back and she refused to meet with me,
even though she was in town.

I am deeply disappointed that we are here today still dealing
with the inability to deal with what happened prior to October 1st,
what has happened since October 1st, and I think most impor-
tantly a committee that on a bipartisan basis supports real re-
forms, real reforms that in many cases would have mitigated or
eliminated some of the mistake made and would have allowed the
President’s signature legislation to not be marred by a website that
failed to perform at its launch and is still questionable in its secu-
rity.

Lastly, I certainly want to make sure that we all understand the
American people know that companies have been hacked, that
credit card information has been taken. It has been widely pub-
licized. The difference between Target and other companies who
dealt with hackers is we don’t have to put our credit card into that
machine at Target, we don’t have to deliver that information; we
have the choice of paying cash, we have the choice of not reg-
istering. We do not, no one on this dais has the ability to say I
won’t go into Obamacare; it is mandated by a law that I did not
vote for, that the American people did not agree with, but went for-
ward anyway on a purely partisan basis.

Mr. LyNcH. Mr. Chairman?

Chairman ISSA. So, therefore, I want to make it very clear we
take serious that the standard for security on the Government side
must be higher, and today’s witnesses will help us begin the proc-
ess of understanding how it could be higher.

I now recognize Mr. Cummings for his opening statement.

He is not recognized. The gentleman from Maryland is recog-
nized.

Mr. LYNCH. Mr. Chairman, I just want to raise a point of order.

Chairman ISSA. The gentleman——

Mr. LYNCH. Are we going to balance out the time?

Chairman IssA. The gentleman is not recognized. The gentleman
is not in order.

Mr. LYNCH. I don’t care to be recognized at all.

Chairman IssA. The gentleman is not recognized.

Mr. LyNcH. You have gone on for 15 minutes. I am just asking
for a point of order.

Chairman IssA. The gentleman is not in order. Mr. Cummings is
recognized.

Mr. CUMMINGS. Thank you very much, Mr. Chairman.

You are absolutely right, this is a very, very serious hearing. But
I think we need to be very careful and be reminded that we have
110 million Americans, our constituents. You say they could use
cash at Target. A lot of them don’t have cash because they don’t
have jobs. Give me a break.

It is good to be here this morning. Today is the twenty-second
hearing our committee has held on the Affordable Care Act. Twen-
ty-two. We have spent more time on this one issue over the past
three years than any other topic.

Mr. Chairman, I agree, we want to get this right. This is so very,
very important. The consequences of what we do affect all of our
constituents, and there are people watching us right now who are
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suffering from dreadful diseases who are praying and hoping that
we get it right. And I am determined to work hard with you to
make sure that happens. But I am concerned about them, but I am
also concerned about this 110 million of our constituents who have
been placed in a vulnerable position with regard to their Target
credit cards; and I am going to go further on that a little bit later.

So where are we today? The law that went into full effect, hello,
full effect, on January 1st and now millions of people are getting
health insurance they did not have before. They are receiving crit-
ical medical care; they have the security of knowing they will not
be bankrupt if they get into an accident or get sick. But there is
something more important or just as important as all of that: even
under those circumstances, they are allowed to live in dignity. Dig-
nity. That is what our Nation is all about, lifting up each other so
that we all live in dignity. So this is a phenomenal accomplish-
ment.

The law also put into place key protections for consumers, and
I am so glad it did. I am so glad. Insurance companies are now pro-
hibited from discriminating against people with cancer, our con-
stituents, diabetes and other preexisting conditions, our constitu-
ents, both Republican and Democrat, both rural and urban. Insur-
ance companies may not charge higher prices for women, and mil-
lions of people are now receiving free preventative care. That is so
important. It is cheaper to keep somebody well than to treat them
after they are sick. There are also huge financial benefits.

Health insurance companies are now sending rebate checks to
millions of people. Since the law was passed, we have seen the low-
est growth in healthcare costs in 50 years. If we repeal the law
today, it would increase our deficit by more than $1.5 trillion.

Despite all of these positive results, Republicans are still ob-
sessed with killing this law. After more than 40 votes in the House,
they shut down the Government in an unsuccessful attempt to de-
fund the law. Now they have shifted to a new tactic. This is brand
new, hot off the press: scaring people away from the Healthcare.gov
website.

Everyone agrees that initially the website’s performance was se-
riously flawed. Our committee has a legitimate interest in inves-
tigating contractor performance and agency oversight, and we have
held multiple hearings on this topic already.

But let me pause here for a moment. I am just reminded of what
Emerson said, a favorite quote of Mandela. He said do not, do not
be in fear and fail to act because of your fears and your problems,
but be led by your hopes and your dreams. And this is about the
hopes and the dreams of Americans to stay well, to make sure that
their children are well, to make sure that if they get sick they don’t
have to go into bankruptcy. That is what this is all about.

And that is why you are right, Mr. Chairman, this hearing is se-
rious, because it has consequences. In terms of security of the
website, however, it is important to highlight all of the facts, in-
stead of cherry-picking, I said it, cherry-picking partial information
to promote a political narrative that is inaccurate. Based on the
documents we have reviewed, and when I say we, I mean Repub-
licans and Democrats, and the interviews we have conducted, I be-
lieve we can establish several key facts.
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Number one, although some employees expressed concerns with
security testing before this website was launched, the agency ad-
dressed these risks by implementing a strong mitigation plan as
part of the Authority to Operate memo that was issued on Sep-
tember 27th.

Second, since that time the agency has complied successfully
with the mitigation plan. The agency has now compelled full end-
to-end security testing of the system and it addressed specific
issues that arose in a timely manner.

Third, witnesses interviewed by the committee have praised the
current level of security testing. They have described multiple lay-
ers of ongoing robust protections that meet, and in some cases ex-
ceed, Federal standards. As Ms. Fryer put it during her interview,
the agency is using—and these are your words, Ms. Fryer; correct
me if I am wrong—Ms. Fryer said, she is one of our witnesses, she
said that the agency is using “best practices,” Mr. Chairman,
“above and beyond that which is usually recommended.” So, Ms.
Fryer, I hope you clear that up. Make it clear to us where you
stand.

Finally, most importantly, to date there have been no successful
attacks on Healthcare.gov by domestic hackers, foreign entities, or
others who seek to harm our national security. Nobody’s personal
information has been maliciously hacked.

Now, we need to be careful. Obviously, this could change, given
the increasing frequency and sophistication of attacks against all
Federal IT systems. But the evidence obtained by our committee,
and when I say our committee I mean Republicans and Democrats,
indicates that the security of Healthcare.gov is strong and it keeps
getting stronger.

In very sharp contrast, up to 110 million Americans were sub-
jected to one of the most massive information technology breaches
in history when their credit, debit, and other personal information
was compromised at Target stores and online in November and De-
cember.

Mr. Chairman, I sent you a letter on Tuesday requesting a hear-
ing on the Target breach, and I understand you have agreed to
have our staffs meet on this issue next week, and I thank you for
that. If our committee can hold dozens of hearings on the Afford-
able Care Act and on Healthcare.gov, which has not been success-
fully attacked to date, surely we can hold at least one hearing at
the earliest possible date on the massive Target breach that af-
fected more than 100 million of our constituents.

As T close, I want to close by thanking Dr. Charest. You have
been pulling double duty, providing multiple classified briefings to
Congress in addition to your day job. We thank you.

Ms. Fryer, your name has been thrown around on the House
floor, when I am sure you have heard about it, but you have your
opportunity today to clarify whatever it is you have to say.

And, Mr. Baitman, after finishing a day-long interview less than
36 hours ago, you were handed a letter inviting you to testify here
today, and we thank you.

I want you all to know that we appreciate everything you and
your staffs are doing to remain vigilant and constantly monitor the
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security of the website. Millions of American families thank you for
helping them.

With that, Mr. Chairman, I thank you and I yield back.

Chairman IssA. I thank the gentleman.

I now ask unanimous consent that letters dated December 15th,
2013, from the White House; December 17th from this committee;
an email exchange January 15th; and a letter to Secretary Sebelius
on January 15th be placed in the record and copies be made and
distributed. Without objection, so ordered.

Chairman IssA. All members may have seven days in which to
submit their opening statements and other information.

We now welcome our panel of witnesses.

Mr. Kevin Charest, Ph.D., is the Chief Information Security Offi-
cer at the Department of Health and Human Services; Ms. Teresa
Fryer is the Chief Information Security Officer at the Centers for
Medicare and Medicaid Services, which will undoubtedly be called
CMS throughout the hearing; and Mr. Frank Baitman is the Dep-
uty Assistant Secretary for Information Technology and Chief In-
formation Officer at the Department of Health and Human Serv-
ices, and, again, I thank you for back-to-back appearances.

Pursuant to the committee rules, would you please rise, raise
your right hand to take the oath?

Do you solemnly swear or affirm the testimony you are about to
give will be the truth, the whole truth, and nothing but the truth?

[Witnesses respond in the affirmative.]

Chairman ISsA. Please be seated.

Let the record reflect that all witnesses answered in the affirma-
tive.

In order to deal with a fairly short period of time—one of our wit-
nesses has a hard stop at 12, which we are going to very much try
to respect, and we are likely to have a vote more or less at that
time—I want to announce that I will ask you to stay within that
five minute opening statement, and I will be very strict on the
gavel today, which is not the history of this committee.

So we want everyone to ask their question and complete their
questions well prior to five minutes. I won’t cut off a witness an-
swering a question, but I will cut off exactly at five minutes a ques-
tion that is droning on, and I will curtail the answer of questions
if, in fact, it is unable to be answered within a short period of time.
And I say this because I want to get through all the people on the
dais and allow our witnesses to leave timely.

Additionally, if witnesses need to excuse themselves for a short
period of time, please just go ahead, signal to the clerk, do it, and
use the facilities back here.

Other than that, Mr. Charest, you are recognized.

WITNESS STATEMENTS

STATEMENT OF KEVIN CHAREST, PH.D.

Mr. CHAREST. Good morning, Chairman Issa, Ranking Member
Cummings, and members of this committee. My name is Kevin
Charest and I am the Chief Information Security Officer for the
United States Department of Health and Human Services.
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The Department of Health and Human Services is the United
States Government’s principal agency for protecting the health of
all Americans, providing essential human services, especially for
those who are least able to help themselves. The HHS Office of the
Secretary and the Department’s 11 operating divisions administer
more than 300 programs, covering a wide spectrum of activities.

The Office of the Chief Information Officer, in which I serve, is
a part of OS. Our responsibility as one of the staff divisions of OS
is to manage programs within OS and support the 11 operating di-
visions in carrying out their various and diverse missions. It is im-
portant to point out, however, that we manage the Department’s
information technology portfolio through a federated governance
structure. The vast majority of the Department’s IT resources are
tied directly to the appropriations and statutory authorities Con-
gress provides directly to our programs and operating divisions.
Our governance authorities at the OS level reflect that federated
structure. Thus, many of HHS’s operating divisions have their own
chief information officer, chief information security officer, and IT
management structure. The exception of this rule is in OS, where
the Department’s CIO and CISO perform those responsibilities.

HHS’s enterprise-wide information security and privacy program
was launched in fiscal year 2003 to help protect HHS, including its
operating divisions, against potential information technology
threats and vulnerabilities. The program ensures compliance with
Federal mandates and legislation, including the Federal Informa-
tion Security Management Act. Under my leadership, I have estab-
lished a framework for operating divisions to regularly report inci-
dents involving IT security to my office. Operating divisions rou-
tinely report potential information security incidents to the HHS
Computer Security Incident Response Center, which I oversee.

In addition to our internal investigation of all IT security inci-
dents, we report all such incidents to the Department of Homeland
Security’s Computer Emergency Readiness Team at DHS’s Na-
tional Cybersecurity and Communications Integration Center.
Through US—-CERT’s operations center, US—-CERT accepts, triages,
and collaboratively responds to incidents; provides technical assist-
ance to information system operators; and disseminates timely no-
tifications regarding current and potential security threats and
vulnerabilities. For reference, in fiscal year 2013, US-CERT proc-
essed approximately 228,700 cyber incidents, an average of more
than 620 per day, including Federal agencies, critical infrastruc-
ture, and industry partners.

It is important to note that HHS operates a defense-in-depth
strategy for protecting its assets in accordance with guidance
issued by the Office of Management and Budget and the National
institute of Standards and Technology, which has been reflected in
HHS’s information security policy. This strategy includes the use
of a risk-based approach to authorizing systems to operate, a ro-
bust set of technologies for continuous monitoring of systems,
standards and minimum requirements for systems, as well as the
appropriate business processes and controls to ensure the confiden-
tiality, integrity, and availability of all HHS IT assets.

Consistent with these policies, CMS reports actual or suspected
computer-security incidents in connection with Healthcare.gov to
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the CSIRC. The reports are based on the operational security pro-
tections CMS has in place to deter and prevent unauthorized ac-
cess, and weekly penetration testing and security scans of the sys-
tem. CMS’s chief information security officer and its information
system security officer are responsible for designing and maintain-
ing a security program to mitigate any risks identified in accord-
ance with FISMA.

Additionally, building on Federal guidelines and regulations, and
in conformance with industry standards, HHS has dedicated teams
of career experts, including officials from the Office of the Chief In-
formation Officer, the Office of Inspector General, Office of Civil
Rights’ Privacy Office, the CSIRC and key operating divisions who
work around the clock to identify, manage, and mitigate suspected
or potential breaches of PII.

In carrying out their work, those teams abide by HHS’s PII
Breach Response Team Policy, published in 2008, and HHS’s Pri-
vacy Incident Response Team Charter, published in 2011. HHS se-
curity and privacy experts work with appropriate Federal Govern-
ment and industry professionals to do the following: validate risk
and review and approve response plans; review and approve com-
munications or notice to affected individuals perform analysis on
data in order to recommend strategies to effectively refine and im-
prove the Department’s response to the potential loss of PII; imple-
ment privacy and security solutions that can reduce the potential
loss of PII; and, finally, monitor the privacy and security environ-
ment to raise awareness of threats to PII within the Department.

If the team determines that notification of a breach is warranted,
the operating division coordinates through the PIRT to send letters
to the affected consumers or businesses, informing them of the
breach.

I appreciate the opportunity to meet with you today and discuss
your interest in the Federal Government’s IT security practices.

[Prepared statement of Mr. Charest follows:]
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U. S. House Committee on Oversight and Government Reform

January 16, 2014

Good morning Chairman Issa, Ranking Member Cummings, and Members of this Committee.
My name is Kevin Charest and I am the Chief Information Security Officer for the U.S.

Department of Health and Human Services (HHS or Department).

The Department of Health and Human Services (HHS) is the United States Government’s
principal agency for protecting the health of all Americans and providing essential human
services, especially for those who are least able to help themselves. The HHS Office of the
Secretary (OS) and the Department’s eleven Operating Divisions administer more than 300
programs, covering a wide spectrum of activities. HHS s Operating Divisions include: the
Administration for Children and Families, the Administration for Community Living, the
Agency for Healthcare Research and Quality, the Agency for Toxic Substances and Disease
Registry, the Centers for Medicare & Medicaid Services (CMS), the Centers for Disease Control
and Prevention, the Food and Drug Administration, the Health Resources and Services
Administration, the Indian Health Service, the National Institutes of Health, and the Substance

Abuse and Mental Health Services Administration.

The Office of the Chief Information Officer (OCIO), in which I serve, is a part of OS. Our
responsibility, as one of the Staff Divisions of OS, is to manage programs within OS and support
the eleven Operating Divisions in carrying out their various and diverse missions. It is important

to point out, however, that we manage the Department’s information technology (IT) portfolio
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through a federated governance structure. The vast majority of the Department’s IT resources are
tied directly to the appropriations and statutory authorities Congress provides directly to our
programs and Operating Divisions. Our governance authorities at the OS level reflect that
federated structure. Thus, many of HHS’s Operating Divisions have their own Chief
Information Officers (CIOs), Chief Information Security Officers (CISOs), and IT management
structure — the exception to this rule is in OS where the Department CIO and CISO perform

those responsibilities.

My office convenes and leads the HHS Chief Information Security Officer Council, through
which we and Operating Divisions’ CISOs discuss and collaboratively develop Department-wide
policies and share best practices and common tools involving IT security. However, program-
level IT decisions, including those involving IT security, are made by our Operating Divisions at
the Operating Division level, as in the instance of HealthCare.gov, the topic of today’s hearing.
As the “business owner” of HealthCare.gov, as is the case with Medicare.gov, CMS is
responsible for IT security for the website. To date, there have been no successful security
attacks on Healthcare.gov and no person or group has maliciously accessed personally-

identifiable information (PII) from the site.

HHS’ enterprise-wide information security and privacy program was launched in fiscal year
2003 to help protect HHS, including its Operating Divisions, against potential information
technology (IT) threats and vulnerabilities. The Program ensures compliance with Federal
mandates and legislation, including the Federal Information Security Management Act (FISMA).

Under my leadership, I have established a framework for Operating Divisions to regularly report
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incidents involving IT Security to my office. Operating Divisions routinely report potential
information security incidents to the HHS Computer Security Incident Response

Center (CSIRC), which 1 oversee.

Proactively identifying and addressing security “incidents” is a regular part of the process we
require all Operating Divisions to employ. Security incidents include attacks and activities that
may violate security policies, such as changes to system hardware without permission, the
unauthorized use of hardware for accessing data, and attempts—either failed or successful—to
gain unauthorized access to a system. A breach of PII may occur as a result of a security

incident.

Often, upon further investigation, these security incidents turn out to be false positives.
However, out of an abundance of caution, we investigate all such incidents to understand what
actually occurred, and when necessary to develop an appropriate risk mitigation strategy to

minimize future such incidents.

In addition to our internal investigation of all IT security incidents, we report all such incidents
to the Department of Homeland Security’s (DHS) Computer Emergency Readiness Team (US-
CERT), at DHS’ National Cybersecurity and Communications Integration Center. Through US-
CERT’s operations center, US-CERT accepts, triages, and collaboratively responds to incidents;
provides technical assistance to information system operators; and disseminates timely

notifications regarding current and potential security threats and vulnerabilities. For reference, in
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fiscal year 2013, US-CERT processed approximately 228,700 cyber incidents, an average of
more than 620 per day, involving Federal Agencies, critical infrastructure, and industry partners.
1t is important to note that HHS operates a defense—in-depth strategy for protecting its IT assets
in accordance with guidance issued by the Office of Management and Budget and the National
Institute of Standards and Technology, which has been reflected in HHS’s information security
policy. This strategy includes the use of a risk based approach to authorizing systems to operate,
a robust set of technologies for continuous monitoring of systems, standards and minimum
requirements for systems, as well as appropriate business processes and controls to ensure the
confidentiality, integrity, and availability of all HHS IT assets in operation. In addition, HHS
promptly notifies individuals of breaches that could compromise their protected information,

when warranted.

Consistent with these policies, CMS reports actual or suspected computer-security incidents in
connection with HealthCare.gov to the CSIRC. The reports are based on the operational security
protections CMS has in place to deter and prevent unauthorized access, and weekly penetration
testing and security scans of the system. CMS’s Chief Information Security Officer (CISO) and
its Information System Security Officer (ISSO) are responsible for designing and maintaining a

security program to mitigate any risks identified, in accordance with FISMA.

In all cases, HHS takes mitigation of any IT security incidents, particularly those involving a PII
breach, seriously and reviews Operating Division incident reports to ensure that mitigation
solutions are applied appropriately and expediently. The process of determining risk and

response begins immediately upon discovery of an incident:
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Employees are required to report any suspected or confirmed privacy incidents to each
Agency’s Incident Response Team or the HHS CSIRC as expeditiously as possible.
The HHS CSIRC is required to report incidents involving PII within one hour to US-

CERT.

Additionally, building on Federal guidelines and regulations, and in conformance with industry

standards, HHS has dedicated teams of career experts, including officials from the Office of the

Chief Information Officer, the Office of Inspector General, the Office for Civil Rights’ Privacy

Office, the CSIRC and key Operating Divisions, who work around the clock to identify, manage,

and mitigate suspected or potential breaches of PII.

In carrying out their work, these teams abide by HHS’s PII Breach Response Team Policy,

published in 2008, and HHS’s Privacy Incident Response (PIRT) Charter, published in 2011.

HHS security and privacy experts work with appropriate Federal Government and industry

professionals to:

Validate risk and review and approve response plans;

Review and approve communications or notice to affected individuals;

Perform analysis on data in order to recommend strategies to effectively refine and
improve the Deparmient’s response to the potential loss of Pll;

Implement privacy and security solutions that can reduce the potential loss of PIJ; and
Monitor the privacy and security environment to raise awareness of threats to PI within

the Department.
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If the team determines that notification of a breach is warranted, the Operating Division
coordinates through the PIRT to send letters to the affected consumers or businesses, informing

them of the breach.

1 appreciate the opportunity to meet with you today, and to discuss your interest in the Federal

Government’s IT security practices.
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Chairman IssA. Thank you.
Ms. Fryer?

STATEMENT OF TERESA FRYER

Ms. FrYER. Chairman Issa, Ranking Member Cummings, and
members of the committee, thank you for the opportunity to speak
about my role in protecting the security of the Federally-Facilitated
Marketplace, also known as FFM. As a career civil servant, I have
decades of experience in information security not only at CMS, but
also at NASA, the U.S. Fish and Wildlife Service, Office of Per-
sonnel Management, and 20 years at security positions in the
Navy. In my current role as Chief Information Security Office for
CMS, my responsibilities include issuing CMS information security
policy; ensuring the CMS systems comply with applicable laws and
regulations; and providing oversight to maintain the confiden-
tiality, integrity, and availability of all CMS information and infor-
mation systems.

CMS has a long track record of successfully securing and pro-
tecting almost 200 complex IT systems related not only to FFM,
but also to Medicare, Medicaid, and the Children’s Health Insur-
ance Program. In my role as CISO at CMS, I lead the team that
is responsible for overseeing the independent security control as-
sessments of CMS systems, including the FFM. These are con-
ducted to assess the effectiveness of the security controls that CMS
has implemented in the agency’s information systems.

Independent security contractors completed a security control as-
sessment of the FFM on December 18th, with no open high find-
ings. This security control assessment met all industry standards,
was an end-to-end test, and was conducted in a stable environment
and allowed for testing to be completed in the allotted time. Given
the positive results of the recent security controls assessment, the
ability to complete comprehensive security testing and a mitigation
plan in place, I would recommend the FFM to be given a new Au-
thority to Operate when the current authority expires in March.

The FFM authorization to operate that is currently in place has
s a number of strategies to ensure the FFM is protected against at-
tacks and mitigates risk, including regular testing that exceeds
best practices and a requirement to perform a full security controls
assessment within 90 days of a launch. The risk mitigation strate-
gies and compensating controls that were prescribed are being im-
plemented and executed as planned. The protections that we have
put in place have successfully prevented attacks. There have been
no successful security attacks on the FFM and no person or group
has maliciously accessed personally identifiable information.

As part of this mitigation plan, CMS established a dedicated se-
curity team, of which I am a member, to monitor, track, and ensure
the activities in the ATO memo are completed. This team is respon-
sible for the weekly testing, aborted devices, and Internet-facing
web service and scans using continuous monitoring tools. Ongoing
vulnerability assessments of the FFM network infrastructure and
Internet-facing web service are conducted through penetration test-
ing, which involves simulated attacks to breach the security de-
fense of the website and continuous monitoring of marketplace-re-
lated systems to alert security professionals of any new
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vulnerabilities that may exist due to recent changes or mainte-
nance. Information from these tests has enabled us to prevent any
successful attacks on the FFM.

While no serious security professional would ever guarantee that
any system is hack-proof, I am confident, based on the recent secu-
rity controls assessment and the additional security protections in
place, that the FFM is secure. In many instances we have gone
above and beyond what is required with layered protection, contin-
uous monitoring, and additional penetration testing. CMS takes
system security very seriously. My job is to anticipate and detect
any possible security threat to our many systems, no matter how
small. We continue to carry out this responsibility, protecting the
FFM to ensure that consumers can use the system with confidence
that their personal information is secure.

Thank you, and I am happy to take your questions.

Chairman IssA. Thank you. Because we were not provided your
opening statement, what date was that security assessment that
causes you to recommend completed?

Ms. FrRYER. It was completed on December 18th.

Chairman IssA. December 18th.

Ms. FRYER. I am sorry. Yes, it was completed December 18th.

Chairman IssA. Thank you.

Mr. Baitman.

STATEMENT OF FRANK BAITMAN

Mr. BAITMAN. Good morning, Chairman Issa, Ranking Member
Cummings, and members of the committee. My name is Frank
Baitman and I am the Deputy Assistant Secretary for Information
Technology and the Chief Information Officer at the U.S. Depart-
ment of Health and Human Services.

While I appreciate the committee’s interest in Healthcare.gov, as
you know, two days ago I spent eight hours in a transcribed inter-
view with committee staff and with you and Representative Jor-
dan, respectively, answering your questions. I received the commit-
tee’s invitation to testify at today’s hearing approximately 36 hours
ago, at the close of Tuesday’s transcribed interview. I will do my
best to answer any questions you may still have, given the minimal
time that I have had to prepare.

I would like to make clear to the committee the role of my office,
that is, the Office of the Chief Information Officer for the Depart-
ment of Health and Human Services in Healthcare.gov. I person-
ally, and my office generally, have very little visibility into the de-
velopment and operational oversight for the website. The Depart-
ment manages its IT portfolio through a federated governance
structure. Most of HHS’s operating divisions have their own chief
information officer and chief information security officer, one of
whom is with us today, as well as their own IT management struc-
ture. The vast majority of the Department’s IT resources are di-
rectly tied to appropriations made to our programs and operating
divisions, and our governance structure reflects this reality.

Management and governance of Healthcare.gov was comparable
to the management of similar IT initiatives throughout the Depart-
ment’s 11 operating divisions. And as with Medicare.gov and Medi-
care Part D prescription drug program, the development and secu-
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rity of Healthcare.gov website has been led by CMS, which is the
business owner for the system. Neither I nor my office had oper-
ational control over or responsibility for Healthcare.gov.

Since I jointed the Department less than two years ago, we have
been working to restructure and update our IT governance to bring
greater visibility into what the Department buys and builds across
all of our 11 operating divisions. We are in the process of putting
in place three It steering committees to bring together technology
and program leaders from across the Department to improve our
purchasing and management of information technology resources.

With respect to Healthcare.gov specifically, I would like to reit-
erate something that I have described to the committee on a num-
ber of occasions during my transcribed interview on Tuesday: Any
discussions that I had regarding the rollout and launch of the
website were based upon my past experiences in the private sector
and the practices of tech companies that are often used. I did not
have any personal, direct, or detailed knowledge of the develop-
ment or security of the website, so it would not have been appro-
priate for me to make recommendations on operational decisions
and, accordingly, I did not. As I also said in response to the com-
mittee’s questions, it is totally appropriate and consistent with
NIST guidelines that operational decisions about the technical as-
pects of Healthcare.gov be made by the administrator of CMS be-
cause of that individual’s ability to broadly assess the acceptable
risk for operating the system.

I am happy to answer any questions you may have, Chairman.

Chairman IssA. Thank you.

Ms. Fryer, I am going to take you through a couple of quick
slides here. They are all from the report that was not published.
As they put up the side, these particular slides were provided to
us after we initially interviewed you, and this was a memo never
sent. Would you please tell us why this memo was never sent?

Ms. FRYER. So this was a memo that I initially was drafting to
send to the chief information officer

Chairman IssA. Right. And you chose not to send it because of?

Ms. FRYER. Because events had taken place the next week with
the chief information officer drafting the risk decision memo.

Chairman IssA. In other words

Ms. FRYER. So it was overcome by events.

Chairman IssA.—events—okay. But it is still a good one for us
to look at because it is consistent with your recommendations and
your thought at the time.

So in slide 1 of the draft, you wrote, FFM does not reasonably
meet the CMS security requirements which are intended to mini-
mize CMS business risk. Is that correct?

Ms. FRYER. During the security assessment that was conducted
in September, the security testing was not able to be completed;
they weren’t able to test completely

Chairman IssA. But these are your words.

Ms. FRYER. Yes.

Chairman IssA. Okay. Additionally, you said there is also no con-
ﬁdegce that personal identifiable information will be protected, cor-
rect?

Ms. FRYER. Again, there was security testing——
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Chairman IssA. But these are your words.

Ms. FRYER. I drafted this initial memo.

Chairman IssA. Okay. And these are consistent with what you
were saying in meetings in the September 20th time frame.

Ms. FrRYER. This memo was capturing the briefing that we had
given to Mr. Charest and Mr. Baitman and the CIO.

Chairman Issa. Okay. So the other two witnesses knew that
these are your words, but in a paraphrased what you told them.
There is also no confidence that personal identifiable information
will be protected. This is in slide 1A.

Ms. FRYER. Again, it was the results of the securing testing that
had occurred.

Chairman IssA. Okay. So in slide 1B you wrote, the independent
assessor was forced to test different modules in multiple environ-
ments. In other words, no end-to-end, as it was going to be
launched testing, correct?

Ms. FRYER. Yes.

Chairman IssA. Okay. In slide 1C you wrote, complete end-to-end
testing of FFM never occurred. That is correct, right?

Ms. FRYER. Yes.

Chairman IssA. And that is best practices, of course, right?

Ms. FRYER. Yes.

Chairman IssA. And you now testified in your opener that on De-
cember 18th end-to-end testing was completed and that is why you
now have confidence that at least the snapshot of the site as it was
that day would meet the requirements, subject to additional
changes that occur in maintenance and modification, right?

Ms. FRYER. On the testing that was conducted on December
18th, yes.

Chairman IssA. Okay. In slide 1C you wrote, the majority of the
testing efforts were focused on testing the expected functionality of
the application, not security, is that correct?

Ms. FRYER. Yes.

Chairman IssA. Okay. Again, in slide 1C you wrote, several fac-
tors contributed to the limited effectiveness of the SSA modules
and their interconnects. Can you expect that this could be a prob-
lem? And I guess in 1C you are saying yes, you are concerned
about that area, is that right?

Ms. FRYER. Again, this was a memo that I was drafting; I didn’t
complete it, so some of these things hadn’t been done.

Chairman IssA. Okay. Slide 1C also says, valid test data was not
provided prior to testing to give the true environment, correct?

Ms. FRYER. Yes. Normally, it is put into the system for the secu-
rity testers beforehand, so it doesn’t delay testing.

Chairman ISsA. So it is common to get real data, or at least data
that is substantially real in both size and in cells and information
in order to do a real assessment, and that wasn’t done, is that cor-
rect?

Ms. FrRYER. Test data was put into, yes, it was just a delay in
getting the test data put into the system.

Chairman IssA. Okay. So the two witnesses here were aware of
essentially this information when you made your recommendation
that it basically wasn’t ready to launch, or at least you were un-
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comfortable with whether or not it was ready because of the lack
of end-to-end testing and the like, is that correct?

Ms. FRYER. My responsibility as the chief information security of-
ficer is to give an assessment to the chief information officer on the
risks that were discovered during independent testing.

Chairman IssA. And Mr. Charest, of course, was aware of this,
plus had independent knowledge.

Mr. Baitman, yesterday in testimony you told us that you rec-
ommended a less than full rollout in a meeting, I believe Sep-
tember 10th, essentially saying with the problems and so on, best
practices, in your opinion, would have been to roll out a portion of
this rather than the size and scope that was rolled out on October
1st. You didn’t characterize it completely as a recommendation, but
it was certainly something you put out. In retrospect, would you
prefer that to have been the way this site launched, in other words,
more like a beta, in order to mitigate what we now know was pret-
ty much a bad launch?

Mr. BAITMAN. Well, as you point out, Mr. Chairman, it wasn’t ac-
tually a recommendation; it was a discussion topic for the meeting,
and it was based upon my experience in the private sector, having
seen this being done elsewhere. Sometimes it is referred to as a
beta launch, a controlled, measured launch. In retrospect, I don’t
know that I can say because I didn’t have direct knowledge of the
system, the operational, development issues.

Chairman IssA. Thank you.

Mr. Cummings.

Mr. CUMMINGS. Thank you very much, Mr. Chairman.

Over the past few months, House Republicans have made a num-
ber of extraordinarily unfounded claims about the security of
Healthcare.gov. This scare tactic appears to be part of a coordi-
nated campaign to frighten people away from Healthcare.gov’s
website. I want to make sure we separate fact from fiction today
and tell the American people the whole truth.

I would like to go down the line with each of you and ask wheth-
er there have been any successful security attacks against the
website.

Dr. Charest, let me start with you. You oversee HHS’s Incident
Response Team, is that right?

Mr. CHAREST. Yes, sir.

Mr. CUMMINGS. So if there is an attack on Healthcare.gov, you
would know about it, is that right?

Mr. CHAREST. Yes, sir.

Mr. CuMMINGS. Dr. Charest, to date, I want you to look at me,
now, has there been a single successful security attack against
Healthcare.gov by a domestic hacker, foreign bad actor, or any
other malicious individual group?

Mr. CHAREST. No, sir, there have been no reported attacks of any
type of any malicious intent, either domestic or foreign.

Mr. CUMMINGS. Mr. Baitman, let me turn to you. You are the
chief information officer at HHS. My constitutes and our con-
stitutes are looking at you, they are depending on your informa-
tion. Have there been any successful attacks against the website?

Mr. BAITMAN. There have been no reported successful attacks
against the website.
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Mr. CUMMINGS. Ms. Fryer, you are the chief information security
officer for CMS. Have there been any successful attacks against the
system?

Ms. FRYER. No, there have been no successful attacks.

Mr. CUMMINGS. So you all agree that over the past three and a
half months, since the website has been live, there have been no
successful attacks against the Healthcare.gov website, and I think
that this is a very, very critical point.

Last November the CIO of Foreground Security testified before
the House Energy and Commerce Committee, and this company is
one of the contractors that conducts continuous security monitoring
of the website. The CIO testified that nobody could guaranty with
100 percent certainty that Healthcare.gov was secure from external
hackers. Do you all agree with that?

Mr. CHAREST. Yes, sir.

Ms. FRYER. Yes, sir.

Mr. BAITMAN. Yes, I do.

Mr. CUMMINGS. And he stated this, he said, “I also would say the
same thing about Facebook or any banking website as well.”

Dr. Charest, Mr. Baitman, during your interviews with the com-
mittee staff, you told us that you agree with this statement. You
have both worked in the private sector. Can you both explain why
Healthcare.gov is no more risky than commercial sites like
Facebook? Mr. Charest.

Mr. CHAREST. Yes, sir. So, in essence, there are always
vulnerabilities, there are a number of vulnerabilities. All of these
sites rely on underlying infrastructure, third-party softwares. All of
these variables coming together create an environment which can
be compromised, candidly, at any time, so you have to be vigilant.
As the defender, we have to defend against every possible attack
and the attacker, in essence, has to find the one way in which we
have not defended. So they are all always at some level of risk.

Mr. CUMMINGS. Now, Mr. Baitman, would you have anything to
add to that or do you agree or disagree?

Mr. BArTMmaN. I agree. No site is perfect, and we need to be vigi-
lant, which is why we have layers of security.

Mr. CUMMINGS. Now, although there have been no successful at-
tacks against Healthcare.gov to date, we have to keep in mind that
there are constant attempts by malicious individuals and groups,
both domestic and foreign, to attack large complex Government IT
systems. We are all concerned about that, both Republicans and
Democrats. We have to remain one step ahead of the actors.

I thank you for clearing all of this, the confusion that may have
occurred. Our job is to ensure that the American people have accu-
rate information so they are not wrongfully deterred from obtaining
the critical healthcare coverage they need and deserve.

Now, I want to go to you just very briefly, Ms. Fryer. The chair-
man asked you some questions and I just want to summarize as
I close. I want to make sure that I have this right, so let me ask
you a series of very basic questions. The draft memorandum that
he talked about, you are familiar, right?

Ms. FRYER. Yes.

Mr. CUMMINGS. Did you ever send the memorandum to anybody.

Ms. FRYER. No, I didn’t.
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Mr. CUMMINGS. Anybody?

Ms. FRYER. No, I did not, sir.

Mr. CUMMINGS. You never sent it to your boss, Mr. Trenkle?

Ms. FrRYER. No, sir.

Mr. CUMMINGS. You never sent it to Administrator Tavenner?

Ms. FRYER. No, sir.

Mr. CUMMINGS. So you never pressed the Send button.

Ms. FrRYER. No, sir.

Mr. CUMMINGS. During your interview with the committee staff,
you explained that you stopped working on the memo and put it
aside after you found out that your superiors were moving forward
with the December 27th ATO, which included the mitigation meas-
ures we have been discussing, is that right?

Ms. FRYER. Yes, sir.

Mr. CUMMINGS. And did you ever finalize your draft memo?

Ms. FrRYER. No, sir.

Mr. CUMMINGS. So you never finished it.

Ms. FRYER. No, sir.

Mr. CUMMINGS. Do you know if all of the information in the
memorandum is accurate?

Ms. FRYER. No, sir. I was still validating the information.

Mr. CUMMINGS. Very well.

Thank you very much, Mr. Chairman.

Chairman IssA. Thank you.

Mr. Mica.

Mr. MicA. Just a commentary. I heard the ranking member start
out. I am as concerned. I came from a family that didn’t have
healthcare at times in our life, and there are 42 to 45 million
Americans that don’t have healthcare, and yet we have rolled out
a flawed system. Everyone from the President of the United States
to members of Congress on both sides of the aisle said the rollout,
from a technical standpoint, was a meltdown and a fiasco. That
was accessing it.

We signed up about a million people. I am one of the unwilling
participants in that and others had no other choice, really, but we
knocked six million people off of their healthcare system. This is
a great record of success. And we probably left 41 to 44 million peo-
ple still without healthcare. So I just had to comment when I heard
that.

Ms. Fryer, you did in fact draft this memo of the 24th, right?

Ms. FRYER. Yes, sir.

Mr. MicA. That was up there. Yes. And it said that this platform
basically doesn’t reasonably meet the CMS security requirements
which are intended to minimize CMS business risk, enterprise risk,
or the application risk. There is also no confidence that the per-
sonal identifiable information will be protected. You wrote that on
the 24th, right?

Ms. FRYER. Yes.

Mr. MicA. The 27th, what happened? Ms. Tavenner, didn’t she
sign the Authority to Operate? On the 27th she signed the Author-
ity to Operate. Is that the event that overcame this? You wrote the
memo. Who did you share the contents of this memo, that there
wasn’t assurance when this was rolled out? It is bad enough the
thing wouldn’t work from a technical standpoint or millions of peo-
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ple who wanted healthcare couldn’t access the system. In fact, I
was served by a waitress the other day and she says, I wanted to
get on it; I still don’t have it because I couldn’t access it. But it was
flawed from the standpoint of being able to access it or work from
an operational standpoint, right? At least initially, right?

Ms. FRYER. My responsibility was to brief my management and
the chief information officer.

Mr. MicA. You are security, but you wrote that it wasn’t ready
for prime time rollout for security, right? And then you said events
that overtook this. Well, the event was, in fact, that Tavenner, she
signed the ATO. Did you sign the ATO?

Ms. FRYER. No, I did not. It is not my responsibility.

Mr. MicA. In fact, I saw at the end of the ATO you put a little
caveat to protect your rear end, kind of, you put this paragraph at
the end of the ATO, didn’t you?

Ms. SPEIER. Mr. Chairman?

Ms. FRYER. My responsibility is to brief the CIO on its face.

C(Iilairman IssA. The lady will suspend. The gentleman will sus-
pend.

Ms. SPEIER. Mr. Chairman, I would like to suggest that we
all

Chairman IssA. No, the gentlelady will state her point of par-
liamentary inquiry, please.

Ms. SPEIER. Personal privilege.

Chairman IssA. Point of personal privilege. Please state it.

Ms. SPEIER. Mr. Chairman, I think that we should show respect
to the persons who are

Chairman IssA. That is not a point of personal privilege. Please
state a point of personal privilege.

Ms. SPEIER. Well, I am offended by the fact that

Chairman Issa. Okay, if the gentlelady can organize an actual
procedural request, we will reconsider it at that time.

The gentleman may continue.

Mr. MicA. Well, I understand, and, again, protecting yourself, I
may have used a term that some member found offensive, but pro-
tecting your rear end, everybody knows it around here.

Ms. Fryer, last December you testified to the committee that
prior to the October 1st launch you recommended again to deny the
exchange’s Authority to Operate, also known as the ATO, which is
a do?cument necessary to the website for the record. Is that accu-
rate?

Ms. FRYER. Yes.

Mr. MicA. Why did you make this recommendation?

Ms. FRYER. The testing in September, there were some issues
that were encountered during the testing, so there was a level of
uncertainty as to the known risk.

Mr. MicA. Who did you make the recommendation to?

Ms. FRYER. My responsibility is to make the recommendation to
my management and the chief information officer of CMS.

Mr. MicA. Okay. Ms. Fryer, you also testified that you commu-
nicated your recommendation to Mr. Trenkle and he shared your
concerns, is that correct?

Ms. FRYER. Yes.

Mr. MicA. Did he sign the Authority to Operate, again, the ATO?
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Ms. FRYER. No, he did not.

Mr. MicA. He did not. When did you learn Mr. Trenkle was also
not comfortable enough to sign the ATO?

Ms. FRYER. It was probably during our conversation, during the
security testing, when there were problems that were being en-
countered.

Mr. Mica. So that was earlier.

Ms. FRYER. And on September 20th, when I briefed him, Mr.
Trenkle, and Mr. Baitman and——

Mr. MicA. Did Mr. Trenkle tell you why he decided not to sign
the ATO?

Ms. FRYER. No, he did not.

Mr. MicA. Did you ever brief Administrator Tavenner on the se-
curity risks in the federal exchange?

Ms. FRYER. No, I did not.

Mr. MicA. Did you

Chairman IssA. The gentleman’s time has expired.

Mr. MicA.—Mr. Charest and also Mr. Baitman?

Chairman IssA. You may answer.

Mr. CHAREST. No, sir, I never briefed Tavenner.

Mr. MicA. Mr. Baitman?

Mr. BAITMAN. I am sorry, could you repeat the question?

Mr. MicA. Did you counsel with Ms. Tavenner on security issues?

Mr. BAITMAN. No, I did not.

Mr. MicA. Thank you.

Chairman IssA. Thank you very much.

The gentleman from Massachusetts, Mr. Tierney, is recognized.

Mr. TIERNEY. Thank you very much.

Thank all the witnesses for their work and for being here again
today.

So essentially what we have established is that we have a memo-
randum that allows the majority apparently to raise the spectre of
problems, only to find out that it was never sent to anyone because
those issues had been addressed and dealt with, and now we have
a system that has not had any successful hack attack since then.
But we continue to go over and over and over this because, if we
do go over and over and over it, maybe somebody will think that
there is a real problem.

But let’s talk about the real problem. So we have spent a lot of
time doing that on this committee, Oversight Committee, had hear-
ings and subpoenaed documents, conducted interviews; Mr.
Baitman ad nauseam with respect to you, at least. The good news
is that there have been no successful attacks in security against
the website, but every day people do attempt, from time to time.

So I have a modest suggestion here. Why don’t we try to find out
who is doing that? This is an oversight and investigatory com-
mittee, after all. It seems to me that if we have a website and peo-
ple want to have healthcare, but there are people trying to prevent
them from doing that, by that I don’t reference my colleagues here,
I reference people that are trying to—although many people are
tiresome of the efforts to repeal—I am talking about people that
are trying to get into the system and destroy it. We ought to go
after those bad guys on that basis.
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There are reports out there, pretty wide range set of reports, de-
scribing some of the malicious groups that are organizing to try to
do this. One example is a group that developed a program called
Destroy Obamacare. Are you familiar with that, Mr. Baitman?

Mr. BAITMAN. Yes, I have seen reports of it.

Mr. TIERNEY. And apparently what they were doing was trying
to have a denial of service tool. Can one of you explain what that
is? Mr. Charest?

Mr. CHAREST. Yes, sir. So in the case of Destroy Obamacare and
in all denial of service tools, the basic premise is to flood the
website with potentially even appropriate traffic, but such that le-
gitimate users cannot access the site, it is overloaded, in essence.

Mr. TIERNEY. So the spectre this would raise is trying to be made
true by people who are taking an overt action, trying to interfere
with the system, would that be right?

Mr. CHAREST. Yes, sir.

Mr. TIERNEY. So press reports indicate that these are, in their
words, right-wing groups motivated not by financial gain, but sort
of a political animus. They disagree with the Affordable Care Act,
so they are trying to intentionally block applicants from actually
getting access and getting the rights entitled to them under the
law. Is it a crime, Dr. Charest, for them to do this?

Mr. CHAREST. I am not an attorney, sir, but I believe it is.

Mr. TIERNEY. And who investigates those types of attacks?

Mr. CHAREST. In the event—and we did investigate the Destroy
Obamacare code and those—not the actors, that is not our role, but
the attempted attack. We found it to be rudimentary, but we did
report, as we report all these incidents, to the Office of the Inspec-
tor General, and they received that information and would indeed
investigate, if appropriate.

Mr. TIERNEY. Okay. And would they investigate to try to deter-
mine who the individuals leading this attack are?

Mr. CHAREST. That is my understanding, sir, but they would
have to tell you their procedures.

Mr. TIERNEY. Okay. And perhaps that is a good action for this
committee, would be to meet with those people and find out where
they are going and what they are finding out. Does your incident
response team, in terms of checking out these allegations to look
to see who is undermining it, do you look to see how you can trace
back on the site, where it may originate or where the site is
hosted?

Mr. CHAREST. Yes, sir. We will trace back what we call the com-
mand and control, all the elements of the attack, as best as we can,
and then we will share that with DHS, law enforcement, and oth-
ers, as appropriate.

Mr. TIERNEY. And do you think that if the right people were in-
vestigating this, they would be able to in fact locate and find who
these people are? Is there a likelihood of that?

Mr. CHAREST. It is possible, sir, but these things are fairly mer-
curial. IP addresses are rapidly changing; websites come up and
down pretty often. The reality is, though, very often they are found.

Mr. TIERNEY. And it is because of that mercurial aspect and
other things in constant attacks that you have the need for layered
security, is that correct?
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Mr. CHAREST. Yes, sir.

Mr. TIERNEY. And that layered security, once again, has been
successful to date in stopping any successful hacking attack, is that
correct?

Mr. CHAREST. Yes, sir, to date it has.

Mr. TiERNEY. All right. But because all systems, whether they
are private or public like this, are constantly under attack, we have
to be vigilant, and that is exactly what all of you are doing, is that
correct?

Mr. CHAREST. Yes, sir, around the clock.

Mr. TIERNEY. Well, I thank you for your efforts.

Mr. Chairman, I think that I would ask that the committee con-
sider an investigation pursuing those who are making attempts to
attack and hack this site, for whether it is political animus or any
other means on that. I think that would be an appropriate activity
for us to do. That seems to be the real danger here, interfering
with people’s rights to have healthcare under the plan.

Chairman IssA. The gentleman absolutely is right. Cybersecurity
is part of our core jurisdiction. Mr. Connolly and I also spoke this
morning at a cloud computing conference, so that is an area of not
only interest, but a willingness to put staff and dais time into.

If I may, Mr. Cummings and I have been discussing, and I will
be brief, the fact that we need to link in, as part of our committee
jurisdiction, other areas of best practice flaws within the Federal
Government, but also a recognition that those things have to be
rippled out to private corporations; the banking community. Cer-
tainly Target has been mentioned here, but it wasn’t the only com-
mercial site hacked during this period of time. So I join with the
gentleman and you can count on there being a series of briefings
and possible committee hearings on them.

Mr. TiERNEY. I thank the chairman. Yield back.

Chairman IssA. We now go to the gentleman from Michigan, Mr.
Walberg.

Mr. WALBERG. Thank you, Mr. Chairman, and thanks to the wit-
nesses for being here.

Ms. Fryer, we have dealt with the memo and your ultimate deci-
sion not to send it, but I think there is still questions that are
there and it can’t be just simply an out of sight, out of mind issue,
so let me ask you a question. In your testimony last month before
the committee you characterized the mitigation plan identified in
the risk decision memo as “added protections to compensate for
those unknown risks.” What did you mean by this, specifically
those unknown risks?

Ms. FRYER. So the security testing in September was not to the
level that was expected, so they weren’t able to test fully for the
confidentiality and integrity areas. So in order to compensate for
those compensating controls, we added those. Those were addi-
tional protections for the overall marketplace system.

Mr. WALBERG. Well, is a mitigation able to effectively address
the vulnerabilities in the nearly half of the modules that made up
the marketplace that were not fully security tested?

Ms. FRYER. It was a later protection, so later protection was put
into place to mitigate the risk of those. You can’t mitigate unknown
risks, so, again, we have those later protections in place.
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Mr. WALBERG. Well, based upon that, let me go, Ms. Fryer and
Mr. Charest. Is it true that a good security control assessment
makes it easier to create a good, tight mitigation plan?

Mr. CHAREST. I would say so, yes, sir.

Mr. WALBERG. Would you agree, Ms. Fryer?

Ms. FRYER. Yes, I do, sir.

Mr. WALBERG. Is it true that the more understood the risks, the
better it is to create a plan to address those risks? Mr. Charest,
Ms. Fryer?

Mr. CHAREST. Yes, sir, it is.

Mr. WALBERG. Just establishing the pattern here.

Ms. FRYER. Yes, sir.

Mr. WALBERG. Is it possible to mitigate unknown risks?

Mr. CHAREST. I don’t know of any way to do that, sir.

Ms. FRYER. No, sir.

Mr. WALBERG. How difficult is it to mitigate unknown risks?

Mr. CHAREST. There are always unknown risks, so when you say
how to mitigate a specific unknown risk, obviously, it is unknown,
so what you do is you create an environment as we have, which
is a defense in depth strategy; it is the infrastructural components,
it is the methodologies that you utilize for your IT systems. It is
the preponderance of all of these elements and then those teams
that are designed to watch those elements in operation that will
allow you to, in essence, address unknown risks.

Mr. WALBERG. But clearly with this testimony, to advance the
rollout with unknown risks out there, with unclear mitigation, cer-
tainly appears, I think, to this committee to be a concern worth ad-
dressing and worth having these hearings over.

Chairman IssA. Would the gentleman yield?

Mr. WALBERG. Yes, I would.

Chairman IssA. I think the gentleman makes an extremely good
point, and I might note that Ms. Fryer had made it clear that there
were tests that could have been done that would have caused the
unknown risks to be less unknown.

Mr. WALBERG. I concur.

Mr. Baitman, Teresa Fryer had a discussion with you about the
security risk of Healthcare.gov, is that correct?

Mr. BAITMAN. There was a video conference call, I think you are
probably referring to, on September 20th.

Mr. WALBERG. But you had a discussion with Ms. Fryer.

Mr. BAITMAN. She participated, that is correct.

Mr. WALBERG. What did Ms. Fryer tell you in that video con-
ference call?

Mr. BAITMAN. As I recall, the CIO of CMS at the time was Tony
Trenkle, and I believe Tony said that both he and Ms. Fryer were
uncomfortable with signing the ATO.

Mr. WALBERG. Did you relay that discomfort with anyone about
Healthcare.gov who had the Authority to Operate within HHS?

Mr. BAITMAN. I am sorry, I don’t understand.

Mr. WALBERG. Did you relay Ms. Fryer’s discomfort with the risk
in signing the Authority to Operate with HHS?

Mr. BAITMAN. Yes, I did.

Mr. WALBERG. Did you tell this information to anyone, including
Ned Holland or Jim Corr?
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Mr. BAITMAN. I shared it with a few people, Ned Holland and
Deputy Secretary Corr, yes.

Mr. WALBERG. What did you tell them?

Mr. BAITMAN. I thought it was noteworthy that the chief infor-
mation security officer for CMS had expressed that she was uncom-
fortable signing it. On the other hand, I didn’t consider it a red
flag. So I wanted to share it with them, but Ms. Fryer wasn’t the
operational security person and CMS has an official who is respon-
sible for that, so I thought that he was probably in a better position
to know what changes had been made and what was going to
launch on October 1st.

Chairman ISsA. The gentleman’s time has expired.

We now go to the gentleman from Massachusetts, Mr. Lynch, for
five minutes.

Mr. LyNcH. Thank you, Mr. Chairman, and I thank the ranking
member as well.

Mr. Baitman, I want to go back some previous questioning. I am
not sure if it was Mr. Cummings or Mr. Tierney, they talked about
the beta approach that you referred to, and I just want to be clear
on this. During your interview with the committee you had said
earlier that your suggestion about the beta approach was based on
your sort of general experience in the private sector with the roll-
out of IT systems, again, in the private sector, is that correct?

Mr. BAITMAN. That is correct.

Mr. LYNCcH. Okay. So you explained your suggestion had nothing
to do with security concerns with regard to the website.

Mr. BAITMAN. No. I didn’t have any direct knowledge of func-
tional or security issues; it was more of a this is a big, large, com-
plex system and this is an approach that will minimize any chal-
lenges.

Mr. LynNcH. Okay. I just wanted to be clear on it. And, in fact,
you told us in your previous testimony on September 10th that you
had no specific knowledge of any security concerns with the
website. Is that still correct?

Mr. BAITMAN. No specific concerns, no.

Mr. LyNcH. Okay. All right. Thank you.

I know we are talking about the technology, and in a moment of
complete disclosure, I voted against the Affordable Care Act for a
whole slew of reasons. However, this was not one of them. This was
supposed to be the easy part, this rollout, the mechanical function
of getting everybody up and on the system, so it is particularly dis-
couraging. But I do want to say this is the law. I voted against it
because I didn’t think it was being done the right way, and people
can differ on that. But I see my role going forward as one of mak-
ing sure that the people that I represent have decent affordable,
high-quality healthcare. That is my role going forward, and I think
that should be everyone’s goal here. But I have had an opportunity
to sit with the folks that are running the Massachusetts Connector,
the Health Connector, and some of the folks that are going out to
sign everybody up, and I had one question.

I read the security documents for the Massachusetts Health Con-
nector. Of course, I can’t locate it right now, but what they do say
in the security section regarding personally identifiable informa-
tion, it talks about all the precautions they are taking, but then