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TEN YEARS AFTER 9/11: CAN TERRORISTS
STILL EXPLOIT OUR VISA SYSTEM?

Tuesday, September 13, 2011

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON BORDER AND MARITIME SECURITY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:00 a.m., in Room
311, Cannon House Office Building, Hon. Candice S. Miller [Chair-
woman of the subcommittee] presiding.

Present: Representatives Miller, McCaul, Quayle, Rigell, Duncan,
Cuellar, Clarke, and Thompson (ex officio).

Also present: Representative Bilirakis.

Mrs. MILLER. I am going to call the hearing in order here this
morning. Of course this is the Committee on Homeland Security,
Subcommittee on Border and Maritime Security. I think we have
a very interesting, interesting and critically important topic to dis-
cuss this morning. The title of our hearing is “Ten Years After
9/11: Can Terrorists Still Exploit Our Visa System?”

We will be hearing testimony from a fantastic distinguished
panel whom I will be introducing in a moment. As I make my open-
ing statement you may want to take a look at some of the pictures
that we are going to have up on the screen of various terrorists,
murderers, cowards, cockroaches, however you want to categorize
these individuals that overstayed their visas.

So 2 days ago of course we commemorated the 10th anniversary
of the devastating acts perpetrated by these cowardly terrorists
who took the lives of nearly 3,000 of our fellow citizens. As a Na-
tion most of us had not really heard before of al-Qaeda before that
day despite their contributions which funded the 1993 attacks on
the World Trade Center, fatwa that had declared war against our
Nation in 1996, the bombing of our embassies in Kenya and Tan-
zania in 1998, and of course the bombing of the U.S.S. Cole in
2000. Despite these attacks we were really not prepared and cer-
tainly our countrymen paid a horrific price.

In Article I, Section 8 we find the enumerated powers of Con-
gress, and in the first paragraph of that section you find what, in
my opinion, is certainly the first and foremost responsibility of the
Federal Government, and that is to provide for the common de-
fense. The very purpose of this committee is aligned with this prin-
cipal responsibility of the Government and to guard against an-
other attack.

Photographs along our wall in this committee hearing room cer-
tainly remind us of our purpose to defeat al-Qaeda and like-minded
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groups and to defend our homeland, which includes of course secur-
ing our borders.

On that day in September we learned a very hard lesson as a
9/11 Commission has noted. For terrorists, they said, travel docu-
ments are as important as weapons and four of the 9/11 hijackers
had overstayed visas, a missed opportunity to prevent the attacks.

Since September 11, we have put a series of measures in place
to strengthen our visa security process and today have a layered
approach that begins overseas at the U.S. embassies and con-
sulates around the world which pushes our border out to deter and
prevent visa fraud and terrorists from obtaining travel documents.
Immigration and Customs Enforcement agents and Customs and
Border Protection officers are now stationed overseas to conduct
additional background checks on prospective visa applicants. Cer-
tainly while this system is an improvement over what was in place
before 9/11, it is by no means perfect. We will be exploring today
what we can do to improve our system.

Our enemies are intent on attacking our country and are actively
seeking to avoid our countermeasures. Our job is to be one step
ahead instead of constantly reacting to their last attack.

In the case of the Christmas day bomber—I see his picture
there—it certainly illustrates the lengths terrorists will go to
thwart our security measures. The Christmas day bomber was
known to the intelligence community. His father had approached
the embassy in Nigeria with his concerns that his son may be in-
volved in terrorism. But still he was able to fly on a valid U.S. visa.
He tried to detonate his concealed explosive device 7 minutes be-
fore the plane was to land in Detroit. Of course I reside in the De-
troit area, fly in and out of that airport, just flew out of it yester-
day, which would have placed that plane certainly over my Con-
gressional district, over southeast Michigan. So I am especially in-
terested to hear from our witnesses today about the progress we
have made to ensure that another known person of concern cannot
board an aircraft with a valid U.S. visa.

Last week before the full committee, Ranking Member Cuellar
and I were just talking, we heard from Representative Lee Ham-
ilton and former Secretary Tom Ridge regarding the progress of the
9/11 Commission recommendations. The report recommended and
Congress mandated a biometric exit program to ensure that foreign
visitors have not overstayed their visa and have returned home.
However, this administration has still not articulated the way for-
ward on this vital program.

The U.S. Visitor and Immigration Status Indicator Technology,
or US-VISIT as they call it, captures foreign nationals’ fingerprints
at the port of entry and at U.S. consulates overseas in instances
where the individual is traveling on a visa. The fingerprints are
then recorded and compared with fingerprints already in the Fed-
eral database to check for immigration violators, criminals, and
others wanted for violation of U.S. laws.

In 2009, US-VISIT conducted an exit pilot project at the Detroit
and Atlanta airports and generated 175 watch lists and more than
120 visa overstay hits. So I think if we are serious about control-
ling who comes into our Nation and preventing another attack, we
need to get serious about an exit program. It has been more than
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2 years since the pilot, and the Department again has yet to articu-
late a program or plan to move forward with a comprehensive exit
plan in the air environment or elsewhere.

More than just preventing terrorists from entering the country,
the lack of a visa exit program inhibits our ability to control our
border. I think it is an interesting statistic that in this country as
we talk about illegal immigrants and how many are here in our
country, it is interesting to note that it is theorized that about 40
percent of everyone who is here illegally didn’t come across the bor-
der. They are here because of overstay of visas, 40 percent. That
is a very startling number.

Today there is a backlog of 757,000 unvetted visa overstay
records. So we obviously have to do better than that, and I will be
very interested as our hearing progresses about talking about this
backlog, what we are doing to ensure that we don’t have such as
backlog in the future.

ICE pursues only a small fraction of these visa overstayers. By
not seriously enforcing visa overstays, we are sending a message
that if you make it past the port of entry, the chances of us ever
finding you are slim to none. ICE enforcement memos put an addi-
tional question mark over our enforcement efforts there.

We do know that terrorists have a very strong affinity for using
a student visa process to enter the country, as earlier this year a
young man from Saudi Arabia purposely sought out a program that
would allow him to come to the United States as a student. Then
of course he has been accused of purchasing chemicals that he in-
tended to use to construct an IED.

So we have a lot of questions about this, and certainly our visa
security process needs to be robust. We have to deny terrorists the
freedom of movement because 10 years ago we saw what failure
looked like very unfortunately on that horrific day which we all
commemorated just this past Sunday.

[The statement of Mrs. Miller follows:]

PREPARED STATEMENT OF CHAIRWOMAN CANDICE S. MILLER

SEPTEMBER 13, 2011

Two days ago we commemorated the 10th anniversary of the devastating acts per-
petrated by cowardly terrorists who took the lives of nearly 3,000 of our fellow citi-
zens.

As a Nation, most of us had not heard of al-Qaeda despite their financial contribu-
tions which funded the 1993 attacks on the World Trade Center, fatwa that declared
war against our Nation in 1996, the bombing of our embassies in Kenya and Tan-
zania in 1998 and the bombing of the U.S.S. Cole in 2000. Despite these attacks,
we were not prepared, and our countrymen paid the price.

In Article I Section 8, we find the enumerated powers of Congress, and in the first
paragraph of that section you find what is, in my opinion, the principal responsi-
bility of the Federal Government—to provide for the common defense.

The very purpose of this committee is aligned with the principal responsibility of
the Government—to guard against another attack. Photographs along the wall here
in the hearing room remind us of our purpose—to defeat al-Qaeda and like-minded
groups and defend the homeland.

On that day in September, we learned a hard lesson—as the 9/11 Commission
noted, “For terrorists, travel documents are as important as weapons.” Four of the
9/11 hijackers had overstayed visas—a missed opportunity to prevent the attacks.

Since September 11 we have put a series of measures in place to strengthen our
visa security process. Today, we have a layered approach that begins overseas at
U.S. Embassies and Consulates around the world which pushes our border out to
deter and prevent visa fraud, and terrorists from obtaining travel documents.
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Immigrations and Customs Enforcement agents and Customs and Border Protec-
tion officers are now stationed overseas to conduct additional background checks on
prospective visa applicants.

While this system is an improvement over what was in place before September
11, it is by no means perfect.

Our enemies are intent on attacking our country, and are actively seeking to
avoid our counter measures. Our job is to be one step ahead, instead of constantly
reacting to their last attack.

The case of Umar Farouk Abdulmutallab illustrates the lengths terrorists will go
to thwart our security measures.

The Christmas day bomber was known to the intelligence community, his father
had approached the Embassy in Nigeria with his concerns that his son might be
involved in terrorism, but he was able to fly on a valid U.S. visa.

Abdulmutallab tried to detonate his concealed explosive device 7 minutes before
the plane was to land in Detroit—which would have placed that plane over my Con-
gressional district. I am especially interested to hear from our witnesses about the
progress we have made to ensure that another known person of concern cannot
board an aircraft with a valid U.S. visa.

The 9/11 Commission report recommended and Congress mandated a biometric
exit program to ensure that foreign visitors have not overstayed their visa and have
returned home.

The U.S. Visitor and Immigrant Status Indicator Technology, or US-VISIT cap-
tures foreign nationals’ fingerprints at the port of entry and at U.S. Consulates
overseas in instances where the individual is traveling on a visa. The fingerprints
are then recorded and compared with fingerprints already in Federal databases to
check for immigration violators, criminals, and others wanted for violations of U.S.
laws.

In 2009, US-VISIT conducted an exit pilot project at the Detroit and Atlanta air-
ports and generated 175 watch list and more than 120 visa overstays hits. However,
full deployment of an exit program is being delayed due to space and infrastructure
constraints, and the remaining question of how to limit disruption to the flow of peo-
ple and commerce into the United States. The Bipartisan Policy Center 9/11 Report
Card lists this recommendation as “unfulfilled”.

If we are serious about controlling who comes into the Nation and preventing an-
other 9/11 attack, we need to get serious about an exit program. It has been more
than 2 years since the pilot and the Department has yet to articulate a plan to move
forward with a comprehensive exit plan in the air environment or elsewhere.

More than just preventing terrorists from entering the country, the lack of a visa
exit program inhibits our ability to control the border. Nearly 40% of all illegal
aliens do not sneak across the border in the dark of night; they walk through the
front door, and never leave.

Today, there is a backlog of 757,000 unvetted visa overstay records. We can and
must do better than that. I will be interested in hearing about our progress on this
backlog and what we are doing to ensure that we do not have such a backlog in
the future.

Immigration and Customs Enforcement pursues only a small fraction of these visa
overstayers. By not seriously enforcing visa overstays, we are sending the message
that if you make it past the port of entry, the chances of us ever finding you are
slim to none.

We know that terrorists have a strong affinity for using the student visa process
to enter the county as earlier this year a young man from Saudi Arabia purposely
sought out a program that would allow him to come to the United States as a stu-
dent. He stands accused of purchasing chemicals he intended to use to construct an
Improvised Explosive Device (IED).

I am sure my colleague, Mr. Bilirakis will have some questions for the witnesses
on the status of our efforts in this area.

Our visa security process must be robust, and we must deny terrorists the free-
dom of movement because 10 years ago we saw what failure looked like.



9/11 Hijackers with Visa Violations

Mohammad Ziad Jarrah Satam al- Nawaf al Hazmi

Atta (Violated Suguami (Overstayed
(Overstayed terms of (Overstayed Visa)
Tourist Visa)  Student Visa) Visa)

Other High Profile Terrorist Visa Violators

l i

Zaccarias Moussaoui Mahmud
(Violated the terms of
(Tourist Visa) Student Visa)

Umar Farouk Skeik Omar Abdel Rahman
Abdulmutallab

Abouhalima (Overstayed Visa)

(Overstayed Tourist
Visa)

Mrs. MILLER. At this time the Chairwoman would now recognize
the Ranking Minority Member of the subcommittee, the gentleman
from Texas, Mr. Cuellar, for his opening statement.

Mr. CUELLAR. Thank you, Chairwoman Miller, for holding this
committee hearing. I also want to thank the Ranking Member of
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the full committee for the work that he has done in the past on this
issue. I am pleased that the subcommittee is meeting today to ex-
amine the issues of visa security, which is particularly appropriate
as we recently marked the tenth anniversary of the terrorist at-
tacks of September 11, 2001.

The 9/11 hijackers did not sneak into this country, did not cross
a river, the Rio Grande, but rather entered the United States on
visas. More recently the attempted bombing of an airline by Umar
Farouk on Christmas day 2009 refocused attention on the
vulnerabilities in the visa process.

Since 2001, the Department of Homeland Security and Depart-
ment of State, with direction from Congress, have taken important
steps to strengthen visa security, including efforts to identify and
enforce overstays, individuals who are admitted to the United
States legally either with or without a visa but then overstay their
authorized period of admission. Of the approximately 11.5 million
to 12 million unauthorized resident alien populations, the most re-
cent estimates proposed that it is about 33 to 48 percent are
overstays. That is almost 50 percent of all the people that got here,
again I emphasize did not cross the Rio Grande but actually came
in through a visa and overstayed.

Five of the 19 September 11, 2001 hijackers were overstays.
There should be no argument against about the vital importance
of the work completed by the Immigration and Customs Enforce-
ment, ICE, and the Counterterrorism and Criminal Exploitation
Unit, the CTCEU, whose primary responsibility is overstay enforce-
ment.

In addition to the CTCEU overstay investigations, the primary
responsibility for apprehending and removing overstays as well as
aliens who did not have lawful immigration status rests with ICE,
the Enforcement Removal Operation, the ERO. It is my under-
standing certain individuals subject to orders were removal from
the United States are often delayed due to the respective host gov-
ernment relations with the United States and members.

Madam Chairwoman, I will have a handout on this, an overhead
to go over this, and ask the witnesses on this particular issue. Con-
sequently host countries refuse to accept the return of the nation-
als or use lengthy delay tactics. I know this is an issue that I sat
down with John Morton in the State Department trying to get the
State Department to move a little faster on this particular issue.
I look forward to hearing more from the State and GAO about the
U.S. former relations with these recalcitrant countries and why
visas continue to be issued to individuals from such countries, and
at what rate and as well as recommended steps for improvement
and actions being taken. Again, Members, I would ask you to look
at this particular issue as we talk about this.

Also within DHS and ICE, ICE has stood up a visa security unit,
the VSUs, at high-risk visa issuing posts. It is my understanding,
I might be wrong, but it is my understanding that historically
there has been some tension between ICE and State regarding get-
ting new VSUs established and hopefully we have gone beyond that
turf battle. I hope to hear from the two agencies about whether
they have made progress in overcoming those obstacles.
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Customs and Border Protection also plays an important role in
preventing terrorist travel to the United States. They have estab-
lished the Immigration Advisory Program Units at key overseas
airports to help screen travelers to the United States. Also I visited
the CBP’s National Targeting Center and I have seen the good
work that they are doing along with their interagency partners,
prescreening individuals en route to the country.

Many believe that given its security missions and resources DHS
should play an even greater role in the visa processes. At a min-
imum we need to make most of our limited visa security resources
and ensure that all agencies are doing their part.

I look forward to hearing from our DHS and State witnesses
about how their agencies can work cooperatively to prevent those
who would seek to do us harm from traveling to the United States.

It is worth noting that despite all the attention of the
vulnerabilities along the Southern border, and again I emphasize
to Members, an estimated 40 to 48 percent, as the Chairwoman
said, of those currently in the United States illegally entered le-
gally through the proverbial front door but have overstayed, again
visas legally into the United States but overstayed, not crossing the
Rio Grande.

We know that the overwhelming majority of those who enter the
country do so for legitimate purposes. Even those who enter the
country illegally or enter legally but overstay the majority mean
this country no harm. But nevertheless those people have over-
stayed and violated the law.

However, a decade after 9/11 the fact remains that there are ter-
rorists and others who seek to enter the United States for purposes
to hurt us and our communities. So I look forward to a good, frank
dialogue on this important Homeland Security matter, and I thank
the Chairwoman Miller for holding this important hearing and the
witnesses for joining us here today.

Thank you.

Mrs. MILLER. I thank the gentleman. Before I recognize the
Ranking Member of the full committee I would ask unanimous con-
sent that the gentleman from Florida, Mr. Bilirakis, who is the
Chair of the committee’s Subcommittee on Emergency Prepared-
ness, Response, and Communications, be permitted to sit on the
dais and participate in today’s hearing.

Without objection, so ordered.

At this time the Chairwoman would recognize the Minority
Ranking Member of the full committee, the gentleman from Mis-
sissippi, Mr. Thompson, for his opening statement.

Mr. THOMPSON. Thank you very much, Madam Chairwoman. I
appreciate you holding this hearing. I also welcome our panel of
witnesses.

In the aftermath of the September 11 attacks, Congress recog-
nized the importance of securing the visa process and required it
to be used as a counterterrorism tool. Since that time the Depart-
ments of Homeland Security and State have made important
strides toward better securing the visa and passenger prescreening
processes for travelers to the United States, efforts including estab-
lishing visa security units at high-risk embassies and consulates,
deploying immigration advisory program personnel at foreign air-
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ports and enhancing prescreening of airline passengers before they
arrive in the United States. However, the attempted bombing of
Northwest flight 253 on Christmas day 2009, by an individual with
a valid U.S. visa served as a wake-up call about the persistent visa
security vulnerabilities.

During the 111th Congress, the Committee on Homeland Secu-
rity and this subcommittee held hearings to examine the cir-
cumstances surrounding the attempted Christmas day bombing.
From our examination of the chain of events leading up to the inci-
dent, it is clear that there were several failures that allowed the
perpetrator to board the U.S.-bound flight.

Today I look forward to hearing what progress has been made in
closing those security gaps since that incident nearly 2 years ago.
I also hope to hear that DHS and the State Department have taken
proactive measures to address possible emerging threats to visa se-
curity. I have long held that we must develop a layered security ap-
proach that pushes borders out and begins the screening process
far in advance of a passenger boarding a flight in this country.

Both DHS and the State Department have vital roles to play in
this effort. Clearly defined responsibility and close coordination be-
tween the departments are essential to success. I want to hear
from the witnesses today whether the turf battles between the de-
partments are now a thing of the past or if they still linger. I cer-
tainly hope it is the former and not the latter.

Of course these security efforts require appropriate personnel
and resources and that in turn requires adequate funding. Mem-
bers of Congress who talk a good game on border security will need
to put their money where their mouths are when it comes to fund-
ing these programs, even in tight budgetary times.

Just as we must ensure the security of the visa process for those
entering the United States, we must also ensure individuals depart
this country in a timely manner. As already indicated, over 40 per-
cent of the persons unlawfully present in the United States enter
this country legally and have overstayed. Among those millions of
people may be a handful of those who seek to do us harm.

In accordance with the 9/11 Commission recommendations, Con-
gress has repeatedly required DHS to deploy a biometric entry-exit
system under US-VISIT to attract visitors to the United States.
Yet a decade after September 11, 2001, we are no closer to having
such a system than we were on that fateful day. Some of us read
the paper this morning and I guess somebody is going to tell us
something new about that in this hearing. I look forward to hear-
ing that. The lack of progress toward this mandate under this ad-
ministration and its predecessors is simply unacceptable. I hope to
hear from our witnesses about how DHS can fully fulfill our 9/11
Commission recommendations and Congressional mandates. We
will never truly have visa security until an entry-exit system is
completed.

I thank the witnesses for being here today and I look forward to
their testimony. I yield back.

Mrs. MILLER. I thank the gentleman for his comments. It is in-
teresting to note that the administration is going to be making an
announcement about this issue based on the fact that we are hav-
ing a hearing about it. So I sometimes think it is exactly what Con-
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gress needs to be doing, exercising its oversight responsibilities to
get some action on various things.

What I will do is go through and read the bios of our very distin-
guished panel, and we appreciate you all coming. We can go
through rather than interrupting each time.

First Mr. Thomas Winkowski, who is the Assistant Commis-
sioner from the Office of Field Operations, U.S. Customs and Bor-
der Protection, Department of Homeland Security, was appointed
the Assistant Commissioner in August 2007. He is responsible for
operations at 20 major field offices, 331 ports of entry, 58 oper-
ational container security initiative ports, and 15 preclearance sta-
tions in Canada, Ireland, the Caribbean. Previously he served as
Director of Field Operations in Miami, where he was responsible
for managing all inspectional operations at the Miami Inter-
national Airport and the seaport, Port Everglades, Fort Lauderdale
International Airport, and West Palm Beach and Key West as well.

Then we will hear from Mr. Edward Ramotowski, who is the
Deputy Assistant Secretary, Acting, Bureau of Consular Affairs,
the U.S. Department of State. He assumed his current position as
Managing Director of Visa Services at the U.S. Department of
State in August 2009, and in that position he oversees the visa of-
fice in Washington, DC, two domestic processing centers, as well as
visa operations at over 200 U.S. embassies and consulates abroad.
From August 2006 to July 2009 he served as principal officer at the
U.S. Consulate General in Guadalajara, Mexico. He has previously
worked as a Special Assistant to the Assistant Secretary of State
for Consular Affairs, Chief of the Consular Section of the U.S. Em-
lloasgy in Nassau, Bahamas and the U.S. Council in Warsaw, Po-
and.

Then we will hear from Mr. John Cohen, who is the Deputy
Counterterrorism Coordinator, Department of Homeland Security.
He serves as the Principal Deputy Coordinator for Counterter-
rorism at the U.S. Department of Homeland Security, and as the
Senior Advisor on Counterterrorism, Law Enforcement and Infor-
mation Sharing. He has also served as the Senior Advisor to the
Program Manager for the Information Sharing Environment, Office
of the Director of National Intel, where he authored and coordi-
nated the implementation of key components of the National Strat-
egy for Information Sharing.

Peter Edge, the Deputy Associate Director, Homeland Security
Investigations, Immigration and Customs Enforcement, Depart-
ment of Homeland Security, began his law enforcement career in
1986 in Essex County, New Jersey Prosecutor’s Office, prior to his
selection as a Special Agent was with the U.S. Customs Service in
Newark, New Jersey. In 2005, Mr. Edge was promoted to the posi-
tion of Assistant Special Agent in Charge of the SAC New York of-
fice where he lead high-profile investigative components such as
the El Dorado Task Force, the New York High Intensity Financial
Crime Area, JFK International Airport, and the Immigration Divi-
sion. Today he serves as the Deputy Associate Director of Home-
land Security Investigations for the U.S. Immigration And Customs
Enforcement.

Then we will hear from Mr. Richard Stana, we welcome him
back to the committee again, the Director of the Homeland Security
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and Justice, Government Accountability Office. During his 27-year
career with the GAO, he has directed reviews on a wide variety of
complex domestic and military issues while serving in head-
quarters, field, and overseas offices. Most recently he has directed
GAO’s work relating to immigration, customs law enforcement,
drug control corrections, court administration, and election system.

So you can see we have a very, very distinguished panel. We will
begin with Mr. Winkowski. The floor is yours, sir, for your pre-
pared testimony.

STATEMENT OF THOMAS WINKOWSKI, ASSISTANT COMMIS-
SIONER, OFFICE OF FIELD OPERATIONS, U.S. CUSTOMS AND
BORDER PROTECTION, DEPARTMENT OF HOMELAND SECU-
RITY

Mr. WINKOWSKI. Good morning, Chairwoman Miller, Ranking
Member Cuellar, and distinguished Members of the subcommittee.
Thank you for the opportunity to appear today to discuss CBP’s
visa security efforts.

Since its establishment in 2001, the National Targeting Center’s
priority mission has been to provide tactical targeting and analyt-
ical research support for CBP’s antiterrorism efforts. The NTC de-
velops tactical data and actual intelligence to prevent high-risk
travelers and goods from entering the United States.

Centralized NTC targeting endeavors combined with interagency
collaboration as well as robust partnerships with our foreign coun-
terparts ensure a coordinated response to terrorists in National se-
curity events.

CBP works in coordination and collaboration with a number of
Government agencies with broad authorities, robust capabilities,
and missions that are complimentary for other Nation’s security.
Each agency’s unique capability and resources leverage DHS’s lay-
ered risk management approach to safeguarding U.S. borders.

A few critical examples of this, Chairwoman Miller, the NTC co-
ordinates with the terrorist screening center to resolve every ter-
rorist screening database encounter. We work closely with the
State Department to enhance visa security. As a result, the State
Department has revoked more than 1,000 visas based on CBP’s
vetting results and recommendations.

ICE has collocated visa security personnel at the National Tar-
geting Center to augment and expand current operations. We are
collaborating with TSA in the private sector on an air cargo ad-
vanced screening pilot which was implemented following the Octo-
ber 2010 attempts by extremists to ship explosive devices in their
cargo shipments.

Additionally, CBP has information-sharing agreements with for-
eign partners, including Canada, the United Kingdom, New Zea-
land, and Australia.

On an average day CBP processes nearly 1 million travelers at
our ports of entry. The challenge faced by CBP each day is rapidly
and accurately identifying those individuals that pose a threat to
the United States and prevent their entry into the country. CBP
takes action at a number of points in the travel continuum.

In the area of visa and visa waiver program security, while the
State Department is responsible for visa issuance, CBP has
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partnered with the State Department to ensure the visa issuance
and travel process. In March 2010 we implemented a system that
vets all visas on a continuous basis.

Under the Visa Waiver Program and the Electronic System for
Travel Authorization, ESTA, we conduct enhanced vetting on Visa
Waiver Program applicants in advance of travel. As you recall, that
was a 9/11 Commission recommendation.

In the area of predeparture screening, CBP now conducts
predeparture screening of all travelers prior to boarding flights
bound for the United States. When the NTC identifies a high-risk
traveler through this process, we coordinate with our immigration
advisory program offices that are located in 8 airports around the
world or our regional carry liaison group which is located in three
areas in the United States, in Honolulu, JFK Airport, and Miami
International Airport, to resolve the issues or recommend to the
carrier that a traveler not be boarded.

Now as a result of these efforts 100 percent of travelers on all
flights arriving at and departing from the United States are
checked against Government databases prior to boarding a flight.
In fiscal year 2011, CBP made more than 2,000 no-board rec-
ommendations to carriers. In the area of outbound in addition to
predeparture screening of inbound travelers, we have also en-
hanced our outbound screening efforts. As a result CBP has notable
success in identifying and preventing the departure of the Time
Square bomber in May 2010 as well as a suspected serial Kkiller
that was departing Atlanta airport in August 2010.

In closing, CBP is continuing proactively looking for solutions to
threats to the homeland identified by operationalizing intelligence
through real-time targeting, officer screening, and data sharing.
Partnering with our agencies and nations, effectively extending our
borders and exchanging information, makes this a truly global fight
again terror.

Our future state should include additional screening processes
and methods to make this protection a greater reality so the Amer-
ican public remains safe. Chairwoman Miller, Ranking Member
Cuellar, and Members of the subcommittee thank you for the op-
portunity to testify. I look forward to answering your questions.

[The statement of Mr. Winkowski follows:]

PREPARED STATEMENT OF THOMAS WINKOWSKI

SEPTEMBER 13, 2011

Chairwoman Miller, Ranking Member Cuellar, and distinguished Members of the
subcommittee, thank you for the opportunity to appear today to discuss the good
work of U.S. Customs and Border Protection (CBP) related to ensuring and enforc-
ing security measures implemented since the attacks of September 11, 2001. I ap-
preciate the committee’s leadership and your commitment to helping ensure the se-
curity of the American people.

CBP’S ROLE IN MULTIPLE LAYERS OF DEFENSE

CBP and, more broadly, Department of Homeland Security (DHS) continually re-
fine our risk-based and layered approach to security, focusing our resources on the
greatest vulnerabilities, extending our borders outward, and interdicting threats be-
fore they reach the United States. DHS, in cooperation with our interagency and
foreign partners, is now screening people and goods earlier in the travel process.
With more advanced and better quality data than ever before, we now employ an
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extensive network of research and analysis well before a traveler applies for admis-
sion at a U.S. port of entry.

Depending on the traveler’s point of origin and travel and entry document re-
quirements, the screening process can begin in a number of ways: With the applica-
tion for a visa, application for electronic travel authorization, purchase of an airline
ticket, or arrival at a foreign airport or domestic port of entry. At each step along
the way, CBP, in cooperation with other Government agencies and commercial car-
riers, reviews information about the traveler, including their documents, their ef-
fects, and/or their responses to questions, prior to arrival at a U.S. port of entry.
Several Federal agencies are responsible for different aspects of our aviation secu-
rity, while other countries and the private sector—particularly the air carriers—also
have important roles to play. These multiple layers of defense across departments
and agencies secure the aviation sector and ensure the safety of the traveling public.

The foiled plot to bring liquid explosives onboard U.S.-bound flights from the
United Kingdom in 2006, the attempted bombing of Northwest Flight 253 on De-
cember 25, 2009, the failed Times Square bombing in May 2010, and the attempts
to mail explosive devices within printer cartridges from Yemen in October 2010 are
all powerful illustrations that terrorists continue to try to overcome security meas-
ures we have enacted since September 11, 2001.

CBP continually evaluates and supplements existing security measures with addi-
tional enhancements to strengthen our ability to identify and prevent the inter-
national travel of mala fide travelers and cargo. The success of these additional se-
curity measures depends in great part on our ability to gather, share, and respond
to information in a timely manner—using both strategic intelligence to identify ex-
isting and emerging threat streams, and tactical intelligence to perform link anal-
ysis and targeted responses.

CBP and Intelligence

As part of our efforts to screen passengers bound for the United States, CBP uses
the U.S. Government’s consolidated terrorist watch list, specifically, the Terrorist
Screening Database (TSDB), managed by the Terrorist Screening Center. In addi-
tion, we use additional relevant information from the intelligence community to de-
termine whether someone may be a risk to a flight, requires further screening and
investigation, should not be admitted, or should be referred to appropriate law en-
forcement personnel.

Further, CBP’s Office of Intelligence and Investigative Liaison (OIIL), which
serves as the situational awareness hub for CBP, provides timely and relevant infor-
mation along with actionable intelligence to operators and decision-makers and im-
proving coordination of CBP-wide operations. Through prioritization and mitigation
of emerging threats, risks, and vulnerabilities, OIIL helps CBP to better function
as an intelligence-driven operational organization and turns numerous data points
and intelligence into actionable information for CBP officers and analysts.

National Targeting Center

The National Targeting Center (NTC) is another key tool for DHS in analyzing,
assessing, and making determinations based on the TSDB and other intelligence in-
formation. The NTC is a 24/7 operation, established to provide tactical targeting in-
formation aimed at interdicting terrorists, criminal actors, and contraband at the
earliest point. CBP’s Automated Targeting System (ATS) is a decision-support tool
crucial to the operation of the NTC and is a primary platform used by DHS to
match travelers, conveyances, and shipments against law enforcement information
and known patterns of illicit activity.

Safeguards for Visas and Travel

One of the initial layers of defense in securing air travel is preventing dangerous
persons from obtaining visas, travel authorizations, and boarding passes. Before
boarding a flight destined for the United States or arriving at a U.S. port of entry,
most foreign nationals need to obtain a visa—issued by a U.S. embassy or con-
sulate—or, if they are eligible to travel under the Visa Waiver Program (VWP), they
must apply for a travel authorization issued through the Electronic System for Trav-
el Authorization (ESTA).1

The Department of State (DOS) is responsible for visa issuance. DOS also screens
all visa applicants’ biographic data against the DOS Consular Lookout and Support
System, which includes entries that alert consular officers to the existence of TSDB

1Exceptions would be citizens of countries under other visa exempt authority, such as Can-
ada. Citizens of countries under visa exempt authority entering the U.S. via air are subjected
to CBP’s screening and inspection processes prior to departure. In the land environment, they
are subjected to CBP processing upon arrival at a U.S. port of entry.
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files, for records related to potential visa ineligibilities and checks their biometric
data (i.e., fingerprints and facial images) against other U.S. Government databases
for records indicating potential security, criminal, and immigration violations prior
to the issuance of the visa. For individuals traveling under the VWP, CBP operates
ESTA, a web-based system through which individuals must apply for travel author-
ization prior to traveling to the United States. Through ESTA, CBP conducts en-
hanced vetting of VWP applicants in advance of travel to the United States in order
to assess whether they could pose a risk to the United States or the public at large.
Additionally, through interactive communications with CBP, air carriers are re-
quired to verify that VWP travelers have a valid authorization before boarding an
aircraft bound for the United States.

Pre-departure Vetting

CBP can also gather information and assess risk at the point of travel booking.
CBP conducts pre-departure and outbound screening for all international flights ar-
riving into and departing from the United States. This works in concert with the
Transportation Security Administration’s Secure Flight program, which vets 100
percent of passengers flying to, from, and within the United States against the No
Fly and Selectee portions of the known or suspected terrorist watch list, or TSDB.
The NTC uses a variety of data sources and automated enforcement tools to perform
its function. The process starts when a traveler purchases a ticket for travel to the
United States; a Passenger Name Record (PNR) may be generated in the airline’s
reservation system. PNR data contains various elements, including information on
itinerary, co-travelers, changes to the reservation, and payment information. CBP
receives PNR data from the airline at various intervals beginning 72 hours prior to
departure and concluding at the scheduled departure time.

CBP uses the Automated Targeting System (ATS) to then evaluate the PNR data
against “targeting rules” that are based on law enforcement data, intelligence infor-
mation, and past case experience. ATS allows CBP to identify and interdict trav-
elers with potential nexus to transnational crime, including terrorism, narcotics
trafficking, and human smuggling.

The traveler’s check-in provides the next opportunity in the travel process for
CBP to gather information and assess risk. On the day of departure, when an indi-
vidual checks in for his or her intended flight, the basic biographic information from
the individual’s passport is collected by the air carrier and submitted to CBP’s Ad-
vance Passenger Information System (APIS). Carriers are required to verify the
APIS against the traveler’'s government-issued travel document and provide the
data to DHS at least 30 minutes before departure, or up to the time of securing
the doors if using APIS Quick Query, for all passengers and crew on board.2 APIS
data contains important identifying information that is not included in PNR data,
including verified identity and travel document information such as a traveler’s date
of birth, citizenship, and travel document number. DHS vets APIS information on
all international flights to and from the United States against the TSDB, as well
as against criminal history information, records of lost or stolen passports, public
health records, and prior immigration or customs violations and visa refusals. APIS
is also connected to Interpol’s lost and stolen travel document database for routine
queries on all foreign passports used for check-in.

Another layer in the vetting process is the Immigration Advisory Program (IAP),
which stations CBP officers at eight foreign airports in six countries in coordination
with the host foreign governments. Officers are deployed to these key transit hubs
and work with border control authorities, foreign law enforcement agencies, and air
carriers to identify known or suspected terrorists and other high-risk travelers and
assist in preventing them from boarding aircraft destined for the United States.
CBP officials at the NTC support IAP by screening all travelers against the TSDB,
including the subset No Fly list, ESTA denials, visa revocations, public health look-
outs, lost and stolen passport records, and all State Department records for persons
identified as actually, or likely, having engaged in terrorist activity. At IAP loca-
tions, CBP officers can make “no board” recommendations to carriers and host gov-
ernments regarding passengers bound for the United States who may constitute se-
curity risks, but officers do not have the authority to arrest, detain, search, or pre-
vent passengers from boarding planes. Those authorities lie with the host govern-
ment.

After the attempted bombing on December 25, 2009, CBP expanded on the NTC’s
IAP pre-departure screening efforts to include screening at all foreign airports with
direct flights departing to the United States to identify and assess risks prior to

2 APIS is the electronic data interchange for air carrier transmissions of electronic passenger,
crew member, and non-crew member manifest data.
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travel and prevent the boarding of high-risk travelers. When pre-departure screen-
ing identifies a potential high-risk traveler, the NTC confirms the information
through vetting procedures, and then coordinates the issuance of “no board” rec-
ommendations to carriers via the nearest ICE or CBP Attaché, Air Carrier Security
Office, and the CBP Regional Carrier Liaison Group. Now, as a result of these ef-
forts, 100 percent of travelers on all flights arriving at and departing from the
United States are checked against Government databases prior to boarding a flight.
During fiscal year 2011 to date, pre-departure screening by the NTC has kept more
than 2,000 high-risk or otherwise inadmissible travelers from boarding flights des-
tined for the United States.

In March 2010, the NTC implemented a new program to conduct continuous vet-
ting of U.S. nonimmigrant visas that have been recently issued, revoked, and/or de-
nied. The continuous vetting ensures that changes in a traveler’s visa status are
identified in near real-time, allowing CBP to immediately determine whether to pro-
vide a “no board” recommendation to a carrier or recommend that DOS revoke the
visa, or whether additional notification should take place for individuals determined
to be within the United States. If a violation is discovered, and the person is sched-
uled to travel to the United States, CBP will request that DOS revoke the visa and
recommend that the airline not board the passenger. If no imminent travel is identi-
fied, and derogatory information exists that would render a subject inadmissible,
CBP will coordinate with DOS for a prudential visa revocation. If the subject of an
existing visa revocation initiated by the DOS or recommended by CBP is found to
be in the United States, CBP will notify the ICE Counterterrorism and Criminal
Exploitation Enforcement Unit for further action as appropriate.

Additionally, ICE has co-located Visa Security Program (VSP) personnel at the
NTC to augment and expand current operations. ICE special agents and intelligence
analysts conduct thorough analysis and in-depth investigations of high-risk visa ap-
plicants. The focus of the VSP and NTC are complementary: The VSP is focused on
identifying terrorists and criminal suspects and preventing them from exploiting the
visa process and reaching the United States, while the NTC provides tactical tar-
geting and analytical research in support of preventing terrorist and terrorist weap-
ons from entering the United States. The co-location of VSP personnel at the NTC
has helped increase both communication and information sharing.

Vetting While En Route to the United States and Upon Arrival

While flights are en route to the United States, CBP continues to evaluate the
updated APIS and PNR information submitted by the airlines. Based on the infor-
mation garnered during the in-flight analysis, as well as the CBP officer’s observa-
tions at the port of entry, a determination is made as to whether the traveler should
be admitted to the United States following primary inspection or referred for a sec-
ondary inspection.

CONCLUSION

As this committee no doubt knows, we live in a world of ever-evolving risks, and
we must move as deftly as possible to identify and fix security gaps and to antici-
pate future vulnerabilities. CBP will continue to work with our colleagues within
DHS, and with DOS, and the intelligence community to address these challenges.

Chairwoman Miller, Ranking Member Cuellar, and Members of the subcommittee,
thank you for this opportunity to testify. I look forward to answering your questions.

Mrs. MILLER. Thank you very much. The Chairwoman now rec-
ognizes Mr. Ramotowski for his comments and his testimony.

STATEMENT OF EDWARD J. RAMOTOWSKI, DEPUTY ASSIST-
ANT SECRETARY, ACTING, BUREAU OF CONSULAR AFFAIRS,
U.S. DEPARTMENT OF STATE

Mr. RAMOTOWSKI. Good morning, Madam Chairwoman, Ranking
Member Cuellar, and distinguished Members of the subcommittee.
As a 25-year veteran of the United States Foreign Service, it is an
honor to testify before you just 2 days after our Nation marked
such a somber event, the 10-year anniversary of the 9/11 attacks.
My colleagues and I in the Foreign Service in the State Depart-
ment will never forget that day, and we are fully determined to en-
sure that such a tragedy does not occur again.
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My focus today is on how the Department of State reformed the
visa process in the 10 years since 9/11 to eliminate loopholes for
terrorists to exploit our system, as well as additional measures the
Department undertook in response to the December 25, 2009 at-
tempted airline bombing.

Today visa processing rests on a multi-layered approach to secu-
rity, what we refer to as the five pillars, technological advances, bi-
ometric innovations, personal interviews, interagency data sharing,
and intensive training. All of these pillars supported the Depart-
ment’s response to the Christmas day incident and we are contin-
ually refining and improving them to deal with constantly evolving
threat.

Among the key measures taken, we improved our visa Viper ter-
rorist information reporting program, by directing all chiefs of mis-
sion to ensure that it was working effectively at all their posts and
instructing consular officers to include complete information about
the U.S. visa status of any individuals included in Viper reporting.

As a second critical step, we issued new instructions to officers
on visa revocation procedures, and we enforced standing guidance
on their discretionary authority to deny visas under Section 214(b)
of the Immigration and Nationality Act with specific reference to
cases that raise security and other serious concerns.

We also created a dedicated revocation unit in Washington that
is focused exclusively on ensuring that any derogatory information
on a U.S. visa holder is rapidly evaluated and acted upon.

As another step, we improved the capability of consular systems
to match visa records against new and emerging derogatory infor-
mation, to support the revocation process in appropriate cases. We
employ sophisticated name searching algorithms to ensure matches
to derogatory information contained in the millions of records in
our lookout system. We use our authority to immediately revoke a
visa in circumstances where we believe there is an imminent
threat.

The continuous vetting of the database of issued visas by the De-
partment and our partner agencies helps ensure that new deroga-
tory information that arises after visa issuance is rapidly analyzed
for revocation purposes.

Let me briefly turn to the overall visa security and the five-pillar
system we have in place today. Before any visa is issued the appli-
cant’s fingerprints are screened against DHS and FBI databases.
We use facial recognition technology to screen visa applicants
against a watch list of photos obtained from the terrorist screening
center as well as visa applicant photos contained in our own con-
sular consolidated database.

Our new on-line visa application forms have the potential to pro-
vide consular and fraud prevention officers as well as our intel-
ligence and law enforcement partners the opportunity to analyze
data in advance of a visa interview, including the detection of po-
tential nonbiographic links to derogatory information. We have am-
bitious plans to screen more of this data with our partner agencies
to make the visa system even more secure.

We also invest heavily in our people. Each consular officer com-
pletes the basic consular course and receives continuing advanced
education in interviewing and name-checking techniques through-
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out his or her career. Language fluency and area and culture
knowledge are other important skill sets that consular officers use
daily to improve the adjudication of visas.

We work closely with our partners to ensure that no terrorist re-
ceives a visa or is admitted into our country. Our vast database of
visa information is fully available to other agencies and we have
specifically designed our systems to facilitate comprehensive data
sharing. In return we have unprecedented levels of cooperation
with law enforcement and intelligence agencies and benefit from
their capabilities and resources in ways that were not possible at
the time of 9/11 or even on Christmas day 2009.

Distinguished Members of the committee, our current layered ap-
proach to border security screening in which each agency applies
its particular strengths and expertise best serves our border secu-
rity agenda while furthering traditional U.S. interest in legitimate
travel, trade promotion, and exchange of ideas. The United States
must meet both goals to guarantee our long-term security.

Thank you and I welcome your questions.

[The statement of Mr. Ramotowski follows:]

PREPARED STATEMENT OF EDWARD J. RAMOTOWSKI

SEPTEMBER 13, 2011

Good afternoon Madame Chairwoman Miller, Ranking Member Cuellar, and dis-
tinguished Members of the committee. I thank you for this opportunity to update
you on the steps we have taken to increase the security of the visa process.

The Department of State (the “Department”) is dedicated to the protection of our
borders, and has no higher priority than the safety of our fellow citizens. We are
the first line of defense in border security because the Department is often the first
Government agency to have contact with foreign nationals wishing to visit the
United States. We are committed, along with our partner agencies, to a layered ap-
proach to border security that will enable the U.S. Government to track and review
the visa eligibility and status of foreign visitors from their visa applications
throughout their travel to, sojourn in, and departure from, the United States.

CORRECTIVE ACTIONS IMPLEMENTED AFTER DECEMBER 25, 2009

After the December 25, 2009 attempted terrorist attack on Northwest flight 253,
the President ordered corrective steps to address identified weaknesses in the sys-
tems and procedures we use to protect the people of the United States. In the
months following the attack, we reviewed our requirements for reporting potential
terrorists who are not applying for visas, which fall under our “Visas Viper” pro-
gram, as well as visa issuance and revocation criteria, and we introduced techno-
logical and procedural enhancements to facilitate and strengthen visa-related busi-
ness processes.

Our immediate focus was on the deficiencies identified following the attempted at-
tack on flight 253 by Umar Farouk Abdulmutallab. On the day following his father’s
November 2009 visit to the U.S. Embassy in Abuja, Nigeria, the Embassy sent a
Visas Viper cable to the Department and the Washington intelligence and law en-
forcement community, stating that Abdulmutallab may be involved with Yemeni-
based extremists. In sending the cable and checking State Department records to
determine whether Abdulmutallab had a visa, Embassy officials misspelled his
name, and as a result of that misspelling, information about previous visas issued
to him, and the fact that he held a valid U.S. visa, was not included in the cable.

At the same time, the Consular Section entered Abdulmutallab’s name into the
Consular Lookout and Support System (CLASS), our on-line database of lookout in-
formation. This correctly spelled CLASS lookout was shared automatically with the
primary lookout system used by the Department of Homeland Security (DHS) and
accessible to other agencies. On the basis of this CLASS entry, DHS’s U.S. Customs
and Border Protection (CBP) determined, after the flight departed Amsterdam, that
Abdulmutallab warranted secondary screening upon arrival in Detroit. Additional
reporting on this case carried the correct spelling, with additional reports reaching
the necessary agencies in Washington.
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To address the deficiencies identified in that review, including our concerns with
the Visas Viper process, we took immediate action to improve the procedures and
content requirements for Visas Viper cable reporting. We directed all Chiefs of Mis-
sion to ensure that the Visas Viper program functioned effectively at their posts,
and that all appropriate agencies and offices at post contributed relevant informa-
tion for Viper nominations. We instructed consular officers to include complete infor-
mation about all previous and current U.S. visas in Visas Viper cables. The guid-
ance cable included specific instructions on methods to comprehensively and inten-
sively search the database of visa records so that all pertinent information is ob-
tained. We also issued new instructions to officers regarding procedures and criteria
used to revoke visas and reiterated guidance on consular officers’ use of the discre-
tionary authority to deny visas under section 214(b) of the Immigration and Nation-
ality Act (INA), with specific reference to cases that raise security and other con-
cerns. Instruction in appropriate use of this authority has been a fundamental part
of officer training for several years.

In addition to changes in standard procedures for searching visa records, we im-
mediately began working to refine the capability of our current systems, with a par-
ticular focus on matching records of currently valid visas against new and emerging
derogatory information, to support visa revocation in appropriate cases. For visa ap-
plications, we employ strong, sophisticated name-searching algorithms to ensure
matches between names of visa applicants and any derogatory information con-
tained in the 42 million records found in CLASS. This robust searching capability,
which takes into account variations in spelling, has been central to our procedures
since automated lookout system checks were mandated following the 1993 World
Trade Center bombing. We constantly use our significant and evolving experience
with searching mechanisms for derogatory information to improve the systems for
checking our visa issuance records.

CLASS has grown more than 400 percent since 2001—largely as a result of im-
proved data sharing among the Department, Federal law enforcement agencies, and
the intelligence community. Almost 70 percent of CLASS records come from other
agencies, including information from the FBI, DHS, DEA, and the intelligence com-
munity. CLASS also includes unclassified records regarding known or suspected ter-
rorists (KSTs) from the Terrorist Screening Database, which is maintained by the
Terrorist Screening Center (TSC) and contains unclassified data on KSTs nominated
by all U.S. Government sources. We automatically run all applicants’ names against
the Department’s Consular Consolidated Database (CCD), which holds our historical
visa records, as part of our on-going commitment to optimizing the use of our sys-
tems to detect and respond to derogatory information regarding visa applicants and
visa holders. A system-specific version of the automated CLASS search algorithm
runs the names of all visa applicants against the CCD to check for any prior visa
applications, refusals, or issuances.

The Department has been continuously matching new threat information with our
records of existing visas since 2002. We have long recognized this function as critical
to the way we manage our records and processes. This system of continual vetting
evolved as post-9/11 reforms were instituted, and is now performed in cooperation
with the TSC. All records added to the Terrorist Screening Database are checked
against the CCD to determine if there are matching visa records. Matches are sent
electronically from the Department to TSC, where analysts review the hits and flag
cases for possible visa revocation. In addition, we have widely disseminated our data
to other agencies that may wish to learn whether a subject of interest has a U.S.
visa.

Cases for revocation consideration are forwarded to the Department by our con-
sular offices overseas, CBP’s National Targeting Center (NTC), and other entities.
As soon as information is established to support a revocation (i.e., information that
could lead to an inadmissibility determination), a “VRVK” entry code showing the
visa revocation is added to CLASS, as well as to biometric identity systems, and
then shared in near-real time (within about 15 minutes) with the DHS lookout sys-
tems used for border screening. As part of its enhanced “Pre-Departure” initiative,
CBP uses these VRVK records, among other lookout codes, to recommend that air-
lines should not board certain passengers on flights bound for the United States.
Almost every day, we receive requests to review and, if warranted, revoke any out-
standing visas for aliens for whom new derogatory information has been discovered
since the visa was issued. Our Operations Center is staffed 24 hours a day, 7 days
a week, to address urgent requests, such as when a potentially dangerous person
is about to board a plane. In those circumstances, the State Department can and
does use its authority to revoke the visa, and thus prevent boarding.

The Department has broad and flexible authority to revoke visas and we use that
authority widely to protect our borders. Since 2001, the Department has revoked ap-
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proximately 60,000 visas for a variety of reasons, including nearly 5,000 for sus-
pected links to terrorism; 1,451 of those occurring since the attempted attack on De-
cember 25, 2009. Following that incident, we reviewed the last 10 years of Visas
Viper nominations, as well as “P3B” entries (potentially ineligible for a visa due to
suspected ties to terrorism) in CLASS to determine whether Visas Viper subjects
were properly watch listed, and to determine the visa status of all P3B subjects. The
Department’s Visa Office completed a review of all 2001-2010 data and revoked 30
visas.

Most revocations are based on new information that has come to light after visa
issuance. Because individuals’ circumstances change over time, and people who once
posed no threat to the United States can become threats, revocation is an important
tool. We use our authority to revoke a visa immediately in circumstances where we
believe there is an immediate threat. At the same time, we believe it is important
not to act unilaterally, but to coordinate expeditiously with our National security
partners in order to avoid possibly disrupting important investigations.

A MORE SECURE VISA APPLICATION PROCESS

The Department constantly refines and updates the technology that supports the
adjudication and production of U.S. visas. Under the Biometric Visa Program, before
a visa is issued, the visa applicant’s fingerprints are screened against DHS’s Auto-
mated Biometric Identification System (IDENT), which has a watch list containing
available fingerprints of terrorists, wanted persons, and immigration law violators;
and against the FBI's Integrated Automated Fingerprint Identification System
(IAFIS), which contains more than 50 million criminal history records. More than
10,000 matches of visa applicants with records on the IDENT watch list are re-
turned to posts every month, normally resulting in visa refusals. In 2010, IAFIS re-
turned more than 57,000 criminal arrest records to posts. The Biometric Visa Pro-
gram partners with the DHS US-VISIT Program to enable CBP officers at ports of
entry to match the fingerprints of persons entering the United States with the fin-
gerprints that were taken during visa interviews at overseas posts and transmitted
electronically to DHS IDENT. This biometric identity verification at ports of entry
has greatly enhanced CBP officers’ ability to identify photo-substituted visas and
the use of valid visas by imposters.

We also use facial recognition technology to screen visa applicants against a watch
list of photos of known and suspected terrorists obtained from the FBI's TSC, as
well as the entire gallery of visa applicant photos contained in our CCD. Facial rec-
ognition screening has proven to be another effective way to combat identity fraud.

The Consular Electronic Application Center (CEAC) is another major techno-
logical advance. CEAC is an electronic platform where applicants submit visa appli-
cations and photos via the internet, eliminating paperwork, decreasing visa applica-
tion and adjudication times, and reducing the number of forms applicants must com-
plete. The worldwide roll out of the on-line DS-160 nonimmigrant visa application
form is complete, and we are currently piloting the on-line DS-260 immigrant visa
application form. These new on-line forms provide consular and fraud officers the
opportunity to analyze data in advance of the interview, enhancing their ability to
make decisions, and soon will afford intelligence and law enforcement agencies op-
portunities to analyze visa application data before applicants appear for their inter-
views. The on-line forms offer foreign language support; however, applicants are re-
quired to answer in English, to facilitate information sharing between the Depart-
ment and other Government agencies. The new application forms are “smart,”
meaning that certain answers to questions will trigger subsequent questions. The
system will not accept applications if the security-related questions have not been
fully answered, and “irregular” answers are flagged to ensure that consular officers
address them in the interview.

In April 2011, we greatly enhanced the way we track visa fraud. We globally de-
ployed a tool called the Enterprise Case Assessment Service that provides a plat-
form to store fraud-related research that used to be stored outside of consular sys-
tems. This new tool associates fraud-related information with visa records, making
it available to consular officials around the world. Should fraud be confirmed during
the course of a visa interview, consular officers can record that data in this new tool,
where it can be easily referenced if the individual attempts to re-apply for a visa.
Future iterations of this tool will track fraud in other consular services, such as U.S.
passport applications, and will enable us to track the activities of third-party docu-
ment vendors and visa fixers. We hope soon to be able to share this new data source
with our U.S. Government partners to enhance interagency cooperation on fraud
prevention.
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STUDENT AND EXCHANGE VISITOR VISAS

I am aware that the Members of this committee have a keen interest in the proc-
essing of student and exchange visitor visas. Consular processing of these visa class-
es follows the same sequence of clearances as the other visa classifications, includ-
ing collection of biometrics and submission of the on-line DS-160 form. All CLASS
and other security checks apply.

In addition, in order for an applicant to demonstrate that he/she is qualified to
apply for a student or exchange visitor visa, the applicant must have been issued
specific documentation, in addition to what is required for other visas classes, and
present it to the consular officer at the time of interview. A student, for instance,
must have been issued a Form I-20A-B by the school he/she will attend in order
to apply for an F-1 student visa (or for dependants, an F-2 visa), or a Form I-20M—
N if the student has been accepted at a vocational school. In order to qualify for
an exchange visitor visa (J-1, dependent J-2), the applicant must present a Form
DS-2019 issued by the designated sponsor of one of the 15 categories of exchange
visitor programs.

Upon acceptance to the chosen educational institution or organization, the student
or exchange visitor is assigned a unique ID number in the Student and Exchange
Visitor Information System (SEVIS), a DHS database. The individual retains the
same number throughout his or her educational career.

For an applicant to be found eligible for an F, M, or J visa, the student must meet
the requirements specific to student or exchange visitor status (accepted at a school
authorized by DHS to issue the Form I-20, pursuing a degree or certificate with
sufficient finances, etc.) necessary to participate in the type of program chosen. In
addition, the student must demonstrate the intent to engage only in approved activi-
ties for the visa class, the ability to meet the financial requirements of the activity
undertaken, and demonstrate a present intent to depart the United States upon the
completion of the chosen activity.

TRAINING

Consular officers are trained to take all necessary steps during the course of mak-
ing a decision on a visa application to protect the United States and its citizens.
Every consular officer is required to complete the Department’s Basic Consular
Course at the National Foreign Affairs Training Center prior to performing consular
duties. The course places strong emphasis on border security, featuring in-depth
interviewing and name-checking technique training, as well as fraud prevention.
Throughout their careers, consular officers receive continuing education in all of
these disciplines to ensure they integrate the latest regulations and technologies
into their adjudicatory decisions.

To augment this training and strengthen the security of the visa program, in
early 2010 the Department launched a program to provide consular officers overseas
with enhanced security clearances. This allows them to participate more fully in
posts’ review of security issues that bear on the issuance of passports and visas, and
the protection of U.S. citizens traveling and living abroad. In the past few months,
a concerted push on this project resulted in the tripling of the number of highly-
cleared consular officers (to more than 150) in key positions at high-threat posts.
The Office of Counterintelligence and Consular Support, in the Bureau of Intel-
ligence and Research, has increased its efforts to identify relevant reporting for re-
view by those consular officers.

SECURITY ADVISORY OPINIONS

The Department’s Security Advisory Opinion (SAO) mechanism provides consular
officers with the necessary advice and background information to adjudicate cases
of visa applicants with possible terrorism ineligibilities. Consular officers receive ex-
tensive training on the SAO process, including modules on cultural and religious
naming conventions, which assists them in identifying applicants who require addi-
tional Washington vetting. The SAO process requires the consular officer to suspend
visa processing pending interagency review of the case and additional guidance.
Most SAOs are triggered by clear and objective circumstances, such as nationality,
place of birth, residence, or visa name check results. In addition, in cases where rea-
sonable grounds exist regardless of name check results, consular officers may sus-
pend visa processing and institute SAO procedures if they suspect that an applicant
may be inadmissible under the security provisions of the INA.
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THE VISA SECURITY PROGRAM

The Department of State believes that the Visa Security Program (VSP), under
which DHS deploys U.S. Immigration and Customs Enforcement (ICE) special
agents to conduct visa security screening and investigations at certain overseas con-
sular posts, is a valuable component of the U.S. Government’s overall policy of pro-
tecting our borders. We have a close and productive partnership with DHS, which
has authority for visa policy under section 428 of the Homeland Security Act, and
are fully supportive of the mission and future of the VSP, as well a number of data-
sharing arrangements.

The VSP increases the utility of the visa application and interview processes to
detect and combat terrorism, criminality, and other threats to the United States and
the traveling public. ICE special agents assigned to Visa Security Units provide
timely and valuable on-site vetting of visa applications and other law enforcement
support to our consular officers. We work very closely with DHS to ensure that no
terrorist receives a visa or is admitted into our country.

Reports from our posts with ICE visa security operations suggest that, as the VSP
has matured over the past few years, ICE special agents have, where resources per-
mit, moved beyond a singular focus on visa application review. They have been able
to contribute their expertise and resources to enhance our response to all kinds of
threats to the visa and immigration processes—terrorism, human smuggling and
trafficking, and trafficking in a wide variety of contraband. As reported by one of
our missions, “(i)n addition to their concerns with visa security, [ICE special agents’]
efforts have also led to arrests and indictments in the areas of child pornography
a}rlld countering the proliferation of controlled technology. This is a win-win partner-
ship.”

In Washington, we work very closely with our VSP colleagues on day-to-day issues
affecting the operations of the program, as well as longer-term issues related to the
expansion of the program to select overseas posts. VSP special agents in Wash-
ington review our visa databases and advise posts of emerging information about
visa holders. Another important aspect of our Washington partnership is the resolu-
tion of issues raised as the VSP expands to more posts. In January 2011, the De-
partment’s Bureaus of Consular Affairs (CA) and Diplomatic Security (DS) con-
cluded a Memorandum of Understanding (MOU) with ICE. This MOU governs VSP-
Department of State interactions within visa sections, procedures for resolving the
very few disputed visa cases that emerge from the VSP review process, and collabo-
ration between ICE special agents and their DS law enforcement colleagues as-
signed as Regional Security Officers (RSOs) or Assistant Regional Security Officer
Investigators (ARSO-Is) assigned to consular sections.

Under the umbrella of section 428 of the Homeland Security Act and the imple-
menting Memorandum of Understanding between the Departments of State and
Homeland Security, we work together to resolve cases. When warranted, DHS spe-
cial agents assigned to the VSP will conduct targeted, in-depth reviews of individual
visa applications and applicants prior to issuance, and recommend refusal or revoca-
tion of applications to consular officers. We work with DHS to ensure that terrorists
do not receive visas and to expeditiously revoke visas as appropriate.

The Department works collaboratively with DHS, pursuant to an October 2004
MOU between the Department and the VSP on the “Administrative Aspects of As-
signing Personnel Overseas,” and National Security Decision Directive 38 (NSDD-
38). This directive outlines factors to be considered by Chiefs of Mission when con-
sidering requests by a U.S. Government agency to create a new position at a post
abroad. NSDD-38 gives Chiefs of Mission responsibility for the size, composition,
and mandate of U.S. Government agency staff under his or her authority.

Currently, there are 19 visa-issuing posts in 15 countries with an ICE VSP pres-
ence. Before submitting an NSDD-38 request, ICE officials, with the support of sen-
ior State Department officers from CA and DS, conduct a post-specific, on-site as-
sessment. The visit provides an opportunity for the team to consult with officials
at post to validate the interagency assessment of the risk environment, determine
the feasibility and timing of establishing an office, and brief the Chief of Mission
on the role of the VSP.

LAYERED SECURITY AND DATA SHARING

The Department embraces a layered approach to security screening. In addition
to our support of the VSP, over the past 7 years the Department and DHS have
increased resources significantly, improved procedures, and upgraded systems de-
voted to supporting the visa function. DHS receives all of the information collected
by the Department during the visa process. DHS’s US-VISIT is often cited as a
model in data sharing because the applicant information we provide, including fin-
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gerprint data, is checked at ports of entry to confirm the identity of travelers. DHS
has broad access to our entire CCD, which contains more than 143 million records,
related to both immigrant and nonimmigrant visas, covering the last 13 years. A
menu of reports tailored to the specific needs of each particular unit is supplied to
elements within DHS such as ICE’s agents assigned to conduct visa security inves-
tigations overseas.

We make all of our visa information available to other U.S. Government agencies
for law enforcement and counterterrorism purposes, and we specifically designed our
systems to facilitate comprehensive data sharing with these entities. We give other
agencies immediate access to more than 13 years of visa data for these purposes,
and they use this access extensively. For example, in May 2011, over 23,000 officers
from DHS, the Department of Defense (DoD), the FBI, DOJ, and the Department
of Commerce submitted nearly 2 million queries on visa records in the course of con-
ducting law enforcement and/or counterterrorism investigations.

Working in concert with DHS, we have proactively expanded biometric screening
programs and integrated this expansion into existing overseas facilities. In partner-
ship with DHS and the FBI, we have established the largest biometric screening
program on the globe. We were a pioneer in the use of facial recognition techniques
and remain a leader in operational use of this technology. Currently, more than 146
million images are enrolled in our facial recognition database. In 2009, we expanded
use of facial recognition from a selected segment of visa applications to all visa ap-
plications, and we are now expanding our use of this technology to passport records.
We are testing use of iris recognition technology in visa screening, making use of
both identity and derogatory information collected by DOD. These efforts require in-
tense on-going cooperation from other agencies. We have successfully forged and
continue to foster partnerships that recognize the need to supply accurate and
speedy screening in a 24/7 global environment. As we implement process and policy
changes, we are always striving to add value in both border security and in oper-
ational results. Both dimensions are important in supporting the visa process.

In addition, every post that issues visas has a fraud prevention officer and locally
employed staff devoted specifically to fraud prevention and document security. We
have a large Fraud Prevention Programs office in Washington, which works closely
with DS, and we have fraud screening operations using sophisticated database
checks at both the Kentucky Consular Center in Williamsburg, Kentucky, and the
National Visa Center in Portsmouth, New Hampshire. Their role in flagging ques-
tionable applications and applicants who lack credibility, present fraudulent docu-
ments, or give us false information adds a valuable dimension to our visa process.

DS adds an important law enforcement element to the Department’s visa proce-
dures. There are currently 75 ARSO-I positions approved for 73 consular sections
overseas specifically devoted to maintaining the integrity of the process. In 2010, DS
approved 48 additional ARSO-I positions to work in consular sections overseas.
They are complemented by officers working domestically on both visa and passport
fraud criminal investigations and analysis. These highly-trained law enforcement
professionals add another dimension to our border security efforts.

The multi-agency team effort, based upon broadly-shared information, provides a
solid foundation for securing our borders. The interagency community continues to
automate processes to reduce the possibility of human error while at the same time
enhancing our border security screening capabilities.

We face an evolving threat of terrorism against the United States. The people and
the tools we use to address this threat must be sophisticated and agile and must
take into account the cultural and political environment in which threats arise. Our
officers must be well-trained, motivated, and knowledgeable. Information obtained
from these tools must be comprehensive and accurate. Our criteria for taking action
must be clear and coordinated. The team we use for this mission must be the best.
The Department has spent years developing the tools and personnel needed to prop-
erly execute the visa function overseas and remains fully committed to fulfilling its
essential role on the border security team.

TRAINING FOREIGN PASSPORT OFFICIALS

As part of our fraud prevention efforts, CA is working with the International Nar-
cotics and Law Enforcement Affairs (INL) Bureau through INL’s International Law
Enforcement Academy (ILEA) network to provide passport anti-fraud training to of-
ficials from foreign passport issuance agencies.

The first class was piloted September 7-9, 2011 in El Salvador, for officials from
various Central American countries. The training is designed to improve the integ-
rity of other countries’ passport issuance by helping them institute organizations,
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processes, and procedures for detecting fraudulent passport applications as part of
their adjudication and issuance processes.

We plan to offer this training in 2012 at the ILEAs in Botswana and again in
El Salvador.

FOREIGN PARTNER CAPACITY-BUILDING PROGRAMS

The Department regularly engages our foreign partners bilaterally, regionally,
and on a multilateral basis to address the issue of terrorist transit. This engage-
ment involves a range of activities, including the exchange of information in a vari-
ety of security channels, the execution of capacity-building programs on border and
document security, the provision of border screening programs like the Terrorist
Interdiction Program/Personal Identification Secure Comparison and Evaluation
System (TIP/PISCES), and regular consultations on broader issues. Our capacity-
building efforts are intended to foster regional cooperation and collaboration, wheth-
er through participation in organized regional groupings, such as the Trans-Sahara
Counterterrorism Partnership, which facilitate regional training and exercises, or
through assistance programs, such as the Regional Security Initiative (RSI), which
funds regional Counterterrorism (CT) training and cooperative efforts across all CT
priority regions.

The Department works in close coordination with the interagency community for
the development and implementation of the full range of CT programming, through
a range of fora. In addition to participation in regular National Security Council-
led meetings, we have established mechanisms, such as the aforementioned RSI,
which brings together our Embassy leadership with the full range of interagency
representatives to discuss key issues of regional concern. This is replicated at the
working level through the Regional Interagency Consultative Group. In North Afri-
ca, as already noted, we also have the Trans-Sahara Counterterrorism Partnership,
through which State, DoD, and USAID cooperate and coordinate efforts to strength-
en the counterterrorism capacity of our regional partners. The success of this ap-
proach has led to consideration of a similar construct for other regions. In addition
to coordination through formal structures, we cooperate informally on a regular
basis with the Departments of Defense, Justice, Homeland Security, and the Treas-
ury on our counterterrorism efforts across the board.

U.S. GOVERNMENT EFFORTS TO STOP TERRORIST TRAVEL

The U.S. Government has many programs designed to thwart terrorist travel
around the world. Many portions of the U.S. Government play a critical role in stop-
ping terrorist travel—DHS and its components, DoD, the law enforcement and intel-
ligence communities, and State Department consular officers.

U.S. passports and visas contain sophisticated security features that make them
very difficult to forge. The electronic chips in our passports and the machine read-
able lines on our visas employ some of the most sophisticated technical security
measures available. State Department consular officers work with our partners from
CBP and ICE to train foreign border and airline personnel in the detection of fraud-
ulent travel documents. The Department’s Office of the Coordinator for Counterter-
rorism (S/CT) also helps foreign partners at risk for terrorist activity to establish
their own computerized stop-list systems via the TIP/PISCES program.

In the additionally critical areas of international travel document security and
interoperability, we have intensified our work. With passport-issuing authorities of
International Civil Aviation Organization (ICAO) member States around the globe,
we have striven to ensure that, as with the U.S. ePassport, other issuing authorities
meet internationally established standards for security and interoperability. This
has included the cooperative and growing use of the Public Key Directory (PKD),
which is centrally managed and overseen by a board of actively participating ICAO
member states. The PKD is a directory used by a receiving state to verify the digital
signature used by a travel document’s issuing authority, thereby authenticating the
passport in real time.

The ePassports, which we have been issuing since December 2005, introduce a
new class of security feature to identity documents: A digital signature. The valida-
tion of a signature guarantees that the chip contents, which include the facial
image, are genuine and belong to the physical document. Only on this basis can it
be proven that a specific ePassport was issued to the person that claims to be the
rightful owner. The ICAO PKD is integral to the effort to have an efficient and com-
monly-accepted means of sharing and updating digital signatures (public keys) used
by the world’s ePassport-issuing authorities.

Where validation using the ICAO PKD occurs during travel, whether at points of
embarkation, transit, or upon entry, it provides much greater levels of assurance
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than are currently possible with traditional machine-readable travel documents.
Border inspectors will be better able to identify inadequately documented travelers.
Border inspectors worldwide can, in effect, assist the issuing authority in enhancing
the integrity of all ePassports.

The benefits of the ICAO PKD increase exponentially as the number of States
participating, and the number of ePassports in circulation, increase. Participating
States and entities stand to benefit most, because their participation in the ICAO
PKD maximizes global coverage of validation of their travel documents.

Electronically reading the PKI adds a third level of security for biometric pass-
ports, joining visual/tactile and laboratory features of the document, and scanner
reading of the biometric content. This combination of features constitutes a tool bag
for CBP officers to use in verifying the authenticity of the person and his/her pass-
port when entering the United States.

The U.S. Government’s advanced information-sharing initiatives ensure that we
and our international partners are in constant contact regarding the threat of ter-
rorist travel. CBP’s use of Advance Passenger Information (API) and Passenger
Name Record (PNR) data are valuable tools in detecting travel patterns and co-trav-
elers of terrorist suspects. The U.S. Government’s agreements with foreign partners
under Homeland Security Presidential Directive (HSPD) 6 allow us to share ter-
rorist screening information with trusted partners, in order to interdict known and
suspected terrorists.

We also have entered into arrangements for the sharing of visa information with
foreign governments, consistent with the requirements of section 222(f) of the INA.
Since 2003, there have been arrangements in place with Canada for such sharing
under certain circumstances. With DHS, the Department is participating in a pilot
program, through the Five Country Conference (United States, Australia, Canada,
New Zealand, and the United Kingdom) for identification of travelers based on bio-
metric matching in some individual cases. We are in negotiation with the govern-
ments of Canada and the United Kingdom for agreements that would provide a
legal basis for us to implement arrangements for the automated sharing of visa re-
fusal data and for systematic confirmation of an applicant’s identity through biomet-
ric matching. These arrangements would be limited to information regarding nation-
als of third countries. We expect both agreements to be completed this year, and
similar agreements with Australia and New Zealand in 2012.

The Department plays a key role in all of these international initiatives. With our
partners at the TSC, we negotiate the HSPD—6 agreements overseas. We are a close
partner with DHS in API and PNR discussions overseas, in particular with respect
to the current talks with the European Union on PNR. Together, all of these pro-
grams are helping achieve the goal of constraining terrorist mobility. This is our ob-
ligation to the American people.

CONCLUSION

We believe that U.S. interests in legitimate travel, trade promotion, and edu-
cational exchange are not in conflict with our border security agenda and, in fact,
further that agenda in the long term. Our long-term interests are served by con-
tinuing the flow of commerce and ideas that are the foundations of prosperity and
security. Acquainting people with American culture and perspectives remains the
surest way to reduce misperceptions about the United States. Fostering academic
and professional exchanges keeps our universities and research institutions at the
forefront of scientific and technological change. We believe the United States must
meet both goals to guarantee our long-term security.

Our global presence, foreign policy mission, and personnel structure give us sin-
gular advantages in executing the visa function throughout the world. Our authori-
ties and responsibilities enable us to provide a global perspective to the visa process
and its impact on U.S. National interests. The issuance and refusal of visas has a
direct impact on our foreign relations. Visa policy quickly can become a significant
bilateral problem that harms broader U.S. interests if handled without consider-
ation for foreign policy equities. The conduct of U.S. visa policy has a direct and
significant impact on the treatment of U.S. citizens abroad. The Department of
State is in a position to anticipate and weigh all those factors, while ensuring border
security as our first priority.

The Department has developed and implemented an intensive visa application
and screening process requiring personal interviews, employing analytic interview
techniques, incorporating multiple biographic and biometric checks, all supported by
a sophisticated global information technology network. We have visa offices in vir-
tually every country of the world, staffed by consular officers drawn from the De-
partment’s professional, mobile, and multilingual cadre of Foreign Service Officers.
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These officials are dedicated to a career of worldwide service, and provide the cul-

tural awareness, knowledge, and objectivity to ensure that the visa function remains

the frontline of border security. Each officer’s experience and individual skill set are

enhanced by an overall understanding of the political, legal, economic, and cultural

development of foreign countries in a way that gives the Department of State a spe-

cial expertise over matters directly relevant to the full range of visa ineligibilities.
This concludes my testimony today. I will be pleased to take your questions.

Mrs. MILLER. Thank you very much. The Chairwoman now rec-
ognizes Mr. Cohen for his testimony.

STATEMENT OF JOHN D. COHEN, DEPUTY COUNTERTER-
RORISM COORDINATOR, DEPARTMENT OF HOMELAND SE-
CURITY

Mr. CoHEN. Thank you, Chairwoman Miller, Ranking Member
Cuellar, Mr. Thompson, Members of the subcommittee. Thank you
for the opportunity to be here today to discuss efforts to prevent
terrorists from exploiting our visa system. As you have heard and
as you pointed out yourself, through a combination of expanded
and recurrent vetting of visa applicants, visa holders, as well as
improved capabilities that I will describe in just a bit of vetting po-
tential overstays, the ability of terrorists to exploit our visa sys-
tems has been greatly diminished.

Over the past 3 years Secretary Napolitano has made it a top
priority for the Department through ICE, the efforts of ICE and
CBP and US-VISIT, and our headquarters elements to improve our
ability to vet prior to departure those traveling to the United
States on visa or waiver country. We have made significant
progress in leveraging the vast holdings of the intelligence commu-
nity, the law enforcement community, and improve the information
sharing and operational coordination between law enforcement, in-
:cielligence community, and those responsible for protecting our bor-

ers.

Today what I am about to describe is the next step in that proc-
ess, because we have embarked on an effort to automate data que-
ries that in the past were carried out through manual database
checks. This is important because in many respects a big part of
the problem and one of the main reasons that we had what were
commonly referred to as backlog was because of the time-con-
suming nature that these database queries required. By inter-
linking immigration, National security, and law enforcement infor-
mation systems, and better using intelligence-driven targeting ca-
pabilities such as those used at the National Targeting Center and
through the automated targeting system, we have and will con-
tinue to bring greater efficiencies to this process, and this will
allow for more effective use of personnel involved in investigations
and analysis.

You referred to earlier, Madam Chairwoman, to the 1.2—750,000
records that had been unvetted. We began with 1.6 million records
and through an initiative began earlier this year that involved
CBP, ICE, US-VISIT, NCTC, and others we were able to eliminate
from that 1.6 million records approximately 800,000 records that
we were able to determine had actually departed the country or
had changed their immigration status.

That left approximately 839,000 records that we were then able
to vet through the holdings of the NTC and leveraging CBP’s tech-
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nical capabilities through a variety of law enforcement databases.
Each one of those 839,000 records has been vetted from a National
security and public safety perspective. Let me repeat that, the en-
tire set of records in that 839,000 data set has been vetted from
the National security and public safety perspective. Through this
process, this automated and manual process, we have been able to
provide to ICE, CTCEU, and ICE investigations several thousand
additional leads which they have fully vetted, fully investigated
and are in the process of completing their investigative processes.
This was a significant milestone. We learned from that effort that
we could do more to automate the process. Over the next 6 to 12
months you will see a number of improvements. We will further en-
hance our ability to prevent an onerous, suspected terrorist from
exploiting the visa system or visa waiver program because we will
be bringing automated processes to our ability to determine the lo-
cation and the immigration status. We are seeking to eliminate to
the greatest degree possible all of those manual database checks
that are carried out in this country, that are carried out by visa
security agents abroad. We will improve US-VISIT’s ability to de-
termine whether a person is in overstay status and quickly identify
and forward to ICE investigators overstays are of a National secu-
rity or public safety concern.

We will incorporate and enhance vetting capability that aggre-
gates information for multiple systems into a unified electronic dos-
sier, reducing the need for US-VISIT researchers and ICE agents
to review multiple systems. We will be able to provide Congress
country-by-country data on percentages of nationals who have over-
stayed their period of admission. We will establish a more com-
plete, enhanced biographic exit system which includes expanded
use of biometric data collected and retained in law enforcement im-
migration and DOD systems.

In addition to providing enhanced biographic exit capability, we
will have established the foundation for a biometric exit capability.
As resources become available and biometric collection technology
continues to mature in the coming years, we will integrate those
advances into this biographic exit foundation.

We are looking to leverage, as I pointed out, the same architec-
ture into the visa protection program, allowing ICE to bring ana-
Iytic responsibilities back home here to the United States, thereby
allowing agents abroad to be more focused on investigative activi-
ties.

I appreciate again the opportunity to be here today, and I look
forward to answering any questions. Thank you.

[The statement of Mr. Cohen follows:]

PREPARED STATEMENT OF JOHN D. COHEN

SEPTEMBER 13, 2011
INTRODUCTION

Chairwoman Miller, Ranking Member Cuellar, and distinguished Members, I am
pleased to appear before you to outline the efforts of the Department of Homeland
Security (DHS) to both prevent terrorists from entering the United States and en-
sure that our Visa System is secure.

I am testifying today in my role as the Principal Deputy Coordinator for Counter-
terrorism (CT) at the Department. In this capacity, I will address the Department’s
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efforts to enhance the security of the Visa System, and also discuss the creation and
evolution of the CT Coordination functions at DHS. In addition, I will describe spe-
cific actions being taken by the National Protection and Programs Directorate’s
(NPPD’s) United States Visitor and Immigrant Status Indicator Technology (US-
VISIT) Program to complement the efforts of U.S. Immigration and Customs En-
forcement (ICE) and U.S. Customs and Border Protection (CBP), alongside whom I
am pleased to be testifying today.

ENHANCING VISA SECURITY TO PREVENT TERRORIST TRAVEL

The Homeland Security Act of 2002 gave DHS the responsibility of preventing ter-
rorists from entering the United States, providing the Department with the author-
ity to establish and administer the rules that govern the granting of visas. This in-
cludes ensuring that the visa process is secure. Under this authority, DHS works
closely with the Department of State to use the Visa System as a first layer of secu-
rity to prevent known or suspected terrorists from traveling to the United States.
Central to this mission is ensuring that consular officers at the State Department
have necessary information, and then appropriately vet this information, which in-
cludes fingerprints and photographs, through the Department and our interagency
partners.

Since 9/11, DHS has enhanced our Nation’s ability to detect individuals seeking
to exploit the visa system through recurrent vetting of visa holders. In May 2010,
CBP’s National Targeting Center—Passenger (NTC-P) implemented a new program
to conduct continuous vetting of U.S. non-immigrant visas that have been recently
issued, revoked, and/or denied. The Visa Hot List vetting ensures that changes in
a traveler’s visa status are identified in near real-time. If a violation is discovered,
and the person is scheduled to travel to the United States, CBP will request that
DOS revoke the visa and recommend to the airline that the person be denied board-
ing. If no imminent travel is identified, CBP will coordinate with DOS for a visa
revocation, if appropriate. If the subject of an existing visa revocation initiated by
the DOS or recommended by CBP is found to be in the United States, CBP will no-
tify the Counterterrorism and Criminal Exploitation Enforcement Unit for further
action.

In addition, since December 25, 2009, we have accelerated our efforts to syn-
chronize, streamline, and advance the Department’s overall vetting capability,
which both increases security and efficiency. In particular, the Department is cur-
rently working to enhance screening efforts for those who have potentially over-
stayed their period of admission and modernize and enhance the Department’s Bio-
graphic Exit architecture.

In May 2011, at the direction of Secretary Napolitano, DHS’s CT Coordinator or-
ganized an effort to ensure that all overstays, regardless of priority, receive en-
hanced National security and public safety vetting by the National Counterter-
rorism Center (NCTC) and CBP.

NPPD/US-VISIT used automated means to review all records in the backlog by
checking ADIS, CLAIMS, and I-94 holdings to reduce the backlog. As a result of
this review, we identified 843,000 visa overstays who were no longer in the country.
Then, both NCTC and CBP vetted the remaining 757,000 potential in-country over-
stay leads, along with 82,000 previously vetted overstay leads. CBP used its Auto-
mated Targeting System to query multiple databases, and to compare records to
CBP’s intelligence-based threshold targeting rules to identify indicators such as sus-
picious travel patterns or irregular travel behavior. Simultaneously, NCTC vetted
the backlogged records through a number of databases held by the intelligence com-
munity.

By the end of July 2011, all of the previously un-reviewed possible overstays
records had been reviewed from a National security and public safety standpoint
and ICE is currently pursuing leads that meet our priorities.

This effort has increased the standard of review of overstay leads, at reduced cost.
The process allows ICE to better prioritize targets for investigation and removal. It
is a prime example of how increased coordination can help our Department to better
leverage information and capabilities spread across the Department and the Federal
Government.

The Department is nearing the final stages of developing a plan that not only in-
stitutionalizes these vetting enhancements, but also improves the current biographic
exit system as well. We are focusing our efforts on improving information sharing,
streamlining screening and vetting, and ensuring identification of potentially harm-
ful individuals.

This plan includes many enhancements, including those which will allow DHS to:
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Quickly identify and forward to ICE investigators overstays that are of a Na-
tional security concern.

e Integrate and leverage relevant CBP, ICE, and US-VISIT information systems
and operational processes to automate manual data queries and to vet DHS-
held immigration and travel-related information against a broad array of law
enforcement and IC data holdings.

e Incorporate an enhanced vetting capability that aggregates information from
multiple systems into a unified electronic dossier reducing the need for US-
VISIT researchers and ICE agents to review multiple systems during their Vali-
dation and Vetting processes.

e Take action against all overstays. DHS will forward information to the State
Department for the purpose of cancelling visas of those who overstay. DHS will
also eliminate the ability of those who overstay from using the Visa Waiver Pro-
gram by cancelling any ESTA approvals or denying ESTA submissions for those
who have overstayed. DHS will also place lookouts on individuals who overstay
beyond certain statutory-identified time limits, so that they are inadmissible to
the United States. DHS believes this will create a deterrent effect.

e Provide to Congress country-by-country data on percentages of nationals who
have overstayed their period of admission.

DHS is committed to working with Congress to make these improvements.

In addition to improving visa security, DHS has also implemented other measures

to prevent another terrorist attack, including:

e Unifying immigration and border management systems to implement a more ef-
fective capability to access and employ biometric- and biographic-based informa-
tion when reviewing possible terrorist travel.

e Enhancing capabilities for identifying fraudulent documents and imposters and
implementing measures to confirm the authenticity and validity of travel docu-
ments.

e Establishing interoperability and information-sharing protocols with our Fed-
eral partners.

e Supporting State and local law enforcement agencies and the intelligence com-
munity; using a more complete and accurate picture of a person’s immigration,
terrorist, and criminal history enables DHS to more effectively make connec-
tions in determining who might pose a threat or use more than one identity.

e Establishing and maintaining strategic partnerships with an increasing number

of international partners. In these partnerships, we share appropriate informa-
tion, provide technical assistance, develop commonality in biometric standards
and best practices, and investigate and test emerging biometric technologies.

THE ROLE OF THE COORDINATOR FOR COUNTERTERRORISM

Following the attempted bombing of Northwest flight 253 on December 25, 2009,
Secretary Napolitano gave NPPD’s Under Secretary Rand Beers the additional role
of CT coordinator. The Department’s CT Coordinator is responsible for coordinating
all counterterrorism activities for the Department and across its directorates, com-
ponents, and offices related to the detection, prevention, response to, and recovery
from acts of terrorism.

In November 2010, DHS established the Counterterrorism Advisory Board
(CTAB) to further improve coordination on counterterrorism among DHS Compo-
nents. As the CT Coordinator, Under Secretary Beers serves as the chair of the
CTAB, with the Under Secretary of Intelligence and Analysis (I&A) and the Assist-
ant Secretary for Policy supporting the Board as Vice Chairs. Members include the
leadership of TSA, CBP, ICE, the Federal Emergency Management Agency (FEMA),
the U.S. Coast Guard (USCG), USCIS, the U.S. Secret Service (USSS), NPPD, and
the Office of Operations Coordination and Planning (OPS). The DHS General Coun-
sel serves as legal advisor to the CTAB.

In December 2010, the Department also established a counterterrorism working
group, known as the CTWG, to support the CT Coordinator, and Secretary Napoli-
tano later appointed me as Principal Deputy CT Coordinator.

The CTAB’s mission is aligned with the Department’s central mission: To prevent
terrorist attacks and enhance security. The CT Coordinator, the CTAB, and the
CTWG serve as the connective tissue that brings together the intelligence, oper-
ational, and policy-making elements within DHS Headquarters and the Compo-
nents.

We rely on I&A to provide an understanding of potential threats and to coordinate
with intelligence components within the Department and intelligence community.
We then facilitate a cohesive and coordinated operational response, through the
CTAB and other mechanisms, to deter and disrupt terrorist operations.
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The CTAB is both headquarters- and Component-driven. Components have the
opportunity to address the Secretary’s priorities in an organized, coordinated fash-
ion, but also use the CTAB to bring attention to their initiatives and priorities that
need support from headquarters and other components. In addition, the CTAB fos-
ters collaboration among Components and provides situational awareness of what
each Component does and needs during a high-threat scenario. Similarly, we work
with the DHS Office of Policy to address day-to-day and long-term strategy issues
identified through this process and work to implement those changes.

Let me provide the following examples of how this process has worked over the
last few months, with the offer to provide greater detail in a classified setting.

NPPD/US—VISIT

One of NPPD/US-VISIT’s most important roles is to identify visitors to this coun-
try and to assist in the overall security of our immigration system.

NPPD/US-VISIT provides biometric identification and analysis services to distin-
guish people who pose a threat from the millions of people who travel for legitimate
purposes. The program stores and analyzes biometric data—digital fingerprints and
photographs—and links that data with biographic information to establish, and then
verify, identities. NPPD/US-VISIT’s IDENT, is the Department’s biometric storage
and matching service.

IDENT contains a watch list of more than 6.2 million known or suspected terror-
ists, criminals, and immigration violators. This capacity enables US-VISIT to pro-
vide homeland security decisionmakers with critical information when and where
they need it. For example, this system can be utilized during by CBP primary
screening during to run the fingerprints of foreign nationals against the watch list,
with results returned in fewer than 10 seconds.

IDENT data, paired with biographic information from NPPD/US-VISIT’s ADIS,
supports decision-maker determinations as to whether foreign travelers should be
prohibited from entering the United States; can receive, extend, change, or adjust
immigration status; have overstayed or otherwise violated their authorized terms of
admission; should be apprehended or detained for law enforcement action; or need
special protection or attention, as in the case of refugees. Through ADIS, NPPD/US-
VISIT can identify individuals who have overstayed their period of admission and
then forward these leads to ICE for further action. In addition, IDENT plays a crit-
ical role in the biometric screening and identity verification of non-U.S. citizens for
the State Department, ICE, CBP, USCIS, and the U.S. Coast Guard.

NPPD/US-VISIT’s IDENT is fully interoperable with the Federal Bureau of In-
vestigation’s (FBI's) 10-fingerprint-based Integrated Automated Fingerprint Identi-
fication System (IAFIS). Daily transactions of FBI fingerprint data shared between
TAFIS and IDENT number in the tens of thousands, providing the capability for FBI
and NPPD/US-VISIT customers to simultaneously match biometrics against our
system and watch list, as well as FBI data.

Enhanced interoperability with the FBI has enabled NPPD/US-VISIT to launch
the Rapid Response capability, which allows CBP officers to search and receive a
response against the FBI’s entire criminal master file of more than 69 million iden-
tities, in near real-time, during primary inspection. Rapid Response is operational
at four air ports of entry and is planned for Nation-wide deployment at air ports
of entry next fiscal year.

DHS is also working closely with the Department of Defense (DOD) to increase
information sharing and establish interoperability between IDENT and DOD’s fin-
gerprint database, the Automated Biometric Identification System. We currently
have manual methods for sharing this data, which has helped DOD identify foreign
combatants and match latent fingerprints retrieved from objects such as improvised
expéosive device fragments or collected from locations where terrorists have oper-
ated.

The goal is to have the U.S. Government’s three largest biometric systems—those
of NPPD/US-VISIT, the FBI, and DOD—completely interoperable, thereby enrich-
ing our data sets by making information sharing more seamless and automating the
biometric-checking process to make it far more efficient. Even after complete inter-
operability has been achieved, the three systems will continue to be maintained and
governed by each agency’s respective policies, including those that ensure appro-
priate privacy safeguards are in place.

INTERNATIONAL COOPERATION AND COLLABORATION

DHS works extensively with foreign governments to increase information sharing
to prevent terrorist travel at the earliest point possible. The Department is focused
on sharing appropriate information, increasing system interoperability, providing



29

technical assistance, and establishing commonality in data and biometric standards
and best practices. For instance, we are:

e Working with Mexican federal police and immigration authorities to identify
and stop dangerous people from transiting to Mexico; enhancing efforts to com-
bat transnational crime and confront organizations whose illicit actions under-
mine public safety, erode the rule of law, and threaten National security; and
supporting Merida Initiative capacity-building programs such as the incorpora-
tion of biometrics into Mexico Immigration’s Integrated System for Migration
Operations. DHS has supported non-intrusive inspection equipment training, fi-
nancial crimes investigative training, canine enforcement training, assistance in
transitioning the Mexican Customs from a revenue-based institution to a law
enforcement-based institution, and improvements in immigration control pro-
grams.

e Forging new partnerships with New Zealand, India, South Africa, the Republic
of Korea, Germany, Spain, Greece, and the Dominican Republic to support their
implementation of biometric systems.

e Sending technical experts to the United Kingdom, Australia, Canada, and, po-
tentially, New Zealand, to help build biometric capabilities and develop more
systematic methods for information sharing.

e Implementing the Preventing and Combating Serious Crime agreements to for-
malize sharing of biometric and limited biographic data under the U.S. Visa
Waiver Program with Germany, Spain, the Republic of Korea, and other coun-
tries.

e Working with the International Civil Aviation Organization, the International
Transport Association and INTERPOL to support the exchange of information
and best practices and the establishment of standards in the areas of aviation
security, identity management, emerging technologies, document security and
verification, and fraud detection.

The Immigration Advisory Program (IAP) is another example of partnership be-
tween the Department, foreign governments, and commercial air carriers to identify
and prevent high-risk, improperly-documented travelers from boarding U.S.-bound
flights. IAP is currently in operation at eight airports in six countries. IAP officers
have established strong working relationships with foreign law enforcement and
counterterrorism officials and facilitated a direct link and real-time communication
between foreign counterparts, the U.S. Embassy/Consulate, and the National Tar-
geting Center.

DHS will continue to expand international coalitions to protect our Nation in the
face of evolving terrorist threats, an increasingly interconnected global economy, and
growing transnational crime. Along with our partners, we view cooperation, collabo-
ration, and information sharing as critical in reaching our common goals of enhanc-
ing global security while facilitating legitimate travel and ensuring access to our
economies.

SUCCESS STORIES

Information sharing among agencies and international partners continues to yield

significant results, as demonstrated by these success stories:

e On February 3, 2011, the Australian Department of Immigration and Citizen-
ship submitted a batch of fingerprints under the High Value Data Sharing Pro-
tocol of the Five Country Conference for matching against IDENT. The finger-
prints of a subject applying for asylum in Australia matched an identity on the
IDENT biometric watch list as a known or suspected terrorist in the FBI's Ter-
rorist Screening Database. DHS contacted the FBI Counterterrorism Division
and its Terrorist Explosives Device Analytical Center to confirm the subject’s
derogatory information. The FBI then notified Australian authorities. The indi-
vidual was not granted asylum status in Australia based on this information.

e In November 2010, DHS assisted in a case involving an applicant for employ-
ment at a nuclear power plant. It was determined that the subject was using
a false document under a false identity, in an attempt to demonstrate his legal
status to reside and work in the United States. The subject was subsequently
arrested by DHS law enforcement authorities as an overstay and placed into
Federal custody awaiting removal proceedings.

e In October 2009, a vessel named Ocean Lady, transporting 76 undocumented
persons, arrived off the coast of British Columbia, Canada. The intent of all in-
dividuals on board was to claim asylum status in Canada. The Canada Border
Services Agency (CBSA) intercepted the vessel and worked with the ICE
attaché in Ottawa to determine whether information on the identities of the in-
dividuals existed in U.S. systems. Pursuant to an existing agreement between
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CBSA and DHS, the asylum claimants’ fingerprints were submitted to NPPD/
US-VISIT for a search. The fingerprint searches in IDENT identified two sub-
jects as known or suspected terrorists and members of the Liberation Tigers of
Tamil Eelam. Both subjects had also previously applied for U.S. nonimmigrant
Viisas in 2008 and had been denied. Both subjects were denied asylum in Can-
ada.

CONCLUSION

DHS is working hard to stop terrorists before they ever get to the United States.
As we continue to work to address today’s complex challenges, we will look for inno-
vative ways to bridge gaps in information, technology, and human decision-making.
Working with our partners; using common technologies, standards, and best prac-
tices; and sharing critical information will better protect us from those who seek to
exploit our immigration systems. DHS is also cognizant that although physical secu-
rity is of paramount concern and it is vital that we do everything possible to prevent
terrorist travel, we must steadfastly seek to ensure that privacy, civil rights, and
civil liberties are always protected. In developing and operating our programs, the
Department’s Office of Privacy and Office of Civil Rights and Civil Liberties are an
integral part of the process.

By strengthening and increasing coordination within the Department, across the
Federal Government, and with our international partners, we will develop and im-
plement comprehensive measures that make efficient use of limited resources. With
the appropriate coordination and structure within DHS Headquarters, we can better
support our Operational Components as they work to enhance the security of our
immigration systems while facilitating legitimate travel. In my role as Principal
Deputy CT Coordinator for the Department, I look forward to continuing to work
with you to address the challenges that remain.

Chairwoman Miller, Ranking Member Cuellar, and distinguished Members, thank
you again for this opportunity to testify. I will be happy to answer any of your ques-
tions.

Mrs. MILLER. Thank you very much, Mr. Cohen. We look forward
to questioning you on all of that new information you just gave us,
so get ready.

Next the Chairwoman recognizes Mr. Edge.

STATEMENT OF PETER T. EDGE, DEPUTY ASSOCIATE DIREC-
TOR, HOMELAND SECURITY INVESTIGATIONS, IMMIGRA-
TION AND CUSTOMS ENFORCEMENT, DEPARTMENT OF
HOMELAND SECURITY

Mr. EDGE. Good morning, Chairwoman Miller, Ranking Member
Cuellar, and distinguished Members of the subcommittee. On be-
half of Secretary Napolitano and Director Morton, thank you for
the opportunity to discuss ICE’s efforts to prevent the exploitation
of our visa system by terrorists.

Visa overstays and other forms of status violation bring together
two critical areas of ICE’s mission: National security and immigra-
tion enforcement. The importance of determining who to allow
entry into the United States and ensuring compliance with the con-
ditions of the such entry cannot be understated.

We are proud of the good work we have done over the last 10
years to protect the integrity of our visa system. ICE recognizes
that those who pose National security threats often commit immi-
gration benefit fraud while seeking to enter or remain in the
United States, and we work hard to detect and deter immigration
fraud by continually enhancing our anti-fraud efforts.

Working closely with Citizenship and Immigration Services, or
CIS, ICE exercises criminal authority in the detection and deter-
rence of immigration fraud. While recognizing CIS’s administrative
authority, this strategy allows ICE to concentrate its effort on
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major fraud conspiracies and other cases of National security or
public safety interest while allowing CIS to address the bulk of im-
migration benefit fraud cases administratively.

As you know, the Homeland Security Act of 2002 directs DHS to
assist in the identification of visa applicants who wish to enter the
United States for illegitimate purposes, including illegal immigra-
tion, criminal activities, and terrorism-related activities. The visa
adjudication process is often the first opportunity to assess whether
a potential non-immigrant visitor or immigrant presents a threat
to the United States.

The Visa Security Program is one of several ICE programs de-
signed to minimize global risk. Our special agents in the Visa Secu-
rity Program focus on select applicants who may have connections
to terrorism or transnational criminal organizations. We then co-
ordinate with the State Department to develop targeting plans
based on the various threats. DHS does not participate in all of
these adjudications, but rather becomes a part of the process fol-
lowing initial screening of an applicant where ICE’s visa security
operation happens to be present.

DHS actions compliment the consular office’s initial screening,
applicant interviews, and reviews of the applications and sup-
porting documentation. ICE now conducts visa security operations
at 19 high-risk visa adjudication posts in 15 countries. In fiscal
year 2011 to date the Visa Security Program has screened over
900,000 visa applicants and, in collaboration with our State De-
partment colleagues, determined that 130,000 require further re-
view. Following the review of these 130,000 applicants, ICE identi-
fied derogatory information on more than 10,400 applicants. In
every instance the State Department followed ICE’s recommenda-
tion concerning the visa applicant.

A vulnerability that in the past had been exploited involved the
acceptance of foreign students and visitors into the U.S. edu-
cational system. Helping to mitigate this vulnerability is ICE’s Stu-
dent and Exchange Visitor Program, or SEVP, which is a self-fund-
ed program based on fees collected from students, exchange visi-
tors, and schools. This program certifies, recertifies, and decertifies
schools’ eligibility to sponsor foreign individuals for scholastic en-
rollment and other academic purposes. The SEVP acts as the
bridge for Government organizations that have an interest in infor-
mation on foreign students. SEVP helps DHS and the State De-
partment to monitor schools and exchange programs regarding the
visa classifications of F for academic and M for vocational and J
for exchange category visitors.

SEVP administers the F and M student visa categories, while the
State Department manages the J exchange visitor program. SEVP
collects, maintains, and provides the information so that only legiti-
mate foreign students or exchange visitors gain entry into and re-
main in the United States. SEVP uses the Student and Exchange
Visitor Information System, or SEVIS, to track and monitor schools
and programs, student exchange visitors and their dependents ap-
proved to participate in the U.S. education system.

SEVP interacts closely with ICE’s Counterterrorism and Crimi-
nal Exploitation Unit, CTCEU, the first National program dedi-
cated to the enforcement of nonimmigrant visa applications. Today
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through the CTCEU, ICE proactively develops cases for investiga-
tion and cooperation with SEVP and the US-VISIT program.

As we move forward it is imperative that we expand the Nation’s
enforcement efforts concerning overstays and other status viola-
tions specifically regarding those who threaten National security or
public safety. Accordingly, ICE is analyzing various approaches to
this issue, including sharpening the focus of programs that address
vulnerabilities exploited by visa violators.

Ten years after the attacks of 9/11 ICE has made significant
progress in preventing terrorists from exploiting the visa process.

Thank you again for the opportunity to testify today, and I would
appreciate your continued support of ICE and law enforcement.
Thank you very much.

[The statement of Mr. Edge follows:]

PREPARED STATEMENT OF PETER T. EDGE

SEPTEMBER 13, 2011
INTRODUCTION

Chairwoman Miller, Ranking Member Cuellar, and distinguished Members of the
subcommittee: On behalf of Secretary Napolitano and Director Morton, thank you
for the opportunity to discuss U.S. Immigration and Customs Enforcement’s (ICE)
efforts to prevent the exploitation of our visa system by terrorists. Visa overstays
and other forms of status violation bring together two critical areas of ICE’s mis-
sion—National security and immigration enforcement, and the importance of deter-
mining whom to allow entry into the United States and ensuring compliance with
the conditions of such entry cannot be understated. We are proud of the good work
we have done over the last 10 years to protect the integrity of our visa system, and
I look forward to sharing with you both our successes thus far and the opportunities
we see to improve our systems.

JOINT ANTI-FRAUD STRATEGY

We recognize that those who pose National security threats often commit immi-
gration benefit fraud while seeking to enter or remain in the United States, and we
work hard to detect and deter immigration fraud and to continually enhance our
anti-fraud efforts. Working closely with U.S. Citizenship and Immigration Services
(USCIS), ICE exercises criminal authority in the detection and deterrence of immi-
gration fraud, while recognizing USCIS’ administrative authority. This strategy al-
lows ICE to concentrate its efforts on major fraud conspiracies and other cases of
National security or public safety interest, while allowing USCIS to address the
bulk of immigration benefit fraud cases administratively.

Through the ICE Document and Benefit Fraud Task Forces (DBFTFs), we focus
our efforts on detecting, deterring, and disrupting document and benefit fraud.
DBFTF participants include USCIS, the Department of State, the Department of
Labor, and the Social Security Administration. Task Force investigators with exper-
tise in different aspects of fraud collaborate with U.S. Attorneys’ Offices around the
country to formulate a comprehensive approach in targeting the criminal organiza-
tions and the beneficiaries behind these fraudulent schemes.

THE VISA SECURITY PROGRAM

The Homeland Security Act of 2002 directs DHS to assist in the identification of
visa applicants who wish to enter the United States for illegitimate purposes, in-
cluding illegal immigration, criminal activities, and terrorism-related activities. The
visa adjudication process is often the first opportunity to assess whether a potential
non-immigrant visitor or immigrant presents a threat to the United States. The
Visa Security Program (VSP) is one of several ICE programs focused on minimizing
global risks.

Our VSP Special Agents focus on select applicants and any connection the appli-
cants may have to terrorism or transnational criminal organizations and coordinate
with DOS to develop targeting plans based on assessed conditions and threats. The
VSP ensures thorough reviews of applicants of concern in order to assess whether
they pose a security threat to the United States. DHS does not participate in all
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visa adjudications, but rather becomes a part of the process following initial screen-
ing of an applicant in countries where an ICE visa security operation is present.
DHS actions complement the consular officers’ initial screening, applicant inter-
views, and reviews of applications and supporting documentation.

ICE now conducts visa security operations at 19 high-risk visa adjudication posts
in 15 countries. In fiscal year 2011 to date, the VSP has screened 900,000 visa ap-
plicants and, in collaboration with DOS colleagues, determined that 130,000 re-
quired further review. Following the review of these 130,000 applications, ICE iden-
tified derogatory information on more than 10,400 applicants. In every instance,
DOS followed the VSP’s recommendation concerning the visa applicant.

In March 2010 Customs and Border Protection’s National Targeting Center (NTC)
implemented a program to conduct continuous vetting of U.S. non-immigrant visas
that have been recently issued, revoked, and/or denied. The continuous vetting en-
sures that changes in a traveler’s visa status are identified in near real-time, allow-
ing CBP to immediately determine whether to provide a no board recommendation
to a carrier, recommend revocation of the visa to Department of State, or notify the
ICE NTEU for individuals determined to be within the United States. Since the pro-
gram’s inception the Department of State has revoked more than 900 visas based
on requests from CBP on information uncovered after a visa was issued.

Additionally, ICE has deployed VSP personnel to the NTC to augment and expand
current operations. The NTC provides tactical targeting and analytical research in
support of preventing terrorist and terrorist weapons from entering the United
States. The co-location of VSP personnel at the NTC has helped increase both com-
munication and information sharing. The NTC conducts pre-departure screening of
all travelers on flights bound for the United States. Screening identifies high-risk
passengers who should be denied boarding, including those whose visas have been
revoked.

THE STUDENT AND EXCHANGE VISITOR PROGRAM (SEVP)

The Student and Exchange Visitor Program (SEVP) is a self-funded program
based on fees collected from students, exchange visitors, and schools. It also cer-
tifies, recertifies, and decertifies schools’ eligibility to sponsor foreign individuals for
scholastic enrollment and other academic purposes. SEVP oversees reporting re-
quirements and policies related to foreign nonimmigrant students and exchange
visitors, and provide overall guidance to schools regarding SEVIS.

SEVP acts as the bridge for Government organizations that have an interest in
information on foreign students. SEVP helps DHS and DOS monitor schools and ex-
change programs, as well as F (academic), M (vocational), and J (exchange) category
visitors. SEVP administers the F and M student visa categories, while DOS man-
ages the J exchange visitor program.

SEVP collects, maintains, and provides the information so that only legitimate
foreign students or exchange visitors gain entry to, and remain in, the United
States. The result is an easily accessible information system that provides timely
information to DOS, U.S. Customs and Border Protection, U.S. Citizenship and Im-
migration Services and ICE. SEVP has a mutual commitment of shared responsi-
bility with the educational community to maintain support and cooperation. Cur-
rently, SEVP has certified over 10,360 schools.

SEVP uses the Student and Exchange Visitor Information System (SEVIS) to
track and monitor schools and programs, students, exchange visitors, and their de-
pendents approved to participate in the U.S. education system.

THE COUNTERTERRORISM AND CRIMINAL EXPLOITATION UNIT (CTCEU)

The Counterterrorism and Criminal Exploitation Unit is the first National pro-
gram dedicated to the enforcement of nonimmigrant visa violations. Today, through
the CTCEU, ICE proactively develops cases for investigation in cooperation with the
SEVP and the United States Visitor and Immigrant Status Indicator Technology
(US-VISIT) Program. These programs enable ICE to access information about the
millions of students, tourists, and temporary workers present in the United States
at any given time, and identify those who have overstayed or otherwise violated the
terms and conditions of their admission.

Each year, the CTCEU analyzes records of hundreds of thousands of potential sta-
tus violators, after analysis of data from SEVIS and US-VISIT, along with other
information. These records are resolved by further establishing potential violations
that would warrant field investigations, establishing compliance, or establishing de-
parture dates from the United States. Between 15,000 and 20,000 of these records
are resolved by in-house analysts each month. Since the creation of the CTCEU in
2003, analysts have resolved more than 1.6 million such records using automated
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and manual review techniques. On average, ICE opens approximately 6,000 inves-
tigative cases annually, and assigns them to our Special Agents in the field for fur-
ther investigation, resulting in over 1,400 administrative arrests per year.

Agents and analysts in ICE monitor the latest threat reports and proactively ad-
dress emergent issues. This practice has contributed to ICE’s counterterrorism mis-
sion by initiating or supporting high-priority National security initiatives based
upon specific intelligence. The practice is designed to detect and identify individuals
exhibiting specific risk factors based on intelligence reporting, including inter-
national travel from specific geographic locations to the United States, and in-depth
criminal research and analysis of dynamic social networks. This person-centric ap-
proach to nonimmigrant prioritization moves away from the traditional identifica-
tion approach based upon country of birth, gender, and age.

In order to ensure that the potential violators who pose the greatest threats to
National security are given priority attention, ICE uses intelligence-based criteria,
developed in close consultation with the intelligence and law enforcement commu-
nities. ICE assembles the Compliance Enforcement Advisory Panel (CEAP) on a tri-
annual basis to ensure that it uses the latest threat intelligence to target non-
immigrant overstays and status violators who pose the greatest threats to National
security and to discuss possible changes based on current threat trends.

A recent ICE investigation in Las Cruces, New Mexico, highlights how the
CTCEU functions. As a result of CTCEU data analysis and field investigation, in
February 2010, ICE Special Agents arrested two foreign nationals who were admit-
ted as F-1 nonimmigrant students and violated the terms and conditions of their
admission. Both individuals were referred for investigation after their status was
terminated in SEVIS for failure to maintain student status, as well as for pos-
sessing several indicators of National security concerns.

Likewise, in March 2010, ICE’s Counterterrorism and Criminal Exploitation
Group in Miami, Florida, initiated “Operation Class Dismissed,” a criminal inves-
tigation that led to the indictment of the owner/operator of a Miami-based foreign
language school and one of its employees on four counts of conspiring to commit a
criminal offense against the United States. The owner and employee were suspected
of fraudulently sponsoring foreign students by certifying student status to non-
immigrants, without requiring them to maintain full courses of study in order to
comply with the terms of their admission. ICE’s primary goal in these types of in-
vestigations is to focus on the criminal violations of the owner/operators of these
businesses and the administrative violations on the students. This ICE investigation
uncovered information that only approximately 5 percent of the school’s students at-
tended class on any given day. In addition to the indictment, follow-up investigation
by ICE resulted in the administrative arrests of 116 student visa violators pur-
ported to be attending the school from countries including Thailand, Syria, Hon-
duras, South Korea, Japan, Colombia, the Dominican Republic, Turkmenistan, Tur-
key, Indonesia, Venezuela, Brazil, and Kyrgyzstan.

As we move forward, it is imperative that we expand the Nation’s enforcement
efforts concerning overstays and other status violations specifically regarding those
who threaten National security or public safety. Accordingly, ICE is analyzing var-
ious approaches to this issue, including sharpening the focus of programs that ad-
dress vulnerabilities exploited by visa violators.

COORDINATION WITH US—VISIT AND OTHER DHS COMPONENTS

CTCEU also works in close collaboration with US-VISIT, part of the DHS’s Na-
tional Protection and Programs Directorate (NPPD). US—VISIT supports DHS’s mis-
sion to protect our Nation by providing biometric identification services to Federal,
State, and local government decisionmakers to help them accurately identify the
people they encounter, and determine whether those people pose risks to the United
States. DHS’s use of biometrics under the US-VISIT program is a powerful tool in
preventing identity fraud and ensuring that DHS is able to rapidly identify crimi-
nals and immigration violators who try to cross our borders or apply for immigra-
tion benefits under an assumed name. Biometric information sharing between the
Federal Bureau of Investigation’s Criminal Justice Information Services and US—
VISIT is the foundation of ICE’s Secure Communities IDENT/IAFIS Interoperability
Program.

Through Secure Communities, aliens—including those who have overstayed or
otherwise violated their immigration status—who are encountered by law enforce-
ment may be identified as immigration violators when criminally arrested by State
and local law enforcement. Once individuals are identified through Secure Commu-
nities, ICE officials determine what enforcement action is appropriate, consistent
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with ICE’s enforcement priorities. Currently, Secure Communities is deployed in
over 1,500 jurisdictions in 44 States.

US-VISIT also analyzes biographical entry and exit records stored in its Arrival
and Departure Information System to further support DHS’s ability to identify
international travelers who have remained in the United States beyond their peri-
ods of admission by analyzing related biographical information.

ICE receives or coordinates nonimmigrant overstay and status violation referrals
from US-VISIT Data Integrity Group (DIG) from three unique sources, which in-
cludes the typical overstay violation; a biometric watch list notification and a
CTCEU Visa Waiver Enforcement Program (VWEP) nomination. The first type,
Nonimmigrant Overstay Leads, is used by the CTCEU to generate field investiga-
tions by identifying foreign visitors who violate the terms of their admission by re-
maining in the United States past the date of their required departure.

A second type of lead is generated from biometric data collected by US-VISIT.
US-VISIT routinely receives fingerprint records from a variety of Governmental
sources and adds them to a biometric watch list that includes individuals of Na-
tional security concern. These new watch list records are checked against all finger-
prints in the US-VISIT’s biometric database, the Automated Biometric Identifica-
tion System, or IDENT, managed by US-VISIT, to determine if DHS has previously
encountered the individual. If US-VISIT identifies a prior encounter, such as admis-
sion to the United States, the information is forwarded to ICE for review and pos-
sible field assignment. Similarly, US-VISIT monitors records for individuals who,
at the time of admission to the United States, were the subject of watch list records
that did not render the individuals inadmissible to the United States. Therefore, if
such individuals overstay their terms of admission, information on the subjects is
forwarded to ICE for review and possible referral to investigative field offices for fol-
low-up.

The third type of lead pertains to the CTCEU’s Visa Waiver Enforcement Pro-
gram (VWEP). The Visa Waiver Program (VWP) is the primary source of non-
immigrant visitors from countries other than Canada and Mexico. Although the
overstay rate from this population is less than 1 percent, ICE created a program
dedicated to overstays arising from this VWP population given the large number of
individuals in this category. Prior to the implementation of the VWEP in 2008,
there was no National program dedicated to addressing overstays within this popu-
lation. CTCEU provides a refined weekly list of individuals to US-VISIT for addi-
tional scrutiny, who have been identified as potential overstays who entered the
United States under the VWP. In accord with its intelligence-based criteria, a rel-
evant portion of this report is then imported into the CTCEU’s internal lead track-
ing system for review and possible field assignment.

Additionally, the CTCEU develops potential overstay and status violation leads
from SEVIS and other sources, imports these leads directly from those databases,
and applies its intelligence-based criteria to determine whether investigative refer-
ral is appropriate. Throughout its history, the integrity of SEVIS data and its appli-
cability have been valued throughout the law enforcement.

ICE’S PRESENCE OVERSEAS

Stopping a threat before it reaches our shores is an important priority that ICE
supports internationally. Through our Office of International Affairs (OIA), we have
personnel in 70 offices in 47 countries. ICE personnel in these offices collaborate
with our foreign counterparts and Federal partner agencies in joint efforts to dis-
rupt and dismantle transnational criminal organizations engaged in money laun-
dering, contraband smuggling, weapons proliferation, forced child labor, human
rights violations, intellectual property rights violations, child exploitation, human
smuggling and trafficking, and many other violations. Additionally, ICE facilitates
the repatriation of individuals with final orders of removal, returning violators to
their home countries.

OVERSEAS COORDINATION WITH DOS

Effective border security requires broad information sharing and cooperation
among U.S. agencies. On January 11, 2011, ICE signed a memorandum of under-
standing (MOU) outlining roles, responsibilities, and collaboration between ICE and
the DOS Bureaus of Consular Affairs and Diplomatic Security. The MOU governs
the day-to-day operations of ICE agents conducting visa security operations at U.S.
embassies and consulates abroad. To facilitate information sharing and reduce du-
plication of efforts, ICE and DOS support collaborative training and orientation
prior to overseas deployments. Once they are deployed to overseas posts, ICE and
DOS personnel work closely together in: Participating in working groups; coordi-
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nating meetings, training, and briefings; and engaging in regular and timely infor-
mation sharing. The VSP’s presence at U.S. embassies and consulates brings an im-
portant law enforcement element to the visa review process. Additionally, this rela-
tionship serves as an avenue for VSP personnel to assist Consular Officers and
other U.S. Government personnel to recognize potential security threats in the visa
process.

ICE continues to evaluate the need to screen and investigate additional visa appli-
cants at high-risk visa issuing posts other than the 19 posts at which the agency
currently operates, which were determined in collaboration between ICE and DOS.
ICE will continue to conduct joint site visits with DOS to identify locations for de-
ployment based on emerging threats. We are engaged with our counterparts at DOS
in determining a common strategic approach to the broader question of how best
to collectively secure the visa issuance process. We look forward to continuing to re-
port back to you with updates on this process.

RECENT SUCCESSES

Working in tandem with other DHS personnel, as well as our international, Fed-
eral, State, local, and Tribal partners, we have enjoyed significant successes pre-
venting visa fraud. I would like to elaborate briefly on a few of these cases.

In December 2010, ICE Special Agents were involved in the identification and in-
vestigation of a transnational alien smuggling organization that facilitated the ille-
gal travel of Somali nationals into Yemen and on to other Western locations includ-
ing the United States. ICE Special Agents received information from the ICE
Attaché office in Amman, Jordan that two Somali nationals had been intercepted
in Amman attempting to travel to Chicago using counterfeit travel documents, and
contacted local officials in Yemen and Somalia to investigate how the counterfeit
documents had been obtained and how the subjects had transited Yemen. The infor-
mation developed was shared with other U.S. agencies at post in Sana’a via the Law
Enforcement Working Group, as well as ICE domestic offices and the appropriate
FBI Joint Terrorism Task Force. While the joint investigation is on-going, efforts to
date have eliminated this scheme as a method of entry to the United States.

More recently, in May 2011, ICE Special Agents within the VSP Security Advisory
Opinion Unit (SAOU) investigated a Saudi Arabian national who obtained a non-
immigrant visa to enter the United States by concealing his true identity from DOS
by using a variation of his true name. Through vetting efforts, the SAOU identified
this individual’s true identity and revealed that he was a known terrorist with sig-
nificant ties to other known terrorists, and who was likely involved in the planning
of a terrorist attack in 2003. Based on this investigation and at the request of the
VSP and SAOU, DOS revoked the individual’s visa on National security-related
grounds and prevented him from traveling to the United States.

CONCLUSION

Ten years after the attacks of 9/11, ICE has made significant progress in pre-
venting terrorists from exploiting the visa process. Thank you again for the oppor-
tunity to testify today and for your continued support of ICE and its law enforce-
ment mission.

I would be pleased to answer any questions you may have.

Mrs. MILLER. Thank you, Mr. Edge. You certainly do have our
continued support, and now the Chairwoman recognizes Mr. Stana.

STATEMENT OF RICHARD M. STANA, DIRECTOR, HOMELAND
SECURITY AND JUSTICE, GOVERNMENT ACCOUNTABILITY
OFFICE

Mr. STANA. Thank you, Chairwoman Miller and Mr. Cuellar, for
the invitation to testify at today’s hearing about GAO’s work on
this very important topic, the integrity and security of our visa
processes.

As you know, each year millions of visitors come to the United
States legally for a temporary visit. In the 6-year period from fiscal
year 2005 to 2010 there were 36 million nonimmigrant visas issued
for things like pleasure, business travel, student exchanges and so
on, among other things. In addition, during that same period over
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98 million visitors were admitted to the United States under the
visa waiver program.

While most visa abusers you might say are motivated by eco-
nomic opportunities to enter the United States and work, there are
other National security consequences. As was mentioned earlier, 5
of the 19, 9/11 hijackers were here on one or the other overstay cat-
egory, and 36 of 400 individuals convicted in international ter-
rorism-related investigations by the Department of Justice were
overstays.

As you have heard from the other panelists, both DHS and State
have made some progress in shoring up our visa processes. I would
like to discuss three areas from my prepared statement which
could possibly add some context to what you have heard.

First, let’s talk about the problem. We have overstays whether
the person was admitted to the U.S. on a valid visa or through the
visa waiver program. As was previously mentioned, the Pew His-
panic Center has estimated that about 40 percent of the total ille-
gal alien population in the United States came in legally through
a visa. On average that is about 4 in 10 and contrast the resources
that we spend on interior enforcement with what we spend on the
60 percent for border enforcement, a big difference.

To its credit, as you heard, ICE uses a risk management ap-
proach to focus its limited resources on overstays leads that it con-
siders most likely to pose a threat to National security or public
safety. But that said, ICE averages only about 1,200 overstay ar-
rests per year and devotes a little more than 3 percent of its inves-
tigative resources to overstays.

Now to be fair, finding overstays can be difficult, they don’t self-
advertise. Sometimes they leave the United States, sometimes they
are now on status, sometimes they simply cannot be located. There
are other programs that ICE and other DHS components operate,
like work site enforcement and secure communities that do address
overstays or overstays are a component of those programs. But
when you add it all up, you take all those programs together, we
are not making much of a dent in that 40 percent of the illegal
alien population.

Moving forward, ICE expressed interest in increasing the re-
sources to overstay investigations and assigning some responsibil-
ities to ERO. But they haven’t established time frames yet or iden-
tified the resources to make this happen.

My second point involves the US-VISIT system. There’s good
news and not so good news. The good new is it is operating 300
air, sea, and land ports of entry and it seems to be working well.
It gathers biometric information which can enable DHS to identify
travelers, check law enforcement databases, and prescreens others.

The not-so-good news is that it has only a very limited capability
to process exit records currently. The exit process now includes
processing air carriers, electronic submissions of manifest data and
other biographic information as well as inconsistent collection of
1-94s. So all told, it is not in a position right now to reliably state
who has overstayed their visa and remains in the country.

As of July, this past July, US-VISIT obligated about $193 mil-
lion to develop air, sea, and land exit solutions since 2002. They
had different types of exit solutions and piloted them, but all have
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been determined to be insufficient and incomplete. There are some
other arrangements being discussed now, such as with the Cana-
dians, to make their exit as a person leaving the United States
going into a Canada become our—their entrance become our exit
and share information. But those agreements have not been for-
malized and there is more work that remains.

Finally, let’s turn to the issue of ensuring visa integrity and se-
curity overseas. ICE has deployed agents to certain embassies and
consulates as part of its Visa Security Program, as you have heard,
but at some posts we found that guidance, training, and standard
operating procedures were not established, which led to tensions
between ICE and State, as well as operational inconsistencies. We
also found that while ICE had a presence at 19 posts in 15 coun-
tries; it did not have agents located at 11 of the top 20 high-risk
posts. You know, expanding the program can be limited by em-
bassy space and budget consideration, but ICE has not acted on
possible alternatives. Although I am listening to some of my fellow
panelists this morning, it sounds like perhaps that information is
superseded and there are steps to be taken to expand their vetting
and screening processes.

On the positive side we heard about ESTA a few minutes ago.
ESTA was implemented without many glitches. They are screening
about 99 percent of the travelers coming into the United States on
visa. However, there were about, I believe it was about 350,000
travelers who were boarded on airplanes without having a verified
ESTA document and of those about 650 of those it was later found
should not have been permitted to board the airplane. DHS has yet
to analyze these cases to see if these were of legitimate concern or
there were systematic weaknesses that need to be addressed for
the program.

That concludes my statement. It is important to balance visa se-
curity responsibilities with a need to enhance travel, and we have
made a number of recommendations to both State and DHS to help
this happen.

Thank you very much.

[The statement of Mr. Stana follows:]

PREPARED STATEMENT OF RICHARD M. STANA

SEPTEMBER 13, 2011
GAO HIGHLIGHTS

Highlights of GAO-11-910T, a testimony before the Subcommittee on Border and
Maritime Security, Committee on Homeland Security, House of Representatives.

Why GAO Did This Study

The attempted bombing of an airline on December 25, 2009, by a Nigerian citizen
with a valid U.S. visa renewed concerns about the security of the visa process. Fur-
ther, unauthorized immigrants who entered the country legally on a temporary
basis but then overstayed their authorized periods of admission—overstays—could
pose homeland security risks. The Department of Homeland Security (DHS) has cer-
tain responsibilities for security in the visa process and for addressing overstays.
DHS staff review visa applications at certain Department of State overseas posts
under the Visa Security Program. DHS also manages the Visa Waiver Program
through which eligible nationals from certain countries can travel to the United
States without a visa. This testimony is based on GAO products issued in November
2009, August 2010, and from March to May 2011. As requested, this testimony ad-
dresses the following issues: (1) Overstay enforcement efforts, (2) efforts to imple-
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ment a biometric exit system and challenges with the reliability of overstay data,
and (3) challenges in the Visa Security and Visa Waiver programs.

What GAO Recommends

GAO has made recommendations in prior reports that, among other things, call
for DHS to strengthen management of overstay enforcement efforts, mechanisms for
collecting data from foreign nationals departing the United States, and planning for
addressing certain Visa Security and Visa Waiver programs’ risks. DHS generally
concurred with these recommendations and has actions planned or underway to ad-
dress them.

VISA SECURITY: ADDITIONAL ACTIONS NEEDED TO STRENGTHEN OVERSTAY
ENFORCEMENT AND ADDRESS RISKS IN THE VISA PROCESS

What GAO Found

Federal agencies take actions against a small portion of the estimated overstay
population, but strengthening planning and assessment of overstay efforts could im-
prove enforcement. Within DHS, U.S. Immigration and Customs Enforcement’s
(ICE) Counterterrorism and Criminal Exploitation Unit (CTCEU) is the lead agency
responsible for overstay enforcement. CTCEU arrests a small portion of the esti-
mated overstay population in the United States because of, among other things,
ICE’s competing priorities, but ICE expressed an intention to augment its overstay
enforcement resources. From fiscal years 2006 through 2010, ICE reported devoting
about 3 percent of its total field office investigative hours to CTCEU overstay inves-
tigations. ICE was considering assigning some responsibility for noncriminal over-
stay enforcement to its Enforcement and Removal Operations directorate, which ap-
prehends and removes aliens subject to removal from the United States. In April
2011, GAO reported that by developing a time frame for assessing needed resources
and using the assessment findings, as appropriate, ICE could strengthen its plan-
ning efforts. Moreover, in April 2011, GAO reported that CTCEU tracked various
performance measures, but did not have a mechanism to assess the outcomes of its
efforts. GAO reported that by establishing such a mechanism, CTCEU could better
ensure that managers have information to assist in making decisions.

DHS has not yet implemented a comprehensive biometric system to match avail-
able information (e.g., fingerprints) provided by foreign nationals upon their arrival
and departure from the United States and faces reliability issues with data used
to identify overstays. GAO reported that while the United States Visitor and Immi-
grant Status Indicator Technology Program’s biometric entry capabilities were oper-
ating at ports of entry, exit capabilities were not, and DHS did not have a com-
prehensive plan for biometric exit implementation. DHS conducted pilots to test two
scenarios for an air exit solution in 2009, and in August 2010, GAO concluded that
the pilots’ limitations, such as limitations not defined in the pilot evaluation plan
like suspending exit screening at departure gates to avoid flight delays, curtailed
DHS’s ability to inform a decision for a long-term exit solution. Further, in April
2011, GAO reported that there is not a standard mechanism for nonimmigrants de-
parting the United States through land ports of entry to remit their arrival and de-
parture forms. Such a mechanism could help DHS obtain more complete departure
data for identifying overstays.

GAO identified various challenges in the Visa Security and Visa Waiver programs
related to planning and assessment efforts. For example, in March 2011, GAO found
that ICE developed a plan to expand the Visa Security Program to additional high-
risk posts, but ICE had not fully adhered to the plan or kept it up to date. Further,
ICE had not identified possible alternatives that would provide the additional secu-
rity of Visa Security Program review at those high-risk posts that do not have a
program presence. In addition, DHS implemented the Electronic System for Travel
Authorization (ESTA) to meet a statutory requirement intended to enhance Visa
Waiver Program security and took steps to minimize the burden on travelers to the
United States added by the new requirement. However, DHS had not fully evalu-
ated security risks related to the small percentage of Visa Waiver Program travelers
without verified ESTA approval.

Chairwoman Miller, Ranking Member Cuellar, and Members of the subcommittee:
I am pleased to be here today to discuss the Department of Homeland Security’s
(DHS) programs and efforts to strengthen the security of the visa process, including
efforts to identify and take enforcement against overstays—individuals who were
admitted to the United States legally on a temporary basis—either with a visa, or
in some cases, as visitors who were allowed to enter without a visa—but then over-
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stayed their authorized periods of admission.! The attempted bombing of Northwest
Airlines flight 253 on December 25, 2009, by a Nigerian citizen in possession of a
valid U.S. visa renewed concerns about the security of the visa process. Each year,
millions of visitors come to the United States legally on a temporary basis. From
fiscal year 2005 through fiscal year 2010, the Department of State issued over 36
million nonimmigrant visas for business travel, pleasure, tourism, medical treat-
ment, or for foreign and cultural exchange student programs, among other things.2
In addition, from fiscal year 2005 through fiscal year 2010, over 98 million visitors
were admitted to the United States under the Visa Waiver Program, which allows
nationals from certain countries to apply for admission to the country as temporary
V{)sitor;ls3for business or pleasure without first obtaining a visa from a U.S. consulate
abroad.

Further, the most recent estimates from the Pew Hispanic Center approximated
that in 2006, out of an unauthorized resident alien population of 11.5 million to 12
million in the United States, about 4 million to 5.5 million were overstays.4 In Feb-
ruary 2008, we reported that most overstays are likely motivated by economic op-
portunities to stay in the United States beyond their authorized periods of admis-
sion.? Individuals overstaying their authorized periods of admission could pose
homeland security concerns. For example, in some instances overstays have been
identified as terrorists or involved in terrorist-related activity, such as 5 of the 19
September 11, 2001, hijackers. Further, according to DHS data, of approximately
400 individuals reported by the Department of Justice as convicted in the United
States as a result of international terrorism-related investigations conducted from
September 2001 through March 2010, approximately 36 were overstays.®

DHS has certain responsibilities for strengthening security in the visa process, in-
cluding identifying and taking enforcement action to address overstays. Within
DHS, U.S. Customs and Border Protection (CBP) is tasked with, among other du-
ties, inspecting all people applying for entry to the United States to determine their
admissibility to the country and screening Visa Waiver Program applicants to deter-
mine their eligibility to travel to the United States under the program. U.S. Immi-
gration and Customs Enforcement (ICE) is the lead agency for enforcing immigra-
tion law in the interior of the United States and is primarily responsible for over-
stay enforcement, and within ICE, the Counterterrorism and Criminal Exploitation
Unit (CTCEU) is primarily responsible for overstay investigations. The United
States Visitor and Immigrant Status Indicator Technology Program (US-VISIT)
within DHS’s National Protection and Programs Directorate supports the identifica-

1Visitors who are allowed to seek admission without a visa include citizens of Canada and
the British Overseas Territory of Bermuda (and certain residents of other adjacent islands, such
as the Bahamas) under certain circumstances, as well as Visa Waiver Program participants (see
footnote 3). In-country overstays refer to nonimmigrants who have exceeded their authorized pe-
riods of admission and remain in the United States without lawful status, while out-of-country
overstays refer to individuals who have departed the United States but who, on the basis of
arrival and departure information, stayed beyond their authorized periods of admission.

2Temporary visitors to the United States generally are referred to as “nonimmigrants.” For
a listing and descriptions of nonimmigrant categories, see 8 U.S.C. §1101(a)(15); see also 8
C.F.R. §214.1(a)(1)~(2). Generally, nonimmigrants wishing to visit the United States gain per-
mission to apply for admission to the country through one of two ways. First, those eligible for
the Visa Waiver Program apply on-line to establish eligibility to travel under the program prior
to departing for the United States (unless they are seeking admission at a land port of entry,
in which case eligibility is established at the time of application for admission). Second, those
not eligible for the Visa Waiver Program and not otherwise exempt from the visa requirement
must visit the U.S. consular office with jurisdiction over their place of residence or, in certain
circumstances, the area in which they are physically present but not resident, to obtain a visa.
Upon arriving at a port of entry, nonimmigrants must undergo inspection by U.S. Customs and
]S?'order Protection officers, who determine whether or not they may be admitted into the United

tates.

3In order to qualify for the Visa Waiver Program, a country must meet various requirements,
such as entering into an agreement with the United States to report lost or stolen passports
within a strict time limit and in a manner specified in the agreement. Currently, 36 countries
participate in the Visa Waiver Program: Andorra, Australia, Austria, Belgium, Brunei, Czech
Republic, Denmark, Estonia, Finland, France, Germany, Greece, Hungary, Iceland, Ireland,
Italy, Japan, Latvia, Liechtenstein, Lithuania, Luxembourg, Malta, Monaco, the Netherlands,
New Zealand, Norway, Portugal, San Marino, Singapore, Slovakia, Slovenia, South Korea,
Spain, Sweden, Switzerland, and the United Kingdom.

4Pew Hispanic Center, Modes of Entry for the Unauthorized Migrant Population (Washington,
DC: May 22, 2006).

5GAOQO, Visa Waiver Program: Limitations with Department of Homeland Security’s Plan to
Verify Departure of Foreign Nationals, GAO-08-458T (Washington, DC: Feb. 28, 2008).

6 For more information on these convictions, see Department of Justice, National Security Di-
vision Statistics on Unsealed International Terrorism and Terrorism-Related Convictions (Wash-
ington, DC: March 2010).
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tion of nonimmigrant overstays. In 2002, DHS initiated the US-VISIT Program to
develop a comprehensive entry and exit system to collect biometric data from aliens
traveling through U.S. ports of entry. In 2004, US-VISIT initiated the first step of
this program by collecting biometric data on aliens entering the United States. Fur-
ther, the Department of State is responsible for issuing visas to foreign nationals
seeking admission to the United States. In addition, DHS has responsibility for
managing the Visa Security Program and the Visa Waiver Program. Specifically,
ICE oversees the Visa Security Program under which it deploys officials to certain
U.S. embassies and consulates to strengthen the visa process by working with De-
partment of State officials in reviewing visa applications.” DHS is also responsible
for establishing visa policy, including policy for the Visa Waiver Program.

As requested, my testimony will cover the following key issues: (1) Efforts to take
enforcement action against overstays and reported results; (2) DHS’s efforts to im-
plement a biometric exit system and the reliability of data used to identify
overstays; and (3) challenges and weaknesses in the Visa Security and Visa Waiver
programs. This testimony is based on our prior work on overstay enforcement ef-
forts, the US-VISIT program, the Visa Security Program, and the Visa Waiver Pro-
gram. We issued reports from these efforts in April 2011, August 2010 and Novem-
ber 2009, March 2011, and May 2011, respectively.8 For these reports, we examined
program documentation, such as standard operating procedures, guidance for inves-
tigations, and implementation plans. We also interviewed DHS and Department of
State officials. Additional details on the scope and methodology are available in our
published reports. We conducted this work in accordance with generally accepted
government auditing standards.

In summary, DHS has taken action to strengthen security in the visa process, but
operational and management weaknesses have hindered the effectiveness of these
efforts. First, ICE investigates and arrests a small portion of the estimated overstay
population in the United States because of, for example, competing enforcement pri-
orities. ICE also reported allocating a small percentage of its investigative work
hours to overstay investigations since fiscal year 2006, but the agency has expressed
an intention to augment the resources it dedicates to overstay enforcement efforts
moving forward. However, ICE does not yet have a target time frame for completing
its planning efforts for augmenting overstay enforcement resources, and it lacks
mechanisms for assessing the effectiveness of its enforcement efforts. Second, DHS
has not yet implemented a comprehensive biometric entry and exit system for col-
lecting biometric data on foreign nationals when they depart the United States. In
the absence of such a system, DHS uses primarily biographic data to identify
overstays. However, unreliable data hinder DHS’s efforts to accurately identify
overstays. Third, ICE has deployed agents to certain embassies and consulates as
part of the Visa Security Program, but has not performed mandated training, has
faced staffing challenges, and has not fully adhered to its program expansion plan.
DHS has taken action to strengthen the security of the Visa Waiver Program, but
has not fully analyzed program risks or completed required reports on participating
countries’ security risks in a timely manner. We made a number of recommenda-
tions to DHS to strengthen its efforts in these areas, such as improving its manage-
ment and assessment of overstay enforcement efforts, planning for a biometric exit
capability and mechanisms for collecting data from foreign nationals departing the
United States at land ports of entry, and addressing risks in the Visa Security and
Visa Waiver programs. DHS concurred with these recommendations and has actions
planned or under way to address them.

7The Homeland Security Act of 2002 (Pub. L. 107-296, 116 Stat. 2135) established DHS and
gave the Secretary of Homeland Security authority to issue regulations with respect to the
issuance and refusal of visas. Section 428 of the Homeland Security Act authorizes the Secretary
of Homeland Security to assign DHS employees to consular posts overseas to support the visa
process through various functions. See 6 U.S.C. § 236(e).

8 GAO, Overstay Enforcement: Additional Mechanisms for Collecting, Assessing, and Sharing
Data Could Strengthen DHS’s Efforts but Would Have Costs, GAO-11-411 (Washington, DC:
April 15, 2011); Homeland Security: US-VISIT Pilot Evaluations Offer Limited Understanding
of Air Exit Options, GAO-10-860 (Washington, DC: Aug. 10, 2010); Homeland Security: Key US—
VISIT Components at Varying Stages of Completion, but Integrated and Reliable Schedule Need-
ed, GAO-10-13 (Washington, DC: Nov. 19, 2009); Border Security: DHS’s Visa Security Program
Needs to Improve Performance Evaluation and Better Address Visa Risk Worldwide, GAO-11—
315 (Washington, DC: Mar. 31, 2011), and Visa Waiver Program: DHS Has Implemented the
Electronic System for Travel Authorization, but Further Steps Needed to Address Potential Pro-
gram Risks, GAO-11-335 (Washington, DC: May 5, 2011).
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FEDERAL AGENCIES TAKE ACTIONS AGAINST A SMALL PORTION OF THE ESTIMATED
OVERSTAY POPULATION

ICE Investigates Few In-Country Overstays, but Its Efforts Could Benefit from Im-
proved Planning and Performance Management

As we reported in April 2011, ICE CTCEU investigates and arrests a small por-
tion of the estimated in-country overstay population due to, among other things,
ICE’s competing priorities; however, these efforts could be enhanced by improved
planning and performance management. CTCEU, the primary Federal entity re-
sponsible for taking enforcement action to address in-country overstays, identifies
leads for overstay cases; takes steps to verify the accuracy of the leads it identifies
by, for example, checking leads against multiple databases; and prioritizes leads to
focus on those the unit identifies as being most likely to pose a threat to National
security or public safety. CTCEU then requires field offices to initiate investigations
on all priority, high-risk leads it identifies.

According to CTCEU data, as of October 2010, ICE field offices had closed about
34,700 overstay investigations that CTCEU headquarters assigned to them from fis-
cal year 2004 through 2010.° These cases resulted in approximately 8,100 arrests
(about 23 percent of the 34,700 investigations), relative to a total estimated overstay
population of 4 million to 5.5 million.1® About 26,700 of those investigations (or 77
percent) resulted in one of these three outcomes:!! (1) Evidence is uncovered indi-
cating that the suspected overstay has departed the United States; (2) evidence is
uncovered indicating that the subject of the investigation is in-status (e.g., the sub-
ject filed a timely application with the United States Citizenship and Immigration
Services (USCIS) to change his or her status and/or extend his or her authorized
period of admission in the United States); or (3) CTCEU investigators exhaust all
investigative leads and cannot locate the suspected overstay.12 Of the approximately
34,700 overstay investigations assigned by CTCEU headquarters that ICE field of-
fices closed from fiscal year 2004 through 2010, ICE officials attributed the signifi-
cant portion of overstay cases that resulted in a departure finding, in-status finding,
or with all leads being exhausted generally to difficulties associated with locating
suspected overstays and the timeliness and completeness of data in DHS’s systems
used to identify overstays.

Further, ICE reported allocating a small percentage of its resources in terms of
investigative work hours to overstay investigations since fiscal year 2006, but the
agency expressed an intention to augment the resources it dedicates to overstay en-
forcement efforts moving forward. Specifically, from fiscal years 2006 through 2010,
ICE reported devoting from 3.1 to 3.4 percent of its total field office investigative
hours to CTCEU overstay investigations. ICE attributed the small percentage of in-
vestigative resources it reported allocating to overstay enforcement efforts primarily
to competing enforcement priorities. According to the ICE Assistant Secretary, ICE
has resources to remove 400,000 aliens per year, or less than 4 percent of the esti-
mated removable alien population in the United States. In June 2010, the Assistant
Secretary stated that ICE must prioritize the use of its resources to ensure that its
efforts to remove aliens reflect the agency’s highest priorities, namely non-
immigrants, including suspected overstays, who are identified as high-risk in terms
of being most likely to pose a risk to National security or public safety. As a result,
ICE dedicated its limited resources to addressing overstays it identified as most

9CTCEU also investigates suspected Visa Waiver Program overstays, out-of-status students
and violators of the National Security Entry-Exit Registration System, a program that requires
certain visitors or nonimmigrants to register with DHS for National security reasons. For the
purpose of this discussion, these investigations are referred to collectively as “overstay” inves-
tigations. In addition to CTCEU investigative efforts, other ICE programs within Enforcement
and Removal Operations may take enforcement action against overstays, though none of these
programs solely or directly focus on overstay enforcement. For example, if the Enforcement and
Removal Operations Criminal Alien Program identifies a criminal alien who poses a threat to
public safety and is also an overstay, the program may detain and remove that criminal alien
from the United States.

10The most recent estimates from the Pew Hispanic Center approximated that, in 2006, out
of an unauthorized resident alien population of 11.5 million to 12 million in the United States,
about 4 million to 5.5 million were overstays. Pew Hispanic Center, Modes of Entry for the Un-
authorized Migrant Population (Washington, DC: May 22, 2006).

11 Investigations resulting and not resulting in arrest do not total 34,700 due to rounding.

12With regard to the second outcome, that the subject is found to be in-status, under certain
circumstances, an application for extension or change of status can temporarily prevent a visi-
tor’s presence in the United States from being categorized as unauthorized. See Donald Neufeld,
Acting Associate Director, Domestic Operations Directorate, USCIS, “Consolidation of Guidance
Concerning Unlawful Presence for Purposes of Sections 212(2)(9)(B){d) and 212(a)(@)C)A)I) of
the [Immigration and Nationality] Act,” memorandum, Washington, DC, May 6, 2009.
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likely to pose a potential threat to National security or public safety and did not
generally allocate resources to address suspected overstays that it assessed as non-
criminal and low-risk. ICE indicated that it may allocate more resources to overstay
enforcement efforts moving forward and that it planned to focus primarily on sus-
pected overstays whom ICE has identified as high-risk or who recently overstayed
their authorized periods of admission.

ICE was considering assigning some responsibility for noncriminal overstay en-
forcement to its Enforcement and Removal Operations (ERO) directorate, which has
responsibility for apprehending and removing aliens who do not have lawful immi-
gration status from the United States. However, ERO did not plan to assume this
responsibility until ICE assessed the funding and resources doing so would require.
ICE had not established a time frame for completing this assessment. We reported
in April 2011 that by developing such a time frame and utilizing the assessment
findings, as appropriate, ICE could strengthen its planning efforts and be better po-
sitioned to hold staff accountable for completing the assessment. We recommended
that ICE establish a target time frame for assessing the funding and resources ERO
would require in order to assume responsibility for civil overstay enforcement and
use the results of that assessment. DHS officials agreed with our recommendation
and stated that ICE planned to identify resources needed to transition this responsi-
bility to ERO as part of its fiscal year 2013 resource-planning process.

Moreover, although CTCEU established an output program goal and target, and
tracked various performance measures, it did not have a mechanism in place to as-
sess the outcomes of its efforts, particularly the extent to which the program was
meeting its mission as it relates to overstays—to prevent terrorists and other crimi-
nals from exploiting the Nation’s immigration system. CTCEU’s program goal is to
prevent criminals and terrorists from exploiting the immigration system by
proactively developing cases for investigation, and its performance target is to send
100 percent of verified priority leads to field offices as cases.13 CTCEU also tracks
a variety of output measures, such as the number of cases completed their associ-
ated results (i.e., arrested, departed, in-status, or all leads exhausted) and average
hours spent to complete an investigation. While CTCEU’s performance target per-
mits it to assess an output internal to the program—the percentage of verified pri-
ority leads it sends to field offices for investigation—it does not provide program of-
ficials with a means to assess the impact of the program in terms of preventing ter-
rorists and other criminals from exploiting the immigration system. We reported
that by establishing such mechanisms, CTCEU could better ensure that managers
have information to assist in making decisions for strengthening overstay enforce-
ment efforts and assessing performance against CTCEU’s goals. In our April 2011
report, we recommended that ICE develop outcome-based performance measures—
or proxy measures if program outcomes cannot be captured—and associated targets
on CTCEU’s progress in preventing terrorists and other criminals from exploiting
the Nation’s immigration system. DHS officials agreed with our recommendation
and stated that ICE planned to work with DHS’s National security partners to de-
termine if measures could be implemented.

The Department of State and CBP Have Taken Action to Prevent Ineligible Out-of-
Country Overstays from Returning to the United States

In addition to ICE’s overstay enforcement activities, in April 2011 we reported
that the Department of State and CBP are responsible for, respectively, preventing
ineligible violators from obtaining a new visa or being admitted to the country at
a port of entry. According to Department of State data, the Department denied
about 52,800 nonimmigrant visa applications and about 114,200 immigrant visa ap-
plications from fiscal year 2005 through fiscal year 2010 due, at least in part, to
applicants having previously been unlawfully present in the United States for more
than 180 days, according to statute.l4 Similarly, CBP reported that it refused ad-
mission to about 5,000 foreign nationals applying for admission to the United States
from fiscal year 2005 through 2010 (an average of about 830 per year) specifically

13Verified leads are leads that CTCEU has determined to be accurate and viable by analyzing
information from Government and commercial databases containing information related to im-
migration status. For example, these procedures are intended to verify that an individual sus-
pected of overstaying has not departed the country or been granted an extension of stay by
USCIS.

14 State Department data indicate that a total of about 36.5 million nonimmigrant visas and
about 2.7 million immigrant visas were issued from fiscal year 2005 through 2010.
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because of the applicants’ previous status as unlawfully present in the United
States for more than 180 days.15

DHS HAS NOT IMPLEMENTED A RELIABLE EXIT SYSTEM AND FACES RELIABILITY ISSUES
WITH EXISTING VISA OVERSTAY DATA

DHS Has Not Yet Implemented a Comprehensive Biometric Exit System

DHS has not yet implemented a comprehensive biometric system to match avail-
able information provided by foreign nationals upon their arrival and departure
from the United States. In August 2007, we reported that while US-VISIT biometric
entry capabilities were operating at air, sea, and land ports of entry, exit capabili-
ties were not, and that DHS did not have a comprehensive plan or a complete sched-
ule for biometric exit implementation.1® In addition, we reported that DHS contin-
ued to propose spending tens of millions of dollars on US-VISIT exit projects that
were not well-defined, planned, or justified on the basis of costs, benefits, and
risks.17 Moreover, in November 2009, we reported that DHS had not adopted an in-
tegrated approach to scheduling, executing, and tracking the work that needed to
be accomplished to deliver a comprehensive exit solution as part of the US-VISIT
program. We concluded that, without a master schedule that was integrated and de-
rived in accordance with relevant guidance, DHS could not reliably commit to when
and how it would deliver a comprehensive exit solution or adequately monitor and
manage its progress toward this end. We recommended that DHS ensure that an
integrated master schedule be developed and maintained. DHS concurred and re-
ported, as of July 2011, that the documentation of schedule practices and procedures
is on-going, and that an updated schedule standard, management plan, and man-
agement process that are compliant with schedule guidelines are under review.

More specifically, with regard to a biometric exit capability at land ports of entry,
we reported in December 2006 that US-VISIT officials concluded that, for various
reasons, a biometric US-VISIT exit capability could not be implemented without in-
curring a major impact on land facilities.18 In December 2009, DHS initiated a land
exit pilot to collect departure information from temporary workers traveling through
two Arizona land ports of entry. Under this pilot, temporary workers who entered
the United States at these ports of entry were required to register their final depar-
ture by providing biometric and biographic information at exit kiosks located at the
ports of entry. DHS planned to use the results of this pilot to help inform future
decisions on the pedestrian component of the long-term land exit component of a
comprehensive exit system.

With regard to air and sea ports of entry, in April 2008, DHS announced its inten-
tion to implement biometric exit verification at air and sea ports of entry in a Notice
of Proposed Rule Making.l® Under this notice, commercial air and sea carriers
would be responsible for developing and deploying the capability to collect biometric
information from departing travelers and transmit it to DHS. DHS received com-
ments on the notice and has not yet published a final rule. Subsequent to the rule
making notice, on September 30, 2008, the Consolidated Security, Disaster Assist-
ance, and Continuing Appropriations Act, 2009, was enacted, which directed DHS
to test two scenarios for an air exit solution: (1) Airline collection and transmission
of biometric exit data, as proposed in the rulemaking notice and (2) CBP collection
of such information at the departure gate.20 DHS conducted two pilots in 2009, and
we reported on them in August 2010. Specifically, we reported that the pilots ad-
dressed one statutory requirement for a CBP scenario to collect information on
exiting foreign nationals. However, DHS was unable to address the statutory re-
quirement for an airline scenario because no airline was willing to participate. We
reported on limitations with the pilots, such as the reported scope and approach of

15CBP data indicates that, in total, about 1.3 million foreign nationals were determined to
be inadmissible to the United States by the CBP Office of Field Operations from fiscal year 2005
through 2010. As is the case with the State Department, CBP is unable to isolate and quantify
the number of aliens it has determined to be inadmissible because of the aliens having over-
stayed by 180 days or less, because actions taken against these aliens are recorded under
grounds of inadmissibility that may apply to, but are not limited to, overstays.

16 The purpose of US-VISIT is to provide biometric (e.g., fingerprint) identification—through
the collection, maintenance, and sharing of biometric and selected biographic data—to author-
ized DHS and other Federal agencies.

17GAO, Homeland Security: U.S. Visitor and Immigrant Status Program’s Longstanding Lack
of Strategic Direction and Management Controls Needs to Be Addressed, GAO-07-1065 (Wash-
ington, DC: Aug. 31, 2007).

18 GAO, Border Security: US-VISIT Program Faces, Strategic, Operational, and Technological
Challenges at Land Ports of Entry, GAO-07-248 (Washington, DC: Dec. 6, 2006).

1973 Fed. Reg. 22,065 (Apr. 24, 2008).

20 Pub. L. No. 110~ 329, 122 Stat. 3574, 3668-70 (2008).
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the pilots including limitations not defined in the pilot evaluation plan like sus-
pending exit screening at departure gates to avoid flight delays, that curtailed their
ability to inform a decision for a long-term air exit solution and pointed to the need
for additional sources of information on air exit’s operational impacts.2! We rec-
ommended that the Secretary of Homeland Security identify additional sources of
information beyond the pilots, such as comments from the Notice of Proposed Rule
Making, to inform an air exit solution decision. DHS agreed with the recommenda-
tion and stated that the pilots it conducted would not serve as the sole source of
information to inform an air exit solution decision. In July 2011, DHS stated that
it continues to examine all options in connection with a final biometric air exit solu-
tion and has recently given consideration to using its authority to establish an advi-
sory committee to study and provide recommendations to DHS and Congress on im-
plementing an air exit program.

More Reliable, Accessible Data Could Improve DHS’s Efforts to Identify and Share
Information on Overstays

In the absence of a comprehensive biometric entry and exit system for identifying
and tracking overstays, US-VISIT and CTCEU primarily analyze biographic entry
and exit data collected at land, air, and sea ports of entry to identify overstays. In
April 2011, we reported that DHS’s efforts to identify and report on visa overstays
were hindered by unreliable data. Specifically, CBP does not inspect travelers
exiting the United States through land ports of entry, including collecting their bio-
metric information, and CBP did not provide a standard mechanism for non-
immigrants departing the United States through land ports of entry to remit their
arrival and departure forms. Nonimmigrants departing the United States through
land ports of entry turn in their forms on their own initiative. According to CBP
officials, at some ports of entry, CBP provides a box for nonimmigrants to drop off
their forms, while at other ports of entry departing nonimmigrants may park their
cars, enter the port of entry facility, and provide their forms to a CBP officer. These
forms contain information, such as arrival and departure dates, used by DHS to
identify overstays. If the benefits outweigh the costs, a mechanism to provide non-
immigrants with a way to turn in their arrival and departure forms could help DHS
obtain more complete and reliable departure data for identifying overstays. We rec-
ommended that the Commissioner of CBP analyze the costs and benefits of devel-
oping a standard mechanism for collecting these forms at land ports of entry, and
develop a standard mechanism to collect them, to the extent that benefits outweigh
the costs. CBP agreed with our recommendation and stated it planned to complete
a cost-effective independent evaluation.

Further, we previously reported on weaknesses in DHS processes for collecting de-
parture data, and how these weaknesses impact the determination of overstay rates.
The Implementing Recommendations of the 9/11 Commission Act required that DHS
certify that a system is in place that can verify the departure of not less than 97
percent of foreign nationals who depart through U.S. airports in order for DHS to
expand the Visa Waiver Program.22 In September 2008, we reported that DHS’s
methodology for comparing arrivals and departures for the purpose of departure
verification would not inform overall or country-specific overstay rates because
DHS’s methodology did not begin with arrival records to determine if those foreign
nationals departed or remained in the United States beyond their authorized peri-
ods of admission.23 Rather, DHS’s methodology started with departure records and
matched them to arrival records. As a result, DHS’s methodology counted overstays
who left the country, but did not identify overstays who have not departed the
United States and appear to have no intention of leaving. We recommended that
DHS explore cost-effective actions necessary to further improve the reliability of
overstay data. DHS reported that it is taking steps to improve the accuracy and reli-
ability of the overstay data, by efforts such as continuing to audit carrier perform-
ance and work with airlines to improve the accuracy and completeness of data col-
lection. Moreover, by statute, DHS is required to submit an annual report to Con-
gress providing numerical estimates of the number of aliens from each country in
each nonimmigrant classification who overstayed an authorized period of admission

21GAO, Homeland Security: US-VISIT Pilot Evaluations Offer Limited Understanding of Air
Exit Options, GAO-10-860 (Washington, DC: Aug. 10, 2010).

228 U.S.C. §1187(c)(8).

23 GAO, Visa Waiver Program: Actions Are Needed to Improve Management of the Expansion
Process, and to Assess and Mitigate Program Risks, GAO-08-967 (Washington, DC: Sept. 15,
2008).
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that expired during the fiscal year prior to the year for which the report is made.24
DHS officials stated that the Department has not provided Congress annual over-
stay estimates regularly since 1994 because officials do not have sufficient con-
fidence in the quality of the Department’s overstay data—which is maintained and
generated by US-VISIT. As a result, DHS officials stated that the Department can-
not reliably report overstay rates in accordance with the statute.

In addition, in April 2011 we reported that DHS took several steps to provide its
component entities and other Federal agencies with information to identify and take
enforcement action on overstays, including creating biometric and biographic look-
outs—or electronic alerts—on the records of overstay subjects that are recorded in
databases. However, DHS did not create lookouts for the following two categories
of overstays: (1) Temporary visitors who were admitted to the United States using
nonimmigrant business and pleasure visas and subsequently overstayed by 90 days
or less; and (2) suspected in-country overstays who CTCEU deemed not to be a pri-
ority for investigation in terms of being most likely to pose a threat to National se-
curity or public safety. Broadening the scope of electronic lookouts in Federal infor-
mation systems could enhance overstay information sharing. In April 2011, we rec-
ommended that the Secretary of Homeland Security direct the Commissioner of
Customs and Border Protection, the Under Secretary of the National Protection and
Programs Directorate, and the Assistant Secretary of Immigration and Customs En-
forcement to assess the costs and benefits of creating biometric and biographic look-
outs for these two categories of overstays. Agency officials agreed with our rec-
ommendation and have actions under way to address it. For example, agency offi-
cials stated that they have met to assess the costs and benefits of creating lookouts
for those categories of overstays.

ADDITIONAL STEPS NEEDED TO ADDRESS RISKS IN THE VISA SECURITY AND VISA WAIVER
PROGRAMS

Visa Security Program

As we reported in March 2011, the Visa Security Program faces several key chal-
lenges in implementing operations at overseas posts. For example, we reported that
Visa Security Program agents’ advising and training of consular officers, as man-
dated by section 428 of the Homeland Security Act, varied from post to post, and
some posts provided no training to consular officers. We contacted consular sections
at 13 overseas posts, and officials from 5 of the 13 consular sections we interviewed
stated that they had received no training from the Visa Security Program agents
in the last year, and none of the agents we interviewed reported providing training
on specific security threats. At posts where Visa Security Program agents provided
training for consular officers, topics covered included fraudulent documents, immi-
gration law, human smuggling, and interviewing techniques. In March 2011, we rec-
ommended that DHS issue guidance requiring Visa Security Program agents to pro-
vide training for consular officers as mandated by section 428 of the Homeland Se-
cg}(‘iity Act. DHS concurred with our recommendation and has actions under way to
address it.

Further, in March 2011 we reported that Visa Security Program agents performed
a variety of investigative and administrative functions beyond their visa security re-
sponsibilities, including criminal investigations, attaché functions, and regional re-
sponsibilities. According to ICE officials, Visa Security Program agents perform non-
program functions only after completing their visa security screening and vetting
workload. However, both agents and Department of State officials at some posts told
us that these other investigative and administrative functions sometimes slowed or
limited Visa Security Program agents’ visa security-related activities. We rec-
ommended that DHS develop a mechanism to track the amount of time spent by
Visa Security Program agents on visa security activities and other investigations,
in order to determine appropriate staffing levels and resource needs for Visa Secu-
rity Program operations at posts overseas to ensure visa security operations are not
limited. DHS did not concur with our recommendation, stating that ICE currently
tracks case investigation hours through its data system, and that adding the metric
to the Visa Security Program tracking system would be redundant. However, DHS’s
response did not address our finding that ICE does not have a mechanism that al-
lows the agency to track the amount of time agents spend on both investigation
hours and hours spent on visa security activities. Therefore, we continue to believe
the recommendation has merit and should be implemented.

Moreover, we found that ICE’s use of 30-day temporary duty assignments to fill
Visa Waiver Program positions at posts created challenges and affected continuity

248 U.S.C. §1376(b).
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of operations at some posts. Consular officers we interviewed at 3 of 13 posts dis-
cussed challenges caused by this use of temporary duty agents. The Visa Security
Program’s 5-year plan also identified recruitment of qualified personnel as a chal-
lenge and recommended incentives for Visa Security Program agents as critical to
the program’s mission, stating, “These assignments present significant attendant
lifestyle difficulties. If the mission is to be accomplished, ICE, like State, needs a
way to provide incentives for qualified personnel to accept these hardship assign-
ments.” However, according to ICE officials, ICE had not provided incentives to fa-
cilitate recruitment for hardship posts.25 ICE officials stated that they have had dif-
ficulty attracting agents to Saudi Arabia, and ICE agents at post told us they have
little incentive to volunteer for Visa Security Program assignments. Thus, we rec-
ommended that DHS develop a plan to provide Visa Security Program coverage at
high-risk posts where the possibility of deploying agents may be limited. DHS
agreed with our recommendation and is taking steps to implement it.

In addition, ICE developed a plan to expand the Visa Security Program to addi-
tional high-risk visa-issuing posts, but ICE had not fully adhered to the plan or kept
it up to date. The program’s 5-year expansion plan, developed in 2007, identified 14
posts for expansion between 2009 and 2010, but 9 of these locations had not been
established at the time of our March 2011 report, and ICE had not updated the plan
to reflect the current situation. Furthermore, ICE had not fully addressed remaining
visa risk in high-risk posts that did not have a Visa Security Program presence.
ICE, with input from the Department of State, developed a list of worldwide visa-
issuing posts that are ranked according to visa risk. Although the expansion plan
stated that risk analysis is the primary input to Visa Security Program site selec-
tion and that the expansion plan represented an effort to address visa risk, ICE had
not expanded the Visa Security Program to some high-risk posts. For example, 11
of the top 20 high-risk posts identified by ICE and Department of State were not
covered by Visa Security Program at the time of our review. The expansion of the
Visa Security Program may be limited by a number of factors—including budget
limitations and objections from Department of State officials at some posts—and
ICE had not identified possible alternatives that would provide the additional secu-
rity of Visa Security Program review at those posts that do not have a program
presence. In May 2011, we recommended that DHS develop a plan to provide Visa
Security Program coverage at high-risk posts where the possibility of deploying
agents may be limited. DHS concurred with our recommendation and noted actions
under way to address it, such as enhancing information technology systems to allow
for screening and reviewing of visa applicants at posts worldwide.

Visa Waiver Program

As we reported in May 2011, DHS implemented the Electronic System for Travel
Authorization (ESTA) to meet a statutory requirement intended to enhance Visa
Waiver Program security and took steps to minimize the burden on travelers to the
United States added by the new requirement.2¢ However, DHS had not fully evalu-
ated security risks related to the small percentage of Visa Waiver Program travelers
without verified ESTA approval. DHS developed ESTA to collect passenger data and
complete security checks on the data before passengers board a U.S.-bound carrier.
DHS requires applicants for Visa Waiver Program travel to submit biographical in-
formation and answers to eligibility questions through ESTA prior to travel. Trav-
elers whose ESTA applications are denied can apply for a U.S. visa. In developing
and implementing ESTA, DHS took several steps to minimize the burden associated
with ESTA use. For example, ESTA reduced the requirement that passengers pro-
vide biographical information to DHS officials from every trip to once every 2 years.
In addition, because of ESTA, DHS has informed passengers who do not qualify for
Visa Waiver Program travel that they need to apply for a visa before they travel
to the United States. Moreover, most travel industry officials we interviewed in six
Visa Waiver Program countries praised DHS’s widespread ESTA outreach efforts,
reasonable implementation time frames, and responsiveness to feedback but ex-
pressed dissatisfaction over ESTA fees paid by ESTA applicants.2?

In 2010, airlines complied with the requirement to verify ESTA approval for al-
most 98 percent of the Visa Waiver Program passengers prior to boarding, but the

25The Department of State has designated roughly two-thirds of its 268 overseas posts as
hardship posts. Staff working in such locations often encounter harsh environmental and living
conditions that can include inadequate medical facilities, limited opportunities for spousal em-
ployment, poor schools, high levels of crime, and severe climate.

26 See 8 U.S.C. § 1187(h)(3).

27In September 2010, the U.S. Government began to charge ESTA applicants a $14 fee when
they applied for ESTA approval, including $10 for the creation of a corporation to promote travel
to the United States and §4 to fund ESTA operations.
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remaining 2 percent—about 364,000 travelers—traveled under the Visa Waiver Pro-
gram without verified ESTA approval. In addition, about 650 of these passengers
traveled to the United States with a denied ESTA. As we reported in May 2011,
DHS had not yet completed a review of these cases to know to what extent they
pose a risk to the program. DHS officials told us that, although there was no official
agency plan for monitoring and oversight of ESTA, the ESTA office was undertaking
a review of each case of a carrier’s boarding a Visa Waiver Program traveler without
an approved ESTA application; however, DHS had not established a target date for
completing this review. DHS tracked some data on passengers that travel under the
Visa Waiver Program without verified ESTA approval but did not track other data
that would help officials know the extent to which noncompliance poses a risk to
the program. Without a completed analysis of noncompliance with ESTA require-
ments, DHS was unable to determine the level of risk that noncompliance poses to
Visa Waiver Program security and to identify improvements needed to minimize
noncompliance. In addition, without analysis of data on travelers who were admit-
ted to the United States without a visa after being denied by ESTA, DHS cannot
determine the extent to which ESTA is accurately identifying individuals who
should be denied travel under the program. In May 2011, we recommended that
DHS establish time frames for the regular review and documentation of cases of
Visa Waiver Program passengers traveling to a U.S. port of entry without verified
ESTA approval. DHS concurred with our recommendation and committed to estab-
lish procedures to review quarterly a representative sample of noncompliant pas-
sengers to evaluate, identify, and mitigate potential security risks associated with
the ESTA program.

Further, in May 2011 we reported that to meet certain statutory requirements,
DHS requires that Visa Waiver Program countries enter into three information-
sharing agreements with the United States; however, only half of the countries had
fully complied with this requirement and many of the signed agreements have not
been implemented.28 Half of the countries entered into agreements to share watch
list information about known or suspected terrorists and to provide access to bio-
graphical, biometric, and criminal history data. By contrast, almost all of the 36
Visa Waiver Program countries entered into an agreement to report lost and stolen
passports. DHS, with the support of interagency partners, established a compliance
schedule requiring the last of the Visa Waiver Program countries to finalize these
agreements by June 2012. Although termination from the Visa Waiver Program is
one potential consequence for countries not complying with the information-sharing
agreement requirement, U.S. officials have described it as undesirable. DHS, in co-
ordination with the Departments of State and Justice, developed measures short of
termination that could be applied to countries not meeting their compliance date.

In addition, as of May 2011, DHS had not completed half of the most recent bien-
nial reports on Visa Waiver Program countries’ security risks in a timely manner.
In 2002, Congress mandated that, at least once every 2 years, DHS evaluate the
effect of each country’s continued participation in the program on the security, law
enforcement, and immigration interests of the United States. The mandate also di-
rected DHS to determine based on the evaluation whether each Visa Waiver Pro-
gram country’s designation should continue or be terminated and to submit a writ-
ten report on that determination to select Congressional committees.2® According to
officials, DHS assesses, among other things, counterterrorism capabilities and immi-
gration programs. However, DHS had not completed the latest biennial reports for
18 of the 36 Visa Waiver Program countries in a timely manner, and over half of
these reports are more than 1 year overdue. Further, in the case of 2 countries,
DHS was unable to demonstrate that it had completed reports in the last 4 years.
DHS cited a number of reasons for the reporting delays. For example, DHS officials
said that they intentionally delayed report completion because they frequently did
not receive mandated intelligence assessments in a timely manner and needed to
review these before completing Visa Waiver Program country biennial reports. We
recommended that DHS take steps to address delays in the biennial country review
process so that the mandated country reports can be completed on time. DHS con-
curred with our recommendation and reported that it would consider process
changes to address our concerns with the timeliness of continuing Visa Waiver Pro-
gram reports.

This concludes my prepared testimony statement. I would be pleased to respond
to any questions that Members of the subcommittee may have.

28 See 8 U.S.C. § 1187(c)(2)(D), (F).
29 See the Enhanced Border Security and Visa Entry Reform Act of 2002.
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Mrs. MILLER. Thank you very much, Mr. Stana. I appreciate all
the testimony of all the witnesses. I know we have a lot of ques-
tions.

One of the things that struck me as you all were testifying was
the common theme about sharing information, et cetera, and work-
ing together with your sister agencies, with your partners and hav-
ing good partnerships. That is a theme in my office and I think cer-
tainly most Members’ offices, that was a critical element of the
9/11 Commission recommendations about moving from the need to
know to the need to share and getting out of our respective silos,
et cetera, et cetera. We talk about that all the time. It is very im-
portant certainly. I think that is why our committee staff put you
all so close together. You are just smashed together.

As I mentioned, the first and foremost responsibility of the Fed-
eral Government to provide for the common defense is actually in
the Constitution; securing our borders is a Constitutional mandate
of the Congress, and that is what this committee is all about. So
we want to work with the administration in every way possible to
secure our borders. I really do not look at it as a Republican or
Democratic issue. I see this in very nonpartisan terms. I am de-
lighted that because this committee has been very, very vocal about
continuing the presence of the National Guard as a force multiplier
for CBP and Border Patrol along the Southern border the adminis-
tration just recently has agreed to do so for some period of time.
I think we could use more, but still it is a very, very excellent, posi-
tive step forward, I think.

Mr. Cohen, as you are outlining today, I don’t know whether ser-
endipity or whatever, you don’t need to comment on that, but cer-
tainly the timing of having the administration talk about things
that this committee has been pushing for for some period of time
in regards to the visa program, announcing those today as we are
having this hearing does strike me as a bit interesting and very
welcome, very welcome. So we are delighted to hear about those
kinds of things.

I guess I would start, Mr. Cohen, with you. I was trying to take
some notes as you were outlining this. So there may be a couple
of questions in this. But you mentioned that you had 1.6 million
names that you started with and about 800,000 of those you found
then had left, which was an interesting number. So we really didn’t
know about that until you started this, which is okay, and then
839,000 left to vet, which you have done so, several thousand sent
to ICE. I am trying to understand where we are in this whole vet-
ting process, if you would flesh out your testimony a little bit with
that, because you mentioned also that Congress would get the data
for instance by country and some of the other metrics that you out-
lined. I am interested to know when that might be. I thought you
said 6, 12 months. I am interested in that.

I guess just generally there is no secret about the painful eco-
nomic transition that is happening Nationally and all of us are con-
cerned about the budget deficit, and what we want to do of course
is prioritize our expenditures so that we are doing what we need
to do with the resources that we have. I think by using tech-
nology—that was going to be a question I had before you outlined
here about the biometric forms, and some of the biometric and bio-
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graphic information, of course using the biographic information,
but the biometric forms whether that is iris scan or retinal scan-
ning or fingerprints, all of these different kinds of things. I am a
big believer in utilizing technology as a cost-effective, cost-efficient,
in this case National security efficiency matrix as well has been
overlayed. So I was delighted to hear you talk about that.

So I don’t know if I am making my question clear, but I am try-
ing to understand exactly what it is that you have outlined for us
today, because what you said is essentially what we have been try-
ing to get at as a committee.

Mr. CoHEN. Thank you, Madam Chairwoman. I think you are
right, there are a couple of factors that have come into play that
have allowed us to come here today and be able to describe what
I think is a pretty fully based approach to how to deal with this
issue. I think the level of cooperation that has matured across not
only the Department, but across the Federal interagencies, across
the law enforcement community, the intelligence community as
well as the immigration community, coupled with quite frankly a
maturation of information systems. Whether it is the information
systems of the NCTC, the information systems of the intelligence
community, the information systems used by US-VISIT, ICE, and
CBP and State Department, there has been a maturation over the
last several years. I would argue that what I started to describe
earlier probably could not have occurred several years ago.

So how do we get to where we are today? Earlier this year, for
many of the reasons you all have outlined earlier, the Secretary
pulled CBP, ICE, US-VISIT together and said, we need to vet the
1.6 million records that are commonly referred to as the overstay
backlog from a National security and public safety perspective. We
have to get it done and we have to get it done now. That meant
we all came together and we reached out to our intelligence com-
munity colleagues and we came up with a way to leverage existing
technical capabilities to vet from a public safety and National secu-
rity perspective those records.

The first step was US—VISIT running through their systems that
1.6 million records. That is how they were able to eliminate the
first tranche of that data to determine that they had left the coun-
try or they had actually changed their immigration status.

The remaining records, a portion of those were considered con-
firmed potential overstays. Based on existing protocols those 82,000
records would have been more fully evaluated under the pre-
existing manual database checks and protocols that existed
through the ICE prioritization process.

What we did this time is we took those 82,000 records and the
remaining 757,000 records, which under the prior paradigm would
never have been fully vetted, and we ran them through the NCTC
system and then we then leveraged the capabilities of automated
targeting system to query not only law enforcement and other im-
migration databases but we leveraged the intelligence-driven tar-
geting rules that ICE—that CBP utilizes in the course of their gen-
eral business. Out of 839,000 records we were able to identify a
subset that were potentially public safety or National security
threats. Working with ICE and CBP and the intelligence commu-
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nity, we were able to essentially go through each and every one of
those 2,000 records.

A subset of those, several hundred, were potential leads that ICE
eventually ran down to the point where we were talking about doz-
ens. So we started with 1.6 million records and ended up with doz-
ens of new investigations. Now some of those, several hundred,
were preexisting investigations, some had died, some were in jail.
Which think they were overstays because they were actually in jail.
Some we determined had left the country because we were
querying different databases like Interpol databases, et cetera. But
we were able to automate that public safety and national security
vetting process.

We brought the same group together to say, okay, can we do the
same thing from a location and immigration status perspective?
Current capabilities did not allow that. To be able to vet those
757,000 records from a location and immigration status perspective
would have required time-consuming manual databases—database
queries, excuse me. So we put this team—we focused this team on
coming up with a design on how to automate those processes as
well. That work has been underway for several months now. I
think we have come up with a concrete plan. As we looked at what
would result when we put that plan into motion, we estimate will
take between 6 to 12 months, we will have phased in results along
that time period. We not only will be able to fully vet from an on-
going basis any other potential overstays, or visa applicants, or
visa holders, or people requesting other immigration benefits from
a public safety or National security perspective, but we will also
have enhanced biographic exit capability from added biometric fea-
tures, such as better utilization of fingerprint identification num-
bers and other biometrics. If we couple that with research being
done by our S&T on biometric data collection capabilities from an
exit perspective, you have the foundation for a biometric exit capa-
bility in the future.

Mrs. MILLER. Well, I for one cannot tell you how much better I
feel now than I did at the beginning of this hearing listening to
your explanation and as you have been talking about your process
here. I guess one follow-up, when you talk about follow-on, some-
times “follow up” are the two most important words in the English
language. You have this large group that you began with, 1.6 mil-
lion, and you went through various iterations down to a couple of
hundred apparently that are continuing with some sort of inves-
tigative process there. How will you do in following up so we never
get to that huge backup again? So you will be able to—maybe you
told me that, but I didn’t quite get it. How are you going to con-
tinue to do this so it will not happen in the future, we will be able
to in real time understand if there is a significant threat to Na-
tional security—not 6 months after the fact.

Mr. COHEN. So, for me, one of the most exciting parts of this has
been to watch how as we have brought more clarity to the techno-
logical capabilities that can come when we interlink these systems,
that that has caused a parallel excitement on the operational side.
ICE has, working with CBP and others, has been rethinking the
way that they track day-to-day. So instead of us being reactive, an
overstay list being—a potential overstay list being created, it being
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prioritized best based on preexisting prioritization standards, CBP
and the technologists will be working developing essentially a hot
sheet, which on day-to-day will look at new derogatory information
coming in, new immigration information coming in, new travel in-
formation coming in and will essentially create a dashboard avail-
able to ICE on a day-to-day basis that will provide them insights
about those public safety and National security risks that are ei-
ther overstays or existing visa holders.

So ICE is actually—this has provided an opportunity for ICE, as
they are able to free up more personnel from these database que-
ries, to be more imaginative and creative in how they use their ex-
isting investigative resources.

Maybe I would defer to Mr. Edge if he wants to add any more
to that.

Mrs. MILLER. Mr. Edge.

Mr. EDGE. Thank you very much, Chairwoman Miller.

That is certainly a very accurate assessment. The part that US-
VISIT begins we are able to take after all these leads have been
fully evaluated and vetted through various databases, and then we
farm those leads out to our various offices in the field. We have 265
offices on the domestic side and 70 offices internationally. So once
those leads are sent out to the field, our agents are able to conduct
investigations and very detailed investigations, based on the qual-
ity of the information that we have received.

So it certainly has worked very well. We certainly see that it is
going to continue to work. We also have received well over 194,000
leads, not only from US-VISIT, but from the SEVIS process as
well. We have initiated 7,272 investigations as a result, and that
is pretty significant, certainly something that we haven’t been
doing over the past—since the inception of the agency and us try-
ing to combat terrorism.

As a result, we have also been able to make 2,194 arrests. So the
information that we are getting now has really been analyzed care-
fully, resulting in some significant results. As Mr. Cohen indicated,
we are able to conduct some quality investigations by gathering
this information and sending it to additional databases in the intel-
ligence community as well as our counterparts in the law enforce-
ment world.

Mrs. MILLER. Thank you very much.

I would just conclude my questioning here by once again observ-
ing that this is really how Congress is supposed to act, where we
are doing oversight, we are asking various questions, hopefully get-
ting the agencies to respond.

You certainly are responding and I think in a very appropriate
manner. So I am appreciative to hear all of this today.

With that, I would like to recognize our Ranking Member, Mr.
Cuellar, for his questions.

Mr. CUELLAR. Thank you very much, Chairwoman.

I have two sets of questions. One has to do with the time that
after an alien is ordered to be removed, how long it takes for that
person to stay.

Members, I would ask you to look at the handouts, and I believe
Diana is going to put an overhead also. What is the average time
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to get the travel documents issuance before they are removed? So
it involves a little bit of the State Department.
[The information follows:]

RECALCITRANT COUNTRIES
Average Travel Document Issuance Time

KEY:
Y-axis denotes DAYS
X-axis denotes COUNTRY

Prepared by the Office of Congressman Henry Cuellar

The other one is an issue I brought up at the committee last
week, I believe, about a Mexican-based school that taught students
how to fly. They were in south Texas. Instead of being there on stu-
dent visas, they were there learning—being taught on tourist visas
it sells. Again, the way this came about, because one of the Mexi-
can pilots, training pilots, went over and buzzed some of the boat-
ers at one of the places and had to create that type of activity to
bring this up.

So I will go first with the travel. As you know, when an alien
other than a Mexican national is ordered removed from the United
States, a consular officer from the alien’s country of origin must
issue a travel document. This travel document allows the alien to
return to his or her country and are necessary to effect the order
removal of aliens from the United States. There are some coun-
tries, like Guatemala, Honduras, and the DR that have electronic
travel documents that make that to move a lot faster. Of course,
with Mexico overall we have a good working relationship where
they will take them rather quickly.

But as you can see up there, there are certain countries, and this
is only just a few: Pakistan takes 92 days. This is after—just to get
the travel documents. China, 147 days; India, 160 days; Ban-
gladesh, 192 days; Zimbabwe, 257; Cambodia, 300 days; Vietnam,
337; Iraq, 391 days. Again, I know from the State Department, be-
cause—and I want to thank John Morton, because he is the one
that brought up this issue about a year ago. We sat down with the



54

State Department, and we were given the diplomatic reasons why
the State Department couldn’t move on.

But at the same time, keep in mind that that will cost us money,
because any time they stay here in the United States, it is going
to cost us money. This is from the time an order was given. This
is not before the time; this is after. So if you add all of those, it
is going to cost the taxpayers thousands and thousands and thou-
sands of dollars to keep those folks here.

The chart, as I mentioned, those are the recalcitrant countries
that are just slow in accepting their nationals back, and they will
give up different reasons. They are good at giving information so
they can get their visas. But when we want to send them back,
they will give you all these reasons.

My only thing is this: If we can be given the reasons again why
it is difficult to get these countries to get them to accept the folks
back and what is being done by the United States, and are those
delays a consideration when determining whether to issue visas to
individuals for certain countries? My thing is, if they are taking a
hard time to take back those folks, then when we give them visas,
why are we continuing to give them visas when at the end, they
are going to take their time? I really think that the State Depart-
ment should consider that. Should we consider restricting visa
issuance to those countries until they begin to accept their nation-
als in more timely visas? Again, I am a Georgetown Graduate
School of Foreign Service, I understand all the diplomatic reasons.
But again, as a taxpayer and as a Member of Congress that rep-
resents all those folks, I think that is something that we need to
play a little bit more hardball with those countries that are taking
their time and costing us a lot of money.

The second part of the question is the situation that we had in
south Texas. How can students that come in, take flying lessons in
small planes—and we know what happened in 9/11. You know they
are coming in to learn. They are here on tourist visas and not stu-
dent visas. Then of course, when we talk to the FAA and Homeland
Security, everybody will say, well, we don’t do this, we don’t do
this, we don’t do that. That is their responsibility, not our responsi-
bility. It goes to what the Chairwoman and Chairman Thompson
has been and all of us have been talking about, all Members of the
committee, is: Where is the coordination?

I mean, at the end of the day, the American taxpayer doesn’t
want to know what agencies blame what agency. They want to
know: What are the results and how are you keeping us safe? The
first part of the question is the recalcitrant agent countries. I guess
we will start with the State Department.

Mr. RAMOTOWSKI. Thank you, Congressman.

Let me first say that the State Department is acutely aware of
the seriousness of this issue. We share your concern. We are taking
all possible steps to improve the situation with respect to recal-
citrant countries. Together with our interagency partners we have
established a high-level working group to work out a strategy for
dealing with the most egregious countries. In addition to that,
former Under Secretary Burns, now deputy secretary, instructed
all our chiefs of mission to do what they could to produce positive
responses in the recalcitrant countries.
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Mr. CUELLAR. Could I ask you a question? Since April—I think
it was in April 2011 that we met in my office with the State De-
partment and John Morton. Has anything been done except estab-
lish a working task force—with all due respect. I mean that with
all respect. I appreciate all the help that you and Secretary Clinton
are doing. Anything been done since that time besides incur more
Eaxp%yers’ dollars? Is the task force the only thing that has been

one’

Mr. RamoTowski. Well, these issues are also being addressed
case by case with the foreign consulate officers here in Washington.
Again, our staff works with ICE and the other agencies involved
to try to encourage the foreign countries to take back more of these
individuals. But as you have recognized, it is a difficult process.
There are many issues at stake, and the progress hasn’t been as
rapid as we would all like.

I would point out, too, that our new ambassador to China, former
Secretary of Commerce Gary Locke, is personally aware of and en-
gaged in this issue and is determined to see more progress with re-
spect to China. So we are doing everything that we can. Let me
close by saying that for us, this is a very serious issue.

Mr. CUELLAR. 1 appreciate that. Could we put a little bit more
pressure on them at the beginning instead of the end?

Mr. RAMoTOwSKI. We will try our best, sir.

Mr. CUELLAR. We will follow up on the second question on the
second round on that. Just keep thinking about that particular case
in south Texas.

Thank you, Madam Chairwoman.

Mrs. MILLER. I thank the gentleman.

The Chairwoman now recognizes the other gentleman from
Texas, Mr. McCaul.

Mr. McCAuL. Thank you, Madam Chairwoman.

Fifteen of the hijackers came from Saudi Arabia. When I look at
the Visa Security Program, it does not have 11 of the top 20 high-
risk posts included, including Saudi Arabia, which seems sort of in-
teresting to me.

So Mr. Edge and Mr. Cohen, can you explain to me why Saudi
Arabia is not on this—part of this program?

Mr. EDGE. I believe Saudi Arabia is a part of the program as we
speak today.

Mr. McCAUL. They are?

Mr. EDGE. Yes, they are.

Mr. McCAUL. Then perhaps I had some misinformation.

Let me continue with Mr. Cohen. I am glad that after 10 years
later, we are making progress on our exit program. When do you
plan to have that fully implemented?

Mr. COHEN. We anticipate that the capabilities that I described
earlier will be implemented within 6 to 12 months.

Mr. McCAuL. Will that include also biometric?

Mr. CoHEN. It will include enhanced biographic with certain bio-
metric elements included. As I referenced earlier, more expanded
use of information captured on the front end, fingerprints, et
cetera. We are also—it will also include within that same time pe-
riod more advancements in research on biometric technologies we
can use here as part of the exit program.
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Mr. McCauL. I agree with Madam Chairwoman. That is cer-
tainly good news. That is where the Congress in our oversight
working with you actually is a positive experience.

Let me move on to visa overstays. The Secretary announced that
criminal aliens are a high priority for deportation. As a former Fed-
eral prosecutor, I certainly understand that with limited resources.
On the other hand, she seemed to infer that noncriminal aliens
that were having visa overstays could stay in this country and
apply for work permits.

First of all, Mr. Edge, can you respond to that; is that the admin-
istration’s position?

Mr. EDGE. Well, our position as a law enforcement agency is to
take the information that we acquire from the SEVIS program and
US-VISIT and focus on those overstays that pose the most threat
and potentially are the most dangerous to our country.

Mr. McCAUL. I get that, and I agree with that. But I was dis-
turbed by the inference that the noncriminal aliens overstaying
could stay here and apply for work permits. Was that an accurate
statement on the part of this administration?

Mr. EDGE. I am not familiar with that statement. I would have
to defer to the Department.

Mr. McCAuUL. Okay. Perhaps I need to ask the Secretary herself
that question.

Mr. Stana, if that is the policy of this administration, do you
think that would pose a threat in any way to our security?

Mr. STANA. Well, given with the theme of the hearing, the integ-
rity of the visa process, you would certainly call it into question.

Listening to the new program that ICE and DHS is putting to-
gether, I think it is a step in the—I would welcome the opportunity
to take a look at it. It raises a whole host of questions. But if we
are still going to focus on the National security and public safety
folks, which is the thing to start with, it still leaves the vast major-
ity of people untouched, and it gives the impression that once you
are in the country, you are in, unless you act out, and then you
might get caught.

Mr. McCAUL. Because as I look at some of these, whether it is
hijackers or high-profile terrorist violators, many of them were non-
criminal aliens here on a visa overstay.

Mr. StaNA. Well, and the fact that the Christmas day bomber
went through the visa processes, many of which were in place in
December 2009, apparently got in on the airplane and got a visa,
just calls into question how much question has to be raised before
you deny boarding.

Mr. McCAUL. Mr. Edge, I hope you can get back to me on that
question in terms of what is the administration’s position.

[The information follows:]

A typical scenario is someone enters legally, overstays, marries a United States
Citizen and applies for adjustment of status. I believe in this case the person may
qualify for an Employment Authorization Document (EAD) based on the pending I-

485, Application to Adjust Status. Here are some other examples under which an
individual, like an overstay, would get an EAD:

Deferred Action;

e Temporary Protected Status;

e Withholding of Removal;

o Applicant for Cancellation of Removal;
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e Certain Asylum applicants (where applications have been pending for more
than 180 days);

e Certain individuals who are subject to Final Removal Orders can also apply for
employment authorization if they cannot be physically removed for some reason
or if they are the sole supporters of other family members.

[Ruth Tintary, Associate Chief Legislative Branch for USCIS provided this answer
to ICE, Office of Congressional Relations]

1\/{11". McCAUL. Or perhaps, Mr. Cohen, you may have an answer
to that.

Mr. CoHEN. Yes, Congressman, if I may.

So, first and foremost, because of resource issues primarily, the
administration prioritizes the targeting of those visa overstays that
represent a National security or public safety risk. Through the ca-
pabilities that I have described earlier, as we are better able to
identify people who are actually confirmed overstays, meaning we
have assessed that they are actually located in this country and
they have not changed their immigration status, we then, as we do
now, will have the ability to provide that information so they can
be inputted by CBP and others into their systems and State De-
partment into their systems. So if there is a second encounter,
meaning they are arrested, meaning that they seek to apply for an-
other visa, they seek to apply for other types of entry, the informa-
tion that they are an overstay will be available to those CBP offi-
cers or others.

Mr. McCAuL. Well, again, a majority of the hijackers were over-
stay noncriminal aliens. The Blind Sheik responsible for the 1993
World Trade Center bombing was a visa overstay without a crimi-
nal record. So I think it is important, and I am concerned—and
that is why I look forward to hearing from the administration—I
am concerned about sending a message out there that if you are
a noncriminal alien, it is okay to stay; in fact, you can apply for
a work permit as well.

Mr. COHEN. If I may, Congressman, one last point. You make an
excellent point about whether information about the hijackers was
in databases like NCIC because they have been arrested. What
there was on many of the hijackers, or on several hijackers, was
derogatory information or other law enforcement information that
under this new construct would come to the attention of authori-
ties; information in FinCEN, information that may reside in other
repositories of the intelligence community, other than say the
TSDB. So what we are seeking to do is expand our ability to vet
visa information or information regarding potential overstays
against a much broader set of law enforcement or intelligence infor-
mation than we have done so in the past.

Mr. McCauL. I look forward to working with you on that, and
thank you for your testimony.

Mrs. MILLER. Thank you.

The Chairwoman now recognizes the gentleman from Virginia,
Mr. Rigell.

Mr. RIGELL. Thank you, Madam Chairwoman.

Thank you all to our panel. I appreciate the work that you are
doing.

You know, that we have had no major domestic terrorist attack
since 9/11 certainly is a high degree of success, and we recognize
that. Now, also, though, at the same time that we have approxi-
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mately 4.5 million illegal immigrants here who came here on a visa
and then overstayed, that is unquestionably a failure. I am going
to in my short time here try to see how we link performance with—
and accountability with performance here.

Mr. Ramotowski—I, too, have a difficult last name to pro-
nounce—what is the approximate number of countries who citizens
are eligible to apply for a visa to come to the United States?

Mr. RamoTowsKi. Well, the citizens of all countries are eligible
to apply to travel to the United States.

Mr. RIGELL. Okay. So any country?

Mr. RAMOTOWSKI. Yes.

Mr. RiGELL. Now, among that range of countries then, surely
there is some disparity between those countries whose citizens
have a higher percentage of violating our visa conditions than oth-
ers, right?

Mr. RAMOTOWSKI. That is correct.

Mr. RIGELL. Okay. Could you please identify for us then those
top five countries?

Mr. RaAMOTOWSKI. I don’t have statistics here, sir, on the number
of visa overstays by country. We would have to get back to you on
that.

Mr. RIGELL. Okay. If you would, please. Not so much by the—
well, I would like it to be the actual number, but also as a rate,
a percentage. Because those countries who—it would indicate to me
that if we have the top five countries, I would say, what is taking
place at our offices there, our State Department offices there, our
embassies, to understand what is taking place there?

Now, on that, as a follow up, with the actual personnel side, ac-
tually approving a visa is by definition a judgment call. We are try-
ing to predict future human behavior, inherently difficult. We have
some mechanisms that help us with that and the biometrics that
we are working on, on all of those things, but at the end of the day,
it is a judgment call. It would stand to reason, wouldn’t it, that
some folks are better at that than others, wouldn’t it?

Mr. RAMoTOWSKI. That is correct.

Mr. RiGeLL. Okay. What processes and procedures do we have in
place that would help us discriminate in the most positive sense of
the word those personnel who are really good at this and others
who clearly aren’t very good at it?

Mr. RamoTowski. Well, again, Congressman, we have a layered
approach to the training of our personnel. As I mentioned in my
statement, they receive an intensive basic consular course when
they join the Foreign Service that includes training in interview
techniques, behavior detection and all of our consular automated
systems. Many of them also do consultations with other law en-
forcement agencies before they go out to their post. When they ar-
rive in country—and I should also point out that they are given
training in the language and culture and area studies of the re-
gions to which they are sent. When they arrive in country, senior
consular personnel are charged with overseeing their professional
development and monitoring their work.

Mr. RIGELL. I appreciate that.

I really don’t want to be rude by interrupting you. We have such
little time here, and this is a very important question for me. Let’s
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say, for example, that there are 500 visas approved by a particular
person and their failure rate is in the 12 percent range, and gen-
erally, you would say, well, that is pretty good compared to maybe
the average for that country. But there is another person over time
who you see has a 42 percent failure rate, that is 42 percent of the
visas he or she approves actually end up overstaying. I am trying
to—I am trying to help our Government have this culture of ac-
countability. So you have described a lot of things there, but I did
not hear how we circle back around and try to track performance,
not to punish someone, but to help those—to elevate those who are
doing well, and maybe if we do have a person who is not having
a particularly good track record on this, that we either help them
become better or, frankly, we remove them.

Mr. RamoTowsKi. Well, Congressman, as I was saying, we do
have a process for evaluating our personnel. It is a continuous
process. Individuals who do not perform to the Service’s expecta-
tions can be denied tenure and removed from Service.

Mr. RiGeELL. Thank you, sir. I just would circle back maybe
around on some written questions that I will submit to understand
better the metrics of that, if there are actual metrics of violations.

Thank you, Madam Chairwoman.

Mrs. MILLER. Thank the gentleman.

The Chairwoman will now recognize the gentleman from Florida,
Mr. Bilirakis.

Mr. BILIRAKIS. Thank you, Madam Chairwoman.

I appreciate you giving me the opportunity to participate today.

According to the Homeland Security Department’s numbers,
more than 7,300 foreign students have left school early for various
reasons but illegally remain in the United States. More than
800,000 students in the United States participate in the Student
and Exchange Visitor Program. Most of them come here for noble
intentions. While not all would-be terrorists come to the United
States under the guise of a student visa, we have seen examples
where several have. I know everyone—well, we have examples
right here.

For this reason, I have long advocated for legislation of the Stu-
dent Visa Security Improvement Act, which I introduced to ensure
that student visas are issued to those genuinely interested in ob-
taining an education. It seeks to ensure that once allowed into the
country on a student visa, students are actually here to study and
do not drop off the radar. So I have a couple of questions here.

Secretary Ramotowski, to what extent does the State Depart-
ment coordinate with DHS to review and screen student applica-
tions for security concerns?

Mr. RaMoTOWwWsKI. Congressman, student visa applicants are
screened through the same intensive process that all these appli-
cants are screened with, with some additional features. They have
their fingerprints taken and screened through our biometric finger-
print systems. We also use facial recognition technology to screen
those applicants. We conduct an intensive visa interview with con-
sular officers in the local language or in English. In addition to
that, we utilize extensively the Immigration and Customs Enforce-
ment SEVIS system to ensure that the student is attending a reg-
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istered school and has in fact completed the registration process at
that school.

As I mentioned in my remarks, after the visa is issued, there is
a continuous vetting process of all issued visas, such that if at any
time derogatory information surfaces from any source, law enforce-
ment or intelligence, it can be promptly analyzed and the visa can
be reviewed for possible revocation. So, yes, we work very closely
with Homeland Security and our other partner agencies on these
cases.

Mr. BILIRAKIS. Well, why is it then that we have 7,300 students
that are here—or former students that are here illegally in the
United States? How can we help you with that issue?

Mr. RaMoTOWSKI. I think, Congressman, and I obviously can’t
speak for them, but individuals overstay for a variety of reasons.
We are continually reviewing our processes at our posts abroad to
ensure that if there is a change in the country, perhaps economic
activity, an economic crisis or something of that sort, that our offi-
cers are fully aware when they make their visa adjudication deci-
sions that there might be other factors encroaching on an individ-
ual’s decision whether to comply with our immigration laws or not.
We will never knowingly issue anyone who is unqualified or has an
intention to overstay in the United States a visa.

Mr. BILIRAKIS. Are we searching for those individuals, those
7,300, that are located here in the United States? Do we have any
idea where they are?

Mr. Ramorowski. I will defer to my Homeland Security col-
leagues on that one.

Mr. EDGE. If I may, Congressman, ICE is working very closely
with the Department of State in sharing our various databases.
Currently we have more than 10,364 institutions as a part of the
SEVP program, and we follow up with the various institutions on
a regular basis to determine if these students are remaining in
school. So those students that certainly are out there as overstays,
their names are being vetted through the various systems that we
highlighted earlier in our testimony today, and they are being
prioritized. We certainly would be looking for the most egregious
ones, those that pose a threat to our National security.

Mr. BILIRAKIS. Thank you.

For the entire panel, to what extent are some fraudulent edu-
cational institutions able to serve as visa mills and as a back door
into the country? What tools exist or are needed to close this loop-
hole, for the entire panel?

Mr. STANA. Well, I will start off. I think what my other panelists
said was probably what we all wish for. We all hope that the infor-
mation provided by the educational institutions is accurate and
there is no fraud. Our work has shown, however, that that is just
not the case. Sometimes information which ICE depends on to do
its casework is submitted late into SEVIS or not at all. The stu-
dents themselves don’t update the information that they have to
update about their job status, so it may appear that they are still
in school.

There is fraud involved, Mr. Bilirakis. I think you mentioned
that is what you alluding to, at universities. There was one in the
paper I think, and I am not saying this was fraudulent, but Uni-
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versity of Northern Virginia, that was alleged to be of the type that
you are saying.

So I think that we have to take more steps than we have in the
past to make sure that this is as seamless as we would like it to
be. Right now it is not. There are too many inaccuracies in the
data, and there are too many cases of fraud in connection with
these schools, other people taking the students’ tests for them, peo-
ple not checking photo IDs when they should, and so on.

Mr. RAMOTOWSKI. I would just like to add, Congressman, that
that underlines the importance of the personal interview that our
officers conduct and our embassies and consulates. Because al-
though someone may submit a fraudulent test paper, a highly
trained consular officer can often note discrepancies in the inter-
view that would open a line of inquiry and lead to the denial of
that visa.

In our high-fraud posts, we also have fraud prevention units and
fraud prevention managers. They are dedicated to ensuring the in-
tegrity of the visa system. They investigate questionable cases and
provide the results of those investigations back to the visa officers.
So we take this concern very seriously, and we work closely, again,
with Homeland Security in maintaining the integrity of the proc-
ess.

Mr. BILIRAKIS. Madam Chairwoman, I know my time has ex-
pired. I have one additional question, but I will wait for the second
round.

Mrs. MILLER. Okay. Thank the gentleman.

The Chairwoman now recognizes the gentleman from South
Carolina, Mr. Duncan.

Mr. DuNCAN. Thank you, Madam Chairwoman, and thank you
for the timeliness of this hearing.

It never ceases to amaze me that when we schedule a hearing
on a topic like this, that we see the administration react in a posi-
tive manner, and then that is a good thing.

There was an article today in the AP, “Broader Security Checks
to Reduce Visa Overstays.” It may have been brought up earlier,
but it is a good thing that we are having an impact, so thank you
for that.

I want to address my question, I guess it could go to Mr. Edge
or Mr. Cohen or Mr. Stana, but visa overstay is definitely a topic
that concerns folks in my home State of South Carolina, because
we know that we have got to do a better job than what we do in
this country. When you see statistics, such as a backlog of 1.6 mil-
lion people have overstayed their visas in the United States—and
recently you all have vetted those through multiple channels,
which I will talk about in a minute, there are still 839,000 people
here that I think Mr. Cohen said the Department vetted everyone
for potential National security and public safety concerns. But
there are still 839,000 people here that have overstayed their visa
in violation of the sovereignty of the United States of America, and
I just have to say, why? Why do we still have 839,000 people here
who are here illegally?

Mr. COHEN. Great question, Congressman, and you have made a
really important point.
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The sad fact is that we do not know until we go through a man-
ual vetting process what number of that 839,000 actually are either
still in this country or have changed immigration status. That is
why the capabilities I described earlier are so important, because
in the past, because of resource issues and the lack of technical ca-
pability, it required US-VISIT, ICE, to manually do a series of
manual database checks that was incredibly time-consuming, so
there were large numbers of records that were never evaluated.
Now, those people may have left. They may have changed status;
we just did not know that.

Mr. DUNCAN. Can you pause right there and explain to me as a
freshman Congressman what “change in status” is, what you mean
by that?

Mr. COHEN. Change of status means they came into the country
under a visa, they may have changed their immigration status.
They may have extended their visa. They may have reapplied for
a new visa. They may have applied for a new visa with a slight
variant in their name.

Mr. DUNCAN. Would not we know if they applied for a change in
status that they are no longer here as a student and they have
changed and you take them out of that category, wouldn’t that be
automatic?

Mr. CoHEN. In some cases, yes. In some cases, the way that the
systems had been designed in years past, that information was not
immediately apparent, and it would require an individual, an in-
vestigator, or a researcher, to go into multiple systems to deter-
mine that.

Mr. DUNCAN. So if Tom Davis comes into this country from Ire-
land and he realizes he is here on a student visa, he overstays his
visa, he has gotten a job or he is now consulting for a company,
and he wants to change that status to here for business reasons or
whatever, and he comes to your office and says, I want to change
my immigration status, Tom Davis from Ireland, here is my Social
Security Number, here is my whatever identifying factor that you
have, you can’t electronically with all the abilities we have today
take that Tom Davis out of that category and put him in another,
and he would not be listed in the 839,000 people that we are talk-
ing about now? Is that that difficult?

Mr. COHEN. The way systems were designed in the past, yes, sir,
and that is what we are fixing.

There is one example I can talk to you about the 839,000 records
that we did vet, where we found an individual who came based on
a visa applied for by her husband. She then changed status and got
a visa on her own. She is a very good student at a southern univer-
sity. The system would not have automatically picked that up and
did not. That is what we will be fixing through this new capability,
this interlinking of systems that I referred to earlier, Congressman.

Mr. DUNCAN. It is very obvious to me that we have got a broken
visa system for overstays based on these numbers when you vetted
over half of them through multiple channels and said, okay, those
guys have gone back to their country; we still have 839,000, 2,000
of which warrant further investigation because they are probably
here for maybe God knows what. But I believe that we have got
to pursue in this Nation, in my last seconds here, a biometric coun-
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tercheck so that we know when someone leaves this country that
they have left. If they haven’t shown up and left the country within
their stated time, then we put them in a category that they are
here illegally and we start running down their last address and we
start taking care of securing our country.

The sovereignty of this Nation is very, very important to me. It
is no wonder we see instances like we recently saw with a member
of a certain family who has been here, overstayed a visa for a very,
very long time, so very timely. Thank you.

I yield back.

Mrs. MILLER. I thank the gentleman for those comments.

I think the gentleman has demonstrated a frustration that many
of us feel that when you see an administration who has just re-
cently announced their policy that say they are not going to deport
illegal aliens, known illegal aliens, unless they think they are a
public safety threat.

So that is a very unfortunate backdoor amnesty, however you
want to characterize. It is an end-run around the legislative proc-
ess.

I am now speaking to other Members of Congress. I don’t expect
any comment from any of our panelists. I am talking about an ad-
ministration-announced policy that I have vehemently stated I
have a lot of problems with. I think that is going to add to our
problem. It is going to incentivize others to get here, stay here, and
knowing that unless they really do something criminal, even a
DUI, which apparently is not enough criminal activity to be a pub-
lic safety threat to deport an individual. That is a significant prob-
lem I believe to our National security here and to the political will
of the American people who have demonstrated over and over
again they want to secure our borders and they want to get rid of
a lot of the illegal aliens who are here, whether they are overstays
or what have you.

I would just comment to Mr. Stana, because you have mentioned
here—one thing that you said that I felt was very interesting,
when you said the amount of the budget that we are spending to
protect, secure our borders and yet here we have 40 percent plus
of all the illegals that are in the country are overstays from their
visa. You just mentioned specifically with ICE that you are only
spending 3 percent of your budget on these overstays when they
are 47 percent of some of the problems that we have.

So I would just ask Mr. Stana, you mentioned about the informa-
tion Mr. Cohen gave today and you looking forward to evaluating
that. Will the GAO just go ahead and evaluate this? Or are you
looking for a letter from our subcommittee, or what will trigger
your analysis and recommendation?

Mr. STANA. What would trigger a study would be a letter from
the subcommittee or committee.

Mrs. MILLER. You are going to have it very shortly then.

Mr. STANA. If both sides would do it, it would be advantageous.

There are a number of questions that were raised. I think this
is definitely a step in the right direction, but there are questions
about timeliness and reliability when you are using biographic
versus biometric. The rest of the system has to be resourced to be
able to move people along the line to deportation, if that is the
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goal. Of course, you mentioned the immigration impact aside from
the National security impact, and when that part of the tail would
be resourced as well. So there are lots of questions. As I say, it is
a step in the right direction. It is something that I am sure you
have been looking for for awhile. I just would like to see how reli-
able the system would be.

Mrs. MILLER. Very good. That letter will be forthcoming.

I also want to mention again about the Christmas day bomber.
Obviously, I come from southeast Michigan. That particular inci-
dent has sort of faded from the National radar screen, but I will
tell you, it has not faded in my media market, because as we
speak, the Christmas day bomber, who is now his own attorney, he
is his own attorney, and they are going through jury selection. It
makes me crazy every day I am watching this guy going—after we
Mirandized him, sent him to the University of Michigan, the best
burn center in the entire Nation, and now he is going through this
entire process, and how much the city of Detroit actually is having
to pay for security, et cetera, for this guy going through our system
when he should be, in my opinion—again I am talking to other
Members of Congress; I am not looking for any comment from any
of you, this is an administrative-stated policy—this individual in
my estimation should be treated as an enemy combatant. They are
looking at the battlefield in asymmetrical terms, and on that par-
ticular day, the battlefield was seat 19A of that Northwest flight,
and that was a battlefield in his mind.

I think we hurt ourselves by not appropriately responding to
that. But I guess this is a question in regards to him, because it
is my understanding that running the name through the NCIC
database, et cetera, that his name as it was introduced after his
father came to the embassy in Nigeria, et cetera, was misspelled.
So how has that—I mean, will that happen again? What steps have
we taken to correct that?

Mr. RAMOTOWSKI. Madam Chairwoman, we have taken a number
of steps to ensure that that will never happen again. The database
that we use to store the records for issued visas has fuzzy logic for
name searches such that a future search, a current search with a
misspelling will still return all possible records and close matches.
In addition to that, our embassy in Nigeria had forwarded a tele-
gram, as was noted here, to Washington indicating that the father
had come in and had concerns about his son’s dealings with ex-
tremists in Yemen. That was sent as a Visas Viper message. At
that time, the interagency watch listing guidance did not call for
the automatic watch listing of that sort of information. That has
been changed, and at this point, I have no doubt whatsoever that
Mr. Abdulmutallab would have been watch listed, would be watch
listed now. The State Department in turn has changed its revoca-
tion policy. Upon receipt of a Visas Viper message of that kind
now, we automatically review the issued visa for revocation and act
upon it, unless a law enforcement or intelligence agency has for-
mally asked us not to take action.

So we have corrected many—all of the State Department issues
that were identified in the aftermath of the Christmas day bomber,
and most important of all is the continuous vetting of issued visas.
Like I mentioned in my remarks, at any time, the watch listing
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system can be updated with new derogatory information from
whatever source, and that will be vetted against the databases of
issued visas, so if there is any match to a possible visa holder, we
will review that and revoke it.

Mrs. MILLER. Thank you very much. I appreciate that informa-
tion, and am very comforted to hear of those corrections being
made. My final question I would ask of Mr. ICE—excuse me, Mr.
Edge from ICE. You mentioned about the visa security units being
in 19 countries, et cetera, and I know you talked a little bit about
how that is happening in some of the high-risk embassies and the
consulates, et cetera.

I thought it was interesting listening to Mr. Ramotowski talk
about the Department of State and how you handle your agents in
regards to language skills and various kinds of things. I am just
wondering how you do with having your agents with language
skills in these various areas. Also because, again, we are talking
about budgetary considerations, I am not sure, but I would guess
that it is very, very expensive to set up, to stand up such a unit
in any of the consulates or embassies, and is there any way of rep-
licating, maybe not 100 percent, but doing—I am not sure how
many others you would like to have in a perfect world, what your
optimal number actually is, is there any way of replicating that
State-side to assist you from a budgetary standpoint, but really
helping us prioritize again from a National security perspective?

Mr. EDGE. Well, certainly, the agency could always do more with
more, but the Congress has been very, very helpful to us in setting
up the current visa security programs in the various countries that
we have them in.

Also hearing my counterparts’ statements a little while ago from
the consular perspective of the interviews that take place. During
those interviews and the high-risk posts around the world, we
would certainly have an ICE agent, special agent who is highly
trained in investigations and interview techniques to sit with our
Department of State counterpart. It would be a joint effort to deter-
mine whether or not admissibility should be granted and a visa
should be issued.

As far as the expansion of the program, it costs about $2.2 mil-
lion to open up an office and $2.2 million to continue the full oper-
ation of such a post. So we are doing the best we can, and we
would welcome the continued support of the Congress in meeting
the requirements of our mission. But our attempt to push the bor-
ders out and do a lot of this work overseas, as well as a lot of the
vetting that we spoke about earlier on the domestic side, will cer-
tainly bolster our borders in countless ways.

Mrs. MILLER. Thank you.

Perhaps GAO could take a look at how that might happen State-
side as well to do some of those kinds of things, not to tell you your
business.

Mr. STANA. Actually, we have. We have looked at some of the ef-
forts they have to not only do their work overseas but try domesti-
cally to do some of the screening via computer matches. There was
one item, which I think was dropped from the budget before it
went to OMB, I think it was a $17 million line item, which would
have enabled a match—matching law enforcement databases to
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visa applications, which would have done the initial screening
worldwide, $17 million. Given the numbers he was talking about,
it seems like it might be a bargain. We haven’t looked at it to see
if it was a bargain, but the numbers were right.

Mrs. MILLER. Very good. I appreciate you outlining that. I am
sure my staff has taken a note of that. We are going to look at that
as we proceed through our budgetary process here in the future.

At this time, the Chairwoman would now recognize Mr. Cuellar,
our Ranking Member, for his questions.

Mr. CUELLAR. Thank you.

Before I ask my question, just to be fair to this current adminis-
tration, everything depends on resources. I think what President
Bush saw, what President Clinton and Bush No. 1 also saw the
same thing; you can do as much as what Members of Congress give
you, isn’t that correct?

Mr. EDGE. That is correct, Congressman.

Mr. CUELLAR. Isn’t it true also that the current administration
has deported more criminal aliens than any other administration?

Mr. EDGE. That is correct, sir.

Mr. CUELLAR. By a lot larger number, is that correct?

Mr. EDGE. That is correct.

Mr. CUELLAR. All right. Thank you.

Let me go back to the original question I had, but before I ask
you this thing about the flight training school in south Texas. Mr.
Stana, I appreciate everything GAO. I am a big fan of what you
all do. In your testimony, Mr. Stana, you stated that the 2010 air-
lines complied with the requirements that verify ESTA approval for
almost 98 percent of the Visa Waiver Program’s passengers prior
to boarding. However, the remaining 2 percent, about 364,000 trav-
elers travel without this Visa Waiver Program—without ESTA ap-
proval. Tell me what happened here in your opinion.

Mr. STANA. What seems to have happened in those cases—first
off, the statistic went up to 99 percent. I think when we looked at
that program, the 98 percent figure was from slightly prior, so it
is getting better all the time.

In that case, I think it was a computer glitch where the computer
was down, they couldn’t get the ESTA verifications in on time. I
have no idea how many of these ESTA inquiries result in a “do not
board” or a stop for people. I don’t think that data is tracked. I
might be mistaken, but I don’t think that data is tracked. But what
we did see is that there were about 650 out of the number you
cited that caused enough concern that, upon reflection, they said
that they shouldn’t have been allowed to board. But the computer
was down; they couldn’t get the assurances before the person
boarded the plane.

Also, I should note that there is a timing issue here. You could
submit the ESTA paperwork up to 2 years before a flight, and
something could happen to you within those 2 years, you get a
drunk driving conviction or something, which would result in an in-
ability to board. All this really means is you have got to go to the
consulate to get a visa manually as if this were not a visa waiver
country.

Mr. CUELLAR. Gentlemen, for the other questions dealing with
the south Texas




67

Mr. WINKOWSKI. If I could just add just a little clarity there.
When we started up with the ESTA system, we relied on the car-
riers to program this system so they could get a “no board” mes-
sage. That took a little while, No. 1. No. 2, all ESTA applications
are vetted on a continuing basis, like the visa. So if you have an
individual that has applied for an ESTA, the ESTA is good for 2
years, and something happens in between that time that individual
then is denied the ESTA and is notified to go to the embassy for
a visa.

Mr. CUELLAR. Thank you.

Talk to me about south Texas. How do foreigners coming to the
United States go to a flying school, training school on a tourist visa
instead of a visa, and then how do we get agencies who start point-
ing the finger to each other and we can’t seem to coordinate? Ap-
parently, there were no terrorist ties to these students, at least
from what I have been told, but it is just a little concerning that
some other country can come in and do—you know, somebody from
another country could come in and do the same thing and get some
flight training. Whoever wants to handle this.

Mr. EDGE. In this particular instance, Ranking Member Cuellar,
certainly the SEVP program didn’t provide us with the information
because the flight school was not registered with the program. You
know, Praat was not a certified school at the time in September.
What we have to do a better job of certainly is to communicate
with our fellow Federal agencies, in this case the FAA, when they
recognize that there are in fact people who are here on visitors’
visas, a B-1 or B-2, who are enrolled in flight school when that
should certainly be a F visa, N visa or a J visa, which would be
more appropriate for that type of training.

If that were the case, we certainly would have had a little more
vetting, and we would have been able to take a closer look at
things. What we are doing now is taking a look at the flight school
itself and conducting an investigation, the particulars of which I
would be more than happy to offer you a briefing on outside of the
scope of this hearing to give you a complete in-depth update, but
there is certainly work to be done.

Mr. CUELLAR. Thank you.

I appreciate it. I appreciate a briefing at a later time on that. I
would ask you to do that.

Gentlemen, my time is up. I want to thank all of you. I know
that from the GAO, and I hope they listen to your good rec-
ommendations, and hopefully that you will take that in a construc-
tive way what the GAO has given you. To all of you I really appre-
ciate what you all do to keep our country safe. Thank you.

Thank you, Madam Chairwoman.

Mrs. MILLER. Thank the gentleman.

The Chairwoman now recognizes the gentleman from Florida.

Mr. BILIRAKIS. Thank you, Madam Chairwoman. I appreciate it
very much.

For the panel or whoever would like to respond, what percentage
of visa applicants are interviewed personally?

Mr. RaMOTOWSKI. Congressman, I will have to take that question
back. It varies by country, and there is no set percentage that we
apply. Most first-time applicants in most countries are interviewed.
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Renewal applicants under certain circumstances can qualify for a
waiver of that interview if they are renewing their visa in the same
category within 12 months of the prior visa’s expiration. So it
would vary by country and by post.

Mr. BILIRAKIS. If you could get that information to me, I would
really appreciate it very much.

Mr. RAMOTOWSKI. Yes, sir.

Mr. BiLIRAKIS. Okay. With regard to the question that the Chair-
woman asked with regard to the visa security units, I understand
there are about 50 high-risk units identified by DHS, and it is ICE
and the Department of State, and there are 19 in place. Can you
please provide this committee with a progress report regarding the
updated MOU between DHS and State?

Mr. EpGe. Certainly, sir, we would be able to provide that in
writing at your request. We do have 57 high-risk issuing posts, and
19 are fully operational at this point in time.

Mr. BiLirRAKIS. Okay. If you could get that to me, I would really
appreciate it. Thank you.

I yield back, Madam Chairwoman.

Mrs. MILLER. Thank the gentleman.

The Chairwoman now recognizes the gentleman from South
Carolina.

Mr. DUNCAN. Thank you, Madam Chairwoman.

First off, let me say, I am Scotch-Irish, and I used Ireland earlier
in an example only. I don’t want the folks in Ireland to say I was
targeting their country. That happened one time when I mentioned
the Northern border, and the Canadian press wrote something that
I was talking of—it gets misconstrued. So no ire intended to Ire-
land at all.

Gentlemen, let me say first also that my ire is not directed at
you or the agencies, but rather, I reflect the very passionate frus-
tration of many, many Americans when it comes to immigration
issues. It is in particular something that should be easier for us.
From the folks in South Carolina looking at what Government
does, they say this issue, visa-related immigration, should be easy
because we are allowing guests to come into our country. We are
giving them access through the visa process. It is not like they are
just walking across our Southern border coming here, and that is
a whole other issue of immigration, but we are issuing a visa. So
it should be easier to make sure they don’t overstay because we are
giving them the ability to come here. I know I am simplifying mat-
ters in a lot of ways.

Mr. Winkowski, you have been sitting down there very patiently.
I don’t have a question for you, but I want to say thank you to you
also. I met Chief Fisher a number of times, and I appreciate what
you guys do.

My staff would like me to ask you a question, but I am really
interested in the fact that if we have got Visa Security Program,
if it is designated to be risk-based and the program is supposed to
be active in the riskiest of countries, why are 11 of the top 20 high-
risk posts not included? At high-risk posts where there are no visa
security agents, what is the consular process for ensuring terror
threats do not receive a visa?

I guess I will direct that to Mr. Edge.
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Mr. EDGE. Well, the process to determine what posts are high-
risk certainly is determined by the funding that is available. We
also work very closely with the Department of State to determine
at what posts would warrant based on the visa applications and
other metrics, what posts would warrant a visa security unit over-
seas.

Mr. RAMOTOWSKI. Let me follow up, Congressman, if I could,
from the State Department’s perspective. We screen all our appli-
cants as if they are high-risk in the sense that you can’t guarantee
where the next threat will come from. So all of our posts and all
of our officers are trained to use our systems, to conduct intensive
interviews and to be prepared to refuse visas to individuals who
seek to do us harm, regardless of where in the world they actually
apply for a visa. In this era of globalization, you can’t predict where
the next case will come from.

1\/51; DUNCAN. Mr. Stana, what checks are not done with that re-
gard?

Mr. STANA. You mean if the VSU is not at a post?

Mr. DUNCAN. Yes, sir.

Mr. STANA. It is just like Mr. Ramotowski said, they do a certain
amount of vetting. The added security from the ICE person being
there comes from their ability to use their law enforcement experi-
ence to maybe query another data set that isn’t normally queried
or ask the kinds of questions that a law enforcement background
should give you.

But I would like to make one other point, Mr. Duncan. I think
your point is a good one with the 11 of 20 high-risk posts not being
staffed by VSUs. On the other end, there is a large number of the
bottom 25 percent posts that are staffed with VSUs. I mean, there
might be a rational reason why they would be there, but it would
be good to reexamine that in the light that maybe some of those
folks in the bottom 25 percent risk category, at least some of them,
might be better served being in the top-risk posts.

Mr. DUNcAN. I know overseas service is very expensive, and so
we have got CBP folks at overseas locations and consular affairs.
Is there a way or are you looking at maybe bringing some of those
people home that are stationed there and working more closely
with U.S.-based? It is a flat world. We have got X-rays being looked
at, they are taken here, looked at overnight in another country; it
is a 24-hour cycle. So are we considering some of that to make it
more cost-efficient? I will ask Mr. Winkowski that.

Mr. WINKOWSKI. Congressman, that is a very good question.
What we have done in Customs and Border Protection is we have
taken a hard look at our immigration advisory program that we
have in eight countries of about 40 officers. We continue to evalu-
ate the need to have officers in certain locations as well as the need
to have them in different locations. So, for example, in Korea, we
had made the decision that we did not need to have individuals at
the airport in Korea, rather we could handle virtually, your point
of the world being flat, that we could handle it out of our regional
carrier liaison group out of Honolulu. So what happens is as that
advanced information and that pre-departure information is sent
through the system, that particular unit looks at that, identifies in-
dividuals that we believe are high-risk, perhaps has a visa that has
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been revoked, perhaps is a TSDB, perhaps has some type of admis-
sibility issue, and we coordinate with the host government and the
airlines to prevent that person from going on the aircraft.

Conversely, there are other locations, for example Heathrow,
very active, a lot of feeder flights in from areas of strategic impor-
tance, and we see a need to have those people there. So we are con-
tinuing to evaluate on a regular occurring basis, because as you
point out, it is very, very expensive.

Mr. DUNCAN. So you have got a good relationship with the host
countries is what you are saying?

Mr. WINKOWSKI. Yes, we do. We have a very, very good relation-
ship.

Mr. DUNCAN. Madam Chairwoman, is there a way we can get the
GAO to make sure, or request and to make sure that the ulti-
mate—the most technology is being used to keep the costs down,
but at the end of the day, we don’t want any undie bomber to get
on a plane and come to this country and create harm. So I appre-
ciate what they do, but I also want to make sure we are getting
the most bang for the buck for the taxpayer.

Mrs. MILLER. Absolutely. We will talk to the GAO about that and
perhaps incorporate some of those requests in this letter that we
will be drafting very shortly.

I thank the gentleman.

I thank certainly all of the panelists. I think this has been an
excellent hearing. As we started at the outset talking about here
we are on the 10th anniversary of the horrific, horrific attacks of
our Nation on 9/11 and whether or not terrorists continue to exploit
our visa system. It is clear from the testimony that we have had
today that we have come a very long way, and I think we are mak-
ing enormous progress and, again, as Mr. Cohen has outlined today
a huge step forward.

But you know the largest room is always a room for improve-
ment, and we have to continue to do that. Again, it is Congress’
responsibility to provide the oversight to the various agencies, and
it is our responsibility as well to budget the dollars and to make
sure that the agencies understand our priorities and that we all
work together cooperatively. I think we need to obviously continue
to highlight some of our progress, but also not be afraid to take a
very candid focus on what we need to do as a Nation to continue
to secure our borders, to, as I mentioned at the outset, under our
Constitution, our Constitutional responsibilities to secure our bor-
ders and to keep our citizens safe.

So I would also mention to the Members that if they have any
additional questions, the hearing record will be held open for 10
days, and they can submit those questions for the record. Again,
we thank all of our witnesses for coming today. The committee is
adjourned.

[Whereupon, at 12:00 p.m., the subcommittee was adjourned.]
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