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PROTECTING THE PRIVACY OF THE SOCIAL
SECURITY NUMBER FROM IDENTITY THEFT

THURSDAY, JUNE 21, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON WAYS AND MEANS,
SUBCOMMITTEE ON SOCIAL SECURITY,
Washington, DC.

[The advisory announcing of the hearing follows:]
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ADVISORY

FROM THE COMMITTEE ON WAYS AND MEANS

McNulty Announces a Hearing on Protecting the
Privacy of the Social Security Number from
Identity Theft

June 21, 2007

By (202) 225-9263

Congressman Michael R. McNulty (D-NY), Chairman, Subcommittee on Social Se-
curity of the Committee on Ways and Means, today announced that the Sub-
committee will hold a hearing to examine the role of Social Security numbers (SSNs)
in identity theft and options to enhance their protection. The hearing will take
place on Thursday, June 21, in room B-318 Rayburn House Office Building,
beginning at 10 a.m.

In view of the limited time available to hear witnesses, oral testimony at this
hearing will be from invited witnesses only. However, any individual or organization
not scheduled for an oral appearance may submit a written statement for consider-
ation by the Subcommittee and for inclusion in the printed record of the hearing.

BACKGROUND

As many as ten million Americans fall victim to identity theft every year. The ef-
fects of identity theft can be catastrophic to the lives of affected individuals. The
reported costs are significant—according to the Federal Trade Commission, busi-
nesses lose $50 billion and consumers expend another $5 billion annually to recover
from identity theft. The SSN is a critical tool for identity thieves looking to establish
a credit account in someone else’s name. And it is often the key that identity thieves
use to gain access to other personal information such as bank accounts.

Because it is a unique piece of personal information that does not change over
time, the SSN provides a convenient way to track individuals throughout public and
private records. As a result, SSNs have become ubiquitous in these records, and
they are being used for purposes far beyond their original role of tracking earnings
in order to compute Social Security benefits. While the widespread use of SSNs can
be advantageous to business and government, it is also useful for identity thieves
and other criminals. Moreover, records containing the SSN are increasingly avail-
able in electronic form, and easily accessible over the Internet. Thus, the need for
streamlined business processes and openness of public records must be balanced
against the increasing risks of identity theft and other crimes.

Despite its widespread usage, there is no Federal law that requires comprehensive
confidentiality protection for the SSN. An SSN may be found on display to the gen-
eral public on employee badges and in court documents, or offered for sale on the
Internet. Some limited protection of SSN confidentiality is provided by the Fair
Credit Reporting Act (P.L. 91-508) and the Gramm-Leach-Bliley Act (P.L. 106-102),
which restrict the use and disclosure of SSNs by financial institutions. Also, many
states have enacted legislation to restrict the use, disclosure or display of SSNs.
Still most private sector use of the number remains unregulated.

In the 108th Congress, the Committee on Ways and Means approved comprehen-
sive legislation to enhance SSN privacy to protect against identity theft (H.R. 2971;
H. Rept. 108-685). Among other provisions, the bill would restrict the use, sale, pur-
chase or display of SSNs. Members of Congress concerned about the magnitude of
identity theft and its devastating effects on victims have introduced similar legisla-
tion this year.

In announcing the hearing, Chairman McNulty stated “there is no question
that we need stronger protections for Social Security numbers to combat
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the growing crime of identity theft. Identity theft can destroy an individ-
ual’s or family’s financial well-being with a touch of a button. We must
begin to place some common-sense limits on the use of the SSN by govern-
ment and business in order to ensure the privacy of the information and
prevent theft.”

FOCUS OF THE HEARING:

The Subcommittee will examine what role the SSN plays in identity theft, and
the steps that can be taken to increase SSN privacy and thereby limit its avail-
ability to identity thieves and other criminals. The hearing will examine how SSNs
are currently used, what risks to individuals and businesses arise from its wide-
spread use and options to restrict its use in the public and private sectors.

DETAILS FOR SUBMISSION OF WRITTEN COMMENTS:

Please Note: Any person(s) and/or organization(s) wishing to submit for the hear-
ing record must follow the appropriate link on the hearing page of the Committee
website and complete the informational forms. From the Committee homepage,
hittp://democrats.waysandmeans.house.gov, select “110th Congress” from the menu
entitled, “Committee Hearings” (http://democrats.waysandmeans.house.gov/Hear-
ings.asp?congress=18). Select the hearing for which you would like to submit, and
click on the link entitled, “Click here to provide a submission for the record.” Once
you have followed the online instructions, completing all informational forms and
clicking “submit” on the final page, an email will be sent to the address which you
supply confirming your interest in providing a submission for the record. You MUST
REPLY to the email and ATTACH your submission as a Word or WordPerfect docu-
ment, in compliance with the formatting requirements listed below, by close of busi-
ness Thursday, July, 5, 2007. Finally, please note that due to the change in House
mail policy, the U.S. Capitol Police will refuse sealed-package deliveries to all House
Office Buildings. For questions, or if you encounter technical problems, please call
(202)225-1721.

FORMATTING REQUIREMENTS:

The Committee relies on electronic submissions for printing the official hearing record. As al-
ways, submissions will be included in the record according to the discretion of the Committee.
The Committee will not alter the content of your submission, but we reserve the right to format
it according to our guidelines. Any submission provided to the Committee by a witness, any sup-
plementary materials submitted for the printed record, and any written comments in response
to a request for written comments must conform to the guidelines listed below. Any submission
or supplementary item not in compliance with these guidelines will not be printed, but will be
maintained in the Committee files for review and use by the Committee.

1. All submissions and supplementary materials must be provided in Word or WordPerfect
format and MUST NOT exceed a total of 10 pages, including attachments. Witnesses and sub-
mitters are advised that the Committee relies on electronic submissions for printing the official
hearing record.

2. Copies of whole documents submitted as exhibit material will not be accepted for printing.
Instead, exhibit material should be referenced and quoted or paraphrased. All exhibit material
not meeting these specifications will be maintained in the Committee files for review and use
by the Committee.

3. All submissions must include a list of all clients, persons, and/or organizations on whose
behalf the witness appears. A supplemental sheet must accompany each submission listing the
name, company, address, telephone and fax numbers of each witness.

Note: All Committee advisories and news releases are available on the World
Wide Web at http://democrats.waysandmeans.house.gov.

The Committee seeks to make its facilities accessible to persons with disabilities.
If you are in need of special accommodations, please call 202—-225-1721 or 202-226—
3411 TTD/TTY in advance of the event (four business days notice is requested).
Questions with regard to special accommodation needs in general (including avail-
ability of Committee materials in alternative formats) may be directed to the Com-
mittee as noted above.

———
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The Subcommittee met, pursuant to notice, at 10:00 a.m., in
room B-318 Rayburn House Office Building, Hon. Michael R.
McNulty (Chairman of the Subcommittee) presiding.

Chairman MCNULTY. The hearing will come to order. I want to
welcome all of our witnesses and all of our guests. You will notice
on the list of witnesses that we have three Members of Congress
scheduled to be here today, Senator Schumer, Congressman Mar-
key and Congressman Barton. They are involved in markups today
so we do not know exactly what time they will arrive, but as they
arrive, we will ask the indulgence of the other witnesses to accom-
modate their statements so that they can come in, make their
statement, if they have time, answer a couple of questions and then
get back to their markup.

Our hearing today will focus on the role that the Social Security
number plays in the crime of identity theft and options to enhance
the privacy and security of the Social Security number so that it
is not as useful a tool for identity thieves.

Stealing or obtaining Social Security numbers through illegit-
imate means is a key part of identity fraud. Our Subcommittee is
deeply concerned about identity theft and how to better protect the
Social Security number. In fact, this is the 16th hearing on this
topic we have held in the past 7 years. Identify theft is one of the
fastest growing crimes in the United States. Research by the Fed-
eral Trade Commission suggests that almost 5 percent of the adult
population of the United States, some 10 million people, were vic-
tims of some kind of identity theft in just a single 12-month period.
Through its Web site and toll free hotline, the FTC receives be-
tween 15,000 and 20,000 contacts each week from those who have
been victimized by identify thieves, as well as people seeking infor-
mation about how to protect themselves from identity theft. Iden-
tity theft ruins individuals’ good names and destroys their credit
ratings. Identity thieves have stolen the homes of elderly retirees
and have caused innocent persons to be arrested when crimes are
committed under a falsified identity. It has even ruined the future
credit ratings of young children.

The FTC reports that individuals spend $5 billion a year at-
tempting to recover their good names and credit histories. Annual
surveys find that businesses lose more than $50 billion per year to
identity theft-related fraud. Victims also spend years cleaning up
the damage done by such thieves. In fact, we have learned that a
victim who testified before this Subcommittee in the previous Con-
gress, Nicole Robinson, still has not been able to correct her credit
record. Even though she testified before Congress and our staff in-
tervened with the credit bureaus, she continues to experience prob-
lems relating from the theft of her identity 7 years after her iden-
tity was first stolen.

The Social Security Administration and its inspector general
have worked diligently to increase the integrity and security of the
Social Security number and the procedures used in issuing it. But
SSA has essentially no control over how the Social Security number
is used by other governmental agencies or the private sector.

Today, we will hear about the problem of identity theft from Gov-
ernment agencies who have studied it and representatives of those
who suffer from it. We will hear from businesses and Government
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agencies that use the Social Security and we will hear suggestions
on how to better protect the Social Security number by limiting its
use by Government and the private sector. I am committed to mov-
ing forward with legislation and of making it more difficult for
thieves and other wrongdoers to obtain a Social Security number
and use it to commit identity theft or other crimes. I welcome the
testimony we will receive today that will help us better understand
the nature of the problem and the potential solutions.

I am now pleased to yield to the Ranking Member of the Com-
mittee, a distinguished veteran and one of my heroes in life, Mr.
Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman. I appreciate Chair-
man McNulty for holding this hearing on protecting the privacy of
Social Security numbers from identity theft. You know Americans
are rightly worried about the security of their personal information,
including their Social Security number. We hear reports on a daily
basis about another data breach in the private or public sector
where hundreds, if not thousands, of people’s personal identity in-
formation is stolen.

According to the Privacy Rights Clearinghouse, the total number
of known records that have been compromised due to security
breaches beginning in January 2005 through last week was over
155 million. The fact is that even though Social Security numbers
were created to track earnings for determining eligibility and ben-
efit amounts under Social Security, these numbers are widely used
as personal identifiers.

As we will hear today, Social Security numbers are vital to many
commercial and Government transactions to verify identity and
prevent fraud. Examples include enforcing child support, aiding
law enforcement, compiling information from many sources to help
ensure the accuracy of credit reports. Unfortunately, as pointed out
by the GAO in testimony before this Subcommittee, Social Security
numbers have become the identifier of choice and are used for ev-
eryday business transactions. In fact, in their April 2007 report,
the President’s Identity Theft Task Force identified the Social Se-
curity number as the most valuable commodity for an identity
flhi%f. So, it is no wonder that concerns about identity theft remain

igh.

According to the Federal Trade Commission, identity theft is the
number one consumer complaint, amounting to 36 percent of com-
plaints received in 2006. Americans are right to be concerned. Ac-
cording to the latest data provided by the FTC, over a 1-year pe-
riod, nearly 10 million, or about 5 percent of the adult population,
discovered they were victims of identity theft. Even worse, the true
number of victims in this devastating crime is unknown since most
victims do not report it. Losses due to these thefts were estimated
to exceed $50 billion. Also, it has been reported that ID theft vic-
tims spend roughly 300 million hours a year trying to resolve the
negative effects of ID theft, including re-establishing their hard-
earned good credit and clearing their good name. Even worse, iden-
tity theft continues to threaten our national security. As said in the
9/11 Commission Report, and this is a quote, “Fraud in identifica-
tion documents is no longer just a problem of theft. At many entry
points to vulnerable facilities, including gates for board aircraft,
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sources of identification are the last opportunity to ensure that peo-
ple are who they say they are and to check whether or not they
are terrorists.”

Our Subcommittee has been working on a bipartisan basis to
protect the privacy of Social Security numbers and prevent identity
theft since the 106th Congress when it first approved the Social Se-
curity number Privacy and Identity Theft Prevention Act to restrict
the sale and public display of Social Security numbers. This legisla-
tion was introduced on a bipartisan basis by then Subcommittee
Chairman Clay Shaw and then Ranking Member, the late Bob
Matsui. We know that providing for uses of Social Security num-
bers that benefit the public while protecting their privacy is a com-
plex balancing act. However, I believe we must act and with your
help, Mr. Chairman, we will act to stop rampant abuse of Social
Security numbers, help prevent ID theft and further protect Amer-
ican privacy.

I look forward to hearing from each of our witnesses and thank
them in advance for sharing with us their experiences and rec-
ommendations. Thank you, sir.

Chairman MCNULTY. I thank the Ranking Member. Other
Members will be allowed to insert opening statements for the
record. We are pleased at this time to be joined by Senator Schu-
mer, who is involved in another markup, and we are going to go
to him right away. He is the senior Senator from the State of New
York. He has a long history on this subject of trying to protect our
constituents across the country from identity theft. He is a dear
friend of mine and before he leaves, I am going to give him a little
editorial from one of the local newspapers in my district because
when he was first elected to the Senate back in 1998, many people
in upstate New York were wondering how much they would see of
the new Senator, and he made a pledge that he would visit each
of the 62 counties in the State of New York every single year that
he was in office. The editorial from the newspaper cites the fact
that you have kept that pledge every single year that you have
served in the Senate. Thank you for going over and visiting my
friend John Redcliffe and the farmers over there, they deeply ap-
preciate it.

Senator Schumer.

STATEMENT OF CHARLES E. SCHUMER, A U.S. SENATOR FROM
THE STATE OF NEW YORK

Senator SCHUMER. Well, thank you, Mr. Chairman. I very
much appreciate the introduction. I am so glad to be here for a
whole lot of reasons. First, it is great to call you “Mr. Chairman,”
my good friend Mike McNulty, who does such a wonderful job both
in the capital region and down here. Second, for the 18 years in the
House, or at least the first 9 and 10, I really wanted to be on this
Committee, and I never got on so I am glad to get here at least
on this side of the table. I am now on Senate Finance. Things work
a little faster in the Senate in terms of seniority.

I thought I might just tell a quick story in reference to the Chair-
man’s mention. It is true I visit every county every year, so I am
pretty diligent. I go to the little counties and big counties. In 2004,
when I ran for re-election, I carried 61 of the 62 counties. I did not
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carry one, Hamilton County, not that far from where you are.
Hamilton is a beautiful county. It is as large as Rhode Island. It
is in the middle of Adirondacks, great forests and rivers and moun-
tains, great hunting, great fishing, but it is our smallest county
population-wise. It has a little bit fewer than 5,000 people. I had
visited it six times since re-election, which was a lot. I asked my
chief of staff, “Why do you think I lost Hamilton County,” Martin
Brennan. Martin Brennan said, “It is easy, Chuck, it is the only
county where you actually met every single voter.”

Anyway, it 1s good to be here. I want to thank all of my friends,
so many of whom I served with in the House, and my friend, Eddy
Markey, who was senior to me then and senior to me now, and I
thank you for your leadership on this issue, Mr. Chairman. Let me
thank Congressman Rangel, our colleague from New York as well.

We all know when it comes to identity theft, the Social Security
number is the golden key that opens all doors. If you can get a per-
son’s Social Security number, you can impersonate him, steal his
money, ruin his credit and literally devastate his life. In my testi-
mony, I am going to focus on one particular risk of identity theft
and what Congress can do about it. I am pleased that today the
GAO, the Government Accountability Office, prepared at my re-
quest a report which focuses on the insidious problem of Social Se-
curity numbers displayed online in public records, and that report
is being release coincident with this hearing.

Now, it used to be that when your tax lien or your divorce decree
was filed as a public record, it sat in an office building. You had
to go there in person to track down a record but in recent years,
more and more Government agencies are putting public records on
the Internet. In fact, the GAO found that in 40 out of 50 States,
one or more offices are displaying people’s public records right on
the Internet. Anyone with a computer can now view these online
records, often for free. The recordkeepers who put files online prob-
ably just want to provide more transparency and access to informa-
tion and those are important values I think we all support, but we
need to have public access in a way that does not expose people to
identity theft.

In the words of the GAO, these online records provide “poten-
tially unlimited access” to personal information, including Social
Security numbers. It is not surprising that there are known cases
where identity thieves use online public records to prey on their
victims. Yet, the GAO reports that online display of public records
is on the rise. We cannot let this practice continue unchecked. The
report shows that online public records may be doing more harm
than good. The world has changed but our laws are lagging far be-
hind.

Here is what we can do about it, Mr. Chairman, and I look for-
ward to working with you and Chairman Rangel to try and accom-
plish some good changes here. First, we need to have uniform
standards for protecting Social Security numbers by hiding either
the first five digits or the last four digits. The good news is that
Federal agencies have started hiding the first five digits of Social
Security numbers in public record documents. The very bad news
is that data brokers and other entities are going in the opposite di-
rection and hiding the last four digits. So, it is a classic case of the



8

Federal Government where one hand does not know what the other
is doing. It makes it very easy to use public sources to get the
whole nine numbers. It is sort of a little bit like an Abbott and
Costello routine.

You get the first five from the Social Security records—you get
the last four from the Social Security records, the first five from
the others, the data brokers and others, and you sort of have
straight flush for identity theft. It is like a slap stick routine, each
group points the finger at the other but it is not a joke when ordi-
nary citizens are paying the price. The GAO was able to piece to-
gether people’s full nine digit numbers even though they were al-
ways hidden, one half or the second half, in just one hour from
their desks. An identity thief could do this anywhere in the world.
So, I am proposing legislation that would require the Social Secu-
rity Administration to set standards, telling public agencies and
private businesses what method of truncation to use so everyone
will be protected. It is sort of a tragedy of errors, everyone is trying
to help by masking part of the number but no one is paying atten-
tion to the big picture and that is where they need a Federal role.

Congress should act now because the numbers of records in-
volved are growing everyday, a little coordination in this area will
go a long way toward stopping identity theft and it seems to me
that this simple bill should pass by a wide margin. I do not know
who would oppose it.

Second, we need to make sure that state and local recordkeepers
are never displaying full Social Security numbers on the Internet.
I will be re-introducing my bill from the last Congress to ban these
recordkeepers from showing complete numbers on the Internet.
Again, I hope this bill can be passed quickly given the evidence of
the report. The legislation is feasible and practical given the ad-
vanced technology we have today, like software to help find and
hide Social Security numbers. County clerks and other public rec-
ordkeepers are public servants and they should be taking steps to
protect people. They cannot say, “Well, it is not my problem.”

So, if recordkeepers want to put documents online, they should
but they should hide all or part of the Social Security number that
appears in those documents. Under this bill, the Department of
Justice will be able to enforce the ban by imposing fines on any of-
fice that ignores the law. It will also help recordkeepers by author-
izing grants to their offices if they want to redact Social Security
numbers from the older records because that takes a job to go back
and do it, and we do not think that the local taxpayer should have
to foot the entire bill for that.

Finally, the GAO reports that private businesses have been buy-
ing public records in bulk for years. We need to know more about
this practice, and I have asked the GAO to investigate it. Cur-
rently, we have no idea how frequently our records are being sold
or why or where they go. This report reveals there may be large
sets of records that are overseas and that these Social Security
numbers may be beyond the protections of American law. When the
GAO reports back on their investigation, we should try to work to-
gether to close any loopholes. The buying and selling of our private
information is not the kind of thing that should be happening in
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the dark of night without any oversight even from people who are
10,000 miles away.

With the great power of today’s technology, Mr. Chairman, in
conclusion, comes a great responsibility to regulate that technology
and avoid unintended harms. The measures I have mentioned
today will address the risks uncovered in today’s report, excellent
report by the Government Accountability Office, great job, and I
hope that my colleagues will join me in moving these measures for-
ward to protect Americans from identity theft.

In conclusion, finally, I want to thank the Subcommittee and
your leadership, Mr. Chairman, and the Ranking Member, Mr.
Johnson, so that we can—this is an important step, this hearing,
on rising to the challenge of protecting our Social Security num-
bers. I very much thank you for allowing me to be here today.

[The prepared statement of Senator Schumer follows:]

Prepared Statement of the Honorable Charles E. Schumer
a Senator from New York

Good morning, Chairman McNulty and Ranking Member Johnson. Thank you for
inviting me to testify.

I want to commend Subcommittee Chairman McNulty and Committee Chairman
Rangel, my esteemed colleagues from the New York delegation, for holding this im-
portant hearing on protecting Social Security numbers.

We all know that when it comes to identity theft, the Social Security number is
the golden key that opens all doors. If you can get a person’s Social Security num-
ber, you can impersonate him, steal his money, ruin his credit, and literally dev-
astate his life.

In my testimony, I'm going to focus on one particular risk of identity theft, and
what Congress can do about it. I am pleased to announce today’s release of a new
report, prepared at my request by the Government Accountability Office, that fo-
cuses on the insidious problem of Social Security numbers displayed online in public
records.

It used to be that when your tax lien or your divorce decree was filed as a public
record, it sat in an office building. You had to go there in person to track down a
record. But in recent years, more and more government agencies are putting public
records on the Internet.

In fact, the GAO found that in 40 out of 50 states, one or more offices are dis-
playing people’s public records right on the Internet. Anyone with a computer can
now view these online records, often for free.

The record-keepers who put files online probably just want to provide more trans-
parency and access to information, which are important values that I support.
thut we need to have public access in a way that doesn’t expose people to identity
theft.

In the words of the GAO, these online records provide “potentially unlimited ac-
cess” to personal information, including Social Security numbers.

It’s not surprising that there are known cases where identity thieves used online
public records to prey on their victims.

And yet the GAO reports that online display of public records is on the rise. We
cannot let this practice continue unchecked.

This report shows that online public records may be doing more harm than good.
The world has changed, but our laws are lagging far behind.

Here’s what Congress can do about it, and I hope that my good colleagues here
on the House side will lend their support to these measures.

First, we need to have uniform standards for protecting Social Security numbers
by hiding either the first five digits or the last four digits.

The good news is that federal agencies have started hiding the first five digits of
Social Security numbers in public record documents. The very bad news is that data
brokers and other entities are going in the opposite direction of hiding the last four
digits.

This is a case of classic Federal Government where one hand doesn’t know what
the other is doing.

This makes it very easy to use public sources to piece together a full nine-digit
Social Security number that could be used for identity theft. The GAO was able to
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do this in just one hour, from their desks. An identity thief could do the exact same
thing—from anywhere in the world.

It’s almost like a slapstick routine—each group is pointing the finger at the other.
But it’s not a joke when ordinary citizens are paying the price.

That’s why I am proposing new legislation that will require the Social Security
Administration to set standards telling public agencies and private businesses ex-
actly what method of truncation to use.

It’s a tragedy of errors—everyone is trying to help by masking part of the number,
but no one is paying attention to the big picture. It’s time for a federal role.

Congress should act now, because the numbers of records involved are growing
every day. Just a little coordination here will go a long way toward stopping identity
theft, and it seems to me that this simple bill should pass by a wide margin.

Second, we need to make sure that state and local record-keepers are never dis-
playing full Social Security numbers on the Internet. I will be reintroducing my bill
from the last Congress to ban these record-keepers from showing complete numbers
on the Internet.

I hope that my bill can be passed quickly, given the new evidence in this report.
This legislation is both feasible and practical given the advanced technology we have
today, like software to help find and hide Social Security numbers.

County clerks and other record-keepers are public servants—they should be tak-
ing steps to protect people. If record-keepers want to put documents online, they are
welcome to do so, but they should hide all or part of any Social Security number
that appears in those documents.

Under this bill, the Department of Justice will be able to enforce the ban by im-
posing fines on any office that ignores the law. My legislation will also help record-
keepers by authorizing grants to offices that want to redact Social Security numbers
from older records, but need more resources.

Finally, the GAO reports that private businesses have been buying public records
in bulk for years. We need to know more about this practice, and I have already
asked the GAO to investigate it.

Currently, we have no idea how frequently our records are being sold, or why, or
where they go. This report reveals that there may be large sets of records that are
overseas, and that these Social Security numbers may be beyond the protections of
American law.

When the GAO reports back on their investigation, the Congress should move
quickly to close any loopholes. The buying and selling of our private information is
not the kind of thing that should be happening in the dark of night, without any
oversight.

With the great power of today’s technology comes a great responsibility to regu-
late that technology and to avoid unintended harms. The measures that I've high-
lighted will address the risks uncovered in today’s report, and I hope that my col-
leagues will join me in moving these measures forward to protect Americans from
identity theft.

In closing, let me say that I appreciate the excellent work of the Government Ac-
countability Office in preparing this study.

Again, I thank the Subcommittee for recognizing that we must rise to the chal-
lenge of protecting our Social Security numbers, and thank you for having me here
today.

——

Chairman MCNULTY. Thank you very much, Senator Schumer.
I know you are on the run but I just wanted to thank you for your
testimony, to assure you that we will work together with you on
legislation. I also want to thank you for a statement you made in
another trip upstate recently about properly funding the Social Se-
curity agency so that we can start to cut back on this tremendous
backlog that we have with regard to disability claims, which is not
only a tremendous hardship on many of our constituents, it is a na-
tional embarrassment to every Member of Congress when someone
comes in with a legitimate claim for a government benefit, and we
tell them they have to wait a year and a half or 2 years before they
even get an answer, so we really need to do something about that.
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I want to thank you for your commitment in that regard. On the
House side, we have taken some steps in moving toward that. We
have got $100 million over the President’s request out of the Appro-
priations Committee, I asked for more than that but we got that
far anyway. In recent years, the President’s request has been
under-funded, we are $100 million over. I am hoping that on the
Senate side you can help us get to at least that number, or hope-
fully higher, so that we can begin to make a serious dent in this
backlog. I do not know if you have time, do you have time to take
a couple of questions? Then we will get immediately to Ed Markey
after that. Does any Member wish to pose a question to the Sen-
ator? Yes, Lloyd?

Mr. DOGGETT. Chuck, thanks so much for what you have been
doing on this. Can you update us on where this legislation is in the
Senate and how you think it is moving over there?

Senator SCHUMER. I think it is moving very well. We are just
going to update it because of the GAO report, particularly the first
thing I mentioned, but it seems to have support. The one place
where there was objection, the old or the local officials who used
and put these things online, we have dealt with their objections,
and I think the new legislation should have smooth sailing. Thank
you, Lloyd.

Chairman MCNULTY. I also want to ask unanimous consent
that we insert into the record the new GAO report, which the Sen-
ator referenced in his testimony. Mr. Levin.

[The provided material follows:]
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United States Government Acconntability Office
Washington, DC 20548

June 15, 2007

The Honorable Charles Schumer
drman
Subcommittee on Administrative Oversight and the Courts
Committee on the Judiciary
United States Senate

Various public records in the United States, including some generated by
the federal government, contain Social Security numbers (SSN) and other
personal identifying information that could be used to commit fraud and
identity theft. Public records are ly defined as g agency-
held records made available to the public in their entirety for inspection,
such as property records and court records. Although public records were
traditionally accessed locally in county courthouses and government
record centers, in recent years, some state and local public record keepers
have begun to make these records avatlable to the public through the
Internet, While it is important for the public to have access to these
records, concems about the use of information in these records for
criminal purpeses have been raised. In 2006, these concems were
heightened when an Ohlo woman pled guilty o conspiracy, bank fraud,
and aggravated identity theft as the leader of a group that stole citizens'
personal identifying information from a local public record keeper's Web
site and other sources, resulting in over $450,000 in losses to individuals,
financial institutions, and other businesses.

Although we previously reported on the types of public records that
contain S5Ns and access to those records, less is known about the federal
government's direct provision of records with S8Ns to state and local
public record keepers. Because of your interest in information on these
issues, we agreed to answer the following questions: (1) Which federal
agencies ly provide records ining SSNs to state and local
public record keepers, and what actions have been taken to protect SSNs
in these records? (2) What significant vulnerabilities, if any, remain to
protecting SSNs in public records?

To answer these i we gathered i from a variety of
sources, Specifically, we interviewed cognizant officials from the Social
Security Administration (S54), Office of Management and Budget (OMB),
Internal Revenue Service (IRS), and Department of Justice {DOJ), We
interviewed these agencies because they are responsible for overseeing

Page 1 GAO-OT-752 Social Security Numbers
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federal use of the 88N or they were identified through our research as

ly providing records ing SSNs to state and local public
record keepers. We also conducted interviews with public record keepers,
their national associations, and stakeholder groups focused on privacy
rights, open g and the title i industry. To gather
information on records access, we visited local public record keepers’
offices in the District of Columbia, Maryland, and Virginia; reviewed
several Web sites that provide information on state and local public
records access; and used this work to guide our selection of state and
Iocal public record keepers’ Web sites nationwide for additional review,
In total, we reviewed at least one public record keeper's Web site per
state, We also interviewed public record keepers in five Florida counties
to examine implementation of recently enacted Florida statutes requiring
Internet access to public records and the removal of S5Ns and other
information in those records, We conducted our work from November
2006 through May 2007 in accordance with generally accepted government
auditing standards.

On May 10, 2007, we briefed your staff on the results of our analysis. This
report formally conveys the information provided during that briefing (see
app. 1. In summary, we found:

«  IRS and DO are the only federal agencies that commaonly provide
records containing SSNs to state and local public record keepers, and
in recent years, both have taken steps to truncate or remove S5Ns in
those records. These agencies provide property lien records to public
record keepers, on which they traditionally included full S8Ns for
dentity verification purposes. However, both agencies have recently
taken steps to better protect S5Ns in these records. Currently, IRS
mandates the use of a truncated version of S5Ns on tax lien notices,
which displays only the last four digits of the 55N, However, the agency
does not mandate SSN truncation on all lien releases it issues. In
addition, many of DOJ's districts have begun to truncate or fully
remove SSNs on the lien reconds they provide to public record keepers.
However, because DOT's districts act independently to issue lien
notices, some continue to display full S5Ns in these records,
Independent of IRS and DOJ efforts in this area, some states have
begun to remove $5Ns in all public records they maintain, though this
approach ean be costly and may not be fully effective at protecting
SSNs.

Both full and truncated SSNs in federally generated public records
remain vulnerable to potential misuse, in part because different

Page 2 GADOT-T52 Soclal Security Numbers
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truncation methods used by the public and private sectors may enable
the reconstruction of full SSNs. While the display of truncated SSNs in
I'cderally generated public records is a step toward improved SSN

p , We previ reported that i ion reseller

il I.hal falize in ing personal information—
sometimes pwvlde truncated S5Ns to customers that shm\- Ihe rnu
five digits. C Iy, it is possible o

full nine-digit SSN by combining a truncated SSN fmm a federally
generated lien record with a truncated SSN from an information
reseller. In addition, while IRS and INM have recently taken actions to
limit disclosure of full S5Ns in records they generate going forward, full
S8Ns remain in the millions of lien records provided to public record
keepers before the agencies implemented these changes. Increased
aceess to these records through bulk sales to private companies and
Internet access also creates the potential for identity theft. For
example, public record keepers in some states have been selling
complete copies of their records to private companies, such as title
companies and information resellers, for many years. Because of this
practice, current efforis to remove S5Ns in records maintained by
public record keepers do not apply to all copies of the record already
made available. In addition, some public record keepers now provide
potentially unlimited Web site access to personal identifying
information in the records they maintain.

Conclusions

Federal agencies Im\'e taken scl.nms o nnug,nteﬂm a\-anl.nhuhty of 35Ns in
public records by i ng the use of for

provided to state un:l Ilral rPrnrd keepers. While these actions provide
some additional protection against using these records to perpetrate
identity theft, our review demonstrates that identity thieves may still be
able to full 88Ns by combining different i versions of
the S5N available from public and private sources. Thus, truncation does
not provide complete protection against identity theft, Yet despite this
limitation, our analysis suggests that truncation provides better protection
compared with records that display full $5Ns. In this regard, as we noted
in our May 2006 report, Congress may wish to further improve SSN
protection by enacting truncation standards or assigning an agency to do
50, In addition, Congress may wish to solicit input on promising truncation
practices from the Commissioner of Social Security as part of this process,
However, in the absence of such standards, federal agencies can still take
steps to protect SSNs by further reducing their exposure in records they
generate amnd provide to record keepers,

Page 3 GAD0T-752 Social Security Numbers
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Recommendations for
Executive Action

To the extent that truncation provides an added level of protection from
identity theft, we are recommending that

+  The Commissioner of IRS should implement a policy requiring the
truncation of all 55Ns in lien releases the agency generates,

« The Attorney General should implement a policy requiring, at a
minimum, SSN truncation in all lien records generated by its judicial
distriets. Truncation should be in the same format as is currently used
by IRS on lien notices.

Agency Comments

We provided a draft of this report to S8A, OMB, IRS, and DOJ for review
and comment. 554, IRS, and DOJ provided technical comments, which we
incorporated as appropriate. We received written comments from OMB
and IRS, which are reproduced in appendixes Il and 111 In its comments,
OME indicated its appreciation for the report's analysis of S5N use and
vulnerability, in both full and truncated forms, and provided information
on OMB's recent actions that require federal agencies to reduce the
volume of sensitive i ion, including S5Ns, they maintai

Concerning our recommendations, SSA indicated that the agency fully
supports our recommendations to [RS and DOJ becanse it believes that
S5N truncation will greatly improve protection of the SSN. DOJ also
agreed with our dation and q issued a policy
guidance memo that restricts all U8, Attomeys’ Offices from using full
S5Ns in any record submitted to state or local public record keepers. The
memao requires offices to either remove the SSN entirely from these
records or use a truncated version of the SSN, showing only the last four
digits. While IRS generally agreed that the use of truncated SSNs on
records submitted to state and local public record keepers provides an
added level of protection against identity theft, the agency does not
currently plan to implement our recommendation to truncate SSNs in all
lien releases it generates, specifically those relating to pre-2006 lien
notices. IRS indicated that truncating SSNs on lien releases for which the
orginal lien notices show full 35Ns may place a hardship on IRS's lien
processing capabilities because it requires a change in how the agency’s
centralized Lien Processing Unit formats those lien releases. While we
recognize that this change could ially cause an admink i
burden for IRS, we believe that the added level of protection against
identity theft accomplished by truncating SSNs on lien releases outweighs
these costs. IRS also indicated that truncating S8Ns on lien releases for
which the original lien notices show full SSNs may prove problematic for

Page 4 GADOT-T52 Social Security Numbers
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record keepers. However, we do not believe that truncating SSNs on lien
releases would prove problematie for most record keepers, Specifically,
IRS includes key identifying inf ion that cor ds to the ariginal
lien notice on most of the lien releases they submit to record keepers.
Therefore, this identifying information can be used by record keepers to
determine which lien notice ponds to the newly submitted release,
and IRS should not need to include a person’s full SSN on the lien release
for this purpose.

As we agreed with your office, unless you publicly announce its contents
earlier, we plan no further distribution of this report until 30 days after its
issue date, At that time, we will send copies of this report to relevant

o ional © , the Commissioner of S8A, the Director of OMB,
the Commissioner of IRS, the Attorney General, and other interested
parties and will make copies available to others upon request, In addition,
this report will be available on GA(Ys Web site at hitps/www.gao.gov, If
you or your staff have any questions about this report, please contact me
at 202-512-T215 or bertonid@gao.gov. Contact points for our Offices of
Congressional Relations and Public Affairs may be found on the last page
of this report. Key contributors to this report include Jeremy Cox
(Assistant Director), Rachel Frisk (Analyst-in-Charge), and Ayeke Messam,
In addition, Dan Schwimer provided legal assi

A“ﬂ M"
Daniel Bertoni

Director, Education, Workforee, and
Income Security [ssues
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Appendix [: Briefing Slides
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SOCIAL SECURITY NUMBERS:

Federal Actions Could Further Decrease
Availability in Public Records, though
Other Vulnerabilities Remain
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Briefing for Senator Charles Schumer
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Oversight and the Courts
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Appendix I: Briefing Slides
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Summary of Results

Background

+ Findings

Conclusions

+ Recommendations for Executive Action
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Appendix I: Briefing Slides

£GAQ

—_— —

Key Objectives

We agreed to determine:

1. Which federal agencies commonly provide records containing
Social Security numbers (SSN) to state and local public record
keepers, and what actions have been taken to protect SSNs in
these records?

2. What significant vulnerabilities, if any, remain to protecting SSNs
in public records?
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Appendix I: Briefing Slides

LGAO

e

Scope and Methodology

To answer these questions, we:
+ Gathered information from the Social Security Administration
gSS&), Office of Management and Budget (OMB), Internal Revenue
ervice (IRS), and Department of Justice (DOJ);
Interviewed public record keepers, their national associations, and
stakeholder groups focused on privacy rights, open government,
and the title insurance industry;

Visited local record keepers' offices in the District of Columbia
(D.C.), Maryland, and Virginia, reviewed several Web sites that
provide information on public records access, and examined
selected record keepers' Web sites nationwide; and,

Interviewed record keepers in five Florida counties to discuss
recently enacted state statutes related to public records access and
the removal of certain personal-identifying information in those
records.

-
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Appendix I: Briefing Slides

e

£ GA

Summary of Results

+ |RS and DOJ commonly provide lien records containing SSNs to
state and local public record keepers, and they have recently begun
to truncate or remove SSNs in those records. While IRS mandates
SSN truncation in all lien notices, it does not mandate truncation in
all lien releases.’ Because DOJ's districts act independently to
issue lien notices, some truncate or remove SSNs in these records,
while others continue to display full SSNs. Independent of these
efforts, some states have begun to remove SSNs in all public
records. However, this approach can be costly and may not fully
protect SSNs.

! Lien notices are issued by government agencies to inform the public and creditors of a lien
against a debtor's property. Lien releases are issued by agencies when a debt has been paid.

Page 100 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

Summary of Results (continued)

Both full and truncated SSNs in federally generated public records
remain vulnerable to potential misuse, in part because different
truncation methods used by the public and private sectors enable
the reconstruction of full SSNs. In addition, the continued
availability of SSNs in public records, as well as increased access
to these records through bulk sales and Internet access, create the
potential for identity theft.

Page 11 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

Background éw
SSNs: Use and Federal Regulation

Although originally created to track workers’ earnings and Social
Security benefits, SSNs have become the identifier of choice for
government agencies and private businesses and are currently used
for myriad non-Social Security purposes.

Page 12 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

Recourisbins -y Pababiny

Background é G A O 3

SSNs: Use and Federal Regulation (continued)

* No single federal law regulates the overall use or restricts the
disclosure of SSNs by governments. However, certain laws limit
SSN use in specific circumstances.

* For example, the Privacy Act of 1974 generally prohibits federal
agencies from disclosing records containing SSNs without the
consent of the individual whose records are being sought.

* Exceptions authorized under the act include routine uses
that are compatible with the purpose for which the SSN was
collected, such as activities related to tax and debt
collection.

Page 13 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

Background é%
SSNs: Use in Identity Theft

+ While the use of SSNs can be beneficial for identity verification and
other purposes, SSNs are also a key piece of information used to
create false identities for financial misuse or assume another
individual’s identity.

* Most often, identity thieves use SSNs belonging to real people.
However, only 30 percent of identity theft victims know how thieves
obtained their personal information.'

+ The Federal Trade Commission (FTC) estimated that over a 1-year
period, nearly 10 million people discovered they were victims of
identity theft, translating into estimated losses of billions of dollars.

* In response to this issue, the federal government and several state
governments have passed identity theft legislation in recent years.

" This estimate is based on the FTC's identity theft victim complaint data. These data are self- g
reported and only represent crimes reponed to FTC.

Page 14 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

Recourisbins -y Pababiny

Background é— G A O 3

Public Records: Definition and Types

* Public records can generally be defined as records or documents
that are routinely made available to the public by a government
agency or the courts.

« For example, local record keepers maintain public records that
assist in the conduct of business, legal, or personal affairs.

* There are many types of public records, including birth, death, and
marriage records; criminal and civil court case files; and records that
concern property ownership, such as property liens.

* Some documents in these records are created by government
agencies, while others are submitted by private entities.

* Some records contain personal identifying information, such as
SSNs, dates of birth, credit card or bank account numbers, and
children’s names or mothers’ maiden names.

Page 15 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

Background éM

Public Records: Storage and Access

* Record keepers store records in several formats, including paper
copy, microfiche or microfilm, and electronic image.

* Traditionally, individuals accessed public records by visiting the
government offices that maintained them, which provided practical
limits on the volume of personal identifying information that could

be disclosed.
y N y N
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The public, Public record keepors ' The public accesses
GOVErNMEnt Sgercied, formally recond ' reconds by visiting
aftorneys, o businesses  submilied reconds govemment kocations
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Objective 1: Federal Provision of R is with SSNs éGAO

IRS and DOJ Commonly Provide Records Containing

SSNs to Record Keepers, and They Have Recently

Begun to Truncate or Remove SSNs in Those Records

+ IRS and DOJ commonly provide lien notices and releases
containing SSNs to state and local public record keepers.

* IRS mandates SSN truncation in all lien notices but not all releases.

+ DOJ's judicial districts act independently to truncate, remove, or
include SSNs in lien notices.

* Some states are independently taking actions to remove SSNs from
public records, but these approaches can be costly and may have a
limited effect on protecting SSNs.

Page 17 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

i
Objective 1: Federal Provision of Records with SSNs é%

IRS and DOJ Commonly Provide Lien Notices and
Releases Containing SSNs to State and Local Public
Record Keepers

+ We found that IRS and DOJ are the only federal agencies that
commonly provide records containing SSNs to state and local
public record keepers.

Annually, IRS generates approximately 900,000 lien notices and
releases for tax-related debts owed to the federal government.

+ |IRS files lien notices and releases with state and local public
record keepers through its centralized Lien Processing Unit.

Annually, DOJ issues approximately 11,000 lien notices for criminal
or civil court-related debts owed to the federal government.

+ DOQJ lien notices are not generated through a centralized
processing system. Instead, debt collection units for each
judicial district file liens individually with the relevant public
record keeper.'

" While there are 94 districts, there are 93 debt collection units. These units also generate lien 13
releases, but releases are typically provided directly to deblors rather than public record keepers.

Page 18 GAD-07-752 Social Security Numbers
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Appendix I: Briefing Slides

i
Objective 1: Federal Provision of Records with SSNs é%

IRS and DOJ Commonly Provide Lien Notices and
Releases Containing SSNs to State and Local Public
Record Keepers (continued)

+ |RS- and DOJ-issued liens serve as federal government liens
against property and are generally filed in the same manner.

+ Neither federal statute nor regulations require that the SSN be
included on notices or releases of liens. However, current federal
law also does not prohibit SSNs from being included on these
records. A lien record typically contains an SSN, name, address,
and amount owed.

* |RS and DOJ officials reported that SSNs traditionally have
been included on lien records for identity verification purposes.

Page 18 GAD-07-752 Social Security Numbers
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i
Objective 1: Federal Provision of Ri is with SSNs EGAO

Recourisbins -y Pababiny

IRS and DOJ Commonly Provide Lien Notices and
Releases Containing SSNs to State and Local Public
Record Keepers (continued)

+ While a significant number of federal lien records are generated
annually, because they are distributed throughout the country, they
do not always make up a significant portion of local record keepers’
official records."

* For example, the Palm Beach County, Florida, Clerk and

Comptroller's Office reported that federally generated records
account for only 3 percent of the county’s official records.

! Official public records, or property records, generally include records related to property sale,

15
ownership, or encumbrance, rather than vital records or court records unrelated to property.
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Objective 1: Federal Provision of R is with SSNs éGAO

! p——p—p

IRS Partially Mandates SSN Truncation, while DOJ’s
Districts Act Independently to Truncate or Remove
SSNs in Lien Records

* In recent years, IRS and DOJ have taken steps to better protect
SSNs in lien records they file with state and local public record
keepers.

+ As of January 1, 2006, IRS mandates the use of a truncated

version of the SSN on all tax lien notices. This truncated SSN
displays only the last four digits of the nine-digit number.

+ Before implementing this change in policy, IRS conducted a
survey of recording officials in 12 states who agreed that
SSN truncation would be helpful in addressing privacy and
identity theft concerns.

* IRS stated that its SSN truncation policy still ensures identity
verification with a high degree of certainty.
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Objective 1: Federal Provision of R is with SSNs éGAO

! p——p—p

IRS Partially Mandates SSN Truncation, while DOJ’s

Districts Act Independently to Truncate or Remove

SSNs in Lien Records (continued)

* |RS’s change in its SSN policy for lien notices does not apply to lien
releases.

* Because the release is generated to match the original lien notice,
lien releases sometimes still contain full SSNs.

* For example, a lien release recorded in 2007 will show a full
SSN if the corresponding lien notice was recorded before
January 1, 2006.

* However, lien releases recorded for notices generated after
January 1, 2006, will contain truncated SSNs, like the
corresponding notices.
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o Recourisbins -y Pababiny

IRS Partially Mandates SSN Truncation, while DOJ’s
Districts Act Independently to Truncate or Remove
SSNs in Lien Records (continued)

* Unlike IRS, DOJ has not issued a central policy regarding
disclosure of SSNs in lien notices.

Consequently, the 93 debt collection units for DOJ districts
individually decide how to display SSNs in the lien notices they
record with record keepers.

* DOJ officials reported that 80 debt collection units currently
include either a truncated SSN or no SSN in lien notices. Most
include a truncated SSN showing the last four digits.!
According to DOJ, the remaining 13 debt collection units
currently include a full SSN on liens. However, several of these
units told DOJ officials that they are considering removing
SSNs on future liens.

Objective 1: Federal Provision of Ri is with SSNs éGAO

! While DOJ could not confirm that all districts displaying truncated SSNs on lien notices show the g
last four digits, this is likely, due to similar changes in SSNs displayed in federal court records.
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i
Objective 1: Federal Provision of Records with SSNs é%

Some States Are Taking Actions to Remove SSNs
from Public Records, but These Approaches Can Be
Costly and May Have Limited Effect

+ Independent of IRS and DOJ actions, some states have recently
considered removing SSNs in public records in order to better
protect this information.

* Florida and Nevada both passed legislation in 2005 requiring
the removal of SSNs in public records. Record keepers have
until January 1, 2008, to comply with the Florida law and
January 1, 2017, to comply with the Nevada law.

Texas also passed legislation in 2005 that was interpreted by
the Attorney General as prohibiting the disclosure of SSNs in
public records. However, in response to that ruling, the Texas
legislature enacted legislation that permits the disclosure of
SSNs in public records and states that the SSN of a living
person in Texas is not considered confidential in these records.

.
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i
Objective 1: Federal Provision of Records with SSNs é%

Some States Are Taking Actions to Remove SSNs
from Public Records, but These Approaches Can Be

Costly and May Have Limited Effect (continued)

* Due to the 2008 deadline, public record keepers in Florida are
currently taking actions to remove SSNs and several other personal
identifiers from records. Officials in the five counties we spoke with
are using a two-step process utilizing software that searches for
and removes SSNs and a manual review of records by county or
contractor staff.

* Florida record keepers reported that this approach is costly, with
some funding provided by each county's trust fund for public
records modernization.’

* For example, Palm Beach County, Florida's third largest
county, paid over $2 million to complete software and manual
review and removal of SSNs and other personal identifiers in
approximately 40 million pages of records.

+ Due to software limitations and the potential for human error, this
process may still not remove 100 percent of SSNs in these records.

" Recording fees have been accruing in county trust funds since Florida statute created these 20
funds in 1987
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Objective 2: Remaining Vulnerabilities EM

The Continued Availability of SSNs in Public Records,

as well as Increased Access to These Records, Create

the Potential for Identity Theft

* Both full and truncated SSNs can potentially be used to commit
identity theft.

+ Although IRS and DOJ have taken actions to better protect SSNs in
the public records they commonly generate going forward, records
they generated prior to these actions still contain SSNs.

* Some public record keepers provide potentially unlimited access to
records and their content through bulk sales to private companies
and online access.

21
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Objective 2: Remaining Vul bilities éGAO

Both Full SSNs and Truncated SSNs Can Potentially
Be Used to Commit Identity Theft

* Full nine-digit SSNs are key to the commission of identity theft.

* For example, SSNs can be used as breeder information to
create false identification documents, such as driver’s licenses.

* In addition, SSNs and other personal identifying information are
used to fraudulently obtain credit cards, open utility accounts,
commit bank fraud, file false tax returns, and falsely obtain
employment and government benefits.

+ |dentity theft has been traced to personal identifying information
accessed in public records.

+ For example, in recent years, criminals used personal
identifying information contained in public records found on
record keepers’ Web sites in Hamilton County, Ohio, and
Maricopa County, Arizona, to commit identity theft.

* However, the extent to which SSNs in public records have been
used for this purpose is largely unknown.
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Objective 2: Remaining Vul bilities éiG A 0

Both Full SSNs and Truncated SSNs Can Potentially
Be Used to Commit Identity Theft (continued)

While the display of truncated SSNs—showing only the last four
digits—in federally generated public records is a step toward
improved SSN protection, this method of truncation does not fully
protect SSNs because other sources may provide the first five digits
of a person's SSN.

In our prior work, we found that information resellers—private

companies that specialize in amassing personal information—

sometimes provide truncated SSNs showing the first five digits to

customers with which they have accounts or to the public over the

Internet.!

* For example, most customers of a prominent information

reseller are able to access information containing truncated
S5Ns that show the first five digits.

+ Similarly, in our prior work on Internet-based information

resellers, four resellers that gave our investigators truncated
SSNs provided them in a form that showed the first five digits.

! See GAO-04-11 and GAD-06-495. 23
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Objective 2: Remaining Vulnerabilities

Both Full SSNs and Truncated SSNs Can Potentially
Be Used to Commit Identity Theft (continued)

The general public can purchase personal information, which may
include truncated SSNs, from information resellers that provide
services through the Internet.

General public

* Find a lost koved one
* Conduct your own
investigation

* Screen your new tenant

Source:

GAD snwis

Order information
such as name,
address. or 55N

Internet resellers

Page 20
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Objective 2: Remaining Vull bilities é%

Both Full SSNs and Truncated SSNs Can Potentially
Be Used to Commit Identity Theft (continued)

+ Consequently, by combining a person’s truncated SSN on an IRS-
or DOJ-generated lien notice with that same person's truncated
SSN obtained from an information reseller, it may be possible to
determine an individual's full nine-digit SSN.

* We tested this method and found that it can potentially be used
by identity thieves to reconstruct full SSNs.
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i
Objective 2: Remaining Vull bilities é%

Although Federal Agencies Have Taken Actions to
Better Protect SSNs in Records, Some Still Contain
SSNs

* IRS and DOJ actions will generally limit disclosure of full nine-digit
SSNs in records they generate going forward, but full SSNs remain
in the millions of records these agencies provided to public record
keepers before they began truncating and removing SSNs.

* For example, in the 10 years prior to IRS enacting its policy
requiring truncated SSNs on lien notices, IRS generated almost
9 million lien records containing full SSNs," all of which
currently remain in the public record.

* Once a record is officially recorded, the public record keeper is
responsible for maintaining it in perpetuity. Therefore, although an
IRS tax lien expires after 10 years, the lien notice remains in the
public record even after expiration.

1 The 9 million lien records include lien notices and releases, 26
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i
Objective 2: Remaining Vul bilities é._._._._...___G_A Q__
B e
Some Record Keepers Provide Potentially Unlimited
Access to Records and Their Content through Sales
to Private Companies and Online Access

Public records were traditionally accessed by visiting government
record centers. However, some record keepérs currently sell records
in bulk to private companies, and some provide access to records on
their own government Web sites.

The public may ba ahle
10 access records:

f— 0

ﬁ * Through private
businesses thal have
N " chased racords in bulk
The public, Public record keepers \ e it
govermment agencies, fewmally record T
Subma recoeds 1o public q
Econd keapers i * By accessing public
= record knapers' Wab sitos

Sourse AL ety wnd A Exploton (il
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Objective 2: Remaining Vulnerabilities é.g.'.,AQ...

e
Some Record Keepers Provide Potentially Unlimited
Access to Records and Their Content through Sales

to Private Companies and Online Access (continued)

When records are sold in bulk or made available on the Internet, it is
unknown how and by whom the records, and the personal identifying
information contained in them, are used.

Records may bo
sold in bulk 1o
peivale busnesses

i .
N g,
i — ¥ , °

poveITEIn] AQENCHES, ey recond WO aCcessos records?
atomeys, of businesses  Submitted records FHow are records used?
subemit records 10 public Records may be
record keepers miade avadabie on

record keepers Web sites
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Objective 2: Remaining Vul bilities éGAO

o Recourisbins -y Pebabiny

The Extent of Bulk Record Sales to Private
Companies, as well as How Companies Use and
Provide Access to Records, Are Unknown

* Record keepers and others report that private businesses have
been purchasing public records in bulk for years.! However, the
extent of this practice and the ways in which private businesses use
and provide access to these records are largely unknown.

* For example, while title insurance companies may primarily use
copies of property records to conduct related business,
information resellers may use records for a variety of purposes.
These purposes may include the provision of records that
contain SSNs to customers and the general public.

In addition, the extent to which businesses provide access to
these records, and their content, is unknown. Because some
businesses use companies located outside of the United States
for data entry and other purposes, records and the personal
identifying information they contain may be accessible
overseas. In these instances, it is unclear whether U.S. law
would protect SSNs from potential misuse.

! This practice varies by state and locality. For example, some states require record keepers to 29
sell records in bulk and only charge to recover the costs i with record i
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o Recourisbins -y Pebabiny

Objective 2: Remaining Vul bilities éGAO

Online Access to Records Is Increasing, and May
Result in Potentially Unlimited Access to Records and
Their Content

* Many record keepers and representatives of stakeholder groups we
interviewed indicated that public records have become more
available on the Internet in recent years.

* Across the country, record keepers provide different types of access
to public records on their Web sites.

* Some provide free access to a records index that includes
information such as record type, person associated with the
record, and recording date.

+ Others provide either free or paid access to both a records index
and electronic record images. An electronic record image is
typically a complete copy of the record and its contents.

* One organization that publishes public records information
estimated that from 2004 to 2006, the proportion of all record
keepers providing Internet access to a records index or electronic
record images increased from 40 to 57 percent.’

1 This izati research nationwide on entities that maintain public records and
access to records. This estimate does not include public record keepers that maintain court records 30
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o Recourisbins -y Pebabiny

Objective 2: Remaining Vul bilities éGAO

Online Access to Records Is Increasing, and May
Result in Potentially Unlimited Access to Records and
Their Content (continued)

+ Online access to electronic record images provides potentially
unlimited access to the content of records, including SSNs and
other personal identifying information, unless this information has
been removed by the record keeper.

* In our own review of record keepers' Web sites across the
country, we found that at least 1 record keeper in 40 of the 50
states and D.C. (78 percent) provided free or paid online
access to electronic record images.!

1 We reviewed the Web sites of state and local record keepers that maintain property reconds.

Therefore, this figure does not include record keepers that maintain court or other public records., 3
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Conclusions

+ Federal agencies have taken actions to mitigate the availability of
SSNs in public records by implementing the use of truncation for
documents provided to state and local record keepers.

+ While these actions provide some additional protection against
using these records to perpetrate identity theft, our review
demonstrates that identity thieves may still be able to reconstruct
full SSNs by combining different truncated versions of the SSN
available from public and private sources.

Thus, truncation does not provide complete protection against
identity theft.
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£GAQ

—

Conclusions (continued)

* Yet despite this limitation, our analysis suggests that truncation
provides better protection compared with records that display full
SSNs.

In this regard, as we noted in our May 2006 report, Congress may
wish to further improve SSN protection by enacting truncation
standards or assigning an agency to do so." In addition, Congress
may wish to solicit input on promising truncation practices from the
Commissioner of Social Security as part of this process.

* However, in the absence of such standards, federal agencies can

still take steps to protect SSNs by further reducing their exposure in
records they generate and provide to record keepers.

! See GAO-06-495. 3
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Recommendations for Executive Action

* To the extent that truncation provides an added level of protection
from identity theft, we are recommending that

* The Commissioner of IRS should implement a policy requiring
the truncation of all SSNs in lien releases the agency
generates.

+ The Attorney General should implement a policy requiring, at a
minimum, SSN truncation in all lien records generated by its
judicial districts. Truncation should be in the same format as is
currently used by IRS on lien notices.
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Management and Budget

EXECUTIVE OFFICE OF THE PRESIDENT

Dear M. Bertoni:

o L
5 ('-] ‘EI egoeil S ‘Federd] Actions Coukd Further D
Availsbility i Peblic Reconts, Though Other Vilacrabilities Remain,” {0AD-1 7-752), which
| povernment

85N, gy
5N,
the best protection is 1o raduce exposure.
O May 23, 2007, ous for Munsgemer erlsiin
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Revenue Service

DEPARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
WASHINGTON, D.C. 20224

May 24, 2007

441 G Streat, NW.
Washinglon, D.C. 20648
Dear Mr, Bortoni:
1 have reviewed the draft Office (GAD)
e Numbers; Federal Actio urthar n
Pusilic though Other Remain® (GAQ 07-T52).
Tha |mtedmial Revonus Serv the i ']
theft that - (SSNs)
provided to public recond ksepers X added level of peotection
n 2006, the Sandce truncation of S5Ns on Notices of

thaft. in January 3 imglemenied

Federsl Tax Liens (NFTLs) issued aher that date. IRS will also truncata S5Ns on
cerificates of release related 0 those filings. During fiscal year 2006, S5Ns wena
truncated on over 600,000 NFTLs.

If you have any questions. of if you would ke to discuss this response in mone dotal,
pleass contact Fredrick W. Schindler, Director, Collection Policy at (202) 283-7650.

Sincerely,
K 2~

Kavin Brown
Acting Commissioner
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Enciosure

Recommandation:

To the exdent that truncation provides an added bovel of protection from idontity thafl, we
are ing that the Ct of IRS should a palicy requiring
the truncation of all S5Ms in lien releases the agency genarates.

Responsa:

The IRS agraes that truncating S5Ns on flod with public
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may prove peoblematic for recording offices and may place an extrame hardship on lien
Basad on tha b RS changes to its
automated lien system and provided guidance for manually prepared lien documents.

Effective January 1, 2004, in an effort 1o provent identity theft and in recognition of the
growing number of states requiring truncation, we bagan iruncating SSNs on NFTLs,
o these after

We will filings (o
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Mr. LEVIN. Welcome.

Senator SCHUMER. Glad to be here, Sandy.

Mr. LEVIN. Both of you and everybody else. Just quickly, and
I will ask the same of Ed Markey, what is the source of the hesi-
tation or the resistance?

Senator SCHUMER. The only resistance, it is a good question,
was from the local officials who said, “Look, we have an obligation
to put it online, you do something about it.” So, the fact that we
are both mandating that in the future they treat things one way,
that is not too hard for them to do. There is software that does that
easily. For past records that are on display, which of course an
identity thief anywhere in the world could go back to, we help give
them some funding to cover those up because that is a little harder.
You have got to go back in the records and re-enter them. I think
now most of the opposition is gone.
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Mr. LEVIN. By the way, I am not sure, as I look around, if ev-
erybody is old enough to remember Abbott and Costello.

Your reference to them—they are going into different doors.

Senator SCHUMER. Right.

Mr. LEVIN. But it sounds very much like these actions would be
attributed to Abbott and Costello.

Senator SCHUMER. I find with my staff, and I am blessed, I
have a great, great staff, but most of them are half of my age and
I mention all these cultural things, and they look at me like I am
from another planet. Now, I know how it feels, how my parents felt
when we mentioned things like the Beatles or Elvis Presley or
something like that.

Mr. LEVIN. Thank you.

Chairman MCNULTY. Well, I think most of them have seen the
clips of “Who’s on first.”

[Laughter.]

Chairman MCNULTY. If there are no further questions, I want
to thank the senior Senator from New York.

Senator SCHUMER. I thank you, Mr. Chairman, and all my col-
leagues. It is great to finally make it to the Committee on Ways
and Means after all these years.

[Laughter.]

Chairman MCNULTY. Your staff has that editorial, Chuck.

Senator SCHUMER. Great, thanks.

Chairman MCNULTY. We would now like to go to our colleague
from Massachusetts from Malden, Massachusetts, 7th District, the
Honorable Ed Markey, who has been a real leader on this issue for
a number of years.

STATEMENT OF HON. ED MARKEY, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF MASSACHUSETTS

Mr. MARKEY. Thank you, Mr. Chairman, very much and thank
Mr. Johnson, and I thank each of you for inviting me here today.
This is a very important issue. Mr. Barton of Texas and I have in-
troduced legislation, the Social Security number Protection Act, in
order to bring a halt to unregulated commerce in Social Security
numbers. It does not establish an absolute prohibition on all com-
mercial use of the number but it would make it a crime for a per-
son to sell or purchase Social Security numbers in violation of rules
promulgated the Federal Trade Commission. The Federal Trade
Commission would be given the power to restrict the sale of Social
Security numbers, determine appropriate exemptions, and to en-
force civil compliance with the bill’s restrictions.

Why is this legislation necessary? Let me share with you just one
story. Several years ago, a man named Liam Youens was stalking
a 21-year-old New Hampshire named Amy Boyer. Youens report-
edly purchased Amy Boyer’s Social Security number from an Inter-
net Web site for $45. Using this information, he was able to track
her down, a process that he chillingly detailed on an Internet Web
site that he named after his target. Finally, this demented stalker
fatally shot Amy Boyer in front of the dental office where she
worked. Afterward, he turned the gun on himself.

The terrible tragedy of Amy Boyer’s murder underscores the fact
that while the Social Security number was originally intended to
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be used only for the purposes of collecting Social Security taxes and
administering the program’s benefit, it has over the years evolved
into a ubiquitous national personal identification number, which is
subject to misuse and abuse. The unregulated sale and purchase of
these numbers is a significant factor in a growing range of illegal
activities, including fraud, identity theft, stalkings and tragically
even murders. If you do the simple Internet search in which you
enter the words “Social Security numbers,” you will turn up links
to dozens of Web sites that offer to provide you for a fee Social Se-
curity numbers for other citizens or to link up a Social Security
number that you might have with a name, address and telephone
number.

Where are the data mining firms and private detection agencies
obtaining these numbers? In all likelihood, they are accessing infor-
mation from the databases of credit bureaus, financial service com-
panies, data brokers or other commercial firms. Unfortunately, this
has become a business. The privacy of all Americans has become
a business. It becomes valuable information, all of these secrets
about American families. While there is a purpose to which all of
that information can be placed, it just should not be a commodity
that can be used by anyone that feels that if they can combine
enough of it, it becomes a product valuable to someone who wishes
to purchase it.

If someone actually obtains a Social Security number from one
of these sites, they have a critically important piece of information
that can be used to locate the individual, get access to information
about the individual’s personal finances or engage in a variety of
illegal activities. By bringing to a halt, unregulated commerce in
Social Security numbers, this bill, and what you are doing, Mr.
Chairman, will help to reduce the incidence of pretext in crimes,
identity thefts, and other frauds or crimes involving misuse of a
person’s Social Security number. We need to take action now if we
are going to fully protect the public’s right to privacy by preventing
the sale of Social Security numbers.

Under the legislation which Mr. Barton and I have introduced,
the Federal Trade Commission would be given rulemaking author-
ity to restrict the sale of Social Security numbers, determine appro-
priate exemptions and to enforce civil compliance with the bill’s re-
strictions. On May 10th of this year, that legislation passed
through the Energy and Commerce Committee. This, of course, is
the other key Committee in terms of dealing with this issue, and
you have to take action in a way that reflects your expertise on the
whole issue of Social Security since that subject is here in the Com-
mittee on Ways and Means. But together we should find a way of
affording real protection to American families on this legislation.
Taking action now can help us to prevent further Amy Boyer’s from
being victimized.

But even at a lower level, this whole idea that all of our informa-
tion is now out there for anyone to be able to crack is wrong. These
data miners have no regard for the personal privacy of us as a soci-
ety. We are reaching a point now, to be honest with you, where
some kid today who is googling some sites right now, unless we fig-
ure out a way of ensuring that that information is destroyed, 15
or 18 years from now, some employer will be saying, “Let’s go back
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and find out what that kid was googling to get some insight into
who they are.” So all of this is becoming increasingly an important
part of our society, to determine what kind of privacy we want to
provide to American families. You are providing the leadership, Mr.
Chairman, I thank you for that.

[The prepared statement of Mr. Markey follows:]

Prepared Statement of the Honorable Ed Markey
a Representative in Congress from the State of Massachusetts

Mr. Chairman, thank you for inviting me to testify at today’s hearing.

The Gentleman from Texas (Mr. Barton), and I have introduced H.R. 948,
the“Social Security Number Protection Act,” in order to bring a halt to unregulated
commerce in Social Security numbers. It does not establish an absolute prohibition
on all commercial use of the number, but it would make it crime for a person to
sell or purchase Social Security numbers in violation of rules promulgated by the
FTC. The FTC would be given the power to restrict the sale of Social Security num-
bers, determine appropriate exemptions, and to enforce civil compliance with the
bill’s restrictions.

Why is this legislation necessary? Let me share with you just one story. About
six years ago, a man named Liam Youens was stalking a 21-year old New Hamp-
shire woman named Amy Boyer. Youens reportedly purchased Amy Boyer’s Social
Security number from an Internet Web site for $45. Using this information, he was
able to track her down, a process that he chillingly detailed on an Internet Web site
that he named after his target. Finally, this demented stalker fatally shot Amy
Boyer in front of the dental office where she worked. Afterwards, he turned the gun
on himself.

The terrible tragedy of Amy Boyer’s murder underscores the fact that while the
Social Security number was originally intended to be used only for the purposes of
collecting Social Security taxes and administering the program’s benefits, it has over
the years evolved into a ubiquitous national personal identification number which
is subject to misuse and abuse. The unregulated sale and purchase of these numbers
is a significant factor in a growing range of illegal activities, including fraud, iden-
tity theft, stalkings and tragically, even murders.

If you do a simple Internet search in which you enter the words “Social Security
numbers,” you will turn up links to dozens of web sites that offer to provide you,
for a fee, Social Security numbers for other citizens, or to link up a Social Security
number that you might have with a name, address and telephone number. Where
are the data-mining firms and private detective agencies that offer these services
obtaining these numbers? In all likelihood, they are accessing information from the
databases of credit bureaus, financial services companies, data brokers, or other
commercial firms.

If someone actually obtains a Social Security number from one of these sites, they
have a critically important piece of information that can be used to locate the indi-
vidual, get access to information about the individual’s personal finances, or engage
in a variety of illegal activities. By bringing a halt to unregulated commerce in So-
cial Security numbers, my amendment will help reduce the incidence of pretexting
crimes, identity thefts and other frauds or crimes involving misuse of a person’s So-
cial Security number.

We need to take this action now if we are going to fully protect the public’s right
to privacy by preventing sales of Social Security numbers. Under the Markey-Barton
bill, the FTC would be given rulemaking authority to restrict the sale of Social Secu-
rity numbers, determine appropriate exemptions, and to enforce civil compliance
with the bill’s restrictions. As you know, on May 10th of this year, the Energy and
Commerce Committee approved this legislation. The Speaker has now referred the
bill to the Ways and Means Committee until July 20th, for consideration of such
provisions that may fall within the Committee’s jurisdiction. I would strongly urge
the Committee to approve this bill, so that this Congress can put in place stronger
protections to restrict the purchase and sale of Social Security numbers. Taking ac-
tion now will help us prevent a recurrence of tragedies like the Amy Boyer case,
as well as the much more frequent incidences of misuse of the Social Security num-
ber to perpetrate identity thefts.

I look forward to working with you, Mr. Chairman, and with the Chairman of the
full Committee, Mr Rangell, and Ranking Members McCrery and Johnson as the
Committee moves forward to consider this important legislation.

————
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Chairman MCNULTY. Thank you, Mr. Markey. I want to thank
you for your passionate activism on this issue for a long period of
time. The part of your testimony I agree with the most is the time
for talk should be over, and we should actually do something. I am
in the process of putting together a proposal, which I am going to
share with Mr. Johnson, hopefully get bipartisan support on this
Committee, and then what I would like to do, Mr. Markey, is to
talk to you and the gentleman from Ennis, Texas, Mr. Barton, and
try to meld our proposals and get a united front and actually do
something.

Does anyone which to inquire of Mr. Markey? Yes, Ms. Schwartz?

Ms. SCHWARTZ. Thank you. Good morning. Just a question, you
leave the question of exemptions or possible appropriate use in
your legislation rather open, basically to be set later. I understand
that is a little bit of a difference between your legislation and Sen-
ator Schumer’s, is that correct? So, just to inquire about whether
you think there are any appropriate uses that we ought to articu-
late in legislation and are you open to that?

Mr. MARKEY. Yes, well, what Senator Schumer I think was re-
ferring to is the fact that, for example, in the financial services in-
dustry, we have to find a way where they can use some of these
identifiers so you can use the first five or the last four or some
combination and so that there is some use that it can be placed but
it doesn’t unlock the whole key to who the individual is. We are
actually working together on that for the financial services indus-
try and others but only that a part of it is available, that the entire
number is not made available unnecessarily because it is not nec-
essary in order to provide an identification. All of us when we go
down, and we punch in our little code when we are trying to take
money out of the ATM machine, we only need four numbers, we do
not need a nine number code. So, there is a way of doing it that
can still protect the number.

Ms. SCHWARTZ. Okay, and I think this question has somewhat
been asked, I am somewhat new to this Committee but I under-
stand there have been quite a few hearings on this and it feels like
this is an issue that has been around, and we just have not taken
action on. As you move forward as we do, as the Chairman does,
it certainly seems that it is time for us to do something about it,
to reach some understanding and agreement about this and provide
some of this protection. All of us are asked for Social Security num-
bers all the time. We had an interesting hearing actually, the full
Committee, just about people being appropriately afraid to share
their Social Security number because of such failure to protect it
once you give it out. So, I look forward to working with you and,
of course, working with the Senate as well to actually move this
along. Thank you.

Chairman MCNULTY. Does anyone else wish to inquire? Mr.
Markey, thank you very much for your testimony. We look forward
to working with you on actually enacting some legislation.

Mr. MARKEY. Thank you, Mr. Chairman, and I thank all of you
very much.

Chairman MCNULTY. We will now go to panel number two. Mr.
Barton is on his way. When he gets here, because he is in another
markup, we will accommodate him as well. Panel number two con-
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sists of The Honorable Patrick O’Carroll, inspector general of the
Social Security Administration; Joel Winston, associate director,
the Division of Privacy and Information Protection of the Federal
Trade Commission; and Dan Bertoni, the director of Education,
Work force, and Income Security of the GAO.

I want to thank all of you for being here today. Your entire testi-
mony will appear in the record. We ask you to summarize it in
about 5 minutes so that we can have some time for some questions
by the panel Members. If you could just keep your eye on the little
indicator there, when the green light goes off and the amber light
goes on, it is time to kind of wrap up. When the red light goes on,
we would appreciate if you would try to conclude so we can get
some questions in and also have time to get to the third panel.

We will start with the inspector general.

STATEMENT OF HON. PATRICK O’'CARROLL, INSPECTOR
GENERAL, SOCIAL SECURITY ADMINISTRATION

Mr. O'CARROLL. Good morning, Chairman McNulty. Good
morning, Mr. Johnson and Members of the Subcommittee. I want
to thank you for your interest in protecting the Social Security
number and for your interest in the work of the Office of the In-
spector General. It is a pleasure to be here today to discuss this
issue, which is at the heart of my office’s mission: protecting the
Social Security number. I suggest that in order to do so the time
has come to strike an appropriate balance between convenience and
security. You have my comprehensive written statement, and now
I want to discuss some of its highlights.

Over the past decade, we have worked in partnership with the
Social Security Administration and with this Subcommittee to
bring about improvements in the process by which SSA issues So-
cial Security numbers, new SSN cards and replacement cards.
However, we believe the greatest vulnerability is the theft of the
number. I assure you that it is harder than ever to obtain a SSN
or a Social Security card based on fraudulent information or false
pretense. Unfortunately, we cannot report the same degree of
progress in protecting the SSN once it legitimately leaves SSA. Our
audit and investigative work has taught us that the more SSNs are
used unnecessarily, the higher the probability that they might be-
come improperly disclosed and then used to commit crimes. We
have highlight vulnerabilities and have suggested ways SSA can
try to persuade organizations to limit their use of the number and
better protect sensitive data.

However, legislation may be required to compel these organiza-
tions to forego the convenience the SSN represents. One of our
most expansive reviews involved Federal agencies’ controls over the
access and use of SSNs by external entities. Recently, 15 Federal
offices of inspectors general joined us with this review. We provided
a comprehensive report with recommendations to improve the secu-
rity the SSN at the Federal Government level. While we believe
our work brought about improvements, recent OMB guidance
makes it clear that the use of the SSN in Federal agencies will
have to be further curtailed and security measures further im-
proved.
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Of course, the Federal Government is not the only repository of
SSN information. Schools, hospitals, businesses and state and local
governments request SSNs for a variety of purposes, very few of
which are actually required by law. Many of these entities use the
SSN simply as a matter of convenience and do not provide ade-
quate controls to protect the data. For example, our auditors have
studied by universities’ and hospitals’ use of the SSN. While these
institutions may have a legitimate use for the number with respect
to certain functions, we found that once collected, the number was
used for other purposes and was not always given the level of pro-
tection it deserves.

In response to our audits, SSA’s outreach efforts and their own
experiences with data loss, many universities are now moving away
from the SSN as a student identifier. In an audit currently under-
way, we are disturbed to learn though that 43 states still collect
Social Security numbers for students in kindergarten through 12th
grade despite the fact that only three of these states have laws that
require it. Some of these schools and school districts still print the
student’s SSN on their attendance rosters, making it clear that
they are placing convenience ahead of security. It may be the time
for legislation barring the use of the SSN for all those but uses re-
quired by law.

Our Social Security Number Integrity Protection Team encour-
aged banning the display of SSNs on driver’s licenses, and this is
one example of legislation enacted as part of the Intelligence Re-
form and Terrorism Prevention Act of 2004 that we believe has
made a significant difference in SSN integrity. We frequently re-
mind people do not carry your Social Security card in your wallet,
so having the SSN on their driver’s license undermine these efforts.
In the same vein, consider the wisdom of SSNs displayed on the
Medicare card or other forms of identification. So, the IRTPA pro-
vided a degree of assistance but more is needed.

H.R. 745, introduced in the last Congress, and Senate bill 238,
which was just discussed in the current Congress, each seek to ad-
dress the display of SSNs and the sale of SSNs by information bro-
kers, practices not currently prohibited by law. H.R. 948 would also
prohibit the sale of SSNs under many circumstances, which would
help reduce the largely unfettered trafficking in SSNs that are
being done by information brokers.

Legislative action to limit the sale and display of SSNs is critical
to the security of the SSN, and I applaud these efforts just as I ap-
plaud the Subcommittee’s commitment to improving the integrity
of the SSN protection for all. In summary, far from its original in-
tent, the SSN has become a convenient tracking number, whose
proliferation has significantly detrimental consequences. We cannot
allow the public security to be jeopardized over a matter of conven-
ience.

Thank you.

[The prepared statement of Mr. O’Carroll follows:]

Prepared Statement of the Honorable Patrick O’Carroll,
Inspector General, Social Security Administration

Good morning, Chairman McNulty, Mr. Johnson, and members of the Sub-
committee. Thank you for the invitation to be here today to discuss the Social Secu-
rity number (SSN) and how we can better protect it and the American people.
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The Office of the Inspector General (OIG) at the Social Security Administration
(SSA) came into being in 1995, with the implementation of the Social Security Inde-
pendence and Program Improvements Act of 1994. As a new entity charged with pre-
venting and detecting fraud, waste, and abuse in SSA’s programs and operations,
we were well aware of the central role that the SSN played in American society,
and the critical need for us to protect its integrity. With SSA, we have made signifi-
cant strides towards that end since our early days. However, we are keenly aware
that much more needs to be done. Today, I will provide you a brief history of our
audit and investigative efforts, which have played an important role in strength-
ening SSN integrity—especially in the way these important numbers are assigned.
But, more importantly, I will provide you with perspective on areas in which action
is still needed—perhaps through additional legislation—to better protect SSNs from
unnecessary collection and improper disclosure. I believe the American people ex-
pect and deserve our attention to address this vital matter.

Well before 9/11, and even before identity theft became as significant an issue as
it is today, we knew we had much work to do to strengthen SSN integrity. We were
especially aware of the broad uses of SSNs throughout U.S. society and their impor-
tance to noncitizens while they are in the U.S. We also recognized that SSNs are
the cornerstone of SSA’s programs and, therefore, before we could turn too much
of our attention outward—to the use and misuse of SSNs—we first needed to make
sure that everything was in order within SSA. As a result, much of our early SSN
work was in the area of enumeration—the process by which SSA assigns SSNs. If
SSA’s enumeration processes were not sound, no amount of improvement to the use
and security of the SSN after it was issued would be of much value.

Since 1999, when we issued a Management Advisory Report emphasizing the im-
portance of proper SSN assignment and use, we have worked closely with SSA to
improve controls in the enumeration process. Based on our recommendations, col-
laborative efforts and new legislative requirements, SSA has improved the enumera-
tion at birth and enumeration at entry programs, heightened the awareness of SSA
employees to fraudulent identification documents presented with applications for
SSNs, tightened controls over the issuance of replacement Social Security cards, and
otherwise made it much more difficult to obtain a valid SSN through the use of a
fraudulent application.

During this period, my predecessors testified before this Subcommittee and other
Committees and Subcommittees of both houses of Congress on SSN-related issues
many times, presenting the results of our work, responding to requests from Mem-
bers, proposing legislation, and seeking ways to further improve SSN integrity.

The September 11 attacks underscored the need to continue those efforts, but
with respect to SSNs, did not teach us anything we did not already know about the
critical role of the SSN in our society. In the months following 9/11, we worked with
the FBI and other law enforcement agencies to provide critical information, and
began a series of SSN-based Homeland Security initiatives. These projects sought
to ensure, through review of SSNs and other information, that individuals with ac-
cess to critical infrastructure sites such as airports, seaports, nuclear power plants,
and similar locations, were who they claimed to be, and not imposters who would
do us harm.

Even while working on Homeland Security matters, our investigators continued
their day-to-day work on individual SSN misuse cases, bringing to justice scam art-
ists, identity thieves, counterfeit document artists, and other criminals whose tool
of the trade was the purloined SSN. On an annual basis, we receive about 10,000
allegations of SSN misuse a year, and investigate approximately 1,500 criminal
cases of misuse. After years of increases, these numbers have now held steady for
several years, indicating that not only our investigative work, but also our audit
work, is having a significant impact.

Having completed numerous audits that helped SSA strengthen its enumeration
processes, in more recent years our auditors have begun to address the far more
challenging issue of SSN misuse. While SSA can implement controls to prevent the
improper assignment of SSNs, it has very few mechanisms to curb the improper—
or simply the unnecessary—use of an SSN. Our audit and investigative experiences
have taught us that the more SSNs are used unnecessarily, the higher the prob-
ability that these numbers could be improperly disclosed and used to commit crimes
throughout society. We read about these occurrences in the newspaper every day,
but we’ve yet to develop meaningful ways to stem the tide.

As T’ll discuss in a moment, our recent audit work has highlighted vulnerabilities
and suggested some ways in which SSA can try to persuade organizations that use
SSNs to limit this use and better protect this sensitive information. To some extent,
these efforts, along with the users’ own experiences with improper disclosures, have
convinced some organizations to do as we and SSA have suggested. However, be-
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cause it is such a convenient and unique number, and change may be costly, others
appear to discount the risk and continue on with business as usual. To convince
these parties, we believe SSA needs more help. Specifically, we believe the time has
come to consider legislation limiting the collection and use of SSNs to those pur-
poses mandated by Federal law, or otherwise reducing the use of SSNs as conven-
ient identifiers.

In 2002, the Federal inspector general community joined with us to look more
closely at one high-risk issue regarding SSNs: agencies’ controls over access, disclo-
sure, and use of SSNs by external entities, such as contractors, within their respec-
tive agencies. A total of 15 Offices of Inspector General participated in this effort,
each conducting an audit within their respective Agencies. We combined our results
and provided a comprehensive report, which included recommendations to improve
the security of the SSN at the Federal Government level. While we believe that our
work, and the work of our fellow inspectors general, brought about improvements
in SSN security and heightened awareness of the issue, there is more to be done.
Recent OMB guidance makes it clear that at least at the Federal level, uses of the
SSN must be curtailed, and security measures enhanced. We will continue to mon-
itor the Federal sector’s progress in accomplishing this mandate.

Of course, the Federal Government is not the only source of SSN information. As
I'm sure you’re aware, schools, businesses, and State and local governments request
SSNs for a multitude of purposes—very few of which are required by law. Rather,
many of these organizations use the SSN as an identifier simply because it is con-
venient. For example, our auditors have looked at the use of SSNs by universities
and hospitals as student and patient identifiers, respectively. While both of these
types of organizations may have had some reason for collecting SSNs, such as finan-
cial aid or Medicare coverage, we found that once collected, the number was used
too frequently for other purposes and not always given the level of protection nec-
essary.

In response to our audits, SSA outreach, and their own experiences with data ex-
posures, many universities are moving away from using SSNs as student identifiers.
However, in an audit currently underway, we were disturbed to learn that 43 States
collect the SSNs of students in kindergarten through 12th (K-12) grade. In only
three of these States is the collection of these numbers required by law. The No
Child Left Behind Act of 2001 requires that each State implement an accountability
program that measures the progress of students and schools through the collection
and analysis of data. However, the law does not require that States use SSNs to
identify and track students. Rather, we believe that some K-12 schools use SSNs
as a matter of convenience. For example, while we did not perform a statis-
tical sample, we know of some schools and districts that still print the stu-
dents’ SSNs on attendance rosters. We would suggest that the security of
individuals’ personal information—in this instance, the personal informa-
tion of children—not take a back seat to administrative convenience. For
the 2004/2005 school year, the National Education Association estimated
that there were more than 48 million K-12 students in over 15,000 school
districts across the country. We believe that the collection and use of SSNs
without proper controls is a huge vulnerability for this young population.
Recent data indicate the number of children under age 18 whose identities
have been stolen is growing. This is particularly troubling given that some
of these individuals may not become aware of such activity until they
apply for a credit card or student loan.

We also found that State and local governments use the SSN as an identifier for
other programs, such as prescription drug monitoring, when other identifiers such
as drivers license numbers might be more appropriate. Additionally, these entities
don’t always provide sufficient protection of this data.

We even conducted an audit that looked at the access prisoners are sometimes
given to SSNs while doing work in prison on State records or other documents con-
taining SSNs and other personal information. The possibility of giving a convicted
identity thief access to the tools of his or her trade while in prison is certainly
alarming.

I'm proud of the work that has been done, and continues to be done, by both our
Office of Audit and our Office of Investigations, but our focus on SSN integrity does
not stop there. Several years ago, in order to keep track of our many-faceted effort
to protect the SSN, we formed the Social Security Number Integrity Protection
Team, or SSNIPT. That group, comprised of attorneys, auditors, and investigators,
has had its own quiet—but important—successes. It was in part the efforts of the
SSNIPT team that led to the eradication of the display of SSNs on Selective Service
mailings and the Thrift Savings Plan website—two practices in which the Federal
Government was itself putting the SSN at risk. The team has also worked to pro-
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pose legislation, which was ultimately enacted as part of the Intelligence Reform
and Terrorism Prevention Act of 2004 (IRTPA), to eliminate the practice of dis-
playing SSNs on drivers licenses. All of our exhortations over the years aimed at
getting Americans to stop carrying their Social Security cards in their wallets would
be of little value if the one document they were required to carry also displayed
their SSN.

The OIG will not waver in our commitment to protect the integrity of the Social
Security number through our timely audit, investigative, and other work, and we
welcome Congress’ help. Legislation has been, and will always be, a key factor in
our ability to protect the SSN and protect the American people. Legislation has, to
some degree, improved enforcement mechanisms in this area (the Identity Theft
Penalty Enhancement Act), but legislation that would limit the display of SSNs on
public documents or eliminate the sale of SSNs by information brokers has not yet
been passed, with the exception of the IRTPA provision concerning drivers’ licenses.
Similarly, no law has been passed to address the unnecessary collection of SSNs by
schools, hospitals, or other entities that use this number as a matter of convenience
but fail to adequately protect this personal information.

There are, however, a number of bills that have been introduced. In the last Con-
gress, H.R. 1745, as well as the current Congress’ S. 238, each seek to address both
the display and the sale of SSNs, and H.R. 948, while silent on the display of SSNs,
would also prohibit their sale under many circumstances. Any legislative provisions
that reduce the display of SSNs or limit or eliminate trafficking in SSNs by informa-
tion brokers and others would be of great help to our efforts.

It is important, however, not only to stop intentional criminal behavior, but to
place an onus on those who use the SSN—either because they are required to do
so by law, or because the SSN is a convenient identifier—to protect the information
they are holding.

Consider an investigation we recently concluded in which several people were con-
victed of SSN misuse on a large scale. The primary subject of the investigation was
a manufacturer of fraudulent identification documents that he created using real
names and SSNs that his co-conspirators obtained. The documents were then used
to defraud banks, businesses, and individuals out of more than half a million dol-
lars. The names, SSNs, and other data were stolen from banks and from a hospital
where security measures were obviously inadequate to prevent or detect the theft.

This individual and his co-conspirators are being criminally prosecuted, but crimi-
nal prosecution is not always an option. One proposal we have made in the past
is that the OIG’s Civil Monetary Penalty authority be extended to include SSN mis-
use. Providing the authority to penalize those who misuse SSNs but are not crimi-
nally prosecuted, or to penalize institutions that collect, but fail to protect, SSNs
could create a strong deterrent and an effective tool.

The OIG has proven its ability to administer such a program through its adminis-
tration of the existing provisions of Sections 1129 and 1140 of the Social Security
Act—and we are prepared to take on this new challenge.

Indeed, we are faced with new challenges on a daily basis, as we constantly find
new ways to close gaps in the SSN’s protection. We are currently examining the
practice of assigning SSNs to noncitizens who will only be in the United States for
a few months—but are allowed to obtain an SSN that will be good forever. Consider,
for example, the practice of allowing noncitizens who enter the country with a fiance
visa to obtain an SSN. While deciding whether they will marry, these noncitizens
are allowed to stay in the United States for 3 months—after which time they must
marry, leave the country or apply for a new immigration status with DHS. By ap-
proving their request for an SSN during this 3-month period, we might be giving
those who have no intentions to marry a much-needed tool for overstaying their
visas. We believe a wiser course of action would be to approve the SSN application
after the marriage has occurred, but we may need a legislative remedy to implement
such a policy. Additional opportunities exist to restrict SSN access to other popu-
lations that might take advantage of similar programs.

We've also just undertaken an audit concerning the display of the SSN on Medi-
care cards, a document that many Americans carry in their wallets. I mentioned
earlier our attempts to remove the SSN from drivers’ licenses; while the use of the
SSN in the Medicare program may be necessary, the display of the SSN on the card
is something we’ll be taking a critical look at.

As we have stated before this Subcommittee on many occasions, the SSN was
never intended to do more than track a worker’s earnings and pay that worker ben-
efits. As the uses of the SSN have expanded over the decades, through acts of Con-
gress and through the SSN’s adoption simply as a matter of convenience, its value
has increased as a tool for criminals. The Social Security card itself, which states
on its face that it is not to be used for identification, is frequently cited as needing
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improvement. But spending billions of dollars to try and stay one step ahead of
counterfeiters is not the answer. The answer lies in doing everything we can to en-
sure the integrity of the enumeration process; limit the collection, use, and public
display of the SSN; encourage the protection of the SSN by those who use it legiti-
mately; and provide meaningful sanctions for those who fail to protect it or who mis-
use it themselves.

We will continue our audit work in these areas, such as the fiancé visa audit I
just mentioned. We will continue our investigations, such as those I've described
today. We will continue working to ensure Homeland Security, as reflected in the
role we played in the recent arrests of terrorists planning an attack on Fort Dix.
We will continue to seek the prosecution of employers or others who knowingly pro-
vide false SSNs to employees otherwise not authorized to work in the United States,
as we did just last week in the Pacific Northwest, where a staffing agency was alleg-
edly providing illegal workers with fraudulent SSNs. And we will continue to work
with SSA and with this Subcommittee in hearings such as this, and in seeking legis-
lation to make our efforts still more effective.

Thank you, and I'd be happy to answer any questions.

Chairman MCNULTY. Thank you, Mr. O’Carroll. In accordance
with my previous announcement, we want to accommodate Con-
gressman Barton, who is in another markup. I want to thank you,
Joe, for making the time to come over and at this time, I would
like to recognize the gentleman from Ennis, Texas, Congressman
Barton. His entire testimony will appear in the record, and we now
invite him to summarize his testimony.

STATEMENT OF HON. JOE BARTON, A REPRESENTATIVE IN
CONGRESS FROM THE STATE OF TEXAS

Mr. BARTON. Thank you, Chairman McNulty. I apologize for my

tardiness. We do have a full Committee markup upstairs on nine
bills to reauthorize and approve the Food and Drug Administra-
tion. I did not know Ways and Means had a hearing room in the
Rayburn Building. I headed out to the Longworth Building, and I
had to be turned around and brought back here, but this is pretty
nice. We can make a trade or something. I also thank Ranking
Member Johnson for his many courtesies over the years.
I want to thank this Subcommittee for holding this impor-
tant hearing on the vulnerability of the Social Security number and
how we should protect our Social Security number. Twenty years
ago, nobody gave a second thought to showing a Social Security
number on a driver’s license. Now times have changed. In the
Internet age, the Social Security is the key to our personal, medical
and financial history. If we do not protect it, other people can
unlock our lives and steal both our money, our reputations and
sometimes our identities. The thought of a universal identifier, like
the Social Security number, falling into the hands of an identity
thief strikes a chord of fear in every consumer in this country, as
it well should.

The Federal Government is partly to blame for allowing Social
Security numbers to morph into something so crucial. When Social
Security was being invented, they needed a way to uniquely iden-
tify every participant. Since 1936, the government has issued
roughly 420 million Social Security numbers. No one then imagined
the ubiquitousness and the critical role that these numbers would
assume because records were on paper, credit was a luxury for the
elite, and identity theft was literally something out of science fic-
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tion. Unfortunately, a Social Security number now can be used to
wreck a person’s finances. Our Social Security numbers are every-
where. They are vulnerable to abuse and the government largely
has failed to do anything about it.

Last year, I applied for a cell phone at Radio Shack. I had to give
my Social Security number to three different people in the course
of getting that cell phone within a 30 minute period. That is simply
unacceptable in my opinion.

Technology is part of the problem and fortunately technology is
beginning to offer solutions. Businesses which use Social Security
numbers as commercial identifiers can often authenticate cus-
tomers effectively and in a flash with other identifiers. Moreover,
there are numerous situations in which no benefit exists for the
business to require a Social Security number at all. I think some
of them simply do it out of habit. Once a business does have your
Social Security number, can they share it? Can they sell it? For
that matter, can a business buy your Social Security number from
another business? None of that to me seems like a very good idea,
and I hope this Subcommittee would agree with that. These are im-
portant questions and the answers are even more important.

Erasing the link between our Social Security number and our
personal information I think and Congressman Markey thinks is
the best idea. Lacking that, there are a few easy steps that each
of us can take to cut the risk of our number falling into the wrong
hands. H.R. 948, the Social Security Number Protection Act, is a
good start. This bill accomplishes something so simple that it is
hard to believe that it has not already been done. It makes the sale
and purchase of our Social Security number illegal. Buying and
selling people’s Social Security numbers I think is intolerable in a
modern society. Internet information brokers should not have the
ability to sell information to anyone who walks in the front door
and plunks down a few dollars. As additional protection, H.R. 948
restricts the display of Social Security numbers online and pro-
hib(iits requiring your number on any identification or Membership
card.

I am well aware of the benefits Social Security numbers provide
in preventing fraud and protecting me from being a victim. Despite
comments from the critics, the intent of H.R. 948 does not affect
legitimate uses of Social Security numbers. The Federal Trade
Commission has given rulemaking authority to exempt honest pur-
poses from the prohibitions that protect consumers.

Mr. Chairman, Ranking Member, and Members of this Sub-
committee, the Energy and Commerce Committee, on which I serve
and Congressman Markey serves, voted unanimously to report H.R.
948 last month. That does not happen often on the Energy and
Commerce Committee, let me tell you. Last night, we were up here
until 11 o’clock and passed six bills, all on a party line vote, so an
unanimous consent report of H.R. 948 is an accomplishment. I hope
that your Committee will now take up either the bill that Mr. Mar-
key and I are sponsoring or discharge it so that we can take this
important step in protecting our consumers’ identities and their
privacy.

With that, Mr. Chairman, and Members of the Subcommittee, I
yield back.
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Chairman MCNULTY. Thank you, Mr. Barton, and thank you
for your many years of work on this issue. I think most people have
their own personal stories about being asked for their Social Secu-
rity number. I have a similar one to yours. It was a retail purchase.
My wife and I were out a few years ago, and we were buying a re-
frigerator. We made selection and filled out the paperwork, and I
was paying by personal check. I know you have additional ID, so
I had my driver’s license, which is a picture ID, and the driver’s
license number, which is not the Social Security number, and I
wrote that on the check and gave it to the cashier. She then asked
me for my Social Security to buy a refrigerator. Now, the difference
between you and me is I refused.

Mr. BARTON. Good for you.

Chairman MCNULTY. I still got the refrigerator, but how many
people are in circumstances like that and they just freely give their
Social Security number? So, I think before we even get to legisla-
tion, we have a tremendous job ahead of ourselves in educating
people about the proper circumstances under which they should
share their Social Security number. Thank you for that news about
reporting the bill out of the Committee. Mr. Johnson reminded me
that in the last Congress, we reported out a bill out of Committee
on Ways and Means but for some reason or another, these bills
never get enacted into law. I mentioned to your colleague, Ed Mar-
key, and to Senator Schumer earlier that while everybody is grate-
ful for what everyone has done in the past in focusing on this issue,
now is the time we need to actually do something, to pass some-
thing and get enacted into law. I want to thank you for your con-
tinued commitment to see to it that that happens.

Does any Member wish to inquire of Congressman Barton? Ms.
Tubbs Jones?

Ms. TUBBS JONES. Just an inquiry, Congressman Barton. I
was reading a newspaper article from the Cleveland Plain Dealer,
which is my hometown newspaper, and what happened in the state
of Ohio was that an intern had a copy of a disk of a number of peo-
ple who were receiving, I guess it was back-up checks and so it
says that thousands of state workers rushed to sign up for identity
fraud protection after learning their personal information was on
a back-up computer tape stolen from an intern’s car. There are all
kinds of crazy things that happen that expose people’s information
to possible identity theft.

For the record, Mr. Chairman, I seek unanimous consent to have
two articles from the Plain Dealer entered into today’s record.

Chairman MCNULTY. Is there objection? The Chair hears none,
so ordered.

The first provided article follows:
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Thousands sign up for fraud protection
State employees fear 1D theft after computer data loss

Tuesday, Juna 18, 2007

Aaron Marshall

Plain Dealer Bureau

Columbus-Thousands of stade workers rushed Monday to sign up for identity fraud protection after leaming
their personal infarmation was on & backup compuler tape stolen from an infem’s car last week.

By 5 p.m., 11,000 employess had taken up the state's offer for free identity proection. A panel of
stale 5

$730,533 to pay for the protection and to design a computer security
sysham that does nol rely on an inlem taking backup dats home at night.

So many state employees were irying to sign up for fraud protection that the Web site of the Texas-based
company offering the service - Debix - crashed for sevaral hours Monday moming, said Ron Sylvester,
for the Dy of Services.

The most sensitive information that i known to be on the stolen tape: Electronic fund-transfer banking
Enformation for 28,352 state employees who travel regularly.

The strange saga of the nabbed computer tape, which began Friday when Gov. Ted Strickland revealsd
the theft, iook some new twists Monday, but no one reported any frauduient accounts baing opened.
Ohio taxpayers will put up the $8.75 per person that Debix charges for identity theft protection. The State
Gortraling Board approved a $530,533 contract with the compary. Alsc approved by the Controlling
Board: A pair of $50,000 contracts for @ companty headed by a national computer sacurity expert, Matt
Curtin, fo check the state's findings of what data was on the stolen tape.

IDAS

02007 The Piain Desler
© 2007 cleveland.com All Rights Reserved.
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The second provided article follows:



72

Cleveland con's Printer-Friendly Page hetp: iprinter/pri 1824 14546...

1af2

CLEVELAND.COM

Everything Cleveland

THE PLAIN DEALER

225,000 more taxpayers' data at risk
Files stolen from state intern’s car

Thursdey, June 21, 2007

Mark Rollanhagen

Ptain Dealer Bureau Chied

Columbus- Nearly o quarter-million Ohlo taopayars Wednesday jcined the growing list of people whose
personal infoemation was on a data backup tape siolen from & state intern's car last week

mmwwsﬂmmdmmmmmmm their state or school
2005, 2006 and through May 20 of this year were on the

mmummmmmw Ted Strickland said Wednesday.

eople checks after May 20 in the data, the gavemor said.

The governor's anncuncement expanded the data debacke far beyond the 54,000 state workers whase

Information was already known to be on the backup taps.

Strickiand said thera is 51l no sign thal anyons
n?umm & radar detector from mamunmtwﬂwmmm L]

“Wa continue to bafieve that it is not likely that on the device

that
state warkers who signed up for ID fheft protection offered by the state this week. The names and Social
Security rumbers of 84,000 state workers wers on the tape.

Strickl sama (O theft il be offered io the topayers.

The state Cantroling Board earfier this woek approved o $530,000 Det: Ade the
‘workers with protection on a per-person basis.

Strickland sakd that because Imﬁhmﬁlwwhmm b doasn’t expect 1o
have to sk the Cantroling Board W"Y mone money.

Hugh Qui, director of the nmmurmmm Sorvices, said his staff is also negotiating a lowar
[per-parson cost with Debix.

In addition to the taxpayers, state officials have slso leamad this weak that the 1apa includes:

8012 lottery wineers wha hive yel 1o cash a check for lotlery winnings;

2,488 Ohioans who have not cashed checks for unclaimed funds;

Uip o 1,000 electronic fund transfars that were nol completed bacause they bounced back from 8 bank.

Strickland said state officials and a consultant are dose 1o completing & review of another backup copy of
he same data and only then will they ba confident that they know of everything that was on the siolen
device,

"W think we are ciose 1o being sble (o el you thal.” Strickland said. "1 dont want 1o say we're finished *
Pari Sabaty, director of the O and Budget, sad th with

6212007 3:44 PM
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uncashed refund chacks was contained in 2 fle ised Yo recondle the stale's checkbook every month,

She and Sticidand sakd the fle cortaned names, Social Security numibers and chack amousts but rot
bank scoount informaticn of addresses.

sakd there hs L fhat infoemation for other Ohia taxpayers is on the stolen

backup tape
The inkarn had takan tha tape home for the weekend as part of a data backup prolocal that Strickland
ended aer Be thefl

The State Highway Paitrod is investigating the thefl and the Ohio inspecior generals office is investigating
the management decisiors Sat pul the tape af sk

Provicusly, state officials have said that in sddition o the information about state amployess, the tape
corained dats on about of sta ek d 77 licaid providers. It also
contained information about people who recoived Temporary Assistance for Neady Famiies.

To reach this Pisin Dealer reponer.

misllenhagen@piaind com, 1-800-225-8272

© 200 The Pisin Dasler
© 2007 cieveland com AN Rights Reserved,
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Ms. TUBBS JONES. It ended up that the state decided that they
would hire a company to provide identity theft protection for all
these workers whose information had been lost in the process. But
you think about it, this is a legitimate use of the Social Security
number but being put in jeopardy as a result of some stupid activ-
ity, or maybe I should not say “stupid,” someone not thinking about
where they kept up with information on behalf of workers. Having
coming from a criminal justice background, as a prosecutor, as a
judge, sometimes I think we try and implement laws to protect a
certain situation, it really may not be the criminal justice system
that we need to implement but having to safeguard this place to
make appropriate conduct for the use of information. I am like you,
I have to call into the bank to get my information, I have to give
them my full Social Security number to get the $2 that I have in
the bank. But it is really kind of a crazy situation.

Mr. BARTON. Can I borrow a dollar?
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Ms. TUBBS JONES. Can you borrow a dollar? Let’s see, maybe
I can help you out.

Well, I want to thank you for the work that you are doing in this
area and like to be supportive. Thank you, Mr. Chairman.

Chairman MCNULTY. Does anyone else wish to inquire? If not,
we wish to thank Congressman Barton. Thanks, Joe.

Mr. BARTON. Thank you, Mr. Chairman.

Chairman MCNULTY. That concludes the testimony of panel
one. We will continue on panel two with Mr. Winston.

STATEMENT OF JOEL WINSTON, DIRECTOR OF PRIVACY AND
INFORMATION PROTECTION, FEDERAL TRADE COMMISSION

Mr. WINSTON. Thank you, Chairman McNulty, Ranking Mem-
ber Johnson, and Members of the Subcommittee. I am Joel Win-
ston, associate director of the Division of Privacy and Identity Pro-
tection at the Federal Trade Commission. I appreciate the oppor-
tunity to testify today about Social Security numbers and identity
theft.

As we have heard, identity theft afflicts millions of Americans
every year. One telling example illustrates the damage it can
cause. A few months ago, a consumer from Los Angeles contacted
the FTC Identity Theft Hotline. He reported that his employer had
suffered a data breach in which the consumer’s employee records,
including his Social Security number, had been compromised. Soon
thereafter, an identity thief opened five credit card accounts in the
consumer’s name, resulting in thousands of dollars of unauthorized
charges. But the thief did not stop there, he also emptied the con-
sumer’s checking account of almost $2,000. In the first month or
so after discovering the theft, this consumer spent hundreds of
hours trying to repair the damage.

The Social Security number is often the key item of information
that an identity thief needs to commit his crime. It is therefore crit-
ical to make SSNs less accessible to identity thieves. At the same
time, it is important to remember that SSNs serve legitimate and
useful purposes in our economy, including their widespread use to
match individuals to information about them. For that reason, any
restrictions on SSNs should be carefully tailored to reduce disclo-
sures or uses that are unnecessary without inadvertently elimi-
nating or burdening those that are necessary.

Although SSNs sometimes are used for legal compliance or es-
sential business purposes, too often they are used simply as a mat-
ter of convenience or habit. For example, some organizations still
use SSNs on employee badges or ID cards when a different and
less sensitive identifier would work just as well.

The President’s Identity Theft Task Force, in its report issued
this April, concluded that, “More must be done to eliminate unnec-
essary uses of SSNs, both in the public sector and the private sec-
tor.” The government has already begun to address its own SSN
policies. This week, for example, the Office of Personnel Manage-
ment issued guidance to all Federal agencies on limiting the collec-
tion and use of SSNs for human resource purposes. With respect
to the private sector, the Task Force calls for a comprehensive re-
view of SSN usage, and this review has already begun. We will be
looking at the extent to which SSN uses are driven by business ne-
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c}elssity and what the benefits and costs would be of restricting
them.

In the meantime, the Federal Trade Commission has taken, and
is continuing to take aggressive action to address identity theft.
The first priority is prevention, stopping thieves from obtaining
SSNs or other sensitive information. Businesses must be vigilant
in protecting sensitive data they collect from consumers. To re-en-
force this message, the Commission has brought 14 law enforce-
ment actions against businesses that fail to reasonably safeguard
consumers’ personal information.

Consumers, too, must be more careful about guarding their infor-
mation and so consumer education is a key part of our strategy.
The Commission reaches out to the public in a variety of ways, in-
cluding our identity theft Web site and hotline, and our highly suc-
cessful multi-media national education campaign named, “Deter,
Detect, Defend.”

But restrictions on SSN usage and disclosure and better data se-
curity are not enough. Some sensitive information inevitably will
find its way to identity thieves. Therefore, we must make it more
difficult for criminals to use SSNs once they obtain them. Creating
bettler methods of authenticating consumers would further this
goal.

When a thief steals personal data, he can use it to open an ac-
count only if he can convince the account provider that he is the
person whose data he stole. In April, the Commission hosted a
workshop on authentication. We learned some encouraging new
techniques to authenticate consumers that are being developed and
deployed, and we discussed how the government and private sector
can encourage their adoption.

I would like to turn now briefly to the issue of legislation. As we
have heard today, several bills have been introduced in Congress
over the past few years that would restrict SSNs in various ways.
Generally, these bills would prohibit the display, purchase, sale or
use of SSNs, subject to several exceptions, such as for law enforce-
ment, public health and credit reporting purposes. The Commission
has not taken a formal position on these bills, but I believe that
they have an appropriate objective: to eliminate gratuitous SSN
transfers or use while recognizing that there are certain necessary
and legitimate transfers or uses that should be permitted. The
challenge is to draw the right line. As Mr. Johnson said, it is a
complex balancing act.

As I stated earlier, the Task Force is in the process of developing
a comprehensive record on the factors that impact on where that
line might be drawn. We support the idea that rulemaking author-
ity be granted to the appropriate Federal agencies to implement
and flesh out these exceptions, and I note that H.R. 948 gives that
authority to the FTC.

Identity theft is one of the most important consumer protection
issues of our time and must be attacked at every angle. The Com-
mission will continue to place a high priority on preventing this
crime and helping victims to recover. We look forward to con-
tinuing our work with Congress in this effort, and I would be
happy to answer any questions that you might have.

The prepared statement of Mr. Winston follows:]
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L INTRODUCTION

Chairman McNulty, Ranking Member Johnson, and Members of the Subcommittee, T am
Joel Winston, Associate Director of the Division of Privacy and Identity Protection at the Federal
Trade Commission (“FTC” or “Commission™)." I appreciate the opportunity to present the
Commission’s views on the role of Social Security numbers (“SSNs™) in identity theft and
options to enhance their protection.

Identity theft is a pemicious crime and controlling it is a critical component of the
Commission’s consumer protection mission. This testimony describes the nature and scope of
identity theft and the critical role that SSNs play both in creating and solving the problem. The
testimony also summarizes the recommendations of the President’s Identity Theft Task Force
(“Task Force”) with respect to preventing misuse of SSNs and, more broadly, combating identity

theft. Finally, the testimony describes the Commission’s law enfo 1t and education and

outreach efforts on identity theft.

SSNs provide many valuable functions in our information-based economy. At the same
time, they may help criminals to steal consumers’ identities. The Task Force has recommended
comprehensive reviews of both private and public sector usage of SSNs, which are ongoing.

Ultimately, the objective of any SSN restrictions should be to reduce unnecessary transfer or use

of 88Ns, without inadvertently burdening 7 transfers or uses. Identity theft must be

attacked on other fronts as well, from improving data security to keep sensitive information out

1

The views exp 1 in this stat represent the views of the Commission.
My oral presentation and responses to questions are my own and do not necessarily represent the
views of the Commission or any individual Commissioner.

2
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of the hands of criminals, to educating consumers to better protect their information, to
developing more effective means of authenticating consumers so that criminals who do obtain
sensitive information cannot use it to open new accounts or access existing ones.
1L THE IDENTITY THEFT PROBLEM

Millions of consumers are victimized by identity thieves every year, collectively costing
consumers and businesses billions of dollars and countless hours repairing the damage.” Beyond
its direct costs, concerns about identity theft harm our economy by threatening consumers’
confidence in the marketplace generally, and in electronic commerce specifically. A Wall Street
Journal/Harris Interactive survey, for example, found that, as a result of fears about protecting
their identities, 30 percent of consumers polled were limiting their online purchases, and 24
percent were cutting back on their online banking.’

There are two predominant varieties of financial identity theft: the takeover or misuse of
existing credit card, debit card, or other accounts (“existing account fraud™); and the use of stolen
information to open new accounts in the consumer’s name (“new account fraud™). New account

fraud, although less prevalent, typically causes considerably more harm to consumers.*

2

" See, e.g., Javelin Strategy and Research, 2007 Identity Fraud Survey Report:
Identity Fraud is Dropping, Continued Vigil Ne 7 (February 2007),
htip:/iwww.javeli com/uploads/701.R_2(07 i udSurveyReport B

4 See Jennifer Cummings, Substantial Numbers of U.S. Adults Taking Steps to
Prevent Identity Theft, Wall St. J. Online, May 18, 2006,

http://www harrisinteractive.com/news/newsletters/'WSJfinance/HI_WSJ_PersFinPoll 2006_vol
2_iss05.pdf.

* In many cases, consumers suffer no direct monetary loss from existing account

fraud. Federal law limits consumers’ liability for unauthorized credit card charges to $50 per
card, if the consumer notifies the credit card company within 60 days of the unauthorized charge.
See 12 C.F.R. § 226.12(b). Many credit card companies do not require consumers to pay the $50
and will not hold consumers liable for the unauthorized charges, no matter how much time has

3
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$8Ns are valuable to identity thieves in committing both types of identity theft. Financial
institutions generally require SSNs to open new accounts, either by law or because SSNs enable
them to obtain creditworthiness information from consumer reporting agencies. In addition,
SSNs often are used to control access to existing accounts by serving as internal identifiers to
match consumers with their records, and for consumer authentication purposes.”
M. USES AND SOURCES OF SOCIAL SECURITY NUMBERS

SS8Ns play an important role in our economy. With 300 million American consumers,
many of whom share the same name,” the unique 9-digit SSN is a key identification tool for
businesses, government, and others.” For example, consumer reporting agencies use SSNs to
ensure that the data furnished to them is placed in the correct file and that they are providing a
credit report on the correct consumer.’ Businesses and other entities use these reports in making
eligibility and pricing decisions for a variety of products and services, including credit,
insurance, home rentals, or employment. Additionally, SSNs are used in locator databases to

find lost beneficiaries, potential witnesses, and law violators, and to collect child support and

elapsed since the discovery of the loss or theft of the card. Different rules apply for debit cards
and checking accounts.

s For example, a financial institution may ask an account holder for his SSN to
confirm his identity before providing access to his account.

e According to the Consumer Data Industry Association, 14 million Americans
have one of ten last names, and 58 million men have one of ten first names.

L2 See General Accounting Office, Private Sector Entities Routinely Obtain and Use
SSNs, and Laws Limit the Disclosure of This Information (GAO 04-01) (2004).

s See Federal Trade Commission - Report to Congress Under Sections 318 and 319

aof the Fair and Accurate Credit Transactions Act of 2003 at 38-40 (2004),
hitp:/iwww.ftc. govireports/facta/041209factarpt.pdf.

4
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other judgments. SSN databases also are used to fight identity fraud — for example, to confirm
that an SSN provided by a loan applicant does not, in fact, belong to someone who is deceased.
Federal, state, and local governments rely extensively on SSNs in administering programs that

provide services to consumers,” and busi in many ci es are required to collect

SSNs.

S8Ns are available from both public and private sources. Public records in city and
county government offices across the country, including birth and death records, property
records, tax lien records, voter registrations, licensing records, and court records, often contain
consumers” SSNs.!" As these records are increasingly placed online, access to large stores of
S8Ns becomes easier and less costly. Improved access to public records has impartant public

policy benefits, but at the same time raises significant privacy concerns. Some public records

9

For example, the Federal government uses SSNs to administer the federal jury
system, federal welfare and worker’s compensation programs, and military draft registration. See
Social Security Administration, Report to Congress on Options for Enhancing the Social
Security Card (Sept. 1997), available at www ssa.gov/history/reports/ssnreporte2.html,

10

Employers must collect SSNs for tax reporting purposes, for example, and health
care providers may need them to obtain Medicare reimbursement.

A As 0f 2004, 41 states and the District of Columbia, as well as 75 percent of U.S,
counties, displayed SSNs in public records. Government Accounting Office, Social Security
Numbers: Gavernment Could Do More to Reduce Display in Public Records and on Identity
Cards, at 2 (Nov. 2004), available at hitp://www.gao.gov/new.items/d0559.pdf, Some
governmental offices have been reducing their reliance on SSNs for administrative purposes in
response to identity theft concerns. For example, only a few states still use SSNs as driver’s
license numbers. See David A. Lieb, Millions of Motorists Have Social Security Numbers on
Licenses, The anton Globe, Feb. 6, 2006

ve_social_security m bers_on 11@5 . In some cases, h0w=ver, govemmems still use SSNs
as identifiers when it is not essential to dcr 50. See Mark Segraves, Registering to Vote May Lead
to Identity Theft, WTOP Radio, Mar. 22, 2006, available at

http:/fwww. wtop.com/Tnid=428&sid=733727.




81

offices redact sensitive information such as S5Ns, but doing so can be very costly, particularly
when it involves records that already are contained within a system.

There also are a number of private sources of $SNs, including consumer reporting
agencies that list name, address, and SSN as part of the “credit header” information on consumer
reports. Data brokers also collect personal information, including SSNs, from a variety of

sources and compile and resell that data to third parties for a variety of purposes.”

Although SSNs imes are y for legal liance or b

other uses are more & matter of convenience or hebit. For example, some organizations use S5Ns

as internal identifiers or as identificati bers displayed on cards because they always have

done so, even though they could generate alternate identifiers of their own, Many organizations

are taking steps to switch to al identifiers, although changing systems and p |
entails costs.”

The widespread use of SSNs makes them readily available and valuable to identity
thieves. The challenge is to find the proper balance between the need to keep S5Ns out of the
hands of identity thieves and the need to give businesses and government entities sufficient
means to attribute information to the correct person.

IV.  CURRENT LAWS RESTRICTING THE USE OR DISCLOSURE OF SOCIAL

12

Some data brokers are voluntarily restricting the sale of SSNs and other sensitive
information to those with a demonstrable and legitimate need. See Social Security Numbers Are
waaJe Om'me. I com Apr S 2005 ilable at

STAX. SO 4/

B See James Hilton, U.Va.'s Vice President and Chief Information Officer, Issues

Message Abour Semdry U'Vn Today. Jan. 17 2007, aval‘fab;'e at

a.edu/uva 5 . Some health insurance providers

have smpped mg SSNs as subsm‘ba 1dcn‘uﬁmun numbers See
wrww.wpsic.com/edi/comm_sub_p.shim|?mm=3
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SECURITY NUMBERS
There are a variety of specific statutes and regulations that restrict discl of certain
inf ion, including SSNs, in particular contexts. In addition, under some
entities are required to have procedures in place to ensure the security and

integrity of sensitive consumer information such as SSNs. Three statutes that protect $5Ns from
improper access fall within the Commission's jurisdiction: Title V of the Gramm-Leach-Bliley
Act (“GLBA™);" Section 5 of the Federal Trade Commission Act (“FTC Act”);"* and the Fair
Credit Reporting Act (“FCRA”)," as amended by the Fair and Accurate Credit Transactions Act
of 2003 (“FACT Act)."”

A.  The Gramm-Leach-Bliley Act

“ L S atC— |

The GLBA imposes privacy and security obligations on

Financial institutions are defined broadly as those entities engaged in “financial activities™ such
as banking, lending, insurance, loan brokering, and credit reporting."”
1. Privacy of Consumer Financial Information

In general, financial institutions are prohibited by Title V of the GLBA™ from disclosing

" 15 U.S.C. §§ 6801-09.

I 15 US.C. § 45(a).

1 15US.C. §§ 1681-1681x, as amended.
" Pub. L. No. 108159, 117 Stat. 1952,

" 15 U.S.C. § 6809(3)(A).

" 12 CF.R. §§ 22528, 225.86.

- See 15 U.8.C. § 6802; Privacy of C Financial Inft ion, 16 C.F.R. Part
313 (“GLBA Privacy Rule™).
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nonpublic personal information, including SSNs, to non-affiliated third parties without first
providing consumers with notice and the opportunity to opt out of the disclosure.” However, the
GLBA includes a number of statutory exceptions under which disclosure is permitted without
notice or a right to opt-out. These exceptions include for purposes of consumer reporting
(pursuant to the FCRA), fraud prevention, law enforcement and regulatory or self-regulatory
purposes, compliance with judicial process, and public safety investigations.” Entities that
receive information under an exception to the GLBA are subject to reuse and redisclosure
restrictions of the GLBA Privacy Rule, even if those entities are not themselves financial
institutions.” Specifically, the recipients may only use and disclose the information “in the
ordinary course of business to carry out the activity covered by the exception under which . . . the
information [was received].”*

2. Safeguards for Customer Information

The GLBA also requires financial institutions to implement appropriate physical,

technical, and procedural safeguards to protect the security and integrity of the information they

= See 15 U.S.C. § 6809. The GLBA defines “nonpublic personal information” as
any information that a financial institution collects about an individual in connection with
providing a financial product or service to an individual, unless that information is otherwise
publicly available. This includes basic identifying information about individuals, such as name,
85N, address, teleph ber, mother’s maiden name, and prior addresses. See, e.g., Privacy
of Consumer Financial Information, 16 C.F.R. Part 313 (“GLBA Privacy Rule™).

n

15 U.S.C. § 6802(e).

» 16 C.F.R. § 313.11(a).

&

Id.
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receive from customers, whether directly or from other financial institations. The FTC’s

Safeguards Rule, which impl these requirements for entities under FTC jurisdiction,™
requires financial institutions to develop a written information security plan that describes their
procedures to protect customer information. Given the wide variety of entities covered, the
Safeguards Rule requires that security plans account for each entity's particular circumstances -
its size and complexity, the nature and scope of its activities, and the sensitivity of the customer
information it handles. It also requires covered entities to take certain procedural steps - for
example, designating appropriate personnel to oversee the security plan, conducting a risk
assessment, and overseeing service providers - in implementing their plans.

B. Section 5 of the FTC Act

Section 5 of the FTC Act prohibits “unfair or deceptive acts or practices in or affecting
commerce.™’ Under the FTC Act, the Commission has broad jurisdiction over a wide variety of
entities and individuals operating in commerce. Under the Commission’s deception authority, it

is unlawful to make false claims about one’s privacy procedures or security protections.™

” 15 U.S.C. § 6801(b); Standards for Safeguarding Customer Information, 16
C.F.R. Part 314 (“Safeguards Rule”). '

L The Federal Deposit Insurance Corporation, the National Credit Union
Administration (“NCUA"), the Securities and Exchange Commission, the Office of the
Comptroller of the Currency, the Board of Governors of the Federal Reserve System, the Office
of Thrift Supervision, and state insurance authorities have promulgated comparable information
safeguards rules, as required by Section 501(b) of the GLBA. 15 U.S.C. § 6801(b); see, e.g.,
Interagency Guidelines Establishing Standards for Safeguarding Customer Information and
Rescission of Year 2000 Standards for Safety and Soundness, 66 Fed. Reg. 8,616-41 (Feb. 1,
2001). The FTC has jurisdiction over entities not subject to the jurisdiction of these agencies.

T 15US.C. § 45(a).

n

Deceptive practices are defined as material repr ions or omissions that are
likely to mislead ct acting 1 bly under the circumstances. Cliffdale Associates,

9
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In addition to deception, the FTC Act prohibits unfair practices. Practices are unfair if
they cause or are likely to cause consumers substantial injury that is neither reasonably avoidable
by consumers nor offset by countervailing benefits to consumers or competition.” The
Commission has used this authority to challenge a variety of injurious practices, including
companies’ failure to provide reasonable and appropriate security for sensitive customer data.™®
The Commission can obtain injunctive relief for violations of Section 5, as well as consumer
redress or disgorgement in appropriate cases.

C. The Fair and Accurate Credit Transactions Act of 2003

The FACT Act amended the FCRA to include a number of provisions designed to
increase the protection of sensitive consumer information, including SSNs. One such provision
required the banking regulatory agencies, the National Credit Union Administration (“NCUA™),
and the Commission to promulgate a coordinated rule, requiring all users of consumer report
information to have reasonable procedures to dispose of it properly and safely.” This Disposal
Rule, which took effect on June 1, 2005, helps reduce the risk of improper disclosure of SSNs.

In addition, the FACT Act requi reporting agencies to truncate the SSN on

Inc., 103 F.T.C. 110 (1984).
B 15US.C. §45().

¥ The Commission also has challenged as unfair the practice of imposing
unauthorized charges in connection with “plnsbm,g," high-tech scams that use spam or pop-up
I ges to deceive ct into disclosing credit card numbers, bank account information,
SSNs, passwords, or other sensitive i:lformatinn. See FTC v. Hill, No. H 03-5537 (filed S.D.
Tex. Dec. 3, 2003), available at http://www fte.gov/opa/2004/03/phishinghilljoint.itm; FTC v.
C.J., No. 03-CV-5275- GH'K(RZX) (ﬁled C.D. Cal. July 24, 2003), available at
http:/fwww.fie.govio /074

" 16 C.F.R. Part 382 (“Disposal Rule™).

10
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consumer reports at the consumer’s request when providing the reports to the consumer.”
Eliminating the unnecessary display of this information could lessen the risk of it getting into the
wrong hands,

D. Other Laws

Other federal laws not enforced by the Commission regulate certain specific classes of
information, including SSNs. For example, the Driver’s Privacy Protection Act (“DPPA™)”
prohibits state motor vehicle departments from disclosing personal information in motor vehicle
records, subject to fourteen “permissible uses,” including law enforcement, motor vehicle safety,
and insurance. The Health Information Portability and Accountability Act (“HIPAA™) and its
implementing privacy rule prohibit the disclosure to third parties of a consumer's medical
information without prior consent, subject to a number of exceptions (such as, for the disclosure
of patient records between entities for purposes of routine treatment, insurance, or payment).*
Like the GLBA Safeguards Rule, the HIPAA Privacy Rule also requires entities under its
Jurisdiction to have in place “appropriate administrative, technical, and physical safeguards to
protect the privacy of protected health information.™

V. TASK FORCE RECOMMENDATIONS REGARDING THE USE OF S5NS

On May 10, 2006, the President established an Identity Theft Task Force. Comprised of

” 15 U.S.C. § 1681g(a)(1)(A). The FTC advises consumers of this right through its
consumer outreach initiatives. See, e.g., the FTC’s identity theft prevention and victim recovery
guide, Take Charge: Fighting Back Against Identity Theft at 5 (2005), available at
http:/fwww. fte. gov/bep/conline/pubs/credit/idtheft.pdf.

# 18 US.C. §§ 2721-25.
“ 45 C.F.R. Part 164 (“HIPAA Privacy Rule™).
®Id at§ 164.530(c).
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17 federal agencies, including the FTC, the mission of the Task Force is to develop a

comprehensive national strategy to combat identity theft.” The President specifically di d

the Task Force to make recommendations on ways to improve the effectiveness and efficiency of
the Federal government’s activities in the areas of identity theft awurm.ess, prevention, detection,
and prosecution.

In April 2007, the Task Force published a strategic plan for combating identity theft.”’
Broadly, the plan is organized around the life cycle of identity theft — from the thieves' attempts
to obtain sensitive information to its impact on victims — and identifies roles for consumers, the

private sector, government and law enfor t

The strategic plan also describes how identity thieves come into possession of
consumers’ S5Ns and how they use them to steal identities. It concludes that “{m]ore must be
done to eliminate unnecessary uses of $SNs."™* Accordingly, several of the Task Force
recommendations focus on SSNs and their use in the public and private sectors. With respect to
the public sector, the Task Force recommended that:

. the Office of Personnel Management (“OPM”) review its use of SSNs in
collecting human resource data from federal agencies and on OPM forms,
and take steps to eliminate, restrict, or conceal their use wherever possible
(including assigning employee identification numbers where
practicable).”

. OPM issue guidance to federal agencies on how to restrict, conceal, or
mask SSNs in employee records.

* Exec. Order No. 13,402, 71 FR. 27945 (May 10, 2006).

® The President’s Identity Theft Task Force, Combating Identity Theft: A Strategic
Plan (“strategic plan”) is available at www.idtheft.gov.

2 Strategic Plan, at 25.
? 1d. The OPM review has been completed.
12
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. The Social Security Administration develop a clearinghouse of agency
“best practices™ for minimizing the use and display of SSNs.

. The Office of Management and Budget complete its analysis of responses
to its survey on agency uses of SSNs.

. The Task Force work with state and local governments to explore ways to

eliminate unnecessary use and display of SSNs.

The Task Force also recommended an analysis of private sector reliance on SSNs. As
discussed in Section I1, it is well-understood that the private sector uses SSNs in a many ways to
match information with individuals. What is less clear is the extent to which such uses are
driven by business necessity, as opposed to convenience or habit, and what direct and indirect
costs would be entailed in requiring businesses to use alternate identifiers. Therefore, the
strategic plan recommends that the Task Force develop a comprehensive record on the uses of

the SSN in the private sector and evaluate their necessity. By the first quarter of 2008, the Task

Force will make rec dations to the President on whether additional steps should be taken

regarding the use of 85Ns.
V1. COMMISSION ACTIVITIES TO COMBAT IDENTITY THEFT
As described earlier, to successfully combat identity theft, it must be attacked at several
different points in its life cycle. First, SSNs and other sensitive data must be kept out of the
hands of data thieves by, among other things, limiting the availability of such data and improving
the manner in which those who collect such data safeguard it."" Second, it must be made more

difficult for thieves to use data they steal to open or access accounts in the victims’ names by,

» Id. at 22-42.
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among other ways, improving methods to authenticate consumers.”" Third, identity theft must be
deterred through more effective prosecution of criminals responsible for these acts.®

Through its longstanding efforts to combat identity theft through law enforcement and
consumer and business education, and its recent implementation of the Task Force
recommendations, the Commission has and is continuing to act aggressively on each of these
fronts.

Al Data Security

Public awareness of, and concerns about, data security have reached new heights as
reports about breaches of sensitive personal information continue to proliferate. Recent breaches
have touched both the public and private sectors. Of course, not all data breaches result in
identity theft and, in fact, many may lead to no harm whatsoever. Nonetheless, some breaches -
especially those that result from deliberate actions, such as hacking, by criminals - have led to
fraud.

A number of bills have been introduced in the past two sessions of Congress that would
require businesses that maintain sensitive consumer information to have reasonable protections
in place to prevent unauthorized access, as well as to require companies that suffer a data breach
to provide notice to affected consumers. At the same time, well over half of the states have

enacted data security and/or breach notification laws. The Commission and the Task Force have

rect led that Congress establish national standards for data security and breach

% Id. at 42-45,

@ Id. at 52-71.
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notification.*
1. Law Enforcement
Pending the enactment of national standards, the FTC enforces several existing laws and
regulations that, explicitly or implicitly, contain data security requirements, including the GLBA
Safeguards Rule, the FCRA's “know your customer” requirements,* and the FTC Act. Since
2001, the Commission has brought fourteen cases challenging businesses that failed to

reasonably protect sensitive consumer information that they maintained.”® In a number of these

cases, the Commission alleged that the bs had misrep 1 the nature or extent of its

security procedures in violation of the FTC Act’s prohibition on deceptive practices.” In some

cases, the alleged security inadequacies led to breaches that caused substantial consumer injury

3 See Statement of Federal Trade Commission Before the Committee on

Commerce, Science, and Transportation, U.S. Senate, on Data Breaches and Identity Theft, at 7

(June 16, 2005) available at hitp://www ftc.2ov/0s/2005/06/05061 6databreaches.pdf; Strategic
Plan, at 34-37.

“ 15 U.5.C. § 1681 et seq. The FCRA specifies that consumer reporting agencies
may provide consumer reports only for enumerated “permissible purposes,” and requires that
they have reasonable procedures to verify the identity and permissible purposes of prospective
recipients of their reports.

“ See generally http://www. fic.goviprivacy/index.html,

pid E.g., United States v. ChoicePoint, Inc., No. 106-CV-0198 (N.D. Ga.) (settlement
entered on Feb. 15, 2006); In the Matter of Guidance Software, Inc., FTC Docket No. C-4187
(Apr. 23, 2007); In the Matter of Nations Title Agency, Inc., FTC Docket No. C-4161 (June 19,
2006); In the Matter of Superior Mortgage Corp., FTC Docket No. C-4153 (Dec. 14, 2005); In
the Matter of Petco Animal Supplies, Inc., FTC Docket No. C-4133 (March 4, 2005); In the
Matter of MTS Inc., d/b/a/ Tower Records/Books/Video, FTC Docket No. C-4110 (May 28,
2004); In the Matter of Guess?, Inc., FTC Docket No. C-4091 (July 30, 2003); In the Matter of
Microsaft Corp., FTC Docket No. C-4069 (Dec. 20, 2002); In the Matter of Eli Lilly & Co., FTC
Docket No. C-4047 (May 8, 2002).

15
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and were challenged as unfair practices under the FTC Act.” Several cases involved alleged
violations of the Safeguards Rule or the FCRA.*

Probably the best-known FTC data security case was its 2006 action against ChoicePoint,
Inc., a data broker that allegedly sold sensitive information (including credit reports in some
instances) on more than 160,000 consumers to data thieves posing as ChoicePoint clients. In

turn, the thieves used that information in many instances to steal the consumers® identities. The

C ission alleged that ChoicePoint failed to use reasonable procedures to screen prospective

purchasers of its information and ignored obvious red flags. For example, the company allegedly

approved as purchasers individuals who lied about their credentials, used cial mail drops
and business addresses, and faxed multiple applications from nearby commercial photacopying
facilities. In settling the case, ChoicePoint agreed to pay $10 million in civil penalties for
violations of the FCRA and $5 million in consumer redress for identity theft victims, and agreed

to undertake substantial new data security measures.”

pid E.g., United States v. ChoicePoint, Inc., No. 106-CV-0198 (N.D. Ga.) (settlement
entered on Feb. 13, 2006); In the Matter of CardSystems Solutions, Inc., FTC Docket No. C-4168
(Sept. 3, 2006); In the Matter of DSW, Inc., FTC Docket No. C-4157 (March 7, 2006); In the
Matter of BI's Wholesale Club, Inc., FTC Docket No. C-4148 (Sept. 20, 2005).

" E.g., United States v. ChoicePoint, Inc., No. 106-CV-0198 (N.D. Ga.) (settlement
entered on Feb. 15, 2006); In the Matter of Nations Title Agency, Inc., FTC Docket No. C-4161
(June 19, 2006); Jn the Matter of Superior Mortgage Corp., FTC Docket No. C-4153 (Dec. 14,
2005); In the Matter of Nationwide Mortgage Group Inc., FTC Docket No. 9319 (April 15,
2005); In the Matter of Sunbelt Lending Services, FTC Docket No. C-4129 (Jan. 3, 2005). In the
Nations Title, Nationwide Mortgage Group, and Sunbelt Lending Services cases, the
Commission also alleged that the companies violated the GLBA's privacy provisions and the
FTC’s implementing Privacy Rule, which, among other things, require financial institutions to
provide notices to their customers describing their information-sharing policies.

% See FTC Press Release, ChoicePoint Settles Data Security Breach Charges; To
Pay §10 Million in Civil Penalties, $5 Million for Consumer Redress (Jan. 26, 2006), available
at http://www.fic gov/opa/2006/01/choicepointhtml. The Commission has mailed more than
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The Commission’s most recent data security enforcement action involved Guidance
Software, Inc., a marketer of software and related services for investigating and responding to
computer breaches and other security incidents. According to the FTC complaint, Guidance,

contrary to its claims, failed to impl t simple, inexpensive, and readily available security

to protect * data, for example, by failing to defend against commonly-known
or reasonably foreseeable web attacks, and by permanently storing credit card information in

clear, readable text rather than encrypting or otherwise protecting it

Although the Commission’s data security cases have been brought under different laws,
they share common elements: the vulnerabilities were multiple and systemic, and readily-
available and often inexpensive measures were available to prevent them. Together, the cases
stand for the proposition that companies should maintain reasonable and appropriate measures to
protect sensitive consumer information. The Commission will continue to apply these principles

in enforcing existing data security laws.

2, C and Busi Ed

The Commission has made sut ial efforts to i consumer and business

awareness of the importance of protecting data and taking other steps to prevent identity theft.
The Commission works to empower consumers by providing them with the knowledge and tools
to protect themselves from identity theft and to deal with the consequences when it does occur,

The Commission receives about 15,000 to 20,000 contacts each week through its toll-free hotline

5,000 claims forms to possible victims and has created a website at which consumers can
download the forms and obtain information about the claims process.

"° In the Matter of Guidance Saftware, Inc., FTC Docket No. C-4187 (Apr. 3,
2007).
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and dedicated website regarding identity theft recovery, or how to avoid becoming a victim in the
first place. Callers to the hotline receive counseling from trained personnel on steps they can
take to prevent or recover from identity theft. The FTC's identity theft primer” and victim
recovery guide” are widely available in print and online. The Commission has distributed over 2

million copies of the primer and has recorded over 2.4 million visits to the Web version.

Last year, the Commission launched a nationwide identity theft education program,

“Avoid ID Theft: Deter, Detect, Defend.” It includes direct-to brochures, as well as

training kits and ready-made materials (including presentation slides and a video) for use by
businesses, community groups, and members of Congress to educate their employees,
communities, and constituencies. The Commission has distributed over 3.5 million brochures
and 40,000 kits to date. The Commission also has partnered with other organizations to broaden
its reach. As just one example, the U.S. Postal Inspection Service recently initiated an outreach
campaign to place FTC educational materials on subway cars in New York, Chicago, San

Francisco, and Washi D.C.

The Commission also sponsors a multimedia website, OnGuard Online,™ designed to
educate consumers about basic computer security, including the importance of not disclosing

personal information such as SSNs to possible fraudsters. OnGuard Online was developed in

4 Avoid ID Theft: Deter, Detect, Defend, available at

fte.gov, edu/| S / tm.
“ Take Charge: Fighting Back Against Identity Theft, available at
ttp:/fwww. fte.gov eds /i idt04.htm.
® See hitpi//www.fte.gov/bepledwmicrosites/idtheft,
* See http://www.onguardonline.gov/index.html.
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partnership with other government agencies and the technology sector, and since its launch has

attracted more than 3.5 million visits.

The Commission directs its outreach to businesses as well. Recently, the FTC released a
new business education guide relatéd to data security.” Most companies have some information
in their files - names, SSNs, credit card numbers - that identifies their customers and employees.
The Commission has heard from some businesses, particularly smaller businesses, that they were
not sure what data security measures they should take to protect such sensitive information from
falling into the wrong hands. The Commission, therefore, developed a brochure that articulates
the key steps that are part of a sound data security plan. The Commission anticipates that the
brochure will be a useful tool in alerting businesses to the importance of data security issues and

give them a solid foundation on how to address those issues.

B. Limiting Unnecessary Uses of SSNs

As described earlier, the Task Force recommended that agencies undertake a
comprehensive review of the public and private sector uses of SSNs, with the goal of identifying
unnecessary uses that could be eliminated. Efforts to evaluate and limit government collection,
use, and disclosure through the OPM and OMB are well underway. At the same time, the

Commission, assisted by other Task Force agencies, has begun implementing the review of

private sector uses. Commission staff is developing a number of o h apportunities to learn

from stakeholders on this issue.

» Protecting Personal Information: A Guide for Business, available at

hitp:/fwww.fic. gov/infosecurity. htm. Other business publications on data security and
responding to data breaches are available at hitp://www.fte.gov/bep/edu/microsites/idtheft.htm.
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c. Authentication

Restricting unnecessary uses of S§Ns and better data security are not the only means of
preventing SSN misuse. Even the most effective efforts cannot prevent thieves from obtaining
sensitive information in all cases. For that reason, it is important to make this information less
useful to thieves by making it more difficult for them to use it to steal an identity. To accomplish

this goal, better methods of authenticating e - for ple, proving that the individual

is who she purports to be - must be developed.

To that end, the Task Force recommended holding a workshop on improving
authentication methods, which the Commission hosted on April 23 and 24, 2007. The workshop
was designed to facilitate discussions about the technological and policy issues surrounding the
development of improved authentication procedures.”® A number of themes emerged during the
course of the two days of discussions. First, there is no single “right” way to authenticate
individuals, but rather there are a number of promising techniques being developed and
implemented that use multiple layers of security, including biometrics and smart cards. Identity
thieves are increasingly sophisticated and adept at defeating authentication efforts, so that it is
critical that new techniques continue to be developed to stay “a step ahead” of the thieves.
Participants also agreed that consumer convenience and usability are critical - consumers will
reject authentication procedures that are too burdensome. And, there was general agreement that
the government can play an important role in this area by encouraging and facilitating the

development of better authentication. Commission staff currently is drafting a summary report

i See Proof Positive: New Directions for ID Authentication at
Wl ftc.gov/bep/wor itive/i .shtml.
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of the workshop proceedings.
D. Criminal Prosecution

The Task Force strategic plan contains a detailed discussion of how identity thieves
currently are investigated and prosecuted. The plan recommends numerous actions - from
strengthening criminal statutes, to better coordinating domestic and international efforts, to more
training of law enforcement investigators and prosecutors, to the establishment of an interagency
National Identity Theft Law Enforcement Center to enhance information sharing among law
enforcers. Although the Commission lacks criminal jurisdiction itself, it will play an active role

in implementing these recommendations.
VII. CONCLUSION

Identity theft remains a serious problem in this country, causing enormous harm to
consumers, businesses and ultimately our economy. Succeeding in the battle against identity
theft will require the public and private sectors, working together, to make it more difficult for
thieves both to obtain sensitive information and to use the information they are able to procure to
steal identities. To prevent thieves from obtaining sensitive information, government and the
business community should, first, limit the information they collect and maintain from or about
consumers - including SSNs - to that necessary to meet clear legal or business needs, and,
second, to better protect the data they do collect. In addition, to keep thieves from using the
information they do procure to steal identities, consumer authentication techniques must be
improved. The Task Force’s strategic plan provides a blueprint for achieving these goals, and

the Commission will continue to play a central role in the battle against identity theft.

21

Chairman MCNULTY. Thank you, Mr. Winston.
Mr. Bertoni.

STATEMENT OF DAN BERTONI, EDUCATION, WORKFORCE,
AND INCOME SECURITY, GOVERNMENT ACCOUNTABILITY
OFFICE

Mr. BERTONI. Good morning, Mr. Chairman, and Members of
the Subcommittee. I am pleased to be here to discuss ways to pro-
tect the Social Security number, which was originally created as a
means to track worker earnings and administer retirement bene-
fits. Over time, the SSN has evolved beyond its intended purpose,
become the identifier of choice and is now used for myriad non-So-
cial Security purposes. This is significant because a person’s SSN,
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along with name and date of birth, are key pieces of information
used to commit identity theft. Potential for misuse of the SSN has
raised concerns about how the public and private entities are ob-
taining, using and protecting SSNs. My testimony today is based
on our prior work, as well as the report issued today for Senator
Schumer and will focus on describing SSN use in the public and
private sector, as well as vulnerabilities that remain to protecting
them.

In summary, a number of Federal laws and regulations authorize
or require agencies at all levels of government to collect SSNs to
administer their programs. For example, the Debt Collection Act
1996 requires any individual doing business with the Federal Gov-
ernment or applying for a grant or service to furnish a valid SSN.
Certain state and local government agencies also collect SSNs as
part of their responsibility for maintaining public records. In a
prior work, we reported that 41 states and the District of Columbia
display SSNs in public records, as well as 75 percent of all U.S.
counties. SSNs were most often found in court and property
records.

As noted earlier, in our report issued today, we found that the
Internal Revenue Service and the Department of Justice are the
only Federal agencies commonly providing records containing SSNs
to state and local recordkeepers. IRS and Justice provide thousands
of property liens annually to recordkeepers in which they have tra-
ditionally included full SSNs for identity verification purposes.

Historically, access to public records occurred by visiting local of-
fices and search through electronic or paper records. However,
today, more recordkeepers provide potentially unlimited access to
sensitive information through bulk sales to private companies and
to the public via the Internet.

Some states, however, have begun to restrict how they display or
provide access to SSNs in such records. For example, Florida coun-
ties we recently visited are currently using special software to
search for and remove millions of SSNs and other sensitive infor-
mation from their records.

In the private sector, information re-sellers, credit bureau report-
ing agencies and health care organizations collect SSNs from var-
ious sources and use this information primarily for identification
verification purposes. Large information re-sellers obtain SSNs
from various public records, such as bankruptcy notices, tax liens,
civil judgments and property transactions. In addition to their own
direct use of SSNs, entities such as banks, securities firms, tele-
communications firms and tax preparers also share this informa-
tion—SSN information with third party contractors who perform
services for them.

Although new Federal and state laws have helped restrict SSN
use and display, vulnerabilities remain. For example, we are con-
cerned that SSNs are still displayed on certain federally-issued
cards. In particular, the Center for Medicare and Medicaid Services
has not yet acted to remove SSNs from over 40 million Medicare
cards despite our report citing this weakness. We are also con-
cerned that current Federal laws restricting the sale of SSNs and
other personal information applied to certain types of entities, such
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as financial institutions, but not to information re-sellers, who are
obtaining and using the same sensitive data.

However, recently proposed legislation, the Social Security Pro-
tection Act of 2007, as discussed by Mr. Markey earlier, if enacted,
may help address this vulnerability by placing additional restric-
tions on the sale and purchase of SSNs. H.R. 1745, which was in-
troduced in the last Congress, also includes provisions to address
this issue.

Further, Federal oversight regarding the sharing of SSNs with
contractors is less stringent for the telecommunications and tax
preparation industries, which poses potential additional challenges
for protecting SSNs and other sensitive data in those industries.

Finally, although Federal agencies have begun truncating SSNs
on documents provided to state and local recordkeepers, different
truncation methods between the public and private sectors have
implications for identity theft. Current Federal lien records display
the last four digits of SSNs, while private re-sellers often provide
the first five digits of the SSN to the customer. Consequently, with
minimal effort, our analysts were able to electronically access pri-
vate sector databases, compare this information to Federal liens,
and reconstruct full identity and SSN information for 10 liens for
10 individuals from 10 states. The entire process took less than an
hour or about an hour or about 6 minutes per SSN and it was all
done from their desks. In light of this finding, we continue to urge
the Congress to consider enacting a single truncation standard or
assign an agency to do so.

Mr. Chairman, this concludes my remarks. I will be happy to an-
swer any questions that you or other Members of the Sub-
committee may have. Thank you.

[The prepared statement of Mr. Bertoni follows:]

Prepared Statement of Dan Bertoni, Director, Education,
Workforce, and Income Security, Government Accountability Office

Mr. Chairman and Members of the Subcommittee:

I am pleased to be here today to discuss ways to better protect the Social Security
number (SSN), which was originally created as a means to track workers’ earnings
and eligibility for Social Security benefits. Since its creation, the SSN has evolved
beyond its intended purpose to become the identifier of choice for public and private
sector entities and is now used for myriad non-Social Security purposes. This is sig-
nificant because a person’s SSN, along with name and date of birth, are the key
pieces of personal information used to perpetrate identity theft. Consequently, the
potential for misuse of the SSN has raised questions about how private and public
sector entities obtain, use, and protect SSNs.

Over the last several years, the Congress and some states have recognized the im-
portance of restricting the use and display of SSNs by both the public and private
sectors. As a result, federal and state laws have been enacted that to some degree
protect individuals’ personal information, including SSNs. However, the continued
use of and reliance on SSNs by public and private sector entities, as well as the
potential for their misuse, underscore the importance of identifying areas that can
be further strengthened. GAO has issued a number of reports and testified before
this Subcommittee about the various aspects of SSN use in both the public and pri-
vate sectors. Accordingly, my remarks today will focus on describing the (1) use of
SSNs by government agencies, (2) use of SSNs by the private sector, and (3)
vulnerabilities that remain to protecting SSNs.

In summary, a number of federal laws and regulations require agencies at all lev-
els of government to frequently collect and use SSNs for various purposes. For ex-
ample, agencies frequently collect and use SSNs to administer their programs, link
data for verifying applicants’ eligibility for services and benefits, and conduct pro-
gram evaluations. In the private sector, certain entities, such as information re-
sellers, collect SSNs from public sources, private sources, and their customers and
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use this information for identity verification purposes. In addition, banks, securities
firms, telecommunication firms, and tax preparers sometimes share SSNs with their
contractors for limited purposes. Although laws at both the federal and state levels
have helped to restrict SSN use and display, and both public and private sector enti-
ties have taken some steps to further protect this information, several
vulnerabilities remain. For example, federal laws addressing SSN use and collection
in the private sector continue to leave SSNs maintained by certain industries vul-
nerable to misuse by identity thieves and others.

For this testimony, we primarily relied on information from our prior reports and
testimonies that address public and private sector use and protection of SSNs.
These products were issued between 2002 and 2006 and are listed in the Related
GAO Products section at the end of this statement. We conducted our reviews in
accordance with generally accepted government auditing standards.

Background

The Social Security Act of 1935 authorized the Social Security Administra-
tion(SSA) to establish a record-keeping system to manage the Social Security pro-
gram, which resulted in the creation of the SSN. Through a process known as “enu-
meration,” unique numbers are created for every person as a work and retirement
benefit record. Today, SSA issues SSNs to most U.S. citizens, as well as non-citizens
lawfully admitted to the United States with permission to work. Because the SSN
is unique for every individual, both the public and private sectors increasingly use
it as a universal identifier. This increased use, as well as increased electronic record
keeping by both sectors, has eased access to SSNs and potentially made this infor-
mation more vulnerable to misuse, including identity theft.

Specifically, SSNs are a key piece of information used to create false identities for
financial misuse or to assume another individual’s identity. Most often, identity
thieves use SSNs belonging to real people. However, the Federal Trade Commis-
sion’s (FTC) identity theft victim complaint data has shown that only 30 percent of
identity theft victims know how thieves obtained their personal information. The
FTC estimated that over a 1-year period, nearly 10 million people discovered they
were victims of identity theft, translating into estimated losses of billions of dollars.

Federal Laws Affecting SSN Use and Disclosure

There is no one law that regulates the overall use of SSNs by all levels and
branches of government. However, the use and disclosure of SSNs by the Federal
Government is generally restricted under the Privacy Act of 1974. Broadly speaking,
this act seeks to balance the government’s need to maintain information about indi-
viduals with the rights of individuals to be protected against unwarranted invasions
of their privacy. Section 7 of the act requires that any federal, state, or local govern-
ment agency, when requesting an SSN from an individual, tell individuals whether
disclosing the SSN is mandatory or voluntary, cite the statutory or other authority
under which the request is being made, and state what uses it will make of the indi-
vidual’s SSN.

Additional federal laws also place restrictions on public and private sector entities’
use and disclosure of consumers’ personal information, including SSNs, in specific
instances. As shown in table 1, some of these laws require certain industries, such
as the financial services industry, to protect individuals’ personal information to a
greater degree than entities in other industries.

[Table 1: NOT AVAILABLE AT TIME OF PRINT.]

In 1998, Congress also enacted a federal statute that criminalizes fraud in connec-
tion with the unlawful theft and misuse of personal identifiable information, includ-
ing SSNs. The Identity Theft and Assumption Deterrence Act made it a criminal
offense for a person to “knowingly transfer, possess, or use without lawful author-
ity,” another person’s means of identification “with the intent to commit, or to aid
or abet, or in connection with, any unlawful activity that constitutes a violation of
Federal law, or that constitutes a felony under any applicable state or local law.”
Under the act, an individual’s name or Social Security number is considered a
“means of identification.” In addition, in 2004, the Identity Theft Penalty Enhance-
ment Act established the offense of aggravated identity theft in the federal criminal
court, which is punishable by a mandatory two-year prison term.
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State Laws Affecting SSN Use and Disclosure

Many states have also enacted laws to restrict the use and display of SSNs. For
example, in 2001, California enacted a law that generally prohibited companies and
persons from engaging in certain activities with SSNs, such as posting or publicly
displaying SSNs, or requiring people to transmit an SSN over the Internet unless
the connection is secure or the number is encrypted. In our prior work, we identified
13 states—Arizona, Arkansas, Connecticut, Georgia, Illinois, Maryland, Michigan,
Minnesota, Missouri, Oklahoma, Texas, Utah, and Virginia—that have passed laws
similar to California’s. While some states, such as Arizona, have enacted virtually
identical restrictions on the use and display of SSNs, other states have modified the
restrictions in various ways. For example, unlike the California law, which prohibits
the use of the full SSN, the Michigan statute prohibits the use of more than four
sequential digits of the SSN.

Some states have also enacted other types of restrictions on the uses of SSNs. For
example, Arkansas, Colorado, and Wisconsin prohibit the use of a student’s SSN as
an identification number. Other recent state legislation places restrictions on state
and local government agencies, such as Indiana’s law that generally prohibits state
agencies from releasing SSNs unless otherwise required by law.

Government Agencies Collect and Use SSNs for a Variety of Purposes

A number of federal laws and regulations require agencies at all levels of govern-
ment to frequently collect and use SSNs for various purposes. Beginning with a
1943 Executive Order issued by President Franklin D. Roosevelt, all federal agen-
cies were required to use the SSN exclusively for identification systems of individ-
uals, rather than set up a new identification system. In later years, the number of
federal agencies and others relying on the SSN as a primary identifier escalated
dramatically, in part, because a number of federal laws were passed that authorized
or required its use for specific activities. For example, agencies use SSNs

e for internal administrative purposes, which include activities such as
identifying, retrieving, and updating records;

e to collect debts owed to the government and conduct or support re-
search and evaluations, as well as use employees’ SSNs for activities
such as payroll, wage reporting, and providing employee benefits;

e to ensure program integrity, such as matching records with state and
local correctional facilities to identify individuals for whom the agency
should terminate benefit payments; and

o for statistics, research, and evaluation.

Table 2 provides an overview of federal statutes that address government collec-
tion and use of SSNs. In some cases, these statutes require that state and local gov-
ernment entities collect SSNs.

[Table 2: NOT AVAILABLE AT TIME OF PRINT.]

Some government agencies also collect SSNs because of their responsibility for
maintaining public records, which are those records generally made available to the
public for inspection by the government. Because these records are open to the pub-
lic, such government agencies, primarily at the state and local levels, provide access
to the SSNs sometimes contained in those records. Based on a survey of federal,
state, and local governments, we reported in 2004 that state agencies in 41 states
and the District of Columbia displayed SSNs in public records; this was also true
in 75 percent of U.S. counties. We also found that while the number and type of
records in which SSNs were displayed varied greatly across states and counties,
SSNs were most often found in court and property records.

Public records displaying SSNs are stored in multiple formats, such as electronic,
microfiche and microfilm, or paper copy. While our prior work found that public ac-
cess to such records was often limited to inspection of the individual paper copy in
public reading rooms or clerks’ offices, or request by mail, some agencies also made
public records available on the Internet.

In recent years, some agencies have begun to take measures to change the ways
in which they display or provide access to SSNs in public records. For example,
some state agencies have reported removing SSNs from electronic versions of
records, replacing SSNs with alternative identifiers in records, restricting record ac-
cess to individuals identified in the records, or allowing such individuals to request
the removal of their SSNs from these records.
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Private Sector Entities Collect SSNs from Various Sources for Identity
Verification Purposes

Certain private sector entities, such as information resellers, consumer reporting
agencies (CRAs), and healthcare organizations collect SSNs from public and private
sources, as well as their customers, and primarily use SSNs for identity verification
purposes. In addition, banks, securities firms, telecommunication firms, and tax pre-
parers engage in third party contracting and sometimes share SSNs with their con-
tractors for limited purposes, generally when it is necessary and unavoidable.

Private Sector Entities Collect SSNs from Both Public and Private Sources

Information resellers are businesses that specialize in amassing personal informa-
tion, including SSNs, and offering informational services. They provide their serv-
ices to a variety of customers, such as specific businesses clients or through the
Internet to the general public. Large or well known information resellers reported
that they obtain SSNs from various public records, such as records of bankruptcies,
tax liens, civil judgments, criminal histories, deaths, and real estate transactions.
However, some of these resellers said they are more likely to rely on SSNs obtained
directly from their clients, who may voluntarily provide such information, than
those found in public records. In addition, in our prior review of information re-
sellers that offer their services through the Internet, we found that their Web sites
most frequently identified public or nonpublic sources, or both, as their sources of
information. For example, a few Internet resellers offered to conduct background in-
vestigations on individuals by compiling information from court records and using
a credit bureau to obtain consumer credit data.

CRAs, also known as credit bureaus, are agencies that collect and sell information
about the creditworthiness of individuals. Like information resellers, CRAs also ob-
tain SSNs from public and private sources. For example, CRA officials reported that
they obtain SSNs from public sources, such as bankruptcy records. We also found
that these companies obtain SSNs from other information resellers, especially those
that specialize in collecting information from public records. However, CRAs are
more likely to obtain SSNs from businesses that subscribe to their services, such
as banks, insurance companies, mortgage companies, debt collection agencies, child
support enforcement agencies, credit grantors, and employment screening compa-
nies.

Organizations that provide health care services, including health care insurance
plans and providers, are less likely to obtain SSNs from public sources. These orga-
nizations typically obtain SSNs either from individuals themselves or from compa-
nies that offer health care plans. For example, individuals enrolling in a health care
plan provide their SSNs as part of their plan applications. In addition, health care
providers, such as hospitals, often collect SSNs as part of the process of obtaining
information on insured people.

Private Sector Entities Primarily Use SSNs to Verify Individuals’ Identities

We found that the primary use of SSNs by information resellers, CRAs, and
health care organizations is to help verify the identity of individuals. Large informa-
tion resellers reported that they generally use the SSN as an identity verification
tool, though they also use it for matching internal databases, identifying individuals
for their product reports, or conducting resident or employment screening investiga-
tions for their clients. CRAs use SSNs as the primary identifier of individuals in
order to match information they receive from their business clients with information
on individuals already stored in their databases. Finally, health care organizations
also use the SSN, together with information such as name, address, and date of
birth, for identity verification.

In addition to their own direct use of customers’ SSNs, private sector entities also
share this information with their contractors. According to experts, approximately
90 percent of businesses contract out some activity because they find either it is
more economical to do so or other companies are better able to perform these activi-
ties. Banks, investment firms, telecommunication companies, and tax preparation
companies we interviewed for our prior work routinely obtain SSNs from their cus-
tomers for authentication and identification purposes and contract with other com-
panies for various services, such as data processing, administrative, and customer
service functions. Company officials reported that customer information, such as
SSNs, is shared with contractors for limited purposes, generally when it is nec-
essary or unavoidable. Further, these companies included certain provisions in their
standard contact forms aimed at safeguarding customer’s personal information. For
example, forms included electronic and physical data protections, audit rights, data
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breach notifications, subcontractor restrictions, and data handling and disposal re-
quirements.

Vulnerabilities Remain to Protecting SSNs in both the Public and Private
Sectors

Although federal and state laws have helped to restrict SSN use and display, and
public and private sector entities have taken some steps to further protect this infor-
mation, our prior work identified several remaining vulnerabilities. While govern-
ment agencies have since taken actions to address some of the identified SSN pro-
tection vulnerabilities in the public sector, private sector vulnerabilities that we pre-
viously identified have not yet been addressed. Consequently, in both sectors,
vu}inerﬁbilities remain to protecting SSNs from potential misuse by identity thieves
and others.

Government Agencies Have Taken Additional Actions to Address SSN Pro-
tection, yet Vulnerabilities Remain

In our prior work, we found that several vulnerabilities remain to protecting SSNs
in the public sector, and in response, some of these vulnerabilities have since been
addressed by agencies. For example, in our review of government uses of SSNs, we
found that some federal, state, and local agencies do not consistently fulfill the Pri-
vacy Act requirements that they inform individuals whether SSN disclosure is man-
datory or voluntary, provide the statutory or other authority under which the SSN
request is made, or indicate how the SSN will be used, when they request SSNs
from individuals. To help address this inconsistency, we recommended that the Of-
fice of Management and Budget (OMB) direct federal agencies to review their prac-
tices for providing required information, and OMB has since implemented this rec-
ommendation.

Actions have also been taken by some federal agencies in response to our previous
finding that millions of SSNs are subject to exposure on individual identity cards
issued under federal auspices. Specifically, in 2004, we reported that an estimated
42 million Medicare cards, 8 million Department of Defense (DOD) insurance cards,
and 7 million Department of Veterans Affairs (VA) beneficiary cards displayed en-
tire 9-digit SSNs. While the Centers for Medicare and Medicaid Services, with the
largest number of cards displaying the entire 9-digit SSN, does not plan to remove
the SSN from Medicare identification cards, VA and DOD have begun taking action
to remove SSNs from cards. For example, VA is eliminating SSNs from 7 million
VA identification cards and will replace cards with SSNs or issue new cards without
SSNs between 2004 and 2009, until all such cards have been replaced.

However, some of the vulnerabilities we identified in public sector SSN protection
have not been addressed. For example, while the Privacy Act and other federal laws
prescribe actions agencies must take to assure the security of SSNs and other per-
sonal information, we found that these requirements may not be uniformly observed
by agencies at all levels of government. In addition, in our review of SSNs in gov-
ernment agency-maintained public records, we found that SSNs are widely exposed
to view in a variety of these records. While some agencies reported taking actions
such as removing SSNs from electronic versions of records, without a uniform and
comprehensive policy, SSNs in these records remain vulnerable to potential misuse
by identity thieves. Consequently, in both instances, we suggested that Congress
consider convening a representative group of federal, state, and local officials to de-
velop a unified approach to safeguarding SSNs used in all levels of government.
Some steps have since been taken at the federal level to promote inter-agency dis-
cussion of SSN protection, such as creation of the President’s Identity Theft Task
Force in 2006 to increase the safeguards on personal data held by the Federal Gov-
ernment.

In April 2007, the Task Force completed its work, which resulted in a strategic
plan aimed at making the Federal Government’s efforts more effective and efficient
in the areas of identity theft awareness, prevention, detection, and prosecution. The
plan’s recommendations focus in part on increasing safeguards employed by federal
agencies and the private sector with respect to the personal data they maintain, in-
cluding decreasing the unnecessary use of SSNs in the public sector. To that end,
last month, OMB issued a memorandum requiring federal agencies to examine their
use of SSNs in systems and programs in order to identify and eliminate instances
in which collection or use of the SSN is unnecessary. In addition, the memo requires
federal agencies to participate in governmentwide efforts to explore alternatives to
agency use of SSNs as personal identifiers for both federal employees and in federal
programs.
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Vulnerabilities Persist in Federal Laws Addressing SSN Collection and Use by Pri-
vate Sector Entities

In our reviews of private sector entities’ collection and use of SSNs, we found vari-
ation in how different industries are covered by federal laws protecting individuals’
personal information. For example, although federal laws place restrictions on re-
selling some personal information, these laws only apply to certain types of private
sector entities, such as financial institutions. Consequently, information resellers
are not covered by these laws, and there are few restrictions placed on these enti-
ties’ ability to obtain, use, and resell SSNs. However, recently proposed federal leg-
islation, if implemented, may help to address this vulnerability. For example, the
SSN Protection Act of 2007, as introduced by Representative Edward Markey, would
give the Federal Trade Commission (FTC) rulemaking authority to restrict the sale
and purchase of SSNs and determine appropriate exemptions. The proposed legisla-
tion would therefore improve SSN protection while also permitting limited excep-
tions to the purchase and sale of SSNs for certain purposes, such as law enforce-
ment or national security.

Vulnerabilities also exist in federal law and agency oversight for different indus-
tries that share SSNs with their contractors. For example, while federal law and
oversight of the sharing of personal information in the financial services industry
is very extensive, federal law and oversight of the sharing of personal information
in the tax preparation and telecommunications industries is somewhat lacking. Spe-
cific actions to address these vulnerabilities in federal laws have not yet been taken,
leaving SSNs maintained by information resellers and contractors in the tax prepa-
ration and telecommunications industries potentially exposed to misuse, including
identity theft.

We also found a gap in federal law addressing SSN truncation, a practice that
would improve SSN protection if standardized. Specifically, in our Internet resellers
report, several resellers provided us with truncated SSNs showing the first five dig-
its, though other entities truncate SSNs by showing the last four digits. Therefore,
because of the lack of SSN truncation standards, even truncated SSNs remain vul-
nerable to potential misuse by identity thieves and others. While we suggested that
the Congress consider enacting standards for truncating SSNs or delegating author-
ity to SSA or some other governmental entity to do so, SSN truncation standards
have yet to be addressed at the federal level.

Concluding Observations

The use of SSNs as a key identifier in both the public and private sectors will
likely continue as there is currently no other widely accepted alternative. However,
because of this widespread use of SSNs, and the vulnerabilities that remain to pro-
tecting this identifier in both sectors, SSNs continue to be accessible to misuse by
identity thieves and others. Given the significance of the SSN in committing fraud
or stealing an individual’s identity, it would be helpful to take additional steps to
protect this number. As the Congress moves forward in pursuing legislation to ad-
dress SSN protection and identity theft, focusing the debate on vulnerabilities that
have already been documented may help target efforts and policy directly toward
immediate improvements in SSN protection. To this end, we look forward to sup-
porting the Subcommittee and the Congress however we can to further ensure the
integrity of SSNs. Related to this, we have issued a report on the Federal Govern-
ment’s provision of SSNs to state and local public record keepers, and we have also
recently begun a review of the bulk sale of public records containing SSNs, includ-
ing how federal law protects SSNs in these records when they are sold to entities
both here and overseas.

Mr. Chairman, this concludes my prepared testimony. I would be pleased to re-
spond to any questions you or other members of the subcommittee may have.

——

Chairman MCNULTY. I thank all of the witnesses. Thank you,
Mr. Bertoni, especially for this new report, which you issued I be-
lieve today as a result of the inquiry by Senator Schumer.

Mr. BERTONI. Yes.

Chairman MCNULTY. That is now a part of the record of the
Subcommittee, and we will certainly consider that in our delibera-
tions. I want to thank Mr. O’Carroll for the time we spent together
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recently to talk about issues generally regarding Social Security,
and I want to thank you for your commitment to helping us to re-
duce the backlog, to keep the agency focused on its core mission
and also the subject of today’s hearing, protecting the American
people from identity theft. I am glad to know we are on the same
wavelength and working for the same purposes.

Mr. Winston, thank you also for your testimony. You mentioned
this review of the Social Security number uses. Where are you on
that, how long will that take, when can we expect to see some kind
of a product on that?

Mr. WINSTON. As I mentioned, the Task Force issued its report
in April, at which point we immediately put together a group of
FTC and other agency employees to begin this review. In fact, this
week, we are meeting with a number of officials from trade associa-
tions and business groups and others to try to find out more not
only about how they use Social Security numbers but why and
what it would cost in terms of money, as well as inconvenience of
change.

Chairman MCNULTY. But just in line with my previous
thoughts about this Congress actually doing something, when could
we expect to see the results of your review?

Mr. WINSTON. The Task Force report calls for a report to the
President by the first quarter of 2008. I suspect we will have infor-
mation well before that that would be useful.

Chairman MCNULTY. Well, we would really appreciate any data
that you could give us prior to that because some of us do not in-
tend to wait around until 2008 to start moving legislation. At this
time, I would yield to the ranking Member, Mr. Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman. We are not going to
wait until 2008, huh? Mr. O’Carroll, I remember some years ago
the Social Security Administration was handing out new Social Se-
curity numbers to upward of 100 people—or 100 times to the same
guy just by a phone call. Have we stopped that because we passed
legislation to do it?

Mr. O'CARROLL. Yes, Mr. Johnson, that was one of the rec-
ommendations that came out after 9/11 when we started to ratchet
down on the security of the number of it, and what we were looking
at was multiple SSNs being reissued on it. We now have in the
SSA systems because of our recommendations and because of your
legislation, we are now being much more attentive to the number
of cards going out, it is into the system. There are flags put up. We
are taking a look at numbers of cards going to the same address,
sort of the same type of similar thing with replacement cards.
When 300 cards go to one address, it is what we call a “clue.” So,
we have been trying to plug up that hole.

Mr. JOHNSON. How do you do that?

Mr. O'CARROLL. Well, what we are doing with that is it is
flagged, we get the information on it, and in our case we have been
doing audit work on it where we actually go to the address what
the address is. In some cases, it is legitimate in terms of it is a uni-
versity or something where it is one entity but where it is an apart-
ment building in some locale, we actually recommend that to our
investigators and our investigators are going there, and we are
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looking to find who is collecting those false cards and making ar-
rests.

Mr. JOHNSON. Well, you mentioned your ongoing role to ensure
homeland security, as reflected in the recent arrest of terrorists
planning an attack on Fort Dix. Based on your experience to date,
how are Social Security numbers and document fraud, how is that
fraud being committed by potential terrorists or do you know?

Mr. O'CARROLL. Well, as we know with terrorists and in fact
all criminals, everyone is trying to assimilate into the public. What
happens is that we are finding in a lot of cases people trying to do
that illegal assimilation are going to identity mills, and they are
going to places where they are able to get immigration documents,
Social Security cards, and we monitor that all the time and keep
track in terms of the prices that going for it and just ways of moni-
toring. But we work very closely with Immigration, with FBI, in
the case of Fort Dix, with the New Jersey State Police, all of them
are a part of the Joint Terrorism Task Force up there, which we
are a member.

What had happened in the case of Fort Dix was we found out
that several of the suspects in it, in previous occasions in dealing
with law enforcement, used false identities up to and including So-
cial Security card fraud. I have got to tell you prosecutors use So-
cial Security misuse, which is part of the legislation that came out
this Congress, we use that as an enforcement tool, the misuse of
the SSN to identify and arrest terrorist suspects.

Mr. JOHNSON. Good for you. Are you finding people from over-
seas asking for Social Security cards before they come over here?

Mr. O'CARROLL. Well, yes, and there are two stories to it. In
terms of one, it is a good one because what is happening is before
they get here, they go into an enumeration process where they are
dealing with embassies overseas and they are being vetted by the
embassy before they come here, which is a good technique. What
we are finding, though, and we have done it in our audit reports,
is that we find that only Social Security employees really put the
due diligence into checking all the documentation, checking all the
information, and we are finding that when SSA delegates that re-
sponsibility to other agencies to be doing it, we are not getting the
same type of quality. So, in our audit report we recommended that
Social Security work with State Department on making sure that
the documents that are taken in those applications overseas are
valid, are good and that they are legitimate needs for SSNs.

Mr. JOHNSON. Do we need to put anything in legislation to re-
affirm that or is it clear enough now?

Mr. O’CARROLL. If you do not mind, let me check that and get
back to you because I think at this point it does seem to be—it has
been brought to State Department’s attention, and I have got to
tell you, it is a good program, and it is a fairly new one so we
might be at a point now of monitoring it before we do any more
recommendations for it. But I will check it and get back to you.

Mr. JOHNSON. Thank you, sir. I appreciate it.

Chairman MCNULTY. Thank you, Mr. Johnson. Mr. Levin may
inquire.
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Mr. LEVIN. Thank you, Mr. Chairman and Mr. Johnson, for hav-
ing this hearing. When I read your opening statements, you men-
tioned, Mr. Chairman, this is the sixteenth hearing on this topic.

Chairman MCNULTY. It is time for action.

Mr. LEVIN. That the FTC receives between 15,000 and 20,000
contacts each week from those who have been victimized. Mr. John-
son, my pal, you say in your statement, according to the Privacy
Rights Clearinghouse, since January 2005, that breaches have been
over 155 million. So, the staff, as usual, has prepared some really
incisive questions, but could I ask you this because this kind of
jumps off the pages, what is the problem? What is taking so long?
Why have we been having all these hearings and there are all
these breaches and all these thefts? What is holding this up, what
is holding you up? What is holding Washington up?

Mr. WINSTON. I guess I cannot answer the question about why
you have had so many hearings but as far as what is holding up
the FTC and the other agencies that have been working on this
problem, we have been working diligently on it. We have done a
lot of law enforcement. We have done a lot of outreach. I think ad-
ditional legislation would be very helpful in making it easier for us
to tackle this problem.

M;" LEVIN. You are an active participant in crafting this legisla-
tion?

Mr. WINSTON. Yes, we have been involved. We have provided
technical assistance to different Committees and the different spon-
sors. We have urged Congress to pass national data breach notifi-
cation standards and national data securities standards. We think
that is critical in this fight.

There are a lot of steps that are being taken but it is a complex
problem and it is an ever-evolving problem. Identity theft is every-
thing from your cousin going up in your bedroom and stealing your
wallet to international crime rings hacking into computer data-
bases and getting records. In tackling it, we need to tackle it from
every angle, as I mentioned.

Mr. LEVIN. Okay, so it is complex but if we go home and talk
to our constituents and we say about any problem, it is complex,
it changes their complexion, they get kind of red. So, I will ask the
two of you, Mr. O’Carroll and Mr. Bertoni, what is the problem?
Why is it so difficult? Why haven’t we acted besides its complexity?

Mr. BERTONI. As far as why you have not acted?

Mr. LEVIN. Congress and the Executive and all of you?

Mr. BERTONI. I think as far as the pressures on the Congress,
there are interests on the other side of this issue that make the
case that commerce and business to business information sharing
and ultimately customer service will deteriorate. I think that argu-
ment has been heard. It points—it stalled forward progress in
terms of making sure that other industries have similar protections
in terms of their information security and disclosure similar to the
financial services institutions, in particular the telecommunications
and tax preparer industry. That bar is lower, and we have concerns
that that bar is lower, and we believe at a minimum it should be
raised at least to the level of the financial services community. So,
I guess the roundabout answer is there are arguments on both
sides and at some point which one will win or which compromise
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will prevail, that is something for you all as policy-makers to work
out.

Mr. LEVIN. I think that is a useful answer. Mr. O’Carroll, you
get 30 seconds to explain why there has not been more action.

Mr. O’CARROLL. I guess I better talk quick. I think there has
been a lot of action in terms of when I came to this inspector gen-
eral’s office 10 years ago, the Social Security number was out there,
it was being used as the primary identifier on virtually every docu-
ment up to and including the driver’s license. In the time that I
have been here, it is now off of the driver’s licenses. The Social Se-
curity statement, which goes out every year to every citizen, has
a truncated number on it now. When government checks went out,
they had a Social Security number in the window on the check,
that stopped. I got to say it has been a long haul doing it because
of the convenience factor. Everyone used the Social Security num-
ber as a convenient tracking number, and it has been really our
mission to try to get it back into the box through all this time. The
Social Security Protection Act was some steps in the right direc-
tion, it took us a number of years with this Committee to get that
through, and I think if you could do another act of this kind with
more controls over the Social Security number, that would probably
be the benefit of this Congress.

Mr. LEVIN. Thank you. Thank you.

Chairman MCNULTY. Thank you, Mr. Levin. Mr. Lewis may in-
quire.

Mr. LEWIS OF KENTUCKY. Thank you, Mr. Chairman. Going
back to the balance that you were talking about there, Mr. Win-
ston, in your testimony you stated that restrictions on the Social
Security number should be reduced to unnecessary use without in-
advertently burdening necessary use. Could you explain what you
believe to be necessary and unnecessary use?

Mr. WINSTON. Yes, I think the H.R. 948 really goes at it the
right way. It lists—it basically bans sale and purchase of the Social
except for certain specific purposes, law enforcement, public health
and safety, for credit verification, for fraud prevention. Then it says
that the FTC should do rulemaking in order to flesh out those ex-
ceptions and add additional ones if it determines that it is appro-
priate. I think that is the right approach.

Mr. LEWIS OF KENTUCKY. Mr. Bertoni, would you want to
comment on that too?

Mr. BERTONI. In terms of the balance, striking a better balance,
as I said before, I think it is important that actions taken do not
upset the free flow of commerce, the ability of businesses to share
information. But as our report, as we continue to say in our re-
ports, there are still industries that still fall we believe way out of
the parameters in terms of a reasonable amount of regulation and
control in terms of their information security and disclosure poli-
cies. Again, at a minimum, if you looked at what has happened in
the financial services sector, that sector has not grinded to a halt.
There have been changes made. We are asking the Congress to
look at some of these other sectors to see if that bar could be
raised. Again, there would be some compromises to be made, but
we also believe there are soft spots and areas to be strengthened
in several of those areas.
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Mr. LEWIS OF KENTUCKY. Mr. Winston, of course all of you
I think would agree that if we could authenticate the consumer or
the customer, we would go a long way in stopping thieves. I know
you have been looking at that, Mr. Winston. What have you come
up with as far as finding a good way to authenticate the people
who are out there?

Mr. WINSTON. We did hold a 2-day workshop on this subject
with lots of people from all over the world coming in to talk about
their experiences. I think what came out of that was that there is
no panacea. There is no one perfect way to authenticate. If there
were, thieves, who are very smart, would come up with a way to
defeat it. So, what we are seeing more and more of are multiple
layers of authentication, not just one piece of information but a bio-
metric, a thumb print, an iris scan, plus an identification number
or pin number. So, there is a lot of movement in that direction and
government can facilitate that and encourage it. It probably is not
a wise thing for government to come in and say this is how you
have to authenticate consumers.

Mr. LEWIS OF KENTUCKY. Okay, thank you.

Chairman MCNULTY. Thank you, Mr. Lewis. Mr. Becerra may
inquire.

Mr. BECERRA. Thank you, Mr. Chairman. Thank you all for
your testimony. Let me ask a question. My understanding is if we
were to try to re-issue the Social Security number to try to take
care of discrepancies and to try to give people a new number that
is not out there in the public domain, and if we were to try to give
it some type of enhanced security, a photograph or some type of bi-
ometric, we are looking at somewhere in the order of about $10 bil-
lion to do that. Is that—I know a rough estimate but is that still
more or less an estimate, Mr. O’Carroll?

Mr. O'CARROLL. It is a moving target, Congressman, in that it
depends on the type of—what features would go into the new card,
whether it was a biometric.

Mr. BECERRA. Give me a rough estimate.

Mr. O'CARROLL. I say that just a rough off-the-top of my head
number, that would be a good number, the $10 billion but with a
lot more “but’s” to it.

Mr. BECERRA. I understand because I want to move off of that,
I am just trying to get a rough sense of things, so about $10 billion
gives you a new card that might give Americans enhanced security.
Right now SSA would swallow that cost, Congress would have to
provide you with the money to do that, otherwise it would be im-
possible to actually administer because there will be tremendous
cost trying to get folks to come in with their birth certificates and
whatever else they will need to try to identify themselves for pur-
poses of getting this new card. Okay, so let me ask this, who should
pay for the establishment and maintenance of a new identity sys-
tem, identification system, taxpayers or the users? Because right
now the Social Security number imposes no cost on any consumer,
any business if it is used solely for the purpose of identifying how
much you have earned for Social Security purposes in the future.

That the taxpayers I think we are willing to bear because we are
going to get the benefits of the Social Security system in the future.
But as it is right now with identity theft, with business losses
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mounting into the billions, tens of billions of dollars, there are lots
of costs involved in trying to secure your identity or restore your
identity or for a business to try to reclaim losses. I hear no talk
about who is going to pay for giving us a more secure system, the
taxpayers or all the consumers, meaning the businesses and actual
individual consumers, who would utilize that increased security
that would come from a new identification system that may be
housed within Social Security?

Mr. OCARROLL. Okay, not to be argumentative but why would
Social Security be the vehicle for this new identifier?

Mr. BECERRA. That is a good question.

Mr. O'CARROLL. Be put back on to the management of the So-
cial Security Administration when we have a good number now
that is doing what it is supposed to do in terms of tracking wages
and tracking benefits on it and the commercial half is the other
one.

Mr. BECERRA. Let’s take that path, say we say the Social Secu-
rity number will be used only for Social Security purposes. Dis-
ability benefits, retirement benefits, death benefits.

Mr. OCARROLL. Tax purposes.

Mr. BECERRA. That is not necessarily Social Security but we
have ventured into at least taxes for purposes of the use of the So-
cial Security number but for other reason, but then what would you
suggest or does Social Security what would be used as that identi-
fier that used nationally for whether it is consumer purposes or
other types of purposes?

Mr. O'CARROLL. I thought I did a pretty good job of batting this
away from Social Security.

[Laughter.]

Mr. O’CARROLL. I am thinking I might yield my time to one of
my esteemed panel members.

Mr. BECERRA. Let me ask Mr. Bertoni that question is because
what I am trying to get a sense—those must all be the folks from
GAO who are laughing back there, I am just trying to get a sense,
we are going to have do something but who should pay it? My
sense is that the taxpayer should pay something because ulti-
mately we are all taxpayers, most of us are taxpayers, and we want
to have that security. But I am not out there selling my identifica-
tion number to identity thieves. I am not the one that tells a par-
ticular business or government agency use my number for some
other purpose, whether it is for purposes of registering a divorce
or buying a refrigerator. So why should the taxpayer then foot the
bill to make this card, if it is used for Social Security, to make it
more secure?

Mr. BERTONI. Again, that is certainly a policy question. I can
tell you how it is now. SSA has certainly——

Mr. BECERRA. I do not want to know how it is now, give me
a sense, who should pay?

Mr. BERTONI. I think there are models out there where you
could construct a different model where others could pay outside of
the agency.

Mr. BECERRA. “Others,” identify “others”?

Mr. BERTONI. I am just considering say the driver’s, and I am
not advocating, I am just kicking something around here, there are
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models where people who are buying the card or buying the serv-
ice, which is a driver’s license, would be asked to pay a fee for that.
I am not aware of any models where say beneficiaries of a par-
ticular card or identity card, such as a SSN, like an information
re-seller, would have to pay. I cannot talk to that because I am not
aware of that model. The only two models I am aware of are the
agency footing the bill or the purchaser of the license or the card,
historically that has not been something that SSA has wanted to
do. Beyond that, again, I think that is an option, a policy option
for Congress to consider.

Mr. BECERRA. A user fee of sorts?

Mr. BERTONI. There are models but I am not advocating that.

Mr. BECERRA. No, I understand and I thank you for your com-
ments. Mr. Chairman, thank you very much. I know my time has
expired.

Chairman MCNULTY. Thank you, Mr. Becerra. Mr. Ryan may
inquire.

Mr. RYAN. Thank you, Mr. Chairman. I guess I will pick up
where Mr. Becerra left off because this issue has so many sources,
so many directions. It interweaves all of these problems we have
got, terrorism, immigration, all of these things, so we have some
no-brainers, unify the truncation standards, right, and some other
easy low-hanging fruit things. At the end of the day, it seems like
what we are headed to is how do we, A, authenticate people and,
B, kind of clean up the database in Social Security and stop the
mission creep of the number being used, these are pretty much the
two issues here, right? So now we are being faced with this sort
of fork in the road, do we do a Social Security card, do we just fix
the Social Security card, put $11.7 billion, $10 billion, whatever
this number is, and make the Social Security card better with bio-
metrics and a centralized Federal database or do we go a different
route? I guess that is kind of the fork we are in right now.

Let me ask just each of the three of you, if we go down this path
of a better 21st Century Social Security card with the biometrics
and all of this, do you believe that given the way the market works,
given the way identity thieves work, that a Social Security card
under today’s technology can be implemented and can be successful
for the long term from preventing identity theft and all that. I will
just ask the three of you, just go down the line, however you want
to start, Mr. O’Carroll?

Mr. O’CARROLL. I will tell you, Mr. Ryan, we have done a lot
of looking at Social Security cards in terms of whether to use dif-
ferent type of stock for it, different printing for it, whether to put
biometrics into it, everything else, and I have got to tell you what
we have found by looking at just history in general is when when-
ever the government comes up with any type of a document, a form
or whatever, especially if there is going to be some financial gain
in figuring out a way of compromising it, the counterfeiters usually
do figure out a way to compromise it. So, even when you say, if we
come up with one, do you think we will get a few years out of it
before somebody does it, then all of a sudden you are going to go
bac(lii to the thought of another $10 billion of coming up with a new
card.

Mr. RYAN. Yes.
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Mr. O’CARROLL. So, what we are advocating on this is that it
is the number, it is not the card, and if we can put more time, ef-
fort, whatever into the system work on it, where we are getting
good, positive hits on terms of when information is put in, is this
the right person for it, and that is again what I am saying with
this is that the first step on this thing is really with the govern-
ment in terms of right now the agencies going to each other, basi-
cally work on that type of thing, the technology for it, that is a big
step in the right direction.

Then at the time, which kind of goes back to what we were talk-
ing about before, is when you are talking in terms of the financial
sector and all the other forms of identity that are being used, our
recommendation is to use different numbers than the Social Secu-
rity number for it. The one that I am always sort of cautious on
with this thing is with the Social Security number, I think we have
done a very good job about it, is keeping it, at least in terms of the
government, for the government uses of it, and not having it be-
come a national identity document, which is kind of the role where
if you got into biometrics and hard cards and that, it is a whole
other step.

Mr. RYAN. So, we could get ourselves on the slippery slope, but
I want the other two of you to comment. Let me throw this at you
as well. Tell me if I am wrong, we are at this fork, do we go down
this sort of unifying national ID card route, which has all of the
Orwellian and privacy and obsolete issues associated with it, or can
the market produce ever upgraded standards on helping people au-
thenticate who they are and give people the tools in the market-
place to be able to authenticate their identity and then you clean
up the Social Security number itself and then people can operate
through society by preventing identity theft and being able to au-
thenticate who they are and the government does a job of basically
saying this particular authenticating agency or company is correct,
they do a good job. The government can do a job of making sure
that a business that wants to market itself as an authenticating
entity, has the Good Housekeeping Seal of Approval, can do that,
is that the path that we go down, meaning instead of the national
ID card, do we have institutions that are out there in the private
sector that can be authenticators of people or not? Do you under-
stand what I am trying to get to? I would like to just ask you to
consider that as well and give me your take on that.

Mr. WINSTON. Sure. Mr. Ryan, I think what you are

Mr. RYAN. Yes, I am not doing a good job of explaining myself.

Mr. WINSTON. No, actually you are.

Mr. RYAN. Okay.

Mr. WINSTON. What you are playing out I think is the very de-
bate that is going on with the real ID act. There are certain advan-
tages to that, of course, of having one ID card for everything. It is
easy to use, hopefully it is secure, but there are down sides and
there are privacy issues and there are cost issues that are very se-
rious. My own view is that maybe another way to go is to further
develop what is happening now, which is multiple forms of authen-
tication, not having one form of authentication for every purpose
but in different sectors having different forms of authentication. It
can be a pin, it can be a biometric. That is much harder for an
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identity thief to break into. There are convenience issues, of course.
Consumers do not want to memorize 15 different passwords, but I
think there is ongoing a development of better, useable forms of au-
thentication that I think have a good chance of solving this prob-
lem.

Mr. RYAN. Mr. Bertoni.

Mr. BERTONI. There is a lot in that question. I think one thing
we need to consider early on is given that we have real ID there,
do we want to go forward with a parallel path of having a Social
Security card with very similar secure features? I think you could
create some redundancies that do not need to be there. So, there
is an issue for the country to consider in terms of what will it be,
will it be real ID, will it be the Social Security number? We issued
a report last year that talked about the pro’s and con’s and options,
and I can provide you some of that.

But, again, to step back, even before we talk about who does it
and what we might use, there are real implementation issues to
consider with just the Social Security Administration. With 300
million cards issued out there, how do we do it? Is it laddered? Is
it all at once? Who gets it first? Prior to 1978, there was very little
fraud verification for people seeking a SSN. These people could
come forward now, get their Social Security card, and we really did
not do a good job of verifying who they were in the first place. So,
we have millions of people with these pre-1978 cards that they are
going to walk away with an ID card that is going to be what most
people conceive to be bullet proof, and they may not be who they
say they are. That is an issue.

I think in terms of data cross-matching, we have gone on record
at GAO that short of new cards, biometrics, there is a lot that the
public and private sector can do in terms of data cross-matching,
using various elements, not just the Social Security number. Trun-
cation is a great protection. It should be part of the verification
scheme, but there are new models out there where they use mul-
tiple data points to give the verifier a higher comfort level that you
are who you say you are. So, that to us is certainly something that
needs to be considered and moved on.

Mr. RYAN. I assume my time is up. Thank you, Mr. Chairman.

Chairman MCNULTY. Thank you, Mr. Ryan. Ms. Schwartz.

Ms. SCHWARTZ. Well, thank you. I am going to try and take us
off the discussion of a national ID card. I am not sure we are any-
where near any agreement about the need for such a thing and
who would do it and how we would pay for it and how we would
protect people’s identification. I think pulling us back if we could
just a little bit to the use of the Social Security number and kind
of risks we are already engaged in. It seems to me we ought to take
care of that first, and we have not done that yet. So, let me just
understand here, the feeling so far is that you do not, and I guess
it would be the Social Security Administration, does not have the
authority to restrict the use of Social Security numbers, I think
that is a simple yes or no?

Mr. OCARROLL. Yes.

Ms. SCHWARTZ. You do not have the authority, you do not?
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Mr. O'CARROLL. Correct. There is no authority. Once it is out-
side of Social Security, it is out in the public, we have no authority
to restrict.

Ms. SCHWARTZ. So, individuals ask for it, they give it—we all
have, as you pointed out, hospitals, universities, schools

Mr. O'CARROLL. But we can recommend people say no but we
cannot enforce them not to ask.

Ms. SCHWARTZ. You do not also feel that you have the author-
ity to set standards about its use? For example, you mentioned dis-
play, I think all of us have actually seen from what hospitals used
it at some time or health centers might have used it as their pa-
tient chart number. It was on my Blue Shield insurance card for
years, how hard was that to figure out, it said Allison Schwartz
and my Social Security number, I think they would probably have
assumed it was my husband’s just out of sexism but it was actually
mine, and I had my insurance. They only just recently have
changed that, I assume, because of the concerns about identity
theft. So, the question is do you feel like you could not even or you
do not have the authority now to set standards about display or
use or protection of a Social Security number used by any kind of
private entity?

Mr. O'CARROLL. Correct. There is very limited use. One of the
limits that is on it is that when it is falsely used in advertising,
and we can enforce that. That is the one where you get in your
mail a document that looks like it came from the Social Security
Administration, it is using the logo, and that type of stuff. We can
restrict that type of use but the other types of uses where Radio
Shack is asking for your Social Security number, we cannot. That
is where this is very difficult because once it got out of SSA and
got into the economy, it started becoming that financial tracker.

Ms. SCHWARTZ. Hence, the need for us to take some action

Mr. OCARROLL. Yes.

Ms. SCHWARTZ [continuing].—Limit the use in the private sec-
tor and attempt to set some standards or suggest who does set the
standards on how they protect this very sensitive information.

One other question for you. The IRS, as you well know, has been
subcontracting with private collection agencies to collect taxes. The
first thing they ask is for the Social Security number. We had a
hearing which revealed the fact that individuals are very hesitant,
appropriately, to give someone who just says, “Hi, I am Susan, I
cannot tell you why I am calling, I have to make sure I know who
I am talking to first, would you give me your Social Security num-
ber?” It is just stunning actually that this is a government-author-
ized activity. Now, many people do not give their Social Security
appropriately but some do. Now, do you know if you or the IRS has
set very careful limits on the protection of those Social Security
numbers once they get them, these are now private agencies?

Mr. O'CARROLL. Well, it is interesting that you bring that up.
One is that you, as you noticed there, what we are saying is when
somebody calls you up on the phone and asks for your Social Secu-
rity number, do not give it, which reinforces that. But then with
secondary information and back and forth, trust with information
and know that what they are calling about is a transaction with

to
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the government, there is that. But what we have done, and we
have gone to the Department of Treasury, is that we have asked
all other—we have asked 15 other inspectors general to take a look
at their departments and the use that they have of Social Security
numbers, up to and including contractors, which is what you are
talking about, and in 2001, six years ago, there was very little con-
trol over that. There were no real limits on it, nothing was in the
contract about safeguarding the Social Security information and
that.

In a follow-up that we did about a year ago, those same 15 agen-
cies were finding out—and they are all the biggest departments—
were finding out that, yes, they are safeguarding their own infor-
mation, one, they are too cautious on disclosures of it, so any of
their documents, they are very cautious to not have Social Security
numbers.

Ms. SCHWARTZ. The department is or the subcontractors are?

Mr. O’CARROLL. These are the departments and then each of
the departments are asked at their subcontractors and whether the
contractors were abiding by security of any Social Security number
information, and we found that they were.

Ms. SCHWARTZ. So, you have done a study?

Mr. O'CARROLL. Yes, and so we keep doing that to make sure
that the Federal agencies are looking at subcontractors and making
sure, like in this instance, that there is protection on it. OMB,
under the new PII guidance, is also reinforcing that. So, I have got
to say at least government-wise and government contractor-wise,
we are being very—much more astute or much more attentive to
that issue.

Ms. SCHWARTZ. So, the concern is really much more in the pri-
vate sector and the use of these numbers in the private sector.

Mr. OCARROLL. Yes.

Ms. SCHWARTZ. We have had other hearings but we really need
to do something to give you the tools and the authority, I am look-
ing at both you actually, exactly how we will write all this legisla-
tion I guess remains to restrict the use of the Social Security num-
ber and to set very clear standards about its use. It is pretty stun-
ning how it has been used. So, thank you very much. Mr. Chair-
man, I think my time is up.

Chairman MCNULTY. Thank you, Ms. Schwartz. Ms. Tubbs
Jones.

Ms. TUBBS JONES. Thank you, Mr. Chairman. You do, sir,
however the authority to restrict more than one person using the
same Social Security number though, do you not?

Mr. O'CARROLL. Yes, we do.

Ms. TUBBS JONES. That is as big a dilemma in government as
anything else is with regards to Social Security numbers, correct?

Mr. O'CARROLL. The misuse of the SSN and the legal use, yes.

Ms. TUBBS JONES. Yes, and so we have many employers who
employ people in the United States of America and they in the
same company and more than one person using the same Social Se-
curity card number, Social Security number, excuse me, not a card
but the number?

Mr. O'CARROLL. Yes.

Ms. TUBBS JONES. What are we doing about that?
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Mr. O’CARROLL. Well, we are working in terms with Immigra-
tion to be taking a look at what is called the basic pilot, which is
the verification program, that when an employee applies for a job,
we verify the SSN as being a legitimate SSN and a legitimate
name and the basic information of male, female, date of birth on
it. That is being done.

Ms. TUBBS JONES. So, what is your enforcement?

Mr. O'CARROLL. Excuse me?

Ms. TUBBS JONES. I am going to interrupt you because I do not
have but 5 minutes.

Mr. OCARROLL. Sure, hey, we are coming from the same place.

Ms. TUBBS JONES. So, what are your enforcement tools for that
purpose?

Mr. O'CARROLL. Well, enforcement tools on it is the misuse of
the SSN, we use that violation when people are misusing it, and
as an example when we were talking about the Fort Dicks terrorist
investigation, we worked with ICE every day of the year where
people are misusing SSNs and where they are charged with it. Un-
fortunately, prosecutors are not the most thrilled with that type of
a prosecution unless it is in large numbers.

Ms. TUBBS JONES. I am not talking about terrorists, I am talk-
ing about the employers who allow the use of more than one person
to use a Social Security number, what are we doing about those
gmplgyers and what are our enforcement tools and what have we
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Mr. OCARROLL. We are going after them. We just had a recent
case in Massachusetts in which an employer was telling any new
employee coming in if they did not have a Social Security number,
go to this location and they will give you a Social Security number.
They were getting counterfeit Social Security numbers going to
work for this employer and the employer was arrested.

Ms. TUBBS JONES. Do you have any numbers? If you do not
have them with you today, I would be interested on how many em-
ployers we have prosecuted for allowing employees to use—more
than one employee to use the same Social Security number, I would
be interested in having that?

Mr. O'CARROLL. I would have to respond back on that. I am not
sure whether it is a large number but it is a number, and I will
get it for you.

Ms. TUBBS JONES. I will tell you what, I am not sure either,
but I bet money that it is a large number. I am laughing—not
laughing but I just pulled out my Ohio Public Employees Retire-
ment System prescription drug card, it has got my Social Security
number on it, broad as day. That is my ID number. I guarantee
you there are a whole lot of others out there that are using that.

It is easy for us to sit in this room, and I am not going to be a
holier than thou person, but it is easy for us to sit in the room and
have a discussion and be congenial in the course of our discussion
about what we are going to do about Social Security numbers, and
I have only been in Congress 9 years and I am sure, as we said,
we have been sitting here having these nice little collegial discus-
sions about the impact and that is why we end up where we are
right now with the misuse and identity theft of Social Security
numbers.
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I just would hope that even in our collegiality, that in 2007, that
we will move forward to accomplishing some real things because all
of us sit here and say, “It is right here on my card. I call in to the
bank, I want to get my bank account number. I have got to give
my Social Security number, my mother’s maiden name,” and on
and on. We have accepted it as just part of the living in the United
States of America and accessing information, but we have got to
get further ahead and be serious about how we involve this. After
that nice little piece I have done, Mr. Chairman, I thank all of you
for the work that you do, but tell us what you need, let’s do it, let’s
not just sit here and allow people to continue to be put in harm’s
way as a result of misuse. I thank you, Mr. Chairman, for your
time.

Chairman MCNULTY. I thank Ms. Tubbs Jones, and I want to
assure her that Mr. Johnson and I have expressed our determina-
tion to move forward with some legislation rather than just talking
about the issue. Mr. Ryan has an additional inquiry.

Mr. RYAN. Thank you, Mr. Chairman. Mr. O’Carroll, I wanted
to follow-up on Ms. Tubbs Jones question, I want to ask you about
these no-match letters. This happens to us all the time where we
will have an employer that will call or write us and say they have
received a no-match letter from the Social Security agency where
they said, “Well, we have found that five people are claiming the
same number, we do not know if your employee is the right person
or the wrong person. You cannot fire the person, we are going to
do the investigation.” Then they typically have no follow-up from
thereafter. So they are caught.

So can you just walk me through what is the process and the
procedure at SSA, do you have what you need to do to find out who
people are or who they are not? How do you do this, do you just
do random audits of your database to see more than one claim on
a Social Security number? What do you do when you find four or
five people claiming the same number? What is the outcome? Can
you just explain this briefly to me?

Mr. O'CARROLL. Well, when the tax information goes to SSA
and that information is run against the SSA database, that is
where the no-match’s are coming out. It is all automated, it is auto-
matic, a letter is automatically sent out to the employer.

Mr. RYAN. So, every no-match that comes in is identified?

Mr. OCARROLL. Yes.

Mr. RYAN. Those that can be identified with an employer, a let-
ter is generated on it to that employer. Really it is an automated
process. On occasion, if there are a lot of them, SSA will contact
employers with a liaison service to see if they can help them but
for the most part it is a pretty passive action, where the letter goes
out, the employer is notified, the employer knows that the informa-
tion that he is given is incorrect and basically he or she is in-
structed to contact the employee and straighten it out. Then also
the employee is recommended to go to Social Security and Social
Security will then straighten it out with the employee.

Mr. RYAN. But since the employer just has an I-9 Form he or
she has to fill out, which they have to have some document, one
of what 29, I think thrown in front of them, they do not know
whether the person is legitimate or not, whether they are illegal or
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not, how then does the person proceed? They send the person to the
local Social Security office and then it is up to the Social Security
to use their best judgment to determine whether the person they
say they are or not, is that basically how this follow-up occurs?

Mr. O’'CARROLL. A lot of people follow up with the employee on
it, yes. But I have got to tell you in most cases, it can be rectified
at the employer/employee level in terms of the person does have
the work documents, the other documents for the employer to look
at and it can be resolved at that level. I have to tell you one of the
down sides of this one is that in many cases by the time the em-
ployers are getting these no-match letters, especially in transient
type industries, that employee is long gone and that is probably the
biggest issue on this thing is that, and it is one of the biggest prob-
lems with misuse of SSNs in the application process of it is that
if that person used false identification or purported to have a false
identification, was turned away from SSA initially or whatever, we
are never able to find that person because the information was all
false that they had and they are gone into society.

That is probably the biggest problem with the no-match letters
is that most cases are the biggest violators—or not violators, the
biggest recipients of no-match letters are large industries are very
transient. That is probably the biggest issue of it is that that em-
ployee is no longer there because it is a year later when the tax
information comes in.

Mr. RYAN. But it also seems like the way the system is config-
ured now, a person could still get away with possessing a wrong
Social Security number even through this system, correct?

Mr. OCARROLL. Yes.

Mr. RYAN. Even after the no-match letter person who really is
not who they say the are, using some other Social Security number,
could still continue using it?

Mr. OCARROLL. That does happen, yes.

Mr. RYAN. All right, thank you. Mr. Bertoni?

Mr. BERTONI. Yes, we did some work on that last year, the elec-
tronic suspense file whereby wages that do not match, the name,
date of birth, Social Security, end up in this file with billions of
records and, yes, in fact we have seen Social Security numbers with
all zeros, all 9s, all 8s, “ABCDEFG” that are being used and people
are working under them. We have recommended to IRS, DHS to
pick up the enforcement effort.

Mr. RYAN. Thank you.

Chairman MCNULTY. Thank you, Mr. Ryan. If there are no fur-
ther inquiries, I want to thank Mr. Bertoni, Mr. Winston and Mr.
O’Carroll for your testimony. It has been very helpful. We do in-
tend to try to move legislation. I would ask that the witnesses con-
tinue to be available to the Members and our staff as we try to
move in that direction, thank you very much.

In the interest of time, while panel three is coming to the po-
dium, I would just like to introduce the Members of the panel. We
have Justin Yurek, president of ID Watchdog of Denver, Colorado;
Stuart Pratt, president of Consumer Data Industry Association;
James D. Gingerich, director, Administrative Office of the Courts
of the Supreme Court of Arkansas, on behalf of the Conference of
State Court Administrators; Annie Anton, associate professor of
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Software Engineering, North Carolina State University, on behalf
of the Association for Computing Machinery; Marc Rotenberg, exec-
utive director of the Electronic Privacy Information Center; and
Gilbert Schwartz, partner of Schwartz & Ballen, LLP, on behalf of
the Financial Services Coordinating Council.

I want to thank all the witnesses for being here and sharing your
expertise today and for your patience in waiting for the other two
panels to testify. All of your statements will appear in the record
in their entirety. We would ask each one of you to summarize your
statement in as close to 5 minutes as you can. Just keep an eye
on the little device in front of you to give you an indication when
you should wrap up. So with a summary of your testimony, it
leaves a little bit more time for Members to make inquiries. I think
we will start with Mr. Yurek and go right down the line and hear
everyone’s testimony first and then allow the Members to inquire.
Mr. Yurek?

STATEMENT OF JUSTIN YUREK, PRESIDENT, ID WATCHDOG,
DENVER, COLORADO

Mr. YUREK. Thank you, Mr. Chairman and Members of the
Committee. My name is Justin Yurek and I am the president of ID
Watchdog Corp. ID Watchdog is an identity theft detection and res-
olution company that helps consumers to protect themselves from,
and resolve issues related to, identity theft. Our firm experiences
firsthand the pain and suffering of the consumer at the hands of
identity thieves and it is this pain that I wish to highlight to do.
Ultimately, the question of legislative reform comes down to an
analysis of the expenses incurred by business and government and
restricting access to sensitive data, such as Social Security num-
bers, versus the benefit such action would afford consumers. I wish
to illustrate these benefits to consumer victims by way of case
study. Rather than dealing with faceless statistics, I would like to
tell the story of one of ID Watchdog’s clients. I believe there is
great benefit in looking at the specifics of his one case to determine
general facts about all identity theft.

We first met our client, Charlie W., in April of 2006. Initially,
Charlie asked us to perform a full background check to ensure that
his personal data records were accurate. ID Watchdog pulled data
from thousands of databases that cover 13 crucial areas of con-
sumer information. The shocking results revealed the following in-
cidents in Charlie’s name which he was not responsible for. I apolo-
gize for the laundry list I am about to say, but I think all the de-
tails are important: Four traffic citations in Florida, Washington
and Arizona; three felony arrests for assault and harassment in
Washington; a conviction for assault where he served, supposedly,
144 days in jail in Washington; an active national warrant for ar-
rest in Washington for bail jumping; an active warrant for arrest
in Arizona for failure to appear; a newly issued driver’s license in
Florida; several thousand dollars of unpaid medical bills in Wash-
ington and Florida; and several thousand dollars of phantom 1099
income dating back to 1996.

A practicing Buddhist, Charlie had never had so much as a
speeding ticket, let alone felony arrests for assault. Additionally,
Charlie was a resident of Colorado and had never been to Florida,
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Washington or Arizona. Dismayed, he immediately engaged us to
assist in restoring his name.

A few weeks after Charlie engaged ID Watchdog to help him, his
employer did a routine background check. As a result, Charlie was
called into an office where he was to be fired, arrested and sent to
Washington to face the active warrants there. We quickly inter-
vened on Charlie’s behalf and by providing photographs and finger-
prints were able to save Charlie, termination, arrest and extra-
dition.

Along side these very direct problems, Charlie also suffered sig-
nificant secondary problems. First, his access to loans in order to
finance and expand his business was limited due to his damaged
credit reports. Second, he paid inflated car and medical insurance
rates as a result of his damaged driving and medical records.
Third, Charlie paid inflated interest rates on his mortgage and
other lines of credit due to his unfairly lowered credit score.

A month later, the thief who was plaguing Charlie’s identity was
tracked to a car dealership in Louisiana where he was attempting
to purchase a new vehicle using Charlie’s identity. We immediately
alerted the local sheriff’s office who dispatched an officer to con-
front the thief. Once on the scene, the officer found that without
an active warrant in Louisiana, he did not have proper cause to ar-
rest the thief and planned to let him go. In response, ID Watchdog
quickly called law enforcement officials in Washington state to
have them fax over the active national warrant to the Louisiana
authorities. After the Louisiana parish sheriff’s office was able to
Vet"if3£1 that the warrant was still active, the thief was finally ar-
rested.

The thief's real name was Hugh P. For more than 10 years prior,
Hugh had stolen Charlie’s wallet, which contained his driver’s li-
cense and health insurance card. The health insurance card had
Charlie’s Social Security number printed on it. Over the years,
Hugh had used Charlie’s identity in every brush with law enforce-
ment, whenever he needed medical treatment, and whenever he
had 1099 income which he did not want to claim for tax reasons.
In Hugh’s own words, “It was very easy to use his ID and Social
Security number. No one ever looks twice at them. To be honest,
I never dreamt I would be caught.”

The case of Hugh and Charlie illustrates the key problems with
the system as it stands today. Social Security numbers are over-
exposed and overused, giving thieves too much access to sensitive
data. Entities lack standard client authentication procedures lead-
ing to easy proliferation of the crime and law enforcement agencies
lack multi-jurisdictional cooperation and effective laws leading to
ineffective investigation and prosecution of the crime, as well as
fearless criminals.

I applaud the Committee’s commitment to this topic. As discus-
sions continue, I would ask that you focus on the three previously
mentioned areas when considering new legislation: Easily acces-
sible Social Security numbers, lack of client authentication prac-
tices and lack of multi-jurisdictional cooperation and effective laws
are at the heart of the crime’s popularity with criminals and there-
fore must be at the heart of any legislation aimed to stop identity
theft.
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Finally, as the Committee continues to develop improved legisla-
tion, I would ask they keep in mind individual stories, such as
Charlie’s, and the trials and tribulation that he experienced. After
all, hardworking, innocent, upstanding individuals like him will be
the true beneficiaries of effective legislative change.

Thank you very much.

[The prepared statement of Mr. Yurek follows:]

Prepared Statement of Justin Yurek, President,
ID Watchdog, Denver, Colorado

Mr. Chairman and members of the Subcommittee,

My name is Justin Yurek. I am the president and co-founder of ID Watchdog, a
Denver-based identity theft detection and resolution company. Since2005, ID Watch-
dog has assisted identity theft victims in resolving identity theft related problems.

Our comprehensive process encompasses all aspects of identity theft from detec-
tion of the crime, to scoping and resolution. During the process, ID Watchdog takes
a limited power of attorney and actually carries out the recovery process on behalf
of our clients. Based on this experience, we believe that we have a unique perspec-
tive on identity theft as we have interfaced with all applicable entities involved in
the problem—from law enforcement, to government, to creditors, to collection agen-
cies, to reporting agencies, and so on. In addition, our diverse client base has given
us the opportunity to deal with all types of identity theft—from financial, to crimi-
nal, to medical, to family identity theft, etc.

I appreciate the opportunity to share our broad-based familiarity with the topic
of identity theft and am happy to speak today about the role of Social Security num-
bers (SSNs) in identity theft and about the need to enhance SSN privacy.

Introduction:

The purpose of my testimony is to underscore the plight of the consumer in the
problem of identity theft. Often the problems of the consumer are overshadowed by
losses sustained by business interests affected by the crime. Unlike the direct-losses
absorbed by businesses, the effects of identity theft to an individual victim are con-
sequential damages, and therefore less quantifiable. Nonetheless, the effects of iden-
tity theft to individual victims are devastating. The problem of identity theft is not
a simple one and unfortunately continues to grow at an alarming rate. Identity theft
is the fastest growing white collar crime in America; growing from fewer than
100,000 cases in 2000 to over 10 million new cases in 2006. At the same time that
raw incidents of identity theft have grown, so has the scope and nature of the crime
itself. While largely associated with financial consequences, identity theft crimes
have gone well beyond credit reports into other more troubling areas. According to
Federal Trade Commission statistics, only 30 percent of crimes reported last year
were related to financial and credit report relevant matters. The newest and fastest
growi}rllgf segments of identity theft include medical, tax, and criminal related iden-
tity theft.

As the scope and nature of the crime broadens, we also see the time and energy
required to recover from the crime increasing. We are now faced with a crime that
is happening to more individuals and is simultaneously escalating in severity and
consequence for the victims. With current protections, identity theft is not a matter
of “if” for consumers; it is a matter of “when,” as everyone will ultimately become
a victim to some degree. These trends cannot be allowed to continue and the Sub-
committee is in an excellent position to affect significant improvement on the cur-
rent identity theft epidemic by enacting legislation that would directly affect the dis-
semination, use, and misuse of the social security number—undoubtedly the most
important weapon in an identity thief’s arsenal.

The Social Security number was not designed to serve as a universal, unique, per-
sonal identifier. However, it has developed over time to fill that role in government,
military, public and private sectors. Despite becoming the de facto standard, there
have been very few formal development efforts for the protection of this important
identifier, resulting in a dangerous imbalance between the importance and accessi-
biﬁty of the SSN on one hand, and the protections afforded to the individual on the
other.

I will detail a few case studies from ID Watchdog’s own client base to show the
problem of identity theft from a consumer point of view. I hope to illustrate the des-
perate need for legislative reform to ease the damage inflicted to a rapidly growing
number of citizens.
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Charlie W. realized that he was an identity theft victim when we performed a full
background check on him in April of 2006. Analyzing thousands of reports in 13 cru-
cial areas, ID Watchdog found the following fraudulent activity in Charlie’s name:
2 traffic citations in Florida, several thousand dollars in medical bills in Wash-
ington, a traffic citation in Washington for driving with a suspended license, 3 fel-
ony convictions in Washington, a record of 144 days spent in jail in Washington,
a warrant for his arrest for bail jumping in Washington, an arrest for DUI in Ari-
zona, a second warrant for his arrest for failure to appear in Arizona, a new drivers
license in Florida, a bill for an ambulance ride in Florida, and unaccounted-for 1099
income for work done in several states. Shortly after contracting with ID Watchdog
to resolve these issues, Charlie’s employer pulled a routine background check and
found all of this data as well. Charlie was threatened with termination from his job,
arrest, and extradition based on his active warrants. ID Watchdog intervened on his
behalf and Charlie was neither arrested nor fired. However, it took several months
of additional work to quash the outstanding warrants and to absolve him of the
fraudulent debts.

Charlie’s problems started a decade ago when the perpetrator of his identity theft
stole his wallet. The thief used Charlie’s identification documents including his So-
cial Security number to perfect his impersonation of Charlie. Despite not realizing
that he was a victim, Charlie suffered numerous damages during this 10-year pe-
riod. First, he paid inflated car insurance rates as a result of his damaged driving
record. Second, his access to loans in order to finance and expand his business was
limited due to his damaged credit reports. Third, Charlie paid inflated interest rates
on his mortgage and other loans and credit lines due to his erroneously negative
credit reports. These monetary damages were then coupled with the emotional dam-
age related to his close call with his employer as well as the stress of completing
the restoration process.

Anita J. became a victim of identity theft after she began applying for mortgages
online. Shortly after submitting her personal data to several mortgage brokerage
sites, fraudulent activity began occurring within Anita’s identity. Over the next sev-
eral months an industrious identity thief purchased four properties in Anita’s name.
The combined value of the mortgages attached to these properties approached $1
million. Anita took a hiatus from her mortgage shopping and it wasn’t until several
months later, when she began investigating new mortgages again, that she realized
she had been victimized. By the time she became aware of her problem; all four
properties had been placed in foreclosure. Non-payment of the mortgages had
dropped her credit scores more than 200 points. Collection companies eventually
found Anita and began to demand payment for the delinquent accounts. Anita’s
credit card companies noticed the sudden drop in her credit scores and began to
ratchet up her once low interest rates to above 20 percent. Appalled that all of this
had occurred, Anita began the arduous process of repairing this damage and win-
ning back her good name. Her efforts began to take a toll on her work. The long
hours she spent writing letters to credit bureaus, dealing with title companies re-
lated to the properties, and phone calls made patiently trying to explain to unsym-
pathetic collection agencies that “they had the wrong person,” eventually raised
Anita’s stress to unhealthy levels. She began to log the time she was spending on
the problem and surpassed 400 hours before finally enlisting our help.

Anita was quickly absolved of the debts that had illegally been acquired in her
name. However, the rest of her case demanded more attention. Removing the delin-
quent mortgages and foreclosures from each one of her three credit reports pre-
sented a significant challenge—even with police reports and clear evidence of her
innocence. Harder still was the removal of her name from public records related to
the foreclosure and title work of the properties. This kind of straight forward “new
account” ID theft is one of the most classic forms of the crime. Although the dollar
amount involved is extremely high, this case and the steps required to solve it rep-
resent a very large portion of the 10 million cases of identity theft reported last
year.

David H. realized that he was a victim of identity theft after he returned to the
United States from Japan, where he served in the US Air Force. David was victim-
ized not by one, but two separate thieves in different parts of the country. After re-
ceiving a couple of mysterious calls from collection agents, David checked his credit
report to find over 20 fraudulent accounts in his name. David was shocked to find
cell phone accounts, credit cards, utilities, and hospital bills that were in his name,
but that he did not open. Not only did David have no prior knowledge of these ac-
counts, he was not even in the United States when they had been opened. David’s
predicament quickly became worse when he was informed by his manager at work
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that he was being fired because a background check found a felony drug conviction
in Arizona. Once again, these alleged incidents occurred when David was abroad in
the Air Force. After a long, drawn out process that involved filing extensive paper-
work with the local magistrate in Arizona and reissuing a new driver’s license, the
arrest records were purged from David’s background. Additionally, he was eventu-
ally reinstated to his old job; however, David’s troubles were not yet over. Several
months later, David received notice from the state of Illinois that 60 percent of Da-
vid’s wages were to be garnished due to unpaid child support payments. Not sur-
prisingly, David had never met the woman who was receiving the payments, and
was not in the country at the time the child was conceived or born. After two weeks
of work and several in-person interviews with child services personnel, David was
absolved from the payments.

Military personnel have traditionally been at high-risk for identity theft because
of the military’s use of Social Security numbers for identification. The number is
often prominently displayed on ID cards and even on an individual’s bunks in some
cases. To date, David has spent one and a half years defending himself from false
accusations and restoring his good name. He has been subjected to harassment from
collection agencies, his credit score has been crushed, and he had to endure the hu-
miliation of being fired from his job under the stigma of a false criminal conviction.
He has been falsely accused of fathering illegitimate children and nearly lost 60 per-
cent of his income as a result. Adding final insult to injury, these problems all oc-
curred while David was actively serving his country during wartime. David’s case
is an example of how there is probably too much reliance by data brokers on the
Social Security number to authenticate the identity of persons in records from many
different sources. Today, the majority of David’s problems have been resolved and
deleted from his records, however he lives in constant vigilance, because the thieves
could go back to work at anytime.

In the criminal world, identity theft continues to grow in popularity. It is our
opinion that 3 driving factors have contributed to this rise in popularity, and that
these factors need to be addressed by any new legislation. These factors are:

1. The availability of the Social Security number.

2. The ease of use of this data to commit fraud due to lack of effective authentica-
tion procedures.

3. The lack of legal consequences for a thief.

Identity thieves perceive identity theft as a low risk/high payoff crime. This per-
ception will need to be altered to affect significant changes in the growth trends of
the crime.

The Availability of the Social Security Number

Social Security numbers are simply used too much. Before using an identity to
perform a crime, identity thieves must harvest personal identifying information
such as name and Social Security number. The flow and availability of this informa-
tion today affords thieves too many ways to obtain this data. Possible legislative
changes to consider in order to improve this situation could include the following:

Companies should be restricted from using the Social Security number for cus-
tomer identification purposes. The Social Security number should be removed from
easily accessible public records. Social Security numbers should be removed from all
forms of identification that might be lost or stolen. Social Security numbers should
never be sold to unaffiliated 3rd parties for any reason.

The Ease of Use of This Data to Commit Fraud Due to Lack of Effective Authentica-
tion Procedures

Once a thief has harvested a victim’s identifying information, he must now use
it for his own benefit. In almost all cases, slight modifications need to be made to
a victim’s identity before a crime can be committed. For example, a thief opening
a new credit card account would need to fill out a credit application. On this applica-
tion he would write the victim’s name and Social Security number, but his own ad-
dress and telephone number. With his own address on the application, the thief is
ensured that the new card will be shipped to him rather than to the victim himself.
With his own phone number, the thief will be able to call to activate the card from
a phone number that he controls. Additionally, the thief would sign the application
with his own signature, rather than the victim’s.

Standardized client authentication practices would greatly curtail potential iden-
tity thieves’ ability to materially use identifying information to commit crimes and
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should be considered for new anti-identity theft legislation. These practices should
include both high-tech approaches such as cross matching address history and name
against Social Security number; and low-tech approaches such as signature
verification. Such standards should be implemented universally for all entities that
maintain and use the Social Security number and should come with meaningful
penalties for non-compliance and negligence.

The Lack of Legal Consequences for a Thief

Other than the potentially easy and lucrative payouts of identity theft, thieves are
motivated to commit the crime due to a low prospect of facing prosecution. Two sub-
factors contribute to this perception of safety. First, existing legislation is too vague
and oftentimes too different from jurisdiction to jurisdiction to be effective. Further
clarification of penalties for the misuse of Social Security numbers and identity theft
along with stricter penalties should be considered in any new legislation. Second,
thieves currently exploit an environment of non-cooperation and non-communication
that exists among the many entities involved in the investigation of identity theft.
The result is a very low arrest rates for identity thieves. The multi-jurisdictional
nature of the crime is at the heart of this problem. It is imperative for an over-
reaching entity such as the Federal Trade Commission or the President’s Identity
Theft Task Force to coordinate between the various entities and jurisdictions in-
volved in the investigation and prosecution and to facilitate open channels of co-
operation and communication. With identity theft the thief and the victim are sel-
dom in the same place, and as such it is imperative that disparate law enforcement
agencies have the means to share information and resources.

The statistics about identity theft are frightening. The sheer number of victims
stands at an overwhelming 10 million per year. With such proportions, it is easy
to become numb to these figures; however, it is a useful exercise to look at specific
case studies to find general guidance for meaningful solutions. Additionally, it is
vital for all of us to remain in tune with the specific pain and suffering that these
crimes cause in order to maintain the proper motivation to find a solution. The Sub-
committee has shown great leadership and tenacity over the past seven years in
continuing to explore measures to limit identity theft. I implore you to continue your
efforts and hope that when considering the costs associated with changes in legisla-
tion (especially costs to business), those costs should be weighed against the benefits
that would be afforded to consumers such as Charlie W., Anita J., and David H.

Chairman MCNULTY. Thank you, Mr. Yurek.
Mr. Pratt.

STATEMENT OF STUART PRATT, PRESIDENT, CONSUMER
DATA INDUSTRY ASSOCIATION

Mr. PRATT. Mr. Chairman, Ranking Member dJohnson, and
Members of the Committee, thank you for this opportunity to ap-
pear before you today. My name is Stuart Pratt. I am president
and chief executive officer of the Consumer Data Industry Associa-
tion.

Let me start by saying that the CDIA supports efforts to limit
the sale and display of the Social Security number to the general
public. We also believe that sensitive personal information, like a
Social Security number, should be secured. But we also believe in
preserving the Social Security for legitimate uses for business to
business and business to government transactions. Some context I
think for that point is important. Forty million addresses change
in this country every year. Three million last names change due to
marriage and divorce. There are many other examples in our writ-
ten testimony but in fact most identifiers change and our names
are not unique. A unique identifier is important to fair information
uses.
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Consumers have expectations and the Social Security number
plays a role in meeting these expectations. Consumers expect data
about them to be accurate. Consumers want to be protected from
fraud. Data about them should be protected and secured. There are
Federal laws that exist today, and they are effective and the oper-
ation of these should be preserved. Some examples are the Gramm-
Leach-Bliley Act and the Fair Credit Reporting Act and there are
other examples in our testimony. But these laws restrict the use
and display of the Social Security number. They restrict how it can
be used, who can use it, and under what circumstances.

Responsible uses of the SSNs do meet, I think, consumer expec-
tations. This really just is not our view, the GAO concluded in a
2004 study that Social Security numbers are used to build tools
that verify an individual’s identity or match existing records since
there is no widely accepted alternative, and we agree. The report
further states that restricting business access to Social Security
numbers would hurt consumers and possibly aid identity thieves,
since it would be more difficult for businesses to verify an individ-
ual’s identity. Again, we agree.

The Federal Trade Commission in its own testimony has stated
that SSNs play a vital role in our economy, enabling businesses
and government and others to match information to proper individ-
uals. For example, consumer reporting agencies use SSNs to ensure
the data furnished to them is placed in the correct file, that they
are providing the right report for the consumer. SSNs are used for
locator services, to find lost beneficiaries, witnesses, law violators,
to collect child support, to enforce judgments.

But the SSN is not the final word on identity verification, and
I think that this point is very important. The SSN plays a role, it
is an important role, but data matching does not equate to identity
verification or authentication. Our Members in fact produce one bil-
lion fraud likelihood assessments each year. We also produce 1.4
billion identity verification assessments each year. It is not just
about data matching. Identity verification is much more. It is a
risk assessment based on the deployment of a range of tools that
consider matches of data, but they also consider application data.
They also consider timing of application and various components of
identity and whether or not they have been used previously in
fraudulent applications.

We also recognize that the Social Security number has value in
public records and this is important for this Committee’s consider-
ation. Public records play a vital role in our society. Bankruptcy
records, tax liens and judgments are part of a credit report. Public
records help in the location of missing and exploited children. Vali-
dating professional licenses is critical for the health care industry.
Without an SSN to tie these records together, a consumer can sim-
ply alter an address, change a name and separate himself or her-
self from the record. Preserving the SSN in public records is essen-
tial, but our Members do support State Government efforts to re-
dact the SSN from the display to the general public, and we think
there is good progress being made on that front.

Finally, some building blocks of good public policy should include
preemption. If you are going to establish a national standard, let’s
get it right and have a national standard and not a fifty-first state



125

law. Preserve the operation of current laws, like the Fair Credit
Reporting Act, and I think this is where we may differ with some
of the approaches thus far. The Fair Credit Reporting Act is a well-
established statute, as is the Gramm-Leach-Bliley Act, including
information safeguards. Ensure that the appropriate rulemaking
authority is bounded and that it takes into consideration small
business implications and the Regulatory Flexibility Act.

In conclusion, our Member’s uses of the SSN meet consumer ex-
pectations. Data used is accurate, fraud can be prevented, identi-
ties can be better verified, public records are useful in our society.
We appreciate this opportunity to testify, and we look forward to
your questions.

[The prepared statement of Mr. Pratt follows:]

Prepared Statement of Stuart Pratt, President,
Consumer Data Industry Association

Chairman McNulty, Ranking Member Johnson and members of the subcommittee,
thank you for this opportunity to appear before you today to discuss the importance
of Social Security numbers. For the record, my name is Stuart Pratt and I am presi-
dent and CEO of the Consumer Data Industry Association.t

Our members applaud this committee for the thoughtful and open dialogue that
you have fostered regarding how Social Security numbers are used, to identify risks
associated with such use, and to address these risks in a reasonable, targeted fash-
ion.

As a preliminary matter, CDIA supports efforts to limit the sale and public dis-
play of Social Security numbers. CDIA’s members do not publicly sell or display So-
cial Security numbers to the general public, and we oppose such activity. However,
as will be discussed below, such restrictions have to be carefully considered, bal-
anced and bounded so that restrictions on use do not interfere with legitimate busi-
ness uses of SSNs to detect and prevent ID theft and financial fraud and for other
beneficial purposes.

e The SSN is the only unique, individual identifier that follows a person
throughout their lives, literally from the time they are born.

SSNs are important to the smooth operation of today’s economy because there is
no other single identifier that serves the same purpose as effectively as the SSN.

Although there are other identifiers that may serve similar purposes in some con-
texts, there are no other identifiers that serve this role across all individuals and
circumstances.

For instance, name and address can’t be used because they are too common,
change due to marriage and divorce, and, according to the U.S. Census Bureau, 42
million consumers move every year. Even for consumers who’s address and name
are constant, they do not always use their identifiers inconsistently (i.e., in some
instances they will use a nickname, and may inconsistently use their generational
designations (e.g., III, or Sr.)). There are also times where consumers themselves
make mistakes when completing applications. Thus, a consumer’s identifiers may be
presented in different ways in different databases and, in some cases, the data may
be partially incorrect. Further, personal identifiers such as name and birthday, are
generally not as unique as we may believe they are.

Further, the use of other alternatives that could possibly serve as a substitute for
]a;n ISSN, such as a cell phone number or driver’s license number, is often restricted

y law.

Thus, the SSN is a truly unique identifier.

As the only unique identifier, the use of the SSN has migrated beyond simply
keeping track of social security payments, even within the Federal Government
itself. For example, it is used for tax purposes, Selective Service registration, em-
ployment verification, the provision of government benefits and a host of other uses.

1CDIA, as we are commonly known, is the international trade association representing over
300 consumer data companies that provide fraud prevention and risk management products,
credit and mortgage reports, tenant and employment screening services, check fraud and
verification services, systems for insurance underwriting and also collection services. As we will
discuss below, the secure and protected use of the social security number (SSN) is an important
key to the effectiveness of these systems and services.
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In addition, the use of the SSN is often mandated by the Federal Government. For
instance, the Treasury Department regulations regarding PATRIOT Act compliance
for financial institutions in many instances requires financial institutions to use the
consumer’s full SSN, as obtained from “trusted [private] sources,” such as credit bu-
reaus.

Additionally, many State laws require the use of the SSN for a wide range of im-
portant purposes dependent on accurate identification. For instance, to meet re-
quirements of the law, government data often must be cross-checked or enhanced
with data from private sector databases.

For the private sector, the role of the SSN is that it serves as a unique identifier
that is permanent, so a consumer cannot voluntarily relinquish it in bad times, and
it is consistent across various systems. For example, a financial institution, a wire-
less communications company and a hospital can all rely on the same identifier for
widely divergent purposes, all to help ensure that the individual before them is the
person they believe is before them. Said differently, after having verified that a con-
sumer is legitimate, a bank, for example, can then create a unique identifier such
as a customer or PIN number. But as long as the bank is dependent on third-party
sources to cross-check applicant data, unique identifiers must cut across external
data sources.

CURRENT LAW PROTECTS THE PUBLIC FROM INAPPROPRIATE USE

There are several federal and state laws and regulations that restrict the use or
disclosure of SSNs, including: the Gramm-Leach-Bliley Act (15 U.S.C. 6826(b)) and
its implementing regulations (“Privacy Rule”); the Fair Credit Reporting Act (15
U.S.C. 1681 et seq.); Section 5 of the FTC Act (15 U.S.C. 41-51); the Fair Debt Col-
lection Practices Act (15 U.S.C. 1601 et seq.); the Health Insurance Portability and
Accountability Act (Pub. L. 104-191); and the Drivers Privacy Protection Act (18
U.S.C. 2721 et seq.). Together, these laws restrict the use and display of SSNs, how
they can be used, who they can (and can’t) be shared with, and under what cir-
cumstances.

The use of the SSN by Credit Reporting Agencies (CRAs), for instance, is gov-
erned by both the FCRA and, in most instances, GLB as well. These statutes limit
how and when CRAs can disclose SSNs, to whom, and under what circumstances.

For instance, many CDIA-member products are focused on helping consumers to
gain access to the goods and services for which they apply—assisting a lender or
other service provider in determining a consumer’s eligibility. These products are
regulated under the Fair Credit Reporting Act (15 U.S.C. 1681 et seq.) as “consumer
reports.” Eligibility determinations include applications for any type of credit includ-
ing unsecured credit, home purchases, auto financing, home equity loans, as well
as for insurance of all types, employment, government benefits, apartment rentals,
and for other business transactions initiated by the consumer.

The FCRA, enacted in 1970, has been the focus of careful oversight by the Con-
gress, resulting in significant changes in both 1996 and again in 2003. There is no
other law that is so current in ensuring consumer rights and protections are ade-
quate.

Similarly, some fraud detection tools are regulated under GLBA, and the use of
data regarding those products is similarly circumscribed.

Beneficial Uses of the SSN

Because the SSN allows for consistency across various systems and data bases,
there are a number of ways that the SSN is used that benefits consumers. Further,
without the availability of the SSN, many of the products and services that con-
sumers take for granted today could become more scarce.

For instance, CDIA’s members produce a range of critical consumer data products
which bring great value to individual consumers, to society, and to the nation’s econ-
omy. Our members design products used for determinations of a consumer’s eligi-
bility for a product or service, to prevent identity theft and fraud and to aid in the
location of consumers for a variety of reasons.

(1) Proper File matching: Ensuring that data goes to the right file, and is reported
about the right individual.

Lydia Parnes, Director of the Bureau of Consumer Protection at the Federal
Trade Commission, recently testified about the importance of Social Security num-
bers before the Senate Judiciary Subcommittee on Terrorism, Technology and
Homeland Security:

“SSNs play a vital role in our economy, enabling businesses, government, and oth-
ers to match information to the proper individual. For example, consumer reporting
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agencies use SSNs to ensure that the data furnished to them is placed in the correct
file, and that they are providing the right credit report for the right consumer. SSNs
also are used in locator databases to find lost beneficiaries, witnesses, and law viola-
tors and to collect child support and other judgments. Employers must collect SSNs
for tax reporting purposes, and health care providers may need them to facilitate
Medicare reimbursement.” She went on to say that “the SSN is valuable in enabling
entities to match information to consumers. With 300 million Americans, many of
whom share the same name, the SSN presents significant advantages as a means
of identification because of its uniqueness and permanence.”

Financial institutions and others rely on full and complete information from credit
bureaus. Complete information is necessary if the appropriate information is to be
placed in the proper consumer account. As an example, a financial institution may
obtain information from a credit bureau on its customer named Tom Jones. As you
can imagine, there are thousands of Tom Joneses in the country. In fact, it is likely
that many Tom Joneses share the same last four digits of their SSN. Therefore, a
report with information pertaining to Tom Jones with the last four digits of 1234
may not provide the financial institution with sufficient information to determine
to WHICH Tom Jones the report refers.

SSNs, therefore, help to ensure that our members are more likely to load data
to the correct file with a high degree of precision. This is particularly true where
a new account has been opened and is being added to the consumer’s file for the
first time. Consumer reporting agencies of all types have, under the Fair Credit Re-
porting Act, a duty to maintain reasonable procedures to ensure the maximum pos-
sible accuracy of the file; SSNs help them meet this requirement.

SSNs also help to ensure that the proper consumer’s file is produced when a con-
sumer applies for a benefit under the FCRA. If a consumer reporting agency cannot,
with precision, identify the proper file of the consumer, it returns a message to the
creditor indicating that no record was found. This result would likely lead to far
higher credit denials for consumers due to the inability of the creditor to review the
consumer’s credit history. Said differently, the Fair Credit Reporting Act certainly
does not contemplate the consumer reporting agency “taking a guess“ as to which
consumer’s file must be accessed and thus this current liability coupled with the ab-
sence of the SSN would seriously impinge on the way in which credit is granted in
this country today.

(2) Identity Verification to Prevent Identity Theft and Fraud

A number of CIDA members produce products that are used by financial institu-
tions, insurance companies and others to verify the identity of an individual and en-
sure that the person they are interacting with is who they say they are. These prod-
ucts are very effective in detecting and preventing identity theft and financial fraud
before it happens.

The SSN helps businesses to prevent fraud by cross-checking applicant data
against various other data sources in order to authenticate the consumers’ identity.
Absent the use of an SSN, these systems will be far less likely to trigger security
protocols, which prevent the crime of identity theft.

In 2004, the GAO conducted a study on Social Security numbers, and concluded
that “information resellers, credit reporting agencies and health care organizations
use social security numbers to build tools that verify an individual’s identity or
match existing records since there is no widely accepted alternative.” The report fur-
ther states that “restricting business access to social security numbers would hurt
customers and possibly aid identify thieves since it would be more difficult for busi-
ness to verify an individual’s identity.”

(3) Other specific products and services are enabled and enhanced through the
availability of the SSN:

Access to home ownership: Every homeowner benefits from a credit reporting
system that reduces the costs of all mortgage loans by a full two percentage points,
thus putting literally thousands of dollars in disposable income into their pockets.
Homeownership is no longer a luxury of the well-to-do, but is a truly democratized
American dream enjoyed by nearly seventy percent of the population.2 The SSN
helps to facilitate the efficient operation of this system, as described above.

Child support payment enforcement: Access to SSNs dramatically increases
the ability of child support enforcement agencies to locate non-custodial, delinquent
parents (often reported in the news with the moniker “deadbeat dads”). For exam-
ple, the Financial Institution Data Match program required by the Personal Respon-

2 Kitchenman, Walter., U.S. Credit Reporting: Perceived Benefits Outweigh Privacy Concerns,
Pp. 5 (1998).
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sibility and Work Opportunity Reconciliation Act of 1996 (PL 104-193) led to the
location of 700,000 delinquent individuals being linked to accounts worth nearly
$2.5 billion. Child support enforcement agencies report that their efforts are far
more effective when they have access to the parent’s SSN. One agency reports that
they are able to locate fully 80 percent more delinquent non-custodial parents when
the SSN is available, and the Association for Children for Enforcement of Support
(ACES), a private child support recovery organization, has stated that social secu-
rity numbers are the most important tool for locating parents who have failed to
pay child support.

Locator Services—SSNs are used routinely by law enforcement to locate miss-
ing children, fugitives and witnesses to crimes. The ability to conduct an informa-
tion search using an SSN is essential. Restrictions on access to SSNs in government
records would hamper the ability of law enforcement to obtain this vital informa-
tion. Further a number of states report that use of SSNs to match across data bases
has greatly reduced entitlement fraud. For example, Pension Benefit Information
(PBI), a private company that locates former employees that are due pension bene-
fits, has indicated that in many cases the SSN becomes the only link between an
employer and their former employees with vested benefits. Employees move, marry
and change their name, but the one thing that remains constant is their SSN.

Locating sex offenders—SSNs are used to locate registered and unregistered
sex offenders. There are over 560,000 sex offenders in the U.S. Approximately twen-
ty-four percent of these individuals fail to comply with address registration require-
ments mandated by law. Access to SSNs allows law enforcement to locate sex of-
fenders even when the registration address has not been kept current.

Employment/security screening: As discussed above, SSNs serve as vital links
among disparate records that help businesses verify prospective employees’ identi-
ties and conduct thorough, accurate background checks to ensure workplace safety
and business security.

Small business B-to-B transactions: An SSN is the key business entity identi-
fier to virtually all sole proprietorships or partnerships; as a result, SSNs are nec-
essary to facilitate business-to-business transactions between small businesses.

Securitized credit markets: Confidence in the U.S. securities market is made
possible by accurate financial histories compiled using the SSN as a key identifier.
Restricting use of the SSN could undermine confidence in these securities, resulting
{n substantially higher consumer costs for credit, including mortgages and auto
oans.

Insurance fraud prevention—Insurance companies use public record informa-
tion compiled using social SSNs to detect fraudulent insurance claims. According to
the National Fraud Center, the average American household pays $200 to $400 a
year in additional insurance premiums to offset the cost of fraud. This cost would
likely increase if companies do not have the information they need to detect and
prevent fraud.

(4) Additionally, without the use of the SSN, consumers would suffer harm:

Incomplete data harms consumers: There would likely be an decrease in the
ability of consumer reporting agencies to properly match incoming information to
the correct consumer about whom the information relates. Think about the con-
sequence to consumers of having a consumer credit report that does not contain all
of thie accounts that they pay on time and which makes them eligible for the lowest
cost loans.

Incomplete data harms our banking system: The absence of the SSN would
also put at risk the safety and soundness of lending decisions due to less informa-
tion being included in consumer credit reports due to data matching problems.

Incomplete data prevents consumer access to goods and services: Think
about the consequence for consumers when a consumer reporting agency cannot lo-
cate the proper file on a consumer and thus a lender, insurer or other service pro-
vider wanting to do business with the consumer has to deny the application, or the
consumer has to pay higher rates.

INFORMATION SECURITY AND THE SSN

As discussed above, the use of data like the SSN actually helps to prevent fraud
and identity theft, by enabling better authentication of consumers, so that a lender
knows that a loan applicant is you, and not an identity thief.

However, concerns have been raised that the SSN is a “key,” and all a potential
identity thief needs to “unlock” a consumer’s credit—that simply is not true.
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There are 2 basic types of financial fraud that may be perpetrated against an in-
dividual. The first is fraud against a person’s existing accounts, such as credit card
fraud, where a thief obtains your account number or credit card, and charges items
to that card or drains your existing bank account. While those instances are prob-
lematic, and may cause a consumer some stress while getting those problems rec-
tified, they do not cause any long-term harm to the consumer; they suffer no finan-
cial liability, and such fraud does not impact their credit in any way. More than
2/3rds of all “identity theft,” as identified by the FTC, falls into this category.

The second, and more serious type of financial fraud is what we term “real name”
fraud, where a fraudster obtains a person’s sensitive personal information, such as
their SSN and other information, and somehow fools a lender into thinking that
they are that person. This may enable the thief to open new credit accounts in a
victim’s name without the knowledge of the victim. While the victim is ultimately
not responsible for the financial harm, this type of fraud can have serious repercus-
sions for the victim.

As discussed, while obtaining a person’s SSN may potentially make them suscep-
tible to identity theft, it takes a lot more information, and the ability to use it in
a way that thwarts the fraud detection tools in place, to commit “real” identity theft.
Further, the SSN plays a major role in helping to stop such fraud, as well.

The availability of MORE information, rather than less, is the key to reducing re-
liance on the SSN. Database matching is often like finger-print matching—the more
unique data points there are, the more ability there is to identify and authenticate
an individual. Further, each piece of data reduces the reliance on every other piece.
IS-Ié)I\iIvever, Congress has limited the use of alternatives, increasing the reliance on

s.

For instance, there are other unique identifiers that could help reduce the reliance
on SSNs, such as Driver’s License numbers, that do exist. However, the Driver’s Pri-
vacy Protection Act (DPPA) has limited the ability of data base companies to utilize
those to supplement, or even supplant, the use of SSNs.

Wireless cell phone numbers also have the potential to serve that purpose. How-
ever, while those numbers are not used for telemarketing, Congress has, in other
contexts, considered limiting the utility of these numbers for identification and
fraud detection purposes, as well.

PUBLIC RECORDS AND THE SSN

Public records play a vital in our society and bring value to the consumer. Bank-
ruptcy records, tax liens and judgments are part of consumer “credit” reports used
by lenders to make decisions that implicate safety and soundness. Records of evic-
tion are critical to landlords who must themselves pay the bills and attempt to lease
properties to consumers who will do the same. Validating professional licenses for
employment screening agencies is yet another use of public records, as is accessing
criminal histories.

Through the development of nationwide databases of public record information,
our members have solved the problems inherent in having to search through tens
of thousands of federal and state court houses and agency databases. In this way,
the SSN is as important an identifier in a public document as it is in a private-
sector database. It is a critical identifier for all of the data management reasons we
discuss above. Without an SSN, a consumer can simply alter a few items of informa-
tion, such as moving to a new address, or even changing a name and thus separate
himself/herself from a bankruptcy record, a tax lien, a record of eviction and even
a criminal history, in some cases. Clearly this is not a positive outcome for con-
sumers or for American businesses which are on the front lines of making, for exam-
ple, fair and accurate risk based lending and employment decisions, while at the
same time fighting identity theft and fraud.

Some federal proposals have suggested that state agencies must limit access to
the SSN. The concern of the CDIA’s members is that this apparent unfunded man-
date will drive under-funded state agencies to either stop requesting the SSN when
Is)téocessing vital records, or to simply deny all access to public records containing

Ns.

It is important that public records, including those records containing SSNs, con-
tinue to be made available. The open public records system is the cornerstone of the
U.S. democracy and economy.

The debate about the presence of the SSN in public records has suggested a pos-
sible binary solution, where SSNs could be made available electronically for certain
entities, but could possibly be redacted for publicly available electronic documents,
though costs associated with such an unfunded mandate will have to be addressed.
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It is encouraging to hear state court organizations discussing strategies for pro-
tecting SSNs, and CDIA will continue to engage in these dialogues.

However, while CDIA believes that disclosure of the SSN to the general public
must be addressed, we also believe that public records must be made available, in-
cluding SSNs, to those with an appropriate need. Ultimately, dialogue with state
and federal agencies coupled with the advancement of technologies will address con-
cerns about public records which contain SSNs. An unfunded mandate will desta-
bilize the system of public records which is so important to our democracy.

¢ Some Additional Notes on Other Important Issues:

Finally, there are a few additional issues I would like to highlight before I con-
clude:

¢ Legitimate business uses:

It is important that any restrictions imposed on the sale or display of SSNs con-
tain exceptions for legitimate business uses such as identity verification; detecting,
preventing and investigating ID theft and fraud; locating individuals; collecting
child support and other lawful debts; and for any purposes permitted under the Fair
Credit Reporting Act and Gramm-Leach-Bliley Act.

e Preemption:

Ensuring that the Social Security number issue is addressed in a uniform fashion,
so that all consumers are protected, is a vital component of this debate. Any legisla-
tion that would restrict the sale or display of SSNs must contain federal preemption
so that businesses are subject to a single, national law rather than having to comply
with various state laws all with differing and potentially conflicting requirements.

¢ Exempt Current Law

As discussed previously, SSNs are broadly covered by a whole host of current stat-
utes. Instead of adding an additional compliance burden on top of those laws, we
would urge the Committee to exempt practices already covered under existing laws.

e Minimize Rulemaking Authority

Because so many business practices rely on stable laws, CDIA would urge the
Committee to codify any changes to current law, to the extent possible, rather than
granting broad authority to the regulatory agencies.

e Further Assisting Identity Theft Victims: Provide the Ability to
“Ping” the SSN Database

CRAs utilize very sophisticated tools to ensure the accuracy of their systems.
However, in rare cases of identity theft, it would be useful for us to have the ability
to cross-check our databases to determine if a particular SSN is associated with a
particular person. This would be very useful in further helping ensure the accuracy
of our databases, and could help contribute to the accuracy of our databases and
the ability to help correct the records of Identity Theft victims.

CONCLUSION

In conclusion, you can see that the underlying theme in the discussion of SSN
uses is that of balance and ultimately ensuring the security of the number. Law
that imposes national uniform information security regulations on all who possesses
the SSN in combination with a person’s name and address, is the most responsible
and constructive focus for Congress. In contrast, law that overreaches in attempting
to limit use of the SSN is likely to merely take fraud prevention tools out of the
hands of legitimate businesses at the expense of consumers.

Ironically, to prevent fraud you must be able to crosscheck information. To main-
tain accurate databases, you must be able to maintain a range of identifying ele-
ments. Absent the availability of the SSN, we will be less able to build accurate
databases, to accurately identify records and to help prevent identity theft through
the development of fraud prevention and authentication tools.

Ultimately consumers expect us all to accomplish the goals of protecting and se-
curing the SSN, and also ensuring the accuracy and effectiveness of databases
which contain information about them.

Thank you for this opportunity to testify.

Mr. JOHNSON. Thank you, Mr. Pratt.
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Mr. Gingerich, you may testify.

STATEMENT OF JAMES D. GINGERICH, DIRECTOR, ADMINIS-
TRATIVE OFFICE OF THE COURTS, SUPREME COURT OF AR-
KANSAS, ON BEHALF OF THE CONFERENCE OF STATE
COURT ADMINISTRATORS, WILLIAMSBURG, VIRGINIA

Mr. GINGERICH. Thank you, Mr. Johnson and Members of the
Committee. It is an honor to appear before you to have the oppor-
tunity to share with you some of the work which has already been
done and is being actively considered in our Nation’s state court
systems in this very important area of balancing the public access
to court records with privacy concerns of individuals.

As to the specific topic of the hearing today, our country’s state
court systems have been quite active, as this Committee has, in
recognizing the serious threat to personal privacy which comes
from public access to personally identifying information, such as
the Social Security number. Previously, in hearings of this Com-
mittee, members of COSCA have testified about the work under-
taken by the Conference of Chief Justices and the Conference of
State Court Administrators in 2000 and 2001 to develop a rec-
ommended comprehensive policy on access to court records and
suggested that those guidelines be adopted by every state supreme
court in the United States. On August 1, 2002, CCJ and COSCA
adopted the resolution endorsing the guidelines and encouraging
their adoption.

I am pleased to report that since that testimony, 20 state su-
preme courts have adopted the guidelines, another eight states
have made revisions to their previously adopted rules based upon
the guidelines and five states have commissions currently under-
way considering adoption of the guidelines.

About 60 days ago, my own state of Arkansas became the most
recent state to adopt a comprehensive policy after almost 2 years
of study and debate. We utilized the recommended guidelines, as
well as the good work which has been done in many of our sister
states. As it relates to the Social Security number, let me just read
you the rule that has now been adopted by the Arkansas Supreme
Court. It applies to every court record in the state, whether it is
a paper record or an automated record and whether it lies in the
supreme court building or any rural courthouse in the state.

“The following information in case records is excluded from pub-
lic access and is confidential absent a court order to the contrary

. number four, Social Security numbers; number five, account
numbers of specific assets, liabilities, accounts, credit cards and
personal identification numbers; and number eight litigant ad-
dresses and phone numbers.” Those three exceptions were all borne
out of our concern about, and our many hours of debate about, the
very real problem of identity theft. I have to suggest however that
there were some things that we learned along the way to guide
how we now implement that policy, which I think are consistent
with your purposes.

First of all, the suggestion that we should simply ban the use of
the Social Security number from any non-Social Security related
activity is not good public policy and has serious negative con-
sequences on the efficient and accurate operation of State court
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systems. It also conflicts with many other important public policy
goals, adopted both at the state level and at the Federal level,
which require the use of a Social Security number. I will not go
into all of the issues, but I think my written testimony recites the
many, many ways in which courts legitimately and appropriately
have need for that information to do the work of a court system,;
for example when judges need accurate and verifiable information
in order to enter decisions about assets and income, especially in
family law cases, and in some states for the accurate identification
of parties. In Arkansas, we do not use the Social Security number
at all in criminal cases but, for example, in our juvenile justice sys-
tem, both in dependency and in delinquency cases we use it in
order to accurately identify an individual. Our state public policy
suggests that we are not going to fingerprint children and so it is
the only way in which we can accomplish that. Those records are
segregated and sealed but nonetheless it is an appropriate use of
the Social Security number. There many other ways. So, for Arkan-
sas it was not the case of barring the use of the Social Security
number but in implementing policies to protect the information
from unnecessary disclosure.

There is a second thing we learned; eliminating or restricting ac-
cess to the Social Security number when the collection of the Social
Security number has been required by the court or is otherwise re-
quired by state or Federal law in the future is an appropriate pol-
icy which we support and which we intend to implement.

As to the “in the future,” our own rule adopted by the Supreme
Court in Arkansas provides that the implementation date will
apply only to records that are created after January 1, 2009. After
looking at the scope of the issues for those files that resided in
courthouses in millions of records in 75 county courthouses across
Arkansas, it is simply impossible for us to expect that local officials
in those courthouses were going to have any ability to go back and
redact all of those records. So, we looked forward in terms of doing
the best we could.

I should add, however, that our court specifically provided au-
thority for the local court officials to redact earlier records if they
are able to, and that will probably happen on a case by case basis.
To the extent that collection of the Social Security number is re-
quired by the court, when courts are asking people for the informa-
tion ourselves, we can control it, we can manage it; and so in Ar-
kansas we will adopt a rule similar to that which already exists in
Washington, Minnesota and North Dakota to separate that infor-
mation in a separate court file, with only the main file being avail-
able to the public. The information like the Social Security num-
bers will be in a separate file and will be unavailable, either in
paper or in the automated record. When the Social Security num-
ber is otherwise provided in a pleading, for example, or in some-
thing that is presented by a lawyer to the court, we have very little
control over that; but Arkansas will adopt a rule that requires the
attorneys or parties to protect that information.

I realize I am out of time, Mr. Chairman, and I would just say
in conclusion that we recognize the problem. I think our state su-
preme courts are doing a pretty good job of trying to get to the im-
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plementation of the policy which you desire, and we are looking for-
ward to working with you and the Committee in that effort.

Thank you.

[The prepared statement of Mr. Gingerich follows:]

Prepared Statement of James D. Gingerich, Director, Administrative
Office of the Courts, Supreme Court of Arkansas, on behalf of the
Conference of State Court Administrators, Williamsburg, Virginia

Mr. Chairman and Members of the Subcommittee,

The Conference of State Court Administrators (COSCA) is pleased to present tes-
timony on today’s hearing on protecting the privacy of the social security number
from identity theft.

SUMMARY

Mr. Chairman and members of the subcommittee, the state court community has
been grappling with the issue of protecting privacy as it relates to court records for
the past few years. We are taking a proactive stance in protecting the privacy of
individuals and their social security numbers, while at the same time maintaining
traditional open court access. Today, we will share examples of what state courts
that are doing on this via the approval of court rules.

In collaboration with the Conference of Chief Justices (CCJ), we established a
project entitled “Public Access to Court Records: CCJ/COSCA Guidelines for Policy
Development by State Courts,” which outlines the issues that a jurisdiction must
address in developing its own rules, and provides one approach. The Guidelines
touch on the use of social security numbers (SSNs) in court records as well as other
private information. The entire text of the Guidelines can be found online at http:/
www.courtaccess.org/modelpolicy/180c¢t2002FinalReport.pdf. Both CCJ and COSCA,
adopted a resolution endorsing the Guidelines and urged the states to address them.

Mr. Chairman, SSNs are pervasive in state court documents and procedures. The
testimony that follows gives the subcommittee numerous examples of how we use
SSNs in day-to-day court proceedings. For example, we use SSNs to insure that
judges have the best evidence available to them. We also use SSNs to collect fines
and restitution. In addition, many SSNs appear in the public record in many types
of court cases including, but not limited to, bankruptcy, divorce and child support
cases. My testimony also details the federal requirements imposed on us to collect
SSNs for various reasons, for example, to track parents who are not paying child
support.

Mr. Chairman, we stand ready to work with you to craft solutions to address the
problem of identity theft. We want to do our part to eliminate it. We are at the same
time concerned about the effort to require us to redact or expunge SSNs that appear
in public records. We feel that this type of requirement would impose an unfunded
mandate on state courts in this country. The cost to fulfill this requirement would
be high because many SSNs appear in paper documents as well as other hard-to-
redact microfilm/microfiche.

ABOUT COSCA

Before I begin my remarks, I would like to provide some background on our group
and our membership. I submit this testimony on behalf of the Conference of State
Court Administrators (COSCA). The National Center for State Courts, of which I
am President, serves as secretariat to COSCA. COSCA was organized in 1955 and
is dedicated to the improvement of state court systems. Its membership consists of
the principal court administrative officer in each of the fifty states, the District of
Columbia, the Commonwealth of Puerto Rico, the Commonwealth of the Northern
Mariana Islands, and the Territories of American Samoa, Guam, and the Virgin Is-
lands. A state court administrator implements policy and programs for a statewide
judicial system. COSCA is a nonprofit corporation endeavoring to increase the effi-
ciency and fairness of the nation’s state court systems. As you know, state courts
handle 98 percent of all judicial proceedings in the country. The purposes of COSCA
are:

e To encourage the formulation of fundamental policies, principles, and
standards for state court administration;

e To facilitate cooperation, consultation, and exchange of information by
and among national, state, and local offices and organizations directly
concerned with court administration;



134

e To foster the utilization of the principles and techniques of modern
management in the field of judicial administration; and

e To improve administrative practices and procedures and to increase
the efficiency and effectiveness of all courts.

Although I do not speak for them today, I also would like to tell you about the
Conference of Chief Justices (CCJ), a national organization that represents the top
judicial officers of the 58 states, commonwealths, and U.S. territories. Founded in
1949, CCJ is the primary voice for state courts before the federal legislative and ex-
ecutive branches and works to promote current legal reforms and improvements in
state court administration. COSCA works very closely with CCJ on policy develop-
ment and administration of justice issues.

STATE COURTS ARE RESPONDING TO PRIVACY CONCERNS

Mr. Chairman, let me begin by informing you of the progress that many state
courts are making to protect individual privacy rights, while maintaining the Amer-
ican tradition of open courts. Through court rules, state court systems are changing
their procedures for viewing and accessing court records as they relate to the ap-
pearance of social security numbers. Washington State, for example, is establishing
a procedure for “sealing” family case court records containing privileged information
such as social security numbers and financial information. In effect, Washington is
creating two sets of records: a public and a private one. Vermont is placing the bur-
den on parties to expunge or redact social security numbers from papers filed with
the court. Minnesota is requiring that parties in a divorce case fill out a confidential
information sheet, which contains social security numbers, to be kept separate from
the official record. South Dakota adopted a rule that protects SSNs and financial
account number information by requiring these numbers to be redacted from docu-
ments and submitted to the Court on confidential information forms.

In addition to the proactive stance we are taking to this issue, we are also re-
sponding to some of the demands placed on our court systems by state legislatures
and governors. In 2005, 53 bills were signed into law by governors dealing with so-
cial security number privacy. That’s 17 more than in 2004; an increase of 46 per-
cent. These bills range from simple prohibition of displays of SSNs on public records
to new expansive criminal and civil statutes that punish wrongdoers and those that
traffic in social security numbers as a means to steal a person’s identity. In the 2006
sessions, state legislatures considered 176 measures dealing with social security
numbers and privacy. Again, this number is an increase over the prior year.

At the direction of the CCJ and COSCA leadership, we established a special sub-
committee of the CCJ/COSCA Court Management Committee to explore privacy pro-
tection innovations and share them with the Congress and the Administration. This
committee meets twice a year at our annual and mid-year meetings. This sub-
committee has been researching the issue and is responsible for compiling examples
of best practices in this area that I am presenting today.

NATIONAL EFFORT TO CRAFT PUBLIC ACCESS GUIDELINES TO COURT
RECORDS

Our project entitled, “Public Access to Court Records: CCJ/COSCA Guidelines for
Policy Development by State Courts” was a joint effort of CCJ/COSCA and the
NCSC to give state court systems and local trial courts assistance in establishing
policies and procedures that balance the concerns of personal privacy, public access
and public safety.

The State Justice Institute (SJI) funded this project in 2001 and it was staffed
by the NCSC and the Justice Management Institute. The project received testimony,
guidance and comments from a broad-based national committee that included rep-
resentatives from courts (judges, court administrators, and clerks), law enforcement,
privacy advocates, the media, and secondary users of court information.

The Guidelines recommend the issues that a jurisdiction must address in devel-
oping its own rules governing public access. The Guidelinesare based on the fol-
lowing premises:

e Retention of the traditional policy that court records are presump-
tively open to public access

e The criteria for access should be the same regardless of the form of the
record (paper or electronic), although the manner of access may vary

e The nature of certain information in some court records is such that
remote public access to the information in electronic form may be inap-
propriate, even though public access at the courthouse is maintained
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e The nature of the information in some records is such that all public
access to the information should be precluded, unless authorized by a
judge

e Access policies should be clear, consistently applied, and not subject to
interpretation by individual courts or court personnel

The Guidelines Committee examined the use of SSNs in current court practices.
They looked at the inclusion of SSNs in bulk distribution of court records, and in
other private information that courts traditionally protect, such as addresses, phone
numbers, photographs, medical records, family law proceedings, and financial ac-
count numbers. Finally, the Committee examined various federal laws and require-
ments governing SSN display and distribution by state and local entities.

On August 1, 2002, CCJ and COSCA endorsed and commended “the Guidelines
to each state as a starting point and means to assist local officials as they develop
policies and procedures for their own jurisdictions.”

STATE COURTS’ INTEREST IN COLLECTING AND USING SOCIAL SECURITY
NUMBERS

A question we are often asked is why do state courts utilize SSNs? What is the
state court interest in collecting SSNs? Why do state courts need to require parties
to provide their SSNs in the course of state court litigation? The following are some
of the reasons we use them:

Accurate determination of assets/income Judges need the most accurate informa-
tion on assets and income when making their decisions, especially in family law
cases. In many instances this involves examining assets by a social security number.
There are numerous examples of individuals giving a false social security number
to avoid paying child support, for example. The same logic applies in dealing with
divorce cases in dividing assets.

Identification of parties A growing number of court systems are using case man-
agement information systems in which an individual’s name, address, and telephone
number are entered once, regardless of the number of cases in which the person is
a party. The advantage of these systems is to be able to update an address or tele-
phone number for all cases in which the person is a party by a single computer
entry. SSNs provide a unique identifier by which court personnel can determine
whether the current “John Smith” is the same person as a previous “John Smith”
who appeared in an earlier case.

Courts have often used SSNs to identify criminal defendants as well as parties
to civil cases. In the future, persons accused of crime will be identified by automated
fingerprint identification systems (AFIS) which scan fingerprints and classify them
electronically. The primary future need for SSNs as a means to identify individuals
will therefore be in civil, not criminal, litigation.

Collection of fees, fines and restitution by courts SSNs are the universal personal
identifier for credit references, tax collection, and commercial transactions.

When courts give a litigant an opportunity to pay an assessment resulting from
a judgment in periodic payments, the court needs to be able to function as a collec-
tion agency. Having the convicted person’s social security number is necessary for
use of state tax intercept programs (in which a debt to the state is deducted from
a taxpayer’s state income tax refund) and other collection activities. Some states use
additional means to enforce criminal fines and restitution orders, such as denial of
motor vehicle registration; SSNs are often used for these purposes as well.

Creation of jury pools and payment of jurors SSNs are a necessary part of the
process by which multiple lists (for instance, registered voters and registered driv-
ers) are merged by computer programs to eliminate duplicate records for individual
citizens in the creation of master source lists from which citizens are selected at
random for jury duty. Duplicate records increase an individual’s chance of being
called for jury duty and reduce the representativeness of jury panels. Some courts
use SSNs to pay jurors as well.

Making payments to vendors SSNs are used as vendor identification numbers to
keep track of individuals providing services to courts and to report their income to
state and federal taxing authorities.

Facilitating the collection of judgments by creditors and government agencies
Courts are not the only entities that need to collect judgements. Judgment creditors
need SSNs to locate a judgment debtor’s assets and levy upon them. Courts often
require that the judgment debtor make this information available without requiring
separate discovery proceedings that lengthen the collection process and increase its
costs. Federal law now requires state courts to place the parties’ SSNs in the
records relating to divorce decrees, child support orders, and paternity determina-
tions or acknowledgements in order to facilitate the collection of child support. On
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October 1, 1999, that requirement was extended to include the SSNs of all children
to whom support is required to be paid.

Notification to the Social Security Administration of the names of incarcerated and
absconded persons The Social Security Administration cuts off all payments to per-
sons incarcerated in federal, state or local prison or jails, and to person who are cur-
rently fugitives from justice. The savings to the federal budget from this provision
are substantial. To implement this process, Social Security Administration needs to
identify persons who have been sentenced to jail or prison and persons for whom
warrants have been issued. The agency has traditionally obtained this information
from state and local correctional agencies. See 42 USC §?1A402(x)(3) requiring Fed-
eral and State agencies to provide names and SSNs of confined persons to the Social
Security Administration. The state courts of Maryland are involved in an experi-
mental program to provide such information directly from court records. The Mary-
land program has two additional future advantages for state courts. First, the pro-
gram offers the possibility of obtaining better addresses for many court records; so-
cial security and other welfare agencies have the very best address records because
of beneficiaries’ obvious interest in maintaining their currency. Second, cutting off
benefits may provide a useful incentive for persons receiving benefits to clear up
outstanding warrants without requiring the expenditure of law enforcement re-
sources to serve them.

Transmitting information to other agencies In addition to the Social Security Ad-
ministration, many states provide information from court records to other state
agencies. A frequently occurring example is the Motor Vehicle Department, to which
courts send records of traffic violations for enforcement of administrative driver’s li-
cense revocation processes. These transfers of information often rely upon SSNs to
ensure that new citations are entered into the correct driver record.

POTENTIAL LEGISLATION

Mr. Chairman, in the past, this subcommittee has considered various pieces of
legislation that would, in some form or another, prohibit the display of a person’s
social security number on a public record. Blanket prohibitions like these will place
courts in the position of trying to comply with conflicting public policies. We submit
the following questions for your consideration:

The Welfare Reform Law requires courts to collect SSNs on court orders granting
divorces or child support or determining paternity. State laws contain similar re-
quirements in other types of cases in some states. What steps must a court take
to resgrict access to these documents, which are matters of public record in most
states?

SSNs appear in many financial documents, such as tax returns, which are re-
quired to be filed in court (e.g., for child support determinations) or are appended
to official court documents, such as motions for summary judgments. What steps
must a court take to restrict access to these documents, which are also matters of
public record in most states?

We were encouraged by language in the report accompanying HR 2971 (Rept.108-
685, Part 1, p. 21) in the 108th Congress dealing with incidental vs. non-incidental
appearances of SSNs in public records:

During Social Security Subcommittee hearings on the bill, court and other public
records administrators testified they receive numerous documents filed by individ-
uals, businesses, and attorneys that often include SSNs the government did not re-
quire to be submitted, and of which they are therefore unaware. They stated redac-
tion of “incidentally” included SSNs would create a serious administrative burden,
and it would require significant resources to review each document and redact such
incidental SSNs . . . With respect to SSNs submitted in court documents absent the
court’s requirement to do so, the individual communicating the SSN in the document,
not the court, would be held responsible according to Section 108 of the bill. (Empha-
sis ours)

In drafting social security legislation, we respectfully ask that you expand on the
above sentiments in actual legislative language of any future bill.

Courts will have substantial increased labor costs in staff time to redact or strike
the appearance of SSNs in paper records or in microfilm/microfiche if a redaction
requirement is imposed.

In the event you draft legislation dealing with redaction, we urge you to make
a distinction between existing court records/documents and future documents. For
example, requiring a court to retroactively redact or expunge old records would be
a nightmarish task due to the cost in staff time and the actual compiling of said
court records.
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Finally, in an effort to make courts and court records more open, many courts are
now beginning to make available many public records on the internet either as text/
character documents or by scanning and placing them online through imaging soft-
ware (PDF files). While the removal of SSNS in text/character documents may be
relatively easy in some computer generated records (XML), other scanned records,
such as PDF files, will be harder to change necessitating more staff and an increase
in labor costs.

OUR FUTURE COURSE OF ACTION

CCJ and COSCA have recommended that state courts adopt the following policies,
unless state law directs them otherwise, to protect citizen privacy while providing
service to litigants:

Official court files State courts should not attempt to expunge or redact SSNs that
appear in documents that are public records. As was mentioned earlier, federal law
requires state courts to place the parties’” SSNs in the records relating to divorce
decrees, child support orders, and paternity determinations or acknowledgement in
order to facilitate the collection of child support. The purpose of placing that data
on judgments is not just to provide it to child support enforcement agencies; it is
also to provide it to the parties themselves for their own private enforcement efforts.
Any other interpretation puts the courts in an untenable position—having an af-
firmative obligation to provide judgments in one form to parties and child support
enforcement agencies and in another form to all other persons.

This same reasoning applies to income tax returns or other documents containing
SSNs filed in court. It would be unreasonable, and expensive, to expect courts to
search every document filed for the existence of SSNs. Further, court staff has no
authority to alter documents filed in a case; the social security number may have
evidentiary value in the case—at the very least to confirm the identity of the pur-
ported income tax filer.

Case management information databases Data in automated information systems
raises more privacy concerns than information in paper files. Automated data can
be gathered quickly and in bulk, can be manipulated easily, and can be correlated
easily with other personal data in electronic form. Data in an automated database
can also be protected more easily from unauthorized access than data in paper files.
It is feasible to restrict access to individual fields in a database altogether or to limit
access to specific persons or to specific categories of persons. Consequently, state
courts should take steps to restrict access to SSNs appearing in court databases.
They should not be available to public inquirers. Access to them should be restricted
to court staff and to other specifically authorized persons (such as child support en-
forcement agencies) for whose use the information has been gathered.

Staff response to queries from the public When court automated records include
SSNs for purposes of identifying parties, court staff should be trained not to provide
those numbers to persons who inquire at the public counter or by telephone. How-
ever, staff may confirm that the party to a case is the person with a particular social
security number when the inquirer already has the social security number and pro-
vides it to the court staff member.

In short, staff may not read aloud a social security number, but may listen to a
social security number and confirm that the party in the court’s records is the per-
son with that number. This is the same distinction applied to automated data base
searches. This distinction is one commonly followed in federal and state courts.

CONCLUSION

Mr. Chairman, we recognize the role of SSNs in the incidence of identity theft
cases. The current state of affairs with regards to the treatment of SSNs provides
lawbreakers the continued opportunity to exploit the current system at the expense
of ordinary Americans. The threat of identity theft is real and we want to do our
part to eliminate it.

I have presented several ways our courts utilize SSNs. Finding solutions to pro-
tect an individual’s privacy will be complex and difficult. Many state courts are al-
ready taking steps to fashion solutions in response to the problem. I remind you of
the earlier mentioned approaches from Washington, Vermont, Minnesota and South
Dakota. Other states are experimenting with different approaches.

Thank you for asking for our input on this important matter. The Conference of
State Court Administrators stands ready to work collaboratively and cooperatively
to craft solutions to this important issue. I will be happy to answer any questions
you may have.
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Chairman MCNULTY. Thank you, Mr. Gingerich.
Dr. Anton.

STATEMENT OF ANNIE I. ANTON, ASSOCIATE PROFESSOR OF
SOFTWARE ENGINEERING, NORTH CAROLINA STATE UNI-
VERSITY, RALEIGH, NORTH CAROLINA, ON BEHALF OF THE
ASSOCIATION FOR COMPUTING MACHINERY

Ms. ANTON. Good morning, Chairman McNulty, Ranking Mem-
ber Johnson and members of the Subcommittee. Thank you for the
opportunity to testify today. This statement represents my own
personal position as well as that of the Association for Computing
Machinery’s U.S. Public Policy Committee.

By way of introduction, I am an associate professor at North
Carolina State University and director of an academic privacy re-
search center. In addition, I serve on several industry and govern-
ment boards of technical advisors, including the DHS State of Pri-
vacy and Integrity Advisory Committee.

Right now, personal information about you, me and millions of
Americans is being compiled, accessed, sold and exchanged among
businesses and government agencies. Yet, we should all be con-
cerned. Is that personal information protected? Is it being shared
only among those with a legitimate need for it? Can criminals eas-
ily access our personal information? These concerns are com-
pounded by three factors: First, the widespread use of Social Secu-
rity numbers has made it a de facto national identification number;
second, computing technologies enable us to collect and exchange
and analyze personal information on an unprecedented scale; and,
third, there are widespread problems with cyber security leading to
frequent and large security breaches. In particular, technology al-
lows personal information to be combined with Social Security
numbers, thus creating a convenient way to track individuals
across public and private records. This raises privacy concerns, and
these concerns are exacerbated because many businesses use the
Social Security number as both an identifier and an authenticator.

The terms “identifier” and “authenticator” have specific technical
meanings that are often confused. An “identifier” is a label associ-
ated with a person. An “authenticator” provides the basis to believe
that somebody is accurately labeled by some given identifier. So,
authenticators might be something you know, like a secret pass-
word or a pin, something you have, like the key to your house, and
something you are, such as a biometric. A Social Security number
is an identifier. It is something that anyone can know, and many
will, so it is not a secret. Hence, it is unuseable as an authen-
ticator.

Even though many organizations use it in this way, and this is
a very big problem. My passport picture coupled with a tamper evi-
dence security seal is an authenticator because it links me, some-
thing I am, as embodied my photograph, with my identity. Using
Social Security numbers for both identification and authentication
makes them much more valuable to a criminal who is intent on
stealing someone’s identity. This is a problem of our own making
and it is a problem that we can eliminate.

In the time remaining, I will highlight a few recommendations
from my written testimony. First, we should move away from au-
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thentication based on information that is easily compromised. So-
cial Security numbers or mother’s maiden names are poor choices
for authentication.

Second, individuals should be empowered to control the dissemi-
nation of their Social Security numbers. Congress can support this
by protecting citizens who prefer not to provide a Social Security
number when conducting business that does not legally require it.

Third, we should reduce the exposure of citizen Social Security
numbers by prohibiting their display on ID cards and in public
records and by redacting them from existing public records. For ex-
ample, Choice Point is now redacting Social Security numbers and
other personal information from reports that it provides to its cli-
ents. This practice should be required at other companies and orga-
nizations, especially data brokers and credit bureaus.

Finally, we should require stronger security practices during the
transmission and storage of Social Security numbers and all other
personal information.

In conclusion, Congress is the only entity that can make mean-
ingful changes to protect the privacy and identities of U.S. citizens.
We are encouraged by your attention to these issues, and the com-
puting professionals that I represent stand ready to help you in
your efforts.

Thank you for your attention. I will be happy to answer any
questions.

[The prepared statement of Ms. Anton follows:]
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Introduction

Thank you Chairman McNulty and Ranking Member Johnson for the opportunity to

testify.

I am an associate professor at North Carolina State University in the Department of
Computer Science in the College of Engineering. | am the director of a privacy research
center named ThePrivacyPlace.Org, with collaborating faculty and students at NC State
University, Purdue University and Georgia Tech. In addition to my role as a faculty
member, I serve on several industry and government boards of technical advisors,
including the Department of Homeland Security’s Data Privacy and Integrity Advisory
Committee. A brief biography is in Appendix A.

This statement represents my own personal position as well as that of the Association for
Computing Machinery’s (ACM) Committee on U.S. Public Policy (USACM), of which 1
am a member of its Executive Committee. ACM is a non-profit educational and scientific
computing society of more than 84,000 computer scientists, educators, senior managers,
and other computer professionals in government, industry, and academia, committed to
the open interchange of information concerning computing and related disciplines. The
Committee on U.S. Public Policy acts as the focal point for ACM’s interaction with the
U.S. Congress and government organizations. It seeks to educate and assist policy-
makers on legislative and regulatory matters of concern to the computing community.
(See http://www.acm.org and http://www.acm.org/usacm.)

My statement today highlights two key policy and technology issues:

First, the Social Security number (SSN) should not be used as an identifier or
authenticator. Such conflicting uses of SSNs confuse the role of identity and
authentication, making the SSN valuable to for stealing someone’s identity or committing
fraud. Furthermore, because SSNs are so readily available, they are not an adequate
means of identification or authentication.

Second, steps must be taken to reduce the use and exposure of SSNs. Reducing the
use of SSNs helps protect individual information. The display of SSNs on ID cards and in
public records should be prohibited, and SSNs should be redacted from existing public
records. From a technical standpoint, we should require government and private entities
to secure or encrypt records or documents containing SSNs in storage and during
transmission.
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Overview

Identity theft is no longer a rare crime impacting few and escaping the general public’s
attention. Since 2003, more than 36 million Americans have had their identities stolen'
and since February 2005 over 155 million personal records” have been compromised,
causing serious harm to those affected by these thefts and exposures. Massive data
breaches, such as last year’s stolen laptop containing the Social Security numbers (SSN)
of 28 million veterans, are increasingly commonplace and will soon cease to be front-
page news. With increasing public awareness of this epidemic, Congressional attention
has followed, with no less than eight different committees conducting oversight hearings
and proposing numerous bills.

Identity theft is a form of fraud that depends on two different factors, 1) information
being improperly acquired, and 2) that information being used to facilitate fraud. The
improperly acquired inlormation is the enabler, but it is the fraud that does the damage.

A number of factors enable identity theft, but two key ones stand out for this committee’s
consideration. First, the use of the SSN is so widespread that it is a de facto national
identification number. Businesses and government agencies collect the SSN to identify
and then authenticate individuals. This has made it the primary instrument for stealing an
individual’s identity or creating a “synthetic identity,” which is a new identity cobbled
together using personal information from several sources. It is the key that unlocks access
to credit, banking accounts and various other services for criminals.

Second, current computing technologies enable the collection, exchange, analysis, and
use of personal information on a scale unprecedented in the history of civilization. As
computing technology and storage continue to advance and become cheaper, and as more
uses are found for information about people, we can only expect these collection
activities to increase. Whereas paper records with personal information, including SSNs,
used to require some effort to find, copy and disseminate, the spread of inexpensive
computing technology has made it much easier to find, use and exploit such information
— for good and for bad. Moreover, SSNs provide a way to easily link data records that
should not be easily linkable — a key point in enabling data theft. Reducing the use of
SSNs will make it more difficult for thicves to, for example, tie together medical and
investment records.

Collectively, these trends suggest that it is a critical time for Congress to act to strengthen
the privacy of Social Security numbers. The use of SSNs is widespread, and no amount

! Javelin Strategy and Research, "2006 Identity Fraud Survey Report”, January 2006,

hitp://bbb oresAlertsiarticle. asp?1D =031 and Javelin Strategy and Research “2007 Identity Fraud Survey
Report, data obtained from Privacy Rights Clearinghouse, “How Many [dentity Theft Victims Are There?
What [s the Impact on Victims?™, a ssed June 12, 2007,

hitp:/fwww privacyrights ore/arfidtheltsurveys. htim

2 Privacy Rights Clearinghouse, "A Chronology of Data Breaches”, accessed June 12, 2007,
htip://privacyrights.org/ar/ChronDataBreaches htm.
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of technology or law can “put this genie back in the bottle.” We can, however, construct
sensible policies, combined with new business procedures, and deploy technology using
best practices for privacy protection. Such measures will help protect SSNs and move us
away from relying on them as the key to unlocking one’s identity.

In this testimony, I will touch on several issues that describe the nature of the privacy and
security problems with SSNs. I will then discuss alternative approaches to managing
identity and plausible technical solutions for protecting privacy. Finally, I will discuss
some recommendations for this committee to consider as it moves forward with efforts to
protect the privacy of SSNs.

Use as an Identifier and Authenticator

The U.S. government issues Social Security numbers to track taxes and benefits.
Originally, the number was connected only with the Social Security program. Over time,
governments and other entities have expanded the uses of the SSN. Issued to individuals
for nearly three quarters of a century, each SSN is intended to be a unique number that
people keep for life. The problem we face today stems from the fact that the SSN is so
convenient for tracking individuals across public and private records that it is often used
as both an identifier and an authenticator.

An identifier is a name or other label that can be used to uniquely select a particular
person within a specific group or context. For example, my SSN identifies me within the
group of U.S. Social Security participants. But someone who knows my SSN is not
necessarily me. Many other people in many contexts have valid access to my SSN.

Authentication is the process of verifying that an identifier is valid and associated with a
particular identity. There are three traditional categories of authenticators: knowledge-
based (“what you know.” e.g., a password), object-based (“what you have,” e.g., an RFID
token or a driver’s license), and ID-based (“what you are,” e.g., a biometric such as a
fingerprint).® There are strengths and weaknesses in each form of authenticator; these are
discussed in more detail in USACM’s short tutorial on authentication, attached as
Appendix B.

Companies and government agencies rely on the SSN as an identifier because it gives
them some added degree of precision when disambiguating individuals. For example,
when distinguishing between 20 different Sally Smiths in a database, the SSN is
presumed to be unique and indicates exactly one individual. This holds true whether Sally
enters her name as Sally Ann Smith, S. Smith, or uses her marricd name from one of
several marriages. Clearly, this identification role is valuable to ensure that records are
not mixed and duplicate records are not created. However, privacy problems ensue if
access to those same personal records are provided when someone claiming to be Sally
provides the SSN as an authenticator. Her family members, former college roommate and
professors, employer, banker, former spouses and others likely know her SSN. So does

3 O°Gorman, L. Comparing Passwords, Tokens, and Biometrics for User Authentication. Proceedings of
the IEEE, Volume 91, pp. 2021-2040, 2003.
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anyone with access to Sally’s records at any organization that uses her SSN to identify
her out of all the other Sally Smiths.

From a technical standpoint, the problem with SSNs is that some entities are using them
as an identifier, others are using them as an authenticator, and yet others are using SSNs
as both an identifier and an authenticator.® For example, professors applying for some
Federal grants via the Internet enter their social security numbers, last names, and a
password to identify themselves. In this case, the SSN is used as an identifier and the last
name as a form of secondary authentication. As another example, use of the SSN when
opening a bank account is as an identifier, to indicate who is responsible for taxes. As a
last example, if you call your credit card company to increase your credit limit they may
ask for your SSN to authenticate you. These conflicting uses confuse the role of identity
and authentication and thus make SSNs much more valuable for stealing someone’s
identity.

Remotely conducted business transactions that rely on the SSN as an identifier and
authenticator are particularly risky. If someone is contacting his brokerage via the phone
or Internet to purchase stock against a credit card, the brokerage needs to authenticate the
identity of the customer as the holder of the credit card and the brokerage account. The
customer also needs to authenticate that he is communicating with the real brokerage, and
not with a criminal seeking to steal his credit card information. Furthermore, the
authentication needs to be performed in a way that someone eavesdropping on the
transaction cannot then masquerade as either party for any other operation. Knowledge of
a SSN (or any other universal identifier) is not sufficient to reliably authenticate any party
in this transaction, but this use is commonplace.

Ubiquity of SSNs

SSNs are so widely used that they are a de facto national identifier. Commercial entities
and government agencies rely on their use, some states have them on driver’s licenses,
employers use them as medical plan IDs and employee IDs, and many colleges have long
used them as student [Ds. (In recent years universities have moved away from the use of
SSNs). The military also uses SSNs as military serial numbers and has them exposed on
the Common Access Card that every member the military carries for identification’.

In testimony belore Congress(’ in 2004, the General Accounting Office found that an
estimated 42 million Medicare cards displayed entire 9-digit SSNs, as did approximately

*SL. Gartinkel. Risks of social security numbers. Communications of the ACM 38(10), pp. 146, Octlober
1995,

 B. Acohido & J. Swartz. “Military Personnel Prime Targets for 11D Theft,” US4 Today, June 15, 2007,

ar sed June 18, 2007, hup/fwww . usatoday.comitech/ne o curity/infotheft/2007-06-1 4-
mi} j-id-thefts N htm?esp=34,

® Government Accountability Office, “Social Security Numbers: More Could Be  Done to Protect SSNs™,
March 20, 2006, hittp:/wa w.sao.gov/new.items/dG6S86t.pdt
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8 million Department of Defense (DOD) insurance cards and 7 million Department of
Veterans Affairs (VA) beneficiary cards.

As we have moved from paper-based systems to digital ones, the exposure of' SSNs has
increased. SSNs are often used as identifiers on public documents, such as property
deeds. Before the widespread use of digital technologies, databases and networking, these
documents represented little threat of being a source of large-scale identity theft.
However, now such documents are digitally scanned and incorporated into massive
databases often held by data brokers that sharc or sell this data. This facilitates identity
fraud in dealing with other organizations that use knowledge of the SSN as a form of
authentication. This secondary use and electronic transmission of this data creates an
array of opportunities for the data to be intercepted and misused.

Data Security

Two weeks ago, before this subcommittee, Dr. Peter Neumann’ (an expert on privacy,
security and trustworthy computing issues) discussed the security and reliability
vulnerabilities of the existing computing infrastructure and the poor current state of
practice in building trustworthy systems. These vulnerabilities can and have led to the
exposure of personal information, particularly SSNs. Nearly two-thirds of the security
breaches from January 1, 2005 to June 11, 2007 resulted in the exposure of SSNs.* (There
were more than 600 publicly reported data breaches during time period and, of these
breaches, more than 400 potentially exposed SSNs.”)

Creating complex systems that are dependably trustworthy (secure, reliable, survivable in
the face of many adversities) remains a grand challenge of computer science. Further,
because many of the privacy problems are related to total systems, encompassing
computers, communications, pceople, and procedures, they cannot be adequately protected
by technological approaches alone. While better computer security is a worthwhile
technical and policy goal, these factors suggest that a better approach is to move away
from reliance on SSNs — at the very least, to avoid depending on them as means of
authenticating identity.

Alternative ldentifying Techniques
Reducing the use of SSN as both an authenticator and identifier will better protect

privacy and security; however, the question is, what other techniques can we use that
better protect identity?

7 Testimony of Peter G. Neumann For the Congress of the United States House of Representatives
Committee on Ways and Means Subcommitiee on Social Security Thursday, June 7, 2007,
R/ ww w,aem.o sacm/PRFELEVS  Testimony_Peter. Neuwmann_USACM.pdl

Privacy Rights Clearinghouse, "A Chronology of Data Breaches”, accessed June 12, 2007,
hutp:privacyrights.org/ar/ChronDataBreaches him.

? Ibid.
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A study by the American Journal of Public Health detailed the effectiveness of
combinations of data used as identifiers instead of the SSN'’ It found the SSA National
Death Index could be used to identify people by certain data points (First Initial, Last
Name, Day of Birth, Month of Birth, and Year of Birth) as accurately with or without the
SSN. This means that adding the SSN falls within the margin of error when searching
with only the first initial, last name and birth year. Adding full name, full birth-date, and
possibly some other information such as birthplace would likely provide as complete and
unique identification as the SSN.

We should not, however, replace one enabler of 1D theft with another. Many of these data
points are more readily available to strangers than SSNs. Thus, it is important that they
not be used to authenticate identity for anything of value. Clearly, context for
determining identity matters, but the larger issue is that we should move away from
reliance on any system that creates universal identifiers, and especially from systems that
use knowledge of those identifiers as authenticators of that same identity. It is more
secure to use multiple factors to confirm an individual’s identity. For data aggregators
looking for a universal identifier, it may be more convenient — perhaps even more
profitable — to work on ways to effectively sort and target their analyses to confirm that
the information they collect is appropriate for their intended uses.

Designing Systems to Protect SSNs

Databases containing personal information often employ the SSN as the “primary key” or
common identifier. This exacerbates the problems I have addressed as it presenis yet
another vulnerability by making it easier to match records from disparate data sources.
Replacing SSNs as the primary key in these systems is not a large technical hurdle in
most cases. Random 9-digit numbers would work for virtually every company in the U.S.
and would not be difficult to generate. We can better protect individual privacy by using
different, random numbers in each company database. This would prevent someone from
easily correlating the personal data an individual held in several of those databases.

The technical challenge is in replacing the SSN in all those databases. First and foremost,
if an SSN is being used in a database as an index, then replacing it will require updating
the index. Indexes generally exist to make common selection operations faster in
databases. The worst-case scenario would be a database that has a great many
transactions per day and little to no downtime to update the index. For large, always-on
databases, replacing the SSN and updating the index can be a difficult process, but it is
possible.

The cost of cleaning up records in commercial databases is likely far from prohibitive for
all but the smallest of commercial entities. Usually smaller entities have less expertise,
time and money to scrub their records of SSNs. But, the smaller entities are also the least
attractive targets for identity theft.

0. Williams, L.B. Demitrack, and B.E. Frics. “The accuracy of the National Death Index when
personal identifiers other than Social Security number are used,” American Journal Public Health. 82(8):
1145-1147, August 1992,
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The most vulnerable databases are employee records, which are typically not as secure as
other business databases both because of insider threat and because they are often
overlooked in audits of business assets.''

Universities are increasingly discontinuing the use and storage of SSNs whenever
possible, replacing them with university-specific [D numbers (i.e., a random 9-digit
identifier that is not the SSN). In cases where SSNs must be collected and stored (e.g., for
employment and financial aid), the SSN is no longer being maintained as the common
identifier or primary key. In addition, universities are actively adopting technologies to
protect SSNs. For example, devices containing SSNs are being protected by a password-
based security system using encryption. This voluntary approach can serve as a model for
other industries in the U.S. to similarly move away from the use of SSNs as primary
identifiers.

Recommendations
There are several actions that can be taken to protect the privacy of SSNs. I present two
sets of recommendations. The first set of recommendations address the purposes for

which SSNs arc used. The second addresses how SSNs are stored and wransmitted.

Recommendations on the Purposes and Uses of SSNs

* No bank, credit agency, government agency, or other entity should verify the
identity of a person based on weak authenticators such as knowledge of an SSN or
mother’s maiden name. Instead, they should require stronger authentication of
identity when conducting business. Strong authentication can initially be provided
by a passport, military 1D or license with a photograph.'? Once that is established,
a secondary authenticator such as a secret, shared password or PIN can be used
for subsequent transactions. While this requires additional effort, it provides extra
layers of security, and should help assure the public that the security and privacy
of their information is being taken seriously.

* Universitics arc voluntarily moving away from SSNs in an attempt to reduce their
liability under the Family Educational Right to Privacy Act (FERPA) if SSNs are
accidentally exposed. This has also led to improvement of their database security.
Congress should consider making private institutions financially liable in a
manner similar to universities: Consumers would have a civil right of action if
their SSNs or other personal information is collected or exposed without a valid
business need-to-know, whether intentionally or inadvertently.

" Stephanie Armour. “Employment records prove ripe source for identity thett,” US4 Toduy, January 23,
2003. hitpr/www.usstoday .comimoney'work pluce/2003-01-23-idthef-cover x.htm

'2 There are other dangers to taking this approach to a logical conclusion: having some other form of’
national 1. We do not support this alternative.
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* There should be no penalty or discrimination against someone who will not
provide an SSN when conducting business, except where required by law to
disclose that information. Moreover, entities that collect SSNs should provide
notice that there will be not be a penalty for withholding the SSN. Within this
context, it should be an unfair trade practice for private entities (e.g., utilities) to
penalize or refuse to transact business with someone who declines to provide an
SSN that is not required by law. Coupled with the previous recommendation, this
provides a strong incentive to move away from the SSN. It is also consistent with
advic]el from the Federal Trade Commission on protecting oneself [rom identity
theft.

Recommendations for Protecting SSNs in Storage and During Transmission

* The display of SSNs on ID cards and in public records should be prohibited.
Further, SSNs should be redacted from existing public records. Redacting SSNs
is, admittedly, complex because computers (and the Internet) are not good at
“forgetting” things. Once something is stored in a computer, erasing it
everywhere it is stored is difficult.

The National Security Agency has posted guides'* on how to redact data, but the
reality is that redaction has a bad reputation as a workable solution. Paper
redaction techniques such as covering a name or diagram with a blackened area
do not work well in digital files. There are also so many ditferent formats for
digital files that the techniques that do work are generally not portable among
formats. However, ChoicePoint, as one of its newly adopted business practices in
the wake of its landmark $16 million settlement for endangering the privacy of
over 160,000 consumers in 2005, is now redacting SSNs and other personal data
from the public records that it provides to its clients. This is a welcome
development and one that could be required at other companies, especially data
brokers and credit bureaus, as a matter of public policy.

There are other steps that can be taken to reduce the use and exposure of SSNs. They
include:

* Require transmission of records or documents to be secure or encrypted if they
contain SSNs and other personally identifiable information. Even basic Sccure
Socket Layer (SSL) encryption would help reduce the incidence of exposure and
minimize the damage. SSL technology is readily available and is commonly used
by almost every reputable e-commerce site. Properly encrypted data is usually
protected even if it is stolen (c.g., on a laptop disk or thumb drive).

* Require electronic security for files and devices containing SSNs. Each instance
of access to SSNs in databases should be logged for audit purposes and require a

1 Federal Trade Commission, “ID Theft: What’s 1t All About?”, June 2005.
htipriwvww fie govibep/contine/pubsicredividihe uming. pdf
4 See both hupwww, fus.org/sgp/othergovidod/nsa-redact, pdif and hilp:Awww o nsa.govisnac!
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secure session. These measures insert a level of security and accountability into
the maintenance of these databases. With proper access controls (where
individuals who access the databasc are controlled, rccorded, and their specific
access limited to a minimal number of records), individuals can be held
accountable for breaches and exposures of SSNs that can be traced to a specific
access of a database.

* Eliminate the SSN as primary key in databases containing SSNs. A primary key
uniquely identifies each record in a database table. Instead of using the SSN, the
primary key should be a unique number generated by the database management
system. Universities and other large institutions have made this transition, and
their example should be encouraged in other agencies, companies and
organizations.

¢ USACM has a set of recommendations for enhancing the security, privacy and
accuracy of personal data kept in databases. Those recommendations are attached
as Appendix C. We encourage the committee to consider how these might be
integrated and supported by any legislation crafted to protect SSNs and related
personal information held either by government or by private organizations.

Conclusion

The increasing incidence of identity theft and data breaches requires that all entities,
public and private, take steps to better protect information. Where this subcommittee can
help is in encouraging a reduction in the use of the SSN in commercial and government
transactions and in public records. The SSN is used much more than is necessary and the
ubiquitous presence of SSNs makes them ideal targets for identity theft. Because these
numbers are so readily available, they are not an adequate means of identification or
authentication as many consider them to be. Reducing the use of SSNs helps protect
individual information and encourages businesses, government and universities — some
of which have already started to make changes — to move towards other means of
identification. These alternate means in many cases can be as accurate, and more secure,
than using the SSN. Increased privacy and sccurity is not only a public good, but may
make people more comfortable about conducting business online.
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Appendix B — Understanding Identity and Identification

USACM
The Public Policy Committee of ACM
Understanding Identity and Identification

Professionals who work with issues of security and control use some terms to precisely
describe access to resources and naming. These same terms have usage in general language,
but the words frequently are used imprecisely and even misleadingly. When describing
how security in information systems operate, and when formulating regulations or laws, it
is important that these terms are understood and used precisely.

The purpose of this short document is to describe these important terms for readers who
are not familiar with the more formal definitions. These related terms are identification,
authentication, and authorization. Related concepts include uniqueness and biometrics.

Terms

Identification is associating a distinguishing label (identifier) with something within a
specific group or context. You can identify someone by getting both their label and the
context of that label. An TD card can provide both the name (e.g. “John Smith”) and the
context (e.g., “licensed driver”). Identification can also occur by providing only the
context or group name, such as identitying oneself as a police officer, a student, a graduatc
of West Point, or a member of Congress by wearing an appropriate badge, uniform, or
class ring. The reliability of an identification depends on the confidence that the
distinguishing label and context actually apply to the individual in question.

Note that even when identification is rcliable — and it often is not — it does not imply
anything beyond being able to distinguish among items or people. Identification can be
used to determine if someone is a member of a group or not, or among members of the
group. If someone were to identify herself as “Snow White,” that is an identification if
she uses it consistently. In the context of a Halloween party or an Internet chat room,
that may be a logical label to adopt.

A key concept is that identification does not need to be a standard name. [t can be a
nickname, a login, or a simple description, such as “I am the tallest one here” or *I am the
one with red hair.”” Those are means to distinguish one person from another in a particular
group context.

People are most often identified in social situations by their names. In the United States,
these names are usually composed of a first (given) name, one or more middle names
(usually), and a last (family) name. In other countries, names may be a single word, or
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everyone may have a common family or middle name.

Uniqueness is when multiple items do not have the same identitier. Human names are
seldom unique across a large enough population. For instance, there are many, many
people named “John Smith” in the USA. If we also consider ancestors, then there may be
even more individuals who have been associated with the same identifier (name).

We can further qualify an identifier to make it more specific and less likely to be a
duplicate of another identifier. For instance, someone could be “John Smith who was born
April 1, 1952 in Boise and whose mother was named Matilda.” However, we cannot
always be certain this is unique, and it is unwieldy to use in formal documents. Thus, we
commonly usc an artificial identificr that is gencrated and assigned in a manner that
ensures that it is unique within context. For instance, Social Security numbers are
supposed to be assigned without reuse, making them theoretically unique. Other
identifiers (e.g., driver’s license numbers) are similarly generated to provide uniqueness.

Authentication is the process of verifying — to some desired level of confidence — that a
claimed identifier is valid and actually associated with a particular item or person. Often,
this validation is performed by one or more persons inspecting the identification and
authenticator(s). The authenticators can also be examined by some technical means, such
as a login program or a badge reader connected to a compuler.

Authenticators of people are typically some combination of “something known,”
“something possessed,” and “something about (structural)” the person. These items have
been previously registered with the persons or organizations performing the
authentication. Additional factors can also be used, such as physical location, recognition
by human or canine guards, and so on.

* Something known is a secret or a fact that is unlikely to be known to an impostor.
Passwords, when properly chosen and protected, are this form of authenticator.
In many old combat movies, the spy is exposed because he doesn’t know which
team won the World Series the previous year — this is another form of “something
known” as a group authenticator. Many companies use items such as “mother’s
maiden name,” “birth date” or “social security number” as authenticators, but this
is bad practice as those items are often easily discovered facts: Many of these
items are public information as a matter of law or custom.

* Something possessed is a distinguishable token or a key that matches a counterpart.
A license issued by a government agency is a form of token. Another example
from an old movie is the doliar bill or playing card that is ripped raggedly in half —
the two halves are kept and joined together to mutually authenticate two parties.

e Something about (structure) the object or person being authenticated. We can
examine something physical about the person we wish to identify, such as a
fingerprint, or the pattern of blood vessels inside the eye. If the comparison of a
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person’s distinguished characteristic is automated, then it is known as a biometric.
A current location may also be used for authentication, such as GPS coordinates,
telephone caller-id or computer network address.

Using a combination of authenticators is known as multi-factor authentication.

Authorization is the granting of rights (verb) or the grant itself (noun). Generally, one
authorizes an authenticated party. Permission is used by some people as a synonym for
authorization.

An example

Consider a scenario involving a person who wishes to enter a guarded building. When the
person approaches the building to enter, a guard stops him to verify that he can enter.
The person produces an identification card (something possessed) issued by a trusted
authority (the context). The guard compares the picture on the ID with the face of the
person, and causes him to put his fingers on a scanner (a biometric). These checks confirm
that the person is the one identified by the card. She has been instructed that anyone with
a valid blue card is allowed to enter, but without a ccll phone, so she allows the person to
pass after determining that he does not have a cell phone.

Note that this is use of multi-factor authentication, and the identification is based on
group membership (“people with a valid blue badge™) — no specific name or ID number is
required. Permission to enter is the authorization involved. A further element of access
control that is not based on identity or authentication is also involved: there is no
authorization to carry a cell phone in.

There arc many potential weaknesses in this system as described. The system can be
redesigned to prevent the weaknesses, but defensive measures may be too expensive or
cumbersome to be worth the effort given both the likelihood of the threats occurring and
the value of what is behind the door. Examples of weaknesses include:

* The picture on the card may be old and the guard makes a false negative
authentication: she refuses to allow the authorized person to pass.

* The guard may be overpowered or bribed so that unauthorized people enter.

* The card has been altered from a valid card — the color has been changed, or the
original holder’s photograph and fingerprints have been replaced by this
impostor.

¢ The cards are made to published standards without adequate safeguards: this is a
forged card made by a well-informed and sophisticated attacker.

* The attacker has stolen the card, disguised himselt as the cardholder, and donned
fingerprint caps that fool the scanning machinery.
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* The guard is unable to recognize a disguised cell phone.

* Someone pretending to be a law enforcement officer, in uniform, orders the
guard to let him pass or he will arrest her for obstructing justice. She complies.

* If too many people arrive in a short time, the guard may not be able to process
them in a timely fashion, and someone is either denied access incorrectly or slips
in unnoticed.

¢ The guard may fall ill and leave her post, leaving the door locked or unlocked for
subsequent visitors.

* A first-time visitor has no way of knowing that this is really a legitimate guard
and the right door!

Additional Notes

1.

As illustrated by the last point in the previous example, the problem of authentication
is bidirectional — all parties in the transaction need some level of assurance that they
know the identities of the other parties. This is one reason why phishing succeeds:
the customers enter their authenticating information, but the other party (the
purported merchant) is not strongly authenticated to the customer.

It is possible to have authentication and authorization without specific identification.
For instance, producing an authentic $20 bill provides authorization to make a
purchase for something up to $20 in cost. It is not a requirement to identify the
purchaser beyond being a member of the group who has cash.

Knowing precise, authentic identity does not disclose intent! Knowing the name of
everyone who enters a building or boards a plane does not mean that they will be
well-behaved. Mohamed Atta’s Florida driver’s license and picture were legitimate
and examined when he passed through airport security on 9/11/2001. Most
identification checks instituted in the wake of 9/11 perform at most a weak security
function because there is poor (or no) authentication, and even when the identity is
known it does not prove anything about intent.

Social security numbers are not supposed to be reused. However, numerous recorded
cases of SSN duplication make the use of these numbers as unique 1Ds problematic.

Most biometrics have been developed and tested for authentication of a claimed
identity, not for performing the identification itself; fingerprints are a notable
exception. Insufficient experience has been gained with both physical features and
biometrics to know error rates over large populations. By example, given the data that
John Smith is 6’17 tall, has brown hair and green eyes, we can determine with some
confidence whether a person in the room claiming to be John is actually John.
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However, given that same information and a crowd of people in a footbalt stadium, we
cannot be certain that we can uniquely identify John if he is present. Almost
certainly, we will also make many false positive identifications. The same problems
may exist with automated biometrics such as measuring facial features or hand
geometry.

We know that every potential biometric has deficiencies. Not everyone has valid
fingerprints over their entire lives, twins and triplets have the same DNA, and so on.
People with special interests in some technologies have made unsupported claims
about the performance of certain biometrics.

Most organizations use weak authenticators. In part, this is because most people are
poor at remembering items such as long passwords and multiple ID numbers. As
noted, use of authenticators such as mother’s maiden name, social security number, or
other such items is poor practice because those items can be easily found for many
people.

Every instance where identifiers and authenticators are to be used should be carefully
analyzed to determine strengths and weaknesses. This includes the value of what is
being protected, and the consequences of false positives (authenticating an incorrect
identity) and falsc negatives (failing to authenticate a valid identity).

As noted, identification and authentication mechanisms depend on context.  Any
security protoco! is only as strong as the weakest element,
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Appendix C — Privacy Policy Recommendations

USACM
The Public Policy Committee of ACM
Policy Recommendations on Privacy
June 2006

BACKGROUND

Current computing technologies enable the collection, exchange, analysis, and use of
personal information on a scale unprecedented in the history of civilization. These
technologies, which are widely used by many types of organizations, allow for massive
storage, aggregation, analysis, and dissemination of data. Advanced capabilities for
surveillance and data matching/mining are being applied to everything from product
marketing to national security.

Despite the intended benefits of using these technologies, there are also significant
concerns about their potential for negative impact on personal privacy. Well-publicized
instances of personal data exposures and misuse have demonstrated some of the
challenges in the adequate protection of privacy. Personal data — including copies of
video, audio, and other surveillance — needs to be collected, stored, and managed
appropriately throughout every stage of its use by all involved parties. Protecting privacy,
however, requires more than simply ensuring effective information security.

The U.S. Public Policy Committee of the Association for Computing Machinery
(USACM) advocates a proactive approach to privacy policy by both government and
private sector organizations. We urge public and private policy makers to embrace the
following recommendations when developing systems that make use of personal
information. These recommendations should also be central to any development of any
legislation, regulations, international agreements, and internal policies that govern how
personal information is stored and managed. Striking a balance between individual
privacy rights and valid government and commercial needs is a complex task for
technologists and policy makers, but one of vital importance. For this reason, USACM
has developed the following recommendations on this important issue.

RECOMMENDATIONS

MINIMIZATION

1. Collect and use only the personal information that is strictly required for the
purposes stated in the privacy policy.

2. Store information for only as long as it is needed for the stated purposes.

3. If the information is collected for statistical purposes, delete the personal
information after the statistics have been calculated and verified.

4. Implement systematic mechanisms to evaluate, reduce, and destroy unneeded and
stale personal information on a regular basis, rather than retaining it indefinitely.
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Before deployment of new activities and technologies that might impact personal
privacy, carefully evaluate them for their necessity, effectiveness, and
proportionality: the least privacy-invasive alternatives should always be sought.

CONSENT

6.

Unless legally exempt, require each individual's explicit, informed consent to
collect or share his or her personal information (opt-in); or clearly provide a
readily-accessible mechanism for individuals to cause prompt cessation of the
sharing of their personal information, including when appropriate, the deletion of
that information (opt-out). (NB: The advantages and disadvantages of these two
approaches will depend on the particular application and relevant regulations.)
Whether opt-in or opt-out, require informed consent by the individual before
using personal information for any purposes not stated in the privacy policy that
was in force at the time of collection of that information.

OPENNESS

8.

12.
13.

Whenever any personal information is collected, explicitly state the precise
purpose for the collection and all the ways that the information might be used,
including any plans to share it with other parties.

Be explicit about the default usage of information: whether it will only be used by
explicit request (opt-in), or if it will be used until a request is made to discontinue
that use (opt-out).

. Explicitly state how long this information will be stored and used, consistent with

the "Minimization" principle.

. Make these privacy policy statements clear, concise, and conspicuous to those

responsible for deciding whether and how to provide the data.

Avoid arbitrary, frequent, or undisclosed modification of these policy statements.
Communicate these policies to individuals whose data is being collected, unless
legally exempted from doing so.

ACCESS

14.

15.

Establish and support an individual's right to inspect and make corrections to her
or his stored personal information, unless legally exempted from doing so.
Provide mechanisms to allow individuals to determine with which parties their
information has been shared, and for what purposes, unless legally exempted from
doing so.

. Provide clear, accessible details about how to contact someone appropriate to

obtain additional information or to resolve problems relating to stored personal
information.

ACCURACY

17.

18.

Ensure that personal information is sufficiently accurate and up-to-date for the
intended purposes.

Ensure that all corrections are propagated in a timely manner to all parties that
have received or supplied the inaccurate data.
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SECURITY
19. Use appropriate physical, administrative, and technical measures to maintain all
personal information securely and protect it against unauthorized and
inappropriate access or modification.
20. Apply security measures to all potential storage and transmission of the data,
including all electronic (portable storage, laptops, backup media), and physical
(printouts, microfiche) copies.

ACCOUNTABILITY

21. Promote accountability for how personal information is collected, maintained, and
shared.

22. Enforce adherence to privacy policies through such methods as audit logs, internal
reviews, independent audits, and sanctions for policy violations.

23. Maintain provenance — information regarding the sources and history of personal
data — for at least as long as the data itself is stored.

24. Ensure that the parties most able to mitigate potential privacy risks and privacy
violation incidents are trained, authorized, equipped, and motivated to do so.

USACM does not accept the view that individual privacy must typically be sacrificed to
achieve effective implementation of systems, nor do we accept that cost reduction is
always a sufficient reason to reduce privacy protections. Computing options are available
today for meeting many private sector and government needs while fully embracing the
recommendations described above. These include the use of de-identified data,
aggregated data, limited datasets, and narrowly defined and fully audited queries and
searches. New technologies are being investigated and developed that can further protect
privacy. USACM can assist policy-makers in identifying experts and applicable
technologies.

Chairman MCNULTY. Thank you, Dr. Antén.
Welcome back, Mr. Rotenberg.

STATEMENT OF MARC ROTENBERG, EXECUTIVE DIRECTOR,
ELECTRONIC PRIVACY INFORMATION CENTER

Mr. ROTENBERG. I seem to have a technological problem but
thank you, Mr. Chairman, Mr. Johnson and Members of the Sub-
committee. It is nice to be with you this morning, and I appreciate
the opportunity to testify on this issue. I have over the years ap-
peared before the Subcommittee on the Social Security number
issue. I have also litigated a number of the leading Social Security
number privacy cases, one of which involved a resident in Virginia
a number of years ago who was asked by the state secretary to pro-
vide his Social Security number when he went to register to vote.
He did not object to that, what he objected to was the fact that the
state of Virginia was publishing his Social Security number in the
public voting rolls, and he said that that was a threat to his per-
sonal privacy. We wrote a brief for the Federal Appeals Court at
that time, before people even used the phrase “identity theft” and
we said if you make the Social Security number available, it will
make it easier for people to commit the crime of financial fraud.
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Fortunately, the court agreed with us. The state of Virginia and
many other states changed their practices. Unfortunately, as you
know, this problem has become quite a bit more severe over the
last several years. I am going to say a few words about that today.

One of the key points I wanted to make this morning is actually
I think the Privacy Act 1974 saw this problem coming and there
is a provision in the Privacy Act that says very clearly that the
Federal Government should try to minimize the collection and use
of the Social Security number. It really should only be used for the
original intended purposes, as well as a few others that have been
authorized by law, including the use as a taxpayer identification
number. But, as we all know, today the Social Security number is
widely used across the Federal Government.

It is used also in the financial services sector, which for some of
the reasons that Professor Anton has described, creates a par-
ticular problem for consumers in this country. The Social Security
number is both an identifier and a password. If you have access to
someone else’s Social Security number, there is a very good chance
that you are going to be able to pull up the records on that person
and also use the number to get access to the content of those
records, and that is precisely what identity thieves do when they
use the Social Security number to get access to someone’s credit
record information.

Now, I describe in my testimony the problem has not escaped the
notice of the White House. The President established a Task Force
on Identity Theft, it was cochaired by the Attorney General, the
chair of the Federal Trade Commission. We spent a lot of time on
that task force, and we made some very specific recommendations.
The task force rightly said that Social Security numbers were con-
tributing to this problem but in our view, they did not go far
enough to recommend strong solutions to diminish the problem.
They wanted more enforcement authority to go after people who
committed the crime of identity theft, but they did not do enough
in our opinion to limit the collection and use of the Social Security
number to really get to the problem at its source.

So the rest of my testimony talks about some of the specific sug-
gestions and actions that I believe the Congress could take to limit
the problems associated with the misuse of the Social Security
number, not using it for example as a record identifier, particularly
in the private sector, not publicly displaying it on Web sites, not
putting it on identity cards. As I also describe, and it speaks to an
issue that you raised earlier, Mr. Ryan, I think the more difficult
we make it for people to use the Social Security number as a gen-
eral purpose identifier, the more likely it is that businesses will
come up with other systems of identification that are appropriate
for a specific context.

If we think about it, this is actually our commonsense under-
standing of what an identifier should be. You have a bank account
number for your banking relationship. You have a credit card num-
ber for your credit relationship. You probably have a number for
your utility bill. That is actually a very good thing because if one
of those numbers are compromised, it does not create a risk for you
that all the other account information will be compromised. But
part of the way to make that system work is to not let businesses
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cut corners by using the Social Security number in place of their
own record identifier. So, that is a very important part of our rec-
ommendation for you today.

Regarding the bill that has passed out of the Committee on En-
ergy and Commerce, we think it is a good bill. It includes a lot of
important provisions, but we do have a couple of specific rec-
ommendations that we think could make it a bit stronger. One
issue we are particularly concerned about, and I know it is some-
thing that this Committee has considered in the past, and that is
the issue of state pre-emption.

Now, you know if you pre-empt the states in this area, a lot of
legislation that has already been passed that protects the privacy
of the Social Security number will be effectively overwritten, and
I think that could be very problematic, particularly in this area
where things are developing so quickly. So, what I would urge you
to do on that issue is to establish a Federal base line, make the
national standard the floor. For the states where there is not pro-
tection, you will give them protection. But if it is a baseline, you
allow the states that are doing more and trying to anticipate some
of the new problems to go forward and maybe give you some mate-
rial for the next bill.

So, thank you very much for the opportunity to testify.

[The prepared statement of Mr. Rotenberg follows:]

Prepared Statement of Marc Rotenberg, Executive Director,
Electronic Privacy Information Center

I. Introduction

Chairman McNulty, Ranking Member Johnson, and Members of the Sub-
committee, thank you for the opportunity to testify on the misuse of the Social Secu-
rity number and the escalating problem of identity theft

My name is Marc Rotenberg and I am Executive Director of the Electronic Privacy
Information Center. EPIC is a non-partisan research organization based in Wash-
ington, D.C.1 Founded in 1994, EPIC has participated in the leading cases involving
the privacy of the Social Security numbe