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NUCLEAR TERRORISM PREVENTION: STATUS
REPORT ON THE FEDERAL GOVERNMENT’S
ASSESSMENT OF NEW RADIATION DETEC-
TION MONITORS

TUESDAY, SEPTEMBER 18, 2007

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS,
COMMITTEE ON ENERGY AND COMMERCE,
Washington, DC.

The subcommittee met, pursuant to call, at 10:08 a.m., in room
2123, Rayburn House Office Building, Hon. Bart Stupak (chair-
man) presiding.

Present: Representatives Melancon, Green, Inslee, Whitfield,
Walden, Murphy, Burgess, and Barton.

Staff present: Richard Miller, John Sopko, Chris Knauer, Scott
Schloegel, Kyle Chapman, Hasan Sarsour, Angela Davis, Alan
Slobodin, Dwight Cater, and Garrett Golding.

OPENING STATEMENT OF HON. BART STUPAK, A REPRESENT-
ATIVE IN CONGRESS FROM THE STATE OF MICHIGAN

Mr. STUuPAK. This meeting will come to order. Today we have a
hearing entitled, “Nuclear Terrorism Prevention: Status Report on
the Federal Government’s Assessment of New Radiation Detection
Monitors.”

Before we begin, I want to let you know that Ranking Member
Whitfield and I discussed our desire to keep as much of this hear-
ing in open session as possible. It is a long-standing tradition of
this committee and this House to keep our hearings open to the
American public. If—and that is a big if—we need to go into closed
session to have a few questions answered by our witness, we will.
But it will be our intent to make sure that the vast majority of this
hearing is held in open session.

I also remind Members that the purpose of this hearing is to dis-
cuss the management and validity of the ASP testing process. We
are not here to discuss the scientific results of DNDO’s testing or
which machine may be better or worse.

Each Member will be recognized for their opening statement, 5
minutes for an opening statement. And I will begin.

Preventing terrorists from smuggling radioactive material or a
nuclear weapon into this country is our Nation’s highest homeland
security priority. Since 1993, the International Atomic Energy
Agency has confirmed 16 incidents of trafficking in highly enriched
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uranium or plutonium and 540 cases of illicit trafficking in nuclear
or radiological materials. A significant percentage of that material
could be used to produce a nuclear weapon or a dirty bomb. The
co-chair of the 9/11 Commission, former Governor Tom Kean,
summed it up when he said, “Preventing terrorist access to weap-
ons of mass destruction warrants a maximum effort by our Govern-
ment.”

Radiation detection equipment is currently deployed at our ports
and borders. By using a two-step process coupled with the United
States Customs and Border Protection procedures, CBP is able to
identify the types of radioactive material in cargo containers. As
cargo enters the United States, it is screened through polyvinyl tol-
uene radiation detectors at the primary inspection stage. These pol-
yvinyl, or PVT, detectors will alarm if the cargo contains a nuclear
weapon or innocuous forms of naturally occurring radiation, which
is present in substances such as granite, bananas and kitty litter.
If there is an alarm, CBP officers pull the cargo container aside to
conduct a secondary inspection with a hand-held radioactive iso-
tope identification device, or RIID, to determine whether or not the
radiation is coming from an innocuous source or an actual threat.
If necessary, physical inspection of the cargo may follow.

The Domestic Nuclear Detection Office, DNDO, is developing the
next generation of radiation detection devices called advanced spec-
troscope portals, ASPs. ASPs have potential to distinguish possible
threats from innocent cargo, and thereby reduce the number of nui-
sance alarms that have to be investigated by the CBP. This ability
to better differentiate threats from benign materials is helpful in
high-volume locations to speed up the inspection process.

In October 2006, the Government Accountability Office, GAO,
found that DNDO’s cost-benefit analysis did not justify DHS’s plan
to spend $1.2 billion for purchasing and deploying ASPs. The GAO
recommended that DNDO conduct further testing of ASP systems.

In response to GAQ’s critical review, Congress restricced DNDO
from expending funds for full-scale procurement of ASP until the
Secretary of Homeland Security certifies that the ASPs will provide
a—and I quote now—“significant increase in operational effective-
ness.”

In January 2007, I, along with Chairman Dingell and Ranking
Members Barton and Whitfield, asked the GAO to review DNDO’s
testing. DNDO did their phase 1 at the Nevada test site in late
February through early March. Phase 2 was report writing. And
then DNDO then conducted additional phase 3 testing in late
March through early April.

Today we will hear that GAO has significant concerns about
DNDO’s testing.

First, GAO reports that DNDO gave the three ASP vendors ac-
cess to many of the packages that would be tested. This allowed
the vendors to calibrate their machines to many of the radioactive
sources prior to the tests. GAO has expressed concerns that this
may have biased the ASP test results.

Second, GAO raised concerns that the tests did not assess the de-
tection limits of these new ASP machines. Nearly a year ago, even
before DNDO commenced testing, the Department of Energy asked
DNDO to conduct special tests to determine the limits of detection
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for these ASP machines based on masking material they routinely
encounter in international commerce.

Unfortunately, DNDO did not conduct these outer-limit tests. In-
stead, DNDO is doing computer simulations, referred to as injec-
tion studies, which may be informative but also need to be vali-
dated. However, GAO believes that these injection studies should
not be considered a substitute for actual testing.

It is critical to know the level at which the ASPs can detect
masked radioactive material. If DNDO doesn’t know the outer de-
tection limits of these new ASP machines, dangerous materials
could possibly slip through our borders without the CBP officers’
knowledge. Federal officials need to be absolutely sure they under-
stand exactly how these new machines will perform before they are
deployed to keep us safe. After all, Department of Homeland Secu-
rity has well-functioning radiation portal monitors in place today,
so there is not an urgent need to rush certification of the ASPs.

DNDO officials have told the committee staff and GAO that they
do not intend to wait for the results of the injection studies before
they issue a certification this fall. It is hard to fathom how DNDO
can credibly certify ASPs as “significantly increase operational ef-
fectiveness” without completing the injection studies and subjecting
them to external validation review.

I look forward to hearing from DNDO’s explanation on why it is
rushing certification. By all appearances, the arbitrary certification
deadline appears to be driving the testing, rather than the testing
driving the certification. Why isn’t DNDO driven by a desire to ob-
tain valid, unbiased and complete test results prior to any certifi-
cation?

Just 1 week after the Nevada test campaign was completed, and
even before the data was analyzed, the director of DNDO was de-
claring that he believed the Department of Homeland Security’s
Secretary would approve full-scale procurement by July. A June
26th certification deadline was the target. Then the certification
deadline was pushed to July 28th. After a decision was made to
conduct injection studies, it was moved to September 21. Then on
August 30, DHS advised Congress that CBP was conducting 2 more
months of field testing with new software, and the date would be
further extended.

Not only is the schedule shifting, but the data to be used in cer-
tification is also shifting. Originally, phase 1 data would be used
for certification. Now we learn that two additional sets of tests,
which were not designed for certification and may lack sufficient
statistical power, are going to be used for certification.

Just prior to GAO finalizing its assessment in late July, Under
Secretary for Management Paul Schneider announced an independ-
ent review of DNDO’s basis for certification. On the one hand, we
are pleased to see DHS initiate the independent review that was
separate from the DNDO. On the other hand, we are disappointed
to see public statements from DHS disparaging the GAO qualifica-
tions to assess the testing plans carried out by DNDO. This created
the appearance that DHS was seeking to organize a review panel
to insulate DHS from what they anticipated would be a critical as-
sessment by GAO.
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On August 3, the Under Secretary requested Dr. Peter Nanos of
the Defense Threat Reduction Agency to head up the review effort
and directed him to complete the review by September 17. Last
week we learned that John Higbee of the Defense Acquisition Uni-
versity replaced Dr. Nanos. Then, just last Friday afternoon, the
committee was informed that Mr. Higbee has now been removed,
and instead Mr. George Thompson of the Homeland Security Insti-
tute will head the review team.

I look forward to hearing why it is that Under Secretary Schnei-
der has appointed three different people to head up the independ-
ent review in 6 weeks’ time. I am also curious to learn why Mr.
Schneider believes that his latest appointee, Mr. Thompson, is
independent, given the fact that his organization receives its fund-
ing from DHS.

I look forward to hearing these answers to several questions
today: What events have caused DNDO to delay certification three
times? Did DNDO test the limitations of the ASP machine in its
tests at the Nevada test site? If not, why not? Were the phase 1
tests potentially biased? Is DNDO relying on computer simulations
to make up for weaknesses in the testing plan?

Should DNDO certify performance, leading to a $1.2 billion pur-
chase, based merely on a computer simulation, or should there be
validation in the field first? How can DNDO certify ASPs before it
completes and fully reviews the injection studies?

After certification has been submitted to Congress, how many
ASPs does DNDO plan to purchase, and will these be deployed for
primary or secondary screening? Has DNDO been moving the goal
posts on both deadlines and the elements it was using to develop
its certification?

In summation, the ASP technology looks promising, but there are
enough questions about the testing that I cannot be comfortable
with a possible DHS certification of the ASPs. As is frequently said,
we need to be right 100 percent of the time, and the terrorists only
need to be right once.

Given all that I have learned thus far, I think it would be cheap
insurance for DNDO to do a new and truly blind testing, using
comprehensive test protocols, which would give us accurate data re-
garding the capabilities and limitations of the ASP machines.

We need to be sure our technology can be right 100 percent of
the time. After all, CBP says the technology that we employ every
day works. So it is not imperative that we rush ASP machines into
full-scale deployment.

With that, I yield to my friend, Mr. Whitfield, for an opening
statement.

OPENING STATEMENT OF HON. ED WHITFIELD, A REPRESENT-
ATIVE IN CONGRESS FROM THE COMMONWEALTH OF KEN-
TUCKY

Mr. WHITFIELD. Mr. Chairman, thank you very much for having
this important hearing on radiation portal monitors.

Since the attacks of 9/11, the subcommittee has held several
hearings about the security of our ports and borders. Specifically,
we have examined how effectively the programs were being carried
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out to protect the United States from terrorists who may attempt
to smuggle radiological material into the U.S. for an attack.

The Department of Homeland Security, of course, has respon-
sibility for domestic ports and the Department of Energy for over-
seas ports. Previous hearings have demonstrated how difficult it is
to scan millions of cargo containers at hundreds of ports for radio-
active material.

Over the years, we have coordinated with the Government Ac-
countability Office to identify problems with the initial deployment
rate of radiological portal monitors. We also identified problems
with the methods used by the U.S. Customs and Border Protection
to target and screen cargo at foreign ports before it is shipped to
the United States.

As of February 2007, over 900 radiation portal monitors had
been installed at domestic ports throughout the country. Currently,
about 90 percent of the cargo crossing our borders is scanned for
radioactivity, and I think we should all feel good about that.

If radiological materials are detected during primary scanning by
a portal monitor, the U.S. Customs and Border Protection conducts
a secondary screening to pinpoint the location and identify radio-
logical materials in cargo containers.

According to GAO, the screening technologies in use are the best
that have been available. However, new technologies are needed to
secure our borders from a wider range of radiological threats and
simultaneously reduce the impact on the flow of legitimate cargo.
DHS and DOE both believe that the advanced spectroscopic portal,
or ASP, is the best and most likely replacement for existing portal
monitors and hand-held detectors.

Earlier this year, I was pleased to join Chairman Stupak in a
joint request to the GAO to review the efforts of the Department
of Homeland Security to test and certify whether ASP monitors are
ready for full-scale deployment. We must know that these monitors
will work before we spend billions of dollars.

GAO will provide testimony today that outlines its concerns with
the approach DHS has used to assess the effectiveness of the ASP
monitors. It is important to point out that DHS has not completed
its technical review of the ASP monitors, and the Department may
be on a path toward resolving many of GAO’s technical concerns.

There are several unanswered questions regarding the use of
ASP monitors for primary inspections. However, the expert sci-
entists and Government officials we have interviewed agree that
the Department of Homeland Security should proceed with a lim-
ited deployment for secondary inspections. In the opinion of one
DOE expert we interviewed, the deployment of ASP monitors in
secondary screening will provide a radical improvement over the
hand-held devices currently in use.

GAO recommends that DHS delay its certification of the ASP
monitors until the Department completes all ongoing research.
GAO also recommends that outside experts review this research
and determine whether more testing is necessary.

These recommendations are certainly reasonable, and I certainly
look forward this morning to the Department’s views. However, in
the meantime, I hope that available funds will be used for a limited
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deﬁloyment of ASP monitors in secondary screening as soon as pos-
sible.

I look forward to the hearing, and thank the witnesses for being
with us this morning. And I yield back my time.

Mr. StupAK. I thank the gentleman.

Mr. Melancon, opening statement?

Mr. Green.

Mr. GREEN. Thank you, Mr. Chairman.

I would like to ask unanimous consent to place a full statement
into the record and paraphrase it.

Mr. StuPAK. Without objection.

Mr. GREEN. This is important. I represent the Port of Houston
and have been on the docks many times to watch our Customs
agents, both with the personal radiation detectors, but also with
the portal that they drive through. And I want to make sure that
we move that cargo as fast as we can with the containers, but also
that the technology is there so we can have that feeling when they
are going down our roads and leaving the Port of Houston.

So, Mr. Chairman, I appreciate the hearing today, and I look for-
ward to the testimony. And like I said, I will put my full statement
into the record. Thank you.

PREPARED STATEMENT OF HON. GENE GREEN, A REPRESENTATIVE IN CONGRESS FROM
THE STATE OF TEXAS

Mr. Chairman, thank you for holding this hearing on the selection of next genera-
tion radiation portal monitors. This is an important issue for our nation and for my
h}cl)metown of Houston, and I am glad this committee is exercising its oversight in
this area.

I welcome today’s witnesses and I look forward to their testimony.

For the past 6 years, since the terrorist attacks on the World Trade Center and
the Pentagon, preventing nuclear and radioactive material into the country, and
protecting our country from a “dirty bomb” has been one of our Nation’s top prior-
ities.

We have refocused our efforts on scanning incoming cargo for dangerous radi-
ation, and Congress has worked with the Department of Homeland Security and our
ports to deploy the necessary technology to protect this country from that threat.

As we look to deploy the next generation of detection equipment, it appears DHS
is rushing to deploy new portal monitor technology despite significant questions that
the technology is as efficient, or as effective as DHS claims.

The current radiation portal monitors which use “Poly Vinyl Toluene” or PVT, are
effective at detecting radiation, but cannot distinguish between naturally occurring
radiation such as that found in tile or granite, and radiation coming from a poten-
tial threat, such as highly enriched uranium.

These false positives require a secondary inspection with a handheld “Radiation
Isotope Identification Device” to determine the type and source of the radiation—
the current process is effective, but labor intensive.

Because of this, DHS has moved forward toward purchasing a new technology, ad-
vanced spectroscopic portal monitors, or ASPs.

ASPs have the potential capability to detect what type of radiation is being emit-
ted thereby negating the need for a second inspection with the intended effects of
speeding up commerce through our sea and land ports, and reducing the amount
of labor needed to operate the RPMs.

Unfortunately, data on the effectiveness of ASPs is inconsistent at best, as the
Government Accountability Office concluded in their October 17, 2006 report, which
raises serious questions as to whether DHS should be committing such a large
amount of money—$1.2 billion over 5 years—to this technology without completing
and analyzing further test results.

The district I represent in Texas is home to the Port of Houston. This port is
ranked first in the United States in foreign waterborne tonnage, second in the U.S.
in total tonnage, and tenth in the world in total tonnage.

I work frequently with the Port Authority and business all along the port, and
understand the importance of moving cargo safely and quickly.
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I spoke with folks at the port when I learned we were going to have this hearing
to see if they were experiencing delays due to secondary inspections, and learned
that, aside from a few instances, the RPMs do not negatively impact the gate proc-
ess.

This is an indication that the current RPMs are not significantly delaying com-
merce, and we should not rush out a new technology that has not been thoroughly
tested and agreed upon by all involved entities, including the Domestic Nuclear De-
tection Office, the Department of Energy, and Customs and Border Protection.

There is broad consensus that PVT and RIID technology is limited, however, and
more susceptible to human error, so we should be looking for a more efficient, more
reliable technology.

ASPs could provide more reliable readings on radiation entering the country, but
more testing needs to be done to guarantee that before we spend more than a billion
dollars on ASP monitors.

I am concerned DHS is rushing to deploy this technology without thorough test-
ing.

DHS and DNDO need to provide Congress with more comprehensive testing re-
sults and a better analysis of deployment and maintenance costs before we commit
taxpayer dollars to purchase this equipment.

Again, I thank the chairman for holding his hearing on this important issue, and
I look forward to the testimony from our witnesses.

Mr. STUPAK. I thank the gentleman from Texas.

People will be bouncing in and out. There is a health care hear-
ing up on the third floor, so I think Members will be moving in and
out.

The ranking member of the full committee, Mr. Barton, for an
opening statement, sir.

OPENING STATEMENT OF HON. JOE BARTON, A
REPRESENTATIVE IN CONGRESS FROM THE STATE OF TEXAS

Mr. BARTON. Thank you, Chairman Stupak, thank you, Ranking
Member Whitfield, for today’s hearing.

Preventing terrorists from smuggling the makings of a nuclear
bomb or dirty bomb into America is our topic today. And I doubt
that there are many more important topics that are going to be
considered today in Congress.

The existing system used by the Department of Homeland Secu-
rity to scan cargo for radioactive threat materials at ports of entry
is generally effective, and I would accentuate the “generally.” it is
not perfect. However, some of the scanning technologies that the
Department currently relies upon to do the job are outdated. I don’t
think there is any controversy about that. And they have inherent
weaknesses. These weaknesses could leave the country vulnerable.

For instance, we cannot continue to rely on the hand-held radi-
ation detectors to pinpoint the location of suspect nuclear materials
in a fully loaded cargo container. These hand-held detectors do
have well-documented problems and unacceptable, at least to me,
failure rates.

The GAO has raised important concerns regarding the Depart-
ment of Homeland Security’s research into new scanning tech-
nology. GAO has recommended that the Department delay its cer-
tification of its best new technology, the advanced spectroscopic
portal monitor.

The Department of Homeland Security has convened a summit
of technical experts this past June to resolve the outstanding
issues. The meeting included more than 25 people from national
laboratories, Homeland Security, the Department of Energy and
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the GAO. With that many experts in one room, it is surprising that
people could even agree on the time of the day that they were
meeting. But we have interviewed some of the people that partici-
pated in that meeting, and they all agree that the research cur-
rently under way will show whether full-scale deployment is appro-
priate. They also agree that we should push forward with a limited
deployment of these new monitors for secondary screening at our
busiest ports.

Experts at the Department of Energy do not believe any further
fundamental technical research is needed to prove whether the new
machines are a significant improvement over the current hand-held
detectors. It would seem that a limited deployment of the new ma-
chines next year would allow the Department of Homeland Secu-
rity to closely examine their effectiveness in real use out in the
field.

I hope that the current disagreements between the General Ac-
counting Office and the Department of Homeland Security can be
resolved. Let’s not ignore a good idea while we continue rigorous
testing to perfect or understand the idea. We can do both. And be-
cause this is about shielding our people from those who mean to
kill us, we need to do both. The enhanced protection from these
limited deployments should not be delayed.

I hope that today’s hearing is productive. I thank the chairman
and ranking member for holding it, would yield back, and would
point out, as has already been pointed out, there is another hearing
upstairs on the Health Subcommittee, so I will be going back and
forth.

But thank you, Mr. Stupak and Mr. Whitfield, for this important
hearing.

Mr. STUPAK. Thank you, Mr. Barton.

Mr. Walden, opening statement, please, sir.

Mr. WALDEN. Mr. Chairman, I am going to waive my opening
statement. Appreciate the opportunity. Look forward to hearing
from the witnesses.

Mr. STUPAK. Mr. Murphy, opening statement, please.

OPENING STATEMENT OF HON. TIM MURPHY, A REPRESENTA-
TIVE IN CONGRESS FROM THE COMMONWEALTH OF PENN-
SYLVANIA

Mr. MurpHY. Thank you, Mr. Chairman and Ranking Member
Whitfield.

Everyone recognizes that we have to take all measures that are
necessary to prevent dangerous nuclear material from entering this
country. And while it is important to be efficient in our border
searches and preserve the rights of American citizens while doing
so, the safety of the American people must take precedence. We
can’t sacrifice safety for the sake of efficiency, because it only takes
one mistake to create a disaster for all.

The subject of this hearing is the use of advanced technology to
detect dangerous nuclear materials that may be entering this coun-
try in cars, trucks and cargo containers on ships. When using this
technology, the absolute worst outcome would be a false negative
finding; that is, a case where the detection equipment fails to rec-
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ognize the presence of a dangerous nuclear material that is actu-
ally there.

I understand that no nuclear detection equipment is absolutely
perfect, but, as we move forward with advanced and efficient tech-
nologies, we must be careful not to increase the possibility that
truly dangerous materials will go undetected.

I should mention one of the companies that has been selected by
DHS to develop and deploy the new advanced spectroscopic portal,
or the ASP, technology is Thermo Fisher Scientific, located in my
congressional district. I am confident, given the proper mandate,
time and guidance by DHS, Thermo Fisher and other companies
will be able to produce and deploy equipment that is both more ef-
ficient and more effective than the equipment we now use.

But on the way toward this goal, I want to make sure we do not
make any mistakes. We have to maintain the maximum level of
protection that technology and human effort will allow. I know
when I visited our borders last year at Laredo, TX, I saw some de-
vices in use that detect radioactive items that come through. And
I understand that, after there is some detection, other screening
has to take place. And we are looking for a way to do this in an
efficient way that keeps false negatives down to zero and also helps
speed the efficiency of this whole process.

Throughout this, now, I look forward to hearing how DHS and
the Domestic Nuclear Detection Office plan to conduct and hope-
fully improve this whole process with their current nuclear detec-
tion technology and deployment programs to minimize the possibil-
ity that dangerous nuclear materials will enter our country.

I thank you very much, and I yield back, Mr. Chairman.

Mr. StuPAK. I thank the gentleman.

That concludes the opening statements by members of the sub-
committee. Any other statements for the record will be included at
this time.

[The prepared statement of Mr. Dingell follows:]

PREPARED STATEMENT OF HON. JOHN D. DINGELL, A REPRESENTATIVE IN CONGRESS
FROM THE STATE OF MICHIGAN

Today, 1 week after the sixth anniversary of 9/11, this subcommittee is holding
a hearing on one of our most important homeland security priorities: the Govern-
ment’s ability to prevent a nuclear weapon or a radiological bomb from being smug-
gled into this country and detonated.

The focus of today’s hearing will be a Government Accountability Office study of
the Department of Homeland Security’s testing of a new generation of radiation por-
tal monitors, known as Advanced Spectroscopic Portals, or ASPs. A bipartisan re-
quest asked GAO to determine whether the Department of Homeland Security con-
ducted fair and adequate tests of these portals before spending an estimated $1.2
billion to replace the radiation portal monitors now in use at our ports and border
crossings.

Because of concerns raised last year by GAO regarding a faulty cost-benefit analy-
sis done by the Department of Homeland security on these new portal monitors, the
Appropriations Committee, in a bipartisan action, prohibited spending the funds
designated to fully purchase these new machines until the DHS Secretary certified
that “a significant increase in operational effectiveness has been achieved.’

Today, GAO will report that they have significant concerns about how DHS con-
ducted tests.

First, GAO will report that the Domestic Nuclear Detection Office gave the three
competing vendors advanced access to many of the packages they would be using
for tests. This allowed vendors to calibrate their machinery to detect the specific ra-
diological materials and the various combinations of shielding and masking mate-
rials prior to the actual tests.
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Second, GAO will report that the tests did not assess the detection limits of these
new machines. The Department of Energy specifically requested that DHS conduct
tests to learn the masking limits of the new machines, based on what they had
found in international commerce, but apparently, DHS could not find time to ad-
dress this concern.

In sum, GAO found that DHS did not conduct a fair and balanced evaluation of
the new machines. GAO does not believe the results “demonstrate a significant in-
crease in operational effectiveness and should not be relied upon to make a full-scale
production decision.”

How has DHS responded to GAO’s findings? As soon as they learned what GAO
found, they launched an “end run” and created a new “independent review panel”
to reassess the results. Today, we will examine how independent and qualified this
new panel actually is.

In addition, DHS changed the certification date and also changed the tests that
would be considered for certification—11th hour efforts to obfuscate errors in the
original tests.

What DHS hasn’t done, which any reasonable taxpayer would expect, is take
GAO’s advice and redo the tests—something that will cost little in comparison to
the overall $1.2 billion procurement. Retesting may cost less than half of one per-
cent of the overall procurement, and would be money well spent. In the words of
DHS Secretary Chertoff, “The greatest threat we have to prevent is a nuclear device
being detonated by a terrorist.”

I want to commend the subcommittee chairman and ranking member for holding
this hearing today. I hope that they will continue their strong oversight of this pro-
gram. Without their work and that of our colleagues on the Appropriations Commit-
tee, I believe we would now be witnessing another DHS procurement debacle where
billions of dollars are spent with few tangible results.

Mr. StupPAK. I will now call our first panel of witnesses. On our
panel we have: Dr. Gene Aloise, Director of the Natural Resources
and Environmental Division at the Government Accountability Of-
fice; and Mr. Aloise is accompanied by Dr. Keith Rhodes, Chief
Technologist at the Government Accountability Office; Dr. Vayl Ox-
ford, Director of the Domestic Nuclear Detection Office within the
Department of Homeland Security; and Director Oxford is accom-
panied by Dr. Huban Gowadia, Assistant Director for Mission Man-
agement at the Domestic Nuclear Detection Office; and Mr. Dave
Huizenga, Assistant Deputy Administrator of the Department of
Energy’s Office of International Material Protection and Coopera-
tion within the National Nuclear Security Administration; and last
but not least, the Honorable Paul A. Schneider, Under Secretary
for Management at the Department of Homeland Security.

I would like to welcome everyone to the subcommittee.

It is the policy of this committee to take all testimony under
oath.

Please be advised that witnesses have the right under the rules
of the House to be advised by counsel during your testimony. Do
any of you wish to be represented by counsel?

Looks like, by the nods of the head, no one wishes to be rep-
resented by counsel, so I will ask you all to please rise and raise
your right hand and take the oath.

[Witnesses sworn.]

Mr. STUPAK. Let the record reflect that witnesses replied in the
affirmative.

You are now under oath. That will include your opening state-
ments.

We will now hear a 5-minute opening statement from the wit-
nesses. The witnesses may also submit a longer statement for in-
clusion in the record.
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I will now recognize Mr. Aloise for an opening statement. Sir, if
you would, please.

STATEMENT OF GENE ALOISE, DIRECTOR, NATURAL RE-
SOURCES AND ENVIRONMENT DIVISION, U.S. GOVERNMENT
ACCOUNTABILITY OFFICE, ACCOMPANIED BY KEITH
RHODES, CHIEF TECHNOLOGIST, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE

Mr. ALOISE. Thank you, Mr. Chairman.

Mr. Chairman and members of the subcommittee, we are pleased
to be here today to discuss the test methods DNDO used to dem-
onstrate the capability of the next-generation radiation detection
portal monitors and whether the tests should be relied upon to
make a decision to procure $1.2 billion worth of this equipment.

Radiation detection portal monitors are a key element in our na-
tional defenses against nuclear smuggling. According to DHS and
DOE, the current system of this equipment is effective and does
not significantly impede the flow of commerce. DNDO wants to im-
prove the capabilities of the existing systems with new equipment
with advanced technology.

One of the major drawbacks of the new equipment is the sub-
stantially higher cost compared to the existing system of radiation
detection equipment. As was earlier mentioned, in our March 2006
report we recommended that DNDO conduct a cost-benefit analysis
to determine if this additional capability was worth the consider-
able cost. In October of last year, we concluded that DNDO’s analy-
sis did not provide a sound basis to purchase the new detection
equipment because it relied on assumptions rather than actual test
data. We recommended that DNDO redo the analysis based upon
actual test data and, in doing so, conduct realistic testing of the
new equipment’s capabilities.

The fiscal year 2007 Homeland Security Appropriations Act re-
quires that the Secretary of DHS certify that the new equipment
will provide a significant increase in operational effectiveness be-
fore spending additional funds for its procurement. To meet this re-
quirement, DNDO conducted testing of both the new and existing
radiation detection equipment at the Nevada test site between Feb-
ruary and March 2007. It is that testing that we will discuss today.

Based on our analysis of DNDQO’s test plan, the test results and
discussion with experts from DOE’s national labs and others, we
are concerned that DNDO used biased test methods that enhanced
the performance of the new equipment. In our view, it is highly un-
likely that such favorable test circumstances would present them-
selves under real-world conditions.

Specifically, our concerns with the test methods are: Preliminary
test runs were conducted using almost all of the materials and
combinations of materials, so that vendors could collect test data
and adjust their systems to identify these materials prior to formal
testing. Also, DNDO’s tests were not designed to test the limits of
the equipment’s capabilities—a critical flaw in the testing. Specifi-
cally, the tests did not use a sufficient amount of the type of mate-
rials that could be used to hide or mask dangerous sources. In ad-
dition, DNDO did not use a key standard operating procedure that
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supports the use of hand-held detectors, an important part of the
current radiation detection system.

As a result of concerns we and others raised that DNDO did not
sufficiently test the limits of the new equipment, DNDO is plan-
ning additional studies of the test data. DNDO and the eventual
users of the new equipment, Customs and Border Protection and
DOE, have reached an agreement to wait and see whether the re-
sults of new studies provide useful data.

In our view and the view of other experts, these studies, which
are essentially computer simulations, may provide useful data but
they are not as good as actual testing with nuclear and masking
materials. We are making several recommendations today designed
to correct the problem of DNDO’s flawed tests, including the cre-
ation of an independent testing group within DHS if more testing
is needed.

Mr. Chairman, the equipment being tested is for the purpose of
guarding against perhaps the No. 1 threat to our Nation: the possi-
bility that a nuclear weapon, nuclear materials or a dirty bomb
could be smuggled across our borders. We do not think it is unrea-
sonable to ask DHS to conduct realistic and scientifically rigorous
testing on any equipment that is used to guard against this threat.

That concludes my remarks. And Dr. Rhodes and I will be happy
to answer any questions.

[The prepared statement of Mr. Aloise follows:]
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e DNDQ used biased test methods that enhanced the performance of
the ASPs. Specifically, DNDO conducted numerous preliminary
runs of almost all of the materials, and combinations of materials,
that were used in the formal tests and then allowed ASP
contractors to collect test data and adjust their systems to identify
these materials. It is highly unlikely that such favorable
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type of materials that wonld mask or hide dangerous sources and
that ASPs would likely encounter at ports of eniry, DOE and
national laboratory officials raised these concerns to DNDO in
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suggestion of including additional and more challenging masking
materials because, according to DNDO, there would not be
sufficient time to obtain therm based on the deadline imposed by
obtaining Secretarial Certification by June 26. 2007. By not
collaborating with DOE until late in the test planning process,
DNDO missed an important opportunity to procure a broader,
more representative set of well-vetted and characterized masking
materials.

¢ DNDO did not objectively test the performance of handheld
detectors because they did not use a critical CBP standard
operating procedure that is fundamental to this equipment’s
performance in the field.

Because of concerns raised that DNDO did not sufficiently test the
limitations of ASPs, DNDO is atterapting to compensate for weaknesses in
the original test plan by conducting additional studi -essentially
computer simulations. While DNDO, CBP, and DOE have now reached an
agreement to wait and see whether the resulis of these studies will provide
useful data regarding the ASPs’ capabilities, in our view and those of other
experts, computer simulations are not as good as actual {esting with
muclear and masking materials.

United States romen ity Office
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Mr. Chairman and Members of the Subcommittee:

I am pleased to be here today to discuss our assessment of the testing of
advanced spectroscopic portal (ASP) monitors conducted by the Domestic
Nuclear Detection Office (DNDO). The results of these tests, including the
methods by which they were conducted, are critically important because
they will serve as the primary support for a required Department of
Homeland Security (DHS) Secretarial Certification of the performance of
this equipment and, in turn, authorization to spend up to $1.2 billion for
the full-scale production of the next generation of radiation detection
technology to be deployed to U.S. ports of entry.

The radiation portal monitors in use today can detect the presence of
radiation, but they cannot distinguish between types of radiological
material. For example, they cannot tell the difference between harmless
products that emit radiation, such as ceramic tile, and dangerous
materials, such as highly enriched uranium that could be used to construct
a nuclear weapon. DNDO is primarily responsible for preventing
unauthorized nuclear or radiological materials from entering the United
States. U.S. Customs and Border Protection (CBP) is responsible for
screening cargo as it enters the nation at our borders, which includes
operating radiation detection equipment to intercept dangerous nuclear
and radiological materials. The Department of Energy (DOE) is the
primary agency responsible for the international deployment of radiation
detection equipment.

CBP’s standard procedures require incoming cargo to pass through a
radiation portal monitor to screen for the presence of radiation. This
“primary inspection” alerts CBP officers when a radioactive threat might
be present. If there is a potential threat, CBP procedures require a
“secondary inspection.” To confirm the presence of radiation, this
secondary inspection usually includes a second screening by a radiation
portal monitor as well as a screening by CBP officers using handheld
radioactive isotope identification devices (RIIDs). These devices are used
to differentiate between types of radioactive material to determine if the
radiation being detected is dangerous. Both the radiation portal monitors
and handheld devices are limited in their abilities to detect and identify
nuclear material.

DNDO asserts that false alarms, or “nuisance alerts,” result in large
numbers of secondary inspections—especially at high-volume ports of
entry. CBP officials believe that the number of secondary inspections
required by the currently deployed system are resource intensive and

Page 1 GAO-07-1247T Combating Nuclear Smuggling
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could be reduced, allowing CBP officers to focus on other border
enforcement responsibilities such as illegal immigration and drug
interdiction. Importantly, however, these officials acknowledged that the
current system provides the best possible radiological and nuciear
screening coverage available and that it does not have a significant impact
on commerce.

DHS would like to improve the capabilities of its portal monitors so that
they can perform the dual roles of detecting radiation and identifying
radiological materials. In this regard, DHS has sponsored research,
development, and testing activities designed to create ASP portal monitors
capable of performing both functions. In July 2006, DHS awarded
contracts to three vendors to develop the ASPs’ capabilities. These awards
were based mainly on performance tests conducted at DHS's Nevada Test
Site in 2005, where ten competing ASP vendors’ monitors were evaluated.
At the same time, three currently deployed portal monitors that use
polyvinyl toluene plastic scintillators, known as PVTs, were also tested.

To ensure that DHS'’s substantial investment in radiation detection
technology yields the greatest possible level of detection capability at the
lowest possible cost, in a March 2006 GAO report,' we recommended that
once the costs and capabilities of ASPs were well understood, and before
any of the new equipment was purchased for deployment, the Secretary of
DHS work with the Director of DNDO to analyze the costs and benefits of
deploying ASPs. Further, we recommended that this analysis focus on
determining whether any additional detection capability provided by the
ASPs was worth the considerable additional costs. In response to our
recommendation, DNDO issued its cost-benefit analysis in May 2006° and
an updated, revised version in June 2006. According to senior agency
officials, DNDO believes that the basic conclusions of its cost-benefit
analysis showed that the new ASP monitors are a sound investinent for the
U.8. government.

'GAQ, Combating Nuclear Smuggling: DHS Has Made Progress Deploying Radiation
Detection Equipment at U.S, Ports of Entry, but Concerns Remain, GAO-06-38%
{Washington, D.C.: Mar.22, 2006).

*DNDQ, Cost Benefit Analysis for Next Generation Passive Radiation Detection of Cargo at
the Nation’s Border Crossings, May 30, 20086.

Page 2 GAO-D7-1247T Combating Nuclear Smuggling
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In an October 2006 GAO report®, we concluded that DNDO's cost benefit
analysis did not provide a sound basis for DND(Q's decision to purchase
and deploy ASP technology because it relied on assumptions of the
anticipated performance level of ASPs instead of actual test data, and that
it did not justify DHS's plan to spend $1.2 billion to purchase and deploy
ASPs, We also reported that DNDO did not assess the likelihood that ASPs
would either misidentify or fail to detect nuclear or radiological material.
Rather, it focused its analysis on reducing the time necessary to screen
traffic at border check points and reduce the impact of any delays on
commerce. We recommmended that DNDO conduct further testing of ASPs
and the currently deployed PVTs before spending additional funds to
purchase ASPs.

Mr. Chairman, my remarks today focus on the tests conducted by DNDO at
the Nevada Test Site between February and March of this year and the test
methods DNDO used to demonstrate the performance capabilities of the
ASPs. Specifically, I will discuss how the tests were conducted at the
Nevada Test Site, and whether these test results should be relied upon to
support Secretarial Certification or to make a full-scale production
decision. I will also discuss current DNDO testing efforts and how they
may impact future decision making.

In conducting our review, we analyzed DNDO’s test plans and procedures
and interviewed senior DNDO officials responsible for managing the ASP
program, including the development and testing of ASP monitors. We
observed DNDO's testing conducted at the Nevada Test Site and the New
York Container Terminal. We obtained information on DNDO's test
methods from National Institute of Standards and Technology (NIST)
officials and discussed the efficacy of DNDO's test methods with experts
from NIST, DOE, the private sector, and four national laboratories, We
also met with senior CBP and DOE officials as the main end users of portal
monitor equipment. We conducted our review in Washington, D.C. from
March to September 2007 in accordance with generally accepted
government auditing standards.

SGAO, Combating Nuclear ting: DHS's Cost-Benefit Analysis to Support the Purchase
of New Radiation De ion Portal Monii Was Not Based on Avsilable Performance
Data and Did Not Fully Evaluate ANl the Monitors’ Cost and Benefits, GAO-07-133R

(Washington, D.C.: Oct. 17, 2006).

Page 3 GAO-07-1247T Combating Nuclear Smuggling
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In Summary

Based on our analysis of DNDQ's test plan, the test results, and
discussions with experts from four national laboratories, we are
concerned that DNDO's tests were not an objective and rigorous
assessraent of the ASPs capabilities. Our concerns with DNDO's test
methods include the following:

+ DNDO used biased test methods that enhanced the performance of the
ASPs. Specifically, DNDO conducted numerous preliminary runs of
almost all of the materials, and combinations of materials, that were
used in the formal tests and then allowed ASP contractors to collect
test data and adjust their systems to identify these materials. It is highly
unlikely that such favarable circumstances would present themselves
under real world conditions.

» DNDO's tests conducted at the Nevada Test Site were not designed to
test the limitations of the ASPs’ detection capabilities—a critical
oversight in DNDO’s original test plan. DNDO did not use a sufficient
amount of the type of materials that would mask or hide dangerous
sources and that ASPs would likely encounter at ports of entry. DOE
and national laboratory* officials raised these concerns to DNDO in
Noverber 2006. However, DNDO officials rejected their suggestion of
including additional and more challenging masking materials because,
according to DNDQO, it would not be able to obtain such materials in
time to meet the Secretarial Certification deadline. By not collaborating
with DOE until late in the test planning process, DNDO missed an
important opportunity to procure a broader, more representative set of
well-vetted and characterized masking materials.

« DNDO did not objectively test the performance of handheld detectors
because it did not use a critical CBP standard operating procedure that
is fundamental to this equipment’s performance in the field.

As a result of concerns raised that DNDO’s NTS tests did not sufficiently
test the limitations of ASPs, DNDO is now attempting to compensate for
weaknesses in the original test plan by conducting additional testing
known as injection studies—essentially computer simulations. While
DNDO, CBP, and DOE have now reached an agreement to wait and see

“DOE manages the largest laboratory system of its kind in the world. The mission of DOE's
22 laboratories has evolved. Originally created to design and build atomic weapons, these
laboratories have since expanded to conduct research in many disciptines—from high-
energy physics to advanced computing.

Page 4 GAO0-07-1247T Combating Nuclear Smuggling
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whether the results of these studies will provide useful data regarding the
ASPs' capabilities, in our view and those of other experts, computer
simulations are not as good as actual testing with nuclear and masking
materials,

We are recommending that the Secretary of DHS delay certification until
all tests and studies have been completed and validated, and all test results
have been provided to relevant parties, including CBP and DOE. If DNDO,
CBP and DOE determine that additional testing is needed, then an
independent group within DHS should be formed to conduct this testing,
In addition, the results of the tests and analyses should be reported to the
appropriate congressional committees before large scale purchases are
made.

Background

The Department of Homeland Security Appropriations Act for Fiscal Year
2007 states that “none of the funds appropriated. ..shall be obligated for
full scale procurement of [ASP] monitors until the Secretary of Homeland
Security has certified...that a significant increase in operational
effectiveness will be achieved.” DNDO noted that cerfification would
meet DHS guidelines for the review and approval of corplex acquisitions.
Specifically, DNDO stated that the Secretary’s decision would be made in
the context of DHS “Key Decision Point 3,” which details the review and
approval necessary for DHS acquisition programs to move from the
“Capability Development and Demonstration” phase to the “Production
and Deployment Phase.”

To meet the statutory requirement to certify the ASPs will provide a
“significant increase in operational effectiveness,” and requirements
outlined in DHS Management Directive 1400, DNDO, with input from
subject matter experts, developed a series of tests intended to
dermonstrate, among other things, ASP performance and deployment
readiness. The tests were conducted at several venues, including the
Nevada Test Site, the New York Container Terminal, the Pacific Northwest
National Laboratory, and five ports of entry. DNDO stated that its request
for full-scale production approval would be based upon completed and
documented results of these tests. To meet the Secretary’s goal of

*Department of Homeland Security Appropriations Act for Fiscal Year 2007, Pub. 1. No.
109-295, tit. IV, 120 Stat. 1355, 1376 (October 4, 2006).

Page § GAO-07-1247T Combating Nuclear Smuggling
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deploying 225 ASPs by the end of calendar year 2008, Secretarial
Certification was scheduled for June 26, 2007.

To guide the test operations, DNDO defined a set of Critical Operational
Issues that outlined the tests’ technical objectives and provided the
baseline to measure demonstrated effectiveness. The purpose of the
Critical Operational Issue 1 is to “verify operational effectiveness” of ASPs
and determine whether “ASP systems significantly increase operational
effectiveness relative to the current generation detection and identification
system.” DNDO conducted a series of tests at the Nevada Test Site, the
single focus of which, according to DNDO, was to resolve Critical
Operational Issue 1. According to DNDO, these tests began in February
2007 and concluded in March 2007. DNDQO’s Nevada Test Site test plan,
dated January 12, 2007, identified three primary test objectives comparing
the operational effectiveness of the ASP systems with existing detection
and identification systems at current high-volume operational thresholds.
Specifically, DNDO sought to determine the ASPs’ probability to (1) detect
and identify nuclear and radiological threats (2) discriminate threat and
non-threat radionuclides in primary [screening positions}, and (3) detect
and identify threat radionuclides in the presence of non-threat
radionuclides.

How the Tests at the
Nevada Test Site Were
Conducted

The Nevada Test Site test plan had two key components. First, DNDO
developed guidelines for basic test operations and procedures, including
test goals and expectations, test tasks and requirernents, and roles and
responsibilities of personnel involved in the testing, including the ASP
contractors. The second component involved the National Institute of
Standards and Technology developing test protocols that defined, among
other things, how many times a container carrying test materials would
need to be driven through portal monitors in order to obtain statistically
relevant results.

DNDO's tests at the Nevada Test Site were designed to compare the
current system-—using PVTSs in primary inspections and a PVT and RIID
combination in secondary inspections-—to ather configurations including
PVTs in primary and ASPs in secondary, and ASPs in both primary and
secondary inspection positions, DNDO tested three ASPs and four PVTs.
The ASP vendors included Thermo, Raytheon, and Canberra. The PVT
vendors included SAIC, TS4, and Ludlum. According to the test plan, to
the greatest extent possible, PVT, ASP, and RIID handheld devices would
be operated consistent with approved CBP standard operating procedures.

Page 8 GAOQ-07-1247T Combating Nuclear Smuggling
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Prior to “formal” collection of the data that would be used to support the
resolution of Critical Operational Issue I, DNDO conducted a series of
tests it referred to as “dry runs” and “dress rehearsals.” The purpose of the
dry runs was to, among other things, verify ASP systems’ software
performance against representative test materials and allow test teams
and system contractors to identify and implement software and hardware
improvements to ASP systems. The purpose of the dress rehearsals was to
observe the ASPs in operation against representative test scenarios and
allow the test team to, among other things:

« develop confidence in the reliability of the ASP system so that
operators and data analysts would know what to expect and what data
to collect during the formal test,

« collect sample test data, and

« determine what errors were likely to occur in the data collection
process and eliminate opportunities for error.

In addition to improving ASP performance through dry runs and dress
rehearsals conducted prior to formal data collection, ASP contractors
were also significantly involved in the Nevada Test Site test processes.
Specifically, the test plan stated that “{ASP] contractor involvement was
an integral part of the NTS test events to ensure the systems performed as
designed for the duration of the test.” Furthermore, ASP contractors were
available on site to repair their system at the request of the test director
and to provide quality control support of the test data through real time
monitoring of available data. DNDO stated that Pacific Northwest National
Laboratory representatives were also on site to provide the same services
for the PVT systems.

DNDO conducted its formal tests in two phases. The first, called Phase 1,
was designed to support resolution of Critical Operational Issue 1 with
high statistical confidence. DNDO told us on multiple occasions and in a
written response that only data collected during Phase 1 would be
included in the final report presented to the Secretary to request ASP
certification. According to DNDQ, the second, called Phase 3, provided
data for algorithm development which targeted specific and known areas
in need of work and data to aid in the development of secondary screening
operations and procedures. According to DNDO documentation, Phase 3
testing was not in support of the full-scale production decision. Further,
DNDO stated that Phase 3 testing consisted of relatively small sample
sizes sinice the data would not support estimating the probability of
detection with a high confidence level.

Page 7 GAOQ-07-1247T Combating Nuctear Smuggling
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On May 30, 2007, following the formal tests and the scoring of their results,
DNDO told GAO that it had conducted additional tests that DNDO termed
“Special Testing.” The details of these tests were not outlined in the
Nevada Test Site test plan. On June 20, 2007, DNDO provided GAO with a
test plan document entitled “ASP Special Testing” which described the test
sources used to conduct the tests but did not say when the tests took
place. According to DNDO, special testing was conducted throughout the
formal Phase 1 testing process and included 12 combinations of threat,
masking, and shielding materials that differed from “dry run,” “dress
rehearsal,” and formal tests. DNDO also stated that the tests were “blind,”
meaning that neither DNDO testing officials nor the ASP vendors knew
what sources would be included in the tests. According to DNDO, these
special tests were recommended by subject matter experts outside the
ASP program to address the limitations of the original NTS test plan,
including

« available time and funding resources,

« special nuclear material sources, and

« the number of test configurations that could be incorporated in
the test plan, including source isotope and activity, shielding
materials and thicknesses, masking materials, vehicle types,
and measurement conditions.

Unlike the formal tests, National Institute of Standards and Technology
officials were not involved in determining the number of test runs
necessary to obtain statistically relevant results for the special tests.

DNDO'’s Test Methods
Raise Concerns
Regarding the
Reliability of Test
Results

Based on our analysis of DNDO’s test plan, the test results, and
discussions with experts from four national laboratories, we are
concerned that DNDO used biased test methods that enhanced the
performance of the ASPs. In the dry runs and dress rehearsals, DNDO
conducted many preliminary runs of radiological, nuclear, masking, and
shielding materials so that ASP contractors could collect data on the
radiation being emitted, and modify their software accordingly.
Specifically, we are concerned because almost all of the materials, and
most combinations of materials, DNDO used in the formal tests were
identical to those that the ASP contractors had specifically set their ASPs
to identify during the dry runs and dress rehearsals. It is highly unlikely
that such favorable circumstances would present themselves under real
world conditions.

Page 8 GAO-07-1247T Combating Nuclear Smuggling
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A key component of the NTS tests was to test the ASPs’ ability to detect
and identify dangerous materials, specifically when that material was
masked or “hidden” by benign radioactive materials. Based on our
analysis, the masking materials DNDO used at NTS did not sufficiently test
the performance limits of the ASPs. DOE national laboratory officials
raised similar concerns to DNDO after reviewing a draft of the test plan in
November 2006. These officials stated that the masking materials DNDO
planned to use in its tests did not emit enough radiation to mask the
presence of nuclear materials in a shipping container and noted that many
of the materials that DOE program officials regularly observe passing
through international ports emit significantly higher levels of radiation
than the masking materials DNDO used for its tests.

DNDO officials told us that the masking materials used at the Nevada Test
Site represented the average emissions seen in the stream of commerce at
the New York Container Terminal. However, according to data
accumulated as part of DOE’s program to secure international ports (the
Megaports program), a significant percentage of cargo passing through
one European port potentially on its way to the United States has emission
levels greater than the average radiation level for cargo that typically sets
off radiation detection alarms. Importantly, DNDO officials told us that the
masking materials used at the Nevada Test Site were not intended to
provide insight into the limits of ASP detection capabilities. Yet, DNDO'’s
own test plan for “ASP Special Testing” states, “The DNDO ASP NTS Test
Plan was designed to... measure capabilities and limitations in current
ASP systems.”

In addition, the NTS tests did not objectively test the ASPs against the
currently deployed radiation detection system. DNDO’s test plan stated
that, to the greatest extent possible, PVT, ASP, and RIID handheld devices
would be operated consistent with approved CBP standard operating
procedures. However, after analyzing test results and procedures used at
the Nevada Test Site, CBP officials determined that DNDO had, in fact, not
followed a key CBP procedure. In particular, if a threat is identified during
a secondary screening, or if the result of the RIID screening isn't definitive,
CBP procedures require officers to send the data to CBP’s Laboratories
and Scientific Services for further guidance. DNDO did not include this
critical step in its formal tests. CBP officials also expressed concern with
DNDO'’s preliminary test results when we met with them in May 2007.

In regards to the special tests DNDO conducted, based on what DNDO has
told us and our own evaluation of the special test plan, we note that
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« because DNDO did not consuit NIST on the design of the blind tests,
we do not know the statistical significance of the results, and

« the tests were not entirely blind because some of the nuclear materials
used in the blind tests were also used to calibrate the ASPs on a daily
basis.

During the course of our work, CBP, DOE, and national laboratory
officials we spoke to voiced concern about their lack of involvement in the
planning and execution of the Nevada Test Site tests. We raised our
concerns about this issue and those of DOE and CBP to DNDQ's attention
on multiple occasions. In response to these concerns, specifically those
posed by DOE, DNDO convened a conference on June 27, 2007, of
technical experts to discuss the Nevada test results and the methods
DNDO used to test the effects of masking materials on what the ASPs are
able to detect. As a result of discussions held during that meeting, subject
matter experts agreed that computer-simulated injection studies could
help determine the ASPs’ ability to detect threats in the presence of highly
radioactive masking material.

According to a Pacific Northwest National Laboratory report submitted to
DNDO in December 2006, injection studies are particularly useful for
measuring the relative performance of algorithms, but their results should
not be construed as a measure of (system) vulnerability. To assess the
limits of portal monitors’ capabilities, the Pacific Northwest National
Laboratory report states that actual testing should be conducted using
threat objects immersed in containers with various masking agents,
shielding, and cargo. DNDO officials stated at the meeting that further
testing could be scheduled, if necessary, to fully satisfy DOE concerns.

On July 20, 2007, DHS Secretary Chertoff notified certain members of the
Congress that he planned to convene an independent expert pane! to
review DNDO’s test procedures, test results, associated technology
assessments, and cost-benefit analyses to support the final decision to
deploy ASPs. In making this announcement, Secretary Chertoff noted the
national importance of developing highly effective radiation detection and
identification capabilities as one of the main reasons for seeking an
independent review of DNDO’s actions. On August 30, 2007, the DHS
Undersecretary for Management recommended that the Secretary of

® PNNL, Energy Window Ratio Algorithms For Plastic Scintiliator Portal Monitors:
Development, Deployment and Performance, PNNL-16283 (Richland, WA: December,
2006).
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Homeland Security delay Secretarial Certification of ASPs for an
additional two months. According to DHS, the current delay is in order to
provide CBP more time to field ASP systems, a concern CBP had raised
early in our review.

Conclusions

Effectively detecting and identifying radiological or nuclear threats at U.S.
borders and ports of entry is a vital matter of national security, and
developing new and advanced technology is critical to U.S. efforts to
prevent a potential attack, However, it is also critical to fully understand
the strengths and weaknesses of any next generation radiation detection
technology before it is deployed in the field and to know, to the greatest
extent possible, when or how that equipment may fail.

In our view, the tests conducted by DNDO at the Nevada Test Site between
February and March 2007 used biased test methods and were not an
objective assessment of the ASPs’ performance capabilities. We believe
that DNDO's test methods—specifically, conducting dry runs and dress
rehearsals with contractors prior to formal testing—enhanced the
performance of the ASPs beyond what they are likely to achieve in actual
use. Furthermore, the tests were not a rigorous evaluation of the ASPs’
capabilities, but rather a developmental demonstration of ASP
performance under controlled conditions which did not test the limitations
of the ASP systems.

As a result of DNDO’s test methods and the limits of the tests—including a
need to meet a secretarial certification deadline and the limited
configurations of special nuclear material sources, masking, and shielding
materials used-—we believe that the results of the tests conducted at the
Nevada Test Site do not demonstrate a “significant increase in operational
effectiveness” relative to the current detection system, and cannot be
relied upon to make a full-scale production decision.

Recommendations

We recommend that the Secretary of Homeland Security take the
following actions:

« Delay Secretarial Certification and full-scale production decisions of
the ASPs until all relevant tests and studies have been completed and
limitations to these tests and studies have been identified and
addressed. Furthermore, results of these tests and studies should be
validated and made fully transparent to DOE, CBP, and other relevant
parties.
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« Once the tests and studies have been completed, evaluated, and
validated, DHS should determine in cooperation with CBP, DOE, and
other stakeholders including independent reviewers, if additional
testing is needed.

» If additional testing is needed, the Secretary should appoint an
independent group within DHS, not aligned with the ASP acquisition
process, to conduct objective, comprehensive, and transparent testing
that realistically deronstrates the capabilities and limitations of the
ASP system. This independent group would be separate from the
recently appointed independent review panel.

« Finally, the results of the tests and analyses should be reported to the
appropriate congressional committees before large scale purchases of
ASP’s are made.

Mr. Chairman, this concludes our prepared staternent. We would be happy
to respond to any questions you or other members of the subcommittee
may have.
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Mr. StuPAK. Thank you.
Now, Mr. Oxford, opening statement, please, sir.

STATEMENT OF VAYL OXFORD, DIRECTOR, DOMESTIC NU-
CLEAR DETECTION OFFICE, U.S. DEPARTMENT OF HOME-
LAND SECURITY, ACCOMPANIED BY HUBAN A. GOWADIA, AS-
SISTANT DIRECTOR FOR MISSION MANAGEMENT, DOMESTIC
NUCLEAR DETECTION OFFICE, U.S. DEPARTMENT OF HOME-
LAND SECURITY

Mr. OXFORD. Good morning, Chairman Stupak, Ranking Member
Whitfield, and other distinguished members of the subcommittee.
I would like to thank the committee for the opportunity to discuss
what DNDO is doing to protect this Nation against a nuclear or ra-
diological attack.

Also, I would like to take this opportunity to publicly thank the
many partners we have had in improving our technical capabilities,
including CBP and DOE, and the larger technical community, to
include five national and Federal laboratories, and the National In-
stitute of Standards and Technology. I am confident in saying that
thlis is the first program of its type to draw from this breadth of
talent.

We at DNDO are optimistic about the ASP program and its per-
formance capabilities as demonstrated thus far, and we hope to
show you more during the course of this testimony.

Regarding the nuclear threat and ASP development, there can be
no doubt, as has already been referenced this morning, that the
threat of a nuclear attack against the United States is one of the
gravest that we face, and all efforts possible must be directed at
reducing the risk of such an attack. DNDO is committed to doing
everything possible to prevent a nuclear 9/11.

Shortly after 9/11, Customs made the prudent decision to deploy
commercially available radiation detection equipment to address a
glaring vulnerability in our Nation’s homeland security capabilities.
With that said, there were well-understood limitations to these sys-
tems.

The fact remains that we are facing a challenge at our ports and
borders in trying to balance the flow of goods and commerce, while
addressing this critical threat. Since that time, the Nation has ma-
tured significantly in thinking about homeland security and nu-
clear threats.

The first step was the formation of DHS, and the second was the
formation of my office, the Domestic Nuclear Detection Office, an
interagency office agreed to by the executive branch. Upon its for-
mation, DNDO took the responsibility for improving our nuclear
detection capabilities, with a priority to improve operations at sea-
ports and land border crossings.

ASP systems represent a leap forward in this capability, promis-
ing to identify threats and drastically reduce nuisance alarms
caused by innocent materials, provide better information to our
Customs Officers, and resolve difficult cases. Given the importance
of this program, DHS has gone to great lengths to ensure that the
performance of ASP systems is well-understood and that the sys-
tems represent a significant improvement in operational effective-
ness.
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The test program that we designed and implemented is as rigor-
ous a test program as the U.S. Government has ever conducted. To
ensure that systems performance was well-known, DNDO con-
ducted over 6 months of testing, resulting in over 100,000 data
points.

Testing was designed to evaluate all aspects of ASP performance,
including the following: system qualification tests to demonstrate
that ASP units are manufactured in accordance with specified de-
sign requirements; environmental product qualification tests to de-
termine if the system can reliably perform within the operational
environment; tests at the Nevada Test Site to evaluate ASP tech-
nical performance and support ASP algorithm development and
secondary concepts of operation; New York Container Terminal
tests to determine if ASP demonstrates a significant reduction in
referral rates to secondary inspection compared to current PVT sys-
tems in a real stream of commerce; integration testing to determine
if ASP systems are ready to deploy in an operational setting for
secondary deployment; and finally, field validation testing with
Customs and Border Protection to identify operational issues, take
corrective action and ensure that CBP Officers are comfortable
with the systems.

We have been thorough and rigorous in our approach, ensuring
that both we and CBP are satisfied with ASP systems both tech-
nically and operationally before we make any recommendations to
the Secretary.

In conclusion, while the current ASP systems represent a signifi-
cant step forward in meeting our challenges, we will not stop here.
We will continue to work with CBP and DOE to identify needed
improvements to further optimize performance.

Perhaps more than anything else, I caution against delaying
progress in the pursuit of perfection and allowing critical limita-
tions in our current capabilities to remain unaddressed. Rather, we
should focus on developing a path forward to address this threat.

Chairman Stupak, Ranking Member Whitfield and members of
the subcommittee, I thank you for your attention and will be happy
to answer any questions you may have.

[The prepared statement of Mr. Oxford follows:]
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Vay! Oxford, Director DNDO September 18, 2007
Before the House Committee on Energy and Commerce

Introduction

Good morning, Chairman Stupak, Ranking Member Whitfield, and distinguished members of the
subcommittee. Tam Vay! Oxford, Director of the Domestic Nuclear Detection Office (DNDO),
and [ would like to thank the committee for the opportunity to discuss the progress we are
making in testing and evaluating next-generation radiological and nuclear detection technologies.
[n particular, I would like to describe how we work with our partners and customers to develop
requirements and evaluate new technologies, how we have gone about evaluating Advanced
Spectroscopic Portals (ASPs), and how those tests relate to the certification process required by
the FY 2007 Appropriations bill. We at DNDO are optimistic about the system performance
capabilities demonstrated, thus far, by the ASP systems, and hope that this hearing can provide

clarity to any lingering questions.

DNDO recognizes that there have been concerns raised by the Government Accountability
Office (GAO) with regards to the test campaign we performed for the ASP Program. DNDO has
cooperated with the GAO to provide information and responded to questions pertaining to our
test procedures, methodology, planning, and all final results. It is my hope that the information
we provide today, including our path forward for the ASP program, is testament to the
comprehensive and rigorous evaluation we have given the ASP program and, in turn, addresses
the Committee’s concerns pertaining to assessments of next-generation radiation detection

technology.

DNDO’s Unique Role
As you know, DNDO was chartered on April 15, 2003, through a joint presidential directive,

NSPD- 43/HSPD-14 to coordinate efforts of Federal, State, and local partners to strengthen
national nuclear and radiological detection capabilities, to address the threat of nuclear terrorism.
DNDO has the unique role within the Federal government of ensuring that nuclear and radiation

detection efforts across the U.S. government are integrated, while also performing related
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outreach, training, and information sharing opportunities for State and local authorities.
Working with our partners in DHS and other Departments, including U.S. Customs and Border
Protection (CBP) and the Department of Energy (DOE), DNDO works to develop coherent and
integrated strategies for preventing the illicit introduction or transportation of nuclear or
radiological materials and enhancing the global nuclear detection architecture. DNDO is able to
provide consistent planning, performance testing, operational protocols, and reporting
requirements by emphasizing coordination amongst multiple agencies and programs. Moreover,
DNDO develops, procures, and supports the deployment of detection equipment within the
United States, while also supporting field operations. This model of centralized planning and
reporting with decentralized execution ensures that DNDO can focus on improving,
standardizing, and integrating the entire Global Nuclear Detection Architecture, while working

with numerous partners to ensure its robust implementation.

ASP Systems

There can be no doubt about the seriousness of the threat of nuclear terrorism. According to the
9/11 Commission, one of the gravest threats facing this Nation is the possibility of a nuclear
attack. In this light, CBP wisely moved to rapidly deploy polyvinyl toluene (PVT)-based
radiation portal monitors (RPMs) to provide an immediate scanning capability shortly after 9/11.
The existing system (PVT-RPM and handheld detector) constituted the best commercially
available system for CBP at the time. However, there are known detection limitations to the

current systems, and DNDQ has been working with CBP to address these limitations.

As indicated by our test results to date, ASP systems are designed to provide significant
improvements in performance compared to current systems, and being algorithm-based, have the
capability to be continuously improved over time. DNDO and CBP believe that tests performed
to date have shown that ASP systems provide enhanced detection and identification capabilities

while improving the efficiency of the CBP scanning process.
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Testing ASP

As part of the development and acquisition process, DNDO has undertaken a very rigorous test
campaign to evaluate ASP systems. The ASP test campaign consisted of a full range of test
phases designed to evaluate all aspects of ASP performance and operations. We worked in
coordination with subject matter experts (SMEs) from CBP, DOE, National Institutes of
Standards and Technology (NIST), the Environmental Measurements Laboratory (EML), Sandia
National Laboratory (SNL), Pacific Northwest National Laboratory (PNNL), Los Alamos
National Laboratory (LANL), Brookhaven National Laboratory (BNL) and National Security

Technologies (NSTec) for test planning, execution, and analysis.

The ASP test campaign consists of the following test events:

(1) System Qualification Test to demonstrate that ASP units are manufactured in accordance
with the processes and controls meeting the specified design requirements;

(2) Environmental Product Qualification Test to determine if the system can reliably perform
within the environment in which it will be operated and maintained;

(3) Nevada Test Site Tests (Phases I and III) to evaluate systems performance and support ASP
algorithm development and secondary CONOPS, and Blind or Special Tests to evaluate
vulnerabilities in the test plan;

(4) New York Container Terminal Test to determine if ASP demonstrates a significant reduction
in referral rates to secondary inspection, compared to PVTs in a real stream of commerce;

(5) Integration testing to determine whether the ASP systems are ready to deploy in an
operational setting for secondary deployment;

(6) Field Validation to identify operational issues, take corrective action and ensure that the
systems provide an appropriate level of functionality.

Excluding some of the ongoing tests events, there have been approximately 100,000 test runs in

this test campaign.
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Certification

The Fiscal Year 2007 Homeland Security Appropriations Act (P.L. 109-295) required that the
Secretary certify ASP system performance before DNDO commits to full-rate production and
deployment. The language specifically stated, “That none of the funds appropriated under this
heading shall be obligated for full scale procurement of Advanced Spectroscopic Portal Monitors
until the Secretary of Homeland Security has certified through a report to the Committees on
Appropriations of the Senate and the House of Representatives that a significant increase in

operational effectiveness will be achieved.”

The Secretary of Homeland Security will decide to certify ASP systems on the basis of

recommendations from DNDO, CBP, and the Independent Review.

Conclusion

It is the intention of DNDO to rigorously test and evaluate emerging technologies, in order to
make procurement and acquisition decisions that will best address the detection requirements
prescribed by the Global Nuclear Detection Architecture. We work with our interagency and
intra-agency partners to ensure that deployment and operability of our systems enhance security

and efficiency without unnecessarily impeding commerce.

We plan to work with the GAO and our customers to foster better understanding of our
development, acquisition, and testing approaches and will share results of our testing with
Congress. This concludes my prepared statement. With the committee’s permission, I request
my formal statement be submitted for the record. Chairman Stupak, Ranking Member Whitfield,
and members of the Subcommittee, I thank you for your attention and will be happy to answer

any questions you may have.
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Mr. StupAK. Thank you, sir.
Mr. Huizenga, your opening statement, please, sir.

STATEMENT OF DAVID HUIZENGA, ASSISTANT DEPUTY AD-
MINISTRATOR, OFFICE OF INTERNATIONAL MATERIAL PRO-
TECTION AND COOPERATION, NATIONAL NUCLEAR SECU-
RITY ADMINISTRATION, U.S. DEPARTMENT OF ENERGY

Mr. HuUizeNGA. Thank you, Mr. Chairman and Ranking Member
Whitfield and other distinguished members of the subcommittee.

Today I will be discussing the Department of Energy’s inter-
national role in the administration’s efforts to prevent a nuclear
terrorist attack against our country.

Our first goal is to work with our foreign partners to secure nu-
clear weapons and nuclear weapons-usable material at the source.
By upgrading security at vulnerable nuclear sites in the Russian
Federation and other former Soviet states and countries of concern,
we deny terrorists access to nuclear weapons and the essential ele-
ment of a nuclear weapon, the fissile material.

Our second goal is to prevent international smuggling of nuclear
and radiological material. The Second Line of Defense program, or
SLD program, started in 1998, is dedicated to this important effort.
The mission is to detect special nuclear material, essentially large
or extremely small quantities of plutonium or highly enriched ura-
nium, as well as radiological materials that could be potentially
used as a dirty bomb.

We are making steady progress on securing approximately 450
border crossings, airports and feeder seaports in Russia, the former
Soviet states, Eastern Europe and Central Asia, as well as equip-
ping approximately 75 major international seaports with radiation
detection equipment used to scan cargo containers.

Detection of dangerous radioactive material is therefore at the
heart of our mission. And over the last 15 years, we have worked
with the technical experts to successfully deploy more than 1,500
radiation portal monitors at over 300 facilities in 25 countries. In
Russia alone, we have already equipped over a hundred sites with
detection equipment.

Unfortunately, we have clear evidence that the detection systems
are working. In 2003, for example, Georgian border guards, using
U.S.-provided portal monitoring equipment at the Sadakhlo border
crossing with Armenia, detected and seized approximately 173
grams of highly enriched uranium.

The centerpiece of every installation completed under the Second
Line of Defense program is the radiation portal monitor, or RPM.
We deploy RPMs that use plastic scintillators made of polyvinyl tol-
uene, or PVT, to detect gamma signatures and modulated helium
three tubes to detect neutrons. The PVT-based RPMs use a proven
technology capable of operating effectively in varied and often
harsh environmental conditions.

This technology was developed to ensure nuclear material secu-
rity at the DOE weapons sites. These monitors have been tested
and evaluated by national laboratory technical experts for over
three decades. The RPM detects the presence of radiation and feeds
an alarm information to the operators, typically Customs agents or
border guards. When the alarm is triggered, the vehicle or the pe-
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destrian is retained, and hand-held equipment is used as part of
the secondary inspection to identify the specific radio isotope that
caused the alarm.

The hand-held identification equipment that we deploy uses com-
mercially available sodium-iodide or germanium technology. Expe-
rience has shown that effective use of the hand-held equipment is
highly dependent on the skill and the training of the on-site official
as they try to locate the source of the alarm. Expediting proper ad-
judication of alarms through these secondary inspections is particu-
larly important in high-volume locations like the major seaports.

It is DOE’s judgment that the use of the advanced spectroscopic
portal monitors, the ASPs we are talking about today, will improve
the rate and accuracy of the alarm resolution in high-volume set-
tings.

In order to determine the effectiveness of the ASPs, DOE is
working with DNDO to ensure that the increased ability of the
monitors to differentiate threats does not compromise threat detec-
tion. I have asked the staff at Los Alamos National Laboratory to
work with DNDO and lead a multi-lab effort to collect data on the
spectra of well-characterized, unshielded, special nuclear mate-
rial—essentially threat objects—that can be controlled carefully at
the laboratory. These data will be combined with the stream of
commerce data already collected by DHS and will provide supple-
mental information to help validate the upcoming injection studies.

In the near term, DOE is purchasing a limited number of ASPs
via contracts awarded by DNDO. Our plan is to deploy the ASPs
at some of our megaports locations, or our large seaports overseas,
for use in secondary inspection.

Under the planned approach, once the PVT monitor alarms in
the primary inspection point, the container will be sent to the ASP
for secondary inspection. The ASP, with a much larger detection
surface area, larger libraries, and algorithms than the hand-held
detectors, should provide enhanced capability to effectively identify
specific isotopes. This will aid the Customs official in determining
whether a container presents an increased risk of nuclear material.

If the ASPs are demonstrated to be reliable under a variety of
field conditions, we would hope to deploy them to the remaining
megaports installations for secondary inspections.

In closing, I would like to point out that DOE and DHS are
working closely together to improve our nuclear and radiological
detection capabilities. We share a common objective of preventing
terrorists and states of concern from obtaining and smuggling nu-
clear materials that can be used in acts of terrorism against our
country and our allies.

I want to thank the administration and Congress for their con-
tinued support of our program. And I would be happy to answer
any questions you may have.

[The prepared statement of Mr. Huizenga follows:]

TESTIMONY OF DAVID HUIZENGA

Thank you Chairman Stupak, Ranking Member Whitfield and other distinguished
members of the subcommittee. Today I will be discussing the Department of Ener-
gy’s National Nuclear Security Administration (NNSA) role in the interagency effort
to prevent a nuclear terrorist attack against this country. More specifically, I will
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focus on the role of my office, the Office of International Material Protection and
Cooperation, as a part of this larger, coordinated effort.

Before I start the technical part of my testimony concerning radiation detection
monitors, I would like to provide a short background on the overall mission of my
office. I believe this will demonstrate the history and expertise that DOE brings to
bear on the subject of the hearing today. Detection of dangerous radioactive mate-
rials is at the heart of our mission and over the last 15 years we have worked with
technical experts to successfully deploy more than 1500 radiation portal monitors
(RPMs) at over 300 facilities and border crossings within over 25 countries.

SECURE AT THE SOURCE

The first goal of my office is to secure nuclear weapons and weapons-useable nu-
clear materials by upgrading security at vulnerable nuclear sites in the Russian
Federation and other countries of greatest concern to the U.S. national security. By
working to secure nuclear materials and weapons at the point of origin, we continue
to make important strides toward denying terrorists and states of concern access to
nuclear weapons and the essential element of a nuclear weapon: the fissile material.
We are working at 125 nuclear sites and have secured hundreds of actual nuclear
weapons and enough nuclear material for thousands of additional warheads. We
have completed security upgrades at 160 buildings containing weapons useable ma-
terial, more than 75% of the Russian nuclear warhead sites of concern, including
39 Russian Navy nuclear sites, and 15 Russian Strategic Rocket Sites. Work is un-
derway at the balance of sites and is on track to be completed by the end of 2008.

SECOND LINE OF DEFENSE

The second goal of my office is to prevent smuggling of nuclear and radiological
material at international seaports, airports and land border crossings. The Second
Line of Defense program, referred to as SLD, was started in 1998 and is dedicated
to this important effort. The SLD program is composed of two equally important of-
fices: the Core Program and the Megaports Initiative. The Core Program focuses on
securing border crossings, airports, and feeder seaports in Russia and other former
Soviet States, Eastern Europe, Central Asia, and other key countries around the
world. Under the Core program, approximately 450 sites have been identified to re-
ceive detection equipment. In Russia alone we have already equipped over 100 of
these sites. Under our Megaports Initiative, we work closely with the Department
of Homeland Security’s Customs and Border Protection (CBP) and with the host
governments to equip major international seaports with radiation detection equip-
ment to screen cargo containers for nuclear and other radiological materials. We
have identified approximately 75 seaports of interest to us for implementation and
are currently at various stages of engagement with approximately 40 countries in
this regard.

DOE/NNSA’s SLD Program is also playing a key role in implementing the Secure
Freight Initiative (SFI), a joint DHS-DOE and DOS effort started last December.
This is an unprecedented effort to build upon existing port security measures by en-
hancing the U.S. Government’s ability to scan containers overseas for nuclear and
radiological materials using both radiation detection equipment and non-intrusive
imaging equipment to assess the risk of inbound containers. Under SFI, DHS is pro-
viding non-intrusive imaging systems to host governments while DOE is deploying
radiation portal monitors, optical character recognition systems, and is developing
and installing the communications systems necessary to integrate data from varying
systems together to provide a more comprehensive set of information about U.S.-
bound containers. Data on all scanned containers is provided to the host govern-
ment. Data on U.S.-bound containers is segregated and provided to U.S. Customs
officials on the ground that also send the information back to the National Target-
ing Center in Northern Virginia for incorporation into existing risk assessment sys-
tems. This effort is currently being implemented at seven foreign ports located in
Pakistan, Honduras, the United Kingdom, Oman, Singapore, South Korea, and
Hong Kong.

Unfortunately, we have clear evidence that the detection systems are necessary.
In 2003, Georgian border guards, using U.S.-provided portal monitoring equipment
at the Sadakhlo border crossing with Armenia, detected and seized approximately
173 grams of highly enriched uranium carried by an Armenian national. Also, in
late 2005, a Megaports RPM picked up a small neutron signal from a scrap metal
container leaving Sri Lanka bound for India. The source of the signal turned out
to be an extremely small neutron source, which was found by the Indian authorities.
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I hope the above information will be useful to the Subcommittee as I move for-
ward to provide the technical information that you have requested concerning the
nuclear detection equipment installed by the SLD program

SLD INTEGRATED DETECTION SYSTEM

To understand how the SLD system works, it is important to understand the
interface between the fixed radiation portal monitors, the alarm station, and second-
ary inspections with hand-held detectors. The centerpiece of every installation com-
pleted under the SLD Core and Megaports Programs is the radiation portal monitor
or RPM. We deploy RPMs that use plastic scintillators made of polyvinyl toluene
(PVT) to detect gamma signatures and Helium 3 tubes to detect neutrons. The pri-
mary mission of the SLD Program is to detect special nuclear material (SNM), even
small quantities of SNM, in particular plutonium and highly-enriched uranium—
materials that can be used to make an improvised nuclear device or that may have
already been incorporated into a device. The equipment that we deploy can also de-
tect other radioactive materials suitable for use in radiological dispersal devices,
often referred to as “dirty bombs”.

I would like to emphasize that the PVT-based nuclear detection technology de-
ployed by the SLD program is proven technology, capable of operating effectively in
varied, and in many instances harsh environmental conditions. This technology was
developed to ensure nuclear material security at DOE weapons sites and the specific
monitors that we deploy have been tested and evaluated by our National Laboratory
technical experts for over three decades. Indeed, NNSA installs this same type of
monitor at the foreign weapons laboratories and nuclear facilities to prevent insid-
ers from smuggling SNM out of these facilities. Our extensive experience with these
monitors ensures that we can deploy them effectively and ensure their long-term
sustainability.

The RPM detects the presence of radiation and feeds alarm information to opera-
tors, typically customs agents or border guards, located in a local or central alarm
station. The communications system graphs the gamma or neutron signal and helps
the operators identify what type of alarm has occurred. At this point, the vehicle
or pedestrian is retained and handheld equipment is used as part of a secondary
inspection to identify the specific radioisotopes that caused the alarm. The handheld
identification equipment that we currently deploy utilizes sodium-iodide or germa-
nium technology and is the standard commercially available technology. Determina-
tion of the specific isotopes involved and their specific location is important because
a number of common materials such as ceramic tile and kitty litter, in large quan-
tities, may signal an alarm due to their relatively high concentration of
radioisotopes. We call these “NORM” alarms, for “naturally occurring radioactive
material’ alarms.

Experience has shown that effective use of the hand-held equipment is highly de-
pendent on the skill and training of the onsite official as they try to locate the
source of the alarm. Expediting proper adjudication of alarms through these second-
ary inspections is particularly important in high-volume locations like major sea-
ports. It is DOE’s judgment that use of Advanced Spectroscopic Portal (ASP) mon-
itors will improve the rate and accuracy of alarm resolution in these high-volume
settings.

ASP Testing

As you know, the Domestic Nuclear Detection Office at the Department of Home-
land Security is leading the research and development (R&D) effort on the ASP
monitors. DOE has been involved in some of the testing activities associated with
the ASP program. In order to determine the effectiveness of the ASPs, we are work-
ing jointly with DNDO to ensure that the increased ability of these monitors to dif-
ferentiate threats does not compromise threat detection. In support of this effort, I
have asked Los Alamos National Laboratory (LANL) to work with DNDO and lead
a multi-lab effort to collect data on the spectra of well-characterized, unshielded spe-
cial nuclear material (i.e., threat objects) resident at LANL under carefully-con-
trolled conditions for all of the ASPs. These data will provide supplemental informa-
tion to help validate injection studies where actual threat signatures will be injected
into stream of commerce data collected at operational sea ports during the ASP test
campaign. This data gathering effort is planned to occur over the next few months.
When it is completed, this information will be combined with stream of commerce
data already collected by DHS to carry out injection studies, an effective and flexible
tool to help determine the extent to which the presence of NORM material in cargo
may mask the identification of SNM and thus prevent containers of concern from
being sent to secondary inspection.
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Finally, DOE will conduct additional performance evaluation of the ASP at LANL
in fiscal year 2008 to determine how best to take advantage of the ASP’s spectral
resolution in order to maximize the performance of the ASPs as secondary inspec-
tion tools in SLD deployments. Because the allowable times for secondary inspec-
tions and installation parameters vary from one site to another, the ASP configura-
tion parameters must be optimized for the variety of operational sites. SLD will per-
form tests to optimize the installation parameters and ConOps for the range of de-
ployments required.

USE or ASPs

In the near-term, DOE is purchasing a limited number of ASPs via contracts
awarded by DNDO. Our plan is to deploy ASPs at some of our Megaports locations
for use in secondary inspections. Under the planned SLD approach, once a PVT
monitor alarms, the container will be sent to the ASP for secondary inspection. The
ASP, with a much larger detector surface area, larger libraries, and better algo-
rithms than the handheld detectors, should provide enhanced capability to effec-
tively identify specific isotopes to aid Customs officials in determining whether a
container presents an increased nuclear risk. Additionally, since the ASP monitors
will be permanently installed and operated with less direct Customs officer involve-
ment (i.e., there will be no need to move the hand-held device across the container)
the ASP should provide greater consistency in secondary inspection. We anticipate
that secondary inspections will be conducted more quickly, thus reducing the poten-
tial impact on port operations. If the ASPs are demonstrated to be reliable under
a variety of field conditions, we would hope to deploy them to the remaining
Megaports installations for secondary inspections.

In the future, based on the results of additional analysis or testing and once the
pool of operational experience has been more fully developed, DOE/NNSA may con-
sider deployment of the ASP in some limited primary locations where extremely
high amounts of NORM in the stream of commerce may make this approach nec-
essary and cost effective. Our experience to date has not identified this as a major
area of concern. Therefore, our plan is to continue to deploy PVT for primary detec-
tion and use ASPs in secondary in large, high-volume seaports.

In closing, I would like to point out that DOE and DHS are working closely to-
gether to improve our nuclear and radiological detection capabilities. We share the
common objective of preventing terrorists and states of concern from obtaining and
smuggling nuclear materials that can be used in acts of terrorism against our coun-
try and our allies. I want to thank the Administration and Congress for their contin-
ued support of our program.

Thank you. I would be happy to answer any questions you may have.

Mr. StuPAK. Thank you, Mr. Huizenga.
Mr. Schneider, opening statement, please.

STATEMENT OF PAUL A. SCHNEIDER, UNDER SECRETARY,
MANAGEMENT, U.S. DEPARTMENT OF HOMELAND SECURITY

Mr. SCHNEIDER. Thank you.

Thank you, Chairman Stupak, Ranking Member Whitfield and
members of the committee.

I have been the Under Secretary for Management for a little over
8 months. One of my responsibilities is serving as the acquisition
executive of the Department. And as such, I serve as the principal
advisor to the Secretary on acquisition matters. I also serve as the
vice chairman of the Department’s Investment Review Board. This
board is what the Department uses to approve major investment
decisions.

Based on my experience in acquisition over the years, I indicated
during my Senate confirmation hearing that I would bring some of
the best practices in acquisition that I had learned over the years
to the Department of Homeland Security.

In late July 2007, after reviewing the status of the ASP program
and recognizing the importance of this program to the Nation, I
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concluded that this program would benefit from an independent re-
view of the testing efforts. And by “independent,” I meant, in my
own mind, independent from the program office—independent from
the program office.

I made the recommendation to the Secretary to conduct an inde-
pendent review of the testing process and the results. He agreed
with this recommendation and directed me to assemble an appro-
priate team of technical and programmatic experts to conduct a re-
view.

Initially, I identified the Associate Director of the Threat Reduc-
tion Agency, DTRA, to head the team. My intent was to leverage
DTRA resources by requesting assistance from the DTRA leader to
assemble an appropriate team of experts to perform this task. How-
ever, this review was not intended to be a DTRA study. In early
August, he withdrew from this effort.

I then asked Mr. John Higbee, Dean of the Defense Acquisition
University School of Program Management, to lead the effort. Mr.
Higbee’s role in this effort was a few weeks of planning, docu-
mentation collection, getting the team assembled and starting the
effort. Last week I asked him to withdraw, when it became evident
to me that he was a serious contender for a position in DHS. And
while there was no conflict of interest in terms of technologies,
companies or financial interest, because of the significant and, I
might add, surprising amount of external scrutiny this review has
been subjected to, I decided to be overly cautious and remove Mr.
Higbee now.

We have identified the members of the team and have provided
your staff their names. Last week Mr. George Thompson, Deputy
Director of Programs for the Homeland Security Institute, was se-
lected to lead this effort. The Institute is the Department’s feder-
ally funded research and development center. Last week I offered
to make Mr. Thompson available to meet with your staff to learn
of any concerns they may have with the ASP testing efforts to date.

In August 2007, based on discussions with the DNDO and a rec-
ommendation by Customs and Border Protection, a decision was
made to extend the field validation portion of the schedule by 2
months to obtain more test data. As a consequence of that decision,
the original requirement that this review be completed by Septem-
ber 17 will be adjusted.

In my opinion, this review will provide valuable assistance to the
Secretary and to me, as the Department’s acquisition executive and
vice chair of the DHS Investment Review Board, as DHS considers
the best way forward.

This is not an unusual exercise within the U.S. Government. The
Department of Defense and others typically make use of such re-
view efforts to facilitate decision-making on major programs. This
independent review is not intended to be a substitute for GAQO’s re-
view, nor is it a redundant effort. GAO is an agent of the Congress
that appropriately provides information to Congress in support of
its oversight function. GAQ’s efforts do not preclude DHS from con-
ducting its own independent review to support DHS’s decision-mak-
ing process. I and the Secretary value getting inputs from several
sources on major decisions.
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The ASP is of national importance in our effort to harden our de-
fense against nuclear smuggling. This acquisition is a vital priority
for the Department.

Thank you for your leadership and your continued support of the
Department of Homeland Security and its programs, such as ASP.
I would be happy to answer any questions you have.

[The prepared statement of Mr. Schneider follows:]
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TESTIMONY OF
PAUL A. SCHNEIDER
U.S. DEPARTMENT OF HOMELAND SECURITY
UNDER SECRETARY FOR MANAGEMENT
BEFORE THE U.S. HOUSE OF REPRESENTATIVES
COMMITTEE ON ENERGY AND COMMERCE
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS
September 18, 2007

Thank you Chairman Stupak, Ranking Member Whitfield and members of the Committee. it's
a pleasure to appear before you today to discuss the Advanced Spectroscopic Portal (ASP)

program.

| have been the Under Secretary for Management for over eight months. For the previous
three and one half years | have been a defense and aerospace consultant doing work for
National Aeronautics and Space Administration (NASA), Federal Aviation Administration
(FAA), Department of Defénse (DOD), Coast Guard and others. Prior to this | was a career
civil servant for 38 years. | began my career at the Portsmouth Naval Shipyard as a project
engineer in 1965 working on nuclear submarines. My last three government positions were
Senior Acquisition Executive at the National Security Agency (NSA), Principal Deputy
Assistant Secretary of the Navy {Research, Development and Acquisition) and Executive
Director and Senior Civilian of the Naval Sea Systems Command, the Navy’s largest shore

establishment.

| am the Acquisition executive of the Department and as such serve as the principle advisor
to the Secretary on acquisition matters. | also serve as the Vice Chairman of the

Department's Investment Review Board (IRB). The IRB process is the process the
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department uses to approve major investment decisions. The process is described in a

management directive that has been in effect for several years.

During my confirmation hearing before the Senate Homeland Security and Governmental
Affairs committee | discussed some of the areas that | would focus on if confirmed. My
number one priority was acquisition and procurement. In my March 1, 2007 hearing before
the House Homeland Security Comﬁﬂttee Subcommittee on Oversight and Management |

testified that:

“We are:

. Strengthening the requirements and investment review processes by improving the
Joint Requirements Council (JRC} and Investment Review Board (IRB) process.

. Reviewing the major programs and investments to ensure that the requirements are
clear, cost estimates are valid, the technology risk is properly assessed, schedules are
realistic, the contract vehicles are proper; and the efforts are weli managed.

. Building the capability to manage compiex efforts by ensuring that these major
program offices are properly structured and staffed with the right people, and the right skiils,
to ensure efficient and effective program management and oversight; and aggressively hiring

skill sets where we have known shortages. *

Based on my expertise in the acquisition business | indicated during my confirmation process
that { would bring some of the best practices in acquisition that | had learned over the years

to the Department of Homeland Security. The ASP review that we are here to discuss today
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is part of a broader strategy that | outlined beginning with my confirmation hearing and one
that | have maintained throughout my subsequent hearings since | have been in this position.
By way of example, in addition to the ASP review, we have also initiated a major review of
the SBInet program that focuses on a broad range of the program areas but primarily the
technical aspects of the program. The participants in that review include DOD, major

laboratories and contractors.

In July 2007, after reviewing the status of the ASP program and recognizing the importance
of this program to the nation, | concluded that this program would benefit from an
independent review of the technical data. | made a recommendation to the Secretary to
conduct an independent review of the technical data. He agreed with this recommendation
and directed me to assemble an appropriate team of technical and programmatic experts to

conduct a review.

Based on the planned ASP field verification testing period at that time, | had a requirement to
finish this task by September 17™. Initially, | identified the Associate Director of the Threat
Reduction Agency (DTRA) to head the team. In early August, he declined to lead this effort.
I should mention that this review was not intended to be a DTRA study. My intent was to
leverage some DTRA resources by requesting assistance from a DTRA leader to assemble
an appropriate team of experts to perform this task. We have identified several experts to
be members of the team, and after briefly assigning Mr. John Higbee to be the team lead, i
identified Mr. George Thompson, Deputy Director, Programs for the Homeland Security

Institute to lead the effort. We are in the process of putting in place an interagency
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agreement with DTRA for support and we have recently issued a task order to the Homelanc
Security Institute (HSI). The arrangement with HSI will ensure that appropriate conflict

checks are done.

in August 2007, based on discussions with the Domestic Nuclear Detection Office (DNDQO)
and a recommendation by Customs and Border Protection (CBP), a decision was made to
extend the field verification portion of the schedule by two months to obtain more test data.
As a consequence the original requirement that the review be completed by September 17

has been adjusted.

The Department and DOD work very closely in many areas. On May 23, 2007, | signed a
Principles of Agreement with the Under Secretary of Defense for Acquisition Technology and
Logistics to pursue a strategic relationship to further the national security interests of the
United States of America. Subsequent to this, we engaged the Defense Acquisition
University (DAU) to teach acquisition courses to DHS employees and have a structured
series of “deep dive” program reviews on key DHS programs. Through this arrangement we
are applying best practices by leveraging DAU’s acquisition program expertise to assess

these major DHS programs.

The ASP program has been the subject of a number of hearings, briefings, field visits, and
requests for information and over the last year at least two GAO reviews — with the second
GAO review nearing completion. The Department appreciates the need for rigorous review

to ensure this critical program satisfies the goal of preventing the smuggling of nuclear
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materials through our borders. To this end, the Department has responded to requests for
information. The Department itself is collecting information — through this independent
review — to assist the Secretary in determining whether he should certify that there will be a
significant increase in operational effectiveness with the procurement of the ASP system — a
certification required by the Homeland Security Appropriations Act for FY 2007. In my
opinion, this independent review wiil provide valuable assistance to the Secretary and to me
as the Department Acquisition Executive and Vice Chair of the DHS Investment Review
Board as DHS considers the best way forward. This is not an unusual exercise within the
U.S. Government. The Department of Defense typically uses such review efforts to facilitate

decision-making on major programs.

The independent review of this system is not intended to substitute for GAQO's review, nor is it
a redundant effort. GAO is an agent of the Congress that appropriately provides information
to Congress in support of its oversight function. GAO’s efforts do not preclude DHS from
conducting its own independent review to support DHS’ decision-making process. It is
entirely appropriate for DHS to leverage the resources of the executive branch to gather
information to make an informed decision on a critical program. DHS may enlist whoever it

deems appropriate for consultation in exercising its responsibilities for program execution.

The ASP is of national importance in our effort to harden our defense against nuclear
smuggling. This acquisition is a vital priority fro the Department. Thank you for your
leadership and your continued support of the Department of Homeland Security and its

programs such as ASP.
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I took forward to working together in shaping the future and success of DHS. Thank you for

this opportunity to be here today. | would happy to answer any questions you may have.
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Mr. StUPAK. Thank you.

That concludes our opening statements by our witnesses.

In order to proceed in a more orderly and efficient manner, I
would propose, instead of 5 minutes for questioning, Mr. Whitfield,
we have 10 minutes for use during questioning. OK with you?

If there is no objection, I propose we do this.

Mr. Whitfield, anything further on that 10-minute rule?

Mr. WHITFIELD. No, that is fine.

Mr. StupAK. All right. I will begin questioning.

Mr. Aloise, Mr. Rhodes, if I may, I said in my opening statement
there has been criticism of the GAO that you did not have the
qualifications to assess the radiation portal monitors.

How long has GAO, Mr. Aloise, been working on this technology?

And could you briefly, both of you, give me a little bit of your
background in this area under the Government Accountability Of-
fice?

And, Mr. Aloise, if you would like to start?

Mr. ALOISE. Mr. Chairman, in the last 5 years we have issued
over 20 products directly related to radiation detection equipment.

We have visited a lot of those countries that Mr. Huizenga men-
tioned, where the Second Line of Defense has placed this equip-
ment. We have also visited a lot of the areas in the United States
and the ports of entry where the CBP has placed the equipment
to observe its operation, observe the procedures, how to deal with
alarms.

Many of our staff have gone through training on this at PNNL,
the RADCAT training it is called, which goes in depth about how
the equipment works and how to respond to certain things.

And beyond that, we have talked to the manufacturers of this
equipment, the vendors of this equipment, the repairmen who work
on this equipment, the designers of the equipment.

We know this equipment pretty well. We have been all over the
world talking to people about it, as well as all over the United
States and the national laboratories.

And I will let Dr. Rhodes talk some more.

Mr. STUPAK. Doctor?

Mr. RHODES. I would just make one side comment, that, in my
time at the GAO, I have been a key operator in and designer of
the covert sting operations against our borders, where we have
brought radioactive materials across, both undetected and detected.
So I have designed those tests, which are actually testing the
equipment as though the opponent would be testing it.

Mr. STUPAK. Educational background, Dr. Rhodes?

Mr. RHODES. Background is both computer and nuclear engineer-
ing. I worked at the Lawrence Livermore National Laboratory in
both intelligence and weapons design prior to coming to GAO. Prior
to that, I worked at Northrop Aircraft Corporation in the extremely
low observables area in their Advanced Systems Division.

Mr. StUuPAK. Thank you.

Mr. Oxford, if I may, right in front of you, you have the exhibit
book. And I would ask you to turn to exhibit No. 14, if you would
in there, please.

You said in your testimony one of the most vigorous testings ever
done by the Government—as it should be, because we are talking
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about our security, our borders and nuclear and radiation detec-
tion. In exhibit 14, this Venn diagram prepared by your office, Do-
mestic Nuclear Detection Office, shows that nine of the 16 radi-
ation sources and masking materials used in the dry-run pretesting
activities were also used in the full-scale tests intended for certifi-
cation.

Is that correct?

Mr. OXFORD. It is.

Mr. StupAK. OK. Do you agree, then, with GAO’s testimony that,
by providing the vendors with the opportunity to adjust their soft-
ware and algorithms during the pretesting phase, that the Domes-
tic Nuclear Detection Office—and I use their words now—*“used bi-
ased test methods and were not an objective assessment of the
ASP’s performance capabilities.” Would you agree with that?

Mr. OxrORD. We disagree.

Mr. STUPAK. Well, let me ask Dr. Rhodes, then, or Mr. Aloise,
why would that? I mean, like, here is a test. If I give you nine out
of 16 answers, I should be able to get the test right, right? At least
a passing grade.

Mr. RHODES. I should get a passing grade.

Let me make one statement here.

Mr. STUPAK. Sure.

Mr. RHODES. Without going into the details of the test, because
they are classified, if you think about the material in question as
a candle, and the material I am using to hide it is another candle,
so I set one candle in front of the other, and I know the lumines-
cence of the back candle and I know the luminescence of the front
candle, and now I am able to subtract the front candle away, and
so I know what the value is of the back candle.

Now, let us do another test. Let us put a 100-watt light bulb in
front of that candle. I know the value of the 100-watt light bulb.
I now subtract the 100-watt light bulb, and you only see the candle.
Let us put a 1,000-watt light bulb; let us put a search light in front
of it.

These are all fine calibration tests. These are tests to let me
know that the equipment can indeed be calibrated. They are obser-
vations of the calibration of the system. But they are not represent-
ative, in a comparative state, of, can I see it if I don’t know it? And
that is our point about the limitations.

Mr. STUPAK. So you don’t mind that they gave nine of the 16 an-
swers, if you will, sources, if you will, if you are in the develop-
mental stage. But that shouldn’t happen during the certification
stage of the reliability of equipment.

Mr. RHODES. That is correct. Our view, at the GAO, is not that—
you can test to death. I mean, Dr. Gowadia and I have talked about
this and we have actually laughed about how long people can test
things. You can turn it over to testers and you will never see an
answer because they will never be done. And you can’t have that.

But if you are going to do a real comparator test and you are
going to have comparative operands here, then you have to make
certain that you are getting an answer that is not biased. And you
are allowed to make certain that systems are working as well as
they can
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Mr. STUPAK. So you want some more blind testing then, in other
words.

Mr. RHODES. Blind testing.

Mr. STUPAK. And we do it for FDA, we do it for food safety, we
do it everywhere else, why shouldn’t we do it for radiologically?

Mr. RHODES. Absolutely. And it should ultimately, if your FDA
analogy is very good, it should be a double blind test so that the
tester doesn’t know as well as the person being tested.

Mr. STUPAK. Mr. Secretary, if I may ask you this question. GAO
recently gave three, what I figure key recommendations. You indi-
cated your interest in the best practices independent review. So let
me ask you this: These three recommendations that the Govern-
ment Accountability Office made to you said DHS delays secretar-
ial certification in full scale production decisions of the ASPs until
all relevant tests and studies have been completed and limitation
to those tests and studies have been identified and addressed.

Furthermore results of these tests and studies should be vali-
dated and made fully transparent to DOE, CDP and other relevant
parties. Second, once the test and studies have been completed,
evaluated and validated, DHS should determine in cooperation
with the Custom Border Patrol, CDP, DOE and other stakeholders,
including independent reviewers if additional testing is needed.
Third, if additional testing is needed, the Secretary should appoint
an independent group within DHS, not align with the ASP acquisi-
tion progress, to conduct objective, comprehensive and transparent
testing that realistically demonstrates the capabilities and limita-
tions of the ASP system. This independent group would be separate
from the recently appointed independent review panel. These three
recommendations, do you agree with this, these three recommenda-
tions?

Mr. SCHNEIDER. No, sir.

Mr. STUPAK. You don’t agree with it?

Mr. SCHNEIDER. Not completely.

Mr. StuPAK. What do you disagree with?

Mr. SCHNEIDER. I don’t have those recommendations in front of
me, I am sorry.

Mr. StUuPAK. I think Mr. Huizenga just handed them to you. If
you want the best practices, independent review?

Mr. SCHNEIDER. Well, that is why I think we have to take them
one at a time. I think one of the reasons, in fact, the principal rea-
son why I decided to recommend to the Secretary to have an inde-
pendent review team was I realized there was a lot of discussion
regarding the testing of the ASP. I read some GAO documentation,
two documents, I believe, dated early March. I had looked at that.
I recognized some of the concerns that had been put forth at the
time by GAO. I have also recently been briefed on the ASP pro-
gram as part of the process that we use as part of the investment
review board process. It was at that point in time that I really got
an appreciation for the magnitude of this testing effort. It helped
me put in perspective, if you will, some of the GAO comments. My
own background

Mr. STUPAK. So with those comments then in perspective, you
disagree with these recommendations?
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Mr. SCHNEIDER. Basically that led me to conclude I wanted it for
the benefit of—my role in the investment review board process and
the fact I am the Secretary’s principal advisor on acquisition, I felt
that he ought to have an independent group of people, technical
people, looking at the testing process and results prior to consider-
ing a recommendation for certification.

Mr. STUuPAK. Well, this independent review, with all due respect,
the independent review you have still lies within the Department
of Homeland Security. The only truly independent review, whether
you are at DOD or DHS, is really the Government Accountability
Office. They are the truly independent agency. So why wouldn’t you
take the truly independent agency’s three key recommendations on
these ASPs?

Mr. SCHNEIDER. First, I respectfully disagree with you about that
they are the only truly independent review.

Mr. STUPAK. Give me another one that is a truly independent re-
view that doesn’t reside within the Department of Homeland Secu-
rity.

Mr. SCHNEIDER. Well, Mr. Chairman, let’s talk about testing.

Mr. STtuPAK. No, let’s talk about independence. You said there
are others in GAO. Enlighten the committee please. What other
agency would you have us look at for truly independent in order
to do this review of your testing? Other than GAO, who else would
Congress look to?

Mr. SCHNEIDER. First of all, the military departments in DOD in
terms of testing, they do independent testing and recommendations
to the Chief of Naval Operations.

Mr. STuPAK. And who does the independent testing that is out-
side the Department of DOD?

Mr. SCHNEIDER. It is within the Department. There is a special
group that is set up. There is a director of test and evaluation.
Each of the services have an independent test and evaluation
agent. They report individually and separately to whoever a major
investment decision

Mr. STUPAK. So why don’t you set up an independent one if you
still wanted the Department of Homeland Security to truly do this
independent review.

Mr. SCHNEIDER. It is done within the Department.

Mr. STUPAK. But even your latest appointment, doesn’t 60 per-
cent of their funding come from Department of Homeland Security?
Is that truly independent.

Mr. SCHNEIDER. It truly is independent given the fact what the
role that Federal FFRDCs play. This is exactly what FFRDCs do.
And I don’t care whether they are the Army, the Navy or the Air
Force, or for that matter, what the FAA has with Casby who was
their FFRDC. This is exactly the type of work that they do, sir.

Mr. STUPAK. When you have three different directors appointed
in 6 weeks, it sort of gets us wondering whether it is truly inde-
pendent and whether you have confidence that truly is the inde-
pendent review, which had three in 6 weeks right.

Mr. SCHNEIDER. Three in 6 weeks yes. I explained why. And
frankly on the last one, in the case of Mr. Higby, I was being overly
cautious. In fact, you could say I was gun shy. Under most cir-
cumstances, given the fact of the role that DOE plays and the part-
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nership arrangement that we have between the Department of De-
fense and Department of Homeland Security for cooperative efforts
like this, DOE is engaged in many other deep dive program reviews
right now for us.

Again, this is one of the practices that we are trying to institute
where we have a group of people separate from the program office.
And I can’t overstate that enough, separate from the program of-
fice, that do not have line execution responsibility for the execution
of the program to go do these reviews.

Mr. StuPAK. My time is up right now. Mr. Whitfield, for ques-
tions, please, sir.

Mr. WHITFIELD. Thank you, Mr. Chairman. Mr. Aloise and Dr.
Rhodes, in your testimony you express significant concerns about
the DNDO’s testing, that being biased and so forth. I was just curi-
ous, why do you all not recommend that the Department simply
start over and redo all the field tests?

Mr. ALOISE. Sir, because there are some test results we haven’t
seen yet. They had they say had done some blind tests and they
want to use some other test data. And that data they say is still
being analyzed. So we thought it was prudent to allow them to fin-
ish that analysis and share that testing that has already been con-
ducted with DOE and CBP and others.

Mr. WHITFIELD. Now, Dr. Gowadia, you and Dr. Rhodes are, 1
guess, the technical experts in all of this. How would you describe
the difference of opinions on these tests, the testing that has been
done. Is this a serious disagreement between you and the GAO?
They say it is biased and you are saying it is not biased. Would
you explain to the committee just how significant the disagreement
is between GAO and DNDO on the testing.

Ms. GOwADIA. Yes, certainly. The biggest difference I believe is
right now we are in the process of addressing one phase only of the
test data. We have much more data that we are going through
right now that will also be used to inform the Secretary for his de-
cision. While 9 of 16 cases have been used in the phase 1 effort,
I would point out that only 26 of 90 configurations were actually
shown in pretesting if you consider the totality of the test. So yes,
there is a significant difference. It depends on how you slice the
data.

Mr. WHITFIELD. Dr. Rhodes.

Mr. RHODES. Well, yes, there is limitation on the data. I cannot
speak to something I do not have. But our going in position at the
beginning when we saw phase 1, phase 1 was for certification. That
was why we were concerned. Because we saw it, looked at it, I un-
derstood it, we were briefed on it, we received that data. However,
because of the decision that was supposed to be made about that,
and understand that our testimony is based on that, that is the
limitation that we do have.

Mr. StUuPAK. If I may jump in, Dr. Gowadia, any reason why you
would not give GAO all the information? Dr. Rhodes said they have
not received all the information. Why wouldn’t you give them all
the information?

Ms. GowaDIA. We have given them all the information as it has
been ready and prepared and finalized. Draft documents are not
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handed to the GAO. We are presently going through every last
spectrum of a very large

Mr. STUuPAK. Well, when are you going to be done with your re-
view? According to everything we hear, you are going to make a de-
cision in a few weeks. If all the data is not finalized, when are you
going to get this done and get it to GAO and give them time to re-
view it?

Ms. GOWADIA. I believe, sir, the decision is now in November, so
we are exercising extra prudence to make sure that we analyze the
data correctly.

Mr. SturAK. OK. November. It is late September. When are you
going to give GAO the information they need before November to
make a decision to inform Congress.

Ms. GowADIA. We will give them the data and the information
once it is finalized, sir.

Mr. STUPAK. When will that be?

Ms. Gowadia. It will likely be before November, before the deci-
sion for certification.

Mr. STUPAK. Is there certain information GAO needs, Dr. Rhodes
or Mr. Aloise, in order to make a decision here? I think you should
have all the information.

Mr. ALOISE. Well, of course. And Mr. Chairman with all due re-
spect, this has not been the most transparent review we have ever
worked on. We have had to basically fight and scrape for every
piece of information we have gotten. Now, that has changed re-
cently and we are thankful for that. But until we know what the
results of these tests are, we, of course, are not going to be pre-
pared to say it makes sense to go to secondary deployment without
knowing what the results of the tests are, without having
everybody’s buy in that is enough, that that shows that the equip-
ment is going to do what they say it is going to do.

Mr. STUPAK. I thank the gentleman.

Mr. WHITFIELD. Now, Mr. Oxford you all have the responsibility
under the legislation, the appropriation bill certifying this ASP
technology, is that correct?

Mr. OXrFORD. That is correct.

Mr. WHITFIELD. And you don’t need the approval of GAO to cer-
tify, do you?

Mr. OXrORD. We do not.

Mr. WHITFIELD. You can do that on your own.

Mr. OXFORD. If I could clarify the position, and we have con-
firmed this with the appropriations committees that crafted the
language that is in our 2007 bill. This is merely an accountability
statement by the Secretary that this system represents an increase
in operational performance. It is not connected to a deployment de-
cision, nor a production decision. So it is up to those of us that in-
form the Secretary, ourselves and CBP, as well as now Under Sec-
retary Schneider, to go in with whatever information we think the
Secretary should have to make these recommendations.

Mr. WHITFIELD. Well, obviously everyone on the panel, and all of
us certainly want to be as certain as we can be that this technology
works because of the drastic consequences if it does not work the
way it is supposed to. But Mr. Huizenga, you are with the Depart-
ment of Energy or National Nuclear Security Administration, you
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are not bound by any certification and you have already purchased
some ASP technology; is that correct?

Mr. HUIZENGA. Yes, it is.

Mr. WHITFIELD. And you all intend to deploy that in overseas
ports; is that correct?

Mr. HUIZENGA. Yes. Our intention is to put the ASPs in overseas
ports for secondary inspections to gain some additional information
on the operational effectiveness and to try to optimize their use.

Mr. WHITFIELD. Now, you have tremendous responsibility on the
security question in these overseas ports. What was your impres-
sion of the GAO’s study on this issue?

Mr. HUIZENGA. I think that the GAO has raised some legitimate
issues. And Mr. Oxford and I have been discussing them for some
time now. But within the administration, I think we are making
good steady progress. We are working through the final issues as-
sociated with testing the ASPs.

Mr. WHITFIELD. And there are ASP monitors deployed through-
out the U.S. ports now just being tested; is that correct, Mr. Ox-
ford?

Mr. OXFORD. Yes. As part of our overall test program we de-
ployed these to four ports of entry, 5 if you figure out some of the
geographical separations and physical locations. They are under
the control now of CBP officers. They are operating the systems.
They are evaluating the performance in the field to make sure they
are a very stable system. That is why I mentioned before that this
is a joint recommendation to the Secretary, not just DNDO. This
is joint with CBP because they are the operator and they have to
assess the operational utility.

Mr. WHITFIELD. And can you share with us how they are per-
forming at this point?

Mr. OxXFoORD. I will tell you that the feedback from the port direc-
tors at ports where CBP is operating these systems is that the per-
formance is starting to whet their appetite for a larger deployment
based on the immediate feedback. The Deputy Commissioner of
CBP and I have talked. He has commissioned what he calls a blue
ribbon panel within CBP to look at the next steps in going to his
recommendation for certification and future deployment strategies,
so we will be ready once the Secretary makes a decision.

Mr. WHITFIELD. And what would be your best guess as to when
you all may be certifying.

Mr. OXFORD. Again, some of the comments earlier on are a little
bit misleading. We have not reacted to the GAO’s input. We have
been making prudent management decisions as we have learned
things, both through our test program, and through our field vali-
dation of systems. We have had a couple requests by CBP to
change some of the features of the fielded systems. We have
changed some of the software. When we do that we essentially
start the field validation over so that CBP officers have at least 2
months of good stable operations in the field. The most recent slip
was based on a request from CBP to have 2 months of field oper-
ations of these systems at the four ports of entry. That moves us
into November based on the operator’s input.

Mr. WHITFIELD. And have you all decided on how many ASP sys-
tems you may be prepared to deploy next year?
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Mr. OXFORD. We have an acquisition plan. It is predicated on ac-
tion once we go through certification, which, as I mentioned before,
is decoupled from the decision for production or deployment. That
is a separate pathway. Right now we have an acquisition strategy
that would start to buy 131 systems, as included in our 2007 re-
quest, that is pending the certification step. And again, the actual
deployment strategy will be jointly developed with ourselves and
CBP.

Mr. WHITFIELD. Mr. Chairman, I think we only have a couple
minutes to vote on the floor.

Mr. STUPAK. Right. We only have a couple minutes to vote on the
floor. We will be in recess for 20, 25 minutes. So I would ask the
witnesses to stay. We have three votes, and they promise us a cou-
ple of hours uninterrupted. Thank you.

[Recess.]

Mr. StuPAK. OK. The hearing will come to order. Mr. Green, for
questions.

Mr. GREEN. Thank you Mr. Chairman. Unlike the first line of
questions, and I appreciate our witnesses being here, I think you
heard briefly early on my concern is I have a large container port,
Port of Houston, and we are actually expanding it. We just opened
another in Bay Port. And they already leased land to continue, be-
cause the growth of containers in our country are just going to be
even more if our economy continues to grow. And having been on
the docks, a lot of times our customers agents, particularly at Bar-
bers Cut, and seeing what we are doing now, and I would hope that
we would be able to have the technology to do even better, but of
course, we need to make sure the cargo moves, but we also need
to make sure there is nothing in there that is going to harm us.

One of the biggest questions when I spoke to the port, Mr.
Schneider, was inquiring about its staffing levels of the new tech-
nology. DNDO and DHS state that the ASP monitors are less labor
intensive because there will be fewer secondary hands. How will
staffing levels be affected, both when this technology is new and
being used in addition to the PVT portals for the secondary screen-
ing purposes and if it becomes the primary screening device?

Mr. OxXroORD. If I could take that, Mr. Green. Let me give you
some information. First of all, from our New York Container Ter-
minal testing that we conducted, we found that there is over a fac-
tor of 20 reduction in referrals from primary to secondary inspec-
tion based on being able to dismiss “nuisance alarms.” There are
some cases that we are working with DOE that we want to make
sure we explore a little bit more fully. But if that factor holds in
a port like LA/Long Beach where they are getting 500 nuclear
alarms per day, it would go down to about 20 to 25 that they would
have to pay serious attention to in secondary.

Mr. GREEN. So while those only test false positives, I know in our
business, we also look for false negatives. Are the tests being done
on both sides?

Mr. OXFORD. We are doing tests on both sides. There is a special
case that we have identified with DOE. And I think that is part
of the confusion about why we need injection studies and follow-on
testing. There are some cases that we worry about where you could
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have very high masking levels where there is a possibility that you
would end up with a false negative.

We need to explore those cases. But I will also tell you that it
is not always uniquely a technology issue. For example, we have
seen that case 24 times in the last year and a half in this country.
We can actually set algorithims on these detectors to trigger that
to secondary inspection, so that CBP can then take operational ac-
tion. It is a combination of the operators as well as the systems
that have to work together.

Mr. GREEN. And are ASP monitors currently being used on a
trial basis in any of the ports of entry or are they just being tested
for example in New York or Long Beach.

Mr. OxrFoORD. We have four ports of entry right now. LA/Long
Beach, the Port of Laredo in Texas, Detroit in Michigan and Port
Newark. We have them in operational sites with CBP right now.

Mr. GREEN. Let me follow up. Since you answered that question
I have one. After the ASP certification has been to Congress, how
many ASP units does your office plan to purchase; do you plan to
use it for primary or secondary screening initially?

Mr. OXFORD. Initially, we will go with a production and deploy-
ment recommendation to the Secretary after certification. They are
not coupled in that regard. Right now we have a total purchase
plan based on the current deployment strategy with CBP for both
primary and secondary sites of about 1,200 ASP systems. That is
our current acquisition plan. However, the agreement with CBP, is
that we will initially go into secondary deployment. They are devel-
oping the priorities for where they will go and how they will be de-
ployed over time. We will make a decision in the next 6 to 12
months as to what the criteria are and how to progress into pri-
mary deployment after that time.

Mr. GREEN. And you said you are doing them in the ports, the
Port of Laredo, which is the biggest port, I guess, in the world. Is
it your intention to deploy them in other ports along with both the
Canadian and the Texas and—well, the southern border.

Mr. OXFORD. Absolutely. Our deployment strategym developed
with CBP since they are the operational customer, includes both
land border crossings and sea ports, as well as introducing capabili-
ties into airports of entry as well, which is a new part of our
phased deployment. I would like the committee to understand that
our deployment strategy will continue to rely on a combination of
the current generation systems, as well as these new systems. We
have a strategy worked out with CBP on how that can be both
operationally effective and cost effective.

Mr. GREEN. Well, again, all of us are representative of districts,
but our concern is our Nation. And I know New York, Long Beach,
and just last year, I think the Port of Houston was given level 1
concern because of the resources and assets we have there with the
petrochemical industry particularly. But we are also growing a
huge container capability, along with Wilmington and lots of other
places in our country. Mr. Chairman, thank you for holding the
hearing today.

Mr. STUPAK. I thank the gentleman. Let us go for a second round
of questions for a bit here. And as other Members show up, they
will be given an opportunity to ask questions. Mr. Huizenga, in re-
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sponse to Mr. Whitfield’s questions, did you say that the ASPs are
deployed overseas?

Mr. HUIZENGA. No. Actually, there is one in South Hampton,
United Kingdom, and that is the only one that we have overseas
at this point. The ones that we are talking about directly here are
part of the DNDO testing process. We have been using a similar
technology, this sodium iodide technology in the Bahamas for over
a year now. And again, in kind of a pilot mode where we run a de-
tector over the containers and use the PVT to initially alarm.

Mr. STUPAK. The one that you have had over a year now in the
Bahamas, has GAO looked at that to certify it?

Mr. HU1ZENGA. GAO is aware of that monitor as well.

Mr. StuPAK. Not aware of. Have they looked at the test results
and analyzed it? That is what I am asking.

Mr. HUIZENGA. I am not sure. They have reviewed us several
times. And I know Mr. Aloise is aware of it. I don’t know if he spe-
cifically looked into a certification issue.

Mr. STUPAK. Mr. Aloise, let me ask you this then. Is it GAO’s
view that ASPs are ready to be deployed overseas as a secondary
screening at this time with all the full understanding of their de-
tection limits? We keep hearing about additional operational test-
ing in the field. What does that mean to you? Does it tell us that
a machine can accurately detect various threat materials? What is
the limitation on the operational testing in terms of your certifi-
cation for testing limits.

Mr. ALOISE. Certainly the field testing is important, but it is not
testing with special nuclear materials. That was done in the Feb-
ruary to March test that we are criticizing here. Let us not forget,
that is the key test out of all of this, is that test which used special
nuclear materials. And that test did use 6 of the 7 same materials
and 9 of the 14 or 16, depending how you count configurations.

Mr. StuPAK. That was phase 1 testing, is that right?

Mr. ALOISE. Phase 1 testing, correct.

Mr. STUPAK. Phase 2 is more or less writing your report, correct?

Mr. ALOISE. We understand it, yes.

Mr. StupAK. OK. And phase 3, you have not received any of that
data?

Mr. ALOISE. We have not seen that data. We did finally get a
copy of the test plan. And in the test plan it said that was not
going to be used for certification. And it was even questioning the
statistical validity of some of that information for some purposes.
So we have not yet seen those results.

Mr. STUPAK. Have you seen any blind testing results?

Mr. ALOISE. No, we have not seen the blind test results.

Mr. StuPAK. Mr. Oxford, one of the requirements were that you
test the outer limits of these machines to determine what can ASP
detect and what it can’t detect, correct?

Mr. OXFORD. Yes, sir.

Mr. STUPAK. Have you done that?

Mr. OxroRD. We think we have. Let me explain, Mr. Chairman,
that when we talk about “requirements”, that is a very loose term.
Right now there is one threat baseline that we have been asked to
address. I can’t go into it in this session.
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Mr. STUPAK. Let me just ask it this way then. Would it be com-
mon sense that you test the outer limit to know what a machine
can and cannot do?

Mr. OXFORD. We are doing that.

Mr. STUuPAK. Have you shared those outer limit test results?

Mr. OxrOrRD. We have shared the raw data with the GAO. We
have not finalized the test report. In all these cases, especially
phase 1, we offered them the opportunity to actually review the
test plan before we conducted it. They turned us down in that re-
view and said they would wait until the test results. But in terms
of phase 3

Mr. STUPAK. The test results of these outer limits—I don’t want
to leave here yet

Mr. OXFORD. We have not finalized the report.

Mr. STUPAK. And you haven’t provided it to GAO.

Mr. OXFORD. Not yet. I haven’t even seen it.

Mr. STUPAK. Have you not seen it?

Mr. OXFORD. I have not seen the final report. It is not prepared,
so I have not actually coordinated or approved the document at this
point.

Mr. StUPAK. But you would agree with me, common sense and
for security of this Nation, we would test the outer limits of the
ASPs.

Mr. OXFORD. Absolutely. We think we have taken a big step in
doing that.

Mr. STUPAK. This outer limit testing, is this the injection studies?

Mr. OXFORD. Actually, it is phase 3 that starts that. Again, there
is also a difference in my mind between secondary and primary de-
ployment and what testing is necessary to make those decisions. As
we identify other cases that may or may not have been tested that
are in phase 1 and phase 3, we will identify other opportunities.
They will be informed by the injection studies, which the technical
summit that we held on June 27 suggested we need to do injection
studies to identify where the current data is relevant.

Mr. STUPAK. So is the outer limit going to be determined by in-
jection studies or realistic blind studies?

Mr. OXFORD. A combination. And the injection studies will in-
form what future testing is required.

Mr. StuPAK. What about blind studies?

Mr. OXFORD. The blind studies, if I could try to correct the im-
pression, was really a red team operation. I know Mr. Aloise and
Dr. Rhodes, who has already acknowledged that he has worked in
some of the covert sting operations that GAO has conducted, un-
derstands that you do that to find out if there are any
vulnerabilities or gaps in your processes and capabilities. That is
why we ran that red teaming operation out in Nevada. We wanted
to see whether our test methods were sound and whether there
were gaps in our understanding of how you place sources and how
you learn from that.

Mr. STUPAK. Let us go back to my original question. The outer
limits of what this machine can detect and cannot detect, you rely
upon, I understand, more than just the injection study, the com-
puter simulations? Am I correct or wrong in that?
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Mr. OXFORD. Injection studies will inform what testing needs to
be done and will determine which tests to conduct if they are nec-
essary. Again, that will be a joint decision with DOE and others
as we look at these special cases.

Mr. STUPAK. Let me ask it one more time. The outer limits test-
ing determine what the machine can and cannot detect. Will it be
done by injection studies only or are you going to do blind testing
on it?

Mr. OXFORD. It will be done with both injection studies and test-
ing.

Mr. STUPAK. You said testing. That is not blind. Are you talking
about blind testing or not? I am not trying to play semantics here.
I am trying to get to the root problem here. I want this done outer
limit testing in real world application, not a computer simulation.

Mr. OXFORD. It will not be a computer simulation.

Mr. STUPAK. So what is it going to be then? What other testing
is there, other than computer simulation that you can do to test the
outer limits?

Mr. OxrorD. We actually have proposals for two test series dur-
ing the course of fiscal year 2008.

Mr. STUPAK. And what are those test series?

Mr. OxrOorRD. We have not written the actual test plan because
we are still working with the——

Mr. STUPAK. So you think you are going to do two testing, but
you don’t know what the testing is?

Mr. OXFORD. Not at this point.

Mr. STUPAK. Are we making this up as we go along?

Mr. OXFORD. No, we are not.

Mr. STUPAK. Or do we have a plan here?

Mr. OXFORD. We will have a plan. We will have a test plan.

Mr. STUPAK. These two new plans you plan on bringing up, are
you going to run those by GAO to make sure that they are valid
tests.

Mr. OXFORD. Perhaps.

Mr. STUPAK. Are you certifying these ASPs before you do these
two tests that you don’t know what they are yet.

Mr. OXFORD. Again, I cannot presuppose what the Secretary will
or will not decide.

Mr. StuPAK. Well, you are making recommendations from what
I understand is going to be November and you don’t know what the
two tests are going to be. It sounds like you certified before you
even know what the two tests are.

Mr. OXFORD. Mr. Chairman, let me clarify. We held a technical
summit with the DOE, the national laboratories, you had commit-
tee members or staff present, we had the GAO present. A conclu-
sion out of that discussion, an all-day discussion with those rep-
resentatives, was that these systems were ready to go to secondary,
but there were some cases that were of concern before we made a
primary deployment decision.

The certification decision is not coupled with the deployment
strategy. The fact is that we can go to certification without nec-
essarily having done every possible test. We will continue to test
over time to refine the algorithms in these systems, but the tech-
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nical community is comfortable with the secondary deployment de-
cision if the Secretary certifies it.

Mr. STuPAK. Then if the Secretary certifies it and if it doesn’t
meet the outer limits test, then how do you decertify it then as a
primary?

Mr. OXFORD. Again, the deployment decision is separate from
certification that it does represent an increase in performance.

Mr. STUPAK. But you and I are both in government. We know
once you deploy something we don’t pull it back. We want to make
sure it is done properly before you even deploy it. So what assur-
ances can you give the American people that there are going to be
valid ASP machines before you even deploy them.

Mr. OXFORD. We will probably spend the next 6 to 12 months de-
termining what test and evaluation needs to be done before we
make a decision to deploy to primary inspection sites. Most of these
special cases are coupled to the concerns of the ASP and a false
negative in the primary role versus the secondary role.

Mr. StUuPAK. Let me ask GAO, Mr. Aloise or Dr. Rhodes, again
about this injection study. Isn’t injection study just a fancy word
for fixing a process that is flawed?

Mr. ALOISE. Well, the injection studies that occur had flaws in
the original February-March test plan. That is what that technical
summit was designed to do. I didn’t understand that they were
making a decision coming out of that submit to deploy in second-
ary. So that is another question we have we have been asking.
They are not as good as real testing injection studies. They can pro-
vide useful information, but not as good as real testing. And after
all, injection studies are designed, as I said, to correct flaws with
the initial test in February-March, and to us those are the key
tests.

Ms. RHODES. Let me just take a couple of minutes and talk about
the injection studies and try to use an analogy from another part
so that we don’t get into the details of the studies themselves. We
can no longer do underground nuclear testing so we have to do sim-
ulations.

Mr. STUPAK. Sure.

Mr. RHODES. And we have to go back to the old underground test
data. Some of the testing that I did was at Livermore. That is data
that we feed into assimilation to try and model some of the money,
a large amount of money that the Government is putting into
Livermore and Los Alamos and San Diaz to do these simulations.

Mr. StuPAK. Correct.

Mr. RHODES. The simulations are good, but they are simulations,
they are models. You try your best to validate. The stockpile stew-
ardship program in the Department of Energy through NNSA is a
large effort to try and give surrogate tests to try and match the
original detonations and neutron counts and things like that. So
that is why we say that the injection studies may help. But they
do have to be validated. The validation of an injection study is back
to reality. The validation of injection study is not do other simula-
tion.

Mr. StupaK. OK. Mr. Oxford you are nodding your head in the
affirmative. Do you agree that the validation studies or your sim-
ulation studies have to be validated?
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Mr. OXroORD. I agree. That is why I say they will inform what
testing needs to be done so we can get to that validation.

Mr. STUPAK. How are you going to validate it?

Mr. OXrORD. Through testing.

Mr. STUPAK. What testing are you going to do to validate it?

Mr. OXFORD. Again, the injection studies will tell us exactly what
test runs, what sources, masking cases, et cetera, we need to evalu-
ate against and then we will plan that test accordingly.

Mr. STUPAK. So you don’t know what tests you are going to use
to verify the simulation?

Mr. OxrFORD. Not at this date. We have an idea of what we are
going to be testing.

Mr. STUPAK. You are not going to validate this until after you do
this testing on your injection studies right.

Mr. OXFORD. We will not validate?

f1\/!)1'. STUPAK. Right. You won’t certify, I am sorry, you won’t cer-
tify?

Mr. OXFORD. Again, that decision is left to the Secretary. Again,
it is not a deployment decision. It is a decision he will make.

Mr. STUPAK. You will be making a recommendation to the Sec-
retary, won’t you.

Mr. OXFORD. I will, the Under Secretary will

Mr. StuPAK. Then will you promise this committee you won’t
make a recommendation until you figure out the two tests you are
going to use to certify the injection studies.

Mr. OXFORD. I will not commit to what we are going to make a
decision on in front of the Secretary at this point in time, because
we think, in some cases, we have.

Mr. StupPAK. I didn’t ask you for your recommendation. I asked
you to make a commitment to this committee that you don’t make
a recommendation either way to the Secretary until after you have
a validation of these injection studies by two more tests that you
said you are going to do.

Mr. OXFORD. No, sir, I will not make that commitment today.

Mr. StupAK. OK. That is interesting. Mr. Whitfield for questions.
I am going to come back for a third round of questions. I am now
getting warmed up.

Mr. WHITFIELD. Thank you Mr. Chairman. Mr. Oxford, we know
that the ASP system, while it would vastly improve the security
situation, is quite a bit more expensive, and it is my understanding
that right now the PVT system that you are using, that that costs
about %70,000 per monitor and the other one, the ASP is around
$400,000 and you have about 1,400 PVT systems deployed world-
wide. And I was wondering is it more cost effective to deploy ASP
systems at the major ports where you have most of the nuisance
alarms and only in secondary screening instead of considering pri-
mary screening as well?

Mr. OXFORD. Again, that will be a joint decision with Customs
and Border Protection based on, again, the effectiveness of the sys-
tem as well as their operational work load. As I mentioned, at the
Port of LA/Long Beach, which gets 500 nuclear alarms per day,
once we feel like we have confidence that you can deploy ASP in
the primary, I think the CBP recommendation will be to do pri-
mary and secondary deployment of ASP at a very high volume port
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like that. In other cases, we will continue to rely on PVT in pri-
mary with ASP in secondary. But again, this is a balance with the
operator that we have to judge.

Mr. WHITFIELD. Now, at the Port of Los Angeles, it is my under-
standing there are about 150 Custom and Border Protection inspec-
tors and there are a lot of nuisance alarms there particularly. And
if you deploy this ASP system in Los Angeles with the reduction
of the nuisance alarms, it would be possible, I am assuming, to re-
duce the number of Customs employees there as well.

MR. OXrFORD. I would expect that to be the case, but I wouldn’t
speak on behalf of CBP. They have a lot of missions they conduct
at the port, so I doubt that there would just be less in demand.
They would probably have other missions they could cover more
comfortably. There wouldn’t be a reduction in the requirement.

Mr. WHITFIELD. OK. Thank you, Mr. Chairman.

Mr. StupAK. Thank you. I want to go back to Mr. Oxford if I
may, because I am disturbed about the outer limits here that are
not being tested. In your testimony, on page 2, you state, and I'll
quote, “There are known detection limitations to the current sys-
tem.” So you acknowledge there is limitations to the ASP, correct?

Mr. OXFORD. My comments were intended to convey that there
were known limitations to the currently deployed systems, not the
ASP.

Mr. StupaAk. OK. PVT.

Mr. OXFORD. Correct.

Mr. StupPAK. By this, then, do you mean that the existing sys-
tems, existing ones, PVT, can overlook radiological threats that
could potentially be smuggled through our borders?

Mr. OxXrORD. Without getting into the details

Mr. STUPAK. Just answer yes or no would be sufficient.

Mr. OXFORD. I can tell you that we have found some cases that
we would be concerned about, yes.

Mr. STUPAK. Then does the organization plan to use phase 3 test-
ing in support of a certification of the ASPs.

Mr. OxrFORD. We will look at the relevant data from phase 3 to
help inform that recommendation, yes, sir.

Mr. STUPAK. Then right there the book binder in front of you
please, turn to exhibit 10, page 2. This is the phase 3 test plan.

Mr. OXFORD. Which reference again, sir?

Mr. StupAK. Exhibit No. 10, page 2. First of all, exhibit 10 is
your phase 3, correct?

Mr. OXFORD. It is the phase 3 test plan, yes.

Mr. STUPAK. So go to page 2. Doesn’t the section entitled “Test
Purpose” state that the phase 3 test plan is not intended for key
decision point three decision, which is a decision to approve full
scale? Isn’t that what it says?

Mr. OXFORD. Yes, sir.

Mr. StupAK. OK. Stay with that exhibit. Please turn to page 19,
the same thing. Doesn’t this say in the section entitled “Sample
Size Methodology” that the tests run in phase 3 are not large
enough to be statistically meaningful for assessing probability of
detection.

Mr. OXFORD. It does.
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Mr. STUPAK. Then if you turn to page 2 at the beginning it says,
this is the signature page. There are no signatures on the version
we are provided by your office. Did you sign this document?

Mr. OXFORD. I can’t recall whether I actually signed this version
or not. Again, sometimes when we go through version control we
add on a new version. If you notice, this is marked version 3. So
the original test plan, if we make modifications to the test plan

Mr. STUPAK. Is there a modification after?

Mr. OXFORD. After version 1, yes.

Mr. STUPAK. After this one?

Mr. OXFORD. No, not after version 3.

Mr. STUPAK. So after March 30 this plan, exhibit No. 10, that is
the plan you are following.

Mr. OXFORD. Right.

Mr. STUPAK. You don’t know if you signed it.

Mr. OXFORD. I can’t recall if I signed that version.

Mr. STUPAK. Is there a reason why you would not have signed
the version?

Mr. OXFORD. I can’t recall that.

Mr. STUPAK. I hate to assume, but I guess we would assume you
signed off on this testing then, right?

Mr. OxrORD. We actually conducted this test.

Mr. STUPAK. So I assume then you must have signed off on this
test if you have actually conducted it?

Mr. OXrFORD. Our milestone test process requires that the test
plan is approved before we go through what we call a test readi-
ness review, which begins the test team authority to deploy and
begin the testing.

Mr. STUPAK. So you must have signed it.

Mr. OXFORD. I don’t know if I signed this one or not.

Mr. STUPAK. Well, can you explain how your office can justify
using data which is not significantly—I am sorry. Can you justify
using test data which is not of a statistically significant size to sup-
port your certification.

Mr. OxrFORD. What we do is look at any available data, we find
out if it is relevant to the Secretary’s decision and we will look at
whether that data shows any trends or any potential deficiencies
in our capability. I made the decision on May 29.

Mr. STUPAK. But your document that you allegedly signed said
it must be statistically significant. The methodology that you are
collecting is not statistically significant. How would you use it for
a certification.

Mr. OXFORD. We would be remiss if we learned something in that
test that we did not provide to the Secretary. So while we first en-
vision this test to look at some of the outer limits to look at some
of the—the goal of this test was to look at some of the limits of ASP
performance, to further develop the algorithms associated with the
systems and to define concept of operations or help work with CBP.
I made a decision that if there is existing data that is relevant to
the Secretary’s decision, it is prudent to make use of that data as
opposed to ignoring it.

Mr. STUPAK. To look at the outer limits, as you just said. And
then you said you can’t use it because it is not statistically signifi-
cant. So therefore you never looked at the outer limits, did you?
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Mr. OXFORD. I don’t think that is true. We can get into a statis-
tics debate. If I am making a recommendation to the Secretary, 1
need to make use of existing data, whether we have done 1,000
runs or 60 runs or whether we think we can draw a good reference
from that data.

Mr. STUPAK. In order to draw a valid reference from the data,
the data has to be of a significant size so you can reach a conclu-
sion. Otherwise if your sample size is too small, the conclusion you
reach can probably be erroneous. Isn’t the confidentiality index
supposed to be 95 percent in this, and if your sample size is too
small, how do you draw your 95 percent?

Mr. OXrORD. I apologize, Mr. Chairman, for not being a statisti-
cian. We have had NIST working with us.

Mr. STUPAK. Neither am I. But it is common sense. You all know
that from looking at statistics. You try to get 95 percent, isn’t that
true?

Mr. OXFORD. That is true.

Mr. STUPAK. And isn’t that what you call for in your studies, 95
confidence before this is done?

Mr. OXFORD. There is a difference between 95 percent confidence
and the 95 percent performance goal that we have.

Mr. STUPAK. So from what I gather, you are just picking data
that justifies the certification and not passing testing that show the
ASPs have problems.

Mr. OXrFORD. I totally disagree with that approach.

Mr. STUPAK. I disagree with that approach, too. How about GAO?
If the size is significantly significant, can you have a valid test.

Mr. ALOISE. That is one of our concerns about using that data,
sir, among others. But this gives you kind of an idea what we have
been trying to deal with as well. All we are looking for is what is
the plan, what is the approach, tell us what your data is and we
will go away. But it has been difficult to get those kinds of an-
swers.

Mr. STUuPAK. I understand that. Mr. Secretary, you serve at the
pleasure of the President, right.

Mr. SCHNEIDER. Yes, sir.

Mr. STUPAK. Do you think the President would be comfortable
putting detection monitors on our borders that we don’t know what
the outer limit of detection is?

Mr. SCHNEIDER. Mr. Chairman, I've been following this conversa-
tion. I do not understand quite frankly the details of the testing
plan or what different words mean. I am having a hard time frank-
ly following this discussion.

Mr. STUPAK. Let me help you.

Mr. SCHNEIDER. Well, sir——

Mr. STUPAK. Let me help you. The outer limits, don’t you think
we ought to know the outer limits of the ASP before you put them
on our borders.

Mr. SCHNEIDER. I think it is important to know what the charac-
terization of the performance is.

Mr. STUPAK. If you don’t want me to use the words “outer limit”
give me the word you want to use. Don’t you think it is important.

Mr. SCHNEIDER. I am not in a position to answer your question
sir. I am not technically competent at this point in time.
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Mr. STuPAK. This isn’t technical. I am not a nuclear scientist.
But any machine you put on our border that detect nuclear radio-
logical devices coming in this country, don’t you want to know, if
it is an ASP or PVT, don’t you want to know what we can find with
that machine and what we can’t find with that machine.

Mr. SCHNEIDER. I think you have to know whether or not it
meets the established performance requirements.

Mr. STUPAK. Is it one of the performance requirements to know
what to detect and not detect.

Mr. SCHNEIDER. Mr. Chairman, I have not studied the detail per-
formance requirements to be able to make that assessment at this
point.

Mr. STUPAK. But you are head of acquisition. Are you going to
buy something that you know that doesn’t detect things and what
it can and cannot detect, or do you just buy it based on price?

Mr. SCHNEIDER. No, we don’t just buy based on price.

Mr. STUPAK. So you want to know what it can detect and what
it cannot detect?

Mr. SCHNEIDER. As this thing works its way up the chain I will
ultimately get involved in the details to be able to make an in-
formed recommendation to the Secretary.

Mr. STUuPAK. Will you let me ask the same question I asked Mr.
Oxford. You will be the one making the recommendations to Mr.
Secretary Chertoff, won’t you, on this ASP, you will be making the
recommendation?

Mr. SCHNEIDER. I will make several recommendations.

Mr. STuPAK. Whether or not you should purchase the ASP, will
you make that recommendation?

Mr. SCHNEIDER. The investment review board will make that.

Mr. STUPAK. And are you part of that investment review board?

Mr. SCHNEIDER. Yes, I am.

Mr. STUPAK. You are chairman of it, are you not?

Mr. SCHNEIDER. I am the vice chairman.

Mr. STUPAK. So before you make that recommendation to the
Secretary, will your board and you, don’t you want to know what
this machine can and cannot detect, what are the limitations of
this machine?

Mr. SCHNEIDER. We are going to ask an awful lot of questions re-
garding the performance.

kM?r. STUPAK. Will that be one of the questions you are going to
ask’

Mr. SCHNEIDER. I would like to review the data. I would want
to know what the performance of this machine is.

Mr. StUPAK. Including the outer limits, wouldn’t you want to
know the performance on the outer limits of this machine?

Mr. SCHNEIDER. On the surface, it sounds like that is a common-
sense thing to want to know.

Mr. STUPAK. And also a security thing you would want to know,
right?

Mr. SCHNEIDER. I think it is important to understand the basis
for the performance requirements which is the capability that is re-
quired.

Mr. STUPAK. Absolutely. If this machine has limitations, this
ASP, we want to know that, don’t we?
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Mr. SCHNEIDER. Well, if it has limitations and it cannot meet its
established performance requirements, a key performance param-
eter, I think that is absolutely critical. But there was rationale that
went into establishing each of the performance requirements. And
so we would look for objective quality evidence, if you will, that, in
fact, meets those performance requirements.

Mr. StUuPAK. Mr. Secretary, what is the risk of a false negative
here with an ASP machine that has been fully tested? What is the
risk?

Mr. SCHNEIDER. I can’t assess that risk.

Mr. STUPAK. It can be catastrophic? Isn’t that what you all said
in your opening statements, right?

Mr. SCHNEIDER. I didn’t say that in my opening statement.

Mr. StupaKk. OK. Well, you heard other people say that at the
table, right?

Mr. SCHNEIDER. I heard other people say that.

Mr. STUPAK. So there is a risk of a false negative. So don’t we
want to know what the false negative is before we deploy it in an
ASP?

Mr. SCHNEIDER. I don’t have the performance requirements in
front of me, but I believe there are requirements in there for false
negatives, as well as false positives.

Mr. STUPAK. Let me ask a couple questions, if I can Mr. Sec-
retary. Your September 14 letter indicates that George Thompson,
Deputy Director of Homeland Security, the HSI, will replace Mr.
Higby as chair of the independent review and that you will be
issuing a task order to fund this work, correct?

Mr. SCHNEIDER. Yes, sir.

Mr. STUPAK. When did you and Mr. Thompson first discuss head-
ing up the review of the HSI?

Mr. SCHNEIDER. I discussed it with the head of the Homeland Se-
curity Institute on Thursday afternoon. I met with Mr. Thompson
on Friday morning. This is last Friday.

Mr. StuPAK. OK. So Thursday afternoon, Mr. Higby was there,
but after your discussion you decided to put——

Mr. SCHNEIDER. You said Mr. Higby was there. Mr. Higby was
where?

Mr. STUuPAK. He was head of your HSI.

Mr. SCHNEIDER. No, he was not the head of HSI.

Mr. StupAK. OK. What was he?

Mr. SCHNEIDER. He was and still is the dean of the Defense Ac-
quisition University School of Program Management?

Mr. STUPAK. He was head of the review team, right?

Mr. SCHNEIDER. He was head of the review team. I talked to him
I think it was that morning about the fact or the evening before,
I forget exactly when, that I was going to replace him.

Mr. StupAK. OK. And then you decided to go with Mr. Thomp-
son? You talked with him Thursday afternoon.

Mr. SCHNEIDER. No. I talked to his boss, the head of the Home-
land Security Institute on Thursday afternoon. I met with Mr.
Thompson on Friday morning. I did not know Mr. Thompson. And
for that matter, I don’t know what the, with one exception, I don’t
know any of the people that are on the review team.
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Mr. StUPAK. If you didn’t know Mr. Thompson, then why did you
decide to hire Mr. Thompson to head up your independent review?

Mr. SCHNEIDER. Mr. Thompson is one of the senior officials at
the Homeland Security Institute, or FFRDC. When I realized that
perhaps I could use one of the senior folks at HSI to lead the effort,
I talked to the head of the HSI. And I said I would like your rec-
ommendations for somebody to lead this particular effort. We
worked with HSI in supporting other reviews of other DHS pro-
grams. And I was pleased—I've been pleased to date with the type
of support we have got.

He then basically gave me, I think it was, two recommendations.
I looked at their backgrounds, and based upon my discussion with
him I thought that Mr. Thompson would be the best choice. I want-
ed to confirm that by actually meeting with him. That was set up
on Friday morning.

Mr. StupAK. OK. HSI gets 100 percent of its funding from the
Department of Homeland Security, doesn’t it?

Mr. SCHNEIDER. I believe it does.

Mr. STUPAK. Isn’t it also the case that HSI has some of its em-
ployees detailed or embedded in DNDO?

Mr. SCHNEIDER. I don’t know if they are embedded at DNDO or
not.

Mr. STUuPAK. HSI doesn’t have anyone detailed over to——

Mr. SCHNEIDER. I have no idea.

Mr. StupAK. OK.

Mr. SCHNEIDER. I know Mr. Thompson is not embedded in
DNDO.

Mr. StupAK. If they are detailed or embedded in DNDO, could
this have an impact on HSI’s independence?

Mr. SCHNEIDER. No, it doesn’t. I get back to my comment what
an FFRDC is. This is bread-and-butter type of work for FFRDCs.
Whether it is in defense or the FAA, this is what they do.

Mr. STUPAK. Are there any HSI employees embedded in your of-
fice?

Mr. SCHNEIDER. Not that I am aware of.

Mr. STUPAK. Do you have any HSI employees detailed to your of-
fice?

Mr. SCHNEIDER. Not that I am aware of.

Mr. Stupak. OK. Isn’t it also the case some of the funding for
HSI comes from your office?

Mr. SCHNEIDER. We have an agreement with HSI to support our
reviews. This is exactly what HSI——

Mr. STUPAK. You fund HSI, right?

Mr. SCHNEIDER. I fund HSI within the scope of what an FFRDC
is supposed to do in accordance with the interagency agreement we
have established.

Mr. STUPAK. Isn’t the case HSI leaders, including Mr. Thompson
and Mr. Anderson, the HSI director, lobbied your office for work?

Mr. SCHNEIDER. I have never met Mr. Anderson until I think it
was Wednesday afternoon.

Mr. StuPAK. Right.

Mr. SCHNEIDER. So I wouldn’t have known him if I ran into him
in the hallway.
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Mr. STUPAK. So my question was has Mr. Thompson or Mr. An-
derson, the HSI director, lobbied your office for work?

Mr. SCHNEIDER. No. I have never—as I said, until Thursday, in
the case of Mr. Anderson, I never met the guy.

Mr. STUPAK. Let us go back to your September 14 letter, the task
order. Is the task order, is that a product of asking for work and
soliciting work from HSI?

Mr. SCHNEIDER. Right. We have an established agreement by
which all work under the FFRDC is done. I would be happy to pro-
vide you

Mr. STUPAK. Sure. And in your due diligence, you said you looked
at HSI to make sure they are a good agency to get recommenda-
tions from, right?

Mr. SCHNEIDER. What I said was HSI is our FFRDC. This is
what FFRDCs do for a living.

Mr. STUPAK. Sure.

Mr. SCHNEIDER. We are using them in other areas to support
other reviews of individual programs. And they appear to be doing
a good job. That is one of the reasons why I assumed whoever
made the decision to select this group to be the FFRDC some years
ago exercised pretty good judgment.

Mr. StUuPAK. As the Under Secretary, you are aware that the
Senate Homeland Security Appropriations Act of fiscal year 2008
has noted lackluster performance by HSI, cut their core funding by
50 percent, and noted that their authorization to exist will expire
in 2009. You are aware of all that?

Mr. SCHNEIDER. No, I am not.

Mr. STUPAK. Isn’t it also the case that HSI has had four directors
in 3 years?

Mr. SCHNEIDER. I don’t know.

Mr. StuPAK. Isn’t it also the case that the DHS contract with
Anser, the company running the Homeland Security Institute, ex-
pires next year and they want a contract extension?

Mr. SCHNEIDER. I am not involved—I am not aware of the details
of the contract extension.

Mr. StuPAK. Could this need for an extension have any potential
AiAnépac(:)t on HST’s ability to give an unvarnished assessment of the

Ps?

Mr. SCHNEIDER. I would like to point out, again, that I have
asked Mr. Thompson to head this team. The majority of the people
that are on this team come from Oakridge, Brookhaven, Lawrence
Livermore, and one outside person. And just like with DTRA, it
was not a DTRA study. I have gone to No. 1, No. 2, and No. 3 guy
at HSI to run this study. So I think to try to characterize it as an
HSI study or review probably would not be totally accurate.

Mr. StuPAK. Well, the problem I am having from where I sit, the
connectiveness between HSI and the Department of Homeland Se-
curity, you don’t bite the hand that feeds you. And then yet we
have a completely independent agency over here called Government
Accountability Office, and you seem to ignore them, but you seem
to embrace HSI, even though you have had three different directors
in 4 years, the Senate says they are not doing a real robust job
here, they have cut their funding, they are due to expire. I would
think we are thinking of something so important as our homeland
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security and what a catastrophic risk this country could face if we
don’t do this right, you would look to the completely independent
agency called Government Accountability Office and embrace their
concerns and work with them to alleviate any concerns Congress
would have, or more importantly, the American people would have
about the ASPs being our main source of detection on the borders.
You agree with that?

Mr. SCHNEIDER. Yes, sir. First off, I think if you have six mem-
bers of the team that are not part of HSI, and a team leader, and
with the full knowledge of the fact that when this review is com-
pleted and presented to the Department we expect the whole team
to participate in that——

Mr. STUPAK. Did you vet all six of those people on there?

Mr. SCHNEIDER. I am sorry?

Mr. StUuPAK. Did you vet all six of those people on this independ-
ent review team.

Mr. SCHNEIDER. All six people are in the process of signing con-
flict of interest statements.

Mr. STUPAK. Did you vet them before?

1‘\7/11". SCHNEIDER. When you say “vet,” what do you mean by “vet,”
sir?

Mr. STUPAK. Did you check their background? Did you make sure
they had no conflict of interest and all of that?

Mr. SCHNEIDER. First of all, I wanted to know who they were,
whether or not they were qualified to be on this group.

Mr. STUPAK. Did you appoint these six people as your independ-
ent review?

Mr. SCHNEIDER. No.

Mr. STUPAK. Who did appoint them?

Mr. SCHNEIDER. First of all, it wasn’t a question of appointment.
I refer back to my testimony.

Mr. STUPAK. Who assigned these six people to the independ-
ent—

Mr. SCHNEIDER. I asked the associate director of DTRA to assem-
ble of a team of people. I relied on his judgment to pick the set of
qualified people to run this particular review.

Mr. STUPAK. That gentleman is gone now, right?

Mr. SCHNEIDER. But in the process of what he did initially, he
identified several candidates that could participate.

Mr. STUPAK. Sure.

Mr. SCHNEIDER. That was basically refined and completed after
he completed—after his involvement ended. And the fact of the
matter is they are all nuclear physicists or nuclear chemists.

Mr. STUPAK. Great. That is good. Our problem is we got changing
directors, changing people, three people in 6 weeks, widening
schedules, validation without the outer limits being known. We are
tallﬁing about catastrophic risk here, I want to make sure we do it
right.

hMr.? SCHNEIDER. Would you give me a chance to answer some of
those?

Mr. STUPAK. Sure. I want to make sure we do it right so we don’t
have to worry about that catastrophic risk we have been talking
about this morning. More importantly, I think the American people
would like to make sure we have it done right.
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Mr. SCHNEIDER. All right. Let us take them one at a time. First
of all, the schedule. Based upon a discussion that Mr. Oxford, the
deputy commissioner from CBP and I had, it was at that point in
time when the deputy commissioner from CBP said I really would
like another 2 months of field validation testing.

Mr. STUPAK. Great.

Mr. SCHNEIDER. And so that was the reason for the change in
schedule.

Mr. STUPAK. But you won’t promise me that you will let these
tests be conducted, give GAO time to look at the validity of the
tests before you make a recommendation on whether or not we
should move forward with the ASP.

Mr. SCHNEIDER. I think Mr. Oxford clearly stated it is the Sec-
retary’s prerogative as to how much information and what informa-
tion:

Mr. STUPAK. I agree, but you have to make the recommendation.
You have a responsibility to make the recommendation to the Sec-
retary.

Mr. SCHNEIDER. I have a responsibility to make the recommenda-
tion, and I will make that recommendation.

Mr. STUPAK. Will you promise me you won’t make the rec-
ommendation until we do the outer limits testing we are talking
about until GAO has a chance to look at it.

Mr. SCHNEIDER. I will not make that commitment here today.

Mr. StupAK. That is why, sir, we have to have this back and
forth, because I think it is critically important and it is only com-
mon sense that someone looks at the tests and know the outer lim-
its of the machines before you make a recommendation to spend
$1.2 billion on ASPs that may or may not work. And the reason
why we don’t know if they may or may not work, because you are
not giving the people time to test it, to make sure it is certified,
so GAO can look at it, a truly independent agency, and say this is
what we ought to do. If we are talking about catastrophic problems
for this country, I would hope we get it right. Remember, we have
to be right 100 percent of the time; the terrorist only has to be
right once. Now that is not nuclear science, that is just common
sense. Don’t you agree with me?

Mr. SCHNEIDER. Mr. Chairman, you had quite a lot of stuff in
that particular statement. And I frankly can’t remember every-
thing you just rattled off.

Mr. STUPAK. It was just a quick summation of this hearing we
had today. You work with this stuff day in and day out. I thought
you would keep it straight. My question isn’t that complex.

Mr. SCHNEIDER. Sir, let me make it simple. I do not agree with
everything you said. So whether or not you included it in that com-
prehensive statement or not, there is no way that

Mr. StuPAK. Would you like the court reporter to read it back to
you so then you could answer the question? We have that ability
here. All I am asking, and you keep telling me, no, you won’t, that
you allow all the testing that is necessary, that GAO has a chance
to analyze it, make the recommendations before you, before you,
Mr. Oxford, and others make the recommendations to Secretary
Chertoff to spend $1.2 billion on a machine we don’t know works
or not work, when your statistical sample is so small it is not even
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significant in the whole equation, but you are relying upon it.
Those are the things we brought out here so far today, and that
is all I am asking you to do. Common sense. Don’t you think?

Mr. SCHNEIDER. The recommendation on whether or not to spend
the money as part of a production and deployment would be made
only after and if the Secretary makes a certification regarding the
performance of the system. It is a sequential step. So from my
standpoint, the issues regarding the performance of the system will
have been thrashed out, evaluated, assessed. The Secretary is a
very demanding decision-maker. He asks for lots of information. He
will probably, as in my discussion with him, ask the GAO to come
in and brief him so he can quiz them. And he will factor all that
information into making the certification regarding performance.

Mr. STUPAK. So you know the Secretary is going to ask GAO in
before he makes his decision? You know that? Do you know that?

Mr. SCHNEIDER. Mr. Chairman, I talked to the Secretary. He ex-
plained his approach. It is to get information from multiple sources.

Mr. STUPAK. And he said GAO?

Mr. SCHNEIDER. In this particular effort, he told me he may, in
fact, ask the GAO to come in and brief him.

Mr. SturPAK. Now “may” is discretionary. It is not mandatory,
right? May? He may ask GAO? And he may not ask GAO?

Mr. SCHNEIDER. I think that is the prerogative of the Secretary.

Mr. STUPAK. Sure it is. But isn’t it your responsibility to the Sec-
retary and to the American people to make sure all the questions
on testing, whether it is outer limits, are done and fully evaluated
before you make that recommendation?

Mr. SCHNEIDER. I think it is my responsibility to the Secretary
to give him my best advice based upon the testing that has been
done to date, what testing has not been done, what testing may be
planned in the future, and to provide that as part of my overall rec-
ommendation on whether he ought to certify the performance.

Mr. STUPAK. I agree with you. But let me ask you this. Have you
read GAO’s report on the ASP testing? Have you read it?

Mr. SCHNEIDER. Which report, sir? There is a lot of GAO reports.

Mr. STUPAK. Today’s testimony.

Mr. SCHNEIDER. I didn’t get this testimony, unfortunately, until
during the hearing, when you asked me whether or not I agreed
with those recommendations. So I was slightly stumbling when you
asked me if I agreed with all four recommendations. I hadn’t read
it at the time you asked me the questions. So if that is the report,
during the break I scanned the report.

Mr. StuPAK. OK. Do you agree with what GAO is saying?

Mr. SCHNEIDER. I do not agree with the recommendations.

Mr. StuPAK. That is not what I asked you. I said do you agree
with the report on the ASP testing?

Mr. SCHNEIDER. I do not understand in enough detail the details
around the different views that you have been talking about here
today.

Mr. StupAK. If you don’t understand this, weren’t you supposed
to certify this tomorrow or yesterday? Wasn’t September 17——

Mr. SCHNEIDER. I don’t certify anything. The Secretary is the one
that certifies.
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Mr. StupAK. All right, I am sorry, made your recommendation to
the Secretary. Weren’t you supposed to do that yesterday?

Mr. SCHNEIDER. The schedule was changed.

Mr. StuPAK. Right. So I would think you would be more on top
of this, especially the GAO report, if you were supposed to make
a recommendation this week. What date do you intend to get in-
volved in the details of this certification recommendation?

Mr. SCHNEIDER. We would start very shortly over the next week
or two laying out the detailed schedule for what steps would be
taken prior to, and roughly a rough time frame by which the field
validation testing would be completed, what would be an appro-
priate amount of time for analyzing the results, what would be an
appropriate amount of time for the results of that to be provided
to the review team, and then kind of work out the schedules as to
leading up to a session with the Secretary. So it obviously would
be after the 2-month extension on the field validation testing.

Mr. STUPAK. After you make your recommendation to the Sec-
retary, does he have a certain amount of time within which he has
to make a decision?

Mr. SCHNEIDER. There is no prescribed—as far as I am aware,
there is no prescribed time limit for that. No, as far as I know.

Mr. StupAK. OK. Mr. Whitfield, you have any questions?

Mr. WHITFIELD. No. Mr. Chairman, I appreciate your having this
hearing. And I would just, in concluding, as a conclusion, state that
while we know there are several unanswered questions regarding
the use of the ASP in primary inspections, most of the scientists
that at least we have talked to, and Government officials, agree
that the agency should proceed with a limited deployment for sec-
ondary inspections. And I don’t think anyone would suggest that
ASP monitors in secondary screenings wouldn’t provide a dramatic
improvement over the hand-held devices that are currently being
used. So with that, Mr. Chairman, I have no other questions.

Mr. STUPAK. Let me just ask one more question, Mr. Aloise, if
I may, of the Government Accountability Office. Has GAO reviewed
the phase 3 and blind tests?

Mr. ALOISE. No, sir.

Mr. StupAK. OK. Has GAO examined the independent review
process?

Mr. ALOISE. No, sir.

Mr. STUuPAK. Well, we need GAO to continue its review of these
tests and injection studies, especially on the independent review.
So Mr. Aloise, if you would, would GAO agree to undertake that
additional work as part of your ongoing review of the ASP?

Mr. ALOISE. We certainly would intend to, yes.

Mr. StuPAK. OK. They are willing to do it. Are you willing, Mr.
Secretary, to make sure that they get the information so they can
do their review of the phase 3, the blind tests, and examine your
independent review process so they can enlighten Congress on it?

Mr. SCHNEIDER. I agree with most of that. I do not agree that
they ought to be involved in our independent review process. I be-
lieve that is within the purview of the Secretary to get advice from
whoever he wants.

Mr. STUPAK. So you don’t think——
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Mr. SCHNEIDER. And I don’t believe—I think that’s part of the
predecisional making deliberation process on behalf of the Sec-
retary. So I would not agree at this point in time to—I think any
concerns they may have about the testing that has been done to
date and the testing plans would be valuable input, but I do not
expect, nor would I, at this point in time, agree to provide them
access to the details of what that review team does.

Mr. StupAK. OK. But you are going to give them all the informa-
tion, the data on phase 3, the blind testing, and injection studies.

Mr. SCHNEIDER. I think Mr. Oxford has already testified today
about information that has been provided and information that will
be continuing to be provided as part of their ongoing rolling review,
so to speak.

Mr. STUPAK. Why is it then they testified today they can’t get the
information? Have you, GAO, received all the information you need
from DNDO or from the Secretary?

Mr. ALOISE. We have not received the blind tests or phase 3 tests
because they are still analyzing that, that is correct.

Mr. STUPAK. And we don’t know when that is going to be done,
but when it is done you, Mr. Secretary, you will make sure it gets
to the GAO so they can review it?

Mr. OXFORD. Mr. Chairman, if I could take that.

Mr. STUPAK. Sure.

Mr. OXroRD. We have already committed to doing that. As soon
as those test reports are completed, they will be given to the GAO.

Mr. StuPAK. OK.

Mr. OXrFORD. They have the data. We are finalizing the actual re-
port that they can work from.

Mr. StupAK. OK. Will you make sure they get the injection study
data, too?

Mr. OXFORD. The injection studies will take about a year, but we
can certainly talk about the plan for how the injection studies will
go forth, yes, sir.
hMr;) STUPAK. Well, when it is done in a year, you will give it to
them?

Mr. OXFORD. Absolutely.

Mr. StUuPAK. So there really shouldnt be a certification for at
least a year, because the injection studies won’t be done, right?

Mr. OXFORD. No, sir.

Mr. STUPAK. You will do certification before the injection studies
are completed?

Mr. OXrFORD. We may make a recommendation, because we think
most of the injection study work and future testing will be pri-
marily based on what the ranking member said, based upon the de-
cision for primary, not secondary deployment.

Mr. STUPAK. Any questions, Mr. Whitfield?

Mr. WHITFIELD. Mr. Schneider, you are having these conflict of
interest issues are certainly being monitored by the Department,
though, correct?

Mr. SCHNEIDER. Yes, sir.

Mr. WHITFIELD. OK. Thank you.

Mr. StupAK. OK. No further questions. I will dismiss this panel
and thank you all for coming today. I am sure before this thing is
validated we may have you back, or maybe we will have the Sec-
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retary back. But thank you for coming and thank you for answer-
ing our questions. That concludes all the questions. I want to thank
all of our witnesses for coming today and your testimony.

I ask for unanimous consent that the hearing record will remain
open for 30 days for additional questions for the record.

Without objection, the record will remain open. I ask unanimous
consent that the contents of our evidence binder there in front of
Mr. Oxford, with the exception of those documents marked for offi-
cial use only, be entered into the record. In addition, the committee
will retain a copy of the full evidence binder for the record. Without
objection, the documents will be entered into the record. That con-
cludes our hearing. Without objection, the meeting of this sub-
committee is adjourned. Thank you all for being here.

[Whereupon, at 12:44 p.m., the subcommittee was adjourned.]

[Material submitted for inclusion in the record follows:]
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Mr. Gene Aloise

Director

Natural Resources and Environment Team
U.S. Government Accountability Office
441 G Street, NNW.

Washington, D.C. 20548

Dear Mr. Aloise:

Thank you for appearing before the Subcommittee on Oversight and Investigations on
Tuesday, September 18, 2007, at the hearing entitled “Nuclear Terrorism Prevention: Status
Report on the Federa] Government’s Assessment of New Radiation Detection Monitors.” We
appreciate the time and effort you gave as witnesses before the Subcommittee.

Under the Rules of the Comumittee on Energy and Commerce, the hearing record remains
open to permit Members to submit additional questions to the witnesses. Attached are questions
directed to you from Subcommittee Chairman Stupak. In preparing your answers to these
questions, please address your response to Chairman Stupak and include the text of his question
along with each of your responses.

In order to facilitate the printing of the hearing record, your responses to these questions
should be received no later than the close of business Wednesday, October 31, 2007. Your
written responses should be delivered to 316 Ford House Office Building and faxed to 202-225-
5288 to the attention of Kyle Chapman, Legislative Clerk. An electronic version of your
response should also be sent by e-mail to Mr. Kyle Chapman at kyle.chapman@mail.house.gov
in a single Word formatted document.
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Mr. Gene Aloise
Page 2

Thank you for your prompt attention to this request. If you need additional information
or have other questions, please contact Kyle Chapman at (202) 226-2424.

JOHN D. DINGELL
CHAIRMAN

Attachment

cc: The Honorable Joe Barton, Ranking Member
Committee on Energy and Commerce

The Honorable Bart Stupak, Chairman
Subcommittee on Oversight and Investigations

The Honorable Ed Whitfield, Ranking Member
Subcommittee on Qversight and Investigations
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Responses to Questions asked of GAO subsequent to the September 18,
2007 hearing of the House Committee on Energy and Commerce,

Subcommittee on Oversight and Investigations.

Qk: What are the risks to our Nation’s efforts to detect nuclear smuggling
in cargo if we do not know the detecting limits of the Advanced Spectroscopic

Portal monitors (ASPs)?

Answer: The primary risk from not knowing the ASPs’ detection limits comes
from “masking”—i.e., hiding special nuclear material in a mix of benign
radiological materials. If the emissions from the benign radiological material are
strong enough, the ASP may identify only the presence of this material and miss
the special nuclear material, It is important that CBP officials know the types of
materials and emissions levels that may cause the ASP to ignore the presence of
nuclear materials. Without this knowledge, it will be harder for CBP to develop

effective countermeasures to overcome any weaknesses in the equipment.

Q2 If you were designing a blind test, would you attempt to
smuggle through radioactive materials that terrorists might have to see how the
machines respond? Is that what the Domestic Nuclear Detection Office (DNDO)
did in Phase 1, or did they send through materials that the ASP véndors knew

were coming?

Answer: In our view, sound way to conduct a blind test would be to use the
materials and methods that terrorists would use do to smuggle nuclear materials
inside our borders. By comparison, the approach DNDQO used in Phase | was
biased and not very rigorous. Specifically, DNDO conducted dry runs and dress
rehearsals using mostly the same materials in the same quantities that it used in

the formal tests.
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Q3: DNDO says that ASPs will have a backup called a “gross
tounting" function, and this will signal the need for secondary inspections where
there are high-emission levels that could cause the masking of threat materials.
Does this not solve the problem of allowing hot cargo to pass undetected when

there is highly emitting masking materials?

Answer: The ASPs’ backup “gross-counting” function is essentially the same
function that is performed by currently deployed radiation detection
equipment—detecting the presence of some type of radiation without
identifying the specific isotope causing the radiation. Both should trigger a

secondary inspection.

Q4. In the Government Accountability Office’s opinion, is it
premature for DNDO to certify to Congress that ASPs represent a “significant

increase in operational effectiveness” without finalizing the injection studies?

Yes. Until sound, unbiased testing using a larger array of radiological and
nuclear materials, is completed, DHS will not know the full capabilities and
limitations of the ASPs. Without this knowledge, DNDO cannot justifiably
certify that these machines represent a significant increased operational

effectiveness.

Q5: Do you believe that Phase 1 test data cannot be used for
certification because the test methods allowed vendors to calibrate their
algorithms in advance allowing them to better see the test materials? What
should DNDO have done differently?
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Answer: We believe that DNDO'’s Phase | test resuits are questionable for a
variety of reasons, most notably the fact that it used many of the same materials
in the same quantities in its dry runs, dress rehearsals, and formal tests. In
doing so, DNDQ provided the vendors with the information they needed to
perform well during the tests. In our view, materials and their quantities should
differ from those that the ASP vendors used to calibrate their ASPs in the dry
runs. Testing should attempt to determine what materials the ASPs cannot
identify well in addition to.determining what they can identify. In addition,
DNDO should have used testing procedures that would have exposed the ASPs
to situations which were similar to the environment where they would be
deployed. For example, there are no dress rehearsals or dry runs at US points
of entry or border crossings. Furthermore, DNDO should have applied
techniques such as blind tests and double blind tests that would have assured

itself and others that the results of the testing were unbiased.

Qé: Would a two-tiered certification be a better approach that a
“one size fits all” certification, which covers both primary and secondary

screening?

‘Answer: In our view, certification of the ASPs, whether it is one or two-tiered,
is secondary in importance to conducting unbiased, scientifically rigorous tests.
The tests should clearly identify the capabilities and limitations of the ASPs
before the Secretary certifies whether the ASPs are ready for deployment in

primary or secondary screenings.

Q7: What is GAQ’s recommendation with respect to deployment

of ASPs in secondary screening?
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Answer: In our view, DNDO should not deploy ASPs for either secondary or
primary screening until it has conducted unbiased and rigorous testing of the

ASPs to ascertain their capabilities and limitations.

Q8: How much would it cost to properly conduct the tests, if

DNDO were to do it over again?

Answer: We have not analyzed the costs associated with testing and therefore
cannot address this question. This question would be better posed to DNDO.
However, it is important to note that a cost analysis could not be completed

until it was determined exactly what tests would be performed.

Q9: Should DNDO retest ASPs with the proper masking materials
to ascertain the detection limits? Should DNDO refrain from retesting until the

injection studies are completed?

Answer; As we noted in our testimony, injection studies are computer
simulations and are not a pure substitute for actual testing. Thus, we would
encourage additional testing and do not see why DNDO should delay these tests

until it completes the injection studies.

QIO: DNDOQ says that GAO was notified on May 30, 2007, that Phase 3
results would be used in supporting a.certification decision. GAO indicates that
it first learned that Phase 3 test results would be used in silpport of certification
on August 29, 2007. Did DNDO mislead GAO?

Answer: DNDO’s assertion that it notified us in May 2007 that Phase 3 test
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results would be used to support a certification decision is incorrect. DNDQ did
not tell us of its intent to use Phase 3 test results to support certification until
August 29, 2007.

Qli: If GAO had learned that Phase 3 results would be used in support of
certification on May 30, 2007, would it have changed GAQ’s approach to the

review of the testing?

Answer: In its own test plan, DNDO states that Phase 3 results are not
statistically valid for being used to support a certification decision. Being aware
sooner that Phase 3 tests would be used to support a certification decision would

not have changed the results of our review.

QI2: Can the sample sizes used in Phase 3 tests be deemed statistically
significant with respect to probability of detection? If not, can they still be used

to support a full-scale production decision?

Answer: In the Phase 3 test plan (March 30, 2007), DNDO acknowledges that
the Phase 3 tests did not contain enough runs for the results to be statistically
significant. Further, DNDO states in the test plan that the Phase 3 tests were not
“intended to support secretarial certification. Thus, in our view, the test results

should not be used to justify certification of the ASPs.

QI3: You testified that without seeing Phase 3»and blind test resuits, it is
too soon to know whether DNDO should simply retest. If the Phase 1 tests are
biased, and the Phase 3 tests lack statistical significance, why should DNDO not

be directed to retest?
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Answer:  As of December 17, 2007, despite numerous requests, DNDO has yet
to provide GAO with the results from the blind tests or the Phase 3 tests. We
had hoped to be able to analyze the test results by now to make a
determination about the ASP’s capabilities. Without this information, and
because the original tests were biased, our view is that new tests may be

warranted.

Ql4: In the course of your investigation, you confacted both the Customs
and Border Protection (CBP) and Department of Energy (DOE), and you then
advised DNDO staff about their respective concerns with the testing. Was
DNDO upset that you spoke independently with CBP and DOE? Was there an

effort to stifle your discussions with these agencies or the national labs?

Answer: In a meeting on May 30, 2007, DNDO officials told us that they
were not pleased that we contacted CBP and DOE officials without their
knowledge or presence. In addition, DOE officials have told us that DNDO
officials rebuked them after speaking with us about their concerns with DNDO’s
test methods. In one case, Pacific Northwest National Laboratory (PNNL)
officials declined to speak with us over the telephone unless DNDO officials were

included in the teleconference.

QI5: In your testimony, you stated that “this has not been the most
transparent review we have ever worked on. We have had to fight and scrape
lfor every piece of information we have gotten.” Please provide examples where
this has occurred. What specific actions could Congress take to improve

transparency at DNDO?

Answer: During the course of our review, GAO made numerous requests to
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DNDOQ, Pacific Northwest National Laboratory (PNNL), DNDO’s contractors
and the National Institute of Standards and Technology (NIST) for information
and documentation related to the ASP program. On multiple occasions, DNDO
officials attempted to block GAO from receiving information regarding the ASP
program from anyone but DHS and insisted that contractors, NIST, and PNNL
provide all information that we requested to DNDO for prior review. At that
point, DNDO would then make the information available to GAQ in the format
as DNDO saw fit. -During this time GAQ canceled several meetings scheduled

with contractors as result of DNDQO's insistence in participating in all meetings.

Since the hearing, in performing follow-up for the Subcommittee, GAQ's Office
of General Counsel has become significantly involved in our efforts to obtain
information directly from contractors, NIST, and PNNL. Our understanding is
that DNDO has directed the contractors, NIST, and PNNL not to provide GAO
with any documentation directly, and to turn over anything prepared in
response to a GAQ request directly to DNDO’s Chief Counsel—who then

decides-what information to provide to GAQ.
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Mr. Dave Huizenga

Assistant Deputy Administrator

Office of International Material Protection and Cooperation
National Nuclear Security Administration

U.S. Department of Energy

1000 Independence Ave., S.W.

‘Washington, D.C. 20585

Dear Mr. Huizenga:

JOE BARTON, TEXAS
AANKING MEMBER
HALL TEXAR

JOHN 8, SHADEGG, ARIZONA
CHARLES W, “CHIR* PICKERING, MISSISSIFPI
wIto NEW

MICHAEL C. BURGESS, TEXAS
MAREHA BLACKBURN, TENNESSEE

Thank you for appearing before the Subcommittee on Oversight and Investigations on
Tuesday, September 18, 2007, at the hearing entitled “Nuclear Terrorism Prevention: Status
Report on the Federal Government’s Assessment of New Radiation Detection Monitors.” We

appreciate the time and effort you gave as a witness before the Subcommittee.

Under the Rules of the Committee on Energy and Commerce, the hearing record remains
open to permit Members to submit additional questions to the witnesses. Attached are questions
directed to you from Subcommittee Chairman Stupak. In preparing your answers to these
questions, please address your response to Chairman Stupak and include the text of his questions

along with your response.

In order to facilitate the printing of the hearing record, your responses to these questions
should be received no later than the close of business Wedaesday, October 31, 2007. Your
written responses should be delivered to 316 Ford House Office Building and faxed to 202-225-
5288 to the attention of Kyle Chapman, Legislative Clerk. An electronic version of your
response should also be sent by e-mail to Mr. Kyle Chapman at kyle.chapman@mail.house.gov

in a single Word formatted document.
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Thank you for your prompt attention to this request. If you need additional information
or have other questions, please contact Kyle Chapman at (202) 226-2424.

JOHN D. DINGELL
CHAIRMAN

Attachment

cc:  The Honorable Joe Barton, Ranking Member
Committee on Energy and Commerce

The Honorable Bart Stupak, Chairman
Subcommittee on Oversight and Investigations

The Honorable Ed Whitfield, Ranking Member
Subcommittee on Oversight and Investigations
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Department of Energy
National Nuclear Security Administration
Washington, DC 20585

October 30, 2007

The Honorable Bart Stupak

Chairman

Subcommittee on Oversight and Investigations,
Committee on Energy and Commerce

United States House of Representatives
Washington, D.C., 20515

Dear Mr, Chairman:

On September 18, 2007, David Huizenga, Assistant Deputy Administrator, Office of
International Material Protection and Cooperation, National Nuclear Security Administration,
U.S. Department of Energy, testified regarding the status report on the Federal Government’s
assessment of new Radiation Detection Monitors (RDD).

Enclosed are the answers to questions submitted by you, for the hearing record.

If we can be of further assistance, please have your staff contact our Congressional

Hearing Coordinator, Renee Wilhite, on (202) 586-7597.

Smcerely,

Dav1d Al Campbe]]

Director

Office of Congressional, Intergovernmental
And Public Affairs

Enclosures

@ Frinted with soy ink on tacycled paper
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QUESTIONS FROM THE HONORABLE BART STUPAK

On Radiation Detection Monitors

Ql. How many radiation portal monitors does the Department of Energy (DOE) or its
partners have deployed as part of Megaports or the Second Line of Defense (SLD)
program? .

Al.  Over the last 15 years DOE has worked with its partners in host countries to
successfully deploy more than 1500 radiation portal monitors (RPMs) at over 300

facilities and border crossings in over 25 countries.
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QUESTIONS FROM THE HONORABLE BART STUPAK
Does DOE have confidence that a combination of Poly Vinyl Toulene (PVT)
monitors, radioactive isotope identification devices (RIIDs), and continuous
operations (CONOPS) standard operating procedures are effective for detecting
nuclear materials hidden in cargo as part of the Megaports Program?
Yes, DOE has a high level of confidence that a combination of PVT monitors and
RIIDs, when effectively utilized according to standard operating procedures, are
effective for detecting nuclear materials hidden in cargo. The PVT-based nuclear
detection technology deployed by the SLD program is proven technology, capable of
operating effectively in varied, and in many instances harsh environmental
conditions. This technology was developed to ensure nuclear material security at
DOE weapons sites and the specific monitors that we deploy have been tested and
evaluated by our National Laboratory technical experts for over three decades.
Indeed, NNSA works with foreign partners to install this same type of monitor at the
foreign weapons laboratories and nuclear facilities to prevent insiders from smuggling

SNM out of these facilities. Qur extensive experience with these monitors ensures

that we can deploy them effectively and ensure their long-term sustainability.

The PVT monitors detect the presence of radiation and feeds alarm information to
operators, typically custotﬁs agents or border guards, located in a local or central
alarm station. The communications system graphs the gamma or neutron signal and
helps the operators identify what type of alarm has occurred. At this point, the
vehicle or pedestrian is retained and handheld equipment is used as part of 2
secondary inspection to identify the specific radioisotopes that caused the alarm. The

handheld identification equipment that we currently deploy utilizes sodium-iodide or
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germanium technology and is the standard commercially available technology.
Determination of the specific isotopes involved and their specific location is

: impox‘fant because a number of common materials such as ceramic tile and kitty litter,
in large quantities, may signal an alarm due to their relatively high concentration of
radioisotopes. We call these “NORM?” alarms, for ‘naturally occurring radioactive

material’ alarms.

Experience has shown that effective use of the hand-held equipment is highly
dependent on the skill and training of the onsite officials as they try to locate the
source of the alarm. To this end, the Second Line of Defense program trains those

individuals who will be operating the equipment to help ensure proper use.
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“Once the tests and studies have been completed, evaluated, and validated, DHS
should determine in cooperation with CBP, DOE, and other stakeholders
including independent reviewers, if additional testing is needed.”

DOE experts believe that the upcoming injection studies should indeed allow us
to determine whether additional testing is needed. The results of the injection
studies may in fact answer our remaining questions. If they do not, then these
studies will provide the information needed to focus further testing.

“If additional testing is needed, the Secretary should appoint an independent
group within DHS, not aligned with the ASP acquisition process, to conduct
objective, comprehensive, and transparent testing that realistically demonstrates
the capabilities and limitations of the ASP system. This independent group would
be separate from the recently appointed independent review panel.”

DOE believes that we will know more about how to proceed once we determine
whether and what kinds of additional testing are required. At that point, we will
cooperate fully with DHS and GAO in determining what kinds of additional

technical expertise is needed. As you know, there is a large body of expertise

available within the DOE laboratory community from which to draw.
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QUESTIONS FROM THE HONORABLE BART STUPAK
During fiscal year (FY) 2008, does DOE plan full-scale deployment of
ASP monitors in secondary screening in lieu of RTIDs (Radiocisotope Identifier) Is it
planning to conduct operational testing in secondary screening and continue to use
RIIDs?
No, DOE does not plan full-scale deployment of ASP monitors in secondary
screening in lieu of RIIDs. First, and most importantly, operational needs and
constraints at this point suggest that we will need ASPs in secondary inspections at
large seaports, not our land border crossings. Therefore, DOE plans to continue using
RIIDs for the long term at many locations, Regarding deployment at large seaports,
we anticipate using the RIIDs as back-up identification tools in conjunction with
ASPs while we conduct operational testing of ASPs in secondary screening. DOE
has purchased 12 Thermo Variant “C” ASPs (through an existing DNDO contract)
and intends to install them at secondary inspection locations at select Megaports. The

first of these units has been installed at the Port of Southampton as a pilot and is

currently undergoing operational testing.
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QUESTIONS FROM THE HONORABLE BART STUPAK
Did DOE advise DNDO in November 2006 that the Phase I test plans
should characterize the detection limits of ASPs with types of naturally-occurring
radioactive materials that the Megaports program has observed in international
commerce?
It is our understanding that DNDO had always planned to carry out injections studies
at some point, but DOE advised DNDO as to the importance of conducting threat
injection studies designed to be validated by Phase I test results in order to
characterize ASP detection limits and NORM masking limits. The need to conduct
threat injection studies was identified because it is not possible to take threat objects
to the field and imbed them in cargo containers. As such, it is necessary to use data
that characterizes the stream of commerce and super-impose (“inject”) data that

characterizes threat objects to determine performance against a wide range of threats

and cargoes.
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QUESTIONS FROM THE HONORABLE BART STUPAK
Please describe the kinds of masking materials that you wanted DNDO to use. (If
necessary, please provide and answer separately and mark accordingly, if sensitive
law enforcement or national security information would be disclosed.)
DOE requested that NORM materials include Uranium-238 decay chain isotopes
(including Ra-226) and Thorium-232 decay chain isotopes with sufficient
radioactivity to represent all but the hottest 10% of cargo seen in commerce. DOE
provided a list of suggested materials expected to contain these radioisotopes at

representative radioactivity levels including zircon sand, monazite sand, fly ash, and

ceramic tiles.
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QUESTIONS FROM THE HONORABLE BART STUPAK
Q7. Has this masking material been found in cargo bound for the U.S.?
A7. It would be best for DOE to defer to DHS on what has been found in cargo tha

arrives at U.S. seaports.
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QUESTIONS FROM THE HONORABLE BART STUPAK
‘What was DNDO’s response to your request? Did they undertake these particular
studies in Nevada?
Although these suggestions were not incoréorated in the Nevada testing as far as we
know, we understand from DNDO that they believed it may have been too late in the
scheduling process to locate and include these materials. In any case, we believe that
the injection studies, and ‘whaﬁever follow-on testing is determined to be necessary,

have the potential to answer these questions about the impact of masking material.
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QUESTIONS FROM THE HONORABLE BART STUPAK
Did DOE laboratory staff find quantities of recommended masking materials and
could these have been made available in time for the Nevada tests conducted in 20077
If this is the case, why do you think that DNDO did not accept your
recommendations?
DOE laboratory staff recommended sources from which to procure some of the
suggested materials which are commercially available. DOE recommended that
DNDO undertake to procure samples from these sources and characterize the samples
radioactivity levels before procurement. DOE did not procure materials for the

DNDO testing. DOE is not in a position to speculate why DNDO did not accept our

recommendations.
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QUESTIONS FROM THE HONORABLE BART STUPAK

Q1l0. When will the tests DOE is conducting with DNDO at Los Alamos National
Laboratory be carried out?

AlO. DOE and DNDO are jointly conducting data gathering exercises to measure ASP
responses to bare and shielded SNM. The data to be gathered is necessary input to

the threat injection studies. This exercise is planned for late January 2008.
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QUESTIONS FROM THE HONORABLE BART STUPAK
In addition to the joint work with DNDO, DOE is also conducting its own
supplemental testing at Los Alamos. Are these tests using masking materials more
representative of what is found in international commerce?
The DOE tests, which are better characterized as a performance evaluation, will
include NORM masking materials that are representative of tﬂose found in
international commerce. This process will allow us to better understand the ASP
model (Thermo-Fisher) purchased by DOE for use as a secondary inspection tool in

terms of its ability to detect and identify Second Line of Defense program detection

goals for HEU in masking and shielding scenarios.
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QUESTIONS FROM THE HONORABLE BART STUPAK

Ql2. Is this supplemental testing necessary before DOE can begin deploying ASPs in
primary screening?

Al2. DOE believes that additional testing needs to be done before ASPs can be deployed in
primary screening and has no plans to deploy ASPs in primary at this time. This
supplemental testing is focused on maximizing the performance of the ASPs in

DOE’s planned secondary deployments at large seaports.
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QUESTIONS FROM THE HONORABLE BART STUPAK

Are these tests at Los Alamos National Labs also necessary prior to deploying ASPs
in secondary screening?

The Department of Energy does not believe that supplemental testing is necessary
before ASPs are deployed for secondary screening as we believe that in certain types
of situations these ASPs offer advantages over the‘RHDS that are currently in use. As
mentioned above, DOE has begun a pilot deployment of ASPs overseas for
operational testing with the first unit installed in Southampton, UK. The handheld
RIIDS will also be utilized as part of these deployments, according to standard
procedures, while we are piloting the ASPs so that we will have comparable
information about both. DOE believes that useful data will also be gathered from the
performance evaluation or concept of operations testing planned at Los Alamos. This
data, along with data gathered from operational testing at field deployment sites, will
help DOE determine the most appropriate secondary screening methods for a variety
of operational scenarios (e.g., the maximum speed at which the container can pass
through the portal monitors). DOE would then deploy the appropriate secondary

screening technology based on the specific operational needs of the given port.
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QUESTIONS FROM THE HONORABLE BART STUPAK

How many ASPs has DOE purchased for use in the Megaports program? How many
are operational? '

DOE has purchased 12 Thermo Variant “C” ASPs (through an existing DNDO
contract) and intends to install them at secondary inspection locations at select
Megaports. The first of these units has been installed at the Port of Southampton and
is currently undergoing operational testing. DOE is currently in the process of

identifying ports for ASP installation in FY 2008.



Qls.

AlS.

101

QUESTIONS FROM THE HONORABLE BART STUPAK
How does DOE detect threat materials that may be shielded inside of lead or other
shielding materials? Where equipment has been deployed in the Megaports Program
that can detect shielded threat materials? What are DOE’s plans in FY2008 to install
such equipment? '
The neutron channels of the portals deployed by the Megaports program can detect
shielded plutonium based on the significant neutron signature. Shielded HEU

remains a difficult material to detect using any type of passive detection.

Iniffal Secure Freight Initiative (SFI) deployments use x-ray and gamma-ray Non-
intrusive Inspection systems in an effort to detect shields that could be used to mask
SNM. The effectiveness of the combination of passive radiation portal monitors with
x-ray and/or gamma-ray radiography systems to detect shielded threats will be

evaluated as field data becomes available.
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QUESTIONS FROM THE HONORABLE BART STUPAK
Your testimony discusses the interception of enriched uranium at the Georgia-
Armenian border. How did the Second Line of Defense Program catch the smuggling
activity? For what purpose was this being smuggled and by whom?
In 2003, Georgian border guards at Sadakhlo, using U.S.-provided portal monitor
equipment, detected and seized approximately 173 grams of highly enriched uranium
carried by an Armenian national. The smuggler was tried in Armenia. Additional

questions on the details of this case should be referred to the Governments of Georgia

and.Armenia.
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JOHN D. DINGELL, MICHIGAN
CHAIRMAN

October 19, 2007

The Honorable Paul A. Schneider
Under Secretary for Management

U.S. Department of Homeland Security
c/o Office of Legislative Affairs

Mailstop 0150

Washington, D.C. 20528

Dear Under Secretary Schneider:

JOE BARYON, TEXAS
RaKNG MEM!ER

AALFH M.
3.0ENNIS msmn HAINGES
FRED UPTON, MICHIGAN
CLFF STEARNS, FLORIDA

N DEAL, GEORGIA
enwmnuo KENTUCKY

o sHiMRUS LUNOIS
WILSON, NEW MEXICO

GEORGE RADANCVICH, CALIFORNIA
JOSEPH R. PITTS, PENNSYLVANIA
MARY HONG, CALIFORNIA

GREG WALOEN, DREGON

LEE TERRY,

MIKE FERGUSON, NEW JERSEY
MIKE ROGERS, MICHIGAN

HAEL L.
MARSHA mxeum TENNESSEE

Thank you for appearing before the Subcommittee on Oversight and Investigations on
Tuesday, September 18, 2007, at the hearing entitled “Nuclear Terrorism Prevention: Status
Report on the Federal Government’s Assessment of New Radiation Detection Monitors.” We

appreciate the time and effort you gave as a witness before the Subcommittee.

Under the Rules of the Committee on Energy and Commerce, the hearing record remains
open to permit Members to submit additional questions to the witnesses. Attached are questions
directed to you from Subcommittee Chairman Stupak. In preparing your answers to these
questions, please address your response to Chairman Stupak and include the text of his question
along with your response.

In order to facilitate the printing of the hearing record, your responses to these questions
should be received no later than the close of business Wednesday, October 31, 2007. Your
written responses should be delivered to 316 Ford House Office Building and faxed to 202-225-
5288 to the attention of Kyle Chapman, Legislative Clerk. An electronic version of your
response should also be sent by e-mail to Mr. Kyle Chapman at kyle.chapman@mail.house.gov
in a single Word formatted document.
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The Honorable Paul A. Schneider
Page 2

Thank you for your prompt attention to this request. If you need additional information
or have other questions, please contact Kyle Chapman at (202) 226-2424.

JOHN D. DINGELL
CHAIRMAN

Attachment

cc:  The Honorable Joe Barton, Ranking Member
Committee on Energy and Commerce

The Honorable Bart Stupak, Chairman
Subcommittee on Oversight and Investigations

The Honorable Ed Whitfield, Ranking Member
Subcommittee on Oversight and Investigation
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Question#: | |
Topic: | independent review
Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment

of New Radiation Detectors

Primary:

The Honorable Bart Stupak

Committee:

ENERGY & COMMERCE (HOUSE)

Question: What is the date for the delivery of the report related to the independent
review?

Answer:

A draft report has been received.

Question:

Have you issued anything in writing which sets forth this date?

Answer:

No.
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Question#: | 2

Topic: | Reference Memo

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

Question: Has the “Terms of Reference Memo” which was issued on August 3 been
modified?

Answer:
No.
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Question#: | 3

Topic: | GAO

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

Question: Do you agree with the three Government Accountability Office (GAO)
recommendations outlined below? If not, please identify specific disagreements and
explain why.

a. “DHS [Department of Homeland Security] delay Secretarial certification and full-
scale production decisions of the ASPs until all relevant tests and studies have been
completed and limitations to these tests and studies have been identified and addressed.
Furthermore, results of these tests and studies should be validated and made fully
transparent to DOE, CBP [Customs and Border Protection], and other relevant parties.”

Answer:

As stated in an earlier response, the Secretary of Homeland Security has indicated that he
intends to withhold his certification until the system has met all of CBP’s operational
requirements for secondary inspection. Certification and the KDP-3 decision
(permission to enter full rate production) for deployment of ASP in secondary will follow
the delivery of software that meets CBP’s requirements and any additional testing that is
required to validate these requirements have been achieved. There will be additional data
collecting, testing, injection studies, and software or hardware upgrades as necessary to
the ASP system to achieve the necessary functionality for primary screening. These
additional activities will not be prerequisites to Certification or the secondary screening
KDP-3 decision.

DNDO is already working collaboratively with CBP and DOE-Second Line of Defense
Program (SLD) to share existing test results and jointly develop any additional data
collection and test campaigns. At the 27 June 2007 Technical Summit, subject matter
experts from DNDO, CBP, and DOE-SLD agreed that no further performance testing was
required prior to proceeding with the deployment of ASP units to secondary inspection
stations in the field. Participants also agreed that further testing and analysis would be
necessary before a decision could be made about deploying ASP for primary inspections
at specific locations.

DNDO convened a second Technical Summit on October 23, 2007. The subject matter
experts agreed that the overall strategy for data collection and testing of the ASP systems,
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Questiond: | 3

Topic: | GAO

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

including threat injection studies, data collection of bare sources at Los Alamos National
Lab (LANL), data collection of challenging naturally occurring radioactive material
(NORM) cases to support primary algorithm development, and a final performance test at
the Nevada Test Site (NTS) was a sufficient and scientifically defensible basis for
validating primary screening applications. The group further agreed that Threat Injection
Studies, in conjunction with benchmark measurements, is a scientifically rigorous and
well recognized methodology.

Question:

b. “Once the tests and studies have been completed, evaluated, and validated, DHS
should determine in cooperation with CBP, DOE, and other stakeholders, including
independent reviewers, if additional testing, is needed.”

Answer:

This is already an integral part of the Test and Evaluation Strategy. DNDO is currently
working collaboratively with DOE-SLD and CBP to plan all additional data collection
and test activities. DOE is leading some of these efforts.

Question:

c. “If additional testing is needed, the Secretary should appoint an independent group
within DHS, not aligned with the ASP acquisition process, to conduct objective,
comprehensive, and transparent testing that realistically demonstrates the capabilities and
limitations of the ASP system. This independent group would be separate from the
recently appointed independent review panel.”

Answer:

DHS disagrees that another independent group needs to perform ASP testing,
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Questioni#: | 4

Topic: | independent review

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

Question: On August 3, 2007, you tasked Dr. Peter Nanos at the Defense Threat
Reduction Agency (DTRA) to head an independent review and supplied a “Terms of
Reference Memo.”

On what date did Dr. Nanos begin work on the independent review?

Answer:

On July 20, 2007, a letter was sent to Dr. Nanos requesting him to form a team of experts
to conduct this review.

Question:

On what date did he terminate his work on the independent review?

Answer:
Dr. Nanos terminated his work on the independent review the week of August 20, 2007.
Question:

When did you begin searching for a replacement for Dr, Nanos?
Answer:

We began searching for a replacement for Dr. Nanos shortly before Dr. Nanos withdrew
from the effort.
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Question#: | 5
Topic: | Dr. Nanos
Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors
Primary: | The Honorable Bart Stupak
Committee: | ENERGY & COMMERCE (HOUSE)

Question: In your August 20, 2007 letter to Chairman Dingell, you stated that Dr. Nanos
would assist in heading up an appropriate tearn of experts. On August 21, 2007, the
Committee was informed that John Higbee was appointed to head up the independent
review. Is there a reason that you did not disclose that Dr. Nanos was leaving the
independent review team in your August 20, 2007 letter?

Answer:
No.

Question:

Please describe the actual work performed by Dr. Nanos during his brief tenure.

Answer:

During his brief tenure, Dr. Nanos began the search for and coordination of the panel

members.

Question:

Why was Dr. Nanos removed as the head of this team only 3 wecks after he was

appointed?
Answer:

Defense Threat Reduction Agency (DTRA) leadership requested him to withdraw from

the review.

Question:

Was Dr. Nanos removed by you, or did he resign on his own initiative?

Answer:

DTRA leadership requested him to withdraw from the review.
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Question#: | 5
Topic: | Dr. Nanos
Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment

of New Radiation Detectors

Primary: | The Honorable Bart Stupak
Committee; | ENERGY & COMMERCE (HOUSE)
Question:

Please explain any potential conflict of interest that may have led to his resignation.

Answer:

There were not any potential conflicts of interest.

Question:

Please provide DTRA or Domestic Nuclear Detection Office (DNDO) correspondence,
which discusses the termination of Dr. Nanos on this review.

Answer:
There is none.

Question:

How much did DNDO expend for the services of Dr. Nanos on this particular review?

Answer:

DNDO did not expend any resources for Dr. Nanos’ service.

Question:

Has DTRA provided support services for the independent review? Is that support
function still ongoing? Please provide a copy of this tasking order or interagency

agreement.

Answer:

Yes, DTRA has and continues to provide support to the review. The Interagency
Agreement is attached.
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ACCEPTANCE OF MIPR

1. TO fRequirng Activity Adtress) linctude ZIf* Coda} 2. MIPR NUMBEA I;, AMENDMENT NO.

Department of Homeland Security, Chief Pr Officer | HSHQDCO7X00788 Basic

245 Murray lane, SW, Bidg. 410, Washington, DC 20528 4. DATE (MIFR Signature Date) 5. AMOUNT (As Listed an te MIPR!
27 Segt. 2007 4 $75,000.00

8. The MIPR identified. sbove is accepted and tha items requested will be provided as follows: /Check s Appiicable)

(0 ALL :TEMS WL 8E PROVIDED THROUGH REIMBURSEMENT (Category i)

[ ALLITEMS WiLL BE PROCURED BY THE DIRECT CITATHON OF FUNDS (Category i

[ ITEMS WILL BE PROVIDED BY BOTH CATEGORY | AND CATEGORY I AS INDICATED BELOW

[0} THiS ACCEPTANCE, FOR CATEGORY | ITEMS, IS QUALIFIED BECAUSE CF ANTICIPATED CONTINGENCIES AS TD FINAL PRICE.

CHANGES iN THIS ACCEPTANCE FIGURE WiLL BE FURNISHED PERIQDICALLY UPON DETERMINATION OF DEFINITIZED PRICES,
BUT PRIOR TO'SUBMISSION OF BILLINGS.

RbEw

7. im] MIS?:ITTEEBS NUMBER(S) JDENTIFIED 1N BLOCK 13. "REMARKS® 15 NOT ACCEPTED {I5 REJECTED) FOR THE REASONS
INDICATED.

TO BE PROVIDED THROUGH REIMBURSEMENT 9. TO BE PROCURED BY DIRECT CITATION OF FUNDS
- CATEGORY CATEGORY 1
ITEM KO QUANTTY ESTIMATED PRICE 1TEM NO. QUANTITY ESTIMATIO PRICE
* 5 € » [3
Basic $75,000.00
. TOTAL ESTIMATED d. TOTAL ESTIMATED
PRICE $75,000.00 { pricg
10. ANTICIPATEG DATE OF DBLIGATION FOR CATEGORY 1 ITEMS | 13, GRAND TOTAL ESTIMATED PRICE OF AL ITEMS
$75.000.00 |

12. FUNDS DATA (Chack if Apolicable}

a. [ ADDITIONAL FUNDS IN THE AMOUNY OF & . ARE REQUIRED (Sea Justification in Block 13)

b. [J FUNDS IN THE AMOUNT OF ¢ ARE NOT REQUIAED AND MAY BE WITHDRAWN
13. REMARKS

7RD07:XB(X)ODZOO‘IRDOTOOIO30COASPROSDASAMEMU20000000000 2531

14. ACCEPTING ACTIITY {Complete Address 15. TYPED NAME AND TITLE OF AUTHORIZED OFF:CIAL
Defense Thrcal Reduction Agency $, Nwsome, Chief Managerial Acconnti
8725 John J. Kingman Rd, MSC 6201 16, SIGNATURE T oo T
Fort Belvoir, VA 22060 N R A

e

DD . m‘ 448-2 PREVIOUS EDITION WILL BE USED UNTIL EXMAUSTED,
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t
TRPFRO3 AS OF: 070928 17:07 COSTOMER ORDER INPUT TRANS CQDE: FR10Q
SOURCE DOCUME!‘#I' ID: HSHQDCO700788 FY: 07 AMEND NR: 00
ORDER DATE: 07 / 09 / 28 CUSTOMER ORDER AMOUNT: 75000.00
RMEND DRTE: 07 / 0% / 28 AMENDMENT AMOUNT: 75000 .00
FUND SQURCE: DHSC
DOCUMENT TYPE:' M NEW/ADJ RMOUNT: 75000.00
RSC: 870
BPN:
FAC RCC APE DRC
RMC: B R400 469D R

..... . NOTE: DATES ARE IN FORMAT OF YY/MM/DD......

ENTER: INQUIRE CUSTOMER ORD/AMEND PF5: ORDER/CASE DESC. SCREEN
PFl: CANCEL. INPUT PF6: ADD AMENDMENT
PF2: ADD INITIAL CUSTOMER ORDER PP8: RETURN TO CALLING PROGRAM

P¥F3: CHANGE

MESSARGE: 043 ~RECORD ADDED SUCCESSFULLY
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TRPFR04 AS OF: 070928 17:14 CUSTOMER ORDER DESCRIPTION TRANS CODE: FROS

SOURCE DOC ID: HSHQDC0700788 AMENDMENT NR: 00
RMC: B469DRR400 AMOUNT : 75000.00 ORDER DRTE: 07 / 09 / 28
CUSTOMER NAME: DEPT. OF HOMELAND SECURITY DATES
PNT QOF CONTCT: AURELIA BARFI BREGIN: / /
DEPT: 70 FY: | 07 BASIC SYMBOL: 0010 LIMITATION: 0000 EXPIR: / /
OTRER DATA 1: @ 7RDO7XB0O00D2007RD0700203000ASPROSDASAMEM COMPL: { /
2:  U20000000000 2531
3: DHA WUM:
PSN: - CROSS DISBURSE: N ORD STAT:
BILLING ADDR1: DEPT. HOMELAND SECURITY CASE LN#:
2: CHIEF PROCUREMENT OFFICER PROG CD#:
3: 245 MURRAY LANE, SW, BLDG. 410
4: WASHINGTON, DC 20528
S:
FROM ADDR 1:
2:
3.
4:
PF3: PROCESS DBESCR. INFO PF?7: RETURN CUST/FMS/DARPA SCREEN

PF6; TRANSFER TO SYSTEM MAINTBNANCE PFB: RETURN TO FUNDING MASTER MENU
MESSAGE: 044 RECORD CHANGED SUCCESSFULLY
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_— T RUE7 .
INTERAGENCY AGREEMENT {HSKQDC-MJ-DUTH ih‘,.‘ 12 !
¢ OMDEA NG 3 REQUCRA KN HD SOTCYTATION MO
Inuyc-ov- 00081 r
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DEPENSE THREAT REDUCTION AGENCY Department of Rome. A3 IRY
ALC { Chief Procurement Officer
jOURS : 106646503 +4: 0000 Attn: Page Glennie
18726 JOHN J KINGMAN RD STOP 6201 245 Murray Lane, SW, Bldg 410
{FORT BELVOIR VA 220606201 Wasbington DC 20529
1
|
o Rebecca Cobb
TROMOW W 703-767-2869
10 ROUR S THG ACENCY 15 WK QP CE
Departoent of Homeland Securicy-Qpo DNDO

ALC: 7002-1512
DUNS: 052368331 +4: 0000 X
Department of Homeland Security DN¥DQ Invoices
Chief Procuremgnt Officer PO Box 4141
245 Murray Lane, B9, 8ldy 4l

VA 21327
wasnington DC 20628 Cheaapcake VA 2132

Coast Suard Finance Center
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TRUEMONERD  202-447-5492
13 Gl At 3 LETRATIAL A DORTY

Departmeat of Romeland Security Bcosumy Act, 31 0.8.C. 18,
Office of Prochrement Oparations
Departmental Operaticss Division

{Room 3833-30, Attn: Pasla Nusbaum " poxcte

245 Muxray Lane, SW, Bldg 410

washingtorn DT 20528
T ATCDLNI NG DT
RDGIXBOOOD2007RDET 0020300 OASPROSDASAMEMTZ 009008000000000 2531
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TEV RO . RPOALIUVCES QUATTY | e LT <aCE Asamet
Tax 10 Nucber: $2-1200691

0001 ASP Independent Review %, 000,00
Contraccing Fee: 0
Attazhed are the following docusents:
CHS Inter/Intra Agency Agreament Terms and
Conditions, DHS HSAR Clauses, Statenent of Work,

i and Terms of Reference.
The total amount of award: §75,000,00. The
ab} i?ir.iun for this award ia shown in box 24.
|
1

73 Pavienf IRATSONS.

250 STHATURE OF GONERWRA™ REPRESBTA S (SERVICHG]

T R e T e DATE

1. Victoria D. Shart
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INTER/INTRA AGENCY AGREEMENT TERMS AND CONDITIONS

1. General

The Payable interagency Agreement (lA) Formn, these Terms and Conditions, the
Statement of Work (SOW), and any attachments constitute a Payable |A betwaen the
requesting agency, the Department of Homeland Security, and the senvicing agency, the
Defense Threal Reduction Agency (DTRA). This agreement shall be effective on the
date of the final signature by authorized officials of both agencies, and shall remain in
effedt for the period(s) stated on the form, or unti terminated in accordance with
Cancellation/Termination provision of this document.

2, Definitions

COTR/POC: the reguesting agency's Contracting Officers  Technical
ReE?fsenmivefPoinl of Contact.

Requesting Agency: the Department of Homeland Security, or any duly authorized

representative.
Servicing Agency: the federal agency or DHS Agency that is performing services or
providing goods under this agreemeni named in 1 above, or any duly authorizec
reprasentative.

3. Compstition Requirements for the Servicing Agency

All acquisitions awarded by the servicing agency in performance of this Payable 1A shall
comply with the Competition in Contracting Act (CICA), Public Law 98-369.

4. Funding and Reimbursement
The servicing agency is limilad to recovery of actual costs only. The servicing agency

shaugwotify the requesting agency's COTR/POC in writing when the costs incurred and
outstanding commitments aqual 80% percent of the estimated total costs.

The serviting agency shall make no other commitmants or expenditures beyond 100%
of funds obligated and shat be excused from further performance of the work unless and
until the requesting agency’s Contracting Officer (CO), or other authorized official,
incredses the lotal obligation under this agreement by modification.

Special Terms for One-year Funding:

The total amount to be reimbursed shall not exceed the totai amount obligated for the
current fiscal year. if this agreement is issued under {he authority of the Economy Act
(31 U.S.C. 1535 and 1536) and the servicing agency uses in-house resources {0
perform part or all of the agreement, work must stop on September 30" of the cument
fiscal year and any unexpended funds must be de-obligated. in-house work to continue
in the next fiscal year must be funded effective Oclober 1* with the new fiscal year's
funds. if the servicing agency obligates the annualized funds by awarding 2 contract or
delivery/task order pricr to the expiration of the fiscal year, the funds will be protected
and do not need to be de-obligated after September 30.

Special Terms for Greater Than One-year Funding:
For longer than one-year (e.g., twa-year, no-year) funding avaitability, the dates are
extended appropriately.

HSHQDC-07-X-00788 Page 1of 3
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5. Billing Instructions/Support Documentation for Expenditures

Billing and reimbursement may be handied through the Intra-governmental Payment and
Coitection {IPAC) system, or the sarvicing agency may submit invcices when the work is
completed or as olherwise authorized, The Payable IA number, the Agency Locator
Codes, appropriate accounting code(s), end assoclated dolfar amounts must be
referenced on all IPAC transactions or invoices.

If IPAC |§ used, the sarvicing agency shall provide documentation supporting all charges
1o the requesting agency's COTR/POC. In the event that advance payment is requested

and authbrized, the servicing agency shall fumish expenditure raports to the COTR/POC
ona mor‘thly basis,

If inyoicas are used, the invoices, along with supporting documentation, shall be
submilted to the requesting agency’s payment office as shown on the Payable JA form,
with & copy fumished to the COTR/POC. Per the Economy Act and Federal Acquisition
Reguiiation 17.505, bills or requests for advance payment will not be subject o audit or
certification in advance of payment.

Both agencies agree 1o promptly discuss and resolve issues and questions regarding

payments. The sefvicing agency wil promplly initiate year-end and closeout
adjustments once final costs are known.

6. Travel

All fravel under this Payable tA shall be in accordance with the Federal Travel
Regulations.

7. Prompt Payment

The semcmg agency shall not assess the requesting agency for any prompt payn..
intereist charged to the servicing agency.

8. MWodifications

When appropriate, a unilateral administrative modification will be issued by the
requesting agency, 8.9., to add funds with no change to the SOW, to change 2
CcOoT C name. A written bllateral modification (i.e., agreed to and signed by
autharized officials of both parties) will be issued to change the Payable 1A, modify the
SOW, etc.

9. Program Office/COTR Responsiblilties

The requesting agency COTR/POC and the servicing agency program offica shall be
responsible for technical aversight of the specified product or service, as set forth in the
SOW of this agreement. In carrying out these responsibilities, they will operate within
the scope of applicable regulations, specifically delegated authorities, and the program
authorties and funding limitations of the Payable IA. The COTR/POC has no authority
to make changes to the tarms of the Payable A,

10. Property

Non-expendable property purchased from funds supplied under this agreament shali
become an asset of the requesting agency unless otherwise agreaed to in writing by both

agencies. Purchase of equipment required for performance of the work must be
authonzed under this Payable JA.

HSHQDC-07-X-00788 Page 2.
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11. Third Party Llabllity

With respect to third-parly liability for acts arising out of the performance of official duty
by a government employee of the servicing agency, the servicing agency undertakes
responsibilities for the investigation, adjudication, settlement, and payment of any claim
assefrted against the United Stales; except that, in all cases, the responsibility for the
invesftigaﬁon, adjudication, settiement, and payment of any claim with respect to third-
party liabliity arising out of the use, damage, or destruction of ioaned personal property
shall be the responsibility of the particular agency that has custody and control of the
sald personal property. In addition, the Servicing agency representative shall have the
duty bl investigating and reporting, in accordance with the servicing agency's regulations
and bolicies. incidents occurring on, of invotving that servicing agency's reai property,
and the requesting agency agrees to cooperate fully in such investigations.

12. Disputes

Nothihg in this agreement is intended to conflict with cument requesting agency
directives. Howaver, should disagreemsent arise as {0 the interpretation of the provisions
of this agreement that cannot be resoived betwaen the servicing agency program office
and the requesting agency COTR/POC, the area(s) of disagreement will be reduced to
writing by each agency and presented fo the authorized officials at both agencies for
resolution. If settiemenl! cannot be reached at this level, the disagreement will be raised

to nexi levet in accordance with servicing agency and requesting agency procedures for
final resolution.

13. Cancellation/Termination

This agreement is subject to canceliation or termination, with at least 60 calendar days
(unless the Statement of Work specifies a different period) advance wrilten notice by
eitherjparty. The servicing agency shall be reimbursed for the cost of all completed and
parﬁa&!y completed work (up to the Payable A ceiling) as of the effective date of
cancellation.

14. Project Comploetion and Closacut

When the requesting agency has accepled all deliverables related to the SQW, the
servicing agency will provide a written project evaluation and final accounting of project
costs lo the requasting agency CO. The servicing agency account will then be closed
and any remaining funds will be retumed to the requesting agency immaediately. After
final accaunting, the remaining bafance in the project account will be de-obligated by
Payable 1A modification.

15. Accessibility of Electronic and information Technology

Each Electronic and information Technology (EIT) product or service furnished under
this agreement shall comply with the Electronic and information Technology Accessibility
Standdrds {36 CFR 11584), which implements section 508 of the Rehabilitation Act of
1973, as amended (29 U.S.C. 794d).

HSHQDC-07-X-00788 Page 3 of 3
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Depariment of Hometand Security
HSAR Clauses

HSAR 3052.204-71 Contractor Employee Access (Jun 2006}

(a) Sansitive Information, as used in this Chaptet, means any information, the loss,
misuse, disclosure, or unauthorized accass to of madification of which could adversely
affect the national or homeland security interest, or the conduct of Federal programs, or
the privacy to which individuals are entitled under section 552a of title 5, United States
Code {the Privacy Act), but which has not been specifically authorized under criteria
established by an Executive Order or an Act of Congrass to be kept secret in the interest
of natonal defense, homsland security or foraign poticy. This definition includes the
following categories of information:

(1) Pratected Critical infrastructure lnformation (PCH) as set out in the Critical
Infrastructure Information Act of 2002 (Title 1i, Subtitle B, of the Homeland Security Act,
Public Law 107-296, 196 Stat. 2135), as amended, the impiementing regulations thereto
{Title 6, Code of Federei Regulations, Part 29) as amended, the applicable PCH
Procédurés Manual, as amended, and any supplernantary guidance officially
communicated by an authorized official of the Departmant of Homeland Security
(including, the FCiI Program Manager or his’er designee);

(2) Sensitive Security Information (SS!), as defined in Title 49, Code of Federal
Regulations, Part 1520, as amended, “Policles and Procedures of Safeguarding and
Control of S S1,” as amended, and any supplementary guidance officially communicated
by an authorized official of the Department of Homeland Security (including the Assistant

Secrétary for the Transportation Security Administration or his/her designee);

(3) information designated as “For Official Use Only,” which is unclassified information of
a sensitive natura and the unauthorized disclosurs of which could adversely impact a
persoh's privacy or welfare, the conduct of Fedaral programs, or other programs or
operahons essential to the national or hometand security interest; and

(4) Any information that Is designated “sensitive” or subject to other controls, safeguards
or protections in accordance with subsequently adopied homeland security information
handling procedures.

() '!n&omnation Technology Resources” include, but are not limited to, computer
equipment, networking equipment, telacommunications equipment, cabling, network
drives, computer drives, network software, computer software, software programs,
intranet sites, and intemet sites.

{c) Contractor employees working on this cantract must complete such forms as may be
necessary for security or other reasons, including the conduct of background
investigations to determine suitability. Complated forms shall be submitted as directed
by the Contracting Officar. Upon the Contracting Officars request, the Contractor’s
employees shall be fingerprinted, or subject to other investigations as required. All
contratior empioyees requiring recurring access to Government facilities or access to
sensitiva information or 1T resources are required to have a favorably adjudicated
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background investigation prior to commencing work on this contract unless this
requirem#ﬂl is waived under Departmental procedures.

(d) The Cbntracting QOfficer may require the contractor to prohibit individuals from
working on the contract if the government deems their initial or continued employment
contrary to the public interast for any reason, inchiding, but not iimited to, carelessneass,
insubordination, incompetence, or securty concems.

{e) Work under this contract may invoive accass to sensitive information. Therefore, the
Contractor shall not discloss, orally or in writing, any sensilive information to any person
unless authorized in writing by the Contracting Officer, For those contractor employees
autharized access to sensitive information, the contractor shall ensure that these
persons receive training conceming the protection and disclosure of sensitive
information both during and after contract performance.

(f) The Contractor shall include the substance of this clause in all subcontracts at any tier
where the subcontractor may have access to Government fadilities, sensitive
information, or resources.

(End of Clause)

HSAR 3052.209-70 Prohibition on Contracts with Corporate Expatriates (Jun 2008)
(a) Prohibitions,

Section 835 of the Homeland Security Act, 6 U.S5.C. 395, prohibits the Department of
Homeéland Security from entering into any contract with a foreign incorporated entity
whicl! is trested as an inverted domestic corporation as defined in this clause, or with
any subsidiary of such an entity. The Secretary shell waive the prohibition with respect to
any specific contract if the Secretary determines that the waiver is required in the
interest of national security.

(b) Definitions. As used in this clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the
Internal Revenue Cade of 1986 (without regard to section 1504(b) of such Code), except
that section 1504 of such Code shall be applied by substituting ‘more than 50 parcent’
for "at leas! 80 percent’ each place it appears.

Foreign incorporated Entity means any entity which is, or but for subsection {(b) of
section 835 of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign
corporation for purposes of the Intematl Revenue Code of 1986,

inverted Domastic Corporation. A foreign incomporated entity shall be treated as an
inverted domestic corporation if, pursuant to a pian {or a series of related transactions)—

(1) The enlity compistes the direct or indirect acquisition of substantially all of the
proparties held directly or indicectly by a domestic corporation or substantially alt of the
properties constituting a trade or business of a domestic partnership;

{2) After the acquisition at leasl B0 percent of the stock (by vote or value) of the entity is
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held

() In the case of an acquisition wilh respect 1o a domestic corporation, by former
shargholders of the domestic cofporation by reason of halding stock in the domestic
corporation; or

(ii) In the case of an acquisition with respect to a domestic parinership, by former
partners of the domestic partnership by reason of holding a capfital or profits interest in
the dlomestic partnership; ang

(3) The expanded affiliated group which afler the acquisition includes the entity does not
have substantial business activities in the foreign country in which or under the law of
which the: entity is created or organized when compared to the total business activities of
such expanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by paragraphs
{1), (4). and (5) of section 7701(a) of the Intemnal Revenue Code of 1986, respectively.

(c) Special rules. The following definitions and special rules shall apply when
determining whether a foreign incorporated enlity should be treated as an inverted
domestic corporation.

(1) Certain Stock Disregardad. For tha purpose of treating a forsign incorporated antity
as an inverted domestic corporation these shail not ba taken into account in determining
ownership:

Q) Stc{d& held by members of the expanded affiliated group which includes the foreign
incorporated entity; or

(i) stock of such entity which is sold in 8 public offering related to the acquisition
described in subsection (b)X 1) of Section 835 of the Homaland Security Act, 8§ U.S.C.
395(b}1).

(2) Pign Deernad In Certain Casss. If a foreign incorporated entity acquires directly or
indirectly ‘substantialty all of the properties of a domestic corporation or partnership
during the 4-year period beginning on the date which is 2 years before the ownership
requiréments of subsection (b)(2) are met, such actions shall be treated as pursuant to a
plan.

(3) qutaih Transfers Disregarded. The transfer of properties or liabilities (inciuding by
contribution or distnbution) shal be disregarded if such transfers are part of a plan a
principa! pumose of which is to avoid the purposes of this section,

(d) Special Rule for Related Partnerships. For purpeses of applying section 835(b) of the
Hometand Security Act, 6 U.8.C. 395(b) to the acquisition of a domestic partnership,
except as provided in regulations, all domestic partnarships which are under common
control (within the meaning of section 482 of the intemai Revenue Code of 1986) shalt
be treated as a partnership.

(e) Treatmant of Certain Rights.
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(1) Centgin rights shall be treated as stocks 10 the extent necessary to reflect the present
vaiue of all equitable interests incident to the transaction, as follows:

(i) warrants;

(i) options;

(it} contracts to acquire stock;

(iv) convertible debt instruments; and

(v) others similar interests.

(2) Rights labeled as stocks shall not be treated 3s stocks whenever it is deemed
appropriate to do so to reflect the presenl value of the fransaction or o disregard
transactions whose recognition would defeat the purpose of Section 835.

(f) Disciosure. The offeror under this solicitation reprasents that [Check one]:

X_itis not a foreign incorporated entity that should be traated as an inverted domestic
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-
73;

____itis a foreign incomporated entity that should be treated as an inverted domaestic
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-
73, but it has submitted a request for walver pursuant to 3009.104-74, which has not
been denied; or

_._ Itis a foreign incarporated entity that should be treated as an inverted domestic
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-
73. but it plans to submit a request for waiver pursuant to 3009.104-74.

(g) A copy of the approved walver, if a waiver has already been granted. or the waiver
request, if a waiver has boen applied for, shall be attached to the bid or proposal.

{End of Provision)

3052.209-72 Organizational Conflict of interest (Jun 2006)

(a) Determination. The Government has determined that this effort may result in an

actual or potential conflict of interest, or may provide one or more offerors with the

polenﬁiaf to attain an unfair compatitive advantage. The nature of the confiict of interest

and the limitation on future contracting [*contracting officer shall insert description here”]
|

(by i a’ny such conflict of interest is found to exist, the Contracting Officer may (1)
disquafily the offeror, or (2) determine that it is otherwise in the best interest of the
United States to contract with the offeror and include the appropriate provisions to avoid,
neutralize, mitigate, or waive such conflict in the contract awarded. After discussion with
the offeror, the Contracting Officer may determine that the actual conffict cannot be
avoided, neutralized, mitigated or otherwise resolved to the satisfaction of the
Government, and the offeror may be found ineligible for award.

(c} Disclosura. The offeror hereby represents, to the best of its knowledge that:

. (1) 1tis not aware of any facts which create any actual or potential crganizational
conflicts of interest relating to the award of this contract, or
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N V3 lt;has included information in its proposal, providing all current information
bearing qn the existence of any actual or potential onganizationa! confiicts of interast,
and has icluded a mitigation plan in accordance with paragraph (d) of this provision.

(&) Miligaiiion‘ 1f an offeror with a potential or actual conflict of interest or unfair
competitive advantage balieves the conflict can be avoided, neulralized, or mitigated, the
offeror shall submit a mitigation plan to the Government for review. Award of a contract
wherg an actual or potential conflict of interest exists shali not occur before Government
approval of the mitigation plan, If a mitigation plan is approved, the restrictions of this
provision do not apply to the extent defined in the mitigation plan.

(e) Other Relevant information; In addition to the mitigation plan, the Contracting Officer
may fequire further relevant information from the offeror. The Contracting Officer will use
all information submitted by the offeror, and any other relevant information known to
DHS, to determine whether an award to the offeror may take place, and whather the
itigation plan adequately neulralizes or mitigates the conffict.

(f) Carporation Change, The successful offeror shall infonm the Contracting Officer within
thirty (30) calendar days of the effective date of any corporate mergers, acquisitions,
and/or dive stures that may affect this provision.

(9) F!gw-down. The contractor shall insert the substance of this clause in each first lier
subcantract that exceeds the simplified acquisition threshold.

(End of Provision)
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INTER/INTRA AGENCY REIMBURSABLE AGREEMENT
REVIEW OF THE
DOMESTIC NUCLEAR DETECTION OFFICE (DNDO)
ADVANCED SPECTROSCOPIC PORTAL (ASP) PROGRAM

Background

The Department of Homeland Security {DHS) Chief Procurement Office (CPO) examines a
variety o?‘ issues of strategic imporiance to the Department 1o include independent assessments of
the Departmeht acquisition programs performance and overal} health. The CPO conducts
independcm reviews lo examine and determine whether an acquisition program is operating
clectively to deliver on its commitments by focusing on high risk, high cost areas of
devclopnsent or on specific areas of interest to DHS leadership. Independent reviews determine
if a program is appropriately managed, defined, documented, and executed to obtain the
approved cost, schedule, and performance requirements. An independent review is a
multifaceted/multidisciplinary analysis that addresses all aspects of an awquisition program,
identitizs problem arcas, and provides actionable comective recommendations.

The tcrms of reference for the Advanced Speciroscopic Portal (ASP) program independent
review are enclosed.

Statement of Work:

The Defense Threat Reduction Agency (DTRA) will provide support the independent review of
the ASP program as follows:
1. Perform analysis on Advanced Spectroscopic Portal {ASP) documentation (to include but
not bo limited to test plans, testing data, and test reports; ASP Performance Specification;
other documentation as pertinent).
2. Analyze bnefings and material provided by organizations involved in the ASP program,
to include but not be limited to Domestic Nuclear Detection Office (DNDO): Customs and
Bordck Patrol (CBP); and contractors involved in the ASP program.
3. Conduct visits to, and gather information from, sites involved in the ASP program, to
include but not be limited to Ports of Entry (POE) involved in the ASP Ficld Validation
effort.
4. Provide nuclear weapan material detection and security subject matter experience at the
domestic and international levels.
5. Pravide technical and administrative support the ASP Group Co-Chairs in the
development of the deliverables (briefing and report).

Deliverables:

‘The review repont and briefings documenting the review team, time and place of the review, all
findings, major issues, and actionable reccommendations. All documentation shall acknowledge
that is prodluced trom DHS funding: “The U.S. Department of Homeland Security (DHS) is
acknowledged as the sponsor of this work.” All documentation shall be marked “Pre-Decisional
for Official Use Only.”

Orpanizationsal Conflict of Interest:

Distribution is suthorized to U.S. government agencies only. Contains inforuation that may be excmpt from public
release undet the Freedom of Information Act. Before this SOW is released 1o the public, approval is required by the
Departmeat of Horoeland Security Directorate of Science and Vechnology.
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All participants engaged in the independent assessment of the ASP Program will be required to
sign nonpdisclosure and conflict of interest agreements prior to beginning this review.
Additionally, all participants must possess the requisite technical qualifications to perform the
functions as set forth in the attached Statement of Work and Terms of Reference.

Security Requirements:

All unclassified “Official Use Only™ work is expected to occur at the “medivm™ Icvel per the
NIST 800-60 (FIPS Security Categorization) and the Federal Information Security Management
Act {FISMA). Any work at the “high” For Official Use Only level per the FISMA, or any work
at the classified level, shall be performed on a stand-alone compuler system accredited in
accordance with the FISMA and applicable DHS policies. If classified work is required under
this SOW, DHS will provide specific guidance to Homeland Security Institute (HSI) as to which
work will be conducted in a classified manner and a1 which clussification level.

Points of Contact

DHS Technical POC:
W. Page Glennie
OCPO
202-447-5492
page.glennis@dhs. gov

DHS Financial POC:
Pat Wallis
OCPO
202-447-5303

1. wallis@dhs.gov

Distribution is anhorized w U.S. govemment ageucies only. Contains informalion that may be exempt from public
reitase under the Freedom of Information Act Before this SOW is released to the public, spproval is required by the
Department of Homeland Sceurity Directoraie of Science and Technology.
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Terms of Reference
Advanced Spectroscopic Portal (ASP) Independent Review

1. Backgrogpd

The Radiation Portal Monitor (RPM) Project was established in January 2002 w
design, acquire, deploy, maintain and operste RPM Systems at the U.S. Customs
and Border Protection (CBP) potts of entry (POEs).

The Domestic Nuclear Detection Office (DNDO) in coordination with CBP ig
deploying systems ar:

Intemational Mail and Express Consignment Courier Facilities (ECCF)
Seaport Terminals

Intemnational Airports

Land Crossings

Rail Crossings

Oo00cooO0

The program goal is to streen 100 percent of the cargo and privately owned
vehicles entering the U.S. while minimizing the impact to legitimate commerce.

These advanced systems are not only meant to provide enhanced detection
capabilities, but also to improve the efficiency of the scanning process

Tbe ASP program is designed to automatically distinguish between naturally
ocanving radioactive material and dangerous nuclear material that actuslly poses
@ threat.

The ASP is noeded to improve the radiation detection performance of the first
generation RPMs.

& Statme

-

First generution Potyvinyl Toluenc (PVT) systems started to be deployed in
March 2003. The need for the second generation, Advanced Spectroscopic Portal
became apparent due w the large burden on the port secondary screening process
and perceived insdequacies in the systems. This led to a development effort that
proceeded through engineering development, Low Rare Initial Production
(LRIP), field testing end initial deployment of two vendor’s ASPs.

The FY07 Homeland Security appropristion states that

0 “None of the funds appropriated under this heading shall be obligated for
full scale procurement of Advanced Spectroscopic Portal Monitors unti]
the Secretary of Homeland Security has certified through a report to the
Committees on Appropriations of the Senate and the Hause of
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Representatives that & significant increase in operational effectiveness
will be achieved.”

o This certification is referred to in the context of DHS Mansgement Directive
1400 as a Key Decigion Point Three (KDP-3) decision, which is a decision to
proceed into full rate production.

1 Pa { the Revi

» The purpose of the review is to provide the Secrelsry of Homeland Security an
independent assessmeat of the demonstrated performance of the ASP as one
additional input to the decision making process that will ultimately lead to the
t:aquired congressional certification and procure production decision.

= The tndependent Team shall review the following:

o ASP Performance Specifications.

o Defined Critical Operational Isspes (COls), Technical Objectives and
Measures of Effectiveness,

o ASP contractor testing; Nevada test site production testing, operational
testing at New York Cortainer Terminal, deployment readiness testing at
Pacific Nortbwest National Laboretary, and field validarion testing at
Ports of entry.

o The developed Cost Benefit Analysiy (CBA) which will evaluxte the

» probebility of success to detect and identify radistion and nuclear threats
and an avsessment of the performance of the ASP compesed to the
performance of the first generation systems,

s Make an assessment of the testing approach, from contrector vesting through
operational testing, processes employed, specifications, test procedures, and
analysis methods,

= Evaluste the probability of success to detect and jdentify radistion and nuclear
threats and assess the perfarmance of the ASP compared to the performance of
the first generation systems.

o Prepare 8 report of findings and recommendations.

4, DBS [nterfaces

s The Under Secretary for Management is the sponsor of this study and will provide
overall and direction for the effort. He will provide supplemental subject matter
expertise as requested by the Team Leader,

*  Domestic Nuclear Detaction Office and Customs and Border Protection lisison is
Julian Hill, the lead systems engineer, (0) 202-254-7440, (c) 202-746-0396.
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4F et
e A written report and a briefing o DHS leadership
S, Sthed
= Report is to be submitted by September 17, 2007,
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Statement of Work (SOW)
for DTRA Support to the Advanced Spectroscopic Portal (ASP)
‘ Independent Review Team (IRT) Effort

Assist the Co-Chairs of the ASP-IRT by performing the following tasks:

Task 1.| Perform analysis on Advanced Spectroscopic Portal (ASP)
documentation (to include but not be limited to test plans, testing data, and test
reports; ASP Performance Specification; other documentation as pertinent)

Task 2. Analyze briefings and material provided by organizations involved in the
ASP program, to include but not be fimited to Domestic Nuclear Detection Office
{DNDOY}; Customs and Border Patrol (CBP); and contractors involved in the ASP
program.

Task 3. Conducts visits to, and gather information from, sites involved in the
ASP program, to include but not be limited to Ports of Entry (POE) involved in the
ASP Field Validation effort

Task 4. Support the ASP Group Co-Chairs in the development of the
deliverables (briefing and report).
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Question#: | 6
Topic: | John Higbee
Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors
Primary: | The Honorable Bart Stupak
Committee: | ENERGY & COMMERCE (HOUSE)

Question: On what date did you appoint John Higbee of the Defense Acquisition
University to lead the review team? On what date was he terminated?

Answer:

Mr. Higbee was appointed during the week of August 20, 2007, and

terminated during the week of September 14, 2007.

Question:

On what date did you learn that Mr. Higbee was interested in seeking a senior position at

DHS?

Answer:

In early Summer of 2007 I learned that Mr. Higbee was interested in seeking a senior

position at DHS.

Question

Did he discuss this with you at any point in time prior to the date he was appointed as the
head of the independent review?

Answer:
Yes.

Question:

On what date did you learn Mr. Higbee might be offered a position at DHS?

Answer:

I learned that Mr. Higbee might be offered a position at DHS during the week of August
20, 2007 or very shortly before Ilearned that Mr. Higbee was a finalist for a position in

DHS.
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Questiond#: | 7
Topic: | Mr. Higbee
Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment

of New Radiation Detectors

Primary:

The Honorable Bart Stupak

Committee:

ENERGY & COMMERCE (HOUSE)

Question: What specific due diligence was performed before hiring Mr. Higbee to ensure
he had no potential conflict of interest?

Answer:

Mr. Higbee is a government employee and was already performing work in support of

DHS.

Question:

Which office within DHS is considering hiring Mr. Higbee?

Answer:

The Office of the Chief Procurement Officer is considering hiring Mr. Higbee.

Question:

Would that activity fall under your responsibility as Under Secretary?

Answer:

Yes.
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Questioni#: | 8

Topic: | conflict of interest

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Comumittee: | ENERGY & COMMERCE (HOUSE)

Question: You testified that Mr. Higbee had no conflict of interest in performing work
for DHS on this independent review, even though he was seeking employment from DHS
at the same time.

Answer:

The position Mr. Higbee has accepted is to manage DHS acquisition oversight. The
position specifically includes review all DHS acquisition programs, and a component of
the job is to coordinate and oversee the Deep Dive process.

Question:
Please explain why this did not present an actual or appearance of conflict of interest?

Answer:

Mr. Higbee is a government employee. The position Mr. Higbee has accepted covers
DHS headquarters non-advocate oversight of acquisition programs. A critical aspect of
the position is to provide an unvamnished assessment. If he were to do otherwise (i.e.,
provide an assessment that was biased, massaged, incomplete, misleading, inaccurate, or
‘“varnished” in any other way), he would be demonstrating his inability to serve in the
position, and this would jeopardize his selection.
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Question#: | 9

Topic: | services

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE {(HOUSE)

Question: How much did DNDO expend on the services of Mr. Higbee for the
independent review?

Answer:
DNDO did not expend any resources on the services of Mr. Higbee for the independent

review. The Independent Review was arranged for and funded by the DHS Under
Secretary for Management, without input or funds from DNDO.
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Question#: | 10

Topic: | HSI

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

Question: Your testimony states that George Thompson, Deputy Director of the
Homeland Security Institute (HSI) will replace Mr. Higbee as the chair of the
independent review and you will be issuing a Task Order to fund this work. Further, you
testified, “*We worked with HSI in reviews of other DHS programs. And I was pleased—
I've been pleased to date with the type of support we have got.”

Please provide a list of the activities with which you have personally worked with HSI,
and list those projects where you have been pleased with the work they have completed.

Answer:

I personally worked with the HSI on a recent SBInet program assessment. I witnessed
first-hand the high quality of their work and was pleased with the technical and analytic
support they provided. In addition, I carefully reviewed the HSI's most recent annual
report to Congress and discussed their accomplishments and capabilities with the DHS
Under Secretary for Science and Technology, RADM (ret) Jay Cohen, who is the
Institute’s Primary Sponsor.

Question:

Please provide the names of the two individuals who were provided by HSI as candidates
to lead the independent review team?

Answer:

On September 13, 2007 the HSI Director, Dr. Phil Anderson, suggested two individuals
as possible candidates for the role of ASP independent review chair: Dr. Robert August
and Mr. George Thompson. We concluded that Mr. Thompson was the best choice and
was well-qualified to lead this effort.

Question:

‘What due diligence have you conducted on HSI and the HSI operating contractor
Analytical Services Inc. (ANSER) to ensure they are technically qualified to head up this
particular review? What due diligence have you performed on HSI and ANSER to assess
whether or not there are conflicts of interest?
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Question#: | 10

Topic: | HSI

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

Answer:

By way of clarification, the Homeland Security Institute (HST) and ANSER are two
separate business units operated by Analytic Services, Inc.

To supplement my own personal experience with the HSI and its capabilities (see above),
I have performed additional due diligence.

Regarding the qualifications of the HSI, please refer to my letter of October 3, 2007: “we
are using HST in other areas to support individual programs, and they appear to be doing
a good job.” For example, from September 2005 through June 2007, HSI supported the
Office of Program Analysis and Evaluation (PA&E) within the DHS Management
Directorate. This support included assessments of DHS programs with respect to their
compliance with applicable directives, soundness of business case analysis, completeness
and accuracy of budget justifications, and documentation and reasonableness of costs.
For the period September 2005 through April 2006, the DHS official responsible for
overseeing HST's performance on that task rated the quality of their work as Satisfactory
with respect to all applicable evaluation criteria. For the most recent evaluation period,
May 2006 through June 2007, their work was rated “Outstanding” with respect to nine of
the eleven evaluation criteria and “Satisfactory” with respect to the other two.

Regarding conflict of interest, I again refer you to my letter of October 3, 2007: “HSI
was established strictly in accordance with Federal Regulation Acquisition Regulation
(FAR) Part 35, through a competitive award to [Analytic Services Inc.] in order to
operate an FFRDC in the public interest...You should also be aware that HSI has a
unigue, Congressionally mandated charter as set forth in Section 312 of the Homeland
Security Act of 2002. It is subject to Congressional oversight not typical of private sector
companies, not-for-profit organizations or even other FFRDCs working in DHS. HSI has
a statutory requirement to report their activities to Congress every year. HSI is also
bound contractually to the Department to operate in a manner which ensures its
objectivity and independence...HSI, like other FFRDCs, has sharp restrictions on its
ability to obtain any commercial work and HST's parent organization is similarly
contractually prohibited from obtaining work which leverages activities which they
perform in operating the FFRDC.” This latter prohibition is specifically designed to
ensure that there are no real or perceived conflicts of interest associated with the potential
generation of work for the ANSER business unit as a result of HST activities.

Question:

Are there any individuals employed at HSI or by ANSER who have any conflicts of
interest with respect to this independent review?
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Questionit; | 10

Topic: | HSI

Hearing: | Nuclear Terrorism Prevention: Status Report on the Federal Governments Assessment
of New Radiation Detectors

Primary: | The Honorable Bart Stupak

Committee: | ENERGY & COMMERCE (HOUSE)

Answer:

Analytic Services, Inc., ANSER, and HSI collectively employ approximately 600 staff.
Each of them is required to complete annual training on ethics and proper business
practices, and each signs an overarching employee disclosure and conflict of interest
agreement. No attempt has been made to screen all 600 individuals for perceived or real
conflict of interest with respect to this independent review, and it would be unwarranted
to do so. Only selected individuals (see below) have access to the data collected and/or
influence over the analysis products generated as a result of this effort. All those
individuals are required to complete an additional Conflict of Interest (COI) certification
and Non-Disclosure Agreement (NDA) specific to this inc.pend:

COI/NDA form has been provided to the Committee.

Question:

‘Which HSI employees will be authorized to work on this independc:. “lease
provide their names and titles.
Answer:

The following HSI individuals are authorized to work on the review, in the specific
capacities indicated:

Analysis and Task Management:

¢ Mr George Thompson; Deputy Director, HSI Plans and Programs (HSPP).
Mr. Thompson is serving as chair of the independent review.

e Dr. Gerald Diaz; HSI Fellow. Dr. Diaz is the designated HSI task lead for
the task order under which the work is being performed.

Oversight and Management Review:

& Mr. Shelby Syckes; Manager, HSPP Program Analysis Divi. Mr.
Syckes is the HSI manger with designated oversight responsibilities for all
work that HSI performs under the aforementioned task order.

¢ Dr. Greg Swider; Research Director, HSI. Dr. Swider is responsible for
the Institute’s Quality Assurance program. He routinely reviews HSI
products to ensure that they meet the Institute’s standards of quality.

e Dr. Phil Anderson; Director, HSI. Dr. Anderson is responsible for
ensuring that the HST’s work fulfills the Institute’s mission and achieves
its vision: providing high-quality, independent, and objective analysis that
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helps decision makers address homeland security problems of significant
complexity and importance.

In addition, the following ANSER individuals are authorized to work on the review under
reach-back support procedures approved by DHS.

e Ms. Georganne John, Principal Analyst. Ms. John is providing technical
and analysis support to the review team including information
management, configuration control, and research support.

e Mr. Bruce Shelton, Senior Analyst. Mr. Shelton is providing systems
engineering analysis support to the team.

All the above named individuals are required to execute CO/NDA forms. The report
writing process also includes graphics and technical editing support. Individuals
performing those services will be required to execute COI/NDA forms, since they will
have access to the content of the report.

Finally, there are other HSI and Analytic Services, Inc. staff personnel providing support
services such as contract administration, invoicing, and so on. Those individuals will not
have access to the content of the report.

Question:

Please provide the name of the Federal official(s) who have vetted the members of the
independent review team and the HSI staff for conflicts of interest. What specific
conflict of interest criteria were used? How far back in time will you examine with
respect to potential for conflicts of interest? Please provide the conflict of interest
disclosure statements and any waivers.

Answer;

Federal officials do not vet HSI team members for COI'; that is an HSI function, per the
terms of the Institute's Sponsoring Agreement. HSI is required by that agreement to
execute overarching COI agreements for all its staff, subcontractors, and consultants,
through processes approved by DHS. The criteria for the additional COI certifications
specific to this independent review are contained in the CO/NDA form that has already
been provided to the Committee. As the form indicates, the time frame for disclosure is
an individual’s entire professional career. Regarding financial interests, the form requires

! As part of the Sponsoring Agreement, DHS S&T approves the use of consuitants and contractors. That
review is focused on whether the consultants/subcontractors possess the requisite qualifications, whether
the project is properly balanced between HSI employees and others, and whether the costs are reasonable.
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disclosure of any current financial interest or connection, or any past relationship that
included a continuing obligation of confidentiality or other responsibility to the entities.
To preserve the essential character of HSI as an FFRDC which is objective and
independent of direct government influence in the conduct of its analysis, we believe this
is the best approach to ensure an absence of COL.  Obviously, if DHS has evidence that a
COI situation exists, it retains the contractual ability to hold HSI accountable.

Question:
What is the maximum value of this Task Order for this independent review?
Answer:

This task is being accomplished under HSI task number 07-37 titled, “DHS Office of
Chief Procurement Officer (OCPO) Deep Dive Acquisition Program Assessment
Reviews.” Task number 07-37 is structured to accomplish many such reviews, of which
the ASP independent review is only one. A copy of the task execution plan for task 07-
37 has been provided to the Committee. The overall task is valued at approximately
$2.673 million. The ASP independent review is an effort of greater-than-average
complexity; it is currently estimated at approximately $425,000, although that number
may change depending on requirements for follow-on analysis.

Question:

Who will do the actual drafting of the independent review report on ASP testing? Will it
be George Thompson, or the subject matter experts who are on the review team? Will
Ruth David, the director of ANSER, be permitted to review and comment on the
independent review or will she be excluded from any participation in this review?

Answer:

The subject matter experts on the review team will draft individual report chapters and
sections, as assigned by the chair. Mr. Thompson will also draft some chapters and
sections. In addition, he will integrate the separate drafts to produce the final report.
Before the report is delivered, it will be circulated among the members of the review
team to ensure that they endorse any and all changes that have been made to their original
submissions and that the report fully and fairly reflects their own assessment.
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For clarification, Dr. Ruth David is not “the director of ANSER.” She is the President
and Chief Executive Officer of Analytic Services, Inc. and Executive Advisor to the
Homeland Security Institute. Dr. David will not be participating in the review of this
report.

Question:

Will each independent review team member have the authority to withhold their approval
of the final report if it does not fully and fairly capture their views? Will the final
technical and editorial judgments be reserved to HSI staff? Will the report provide for
differing professional opinions?

Answer:

As indicated above, we anticipate that the report will be a consensus product that reflects
the views of all the team members; however, in the event that a consensus is not reached,
dissenting views will be included as an Appendix.
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Question; Does HSI have any of its employees detailed or embedded in the Office of the
Under Secretary for Management or in DNDQO?

If individuals were embedded in DNDO, could this connectivity have any impact on
HST’s independence?

Please explain.

Answer:

HSI has no employees detailed or embedded in the DNDO or in the office of the Under
Secretary for Management.
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Question: Are you aware that HSI has had four directors in the last 3 years?

Answer:

Yes. It is important to note that George Thompson, who was selected to lead the ASP
assessment team, has been part of the senior leadership of HSI since its inception in 2004.
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Question: Are you aware that the DHS contract with ANSER, the company running the
Homeland Security Institute, expires in 2009, and a decision will be made by DHS in
fiscal year (FY) 2008 on whether to recompete their contract?

Answer:

ANSER is not “the company running the Homeland Security Institute.” DHS’ contract is
with Analytic Services, Inc., which operates two separate business units: ANSER and the
Homeland Security Institute.

The question regarding the expiration of that contract was answered in a letter from Mr.
Paul A, Schneider, then DHS Under Secretary for Management, addressed to the
Chairman, dated October 3, 2007: “The base contract does in fact expire at the end of
December 2008. The Department is currently conducting a comprehensive review in
accordance with the FAR 35.017-4 pertaining to extension of the current Federally
Funded Research and Development Center (FFRDC) contract. No decision has been
made regarding future action in this regard.”

Question:

Could ANSER’s economic interest in avoiding a recompete affect their independence or
otherwise affect their ability to give an unvarnished assessment?

Answer:

Presumably, the question refers to Analytic Services, Inc., which operates two separate
business units: ANSER and the Homeland Security Institute.

In response to your question regarding any potential impact this contract extension could
have on the ASP independent review, I would again reiterate my comments on the
fundamental nature of FFRDCs and the fact the HSI was chartered by Congress to be an
independent source of analysis for the Department.

In other words, the charter and mission statement require HSI to provide an unvarnished
assessment. If the Institute were to do otherwise (i.¢., provide an assessment that was
biased, massaged, incomplete, misleading, inaccurate, or “varnished” in any other way) it
would be failing to serve the purpose for which it was created, and this would actually
jeopardize the economic interests of Analytic Services, Inc. with respect to a
recompetition of the contract.
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Question: Are you aware that the Senate Homeland Security Appropriations Act for FY
2008 has noted lackluster performance by HSI, cutting their core funding by 50 percent?

Answer:

DHS is familiar with the Senate Homeland Security Appropriations Committee language,
per S.1644; however, that language does not note any lackluster performance by HSI.
My research leads me to conclude that the Senate language was written before HSI's
most recent annual report to Congress was delivered to key members and staff and this,
does not appear to be based on up-to-date information. Furthermore, the Senate
Appropriations Committee Professional Staff indicated to S&T Budget and finance
officials that the primary reason for the cut (and this is reflected in the language in the
Senate Report (110-84)) was that it believed HSI activities could be better funded = -
through individual task orders with DHS customers versus a large core program. Also,
the cuts to the HSI core program were rationalized as a “bill payer” for other very high
priority programs such as Improvised Explosive Device (IED) detection. Many S&T
programs sustained similar cuts. DHS has opposed the Senate cut and looks forward to
progress on this particular issue when the Senate and House Appropriations Committees
meet in conference to reconcile their versions of the Fiscal Year 08 Appropriations Act.

Question:

How confident are you that HSI is able to provide a high quality work product for DHS?
Answer:

The Federally Funded Research and Development Center (FFRDC) contract provisions
of HSI were heavily modeled after those in use by the Department of Defense. In the
administration of HSI, we instituted the concept of a core program to enable the FFRDC
to hire the talent necessary to have a first-class analytic organization. We are using HSI in
other areas to support individual programs, and they appear to be doing a good job. I
would refer you to HSI's most recent annual report to Congress. It lays out in some detait
their activities and contributions over the past year. Beyond their charter as an FFRDC,
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this is precisely the reason why I selected them to lead this investigation into the ASP
program.

Question:

Given the connectivity between HSI and DHS, is it fair to say that HSI meets the test for
full independence?

Answer:

HSI was established strictly in accordance with Federal Regulation Acquisition
Regulation (FAR) Part 35 through a competitive award to ANSER Corporation in order
to operate an FFRDC in the public interest. This would help satisfy DHS’ long-term
research and development needs as well as transition those research findings into
Departmental Programs. You should also be aware that HSI has a unique,
Congressionally mandated charter as set forth in Section 312 of the Homeland Security
Act of 2002. It is subject to Congressional oversight not typical of private sector
companies, not-for-profit organizations or even other FFRDCs working in DHS. HSI has
a statutory requirement to report their activities to Congress every year. HSI s also
bound contractually to the Department to operate in a manner which ensures its
objectivity and independence. It is also important to note that FFRDCs came into being to
provide support that is not readily available in the sponsoring agency or the private
scctor. FFRDCs by definition produce independent analysis not biased to favor
comimercial interests or to endorse the position of a client. HSI is the DHS’ single
FFRDC focused solely on providing analytic support to all DHS Components in support
of the broader homeland security mission. Congress envisioned that HSI would provide
long-term strategic support the DHS. HSI, like other FFRDCs, has sharp restrictions on
its ability to obtain any commercial work and HSI's parent organization is similarly
contractually prohibited from obtaining work which leverages activities which they
perform in operating the FFRDC.
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Question: Is there a protocol for the work carried out by the independent review team?
Answer:

If “protocol” refers to the technical analysis approach, that approach will be documented
in the assessment report prepared by the IRT.

If “protocol” refers to the procedures governing selection of team members, handling of
data, and so forth, the following is applicable:

The ASP-IRT study chair is responsible for the selecting the team members and ensuring
their independence and freedom from conflict of interest (COI). All team members are
required to submit COI certifications and non-disclosure agreements (NDAs); copies of
these forms have already been provided to the Committee.

The initial draft of the assessment report will undergo technical, editorial, and
management review. Technical review addresses completeness, accuracy and clarity.
Editorial review addresses grammar, usage, and style. Management review fulfills HSI
contractual obligations to ensure that all work performed under its contract with DHS
meets the Institute’s standards of quality. All changes suggested by technical, editorial,
and management reviewers are accepted or rejected at the discretion of the ASP-IRT
chair. All reviewers are required to submit COI certifications and NDAs.

All ASP-IRT data/information requests are coordinated through the IRT chair. DNDO
and CBP have identified points of contact for this purpose. All documents and other data
provided to the IRT are subject to the distribution and handling restrictions implied by
document markings (e.g., Pre-Decisional Draft Working Papers - Business Sensitive —
For Official Use Only) or imposed by the providing organization. The team is
conducting its work in accordance with applicable DOE and DHS security classification
guidance.

ASP-IRT interactions with the DHS Management Directorate are for the purpose of
providing periodic updates on actual and planned activity, as well as for communicating
general progress toward meeting the team’s goals.

Please provide a copy of the protocol.
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Answer:

There is no documented protocol outside of those requirements of the task order
previously provided.
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Question: What specific data sets will the independent review team examine?

Please indicate whether this will include:
Phase 1 data and test plan
Phase 3 data and test plan

Special test (red team) and test plan
Answer:

The Independent Review Team (IRT) has examined the following:

The ASP Performance Specification

Test Plans (NTS Phase I and Phase III, NYCT, and Integration tests)
Analysis Plans (NTS Phase I, NYCT tests)

Test Reports (NTS Phase I, NYCT, and Contractor Verification tests)
Data Assessment Reports (Field Validation tests)

Subsets of raw NTS Phase I and Field Validation test data

Various briefings and spreadsheets provided by DNDO and PNNL
Briefings from Raytheon, Thermo-Fisher, and Canberra describing each of their
ASP systems

Open-source information and technical reports on such topics as nuclear
smuggling, nuclear detection, energy windowing, injection testing, and the
performance of first-generation systems.

O 0000000

o}

In early November, the IRT received and began examining the following:
Additional Test Reports (Integration and Field Validation tests)
Additional raw NTS Phase I test data, including measured spectra
Additional raw data from the NYCT tests

Additional technical reports from PNNL

o The National Radiation Portal Monitoring Directive

O 00O

Answer:

The IRT is not aware of any existing data sets reporting the results of injection studies,
nor is the IRT aware of the existence of a documented injection study plan. The IRT has
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discussed the topic of injection studies with DNDO to determine what their approach
would likely entail.

Question:

Does this independent review panel have the independence to withhold a
recommendation until the injection studies have been completed and submitted to the
panel for their review?

Answer:

DNDO estimates that a program of injection studies will take approximately one year to
complete. As a matter of good investment management and oversight, we have asked the
IRT to provide an assessment now, based on the information that is available. We expect
that assessment will indicate clearly the information on which it was based, aleng with
any associated limitations or caveats that may apply. The IRT has complete
independence with respect to the scope of any conclusions it may draw.
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Question: Even though the detection limits of the ASPs are not known at this time,
DNDO says they do not need the results of the injection studies to proceed with a
recommendation for certification. Do you agree? Should the recommendation for
certification to the Secretary wait until the injection studies are completed?

Answer:

Since the date of this question, the change in program schedule makes this issue
overtaken by events.
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Question: DNDO says it plans to use the Phase 3 test data in support of certification;
however, the test plan says that Phase 3 studies were not designed for a Key Decision
Point-3 decision in support of fuli-scale production. Further, the Phase 3 test plan says
the sample sizes are not large enough to provide a high confidence level regarding
probability of detection.

Given these limitations, is it your view that DNDO should be using Phase 3 studies in
support of certification?

Answer:

Yes. Even though the Phase 3 test was not originally planned to support “Certification,”
data collected from this test event provides information that may be relevant to the
performance differences between the current Rad/Nuc interdiction system and the
proposed ASP systems. It is prudent for the Secretary to consider all potentially relevant
information in making his “Certification” decision.
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Question: William R. Knocke, spokesman for DHS, wrote an e-mail to a reporter at the
Washington Post, which was included in an August 16, 2006 article. It states:

“There is ample reason to be concerned that the GAQ lacks the critical experience and
expertise necessary for a project of this magnitude. We want to involve the very best
experts in the field...that is why the department has asked the Defense Threat Reduction
Agency for an independent review of the Advanced Spectroscopic Portal System.”

Is Mr. Knocke authorized to speak for DHS?

Answer:

Yes.

Question:

Did you review this quote before it was issued? If not, who drafted and approved this
quote?

Answer:

No. As the Department’s press secretary and spokesman, Mr. Knocke is expected to
respond to media queries on behalf of the department based on information he has
available.

Question:

Is it your view that GAO is unqualified to undertake a review of the management of the
testing of ASPs?

Answer:

GAO would probably have to rely on outside experts as DHS did to conduct an
independent review.
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Question:

Is GAQ’s perceived lack of expertise on the part of DHS the reason that DHS has asked
for an independent review of ASPs?

Answer:

No. Upon reviewing the status of the ASP program in conjunction with my 40-years of
experience in this field, [ determined that this program would benefit from an
independent review to analyze the technical data. I made this recommendation to the
Secretary and he concurred. My approach was to select a team leader and request him to
assemble a team of qualified people to conduct a review of limited scope focusing on the
testing part of the program.

Question:

Will GAO have full and unfettered access to observe the independent review process
carried out by HSI?

Answer:

No.

Question:

Will the results of this independent review be provided to the Committee and GAO?

Answer:

Yes, at an appropriate time after it is reviewed and considered by the Secretary.
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October 3, 2007
The Honorable Bart Stupak
Chairman
Subcommittee on Oversight and Investigations
Comnmittee on Energy and Commerce
U.S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

This letter is in response to the questions you asked concerning the Homeland Security
Institute (HST) during the September 18™ hearing on “Nuclear Terrorism Prevention.” .

HSI was established by statute in the Homeland Security Act of 2002 as a Federally Funded _
Research and Development Center (FFRDC). Consistent with that congressional direction,
the Department of Homeland Security (DHS) competitively selected Analytic Services, Inc.
(ANSER) in April of 2004 to operate the HSI on behalf of DHS. The FFRDC contract
provisions were heavily modeled after those in use by the Department of Defense. :
Moreover, in the administration of HSI, we instituted the concept of a core program to enable
the FFRDC to hire the talent necessary to have a first-class analytic organization and to
conduct foundational analytic work for the Department. Much of this “start up” period also
involved establishing a program office within the Science and Technology Directorate (S&T)
to work with various components in the Department to identify how the FFRDC could meet
the Department’s basic analytic needs. In addition, the program office identified sponsors of
potential task-ordered work to ensure that HSI was only assigned work that is strictly
appropriate for an FFRDC. Furthermore, considerable management attention during the
foundational period has been spent in ensuring that HSI tasks are well defined analytically
and reflect rigorous quality control throughout the execution of both core and task-ordered
work,

Please provide the Committee with the agreement by which work is assigned to HSI as
DHS’ FFRDC,

Enclosed is the agreement requested.
Does HSI get 100 percent of its funding from DHS?
That is correct; HSI does receive 100 percent of its finding from DHS. This is to be

expected, however, since HSI is 8 FFRDC sponsored by DHS. With very few exceptions,
FFRDCs in the federal government receive their total funding from their primary government

wynw,tihs. gy
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“sponsor” and other government customers who contract with the sponsor for work with that
FFRDC on a “task order” basis.

Does HSI have some of its employees detsiled or embedded at the Domestic Nuclear
Detection Office (DNDO)?

HSI does not have any detailees to the Department nor do they have an “embedded analyst™
in DNDO. At the direction of the Department, HSI established a “Forward Analyst
Program” which allows them to deploy analysts to select DHS fiinctions to provide onsite
analytic support on a short fuse basis and enable DHS to access HSI’s broader capabilities,
Prior to establishment, principles governing the Forward Analyst Program were reviewed and
approved by DHS legal counsel to ensure that it operates within FFRDC policy as well as the
HSI contract. Also, the Forward Analyst Program is modeled on similar highly effective
integrating programs in other agencies, most notably the Department of Defense. Currently,
HS! forward analysts are deployed to the Federal Emergency Management Agency, Office of
Counter narcotics Enforcement, Office of National Capital Region Coordination, U.S. Coast
Guard (USCG), DHS Office of Policy, Office of the Secretary’s Chief of Staff, and the _
USCG Deployable Operations Group. Up until June of 2007, HSI did have a part-time
forward analyst deployed to DNDO, HSI’s current support to DNDO includes two additional -
small tasks: a multi-stage study that involves helping DNDQ evaluate Concept of Operations. -
(CONOPS) for Mobile detection systems; and a small study to assist DNDQ in assessing the
benefit of pairing passive detection systems with active analytical techniques. Neither of
these forward analysts are involved with the Advanced Spectroscopic Portal (ASP) program.

De you believe that analysts, who are deployed at DNDO, could have an impact on
HSI's independence?

HSI was established strictly in accordance with Federal Acquisition Regulations (FAR) Part
35 through a competitive award to ANSER Corporation in order to operate a FFRDC in the
public interest, This would help satisfy DHS’ long-term research and development needs as
well as transition those research findings into Departmental Programs. You should also be
aware that FISI bas a unique, Congressionally mandated charter as set forth in Section 312 of
the Homeland Security Act of 2002. It is subject to Congressional oversight not typical of
private sector companies, not-for-profit organizations or even other FFRDC's working in
DHS. HSI has a statutory requirement to report their activities to Congress every year, HSI
is also bound contractually to the Department to operate in a manner which ensures its
objectivity and independence. It is also important to note that FFRDCs came into being to
provide support that is not readily available in the sponsoring agency or the private sector.
FFRDCs by definition produce independent analysis not biased to favor commercial interests
or to endorse the position of a client. HSI is the DHS’ single FFRDC focused solely on
providing analytic support to all DHS Components in support of the broader homeland
security mission. They were envisioned by Congress to provide long-term strategic suppart
to DHS. HSI, like other FFRDCs, has sharp restrictions on its ability to obtain any
commercial work and HSI's parent organization is similarly contractually prohibited from
obtaining work which leverages activities which they perform in operating the FFRDC.,



155

Are any HSI employees deployed to your office?

I can confirm that there are no HSI forward analysts deployed to my office. However, if
there were a forward analyst in my office, it would be irrelevant to the task at hand based on
the standard to which we hold HST as the Department’s FFRDC.,

Does your office provide funding to HSI or has the HSI leadershii), specifically Mr.
Thompson or Mr. Anderson, lobbied your office for work?

My office provides funding to HSI for work that is appropriate for an FFRDC and is not the
result of lobbying activity. DHS has made a significant investment in HSI and I and Under
Secretary Cohen want HSI actively working with all of the Department’s components to
apply its analytic expertise to solve the Department’s problems. 1am not aware of any
Iobbying effort on the part of Mr. Thompson or Mr. Anderson.

In your due diligence, have yon examined the work performed by HSI to ensure.the}
were the appropriate agency to make recommendations? N

I responded that we are using them in other areas to support reviews of individual programs,
and they appear to be doing a good job. I would refer you to HSI’s most recent annual report
to Congress that I have enclosed for your information. It lays out in some detailtheit~ ~ ~
activities and contributions over the past year. Beyond their charter as an FFRDC, this is
precisely the reason why I selected them to lead this investigation into the ASP program.

Are youn aware of the Senate Homeland Security Appropriations Committee’s concerns,
per S.1644, with HSI?

My rescarch leads me to conclude that the Senate language was written before HSI's most
recent annual report to Congress was delivered to key members and staff and thus, does not
appear to be based on up-to-date information. Furthermore, the Senate Appropriations
Committee Professional Staff indicated to S&T budget and finance officials that the primary
reason for the cut (and this is reflected in the language in the Senate Report (110-84)) was
that it believed HSI activities could be better funded through individual task orders with DHS
customers versus a large core program. Also, the cuts to the HSI core program were
rationalized as a “bill payer” for other very high priority programs such as Improvised
Explosive Device (IED) detection. Many S&T programs sustained similar cuts. DHS has
opposed the Senate cut and looks forward to a progress on this particular issue when the
Senate and House Appropriations Committees meet in conference to reconcile their versions
of the Fiscal Year 08 Appropriations Act.

Are you aware of the turnover in HSI's leadership, particularly having four Directors
in the last three years?

I can confirm that is in fact the case but do not think that the turnover reflects a Iack of
commitment by DHS or ANSER Corporation to stand-up a first class analytic support
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FFRDC. It is important to note that George Thompson, who was selected to lead the ASP
assessment team, has been part of the senior leadership of HSI since its inception in 2004.

Does DHS’ contract with ANSER, an independent public-service research institute and
not-for-profit corporation, who currently operates HSI, expire in Fiscal Year 20097

The base contract does in fact expire at the end of December 2008, The Department is
currently conducting a comprehensive review in accordance with the FAR 35.0174
pertaining to extension of the current FFRDC contract, No decision has been made regarding
future action in this regard. In response to your follow-on question, regarding any potential
impact this contract extension could have on the ASP independent review, I would again
reiterate my comments on the fundamental nature of FFRDCs and the fact that HST was
chartered by Congress to be an independent source of analysis for the Department.

In closing, you made it very clear that you were concerned about the connectiveness between

HSI and Department of Homeland Security. I would suggest that both the Department and
the Congress should be evaluating HSI based on the quality and objectivity of their work—
how well they fulfill their role as a FFRDC,

Thank you for your continued support of the Department of Homeland Security, should you -
have any further questions please contact Mr. Jeffrey Readinger, in the Office of Legislative
Affairs at (202) 447-5462.

Sincerely,

VR

Paul A, Schneider
Under Secretary for Management

Enclosure
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DENNIS 8, FITZGIBBONS, CMIEF OF STAFF
GREGG A. ROTNSCHALD, CHIEF COUNSEL

The Honorable Michael Chertoff
Secretary

Department of Homeland Security
1300 Pennsylvania Ave., N.-W.
Washington, D.C. 20229

Dear Secretary Chertoff:

‘We are writing to request a public version of the Homeland Security Institute’s (HSI)
review of the testing and performance of the Advance Spectroscopic Portal (ASP) monitors being
developed by the Domestic Nuclear Detection Office (DNDO). The HSI review was requested
by Under Secretary Paul A, Schneider as part of an anticipated Secretarial certification to
determine whether ASPs provide a significant increasé in operational effectiveness. We are also
writing to obtain information on the Department of Homeland Security (DHS) process to decide
whether to compete or extend the contract to operate HSL. The Committee on Energy and
Commerce has held five hearings since 2002 on the Government’s efforts to prevent nuclear
smuggling, including a September 18, 2007, oversight hearing on the DNDO testing program for
ASPs.

The entire 178-page HSI review of the ASP testing program, which is dated February 20,
2008, is designated Official Use Only (OUO). In view of the significant public interest in
combating nuclear terrorism, the prominence given to this review by the Under Secretary, the
recommendations made by HSI to improve the validity of the testing program within DHS, and
the candid responses provided by DNDO, there is significant value in permitting taxpayers to
have access to a public version of this report. We are confident the Department can redact
sensitive information that would aid and abet our adversaries, while informing the public on what
HSI found and the bases of their conclusions.

Thus, this letter formally requests the following documents relating to HSI’s review of the
ASP testing program:

1. A non-OUO version of the report; and
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2. Any correspondence, memoranda, or e-mails between HSI and any DHS element—
including DNDQO—between September 1, 2007, and March 5, 2008, regarding this
report.

In addition, we understand that DHS has been evaluating whether to compete or extend
the HSI contract. DHS advised the Committee that it commenced a review pursuant to FAR
35.017—4—this rule governs whether to extend the sponsorship of a Federally Funded Research
and Development Center (FFRDC). This letter formally requests the following information in
connection with that review:

1. Is the Department planning to recompete the contract—which expires at the end of
December 2008—with Analytic Services, Inc. to operate HSI or will the contract be
extended? If DHS plans to extend the contract, what is the duration of the extension?

2. Ifthe decision referenced in question one has not yet been made, when is a decision
expected?

3. Please provide a copy of the evaluation by DHS in connection with FAR 35.0174
pertaining to the extension of sponsorship of this FFRDC and evaluations on whether
to extend the current contract or recompete.

4. Please provide any and all communications between and within your office, the
Science and Technology Directorate or other DHS elements (such as procurement),
HSI (or representatives of Analytical Services, Inc, the entity which operates HSI), the
‘White House, Congress, and Advisory Boards or other parties (including contractors)
concerning the extension or recompetition of the HSI contract covering the period
January 1, 2007, through March 6, 2008.

Please provide answers to the questions outlined above and deliver copies of the
documents requested within 3 weeks of receipt of this letter. Thank you for your cooperation in
this matter.

Should you have any questions, please contact us or have your staff contact Richard
Miiler with the Committee staff at (202) 226-2424.

Sincerely,

Cax__

Bart Stupak
Chairman
Subcommittee on Oversight and Investigations
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The Honorable John Dingell
Chairman

Committee on Energy and Commerce
U.S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

This letter provides additional information, as requested in your March 11, 2008 letter to Secretary
Chertoff, on the review of the Advanced Spectroscopic Portal testing and performance. As you
requested, we are providing a redacted (non-For Official Use Only) version of the Advanced
Spectroscopic Portal {(ASP) Independent Review Team (IRT) Report, and a copy of the e-mails pertinent
to the ASP IRT, as attachments to this letter.

With respect to the questions you asked concerning the recompetition of the Homeland Security Institute
(HSI) contract, the Department of Homeland Security (DHS) is providing the following information:

1. Is the Department planning to recompete the contract - which expires af the end of December 2008
- with Analytic Services, Inc. to operate HSI or will the contract be extended? If DHS plans to extend
the contract, what is the duration of the extension?

The Department’s contract with Analytic Services, Inc. to operate HSI expires at the end of December
2008. The contract includes Federal Acquisition Regulation (FAR) 52.217-8 (Option to Extend
Services), which enables DHS to extend the period of performance for up to six months past the
expiration date of the contract. Because the HSI contract will terminate in April 2009 in accordance
with its statutory authorization (please see Section 312(g) of the Homeland Security Act of 2002, as
amended by P.L. 108-334 Making Appropriations for the Department of Homeland Security for the
Fiscal Year Ending September 30, 2005 and For Other Purposes), DHS will extend the period of
performance for Analytic Services, Inc. to operate the HSI only until the April 2009 statutorily-
prescribed termination date.

DHS intends to issue a solicitation to conduct a full and open competition for the renewal of the
sponsoring agreement for the HSI. If Congress does not extend the authorization for the HSI past

its current termination date in April 2009, DHS has the option of using its statutory authority under
Section 305 of the Homeland Security Act of 2002 (P.L. 107-296). This enables the Under Secretary for
Science and Technology to establish or contract with one or more federally funded research and
development centers to provide independent analysis of homeland security issues and to carry out other
responsibilities under the Homeland Security Act.
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2. If the decision referenced in question one has not yet been made, when is a decision expected?

Because the HSI contract will terminate in April 2009 in accordance with its statutory authorization
(please see Section 312(g) of the Homeland Security Act of 2002, as amended by P.L. 108-334 Making
Appropriations for the Department of Homeland Security for the Fiscal Year Ending September 30,
2005 and For Other Purposes), DHS will extend the period of performance for Analytic Services, Inc.
to operate the HSI only unti! the April 2009 statutorily-prescribed termination date.

3. Please provide a copy of the evaluation by DHS in connection with FAR 35.017-4 pertaining to the
extension of sponsorship of this FFRDC and evaluations on whether to extend the current contract or
recompete.

DHS has not completed the Federally Funded Research and Development Center comprehensive review
required by FAR 35.017-4. This review is in progress and will be completed prior to renewal of the
sponsoring agreement for the HSI. The renewal of the sponsoring agreement for the HSI will be
conducted utilizing full and open competition procedures as set forth in the Federal Acquisition
Regulation.

4. Please provide any and all communications between and within your office, the Science and
Technology Directorate or other DHS elements (such as procurement), HSI (or representatives

of Analytical Services, Inc., the entity which operates HSI), the White House, Congress and

Advisory Boards or other parties (including contractors) ning the extension or recompetition of
the HSI contract covering the period January 1, 2007, through March 6, 2008.

Please find the enclosed e-mail communications arising within the Science and Technology Directorate
concerning the extension or recompetition of the HSI contract covering the period January 1, 2007,
through March 6, 2008 are provided as an attachment to this letter. Please note that these e-mails are
pre-decisional in nature and therefore do not accurately reflect the Department’s current strategy
concerning the extension or recompetition of the HSI contract. The Department’s current strategy is
outlined in the response to Question 1 above.

We appreciate your interest in the Department of Homeland Security and look forward to working with
you in the future. If you have further questions, please do not hesitate to contact the Office of
Legislative Affairs at (202) 447-5890. An identical letter has been sent to the Chairman of the
Subcommittee on Oversight and Investigations, Committee on Energy and Commerce.

Sincerely,

Elaine C. Duke
Acting Under Secretary for Management

Enclosures

cc: The Honorable Joe Barton, Ranking Member, Committee on Energy and Commerce
The Honorable Yohn Shimkus, Ranking Member, Subcommittee on Oversight and Investigations
The Honorable Paul A. Schneider, Deputy Secretary
The Honorable Jay Cohen, Under Secretary for Science and Technology
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The Honorable Michael Chertoff
Secretary

U.S. Department of Homeland Security
1300 Pennsylvania Avenue, N.-W.
‘Washington, D.C. 20229

Dear Secretary Chertoff:

As aresult of a Government Accountability Office (GAO) assessment and a September
18, 2007, hearing before the Subcommittee on Oversight and Investigations of the Committee on
Energy and Commerce, we are writing to urge you to delay certification of Advanced
Spectroscopic Portals (ASPs) and instruct the Domestic Nuclear Detection Office (DNDO) to
immediately commence a set of genuinely blind tests of ASPs in order to determine the precision,
capability, and detection limits of these radiation portal monitors.

Earlier this year, DNDO conducted tests of ASPs at the Nevada Test Site (NTS), which
according to an assessment by GAO, were biased and fundamentally flawed. DNDO has
awarded three development and production contracts, and is planning to deploy ASPs at seaports
and border crossings. Expenditures may not, however, be made on full-scale production of these
new machines until the Secretary certifies, pursuant to a requirement in the fiscal year 2007
Homeland Security Appropriations Act (Public Law 109—699), that ASPs provide a “significant
increase in operational effectiveness” relative to the current generation of detection equipment.

GAO’s review, which was requested by the Committee on Energy and Commerce, found:

e During Phase 1 tests, which were designed to support certification and subsequent
deployment, DNDO used biased test methods that enhanced the performance of ASPs.
Specifically, DNDO conducted numerous preliminary runs of almost all of the materials
and combinations of materials that were used in the formal tests and then allowed ASP
contractors to collect test data and adjust their systems to identify these materials. It is
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highly unlikely that such favorable circumstances would exist under real world
conditions;

» DNDO’s NTS tests were not designed to test the limitations of the detection capabilities
of the ASPs—a critical oversight in DNDO’s original test plan. DNDO did not use a
sufficient amount of the type of materials that would mask or hide dangerous sources that
ASPs would likely encounter at ports of entry. The Department of Energy (DOE) and
national laboratory officials raised these concerns with DNDO in November 2006.
DNDO officials, however, rejected their suggestion of including additional and more
challenging masking materials because, according to DNDO, there would not be
sufficient time based on DNDO’s self-imposed June 26, 2007, certification deadline. By
not collaborating with DOE until late in the test planning process, DNDO missed an
important opportunity to procure a broader, more representative set of well-vetted and
characterized masking materials; and

o Because of concerns that DNDO did not sufficiently test the limitations of ASPs, DNDO
is attempting to compensate for weaknesses in the original test plan by conducting
“injection” studies—essentially computer simulations. In GAO’s view, and those of
other experts, computer simulations may provide additional useful information; however,
they must be validated with real world testing with nuclear and masking materials.

Although DNDO also conducted a small number of “blind tests™ and additional
developmental tests (known as Phase 3), neither of these were designed to support Secretarial
certification nor a production decision. For example, the sample sizes in these tests were small
and lack statistical power to prove the probability of detection with a high degree of confidence.
Nonetheless, DNDO has informed this Committee that it intends to use blind test and Phase 3
data in its recommendation for certification.

GAO recommended that DHS delay certification until all studies are completed and
validated, until key stakeholders and independent experts have reviewed these data, and until
additional studies have been completed.

In response to GAQ’s assessment, the Committee received testimony on September 18,
2007, from two Department of Homeland Security officials. Vayl Oxford, DNDO Director,
conceded that further tests are required to understand the detection limits of ASPs. Nonetheless,
he rejected GAO’s recommendation to delay “certification,” which, if approved, would allow
funds to be expended on full-scale deployment. He indicated that DNDO plans to deploy ASPs
in secondary screening, but does not intend to deploy ASPs for primary screening at this time.
Oxford affirmed that DNDO intends to use blind and Phase 3 test data even though these data
lack statistical power, and he rejected GAQ’s finding that Phase 1 tests were biased. DNDO’s
position amounts to stonewalling in the face of patently flawed testing results that cannot
credibly support a Secretarial certification.
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Mr. Paul A. Schneider, DHS Under Secretary for Management, testified that he
commissioned an independent program review. While we support his effort to conduct an
independent review, we were troubled to learn that he had recently selected an entity, which
receives 100 percent of its funding from DHS—the Homeland Security Institute. This extensive
and intimate working relationship appears to lack the requisite independence that, for example,
might be found with the National Academy of Sciences.

ASPs hold out potential for improving the flow of commerce and reducing nuisance
alarms, while reducing uncertainties associated with secondary screening; however, they are not
ready for deployment. We respectfully urge you to direct DNDO to take the following steps prior
to providing you with any recommendations for certification:

(1)  Promptly plan and implement genuinely blind tests to determine the precision,
capabilities, and detection limits of ASPs with a full range of threat, masking, and
shielding materials, DNDO should only proceed with its tests after it receives
concurrence from CBP and DOE regarding test plans. DNDO should ensure
quality control through red teaming;

(2)  Vendors should be instructed to set up their machines and leave the test site.
Vendors should not be provided with a copy of the test plan, nor be advised what
threat, masking, or shielding material will be used. ASP software and algorithms
should not be adjusted or otherwise modified in connection with dry runs and
dress rehearsals or as part of the blind tests;

(3)  Permit GAO to review test plans in advance, observe all tests, and evaluate these
data; and

(4)  While testing is proceeding, we support CBP continuing field evaluation with
ASPs under a variety of environmental conditions and exposure to the full range
of cargo types found at different ports of entry and border crossings.

Nothing is more important than preventing terrorists from smuggling radioactive
materials or a nuclear device into the U.S. We have to be right 100 percent of the time, whereas
terrorists only have to be right once. Given this shared goal, we respectfully urge you to ensure
that there is credible, unbiased testing under real world conditions to make sure that Federal
officials fully understand the capability, precision, and detection limits of ASPs.
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If you have any questions, please contact us or have your staff contact Richard Miller or

Chris Knauer with the Committee on Energy and Commerce staff at (202) 226-2424.

John D. Dingell 7
Chairman

cc:

Sincerely,

an
Subcommittee on Oversight and Investigations

The Honorable Joe Barton, Ranking Member
Committee on Energy and Commerce

The Honorable Ed Whitfield, Ranking Member
Subcommittee on Oversight and Investigations

The Honorable Paul A. Schneider, Under Secretary for Management
U.S. Department of Homeland Security

The Honorable Samuel W. Bodman, Secretary
U.S. Department of Energy

The Honorable Vayl Oxford, Director
Domestic Nuclear Detection Office
U.S. Department of Homeland Security

Mr. Jayson P. Ahern, Deputy Commissioner
U.S. Customs and Border Protection
U.S. Department of Homeland Security
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The Honorable John Dingell
Chairman

Committee on Energy and Commerce
U.8. House of Representatives
Washington, D.C. 20510

Dear Chairman Dingell:

Thank you for your September 21, 2007 letter expressing continued interest in the efforts of the
Department of Homeland Security (DHS) to prevent a nuclear terrorist attack and the Domestic
Nuclear Detection Office’s (DNDQ) Advanced Spectroscopic Portal (ASP) program.

I share your concemn over the threat of nuclear terrorism and consider countering this threat to be
one of the Department’s top priorities. We face an enormous challenge at our ports and borders

as we balance the flow of goods and commerce with the need to sufficiently scan cargo entering

our Nation for radiological or nuclear threats, The technologies that we are pursuing in the ASP
program are a critical component in addressing that challenge.

1 also recognize the unique role that the Covernment Accountability Office (GAO) plays by
providing investigative support to the Congress, and I take to heart the issues that GAOQ raised in
the hearing of September 18, 2007. With that said, the combination of evaluations undertaken by
DNDO and U.S. Customs and Border Frotection (CBP), the oversight and evaluation provided
ty the Under Secretary for Management, and the independent review panel that he
commissioned represent a substantial and sufficient level of assessment necessary to meet the
legislative requirements included in the FY 2007 Homeland Security Appropriations Act (P.L.
109-295). In addition, we will also be consulting the National Academy of Sciences pursuant to
the requirements of the Consolidated Appropriations Act 2008, P.L. 110-161. The Department
will continue down a methodical and reasoned path towards improving our capabilities in the
field. Even after the conclusion of the most recent test campaign and the decision that [
ultimately make regarding ASP performance, I will continue to challenge DNDQ and CBP to
develop incremental improvements to our technical and operational capabilities.

It is understandable why the Committee and GAQ are concerned with determining the “detection
limits” of ASP systems. However, it is important to note that the appropriations language
requires the certification of ASP systems relative to the performance of current systems, rather
than in the absolute. While the final limits of ASP performance may not be known to absolute
precision, I assure you that any decision I make regarding improvements in ASP performance
will based on a full understanding of the limits of current systems.

www,dhs.gov
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As was always planned, injection studies, based on data collected under real world conditions
and against actual threat materials will be used to continue to explore the performance limits of
ASP systems. Injection studies provide an effective and economical way to evaluate systems
against a wide range of scenarios, assuming that the studies are periodically validated against
additional data points and will be used to inform additional tests as required. As limits become
known and understood, we will continue to imptove the systems through a standard modeling,
development, and testing cycle.

As part of the process leading to a certification decision, CBP, which is the eventual operator of
ASP systems, conducted a series of field validations at ports of entry. Review of the status of
field validation testing led to the determination that additional functional capability is needed to
meet operational requirements.

Based on these results and because certification was originally scheduled to be made prior to the
major production decision, the Department decided it was prudent to instead couple the
certification decision more closely with a larger production and deployment decision. Therefore,
my certification will now signify not only that the next-generation ASP system demonstrates
significant improvement in operational effectiveness, but that the system also fully meets the
functional requirements of the operator, i.e., CBP. As such, the certification will communicate
the Department’s final position prior to both full-scale production and deployment.

To ensure that I will have all information necessary to make this certification, ASP systems will
undergo an additional period of development, testing, and evaluation. Development efforts in
FY 2008 will be focused primarily on meeting the final functional requirements identified by
CBP as necessary prior to larger deployment. Additional testing will be done to validate that
functional improvements do not adversely affect the detection and identification capabilities of
the systems. Finally, DNDO will collect data to provide benchmark spectra for injection studies.
These studies will allow DNDO to further assess the performance of ASP systems against a
wider range of threats and cargo loads.

In response to your concern regarding the use of the Homeland Security Institute (HSI), I have
attached a letter addressing the questions that arose during the September 7, 2007 hearing
concerning the independence of HSI. I assure you that the decision I make whether to proceed
with ASP production and deployment or not will be taken with the greatest care and
consideration. I welcome and appreciate your active engagement with this program, and look
forward to continuing our cooperation as we move forward together,

Sincerely,

Enclosure
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Hearing Terms Sheet

ASP (Advanced Spectroscopic Portal) — a large drive through radiation detection device using
Sodium lodide crystals that is able to detect types of radioactive material and specific isotopes.

ASP Vendors tested at the Nevada Test Site —

Thermo ASP  using Sodium lodide
Raytheon ASP  using Sodium lodide
Canberra ASP  using Germanium

PVT (Polyvinyl Toluene) — A large drive through radiation detection device used in Primary
screening of cargo. PVTs can detect radioactivity, but not specific materials or isotopes.

RIID (Radiation Isotope Identification Device) — a small handheld device used in Secondary
screening of cargo that is able to decipher different types of radioactive material and isotopes.
RIIDs use Sodium Iodide (Nal) crystals.

LSS (Laboratory and Scientific Services) Reach Back — data base that the RIIDs or ASPs can
access if there is inconclusive results. If a RIID still cannot identify an element or isotope, it will
download its data into the LSS system which will attempt to identify the isotope.

NORM (Naturally Occurring Radioactive Materials) — materials seen in the usnal course of
business that have radioactive materials in them. Such materials include kitty litter, bananas, and
roofing tiles.

SNM (Special Nuclear Material) — Nuclear material that can be used in weapons production.
SNM includes HEU (Highly Enriched Uranium), WGP (Weapons Grade Plutonium), and

Neptunium.

NTS (Nevada Test Site) ~ Location where Phase 1, Phase 3, and Blind Tests were done (Phase
2 was report writing, not testing).

GAO (Government Accountability Office)
CBP (Customs and Border Protection)
DOE (Department of Energy)

DHS (Department of Homeland Security)

DNDO (Domestic Nuclear Detection Office) located within DHS
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Miller, Richard

From: Keith A Rhodes [rhodesk@gao.govj

ent: Thursday, September 13, 2007 12:34 PM
To: F James Shafer Jr; Miller, Richard
Subject: RE: Fwd: Keith Rhodes
Richaxd,

here is my official biography:
Keith A. Rhodes

Keith Rhodes is currently the Chief Technologist of the U. 8. General Accounting Office
and Director of the Center for Technology & Engineering. In this capacity, he provides
assistance throughout the Legislative Branch on issues requiring significant technical
expertise. He has been the senior adviser on a range of assignments covering non-
proliferation, continuity of government & operations, export control, computer security &
privacy, e-commerce & e-government, voting systems, and various unconventional weapons
systems. He has served as a Commissioner on the Independent Review of the National Imagery
and Mapping Agency. Before jeoining GAO, he was a supervisory scientist leading weapons and
intelligence programs at the Lawrence Livermore National Laberatory. His other work
experience includes naticnal security projects at Northrop Corporation and Ohio State. He
holds degrees in computer engineering and engineering physics from the Ohio State
University and the University of California {Los Angeles), respectively. Throughout his
career, he has garnered numercus awards and citations, including a Distinguished Service
Award and the 1st Arthur Flemming Medal for Applied Science. He is a Professiocnal
Engineer, a Certified Computing Professional, and a member of the New York Academy of
Science. He holds patents in automated control systems and has authored numerous articles
and taught courses on computational meodeling, computer security, performance modeling and
~omputer architecture for several technical journals.
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@ Homeland Security

Under Secretary Management Paul A. Schneider

Paul A. Schneider was swom in January 3, 2007, as the Department of Homeland Security's (DHS) Under
Secretary for Management. He is responsible for all the department’s budget, appropriations, expenditure of
funds, accounting and finance; procurement; human resources and personnel; information technology
systems; facifities, property, equipment, and other material resources; and identification and tracking of
performance measurements.

Prior to coming to DHS, Schneider served as a defense and aerospace consuitant where he led a
congressionally directed study for NASA on the costs, risks and benefits of human space flight and a study of
open architectures for the U.S. Navy. He led an independent review of the presidential helicopter reptacement
program, piayed a role in the administration's effort to develop the plan for the Next Generation Air
Transportation System and led reviews of Defense network centric warfare and interoperability prograrms,

Schneider served as the Senior Acquisition Executive of the National Security Agency (NSA) from October
2002 to September 2003, where he was responsible for oversight and execution of signals inteliigence and
information security development and acquisition programs.

Schneider served as the Principal Deputy Assistant Secretary of the Navy for Research, Development and
Acquisition from July 1998 to September 2002. He was responsible for the oversight and execution of Navy
and Marine Corps research, development and acquisition programs with an annual budget in excess of $30
biltion. During the administration transition he served as the acting Assistant Secretary of the Navy for 8
months.

From October 1394 to June 1398 Schneider served as.the Executive Director and Senior Civilian of the Naval
Sea Systems Command, the Navy’s largest shore organization. in this position, he was responsible for the
day-to-day operations of an $18 billion a year, 70,000-person organization, including shipyards, laboratories,
and engineering and test facilities,

Schneider began his career in 1965 at the Portsmouth Naval Shipyard as a Project Engineer in the Submarine
Propulsion and Auxitiary Machinery systems branch,

From 1966 to 1981 he served in several positions in submarine design, construction and overhaul programs.
His last assignment was managing the Trident ship design and the integration of weapons and combat
systems. He also served as Program Manager for a Submarine Advanced Technology Program.

He was appointed to the Senior Executive Service in 1981, when he served as the Deputy Director of
NAVSEA’S Auxiliary Systems Sub-Group in the Engineering Directorate.

http://www.dhs.gov/xabout/structure/bio_1170692200123.shtm 9/12/2007
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From March 1986 to March 1981, he was the Executive Director of the Amphibious, Auxiliary, Mine and Sealift
Ships Directorate, responsible for ship design, acquisition, maintenance, modernization and life cycle suppornt
of these ships. During this period, he also served as Program Manager for two classified programs. From
March 1991 to October 1994, he was the Executive Director of the Surface Ship Directorate with expanded
responsibilities to include aircraft carriers and in-service surface combatants, combat systems, security
assistance and foreign military sales and the Navy’s diving and salvage program.

Schneider hoids a degree in nuclear engineering and is a member of the American Society of Naval Engineers
(ASNE), Armed forces Communications and Electronics Association (AFCEA}, Association of Scientists and
Engineers (ASE), Navy League, Association of Oid Crows and the Naval Institute.

During his service with the Federal Government, Schneider has been the recipient of the Depariment of the
Navy Superior Civilian Service Award and the Distinguished Civilian Service Award; the Depariment of

Defense Distinguished Civilian Service Award (twice) and the President's Award for Distinguished Civilian
Service. He also received three Presidential Rank Awards.

This page was last modified on February 5, 2007

http://www.dhs.gov/xabout/structure/bio_1170692200123.shtm 9/12/2007
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John J. Higbee Bio [ACC] Page 1 of 2

ﬁm Acquisition sty

= Ranking
21%

#143 of 180 ftems
How is ranking caiculated?
» User Reviews Not Rated

John J. Higbee Bio
Related Information
Long Description

Biography: John J. Higbhee
Executive-In-Residence / Professor, Program Management
Defense Acquisition University

John ). Higbee, a native of St. Louls, Missour|, graduated from the United States Naval Academy In 1974, where he majored in Physics. A nuctear
submariner, his early service included tours on USS SPADEFISH {S5N 668) as Weapons Officer, Seventh Company Officer at the Naval Academy, USS
JOHN MARSHALL {SSN €11) as Engineer Officer, and USS STURGEON {SSN 637) as Navigator/ Operations Officer

LCDR Higbee reported for duty in July 1985 as Head, Torpedo and Launcher Section, in the ufﬁce cf the Deputy Chief of Naval Dperations {(Submarine
Warfare). During this tour, he participated as Program Sponsor/Coordinator in the and begin production of
the Mark 48 Advanced Capability {ADCAP} Torpedo. From February 1988 to March 1990, he served as Executive Officer, USS ALASKA {SSBN 732}
{GOLD), completing four strategic deterrent patrols,

In December 1990, CDR Higbee took command of USS VON STEUBEN (SSBN 632) (GOLD) and compieted four strategic deterrent patrols. From Agrit
1993 tu July 1595, he was attached to the New Attack Submarine (NSSN) Program {PMD450/PMD401), serving as Combat System Design Manager,
NSSN Command, Contral, Communications and Intelligence (C31) System. During his tour, he jed the NSSN C3I team that won the 1996 David Packard
Excellence in Acguisition Award for its groundbreaking work in designing and procuring the first open architected, COTS-based submarine C31 system.
He then served as Deputy Program Manager, Submarine Regional Warfare Program (PMO 415) from August 1995 to July 1996, where he was integral
to the Pt tion of submarine defensive warfare systems.

In November 1936, CAPT Higbee relieved as Program Manager, Navy Undersea Weapons Program {PMS404}. During his tour, PMS404 achieved fleet
introduction of the Marik 48 Mod 6 {ADCAP MODS) Torpedo, began development of the Mark 54 Lightweight Hybrid Torpeda, initiated a program to
develop improved acoustic torpedo capabliity {aiso laying the groundwork to partner with Australia in this effart), and began a radical restructuring and
outsourcing of Undersea Weapons Intermediate Maintenance Activitles. His program office won the 1995 Defense Acquisition Executive Certificate of
Achievement for pioneering an innovative asset exchange partnership with industry that has DoD-wide applicabifity,

CAPT Higbee assumed duties as Acting Deputy Assistant Secrelary of the Navy {DASN (C41/EW/Space]) in June 1999, and as Military Deputy to the
DASN in September 1999, During his tour, he was 3 key player in the effort that took the Navy Marine Corps Intranet (NMC!) from a concept to
contract award in thirteen months. NMCI, which established a single DoN-wide network provided as a contractor service, is the jargest {~$7.08)
information Technology outsourcing effort ever conducted within the Department of Defense. Additionaily, CAPT Higbee led critical studies that
determined program plans and approaches for two vital C41 systems (the Mobile Users Objective System, and the DOD Teleport System), and co-
chaired the team that authored the DoN input to the FY2001 DOD Network-Centric Report to Congress. Upun retnr:ment from the Navy in early 2002,
Mr. Higbee assumed duties as Executive-in-Residence / Professor, Program 2t Defense y. Ft. Belvoir, VA,

Mr. Higbee holds 3 Master of Science in Engineering frem Cathofic University. He is aiso a graduate of the DAU Advanced and Ex:cutive Program
Management Courses, and the Corneii University Executive Development Program.

In addition to the acquisition awards listed above, Mr. Higbee's persanal awards inciude the Leglon of Merit (two awards), the Meritorious Service Medal
{five awards}, the Navy and Marine Corps Commendation Medal, and the Navy and Marine Corps Achievement Medat {four awards).

Back
Details

Benefit/Value
Benefit of Value

Creation Date
Tuesday, Octuber 7, 2003 9:02 PM

Modified Date
Saturday, June 17, 2006 8:49 AM

Discussions

https://acc.dau.mil/CommunityBrowser.aspx7id=54317 9/12/200"
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Domestic Nuclear Detection Office
U.S. Department of Homeland Security
‘Washington, DC 20528

SIARTh

@7 Homeland
=7 Security

oW 4,
> S

Vayl 8. Oxford
Director

Reporting directly to Secretary Chertoff, Mr. Vayl Oxford was appointed Director of the
Domestic Nuclear Detection Office (DNDO) by the President in December 2006. Mr.
Oxford is responsible for DNDO’s jointly staffed office, which serves as the primary
entity in the United States Government to improve the Nation’s capability to detect and
report unauthorized attempts to import, possess, store, develop, or transport nuclear or
radiological material for use against the Nation, and to further enhance this capability
over time.

Prior to his appointment to the Department of Homeland Security (DHS), Mr. Oxford
served as Director for Counterproliferation (CP) on the White House National Security
Council (NSC). His responsibilities included establishing national policy and priorities
for CP, which have been codified into the National Strategy for Combating Weapons of
Mass Destruction. Before assignment to the White House, Mr. Oxford was Deputy
Director for Technology Development at the Defense Threat Reduction Agency, where
he was principally involved in the Research and Development vision for future-year
programs.

From 1993 to 1998, Mr. Oxford worked for the Defense Nuclear Agency and was then
Director for Counterproliferation at the Defense Special Weapons Agency. He also
served in the United States Air Force in aircraft and weapons development positions; and
as Assistant Professor of Aeronautics at the United States Air Force Academy. Mr.
Oxford is a graduate of the United States Military Academy and the Air Force Institute
of Technology, and the recipient of numerous military awards. He received the
Department of Defense Advanced Concept Technology Demonstration Technical
Manager of the Year Award in 1997. He received the Meritorious Executive
Presidential Rank Award in 2002.
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Huban A. Gowadia

Dr. Huban Gowadia serves as Assistant Director of the Mission Management Directorate in
the Department of Homeland Security’s (DHS), Domestic Nuclear Detection Office
(DNDO). In this capacity, Dr. Gowadia is responsible for ensuring an effective link
between user requirements, operational suppott, and technology development actoss the
nuclear detection architecture.

Before becoming the Assistant Director for the Mission Management Directorate, Dr.
Gowadia served DNDO as the Assistant Director for Assessments where she was
responsible for DNDO Test and Evaluation programs, the administration of Pilot Programs
that demonstrate technology and operational concepts, and conducting independent Red
Teaming and Net Assessments of the deployed nuclear detection architecture.

Previously, Dr. Gowadia served as Program Executive for DHS’s Science & Technology
Countermeasures Test Beds. Here, state-of-the-art and next-generation technologies for
detection and identification of threat devices were evaluated in conjunction with operational
requirements and response protocols.

In 2001 Dr. Gowadia joined the Technology Integration Division in the Federal Aviation
Administration’s Office of Civil Aviation Security Policy & Planning in Washington, D.C.,
which was then transitioned to the Office of Security Technologies in the Transportation
Secunity Administration (TSA). As Checkpoint Program Manager, she led TSA’s initiative to
replace all walk-through metal detectors at airports with enhanced systems in the nine
months after September 11, 2001.

Dr. Gowadia’s doctoral work at Pennsylvania State University investigated the fluid
mechanics, heat/mass transfer, and aerobiology of sampling traces emitted by explosives
concealed upon the human body to develop an explosives detection portal for security
screening. Dr. Gowadia received a Bachelor of Science in Aerospace Engineering from the
University of Alabama in 1993; her Ph.D. in Mechanical Engineeting in 2000.

Dr. Gowadia was appointed to Senior Executive Service (SES) in 2006.
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Incidents involving

HEU and Pu confirmed to the ITDB, 1993-2006

Vilnius, 4.4 t of beryllium including 140 kg contaminated with HEU were
1993-05-24 Lithuania HEU/150g discovered in the storage area of a bank.
St.Petersburg, An individual was arrested in possession of HEU, which he had
1994-03 Russian HEU/2.972 kg |previously stolen from a nuclear facility. The material was intended
Federation for illegal sale.
19940510 | ToREm-Wieehs,| b 0o b [Plutonium was detected in a building during a police search.
Germany
Landshut, s . .
1994-06-13 Germany HEU/0.795 g |A group of individuals was arrested in illegal possession of HEU.
Munich, A small sample of Pu0O,-UQ, mixture was confiscated in an
1994-07-25 e Pu/ 024 g  [incident related to a larger seizure at Munich Airport on 1994-08~
Germany 10
1994-08-10 [MURich ATPORL L 5 563 40 [Pu0,-UO, mixture was seized at Munich airport.
Germany
1994-12-14 Prague, C:'zech HEU/2.73 ke BEU was seized by police in Prague, The material was intended for
Republic illegal sale.
Moscow, An individual was arrested in possession of HEU, which he had
1995-06 Russian HEU/ 1.7kg [previously stolen from a nuclear facility. The material was intended
Federation for illegal sale.
1995-06-06 | TT289¢ €256h | yipiy 0415 ¢ |An HEU sample was seized by police in Pra
Republic a8 P P i
Ceske
1995-06-08 Budejovice, HEU/ 16.9 g |An HEU sample was seized by police in Ceske Budejovice.
Czech Republic
1999-05-29 |Rousse, Bulgaris] HEU/ 10 g Customs officials arrested a man‘trymg to smuggle HEU at the
Rousse customs border check point.
2000-12 Karlsruhe, P 0.001 g Mlxed-rad)oacuve materials including 2 rpxnute quanu.ty of
Germany plutonium were stolen from the former pilot reprocessing plant.
2001-07-16 | Paris, France HEU/0.5 ¢ Three individuals traﬂ"'fckmg in HEU were arre.sted in Pans. The
perpetrators were seeking buyers for the material,
Sadahlo, An individual was arrested in possession of HEU upon attempt to
2003-06-26 Georgia HEU/ ~170 illegally transport the material across the border.
2005-03 to New Jersey, NN . .
2005-04 USA. HEU/33g |A package containing 3.3 g of HEU was inadvertently disposed of.
2005-06-24 Fukui, Japan | HEU/0.0017 g }A neutron flux detector was reported lost at an NPP.
2006-02-01 | Thilisi, Georgia] HEU/79.5g |A group of individuals was arrested trying to illegally sell HEU.
. e . sl
2006-03-30 Hennigsdorf, HEU/ 475¢ Authontxgs discovered trace mx}ounts of H.‘Ep on a piece of tube
Germany found amidst scrap metal entering a steel mill.
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Appendix I: DNDO Critical Operational Issues

The table below describes each critical operational issue, its purpose, and the location

and description of the associated test.

Issue | Purpose Test Venue Description
COI1 | Verify operational NTS and NYCT | Do the ASP systems significantly
effectiveness (CBA increase operational
performance effectiveness relative to the
assumptions) current generation detection and
identification system?
COI2 | Demonstrate Integration Do the ASP systems meet the
deployment Lab at PNNL, | necessary integration
readiness and Field requirements associated with
Validation their deployment in secondary
screening and are they suitable
for operator use?
COI3 | Demonstrate Manufacturer’s | Is the ASP system interoperable
interoperability Site, with users/stakeholders to
Integration execute the nuclear detection
Lab at PNNL, | and reporting mission?
and Field
Validation
COI4 | Demonstrate Manufacturer’s | Is the ASP system suitable and
system suitability Site, deployable within the existing
Integration nuclear detection architecture?
Lab at PNNL,
and Field
Validation

Source: DNDO

Note: During the course of analyzing the results of completed tests conducted at NTS,

DNDO added a fifth critical operational Issue, COI §, as follows:

Demonstrate System Availability

Issue: COI5
Purpose:

Venue: Field Testing
Description:

Do the ASP systems provide sufficient availability to deploy within the

existing nuclear detection architecture?
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In February and March 2007, DNDO conducted testing at the Nevada Test Site (NTS) to
evaluate the current state of performance of the ASP EDM systems. The results from this test
campaign will be used by DNDO to request Key Decision Point Three (KDP--3) approval within
the acquisition framework of DHS Management Directive 1400.

1.2 Test Purpose

This NTS test campaign supports development of an ASP secondary screening Concept of
Operations (CONOPS) and algorithm development to evaluate instrument performance for
sources not previously tested. DNDO will use the results of this data collection to improve (or in
some cases implement new) secondary screening CONOPS for ASP systems at POEs. This
testing will also yield information to improve ASP detection and identification algorithms
against a wide range of isotopes, shielding, and cargo configurations. This phase of testing is not
in support of the KDP-3 production decision.

1.3 System Description

DNDO installed three ASP EDMs (one from each manufacturer), four PVT RPMs, and obtained
five GR—135 RIIDs from CBP for usc in this campaign. Two of the ASP EDMs (Raytheon and
Thermo Fisher) use Nal sensor materials for gamma-ray detection, while the third ASP EDM
(Canberra) uses HPGe gamma-ray sensors for the purpose of gamma-ray detection. The four
PVT RPMs include one Ludlum system (Model 4500-6000), two SAIC systems (Model RPMS),
and one TSA system (Model VM-250AGN) for comparison testing at NTS. These PVT units
represent currently deployed systems. Up to five SAIC handheld GR—135 RIIDs will be used for
secondary screening scenarios. All of the detection systems use He—3 tubes for the detection of
neutrons.

A portal consists of a planar array of Radiation Sensor Panels (RSP), each containing gamma and
neutron detectors, a power supply, and an electronics package, mounted on a support structure.
In this test, the trucks/cargo containers pass between two upright columns, each of which
consists of two RSPs. RSP outputs, consisting of radiation intensity and spectroscopy data, go to
a Portal Computer located on the portal itself or to a remote station. This eomputer analyzes the
portal data and characterizes a detected radiation source as either harmless or potentially
threatening. It provides the analysis results to the Supervisory Computer, co-located with local
operator stations, and actuates an alarm. It is notable that the annunciator on a PVT portal has
red, blue, white, and amber lights indicating a neutron alarm, a gamma alarm, “occupancy,” and
“gsystem error,” respectively. ASP EDM units will have six lights: red, blue, orange, white,
green, and amber, indicating a neutron alarm, gamma alarm, “innocent alarm,” “occupancy,”
“pass,” and “system error,” respectively. The ASP LRIP systems will have an upgraded alarm
light scheme (See Table 1).
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A 1.4 Trucks

During testing, there will be periods during which two trucks may be on the ASP test track at the
same time. To cover all test scenarios and optimize testing time, testers require tractor-phus—
trailer trucking rigs (18—~wheelers).

Color placards will mark vehicles for visual tracking of configured trucks during ASP T&E. The
placards are solid color 12 inches by 12 inches magnetic markers. The colors correlate to test
articles on a status board at the testing trailer and maintained by the test track coordinator.

An autonomous speed measurement and documentation system operates on each truck tractor.
This radar system will detect and record the truck speed throughout the test runs. In addition, it
will provide the driver with real-time readout of the truck speed. Speed should be within + 0.5
mph at 2 mph and + | mph at 5 mph.

A stake bed truck will be the vehicle used for particular configurations (noted where required in
each test case description).

A.1.5 Software and Hardware Configuration Control

As a general rule, the TD will not permit changes to software or hardware settings during the
test. Any changes required due to repairs, etc., will be approved by the TD and documented via
the TOR process. If the TD determines that system changes must be made for testing to proceed,
testers will document any software or hardware modifications made, implementing the
documentation per the TOR process. The intent is to only fix problems that influence quality
data collection.

A.1.6 Testing Methods
A.1.6.1  Sample Size Methodology

This testing consists of relatively small sample sizes since the data will not support attaining an
estimate of probability of detection (P4) with a high confidence level. This test will provide
information about the general instrument performance and inputs for algorithm optimization.

Measurement probabilities and confidence levels vary depending on the number of passes and
failure rates. When testing involves 10 passes, the maximum possible detection probability
(without failures) will be 80% with 90% confidence level. For tests involving 5 passes, the
maximum possible detection probability will be 75% for a 68% (1-sigma) confidence level.

A.1.6.2  Method 1 (Pass through mode)

Testers will transport radioactive sources through the portal monitors” detection zones on a
vehicle at a constant speed. Each test case table identifies the number of passes, the pass—
through speed, and the truck configuration.

Valid Run Criteria: Collect at least the specified number of valid passes for all ASP and PVT
systems during a given test case. Collect tablet data for each occupancy. Transfer occupancy
files for each run from the supervisory computer to the NSTec database. See the ASP NTS
DQMP and Analysis Plan for more detail.

-19-



237

EXHIBIT 11



238

A31un2og puefpwop jo Juswpedsq
991440 uonIva(g JeajanN snsewoq

L00T quandag £

$30R,{ JO IHaUIdIRIS OV 3y} 0 Suipuodsay

uswdwn) 152 JSV

N OdNd \ me\.\.g UONIIJI( ADIJINN] JSIU O]



239

e

A31INoxg u@
pueoWIOH =A%

b

SwyjLob)y Jo 8j0Y ay] =

SWaISAg 01doos04108dg Ul UoNeWIOU| POPPY =
sjeubig Jo uoissalddng =

sjeubig wiely =

sbuipes ploysaiy] =

s|eubig punoibyoeg =

HLO 4 SIOIUOY D310 UORDIPDY MO



240

ATINDIG A,
wﬂﬁuaom @

iz
i
PRI

palou uejd wolj sucneina(] ‘uejd 0] paINooxe 1S9 =

spadxa Jayew Joslgns jeuolnelado
pue |eoiuyos} jo Auunwiwod abie] yum padojaasp ueld 1S9 =

(dg9Q) 488N
-pua ay} yum padojoaap sanss| jeuolesod [BoNIID Al =

A3ojopoyrapy 153 [



241

AILINDIS A
pUe[QWIOH =A%

g

ot iu,,g
TR

zassa00id 18] OCINC 10 PouBwIIoNad SWBISAS
ISV BUle W somgesuna 10 ueld 1581 SN dSY 92Ul BUILLEXS O] —
ASY 18Ue Ul S8y 3 SLN dS .

js81 |eadg, Jo pulig, =
2002 ABin D¢ 10 OV 01 pelodsy [UOISIBP SIU} POSINGY ~
uoneOIe D s AIBIBI08S Ul 8sn 40} papuaiul Ajjeubiuo JoN —
¢ 9SEyd =
L 9Nss| jeuonesado) [BoNUD WO O —~

| OSBUH =

Sunsay SN Jo uoynjoag puv asoding



242

AI1INd9g
’ pue[dUIOH

8701 puig,
e ol 6L 6¥) 7l SIN
G0t \
e ey 1 958U

9OuZ 1 pgo~ 059~ 069~ Areq L L 15 SIN

] osBUg

LBEF L ety 665" LoF'L / 8 9t SIN

GICUEA
£3C SyEn g DUISa] FENOE SPSED JUBAL
BLISHUED - ; 3o 188) 10
S Gy FEhTeY suwiaisiyg 1881
Jenuann | saguanng
740
s1S8L GBI 1 IOBUGA e
WEAT HELO | JODUBA ASY

usiwdwn)) 153 ayp fo ydoq ¥ Yyipralg aarsuapxy



243

AITINDIS ZAs

pPuePRUWIOoY - -

LS008 Qarvunxosddp s1 [DAN 10 paionpuod sipiap o 19303 puv.is

uswdwn)) 152 a2y fo ypdaoq B yipvoLg da1sUIXY

e



244

AILINDAS sz
puepouriol A

Hono*

sisAjeue {enoads ‘voddns pidiq =

S9OIAI9S OIIIUBIOG pue Alojeioge - |0dled Joaplog pue swoisny —
ubisaQ |00 ‘suoesado pigy ‘s, dOS ‘SAONOD =

suonesadQ pjai4 JO 3240 — [041ed Japlog pue swoisny —

suadxg sonep 30algng jeuonesadQ «

Buipodasl ‘sisAjeue ‘UBISap |OD ‘UOINDOXS 1S3 =
yoddng bBuuesulbug waisAg 9 4e1s OaNQ —
soipnis uonoalui ‘sisAieue ‘uonpnoaxs 1sa) ‘ubisap 1s9) ‘swyiiobie ‘Buyapoyy =
5991SN N3
“INE “INHO "INV “INNd “INS woJj sisijuaios ge [euolileN 30Q pue SHG —
Bumodas ‘sisfjeue jeonsnels ‘ubisepi1sa] =
SUBIONSIIEIS PUB JSHUBIOS | SIN —

spadxg Jonep 109fgng [E2IUYDID] =

SHWS usiwdwin?) 3say SV J0 yidaq puv yipvaig



245

AIINDAS
Pue2UIOH -

‘B0f BULIODS SAITBAISSUOD 210W JB) B IS pUR

‘AlIUBPI puE 10B1aP 01 YNDIE 310w 2Ue 1eL) $olswoab pue suoneinbyuod ‘seinos
pasn ubediien 188 4Gy 2Up 51881 DBII0JIUOY POILBIBI IS0 By} 0} uospedwo uj —

s
3
PRI

JUBLILONAUS PBOIIUCY B Ul 10 PBY SU) Ul PSIonpuos
aiBm $1581 Byl 1 e 1o Buoos 'sauewosb ‘suonenBbyuos sounos ‘saouncs
198) 8U} O} #oUalsla) Aue INoylim a1ay paiedulon ate subeduwies 158) Jusaieyip INc4 —

IXSIUOD INOUIM SINSSL 1S 1ISBAUOD puE urdWod O} 8|gesInpeUl s ) —
‘enRngay OdNg -

‘pRIUBSOId SB0IN0S BU} JO %X ALIUBPI A[}081I100

0} 8jge alam Sy 2007 UsIteS OCNG AG pe1onpuod s)18s) Buunp ‘isesuon U —
‘PIay ay)
Ut PEOUBLIBAXS SABY ABYI JEUM YIA JUBISISUODUL BU8M SHNSaL SN By} ey} pajou

Ay 'synsss 1sa] Aeuuineld § OGN PISSNISID PUB SIBIDINO 481D UYIM JBW aM " —
BU Y 40 v Y IN0GR $Sad010st annoeolpel Aljuap! AlaAnosye 0] 'SuolipuoD

LIBLED JBPUN ‘DaIBWINSS S1aMm QO07 Ul PUB SBIIIIGE UOIEDLIUSP! payll| 8ABY SCUiY

}oe4 jo sjudwalels OvoO

v IS2L ITH — S2ou2.2[fiq OANd » OVHO



246

AInoas iz
pUB[OUIOH] <A+

R

did Gel-du9
HEINAS DIVS) A 2Uo pue (owusyy ‘voayiAey ‘eusgque)) sWwaisAs 4SV £

Buiusalog Alepuodag

IAd 8INdY 12PON DIYS pue
‘saIIsNpU| BURQUED ‘Uonna|-oullay] ‘Uoayifey sWeisAs 4QY € (eue| yoeg

sauel }Ixe Alewiud om] =

IDAN P Sunsa 2242uisdo)-fo-unailsg



247

0l

AILInDAS Zas
pUE[OWIOH </

Niyvi

S8NSS| |BeDIUY0a | 18Y10

|ooojold S 8Y) Jo uolenjea]

uBledweo 1$9) Ul SI0]10BNUOD JO JUSWSA|OAU|

SJo1Ue 1S9) JO U0109|9S

S1S9| pullg JO UoNNOaXa pue JuswdoPAa(]

s|esieayal SSalp pue suni AIp Jo asn

SUIIIU0Y) OFD



248

b

SHS ‘OaNC

TINYY “IN

e b

ta i@

i

AILINDAG ZAmd
PUPTOWIOH </

%3
NI

piemioy iged pue sBuipuy snsussuoy ~
SWOOING) =

sa1pns uonosiuy 1o Alflgesijdde pue sy -~

NHON saoeoipEs Ajubiny 1o $198ys aul Buissaippy

WHON 0 uonosasg
SUIBOUODT) =

ovo -~

sioyelS jeuoissaibuory ~

Jers siepy sanesiba pue Adljod SHA -~
A0 PUB 460 WGy spadxs sejrew 1oalgns jeuonelado
NG TINNG P00 wolg spadxs sejew 109(gns [eouyse |
SAIPUBLY =

{200z ®UNF £Z) HWWING |BOIUYOS | PBIONPUOD

SINSST WIIUYID [ SUISSIIPPY



249

. Amooag Al
pue[oWoH

uswalels syl yim paalbe Owo 2002 1snbny 6Z uo ~

SAIARIBUINA WSJSAS 1N0gE SJUSWBIR]S 8|qIPpaId IO} SHNSS

apiaoid 01 Apjqisusiap puE AlSpY JUSIDIPNS JARY (M ABY) ' L DAN 1e palayieb

19S B1EP 90I3WWO2 JO Wweans abiel B puB “INYT 1B Sluawalinseaw yym psjdnod

sjuswainsesw Jabiel ¢ U0 paseq ag [Im saipnys uoloalur juasaid ayy souls

1eY} sem spadxe asay) Jo SNSUSSU0D 3y} alaum '(L002 SUnr) HWWNg |eoiuyss |
ay; 1e sishuens o) Buowe aiam Hodas sit) jo sioyine Buiinguiuod ay; Jo om] —

"BOILLLIOD 10 WBsNS oy 10 saleluasaldal si jeuy) uoneindod
apiyan ublusg & 1o/pue sjeusiew jealy) isulebe ejep payeplen Ajeouidws
UO paseq ale $8IpnIs 10} 911 JouU S| siyy Jeyy Bunels ‘siyi sjesaed Lodal sy -
‘lepngay OANg =
‘oBres pue ‘Bupsiys ‘siusbe Bupjisell sNotea Yim SI2UIBIUOD Uj PaSIawIu
s1098lqo 1ealy; Buisn peionpuos aq pinoys Bulissa) jenyoe seniigqedes siopuow
jeuod Jo spWlf 8y} s$esse o ‘Aupgesauina (Ws)sAs) [0 aInsesw B SE panisuod
aq 10U pNoYs salpns wonoalul (Jo synsal ayy) "uodal INNd & 01 Buipiosoy —

13984 JO JUBWAIRIS OVD) =

saipmis uoydafuy — s2oua.2fJ1q OANd » OVO




250

€1

uoisap 1S sio4eg
UOISIo8p 1S 21008

wid Joj UoReIBpISUos (715 210484
juswhoidep Aewnd alojeg
wewAojdap Aewd a1059g

uoisiosp | suoeg
ssasfoid uj
ssasboid ug
Buinuguog
uawiAoldap Arewypd aiojeg
satpnis {ln aloyeg
saiprs [t ai059g
NIHM

8§17

P4

AVA/SIN
JHIHM

Hoedat Ajpow
pods: Aipow

Lod3

1s9]
seiprg fu]
salpnis fug
sishfeuy
sishieuy
sishfeuy
3710
soipmg fuy
159]
158},
MOH

Atmoag sl
pPUeOWIOH

uopepasasd Biep Ge -y Zl

podsi uf oueuads Buipieiys NIH AleD 1
punoiByseq ybiy Aewsouqy
peasds 189} JejUsWUCHALT
uoneindod WYON HSIapiQ

Buioeds
paadg
suopenena jeuoiiesado Q1S ol
SIWHON {BUOIPPE 03Ul NTH TNYT 123(u] 6
WHON Jo Aauen sepim e jsuiebe asuodsay e
$30IN0S [BOIPAU/BLISNPU SpN{oUL O} 911 |eL9R) ajepdn ‘ejep [ JAN dSY uniey i
si[e2 $§7 moys o synsal ajepdn 'gg7 yBnosyl Blep SELHD uniey 9
wawnsop asuepind 30 o} alejal sbyuod SIN Nd pue NIH Moy suiwialed [
(e1ep wNY) edojoaus feuoneladQ [
WHON Jjo aouasasd uljuiod 3ealq Aniisuss dSy suiieieq €
WNS Jo} ejep dew sw g0l 189 4
uopeple [ppot Joj 1atied Josuas uopelpel jsutebe WNS sieq ylewyousg 1

L¥HM

2UL0IIN() INUMNS [DITUYID ]



251

EXHIBIT 13



252

.

ssa1Bu0s 0} winpueiowa LS

(oimaes asel

sy a5l
{arrueunn asvi

R

spodoy Jsel

AN

uopeaysy
IS

wisa(] tononpoig
tesiog oxdossansads
PROUEADY
0
uaddng vt odoy

WTSAE UOHRIA()

105
SISAROY AN 3507}

(5102} sonss
TeuonEId0 jeoNLD §
15urEBe WoysAs
yoes saiedwing

TBWISAAL] [EIUEULS PURGS
a2IBWWOD 03 sivediug
{32814 INN/pPEY
£ynuap; pue j2839q)
25800Ng 10 ANrqold
EYIBIDT GEEEATERY




253

EXHIBIT 14



254

LWYN + Z§83n0g
LWYN + 01 8unog
{eBuIpISIUS) ZWYN + L LeDInog

(eBuipiaius) ZWWN + Laoinog

S WHON + gaounog
gfupoiys + geomnog
gbuipeiys + geomnog

I ASYHd

(4'e)zaoinog
(L6uIP21yS) ZWYN + L L82aN0g

gBuipienys + Zi2ounog
9BuIpBIUS + | 4e0IN0g

G WHON + g903n0g
(eBUIPIBIYSIZWNYN + 60IN0S
LINYN + gedinos

(LBUIPIRIUSIZINYN Ut g30inog
/ZRNOS + §TEN0S
Buypjaiys Aq patesedes Laoinoggaeoinos

(Buipjaiys uj geoinog
{ajo1yan jo Jadwing teay) (ojza0inos

(YBUIPIBIUS) ZNVYN + L Z80IN0g

NNY Add

(apwap jo Jadwing uoid) pesinog oBuipy w_m wv+ Mwﬂw_zw“
(Bumsew) GWHON Ut gLa0in0g T Geoinog

(gBuipisiys) yleoinog
gzeounog + (p'qlgasinog

*}904N0G *g@UN0g

{e'p'2'q)gasnog
gBupidiys +)geainog

ys + /Zeoinog (Bupysew) (@)geainog + 1@vunog
S + gl8amnog (Bupisews} g192IN0S + £180IN0g

anNiig

S + Li92inog 0Ze0IN0g 'gZON0S (ZZe2IN0s

{LBUIPIBIUSIZINYN Ut L83INOS g aminog ‘6| 80/Nog [g490IN0S 191 80IN0G ‘GZB0N0g (Ygaealnog
(sBuipppiys ‘pBuipieIYS ‘LBUIPPIYS "EBUIPIBINS)ZINYN Ut £182.M05 Faunos
LWVYN Ui £480in0g (o '2 "B)gaomog

(Bupjsews) '€ WHON Ui £1821nog LINYN Ui 9792005
{Bupisewt) GeoInog + £130/N0g ggeanog
(Bupisew) G WHON Ut £Ze0in0g gienunog
(Bunjsew) € WHON U; LZeonog $ '€ WHON Ui g8oinog + {B)zeoinog
(Bupisew) gaoInog + LZe0IN0S  (ghuipjams yHupaIS* LBUIPIBIS)ZIWYN Ul £90um05 + (B)zeainog
{Bunjseits) §)82iN0S + £Z824n0g {INVYN U geosnog + (B)zaainog
{Bumisew) zeounog + LZ3Wnos {eBUIPRIUS)ZINYN Ui (B)zeoinog

{sBuipreiyg "Buipiaius ‘LBUIPIBIUS)ZIWYN Ui 2 Laainog
(Bupisetw) g WHON Ui 21 @0inog
LWV U1 ZL80unog

€ 3SVHd

sose) 3s9] SN 10} suoneinbijuoy) #2inos



255

EXHIBIT 15



256

ASP Review Team
Name Affiliation
John Higbee Dean, Defense Systems Management College —

School of Program Managers

Dr. Peter E. Vanier

Brookhaven National Laboratory

Dr. James Lemley

DTRA via Interagency Personnel Agreement with
Brookhaven National Laboratory

Dr. Michael C. Wright

Qak Ridge National Laboratory

Dr. Claus-Peter Ziock

Qak Ridge National Laboratory

Dr. Dennis Slaughter

Lawrence Livermore National Laboratory

Dr. Alan Berman

Center for Naval Analysis & Applied Research
Laboratory Penn State University
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Peter E. Vanier, Ph.D.

Current Job Title: Physicist
Curent Employer: Brookhaven National Laboratory

Education
e Ph.D. (Physics) Syracuse University, 1976
e« M.S. (Materials Science) Syracuse University, 1969
» B.A. (Natural Sciences) Cambridge University, 1967

Experience relevant to DNDO Portal Review

¢ Developed software and hardware for a double-scatter neutron spectrometer, which is
sensitive to the direction of fast neutrons. The method is based on proton recoil in two
sets of plastic scintillators, and can be scaled up to large areas for greater sensitivity.

¢ Built coded-aperture camera and developed software for imaging with thermal
neutrons, based on compressed *He position-sensitive wire chamber. Performed field
testing at INEL, SRNL, LLNL including active interrogation of fissionable materials
surrounded by moderating materials.

e Performed measurements of gamma-ray spectral signatures from all types of nuclear
weapons and SNM components in US enduring stockpile using high purity
germanium detectors,

¢ Member of DNDO Regional Reachback North-East team of spectroscopy analysts.
Responsible for analyzing spectra (mostly Nal) sent to DNDO Joint Analysis center
by state and local law enforcement with 30 minute response time.

» Member of Joint Coordinating Committee for the bilateral US-Russian Weapons
Safety and Security Agreement (WSSX). Initiated and managed contract with All-
Russian Institute of Automatics to construct a measurement system based on HPGe
and a very simple custom-built computer to provide confirmation of SNM
components by template matching without revealing sensitive information. The
Russian design was based on the Controlled Intrusiveness Verification Technology
(CIVET) system developed at BNL.,
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James R. Lemley, PhD

Current Job Title: Physical Scientist, Nuclear Technolegy Division, Defense
Threat Reduction Agency, Ft Belvoir, VA

Current Employer: DTRA via Interagency Personnel Agreement with Brookhaven
Naticnal Laboratory

Education:
» Oberlin College, B.A., 19563, Chemistry Major
e University of California, Berkeley, Ph.D., 1968, Physical Chemistry

e Los Alamos National Laboratory, Post Doctoral Appointment, 1969-1971,
Physics Division

Experience Relevant to the DNDO Portal Review:

International and Domestic Safeguards and Security

s Domestic Safeguards for Nuclear Weapons: developed and demonstrated
methodology for use of high-resolution solid-state gamma-ray detectors
to confirm uranium and plutonium components in nuclear weapons;
measured high-resolution spectra of nuclear weapons

e Developed domestic and international safeguards systems for advanced
and conventional isotope-separation processes for uranium, plutonium
and hydrogen (heavy water)

e Cooperative Threat Reduction Program: team member in programs to
eliminate weapon-usable materials and improve safeguards and security
for nuclear materials at Russian and former Soviet Union nuclear
facilities; visited many Russian nuclear facilities

e U.S. Mission to IREA, Vienna, Austria: Liaison Officer, U.S. Support
Program for IAEAR Safeguards

e Neutron cross-section measurements using underground nuclear explosion
as neutron source

e Developed crycgenic, polarized nuclear targets for study of
subthreshold fission resonances using nuclear-explosion and
accelerator-based neutron sources

Arms Control and Nonproliferation

s Developed methodology and technology {information barrier concept) for
use of sensitive measurements on nuclear weapons to achieve high-
confidence verification of arms-control agreements with acceptably low
risk for unintentional release of sensitive information

Assessment Methodology and Experience

e Radiological & Chemical Security: site~team leader, security surveys
for radiological materials, toxic chemicals in NY/NJ; study addressed
source material for radiation dispersal

® Counter Intelligence: developed methodology and analyzed basic and
applied BNL research programs for national security relevance

e Member of FAA Blue Ribbon Panel to evaluate airport security and
automated vulnerability assessment tools to be used by airport staff

o Safeguards and Security Oversight: served on safeguards/security site
survey teams for DOE Office of Security Evaluation, Office of
Safeguards and Security, and Defense Programs

Acquisition Certification and Training:
e Certification as Contract Officer’s Technical Representative
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Dr. Michael C. Wright is Leader of the Nuclear Material Detection and Characterization
Group at Qak Ridge National Laboratory, a group consisting of more than thirty
scientists, engineers, technicians, and students working in a wide range of topics in
radiation detection and measurement, with a particular focus on work with Special
Nuclear Materials. He has more than 25 years experience in radiation detection and
measurement, instrument system development, and systems integration. He was the
ORNL representative to the DHS S&T Passive Needs and Requirements Study group,
and was the Rad/Nuc subject matter expert on the DHS Regional Technology Integration
Initiative team that studied the Memphis urban area. He is currently a member the DHS
Regional Reachback team of spectrum analysts for the southeast region. He has led a
variety of projects to upgrade neutron scattering instrumentation at the High Flux Isotope
Reactor. He was project manager of the Materials Microcharacterization Collaboratory, ¢
5-year, $10M pilot project electronically linking researchers at ORNL, ANL, LBNL,
NIST, and the University of Illinois. Before joining ORNL, Wright worked for 10 years
at Atom Sciences, a small company striving to become a commercial supplier of products
and services of a novel method for ultrasensitive trace element analysis and detection.
Dr. Wright holds a Ph.D. in nuclear physics from Duke University.
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Peter Ziock, PhD

Current Job Title: Distinguished Member of the Research and Development

Staff,

Oak Ridge National Laboratory, Oak Ridge, TN

Current Employer: Oak Ridge National Laboratory

Education:

University of Virginia, B.A., 1978, Physics and Chemistry

Stanford University, M.S5., 1981, Physics

Stanford University, PhD, 1985, Physics

California Institute of Technology, Post Doctoral Researcher in
Physics, LIGO project, 1985.

Lawrence Livermore National Laboratory, Post Doctoral Researcher, V-
Division, Physics Directorate, 1985 to 1988

Experience Relevant to the DNDO Portal Review:
Over 20-years experience in developing and applying radiation detectors to
arms control and scientific applications.
Arms Control and Nonproliferation

Principal Investigator of the Roadside Tracker project that is
developing a rapid-deployment roadside portal monitor capable of
simultaneously monitoring several lanes of traffic. Radiation
signatures are uniquely linked to individual vehicles by combining
visible and gamma-radiaticn imaging.

Scientific leader of the Large-Area Imager Search Instrument that
allows one to increase the search range of vehicle-mounted radiation
detectors over 5-fold. This R&D 100 award-winning instrument overcomes
spatial variations in the background radiation field using imaging.
Developed the seminal theory on how systematic noise limits detection
sensitivity in searches for contraband radiocactive material and how
this can be overcome using coded-aperture~based radiation imaging. The
basic theory applies both to moving search instruments and in fixed
{portal) applications.

Originated the concept of pixel-by-pixel spectral evaluation to improve
Non-Destructive Analysis in diagnostics.

Principal Investigator of a project to develop a germanium-based,
gamma-ray imager for use in arms-control.

Principal Investigator of the Gamma-Ray Imaging Spectrometer, the
seminal gamma-ray imager developed for arms—control applications. The
instrument has been successfully demonstrated for treaty verification,
transparency, safeguards and emergency response {diagnostics)
applications.

International and Domestic Safeguards and Security

Co-Principal Investigator of a project to look at the use of radiation
imaging for safeguards of spent nuclear fuel dry storage casks.

LLNL Technical Representative {(contract monitor} on a Lab-to-Lab
project in the MPC&A program with C70 to develop a large~volume active
well coincidence counter.

Review and Community Participation

Assoclate Editor, IEEE Transactions on Nuclear Instruments
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Participant of the DTRA “Through Barrier Imaging Workshop” and
contributor to final report on findings on the use of passive radiation
imaging.

Member of an IAEA panel of technical experts to loock at safeguards
issues for spent nuclear fuel.

Reviewer for DHS SBIR proposals.

Reviewer of proposals for various DOE NA offices.
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Dennis Slaughter

Dennis received his PhD in Nuclear Chemistry from UC Berkeley in 1972. His thesis
was a study of fission product -delayed high energy y-ray emission. Simultaneous with
his thesis research he worked for V. Adm Hyman G. Rickover training engineering
officers for the nuclear navy. Following that he joined LLNL doing research in low
energy nuclear physics and its applications to magnetically confined and inertially
confined fusion experiments. He also maintained an active interest in nucleosynthesis
and nuclear reactions that are important in stellar evolution and led the LLNL low energy
nuclear physics program that established and exploited the nuclear weapons program
interest in new radioactive ion beam accelerators. During the course of these studies he
led the team that developed LLNL’s first high intensity short pulse laser facility
generating 100 mJ pulses of laser light in T~ 100 femtoseconds in order study stellar-like
plasmas at very high temperature and near-solid density. Along the way he discovered
that the most important characteristics of this laser were important in medical
applications due to the short pulse and in remote sensing in the atomosphere as a result of
its broad bandwidth. He published papers in laser medicine and global climate change
research. Subsequently he became interested in high power accelerator development
including the 10 kA 50 MeV electron accelerator at LLNL, ATA, and the 160 MW
proton beam in APT ( I=0.1 A average CW current at E=1.6 GeV energy) at LANL. He
was an associate project leader on this activity that peaked at 200 M$/y level. Later he
was became leader of the 100 MeV electron accelerator facility at LLNL and led the
program to develop a high intensity tunable monoenergetic y-ray source for basic physics
and homeland security applications.

The events of 9/11 changed all this and he, along with his low energy nuclear physics
group at LLNL dedicated themselves to homeland security issues. Their most important
contributions have been in the area of active neutron interrogation to detect SNM well
concealed in the most challenging cargo threats. They successfully developed a 7 MeV
neutron interrogation system utilizing the high-energy fission product y-radiation he
studied in his thesis. This approach has proven, in the laboratory, capable of detecting
small amounts of SNM (m~ 1 kg) buried in the most challenging cargos, i.e.
hydrocarbons at high density and thickness. He also co-led the DHS funded Active
Interrogation Study Group that evaluated 33 active interrogation technologies and
compared their relative performance quantitatively. Finally, he was asked to develop a
program to experimentally compare the SNM detection performance of active
interrogation systems and to recommend ground rules for system evaluations in realistic
field settings at the Nevada Test Site evaluation facility. All of these efforts are described
in approximately 100 papers published in refereed journals and/or laboratory reports.
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Alan Berman received his Ph.D. in Physics from Columbia University in
1952, From 1952 until 1967 he worked at, and served as director of,
Columbia University's Hudson Laboratories. He served as Director of
Research of the Naval Research Laboratory from 1967 until 1982. From
1982 until 1987 he was Dean of the Rosenstiel School Marine and
Atmospheric Sciences of the University of Miami. From 1987 until 1995 he
was a Fellow, of The Center for Naval Analyses (CNA) where he had
responsibility for the analysis of: the Navy’s R&D programs, National space
operation capabilities, information operations, and C4ISR programs. In 1995
he became a part time employee of both CNA and The Applied Research
Laboratory Pennsylvania State University.

He has served on numerous studies and panels of The Defense Science
Board, The Naval Research Advisory Committee, and The Naval Studies
Board of the National Academy of Sciences. Currently he serves as a
member of the oversight board of the Jefferson Laboratory of the
Department of Energy and he is a member of the standing science advisory
committee of the Joint IED Defeat Organization (JIJEDDO)
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Updated: 14 September 2007

Name George E Thompson

Clearance TS

Job Title Manager

Division Homeland Security Institute, Program Division

Experience overview Mr. Thompson has over 28 years experience in developing and applying
analysis methods to help U.S. Government client organizations manage resources efficiently and
effectively. These efforts have included requirements analysis, program evaluation, life-cycle
costing, and cost-effectiveness analysis. His experience covers a broad range of subject areas and
systems, including: facilities, testing, training, communication-electronics systems, airlift and
special air missions, personnel recovery, special operations, and chemical / biological weapons.

Employment History- Non-Military

Dates Employer Title
04/04 — Homeland Security Institute Deputy Director, Programs

— Responsible for developing and applying the Institute’s capabilities in such areas as
strategic planning, mission analysis, program assessment, cost and cost-effectiveness
analysis, and economic analysis. Made substantive analytical contributions to key
HSI projects in risk management (development of models and methodologies for risk-
informed homeland security planning and program development/assessment).

10/92 - 4/04 ANSER Principal OR Analyst

— Lead analyst for a study that considered how the capabilities of the V-22 could be used
to enhance U.S. Homeland Security. Developed and analyzed War-on-Terror scenarios
(including both overseas force projection and domestic response) and quantified V-22
impacts in the areas of responsiveness, effectiveness, risk, force protection, and support
requirements. Briefed findings to members of Congress, the media, and senior military
leadership.

~ Lead technical analyst supporting the Defense Advanced Research Projects Agency’s
(DARPA’s) Immune Building Program. Developed metrics and analysis approaches to
help determine optimal strategies for protecting building occupants from exposure to
chemical and/or biological warfare agents. Evaluated altemnative protection and
decontamination technologies for applicability to this program. Conducted independent
analysis of sensor requirements. Formulated top-level cost-effectiveness comparisons.

— Led a team that provided on-call technical support to the Director of DARPA’s Special
Projects Office in a variety of topic areas, including: deposition and re-aerosolization of
biological agents; advanced technologies for chemical / biological agent detection;
standards for exposure to time-varying concentrations of chemical agents; and analysis
of fatalities and incidents throughout the course of Operation Iraqi Freedom.

~  Analyzed Aerospace Command and Control & Intelligence, Surveillance and
Reconnaissance Center (AC2ISRC) functions and developed a draft plan for
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transitioning selected functions from AC2ISRC/A-2X (Bolling AFB, DC) to the parent
organization at Langley AFB, VA.

Provided technical direction for ANSER’s modeling and simulation support to an ACC-
led Analysis of Alternatives (AoA) for Combat Search and Rescue replacement aircraft
(HH-60 replacement).

Lead analyst for a Mission Area Analysis / Business Process Reengineering
{(MAA/BPR) conducted for the Defense Prisoner of War / Missing Persons Office
(DPMO). Developed analytical framework for analyzing current DOD capabilities in
personnel recovery and accounting / remains recovery, and identifying changes needed
to effect an integrated recovery architecture. Also performed program control and
management functions (monitoring of cost, schedule, status; coordination of staff
assignments).

Analyzed operational effectiveness of candidate replacements for the EC-130E
Commando Solo Psychological Operations (PSYOP) aircraft, as part of an Analysis of
Alternatives (AoA) conducted for the Air Force Special Operations Command
(AFSOC). Drafted report and briefing sections on operational effectiveness and cost-
effectiveness.

Developed and prototyped a software decision-support tool for HQ Air Combat
Command (ACC) programming and budgeting processes, based on ANSER’s generic
Resource-to-Objective Allocation Model (ROAM). Directed the development of a
customized interface.

Led an ANSER team working under contract to the UK Defence Evaluation and
Research Agency (DERA) to analyze the comparative effectiveness of the H-60 and V-
22 in conducting combat rescue. Updated an earlier computer model and enhanced it to
mclude the survivability of the rescue aircraft itself as a key factor influencing mission
effectiveness. Supervised preparation of input data, analyzed model runs, and drafted
final report and briefing.

Member of an ANSER team that conducted a study on Preventing the Entry of Nuclear,
Biological, and Chemical (NBC) Weapons and Materials into the United States.
Developed analysis plan and study framework; integrated contributions of several
authors and prepared the final report and bniefing. Bnefed results to Deputy Secretary of
Defense for Research and Engineering (DDR&E).

Led a Congressionally-directed study of AC-130 gunship requirements on behalf of
ASD/SO-LIC. Developed and conducted rapid-reaction wargames designed to elicit
expert input from planners and operators. Analyzed gunship capabilities, deployment
statistics, and force structure. Led a follow-on study to compare the cost-effectiveness
of adding gunships to the Air National Guard, vice active Air Force, fleet.

Member of a study team that analyzed he role of air power in conducting attack
operations against adversaries’ Nuclear, Biological, and Chemical weapons capabilities.
Helped develop study plan; developed data capture plan and built computer-based tools
for near-real time data reduction of textual and interval-level data.

Supported the development of methodologies to help the Air Force develop an Extended
Planning Annex based on Mission Area Plan inputs from multiple Major Commands.
Researched and drafted a planning aid designed to help the Air Force Surgeon General
(AF/SG) staff develop modemization strategies based on mission support planning
efforts. Developed concepts for evaluating AF/SG personnel training strategies, and
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tested those concepts using a prototype application derived from ANSER’s generic
Resource-to-Objective Allocation Model (ROAM).

— Led an Independent Research and Development (IR&D) project to revitalize ANSER’s
generic resource allocation modeling capability. Redesigned the logic for the Resource-
to-Objective Allocation Model (ROAM) allocation engine, and developed pseudo-code.
Designed an enhanced diagnostic capability and developed conventions for the
allowable use of operators vs rule levels. Provided overall guidance for the
programming and testing efforts.

- Member of a study team that analyzed cost and operational implications of countering
passive detection threats to special operations aircraft. Developed measures of merit and
operational worth (from both aircrew and ground team perspectives) associated with
aircraft detection avoidance. Devised interval estimation techniques to establish
quantitative relationships between aircraft detection, aircraft attrition, and fleet sortie
generation capability.

— Drafted Air Force recommendations designed to influence the development of joint-
Service doctrine for Information Operations (10).

—  Supported the Joint Staff, Strategy and Policy Division (J5-SP) in planning and
conducting a SECDEF-directed Counterproliferation (CP) Missions and Functions
Study. Contributed to development of study plan and essential elements of analysis,
participated in working group meetings, and documented findings. Integrated
contributions from multiple study authors and drafted portions of the CP Missions and
Functions Study Report, March 1995, which was approved by the CICS, accepted by
the SECDEF, and promulgated to the Services and Unified Commands.

~ Member of a four-person test team for a multi-user version of ANSER's COMPASS
software (forerunner of the Suspense Control and Tracking System (SCATS)). Tested
28 software modules. Identified, documented, and re-tested approximately 50
discrepancies. Recommended changes to COMPASS functionality and documentation,

~ Helped plan and conduct a Milestone I Cost and Operational Effectiveness Analysis
(COEA) for the Air Force Advanced Multi-Mission Vertical Lift Aircraft (MV-X) in the
Special Operations Airlift mission. This analysis also served as a Milestone Il COEA
for the CV-22 aircraft. Led the subset of the study team that analyzed operational
effectiveness.

10/89-10/92 ANSER Manager, Spec Warfare Div

~ Coordinated work plans and schedules, reviewed and approved contract deliverables and
tracked costs for projects totaling approximately $3.0 million per year.

— Evaluated performance, mentored, and trained approximately 30 employees in the
division.

~ Oversaw activities of 25-person ANSER field office in Tampa, FL. Coordinated with
other elements of ANSER staff regarding use of company resources.

- Developed analysis methodology, supporting models/simulations, and databases for the
U.S. Special Operations Command (USSOCOM) Joint Mission Analysis (JMA), a
comprehensive assessment of requirements and capabilities associated with U.S. Special
Operations Forces (SOF). Developed methodology for analyzing supporting
capabilities, including Logistics and C2.
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~  Applied operations research techniques (e.g., unconstrained non-linear optimization) to
SOF force structure analyses, and wrote computer programs to implement these
techniques. Designed and developed a spreadsheet-based tool for quick, aggregate
analysis of tradeoffs in special operations force structure, apportionment, availability,
component, and mission priority.

— Developed functional requirements for ANSER's Integrated Cost and Need (ICAN)
software, a flexible and efficient automated strategic planning tool, and led the software
development and maintenance efforts.

- Led the analysis effort to translate SOF resource allocation decisions into quantifiable
estimates of future operational capabilities.

10/84-10/89 ANSER Senior OR Analyst

~ Designed and developed spreadsheet applications to import selected data from the Air
Force’s financial management system (ABIDES) and analyze SOF aircraft programs
and budgets.

~  Supported a comprehensive restructuring of AF SOF aircraft programs by compiling
program cost data, augmenting these data through economic and life cycle cost analysis,
and documenting the results for use in the PPBS process. The products of this effort
were used, intact, as the basis for the implementing Program Budget Directive (PBD).

— Designed and programmed the Executive Level SOF [Aircraft Operations] Model
(ELSM) for analyzing infiltration/exfiltration capabilities. The model accounted for the
relationship between deployment size, availability, and mission effectiveness by using a
binomial representation of operational readiness.

~  Designed and programmed a computer model for analyzing combat rescue
effectiveness, based on an exponential representation of survival probabilities.

~  Applied knowledge of computer programming to maintain and upgrade a model of AF
airlift capabilities and costs, the Airlift Options Evaluation Model (AOEM). Led a
statistical analysis to validate model inputs using the on-line Maintenance and
Operational Data Access System (MODAS).

~ Supervised a team of analysts and programmers that adapted ANSER’s PC-based
Aerodynamic Aircraft Mission Performance System (AAMPS) model to handle the tilt-
rotor V-22 and applied this model to analyze V-22 performance in mission profiles other
than those contained in the system specification.

—  Member of a team that prepared, for AF/LE-RD, an "R&M 2000 Guidebook," which
presented procedures and processes for institutionalizing Force reliability and
maintainability improvements across the Air Force and throughout the aerospace
industry. Drafted text for a chapter on "R&M Preservation”.

~ Led a project team studying the feasibility of a concept for replacing two Air Force pilot
trainers with a single aircraft type.

~  Analyzed concepts for integrating the Air Force’s Precision Location Strike System
(PLSS) with the Global Positioning System (GPS), and conducted an independent
analysis of PLSS test results. Designed and implemented an algorithm to evaluate PLSS
coverage as a function of the numbers and locations of navigation beacons; results were
used to develop definition of IOC (Initial Operational Capability). Provided
management support to include tracking of PLSS funding, schedule and status;
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preparing responses to requests for information; writing background papers; and
updating program documentation.

10/83-12/83 George Mason University (concurrent) Instructor

~ Taught an undergraduate-level course designed to help students outside the mathematics
/ statistics departments understand how to intelligently apply computer statistical
packages (e.g., SAS, SPSS). Developed classroom lectures, homework sets, and tests;
provided one-on-one instruction.

01/79-10/84 ANSER OR Analyst

~  Analyzed capabilities of C-140 replacement aircraft candidates by representing travel
demands and unscheduled maintenance as Poisson arrival processes in a Markov Chain
model, and applying established results from queueing theory.

~  Supported the management of a complex modification program for installing secure,
jam-resistant communications across the tactical air force fleet. Compiled cost and
schedule data, and developed methods to assess the impact of budget and schedule
variations on the modification program.

~ Served on the Logistics and Engineering Panel for the Strategic Defense Architecture
2000 study, Phase I, which produced an extended annex to the North American Air
Defense Master Plan.

- Developed innovative analysis techniques (control-theory representation and adjoint
operator theory) for studying the interaction between mobility force capabilities and
operational effectiveness of combat forces.

- Analyzed requirements for development of Air Force unique Chemical Warfare Defense
Equipment (CWDE). Helped translate these requirements into specific direction for the
Air Force CWDE program by formalizing program review and task prioritization
procedures.

~ Conducted an operational and economic analysis of candidates to replace the T-37
primary trainer.

~ Provided technical inputs to Air Force program management documents for numerous
armament and avionics development programs.

— Identified, compiled, and examined interrelationships among issues concerning the
proposed C-X airlift, as raised during Congressional budget hearings. The resulting
compendium was used by Air Force staff to prepare testimony for subsequent budget
hearings.

~ Member of project team that analyzed costs and mission impacts associated with the
proposed relocation of the Electromagnetic Compatibility Analysis Center. Analysis
was provided to the Assistant Secretary of the Air Force for Manpower Reserve Affairs
and Installations and cited in the Air Force and OSD final action memoranda as primary
Justification for their decision.

— Analyzed instrumentation requirernents for support of missile testing at the Eastern Test
Range. Evaluated requirements for telemetry and engine upgrades to instrumentation
aircraft by developing notional specifications (size, weight, power, gain, steerability) for
an airborne tracking and telemetry system.
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—  Conducted economic analyses of proposals to renovate/construct Systems Management
Engineering Facilities at two Air Force bases.

01/77-12/78  Purdue University Teaching Assistant

-~ Assisted faculty of the Mathematics department in teaching undergraduate-level
calculus. Provided classroom instruction, tutoring, grading of homework assignments
and tests.

Summary: Mr. Thompson has served in many roles, including team member, lead analyst,
teacher/mentor, project/program manager, division manager, and director.

Military Service (list chronologically from most recent)
Years Branch Rank
None N/A N/A

Summary: N/A

Education
Degree University Year

MS Purdue University (concentration in Applied Mathematics) 1978
BS Bowling Green State University (major: Mathematics;
Minor: Physics, English) 1976

Skills
Languages:

Russian (familiarity)

Computer:
FORTRAN, PASCAL
Professional Associations
Name Title Year
Military Operations Research Society (MORS), Member 1983 - present

American Institute of Aeronautics and Astronautics, Member 1980 - 2004
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Honors/Awards

Name Date
ANSER, Joseph W. Platt Award, 2000 Dec, 2000
MORS, Richard H. Barchi Prize (Honorable Mention) Jun, 1999
ANSER Excellence Award (CBW Counterforce Study Team) Oct, 1998
ANSER Excellence Award (Modernization Planning Team) Oct, 1996
ANSER Excellence Award (Individual) Jul, 1996
ANSER Excellence Award (JCS J-5 Team) Apr, 1995

Selected Publications

CSAR Aircraft Effectiveness, Military Operations Research, Vol 4, No 4, 1999
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X Peperiment of Wemebind Seewviny

Washington, DC 20528

August 30, 2007

MEMORANDUM FOR: Secretary Cherioff

Deputy Secretary Jackson
P
O 0
FROM: Paul A. Schneider {Toer? . < “,é, PR
Under Secretary for Management
SUBJECT: Advanced Spectroscopic Portal (ASP)
Radiation Portal Monitor (RPM)

The Domestic Nuclear Detection Office (DNDO), Customs and Border Protection (CBP) and I met
to review the status of the ASP path to certification. Based on the status of the field validation
testing, CBP has recommended an additional two months of testing after a new software update
which will be installed next week. Accordingly, we plan to defer recommending Secretarial
Certification until the additional testing is complete. The Investment Review Board production
decision will also be deferred; and we will develop a revised schedule over the next few weeks.

cc:

Jay Ahem, Deputy Commissioner, CBP
Vayl Oxford, Director of DNDO

Allison Boyd, Counselor to the Secretary



274

EXHIBIT 18



275

Planned Advanced Spectroscopic Portal (ASP) Data Gathering at LANL
Introduction

The Department of Energy (DOE) is currently planning to deploy Advanced
Spectroscopic Portals (ASPs) as secondary inspection tools. As a result of a meeting
attended by DOE, the Domestic Nuclear Detection Office (DNDO), National Laboratory
experts, Congressional staff, and the General Accounting Office (GAO) on June 27th,
DOE and DNDO agreed on the need to conduct injection studies to more fully understand
the capabilities of the ASP as a primary detection tool. As a necessary prelude to
validating these studies, Los Alamos National Laboratory (LANL) will lead a multi~
laboratory team to record the spectra of well-characterized, unshielded special nuclear
materials (i.e. threat materials) resident at LANL under carefully controlied conditions
for all of the ASPs. An explanation of injection studies and a detailed description of the
planned data gathering at LANL are described below. Following this description, there is
a discussion of a performance evaluation that LANL will carry out at some point in the
future to optimize DOE Second Line of Defense (SLD) secondary deployments.

Injection Studies and Detailed Description of LANL Data Gathering

The ability to better differentiate threats from benign materials is needed in certain high
volume locations in order to reduce the impact to traffic at ports of entry by speeding up
the inspection process. However, this increased ability to differentiate threats must be
shown to not compromise threat detection effectiveness. A complete test of radiation
detection system performance would require threat objects to be inserted into the stream
of commerce ~ in practice this is not possible as nuclear materials cannot be used in ports
of entry and the stream of commerce cannot be brought to the secure testing facilities in
which nuclear threat objects can be used. It is therefore necessary to combine data taken
at a port of entry on the stream of commerce with data taken in a secure facility on threat
objects. Combining these data can be done by computer simulation using a method
known as *threat injection studies”. A detailed description of the approach and data
needed for threat injection studies is described below.

The ASP rapidly obtains one or more gamma energy spectra as the cargo passes through
the portal. These spectra are analyzed by the ASP using an advanced computer algorithm
that compares attributes of the spectra obtained for a given container to that observed in
the secure facility for candidate threat objects, NORM, and other materials. The best
match of the observed spectra to a combination of spectra from candidate threat objects
and NORM is used to determine whether to “alarm” (if a threat object is present, with
high certainty) or “not alarm” (if a threat object is absent, with high certainty) as the
container transits the portal.

Predicting ASP performance in realistic settings is extremely difficult, primarily because
of the wide range of cargo that may be encountered in commercial shipping, and the
correspondingly wide range of spectra encountered. Threat Injection Studies are
therefore needed to predict the performance of the ASP over a reasonably anticipated

9/18/2007 Page 1 of 3
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range of cargo and threats. Threat Injection involves computer manipulation of two
distinct types of measurements. The first type of measurement is to record spectra for
literally thousands of cargo containers in commercial traffic. DNDO has made such
measurements with multiple ASPs at the New York Container Terminal. The second
type of measurement is to record the spectra of threat objects under carefully controlled
laboratory conditions. Note that this involves measurement of special nuclear materials
that, for obvious reasons, cannot be performed in a port environment. It is this second
type of measurement that has been conducted by DNDO at NTS and will also be
conducted by NNSA at LANL.

With the two types of measurements described above, threat injection studies use a
computer program to “inject” threat signatures into the previously-recorded flow of
commerce. The “cargo plus injected threat” spectra are then subject to analysis by the
software used in the ASP, a process which the community refers to as “replay capability”
or simply ‘replay’. For replay, the threat object can be changed, re-sized, shielded, and
the simulated “occupancy” can be conducted at different speeds, with different
backgrounds representative of different installations, and so forth. Numerous
occupancies that encompass the entire range of cargo and threats can be simulated at low
cost and an accurate prediction of performance can be obtained. Finally, as part of
DNDO’s “spiral development” plan for ASP development, improved revisions of the
ASP software will be developed; these will be tested against the same data bases of cargo
and threats to verify improved performance, prior to actual field deployment.

The ASP data gathering at LANL, scheduled to take place in January - February 2008,
will use a variety of unclassified radioactive sources, including both Category III and
Category IV Special Nuclear Materials and candidate RDD isotopes. The sources will
include the “gold standard” Category III source that has been used to characterize
radiation portal monitors since the first RPM was developed at LANL in the 1970’s,

The position of the sources will be varied systematically in a detailed series of static
measurements to reproduce the paths associated with actual “drive-through”
measurements, i.e. different locations in a cargo container as the container passes through
the ASPs. The source position will be varied “up”, “down”, “left”, and “right”
perpendicular to the direction of travel, all for a variety of positions along the direction of
travel. By interpolating between these measurements and performing other computerized
radiation transport analyses, this data set will permit simulation of the spectrum of an
arbitrary threat object at an arbitrary position in a container filled with arbitrary cargo, as
it makes a passage at an arbitrary speed through the portal monitor.

Multiple ASPs from different manufacturers will be reviewed simultaneously, along with
the standard Second Line of Defense Radiation Portal Monitor (RPM) with which
millions of occupancies have been recorded by NNSA. At each threat object position the
spectrum and total count rate will be recorded simultaneously with all monitors under
review, for a time adequate to provide precise measurements (from 1 to 10 minutes,
depending on source position).

9/18/2007 Page 2 of 3
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The planned data gathering and measurements at LANL are a necessary part of the
process by which DNDO and NNSA will be able to predict, and improve, ASP
performance in primary inspection.

Additional Performance Evaluation by DOE

In addition to the data gathering described above, DOE will conduct its own performance
evaluation of the ASP at LANL (FY 2008) to determine how best to take advantage of
the ASP’s spectral resolution and increased sensitivity to support the planned deployment
of these monitors for secondary inspection, i.e. to maximize the performance of the
ASPs. This performance evaluation will employ SNM and other radioactive sources
“hidden” in shipping containers of NORM This performance evaluation will help to
further validate the threat injection studies and provide DOE with the data necessary to
establish appropriate installation parameters and ConOps (optimal vehicle speed or
distance intervals for stop/scan operation, effect of pillar separation, etc) in order to most
effectively utilize the ASPs as secondary inspection tools in SLD operational
environments. DOE will then appropriately integrate the ASP into the SLD international
deployments.

9/18/2007 Page 3 of 3
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Congress of the United States
BHouse of Representatives
Washington, BD.E, 20515

January 19, 2007

Mr. Vayl Oxford

Director

Domestic Nuclear Detection Office
U.S. Department of Homeland Security
245 Murray Lane, SW

Washington, D.C. 20528-0300

Dear Mr. Oxford:

The Committee on Energy and Commerce has had an ongoing investigation regarding the
efforts of the Department of Homeland Security (DHS) to target and inspect sea cargo containers
bound for the United States from foreign ports in order to prevent possible smuggling of weapons
of mass destruction. This effort has included numerous hearings by the Subcommittee on
Oversight and Investigations, field visits to both domestic and foreign ports, and numerous
discussions with key officials from DHS, the Department of Energy (DOE), the Defense Threat
Reduction Agency, and a number of DOE national laboratories. We are writing to obtain from
you information regarding the efforts of the Domestic Nuclear Detection Office (DNDO) to test
and deploy nuclear detection technologies.

Since the attacks of September 11, 2001, efforts have been undertaken worldwide to
secure the Nation from the threat of nuclear or radiological attack. These multifaceted efforts
involve a number of key agencies and programs. On April 15, 2005, President Bush established
DNDO under the Department of Homeland Security. DNDO shares responsibility for testing,
selecting, and deploying nuclear detection technologies, working in conjunction with the
Departments of Energy, State, and Defense, agencies that have been implementing their own
programs to combat nuclear smuggling. As part of the mission at DNDQ, the agency sponsors
research and testing of an array of capabilities for both current generation {deployed) as well as
future generation radiation portal technology. Much of this testing was conducted at the Nevada
Test Site over the past 18 months.

On October 17, 2006, the Government Accountability Office (GAO) issued a report
entitled “Combating Nuclear Smuggling: DHS’s Cost-Benefit Analysis to Support the Purchase
of New Radiation Detection Portal Monitors Was Not Based on Available Performance Data and
Did Not Fully Evaluate All the Monitors® Costs and Benefits.” In summary, GAO’s report found
that DNDO’s cost-benefit analysis did not provide a sound analytical basis for DNDOQ’s decision
to purchase and deploy new radiation portal technology. Moreover, the report noted that DNDO
did not use the results of its own performance tests, conducted at the Nevada Test Site, in its
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Mr. Vayl Oxford
Page 2

costs-benefit analysis and instead relied on assumptions of the new portals expected performance.
capability. Finally, GAO found that DNDO did not perform certain tests that were key to
selecting portals that could mitigate against an array of potential dangerous radiological or
nuclear materials. Given that Comumittee staff has had numerous discussions with key DHS staff’
regarding the scope of testing at the Nevada Test site, it is somewhat surprising that certain key
tests were ultimately not pursued.

As this Committee continues to examine the issues relating to securing and detecting
nuclear materials throughout the world, and given the ongoing legislative activities related to this
matter, we ask that you respond to the attached list of questions by no later than close of business
on Friday, February 16, 2007. Furthermore, we are forwarding this letter to the GAO
Comptrolier General as a formal request to continue its audit of both the testing, deployment, and
the selection of equipment by DNDO for this effort. We intend to separately discuss with GAO
additional language to define both the scope and direction of this futare work, and we ask that
your staff work with the staff from GAO as they conduct this review.

If you have any additional questions, please have your staff contact Christopher Knauer of
the Majority staff (202/225-2927) or Dwight Cates of the Minority staff (202/225-3641) of the
t n Energy and Commerce.

JOHN D. DINGELL i OEBARTON ™~ TN
CHAIRMAN RANKING MEMBER

COMMITTEE ON ENERGY AND COMMERCE : COMMITTEE ON ENERGY AND COMMERCE

B STUPAK

CHAIRMAN .

SUBCOMMITTEE ON OVERSIGHT SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS AND INVESTI_(EATIONS
Attachment

ce: The Honorable David M. Walker
Comptroller General
U.S. Government Accountability Office
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Attachment to letter of January 19, 2007

Questions for Mr. Vayl Oxford, Director.Domestic Nuclear Detection Office
U.S. Department of Homeland Security
from Reps. Dingell. Barton, Stupak, and Whitfield

It is our understanding that additional tests involving portal technology are scheduled
to occur at the Nevada Test Site. If so, please indicate what types of equipment will be

tested and what these additional tests are designed to accomplish with respect to
selection and purchasing of nuclear portal technology. W\‘\ o \

(AN ] \w ‘
A primary reason for the Nevada Test site tests was to determine the validity of AV \L(dﬁk
“Energy Windowing,” that could be apply to certain technology. Please indicate why

the previous tests at the Nevada Test Site did not formally assess this technology and 6‘)\ ~
whether any new testing is designed to do so.

§ 0\
oo . . . \’)} el
Please indicate whether DNDO has definitive data which can determine whether N
o e ‘ . s g 55 1 b
existing “plastic scintillators (PVTs)” are more or less capable of detecting W
radiological or nuclear materials than the proposed “advanced spectroscopic portal 3(
monitors (ASPs).” If DNDO does have such data, please-include this data in your
response.

The audit by the Government Accountability Office (GAO) revealed that although
DINDO tested the performance of PV Ts, along with the ASPs, it did not use the results
of these tests in its cost-benefit analysis used to select the new generation of portals.
Please explain why DNDO did not use the results of these tests in its selection process
for choosing new technology.

It is our understanding that ASPs will be placed in “secondary” inspection locations at
certain U.8. seaports including ports designated under the Department of Energy’s
“Megaports Initiative.” If so, please provide the full methodology both DHS and DOE
will use to not only gather data, but also assess the capability of such equipment while
deployed in such settings. Please indicate how certain ports will be selected to receive
any new ASP technology for testing.
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U.S. Depattment of Homeland Security
‘Washington, DC 20528

4#e” Homeland
0 Security

February 15, 2007

The Honorable Bart Stupak

Chairman

Subcommittee on Oversight and Investigations
Committee on Energy and Commerce

U.S. House of Representatives

Washington, D.C. 20515

Dear Representative Stupak:

Thank you for January 19, 2007 letter from the Committee on Energy and Commerce to the Domestic
Nuclear Detection Office (DNDO).

The Committee asked five questions of DNDO. The questions and responses follow.

Q1: Itis our understanding that additionat tests involving portal technology are scheduled to
occur at the Nevada Test Site. If so, please indicate what types of equipment will be tested and
what these additional tests are designed to accomplish with respect to the selection and purchasing
of nuclear portal technology.

Al. The Committee is correct in its understanding. The DNDO plans to conduct a test campaign at the
Nevada Test Site during the Winter of 2007. This test campaign is an integral part of the ongoing
program to characterize the performance of the Advanced Spectroscopic Portal (ASP) systems. The FY
2007 Department of Homeland Security Appropriation® states: “that none of the funds appropriated
under this heading shall be obligated for full scale procurement of Advanced Spectroscopic Portal
Monitors until the Secretary of Homeland Security has certified through a report to the Committees on
Appropriations of the Senate and the House of Representatives that a significant increase in operational
effectiveness will be achieved.” This certification is referred to in the context of DHS Management
Directive 1400 as a Key Decision Point Three (KDP-3) decision.

DNDO intends to request KDP-3 approval based upon completed and documented test results from test
campaigns to be conducted at the Nevada Test Site (NTS), the New York Container Terminal (NYCT)
and contractor facilities (system qualification testing), as well as interim results from deployment
integration testing to be conducted at the Pacific Northwest National Laboratory (PNNL) Integration

! House Report 109-699, Making Appropriations for The Department Of Homeland Security for the Fiscal Year Ending
September 30, 2007, and For Other Purposes, September 28, 2006
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Laboratory (frequently referred to as the 331G facility), and field validation efforts in which ASP units
ate installed in “secondary screening” at eight operational Ports of Entry (POE) in tandem with existing
approved interdiction systems.

The NTS Test Campaign will characterize the performance of the following systems:
1. Raytheon ASP Portal (employing Sodium ledide gamma detection technology)
2. Thermo Fisher ASP Portal (employing Sodium Iodide gamma detection

technology)

Canberra ASP Portal (employing Germanium gamma detection technology)

SAIC Polyvnyl Toluene (PVT) Portal (set at DOE Highly Enriched Uranium

(HEU) Guidance — Energy Windowing Enabled)

SAIC PVT Portal (set at Operational Thresholds — Energy Windowing Enabled)

Ludlum PVT Portal (set at Operational Thresholds — Energy Ratio Enabled)

TSA PVT Portal used by DOE Megaports (Thresholds set by DOE Megapotts)

SAIC GR-135 Radioisotope Identifier Device (RIID)

W

B RS

An operationally effective interdiction system must have the capability to detect and identify Special
Nuclear Materials (SNM), Radiological Dispersal Device (RDD) materials, and Naturally Occurring
Radioactive Materials (NORM) that is routinely found in the stream of commerce. Therefore,
combinations of the above listed pieces of equipment will be characterized in terms of their probability
to detect and probability to identify the following:
A. Category 1% quantitics of SNM
a. HEU
b. Weapons Grade Plutonium
c. Neptunium
B. RDD materials
a. Cesium-137
C. Simulated threat-like objects
D. Naturally Occunring Radioactive Materials
E. Masking Materials

Q2: A primary reason for the Nevada Test Site tests was to determine the validity of “Energy
Windowing,” that could be applied to certain technology. Please indicate why the previous tests at
the Nevada Test Site did not formally assess this technology and whether any new testing is
designed to do so.

A2. The primary purpose of the “Winter 2005 ASP Test Campaign™ at NTS was to characterize the
relative performance of 10 “early development ASP systems.” The results of the characterization test
were used in the context of a best-value competitive source selection te choose three vendors to develop

2 Quantities set by security and safeguard limitations
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units suitable for a future comparative test. This subsequent round of testing was planned to measure the
relative peiformance of ASP and PVT portals and to inform the decision to proceed with full rate
production. The test plan from the “Winter 2005 ASP Test Campaign™ (Advanced Spectroscopic Portal
(ASP) Monitors Test #3 Plan) states: The Draft American National Standard Performance Critetia for
Spectroscopy-Based Portal Monitors used for Homeland Security, ANSI 42.38-WD-F1, details the base
performance requirements for radionuclide identifying portal monitors, based on monitors used in
support of DHS efforts. Additional details concerning sensitivity, design requirements, testing
requirements, and documentation are in the ASP Performance Specification dated January 3, 2005. The
specific objectives for Test #3 are:
¢ Examine the ability of the monitors to detect radioactive materials.
o Assess the portal monitors” ability to discriminate amongst different classes of
radioactive materials.
* Evaluate monitor performance against the draft ANSI standard: N42.38-WD-F1.
s Challenge the monitors beyond ANSI performance specifications.
*  Assess the ability of the monitor assembly to communicate alarm and
identification information to the user and check the human interface — how
non -vendor personnel operate the assemblies based on manufacturer’s training
and documentation.
» Capture reliability, availahility and maintainability data.

Although PVT systems were operated during the test for data collection, they were not set-up in a
manner consistent with CBP operations, and validating energy windowing algorithms was not a stated
purpose of the tests. :

The test campaign scheduled to begin during the Winter of 2007 at NTS will compare the performance
of the PVT portal detection systems to the next generation ASP portals to provide the techmical basis for
the Secretarial certification of ASP required by the

FY 2007 Appropriations Act. As stated in the response to question 1, the SAIC and Ludlum portals at
NTS have energy windowing algorithms enabled. The upcoming tests will characterize the performance
of energy windowing enabled PVT portals.

Q3. Please indicate whether DNDO has definitive data which can determine whether existing
“plastic scintillators (PVTs)” are more or less capable of detecting radiological or nuclear
materials than the proposed “advanced spectroscopic portal monitors (ASPs).” If DNDO does
have such data, please include this data in your response.

A3. DNDO does not yet have a definitive data set that allows a determination whether PVT is more or
less capable than ASP. As stated above, the primary purpose of the upcoming test series at the NTS is to
provide a data set suitable for such a comparison and will include both PVT models currently deployed
with energy windowing enabled. The test series will not just evaluate detection capability of PVT and
ASP, but also the identification ability of ASP and hand-held RIID and therefore the impact on current
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PVT-oriented site operational processes. This comparison of operational effectiveness of the next
generation ASP systems to the current generation PVT systems (with energy windowing enabled) will
form the technical basis for the required Secretarial certification. As required by the FY 2007 DHS
Appropriations Law, the certification will be reported by the Secretary to Congress.

Q4. The audit by the Government Accountability Office (GAO) revealed that although DNDO
tested the performance of PVTs, along with ASPs, it did not use the results of these tests in its cost-
benefit analysis used to select the next generation of portals. Please explain why DNDO did not
use the results of these tests in its selection process for choosing new techuology.

Ad. As stated in response to Question 2, the focus of the earlier NTS tests was not on characterizing the
performance of the PVT systems. The PVT systems were not set up in accordance with procedures and
settings reflective of operationally deployed systems used by CBP. Rather, the PVT data collected at the
Winter 20035 test series were used in the development of advanced algorithms for PVT-based systems.
Thus, the measured performance from these tests is not indicative of the currently deployed systems and
not suitable for use in the cost-benefit analysis.

For the purpose of the cost-benefit analysis (CBA), DNDO derived the probability to detect HEU with
existing PVT systems at existing operational thresholds at high volume POE’s from the receiver-
operator characteristic (ROC) curve shown in Figwre 1. A ROC curve compares the nuisance and false
alarm probability (N/FAP) to the probability of detection (Ppetecr). This ROC curve was developed using
a representative stream of commerce population database of approximately 2,100 cargo vehicles
collected at the Champlain POE. This Champlain dataset has been extensively evaluated by CBP and
multiple national laboratories, and was available for use in unclassified settings. At the time the CBA
was conducted, this data set was considered the best understood and most relevant data for the intended

purposes.
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Figure 1. ROC for various activities of unshielded *'Co point sources for the PVT/Energy Ratio in a
representative stream of commerce.’
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DNDO understood the limitations of this dataset. The Champlain data was based on a two window
energy windowing algorithm used by the PVT systems deployed on the northern border. These data do
not take into account the eight window algorithm available on the newest models currently being
deployed. Therefore, DNDOQ always planned on validating its assumptions through a defensible
characterization effort once the ASP systems were mature enough for a definitive characterization. The
upcoming test campaigns at NTS and NYCT will provide a comprehensive dataset with an extensive
stream of commerce (800 to 1200 vehicles per day per portal at NYCT). The results from these test
events shall be used to update the cost-benefit analysis and revisit the preferred alternative.

? DOE HEU Guidanee is 5 pCi 57Co.
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Q5. Itis our understanding that ASPs will be placed in “secondary” inspection locations at
certain U.S. seapotts, including ports designated under the Department of Energy’s “Megaports
Initiative.” If so, please provide the full methodology both DHS and DOE will use to not only
gather data, but also assess the capability of such equipment while deployed in such settings.
Please indicate how certain ports will be selected to receive new ASP technology for testing.

AS5. The Committee is correct in its understanding. As indicated in the response to question 1, the
KDP-3 will be based on a series of integrated test campaigns. In addition to NTS and NYCT, there will
be field validation of eight low rate initial production (LRIP) ASP units in secondaty inspection
environments. These units will be deployed for secondary inspection to eight POEs where existing
operational secondary PVT systems already provide interdiction capability. The ASP LRIP field
validation systems will be set up in a series with the existing operational PVT systems such that all
conveyances sent for secondary radiation inspection will pass through hoth systems. This will allow
ASP testing at operational venues while limiting impacts to commerce. This arrangement will also
allow direct comparisons of ASP performance in secondary to the combined performance of PVT and
handheld RIIDs for secondary inspection in operational streams of commerce. The criteria for choosing
the sites were as follows:
s Choose sites with a differing commerce to expose the ASP systems to as wide a
1ange of commerce as possible.
e Choose sites with large volumes of cargo to expose ASP systems to as many and
different conveyances as possible.
e Choose sites with footprints that can accommodate multiple systems in secondary.
- Choose sites with a range of operational conditions to verify they meet the
operational needs of the end user.

The plan is to deploy at two POEs each at northern and southern land borders and two seaports each on
the east and west coasts. The list of sites to be included in the field validation effort is:
¢ Land Borders
o Fort Street, Detroit, Michigan
o Blue Water Bridge, Port Huron, Michigan
o Colombia, Laredo, Texas
o World Trade Bridge, Laredo, Texas
e Seaports
o Pier J South, Long Beach, California
o Pier A, Long Beach, California
o A.P.Moeller, Port of New York & New Jersey
o Port Newark Container Terminal, Port of New York and New Jersey
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The DOE Megaports Initiative is purchasing 12 production ASP portals in FY 2007 and will be
deploying them in FY 2007 through FY 2009 at foreign seaports to enhance secondary inspection
capabilities. DOE has provided technical input to the NTS Test Plan and will observe some of the
testing. DOE will evaluate the DNDO performance testing and field validation in conjunction with
additional venue specific operational and interoperability testing to validate the ASP interface with the
megaports communication system. DOE expects these additional tests to support its deployments in
varying operational environments at the broad range of foreign seaports in which it works.

DOE anticipates deploying its first ASPs at the following ports:
Southampton, United Kingdom

Laem Chabang, Thailand

Algeciras, Spain

Antwerp, Belgium

‘We hope this information meets the Committee’s requirements. I look forward to a continued dialogue
regarding the efforts by DNDO to protect our Nation against potential nuclear threats in sea cargo
containers bound to the United States from foreign ports.

If you have any additional questions, please contact the Office of Legislative and Intergovernmental
Affairs at (202) 447-5890.

Sincerely,

iy

%/
Domestic Nudlear Detection Office

Direc
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Secretury

.S, Depurtment of Homeland Security
Washington, DC 20528

Homeland
Security

July 20, 2007

The Honorable Bart Stupak

Chairman

Subcommittee on Oversight and Investigations
Committee on Energy and Commerce

11.S. House of Representatives

Washington, D.C. 20515

Dear Chairman Stupak:

As you know, the Department of Homeland Security (DHS) Domestic Nuclear Detection
Office (DNDQ) is developing a new type of radiation portal monitor (RPM) known as
Advanced Spectroscopic Portal (ASP) to significantly harden our defenses against
nuclear smuggling. This acquisition is a vital priority for the Department.

We plan to use the analysis of the results of tests conducted earlier this year and the
results of field tests of Low Rate Initial Production ASP systems in realistic operational
settings at domestic ports of entry of these new systems, as a prerequisite to my
certification of system performance, as required by the Congress. DNDO will also use
the test results to seek approval of the DHS Investment Review Board (IRB) prior to
proceeding to full-scale production and deployment of ASP systems at ports of entry.

Given the national importance of this effort I think it is important to have an independent
review of the test procedures, test results, associated technology assessments and the
cost-benefit analyses to support a final decision by DHS 1o deploy this new technology.
We have already received extensive technical support for this effort from the Federal
government and the private sector.

Therefore, 1 have directed the Under Secretary for Management, my Acquisition
Executive, to assemble a highly experienced team of technical and programmatic
expertise to conduct such an analysis. I will make the results of this review available to
you.

An identical letter has been sent to Representative Ed Whitfield of the Subcommitiee on
Oversight and Investigations, Committee on Energy and Commerce. In addition, letters
have been sent to Chairman Thompson, Representative King, Chairman Byrd, Senator
Cochran, Chairman Price, Representative Rogers, Chairman Lieberman, Senator Collins,
Chairman Akaka, Senator Voinovich, Chairman Langevin, Representative McCaul,
Chairman Miller, and Representative Sensenbrenner. If you necd further information or

www.dhs.gov
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assistance on this matter please contact Debbie Frye in the Office of Legislative Affairs at
(202) 447-5451.

Sincerely,
Ayt

Michael Chertoff
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U.S. Department of Hemcland Secority
‘Washington, DC 20528

ERR

s@% Homeland
@} Security

N

—

y

August 3, 2007

Dr. George P. Nanos

Defense Threat Reduction Agency
8725 John J. Kingman Rd. Stop 6201
Fort Belvoir, VA 22060-6201

Dear Dr. Nanos:

Enclosed are the terms of reference for the independent review of the Department of Homeland
Security (DHS) Domestic Nuclear Detection Office (DNDO) Advanced Spectroscopic Portal (ASP).

Your independent review will be valuable input to the Department’s decision — making process. We
sincerely appreciate the Defense Threat Reduction Agency’s support of this important effort.

Sincerely,

A er Sitoerie

Paul A. Schneider
Under Secretary for Management

Enclosure

ce: Vayl Oxford, Director of DNDO
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Terms of Reference .
Advanced Spectroscopic Portal (ASP) Independent Review

1. Background

The Radiation Portal Monitor (RPM) Project was established in January 2002 to
design, acquire, deploy, maintain and operate RPM Systems at the U.S. Customs
and Border Protection (CBP) ports of entry (POEs).

The Domestic Nuclear Detection Office (DNDO) in coordination with CBP is
deploying systems at:

International Mail and Express Consignment Courier Facilities (ECCF)
Seaport Terminals

International Airports

Land Crossings

Rail Crossings

00000

The program goal is to screen 100 percent of the cargo and privately owned
vehicles entering the U.S. while minimizing the impact to legitimate commerce.

These advanced systems are not only meant to provide enhanced detection
capabilities, but also to improve the efficiency of the scanning process

The ASP program is designed to automatically distinguish between naturally
occurring radioactive material and dangerous nuclear material that actually poses
a threat.

The ASP is needed to improve the radiation detection performance of the first
generation RPMs.

2. Status

First generation Polyvinyl Toluene (PVT) systems started to be deployed in
March 2003. The need for the second generation, Advanced Spectroscopic Portal
became apparent due to the large burden on the port secondary screening process
and perceived inadequacies in the systems. This led to a development effort that
proceeded through engineering development, Low Rate Initial Production
(LRIP), field testing and initial deployment of two vendor’s ASPs.

The FY07 Homeland Security appropriation states that:

o “None of the funds appropriated under this heading shall be obligated for
full scale procurement of Advanced Spectroscopic Portal Monitors until
the Secretary of Homeland Security has certified through a report to the
Committees on Appropriations of the Senate and the House of
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Representatives that a significant increase in operational effectiveness
will be achieved.”

= This certification is referred to in the context of DHS Management Directive
1400 as a Key Decision Point Three (KDP-3) decision, which is a decisjon to
proceed into full rate production.

3. Purpose and Scope of the Review

= The purpose of the review is to provide the Secretary of Homeland Security an
independent assessment of the demonstrated performance of the ASP as one
additional input to the decision making process that will ultimately lead to the
required congressional certification and procure production decision.

= The Independent Team shall review the following:

o ASP Performance Specifications.

o Defined Critical Operational Issues (COIs), Technical Objectives and
Measures of Effectiveness.

o ASP contractor testing; Nevada test site production testing, operational
testing at New York Container Terminal, deployment readiness testing at
Pacific Northwest National Laboratory, and field validation testing at
Ports of entry.

o The developed Cost Benefit Analysis (CBA) which will evatuate the
probability of success to detect and identify radiation and nuclear threats
and an assessment of the performance of the ASP compared to the
performance of the first generation systems.

»  Make an assessment of the testing approach, from contractor testing through
operational testing, processes employed, specifications, test procedures, and
analysis methods.

= Evaluate the probability of success to detect and identify radiation and nuclear
threats and assess the performance of the ASP compared to the performance of
the first generation systems.
= Prepare a report of findings and recommendations,
4. DHS Interfaces
= The Under Secretary for Management is the sponsor of this study and will provide
overall and direction for the effort. He will provide supplemental subject matter

expertise as requested by the Team Leader.

»  Domestic Nuclear Detection Office and Customs and Border Protection liaison is
Julian Hill, the lead systems engineer, (0) 202-254-7440, (c) 202-746-0396.
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4. End Product
= A written report and a briefing to DHS leadership
3. Schedule

»  Report is to be submitted by September 17, 2007,
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ONE HUNDRED TENTH CONGRESS

H.S. Bouge of Wepresentaties

Cammittee on Energy and Conumerce
WWashington, DL 20515-6115

JOHN D. DINGELL, MICHIGAN
CHAIRMAN

August 10, 2007

The Honorable Paul A. Schneider
Under Secretary for Management

U.S. Department of Homeland Security
‘Washington, D.C. 20528

Dcar Under Secretary Schneider:

JOE BARTON, TEXAS

FRED UPTON, MICHIGAN
CLIFF STEARNS, FLORIDA

A
EDWHITFIELD, KENTUC

BABBARA CUBIN, WYOMING

JOHN SHIMKUS, LLUINOIS

HEATHER WILSON, NEW MEXICO

JOHN 8, SHADEGG, ARZONA

CTHARLES W, “CHIP” PICKERING, MISSISSIPPI
VIO NEW YORK.

5 NDIANA
GEDRGE RADANOVICH, CALIFORNIA
JOSEPH R, FITTS, PENNSYLVANIA
MARY BONO, CAUFORNIA

GREG WALDEN, OREGON

YAIKE FERGUSON, NEW JERSEY
KE ROGERS, MICHIGA

MICHAEL C. BURGESS, TEXAS
MARSHA BLACKBURN, TENNESSEE

The Committee on Energy and Commerce has had a multi-year investigation of the
Department of Homeland Security’s (DHS) ability prevent the smuggling of nuclear materals or

weapons of mass destruction into the United States, This effort has included numerous hearings by
the Subcommittee on Oversight and Investigations, field visits to both domestic and foreign ports,
and numerous discussions with key officials from DHS, the Department of Energy (DOE), the
Defense Threat Reduction Agency (DTRA), and 2 number of DOE National Labs.

As part of DHS’s efforts to combat the threat of radiological or nuclear attack, its Domestic
Nuclear Detection Office (DNDO) contracted for development of the next generation of radiation
portal monitors. Earlier this year, DNDO conducted tests that compared the effectiveness of the
existing Polyvinyl Toluene (PVT) radiation portal monitors with Advanced Spectroscopic Portals
(ASPs). Such tests were critical since it is claimed by some experts that ASPs are better than PVTs
in speeding the flow of cargo through ports by distinguishing between materials containing naturally
occurring radioactive material, such as kitty litter, from dangerous materials such as highly enriched
uranium.

On January 19, 2007, we requested a Government Accountability Office (GAQ) evaluation
of DNDO tests to determine whether ASPs are as effective as PVTs for detecting radioactive
materials that may be hidden in commerce. This follow-on review was prompted by GAQ’s
October 17, 2006, report, “Combating Nuclear Smuggling: DHS’s Cost-Benefit Analysis to Support
the Purchase of New Radiation Detection Portal Monitors Was Not Based on Available
Performance Data and Did Not Fully Evaluate All of the Monitors’ Costs and Benefits,” which
found that DNDO’s cost-benefit analysis to purchase and deploy ASPs was not based on a sound
analytical basis, and that DNDQ’s conclusions were based more on aspirational goals than actual
performance.



300

The Honorable Paul A. Schneider
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We were therefore surprised to leamn that just as GAO’s current review was nearing
completion, DHS announced that it is obtaining a separate and apparenily redundant review by
DTRA of these tests. On August 2, 2007, DHS issued a “terms of reference” memorandum for this
review, which states:

“The purpose of this review is to provide the Secretary of Homeland Security an
independent assessment of the demonstrated performance of the ASP as one
additional input to the decision making process that will ultimately lead to the
required congressional certification and procure production decision.”

It is important to note that due to Congress’s continued concerns about DHS’s management
of this critical program, before any funds can be obligated by DNDO for the full-scale development
of ASPs, the fiscal year 2007 Homeland Security Appropriations Act (P.L. 109-295) requires
DNDO to submit a certification that “a significant increase in operational effectiveness will be
achieved.” In that regard, the “terms of reference” memorandum requires DTRA to deliver its
assessment on September 17, 2007, which is three days prior to the date that DHS has indicated that
it will be transmitting a certification to the House and Senate Committees on Appropriations.

By its own terms, the outcome of this new DTRA review would appear to be steered towards
a certification to Congress and a subsequent procurement estimated at up to $1.2 billion. DHS’s
review does not appear to be an audit, or a peer review. The time allowed for it appears to be
woefully inadequate to assess such complicated testing. In addition, although this review is
advertised as “independent,” this conclusion may be premature. The review team has not been
selected, and their potential conflicts of interest have not been assessed or disclosed. Moreover, the
“terms of reference” memorandum states “The Under Secretary will provide supplemental subject
matter expertise as requested by the Team Leader.™! If the DHS Under Secretary is providing some
of the subject matter expertise, how can independence be fully assured?

In light of this action by DHS in creating the DTRA review panel, the Committee on Energy
and Commerce feels obligated to conduct a full and complete review of the methods, protocols, and
validity of DTRA’s review including requesting GAO to immediately embark upon another analysis
of DNDO’s actions in this matter. We strongly encourage DNDOQ staff and the DTRA review team
to provide GAO with full transparency and cooperation,

At an August 2, 2007, meeting with the Committee on Energy and Commerce staff, you
stated that you had recommended an “independent review” after you received a leaked draft of a
letter from the House and Senate Homeland Security Committees that asked for DNDO to withhold
submitting its certification to Congress until GAO had competed its evaluation. At that meeting,
you refused to tell our staff how you obtained that draft letter and refused to deny it was purloined.

! The Team Leader will be DTRA’s Deputy Director for Research, George P. Nanos.
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At that meeting, you also asserted that in your “professional judgment,” GAO lacks the
qualifications to carry out an evaluation. When questioned, you provided no specifics to justify why
you feel GAO is unqualified to carry out this review. This is troubling,

GAO expects to provide its draft product to DHS for comment within approximately two
weeks. This last minute effort to seek a separate agency-sponsored review appears to be an effort by
DHS to insulate itself from GAQ’s potentially critical findings regarding the adequacy of ASP
testing. On its face, it would appear such efforts are nothing other than an attemnpt to lessen the
impact of potentially bad news from the GAO report by doing an “end run” with a hastily planned
and initiated “independent review” by DTRA, another Federal agency, which apparently has strong
professional and financial links to DNDO and DHS.

Unlike the new DTRA/DHS review, GAO has not pre-judged the outcome of its assessment
before it started, In addition, due to its lack of organizational or individual conflicts of interest, we
feel that GAO, a trusted advisor to Congress for nearly a century, will be able to give an
independent, unbiased, and objective opinion, removed from personal or financial ties to DHS.

In addition, we must note that the Committee was disappointed that you chose to
prematurely end the August 2, 2007, meeting with our staff after a mere 20 minutes, despite the
numerous questions that were left unanswered about the DHS-commissioned review. Your abrupt
departure necessitates this current request for additional information, as well as written responses to
the following questions within a week of receipt of this letter.

Accordingly, under Rules X and X1 of the Rules of the House of Representatives, the
Committee on Energy and Commerce and its Subcommittee on Oversight and Investigations request
the following documents:

1)  Please provide a copy of the protocols being used by DTRA to conduct this review.

2) Does DHS intend to conduct further testing of ASP performance with various threat
and masking materials prior to certification? Does it intend to conduct further testing
after the certification?

3) Isit DNDO?’s recommendation that ASPs be used in primary screening or as a
secondary screening device?

4)  Please provide a list of the DTRA review team members, their organizational
affiliations, their qualifications, and copies of their completed conflict of interest
{COI) and financial disclosure forms. What are the specific criteria to be used in
assessing COI? Who is developing these criteria? Please provide their names and
titles. Who is conducting the COI reviews?

5) How is the DTRA review team’s work being funded? Is this funded by DTRA, or will
DHS be reimbursing DTRA? Please provide the interagency agreement between
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DTRA and DHS that covers the costs of this review. What is the estimated cost of this
review?

6)  The “terms of reference” memorandum indicates that two vendors’ ASPs have been
deployed so far. Please identify which vendor’s ASPs have been deployed. Which
vendor’s ASPs have not been deployed?

7)  The “terms of reference” memorandum indicates there is a “Developed Cost Benefit
Analysis,” which evaluates the probability of successfully detecting and identifying
radiation and nuclear threats, and a comparison between ASP and PVT detection
systems. Please provide a copy of the Cost Benefit Analysis.

8)  Please provide a copy of all records between DNDO and DTRA regarding the review
of ASPs as of the date of this letter.

9)  Please provide copies of all drafts of the “terms of reference” memorandum.

10) Please provide the basis for concluding that GAO is not qualified to review the
performance of ASPs or DNDO’s tests. Please provide all internal communications
regarding DNDO or DHS’s concems about the GAO review.

11) Please provide the name of the individual who provided DHS with a copy of the draft
letter prepared by the Homeland Security Committee and the date you received it.

12) In explaining your credentials, you indicated that you had worked as a defense and
aerospace consultant, This included work on the Coast Guard’s Deepwater program.
Please provide a copy of your consulting agreement, all reports and deliverables
related to your contract with the Coast Guard/DHS, and records of any and all
payments received by you pursuant to that contract.

If you have any questions, please contact us, or have your staff contact John F. Sopko, Chief
Counsel for Oversight and Investigations, at (202) 226-2424.,

Sincerely,
; John D. Dingell ; ' Bart Stupak ;
Chairman Chairman

Subcommittee on Oversight and Investigations
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" CCL

The Honorable Joe Barton, Ranking Member
Committee on Energy and Commerce

The Honorable Ed Whitfield, Ranking Member
Subcommiittee on Oversight and Investigations

Vayl Oxford, Director
Domestic Nuclear Detection Office

George P. Nanos, Associate Director, Research and Development Enterprise
Defense Threat Reduction Agency

The Honorable Bennie G. Thompson, Chairman
Committee on Homeland Security

The Honorable Peter T. King, Ranking Member
Committee on Homeland Security

The Honorable David E. Price, Chairman
Subcommittee on Homeland Security
Committee on Appropriations

The Honorable Harold Rogers, Ranking Member
Subcommittee on Homeland Security
Committee on Appropriations

The Honorable Joseph 1. Lieberman, Chairman
Senate Committee on Homeland Security and Governmental Affairs

The Honorable Susan Collins, Ranking Member
Senate Committee on Homeland Security and Governmental Affairs
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Congress of the Tnited Stateg
TBouge of Repregentatives
Washington, B.L, 20515

January 19, 2007

Mr. Vayl Oxford

Director

Domestic Nuclear Detection Office
U.S. Department of Homeland Security
245 Murray Lane, SW

Washington, D.C. 20528-0300

Dear Mr, Oxford:

The Committee on Energy and Commerce has had an ongoing investigation regarding the
efforts of the Department of Homeland Security (DHS) to target and inspect sea cargo containers
bound for the United States from foreign ports in order to prevent possible smuggling of weapons
of mass destruction. This effort has included numerous hearings by the Subcommittee on
Oversight and Investigations, field visits to both domestic and foreign ports, and numerous
discussions with key officials from DHS, the Department of Energy (DOE), the Defense Threat
Reduction Agency, and a number of DOE national laboratories. We are writing to obtain from
you information regarding the efforts of the Domestic Nuclear Detection Office (DNDO) to test
and deploy nuclear detection technologies.

Since the attacks of September 11, 2001, efforts have been undertaken worldwide to
secure the Nation from the threat of nuclear or radiological attack. These multifaceted efforts
involve a number of key agencies and programs. On April 15, 2005, President Bush established
DNDO under the Department of Homeland Security. DNDO shares responsibility for testing,
selecting, and deploying nuclear detection technologies, working in conjunction with the
Departments of Energy, State, and Defense, agencies that have been implementing their own
programs to combat nuclear smuggling. As part of the mission at DNDOQ, the agency sponsors
research and testing of an array of capabilities for both current generation (deployed) as well as
future generation radiation portal technology. Much of this testing was conducted at the Nevada
Test Site over the past 18 months.

On October 17, 2006, the Government Accountability Office (GAO) issued a report
entitled “Combating Nuclear Smuggling: DHS’s Cost-Benefit Analysis to Support the Purchase
of New Radiation Detection Portal Monitors Was Not Based on Available Performance Data and
Did Not Fully Evaluate All the Monitors® Costs and Benefits,” In summary, GAO’s report found
that DNDO’s cost-benefit analysis did not provide a sound analytical basis for DNDO’s decision
to purchase and deploy new radiation portal technology. Moreover, the report noted that DNDO
did not use the results of its own performance tests, conducted at the Nevada Test Site, in its
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Mr. Vayl Oxford
Page 2

costs-benefit analysis and instead relied on assumptions of the new portals expected performance
capability. Finally, GAO found that DNDO did not perform certain tests that were key to
selecting portals that could mitigate against an array of potential dangerous radiological or
nuclear materials. Given that Committee staff has had numerous discussions with key DHS staff
regarding the scope of testing at the Nevada Test site, it is somewhat surprising that certain key
tests were ultimately not pursued.

As this Committee continues to examine the issues relating to securing and detecting
nuclear materials throughout the world, and given the ongoing legislative activities related to this
matter, we ask that you respond to the attached list of questions by no later than close of business
on Friday, February 16, 2007. Furthermore, we are forwarding this letter to the GAO
Comptroller General as a formal request to continue its audit of both the testing, deployment, and
the selection of equipment by DNDO for this effort. We intend to separately discuss with GAO
additional language to define both the scope and direction of this future work, and we ask that
your staff work with the staff from GAO as they conduct this review.

If you have any additional questions, please have your staff contact Christopher Knauer of
the Ma_)ontysta.ff (202/225-2927) or Dwight Cates of the Minority staff (202/225-3641) of the
n Energy and Commerce.

Y N &g&&\_,
JOHN D. DINGELL E BARTON

CHAIRMAN RANKING MEMBER
COMMITTEE ON ENERGY AND COMMERCE " COMMITTEE ON ENERGY AND COMMERCE :

B STUFPAK LD

CHAIRMAN . RANKING MEMBER
SUBCOMMITTEE ON OVERSIGHT SUBCOMMITTEE ON OVERSIGHT
AND INVESTIGATIONS AND INVESTIGATIONS
Attachment

cc: The Honorable David M, Walker
Comptroller General
U.S. Government Accountability Office
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Attachment to letter of January 19, 2007

Qnuestions for Mr. Vayl Oxford. Director.Domestic Nuclear Detection Office
U.S. Department of Homeland Security '
from Reps. Dingell, Barton, Stupak, and Whitfield

It is our understanding that additional tests involving portal technology are scheduled
to occur at the Nevada Test Site. If so, please indicate what types of equipment will be
tested and what these additional tests are designed to accomplish with respect to the
selection and purchasing of nuclear portal technology.

A primary reason for the Nevada Test site tests was to determine the validity of
“Bnergy Windowing,” that could be apply to certain technology. Please indicate why
the previous tests at the Nevada Test Site did not formally assess this technology and
whether any new testing is designed to do so.

Please indicate whether DNDO has definitive data which can determine whether
existing “plastic scintillators (PVTs)" are more or less capable of detecting
radiological or nuclear materials than the proposed “advanced spectroscopic portal
monitors (ASPs).” If DNDO does have such data, please include this data in your
response.

The audit by the Government Accountability Office (GAOQ) revealed that although
DNDO tested the performance of PVTs, along with the ASPs, it did not use the results
of these tests in its cost-benefit analysis used to select the new generation of portals.
Please explain why DNDO did not use the results of these tests in its selection process
for choosing new technology.

It is our understanding that ASPs will be placed in “secondary” inspection locations at
certain U.S. seaports including ports designated under the Department of Energy’s
“Megaports Initiative.” If so, please provide the full methodology both DHS and DOE
will use to not only gather data, but also assess the capability of such equipment while
deployed in such settings. Please indicate how certain ports will be selected to receive
any new ASP technology for testing,
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August 20, 2007

The Honorable John D. Dingelt
Committee on Energy and Commerce
U.S. House of Representatives
Washington, DC 20515

Dear Chairman Dingell:

This responds to your letter of August 10, 2007 concerning the Department of Homeland
Security (DHS) Domestic Nuclear Detection Office (DNDO) development of a new type
of radiation portal monitor (RPM) known as Advanced Spectroscopic Portal (ASP) that
has the potential to significantly harden our defenses against nuclear smuggling.

The ASP program has been the subject of a number of hearings, briefings, field visits,
and requests for information, and over the last year at least two Government
Accountability Office (GAO) reviews -~ with the second GAO review nearing
completion, The Department appreciates the need for rigorous review to ensure this
critical program satisfies the goal of preventing the smuggling of nuclear materials
through our borders. To this end, the Department has responded to requests for
information. The Department is itself collecting information to assist the Secretary in
determining whether he should certify that there will be a significant increase in
operational effectiveness with the procurement of ASP systems — a certification required
by Congress. Part of that effort includes using the analysis of the results of tests
conducted earlier this year and the results of field tests of Low Rate Initial Production
ASP systems in realistic operational settings at domestic ports of entry of these new
systems. DNDO will also use the test results to seek approval of the DHS Investment
Review Board (IRB), of which I am the Vice Chair, prior to proceeding to full-scale
production of ASP systems at ports of entry.

In addition, given the critical national importance of this effort, I thought it was important
to have an independent review of the test procedures and test results to support the DHS
decision-making process. I therefore recommended to the Secretary that we conduct an
independent review. He agreed with my recommendation and directed me to assemble an
appropriate team of technical and programmatic expertise to conduct such an analysis.

Based on your August 10 letter and the August 2 meeting with your staff, there appears to
be several areas of misunderstanding related to this effort that I hope to clarify below.

wwwidhs gov
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The DHS review is for the purpose of providing the Secretary with sufficient
information to make the required certification and is not intended to be a substitute
for the GAO review.

The Secretary must collect information to inform his certification decision on this
program. I made a recommendation to the Secretary to conduct an independent review,
based on past experience where reviews such as this have assisted the decision-maker in
making an informed decision. In my opinion, this independent review will provide
valuable assistance to the Secretary and to me as the Department Acquisition Executive
and Vice Chair of the DHS Investment Review Board as DHS considers the best way
forward. The Department of Defense typically uses such review efforts to facilitate
decision-making on major programs.

Your letter implies that DHS’ effort to conduct an independent review of the ASP
program is intended to undermine the pending GAO review. DHS’ review of this system
is not intended to substitute for GAO’s review, nor is it a redundant effort. GAO is an
agent of the Congress that appropriately provides information to Congress in support of
its oversight function. GAO’s efforts do not preclude DHS from conducting its own
independent review to support DHS’ decision-making process. It is entirely appropriate
for DHS to leverage the resources of the executive branch to gather information to make
an informed decision on a critical program. DHS may enlist whoever it deems
appropriate for consultation in exercising its responsibilities for program execution.

DHS does not question GAQ’s ability to conduct any review.

The GAO has expertise in government program review and has access to relevant
information within the Federal Government, and can amass the required expertise to
review a program of interest. In the case of ASP, we understand that NIST is providing
technical support for this program review. My recommendation for an independent
review was based in part on the need for the Department to have the benefit of
specialized technical expertise and a party other than Congress’ oversight agent to
provide input to support the Department’s as we make decisions about this critical
program.

The review is not a DTRA review.

Your letter regularly refers to our effort as a “DTRA review.” This is not a DTRA-
sponsored review. My intent was to leverage some DTRA resources by requesting an
individual from DTRA to assemble an appropriate team of technical experts to perform
this task. This assignment was to the individual personally, not to DTRA. We fully
expected that the majority of members would be from outside of DTRA.

The DHS review effort will be an honest effort to make an independent assessment
of this program.
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Your August 10 letter implies that because of the participants and timing of the review it
will be biased and the outcome of the assessment has been pre-determined. You stated
“[ulnlike the new DTRA/DHS review, GAO has not pre-judged the outcome of its
assessment....” This statement pre-judges our review efforts. As the Department’s
Acquisition Executive and the Vice Chair of the Investment Review Board, I regularly
must assess the validity of various departmental programs. I do not pre-judge the
viability of a program until I know the facts. Similarly, I expect the participants in this
review (who will be appropriately vetted for conflicts of interest) to conduct a rigorous
review based on their technical expertise.

A detail response to your 12 questions is attached.

A copy of this letter is being sent to the ranking member of the Committee on Energy and
Commerce, ranking member of the Subcommittee on Oversight and Investigations, the
Chairman and ranking member of the Committee on Homeland Security, the Chairman
and ranking member of the Subcommittee on Homeland Security Committee on
Appropriations, Chairman and ranking member of the Senate Committee on Homeland
Security and Governmental Affairs and the Director of the Domestic Nuclear Detection
Office at the Department of Homeland Security.

Thank you for your continued support of the Department of Homeland Security and

DNDO’s programs. IfIcan be of more assistance on this or other matters, please contact

me or Mr. Jeffrey Readinger in the Office of Legislative Affairs at 202-447-5890.
Sincerely,

(2 0 n Sheic

Paul A. Schneider
Under Secretary for Management

Enclosures
1

cc: The Honorable Bart Stupak
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DHS RESPONSES TO ASP QUESTIONS AND REQUESTS

Please provide a copy of the protocols being used by DTRA to conduct this
review, :

Answer: The protocols are being developed and will be provided when available.

Does DHS intend to conduct further testing of ASP performance with various
threat and masking material prior to certification?

Answer: No. DNDO has already conducted extensive testing at NTS and NYCT,
as well as at manufacturer’s facilities. Deployment integration testing and field
validation is being conducted by CBP at operational ports of entry (POEs). The
results of all these test campaigns will be documented in test analysis reports
either already provided to the GAO or that will be provided once the reports are
complete. The results from these test campaigns will provide a sufficient technical
and operational basis for the Secretary to make the determination to certify that
ASP systems provide a significant improvement in operational effectiveness over
the presently deployed systems.

Does DNDQ intend to conduct further testing after certification?

Answer: Yes. Further testing will be conducted as necessary to support spiral
development, enhanced algorithms, new ASP variants, and deployment to new
venues.

Is it DNDO’s recommendation that ASPs be used in primary screening oras a
secondary screening device?

Answer: The DHS Appropriations Act for FY 2007 requires the Secretary to
certify that ASP represents a significant increase in operational effectiveness.
After that assessment is made, it is up to DNDO to work with the customer to
determine deployment options. For DHS, that means that CBP will decide on
deployment, and whether ASP is deployed into secondary or primary or both.
The current plan is to introduce ASP into secondary and, with experience, decide
if and when to deploy. into primary.
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. Please provide a list of the DTRA review team members, their organizational
affiliations, their qualifications, and copies of their completed conflict of interest

(COD and financial disclosure forms. What are the specific criteria to be used in
assessing COI? Who is developing these criteria? Please provide their names and
titles. Who is conducting the COI reviews?

Answer: As mentioned earlier, this is not a DTRA sponsored review and the team
is not yet assembled. Irequested that Dr. Nanos from DTRA assist in assembling
an appropriate team of technical experts to perform this task. This assignment
was to him personally, not to DTRA. We fully expected that the majority of the
members would be from outside of DTRA. When the team is assembled, it will
be appropriately vetted to ensure there are no inappropriate conflicts of interest.

. How is the DTRA review team’s work being funded? Is this funded by DTRA, or

will DHS be reimbursing DTRA? Please provide the interagency agreement
between DTRA and DHS that covers the cost of this review. What is the

estimated cost of this review?

Answer: The effort will be funded by DHS. The estimated cost of this review is
being developed. An interagency agreement will be negotiated to effect this
action. A copy of the cost estimate will be provided when issued.

. The “terms of reference” memorandum indicates that two vendors’ ASPs have

been deploved so far. Please identi whiph vendor’s ASPs have been deploved,
Which vendor’s ASPS have not been deployed?

Answer: Raytheon Inc. and Thermo-Fisher Scientific Inc. ASP portal units have
been deployed at 8 operational ports of entry for purposes of field validation.
Canberra ASP portals have not yet been deployed.

. The “terms of reference” memorandum indicates there is a “Developed Cost

Benefit Analysis,” which evaluates the probability of successfully detecting and
identifying radiation and nuclear threats, and a comparison between ASP and
PVT detection systems. Please provide a copy of the Cost Benefit Analysis.

Answer: The Cost Benefit Analysis (CBA) to be used for Secretarial Certification
has not been completed. It is anticipated that this CBA will be completed
sufficiently in advance to provide to the Secretary prior to certification.

. Please provide a copy of all records between DNDO and DTRA regarding the
review of ASPs as the date of this letter.

Answer: DNDO has no such records.
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Please provide copies of all drafis of the “terms of reference” memorandum.

Answer: We have provided the final “terms of reference” memorandum. The
only differences between the drafts and the final “terms of reference” document
were the date of completion and the name of the DNDO liaison official.

Please provide the basis for concluding that GAO is not qualified to review the
performance of ASPs or DNDQ’s tests. Please provide all internal

communications regarding DNDO or DHS’ concerns about the GAO review.

Answer: The question presupposes that DHS made a determination that GAO is
not qualified to conduct this review. DHS has not made such a determination.

Please providevthe name of the individual who provided DHS with a copy of the

draft letter prepared by the Homeland Security Committee and the date you
received it.

Answer: The draft letter was provided to the DHS congressional staff. Thisisa
common practice given the close coordination that exists between DHS and the

principal DHS oversight committees. I reviewed a copy of this letter in late July
2007.

In explaining your credentials, you indicated that you had worked as a defense
and aerospace consultant. This included work on the Coast Guard’s Deepwater

program. Please provide a copy of your consulting agreement, all reports and
deliverables related to your contract with the Coast Guard/DHS. and records of

any and all payments received by vou pursuant to that contract.

Answer: The work I performed for the Coast Guard was performed under a
contract that I had with Interactive Technologies Group, Inc. (ITG). ITG was
under contract with Defense Acquisition University (DAU). Iwasa
subcontractor to ITG. Iam providing a copy of my Master Services Agreement
with ITG per your request. The work I performed for DAU included the Rescue
21 program and the Deepwater program. The hours were subsequently increased
in their automated invoicing system to cover my effort on the Deepwater
Program. The deliverables under my contract were draft documents that were
subsequently finalized and submitted to the- Coast Guard. DAU owns these
documents. Consequently, I recommend that you obtain these documents. I am
happy to provide validation of my credentials as I previously did through the
confirmation process, but the relevance of my payment records to this inquiry is
unclear. I respectfully decline to provide this information at this time.
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Paut Schneider MSA
Defense Acquisition University
Consulting and Training Services

Master Services Agreement

This Master Services Agreement, hereinafter referred to as the "Agreement”, is made effective as of
April 10, 2006 by and between the Prime Contractor, Interactive Technologies Group, Inc., hereinafter
referred to as “ITG”, of 331 West 3" Street, Suite 140, Davenport, lowa 52801 and Paul Schneider.
hereinafter referred to as “Subcontractor”, of 106 Placid Court, Amold, Maryland 21012,

ITG is engaged in the business of management engineering, interactive technologies, training, and
consulting. The Subcontractor will primarily provide technical services to support ITG efforts at a
Defense Acquisition University, hereinafter referred to as "Client", location.

A. ITG desires to have the services of the Subcontractor.
B. Subcontractor is willing to provide services to ITG.

Now, therefore, in consideration of the mutual promises, covenants, and agreements contained. herein,
the parties agree as follows:

1. SERVICES PROVIDED BY THE SUBCONTRACTOR. Subcontractor shall provide services
on an “as needed basis”. Subcontractor accepts and agrees to provide such services, subject to this
agreement, at a level approved by ITG and ITG’s management/supervisory personnel. Exhibit A
provides a brief description of Services.

2. BEST EFFORTS OF SUBCONTRACTOR. Subcontractor agrees to perform faithfully,
industriously, and to the best of Subcontractor’s ability, experience, and talents, all the services
described on the attached Exhibits A, which is made part of this Agreement by reference.

3. FEES AND PAYMENT TERMS. Fees are performance based. For acceptable services
provided by Subcontractor under this Agreement, ITG will pay Subcontractor the amount listed
per hour worked on the project/task as defined in Exhibit A and requested by Client and ITG. This
amount shall be paid no later than ten (10) business days after ITG receives payment from Client.
The fees outlined in Exhibit A represent the entire compensation for services under this contract.
No other fees, compensations, or reimbursements outside of Exhibit A will be considered. As
schedule is finalized with task delivery component, Exhibit A is subject to amendment.
Subcontractor agrees to record hours per project/task from Exhibit A into ITG’s accounting
management system weekly.

4. REIMBURSEMENT OF EXPENSES. ITG will reimburse Subcontractor for reasonable
business expenses, in accordance with ITG policies. Expenses other than those listed in ITG
policies, specified in exhibit A, or approved in advance will not be reimbursed.

5. RELATIONSHIP OF THE PARTIES. Subcontractor is an independent subcontractor and is
neither an employee nor agent of ITG. Nothing contained in this Agreement will be construed as
creating an employment relationship between the parties hereto, nor will either party have the
right, power, or authority to create any obligation or duty, express or implied. on behalf of the
other. Neither party will be responsible for the other’s business obligations, including but not
limited to. insurance and employment related taxes.

TG lnitialsb‘/}%-\’ Page 1 of 4 é _Subcontractor Initials
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Paul Schneider MSA
Defense Acquisition University

8.

10.

Ow e

Consuiting and Training Services

PROPRIETARY RIGHTS. The work product provided hereunder shall be deemed to be “work
made for hire™ and Subcontractor agrees that all rights, title. and interests of Subcontractor in and
to the work product shall be and are assigned to ITG as its sole and exclusive property, to the
extent allowed by the Govermment. Subcontractor shall provide ITG with all information,
suggestions, and recommendations regarding ITG’s business, of which Subcontractor has
knowledge, which will be of benefit to ITG. Any copyrightable works, ideas, discoveries.
inventions, patents, products, or other work product developed in whole or in part by
Subcontractor in connection with the services shall be the exclusive property of ITG. to the extent
allowed by the Government. Upon request. Subcontractor shall sign all documents necessary to
confirm or protect the exclusive ownership of ITG to the Work Product.

CONFIDENTIAL INFORMATION. In the course of performance of this agreement either
party (the “recipient™) may leam Confidential Information of the other party (the “owner™).
Recipient agrees to disclose such information to its employees only on a need to know basis and
agrees not to directly or indirectly. divulge, disclose, or communicate in any manner any
information to any third party without the prior written consent of ITG. “Confidential
Information” means information, including hard copy or electric form, written or oral, which a
reasonable person would consider to be confidential in nature. All Confidential Information will
be considered trade secrets and will be entitled to all protections under the law for trade secrets. In
no event shall Recipient use the Owner’s Confidential Information to reverse engineer or otherwise
develop products or services functionally equivalent to the products or services of the Owner. The
parties’ obligations under this section will survive the termination of this agreement. A violation
by Subcontractor of this paragraph shall be a material violation of this Agreement and will justify
legal and/or equitable relief. Subcontractor shall:
A. Sign a non-disclosure statement provided by Client. If Client does not supply, ITG will
provide one that will remain on file with the Client and in personnel records maintained by
ITG.

TERM/TERMINATION. This Agreement may be terminated by ITG:

. The Subcontractor may terminate this Agreement upon five (5) business days written notice.

. If, for any reason our Client cancels the contract.

. Upon five (5) business days written notice if in its sole discretion ITG determines that
Subcontractor has acted dishonestly or carelessly, cormmitted an act of misconduct or acted in
any way that adversely affects ITG"s reputation.

D. If Subcontractor is in material breach of any of its obligations under this Agreement and fails to

remedy such breach within five (5) business days of receipt of a written notice by ITG which
specifies the material breach.

E. If the services provided by the Subcontractor fail to meet a level minimum to industry standards.

ENTIRE AGREEMENT. This Agreement contains the entire agreement of the parties and there
are no other promises or conditions in any other agreement whether oral or written. This
Agreement supersedes any prior written or oral agreements between the parties. Amendments to
this Agreement must be made in writing and signed by both parties to be binding on either party.

NON-COMPETE. ITG and Subcontractor agree that marketing and sales efforts could offer
additional revenue generating opportunities not anticipated in this agreement. Subconiractor shall
not, either directly or indirectly. solicit or contract with any former or current client of 1TG. for
services that are the same or similar to services offered by ITG. for the duration of this Agreement

P Iire T Page2of4 o /é
v
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Paul Schneider MSA
Defense Acquisition University
Perfm-mance Leammﬂ Modet (PLM) Course Suppon

11.

12.

13,

14.

15.

and for the ( 1) year period foilomnu the termination thereof This is not intended to restrict
subcontractor from providing services to other customers, subject to provisions of this clause.

ABANDONMENT. If Subcontractor abandons this agreement or fails to complete the services as
described in Exhibit A without written consent from ITG, it will be considered a breach of contract
and ITG may seek any and all legal remedies available.

AMENDMENT. This Agreement may be modified or amended, if the amendment is made in
writing and is signed by both parties.

SEVERABILITY. If any provisions of this Agreement shall be held to be invalid or
unenforceable for any reason, the remaining provisions shall continue to be valid and enforceable.
If a court finds that any provision of this Agreement is invalid or unenforceable, but that by
limiting such provision it would become valid or enforceable, then such provision shall be deemed
to be written, construed, and enforced as so limited.

WAIVER OF CONTRACTUAL RIGHT. The failure of either party to enforce any provision of
this Agreement shall not be construed as a waiver or limitation of that party's right to subsequently
enforce and compel strict compliance with every provision of this Agreement.

APPLICABLE LAW. The laws of the State of Iowa shall govem this Agreement and the
resolution of any dispute or claim arising from this Agreement shall be determined solely within
the Courts of the Sate of lowa.

Prime Contractor: Subcontractor:
Interactive Technologies Group, Inc.

By: ; 47;&-4_‘{ < -Z/) ot © By: (Q %

Date: 5//-20//[ ¢ Date: C{/l 'L/lo-o c

Mark E. Newsome Paul Schneider

President & CEO Senior Domain Expert

331 West 3" Street, Suite 140 106 Placid Court

Davenport, lowa 52801 Arnold, Maryland 21012

563.391.0230 301-858-7223 ’ -
mnewsome(@itgco.com paul_a_schneider@msn.com

/?

&
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Pani Schneider MSA
Defense Acquisition University
Consuiting and Training Services

Exhibit A - Deliverables, Payables and Schedule

Defense Acquisition University
Consulting and Training Services

ITG Title: Senior Domain Expert

Deliverables Quantity Unit Price | NTE Amount
Consulting and Training Services
Travel
Total

Subcontractor will:
Provide consulting and training services to include acquisition program assessments, recommendations
and corrective action plans. Specific tasks that may be required include:
*  Develop study plans, schedules and estimates of resource requirements
= Review and assess acquisition documentation
=  Arrange and conduct interviews with government and industry officials involved in the
management of acquisition programs and related activities
Attend reviews and meetings
Provide informal reports of progress, such as in execution of studies
Draft and present assessments, recommendations and corrective action plans
Coordinate activities that may be performed by others involved in studies
Advise government acquisition officials on the development of acquisition strategies, contracts
and other acquisition documentation and plans .

Period of Performance: Immediate through 30 Sept 06

POC: David Fitch/Janet Vincent
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BLK Drepariaent of Bamrchind Sacmviss
Washington, DC 20528
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¢ Security

September 14, 2007

The Honorable John D. Dingell
Committee on Energy and Commerce
U.S. House of Representatives
Washington, DC 20515

Dear Mr. Chairman:

This letter is a follow up to my response to your letter of August 10, 2007 conceming the
Department of Homeland Security (DHS) Domestic Nuclear Detection Office (DNDO) development
of a new type of radiation portal monitor (RPM) known as Advanced Spectroscopic Portal (ASP) to
significantly harden our defenses against nuclear smuggling.

My eatlier response provided answers to several questions you raised; however, there were some
which I was not able to address at that time. Enclosed please find the answers to the majority of the
outstanding questions and additional ones raised by your staff. The remaining answers will be
forwarded by separate correspondence.

Upon reviewing the status of the ASP program in conjunction with my 40-years of experience in this
field, I determined that this program would benefit from an independent review to analyze the
technical data, I made this recommendation to the Secretary and he concurred. My approach was to
select a team leader and request that he assemble a team of qualified people to conduct a review of
limited scope focusing on the testing part of the program.

1 originally selected the Associate Director of the Threat Reduction Agency to lead the team.
However, he later was not available to lead the team. It is important to note that this review was not
intended to be a DTRA study, but rather an effort to leverage DTRA resources/experts in assembling
a team of technical experts.

After I leaned in early August that the original team leader would not be able to lead this effort, I
began my search for a suitable replacement. I identified Mr. John Higbee, who is currently the Dean
of Defense Acquisition University School of Program Managers, as a suitable replacement. This
week, I learned that Mr. Higbee may become involved in other DHS matters. Given the significant
external scrutiny that the review has received, I decided to proceed with the utmost caution and have
removed Mr. Higbee as team leader. The independence of this team is of utmost importance to its
effectiveness. I am taking this precautionary measure to avoid potential disruption of the team at a
later date. M. George Thompson, Deputy Director, Programs for the Homeland Security Institute
will take over leadership of the team.
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Thank you for your continued support of the Department and the DNDO programs. If] can be of
maore assistance on this or other matters, please contact me or Mr. Jeffrey Readinger in the Office of
Legislative Affairs at (202) 447-58%0.

Sincerely,

:4“/4. Qp—zﬁ«

Paul A. Schneider
Under Secretary for Management-

Enclosure
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DHS FOLLOW UP RESPONSES TO ASP QUESTIONS AND REQUESTS

In vour letter, you state that DHS understands that NIST is assisting GAO in their
review. However, the Committee has been told by GAO that NIST is not
involved in the GAQ review and the committee would like to know if this

changes your perspective on if GAQ is qualified to conduct this review.

Answer: The use of NIST has no bearing on this matter. GAO and DHS have
access to any and all technical resources in the country to conduct reviews,
perform assessments, etc.

The Committee notes that in the letter vou state that the independent review is not
a DTRA review, but in the response contained in the enclosure to question
number 5 states that we are working on an interagency agreement with DTRA to
conduct the review. The committee wants to know:

a. Who the interagency agreement is with,

b. When it will be completed,

¢. Does DHS have an estimated cost agreement for the independent review,

and
d. Reguested a copy of the interagency agreement.

Answer: We are bringing together experts from different sources in order to
facilitate a broad review and add to the diversity of opinions. DHS has issued a
task order under DHS” existing contract with the Homeland Security Institute.
DHS is also putting into place an interagency agreement (IAA) with DTRA.
Copies of the order and IAA will be provided separately.

The Committee has requested a list of the independent review team members, and
if it is still just a partial team to please provide what DHS has.

Answer: the current team members are listed below:

Mr. George Thompson
Dr. Peter E. Vanier
Dr. James Lemley

Dr. Michael C. Wright
Dr. Claus-Peter Ziock
Dr. Dennis Slaughter
Dr. Alan Berman

Their biographies are attached.

The Committee has asked if the review protocols are now available, if not when
will thev be and thev be available. and have repeated there requested to have a

copy of them.
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Answer: Review protocols are not available yet.

The Committee has requested a copy or the “Blind Test Results” and wants to
know if they have been or when will the “blind test” results be given to GAO.

Answer: DNDO is presently conducting a quality control check of the data from
the Blind Test and will provide results as soon as they are finalized.

The Committee has asked for clarification with regard to the enclosure response

for question number 3; they would like to know “how’ and “what” DHS is
certifving a significant increase in operational effectiveness to. Is it to the

primary or the secondary screening?

Answer: Congress imposed this certification requirement in the Fiscal Year 2007
DHS Appropriations Act. Secretarial certification of ASP means that the
Secretary has determined that ASP technology will provide a significant
operational improvement over the currently deployed system that consists of a
PVT RPM in primary, followed by a PVT RPM and a handheld RIID in
secondary. DNDO’s customers will evaluate the systems in the field before they
decide how and when to deploy the ASP systems.

With regard to DHS’ response to enclosure question number 7 on the Cost Benefit
Analysis (CBA), the Committee has requested a copy of the CBA data that will be
used for the certification decision, as well as a date specific on when the CBA will
be completed.

Answer: The data and information that serve as the technical basis for the updated
cost benefit analysis will be provided with the CBA report when the report is
complete. The CBA report will be completed prior to the Secretarial certification.

With regard to DHS’ response to enclosure question number 9 on draft terms of

reference, the Committee has requested to know who was the original DNDQ
liaison official.

Answer: There was no liaison official listed on the draft document, which was the
major reason the document was initially issued in draft form.

The committee has requested to know if the date the independent review team is
expected to provide their results has changed from what was told to them in the

briefing (September 17th)?

Answer: The September 17th completion date will be changed based on the
additional field verification testing that will be conducted by CBP. A new
completion date will be determined based on the revised testing schedule.
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10) What software, impacting what machines and what impact will this have on the
NTS tests? Has GAO been briefed on this? What is the revised schedule?

Answer: The software referred to is the recent software upgrade made to the
system. It affects the entire system. Software upgrades like this are part of the
normal practice associated with fielding a new system.

No changes have been made to the core Threat Identification Analysis (TIA) code
for either system (Raytheon or Thermo Fisher) or to any module that could affect
inherent system sensitivity, degrade threat detection, or invalidate the Nevada
Test Site data.

Since NTS testing, changes were made to the software to correct system
operability issues in the Raytheon and Thermo ASP portals identified during
PNNL 331G and Field Validation Testing. The software fixes include
improvements such as the boot-up and disable-to-enable timelines, the addition of
break beam sensors to augment occupancy detection capability, improved
memory and archival data management capabilities, and improved capabilities for
system diagnostics.
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Response to Committee Questions from Raytheon Regarding ASPs—9/17/2007

Question: What was done to ASP systems during and after Phase 1 pre-test and dry-
runs? Did you adjust your systems to “tune” them to the threat sources? In your
view, are the tests stili valid?

Response: The Raytheon Advanced Spectroscopic Portal (ASP) system installed at the
Nevada Test Site (NTS) underwent a number of changes foliowing Phase 1 pre-test and dry
runs. These changes were made to correct software and algorithm issues that were identified
by our engineers following reviews of pre-test and dry run performance data. The software
and algorithm improvements were not specifically to address performance to any particular
threat source, but to account for a wide range of threat sources.

The systems were not tuned to the threat sources seen at the pre-test and dry runs, but were
modified to address a broad range of threats based on data from those dry runs.

In our view, the tests performed at NTS are still valid, and the Threat Identification Aigorithms
used in NTS are the same as in the currently fielded LRIP systems.

Question: What took piace during phase 1 testing dry-run and dress rehearsal?
Response: The Raytheon ASP system was installed on a roadway at the Nevada Test Site in
fine with other ASP systems as well as a number of older technology polyvinyl toluene (PVT)
systems. Trucks containing threat sources, non-threat sources as well as empty trucks were
driven through the portals to determine sensitivity to radioactivity as well as the ability of the
systems to discriminate threat from non-threat sources.

Raytheon engineers were present during testing to support the system test and to address
any potential system operating issues.

Question: Have you seen the blind study test data - resuits of phase 3 testing?
Response: We received the NTS Phase 3 test data August 15" and are in the process of
conducting analysis. The data we were sent does not contain the log file information data,
(information such as source identification, strength or configuration, or shieiding information).
The data we have received to date is the information gathered by the Raytheon ASP systems
during NTS, NYCT and PNNL testing.

Question: Do you know the outer detection limits of these machines, with high NORM
masking material and low emission threat material?

Response: Our physicists understand the limits of the Raytheon ASP system regarding
detection of radioactive sources in proximity to high quantities of NORM masking materials.
Our system can discriminate the threat source from NORM and can recognize the radioactive
signature of a threat source being masked by NORM, causing an Alarm which will signal the
ASP operator to further inspect the vehicle.

Question: What sources were specified to you for use on the contract?

Response: Our system designs were tested by using surrogate sources which are readily
available industrial sources. Sources we use for testing are Co-57, Co-60, Am-241, Cs-137,
Ba-133, and Cf-252. These sources and strengths are defined in the design specification on
our contract.

Question: Was digital data of threat signatures provided to you by DNDO?
Response: No digital data of threat signatures has been received by Raytheon or our BT
teammate from DNDO or any other source.
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Radiation detectors tested in Nevada

By Mimi Hall, USA TODAY

NEVADA TEST SITE, Nev. — The Bush administration is ramping up efforts to prevent
terrorists from smuggling radiological material into the country that could be used to set off
a "dirty bomb" or even a nuclear weapon, according to the Homeland Security
Depariment.

i

Vayt Oxford, head of the Domestic Nuclear Detection Office, tests a cantainer full of cat fitfer,
which can set off detectors.

NNSA Nevada Site Office

Plans cali for a new radiation detection test site deep in the Nevada desert, more detectors at the nation's seaports
and border crossings and a 70% budget increase for Homeland Security's Domestic Nuclear Detection Office
{DNDO}.

The initiative comes amid chilling threats made last month by al-Qaeda leader Osama bin Laden — and some say it
can't come tog soon.

“Al-Qaeda used vans in 1993 {to bomb the World Trade Center) and planes in 2001," says former 9/11
commissioner Tim Roemer. "it could be some kind of catastrophic attack next time.”

The pubfic has not been alerted to intelligence suggesting terrorists have the materials or are preparing to detonate
a device that could cause chaos — or far worse ~— in a major American city. But the possibility worries the
government.

"We have to move aggressively, or the consegquences are going {o be dire," says Rep. Jim Langevin of Rhode
Isiand, the top Democrat on a House subcommitiee on nuclear attack prevention.

In his fiscal 2007 budget, President Bush is seeking $535.7 million for the DNDO, which is responsible for
preventing radiological or nuciear weapons from getting into the country. That includes $178 million for new
radiation detectors and $100 million for the development of equipment used by agents aiong the nation's borders
and at events such as presidential inaugurations and Super Bow! games.

To test that equipment, Homeland Security is working at the storied Nevada Test Site, where the U.S. government
tested nuclear weapons for more than four decades. Near a cratered area where mushroom clouds once rose,
construction is underway on an 11-acre site where scientists will test weapons needed for this generation's war on
terrorism.

"We've gone from the offense to the defense,” says DNDO chief Vay! Oxford.

http:/fusatoday printthis.clickability. com/pt/cpt7action=cpt&title=USATODAY .com+-+Ra... 9/13/2007
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Workers are building @ mock border crossing so testing trucks can drive containers of radioactive materials through
radiation portai monitors. Agents at the $33 million site aiso will test modern versions of Geiger counters.

While the new site is being built, scientists have started work just downhill from a highly secured 100,000-square-
foot steel and concrete bunker where the government stores its nuclear weapons material.

There Dxford‘s ¢l kcef test scientist Dan Blumenthai holds shoebox—s : adfataon detector against the side.ofa
nhuge metal cargo container and waits a  minttes for it to te!i hrm what he already | knows: that there's
p%uiomum-zsg inside; potentially the makmgs for a nuclear bcmb

But thhmg comes up oh the device's smali screen. And tha{siproof of what federar agems at the natioh's seaports:.
and'border crossings know: Many.of the mobile radiation deteciors” they use work only-about:50% of the time.

Blumenthal's team is testing 30 mobile detectors against the metai sides of a haif-dozen cargo containers. Some are
loaded with weapons-grade material; others contain cat litter, ceramic tiles and other goods that set off detectors
because they contain naturally cccurring radioactive materials.

"This is the first time the government’s been able to do high-fidelity testing" using actual bombmaking materiats,
such as piutonium and highly enriched uranium, Oxford says.

As tests are finished over the riext several years, Oxford's team will use the resuits to retrofit existing equipmerit that
doesn't work very well, to buy new equipment for federal agents and to write what Oxford calls a "Consumer
Reports-style” guide so that state and locai officials will know what to buy — and what not to buy ~— with federai
grant money.

Oxford calfs their work "a big leap forward." Among their efforts:
+ Determining where radiation detectors shouid be set up worldwide.

« Making plans to befter secure the nation's cities, perhaps through random highway stops - such as drunken
driving or seatbelt checks — where officers would check cars with hand-held detectors or check trucks at weigh
stations, something now done in just 11 states.

+ Creating surge capacity so that if intelligence indicated a particular threat, the government couid guickly put
detection equipment in subway stations, at airports or wherever it was needed.

* FEPRINTS & PERMISSIOME

Find this article at:
hitp:/fwww.usatoday.com/news/washington/2008-02-14-radiation-detectors_x.htm

[ Check the box to include the list of links referencad in the article.

Copyright 2007 USA TODAY, a division of Gannett Co. Inc.

http://usatoday. printthis.clickability.com/pt/cpt?action=cpt&title=USATODAY .com+-+Ra... 9/13/2007
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DHS official pushes launch of new nuclear detectors (4/12/07) -- www.GovernmentExec... Page 1 of 2

va Internet Explorer cannot dispiay the webpage

Sk Ity s
SHEWORKFDRCE  DEFEMBE+HOMELAND SECURITY  TECHNOLOGY  MAHAGEMENT: OVERSIGHT  THE MAGATINE _seaace .
DHS official pushes of new det s

By lon Fox  ictal Security Newswire  Aprit 12, 2007 } Internet Explorer cannot

Most likely causes:
» You are niot cannected te
» The website is encounter
» There might be a typing
ntainers to dete
atithe ] Energ)- aep S What you can try;

= Diagnose Connection Probi

Detecmrs now deployed at the nation's ports and burder crossings are adapted from technolugv used
to detect radivactive material at scrap yards and other industrial sites. While reportediy vi

sensitive, they only alert to the presence of radiation and are unable to differentiate mfferent types
of radigactive substances.

That can become a problem when the machines alert to the naturally occurring radiation in materials
such as granite, Kitty fitter or bananas. A container flagged for radiation must underga a secondary
screening process to identify the emitting material, which can take up to 20 minutes. Internet Explorer cannot
Port officials say there are 12 ta 14 such alerts each day at the Staten Island facility, which handtes E e
11 parcent of the cargo flowing into the port of New York. At California’s Long Beach port, Customs Most fikely causes:
and Border Protection officials deal with as many as 400 such cases daily. '
* You are not connected tc

* The website is encounter

The new detectors carry a hefty price tag of $350,000 per unit, a significant increase over the = There might be a typing
480,000 the current machines cost.

"We've got to make their life better," Oxford said.

Both the Government Accountabitity Office and Congress have questioned the benefits of the new What you can try:
system refative to the cost, and lawmakers have put a hold on a $1.2 billion plan for deployment of
1,400 machines until DHS can confirm that the technology Is effective, = Diagnose Connection Prob!

Three firms have each received about $15 miltion to develop competing prototypes of the new
detectors, and despite congressional doubts Oxford expects to go to Chertoff with a recommendation
for full-scate production in July.

By decreasing the number of necessary secondary inspections to a "mere fraction” of what is
currently required, "we're going to be able to manage both the risk and the flow of commerce with
these systems,” Oxfard said.

Oxford said the detection office plans to run about 10,000 containers through the test array at the
Staten Isiand terminal. Three weeks into the testing, DNDO officials have put about 5,000 containers
through the system, Once the data is compiete, they will then analyze the accuracy of the
identification of radicactive material.

A GAO report reteased Monday said Oxford's office should systematically compile test data on the
existing monitors o fuly understand their benefits and imitations before making the multibiifion
dollar investment the depoyment plan requires.

The report also recommends the office provide state and local autherities with information on
radiation detection technologies to help them make more informed purchasing decisions.

"We strongly agree with this statement, as the DNDO feeis that bolstering preventive {radiviogical
and nuclear] detection capabilities within the domestic interlor is an essential part of our nation's
defense,” the detection office wrote in response.

Regarding the recommendation to compile testing data, Oxford said, “That's a prudent thing to do.”"

He added, however, that "some of that test data we've already looked at, and F'm not sure it's
refevant to the decision we're making." Even as the office warks te enhance the nuclear detection
network at the nation’s borders and ports, DNDO officials are eniisting help from outside experts and
the intelligence community to probe gaps in the system.

1In sorme cases, that includes testing the systems and detettors by having people trying to smuggtle
reat nuclear material. Tests with mock terrorists have aiready begun, said Huban Gowadia, the
detection office's assistant director for assessment.

http://govexec.com/dailyfed/0407/041207gsn1.htm 9/13/200.
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Radiation-Monitor Study Sought
Chertoff Wants Cost-Benefit Analysis of New Security Machines

s

shretament

By Robert O'Harrow Jr.
‘Washington Post Staff Writer
Wednesday, August 1, 2007; D02

Homeland Security Secretary Michael Chertoff has ordered an independent review of efforts to develop
and test radiation monitors to screen cars, trucks and cargo containers for signs of nuclear devices.

In a letter to several lawmakers, Chertoff said the review by a "highly experienced team of technical and
programmatic" experts would examine test procedurcs and results, and the department's own analysis
about whether new monitors with cutting-edge technology are worth $1.2 billion in contracts announced
last summer.

"This acquisition is a vital priority for the Department,” Chertoff wrote to lawmakers Friday. "Given the
national importance of this effort, I think it is important to have an independent review."

The department's Domestic Nuclear Detection Office had told Congress last year that the $377,000
machines would detect highly enriched uranium 95 percent of the time, while the department's own tests
show detection rates as no higher than about 50 percent.

A teview by the Government Accountability Office later found that Homeland Security's optimistic
report to Congress, about the cost and benefits of the new monitors, was based on assumptions instead
of facts. In a March hearing, a GAO official said the information in the cost-benefit report "was

incomplete and unreliable, and as a result, we do not have any confidence in it."

At issue is a highly technical debate about whether the machines, Advanced Spectroscopic Portal
radiation monitors, can significantly improve detection of different kinds of radiation. Since 2001, the
government has spent more than $200 million on detection equipment that often cannot distinguish
nuclear devices from more benign sources of radiation, such as ceramic tiles and cat litter.

In announcing contracts with three companies last year, after submitting the cost-benefit report to
Congress, Chertoff said the machines would sharply improve detection while cutting false alarms that
led to traffic delays at border crossings. Congress released funding for the cffort after the report.

After the GAO raised questions about the report, Congress mandated that Chertoff personally certify
their effectiveness before full deployment.

In a recent interview, Vayl Oxford, director of the nuclear detection office, said there has been a
“"dramatic decrease" in false alarms in recent screening of cargo containers. He said his office plans to
deliver new test results to Chertoff in September,

On Friday, Chertoff asked the Defense Departmeni's Defense Threat Reduction Agency to form the
"team of experts” who can provide the independent review of those test results, according to a letter to
the agency that the Defense Department released yesterday.

Oxford was deputy director for technology development at the Defense Threat Reduction Agency before

http://www.washingtonpost.com/wp-dyn/content/article/2007/07/31/AR2007073101901_p... 8/10/2007
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moving to the Homeland Security office.

B

ie Thompson (D-Miss.), chairman of the House Homeland Security Committee, was among the
lawmakers who received Chertoff's letter. Thompson said he agrees with Chertoff that "such an
independent review is needed" and he encouraged "the comments of the review team, especially
dissenting opinions, to be provided to Congress.”

"Given the likely expense and critical importance of these monitors, which is to cost $1.2 billion, we
need independent and impartial validation from the start,” Thompson said.
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Review of Radiation Detectors Questioned

Advertisemens
By Robert O'Harrow Ir.

Washington Post Staff Writer

Thursday, August 16, 2007; D03

billion contract for new radiation monitors to screen trucks, cars and cargo containers for signs of
nuclear weapons.

The Government Accountability Office has questioned the department's testing of the detection

equipment, spurring Congress to delay funding last year pending further review and certification of the
department's test results this fall.

on Energy and Commerce took issue with a plan announced by the department two weeks ago to have
an outside review of the project and test results by the Defense Threat Reduction Agency.

though the Homeland Security Department were trying to do "an 'end run' with hastily planned and
initiated 'independent review,' " instead of allowing the GAO to finish a study that is expected to be
critical of the department's initiative. The GAO's report is to be delivered to Congress this month.

“On its face, it would appear such efforts are nothing other than an attempt to lessen the impact of
potentially bad news from the GAO report,” said the letter signed by Dingell and Rep. Bart Stupak (D-
Mich.).

Yesterday, other lawmakers in the Senate and House also sent a letter to Homeland Security Secretary
Michael Chertoff that raised questions about the department's plans for the outside review. That letter
urged the department to cooperate with the GAO study, saying that "an independent evaluation by GAO
will best serve the oversight responsibilities of Congress and ensure public confidence in your ultimate
decision,"

In a statement, Sen. Joseph I. Lieberman (I-Conn.), chairman of the Senate Homeland Security
Committee, said the project "involves some highly technical issues. Getting a second opinion from a
panel of experts can only be helpful.

"We also need GAO to do what it does best: ask the tough questions and provide Congress with the
facts," he said. "That is the best way to ensure that this critical program succeeds.”

The letters are the latest salvos in an ongoing dispute over the department's handling of the radiation
detection project, an effort that has been described as one of the nation's top security priorities. Three
contractors were named as vendors in the $1.2 billion award announced by Chertoff and Vayl Oxford,
director of the department's Domestic Nuclear Detection Office, last summer.

Since then, GAO auditors have repeatedly questioned the department's procedures for testing the
detection machines that would replace the monitors in use at ports, border crossings and elsewhere.

http://www.washingtonpost.com/wp-dyn/content/article/2007/08/15/AR2007081502222 p... 8/28/2007
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The current monitors can be effective at detecting radioactive materials, experts said, but they have
difficulty distinguishing between potential threats and benign sources of radiation such as cat litter.

In one report, GAO auditors found that the department relied on optimistic assumptions instead of its

own test results in a cost-benefit report to Congress about the effectiveness of the new radiation
monitors.

In return, Homeland Security officials have questioned the ability of the GAO to understand the
scientific intricacies involved in evaluating the new assessment technology, known as Advanced
Spectroscopic Portal radiation monitors.

“There is ample reason to.be concerned that the GAO lacks the critical experierice ande k~pertk:se

~D fens Threat Reduction. Agem:y foran mdependent reviewiof the Advanced Sp ktroscopw rial :
system.” ‘ e
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Topiright 2007, HEToday.

Canberra wili produce high-purity germanium systems for about
$500,000 or more per unit, Oxford described.

Raytheon and Thermo Ejectron reteased press statements
Friday, describing their general approach to supporting the ASP
program.,

Raytheon Integrated Defense Systems (IDS), which has teamed
up with Bubble Technology Industries for the program, noted
that the initial funding for ASP Is $18.2 million.

“This contract represents the opening of a significant new
market for Raytheon and our partners,” said Raytheon DS
President Dan Smith. *We are committed to providing the best
solutions with our core expestise in system engineering and

i i ing, program , and
breakthrough technologies to protect the homeiand. We laok
forward to providing a reliable, affordable, and highty effective
portat screening system that wilt guard our nation against ilficit
threats.”

Thermo Electron revealed that the first funding of the contract
for its portais represented $14.6 million,

"Qur partnership with the U.S. Department of Homefand
Security [DHS] is a testament to Thermo's strategic
commitment to providing the mast advanced radiation
measurement and detection solutions for aur nation's current
and future security needs,” said Marc Casper, Thermo Electron's
senior vice president. “Thermo's ability to leverage a seasoned
waork force and its experience in radiation portal production
means the company is well positicned to support the
government's large-scale deployment plans, which could resuit
in more than $200 miliion in revenue over the next five years,”

Chertoff estimated that DHS would screen between BO and 90
percent of ail containers entering the United States from sea or
land with radiation detectors by the end of the year. DHS would
reach close to 100 percent screening by the end of 2007, he
added.
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Response to Dwight Cates, House Energy and Commerce Committee
GAO Investigation of ASP

Why were the results of the following tests not provided to the GAO?

- Results of the “blind test” conducted at the Nevada test sight that was conducted in
March/April of this year;

- NIST Report on Phase 3;

- Qutput results from the ASPs testing at the port of New York.

Provide a roster of who attended the big “9 hour” meeting (assume this refers to the Technology
Summit on June 27)

The results of the tests were not provided to the GAO because the test reports were / are in the
process of being finalized. As previously presented during briefings to Congressional Members
and staff, the final report date for both the blind test and the Phase III test is August 31. The
results from the stream of commerce testing at the New York Container Terminal (NYCT) were
recently finalized and are undergoing the clearance process that will allow us to release the
document. We anticipate that the NYCT report will be available for review by mid-August. We
anticipate the Phase III and blind test reports to be available for review by mid-September.

DNDO hosted a Technology Summit on June 27th. There were 25 participants, including
individuals from the Department of Energy (DOE) National Nuclear Security Administration
(NNSA) and NA-25, the Second Line of Defense Program; Oak Ridge National Laboratory
(ORNL); Pacific Northwest National Laboratory (PNNL); and Sandia National Laboratory
(SNL). Also present was Gene Wisnoski from the GAO and Chris Knauer from House E&C
Committee.

Please see below for the full attendee list.

Name Affiliation Name Affiliation
Kate Anderson DNDO Elly Melamed DOE/HQ
John Blackadar DOE NNSA Dean Mitchell SNL

Dan Blumenthal DNDO Tracy Mustin DOE NNSA
Chris Blessinger ORNL Patrick Philbin DNDO
Christa Brzozwowski DHS/HQ Caroline Purdy DNDO
Holly Dockery DHS/HQ Dave Saunders DNDO
James Ely PNNL Patrick Simmons DNDO
Debbie Frye DHS/HQ Eric Smith PNNL
Bruce Geelhood SRS Jay Spingarn SNL

Joan Gerrard DOE NA-25 Jim White ORNL
Julian Hill DNDO Gene Wisnoski GAO
Andrea Hoshmand DNDO Rob York ORNL
Chris Knauer House E&C
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