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(1)

CHINA: RECENT SECURITY DEVELOPMENTS

HOUSE OF REPRESENTATIVES,
COMMITTEE ON ARMED SERVICES,

Washington, DC, Wednesday, June 13, 2007.
The committee met, pursuant to call, at 10:08 a.m., in room

2118, Rayburn House Office Building, Hon. Ike Skelton (chairman
of the committee) presiding.

OPENING STATEMENT OF HON. IKE SKELTON, A REPRESENTA-
TIVE FROM MISSOURI, CHAIRMAN, COMMITTEE ON ARMED
SERVICES
The CHAIRMAN. Our hearing will come to order. Before I welcome

our witnesses—we are very appreciative, of course, to have them—
I wish to inform our members I was keenly disappointed that the
testimony was not furnished to us 48 hours, per our custom and
per our rule. It was furnished to us last night at 7:30. And I am
told the hangup was at Office of Management and Budget (OMB).
And I think it went well past our witnesses that this happened.

I will make an inquiry as to why that happened, and, frankly,
it is of deep concern, because those of us on the committee take a
great interest in looking at the testimony ahead of time. And we
will make proper inquiry, and I don’t want that to happen again.

So welcome, Mr. Lawless, Major General Breedlove. We thank
you for being here today to testify on recent security developments
involving China. We look forward to your testimony. It is a very,
very important subject. It has been for some time the critical sig-
nificance of development in that country to our national security.
While our military resources are heavily focused in Iraq, China’s
influence has grown in Asia, as well as beyond.

To address this reality, we must proactively and effectively en-
gage with China on multiple fronts. There are positive steps in the
last year, but progress still has to be achieved.

I am encouraged by the recent agreement between our country
and China for a defense hotline to handle security emergencies. I
am also encouraged by recent efforts by Secretary Gates, Pacific
Command (PACOM) Commander Admiral Keating, and former
Commander Bill Fallon to pursue more robust U.S-to-China mili-
tary contacts. That is a major step in the right direction. Such con-
tacts increase our understanding of China’s strategic intentions
and capabilities, and can hopefully avoid miscalculations between
the two sides. And I share the views of Secretary Gates and the
admirals on this.

I am also glad to see Secretary Gates calling on China to in-
crease its security cooperation with the U.S. in areas of common in-
terest, ranging from counterterrorism and non-proliferation to en-
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ergy security. There are unique opportunities for progress on these
issues. This year the preparations are accelerating for the 2008
Summer Olympics in Beijing, and both sides want to ensure there
is necessary security for that event. In addition, China’s leading
the Working Group on the Denuclearization of North Korea, and
could potentially play a constructive role with the Iranian nuclear
situation.

Moreover, China’s approach to Taiwan has recently been con-
structive but, given Taiwan’s upcoming elections, this will remain
a significant challenge. This year’s Department of Defense (DOD)
report on China’s military power notes a modest improvement in
China’s transparency in regards to defense policy and spending.
This is positive. Yet China is still not adequately revealing its full
defense spending, military, and modernization efforts, or strategic
intentions.

China’s official defense budget for 2007 is about $45 billion. How-
ever, the real budget is between $85 to $125 billion, continuing a
trend of double-digit increases. China also conducted a successful
antisatellite missile test back in January, leaving dangerous debris
in orbit for years. China continues its missile buildup across from
Taiwan, and its power projection capabilities are steadily increas-
ing.

I continue to believe that China’s not necessarily destined to be
a threat to the United States. There are trends and ambiguities
that concern us, and hearings like today’s should help us under-
stand where China is in terms of investing in advanced military
technology and advancing their military doctrine as well as tactics.
There are also Chinese limitations to acknowledge, and those
should be addressed today as well. We must also recognize that
China’s choices may well be shaped by our own actions.

So, gentlemen, I am interested in hearing your assessment of
most significant recent security developments involving China.

However, before we begin our testimony, I turn to my friend, my
colleague from California, Duncan Hunter, for any statement he
may wish to make.

STATEMENT OF HON. DUNCAN HUNTER, A REPRESENTATIVE
FROM CALIFORNIA, RANKING MEMBER, COMMITTEE ON
ARMED SERVICES

Mr. HUNTER. Thank you, Mr. Chairman, and let me join with
you in welcoming our witnesses.

You know, today as we look at China’s military capacity, the
pace and the scope of its military modernization and China’s near-
and longer-term strategic aspirations in the region and around the
world, the Pentagon’s 2006 Quadrennial Defense Review report
noted that China is at a strategic crossroads with the, quote,
‘‘Greatest potential to compete militarily with the United States.’’

So while much of our attention right now is focused on the
warfighting theaters in Iraq and Afghanistan, I want to congratu-
late you, Mr. Chairman, for looking over the horizon, because clear-
ly China is over the horizon; that is, it is in a period of expansion
and achieving new military capabilities, and we must be on top of
this situation in terms of understanding where China is going mili-
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tarily and assuring that we maintain American security interests
while this expansion is underway and well into the future.

You know, two events happened, Mr. Chairman, that I think we
are all aware of, that I thought were particularly important for the
American people to understand. One was the emergence of that
SHANG-class submarine. I believe it was October 26th of last year
about 80 miles east of Okinawa where the submarine emerged,
SHANG-class submarine emerged near the Kitty Hawk. Now, it
didn’t represent an immediate threat to the United States. There
were several reasons, as I understand, and without going into clas-
sified detail with respect to why it was able to be fairly close with-
out being observed or located by the American naval forces, but I
thought it was important for the American people to focus on that
SHANG-class submarine emerging near the Kitty Hawk, because it
showed the American people what China is purchasing and build-
ing with American trade dollars.

As we move several hundreds of billions of dollars more to them
each year than they move to us, they are clearly using some of that
money, some of that American cash, to buy military equipment.
They have purchased the SOVREMMENNY-class missile destroy-
ers from the Russians, which were designed to kill American air-
craft carriers. They now have a tactical fighter production program.
They are building and fielding between 750 and 1,000 short-range
ballistic missiles each year. And so China is moving to, in my esti-
mation, step into the superpower shoes that have been vacated by
the Soviet Union with respect to military power.

Now, the other event that I thought was a remarkable event, and
one which heralded a new era of military competition between
China and the United States, was the shootdown of a satellite in
January by China. Presumably nobody practices shooting down
their own satellites. So while the practice shot was indeed at an
aging weather satellite that China owned, this heralded, in my es-
timation, a new competition in space, whether we want it or not,
between the United States and China. Now, because a large por-
tion of America’s industrial base is now moving to China, including
part of the industrial base that we rely on for security, for the
American security apparatus, I think this is a particularly crucial
hearing to hold.

So Mr. Chairman, I would ask that my written statement be ac-
cepted into the record, if you might, and I share your concern that
the United States focus appropriately on the emergence of China’s
modern military capability.

And I know that our witnesses will speak to that capability, and
I look forward to the hearing. Thank you for holding this hearing,
Mr. Chairman. Very important, while we are concentrated on Iraq
and Afghanistan, to look over the horizon. And this hearing fits
that requirement. Thank you.

The CHAIRMAN. Thank you so much, Mr. Hunter.
[The prepared statement of Mr. Hunter can be found in the Ap-

pendix on page 41.]
The CHAIRMAN. We welcome our witnesses. Secretary Lawless, a

special thanks to you for your service, and we wish you well in the
days ahead, sir. And General Breedlove, it is good for you to be
with us, and we look forward to your testimony.
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Secretary Lawless.

STATEMENT OF HON. RICHARD P. LAWLESS, DEPUTY UNDER
SECRETARY OF DEFENSE FOR ASIAN AND PACIFIC SECU-
RITY AFFAIRS, DEPARTMENT OF DEFENSE

Secretary LAWLESS. Yes, Mr. Chairman. I think before I begin
my oral statement I would like to take note of and apologize for
the tardy arrival of the written testimony. We will look into it and
make sure it doesn’t happen again, and get back with your staff
and explain what we discovered as to why it would have arrived
so late.

Mr. Chairman, I would like to thank you for the opportunity to
appear today before this committee and speak about recent security
developments related to the People’s Republic of China. This is a
very timely hearing, the substance of which holds great significance
to U.S. defense and security policy.

Last month the Department of Defense submitted its annual re-
port on the Military Power of the People’s Republic of China to
Congress. Although this report is tasked to the Department of De-
fense and signed out to you and the other Members of Congress by
the Secretary of Defense, it is a product of intensive interagency co-
ordination. Our report, therefore, reflects views and concerns held
broadly across the United States Government over China’s rapidly
expanding military capabilities.

This year’s report comes against the backdrop of an overall U.S.-
China relationship that continues to improve from the low point of
the April 2001 EP–3 incident. The President has stated his satis-
faction that the United States and China have developed a good
constructive relationship. The U.S. policy encourages China to con-
duct itself as a responsible international stakeholder by participat-
ing in multilateral organizations, upholding international law, and
supporting economic integration and global stability. China bene-
fits substantially from the existing international system, and we
encourage it to take on a greater share of responsibility for the
health and success of that system.

We continue to see some positive examples of cooperation, most
notably in the Six-Party Talks, Ambassador Negroponte’s Senior
Dialogue, and the Strategic Economic Dialogue led by Secretary
Paulson. We have also seen improvements in the military-to-mili-
tary relationship, where we are moving forward with an expanded
set of exchanges among senior defense officials, naval ship visits,
military academy exchanges, and other interactions among mid-
grade and junior officers.

We are also making progress, we believe, in cooperation to ad-
dress transnational and non-traditional security challenges, includ-
ing humanitarian assistance and disaster relief. We have received
positive signals that the People’s Liberation Army (PLA) is now
ready to move forward on the defense telephone link, as earlier
mentioned, which we first proposed in 2004. We believe these ex-
changes and mechanisms have the potential to improve mutual un-
derstanding, reduce miscalculation, and contribute over time to the
demystification of the two parties involved.

In conducting our defense interactions, consistent with section
1201 of the National Defense Authorization Act for Fiscal Year
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2000, we do nothing in our contacts that could knowingly enhance
the military capabilities of the China PLA. Some have argued that
these limitations, the congressionally imposed limitations, should
be changed or revised. We do not believe that is the case. There
are many areas in which we can expand our exchanges with China
that will not require, would not require revisions of the existing
statute. Our approach to these defense interactions is not only a
matter of law, it makes for sound defense policy on the part of the
United States.

So overall, while we have seen some progress in China’s willing-
ness to cooperate on international issues of concern, we do have
questions over China’s commitment to these developments. There
remains more for China to do to curtail proliferation. We remain
concerned with China’s efforts to limit United States presence and
influence through the development of exclusionary regional forum
and frameworks that stand against the trend of greater regional co-
operation in Asia. China’s use of its influence in the Shanghai Co-
operation Organization, the SCO, to call for a U.S. withdrawal from
regional bases, runs counter to our efforts on the war on terrorism.

In the bilateral military relationship, we are troubled by what
appears to be an unwillingness to reciprocate the openness and
transparency we have shown to visiting People’s Republic of China
(PRC)–PLA representatives. And while we are encouraged by Presi-
dent Hu’s stated interests in opening a dialogue with us on nuclear
strategy, policy, and doctrine, we are concerned by an apparent re-
luctance on the part of the PRC Government to discuss trans-
parently these important issues. And we have been unable to
schedule a date for this dialogue.

Both the United States and China approach this relationship re-
alistically. Both sides are aware of the potential for conflict, par-
ticularly in the Taiwan Strait. And as we move forward, we remain
mindful of the uncertainty inherent in China’s future. That future,
to a large extent, will be determined by choices that the Chinese
leaders make. These choices span a range of issues, not the least
of which, we would suggest, is China’s growing military power.

In the Department of Defense, it is our responsibility to monitor
the development of that power. It is our job to maintain deterrence
of conflict. At present, China’s ability to sustain power at a dis-
tance remains limited. However, as the 2006 Quadrennial Defense
Review (QDR) report notes, looking into the future, quote, ‘‘China
has the greatest potential to compete militarily with the United
States and field disruptive military technologies that could, over
time, offset traditional U.S. military advantages.’’

Our report, this year’s China Military Power Report, attempts to
present the analysis in a factual, descriptive, and analytical way.
It discusses the strides that China has made, as well as the weak-
nesses we have identified in its military. It seeks to assess China’s
future military potential without exaggerating that potential. As
our report shows, the Chinese PLA is pursuing an ambitious, com-
prehensive, and long-term military modernization program, empha-
sizing preparations to fight and win short-duration, high-intensity
conflicts along its periphery.

The near-term focus for the PLA appears to be on preparing for
military contingencies in the Taiwan Strait. Long-term trends,
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however, suggest that Beijing is generating capabilities to employ
military force for other regional contingencies, such as conflict over
resources or territory. China’s officially disclosed defense budget
has steadily increased over the past 15 years. In March, China an-
nounced that its defense budget for 2007 would increase some 17.8
percent over the previous year, to approximately $45 billion. How-
ever, we and others believe that significant expenditures related to
China’s military are not included in that official budget. Our best
estimate is China’s actual 2007 defense expenditures could fall in
the range of $85 billion to $125 billion. While there may be dif-
ferences in estimative models inside and outside the Department of
Defense, the near universal conclusion is that the official PRC mili-
tary budget significantly underreports China’s military expendi-
tures. This discrepancy between the official budget and what China
actually spends is emblematic of our fundamental concerns over a
lack of transparency in China’s military and security affairs.

The issue is often raised by PRC scholars and foreign experts of
Chinese security affairs who are inclined to explain the PRC’s sen-
sitivities over budget transparency; that it is for China to decide
the appropriate level of disclosure and discourse on this separate
issue—on this sensitive issue. While that may well be the case, in
the absence of adequate explanation for the capabilities which are
growing dramatically, both in pace and in scope, we, the Depart-
ment of Defense, and more broadly the United States Government,
are put in a position of having to assume the most dangerous in-
tent a capability offers.

With that context, I would like to summarize briefly some of the
specific and notable developments in this year’s report. We see in
China at least 10 varieties of ballistic missiles either deployed or
in development. Ongoing deployments include over 900 short-range
ballistic missiles in garrison opposite Taiwan. The PLA is estab-
lishing new missile bases outfitted with conventional theater-range
missiles that could support a variety of contingencies across Chi-
na’s periphery. China has made substantial progress in fielding the
road-mobile solid-propellant DF–31 intercontinental range ballistic
missile (ICBM) with the deployed missile force. We expect that
China will make considerable progress in fielding the longer-range
version of this missile, the DF–31A, beginning this year.

China continues to upgrade and qualitatively modernize older
versions of its ICBM-class missiles, and it continues to modernize
its sea-based deterrent with the JL–2 submarine-launched ballistic
missile for deployment aboard a new class of ballistic submarines,
the Type–094. These changes are important. They will bring great-
er range, mobility, accuracy, and survivability to China’s strategic
forces, capable of striking many areas of the world, including the
continental United States.

China is building and testing second-generation nuclear-powered
submarines. In addition to the JIN-class ship, submersible, ballis-
tic, nuclear submarine (SSBN), the PLA Navy is also performing
sea trials on a new nuclear attack submarine, the Type–093 or
SHANG-class. China accepted delivery last year of the first of two
of an eight-hull purchase—excuse me, I am sorry, I correct it—the
final two of an eight-hull purchase of Russian KILO-class diesel
electric submarines, bringing the total number of KILOs in the

VerDate 22-MAR-2001 08:26 Nov 13, 2008 Jkt 038370 PO 00000 Frm 00010 Fmt 6633 Sfmt 6633 C:\DOCS\110-61\164000.000 HAS2 PsN: HAS2



7

Chinese inventory to 12. China is investing in new surface combat-
ants to improve the PLA Navy’s capacity for anti-surface and anti-
air warfare.

We also see continuing interest on the part of the PLA Navy in
developing an indigenous aircraft carrier capability. Modern air-
craft, such as the Russian Su–27s and the Su–30’s, and China’s
own F–10 fighter make up a growing percentage of that Air Force.
Increasingly sophisticated armaments and development of aerial
refueling capability have improved China’s offensive air capabili-
ties. China is improving also its precision strike capability, with at
least two land-attack attack cruise missile programs underway,
and the acquisition of advanced anti-ship cruise missiles, including
the Russian-made SS–N–22/SUNBURN, SOVREMMENNYS, and
the SS–N–27B/SIZZLER for its newest KILO-class submarines, as
provided by Russia.

The PLA is making significant strides in cyber warfare, moving
from solely defending PRC networks from attack to offensive oper-
ations against adversary networks. Finally, we are seeing China’s
emergence as a growing international space power. It is investing
heavily in a broad range of military and dual-use space programs,
including reconnaissance, navigation and timing, and communica-
tions satellites, as well as its manned space program. At the same
time, as we witnessed last January, China is developing the ability
to deny others access to space through a robust and multi-dimen-
sional counterspace program, featuring direct ascent anti-satellite
weapons, ground-based lasers and satellite communication jam-
ming systems.

Many of these developments are relevant to a Taiwan contin-
gency. In this context, we continue to see China’s military advances
as tilting the military balance in the Mainland’s favor. However,
some of these developments pose long-term concerns well beyond
the Taiwan Strait. These concerns are not just those of the United
States. Many aspects of China’s military programs lead other na-
tions, both within East Asia and globally, to question China’s in-
tentions and to adjust their own behavior.

The United States, as Secretary Gates observed in his recent
presentation in Singapore, is a Pacific power. Our interests and
network of alliances and friendships constitute a vital interest that
we will defend. But the Asia-Pacific region is not a zero-sum game.
A China that is a responsible stakeholder in the international sys-
tem and an engine of economic growth is an enormously positive
prospect. China’s continued development and integration into the
international system as a responsible stakeholder has long been,
and remains, a central tenet of our China policy and a core U.S.
interest. In that context, we have submitted this year to you, in
May, our annual China Military Power Report. Thank you, sir.

The CHAIRMAN. Mr. Secretary, thank you very much.
[The prepared statement of Secretary Lawless can be found in

the Appendix on page 48.]
The CHAIRMAN. As I understand it, General Breedlove, you do

not have a statement. Am I correct?
General BREEDLOVE. That is correct, Mr. Chairman. I will join

the Secretary’s statement.
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The CHAIRMAN. Thank you. And you will be available for ques-
tions?

General BREEDLOVE. Yes, sir.
The CHAIRMAN. Okay. Thank you very much.
Let me ask just one question before I call on my colleagues. You

made reference, Mr. Secretary, to the military-to-military, and as
I understand it there have been some military-to-military war col-
lege-level exchanges. Would an increase in that or full attendance
at respective war colleges be of benefit to our country? Should we
pursue that more fully?

Secretary LAWLESS. Sir, this has probably been one of the most
successful areas of exchanging communication. The answer to your
question is ‘‘yes.’’ In every case that offer has been on the table,
and in every case what we have attempted to do is make absolutely
sure that it wasn’t a one-way street, and that any advantage that
accrues to the People’s Republic of China also accrues to us.

In other words, we would like to have not only normally trans-
parency, but we need to have reciprocity. So one of the issues has
been getting opportunities to attend their teaching institutions,
military teaching institutions, as we have offered them access to
ours.

The CHAIRMAN. Is there a major problem within our military, as
well as within our student body, to speak their language?

Secretary LAWLESS. I do not believe there is. We have some very
specific information on that, on language capabilities, to offer to
you. Heretofore, there has not been a problem. The people attend-
ing our institutions generally come reasonably well prepared in the
English language, and I think we take great care to make sure that
the folks that we put into their institutions have some level of
Mandarin, including discussions beforehand.

The CHAIRMAN. Thank you very much. Mr. Jones.
Mr. JONES. Mr. Chairman, thank you.
Mr. Secretary, I want to pick up on the line of what Ranking

Member Hunter was—over here, sir.
Secretary LAWLESS. I am sorry.
Mr. JONES. I am to the left, but on most issues I am to the right.

But anyway, the trade deficit with China seems to be that we are
every month and every year more and more in a hole as it relates
to the trade deficit.

From your comments, and I tried to listen very carefully, it does
appear that China is taking advantage of our economic woes and
our trade policies of sending more jobs overseas and more dollars
overseas. With the report you gave, it sounded like to me that the
Chinese are obviously putting major bucks into investing in their
military equipment needs.

At what point would you say—do we have 4, 5 years; do we have
10 years; do we have less?—that China is going to be where they
are equal to this country as it relates to their ability with their
Navy and Air Force?

Secretary LAWLESS. I think first of all, the one overarching con-
cern that we have is that this is not the same type, qualitatively
or quantitatively, at this point of challenge that we faced with the
former Soviet Union. China, as a consequence of its economic
growth, is developing a very broad, very successful, very advanced
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defense industrial base. That industrial base allows them to do
many things at the same time. It not only provides a cash flow, but
it provides a capability that is multitiered, and allows them to un-
dertake several programs at the same time.

So a concern that exists here is that as China continues to grow
economically, it will not only have more resources to allocate to the
purchase of equipment, the underlying industrial base will con-
sequently become much more sophisticated and be capable of gen-
erating the quality of product that is required for military mod-
ernization.

Additionally, as the trade imbalance continues and the Chinese
foreign exchange reserves continue to build, they have more cash
to spend with the direct purchase of sophisticated systems and
technology. The acquisitions from Russia represent multibillion-dol-
lar purchases year after year. And these are very important that
we track.

Coming back, finally, to your question to us, as to when we think
we will be challenged, I believe that in some areas we already
sense that that challenge is already in front of us, particularly in
some of the capabilities we have seen to develop.

The other issue is that we think China has done a very good job
of assessing where it can develop asymmetric capabilities. In other
words, this is not a head-to-head situation. China is not necessarily
interested in the ability to stand toe to toe and go into a major con-
flict with the United States. That said, they can obviously see that
we have security commitments that require us to be in certain loca-
tions and have certain sustained capabilities. Against that require-
ment that we have to defend our interests and the interests of our
allies and partners, they are very capable of judging where asym-
metric opportunities exist, and concentrating themselves on asym-
metric opportunities. I think this year’s China Military Power Re-
port addresses that issue. And it is an issue that we will continue
to follow in the coming years.

Mr. JONES. Mr. Chairman, just one other point, if I have time.
Has my time expired?

The CHAIRMAN. No, you are good.
Mr. JONES. I think you are the expert, and this is where many

people, including myself—and I represent the Third District, Camp
Lejeune, Seymour Johnson Air Force Base—that the Chinese are
not going to be confronting us probably militarily, but if they con-
tinue to grow and expand their military power, then they can domi-
nate Asia, Southeast Asia.

The suggestion I want to fully understand is that at some point
do you believe that this country is going to have to make a decision
that this is of such importance that we not show military weak-
ness, that we are going to have to really ramp up the investments?
And the reason I mention that is because we had Secretary Wynne
before this committee a few weeks ago, and I forgot the general
that was there with him, but talking about the fact that they are
having to reprioritize some of their programs and move some up,
move some around; and because of this budget situation and this
policing the world, that we really are not giving the full commit-
ment that maybe this country needs to give, to say that we cannot
continue to allow China to continue to grow and expand. And we
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would be put at a disadvantage that we might not be able to catch
up.

Do you see—would you recommend to the Congress that some-
time, sooner rather than later, that we need to understand that we
cannot continue to fall back and become weaker in the eyes of the
Chinese?

Secretary LAWLESS. I think that my response would have really
two components to it. The first is I think we have done a really
good job of tracking and predicting where they are headed capabil-
ity-wise. The broader those capabilities grow, and the more sophis-
ticated those capabilities become vis-a-vis the systems we have al-
ready deployed, the challenge for predicting intent and the use of
those capabilities becomes exponentially more difficult. You just
simply have a more difficult time predicting how a given capability
is going to be used, or, for that matter, why that capability was
deemed essential by the Chinese leadership to spend money on and
bring it into their inventory. This goes to the issue of transparency.

I think if we had a better dialogue with them, a true dialogue
of depth, coming back again to my remarks on the strategic nuclear
dialogue, where we have several times proposed to them this is an
essential area of discussion, and really gotten quite an uneven re-
sponse, if we had the quality of dialogue that we are seeking with
them we might be able to constrain and put some of those issues
of intent to bed. Not being able to, we must plan and prepare for
the worst.

I think our services, reference the comments that you just re-
ferred to, are making an attempt to anticipate the net result of the
capabilities the Chinese are attempting to put in place. But I think
it is an area of intense concern, and we are giving it due attention
from the highest levels of the Department of Defense and the inter-
agency discussion.

I want to make one more point. In my oral testimony I men-
tioned the fact that the China Military Power Report had been co-
ordinated across many elements of the United States Government,
particularly the intelligence services and other policymaking ele-
ments of the government. There is a process now underway to as-
sess, not just within the Department of Defense, but much more
broadly within the entire executive branch, where we stand with
China on these security issues.

So this is something that not just the Department of Defense is
seized with, but all elements of the government, including the
White House. And so we are giving it sufficient attention, and I be-
lieve the U.S. Government as a whole is abreast of the problem and
attempting to make decisions based on our assessment of where
this is headed.

Mr. JONES. Thank you, Mr. Chairman.
The CHAIRMAN. Before I call on Dr. Snyder, let me ask you re-

garding your comments of asymmetric preparation that China is
making. You said there are special forces. Could you give us a
short, short version of what they are doing?

Secretary LAWLESS. Yes. I think that both of you gentlemen have
mentioned, others have mentioned the January direct ascent anti-
satellite (ASAT) test. Space and counterspace is obviously an area
in which China perceives the ability to establish itself with an
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asymmetric capability. And it does so for the simple reason that it
is obvious that we are very dependent on our space-based re-
sources, communications, intelligence resources that we have in
space.

Again, I think that China correctly perceives that this is an area
where asymmetric capabilities will give it the ability to disrupt and
delay and frustrate our abilities to operate. It is a major issue for
us, and one that is getting a lot of attention.

The CHAIRMAN. Dr. Snyder.
Dr. SNYDER. Thank you, Mr. Chairman. Gentlemen, thank you

for being here.
Mr. Secretary, I had several questions. First, with regard to the

direction that China seems to be going both economically and mili-
tarily, they clearly are a competitor of ours, economically, that is
not going to go away. Is that a fair statement?

Secretary LAWLESS. Certainly not going to go away, yes.
Dr. SNYDER. They have hundreds of millions of people that are

still in poverty, that are very envious of what is going on in their
coasts. And so somehow I think if we as a Congress think that we
can present to the American people we have a simple plan to take
us back to the bygone days when China was a weakened Third
World country, those days are gone and past. And in my lifetime
I think we will see the Chinese economy pass ours in terms of gross
domestic product.

So the second part of the question I wanted to ask you, you have
a very impressive career and background. I suspect you do this as
an exercise. If you put yourself at the position of working in the
civilian side of the Chinese military, are they doing anything that
you would not recommend to the Chinese leadership that they do?
That they would be doing?

Secretary LAWLESS. That is a good question. To the extent that
we understand what it is that they are doing——

Dr. SNYDER. Right.
Secretary LAWLESS [continuing]. I think that they are doing an

incredible amount of things right. And I think that comes back to
my earlier comment about the sophistication of the strategies and
the scope of the modernization and transformation that is taking
place. All too often I think we focus too much on raw capabilities,
be it an anti-satellite ballistic missile, be it anti-access systems,
when in fact we should be focusing much more broadly. We have
a situation that is now in probably its tenth year of comprehensive
transformation of the entire national security and military struc-
ture. That means doctrine, that means manpower levies——

Dr. SNYDER. Which, as an experienced CIA and military person,
you have known for some time that they have needed desperately
to do in terms of their modernization.

Secretary LAWLESS. That is right. But once the reckoning was
made, what we are seeing is a very sophisticated wholesale trans-
formation of their military.

Dr. SNYDER. Right.
I want to ask one very specific question. I quickly read your

statement here which we received this morning, and it seems to be
a very thoughtful and balanced discussion. I appreciate the depth
of thought in it. What role does the—I think it is called the U.S.
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China and Economic Review—Security and Economic Review Com-
mission play? Are you familiar with that body——

Secretary LAWLESS. We are.
Dr. SNYDER [continuing]. That the Congress set up? I have al-

ways been very skeptical. I don’t think we have gotten a presen-
tation from them that would reflect the kind of thoughtfulness that
you have presented this morning. Do they help shape policy for the
Administration?

Secretary LAWLESS. Sir, I don’t believe they shape policy as much
as they perhaps inform it. We have had a pretty robust relation-
ship with this particular body over the past several years. I have
testified in front of it. In fact, I believe this Friday one of my China
team chiefs will be testifying on the energy issue. As you know,
their mandate is much broader than just pure security and defense
issues. But I have actually been quite impressed by the quality of
the questions that are put to us and the quality of the published
material that they issue under the imprimatur, I believe, of Con-
gress. And that material is actually pretty widely read, including
by our Chinese friends.

So our interaction with that particular group has been quite posi-
tive, and we find them quite incisive in the questions they ask us.
They task us a lot.

Dr. SNYDER. You have had a different experience than I have. I
want to ask about the Internet. You talked about the need for more
transparency in their military. Two aspects of the Internet. First
of all, they are abysmally not transparent with regard to their own
population in terms of the great restrictions on the Internet. How
do you see that going ahead in the future? How can a country mod-
ernize, as you pointed out, quite dramatically in a lot of different
ways, how can they do that and have such repressive policies with
respect to access, to things internationally?

And the second component I don’t think you mentioned in your
written statement. You mentioned asymmetric attacks. You are an
Internet guy. Where do you see the Chinese capability with regard
to cyber attacks or potential?

Secretary LAWLESS. Thank you. Turning to the last question
first, because I think it is relevant to both pieces of what you have
asked about, whatever their internal Internet control practices may
be, they have developed a very sophisticated, broadly based capa-
bility to degrade and attack and degrade our computer systems and
our Internet systems. I mean the fact that computer access warfare
and the things that that allows you—disruptive things that that al-
lows you to do to an opponent are well appreciated by the Chinese.
And they spend a lot of time figuring out how to disrupt our net-
works, how to both penetrate networks in terms of gleaning or
gaining information that is protected, as well as computer network
attack programs which would allow them to shut down critical sys-
tems at times of contingency. So first of all, the capability is there.
They are growing it. They see it as a major component of their
asymmetric warfare capability.

Coming to the first question you asked, I believe that while it
may not be possible for them to totally control Internet activity in
China, it seems to me they are doing a very good job. And we have
not really seen that that capability to control the Internet within
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China has really resulted in any net loss of capability. If anything,
their determination to familiarize themselves and dominate to
some degree the Internet capabilities not only of China and the re-
gion, but the world, provide them with a growing and very impres-
sive capability that we are very mindful of and are spending a lot
of time watching.

General BREEDLOVE. Sir, I would just add, without being redun-
dant, that the Secretary mentioned that they are very keen on
their asymmetric ability to address our military power. And this is
one of those areas that they talk about, specifically in their white
papers and others, when they talk about warfare in an environ-
ment of informatization. That is a word hard for me to pronounce,
but obviously it means something to them. And so I would see this
as a key area where they would look to see our vulnerability, since
we are so netcentric in our warfare. And it is a concern to us.

The CHAIRMAN. Mr. Hunter.
Mr. HUNTER. Thank you, Mr. Chairman. And again thank you

for holding the hearing. And gentlemen, excuse me for having to
step out during a part of your opening statement.

But it is fairly clear that China is transforming their military,
Mr. Secretary, as you have just stated. In your opinion, what
should we be doing with our own military capability to adapt to a
transformed Chinese military?

Secretary LAWLESS. I think that our ability to plan and adjust
ourselves to that evolving capability in the first instance results or
leads us back to good intelligence. I am concerned that perhaps we
don’t have the quality and the breadth of intelligence focused on
this issue that we perhaps have had in the past. It certainly
doesn’t meet the standards of what we were able to apply to the
Soviet Union as it emerged.

And I think that additionally we need, I think, to adopt a much
more comprehensive approach within the Department of Defense
concerning our management of this particular issue. Again, this is
a dynamic problem. It is a problem in which—it is an issue where
we continue to be surprised from time to time with regard to the
speed with which a given system is deployed. And therefore, I
think there is a real incumbent burden on us to be very fast on our
feet and be able to adjust to the capabilities that we see that are
being fielded.

Mr. HUNTER. Let me get to some specific systems here. You have
a lot of short-range ballistic missiles being produced, an inventory
of between, as I understand, 750 and 1,000 in place. A lot of them
are across from the Taiwan Straits. Do you see any changes we
need to make or any emphasis we need to make with respect to
missile defense as a result of China’s emerging missile program?

Secretary LAWLESS. I think that is an ongoing calculation. In
fact, I specifically mentioned, I believe, that we can count no fewer
than ten systems either deployed or under development. The em-
phasis there is on the word at least. I think that these are chal-
lenges that are being presented to our ballistic missile programs.
I think some of those challenges were addressed by the director of
that program in some recent testimony and interaction with Con-
gress. It is an issue that I defer to our Missile Defense Agency to
address.
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But suffice to say on the policy side of the equation, we are doing
a lot of discussion within the region with our partners and allies
about the threat that those missiles pose. And I would suggest that
this year’s Military Power Report discusses not only the threat vis-
a-vis Taiwan and how we believe that is changing the status quo
and is creating a new dynamic there, we also address the growing
capabilities of the regional—that is, the medium-range ballistic
missile (MRBM) and the intermediate-range ballistic missile
(IRBM) deployments that are being made, a subject of course that
is addressed in much greater detail in the classified annex to the
report.

Mr. HUNTER. Let me ask you just one last question, Mr. Chair-
man. You know, China is cheating on trade right now. They are de-
valuing their currency by some 40 percent. That has been the sub-
ject of legislation by myself and Mr. Ryan and a number of mem-
bers, in fact 178 members of the House last year. They are buying
ships and planes and military equipment with American trade dol-
lars. And a large portion of the American defense industrial base
is moving to China. Do you see a problem there?

Secretary LAWLESS. Sir, I think we see a huge issue here. Again,
some comments that were perhaps made while you were out of the
room, the underlying defense industrial capacity that China is
building gives it terrific surge capability. When you are able to
build a particular combatant not in one shipyard, but in four or
five, and you are capable of undertaking—again, sophisticated in-
dustrial base—many programs, parallel programs at the same
time, you have great flexibility to surge that capacity. And I think
that is an issue that we are all deeply concerned with. And this
comes to the heart of the economic modernization of China.

Mr. HUNTER. And I think that the ability of the Chinese to trans-
late this massive commercial industrial capability, especially the
ship construction capability of China, to translate that into a war-
ship construction capability with respect to surface vessels and sub-
marines would very much threaten our ability to maintain a Naval
dominance in the region simply in terms of platforms that they can
produce, and with the new sophistication that attends many of
their programs. I think you see the American shipbuilding pro-
grams being quickly outstripped by China simply by translating or
transferring their domestic capabilities into a military production
capability. Do you agree with that?

Secretary LAWLESS. I do. As a matter of fact, we were just in the
Far East last week. One of the interesting commentaries that was
then being discussed was the fact that Japan and the Republic of
Korea, which lead the world in shipbuilding capacity and capabil-
ity, are now readjusting their projections, believing that instead of
China being a full head-to-head competitor, top-ranked competitor
vis-à-vis those two shipbuilding powers, instead of it being 15 years
out it is more like to 5 to 6 years out. So you have the ability of
China to introduce and, frankly, deploy capabilities on the commer-
cial side of the equation, shipbuilding being a perfect example,
which even their competitors had heretofore underestimated or
misestimated. So I think that goes to the heart of your question.

Mr. HUNTER. Okay. And just to close, Mr. Chairman, I think it
is incumbent upon us to ensure that China stops cheating on trade.
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This 40 percent devaluation is dealing a death blow to large por-
tions of our industrial base, and motivating many corporations and
many businesses to move their production to China. And in the
end, the United States may end up seeing massive pieces of the
U.S. industrial base turn to making equipment that is used against
us in some type of a conflict in the future.

I think it is important for us, as Armed Services members, to in
this case really concentrate and really focus on this problem of this
transfer of the U.S. industrial base to mainland China. Thank you,
Mr. Chairman.

The CHAIRMAN. Thank you. Ms. Davis.
Mrs. DAVIS OF CALIFORNIA. Thank you, Mr. Chairman. Secretary,

nice to have you here. Thank you, General, as well.
I want to take perhaps the flip side of that discussion and just

bring your attention to the article in Atlantic Monthly. I don’t know
if you saw that.

Secretary LAWLESS. I did. The James Fallows article?
Mrs. DAVIS OF CALIFORNIA. The ‘‘Superiority Complex.’’ actually,

this one is by Keir Lieber and Daryl Press.
Secretary LAWLESS. Oh, I am sorry. Okay.
Mrs. DAVIS OF CALIFORNIA. Perhaps that is different. It’s called

‘‘Superiority Complex,’’ and it discusses why America’s growing nu-
clear capabilities may make war with China more likely. According
to the authors, a future conflict over Taiwan could become the
starting point of a nuclear war between China and the U.S. And
it goes on to discuss the nuclear imbalance and a number of the
steps that the U.S. has taken of late. Perhaps if you haven’t read
it, then I don’t want to ask you to fairly respond to it. But it sug-
gests that some of the imbalance would play out across the globe
as well. And I wondered if you have any insights into China’s view
of this new reality.

Secretary LAWLESS. Well, that is an interesting comment in that,
as I mentioned briefly, we have had on the table an offer at the
highest levels, this is a Presidential discussion, this is a Sec-
retary—that Secretary Rumsfeld had when he was in China in Oc-
tober of 2005. We have consistently told the People’s Republic of
China that we think it is appropriate that we begin a dialogue on
nuclear strategies and better understand why they are doing what
they are doing. Because what is really happening here is, while the
United States capabilities are remaining essentially constant, we
have a significant improvement in China’s ability to target the
United States or to target us regionally, but specifically the con-
tinental United States.

This opens a whole range of issues for us. And so what we have
said to them is we really need to sit down and talk about that. The
welcome mat is out, the invitation has been made, and here we are
two-plus years later since we began this dialogue, waiting for them
to answer the mail. We are going to continue to press at every level
for this dialogue to begin for the very reasons that you state. I
think such a dialogue is critical. This is not an arms control regime
that we are attempting to put in place, it is a discussion. Because
we need to understand why they are doing what they are doing,
which creates an inherently more or greater instability, we believe,
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in the nuclear relationship between the United States and the Peo-
ple’s Republic of China. So again, it is a dialogue.

Mrs. DAVIS OF CALIFORNIA. Do you acknowledge, though, and ac-
cept the fact that perhaps there are steps that we are taking as
well that would make them more nervous on this front?

Secretary LAWLESS. If that is true, they need to tell us that. The
absence of a dialogue cripples any discussion and knocks it over to
a track two or track three exchange; for example, the types of ex-
changes that you are talking about in Atlantic Monthly. We would
rather have that discussion behind closed doors, face to face with
the people that are most concerned, in this case the military strate-
gic planners and the military leadership of China. To date, they
have not taken us up on that invitation. If they would, I think both
countries would be far better off.

Mrs. DAVIS OF CALIFORNIA. General, did you want to comment?
General BREEDLOVE. I would say this is another example of what

the Secretary talked about earlier, a place where opaqueness
doesn’t help. We watched the Chinese developing their road-mobile
ICBMs. We watched them continue to upgrade their static ICBMs.
Now we see them in a sea-launch ballistic missile program. So we
see indications of intent and other things, but we continue to try
to engage, as the Secretary has said, in dialogue at a very high
level, and our offers go unanswered.

Mrs. DAVIS OF CALIFORNIA. I certainly appreciate that. I think
what is important sometimes is when articles like this are out in
the public’s face, it is important in some ways to acknowledge that
those issues are out there. It is a fairly, I guess, intense article in
that regard, and I was interested in giving you that opportunity to
respond. And I appreciate that.

Thank you, Mr. Chairman. I wanted to turn, and I think my time
is about up, but perhaps someone else may speak about the inter-
ests of Members of Congress, certainly, sending a letter to the Chi-
nese Government regarding the concerns and atrocities in Darfur.
And perhaps you will be able to speak about that as well, and what
in fact we are doing to try and mitigate that situation as well, in
cooperation with them. Thank you very much.

The CHAIRMAN. Thank the gentlelady. The gentleman from
North Carolina, Mr. Hayes.

Mr. HAYES. Thank you, Mr. Chairman, and thank you very much
for your interest in and knowledge of the China situation. And
thank the witnesses for being here today.

Two questions in particular. General Breedlove, first a tactical
question, and then I would like to come back to you, Secretary
Lawless, for a trade follow-up.

In your testimony there is a lot of discussion about the capabili-
ties of the Chinese Air Force, particularly combined with the
Flanker and the Sukhoi and their own production. How would you
assess our response or our own development, given stealth, given
other capabilities? Do we need to maybe think a little bit more—
again looking at your testimony as a whole—toward missile defense
as a protection against China just in a general sense?

General BREEDLOVE. Sir, I will try to track two answers in what
you have asked.

Mr. HAYES. I don’t see much air-to-air coming.
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General BREEDLOVE. Yes, sir. Clearly, we share the concern that
Mr. Jones talked about earlier, about the ambitious programs to
develop these capabilities such as the aircraft and others. And an-
other indicator along those lines is you can have the more sophisti-
cated weaponry, but we need to be watching their training, because
they have to train to get the capabilities. And, unfortunately, now
we do begin to see more sophisticated training in their capabilities,
which might lend some intent to the more ambitious and the better
equipment that they are buying.

As far as missile capability, sir, I would have to defer to what
the Secretary said earlier. I am a little ill-prepared to answer and
would defer to our missile defense folks as far as that tack goes.

Mr. HAYES. The $45 billion significant increase in the Chinese
defense budget, based on your comments you just made, would you
say that a lot of that is going into more intensive, more extensive
training, particularly for pilots and other members of their mili-
tary?

General BREEDLOVE. Sir, I can’t comment on the amount of
money that is being spent on training, but what we do see is more
sophisticated training, trying to train in a joined environment, try-
ing to address the kind of skills to share information and to be
more netcentric and combined in their arms approach; and those
are clearly indications of a more sophisticated approach to training,
as opposed to a very disparate army, navy, air force-type training
which has been their past.

Mr. HAYES. Thank you.
Secretary Lawless, Congressman Hunter referred to trade issues,

and the Berry Amendment for some 42 years has been a trade de-
fense mechanism. Looking forward, obviously, the Chinese are a
tremendous customer of us and other folks in the West. By the
same token, we are a much larger customer of them. Do you see
this balance tipping and at what point?

You talk about the ship-building industry—it went from 15 years
to 5—the dynamic changes if we allow our industrial defense
base—and you referred to the importance of theirs—to deteriorate
to the point where it generates jobs and dollars so that we can com-
pete financially with them. If you can comment on that and also
on how important it is again to maintain the equity in the trade
agreements, which has not been the case so far.

Secretary LAWLESS. I think what I would like to do is answer
that by coming back to the issue of the industrial base. And it is
true that many of our exports to China comprise—although while
there are some components of agricultural products or non-finished
products, a huge portion of what we sell to China is, of course, in
very high-quality, finished goods. Airliners, for example, or com-
mercial aircraft.

China has made a decision to develop a competitive aircraft in-
dustry. Airbus, in a recent agreement with them in return for their
agreement to buy some of the Airbus aircraft, has agreed to estab-
lish a full production facility in Tianjin, I believe; and that is sup-
posed to be up cranking out A320-level aircraft within three or four
years.

Obviously, there is going to be a transfer of technology and a
transfer of that knowledge base to China as a direct consequence
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of that decision by Airbus to invest that facility in China and oper-
ate that facility in China. So I am concerned that China, in taking
a very long look and a very long perspective on everything that is
being done, has decided that it will acquire every single piece of ad-
vanced manufacturing and the full range and compete with us
across the full range of all products, no matter how sophisticated.

Mr. HAYES. Quick question—thank you—if I may, Mr. Chairman.
Just speak very briefly about China’s competitiveness in the pe-

troleum market and how that affects us in Nigeria and other
places.

Secretary LAWLESS. I think, in the first instance, it is broader
than just petroleum. It is the entire energy market and China’s re-
quirement and its ability to look down the road and recognize how
incredibly dependent China will become—is becoming already—on
imported energy and on imported raw materials.

This isn’t just about oil. It is about uranium to fuel all of the re-
actors that they are going to build for commercial power. It is
about access to raw materials, be it coking coal, be it iron ore.

Mr. HAYES. Thank you very much. I don’t want to impose on the
chairman’s kind nature here.

The CHAIRMAN. Mr. Larsen.
Mr. LARSEN. Secretary Lawless, General Breedlove, thank you

for coming to help us out this morning.
First off, I would like to ask, Mr. Secretary, if you can make

some folks available for us maybe next month before we go into re-
cess. A few of us are heading to China later August; and if we are
able to get the benefit of some of your expertise from some of your
staff before we headed over there, we would very much appreciate
that on a variety of issues.

I won’t put you on the spot to answer now but certainly want to
look forward to that.

It is interesting, that point you made earlier about. I think you
said that the need for the Department of Defense—a more com-
prehensive approach to the management of issues related to China.
Secretary Paulson has been assigned the strategic economic dia-
logue. Secretary Negroponte for the State Department is coordinat-
ing the diplomatic side of things; and I have always been a little
bit struck by DOD’s approach to China, which sometimes is not in
contradiction but is different than even within DOD, getting dif-
ferent messages as well about China. So I would encourage you to
follow up on if that was just an idea thinking out loud about the
DOD taking a more comprehensive approach and sort of sorting out
the policy.

The reason I ask and I want to—this is a prelude. Because there
are some questions that come up about missile defense and wheth-
er or not we need to be concerned about China and missile defense,
and it is interesting. Because Secretary Gates at the Shangri-La
conference, in an answer to a question about China missile defense
and Japan and missile defense and Moscow and Russia, was asked
whether we have considered a similar offer of cooperation of missile
defense to the Chinese. He said, ‘‘I haven’t thought about it. I think
if the Chinese had expressed an interest in it, we would take it se-
riously.’’
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That is on line—on page two of four of the transcript from the
Shangri-La conference.

And, again, I don’t know if he was thinking out loud or not. But
if we are—you know, if we are headed that way or we are open to
that, it runs counter to some of the questions that we have been
asked here about missile defense in China. So it would be nice for
everyone to get on the same page on that issue.

I think that as well trying to understand what you all think the
appropriate balance between—in this relationship, especially the
military relationship, would be important for us; and I would like
to have your opinion if you think China is all about us, that is,
China does things because of what the U.S. does and we seem to
be—we seem to take an approach here that if China is investing
in X, Y or Z then we necessarily need to invest in X, Y or Z, and
this will get to China’s intentions.

Do you think the PLA is more concerned about the U.S. any
more than they are with their own presence in the Asia Pacific re-
gion? Do they get up in the morning and say what is the U.S. doing
and how do we counteract that? Or are they looking more region-
ally and then, as a result, we need to then have a policy that re-
sponds more to how they see their region vis-a-vis how we see the
region.

I know it is a complex question, but it seems to be very at the
crux of how we approach China on a military-to-military, defense-
to-defense relationship.

Secretary LAWLESS. I think I understand the nature of the ques-
tion.

You asked, is China all about us? I think China is all about
China. And that means that China is all about what it has to do
in a whole range of relationships: its relationship with Japan, its
future relationship with the Korean Peninsula, its relationship
with southeast Asia, the Strait of Malacca. These are issues which
China is dealing with and spending a lot of time thinking about.

We have security commitments in the region. We have many bi-
lateral commitments, be it with Australia, be it with the Phil-
ippines, treaty relationships. And we have partnerships. We have
strategic a framework agreement that has been put in place, re-
cently, with Singapore.

I think what we have to do is figure out where China is coming
from and how they are going at each of these individual relation-
ships, because each of these partners turns to us and says what are
we going to do about this or how are we going to adjust ourselves
to compensate for this situation that has evolved.

One of the issues that I forgot to mention earlier, which really
underlines what we had to do——

Mr. LARSEN. If I could, it seems in my mind it makes the case
then for reacting appropriately and not overreacting and engaging
China on any number of these issues.

Secretary LAWLESS. Yes, sir. That is correct.
The CHAIRMAN. Thank the gentleman.
Mr. Randy Forbes.
Mr. FORBES. Mr. Chairman, thank you for your willingness to

hold this hearing; and, gentlemen, thank you for being here today.
I only have five minutes. I have a couple of comments and want
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to give you a few questions to give us an answer back for the
record in one answer today.

First of all, we know that China has a huge checkbook that they
have shown a willingness to use in the United States to affect our
policies, and they have been very effective in this.

I was glad to hear you and agree with you when you talked
about them developing asymmetric opportunities. Many of the wit-
nesses we have had over the last several years have ignored the
asymmetrical direction they are going. Also, your comments about
they are being competitive with us in several areas.

The one I disagree with you, though, is our ability in tracking
and predicting where their capabilities are going. Over the years,
as we have read reports from DOD and we have had testimony, we
have underestimated their capabilities and their ultimate goals
time and again. We missed them on subs; we missed them on car-
riers; we missed them on blue-water navy. When we look at nego-
tiations, we are losing those negotiations in intellectual property
rights, human rights, currency issue, access for our business, trade
deficits. They are the number one espionage problem we have in
the country, according to the Attorney General.

Three questions I would like to throw out for you to respond to
us at some date is this:

Given what we know with our history, what would be the value
to the United States of working with the Chinese to develop an air-
craft carrier, as Admiral Keating has previously suggested, which
would clearly extend to PRC’s capabilities beyond just regional af-
fairs?

It baffles me. I hope with you can give us some answers on it.
Second, the attorney general has testified on two occasions before

Congress that China represents the number one espionage threat
against the United States. As you know, Chinese military strategy
strongly emphasizes deception at the strategic, operational, tech-
nical levels. How responsive can we really expect the Chinese to be
when we call for transparency with regard to their military mod-
ernization?

Third thing is how rapidly and how effectively are they using
modeling and simulation to improve their training and to bring
about jointness in their operations and between their services and
also with their allies?

And then the question if you could answer for me today is this
one: We talked about their cybercapabilities. But to what extent
are the Chinese cyberwarfare units attacking computer systems in
the United States currently?

Secretary LAWLESS. Well, first of all, I commend you on your
overall presentation. There is not much there that I am going to
disagree with, even when you get the response to the questions.

I would suggest, however, that in the response to the questions
you are probably going to have much more clarity on what it was
that Admiral Keating said and did not say.

Mr. FORBES. That is what we are looking for. We only see what
we get in print. We are going to meet with him. That is why I
asked—why it said.

Secretary LAWLESS. Past masters at spinning comments. That is
the Chinese, not Admiral Keating.
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I think that what we really want to do is we would love to have
that discussion about cyberwarfare. There is a major treatment of
that issue in the classified annex this year. It is probably an area
where we, because of the nature of things that we know and under-
stand with some degree of detail, I would rather defer a discussion
to a classified venue. It is a very important area, and I cannot
stress how diligently we are following this and attempting to un-
derstand what the capabilities are and the intent is. But it is a
very important discussion, and we would love to have that with you
in a classified.

Mr. FORBES. We look forward to doing that.
The last thing I would suggest for your review in looking at is

this modeling and simulation aspect of it.
We have seen some very sophisticated programs that they are

coming out with; and, as you know, one of the weaknesses we have
seen with them has been their jointness and their ability to bring
that about. It looks like to us they may be using some sophisticated
modeling simulators the same way we have to try to bring about
that jointness and jointness with allies and hope you can give us
some feedback on that in a written form.

Mr. Chairman, thank you, and I yield back.
The CHAIRMAN. The gentleman from Georgia, Mr. Johnson.
Mr. JOHNSON. Thank you, Mr. Chairman.
It seems certainly that dialogue with China to try to minimize

misunderstandings and misapprehensions, if there might be any,
would be appropriate; and it take two to tango. So it seems like we
have been reaching out and we have not been getting the kind of
feedback or response back that we would—that we would like; and,
meanwhile, the continued investment of China in its military infra-
structure continues to escalate.

So the question becomes what does the United States of America
do in response? And it can certainly embark—certainly intelligence
is important in our ability to respond appropriately. But respond
we must.

So I am concerned—in your statement, Secretary Lawless, you
say that, on page three, at present, China’s ability to sustain power
at a distance remains limited. So I am concerned about our—I am
concerned about, you know, helping China acquire aircraft carriers.
I am concerned. I wonder why would that be a topic of discussion?
Why would we think that that would be appropriate to do that?
What kind of strategy are we—I mean, what underlies the strategy
for that proposal? I wonder about that.

And I am also wanting to know from you a little bit more about
the aircraft carriers that China has now. I thought I saw some-
thing in the statement and heard you say something, but I can’t
find it. So if you would tell me a little bit about that, I would ap-
preciate it.

Secretary LAWLESS. Obviously, in the one request for a written
response, we will be discussing the aircraft carriers exchange that
Admiral Keating recently had. It was not a proposal by Admiral
Keating to assist them in any regard with relation to aircraft car-
riers. It was an observation on his part the way we have gone back
and deconstructed it with him. It was an observation on his part
that if that is your intention to build a blue-water navy and to
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have a carrier battle group and have a carrier as the center of that
battle group, you may be underestimating by a long shot your abil-
ity to do that and you are underestimating the complexity required
to field such a capability.

I think it was more of a suggestion that they needed to under-
stand what it is they were taking on and how complicated and cost-
ly and what an actual challenge that would be to them. That is my
understanding of the dialogue.

To me, it makes absolutely no sense whatsoever to have a discus-
sion with the Chinese beyond that, except that if they are going to
build such a capability we would like to understand what the in-
tent of it is. Is the intent to project power? Is the intent to——

Mr. JOHNSON. What could be the intent other than to project
power in the long range?

Secretary LAWLESS. There is a number of explanations for that
aircraft carrier being used or being modernized or whatever use
they put to that particular ship that has been the focus of a lot of
attention to the Viog. That was, as I believe, it was a Kuznetsov
class carrier in the Russian navy—excuse me, in the navy of the
former Soviet Union. So it was really the peak of the Soviet
Union’s building program to equip themselves with a true aircraft
carrier. So there is a huge amount of attention focused on that.

I think the Chinese could actually be looking at that ship for pur-
poses of developing the ability to target U.S. aircraft carriers. It is
a very reasonable and logical conclusion as to why they are spend-
ing so much time and attention on that vessel as they are.

As a closing comment, let me just say in every recent interaction
that our people have had, senior military leaders and civilian offi-
cials, it is very clear that the Chinese intend—it is their intention
over the long term to build a blue-water navy and to have at the
center of that blue-water navy a carrier battle group just as we
have.

So they definitely are moving in that direction, and they have
made it pretty clear to us that is where they are going. We need
to think about that, and we need to think hard about that.

The CHAIRMAN. Thank the gentleman.
Mr. Franks.
Mr. FRANKS. Thank you, Mr. Chairman.
Mr. Chairman, I have a friend here with me this morning. Gen-

eral Philip Breedlove is a precious, beloved friend and also the
former commander of Luke Air Force Base; and he happens to be
pretty unique in another way. I have only been in a full 360-degree
loop in an F–16 one time, and he was at the controls. So there is
a just a lot of respect and admiration for this man. I believe him
to be a true champion of human freedom; and I think as long as
we have generals, officers like him in our Air Force that there is
still a lot of hope for the future for mankind.

So I hope I have put that the right way, but I really wanted to
welcome you, General, to be here, and I can’t even begin to apolo-
gize for missing your opening comments and the Secretary’s here
this morning. It was unavoidable, to say the least.

But I, again, welcome both of you here.
I know that we have had a lot of discussion related to China’s

asymmetric capability, especially some of their adventures in ASAT
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in the space directions. I will tell you, not to involve you in the in-
teresting political machinations of this committee, but we just came
through the process of the DOD authorization bill, and we debated
here in this committee this Space Test Bed, and, unfortunately,
that has been zeroed out for the time being, and I am very con-
cerned about that.

And without involving you in the political machinations any
more than is necessary, given China’s superior numbers and their
military computer technology or technologists, as it were, and peo-
ple that work on their military computer capability, it seems like
that could be a fairly vulnerable area for us, and that has been
suggested already here.

General, could I ask you to—I know that is a little out of your
lane, but could I ask you to address it first and then the Secretary?

General BREEDLOVE. Well, sir, thank you for your kind remarks.
It was as much fun for me as it was for you, I think, the flying.

Mr. FRANKS. I think it was more fun for you, General.
General BREEDLOVE. Sir, we clearly are a military, as has been

mentioned by several members, that is dependent on joint warfare.
Joint warfare means netcentric warfare sharing information, and I
believe this goes back to the discussion we have had several times
today that the Chinese look for those asymmetric ways to dig into
our capabilities and they have seen and watched. They watched the
Desert Storm. They have watched every war we have done since
that time and how our information capability to target and to see
and perceive our enemy is key our warfighting capability.

I think it is pretty clear to know that they are going to go after
our ability to do that; and, as has been mentioned, we see that as
a unique opportunity for them to attack us asymmetrically.

Mr. FRANKS. Spoken like a general of the Air Force.
Secretary, do you have anything to add to that?
Secretary LAWLESS. Actually, no. I am going to enlist General

Breedlove on the policy side of the equation. That was a very com-
prehensive response on that.

No, not really.
Mr. FRANKS. This committee a year and a half or two ago was

briefed by the Electromagnetic Pulse (EMP) Commission; and up
until that time, a lot of us, including myself, had relegated the
EMP threat as more like an asteroid hitting the earth. It would be
really bad if it happened, but the chances of it happening are pret-
ty low.

But I have to tell you a lot of us, including myself, became much
more concerned as we looked at the Chinese development of EMP,
especially as it relates to protecting or being—having an offensive
capability and our inability to protect Taiwan against such a weap-
on if it were deployed. It might be something that would neutralize
our fleet there pretty dramatically.

Do you think that we are—if we can answer it in a non-classified
setting, are we addressing that in a capable way from your posi-
tion?

And, General, I direct the question to you first again.
General BREEDLOVE. Yes, sir. I would—I am unprepared to ad-

dress specific EMP. I would just say that maybe we would need to
conduct dialogue with Taiwan as far as their internal efforts first

VerDate 22-MAR-2001 08:26 Nov 13, 2008 Jkt 038370 PO 00000 Frm 00027 Fmt 6633 Sfmt 6633 C:\DOCS\110-61\164000.000 HAS2 PsN: HAS2



24

and their defense spending and the trend in their defense spending
and then address this specific problem with them in those discus-
sions.

I will defer to the Secretary further on that.
Secretary LAWLESS. I believe, sir—to come back to your question,

I believe that we really would be able to give you a very com-
prehensive answer in a more secure venue than the one we have
here today, in a classified briefing.

That said, taking note of Taiwan’s vulnerability and indeed any-
one that is dependent on an information society as we all are, one
of the things that we have stressed to the folks in Taiwan is their
requirement to harden their infrastructure and the fact that their
infrastructure or the infrastructure of any advanced country is, ob-
viously, very vulnerable to disruption.

So it is part of an ongoing dialogue about defensive measures to
harden and back up their infrastructure because of the threat that
we see growing very significantly to that infrastructure.

Mr. FRANKS. I am sorry. We are out of time.
Mr. Chairman, thank you very much.
The CHAIRMAN. Mr. Courtney.
Mr. COURTNEY. Thank you very much. I want to thank the wit-

nesses for their helpful testimony.
I want to ask a specific question, Secretary Lawless. There were

press reports last October that the Kitty Hawk had a surprise visi-
tor. A Chinese submarine surfaced within firing range, and it
seemed like that would have been a pretty stiff test of the military-
to-military relationship between our two countries in terms of
whether or not there was any follow-up or communication in the
wake of that incident. And I was wondering if you have had any
comments about whether or not we can decipher any intent also
from that incident?

Secretary LAWLESS. A very appropriate observation and question,
I might suggest.

We have been in a process—and, again, we mentioned this in our
report again this year—a process with China, I believe, for over 20
years attempting to have an agreement, an military maritime con-
sultation agreement (MMCA) agreement which really talks about
safety at sea, talks about communications protocols, talks about
how you preempt any conflict at sea or misunderstanding at sea;
and that dialogue and the desire to reach agreement with China,
as we have every other seafaring nation in the world, has been a
very frustrating experience.

The reason it has been a frustrating experience is because, until
very recently, China overlaid that dialogue with a policy issue.
That is the 200-mile exclusive economic zone (EEZ) economic zone
issue and different interpretations as to their rights within their
own EEZ. I will tell you this: We recently reached agreement with
China that we would take the policy component of that out and put
it to the side so that we could actually have a discussion about
MMCA and about these types of issues.

The surfacing of that Song-class submarine in the proximity of
the Kitty Hawk underlined and reinforced our entire 20 years of
discussion with the Chinese as to why we need mechanisms to be
able to deconflict, and that very easily could have developed into
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an ugly situation for the simple reason that we didn’t have those
procedures in place and still don’t today.

So we have an incremental improvement in the MMCA area that
is mentioned in the annual report, but we are a long way from hav-
ing the type of dialogue to prevent situations like that at sea.

And one last point, as China reaches out and fields a blue-water
capability and surges those submarines and those other ships out
into areas where they are going to encounter large U.S. battle
groups or whatever, we are going to see that issue repeated time
and time again. So it is essential that China understand the re-
quirement to deconflict and have these understandings in places.
Right now, we don’t have that agreement with them.

Mr. COURTNEY. Any speculation about what was going on there?
Was it somebody sort of hot-dogging or was it just an accidental co-
incidence?

General BREEDLOVE. I think—I hate to interrupt, but I think
there is one positive to take away from this.

From our incident in 2001 with the EP–3 and the fighter, we saw
what some have characterized as some undisciplined actions by the
pilot which resulted in the loss of a fighter in this instance. While
I am not a naval man, in the air we have certain rules of the road.
In the water, there are also rules of the road. And our naval folks
tell us that the one positive of the incident is that the sub com-
mander surfaced appropriately in accordance with peacetime sig-
nals for a peaceful surfacing.

So at least we take away that there was responsible action on
the part of the sub commander, not addressing the military piece
but at least the rules of engagement.

Mr. COURTNEY. Again, I just want to actually quickly follow up
with Congresswoman Davis’ question that she couldn’t ask, which
is about our efforts to try and change China’s policy toward the Su-
danese government regarding military transfers and their lack of
response to the terrible genocide happening in Darfur.

Secretary LAWLESS. My comment would be, in the first instance,
of course, this is a State Department issue, but it is hard to ignore
the fact that obviously China places a premium on its relationship
with Sudan and obviously is trying to develop a very, very close re-
lationship in the area of energy. And part and parcel of that is Chi-
na’s supplying Sudan with weapons.

One of the issues that I think there is some agreement on is they
will attempt to deconflict that weapons program with the Darfur
activities. That said, I am not very sure how much ground we have
gained with the Chinese in making them appreciate the other
issues we have with Sudan, and I think it is a very good example
of China’s determination—or inclination, excuse me, to put energy
as a priority in their national component over the interests of other
issues that we might find important, particularly in the case of
Sudan. It is really the poster child for that whole issue.

The CHAIRMAN. The gentleman from South Carolina, Mr. Wilson.
Mr. WILSON. Thank you, Mr. Chairman; and, General and Mr.

Secretary, thank you very much for being here today.
I am very interested in our relationship with China and how we

are working together to combat terrorism and proliferation of
weapons of mass destruction.
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On my visits to Beijing, I have actually been impressed to find
out there is a realization we have a common enemy there. That is,
terrorists who want to destroy modern civilization. Could you tell
us what progress has been made, what challenges exist and what
more can be done to work together?

Secretary LAWLESS. I actually think there has been progress in
this area; and I think the progress is manifested by their eagerness
to cooperate on the anti-terrorism frontier, sharing information and
whatever.

I think the sharper interest we have relates to proliferation and
particularly in our dialogue with the Chinese related to nuclear
ballistic missile proliferation and to the extent to which China may
be enabling other countries that would perhaps fall into the cat-
egory of rogue states to proliferate and build systems that are de-
stabilizing.

So I think while there has been some level of improvement on
the counterterrorism front, there are still other initiatives where
China has been invited to the table but has elected not to show up,
particularly the Proliferation Security Initiative (PSI).

The Proliferation Security Initiative, as you know, is an ad hoc
arrangement whereby the stated purpose of it is to cooperate, to
deny or preempt the ability of people to ship weapons of mass de-
struction or components or enablers thereof. We would have liked
to see China show up at PSI and participate.

On the other side of the equation, they are involved in the con-
tainer initiative, and I think there is a pretty robust or decent dia-
logue with regards to that particular initiative. So it is a mixed
message where there is room for a huge amount of improvement.

General BREEDLOVE. Yes, sir. I wouldn’t want to alter what the
Secretary has said, but I would just like to harken back to some-
thing he did mention before.

One of the areas we would like to see some improvement on has
sort of been the international relations piece. As he mentioned, the
Shanghai Corporation Organization did work to block our U.S. bas-
ing in Kyrgyzstan; and that was not helpful to our war on the ter-
ror. So there are places, as the Secretary has said, where we have
a mixed record; and we would like to address those areas.

Mr. WILSON. I appreciate you pointing that out. Because it would
appear that we should be working together more closely, but spe-
cifically Kyrgyzstan needed to be raised.

Additionally, I have had the extraordinary opportunity to visit
North Korea and South Korea with the Six-Party Talks. It always
has struck me that it is in China’s interest of denuclearization of
the Korean Peninsula and the stability of the Korean Peninsula
that they would benefit most, but they also are the superior and
only, virtually, benefactor of the Democratic People’s Republic of
Korea (DPRK).

How effective are they currently in the Six-Party Talks?
Secretary LAWLESS. That is—I think the record is mixed.
By and large, we give the Chinese due credit for enabling the en-

tire process, hosting the entire process, convincing the North Kore-
ans to show up when there is a meeting; and China has delivered
on that aspect of the program, that is, as a host or moderator or
enabler for the overall discussions.
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I personally believe, having sat through every single Six-Party
session, that China needs to be a little bit more declaratory with
regard to its concerns.

And, in that regard, you are correct that China remains the sin-
gle most important, the overwhelming supplier, enabler of North
Korea. So, in that regard, one would think that China has leverage
it has not elected to use to date. And I think that is a consensus
position, and I think that is what is our—our goal is that China
becomes more active vis-a-vis North Korea, given the inherent le-
verage they possess in the issue.

Mr. WILSON. In conclusion, I want to thank you for your efforts;
and I just can’t reiterate enough that it seems like, to me, mutually
beneficial to China, the United States and so on, the entire Korean
Peninsula that there be a real effort to, even without regime
change, to have the countries that work together.

Thank you, Mr. Chairman.
The CHAIRMAN. Thank you.
Mr. Taylor, the gentleman from Mississippi.
Mr. TAYLOR. Thank you, Mr. Chairman.
Mr. Secretary, thank you for being here.
Mr. Secretary, in your remarks, you quote the 2006 QDR that

says, ‘‘China has the greatest potential to compete militarily with
the United States; and field destructive military technologies that
could over time alter traditional U.S. military advantages.’’

Now that is a document that comes from the Bush Administra-
tion, a report to Congress. Given that the Bush Administration is
saying this, how would you explain that the President’s remarks
seem to have almost tunnel vision toward Iran and al Qaeda? If
the threat is China, why doesn’t the Bush Administration say why
don’t we have free trade with China instead of focusing on Iran and
al Qaeda?

To the best of my knowledge, al Qaeda doesn’t have an aircraft
feet, doesn’t have a naval fleet, doesn’t have mass armies, doesn’t
have nuclear weapons. The Chinese have all of these things. The
Bush Administration QDR is the one that says they are the threat,
and yet the President seems to be focused over here when this doc-
ument says maybe we ought to be looking over there.

Secretary LAWLESS. I think the QDR, as presented, did address
the priority of combating international terrorism. The particular
portion of the QDR that we are referring to here discusses the
emergence of strategic competitors, and it doesn’t make any judg-
ment with regard to where China will eventually go. It simply says
that we have identified China, given the industrial base we have
discussed here today and a number of other issues, has the poten-
tial—and I think I would underline that piece in the QDR—to field
disruptive technologies. That is a fact. The potential is there.

Similarly, in that same document, we talk about China as a po-
tential peer competitor; and the reason we are doing that is we are
saying that there are a number of choices in front of the Chinese
leadership that they have to make, we only have limited control
over those choices, and that it will happen over a multi-
generational process as China continues to develop its capabilities
and its economic power.
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We are acknowledging China as a possible peer competitor. It
certainly is a peer competitor of the United States in many eco-
nomic fields today, and it will be in the future in more areas, and
eventually it will be a peer competitor in the field of national secu-
rity and military technology and its capabilities.

I think in the QDR, taken as a whole, puts China in the position
of emerging peer competitor. It makes no judgments as to whether
attending that issue is more important than dealing with al Qaeda
or international terrorism; and, actually, it is quite balanced in
that it says we are not prepared to make a judgment as to where
China may end up on that spectrum of possibilities.

So the QDR as a whole, that language is very carefully chosen
within the context of a nation state peer competitor, as opposed to
international terrorism.

I can’t give you a better answer than that, other than to say I
think the QDR is very balanced.

Mr. TAYLOR. Walk me through something.
I have been in China maybe four hours, but Shanghai looked a

lot more modern than New York. It is my understanding it is a sec-
ular society that actually goes out of their way to downgrade pollu-
tion. It is a society where they have forced abortions. Strikes me
as something that is the antithesis of a fundamentalist Muslim.
How is it that they have dodged the wrath of al Qaeda?

Secretary LAWLESS. It would be very difficult for me to give you
a definitive answer on that. I don’t believe there is a large Muslim
population with which they have to deal. There is a Muslim popu-
lation there. They have had their problems in the far west of the
country where there is a Muslim majority. There is actually an or-
ganization out there that I believe we have designated that has
been universally designated as a terrorist organization, I believe.

So it isn’t that they have dodged altogether the bullet. I think
that the problems they have internally with regard to terrorism are
very contained geographically and that they have just simply found
a way to manage that threat over the years.

But I don’t think that they are ready to rest on their laurels.
They appear to be very concerned about the threat of terrorism;
and they have got the Olympics coming up, as you know, where
there is a venue there for international terrorism to manifest itself.

So China has a problem. The problem is at least under control,
I believe. But they have a problem.

Mr. TAYLOR. Thank you, Mr. Chair. Thank you, Mr. Secretary.
The CHAIRMAN. Thank you.
Mr. Akin.
Mr. AKIN. Thank you, Mr. Chairman.
A couple of quick questions here.
The first thing is we have had some briefs from the Navy, par-

ticularly as it relates to the situation with China and the impor-
tance of network-centric warfare and that being the future where
we need to be going with our forces.

Is there any program to develop that that is parallel to the fu-
ture combat systems, parallel to that in the Army, or is the think-
ing that maybe some of that software and that communications dis-
cipline could be cross-supplied to the Marines or the Navy as well?

General BREEDLOVE. Sir, I will take a stab.
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I think I understood your question, and let me just quickly re-
phrase it to make sure I don’t answer it incorrectly. Are you asking
are we taking a look at the progress they are making in netcentric
warfare and applying it to our military?

Mr. AKIN. Yes. And my question was, do you have your own par-
allel effort going on toward network-centric warfare in the Navy,
or are you waiting to say maybe we can cross-apply it and just take
some of the software or maybe something else?

I guess maybe my question is, what is your action to move us
into more of a network-centric force in the Navy relative to this sit-
uation in China?

General BREEDLOVE. Sir, I would give you my assessment. I am
an Air Force officer, so that limits my visibility into the Navy a lit-
tle bit.

I would tell you that, as an Air Force officer, especially dealing
in the aero warfare piece, the Navy is absolutely net warfare cen-
tric, and they are lashed in completely with both Army air defense
and U.S. Air Force netcentric warfare. In fact, the Aegis cruiser is
an incredible example of netcentric warfare and the capability to
control and communicate across nets.

So my exposure to the Navy and netcentric warfare is they are
extremely good; and my appraisal of the Chinese effort, especially
as it pertains to their army, navy, and air force, is they are decades
behind us at this point in netcentric warfare.

If we have an asymmetric advantage, that would be the asym-
metric advantage.

Mr. Secretary, any——
Secretary LAWLESS. No. I agree with that comment, but I think

it is important to stress that in every instance where we have a
disadvantage China has done a very good job of assessing exactly
where they stand vis-a-vis the United States and has embarked
upon a very aggressive program of becoming that centric, under-
standing it, and integrating their forces.

This is a big issue for them. They are spending a lot of time and
money on it. My prediction would be, given the underlying strength
of the telecommunications and the Internet activity and computer
technology in China, they are going to be able to close that perhaps
multi-generational gap very quickly; and that is our concern.

Mr. AKIN. Thank you.
Another aspect of what China’s interest has been in doing is, in

various ways, is to deny us access to certain regions, particularly
around Taiwan, is my understanding; and they have different tech-
niques for doing that. One of them, of course, is asymmetric threats
just in general on computers, I suppose. Another one is the Sun-
burn missile. Do we have a response to that at this point? Is that
still a significant threat or can we stop those at this point or is that
classified?

Secretary LAWLESS. It is classified, but just let me say one of the
elements of this year’s China military power per the unclassified
version is not just a discussion of Sunburn. It is a discussion of Siz-
zler as well, which is the submarine-launched anti-ship cruise mis-
sile, plus a whole range of land-based and aircraft-based anti-ship
missile.
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So this is an area in which the Chinese, as you have observed,
are spending a huge amount of effort as part of the area of denial
or access-denial programs.

I think we would be able to treat your question very effectively
in a closed session.

General BREEDLOVE. Sir, just to add a small piece.
In the report, the unclassified report, there are clearly depictions

of not only these missiles but the air defense missiles and all of
these systems overlapping in an area of denial, access denial mode
that reaches clearly to Taiwan; and that is concerning to us as it
is, obviously, to you, sir.

Mr. AKIN. And then I guess the next piece of it is the submarine
component.

I understand—I have to leave that question for another day.
Thank you, Mr. Chairman.
The CHAIRMAN. Thank you very much.
Before I ask Ms. Bordallo, Mr. Secretary, let me ask you in gen-

eral, regarding the P–3 incident, which I believe was 2001, the
USS Kitty Hawk incident on October 26th, 2006, and the Chinese
successful anti-satellite test January 11 of 2007, can you, in your
understanding and study of China, ascribe any general intent to
send any type of messages to the rest of the world within those
three incidents?

Secretary LAWLESS. If that was the intent, we certainly have not
found a common thread.

I would suggest, rather than carefully calculated intent, what we
saw in each of those three cases was a demonstration of capability.

In each case—not in the EP–3 incident in which an aircraft
rammed our plane by challenging it in what was called the so-
called EEG zone of China, but particularly in the other two areas,
the Kitty Hawk incident and the direct ascent anti-satellite missile
test, what you have is a China that is developing very impressive
either anti-access in the case of the submarine or particularly
asymmetric capabilities in the case of the anti-satellite test, devel-
oping very impressive capabilities and being willing, if not eager,
to demonstrate those capabilities both to us and to their own peo-
ple.

There is an issue here also of being confident about their own ca-
pabilities, and the level of confidence that the Chinese have in
their growing capabilities is another issue of significant concern to
us.

The CHAIRMAN. Thank you very much.
Ms. Bordallo.
Ms. BORDALLO. Thank you very much, Mr. Chairman. And thank

you, Secretary Lawless. It is good to see you again. And I want to
thank you for your very important role in the transferring of the
Marines from Okinawa to Guam. And to you, General, welcome.

The efforts on the People’s Republic of China to improve its mili-
tary capabilities, particularly its ability to project force in the Pa-
cific, are of particular concern, naturally, to me and my constitu-
ents. As you well know, Guam is located just over 1,000 miles from
the Chinese mainland, and the recent report from the Department
of Defense on China’s military power has attracted a significant
amount of attention back home. I am also the co-chair of the Con-
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gressional China Caucus, along with my colleague from Virginia,
Mr. Forbes, so I am very interested in the military capabilities in
China.

So my question to you, Mr. Secretary, is this. As you know, the
military buildup on Guam is moving forward, particularly with the
announcement of Japan’s authorizing of $6 million in funding for
the buildup. The recent DOD report highlights the increased mili-
tary spending by the Chinese. So to what extent does the increased
Chinese military spending impact the military buildup on Guam?

Secretary LAWLESS. I think that as we have discussed with you
in your office, and as we have discussed in our interactions on
Guam, and with the Governor and his people and the Senate on
Guam, the changes that we are making to Guam is part and parcel
of the process that began in 2002 with global basing and our reas-
sessment of our global basing requirements. The idea of devoting
much more attention to Guam, again, is part of a reposturing that
we believed was necessary in the Western Pacific. It has to do not
only with the relocation of certain capabilities from Okinawa and
a broader distribution of those capabilities that is the Marine force,
it also has to do with some very important buildup, as you know,
of U.S. Air Force and U.S. Naval capabilities on Guam. We believe
that we need to balance our forces a little bit more carefully in the
Pacific.

That is part of the Guam buildup. But we also need—Guam is
United States territory, and it is very appropriate that if we are
going to expand our capabilities in the Western Pacific and dem-
onstrate to our allies, to our partners, and to other interested par-
ties that we are a Pacific power, and we are determined to stay in
Asia, Guam is a very good place for us to do that from. It is U.S.
territory, it is ours, and we are in Asia to stay.

So I would suggest there is both a military aspect to the buildup
on Guam, a very necessary military aspect. There is also a psycho-
logical issue with our commitment to Guam and Guam’s role in the
greater U.S. posture in Asia and the Pacific. So we certainly appre-
ciate the fine hospitality and the great relations that we enjoy with
the people of Guam.

Ms. BORDALLO. Thank you very much, Mr. Secretary, and I do
want you to know that we are looking forward to this buildup.

The next question I have is the U.S. Navy recently announced
that the USS Buffalo, a Los Angeles-class fast attack submarine,
will be home ported in Guam. This will replace the other one where
there was an accident. There have also been discussions about uti-
lizing new piers at the Naval Base Guam for maintenance and re-
supply of aircraft carriers. Are there additional military capabilities
that are being considered for placement on Guam that would pro-
vide additional security to counter the increased Chinese military
buildup that you know of?

Secretary LAWLESS. Yes. We are very much aware of the dynam-
ics of the range rings that are in that book and where Guam sits
within those range rings of different Chinese ballistic missile capa-
bilities. Obviously, the buildup on Guam is multifaceted, it is a dy-
namic and ongoing process, and I think we will continue to assess
what the needs of Guam are in defending our presence there and
defending the people of Guam.
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So you can be sure that we literally meet once every two weeks
at a steering committee within the Pentagon to decide how the
Guam buildup is moving forward and what we need to do dif-
ferently. So rest assured that we have this issue in hand and we
are very mindful of the requirements of Guam.

Ms. BORDALLO. And I do have just a second part of that question.
The lack of transparency in China’s accounting for military spend-
ing. It seems that the Department of Defense is taking a new tack
in its talks with China and ramped down the rhetoric about trans-
parency in China’s reports. Can you elaborate on the rationale for
the change in tactics?

Secretary LAWLESS. We really don’t see that it is a change—we
don’t see this as a change in tactics. I think that the same themes
that appeared and were consistent with previous reporting, pre-
vious China Military Power Reports, are all still there. I think this
is our seventh year in generating a report, or at least our sixth
year in generating a report. Those themes remain pretty constant.
The rhetoric regarding the military budget, frankly speaking, has
become so routine, and we have thumped that drum so much that
we thought that we simply didn’t need to spend that much time in
this report beating on that drum, and that is the only thing that
I can attribute it to.

Ms. BORDALLO. Thank you. Thank you very much, Mr. Secretary.
The CHAIRMAN. Thank you. Mr. Cummings, the gentleman from

Maryland.
Mr. CUMMINGS. Thank you very much, Mr. Chairman. Mr. Law-

less, you stated in your testimony that while Beijing has improved
its non-proliferation posture by promulgating export controls and
regulations, strengthening its oversight mechanisms, and commit-
ting to respect multilateral arms export control lists, at the same
time China has participated in the ongoing transfer of conventional
weapons to nations such as Iran, Sudan, Burma, Zimbabwe, and
Cuba. Is China fulfilling its obligations under the U.N. Security
Council Resolution 1747, which calls for the restraint in the sale
of heavy arms and missile technology to Iran? And what are your
key concerns?

Secretary LAWLESS. In the implementation dialogue on 1747, I
think that we are satisfied—and again, I have to be careful here,
because I am not speaking on behalf of the State Department, and
this is their lead—I think we are satisfied that they are making a
real intention—they have the intention of following through on
1747 sanctions. The issue is not so much the letter of the law in
China, it is China’s ability and willingness to implement the law
and to constrain or restrain individual companies that in a very
freewheeling way have for a number of years dealt with
proliferators and supplied them with a wide range of components,
materials, and systems, subsystems. And the issue for us is one of
getting the Chinese, let me say, to enforce the laws that they al-
ready have on the books with a fairly robust enforcement mecha-
nism, which heretofore has not really existed.

They are doing a much better job than they have done in the
past. They are trying to enforce their own laws in this regard. But
a lot of important things continue to slip through, and we get very
disturbed when important things slip through, because it means
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that China is the only supplier of a given system or subsystem that
enables a proliferator such as Iran to build a complete system.

So you can understand the frustration. The laws are on the
books. They are making a good faith attempt to put the legislation
down. The issue is their willingness and ability to enforce the laws
they already have. And I am sorry if that is——

Mr. CUMMINGS. No, no.
Secretary LAWLESS [continuing]. A lengthy answer.
Mr. CUMMINGS. That is fine. While Mr. Negroponte testified be-

fore the House Committee on Foreign Affairs on May 1, 2007, that
China has a mixed record on efforts to stem the proliferation of
weapons, especially those relating to missile technology, and this is
a follow-up on what you just said, notably China needs to imple-
ment effectively its export control regulations and to rein in pro-
liferation activities of its companies.

Mr. Lawless, you also noted in your submitted testimony that
China should do more to curtail proliferation. Has China begun to
improve its export regulations as to deter private entities from en-
gaging in weapons proliferation? And I take it that—does that fall
under the same category that you just stated?

Secretary LAWLESS. Exactly.
Mr. CUMMINGS. In other words, the law is there, and it is just

not adhering to them? And what can we do? I mean are our hands
tied behind our backs on this?

Secretary LAWLESS. No, not at all. In fact, sir, I would suggest
that it is probably not so much an act of commission on their part
as it is an act of omission. When you simply don’t enforce, and ei-
ther because you don’t have the mechanisms in place to catch a
given shipment—you know who your proliferators typically are, you
know what companies are involved in these activities, because only
certain companies have the ability to ship these products. I think
it is a question of the laws are on the books by and large, it is en-
forcement, and in particular enforcement at a local level. Their reg-
ulatory and enforcement authorities may be in some regards lack-
ing. And so perhaps we are not giving them sufficient credit for the
things they are able to do given their situation. But they have had
enough time now, and these proliferating companies are well
known to them.

And you ask if there is anything we can do. There is something
we can do, and we do it routinely. We list the companies as
proliferators, and basically ban anyone from doing business with
them. In certain cases this has resulted in a very negative reaction
from the Chinese government, because you have no choice but to
sanction a large corporation. That corporation may have a division
over here which it does not control that is proliferating, and we
have no choice but to sanction the entire corporation, which has
happened a number of times. So this is a very sensitive issue be-
tween the two governments. But that mechanism does exist if we
choose to use it.

Mr. CUMMINGS. Thank you, Mr. Chairman.
The CHAIRMAN. Thank you. Let me, before I call on Mr. Larsen,

Mr. Secretary, if I may ask you how we, our country is engaging
with China to combat terrorism as well as proliferation of weapons
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of mass destruction. How are we engaging with them? What are
they doing? What are we doing? If anything?

Secretary LAWLESS. I actually think we are doing a lot. There are
fora and activities which China for one reason or another have
elected not to participate in, which is a disappointment; for exam-
ple, the Proliferation Security Initiative. There are other mecha-
nisms that have been established by the United Nations—the gen-
tleman has just mentioned United Nations Resolution 1747—in
which we see every indication that China is willing to play a
proactive and aggressive role. We have a number of interactions,
all organized and led—mostly organized and led by the State De-
partment, or in the case of financial issues, led by Treasury. So you
know, there is a very aggressive engagement going on with the
Chinese across several areas. They get it, particularly on the very
high value issues like nuclear materials control. In other areas,
there seems to be a reluctance or an inability to recognize the pro-
liferation potential of a lot of the smaller companies. And so I think
there is a lot of room for improvement, and that is all going to be
an issue of willingness on the part of the Chinese government to
step up and just do it.

So that is sort of where we are with them. A mixed record. Get-
ting better, but significant challenges remain, as Ambassador
Negroponte in a very carefully worded statement has noted.

The CHAIRMAN. Thank you. Mr. Larsen.
Mr. LARSEN. Thank you, Mr. Chairman. Again, Secretary Law-

less and General Breedlove. Secretary Lawless, earlier in your tes-
timony you mentioned the defense telephone link (DTL). And your
testimony in particular says U.S. and Chinese officials will meet in
September, 2007 to finalize details of the link. I know there has
been some technical issues, like defining who would actually an-
swer the phone in China. But I wanted to ask what specifically is
left to discuss, to finalize the DTL?

Secretary LAWLESS. I think there is a lot left to finalize it. In
fact, all we really have at this point is the comments by Lt. Gen.
Zhang in Singapore at the Shanghai Forum, on I believe it was the
2nd of June, where he said we have made a decision to accept the
U.S. proposal, or something of that nature. It was somewhat vague.
So the first question that will be before us in the DCTs in Septem-
ber is we would like to hear that across the table formally, if not
before.

Mr. LARSEN. You need to hear that from General Guo or
from——

Secretary LAWLESS. No, I think we need to hear it in a formal
session from General Zhang. And the other thing that has to hap-
pen is we have had teams discussing this with them, visiting with
them. I think there needs to be a much more concrete demonstra-
tion that they are willing to throw the switch on the telephone.
And the devil is in the details. But we would intend that by the
time we meet in September that this thing be locked up with an
agreement on all the specifics of the defense telephone link. It is
very important to put that in place. We have been waiting for four
years to do it.

Mr. LARSEN. Last—I forget if it was December or January, it was
either late December or early January we were there, and in a con-
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versation with the Minister of Defense Cao we—I actually had the
opportunity to directly ask him for an invitation as an observer to
the next joint China-Russia exercise——

Secretary LAWLESS. Yes.
Mr. LARSEN [continuing]. Which I recall the response being some-

thing about the weather. In other words, it just sort of landed and
we moved on. But I was curious about whether or not that is still
something we would like to ask again, if an opportunity arose to
ask again for observer status at a joint China-Russia exercise?

Secretary LAWLESS. If you get observer status could you get us
observer status?

Mr. LARSEN. I may have better luck? Is that it?
Secretary LAWLESS. I am serious, because as you know, we have

requested observer status.
Mr. LARSEN. I know. I know.
Secretary LAWLESS. And we have been told by each party that it

is the fault of the other party not wanting us there. So it is sort
of like a double uninvite to the event.

Mr. LARSEN. Right. Okay. I got it. So I will put that on my to
do list then. Related to that is generally the East Asia Security
Summit and the EAS and whether or not—do we still see that as
something that we want to try to be a part of, or after a couple of
times they have met there doesn’t seem to be much that has come
out of it? Do we see that as all that important, as important as
SCO, as important as any joint exercise between Russia and
China? Where does EAS fit in all this?

Secretary LAWLESS. Well, I think it fits into there is a whole ma-
trix of regional fora, security-related fora that is being addressed.

Mr. LARSEN. The ASEAN (Association of Southeast Asian Na-
tions) Regional Forum (ARF).

Secretary LAWLESS. You have the ARF, and other fora, all of
which we show up at if we are invited to come. The issue for us
has been we want any fora that is created—any forum, excuse me,
that is created to be all-inclusive. China has in the past not been
helpful in this regard, in that it would actually like to promote
venues and fora that are non-inclusive, meaning that the United
States is not part of that presentation. Other parties that are there
very much would like us to be there as well.

Mr. LARSEN. Right.
Secretary LAWLESS. So I think we will continue to seek out every

opportunity in every fora that presents itself to be there, either as
an observer or as a full participant. We want to be involved. And
to the degree that others don’t want us to be involved, we do not
believe that is helpful.

Mr. LARSEN. And a final thing is one quick question, does the De-
partment have any plan or desire or is there a role to cooperate
with China on security matters for the 2008 Olympics in Beijing?
And if so, what specifically would you like that plan to be or is
there a plan?

Secretary LAWLESS. There really is no plan. And that is mainly
attributable to the fact that China has really never requested any
assistance. And in fact, when we have broached the subject, the re-
sponse has been we got it, we will let you know if we need any
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help, but we are pretty confident we can handle it, thank you very
much.

Mr. LARSEN. Enjoy the basketball.
Secretary LAWLESS. Yes.
Mr. LARSEN. Just quickly, Mr. Chairman, if you haven’t picked

up Rising Star by Bates Gill, I commend it to your staff as a great
airplane read.

Secretary LAWLESS. Thank you.
Mr. LARSEN. Sure.
The CHAIRMAN. Before I thank you, let me make a reference to

the upcoming 2008 Summer Olympics in Beijing. My judgment is
that all the stops are being pulled for the security for those games.
You have any comment on that whatsoever?

Secretary LAWLESS. No. Not other than to say that we believe
that China is assigning a very prominent role to physical security
and broader security to the games. It appears to be taken on board
by them in all of their planning. At this time they seem very con-
fident that they have a good handle on it. And we will continue to
offer I think across the entire breadth of the United States Govern-
ment our support and our willingness to help them. But right now
it is an offer that has not been taken by the Chinese. And frankly
speaking, I don’t think they will take it up. I think they are very
confident about what they are able to do.

The CHAIRMAN. Gentlemen, thank you very much. This has been
an excellent hearing, and I received compliments on your testimony
from other members as they were passing. We appreciate it. And
Mr. Secretary, good luck to you in your days ahead. And General,
it is good to see you.

[Whereupon, at 12:18 p.m., the committee was adjourned.]
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QUESTIONS SUBMITTED BY MR. FORBES

Mr. FORBES. In the preface of the Office of Naval Intelligence report on China’s
Naval Modernization, William E. Tarry, director of ONI’s Naval Analysis Direc-
torate wrote, ‘‘By acquiring some of the world’s most impressive naval technologies
from abroad while simultaneously building advanced indigenous submarines, com-
batants and naval aircraft, China is positioning itself to play a growing role in re-
gional and transregional affairs.’’ What would be the value to the United States of
working with the Chinese to develop an aircraft carrier as ADM Keating has pre-
viously suggested, which would clearly extend the PRC’s capabilities beyond just re-
gional affairs?

Secretary LAWLESS and General BREEDLOVE. [The information referred to is clas-
sified and retained in the committee files.]

Mr. FORBES. The DoD PRC Power Report states that ‘‘China’s actions in certain
areas increasingly appear inconsistent with its declaratory policies.’’ The Attorney
General has testified on two separate occasions before Congress that China rep-
resents the number one espionage threat against the United States. As you know,
Chinese military strategy strongly emphasizes deception at the strategic, oper-
ational, and tactical levels. How responsive can we really expect the Chinese to be
when we call for transparency with regard to their military modernization?

Secretary LAWLESS and General BREEDLOVE. [The information referred to is clas-
sified and retained in the committee files.]

Mr. FORBES. PLA (People’s Liberation Army) doctrine considers computer network
operations as a force multiplier in the event of a confrontation with the United
States or any other potential adversary. To what extent are Chinese cyberwarfare
units attacking computer systems in the United States?

Secretary LAWLESS and General BREEDLOVE. [The information referred to is clas-
sified and retained in the committee files.]

Mr. FORBES. I understand that the PLA has developed training systems using
modeling and simulation technologies, both for individual proficiency and to increase
joint capabilities. To what extent are these training systems being used to train the
PLA and how does this factor into the DoD assessment of the PRC’s military
modernization?

Secretary LAWLESS and General BREEDLOVE. [The information referred to is clas-
sified and retained in the committee files.]
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