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BORDER SECURITY: INFRASTRUCTURE,
TECHNOLOGY, AND THE HUMAN ELEMENT
PART 1

Tuesday, February 13, 2007

U.S.HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON BORDER, MARITIME,
AND GLOBAL COUNTERTERRORISM,
Washington, DC.

The subcommittee met, pursuant to call, at 10:05 a.m., in Room
311, Cannon House Office Building, Hon. Loretta Sanchez [chair-
man of the subcommittee] presiding.

Present: Representatives Sanchez, Lofgren, Jackson Lee, Cuellar,
Green, Thompson, Souder, and Bilirakis.

Ms. SANCHEZ. [Presiding.] The subcommittee will come to order.

The subcommittee is meeting today to receive testimony on bor-
der security, infrastructure, technology and the human element.

And I want to begin by thanking the witnesses, Chief Aguilar
and Rear Admiral David Pekoske, who are joining us today at this
important hearing on border security, infrastructure, technology
and the human element.

This is the first hearing in the Border, Maritime and Global
Counterterrorism Terrorism Subcommittee, and I hope today’s dis-
cussion will be the first of many useful discussions between this
committee and the department. And I look forward to a very pro-
ductive Congress this year.

One of the top issues that this subcommittee will focus on is bor-
der security. And today, we have the opportunity to explore broadly
the challenges we face in securing our borders and the ways in
which infrastructure, technology and personnel can be used to se-
cure our country.

To begin with, I am interested in discussing the diversity of the
issues that we face on the northern, the southern and the coastal
borders, and how Customs and Border Protection and the Coast
dGuard work independently and how you work jointly to get this

one.

In addition, I would like to learn more about the various mix of
the infrastructure, the technology and the personnel resources that
are used to address the different challenges at the different bor-
ders, and to sort of get a best practices or some idea from you on
how this works, what is working well, and what we need to do to
improve, and what kind of resources you need, because I believe—
and I think most of us realize now—that a one-size-fits-all doesn’t

o))
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work with respect to securing our borders, and because we have
limited resources, we are trying to figure out how to prioritize
those resources and use them effectively.

I also want to hear about the fencing and the barrier situation,
because there have been many misinterpretations, I think, in par-
ticular in the press, about what the new 700 miles of wall or fence
would be and what that looks like. My interpretation of the lan-
guage is that it could be technology sensors; it could be personnel,;
it doesn’t necessarily have to be a physical barrier. So I hope you
will give us or enlighten us on what you think works effectively
with respect to that.

And, of course, the SBInet technology project, I look forward to
seeing the Project 28 pilot when it is complete. And I want to let
our members know that we will have ample time to review this
project. And today I hope we will discuss the technology currently
being used at both Customs and Border Protection and the Coast
Guard.

And in terms of the human element, I would like to hear about,
not just the plans for increasing the Border Patrol, because I know
we have challenges in recruitment, in training, and retention, but
also, again, how do we use them to maximize what we are doing
at our border?

Given the variety and the complexity of the issues, I am sure
that we will hold additional hearings on these topics. And today’s
hearing is really just a starting point for this subcommittee, so that
hopefully we can get this right. With this looming issue of whether
we do a comprehensive immigration reform or not, you know, I just
want to be on record saying that we want to get this part of this
reform correct in order for the rest of it to work.

So I would like to thank my ranking member for his interest in
this topic, and I look forward to working with him on this and on
other issues of importance in the future.

And the chair now recognizes the ranking member of the sub-
committee, the gentleman from Indiana, for an opening statement.

Mr. SOUDER. I thank the chairlady, and I appreciate her leader-
ship and interest. And I look forward to working with her on a
complex issue that probably never will be solved and on how we
totally protect our borders that clearly we have.

And the challenges here are mixed. And those of us who have
worked with it realized their mixed, because you have the people
problem, which would be terrorists, smugglers, as well as probably
2 million illegal aliens coming across. And it is hard to tell when
somebody is coming whether they are initially a drug smuggler, a
people smuggler, or a terrorist, or just somebody coming to work
in Indiana.

The second part is contraband, whether it is chemical, biological,
nuclear, or narcotics, which up to this point, since 9/11, we have
had 20,000 people a year die from illegal narcotics in the United
States or, at this point, 100,000 since 9/11, that is a continuing
form of terrorism in the United States, or protection, where China,
India, other countries send things in that are stolen and can put
different industries out.
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So you have both on the Border Patrol and in the Coast Guard
multitask missions that are huge challenges. My questions—reflect
two concerns.

One as is the stated goal of the President, and many of us in
Congress realize we need some type of, at some point, comprehen-
sive immigration reform, but what has to be in place before that
occurs? How secure does the border have to be? How secure does
our exit visa program have to be? And how secure do our IDs need
to be, prior to implementation of that?

Because the general consensus is, is the failure of Simpson—-Maz-
zoli was that there was amnesty with no enforcement, so the Amer-
ican people believe that, when we come forward and say, “Oh, we
are going to do comprehensive immigration reform, but the other
things aren’t in place,” that they are fearful that there is going to
be another sleight of hand, that we agree for some type of work
permit amnesty, but there is no real commitment to finishing off
border security. And that is why many of us feel we need to show
more progress there before we do immigration reform.

The second part of this is much more complex; not more complex
overall, but more in particular policies. In Colombia, the only way
we could tell we were making progress on eliminating coca is if
they shoot. Because if they never fight back, it means it is just cost
of goods, you know, it is a bad debt.

So if they don’t shoot at your spray planes, if they don’t shoot
at the Coast Guard ships, if they don’t fire at our Border Patrol,
it means so many narcotics are pouring across the border and so
much is being grown that they don’t even feel a need to protect
their asset.

So as we get better at sealing the border, and one measure of
some success to me, rather than just the stacks that the Border Pa-
trol shows or the Coast Guard claims each year of how many nar-
cotics we are getting or how many people we are interdicting—Dbe-
cause we know the numerator. We don’t know the denominator.

We know how much we are seizing, but we don’t know how much
is coming, that when you look at that statistic, that, quite frankly,
if there is no conflict, it means so much is coming through that
what we interdicted is irrelevant. What we are seeing on the bor-
der is more violence right now. That suggests that there is some
success right now in the drug smuggling area and in the people
smuggling area.

However, that, I believe, means we need to look at other policies
such as the two Border Patrol agents who admittedly committed
some doctoring of evidence crimes. The question is, what policy un-
derneath that led them to be fearful of prosecution? Has there been
a chilling effect on the Border Patrol for their willingness to defend
our borders?

Similarly, the National Guard, from my district, as they go to the
border, can’t have bullets if they are working on the fence. Well,
if our deterrent in between the ports of entry are, in effect, have
to wait until shot at, which is one of the problems we have had in
Iraq, do we really have border security at a time when we are con-
tinuing to clamp down and the pressure for violence is increasing?

Similarly, if we don’t have adequate boats, if we don’t have
HITRON helicopters, if we don’t have the ability to defend our-
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selves and to keep up with the go-fast boats and take them, it isn’t
going to work.

So a lot of my questions are going to be related to those type of
things. I thank you both for your service. I look forward to con-
tinuing to work with you.

Ms. SANCHEZ. Thank you.

The chair now recognizes the chairman of the full committee, the
gentleman from Mississippi, Mr. Thompson, for an opening state-
ment.

Mr. THOMPSON. Thank you very much, Madam Chairman. And
I, too, am looking forward to the testimony of our two witnesses
today. Hearing their testimony, I am looking forward to seeing
where infrastructure, technology and personnel will be needed to
strengthen America’s border security.

For decades, our men and women on the Border Patrol have done
a wonderful job. But at this point after 9/11, we all know that they
have taken on additional responsibilities in the fight against terror.

One of the things I want to know is, now that we are getting
6,000 new agents, can we really bring them on line in a reasonable
period of time? If so, how do we plan to do that over the next year,
year and a half?

With respect to the Coast Guard, I thank you for what you did
during Katrina. You made all of us feel that some part of govern-
ment really works. And because of that, Deepwater is a vital pro-
gram for us. If we can’t get the ships redone, there is only so much
life left in them. But in doing that, I want to make sure that we
get a product.

The National Security Cutter and the 123-foot cutters are real
problems for us. We can’t spend $700 million on a ship and it not
perform the duties for which it was designed. And that is a real
problem. I have shared it with the commandant and others, but we
will have hearings on that later.

The other thing is whether or not, given the substantial miles
from a maritime standpoint that the Coast Guard is charged with
guarding, whether or not the present personnel is sufficient to do
the job, or have we taxed the Coast Guard with new missions that
stretches them beyond their capacity?

But I look forward to this hearing and the testimony. And I yield
back the rest of my time, Madam Chairman.

FOR IMMEDIATE RELEASE
Statement of Chairman Bennie G. Thompson
“Border Security: Infrastructure,

Technology, and the Human Element”

February 13, 2007 (WASHINGTON)—Today, Committee on Homeland security
Chairman Bennie G. Thompson (D-MS) delivered the following prepared remarks
for the Border, Maritime, and Global Counterterrorism Subcommittee Hearing enti-
tled “Border Security: Infrastructure, Technology, and the Human Element”:

For decades, the men and women of the United States Border Patrol have been
on the front lines of our border security efforts. In the wake of the attacks of 9/11,
they have taken on added responsibilities in the fight against terror. I know I join
my colleagues in thanking the approximately 13,000 Border patrol agents who work
hard every day to help keep the American people safe.
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I have also long supported increasing the size of the Border Patrol, so we have
the personnel required to manage our borders effectively. President Bush has made
a commitment to doubling the size of the Border Patrol during his term in office.,
which would mean adding an additional 6,000 agents over the next two years. This
is an ambitious goal, and I am looking forward to hearing more about Border Pa-
trol’s plans to recruit, hire, train, and retain these agents.

In addition, I am a strong proponent of providing Border Patrol with the tech-
nology in infrastructure they need to get their job done. At the same time, any such
initiatives need careful oversight to ensure that we are making the best possible use
of our homeland security funding.

As Chairman, I can assure you that the Homeland Security Committee will pro-
vide such oversight this year.

As we strengthen our security along the northern and southern borders with more
manpower and other resources, it is likely that our maritime borders will become
an increasingly attractive target for those seeking to enter the United States ille-
gally or to bring drugs or other contraband into the country. Therefore, securing our
nation’s maritime borders is also vitally important to our homeland security.

About 95 percent of goods coming into the United States arrive by ship, and our
economy depends on a continuous flow of commerce. Also, though our maritime bor-
ders are 12,400 miles long, there are actually 95,000 miles of coastline in the United
States and 3.4 million square miles within the United States Exclusive Economic
Zone. Facilitating legitimate trade and travel while also addressing threats across
this vast area is no easy task.

It is up to 40,150 active duty Coast Guard men and women to protect this im-
mense area. It is essential that these men and women have the necessary tools to
be successful. Recently, however, we learned about structural problems with the Na-
tional Security Cutters and the 123 foot cutters.

I am deeply concerned about these problems. The valiant men and women of the
Coast Guard, who risk their lives each, must be able to depend on Coast Guard as-
sets.

As Chairman of this Committee, I intend to work closely with the Coast Guard
to ensure that similar problems do not occur in the future. I am also committed to
working with the Commandant to ensure that he has an adequate number of per-
sonnel to meet the Coast Guard’s mission.

We can not afford for maritime security to be the weak link in the fight against
terrorism. I look forward to continuing to work with my congressional colleagues
and the Department of Homeland Security on these and many other important bor-
der security issues in the 110th Congress.

Ms. SANCHEZ. Thank you, Mr. Chairman.

Other members of the subcommittee are reminded that, under
the committee rules, opening statements may be submitted for the
record.

And so, I welcome our panel of witnesses.

Our first witness, Chief David V. Aguilar, is the chief of the
United States Border Patrol, a position that he has held since June
of 2004. And his career in the Border Patrol spans nearly three
decades and includes service as the chief patrol agent of Border Pa-
trol’s Tucson sector, which is one of the most active areas of the
border region, and a great area, I might add. It is the home of my
father.

And our second witness, Rear Admiral David Pekoske—it is a
difficult one to pronounce—was assigned as the Coast Guard’s as-
sistant commandant for response in July of 2006. And his respon-
sibilities include management, oversight of a wide range of Coast
Guard programs essential to public safety, to national and to home-
land security.

So, without objection, the witnesses’ full statements will be in-
serted in the record. And I now ask each witness to summarize his
or her statement for 5 minutes, beginning with Chief Aguilar.
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6

STATEMENT OF CHIEF DAVID V. AGUILAR, BORDER PATROL,
U.s. CUSTOMS AND BORDER PROTECTION, U.S.
DEPARTMENT OF HOMELAND SECURITY

Chief AGUILAR. Good morning.

Chairwoman Sanchez, Ranking Member Souder and Committee
Chairman Thompson, it is a pleasure and an honor to be here this
morning to be able to speak to you and answer any questions that
you might have, relative to Border Patrol, Border Patrol operations,
and our activities along our nation’s borders with the Canada, Mex-
ico and, of course, the coastal borders that we share responsibility
with our partners, the U.S. Coast Guard.

I would like to cover just a little bit about what we do, how we
do it, and where we do it, which summarizes my statement.

The Border Patrol is responsible for over 6,000 miles of land bor-
der with Canada and Mexico. Last year, we apprehended over 1.1
million apprehensions between the ports of entry. In addition to
that, we apprehended over 1.3 million pounds of narcotics, again,
between the ports of entry. We apprehended over 98,000 other than
Mexicans, within that group of 1.1 million apprehensions that we
apprehended between the ports of entry.

Now, there were several initiatives that were undertaken last
year that made a world of difference, in my opinion, from an en-
forcement activity for the Border Patrol, the commencement of Op-
eration Jump Start.

Operation Jump Start began about July 15th. We deployed up to
6,000 National Guard personnel. These citizen-soldiers are doing a
tremendous job for us.

As an example, I will state that, by implementing these National
Guard personnel, one of the very important things that they did for
us was entry identification teams, whereby they literally gave us
an additional eyes and ears subset of our operations, over 300
miles of border, that we just didn’t have in the past. So we had a
tremendous increase in our surveillance capability.

We commenced Operation Streamline in Del Rio sector, a very
specific operation that we worked in conjunction with our ICE part-
ners, with the judiciary down there in the Del Rio sector of oper-
ation, the U.S. attorney’s office, and the U.S. magistrates, whereby
we basically concentrated our joint efforts in prosecuting every
gntry that occurred within a specific area of that piece of the bor-

er.

We commenced with an area no larger than four miles of that
border. Within about eight months, we expanded to over 200 miles
of that entire border. As a result of that collaborative effort and
partnership with the state, local, tribal and federal entities, we re-
duced the levels of activities by over 66 percent, tremendous in-
crease in operational effectiveness.

We had additional bed space given to the Border Patrol. We are
literally in the process and have ended what was known as catch
and release. We are now basically applying catch and return,
where all OTMs that are being apprehended are now being placed
in detention. There are some that are being released only for hu-
manitarian purposes. An example would be a female who is preg-
nant, for example, that cannot and probably should not be de-
tained.

VerDate Nov 24 2008  07:41 Nov 03, 2009 Jkt 000000 PO 00000 Frm 00010 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-4\35263.TXT HSEC PsN: DIANE



7

But other than, upwards of 95 percent of all OTM apprehension
by the United States Border Patrol are, in fact, being detained and
returned to their country of origin. To date, on a national level, we
have reduced the levels of OTMs coming into this country by over
52 percent. In past years, we were releasing on own recognizance
over 90 percent; today, we are holding the vast majority, over 95
percent of all OTMs.

Border violence protocols. We have instituted with the govern-
ment of Mexico, where we are working with them in order for them
to be responsive on the south side, in order to address what Con-
gressman Souder just spoke to. We actually use within the Border
Patrol as a measure of our success and a measure of our effective-
ness the levels of violence and assaults against our officers.

Simply stated, the way I put is that, when the smugglers are re-
luctant to give up areas that they have built historically, that they
have owned and operated with impunity, they are reluctant to give
up those areas. They fight us for that piece of the border. Violence
escalates. It is critical that the government of Mexico work with
us—and they are working with us—in order to be responsive on the
south side.

SBInet. SBInet is something that, September of last year, the
contract was let. We will probably be speaking more about this,
but, succinctly, it is a system of systems, technology-based, as a
backbone to the system that will maximize the effectiveness of Bor-
der Patrol agents on the ground.

Today, as we speak, we have over 12,500 agents on the ground,
6,000 to be added by the end of calendar year 2008. I feel confident
that we are on track to do that. We will hire 2,500 this year, 3,000
next year, and 500 by the end of calendar year 2008, to get us at
6,000 net new.

I would like to address just very succinctly the fence issue. We
are on track this year to build 70 miles of additional fence, in addi-
tion to the already existing 70, 72 miles that we have. We are on
track to build 225 miles of fence next year, that will get us to the
370 miles that we are looking to build.

Fence is absolutely a critical part of our enforcement initiatives,
but I will summarize by saying that the fence is important where
it makes sense. Where it makes sense is specifically in our urban
areas and some rural and remote areas that will specifically give
us the latitude to operate more efficiently and maximize our Border
Patrol agents. Technology, the virtual fence, 21st-century fence is
where we look to expand our infrastructure in the out years.

With that, I will close out my oral summary. I thank you for the
opportunity, and I look forward to answering any questions that
you might have.

[The statement of Chief Aguilar follows:]

PREPARED STATEMENT OF DAVID AGUILAR

Chairwoman Sanchez, Ranking Member Souder, and distinguished Subcommittee
Members, it is my honor to have the opportunity to appear before you today to dis-
cuss the successes and challenges of border security, as demonstrated by the oper-
ations and law enforcement initiatives of the United States Border Patrol, a compo-
nent of the Department of Homeland Security’s (DHS) U.S. Customs and Border
Protection (CBP). My name is David Aguilar, and I am the Chief of the U.S. Border
Patrol. I would like to begin by giving you a brief overview of our agency and mis-
sion.
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CBP, as the guardian of the Nation’s borders, safeguards the homeland—foremost,
by protecting the American public against terrorists and the instruments of terror,
while at the same time enforcing the laws of the United States and fostering the
Nation’s economic security through lawful travel and trade. Since 1924, the Border
Patrol has grown from a handful of mounted agents patrolling desolate areas along
U.S. borders to today’s highly-trained, dynamic work force of almost 13,000 men and
women supported by sophisticated technology, vehicles, aircraft, and other equip-
ment. Contributing to all this is the Border Patrol’s time-honored duty of inter-
dicting illegal aliens and narcotics and those who attempt to smuggle them across
our borders. We cannot protect against the entry of terrorists and the instruments
of terror without also reducing the clutter that is caused by illegal migration across
our borders.

To most effectively secure the border, we must reform our immigration system to
relieve this pressure. We need comprehensive immigration reform that increases
border security, establishes a robust interior enforcement program, and creates a
temporary worker program. The Administration is dedicated to comprehensive re-
form of America’s immigration laws by increasing border security, while maintain-
ing the Nation’s tradition of welcoming immigrants who enter the country legally.
For immigration reform to succeed, it must be based on five pillars: 1) strengthening
security at the borders; 2) substantially increasing enforcement in the interior to re-
move those who are here illegally, and to prevent employers from deliberately or
inadvertently hiring illegal immigrants; 3) implementing a Temporary Worker Pro-
gram to provide a legal channel for employers to hire foreign workers to do jobs
Americans are unwilling to do; 4) addressing the millions of illegal immigrants al-
ready in the country; and 5) helping new immigrants assimilate into American soci-
ety. The Administration’s plan will deter and apprehend migrants attempting to
enter the country illegally and decrease crime rates along the border. The plan also
will serve the needs of the economy by allowing employers to hire legal foreign
workers on a temporary basis when no American is willing to take the job, bring
illegal immigrants out of the shadows without providing amnesty, and restore public
confidence in the Federal Government’s ability to enforce immigration laws.

The Border Patrol’s national strategy is an “all threats” strategy with anti-ter-
rorism as our main priority. This strategy has made the centralized chain of com-
mand a priority and has increased the effectiveness of our agents by using a risk-
management approach to deploy our resources. The strategy recognizes that border
awareness and cooperation with our law enforcement partners are critical. Partner-
ships with the Department of the Interior; Immigration and Customs Enforcement;
Drug Enforcement Administration; Federal Bureau of Investigation; State, local,
and tribal law enforcement agencies; and State Homeland Security offices play a
vital role in sharing and disseminating information and tactical intelligence that as-
sists our ability to rapidly respond to an identified threat or intrusion, which is es-
sential to mission success.

Recognizing that we cannot control our borders by merely enforcing the law at the
“line,” our strategy incorporates a “defense in depth” component, to include trans-
portation checks away from the physical border. Traffic checkpoints are critical to
our enforcement efforts, for they deny major routes of egress from the borders to
smugglers intent on delivering people, drugs, and other contraband into the interior
of the United States. Permanent traffic checkpoints allow the Border Patrol to es-
tablish an important second layer of defense and help deter illegal entries through
improved enforcement.

To carry out its mission, the Border Patrol has a clear strategic goal: to establish
and maintain effective control of the border of the United States. Effective control
is defined in the Border Patrol’s strategy as the ability to detect, respond, and inter-
dict border penetrations in areas deemed a high priority for threat potential or other
national security objectives. In order to establish effective control in a given geo-
graphical area, we must be able to consistently:

e Detect an illegal entry;

o Identify/Classify the entry and determine the level of threat involved,;
e Respond to the entry; and

e Bring the event to a satisfactory law enforcement resolution.

Gaining, maintaining, and expanding a strong enforcement posture with sufficient
flexibility to address potential exigent enforcement challenges is critical in bringing
effective control to the borders. Guidance at the national level for planning and im-
plementation ensures resources are initially targeted to gain and maintain effective
control in the most vulnerable, highest-risk border areas, and then to expand this
level of border control to all Border Patrol Sectors.

Crucial to our mission is SBInet. Through SBlnet, the technological component of
the Secure Border Initiative (SBI), the Border Patrol will continue to assess, de-
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velop, and deploy the appropriate mix of technology, personnel, and infrastructure
to gain, maintain, and expand coverage of the border in an effort to use our re-
sources in the most efficient fashion. The expansion of a system of cameras, bio-
metrics, sensors, air assets, improved communications systems, and new technology
will provide the force multiplier that the Border Patrol needs to perform its mission
in the safest and most effective manner.

While it is key that the right combination of personnel, infrastructure, and tech-
nology be achieved, it must be coupled with improved rapid response capability and
organizational mobility. Each of these components is inter-dependent and is critical
to the success of the Border Patrol’s strategy. We are fully engaged with the DHS
Science and Technology (S&T) Directorate in our efforts to identify, develop and ac-
quire technology to help us gain enhanced awareness and control of our borders.
Our participation in S&T’s Integrated Process Team on Border Security, for exam-
ple, will help us use S&T resources to develop technology that will better secure our
borders. Systems with the technological ability to predict, detect, and identify illegal
entries and other criminal activity, but lacking the capacity for a rapid response or
reaction, cannot complete the enforcement mission. Conversely, enforcement per-
sonnel with inadequate intelligence or poor technological support to provide situa-
tional awareness, access, and adequate transportation or equipment necessary to
conduct enforcement activity are much less likely to be effective in today’s dynamic
border environment.

There is no stretch of border in the United States that can be considered com-
pletely inaccessible or lacking in the potential to provide an entry point for a ter-
rorist or terrorist weapon. Therefore, securing every mile of diverse terrain is an im-
portant and complex task that cannot be resolved by a single solution, such as in-
stalling fence alone. To secure each unique mile of the border requires a balance
of technology, infrastructure and personnel that maximizes the government’s return
on investment and is tailored to each specific environment. Some of the components
included by the Border Patrol and SBInet in evaluating tactical infrastructure needs
are border access (the existence of all-weather roads), border barriers (vehicle and
pedestrian), and the lack of non-intrusive inspections equipment at checkpoint facili-
ties.

The hiring and training of agents present both a challenge and an opportunity
for the Border Patrol. CBP expects all training directed at achieving the President’s
target of 18,000 Border Patrol agents on board by December 31, 2008, to be con-
ducted at the Border Patrol Academy in Artesia, New Mexico. CBP and the Federal
Law Enforcement Training Center (FLETC) have agreed upon a plan to train a min-
imum of 3,600 new trainees in fiscal year 2007, 4,350 trainees in fiscal year 2008,
and 850 trainees in the first quarter of fiscal year 2009. The Academy has increased
the number of permanent instructors, detailed instructors, and rehired annuitants
to meet the increased training load. Advanced Instructor Training to ensure that in-
structors have appropriate technical and teaching skills is being conducted at the
FLETC facility in Charleston, South Carolina. CBP and FLETC have agreed to do
everything possible to ensure that the Artesia facility is fully prepared for the Bor-
der Patrol training requirements, and with the addition of infrastructure, it is an-
ticipated that the facility will meet the need. However, both CBP and FLETC have
committed to exploring other options should there be a need for a contingency.

The proper mix of personnel, technology, and infrastructure will vary with dif-
fering border environments and enforcement challenges. The Border Patrol operates
in three basic geographical environments: urban, rural, and remote. Each of these
environments requires a different mix of resources.

In an urban environment, enforcement personnel generally have only minutes, or
sometimes seconds, to identify an illegal entry and to bring the situation to resolu-
tion. This dynamic is a result of the fact that significant infrastructure exists to fa-
cilitate an illegal entrant’s approach to the border and entry and to permit the viola-
tor to escape within moments of effecting the entry by blending in with the legiti-
mate traffic in the community. Typically, smugglers and potential illegal entrants
prefer urban areas due to the available infrastructure.

In urban areas, the deployment mix will lean heavily on SBInet-provided tactical
infrastructure, such as lights and fences, supported by sufficient personnel to quick-
ly respond to intrusions. The deployment tends to be of high visibility in that a po-
tential intruder actually sees the barriers, lights, detection capability, and patrols
occurring on or near the immediate border. The goal of deployment in an urban area
is to deter and/or divert potential illegal traffic into areas where the routes of egress
are not immediately accessible and enforcement personnel have a greater tactical
advantage.

In a rural environment, response time to an incursion can be greater, as the time
from the point of entry to assimilation into the local infrastructure may be minutes
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or hours, exposing the violator for a longer period of time and allowing for a more
calculated enforcement response. Deployment in a rural area will be less dependent
upon such things as pedestrian fences and stadium lighting and more dependent
upon SBInet solution sets involving detection technology, rapid access, and barriers
designed to limit the speed and carrying capability of the violators.

In remote terrain it may take a violator hours or even days to transit from the
point of entry to a location where the entry may be considered successful. This al-
lows for a significantly more deliberate response capability geared toward fully ex-
ploiting the terrain and environmental advantages. Deployments in remote areas
will lean very heavily on detection technology and will include infrastructure geared
toward gaining access to permit enforcement personnel to confront and resolve the
event at a time and location that are most tactically and strategically advantageous.
Other infrastructure/facilities that may be employed in a remote area include re-
mote operating bases to provide for full enforcement coverage in areas that are dif-
ficult to access on a shift-to-shift basis.

Historically, major Border Patrol initiatives, such as Operation Hold the Line in
the El Paso Sector, Operation Gatekeeper in the San Diego Sector, Operation Rio
Grande in Rio Grande Valley Sector, and the Arizona Border Control Initiatives in
Tucson and Yuma Sectors, respectively, have had great border enforcement impact
on illegal migration patterns along the Southwest border, proving that with the
proper resources, a measure of control is possible. Collectively, they have laid the
foundation for newer strategies and enforcement objectives and an ambitious goal
to gain effective control of our Nation’s borders, particularly our borders with Mex-
ico.

These initiatives will significantly affect illegal migration as we seek to bring the
proper balance of personnel, equipment, technology, and infrastructure into areas
experiencing the greatest level of cross-border illegal activity along our Nation’s bor-
ders. The most recent example of these initiatives is the Arizona Border Control Ini-
tiative, currently in its fourth phase. In this effort, we partner with other DHS com-
ponents and other Federal, State, and local law enforcement agencies and the Gov-
ernment of Mexico, bringing together resources and fused intelligence into a geo-
graphical area that has been heavily impacted by illicit smuggling activity. Our ef-
forts include building on partnerships with the Government of Mexico to create a
safer and more secure border through the Border Safety Initiative, Expedited Re-
moval, and Interior Repatriation programs. In doing so, we continue to have a sig-
nificant positive effect on fighting terrorism, illegal migration, and crime in that
border area.

On the Northern border, the vastness and remoteness of the area and the unique
socio-economic ties between the U.S. and Canada are significant factors in imple-
menting the Border Patrol’s national strategy. Severe weather conditions on the
Northern border during winter intensify the need to expand “force-multiplying”
technology to meet our enforcement needs. The number of actual illegal border pene-
trations along the U.S.-Canada border is small in comparison to the daily arrests
along the U.S.-Mexico border. The threat along the Northern border results from the
fact that over ninety percent of Canada’s population of 30 million live within one
hundred miles of the U.S.-Canada border. It is most likely that potential threats to
U.S. security posed by individuals or organizations present in Canada would also
be located near the border. While manpower on the U.S.-Canada border has signifi-
cantly increased since 9/11, the Border Patrol’s ability to detect, respond to, and
interdict illegal cross-border penetrations there remains limited. Continued testing,
acquisition, and deployment of sensing and monitoring platforms will be key to the
Border Patrol’s ability to effectively address the Northern border threat situation.

Nationally, the Border Patrol is tasked with a very complex, sensitive, and dif-
ficult job, which historically has presented immense challenges. We face those chal-
lenges every day with vigilance, dedication to service, and integrity as we work to
strengthen national security and protect America and its citizens. I would like to
thank both Chairwoman Sanchez, and the Subcommittee, for the opportunity to
present this testimony today and for your support of CBP and DHS. I would be
pleased to respond to any questions that you might have at this time.

Ms. SANCHEZ. Thank you for you testimony.
I now recognize the rear admiral for his testimony.

STATEMENT OF DAVID PEKOSKE, REAR ADMIRAL, U.S. COAST
GUARD, U.S. DEPARTMENT OF HOMELAND SECURITY

Admiral PEKOSKE. Thank you. And good morning, Madam Chair-
woman, and Representative Souder, Ranking Member and mem-
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bers of the committee. It is a privilege for me to appear before the
subcommittee as your very first Coast Guard witness.

It is also a privilege to share this table with Chief Aguilar, one
of my colleagues at the Department of Homeland Security. I very
much appreciate the subcommittee’s leadership, and we very much
value your oversight of our operations.

In my oral summary, I will briefly describe why the maritime
border is unique and then, given the nature of the borders that I
describe, I will discuss our strategy to provide for maritime secu-
rity. And then, finally, I will describe our plans to increase our ca-
pability to achieve the strategy’s objectives.

The maritime border is quite different than the land border. And
I would just like to highlight a couple of aspects of the maritime
border that make it unique and make our border security oper-
ations different.

First off, it is longer than the land border. The chief testified that
the land border is about 6,000 miles long. The maritime border, if
you just go in a straight line, is about 12,400 miles long. But if you
account for all the bays, the inlets, and go around the islands,
count for Puerto Rico, Guam and Alaska, the maritime border is
about 95,000 miles long. And so the task is enormous.

And then when you think about the maritime border, rather than
thinking of a line in the sand, you really need to think in two di-
mensions, because the border extends outward from the United
States. And if you include the United States’ 200-nautical-mile ex-
clusive economic zone, the size of our maritime border is about 3.3
million square miles.

And within this border, in addition to its size, it is made addi-
tionally complex by the different regimes that are in place as you
move from the inlet waters of the United States, out into the terri-
torial sea, into the United States contiguous zone, out into the ex-
clusive economic zone, going further off-shore, and then onto the
high seas. The laws, the regulations, the regimes that operate in
each one of those is different.

The other aspects of the maritime border and maritime border
security operations that make it exceedingly complex are the pure
logistics and pure communications challenges that occur at sea that
don’t occur on land. At sea, you can’t pick up a landline telephone
and talk to somebody reliably. It is all by either satellite or radio
communications at sea.

The other aspect of maritime border security is, its very nature
makes it more expensive. And certainly there is a weather impact,
a weather factor, not just on our ability to operate at sea, but im-
portantly our ability to surveil and detect targets of interest on the
water.

Another important and final distinction I will make between the
land border and the maritime border is, the land border is essen-
tially shared with two countries, Canada and Mexico. Our mari-
time border really is shared with all coastal nations.

Now, our strategy—and I have placed a copy of our brand-new
“U.S. Coast Guard Strategy for Maritime Safety, Security and
Stewardship” at each one of your chairs—our strategy reflects the
uniqueness of this border. And essentially what our strategy calls
for, for border security, is a defense in depth.
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We want to not make the ports our last line of defense; we want
to be able to move our security operations as far off shore as we
can to be able to handle all security issues at sea. Our strategic pri-
orities are awareness, regimes, partnerships, and unity of effort.
And I would like to take this opportunity to highlight our partner-
ships with the U.S. Customs and Border Protection, which I con-
sider to be at an all-time high and truly outstanding.

The commissioner of customs and the commandant of the Coast
Guard have commissioned workgroups that regularly meet and
look at issues like joint boardings, joint operation centers. One of
the issues that was raised in opening statements was joint profes-
sional exchanges, so that our people are familiar with each other
and we adopt standard procedures as we have worked together,
and, importantly, common platforms.

The final topic that I would like to highlight in my opening state-
ment is our capability to be able to implement the strategy. We
have a project, the biggest project in the history of the Coast
Guard, called the Deepwater project. When this project is done, it
will be a $24 billion over the course of 25 years.

That means that this project won’t be complete until the year
2030. But when it is complete, we will have doubled the number
of maritime patrol aircraft in the Coast Guard inventory, and will
have doubled the number of patrol boats that patrol in our coastal
regions.

And I would just like to highlight one aspect. It just happened
last week, last Thursday, to illustrate to you the importance of get-
ting on with the Deepwater project. We just decommissioned the
older commissioned Coast Guard cutter in service, the Coast Guard
Cutter Storis, 65 years old. It was first commissioned in 1942. So,
clearly, we need to move on with this project.

One other aspect that I would like to briefly highlight is, we have
worked a proof of concept, along with Customs and Border Protec-
tion and the U.S. Attorney’s Office, in the Mona Pass, which is be-
tween the Dominican Republic and Puerto Rico. This biometrics
project allows us to identify through fingerprints individuals that
we intercept at sea.

Over the course of this proof of concept, which has been going on
since November, we have intercepted 500 persons. Of those 500
people, 22 percent have had some criminal history in their back-
ground. And we have importantly achieved, through the coopera-
tion of the U.S. attorney, 16 prosecutions already, where there
were none last year. And prosecutions are very important to a de-
terrent effect.

Madam Chairman, that concludes my oral statement. I think
that, in my opinion, we are making good progress. Our efforts are
well-coordinated within the Department of Homeland Security.
Again, I appreciate your interest and your oversight, and thank
you very much for the opportunity to testify today.

I would be happy to answer any questions.

[The statement of Admiral Pekoske follows:]

PREPARED STATEMENT OF RADM DAVID P. PEKOSKE ASSISTANT, COMMMANDANT FOR
OPERATIONS, U. S. COAST GUARD, DEPARTMENT OF HOMELAND SECURITY

Introduction
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Good morning Madam Chair, Ranking Member Souder, and distinguished mem-
bers of the subcommittee. It is a pleasure to be here today to discuss the Coast
Guard’s role in border security.

When most Americans think of border security, they often think of a line in the
desert sand along the Southwest border. There has understandably been much em-
phasis placed on the need to secure this and other U.S. land borders. There have
also been considerable efforts to secure America’s air borders. The fact that you
have called the Coast Guard to testify at this hearing is a testament to the priority
this Subcommittee places on all border security domains — air, land and sea. Amer-
ica’s vast maritime borders and approaches must be protected as part of an effective
approach to border security efforts.

Effective Border Security Depends on Cooperative Relationships

The U.S. maritime border extends as far as 200 miles offshore, protecting our na-
tional sovereignty and resources. Inside this border are relatively open ports and
coastlines that present an attractive avenue for entering illegally, conducting ter-
rorist attacks, trafficking contraband, smuggling aliens or conducted other illicit ac-
tivities. As the United States improves control over its air and land borders, the na-
tion’s expansive maritime borders could become a less risky alternative for illegally
bringing people and materials into the country. The key to an effective, layered sys-
tem of border controls, then, is balance and coverage across the air, land and mari-
time domains. Just as there are controls for the nation’s airspace and land cross-
ings, there is an essential “wet” component to securing the nation’s borders.

The thick blue line in figure 1 shows the expanse of our maritime borders.

Securing Our Borders

Land: 7,000 miles
Maritime: 12,400 miles
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Figure 1

A fundamental responsibility of national government is to protect its citizens and
maintain sovereign control of its land, air and sea borders. In the maritime domain,
this means exerting and safeguarding sovereignty in the nation’s internal waters,
ports, waterways and the littorals, as well as protecting vital national interests on
the high seas.

The U.S. maritime border, like the land and air borders, is integral to the global
system of trade. Securing the maritime border is an international activity that re-
quires developing a layered approach to border security—through U.S. waters, onto
a well governed ocean commons, then seamlessly joining the secure maritime do-
main of foreign partners. It also requires extensive partnerships that integrate and
build unity of effort among governments, agencies, and private-sector stakeholders
around the world.

Coast Guard’s Relationship with Customs and Border Protection (CBP)
Leveraging its longstanding partnerships and unique maritime authorities and ca-
pabilities, the Coast Guard and CBP have significantly enhanced nationwide mari-
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time security. Significant challenges remain and much more work needs to be done,

but we’re focused on the right priorities.

The Coast Guard and CBP are working closely and collaboratively in areas of
shared responsibility. Just this past year, ADM Allen and Commissioner Basham
reported to Secretary Chertoff on a number of cooperative ventures undertaken by
the two agencies. As a result, numerous Coast Guard/CBP Working Groups were

formed to address such issues as:
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o KJoint boardings;

o Joint operation centers;

e Cooperative development of a Small Vessel Security Strategy;

e Container security;

e International Ship and Port Facility Security (ISPS) code compliance initia-

tives;

e Information sharing and professional exchange; and

e Maritime recovery.
In addition, the Coast Guard and CBP currently work together daily through the
following initiatives:
¢ KIntegrated Border Enforcement Team (IBET)—The Coast Guard, CBP
and Immigration and Customs Enforcement (ICE) are the core U.S. partners,
and the Royal Canadian Mounted Police and Canada Border Services Agency
represent the core Canadian partners. This includes eight maritime IBET re-
gions (one on the west coast, one on the east coast, and six on the Great Lakes)
where CBP/Office of Border Patrol (OBP) and the Coast Guard conduct joint
inter-agency operations. The maritime threats in these regions are many, in-
cluding migrant smuggling vessels, stowaways, absconders, international ves-
sels arriving from high-risk countries, containers arriving from high-risk coun-
tries, ferry services (international and domestic), use of busy marinas and har-
bors by recreational vessel operators and fishermen to conceal illicit activities,
and the use of remote marine locations along coastlines for illicit purposes.
Some of the criminal acts prosecuted include human, drug, currency, and weap-
ons smuggling. Drug smuggling continues to be the most prevalent illicit activ-
ity in the IBET regions.
e The Coast Guard Intelligence Coordination Center and CBP’s Na-
tional Targeting Center (NTC) have exchanged liaison representatives and
work closely together to facilitate information exchange on any passenger or
crew member of interest aboard commercial vessel to enhance and coordinate
enforcement efforts with the Department of Homeland Security (DHS) compo-
nents working at the national level
e In Fiscal Year 2006, the Coast Guard’s Intelligence Coordination Center
(ICC) COASTWATCH processed 270,702 Notice of Arrivals (NOAs), an in-
crease of approximately 140 percent from Fiscal Year 2005, and 41.5 million
crew and passenger records, a ten-fold increase from Fiscal Year 2005. One
hundred percent (100%) of the crew and passengers onboard foreign and U.S.-
flagged merchant vessels over 300 gross tons, are checked by the Coast Guard
against intelligence and law enforcement databases. Cruise ships crews are
checked by COASTWATCH on law enforcement databases; passengers are
checked on law enforcement databases by CBP.
o USCG/CBP/OBP patrol assets are now co-located at Station Bellingham,
Station Alexandria Bay, Station Washington, DC, Sector New York, Sector
Miami, Sector Key West, Sector South Padre Island, Sector San Diego and Sec-
tor San Juan. CBP/OBP Massena, NY will soon have space for a Coast Guard
detachment and we have new Joint Operations Center for Puget Sound.
o CBP/OBP is using an existing USCG contract to purchase the 25’ safe
boat and 33’ Special Purpose Craft—Law Enforcement, enabling them to
obtain proven assets, ensures interoperability through use of a common plat-
form while leveraging economies of scale.
e In Florida, the USCG and CBP have joint standard operating proce-
dures (SOP) for maritime law enforcement (MLE) operations in Counterdrug
and migrant interdiction. In recent years there has been in illegal migrant
smuggling across the Caribbean and southern border; USCG/CBP/OBP have
worked together to adapt tactics, techniques and procedures to more effectively
execute the illegal migrant smuggling interdiction mission.
e In Texas and California the USCG turns over illegal migrants from Mexico
to CBP for repatriation via the expedited removal process.
e Joint patrols, boardings and inspections are commonplace. Examples can be
found anywhere both agencies operate.
e CBP/OBP supports USCG Search and Rescue (SAR) efforts throughout the
U.S. as needed
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e CBP/Air and Marine Operations (AMO) and the Coast Guard provide the bulk
of the Maritime Patrol Aircraft (MPA) support for JIATF-South in the Transit
Zone.

eJoint design and procurement of proof of concept Manned Covert Surveillance
Aircraft.

Finally, in the event that a significant incident occurs the USCG and CBP are
working extremely close and focused on collaboration on marine transportation sys-
tem (MTS) recovery, including resumption of commerce. This effort will result in the
development of protocols and communications mechanisms to ensure rapid resump-
tion of maritime trade and limit negative economic ramifications to the nation fol-
lowing a significant disruption to the MTS.

Coast Guard’s Role in Securing the Maritime Border

The Coast Guard’s overarching strategy is to, through a layered security architec-
ture, “push out our borders.” The National Strategy for Maritime Security empha-
sizes the need to patrol, monitor and exert control over our maritime borders and
maritime approaches. It goes on to emphasize that at-sea presence reassures U.S.
citizens, deters adversaries and lawbreakers, provides better mobile surveillance
coverage, adds to the warning time, allows seizing the initiative to influence events
at a distance, and facilitates the capability to surprise and engage adversaries well
before they can cause harm to the United States. Our unambiguous goal is to meet
threats far offshore in order to avoid hostile persons, vessels or cargoes entering our
ports or coastal regions. The Coast Guard operates in every maritime layer in antici-
pation of, or in response to, changing threats, adversary tactics and operational con-
ditions. During the course of routine operations, as well as specified security mis-
sions, Coast Guard cutters and aircraft operate in the offshore waters of the Atlantic
and Pacific Oceans, and in the Caribbean Sea, to provide Maritime Domain Aware-
ness (MDA), command and control and capability to respond to maritime threats.

In the maritime realm, a goal line defense is no defense at all. This principle is
exemplified daily as we intercept drug and migrant laden vessels as far away as
the Galapagos Islands. Last year, Coast Guard units, working with an interagency
team, intercepted a suspect cargo ship over 900 miles east of Cape Hatteras, NC.
In this case the threat was determined to be benign, but we demonstrated that our
ability to push the borders out is an essential element in protecting our homeland.

Admiral Allen’s has directed the establishment of a Deployable Operations Group
(DOG) to provide adaptable force packages for a myriad of contingencies, ranging
from environmental clean up to counterterrorism events. The DOG will provide or-
ganized, equipped, and trained deployable, specialized forces (DSF) to Coast Guard,
DHS and interagency operational and tactical commanders. These forces will deploy
in support of national requirements as tailored, integrated force packages, through-
out the United States and to other high interest areas. Organizing these units into
a single command maintains a national focus, enhances inherent unit capabilities
for execution of daily Coast Guard missions and rounds out the nation’s “tool kit”
for maritime disaster and threat response. Under a unified command structure,
these units are better positioned to integrate with the Department of Defense
(DOD), DHS and other Federal entities. The DOG is not an operational commander,
but rather the sole DSF force provider and force manager for operational com-
manders.

Improving Maritime Security—Coast Guard Equipment

The centerpiece of the Coast Guard’s future capability is the Integrated Deep-
water System. This 25-year $24 billion acquisition program reflects post-9/11 mis-
sion requirements, Deepwater assets are the first layer in a defense-in-depth strat-
egy to push out our nations borders and intercept threats further from our shores.

For example, figure 2 shows the current gap in Coast Guard patrol boat hours;
it is affected most adversely by the difficulties encountered in the 123-foot patrol
boats conversion program. This project has not provided the bridge to the future
Fast Response Cutter (FRC) that we had hoped. As a result, we have taken steps
to advance the design and construction of the Fast Response Cutter (FRC) in order
to restore this critical capacity as quickly as possible and have entered into a Memo-
randum of Understanding (MOU) with the U.S. Navy for use of three 179-foot patrol
coastal (WPC) to mitigate this gap in the near term.
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Patrol Boat Gap
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FIGURE 2

Similarly, figure 3 shows the pre-existing Maritime Patrol Aircraft (MPA) gap.
The revised Deepwater implementation plan strives to mitigate this gap by keeping
more legacy HC-130H aircraft in service longer, while concurrently adding new
HC-144A Maritime Patrol Aircraft (CASA-235’s) to the Coast Guard’s aviation
fleet. Additionally, the USCG and Customs and Border Protection are working to-
gether to fill the gap with a Manned Covert Surveillance Aircraft, currently under
joint development projected to serve as a surveillance platform in the Caribbean risk
vectors.
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Maritime Patrol Aircraft Gap
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FIGURE 3

Improving Maritime Security - Coast Guard Technology

Vessel Tracking: Securing our vast maritime borders requires improved aware-
ness of the people, vessels and cargo approaching and moving throughout U.S. ports,
coasts and inland waterways. The most pressing challenges we now face involve
tracking the vast population of vessels operating in and around the approaches to
the United States, and detecting and intercepting the small vessels used for migrant
and drug smuggling; such vessels can easily be used by terrorists seeking to do us
harm. It is against this threat that we need to continually improve, and we are tak-
ing significant steps in the right direction. The Coast Guard needs as much informa-
tion as possible about vessels operating in the maritime domain, particularly their
location and identity, in order to enable effective and timely decisions and identify
friend from foe. In support of this requirement, the Coast Guard has:

e Established the Automatic Identification System (AIS) to provide continuous,
real-time information on the identity, location, speed and course of vessels in
ports that are equipped with AIS receivers. AIS is currently operational in sev-
eral major U.S. ports for vessels greater than 300 gross tons, and the Coast
Guard’s Nationwide Automatic Identification (NAIS) project will expand AIS ca-
pabilities to ports nationwide; and
e Initiated development of a long-range vessel tracking system to receive infor-
mation on vessels beyond the scope of the existing and planned AIS system.
Long-range vessel tracking systems are designed to extend tracking capabilities
up to 2,000 nautical miles offshore.
e In partnership with US-VISIT, CBP/OBP and the U.S. Attorney in San Juan,
the Coast Guard has deployed mobile biometrics collection equipment on our
cutters operating in the Mona Passage between the Dominican Republic and
Puerto Rico as a proof of concept. Since implementing this operation in mid-No-
vember, we have found that 22 percent (103 of 464) of the interdicted undocu-
mented migrants attempting illegal entry into Puerto Rico, were enrolled in the
U.S. VISIT database as prior felons, prior violators of U.S. immigration laws or
other persons of interest.
Weapons of Mass Destruction (WMD) Detection and Response: The Coast
Guard is an active partner and ardent supporter of the Department’s Domestic Nu-
clear Detection Office (DNDO). As part of this cooperative arrangement, we have
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initiated and implemented a Joint Acquisition Strategy Plan with the DNDO for the
development, procurement and deployment of next generation radiation detection
equipment. This plan includes the development of “stand-off” detection capability
and the use of transformational technology to counter the “small vessel” threat.
Similarly, we are working diligently with the Department’s Science & Technology
Directorate and the Interagency Technical Support Working Group (TSWG) to en-
hance and expand our capabilities in the detection and interdiction of chemical and/
or biological agents, specifically with the WMD threat in mind. We are fully aware
of the trauma that infiltration of WMD could cause our nation, and remain deter-
mined and vigilant in preventing this from ever happening.

Since 9/11, the Coast Guard 1s outfitting all of its boarding and inspection teams
with personal radiation detectors, and we are deploying hand-held isotope detectors
and other equipment that can be used to identify illicit radiological material and
Special Nuclear Materials, as well as to transmit critical related information to ap-
propriate agencies for action. We have effectively deployed such equipment through-
out the Coast Guard to include: 212 Cutters, 189 Boat Stations, 35 Sectors, 12 Mari-
time Safety and Security Teams (MSST), 1 Maritime Security Response Team
(MSRT), 2 Tactical Law Enforcement Teams (TACLET), and 3 National Strike Force
(NSF) Teams. This effort encompassing the fielding of over 3,000 gamma/neutron
radiation pagers; 560 handheld isotope detectors and 140 wide-area search gamma/
neutron Backpacks. We have established a resident radiation detection operator
course at the Maritime Law Enforcement Academy in Charleston, SC, with a
throughput of 510 students annually. We continue to work closely with the Federal
Bureau of Investigation (FBI), CBP, and the Department of Energy (DOE) to re-
spond immediately to any indications of radiation encountered aboard a vessel at
sea or in port.

In the area of WMD response, the Coast Guard continues to train for and equip
its NSF, MSST and MSRT personnel with the capabilities they need to respond to
all types of WMD incidents. As part of this process, we are developing a “First Re-
sponder” capability to address WMD incidents. The purpose of this program is to
address the time-gap that exists from the onset of an event until the arrival of fully
mission capable units (e.g., MSSTs, MSRT, NSF). Aspects of this program include
training; detection equipment; personal protective equipment; and tactics, tech-
niques, and procedures.

Personnel security and credentialing. The Coast Guard has made a number
of critical improvements to the security and vetting procedures surrounding the
issuance of merchant mariner credentials. This effort has been bolstered with fund-
ing provided in fiscal year 2006 to restructure the merchant mariner licensing and
documentation program by centralizing security and vetting functions in a new, en-
hanced National Maritime Center. Future efforts will focus on:

e Working on an accelerated schedule with the Transportation Security Admin-
istration to implement the Transportation Worker Identification Credential
(TWIC). A final rule was published on January 25, 2007, establishing applica-
tion and enrollment requirements for the credential. TSA and the Coast Guard
are currently working on a second rulemaking project regarding the technology
requirements for the card readers pursuant to the SAFE Port Act. A contract
has been awarded by TSA to Lockheed Martin for TWIC enrollment, which is
expected to begin soon.

e Streamlining the credential application process. Simultaneously with the
TWIC final rule, the Coast Guard published a Supplementary Notice of Pro-
posed Rulemaking proposing the consolidation of the four current Coast Guard-
issued credentials into a single credential called the Merchant Mariner Creden-
tial (MMC). This proposed rule works with the TWIC rule, and is intended to
streamline the application process, speed application review time and lessen
burdens placed on mariners.

e Continuing to explore technologies that will allow Coast Guard boarding
teams to access existing databases and information sources such as US VISIT.

Command, Control, Communications, Computers, Intelligence, Surveil-
lance and Reconnaissance (C4ISR): C4ISR systems and operational concepts
must be re-oriented and integrated with current and emerging sensor capabilities
and applicable procedures. Similar to the nation’s air space security regime, the
maritime security regime must integrate existing C4ISR systems with new tech-
nologies and national command and control systems and processes. For example:

e The Common Operating Picture (COP) and corresponding Command Intel-
ligence Picture (CIP) must continue to grow and expand to federal, state, and
local agencies with maritime interests and responsibilities. The COP provides
a shared display of friendly, enemy/suspect and neutral tracks on a map with
applicable geographically referenced overlays and data enhancements. The COP
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is also a central element of the Deepwater solution, tying Deepwater assets and
operational commanders together with dynamic, real-time maritime domain in-
formation. This link is essential to ensure effective command and control of all
available Coast Guard assets responding to a myriad of border security threats.
e QOur ability to coordinate responses and provide the correct response to the
myriad of maritime and border threats has improved greatly. The Coast Guard
was instrumental in drafting the Maritime Operational Threat Response plan
(MOTR) for use by all government agencies charged with responding to threats
within the maritime regions. The plan was signed by the President and ensures
threat response is fully coordinated both inside DHS and outside with our part-
ner agencies such as Department of Justice (DOJ) and Department of State
(DOS). We use the MOTR coordination process on a daily basis to prosecute ille-
gal migration and drug smuggling cases, as well as the resolution of radiation
alarms and response to intelligence reports of suspicious people. It has proven
to be a model process to coordinate U.S. government response across all agen-
cies

e An expansive and interoperable communications network is critical for mari-
time security operations and safety of life at sea. In the coastal environment,
the Coast Guard’s Rescue 21 system will provide the United States with an ad-
vanced maritime distress and response communications system that bridges
interoperability gaps, saves lives and improves maritime security.

e Hurricanes Katrina and Rita demonstrated the need for robust and resilient
port and coastal command and control. Through test-beds at command centers
in Miami, FL, Charleston, SC and elsewhere; and joint harbor operations cen-
ters established with the U.S Navy in Hampton Roads, VA, and San Diego, CA;
the power of partnership, technology and co-location has been proven. The Coast
Guard will continue working to expand on these successes and export them to
other ports nationwide.

Conclusion

Madam Chair, we are proud of the great strides we have made to enhance mari-
time security. I credit the innovation, resourcefulness and devoted service of the
American people for much of our progress to date. The United States Coast Guard
has a clear strategy with well understood goals and we continue to refine our tac-
tics, techniques and procedures to attain those goals. We are actively pursing acqui-
sition strategies that will deliver more capable and reliable operational assets and
systems to the men and women of the Coast Guard.

Thank you for the opportunity to testify before you today. I will be happy to an-
swer any questions you may have.

Ms. SANCHEZ. I thank both witnesses.

And I will remind each member that he or she will have 5 min-
utes to question the panel. And with that, I will recognize myself
for the questions I have.

Admiral about a year ago, I was in Miami, and I had the oppor-
tunity on a recreational boat with friends, and they were telling me
that, if they would go off—I think it was to Bermuda for the week-
end, and come back in, what they are technically supposed to do
when they come back to Miami is motor up—now, they are one of
these people that has one of those little slips on some condo right
on the coast in Miami, that they would motor up one of the rivers
and go to a certain point, maybe about a mile or two miles up, get
out, make a phone call, talk to officials they said would be at the
airport, the Miami Airport, tell them they had come back in, and
that then they were requested to photocopy their passports and
send that by mail, you know, the next Monday or what have you.

They said, however, nobody does it. I mean, the reality is, people
go out, and they come back, and they go straight to their slips. And
they don’t motor up the riverway. They don’t make the phone call.
They don’t go back into the office on Monday morning with all their
passports, and photocopy them, and send them off to the people at
the airport.
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And they said, you know, you can just as easily go to Bermuda,
and pick somebody up there, and bring them in, and nobody will
ever know. So my question to you is: Is that true? Is that the way
it works? And is that happening in other areas?

I mean, if somebody gets into Catalina, do they have a free ride
into California because that is just, you know, 16 miles away from
where I live? And what kind of resources do you need? Or what do
you envision you need to do in order to get this under control? Be-
cause it seems to me like that is a big hole in our border.

Admiral PEKOSKE. Yes, Madam Chairman. You have identified a
very significant issue for us. If you look at the global maritime se-
curity regimes in place right now, the only vessels that are re-
quired to give us advanced notice of arrival before they come into
the United States are those that are 300 gross tons and larger, ba-
sically our largest commercial ships calling in our ports.

We recognize that the vast number of smaller vessels, rec-
reational vessels, small passenger vessels, fishing vessels, that op-
erate in our ports, that operate internationally, as you described,
that operate in our fishing grounds just off our country, do not
have the same reporting requirements.

We are looking very carefully at that issue. In fact, we plan to
hold a seminar in June to discuss what the various interest groups,
from the fishermen, to the recreational boaters, to the organiza-
tions that represent their interests. What we might do, to be able
to provide a greater degree of awareness of those vessels, move
right now—and I mentioned in my opening statement that one of
our strategic priorities is to improve our awareness.

We do not have the level of awareness that we desire for all the
vessels that operate in the maritime arena. We clearly need to do
that. So you have identified an issue that we are working very
hard on, and I think you will see more on that over the course of
the next several months.

Ms. SANCHEZ. Now, these friends of mine also said that there is
a Coast Guard patrol boat, about one, in the port during the week-
end, where there are many, many vessels, you can imagine. It was
pretty interesting. And they said you may, you know, once in a
while get stopped, but it is incredibly rare, and that is why they
thought anybody could really get into our country this way.

What is the process for handling people trying to enter the coun-
try illegally when they are picked up by the Coast Guard?

Admiral PEKOSKE. When they are picked up by the Coast Guard,
Madam Chairman, we pick up. As I mentioned in our project with
biometrics in the Mona Pass, if we have the capability—and we
will, over the course of time, be able to move this biometric project
to other parts of the country—we identify them, and then we work
closely with our counterparts in Customs and Border Protection,
the Border Patrol, citizenship and immigration services, to come to
a mutual agreement as to what the disposition of those persons
would be.

One of the other issues that you highlighted—I mentioned that
we need to improve our awareness. What is also very important for
us is to improve and increase our presence on the water. The Coast
Guard, as you know, has a very limited number of vessels on the
water. Those vessels are awareness platforms in and of themselves,
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but they are also presence platforms that deter illegal behavior,
and certainly response platforms, when you do detect it, to be able
to prosecute it.

Ms. SANCHEZ. So in Miami, if you boarded a recreational boat,
and you found people whose documents didn’t coincide with being
into the country, you would land, where—you would take them,
what, to the airport, would be the nearest place to take them to
somebody to take them in custody? Or do you have a place there?
Or what is the process there?

Admiral PEKOSKE. Ma’am, the process is that we deal with it on
a case-by-case basis. It depends on where we interdict the individ-
uals and then what, either Immigration and Customs Enforcement,
customs and border patrol, or the Border Patrol want to do with
those individuals. And what we do is we coordinate with them over
the radio, make those arrangements before we come into port.

Oftentimes, we will come right into our base in Miami Beach.

Ms. SANCHEZ. Thank you very much. And I see my time is up.

And I now recognize the ranking member from Indiana for 5
minutes.

Mr. SOUDER. I thank the chairwoman.

I want to make a brief comment for the Coast Guard. I know we
will be following this up as we go into future hearings, because, as
we have success in the land border, presumably more of this is
going to move to the water. In narcotics, the Bahamas, the upper
gulf, where we have historically not focused very much. British Co-
lumbia has become a narco-province. If we could control the north
border there, it is going to move into the San Juan.

On terrorism, if indeed, we do increasingly, and we have had tre-
mendous improvement on OTMs, its greatest potential is through
the north border. And that means Saint Lawrence River. It means
the Lake Huron islands, where you can literally swim for 2 min-
utes and be from one island to the other.

And the challenges of the Coast Guard are to ramp up, because,
as we focus on southwest border, the question is: Are you ramping
up to prepare for the movement? So we don’t go, “Oh, what hap-
pened over here?” And we don’t do a balloon effect, moving it to
water, and the north border is going to become vulnerable as we
do the south border.

You can’t put all of your eggs in any one place. Just like fixing
eastern Arizona is good, but it isn’t the only—not that it is fixed
yet, but making progress in eastern Arizona moves it along the bor-
der. That has been one of my concerns with the Boeing project, is
that you have a “A.” But while you are doing “A,” you are doing
“B,” and you are preparing for “C,” because overall we need a holis-
tic strategy.

So I presume that pressure is going to get even greater on the
water, which is why we have a little bit of lead time to work
through Deepwater, but it is absolutely essential—mnot to mention
the whole eastern Pacific question.

But I wanted to get to Chief Aguilar, if I could, for a couple of
questions.

First, I remember when you were stringing together your own
portable cameras, putting together in the Tucson sector, wich Boe-
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ing is getting lots of millions to do. You were a very innovative
leader early on in trying to figure out how to do this.

But part of my concern, as I mentioned in my opening statement,
about this escalating level of violence and what your response is
going to be, and I feel that right now we have sent a double chilling
message. One is, to our own Border Patrol agents, they are afraid
of being prosecuted, what actions they can take. We have more or
less told the other side that they can only shoot when fired upon
and that our Guard isn’t armed.

How do you propose to deal with this? And what message can we
send to our agents? Let me ask a particular thing in the case of
the two agents that are imprisoned. Had that been chemical, bio-
logical or nuclear weapons, and this person was trying to flee the
border, and his capture may have taken down a whole cell that was
going to blow up thousands of people, were they prohibited from
shooting unless fired upon?

Chief AGUILAR. The men in which you pose a question, Congress-
man, is kind of difficult to answer, and for the following reason.
Our officers are not constrained in any matter of firing upon an in-
dividual when that individual is posing a threat to the officer or
an innocent third party.

Mr. SOUDER. What about to the nation?

Chief AGUILAR. Absolutely. Absolutely. Had we known that that
was a WMD in that van, then the actions of those officers should
have been and would have been, I assure you, very different.

In the case of these officers, they did not know what was in the
van. They had made a stop with an individual. The individual was
running.

Mr. SOUDER. Presumably he is not bringing a van over and run-
ning because he is innocent. The question here is, if you know
there is nothing—in other words, if one individual is walking
across and doesn’t appear to have anything on them, which even
itself is an assumption—why does the assumption go to the person
who has committed a violation of the law?

I am not proposing shoot to kill, by the way. I am proposing dis-
able so they can’t escape, which is a normal law enforcement tech-
nique that you would use in domestic situations.

Chief AGUILAR. Well, Congressman, I hope I understood your
question correctly. But if I did, I do not know of any one law en-
forcement agency that would shoot to disable in the situation such
as what these officers faced. We make all attempts to apprehend,
given the situation that we are facing. Our officers are very famil-
iar with the policy.

If there is a threat against the officers, an innocent third party,
or, as you stated, against the nation, absolutely, they are author-
ized to take deadly force. An escalation of force is what our officers
encounter everyday. Our people, day in and day out, perform a
very, very dangerous job, a very volatile job, and a job that de-
mands split-second decisions.

One of the things I looked at, Congressman—for example, I re-
ceived the invitation to come to this hearing on February the 7th.
Since February the 7th, there have been 12 assaults on our officers.
There has been a very serious shooting against our officers, and we
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have apprehended over 34,488 pounds of marijuana. That is just
since I received the invitation.

In all of those, the potential for violence was there. In none of
those instances were our officers in any way constrained to take
deadly force had the need been identified by those officers. This is
the border, volatile, dangerous.

Our people are trained; our people are equipped. And they had
the intermediary weapons to do what they needed to do before they
take deadly force actions, if, in fact, that is the determination made
by the officer at the point that the incident is occurring.

Mr. SOUDER. The problem is the uncertainty.

Chief AGUILAR. I am sorry?

Mr. SOUDER. The problem is the uncertainty, what you don’t—

Chief AGUILAR. Absolutely, yes, sir. And unfortunately, that is a
part of our job. That is a part of our job.

Congressman if you don’t mind, I will just address one other
thing, because I think it is very important that you brought up,
and that is the morale of the agents, the impacts on the agents.
I travel our border quite a bit, because I am very interested in
what our officers are feeling, what they are reading, what they are
seeing from the media, from the American public.

I can assure that the agency population understands the situa-
tion that we are facing as an organization with these two officers.
Criminal actions were identified by a jury. Prosecutorial actions
were taken by our United States attorney. And our officers on the
line understand this. They do not feel constrained. They do not feel
as if they will be prosecuted for taking the appropriate action.

Ms. SANCHEZ. I will now recognize the chairman of the full com-
mittee, Mr. Thompson.

Mr. THOMPSON. Thank you very much, Madam Chairman. I ap-
preciate the testimony of our two witnesses.

Chief, can you tell me if we now have the capacity to bring the
6,000 agents online within 2 years?

Chief AGUILAR. Yes, sir. I feel certain about that. We have a very
professional staff that is actually recruiting, hiring, and in the
process of training the 6,000 net new agents that we will bring on
board by the end of calendar year 2008. Of course, they will be
hired over that 2 1/4-year period.

Mr. THOMPSON. Now, is that the stack and level that you feel you
need? Or do you feel that we need more than 6,000 agents?

Chief AGUILAR. At the present time, Congressman, the target
level we are shooting for is 18,319. We feel that that is appropriate
because of the technology and the infrastructure that we are get-
ting as a part of SBlInet. That force multiplication effect of tech-
nology and infrastructure is such that we feel that 18,319—we
have got an exact figure?

Mr. THOMPSON. So, excuse me, would the 6,000 bring you up to
18,0007

Chief AGUILAR. Yes, sir.

Mr. THOMPSON. Okay.

Chief AGUILAR. Yes, sir. We will be at 18,000 by the end of cal-
endar year 2008. That, in combination with the technology and in-
frastructure, should suffice.
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Mr. THOMPSON. All right. Two things, then. Can you provide the
committee with your timetable for bringing those 6,000 people on
board?

Chief AGUILAR. Yes, sir.

Mr. THOMPSON. Can you also provide us with how much it will
cost us to train each agent, each of those 6,000 people? There has
been some discussion in the past about how much the training ac-
tually costs.

Chief AGUILAR. We can provide you with that, yes, sir.

Mr. THOMPSON. And if you can break it out, not the lump sum,
but the sum total.

Chief AGUILAR. I understand. Yes, sir, we will provide you with
it.

Mr. THOMPSON. Thank you.

Admiral I mentioned our National Security Cutter. What should
the Coast Guard have done differently to prevent that situation
from occurring? And if something we didn’t do, have we instituted
a plan that would not let it occur again? I hope you understand
where I am going.

Admiral PEKOSKE. Yes, sir. And we are focused on ensuring that
this never happens again. In fact, the commandant has a blueprint
for acquisition reform that we hope and we are convinced will en-
sure that these problems will not reoccur in the Deepwater fleet or
in any other of the major acquisitions that we are doing.

In looking back, some of the things that perhaps we should have
done that we didn’t do—and we have since done these things—is,
one, designate our chief engineer as the technical authority for the
project. That has since been done.

I am the sponsor for the Deepwater project; one of my colleagues
is the technical authority. We meet on a regular basis with the pro-
gram executive officer. So that high-level interaction is occurring
on a regular basis, and those conversations are very frank.

The other thing, sir, that we recognize and we are working very
hard to address is, we need to improve the size and the profes-
sionalism of our acquisition staff. This is a very, very complex ac-
quisition. It was originally conceived as a system of systems ap-
proach.

We think that that idea at the beginning was the right idea, but
now that we are in the production phase of this project, we need
to take an approach that looks at the prime vendor that we are
dealing with to produce those assets and have a better discussion,
a franker discussion with them, a clear discussion with them.

Mr. THOMPSON. Well, I think one of the things that some of us
are concerned about is that the Coast Guard could not even, in this
situation, when they identified something that was gone wrong,
under the procurement, they really didn’t have the authority to
change it or stop it. And so what you are telling me is, we have
now put someone in place with the authority to stop construction
or anything if there is a question from the Coast Guard perspec-
tive?

Admiral PEKOSKE. Yes, sir. When that person raises his or her
hand and says, “This is not right,” we stop, and we go back and
reassess. And it goes all the way up to the commandant. So it is
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not resolved at some lower level; it goes up to the boss. And then
he makes a judgment as to how we should proceed.

Mr. THOMPSON. Chief, one last thing. You mentioned SBInet—

Chief AGUILAR. Yes, sir.

Mr. THOMPSON. —giving you the force multiplier. Can you share
with the committee how much actual involvement that you have or
your department have in this procurement?

Chief AGUILAR. Yes, sir. SBInet is a part of Customs and Border
Protection. It is actually a component of CBP. It is headed by Mr.
Greg Giddens, who is a director for purchase for the acquisition
portion of SBlInet and working with Boeing.

But very importantly, the actual stand-up director before Mr.
Greg Giddens was my full deputy, Deputy Chief Stevens, who actu-
ally stood up this department. We handed off to the professional in
the area of acquisition. He is now managing. His full deputy is now
one of my chiefs in the field, so that we give the operational input
into that very important acquisition project.

The program management office, which is a subset component of
the overall SBlnet, also has one of my Border Patrol agents, very
high-ranking division chief within headquarters Border Patrol, as
a fiﬂl deputy. So the inclusion of the operators is absolutely essen-
tial.

We have learned. We have learned from the Coast Guard. We
have learned on the acquisition portion of this. And I feel very con-
?dent that the operators will be at the helm, if you will, of this ef-

ort.

Mr. THOMPSON. Thank you. And my time is gone, but I look for-
ward to more discussion around SBInet as we go forward, because
we are just beginning the process, Madam Chairman. And I am
sure at some point we will kind of zero in on that project specifi-
cally, but it is a big project.

Ms. SANCHEZ. I think we specifically have it as an item of this
subcommittee’s jurisdiction that we want to take a look at.

Mr. THOMPSON. Thank you.

Ms. SANCHEZ. The chair will now recognize other members for
questions they may wish to ask the witnesses. And in accordance
with our committee rules and practice, I will recognize members
who were present at the start of the hearing, based on seniority on
the subcommittee, alternating between the majority and the minor-
ity. And those members coming in later will be recognized in the
order of their arrival.

With that said, I would now like to recognize the gentleman from
Florida, Mr. Bilirakis, for 5 minutes.

Mr. BILIRAKIS. Thank you, Madam Chairwoman. I appreciate it
very much.

Chief, how far away are we from, as you refer to in your written
statement, the ambitious goal of gaining effective control of our na-
tion’s borders?

Chief AGUILAR. SBlnet, Congressman, is basically moving for-
ward at a rate that we feel that, by 2012, we will have the south-
west border. This does not mean that this will be to the exclusion
of the northern border, because, of course, we will be working on
the northern border, also, but that is the objective of SBInet, to get
us that operational control of the southwest border.
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We will commence on the northern border. I will share with you
that, on the northern border, SBInet will also be concentrating.
And the backbone up there, more so than the southern border, will
be heavy technology, because of the vastness and the remoteness
of our northern border with Canada.

Mr. BIiLIRAKIS. Thank you. Is securing the southwest border sim-
ply a question of providing increased funding to hire more Border
Patrol agents?

Chief AGUILAR. No, sir. What we have always put forth, as opera-
tors within the Border Patrol, is that to bring operational control
to any section of our nation’s borders is a proper mix of technology,
personnel and infrastructure. Now, personnel is absolutely key, be-
cause tactical infrastructure and technology wouldn’t do us any
good if we couldn’t be responsive to any kind of incursion that oc-
curs.

It is that proper mix that we need to literally design for every
piece of that border that we are approaching. Area of operation, for
example, that proper mix would be very different from what we
would be doing in California, because of the terrain that we are ad-
dressing, the infrastructure that is on the south side. So it is a very
specific system that we apply, specific to the area of where we are
focusing on.

Mr. BiLIRAKIS. With regard to the Border Patrol agents, what is
the average salary of the rank-and-file Border Patrol agent?

Chief AGUILAR. At the journeyman level, our Border Patrol
agents are GS—11s. Of course, they are GS-11s and earning uncon-
trollable overtime, administrative and uncontrollable overtime. At
the present time, we do assign them overtime.

Congressman I would rather get back to you on the average time.
Because of those overtime applicabilities, I would rather get you
and accurate number. So if you don’t mind, I will get that for you.

Mr. BILIRAKIS. Sure. Are you having difficulty retaining and re-
cruiting agents?

Chief AGUILAR. Recruiting is a little bit of a challenge, but we
are on track to get us to where we need to get for the 6,000 net
new. That we feel very confident about. Because of the enhanced
recruiting requirements, we are looking to areas that we have
never looked at before and conducting our recruitment processes.

Let me give you an example. We are looking at places such as
NASCAR. We are looking at places such as a rodeo circuit. We
have got a chief, for example, on the northern border, Chief Harris
from Spokane, who is actually a bull-rider. We are using him as
a means of reaching out to this population, if you will, of individ-
uals that are a sturdy breed that we feel they need to be in order
to survive on the border out there.

So, yes, but we are going the extra mile, and we feel confident
that we can do it and we will do it.

Mr. BILIRAKIS. Okay. Two more questions. Do you agree with the
comments of Secretary Chertoff that he made before our committee
last Friday, that Border Patrol agents have the necessary authority
and resources to do their job effectively?

Chief AGUILAR. Absolutely, yes, sir.

Mr. BILIRAKIS. Do you think the average Border Patrol agent
feels that way, as well?
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Chief AGUILAR. I believe so. Does everybody have the system, if
you will, of SBInet that Tucson is experiencing right now? No, be-
cause that is evolving. We are incrementally adding that. But as
far as tools such as weaponry, such as vehicles and things of that
nature, yes, sir.

Mr. BILIRAKIS. Thank you, Madam Chairwoman. I appreciate it.

Ms. SANCHEZ. I had a question with respect to your recruitment.

Chief AGUILAR. Yes, ma’am.

Ms. SANCHEZ. What I find with my law enforcement officers, es-
pecially with the war in Iraq, and the recruitment that is going on
by our military, and the inability for us to graduate from our high
schools, high school graduates who can actually pass academies
and the tasks, that there is a lot of lateral movement going on be-
tween law enforcement, at least in California, meaning people are
stealing from each other.

Do you find that in any case that you are trying to take from
other law enforcement agencies, which are already impacted?

Chief AGUILAR. We are not doing it intentionally, but that is, un-
fortunately, happening, yes. We are recruiting some of—the state,
municipal and county law enforcement entities are, unfortunately,
losing their officers to us.

Now, that also happens in our case, where DEA, FBI, CIA, every-
body else is looking at our pool of very well-trained officers that
they can go to and take into their ranks. ICE, for example, is going
to grow this coming year. We fully expect that some of our officers
will go over to the ICE ranks, which is not a bad thing. That is
actually a good thing.

Ms. SANCHEZ. And are you finding that, in particular, the lateral
movements that you are seeing are of more seasoned personnel
C(l)II;iIlg over? Or are you seeing that you are taking entry-level peo-
ple?

I am just asking, because you are growing so fast that, not only
do you have to worry about coming in from the bottom, but you
have to worry about what you have got at the management layers
and the seasoned people in between.

Chief AGUILAR. You have hit on something that is of very, very
high interest to me and my executive staff within the Border Pa-
trol, because we have one band of officers, if you will?this is what
we refer to the band of first-line supervisors, that is absolutely crit-
ical to the United States Border Patrol.

That is the critical link between that agent in the ground that
finds himself or herself out in the middle of the night, in the mid-
dle of nowhere, having to make a decision. And that supervisor is
the one that is going to give the input and the clarity to how that
officer conducts his or her job.

We are finding ourselves promoting people that have been in
service at a younger rate. When I came into the Border Patrol, if
you were promoted to first-line supervisor anywhere below 9 years,
you were considered a riser. Today, we are promoting people with
3 years, 4 years of service.

And we are also digging into that band and promoting into the
upper echelons of the Border Patrol, but we are taking some ac-
tions to mitigate that situation. As an example, OMB has given us
the ability to now bring back rehired annuitants, individuals that
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have retired that we now bring back, not as full officers, but as
mentors for that band of officers. We are bringing back retired
trainers or retired Border Patrol agents as trainers to assist us
with that kind of a situation.

So it is a challenge. We are looking at it. And we are working
with a situation, and we feel that we are doing everything that we
can to mitigate that potential for a situation where our balance of
supervisors to agents is not enough.

Ms. SANCHEZ. Thank you, Chief.

I would like to recognize now the gentleman from Texas, Mr.
Cuellar, for 5 minutes.

Mr. CUELLAR. Thank you, Madam Chair.

And to both of you, thank you very much.

Being from Laredo, being from the border, let me go ahead and
focus on the fence issue. As you know, the issue of the border fence
has been a subject of debate, not only in Congress, but in, I think,
a lot of members’ districts that we have. Let me go ahead and just
focus on what you said.

Fencing is necessary if it makes sense, I believe you said some-
thing like that. Let me focus on what makes sense.

Under what circumstances is fencing useful to the Border Patrol
mission? What are the specific circumstances?

Chief AGUILAR. Specifically, to the Border Patrol mission, a fence
becomes very critical in the urban area of operation. The reason for
that is it serves two purposes. One is a deterrent for those people
looking to cross into the United States, whether they are illegal im-
migrants or people trying to bring narcotics into the United States.
It creates a deterrent situation.

In addition to that, it also acts as an obstacle, so that people that
are going to move into our country have to cross that fence. We lit-
erally slow them down. It gives us a greater opportunity to make
the apprehension.

Very quickly, in an urban environment, Laredo, River Drive
Mall, for example, I worked it many, many years ago. In the ab-
sence of a fence—and we are not saying we need one there—but
in the absence of a fence, they will cross a river and go up to River
Drive Mall. They are there literally within minutes. Under 3 min-
utes, they can go onto River Drive Mall.

Would a fence make sense there? It may, but one of the things
that we are looking at is this virtual fence that we are talking
about, whereas opposed to a physical pedestrian fence, we have
ground surveillance radar, which is being actually used right now
in Tucson, Arizona, whereby an officer sitting behind a screen will
actually be able to identify that an incursion across that river has
occurred, be able to tag and track that individual as he or she
moves towards River Drive Mall.

That kind of fence is the kind of technology we are looking to po-
tentially implement.

Mr. CUELLAR. Or if you get rid of the carrizo—

Chief AGUILAR. The carrizo, yes, sir—

Mr. CUELLAR. And what is the status on that? I know that I
added some language to the last homeland security bill that we
had. What is the status? I know there was an issue of what herbi-
cide to use to make sure that we keep the Rio Grande safe, and
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I am in full agreement with that. But my understanding, talking
to Carlos Marin from International Boundary Commission, that
you all have reached an agreement.

Because, I mean, if you get rid of that carrizo—and I know it is—
you know, you find it some areas of the border, in some areas, but
I know that, in the Laredo area, for example, if you get rid of that,
you provide a line of sight that would be tremendous to your men
and women working there.

Chief AGUILAR. Absolutely. Yes, sir. And we are very appreciative
of the fact that you put that into language, because it has now
given us the ability to take a look at actually taking actions on
that. Of course, because of the environment and the sensitivities
associated with it, we need to be very careful.

Our science and technology branch of DHS is actually looking at
what is known as a biological agent. It is a little animal that actu-
ally eats away this non-indigenous carrizo cane. It is going through
the study and through the research right now.

If we can do that, that will be a tremendous solution. In the ab-
sence of that, we have moved forth, as we have at the gravel pit
in Laredo—and, by the way, I know Laredo, because that is where
I started off my career—

Mr. CUELLAR. 1978?

Chief AGUILAR. Yes, sir. And I know that carrizo very well. At
that gravel pit area, we actually cleared that carrizo out of that
point there, and it is helped tremendously.

So we will continue moving in that direction of clearing the
carrizo cane as much as we can, until we get the solution, such as
possibly that biological agent that we are referring to.

Mr. CUELLAR. Okay. Going back to your circumstances, urban
area is one. What is another circumstance that would be good? You
can just list them.

Chief AGUILAR. Yes, sir. Well, an urban area is more than likely
where we are going to apply it. That is where most of our fencing
is right now. If there is an area where infrastructure is being built
up on the south side, new ports of entry, things of that nature,
where there are some areas, especially in Texas, we would look to
basically build fence around the immediate ports of entry areas.

There is another more important utility of vehicle barrier to keep
vehicles from driving. As you know, in Placido, vehicles actually
drive across the Rio Grande, and they go straight into our high-
ways of egress. They keep them from driving across the Rio Grande
in very remote areas.

So fencing is actually going to be a small portion of the 2,000
miles that is operationally required. Does it add up to 700 miles?
Potentially could, 370 right now. We know it absolutely makes
sense, and that is what we are building towards.

Mr. CUELLAR. Do you have—

Ms. SANCHEZ. The gentleman’s time has expired.

Oh, I am sorry.

Mr. CUELLAR. I have 7 seconds. But could you give me, in the
last 7 seconds, can you turn in the specific—I still want to know
the specific circumstances where you think a fence is required. If
you can just turn that into me and the committee, I would really
appreciate it.
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Chief AGUILAR. Yes, sir. Definitely.

Mr. CUELLAR. Thank you.

Ms. SANCHEZ. I will give you more time on the second round.
How is that?

We will recognize the gentleman from Texas, Mr. Green, for 5
minutes.

Mr. GREEN. Thank you, Madam Chair.

And I also thank the chairman of the full committee for being
with us today.

Thank you, Mr. Ranking Member, as well.

And I thank the two outstanding witnesses who are here.

If I may, I would like to ask—well, let me start with a comment
for the admiral. Our records indicate that, on a average day, you
save 15 lives, assist 114 people in distress, protect $4.9 million in
property, interdict 26 illegal immigrants at sea, conduct 82 search
and rescue missions, seize $2.4 million worth of illegal drugs, con-
duct 23 waterfront facility safety or security inspections, respond to
11 oil and hazardous chemical spills, and you board 202 vessels.

I think you should be commended, if that is a typical day for you,
because I think that is outstanding work. And the record ought to
reflect that we salute you for this.

A question for you—and I ask that you not answer right now, but
at the end of my comments and questions. But the question for you
will deal with the fleet that you have of 123-foot cutters, 15 percent
of the cutter fleet, as I understand it, and it is right now dry-
docked. So I would like for you to, if you would, give a comment
on what the situation is with those cutters.

To Chief Aguilar, I compliment you, as well. You have 12,000
agents, and you are about to double in size at some point, and you
have a very large border that you are patrolling.

But I ask, if you would, to shed some additional ocularity on this
concern, with reference to the agents that are involved in the
shooting. And my first question to you, sir, is: Is there a policy that
prohibits you from defending your officers if you believe that they
are right?

Chief AGUILAR. That prohibits us?

Mr. GREEN. You. You.

Chief AGUILAR. Or the organization—

Mr. GREEN. Yes, sir.

Chief AGUILAR. —defending our officers? No, sir.

Mr. GREEN. And would you defend your officers if you thought
they were right?

Chief AGUILAR. Yes, sir.

Mr. GREEN. Were you briefed on this case of the shooting?

Chief AGUILAR. Of the Compean—Ramos case?

Mr. GREEN. Yes, sir. Were you briefed?

Chief AGUILAR. Personally, no.

Mr. GREEN. Did you receive any information concerning this
case, such that you can claim that you have some understanding
of what occurred?

Chief AGUILAR. Yes, sir. Every time that we have a high-profile
instance such as this, we receive what are known as significant in-
cident reports. We depend on our chiefs on the ground to actually
handle and manage those situations.
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Mr. GREEN. And pursuant to your briefing and your under-
standing, if you had thought the officers were right, would you
speak up on behalf of the officers?

Chief AGUILAR. Yes, sir, as we have in the past.

Mr. GREEN. And in this case, have you made comments with ref-
erence to your believing that these two officers were right in doing
what they did?

Chief AGUILAR. No, sir, we have not.

Mr. GREEN. May I assume that, because you have not made com-
ments, that you think that the finding of the court is an appro-
priate finding?

Chief AGUILAR. The assumption that can be made, Congressman,
by yourself and the American public is that I am confident in the
investigation. I am confident that the investigation that was han-
dled by the Department of Homeland Security inspector general. I
am confident in the judicial system and the trial that was held and
the outcome, yes, sir.

Mr. GREEN. And if you discovered that something improprietous
took place that changed your opinion, would you then call that to
our attention?

Chief AGUILAR. I would call it to the immediate attention of the
proper authorities in order for a follow-up, yes, sir.

Mr. GREEN. Have you at any point discovered anything that
would cause you to report to the proper authorities that your opin-
ion has in some way changed?

Chief AGUILAR. No, sir.

Mr. GREEN. Now, with reference to the case itself, were the only
witnesses to this persons who were not citizens of the United
States? Or did we have some United States citizens to witness this
incident? Citizens would include Border Patrol agents.

Chief AGUILAR. Right. Congressman, let me just say, of course,
that I was not there, and that is a given. What I can give you is
my understanding on the case on the readings of the incident that
I received.

Mr. GREEN. I would like for you to do that. And then, Admiral,
I would like for you to answer the question that I posed, and I will
yield back the balance of time that I have afterwards. Please do.

Ms. SANCHEZ. The gentleman has no time, so as expeditiously as
you may answer his question.

Chief AGUILAR. Answer the question? As I understand the situa-
tion, and as was discovered in court, the two officers were by them-
selves. One illegal alien, Mr. Aldrete, the individual that was shot.
Response to the situation was such that at least three other officers
found it post-incident. That I know of, there is no other witness at
the time of the shooting.

Admiral PEKOSKE. Thank you, sir, for your question on the 123-
foot patrol boats. As you know, sir, we had eight of those vessels
home-ported in Key West, Florida. I flew with the commandant
down to Key West to talk with every single one of those crews,
when the commandant made the decision to take them out of serv-
ice.

The reason he took them out of service was a very simple fact
that those vessels we didn’t feel could any longer safely operate in
the very same conditions as the vessels they were trying to inter-
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dict. And so we were very concerned that we would have to lower
their operating parameters to the extent where they would be oper-
ationally, totally ineffective.

They have all been taken out of service. They are all up at our
yard in Curtis Bay, Maryland, in storage. What we have done to
bridge that gap in the near term is all the crews are still assigned
to those cutters. And what we have done with each one of those
eight crews is we have married them up with another crew on an-
other patrol boat in Florida.

And so all of these patrol boats are now running dual-crew oper-
ations. So we have gotten the full benefit of having all of those peo-
ple still assigned to those ships still able to serve, using existing
platforms. That is clearly a temporary measure, because we cannot
run these cutters at that pace for the long term.

One of the other things that we did immediately was—we have
been privileged to have five of the Navy 179-foot Patrol Coastals
in the Coast Guard inventory for several years. We were due to re-
turn those to the Navy in 2008.

The commandant asked the chief of naval operations if we could
retain three of those five vessels, and the CNO agreed to that. So
we have a three-year extension on three of those five vessels, which
will bring it to 2011.

Another remediation effort that we have undertaken is, we have
looked at other vessels we have in the Coast Guard inventory that
are of larger size, that can perform the same function that these
patrol boats performed, and we are asking them to perform that
mission.

But that has other mission impacts throughout the rest of the
service, which we don’t want to incur over the long term, because
it will affect our other mission performance.

What all of this highlights is?and one of the questions before
was, how long will it take you to have adequate resources for your
required border security? The answer from the Coast Guard is, that
will take us until 2030. And that is why the Deepwater project is
so very important to us, and that is why we need, inside the Coast
Guard, to ensure we get this right.

Thank you.

Ms. SANCHEZ. The chair will recognize the gentlewoman from
California, Ms. Lofgren, for 5 minutes.

Ms. LOFGREN. Thank you, Madam Chairwoman.

And let me start by thanking both of you for your service to our
country. It is a difficult job, and clearly you have made our country
proud of your service.

And I hope, also, that you will pass on our thanks to the men
and women in your service. It is a tough job that they do, and our
job is oversight. But I think it is important to also remember how
much we appreciate what they are doing.

Chief, I know that you needed to summarize within 5 minutes,
but I wanted to specifically thank you for your written statement,
and specifically your statement that, to effectively secure the bor-
der, we must reform our immigration system, and that we need
comprehensive immigration reform, in order to make your job more
viable.
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And I think the Congress is going to take that advice very seri-
ously and try and put that comprehensive reform measure in place,
while certainly continuing to support your very important efforts at
the border and the brave work that your men and women do.

I was interested, Admiral, in your comment about the biometrics
that you are using. And I am wondering, Chief, is that biometrics
system available to your agents when you apprehend and return?
Are you routinely taking the biometric information from everybody
you apprehend?

Chief AGUILAR. Yes, ma’am. In fact, I believe it is the exact same
system that we are procuring, yes.

Ms. LOFGREN. Very good.

Chief AGUILAR. Upwards of 95 percent, 96 percent of all the 1.1
million apprehensions that we make are, in fact, captured biometri-
cally on our—

Ms. LOFGREN. And that is all 10 fingerprints?

Chief AGUILAR. Yes, ma’am, now it is.

Ms. LOFGREN. Very good. Thank you very much.

I am interested, I am sure, Chief, that you are aware that the
bipartisan U.S. Commission on International Religious Freedom
issued a report just last week, saying that the department is falling
short in the protection of asylum-seekers under the expedited re-
moval procedures and also expressed concern that asylum-seekers
are housed with criminals.

I am wondering—clearly, you have a very difficult task ahead of
you, but I am wondering if you can share with us what efforts you
are making to address the issues raised by the commission last
week, in terms of who makes the decision, what kind of training
is being provided to your agents so that they can separate the
scammers from the real asylum-seekers.

Chief AGUILAR. Yes, ma’am, a very important point. And I would
like to begin, first of all, by addressing the national report. And I
read about it in The Washington Post over the weekend, also.

As we know, some reports are written, and the terminology
leaves a little bit to be desired. I would like to point out that the
report that was written and was actually in The Washington Post
related to ports of entry.

Ms. LOFGREN. Not to your agency?

Chief AGUILAR. Not to Border Patrol.

Ms. LOFGREN. I thank you for that clarification.

Chief AGUILAR. There are several here. And, in fact, one of the
footnotes actually says, “Our file samples were drawn from periods
prior to August 2004, so this report analyzes only the actions of in-
spectors, not Border Patrol agents.”

Ms. LoFGREN. Well, I will reserve my question for the inspectors
at the port of entry at a later date then.

Chief AGUILAR. But we do deal with credible fear, and I would
just like very briefly to touch on that. Our officers engaged in proc-
essing of aliens coming in from countries where they may be a
credible fear follow a very stringent processing guideline. And they
are required to go through training.

At the moment that there is any kind of indication of credible
fear for political asylum, they are then handed off to experts within
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the asylum program, that then take on that for the rest of the cred-
ible fear and asylum process.

Ms. LOFGREN. One final question before my time expires. In the
last Congress, we were advised in this committee that there was
a problem in repatriating illegal entrants to certain countries, for
example, to China and to others. Can you update us on the status
of that issue now?

Chief AGUILAR. Yes, on some of them, because some of them we
are still working on. For example, China, the Secretary is working
very aggressively and working with China to get them to accept
their repatriated citizens back into those countries.

In other areas, we have been very successful in working with
South Central American countries that in the past were not very
efficient in issuing travel documents back into their country. We
have actually been very successful in that.

As an average example, I will tell you that we used to return
OTMs on an average of about 89 days, 86 to 89 days. We have now
reduced that on the average to about 16 to 19 days from the point
of apprehension.

Ms. LOFGREN. Well, that is very interesting. And I wonder if,
subsequent to this, if you could just provide me in writing or the
committee in writing the list of those countries that you consider
still outstanding, so that we might spend some attention on that
diplomatic effort.

And, again, I just want to thank you and the men and women
for putting your lives on the line and really, from what you are tell-
ing us, making significant process in securing the border. And I
give you much credit, both of you, for that.

Thank you very much.

Chief AGUILAR. Thank you.

Ms. SANCHEZ. Chief, I would assume that that does not include
people who have criminal backgrounds that you have stopped, with
these countries taking them back so quickly. Is that correct?

Chief AGUILAR. I want to make sure I understand the question
correctly, ma’am.

Ms. SANCHEZ. When you apprehend and you are trying to return
these people to their country, what happens is they have had some
sort of a criminal background, either in their home country or our
country? Those are much more difficult to return, I would assume,
to these countries?

Chief AGUILAR. They present a bigger challenge than just your
run-of-the-mill illegal entrant into the United States, yes, ma’am.

Ms. SANCHEZ. Okay.

I now recognize the gentlewoman from Texas, Ms. Jackson Lee,
for 5 minutes.

Ms. JACKSON LEE. I thank the distinguished chairwoman, and I
thank my full committee for this hearing and this subcommittee,
as well.

As all of the members have said, let me thank both of you distin-
guished gentlemen for your service.

And, Admiral, might I acknowledge again, as we have done over
and over again, the work of the Coast Guard during Hurricane
Katrina.

VerDate Nov 24 2008  07:41 Nov 03, 2009 Jkt 000000 PO 00000 Frm 00038 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-4\35263.TXT HSEC PsN: DIANE



35

Though this is not the appropriate place to talk about movies,
but “The Guardian” captures the intensity of your work. And I
hope a lot of schoolchildren will see it, because it certainly com-
mends your men and women very well.

I happen to have had the opportunity to speak at one of the
Texas A&M graduating classes down in Galveston and met a num-
ber of young recruits there. So I thank you.

Let me, if I might, to Chief Aguilar, just a follow-up on my col-
league’s comments—and thank you for what has been an improved
ser\aicg at the border. But could you tell me, what are your direct
needs?

Noticing that you may be absorbing 6,000 agents, are you going
to be able to absorb them with equipment, such as power boats,
and helicopters, and laptops, and night goggles? Do you have
enough equipment and enough funding for professional training of
these new agents as they come in?

CONGRESSWOMAN SHEILA JACKSON LEE, OF TEXAS

STATEMENT BEFORE THE SUBCOMMITTEE ON BORDER, MARITIME, AND GLOBAL
COUNTERTERRORISM

Border Security: Infrastructure, Technology, and the Human Element

FEBRUARY 13, 2007

I thank Chairwoman Sanchez for convening this important hearing examining the
infrastructure, technology, and the human element of our border security. I welcome
Chief David Aguilar of the U.S. Border Patrol and Rear Admiral David Pekoske of
the U.S. Coast Guard to this hearing, and I look forward to both of your testimony.

In the aftermath of September 11, 2001, the American people became painfully
aware of the difference between feeling secure and actually being secure. The Com-
mittee on Homeland Security was created to ensure that the American people were
fully protected and safe from terrorist attacks. The purpose of this hearing is to re-
ceive testimony from Chief Aguilar and Rear Admiral Pekoske on the state of their
respective agencies’ border security activities and to assess the infrastructure, tech-
nology, and personnel requirements necessary to strengthening America’s border se-
curity.

It 1s of paramount importance for us to convene to discuss the critical issues cur-
rently facing our nation’s border security. The U.S. Border Patrol is charged with
enforcing U.S. immigration law and other federal laws along the border, between
the ports of entry. Its integral mission is to detect and prevent the entry of terror-
ists, drug smugglers, other criminals, and unauthorized aliens, along with weapons
of mass destruction into the country. Despite only slightly more than 12,000 border
patrol agents, the Border Patrol must guard and protect over 6,000 miles of our
international land borders with Mexico and Canada.

President Bush has committed to doubling the size of the Border Patrol during
his term in office. I welcome this commitment, especially because in previous Con-
gresses I have introduced both bills and amendments calling for similar increases
in the size of the border patrol. I hope President Bush lives up to his commitment
to add an addition 6,000 agents over the next two years, and I hope that the Border
Patrol will be able to recruit, hire, train, and retain a sufficient number of agents
to meet this goal in a short time. I also look forward to hearing from Chief Aguilar
how he and the Border Patrol propose to recruit, hire, train, and retain such a high
number of agents. Currently, it does not appear that the Border Patrol is meeting
these goals.

In order for the Border Patrol to succeed, we must work together to create, au-
thorize, and implement the policies and incentives necessary to ensure the effective
recruitment and retention of Border Patrol agents. I know that much is needed to
dea}lfeffectively with the substantial retention and recruitment issues the Border Pa-
trol faces.

In addition, we also need to provide the Border Patrol with the equipment and
resources they need to secure the border. In the last Congress, I introduced H.R.
4044, the Rapid Response Border Protection Act of 2005, that would provide the
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Border Patrol with the equipment and resources they need. I plan to reintroduce
this legislation in the 110th Congress. This legislation calls for an additional 15,000
Border Patrol agents over the next five years and has provisions for equipping them
with body armor, special weapons, and night vision equipment. H.R. 4044 was
strongly endorsed by the National Border Patrol Council and the National Home-
land Security Council, organizations that represent the front-line employees who en-
force our immigration and customs laws.

In order for our Border Patrol agents to effectively secure our border, we need a
Border Patrol with enough adequately trained agents to patrol the entire border ef-
ficiently with the weapons and other equipment that is necessary for confrontations
with heavily armed drug smugglers and the other dangerous criminals who cross
the border illegally. In light of the recent controversial prosecutions of former Bor-
der Agents Igancio Ramos and Jose Compean, this hearing and the issue of how ef-
fectively our border patrol are trained, equipped, managed, and staffed could not be
convened at a more important time. Former agents Ramos and Compean are cur-
rently serving 11 and 12 year terms respectively in federal prison for shooting an
unarmed Mexican national who was running drugs across the border near El Paso,
Texas in February 2005. However, it appears that 3 other agents who participated
in this incident were not prosecuted, but rather faced administrative penalties re-
sulting in terminations. I would like to hear more from Chief Aguilar regarding this
case, whether you agree with the way the prosecution was handled, and whether
you feel like administrative remedies were exhausted. I would also like to hear from
Chief Aguilar regarding what factors contributed to the occurrence of this incident,
especially as it relates to the role played by a lack of sufficiently trained personnel
and mangers on duty.

I also look forward to hearing more about DHS’ Secure Border Initiative (SBI),
which is a multi-year plan aimed at securing our borders and reducing illegal immi-
gration by implementing new border security technology such as constructing addi-
tional border infrastructure including material and virtual fencing, adding more
agents to patrol our borders, better securing the ports of entry, ending the “catch
and release” policy through expedited removal and additional detention space, and
increasing the enforcement of immigration laws inside the U.S.

I especially would like to hear about SBInet, which represents the technology and
infrastructure component of SBI, whose goal is to create a virtual fence along the
nation’s borders using cameras, sensors, and other equipment. DHS Inspector Gen-
eral Richard Skinner has raised serious concerns with SBInet, including DHS lack-
ing the capacity to properly oversee implementation of the program and granting
too much discretion to the contractor. Inspector General Skinner has also warned
that SBInet is a costly program which could reach $8 billion on the southwest bor-
der alone, while some have estimated that the entire project could exceed $30 bil-
lion. A serious and detailed discussion of SBInet’s cost and implementation is both
necessary and long overdue.

I also look forward to hearing from Rear Admiral Pekoske regarding the Coast
Guard’s mission of protecting the public, the environment, and our maritime eco-
nomic and security interests, especially at our ports. On behalf of the thousands of
Katrina evacuees that live in my district of Houston, Texas, I would like to thank
you Rear Admiral Pekoske and the entire U.S. Coast Guard for their heroism, which
saved countless innocent lives during the aftermath to Hurricane Katrina.

The Coast Guard’s 40,150 men and women are entrusted with protecting 95,000
miles of coastline, 12, 400 miles of our nation’s maritime border, and 3.4 million
square miles of the Exclusive Economic Zones. Our nation’s maritime border is com-
posed of relatively open ports and coastlines that present an attractive venue for
illegal entry, potential terrorist attacks, trafficking contraband, and other criminal
activities.

I look forward to hearing from Rear Admiral Pekoske regarding the implementa-
tion and enforcement of two key pieces of legislation passed by this Committee to
improve the security of our nation’s maritime border—namely, the Maritime Trans-
portation Security Act (MTSA) of 2002, which requires all vessels, facilities, and
ports within the U.S. to complete security plans, and the SAFE Port Act, which was
signed into law last year. I would also like to hear from you regarding the feasibility
and efficacy of 100% scanning of contents bound for U.S. borders, which was not
a provision of the SAFE Port Act, but which nonetheless is an important step in
better securing our ports.

I would also like to hear from Rear Admiral Pekoske regarding the DHS Inspector
General’s recently released report regarding the Coast Guard’s Legend-class Na-
tional Security Cutter (NSC). The NSC, which is the largest and most technically
advanced class of the Deepwater Program’s three classes of cutters, was designed
to be the flagship of the U.S. Coast Guard’s fleet, capable of executing the most
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challenging maritime security missions. However, the Inspector General’s audit de-
termined that the NSC, as designed and constructed, would not meet the perform-
ance specifications described in the original Deepwater contract. Moreover, the In-
spector General report found that the NSC’s design and performance deficiencies are
the result of the Coast Guard’s failure to exercise technical oversight over the design
and construction of its Deepwater assets, which for National Security Cutters 1 and
2 has gone over $250 million over budget. Rear Admiral Pekoske, I eagerly look for-
ward to further elucidation on this critical matter.

I again thank both of our witnesses for their testimony and eagerly look forward
to further discussion of today’s issues. I thank you Madam Chairwoman, and I yield
back the balance of my time.

Chief AGUILAR. Let me take that piece by piece.

As far as the equipping of the agents, I feel very confident that
we—Congress gives us what we refer to as a modular cost. So ev-
erything from uniforms, to weaponry, a bullet-proof vest, vehicles,
things of that nature, I feel very confident that that will continue
at the rate that it has in the past.

And, in fact, it has been improving. So, from that aspect, abso-
lutely I feel confident that we will get the equipment that we need.

As far as aircraft are concerned, my colleague, General
Kostelnik, who heads up the air and marine portion of CBP, is also
working very diligently. As we speak, there is a procurement ongo-
ing—additional procurement of UAVs, for example. We will have
four by the end of this calendar year. An additional two will be
coming by 2008.

Additional platforms, such as AS350s, helicopters that are of ab-
solute essence to us on the southwest border and on the coastal
borders, also. Black Hawks that we will utilize over water and on
the northern border are also being looked at for procurement pur-
poses.

I will state—and I am not the expert here, but my colleague,
General Kostelnik, one of his concerns is, is the production timeline
to actually procure these and get them on the ground, if you will.

Ms. JACKSON LEE. If I might, because my time is short, I have
got the sense of it. Are you a supporter of the fence? Or do you be-
lieve that we can secure the border with increased personnel and
technology?

Chief AGUILAR. There are going to have—

Ms. JACKSON LEE. A 700-mile fence, can you just say yes or no?

Chief AGUILAR. Seven-hundred-mile fence?

Ms. JACKSON LEE. Yes.

Chief AGUILAR. We are building towards that. Three hundred
and seventy, absolutely. Seven hundred, will we get to that? It all
depends on the technology—

Ms. JACKSON LEE. So you support a 700-mile fence?

Chief AGUILAR. I support a 370-mile fence. And as we progress
to 700—I don’t necessarily think we will get to that. But if we need
to get to that, we have got the—

Ms. JACKSON LEE. Let me pose the question, also. I don’t believe
that we have all the facts, even with a judicial decision, on the two
Border Patrol agents. One of the problems I understand is that the
shooter of a weapon does not fill out paperwork. It is the manager
that fills out paperwork.

But the real question is, are there administrative procedures in
place, one, for grievance of the Border Patrol agents? Do they have
a union? Is there a grievance procedure? Is there procedure where
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the employees could have been reprimanded by administrative pro-
cedure, as opposed to putting them in a judicial process?

I think we are not having all the facts, members don’t have all
the facts. But I would argue that the actions were excessive, not
questioning the DHS investigation. We had the inspector general
here. But I do believe that there are questions that undermine the
morale of the Border Patrol agents.

And my question to you, is that not true?

Chief AGUILAR. Your questions were a grievance procedure? Yes.
Union, yes. Is this situation undermining morale? I answered part
of the question a few minutes ago. I don’t believe so. I think there
is a clear understanding of the Border Patrol agent population in
the field of what is available to them.

Ms. JACKSON LEE. You would not be opposed to an expanded in-
vestigation?

Chief AGUILAR. No. No, ma’am.

Ms. JACKSON LEE. Thank you.

Ms. SANCHEZ. The gentlewoman’s time has expired.

We have some votes coming up on the floor, supposedly begin-
ning about 11:30. I would like to try to get another round of ques-
tioning in, but maybe we can hold it down to 3 minutes per person,
and that way, if anybody has some leftover questions they have, we
can do that, if that would be okay with the ranking member.

So I have a question, back to Admiral. In terms of increasing the
Coast Guard’s maritime awareness, does the Coast Guard have the
capacity, either internally or working with the private sector, to
implement right now a voluntary, long-range vessel tracking pro-
gram, in order to meet the requirements set by Congress in the
SAFE Port Act?

And in particular, what is the Coast Guard doing to meet upcom-
ing International Maritime Organization requirements on long-
range vessel tracking? And will the Coast Guard consider using ex-
isting vessel-tracking systems to meet requirements set by Con-
gress and the International Maritime Organization?

Admiral PEKOSKE. Yes, ma’am. I will take the last question first.
We will consider using existing programs and will meet the 1 April
deadline set by Congress in the SAFE Port Act in that regard.

As you know, there is an international agreement for long-range
tracking that comes into force the 1st of January, 2008, and then
everybody has to be in full compliance by December 2008. We an-
ticipate that we will be able to fully participate in that process
internationally, as well, and are working very hard in that endeav-
or.
It is critical important. Long-range tracking is very, very impor-
tant to awareness to us.

Ms. SANCHEZ. Great. And I would yield back the remainder of my
time, and I will my ranking member from Indiana ask his ques-
tions.

Mr. SOUDER. Thank you. I am going to—submit some additional
questions for the record. Some here I have wrote out that I would
like to put on the record and make sure we get answers.

On the OTMs, which I believe, Mr. Aguilar, you said were over
100,000, how many of those were from countries of interest? I know
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at San Ysidro at one point we had, in one month hundreds that
were OTMs.

Then there were, I think, 38 from countries of interest and a
number of those on the watch list, so we get an idea of how much
that is varying. And, also, if we could have that for the north bor-
der.

Two is, I talked to the distinguished ambassador from Mexico.
And I believe President Calderon is committed to the border. I
don’t believe they have control of Nueva Laredo or other areas.

But what I would like to know is: Has the bulldozer been re-
moved from across from Neely’s Crossing? Because one of the as-
sumptions that you stated in your testimony was is that the Mexi-
can government would be responsible and work with us on trying
to control the opposite side.

One test here is, is in the area across from the Marfa sector
where the cartels control it. It is not even clear the Mexican gov-
ernment can enter that zone. And they have a bulldozer that
knocks down everything we do.

One test of this is, is that bulldozer gone? And that is my ques-
tion. I have been raising the question now for roughly eight
months, and I would like to know if the bulldozer is gone.

Three, whether you said, in 2012, you believed that the south-
west border would be secure, at least between the ports of entry—
obviously, visa-jumpers is a whole another question that you
wouldn’t have any control over—did that presume a compromise
immigration bill?

And, if so, what kind of compromise immigration bill? Was that
part of your assumption, that we were going to be able to control
the southwest border?

Maybe you could give me a yes or no on that, because you don’t
need to answer it if it is no. Did you assume an immigration bill
in saying that you would control the southwest border?

Chief AGUILAR. No. With the proper technology, infrastructure
and personnel.

Mr. SOUDER. Okay. Then you don’t need to answer that question.

Chief AGUILAR. I will just clarify that they are going to get hit
hard.

Mr. SOUDER. In other words, it will move?

Chief AGUILAR. Yes, sir.

Mr. SOUDER. A third question, then. You stated that real fencing,
as opposed to virtual fencing, at least other than vehicle barriers,
was not needed in the rural areas, that it would be concentrated
in the urban areas. You also granted that real fencing slows people
down.

Clearly, east of San Ysidro, we have lots of fencing in semi-rural
areas, as well. Why wouldn’t fencing almost be as critical in rural
areas, where our agents are more sparsely distributed, to buy time?

I mean, it isn’t like it takes a lot of time to go over, and you cer-
tainly need something strong enough to do vehicle barriers. I am
a big supporter of vehicle barriers, like in New Mexico.

But part of the challenge here is, how do you, in these areas, buy
enough time for agents to get there, particularly if they are trying
to load contraband over the top? At the very least, you force them
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to cut fences, which becomes another challenge. And I would like
some additional comment on that.

Then lastly, on the case—and I just want to make these com-
ments and you have stated again today, that the only people who
actually saw the shooting included a drug smuggler and our
agents. And T.J. Bonner, who represents the union, believes that,
in effect, the word of a drug smuggler was taken, as opposed to our
agents, which admittedly were contradictory at times.

And I understand the difficulty. And the question comes, why
were they? What were they afraid of? Why did they become—and
that is what the union is asking. That is what the American people
are asking. It is anybody who looks at the case realizes there was
contradictory evidence. The question is, why?

And why would the presumption have gone to the drug dealer?
We don’t know whether he had a gun. He fled. So there is a dispute
on even whether he was armed or whether he was pulling a gun.
It is not provable, because he got away.

Furthermore, as anybody who has looked the case knows, there
was certain evidence excluded from the case, which is debatable
whether it would have impacted the case, but certainly will come
up in any retrial.

Another question is—one of these agents has apparently been
beaten up. The question is, do we have a bail process for federal
law enforcement officers that enables them to not have to go to
prison while a case is still being appealed? Because they become
sitting targets.

And I would also like to put in the record that this isn’t the only
case that this has happened, and that is why some of us are wor-
ried about the chilling effect. There have been other cases, and we
will put that in, both with you and other law enforcement officials.

And this is a very troubling process. As the violence escalates I
am worried that we are going to have a repeat of San Diego, after
what we saw in these covered-head guys beating up other smug-
g}‘ef. It wasn’t even our agents that were necessarily in the middle
of this.

But the violence along the border is escalating, and we have to
know what the ground rules are for our guys, in uncertain cir-
cumstances, whether somebody has got a gun, not a gun. Are they
pulling it? Where are they going? What do they have? It is a very,
very difficult process, and it is one we will continue to discuss.

Ms. SANCHEZ. Chief, if you will submit those in writing.

Chief AGUILAR. I will be glad to, yes.

Ms. SANCHEZ. Thank you.

And I would like to now recognize Mr. Green from Texas.

Mr. GREEN. Thank you again, Madam Chair.

For you, please, Chief, and for the admiral, as well, we know of
the 9/11 hijackers, and we know of the millennium bomber.

Are there other circumstances that we are not aware of that you
can discuss with us, with reference to persons who were actually
trying to enter the country for terroristic purposes, especially as it
relates to the southern border? Have we had any encroachments
that you can share with us?

Chief AGUILAR. On the southern border, there have been ar-
rests—one that I can speak to, because it was in the media, in
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McAllen, Texas, by Border Patrol agents, of an individual, a fe-
male, that crossed into the United States, across the Rio Grande
River, with a nexus to an incident—not to 9/11—but an incident in
one of our embassies foreign.

I can submit to the committee other instances of encounters of
potential. Anything of substance that I can give you today? No.

Mr. GREEN. I would await your response.

Admiral?

Admiral PEKOSKE. Mr. Green, we have had encounters with indi-
viduals that were of interest to us from an intelligence perspective
and from a law enforcement, criminal history perspective. And
these individuals are on vessels, they are on recreational vessels,
on board fishing vessels, and also on board large commercial ves-
sels that we could become aware when they are 2,000 miles off-
shore.

And that is why that reach for us into the high seas, literally
hundreds of miles, 900 miles offshore, is important.

I would just highlight for you, sir, the importance of biometrics
in this regard. You get a positive identity on an individual—often-
times, people we encounter are not able or refuse to identify them-
selves, and we have no way to figure out who they are at times.
This biometric project has proven to be incredibly useful to us.

Mr. GREEN. Thank you.

I yield back, Madam Chair.

Ms. SANCHEZ. I have one last question for you gentlemen. Last
week, we were informed by the department that the apprehension
numbers for 2006 were 98,000 people on the southern border and
2,800 people on the northern border. How many people were appre-
hended at maritime borders in 2006?

Admiral PEKOSKE. Madam Chairman, I would like to get that an-

swer for you on the record. I don’t have it off the top of my head.
In fiscal year 2006, 7,886 migrants were interdicted at sea by the U.S. Coast
Guard.

But I would note, to follow up on a comment Mr. Souder made
earlier, is that, as you squeeze in one area of operations, you see
that balloon effect. The people either take the sea or take a dif-
ferent land route. We are watching that very closely with the
counter-drug movements in both the eastern Pacific and the Carib-
bean.

One other aspect, with respect to the northern border, is the
work we are doing right now with the Canada government. We
have in place, along with Customs and Border Protection, Immigra-
tion and Customs Enforcement, and the Border Patrol, integrated
border enforcement teams, where we work together to enforce our
border with the Canadian government.

And, also, we are working very hard with the Canadians to
achieve a shiprider agreement, wherein Coast Guard officers could
be aboard Canadian ships underway in the Great Lakes, and Cana-
dian officers, RCMP officers, aboard our vessels, so that we can
jointly enforce our security requirements. So these are—

Ms. SANCHEZ. Are you sharing intelligence with what is going on,
on the northern border, and these teams that are working together,
between the Canadians and our people?
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And the reason I asked is because there was a big uproar?I don’t
know, maybe about six or eight months ago?with the sharing of in-
telligence or the supposed sharing of intelligence on the southern
border with the Mexican government officials, or the federales, or
whoever it is that is handling it from that end.

Do we do that on the northern border with the Canadians?

Admiral PEKOSKE. We do share intelligence information with the
Canadians. And part of what we found in our discussions with
them is that it is not so much the policies, necessarily, that inhibit
that, but sometimes it is the mere practice of how we do things.

For example, some of the default settings on classified traffic
automatically add the label to the classification that prohibits shar-
ing with foreign entities. What we have done inside the Coast
Guard is asked our people to make sure that we don’t automati-
cally hit those default settings, because to undo it is very, very dif-
ficult and takes?it takes longer than the information is actionable.
So we are working very hard on that.

Ms. SANCHEZ. And, Chief, I have one last question. The number
of apprehensions on the northern border for 2006, 2,800, do you
think that is really reflective of what is going on there? Or is it be-
cause we have less resources, really, stationed?

I mean, we did a hearing, I think, on immigration and border in
Seattle, back in August. And your Border Patrol people who were
there talking to us said, you know, they get very little coverage up
there, and they have very little assets, and they really need more
help on the northern border. It was pretty apparent.

Do you think that one of the reasons why we are not getting so
many is that there might be a lot slipping through? Because, you
know, that is such a big border, much more than the southern bor-
der, and yet we have so little assets.

Chief AGUILAR. It is a vast and very rural border out there. But
as the admiral spoke, we have worked very closely with our—and
it is a different environment on the Canadian border—I am proud
to say, is that we worked very closely with our Canadian neighbors.

We share information, especially tactical information. We also
have the IBETs. We have 15 across the northern border that we
work with the Canadian partners. We work very closely up there
as a force multiplier, with state, local and tribal entities on both
sides of the border.

The Border Patrol, for example, has what we refer to as BSET
teams, border security enforcement teams, where even though the
small nature of our Border Patrol stations are such that we can’t
deploy along the entire border, but what we do is we make intel-
ligence runs with the communities on both sides of the border to
check with them on an ongoing basis what it is that they are see-
ing.

Are they seeing activity? Are they sensing anything that is dif-
ferent in those areas? Things of this nature that we are working
very closely with.

Ms. SANCHEZ. Great. Well, that would be the end of my ques-
tions.

I thank the witnesses for their valuable testimony before us
today and the members, of course, for their questions. The mem-
bers of this subcommittee may have additional questions for the
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witnesses, and we will ask you to respond expeditiously in writing
to those questions.

And hearing no further business before the subcommittee, it
stands adjourned.

[Whereupon, at 11:42 a.m., the subcommittee was adjourned.]

VerDate Nov 24 2008  07:41 Nov 03, 2009 Jkt 000000 PO 00000 Frm 00047 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-4\35263.TXT HSEC PsN: DIANE



VerDate Nov 24 2008  07:41 Nov 03, 2009 Jkt 000000 PO 00000 Frm 00048 Fmt6633 Sfmt6601 H:\DOCS\110-HRGS\110-4\35263.TXT HSEC PsN: DIANE



BORDER SECURITY: INFRASTRUCTURE,
TECHNOLOGY, AND THE HUMAN ELEMENT,
PART 11

Thursday, March 8, 2007

U.S. HOUSE OF REPRESENTATIVES,
COMMITTEE ON HOMELAND SECURITY,
SUBCOMMITTEE ON BORDER, MARITIME,
AND GLOBAL COUNTERTERRORISM,
Washington, DC.

The subcommittee met, pursuant to call, at 1:06 p.m., in Room
1539, Longworth House Office Building, Hon. Loretta Sanchez
[chairwoman of the subcommittee] presiding.

Present: Representatives Sanchez, Harman, Langevin, Cuellar,
Green, Souder, McCaul, and Bilirakis.

Ms. SANCHEZ. [Presiding.] Good afternoon. The subcommittee
will come to order.

The subcommittee is meeting today to receive testimony on “Bor-
der Security: Infrastructure, Technology, and the Human Element,
Part II. So this is our second hearing.

And I want to thank our witnesses—let’s see if I get these names
right; it is a great array of American names here: Dr. Jeffrey
MecIllwain, Mr. Wermuth, Dr. O’Hanlon, and Mr. Ramirez—got
that one right—for joining us today for the second hearing of our
subcommittee that we are holding on “Border Security: Infrastruc-
ture, Technology, and the Human Element.”

In the previous hearing on this topic, we heard from Border Pa-
trol Chief Aguilar and Coast Guard Rear Admiral Pekoske about
the border security challenges our nation faces on the northern, the
southern and the maritime borders and the plans to use infrastruc-
ture, technology and personnel to address those challenges.

Today I am looking forward to hearing from the academic, think-
tank and the nongovernmental communities about the perspectives
on our border security, our challenges and how we can best address
them.

And I am interested in the witnesses’ thoughts on the border se-
curity efforts currently in place, the ones that we have planned for
the future by our government, and if there are ways to strengthen
and improve those plans.

Specifically, how should the Border Patrol structure and place
fencing and barriers to get the most return? How effective is the
technology currently in use on the border, and how will the
planned SBInet initiative change that situation on the border? And
how will the planned increase in Border Patrol agents be affected

(45)
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by challenges in recruitment, training, retention, and how the Bor-
der Patrol can best maximize the impact of each marginal agent as
we bring him or her on?

In addition, I am very concerned about the Coast Guard and the
Border Patrol and how they work together in order to get these
border security issues done, because I was concerned to learn in
our last hearing that there is no set process on how the Coast
Guard transfers people when they have been turned over to the
Border Patrol or detention facilities.

And another issue that deserves, I think, attention is how the
three countries are working together—meaning Canada, Mexico
and the United States—with respect to border security. And I
would also be interested to hear the witnesses’ thoughts on what
we can do to maximize our positive returns from those relation-
ships with the other two countries.

And, obviously, these are very complex issues. I know you are
going to provide us with your best professional and analytical anal-
ysis of the situation.

And I would like to thank my ranking member, Member Souder,
for his interest in this topic. And I look forward to working with
him to really make America secure and know who is coming in and
out of our country.

And now I will turn it over to our ranking member.

Mr. SOUDER. I thank you. I thank the chairwoman, chairlady, for
her leadership and continuing hearings on this subject.

Clearly, as Congress both looks at how to secure America and
how to look at comprehensive immigration reform, one of the fun-
damental questions is, is the border actually secure? And if that
isn’t answered in a favorable way, it is hard to see how either the
gountry can be secure or we can move ahead on immigration re-
orm.

So I don’t have a formal statement this morning. And I have
been working this issue since I have been elected to Congress,
through the narcotics area in particular, which is smuggling of peo-
ple, smuggling of contraband—basically all the same subject, just
different types and different approaches depending on the high
value of the asset.

And I look forward to hearing your ongoing testimony and as-
sume this is just a start, not an end.

Thank you very much.

Ms. SANCHEZ. The chair now recognizes—oh, I already did that.
The chair now recognizes—the chairman of the full committee is
not here.

Other members of the subcommittee are reminded that, under
the cgmmittee rules, opening statements may be submitted for the
record.

So I welcome our panel of witnesses.

Our first witness is Jeffrey Mclllwain, Ph.D., of San Diego State
University, of course in the great state of California. And the doc-
tor is the associate director and the co-founder of the interdiscipli-
nary graduate degree program in homeland security at SDSU, the
first of its kind in the United States. And as part of his work with
the Homeland Security Program, the doctor works extensively with
his homeland security colleagues in the College of Sciences at
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SDSU to help meet the technological and scientific needs of com-
munity partners in the public and private sectors.

Our second witness is Michael O’Hanlon, a senior fellow in for-
eign policy studies at the Brookings Institute, where he specializes
in U.S. defense strategy, homeland security, and American foreign
policy. He is a visiting lecturer at Princeton University and a mem-
ber of the International Institute for Strategic Studies and the
Council on Foreign Relations. And in 2002, O’Hanlon and several
colleagues wrote “Protecting the American Homeland,” a book up-
dated in 2003 and 2006.

And our third witness is Michael—oh, forgive me here—
Wermuth, the director of the RAND Homeland Security Program,
which addresses issues pertaining to critical infrastructure protec-
tion, emergency management and response, terrorism risk manage-
ment, border control, domestic intelligence and threat assessments,
and manpower.

You are doing a lot over there.

Since joining RAND in the summer of 1999, Mr. Wermuth has
directed numerous projects dealing with homeland security. And
for the past 2 years, he has been manager of domestic counterter-
rorism programs in the National Security Research Division at
RAND. He also has over 30 years of military experience, including
both active and reserve duty, with the U.S. Army and is retired as
a Reserve colonel.

And our final witness is Mr. Andy Ramirez, chairman of Friends
of the Border Patrol, a 501(c)(3) nonprofit organization that was
created in 2004. And Mr. Ramirez has repeatedly testified before
Congress and the California state legislature on border security, il-
legal immigration, and U.S.-Mexico relations. He has also appeared
frequently as a guest on news programs like CNN’s “Lou Dobbs,”
Fox News Channel, and nationally syndicated radio talkshows. Ad-
ditionally, Mr. Ramirez was nominated for the California State As-
sembly’s 60th District in 1994 and 1995.

So, without objection, the witnesses’ full statements, which you
submitted, are inserted into the record. And I now ask each wit-
ness to summarize his statement for 5 minutes, beginning with Dr.
Meclllwain.

STATEMENT OF JEFFREY MCcILLWAIN, CO-DIRECTOR,
HOMELAND SECURITY PROGRAM, SAN DIEGO STATE
UNIVERSITY

Mr. McILLWAIN. Thank you, Madam Chair.

Good afternoon, Madam Chair, Ranking Member Souder and dis-
tinguished subcommittee members. My name is Jeffrey Mclllwain,
and I am the co-director of the graduate program in homeland se-
curity at San Diego State University.

It is my honor to provide you with an assessment of border secu-
rity from an interdisciplinary academic perspective. It is also my
purpose to inform you about some of the intersections between the
human element, technology, and infrastructure that create and re-
spond to these challenges, relying heavily on the San Diego-Tijuana
border region as a case study.

Before moving forward, please allow me a moment to look back.
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During the Second World War, my grandfather, Enrique Estrada,
was serving as a sergeant in the United States Air Corps when he
was approached by his superiors to serve as a liaison and trans-
lator for members of the Mexican military.

The U.S. military was working with the Mexican military to cre-
ate the Mexican Air Force, so that Mexico could finally shed its
international isolationism and take a small but crucial step onto
the world’s stage by wielding a military unit in support of the Al-
lied campaign in the Pacific theater.

Working in solidarity with Mexico, the United States was able to
overcome language and cultural differences and a history of mutual
distrust to tackle the predominant security challenge of that day.

Years later, the U.S. and Mexico find themselves jointly facing
new security challenges of global significance—challenges that are
not confined to faraway shores but to both our shared border and
the combined borders of the U.S., Mexico and Canada.

The challenges are numerous. Combating powerful
narcotraficantes, weapon smugglers, transnational street gangs,
human traffickers, corruption, intellectual property theft, and envi-
ronmental health and sustainability traditionally come to mind.

Since 9/11, the most tangible challenge is that posed by terrorist
organizations bent on attacking the U.S., Canada and Mexico as a
means of undermining our collective political will to thwart their
authoritarian ideologies.

For example, last month, al-Qa’ida in the Arabian Peninsula
stated, “It was imperative that we strike petroleum interests in all
regions that the United States benefits from,” specifically naming
Canada and Mexico, the first and second largest crude oil suppliers
to the U.S., as possible targets.

This has serious implications for binational energy infrastruc-
tures and national security, given the U.S. exchanges major
amounts of energy via extensive oil and gas pipelines with Canada
and Mexico.

The United States cannot respond effectively and efficiently to
border security challenges like terrorism, drug smuggling and
human trafficking alone. Such challenges require strong binational
and trinational cooperation and coordination. It also requires an
approach that emphasizes the intersection of infrastructure, tech-
nology, and the human element.

My written testimony provides a number of examples illustrating
these two approaches.

One of them concerns the challenges and opportunities inherent
to the coming mega-port and rail complex at Punta Colonet, 150
miles south of the border on Baja, California’s Pacific coast. Punta
Colonet will rival, if not exceed, the size and capacity of the com-
bined ports of Long Beach and Los Angeles, which account for al-
most 44 percent of the foreign containers coming into U.S. ports
last year.

Consequently, there will be massive new infrastructure, tech-
nology, and security needs for these containers crossing into the
U.S. from Baja, California, that will ensure the secure, effective
and efficient flows of goods and people across the border.

Another example of how massive new infrastructure is being
built that links the countries together in physical character but
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also in symbiotic business ventures is the construction of a large
liquefied natural gas facility on the coast 50 miles south of San
Diego. This facility will process and ship most of the natural gas
imported from Indonesia, Australia and Russia north to the South-
ern California energy market.

The footprint of these pipelines will likely also contain tele-
communications infrastructure, linking energy and information
technology as a collaboration between the two countries.

These two examples illustrate how infrastructure development
can actually assist with homeland security, as corporations, govern-
ments and agencies link to each other for cost-effective uses of
technology for dual purposes.

Yet the long-term planning to make homeland security a
foundational design principle of this effort does not seem to be a
currently critical THS task given other pressing concerns.

However, U.S., Mexican and Canadian universities can help in
the design, testing and analyses of various technologies and policy
and governance issues, all the while identifying and assessing how
dual-purpose technology and infrastructure, linked to economic de-
velopment and human capital, can simultaneously assist both coun-
tries in meeting their security challenges.

In order to be successful, dual-use approaches must take advan-
tage of the existing foundations of U.S.—Mexican cooperation and
coordination, as well as the limitless human capital offered by the
citizens of border regions. Such trust-building initiatives are simply
in our national interest and will go a long way toward providing
short-and long-term security for our borders.

While infrastructure and technology are important for border se-
curity, the collaboration and coordination of people in the U.S. and
across our borders is critical. By encouraging and supporting the
effective and efficient interoperability of these three elements, Con-
gress will take a major step in furthering our security goals.

Thank you again for the opportunity to present my testimony to
the subcommittee. I appreciate it.

[The statement of Mr. McIllwain follows:]

PREPARED STATEMENT OF DR. JEFFREY SCOTT MCILLWAIN

Good afternoon Madam Chair, Ranking Member Souder, and distinguished sub-
committee members. My name is Jeffrey Mclllwain and I am the Co-Director of the
Graduate Program in Homeland Security and an Associate Professor of Public Af-
fairs and Criminal Justice at San Diego State University. It is my honor to provide
you with an assessment of border security from an interdisciplinary academic per-
spective. I provide this assessment at a time when the need for border security has
been underscored by recent events. For example,

Last month al-Qa’ida’s Committee in the Arabian Peninsula (Saudi Arabia)
stated it was “imperative that we strike petroleum interests in all regions that
the United States benefits from...,” specifically naming Canada and Mexico, the
first and second largest crude oil suppliers to the U.S., as possible targets.This
has serious implications for binational energy infrastructures and national secu-
rity given the U.S. exchanges major amounts of via extensive oil and gas pipe-
lines with Canadai and Mexico,” and companies like ExxonMobil are making
major contributions to the recent major discoveries of oil off the Gulf coast of
Mexico.” Add to this the fact that in many oil pipeline right-of-ways, fiber-optic
cables are also laid, as the continuous rights-of-way needed for pipelines also
provide pathway for communication infrastructure.” Critical information for
business and banking are thus passed along these same routes and would nega-
tively impact both countries as well as many other global trading partners if
truncated. Because of the difficulty of getting permits to cross the border, the
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number of fiber and pipeline crossings is very limited, making a small number
of high-value targets.

e Last week Operation Imperial Emperor resulted in the arrest of approximately
400 alleged members of the drug cartel run by cartel kingpin Victor Emilio
Cazares-Gastellum, a cartel responsible for smuggling metric tons of drugs from
Colombia and Venezuela to the U.S.vi

e Also last week Attorney General Gonzales highlighted the transnational na-
ture of many of the violent street gangs in cities like Los Angeles, gangs with
established pipelines between the U.S. and counties like Mexico, Guatemala,
and El Salvador.vii

e The summer 2006 bomb plot thwarted in Toronto illustrates the “homegrown”
nature of the suspects.vii This plot is linked directly to two American “home-
grown” terrorist suspects arrested in Georgia who stand accused of making “cas-
ing videos” of the U.S. Capitol Building and other Washington, D.C. land-
marks.* Both cases, in addition to the arrest of two men at the Buffalo/Fort
Erie border crossing who are also allegedly related to the plot, illustrate the rel-
ative ease with which some of these suspects had traveled across the U.S./Cana-
dian border.*

These examples represent the breadth and complexity of the border security chal-
lenges faced by the American people. It is my purpose to inform you about some
of the intersections between the human element, technology, and infrastructure that
create and respond to these challenges, relying heavily on the San Diego/Tijuana
border region as a case study. Specifically, I will:

o Illustrate the complexity of border security as it impacts various stakeholders
living in border communities;

o Assess the role of human capital in aiding network-centric strategies coun-
tering the efforts of criminal networks operating in the border region;

e Discuss the role of regional cooperation and integration as a means of effec-
tively and efficiently marshalling resources for a more secure border that also
facilitates the flow of people and goods;

e Point to areas of binational cooperation as models of trust building that allow
for more effective and efficient border governance; and

e Provide suggestions that would tap the underutilized resources and the intel-
lectual capital of universities and other sources that could supplement current
efforts to provide effective and efficient border security.

Background

As the Co-Director of the Graduate Program in Homeland Security at San Diego
State University, I have the privilege of working with a number of scholars and
practitioners in the U.S., Mexico, and Canada who focus on these varied and com-
plex border security problems on a daily basis. Living in San Diego, I have the addi-
tional privilege of working in what is arguably one of the most significant “living
1 aboratories” for border security research in the world, the greater San Diego/Ti-
juana border region.

As such, I have come to recognize that the term “border” has as many different
meanings as there are stakeholders on the issue. For example, “border” can mean
a wall or a fence; a place of interaction; a marketplace for goods and services; a com-
munity of people; a way of life; arbitrary lines on a map; interdependence; a revenue
source; an ecosystem; or a line of defense or defensible space. Therefore, when ap-
plying theoretical and manifested concepts of security to the term “order,” these
meanings are impacted in a number of varied and substantive ways.

In a sense, the border becomes a vibrant ecosystem that is impacted by the laws,
policies, procedures, practices, and people that define its use on a daily basis. For
example, on average more than 136,000 cars and 6,200 trucks, and nearly 340,000
people, travel between the U.S. and Mexico via the San Ysidro, Otay Mesa, and
Tecate border crossings each day, making the San Diego-Baja California Point of
Entry (POE) the busiest in the world. The Otay Mesa-Mesa de Otay POE is the
busiest commercial border crossing between California and Mexico. In 2004, this
POE handled more than 1.4 million trucks and $22.2 billion worth of goods in both
directions, which represents the third highest dollar value of trade among all land
border crossings between the United States and Mexico. Another $1 billion in goods
and more than 139,000 trucks crossed at the Tecate-Tecate POE, numbers that will
grow exponentially in years to come.~

Currently, there are about 4.5 million people living in the greater San Diego-Ti-
juana region and by 2020 the total regional population will be approximately 6 mil-
lion, with most living in a large transborder contiguously urbanized metropolitan
area separated by the international border. This binational region is increasingly
interdependent through trade flows, labor flows (40,000 workers commute from Ti-
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juana to San Diego each day), family ties (30% of San Diego’s population is Mexican
in origin), transportation and infrastructure planning, energy and resource manage-
ment, and crime fighting. When working cooperatively, U.S. and Mexican authori-
ties do a good job solving these problems for mutual benefit.

After the attacks of September 11, 2001, the border crossing points between San
Diego and Tijuana were shut down as a precautionary measure. The permanent
changes to border security policies that followed have had substantial, long-standing
implications for the region. A study commissioned by the San Diego Association of
Governments (SANDAG) found that the increased border wait time for personal
trips and freight movements cost the U.S. and Mexican economies an estimated $6
billion in gross output and 51,325 jobs (tied to this output) in 2005. This projects
to almost $14 billion in economic output and 123,682 jobs by 2014.xi These future
forecasts do not take into account the massive new deep-water port to be built south
of Ensenada at Punta Colonet.*i This port will be larger than the combined Ports
of Long Beach/Los Angeles (San Pedro), which accounted for almost 44% of foreign
containers coming into U.S. ports last year.©v Consequently, there will be massive
new infrastructure and security needs for these containers crossing into the U.S.
from Baja California.

This example is not meant to suggest current security mechanisms are less impor-
tant than the flow of people and trade goods. It only serves to show the symbiotic
nature of the border and how border security policies can have both intended and
unintended consequences. These consequences are realized and interpreted in dif-
ferent ways depending on the stakeholder that is impacted by them and how these
stakeholders construct their particular meaning of the border (i.e., a defensible
space, a marketplace for goods and services, a revenue source, etc.). It is from the
multi-faceted meanings of the term “border,” and the functions these meanings en-
tail, that our border security challenges and opportunities derive. I will now share
with you some of the challenges faced and lessons learned, many from the San
Diego/Tijuana border region, as examples of the complexities that impact our border
communities and our nation.

griminal Networks, Human Capital, and Network-Centric Approaches to
ecurity

The San Diego/Tijuana border region is an economically robust region for the very
reason that a vast amount of people and goods flow between two sovereign states
on a daily basis.» This flow largely occurs through formal, legal channels. For exam-
ple, many Americans ride their off-road vehicles in Baja California deserts; auto-
mobile parts are manufactured in maquiladoras and shipped to the U.S. for assem-
bly; American retirees spend their golden years living in Mexican beach commu-
nities, including one owned by the Trump Corporation;* and soon computer chips
will be sent to the U.S. from the “Silicon Border” development in Mexicali.~vi This
list can go on and on.

Shadowing these legal, formal channels is a major illicit economy that exploits the
opportunities for financial gain borders create. This illicit economy has been around
for well over a century.*ii The premise behind these opportunities is quite simple.
Sovereign states establish rules and regulations that reflect value systems that may
not coincide with those of a neighboring sovereign state. This creates structural
holes in which inherent asymmetries develop around differential access to resources
and opportunities.* These inherent asymmetries create the opportunity for profit
for those willing and able to assume the risk and marshal the networks and re-
sources to do so.~

For example, Mexico has strict laws covering the importation of firearms. The
U.S., which has relatively liberal firearm laws, has a steady supply of firearms
available that can be smuggled into Mexico for a substantial profit. Conversely, the
U.S. has strict laws and regulations regarding the importation of labor. Mexico has
an abundance of labor. Criminal entrepreneurs step into this breach, smuggling un-
documented laborers (and others) by the thousands into the U.S. for a substantial
profit. The wages from this labor traveling south to Mexico obviously have a signifi-
cant impact on Mexico’s economy. The economic impact on the U.S. is much more
controversial.

The creation of such illegal markets is unavoidable and it is not unique to the
U.S./Mexico border. Such practices are the norm in border communities around the
world. In all of these cases, extensive social networks develop to ensure that supply
meets demand, regardless of what legal and technological weapons the state mus-
ters against them. Indeed these networks—composed of criminal entrepreneurs, en-
forcers, and the upper-world institutions and individuals that benefit from the ille-
gal market (i.e., corrupt officials, etc.)—remain remarkably resilient in the face of
such challenges and may even make more profit per transaction as a result of the
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increased risk.* This resiliency is evident in the construction of tunnels burrowed
under the U.S./Mexico border for the purposes of smuggling drugs, people, and other
items.=ii Indeed, over twenty have been found linking Mexico to the United States
sinlcle 9/11.~iii The U.S./Canadian border has been breached in such a manner as
We .)CXIV

U.S. border security policy has reasonably emphasized its national strengths, fo-
cusing on using infrastructure, technology, and manpower at the border to counter
such activities. These policies have arguably proven relatively effective in disrupting
the flow of people and goods in some areas (for example, the border fence, manpower
surge, and sensor networks used on the westernmost portion of the urban border
between San Diego County and Tijuana during Operation Gatekeeper). However, for
every countermeasure the U.S. provides, criminal organizations devise a response.
In the case of Operation Gatekeeper, which secured the coastal portion of the border
through infrastructure and increased patrols, smugglers moved to more rural,
mountainous, and desert routes east of San Diego or used tunnels, corruption, and
other means of moving people and goods across the border, often with deadly re-
sults.» Smuggling operations are a moving target for DHS. After all, the red tape,
laws and regulations, human rights and environmental concerns, bureaucratic turf
wars, and budget and appropriations battles that are the every day concerns of our
government agencies do not encumber these criminal networks. These criminal or-
ganizations can remain flexible and respond in near real time, whereas our agencies
are often constrained and must be reactive in nature, if they can react at all.

Given the constraints that exist on the U.S. vis-a-vis border security, it is impera-
tive that the U.S. complements its current responses with an increased emphasis on
human capital.>i As mentioned before, borders are not just defensible spaces. They
are also a community of people and a way of life. Just like in other border commu-
nities, people in Tijuana and San Diego live, work, and play on both sides of the
border. Business relationships, families, and friendships readily thrive in this condi-
tion. As such, at a given moment, there are literally thousands of potential sources
of information regarding criminal activities and security threats going untapped.

Indeed, the physical security of many areas of San Diego is dependent upon the
physical security of adjacent areas of Tijuana: an earthquake, flood, catastrophic
fire, chemical spill, or terrorist incident requires a coordinated response by Mexican
and U.S. authorities. However, the governmental linkages, personal ties, and re-
sources are not in place for adequate regional, binational emergency response. The
iillvestment in transborder human infrastructure needs to improve to help rectify
this.

To paraphrase the words of two well-known proponents of network-centric warfare
strategies in the military realm, what is needed here is a detailed understanding
of the appropriate competitive space, the close linkage among actors in the illicit
market’s social system. If border security professionals can produce and analyze
more real-time information drawn from non-traditional forms of human intelligence,
they can more readily mirror the linkages, interactions, and the environment of
their criminal adversaries. This would improve response time to rapidly evolving se-
curity risks and would potentially provide a much stronger return on our border se-
curity investments.xvii

The effectiveness of current network-centric strategies that rely on technical and
human intelligence flows can be augmented significantly with a concerted effort to
tap into non-traditional information flows. I cannot begin to tell you how common
these information flows are in a border community. For example, the family of one
of my students grew up next door to the family of a major drug cartel enforcer; an-
other worked as a receptionist for a shipping company in Tijuana that shipped more
than the legal goods listed on its manifests; a close friend went to high school with
the children of a major Mexican crime family; another friend is related to a senior
prosecutor responsible for uprooting police corruption. Other students have shown
me Spanish language blogs, web sites, and audio and video media hosting sites that
provide very valuable information about the goings on in the border underworld (re-
markably similar to, but on a smaller scale than, what we see in the Islamic ex-
tremist community).>vii These connections have been valuable to me in my re-
search, allowing me to navigate what is actually a very easily identified social sys-
tem of organized crime.* Such connections working for border security profes-
sionals can help reverse current asymmetries in information flows that favor the un-
derworld.

The relative ease with which I, a university-based researcher and educator, can
learn such things has always amazed me. I asked contacts in the American and
Mexican criminal justice and security communities why it seemed so difficult to tap
into the same information. The answers I received were reasonable ones: concern
for the safety of informants, admissibility in court, possibility of disinformation, po-
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litical and diplomatic concerns, and issues of trust routinely take center stage. Yet
I am still left with the belief that a more concerted effort must be made to tap into
the human capital at our disposal, not just for information flows but for establishing
a substantial cadre of bilingual public servants with a functional understanding of
the many nuances of border community life. This cadre can make immediate con-
tributions in the production and analyses of the intelligence that is crucial to net-
work-centric responses to border security challenges. Border universities like San
Diego State University can take a major role in helping recruit such public servants
while at the same time work with border security agencies to develop educational
and research opportunities that will substantively reinforce and contextualize their
border life experiences.

Dual-Use Infrastructure and Technology and Binational Collaboration

One way of looking at the border in a manner that reflects its daily reality is to
view it as an opportunity for dual-use technologies, especially in infrastructure,
which can assist in joining different countries together for their mutual benefit and
security. We are historically, economically, culturally, and morally linked to others
around us; we cannot exist in isolation from others. Shared infrastructure is an ex-
cellent physical demonstration of this. One of the most powerful ways to ensure U.S.
interests across the border is to innovatively link to multiple groups to share the
responsibilities, opportunities, and impacts of the border, which is what shared in-
frastructure does. A few general thoughts may help flesh out such innovative ap-
proaches to border security, approaches we at San Diego State University are using
to train and educate public and private sector officials and first responders who bear
the daily burden of dealing with the practical realities of securing and governing
the border. As we shall see, linking infrastructure and technology to the human ele-
ment is key.

It is important to recognize that though Canada and Mexico both have land bor-
ders with the U.S., they are profoundly different in many ways. Simply treating
them as the same with laws, regulations, and policies is a major over simplification
that does not serve either well. Canadian groups, such as those presenting at the
recent ComDef Border security conference in Tucson,xxx emphatically emphasized
over and over how the border needs to be open for rapid trade and passage of goods
from one country to the other. Canada is the single biggest trading partner of the
U.S. How that trade can be nurtured and enhanced has a different reality than the
same effort with Mexico, let alone more than 100 other countries via air and water
borders. One size cannot fit all, for it creates a larger challenge for developing effec-
tive and efficient laws, regulations, policies.

Canada and its infrastructure for oil and gas, electricity, communications, and
transportation have a profoundly positive impact on the U.S. Security efforts to pro-
tect this infrastructure both assist in the normal business processes of making a
profit, but can also assist in security. Thus applying dual-use technologies for en-
hanced security of infrastructure and at the same time assisting with profit genera-
tion is an attractive linkage. Oil-and-gas pipelines are an excellent example, where
ensuring the appropriate flow, temperature, and pressure, and guarding against dis-
ruption, clearly aid and can optimize the business aspect of the infrastructure. Most
of this can be done by sensors along the pipeline and infrastructure, with the sen-
sors fused into actionable, real-time intelligence just as is done on the power grid.
Technology-assisted security guarding infrastructure can thus help assist in facili-
tating business processes.

A specific example from the San Diego-Tijuana area where massive new infra-
structure is being built that links the countries together in physical character, but
also in symbiotic business ventures, is the construction of a large liquefied natural
gas (LNG) facility on the coast 50 miles south of San Diego.~ This facility will
process and ship most of the natural gas imported from Indonesia, Australia, and
Russia north to the Southern California market. When fully functioning this facility
will be directly linked to the energy infrastructure of Southern California. Con-
sequently, the pipelines that carry the gas north will also be a security concern

The footprint of these pipelines will likely also contain telecommunications infra-
structure—linking energy and information technology as a collaboration between the
two countries. Trans-oceanic fiber coming in at these ports can connect the world
to Mexico and then to the U.S. along the same routes that the energy travels. Link-
ing economic incentives for security and infrastructure, as well as providing energy
and IT assets to the Baja population, will assist with infrastructure security using
technology to cross the border and assist Southern California in its energy and com-
munications challenges. Infrastructure development then can actually assist with
homeland security as corporations, governments, and agencies link to each other for
cost-effective uses of technology for dual purposes. Universities can help in the de-
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sign and testing of sensor networks, communication technologies, data fusion tech-
niques, policy and governance issues, and design and permitting studies to assist
this dual-use. Given the importance of these developments to U.S. energy needs, it
should come as no surprise that al-Qa’ida’s Committee in the Arabian Peninsula has
placed Mexico on notice.

In much the same way, consider the aforementioned massive new deep-water port
being planned for the Punta Colonet region south of Ensenada. This will be the larg-
est port development on the west coast of North America and is planned to handle
more containers than are currently being shipped through the Long Beach/Los An-
geles ports (currently 43.9% of all foreign containers coming into the U.S. in FY
06).~ii The infrastructure needed to move these containers by truck and rail into
the U.S. will be staggering in some ways. Yet the long-term planning to make home-
land security a foundational design principle of the effort does not seem to be a cur-
rently critical DHS task given other pressing concerns. By helping design and test
sensors, transportation corridors, inspection sites, monitoring sites, and public bene-
fits, U.S. and Mexican universities can provide research-based examples of how
technology and infrastructure linked to economic development and human capital
could simultaneously assist both countries in meeting their security challenges.

Epidemics and natural disasters like wild fires, hurricanes, and earthquakes are
another example of cross-border collaboration that has technology and infrastruc-
ture connection. Without the communications infrastructure in place to commu-
nicate with first responders, most efforts to immediately respond during and after
a disaster are extremely limited. Physical infrastructure such as towers on moun-
taintops to provide coverage to fire and law enforcement are obvious, but are also
obviously disconnected from each other. Less obvious is the radio spectrum that is
used by first responders, which is regulated by both countries. If a Mexican agency
uses a specific radio frequency, this usage eliminates that frequency from being use-
ful in the U.S. spectrum along the border. Thus only about half of the spectrum that
other first responders in the U.S. can use is available. Collaboration across the bor-
der, both to eliminate interference, and also to enhance interoperability during
shared emergencies like wild fires, is a major challenge to both countries. Yet it is
an opportunity for collaboration that universities in both countries, serving as hon-
est and neutral brokers and facilitators, can assist in solving.

San Diego State University is helping with these issues on the U.S. side of the
border. Mexican universities could do likewise on the southern side of the border,
as international interoperability and collaboration is significantly more elusive than
interoperability is in the U.S. Mutual aid between Mexican and U.S. firefighters and
law enforcement personnel is far from being solved, both because of technical issues
and matters of trust. Isolation rarely enhances trust, however, and universities that
already work well together can help facilitate the building of trust and therefore ca-
pability when it is needed during and after disasters. Without a communications in-
frastructure or technologies to link together for mutual aid, epidemics and disasters
will have much more of a negative impact than if the two countries could commu-
nicate. To help with this, university-based, non-tactical communications that can
link both countries together could offer assistance to both countries, while perhaps
being primarily used as educational, environmental, and health-related networks
outside the time of disasters.

Security and Border Cooperation and Coordination

Oftentimes we hear of the numerous issues that serve as impediments to bina-
tional approaches towards border security. We hear stories of the corruption, nation-
alism, and turf battles that make the idea of border governance, let alone border
security, a seemingly unobtainable goal. These issues are very real and very
daunting. Yet they are not insurmountable, as other areas of border governance and
coordination that were once thought impossible are now being overcome.xiii

For example, the San Diego Association of Governments (SANDAG) has a Borders
Committee that brings together elected officials and representatives from San Diego,
Imperial, Riverside, and Orange Counties, and Baja California/Mexico with the goal
to create a regional community where San Diego, neighboring counties, tribal gov-
ernments, and northern Baja California mutually benefit from their varied re-
sources and international location.=> Even the local office of the Customs and Bor-
der Patrol joined SANDAG’s efforts last year and a strong, constructive relationship
between both parties has emerged. The Borders Planning and Coordination Division
of the Borders Committee identified six critical planning areas around which to
focus its collaborative efforts: jobs/housing accessibility; transportation; energy and
water supply; environment; economic development; and homeland security. Subse-
quent opportunities have been identified, conferences held, strategies developed, re-
search reports and plans written, and agreements reached.*i Indeed, since 2004
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homeland security concerns have been formally part of the regional decision-making
process under SANDAG’s auspices.

Another example is the Southwest Consortium for Environmental Research & Pol-
icy (SCERP). SCERP is a collaboration five Mexican universities and five American
universities located in all ten border states. It assists U.S.-Mexican border peoples
and their environments by applying research information, insights, and innovations.
SCERP was created in 1989 and was first funded by Congress in 1990 to address
environmental issues of the U.S./Mexico border region and to “initiate a comprehen-
sive analysis of possible solutions to acute air, water and hazardous waste problems
that plague the U.S./Mexico border region.” Since then SCERP has implemented
about 400 projects involving as many as a thousand individuals. SCERP has the
multi-fold mission of applied research, outreach, education, policy development, and
regional capacity building for border communities. SCERP informs the decision-
making process in both the U.S. and Mexico without advocating for or against a par-
ticular position. By interpreting the results of unbiased scientific inquiry it provides
motivation to adopt comprehensive, regional, and long-term policies, solution sets,
and environmental security.xxii

Thanks to organizations like SANDAG and SCERP, institutional and individual
trust relationships are built, relationships that lead to higher levels of trust which,
in turn, lead to even more cooperation and coordination. Of course it is trust build-
ing that is an important step towards creating a secure border. Yet sharing informa-
tion from one side of the border to the other reasonably remains a challenge. When
it comes to security concerns, trust wrongly placed can, and has, lead to the loss
of life, fortunes, and careers. However, areas for trust building in the border secu-
rity realm do exist. For example, Mexican police would like to have access to stolen
car records from the U.S., as they recognize that cars in Mexico with valid Cali-
fornia plates may well be stolen, but they have no way to check this. They see these
cars as a potential gold mine (insurance companies pay handsome rewards for the
return of stolen vehicles). This is in addition to gaining the substantial revenue from
the thousands of stolen cars currently operating in Mexico that are not paying any
licensing fees. Similarly, Mexican police would like to provide intelligence to U.S.
police forces on terrorist suspects—many of who would be a threat to Mexico as
well—but the information provided to them is limited at best. Mexican police have
significant capabilities (including state-of-the-art public surveillance, biometric, and
facial-recognition technologies), but the ability to share such information across
international boundaries is very limited. During events such as wild fires, flooding,
or public health concerns such as avian influenza or a bioterrorism attack, this chal-
lenged shared operational picture may well produce disastrous results. Obviously
many things cannot be shared, but some can. The architecture of such sharing both
physically (fiber) and via agreement are significant opportunities to assist in shared
border and homeland security.

Recommendations on How Congress Can Further Promote Border Security
In the context of this hearing about infrastructure, technology, and the human
element, Congress can actually take some specific actions that would significantly
assist the nation using the expertise of universities like San Diego State University,
of which hundreds would likely be interested in assisting DHS and its member
agencies. Many universities would like to help shoulder the load with DHS and Con-
gress, helping discover policy, technology, and infrastructure solutions in ways that
we can uniquely do.
Lessons learned from Canada can be very useful for assisting with Mexico in
terms of the border and trade. Linking efforts for monitoring the northern and
southern land borders is a fruitful endeavor, as the same things do not need
to be discovered over and over again. Drawing together even U.S. groups work-
ing on one border with those on the other border is not as common as would
be fruitful, as the challenge of each border is so overwhelming that people sim-
ply cannot integrate an even more difficult reality of different borders with dif-
ferent needs and opportunities. Universities in all three countries could be of
significant assistance in providing this integration.

The DHS Center of Excellence idea with its new view of deliverables to the na-
tion in the near term is very commendable, but the problem is enormously
greater than the proposed solution. As an example, DHS is proposing to fund
a single center for focusing on Border Security and Immigration for the whole
nation, yet likely more than 100 universities are competing in different teams
with their varied expertise to land that one, single center. With funding at $3
million per year to look at the legal and illegal transport of people and goods
across the border worth hundreds of billions of dollars yearly, it seems that
DHS could be greatly assisted by enabling the intellectual creativity and wide-

VerDate Nov 24 2008  07:41 Nov 03, 2009 Jkt 000000 PO 00000 Frm 00059 Fmt6601 Sfmt6621 H:\DOCS\110-HRGS\110-4\35263.TXT HSEC PsN: DIANE



56

spread focus of numerous universities on finding real answers. The challenge
to DHS is profoundly overwhelming. The challenge to efforts like SBINet alone
is staggering; they are trying to find answers to profoundly difficult problems
and against thousands of adversaries who are actively seeking to counteract any
technology that is deployed. Yet the U.S. is not engaging university expertise
or creativity at anything like the level that universities would like to be en-
gaged to positively assist DHS and the nation. In some ways, this is much like
deciding that the U.S. will have one center to study cancer, thereby leaving a
number of “have not” universities who willingly want to bring a variety of dif-
ferent skills, resources, regional expertise, intellectual capital, and creativity
unable to do so.

e A similar example would be the Center of Excellence on Maritime, Island and
Extreme/Remote Environment Security. This is unquestionably a positive step
forward and we certainly applaud DHS in holding this competition. Neverthe-
less, I am again struck by the huge breadth of subject matter from ocean and
river ports to islands such as Hawaii and Guam to remote environments like
Alaska. Many groups within dozens of universities are interested in actually
helping be part of the solution and not just throwing academic stones at DHS
or the U.S. government as some are wont to do. Yet at this time there will be
only one group in the entire nation trying to assist DHS with this, when clearly
dozens of university groups could be helping and covering different aspects of
the problem in support of the complex DHS mandates. Aggressively tapping
into universities with diverse resources and proximate access to research sites,
comprehensive expertise of regional environments, and the pre-existing personal
and institutional relationships to make things work, just makes sense.

e As a specific example of this dual-use view of the problems DHS agencies are
tasked with addressing, consider the ports that are a significant lifeline for the
economic well being of the U.S. and its trading partners. These ports are rev-
enue centers and revenue generators and DHS agencies are tasked with trying
to securely enhance this trade for the benefit of the nation and its people. The
adjacent ports of Long Beach/Los Angeles (LB/LA), for example, had cargo val-
ued at nearly $200 billion flow through them during FY 06. This generated $6.7
billion dollars in direct FY 06 revenue for the U.S.

In the six-year life of each of the proposed DHS Centers of Excellence, likely more
than $40 billion dollars in revenue will be generated directly to the U.S. government
from the LB/LA port complex, as part of the likely more than $200 billion collected
by CBP over the next 6 years, based on a simple extrapolation of last year’s figures.
Yet, DHS plans to invest $18 million over 6 years, or less than 0.05% of the actual
direct revenue collected by CBP from the LB/LA ports alone for the U.S. govern-
ment, and less than 0.01% of CBP revenues on all ports alone for that same period.
There is certainly no assurance that groups focusing on the LB/LA ports will win
the Centers for Excellence competition; indeed no group of universities can easily
address the unique challenges faced by several hundred active ports in the U.S., es-
pecially for a grand total of $3 million a year. Still, hundreds of university research-
ers in policy and technology are anxious to help. Assisting DHS by perhaps linking
incoming revenue with research dollars to assist DHS in a port-by-port (or even re-
gional) basis is something Congress could do. This might be something like port rev-
enue rebate to a port region to foster innovation and encourage even higher port
revenues This rebate could be linked to individual ports or port regions have pre-
existing relationships with regional research universities that will provide tailored
assistance and appropriate deliverables to them. There is major interest from U.S.
and international partner universities in assisting DHS with this awesome task, yet
linking income to research assistance is not a policy of the government. This seems
like something that Congress could address as it appropriates funds in the national
interest.

e Universities and university researchers can assist DHS and its agencies in
many other ways, yet the interface between the academic community and home-
land security efforts is still in its infancy. Universities can assist with studies
on organized crime and corruption, the milieu from which many border security
threats emanate, and violent political movements, which often operate within
the milieu created by organized criminals and corrupt officials (drug and weap-
ons trafficking, immigrant smuggling, money laundering, fraudulent documents,
intellectual property theft, etc.). Supporting homeland and national security
programs, border studies programs, and programs that emphasize language and
cultural education would help provide cohorts of public servants who can not
only help with border security, but with our future military, intelligence, trade,
and diplomatic professions as well. Attendant to this goal is the need for ex-
panded and vigorous support of international study abroad initiatives (like
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grants or tax breaks) that would allow secondary and higher education students
to learn new languages and cultures and develop a more sophisticated, nuanced,
and socially responsible view of life in a globalized world. Universities with com-
puting, communication, data mining, sensor fusion, and intelligence gathering
tools around the world could be of significant assistance to law enforcement and
security personnel who are tasked with actually providing border security and
do not have the luxury of real time research and discovery as is possible at uni-
versities (including universities in dozens of allied countries that could signifi-
cantly assist their own security and that of the U.S. from their knowledge
gained from their own worlds). Universities can also assist in rapid prototyping
and predicting using commodity technologies and generally assisting those who
are literally putting their lives on the line to provide security.

e I would also encourage Congress to tap into the expertise of other govern-
ments from around the world who are experiencing border security challenges.
For example, the European Union has concerted multinational policy efforts and
significant research expenditures in areas like the security of transport and en-
ergy infrastructure, transnational policing, intelligence sharing, data fusion and
management, human trafficking, drug smuggling, and organized crime and
counterterrorism policies, just to mention a few.xix I have visited European
ports to study the balance between the movement of goods and people and secu-
rity, established U.S./European border security technology collaborations, and
participated in European organized crime policy symposia. As a result of these
experiences, I have learned that our allies have much to teach us and we can
benefit from their experiences. I have also learned that cooperation and coordi-
nation is possible between states, even when history, language, and culture
present substantive obstacles to overcome. Encouraging state-level dialogue that
respects traditional state sovereignty, like that stemming from the Security and
Prosperity Partnership of North America (SPP), the trilateral effort to increase
security and enhance prosperity among the U.S., Canada and Mexico through
greater cooperation and information sharing, is a positive step.xl

e Finally, trade flows, economic interdependence, the presence of large bina-
tional metropolitan urban areas, and the linkages of families all suggest that
security efforts of the U.S. must extend beyond the physical international
boundary to include these border regions. While infrastructure and technology
are important for border security, the collaboration and coordination of people
in the U.S., across the border, and abroad is critical. By encouraging and sup-
porting the effective and efficient interoperability of these three elements, Con-
gress will take a major step in furthering our security goals.

Concluding Remarks

Thank you again for this opportunity to present my views and the views of some
of my colleagues at San Diego State University. It is our hope that you will continue
to view our University and the California State University System as a resource as
grapple with the pressing security challenges that face our nation.
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Ms. SANCHEZ. Thank you.
Dr. O’'Hanlon?

STATEMENT OF MICHAEL O’HANLON, SENIOR FELLOW,
BROOKINGS INSTITUTION

N Mr. O’'HANLON. Thank you, Congresswoman. It is an honor to be
ere.

I want to talk briefly about some of the work we have done at
Brookings, along with Jim Steinberg and others, on the importance
of information technology and intelligence-gathering in the counter-
terr}(l)rism mission and how this question today of the border relates
to that.

And I want to do it in a fairly general way, recognizing others
on the committee I think have more technical expertise on the Se-
cure Border Initiative.

The point I want to make is that, in our Brookings work that you
kindly mentioned earlier, Congresswoman, we have really empha-
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sized that prevention has to be seen as the most important tier in
homeland security.

Not everyone agrees with this. There are a lot of people who talk
about consequence management and response. We certainly ac-
knowledge the importance of those sorts of efforts as well. But we
believe that stopping actions as they are being hatched or as people
are trying to get in position has to be seen as the most important
approach.

What that means for today’s subject is that you need to know
who you are dealing with. You need to know who is in the country,
who is trying to get in the country. You have to use the opportunity
that you have at the border and other places to spotlight attention
on individuals if you are going to be effective in counterterrorism.

You cannot wait for people to get within a few hundred yards of
a building and figure out then what they are trying to attack. And
you cannot wait for them to have done the attack and then do con-
sequence management.

Some of the ideas that are out there with other advocates of new
homeland security initiatives—to spend $20 billion a year, for ex-
ample, on additional consequence management and response capa-
bility—we don’t really agree with in the Brookings analysis. We
want to focus on prevention.

A lot of the steps we recommend, such as further tightening of
terror watch lists; creating a Google-like capability to look at, if you
are a policeman in one city, you see some kind of suspicious behav-
ior, you want to know if it has been detected elsewhere, so you
want to go Google computer records of other police departments to
know what they have seen; creating more cells in police units, like
New York City’s, where you have a counterterrorism unit.

A lot of these sorts of efforts only work if you have good data-
bases and you know who you are dealing with. You have to be able
to get information on the people who might be troublesome to you.
You have to know who they are. I also am a strong supporter of
biometric robust indicators on driver’s licenses and passports for
this same sort of reason.

But all these different kinds of efforts that we try to emphasize
in the Brookings work and which are a little bit tangential to your
focus today still come back to today’s topic, and they tell you, if you
don’t know who is coming in the country, these methods probably
won’t work. You have to get a good handle on the border to do ev-
erything else correctly in counterterrorism, especially if you have
the prevention focus that we argue is necessary in the Brookings
analysis.

And so, this is really not a specific assessment of the Secure Bor-
der Initiative or any other particular program, but I certainly want
to applaud the emphasis on this question.

And I think the magnitude of expense that is envisioned for the
Secure Border Initiative of about 510 billion is the right kind of
magnitude of numbers that we should be talking about. If you are
going to make that kind of an additional investment in homeland
security, we argue, it should be at the level of intelligence-gath-
ering and of knowing who you are dealing with, rather than wait-
ing to protect buildings and protect—or clean up after an attack,
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which is important, which requires some attention, but it is not the
best expenditure of your dollar.

So, from a straight counterterrorism perspective, a Secure Border
Initiative-like program is paramount in importance.

Thanks for the chance to make that argument.

[The statement of Mr. O'Hanlon follows:]

PREPARED STATEMENT OF MICHAEL O’HANLON, BROOKINGS INSTITUTION?

A critical issue in any national security agenda for the United States is how to
protect America against the most immediate and direct threat to U.S. security the
possibility that future attacks like those of September 11, 2001 will again kill large
numbers of American citizens here in the homeland. If they able to obtain weapons
of mass destruction, particularly nuclear weapons or advanced biological agents, the
toll could easily be 10 or even 100 times worse. Politically, the issue of counterter-
rorism and homeland security is of manifest importance too. The Bush administra-
tion achieved a greater advantage over Democrats in general and Senator John
Kerry in particular on this issue than on any other in the 2004 presidential race.

Homeland security is a matter on which this Congress as well as the next Con-
gress and administration will have to make great progress because much remains
to be done. That said, the arguments of critics are often too harsh and sweeping.
Much remains to be accomplished, to be sure, in protecting the United States
against al Qaeda and related groups. And on some questions, such as the long-term
battle of ideas and the execution of the Iraq war, the Bush Administration’s record
should indeed be subject to severe criticism. But it is misleading to suggest that the
Bush administration has been weak on what might be termed the hard power as-
pects of the homeland security agenda improving the country’s defenses against
their aspirations for further attacks. Democrats and moderate Republicans who
would challenge the Bush legacy and chart a future path for the country of their
own need to develop a clearer sense of what has been achieved, and of what must
still be done. More important than the politics of it, of course, America’s security
and the well-being of its citizens depend on such a clear-headed assessment and
sound policy agenda from their future political leaders.

The war on terror has been a hot subject in American politics at least since Presi-
dent Bush broadened the scope of his definition of the effort to include the doctrine
of military preemption and the overthrow of the Saddam Hussein regime. In fact,
it has been controversial even longer. Mr. Bush’s State of the Union speech of Janu-
ary 29, 2002 also known as the “axis of evil” speech signaled a broader scope for
the war on terror than originally described by the president in his address to an-
other joint session of Congress the previous September 20, just nine days after the
September 11 attacks.2 The debate over the creation of a new Department of Home-
land Security was central in the Congressional midterm elections of 2002, in which
President Bush campaigned more actively than presidents typically do at such
points in the political cycle. Mr. Bush had originally opposed the idea of a new de-
partment, which in fact was initially Senator Joseph Lieberman’s idea. But after ac-
cepting the notion in the spring of 2002, and proposing a bill to create it that year,
the president argued that Democrats were placing their political interests in defend-
ing unions ahead of their obligations to help defend the American people. Democrats
countered that protecting workers remains a critically important goal for the coun-
try itself, and that a federal workforce deprived of core rights and protections might
suffer weaker morale and as a result perform suboptimally in trying to protect the
country. But Mr. Bush’s argument seemed to resonate with voters, helping Repub-
lican candidates win several tight races and take back the Senate.

Democrats have responded by arguing that the Bush Administration has tolerated
glaring gaps in the nation’s protection against terrorism here at home even as it
has prosecuted wars abroad with vigor. For example, they point to the very slow
integration of terrorist watchlists during Mr. Bush’s first term, and to the adminis-

1Much of this comes from Kurt Campbell and Michael O’'Hanlon, Hard Power: The New Poli-
tics of National Security (Basic, 2006); and Michael d’Arcy, Michael O’Hanlon, Peter Orszag, Jer-
emy Shapiro, and James Steinberg, Protecting the Homeland 2006 /2007 (Brookings, 2006).

2See President George W. Bush, “Address to a Joint Session of Congress and the American
People,” September 20, 2001, available at www.whitehouse.gov/news/releases/2001/09/print/
20010920-8.html; President George W. Bush, “State of the Union Address,” January 29, 2002,
available at www.whitehouse.gov | news /releases /2002 /01 /print/20020129-11.html; and Presi-
dent George W. Bush, “National Security Strategy of the United States of America,” September
17, 2002, available at www.whitehouse.gov [ nsc/nssall.html.
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E’rlation’s weak efforts to help states and localities improve their counterterror capa-
ilities.

The president has weathered sharp critiques in part because his critics have been
less than skilful. That said, Democrats have arguably often raised the wrong issues
or done so in the wrong way on both policy and political grounds. In the 2004 presi-
dential race, for example, Senator Kerry and President Bush competed to see which
could more quickly and convincingly align himself with the recommendations of the
9/11 commission on matters such as reform and restructuring of America’s intel-
ligence community, with Kerry often criticizing Bush for delay. But many of the key
changes to intelligence that were most needed to break down stovepipes in the sys-
tem had already been fixed prior to the release of that report. Critics of the Bush
Administration from both parties have also argued that the Patriot Act did not give
proper due to the civil liberties of American citizens just as detention policies at
Guantanamo Bay and prison policies at Abu Ghraib have hurt America’s reputation
for fairness and created even more hatred of this country that has helped al Qaeda
with its recruiting worldwide. These criticisms of the latter policies have generally
been appropriate and fair. But the Patriot Act, which updated surveillance methods
for the era of computers and cell phones, broke down barriers to sharing of intel-
ligence across agencies, and strengthened standards on documents such as passports
was far better legislation than critics often allowed. By so strongly condemning it,
manyk Democrats therefore set themselves up for Bush Administration counter-
attack.

Finally, Democrats and other administration critics have often purported that the
Bush Administration did not do enough to train and equip first responders around
the country to deal with possible attacks. In some ways that charge is correct, but
it would have been expensive folly to invest tens of billions of dollars in protective
gear and rudimentary training for all the nation’s first responders, as often pro-
posed. A more targeted set of investments focused on the most likely terror targets
in the country geographically, as well as on the types of technologies and training
that provide the most capability per dollar makes a good deal more sense.3

I argue here for several specific policy initiatives on homeland security, and some-
what greater spending by the federal government as well as the private sector, but
not for a kitchen-sink approach to the problem or any radical increase in resources.
In dealing with this huge set of challenges, clear priorities and a clear conceptual
framework for guiding investments are essential. Otherwise costs can be exorbitant,
and less-important tasks may distract attention from more important ones.

Specifically, I advocate new initiatives to encourage the private sector to protect
itself more effectively, especially in sectors such as the chemical industry and high-
rise buildings; to develop a more comprehensive system for cargo security on air-
planes and in shipping containers entering the country and in trucks and trains car-
rying toxic materials domestically; to create national standards for driver’s licenses
with biometric indicators (not photos) and, similarly, improvement of the biometric
indicators used on US passports; to encourage more large-city police departments
to build dedicated counterterror cells as New York has done; and to develop a quick-
manufacture capacity for vaccines and antidotes to new pathogens that it does not
NOW POSSess.

Before developing the logic behind these prescriptions, however, it is first impor-
tant to assess where we stand in the war on terror. (Those not wishing this back-
ground can certainly feel free to skip ahead a section.)

A Status Report for the War on Terror

In developing their policies and positions on counterterrorism strategy for the
coming years, candidates need to begin with a clear sense of the facts. While much
is still undone, the fact is that much has also been accomplished in the last five
years. Much of that increase in safety has come from offensive operations abroad
the military overthrow of the Taliban and associated attacks against al Qa’eda, as
well as the intelligence and covert operations conducted by the United States in con-
junction with key allies such as Pakistan and Saudi Arabia.

Homeland security spending is up by at least 300 percent hardly fitting the
charge that its funding is on “life support” that some critics have offered. U.S. intel-
ligence spending is now reportedly up to $44 billion a year, as much as $10 billion
more than estimated levels from the 1990s, with nearly 100,000 individuals working
for American intelligence agencies.* There is more debate in the analytic process,
and a clearer emphasis in finished reports on the uncertainties of various types of
assessments (to avoid the mistakes not only of 9/11, but of the Iraqi WMD experi-

3For more on some of these issues, see Richard A. Falkenrath, The 9/11 Commission Report:
A Review Essay, International Security, vol. 29, no. 3 (Winter 2004/05), p. 184.
4 Mark Mazzetti, Spymaster Tells Secret of Size of Spy Force, New York Times, April 21, 2006.
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ence).5 Terror watch lists are now integrated, perhaps belatedly; domestic and for-
eign intelligence operations no longer have strong “firewalls” between them, and
that change was made quickly.

The Patriot Act, whatever its problems in insufficiently protecting civil liberties,
or its possible over-exuberance in allowing subpoenas of library records and the like,
on balance has been good legislation. Democrats and other Bush administration crit-
ics need to acknowledge that updating wiretap authority for the era of the internet,
allowing “roving wiretaps” not fixed to one phone or location, breaking down bar-
riers between the FBI and CIA, making banks report suspicious money transfers,
requiring visa-waiver countries to have biometric indicators on their passports, pro-
hibiting possession of dangerous biological materials without good research or me-
dicinal reasons, and similar measures were overdue and prudent.® There is room for
debate about specific provisions of the Patriot Act, but it is neither sound policy nor
sound politics to rail against it categorically as critics have sometimes done.

Similarly, in the debate over domestic eavesdropping, Democrats and many Re-
publicans have been right to expect Mr. Bush not to disobey the law (or push it all
the way to the breaking point). Asserting greater executive privilege should not ex-
tend to flouting existing legislation or claiming to find incredulous loopholes within
it. But Democrats should also recognize that obtaining warrants in advance for all
eavesdropping, even from a court set up to do so quickly and secretly, is neither
practical nor prudent, as argued convincingly by law professors and judges with ex-
perience in the field such as Philip Bobbitt and Richard Posner.”

On Guantanamo, critics have again been largely right to criticize as un-American
and counterproductive the willingness of the administration to hold detainees indefi-
nitely without charges or any type of due process. This has been a huge policy mis-
take of the United States. It reflects some partially correct observations that terror-
ists are not like soldiers, that introducing the cases of detainees into normal Amer-
ican criminal courts is not practical given the kinds of classified information, includ-
ing sources and methods on how we monitor possible terrorists, that would then
have to be discussed openly. On the whole, however, the Bush administration’s
treatment of terrorist detainees has caused far more damage to the United States
than any of the policy’s authors seem to appreciate and far more damage than can
be easily or quickly repaired.

Yet critics must themselves be careful. Tone matters when critiquing such poli-
cies, for Bush administration critics will not succeed when they sound as if they fear
a hypothetical executive threat to civil liberties more than they fear another al
Qaeda attack. So does any suggestion that the country is now safe enough that we
can always place every last hypothetical civil liberties concern ahead of confronting
al Qaeda. In this regard, a recent quote by a senior Democratic political strategist,
reflective of a good deal of ongoing thinking, is in our view wrongheaded. In regard
to the eavesdropping issue, he stated early in 2006 that “I don’t think the national
security attack works this time we have a politically weakened president whose poll
numbers are down and whose credibility is under increased scrutiny.”® This is ex-
actly the wrong kind of political thinking to engage in for anyone wishing to win
an election.

Guantanamo has been a travesty. A smarter policy would recognize the need for
special legal procedures for suspected terrorists but create a legal firewall inside the
government between those charged with arresting and holding terrorists, on the one
hand, and those determining their fate on the other. In particular, the administra-
tion should have moved far more quickly to create an independent authority inside
the executive branch with the binding power to release detainees it deemed no
longer a threat, and it should have set up a regularized hearing process to assess
the status of detainees promptly and fairly. But it is also perfectly clear that trying
terrorist cases in normal criminal courts would have been unworkable.

The United States now processes and shares information about specific individ-
uals suspected of ties to terrorism much more efficiently throughout the federal gov-
ernment. It does so through increased integration of databases (even if that process
took longer than it should have after 9/11), and greater collaboration between the
FBI and the intelligence community (which began to occur shortly after 9/11). These
initial efforts have now been reinforced by the passage of the Intelligence Reform

5John A. Kringen, How We’ve Improved Intelligence, Washington Post, April 3, 2006, p. 19.

6 Charles Doyle, The USA Patriot Act: A Sketch, CRS Report for Congress (Washington, D.C.:
Congressional Research Service, April 18, 2002).

7 Richard A. Posner, A New Surveillance Act, Wall Street Journal, February 15, 2006, p. 16;
and Philip Bobbitt, Why We Listen, New York Times, January 30, 2006, p. A27.

8 Jim VandeHei, Rift Between Parties Over NSA Wiretapping Grows, Washington Post, Janu-
ary 26, 2006, p. 4.
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and Terrorism Prevention Act of 2004 that restructured the intelligence community
and created the position of director of national intelligence. These linked databases
enable more effective offensive operations abroad and homeland security operations
within American borders.

The share of FBI resources devoted to counterterrorism has doubled, and the com-
bined CIA/FBI personnel working on terrorist financing alone have increased from
less than a dozen to more than 300 since September, 2001.° International coopera-
tion in sharing information on suspected terrorists has improved. Many close allies,
such as France and Britain, have been helpful for many years, but intelligence shar-
ing on known al Qaeda threats has also become reasonably good with states such
as Pakistan and Saudi Arabia in part because some such states now take the
jihadist threat to their own interests more seriously than they used to.

Air travel is also much safer today than before 9/11. The United States now con-
ducts screening of all passenger luggage, requires hardened cockpit doors on all
large American commercial aircraft, deploys thousands of air marshals on commer-
cial carriers, and allows armed pilots on commercial and cargo flights.

Suspicious ships entering U.S. waters are now screened more frequently, and con-
tainers coming into the United States are two to three times more likely to be in-
spected than before. Hundreds of millions of doses of antibiotics and enough small-
pox vaccine for every man, woman, and child in the United States have been stock-
piled.1® Oversight rules have been tightened on labs working with biological mate-
rials (including background checks on lab employees).!! Terrorism insurance is
backstopped by a new federal program, recently renewed in 2005.

Well-known bridges and tunnels are protected by police and National Guard
forces during terrorism alerts. Nuclear reactor sites have better perimeter protection
than before.12 Federal agencies are required to have security programs for their in-
formation technology networks. Many private firms have backed up their head-
quarters and their databanks so that operations and information systems could sur-
vive the catastrophic loss of a main site.13

What all of these efforts amount to, in short, is this: we have prepared fairly well
to fight the last war that is, to stop the kinds of attacks that the United States has
already experienced. Importantly, the United States has also gotten much better at
trying to prevent attacks by tracking suspected terrorists more assertively. Since
prevention should be seen as the most crucial stage of the homeland security effort,
more important for example than hardening most individual targets, this is real
progress.

The United States cannot be complacent, however. We have done much less than
we should in the way of detailed preparation to thwart other kinds of plausible
strikes. It made sense to move quickly to prevent al Qa’eda, with its longstanding
interest in airplanes, from easily repeating the 9/11 attacks. But it is high time to
do a more comprehensive and forward-looking job of protecting the American people.

Al Qa’eda may not be as capable as before of “spectacular” attacks in coming
years. It is, however, certainly still capable of using explosives and small arms, with
considerable lethality.'4 There have not been more attacks within the United States.
But according to an October, 2005 speech by President Bush, the United States has
disrupted three attempted al Qa’eda strikes inside the United States, and inter-
cepted at least five plots to case targets or infiltrate terrorists into this country.!5
There were serious worries that al Qa’eda would use truck bombs to destroy key
financial institutions in New York, Newark, and Washington in 2004.16 The “shoe

9 Vicky O’Hara, “Terrorist Funding,” National Public Radio, Morning Edition, November 20,
2003; Speech of George W. Bush at the FBI Academy, Quantico, VA, September 10, 2003; and
Philip Shenon, “U.S. Reaches Deal to Limit Transfers of Portable Missiles,” New York Times,
October 21, 2003, p. Al.

10 Tom Rldge, Smce That Day,” Washington Post, September 11, 2003, p. 23.

11 Martin Enserink, “Facing a Security Deadline, Labs Get a ‘Provisional Pass,” Science, No-
vember 7, 2003, p. 962.

12 There may be some gaps in these types of protective measures to date, but the overall level
of security is generally good. See Statement of Jim Wells, General Accounting Office, “Nuclear
Regulatory Commission: Preliminary Observations on Efforts to Improve Security at Nuclear
Power Plants,” GAO 04-1064T, September 14, 2004.

13John Moteff “Computer Securlty A Summary of Selected Federal Laws, Executive Orders,
and Presidential Directives,” Congressional Research Service Report for Cong‘ress RL32357
April 16, 2004, p. 2.

14 David Johnston and Andrew C. Revkin, “Officials Say Their Focus Is on Car and Truck
Bombs,” New York Times, August 2, 2004, p. A13.

15 President George W. Bush, Speech on Terrorism at the National Endowment for Democ-
racy, October 6, 2005, available at www.whitehouse.gov [accessed October 6, 2005].

16 Eric Lichtblau, “Finance Centers Are Said to Be the Targets,” New York Times, August 2,
2004, p. 1.
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bomber,” Richard Reid, attempted to destroy an airplane headed to the United
States in 2002.17 U.S. intelligence reports in early 2005 suggested the possibility of
attacks using private aircraft or helicopters.1® Al Qa’eda prisoner interviewers and
confiscated documents suggest other possible attacks ranging from blowing up gas
stations to poisoning water supplies to using crop dusters to spread biological weap-
ons to detonating radioactive dirty bombs.19

The years 2002, 2003, and 2004 were among the most lethal in the history of glob-
al terrorism, with attacks afflicting a wide swath of countries from Spain to Morocco
to Tunisia to Saudi Arabia to Pakistan to Indonesia and of course Iraq.20 The pat-
tern continued in 2005, a year during which the number of global terrorist attacks
again grew relative to the year before (though new counting methods and limits
upon the public release of data make it somewhat difficult to compare precisely from
year to year).2! The July 7 London attacks that year should have vividly reminded
westerners in general of their continued vulnerability.22 According to Hillary Peck
of the RAND Corporation, even though fewer Americans were the victims, global fa-
talities from terrorist action exceeded the 2001 total of 4,555 in both 2004 and 2005
(the death toll exceeded 5,000 in each of those latter two years).23

Al Qa’eda has clearly been weakened at the top since 9/11. That said, it remains
extremely dangerous, and not just because bin Laden and al-Zawahiri remain at
large. 24 Al Qaeda is now less of a vertical organization than an ideology or a meth-
od used by collection of loosely affiliated local groups that share similar goals. They
also watch and learn from each other, through television and the internet and ex-
tended family connections and other social networks.25 Former CIA Director Tenet
put it succinctly in 2004: “Successive blows to al Qa’eda’s central leadership have
transformed the organization into a loose collection of regional networks that oper-
ate more autonomously.”26

There are benefits from dispersing al Qa’eda in this way; the near-term risk of
sophisticated catastrophic attacks has probably declined as a result. But the risk of
smaller and sometimes quite deadly strikes clearly has not and the possibility of
further catastrophic attacks may well increase again in the future. To underscore
the enduring risks, a U.N. study in early 2005 argued that al Qa’eda continues to
have easy access to financial resources and bomb-making materials.2?

Great benefits were gained by depriving al Qa’eda of its sanctuary in Afghanistan
in Operating Enduring Freedom. Al Qa’eda may learn to reconstitute itself with a
less formal and more virtual and horizontal network, however. It could also avoid
terrorist watch lists with some effectiveness, for example by using new recruits in-
cluding possibly women, non-Arabs, and European passport holders to conduct fu-

17 Shaun Waterman, “Al Qa’eda Warns of Threat to Water Supply,” Washington Times, May
29, 2003, p. 6; and Eric Lichtblau, “U.S. Cites al Qa’eda in Plan to Destroy Brooklyn Brldge
New York Tlmes June 20, 2003, p. 1.7??

18 Eric Lichtblau, “Government Report on U.S. Aviation Warns of Security Holes,” New York
Times, March 14, 2005, p. Al.

19 Matthew Brzezinski, Fortress America (New York: Bantam Books, 2004), pp. 16-17.

20 See Gilmore Commission (Advisory Panel to Assess Domestic Response Capabilities for Ter-
rorism Involving Weapons of Mass Destruction), Fifth Annual Report, Forging America’s New
Normalcy: Securing Our Homeland, Preserving Our Liberty (Arhngton Va.: RAND Corporation,
December 15, 2003), p. 1; Alan B. Krueger and David D. Laitin, “Misunderestimating’ Ter-
rorism,” Foreign Affairs, vol. 83, no. 5 (September/October 2004), p. 9; and Susan B. Glasser,
“U.S. Figures Show Sharp Global Rise in Terrorism,” Washington Post, April 27, 2005, p. 1.

21 Warren P. Strobel, U.S.: Terrorist Attacks Increased Last Year, Philadelphia Inquirer,
April 21, 2006.

L 22 Richard Benedetto, Americans Expect Attacks, Poll Finds, USA Today, July 12, 2005, p.

23 Will Marshall and Jeremy Rosner, Introduction: A Progressive Answer to Jihadist Terror,
in Will Marshall, ed., With All Our Might: A Progressive Strategy for Defeating Jihadism and
Defending Liberty (Lanham, Maryland: Rowman & Littlefield Publishers, Inc., 2006), p. 2.

24 See Marc Sageman, Understanding Terror Networks (Philadelphia: University of Pennsyl-
vania Press, 2004).

25 The Adv1sory Panel to Assess Domestic Response Capabilities for Terrorism Involving
Weapons of Mass Destruction (Gilmore Commission), Implementing the Natwnal Strategy (De-
cember 2002), p. 11; and Douglas Farah and Peter Finn, “Terrorism, Inc.,” Washington Post,
November 21, 2003, p. 33. On the assertion that modern terrorist groups watch and learn from
each other, see Bruce Hoffman, “Terrorism Trends and Prospects,” in Ian O. Lesser, Bruce Hoff-
man, John Arquilla, David Ronfeldt, and Michele Zanini, Countering the New Terrorism (Santa
Monica, Calif.: RAND, 1999), pp. 8—28; and on the nature of al Qa’eda and affiliated as well
as sympathetic organizations, see Paul R. Pillar, Terrorism and U.S. Foreign Policy (Wash-
ington, D.C.: Brookings, 2001), pp. 54—55.

26 Cited in Daniel L. Byman, “Homeland Security: We’re Safer Than You Think,” Slate, Au-
gust 2, 2004.

27 Leyla Linton, “Al-Qa’eda, Taliban Can Still Launch Attacks, Report Says,” Philadelphia In-
quirer, February 16, 2005.
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ture attacks against Western countries.28 The United States is fortunate not to
have, as far as we know, many al Qa’eda cells presently on its soil, as several Euro-
pean countries do. It is not a foregone conclusion that things will stay this way,
however.29 For all these reasons, it is hard to disagree with former CIA Director
Porter Goss, who told Congress in February 2005 that “It may be only a matter of
time before al Qa’eda or another group attempts to use chemical, biological, radio-
logical, and nuclear weapons.”30

The Iraq war, whatever its other merits, has probably not alleviated the global
terrorism problem. Indeed, it may have worsened it, by aiding al Qa’eda’s recruiting
efforts and providing jihadists a focal point to practice their crafts and establish new
networks. To quote Goss again, “Islamic extremists are exploiting the Iraqi conflict
to recruit new anti-U.S. jihadists. These jihadists who survive will leave Iraq experi-
enced and focused on acts of urban terrorism.”3! The National Intelligence Council
reached a similar conclusion in its 2004 report, Mapping the Global Future.32
The Agenda for this Congress and the Next

Of course, it is not possible to defend a large, open, advanced society from all pos-
sible types of terrorism. The United States contains more than half a million
bridges, nearly 500 skyscrapers, nearly 200,000 miles of natural gas pipelines, more
than 2,800 power plants the list of critical infrastructure alone is far too long to pro-
tect everything, to say nothing of subways, restaurants and movie theaters and
schools and malls.33 Certain special measures, such as providing extremely tight se-
curity around the nation’s 104 nuclear power plants, clearly cannot be extended to
all possible targets.34

But by focusing on the worst possible attacks, the United States can establish pri-
orities and make further progress in protecting the country. Several guidelines
should inform future efforts, and politicians’ efforts to speak to the American people
about what broad principles should guide next steps in enhancing homeland secu-
rity:

First, while it was correct to focus initially on preventing al Qaeda from carrying
out attacks similar to those of 9/11, we have prepared a bit too exclusively to fight
“the last war.” Heeding the counsel of the 9/11 commission, we now need to stretch
our imaginations a bit to identify other key national vulnerabilities, such as possible
attacks on chemical plants or skyscrapers or the air circulation systems of stadiums

Second, we should focus first and foremost on prevention that is, on obtaining
good intelligence on terrorists, and impeding their movements and their financial
transactions and their communications, rather than focusing on point defense of the
nation’s key assets or on mitigating the consequences of successful attacks (the lat-
ter tasks are important but are not as optimal as preventive efforts).

Third, since we cannot protect everything, we should worry most about possible
terrorist strikes that would cause large numbers of casualties. Only slightly less
critically, we should focus intensively on preventing attacks that might cause only
a relatively few casualties, but huge economic ripple effects, such as episodes of at-
tempted smuggling that revealed gaping holes in shipping container security.

Here is another example of the latter type of scenario. If a shoulder-launched sur-
face-to-air missile took down an airplane, casualties might be relatively modest doz-
ens or hundreds a tragedy for those involved to be sure, but in and of itself not de-
bilitating to the nation. The effects on the nation’s air travel could be devastating,
however. They also could endure much longer than those of September 11, 2001,
since it would take a good deal of time to figure out a workable response to avoid
future SAM attacks. Another example could be the use of a radiological weapon,
which uses conventional explosive to disperse radioactive material, in an urban
area. It would not kill many people, but would likely cause mass panic. It would
also probably require a very costly and time-consuming cleanup as well as imple-
mentation of disruptive security measures throughout the country.35

28 Washington in Brief, Washington Post, July 17, 2004, p. A5.

29 Byman, “Homeland Security,” Slate, August 2, 2004; and ABC News, “No "True’ Al Qa’eda
Sleeper Agents Have Been Found in U.S.,” abcnews.com, March 9, 2005.

30 Bill Gertz, “Goss Fears WMD Attack in U.S. ‘A Matter of Time,” Washington Times, Feb-
ruary 17, 2005, p. 3.

31 Dana Priest and Josh White, “War Helps Recruit Terrorists, Hill Told,” Washington Post,
February 17, 2005, p. 1.

32 National Intelligence Council, Mapping the Global Future (December 2004), p. 94.

33 Richard K. Betts, “The Soft Underbelly of American Primacy: Tactical Advantages of Ter-
ror,” Political Science Quarterly, vol. 117, no. 1 (Spring 2002), p. 30.

34 On jamming, see “U.S. Homeland Defense Strategists,” Aviation Week and Space Tech-
nology, September 6, 2004, p. 20.

35 Peter D. Zimmerman with Cheryl Loeb, “Dirty Bombs: The Threat Revisited,” Defense Hori-
zons, no. 38 (January 2004).
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There are also general areas of homeland security where important progress has
occurred in some ways but where key shortcomings remain. Consider America’s vul-
nerability to biological attack. Although antibiotic stocks for addressing any anthrax
attack are now fairly robust, means of quickly delivering the antibiotics are not.3¢
Longer-term worries about biological attacks remain acute, since there could be
many types of infectious agents for which antidotes and vaccines prove unavailable
(or non-existent) when they are most needed.

As for air travel, most passengers are still not screened for explosives, cargo car-
ried on commercial jets is usually not inspected either, and private planes face mini-
mal security scrutiny. For all the security improvements that have been made for
U.S. carriers, moreover, fewer have been made to many foreign carriers that trans-
port large numbers of Americans to and from the United States.

More generally, the U.S. private sector has done very little to protect itself.37
From chemical plants to trucking carrying hazardous shipping to skyscrapers,
vulnerabilities are often acute and not far different from how they presented them-
selves prior to 2001.38 Owners of private infrastructure know that the chances of
any one facility they own being attacked are miniscule, so they are not apt to incur
added costs and concede to shareholders and neighbors that their facilities might
vulnerable on their own volition. Yet viewed from a national perspective, these
means that certain systemic vulnerabilities remain unaddressed.

The creation of the Department of Homeland Security has not automatically led
to better protection against such threats, as the hapless response to Hurricane
Katrina revealed. DHS has many capable and dedicated individuals serving within
it. However, reorganizations can distract attention from efforts to identify remaining
key American vulnerabilities and then mitigate them.39 Carrying out a major gov-
ernmental overhaul during what is essentially a time of war is a risky proposition.
It is also not the way the country has typically responded to national crises. The
Department of Defense was not created during World War II, but afterwards. The
Goldwater-Nichols Pentagon reorganization in 1986 was carried out during a time
of relative international peace.

Congress has improved its ability to address homeland security issues by creating
dedicated authorization committees and appropriations subcommittees in both
houses somewhat. Yet it has not gone far enough. These dedicated committees and
subcommittees must share jurisdiction with many other committees and subcommit-
tees that insist on a share of the decision-making power.4° This approach breeds pa-
rochialism among the individual committees and subcommittees about the par-
ticular dimensions of homeland security they address. It can also reinforce the tend-
ency for Congressmen to allocate precious homeland security to dollars to their dis-
tricts rather than to where they might do the most good.#! Congress should ensure
that homeland security committees and subcommittees should generally have exclu-
sive jurisdiction over funding that is found within the homeland security realm.

In sum, then, much has been done in homeland security, and much remains to
be done. That message, with that balanced tone, may be less appealing to politicians
seeking to excoriate the Bush administration’s record, but it is a fairer reflection of
reality. In tone and temperament, it also conveys a seriousness of purpose Ameri-
cans may appreciate more than the wanton partisanship of recent years. A can-
didate offering specific critiques not only can come across as more affable, but sends
a message that he or she is seeking concrete, specific improvements in policy rather
than opportunities for partisan attack that are of little use once in office.

The organizing philosophy of our future efforts on homeland security should be
to protect against attacks with potentially catastrophic impact on the country, in
human or economic or political terms. In the interest of cost effectiveness, where
possible action should focus on prevention of attacks rather than site defense of po-
tential targets or consequence mitigation after attacks have occurred. But a blend
of all approaches will be needed:

36 Lawrence M. Wein and Edward H. Kaplan, “Unready for Anthrax,” Washington Post, July
28, 2003, p. A21.

37 Statement of Richard Falkenrath before the Senate Committee on Homeland Security and
Governmental Affairs, January 26, 2005, pp. 14-15.

38 Statement of Richard Falkenrath before the Senate Committee on Homeland Security and
Governmental Affairs, January 26, 2005, pp. 12-14.

39 Statement of Richard Falkenrath before the Senate Committee on Homeland Security and
Governmental Affairs, January 26, 2005, pp. 2, 7.

40 For a similar critique of Congress’s role, see 9/11 Commission, The 9/11 Commission Report
(New York: W.W. Norton and Co., 2004), pp. 420—422.

41 See Statement of Richard Falkenrath before the Senate Committee on Homeland Security
and Governmental Affairs, January 26, 2005, p. 4.
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ecreating incentives for the private sector to protect itself more effectively, espe-
cially in sectors such as the chemical industry and high-rise buildings
edeveloping a better and much more rigorous security system for container
cargo

egreatly expanding screening of cargo on airplanes

screation of national standards for driver’s licenses with biometric indicators
(not photos) and, similarly, improvement of the biometric indicators used on US
passports

esencouragement to more large-city police departments to build dedicated
counterterror cells as New York has done

ewith terror watch lists now largely integrated, movement to the next step in
using information technology in the war on terror creation of a “google-like”
search capacity across different police and intelligence databases for correla-
tions of suspicious behavior

eexamination of how the country can develop a quick-manufacture capacity for
vaccines and antidotes to new pathogens that it does not now possess. This
could also be of great importance in addressing such scenarios as a possible mu-
tation of the bird flu H5N1 virus to a form highly dangerous to humans.42

It is always sound to begin discussion of a new homeland security agenda by fo-
cusing on intelligence the front lines in the effort, and the most important type of
homeland security effort since an ounce of prevention is worth a pound of cure (or
consequence management). Since there is too much to protect in this country, the
only way to make homeland security successful is to stop most terrorists before they
can even get in position to attempt an attack.

One key area of needed improvement in this domain is coordination between the
federal government on the one hand and state and local governments on the other.
Today, although the FBI runs the Joint Terrorism Task Forces (JTTF's) in major cit-
ies, and is beginning to help state and local police forces more effectively, it is very
small compared with police forces. That means it can have nothing like the same
presence on the ground. In addition, while changes have occurred, it has been slow
to change its traditional focus on solving criminal cases. An approach recommended
recently by a team of Brookings scholars would use federal funds to expand local
police intelligence and counterterrorism units in America’s larger cities.#? Today,
only New York really takes this task seriously. The use of federal funds to recruit
an extra 10,000 police officers for this purpose would cost around $1 billion a year.

Other steps are needed too. Notably, despite the opposition of a number of states,
federal standards for driving licenses must be mandated. U.S. security agencies
should also create “data czars”—to protect information, and also to facilitate its
timely exchange when appropriate.

As Brookings scholar Jeremy Shapiro and Dean of the LBJ School of Public Policy
James Steinberg have recently argued, the transatlantic homeland security agenda
requires further work as well. For example, an assistance and extradition treaty
was signed between the U.S. and E.U. in June 2003. But there is still a need for
measures on both sides of the Atlantic that allow the admission of intelligence infor-
mation as evidence in court while protecting against its disclosure.44

There are also some areas where existing European efforts at homeland security
exceed those of the United States. In particular, as Michael d’Arcy of King’s College
in London has argued, the U.S. choice of using just a facial image as the biometric
indicator in its passports is unwise. Photographs are inherently unreliable. The U.S.
should follow the E.U. in incorporating fingerprints data, and ideally both sides of
the Atlantic will move to using iris data in time.45

Foreign airliners should also be expected to meet tighter security standards with-
in short order. This problem is of particular concern outside the European Union.
Deployments of hardened aircraft doors and air marshals are imperative. They are
also overdue.

Considerable progress has been made in the US-VISIT program, which requires
most people entering the United States to submit fingerprints and a digital photo-
graph. These biometrics can then be checked against the DHS IDENT database and

42 Kendall Hoyt, Bird Flu Won’t Wait, New York Times, March 3, 2006.

43 Michael d’Arcy, Michael OHan]on, Peter Orszag, Jeremy Shaplro and James Steinberg,
Protecting the Homeland 2006 /2007 (Washington, D.C.: Brookings, 2006), pp. 122—124.

44 James Steinberg, Intelligence Reform, in Michael d’Arcy, Michael O’Hanlon, Peter Orszag,
Jeremy Shapiro, and James Steinberg, Protectlng the Homeland 2006/2007 (Washlngton D.C.:
Brookings Institution, 2006),pp. 27-30; and Jeremy Shapiro, “International Cooperation on
Homeland Security,” in d’Arcy, O’Hanlon, Orszag, Shapiro, and Steinberg, Protecting the Home-
land 2006/2007, pp. 58-69.

45 Michael d’Arcy, Technology Development and Transportation Security,” in d’Arcy,
O’Hanlon, Orszag, Shapiro, and Steinberg, Protecting the Homeland 2006/2007, pp. 135-39.
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the records of visa holders. The United States should also speed up efforts to track
the exits of visa holders. This is important to prevent people who have managed to
get into the country on visa to overstay their legally allowed stay, with the possi-
bility of conducting terror attacks over a long period of time.

There are also still major problems at the U.S. borders, which remain porous de-
spite major improvements. The PATRIOT Act increased the number of patrol agents
at the U.S.-Canadian border to 1,000, but more are needed, as evidenced by the con-
tinued high flow of people across the border. The SBI is appears to be an initiative
that in scale and scope is commensurate with the seriousness of this challenge. In
this context, the United States and its neighbors should continue to move to a re-
gime in which all people who cross the border, including passengers in cars, are in-
dividually screened. This is not standard practice today.

Those who have traveled by plane from certain airports in the United States in
recent months may have undergone the straightforward process of explosives “sniff-
ing.” This should become standard practice at all U.S. airports as quickly as pos-
sible. A national trace detector network would cost about $250 million. Just as im-
portantly, this country needs a comprehensive means of either screening cargo car-
ried on airplanes or hardening aircraft cargo holds. And private aircraft are still in-
sufficiently monitored. To prevent plane-based suicide attacks, there should be
greater screening of private aircraft pilots by the federal government.

The threat to aircraft from surface-to-air missiles is real. Unfortunately, the tech-
nology to counter them is not yet ready for deployment. A sustained and serious
R&D program is appropriate and might be expanded, but on this issue, available
technology does not yet offer a good enough option to warrant the effort and expense
of deployment. After a shootdown of a civilian aircraft, however, that assessment
could quickly change.

The container trade is another area of major potential vulnerability. As with
many issues considered above, perfect solutions are elusive, and brute-force methods
of providing comprehensive security could be hugely expensive. But there are still
practical steps that could be taken to substantially improve American security. Over
the period 2001 to 2004 the number of cargo inspectors in the United States grew
by 40 percent and the number of inspections by 60 percent. Even so, only 6 percent
of seaborne cargo containers are inspected. To have a good chance of inspecting any
suspicious container that is not being shipped by a company and port with strong
security records, it would be safer according to informal conversations with experts
to aim for inspecting 10 to 15 percent of all traffic. Over the longer term, a new
type of system might provide positive confidence in virtually all containers and such
a system is now in use in Hong Kong.46

As for state and local governments, in addition to the greater prevention efforts
noted above, they do need the right kinds of improved consequence management ca-
pabilities. For example, a major city could purchase several dozen mobile interoper-
able communications systems, at a cost of perhaps $1 million each, to facilitate com-
munication between different first responders. The idea is that not every police
radio need have the capacity to talk with every fire or rescue radio but interfaces
are needed that can go to the scene of an incident and facilitate the cross-commu-
nications that are required. Huge additional expenditures are not needed, but tar-
geted additional investments make sense in such cases. Technologies are available,
and procedures already have been tested, to make these interlinkages work (through
some first responder communities, as well as the militiary’s Joint Forces Command
and Northern Command). But procurement practices need to be standardized and
concrete plans need to be devised and implemented.

Since 9/11, as noted, key parts of the private sector have done relatively little to
protect themselves. And Washington needs to spur them to do so. The role of the
government is not to regulate onerous security standards everywhere, but to cata-
lyze the private sector to protect itself. As suggested by Peter Orszag, an appealing
approach would make use of the nation’s insurance system, coupled with some mini-
mal regulation of safety standards. By this concept, terrorism coverage would be
mandatory on all commercial policies above some minimum threshold (such as sev-
eral million dollars). The government would play the role of a financial backstop,
as indeed it already is given the renewal of the Terrorism Risk Insurance Act in
2005 but with the modifications that only extreme, catastrophic losses should be
covered. A graduated rate structure in the insurance market, rather than govern-
ment regulation, would then encourage best practices when there were affordable
and reasonably effective.

46 Stephen E. Flynn and James M. Loy, A Port in the Storm Over Dubai, New York Times,
February 28, 2006, p. A19.
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As for some specific private sector initiatives: chemical and nuclear plants are po-
tential targets for low-tech attacks with massive consequences. The U.S. chemical
industry still has no legal framework guiding its security measures (which so far
have been taken voluntarily). In this case, direct regulation is appropriate. Legisla-
tion to rectify this, including periodic safety assessments and common-sense solu-
tions, should be a priority. There are also numerous cases where dangerous chemi-
cals should be routed around large cities, and also where substitutes for them
should be found when possible, as with chlorine for purifying water.

Nuclear power plants are now relatively well protected. However, areas where
low-grade waste is stored are often not. This increases the likelihood of a radio-
logical attack, and so the level of security must be improved.

Large buildings should have better security provisions too. Again, common sense,
the use of the market, and a degree of patience can make such measures affordable.
For example, when built or renovate, buildings should be fitted with air filtration
and circulation systems that would minimize the permeation of chemical or biologi-
cal agents. Other steps can be taken to protect buildings against bombs and infra-
structure attacks, and should be reflected in new building codes. These could include
elevators that descend to the nearest floor in the event of a power outage, building
important buildings back from roadways, using shatterproof glass in their lower
floors, and controlling access for entry and for parking.

There is an important homeland security agenda that the next president and fu-
ture leaders in the Congress will need to pursue. Some key vulnerable sites such
as chemical plants are unprotected. So are most skyscrapers. Police forces in most
cities have scant capacity to conduct counterterror work and depend excessively on
a small national FBI capacity. Container shipping remains very lightly monitored;
much air travel remains unsafe; international collaboration on homeland security
has not progressed very far beyond sharing of names on terror watch lists. The
progress we have seen to date has been significant, and the country has become
much more secure. Yet a great deal remains to be done.

Ms. SANCHEZ. Thank you.
And we will hear from Mr. Wermuth.

STATEMENT OF MICHAEL WERMUTH, DIRECTOR, RAND
HOMELAND SECURITY PROGRAM

Mr. WERMUTH. Madam Chair, Ranking Member, distinguished
members of the subcommittee, thank you for giving RAND the op-
portunity to address this hearing.

I am joined today by my colleague Dr. Jack Riley, who is the as-
sociate director for RAND’s Infrastructure, Safety, and Environ-
ment Division.

And effective approach to border security must have risk as the
common metric. And risk, in our view, is a function of three compo-
nents: a credible threat of an attack on a vulnerable target that
would result in unwanted consequences.

And while much of the maritime focus on border security from
terrorist attacks is on containers, there are other parts of the mari-
time arena that are at risk—cruise ships and ferries, as exam-
ples—that should not be overlooked.

The main point I would like to make is that individual border
programs have not been integrated into and measured against a
comprehensive risk-reduction framework or evaluated against a
clear set of metrics or viewed as part of a comprehensive, system-
atic approach to border security.

We do not yet have the comprehensive, risk-based, fully inte-
grated, national border control strategy that we suggest is an im-
perative. As a result, it is hard to answer basic questions about in-
vestment overall or for individual aspects of border security.

So we suggest that Congress should ensure that the grand strat-
egy on border security and the ability to measure progress against
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it be put in place, with relatively less emphasis on mandating spe-
cific programs until the urgent issue of the overall architecture is
addressed.

Congressional entities with jurisdiction over DHS and other rel-
evant agencies should push toward a consensus with DHS and the
other stakeholders on the development of this national border con-
trol strategy.

And Congress should seriously consider the establishment of a
high-level policy position at DHS, a person with the responsibility
for taking the long view in helping DHS develop strategic policies
that integrate across the different operational elements of the de-
partment and with other federal agencies, international govern-
ments, the private sector, and state and local entities.

We suggest that an effective national border control strategy will
include at least six key elements.

First, the establishment of quantified benchmarks and perform-
ance and effectiveness metrics. True measures of effectiveness can-
not simply be an enumeration of outputs. In my written statement,
I cite several RAND studies that emphasize that point, and I will
be happy to provide more detail in the question-and-answer ses-
sion.

Number two, the development of a comprehensive border tech-
nology roadmap. We should develop a technology roadmap that
identifies pressing border security issues to allow both the public
and private sectors to structure investments that will yield high
payoffs. But we need robust systems of both technological and non-
technology needs.

Number three, the integration of planning and coordination
among border security entities. Given the numerous entities both
inside and outside DHS with border responsibilities, there needs to
be better interoperable current planning and better long-range
planning, programming and budgeting processes for major ele-
ments of DHS.

Our work for decades for entities in the Department of Defense
suggest that attempts to improve similar processes for that depart-
ment could have application in DHS, including something akin to
a Quadrennial Defense Review.

These processes are essential to meeting dynamic and emerging
threats. As we improve one aspect of border security, increased se-
curity concerns may shift to another sector. For example, if initia-
tives to stem illegal activity across our land borders become more
successful, the threat could shift to the maritime domain.

Number four, the creation of plans for managing the border dur-
ing crisis. An overlooked but important aspect of border security is
how we will manage the consequences of the shutdown and reopen-
ing of the border, especially maritime ports of entry.

Number five, the coordination of border security with comprehen-
sive immigration and border management policies to understand
better the effects that these policies have on our economy and our
society.

And six and last, upfront consideration in program development
of critical privacy and other civil rights implications.

Thank you, again, for the opportunity. And I look forward to your
questions.
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[The statement of Mr. Wermuth follows:]
Michael A. Wermuth !

Accompanied by K. Jack Riley
The RAND Corporation

The Streategic Challenge of Border Security
Before the Committee on Homeland Security
Subcommittee on border, Maritime and Global Counterterrorism
United States House of Representatives

March 8, 2007

Introduction

Madam Chair, and Members of the subcommittee, thank you for giving RAND the
opportunity to address the critical issue of securing our borders as part of the broad-
er effort to secure the U.S. homeland. I have here with me today Jack Riley, Asso-
ciate Director for RAND’s Infrastructure, Safety, and Environment research unit.

We have been asked to focus our remarks today on the maritime aspect of border
security. We should, however, note at the outset that no single piece of border secu-
rity air, land, or sea; people or cargo; transportation modes; technology; intelligence;
law enforcement; trade and other economic considerations; and more can truly be
addressed separately.

And while issues of security from terrorist attacks is certainly a major concern
that drives many border security considerations, there are other critical, “daily”
issues involving criminal activities, including trafficking in drugs, the smuggling of
weapons and other illegal contraband, and human trafficking. In addition, as we im-
prove one aspect of border security, increased security concerns may shift to another
aspect. For example, if initiatives to stem illegal activity across our land borders be-
come more successful, we could see a decided shift in security threats to the mari-
time domain. Those issues must form an integral part of border security programs.
Moreover, all must be considered in the context of a strategic security framework,
of which border security is only one part.

The maritime challenges to border security are enormous. Every day, over 30,000
maritime cargo containers pass through U.S. ports. In addition, more than 4 million
automobiles 1mported annually enter U.S. ports along with other bulk and break-
bulk cargo not carried in containers, such as oil, natural gas, hundreds of cruise
ships annually.

The people and cargo that cross our borders are the economic lifeblood of the na-
tion. Decisions about security at the border have the potential to affect the liveli-
hood of millions of Americans and a significant portion of the U.S. economy. More
than $2 trillion of goods annually over $1.3 billion a day pass in and out of U.S.
ports, representing almost 25 per cent of the U.S. Gross Domestic Product.

Some specific questions that arose in the most recent hearing of this sub-
committee included the value of the proposed 700 mile fence along the US-Mexican
border and whether 6000 new Border Patrol agents (for a total of 18,000) is suffi-
cient for the task of guarding the nation’s borders. In addition, there have been re-
peated attempts to require the screening of each container entering a U.S. port.
These kinds of questions address important pieces of the overall picture of border
security, but they do not address the comprehensive question with which we believe
the Congress and the public is most concerned: do we have adequate border secu-
rity? An honest answer to that question would be “we don’t know.”

Managing Border Security Risk

1The opinions and conclusions expressed in this testimony are the author’s alone and should
not be interpreted as representing those of RAND or any of the sponsors of its research. this
product is part of the RAND Corporation testimony series. RAND testimonies record testimony
presented by RAND associates to federal, state, or local legislative committees; government-ap-
pointed commissions and panels; and private review and oversight bodies. The RAND Corpora-
tion is a nonprofit research organization providing objective analysis and effective solutions that
address the challenges facing the public and private sectors around the world. RAND’s publica-
tions do not necessarily reflect the opinions of its research clients and sponsors.
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Our overarching objective should be to manage the risks associated with our bor-
ders effectively and efficiently. Risk has to be the common metric, otherwise we are
comparing unlike concepts, and we therefore cannot choose rationally among op-
tions. What, then, do we mean by risk? Risk is function of three components: a cred-
ible threat of attack on a vulnerable target that would result in unwanted con-
sequences. Risk only exists if terrorists want to launch an attack, if they have the
means to do so successfully, and if the attack exploits a vulnerable target in ways
that result in deaths, injuries, disruptions, or other outcomes that adversely affect
U.S. society.?2 And while much of the focus on border security from terrorist attacks
is on containers, there are other issues in the maritime arena cruise ships and fer-
ries, as examples that should not be overlooked.3

Since 9/11, we have developed numerous innovative approaches to border security
in securing the borders. Key innovations include: the Container Security Initiative
(CSI), which increases container inspections at foreign ports; the Customs-Trade
Partnership Against Terrorism program, the CBP voluntary government-business
initiative to build collaborative relationships between border agencies and those pri-
vate sector elements in the global supply chain; the 24-Hour Advance Cargo Mani-
fest Rule, which requires carriers to submit a complete cargo manifest to CBP at
least 24 hours prior to cargo loading if that vessel is calling directly on a U.S. port;
the REAL ID Act and the emerging implementation of a Transportation Worker
Identification Credential Program (a joint effort of the Transportation Security Ad-
ministration and the U.S. Coast Guard), which should help to limit the ability of
terrorists to procure and use false identification; and the development of fast lane
programs that let certain shippers participate in special security activities, which
allow them to move commerce rapidly over international borders.

As well intentioned as these and other programs are, however, individual pro-
grams have not been integrated into, and measured against, a comprehensive risk
reduction framework. Many have not been evaluated against a clear set of metrics,
and have not been viewed as part of a comprehensive, systematic approach even to
border security much less to the broader security equation. Despite the passage of
the Maritime Transportation Security Act of 2002,4 the promulgation of a National
Strategy for Maritime Security, and numerous Presidential directives with implica-
tions for border security (including Homeland Security Presidential Directives 3, 4,
6, 7, 11, 14 and Homeland Security Presidential Directive 13, specifically on mari-
time security), we do not yet have the comprehensive, risk-based, fully integrated
national border control strategy. As a result, we cannot answer basic questions
about where investment in border security overall or for specific aspects of border
security is most urgently needed and how large those investments should be.

To illustrate more concretely the need for a national border control strategy, con-
sider one proposed activity mandatory—inspection of all cargo containers entering
the U.S.—that Congress has repeatedly made efforts to have implemented. RAND’s
research has shown that such a program could be expensive and add to congestion
at the ports if not implemented with innovative application of technologies and proc-
esses that allow learning and improvement as the extent of container inspections
increase.?

These findings do not mean that a program of 100 percent container inspection
is totally without merit, only that before adoption it should be compared to the mer-
its of other policies, such as adding an additional 6,000 Border Patrol agents, or put-
ting up a 700 mile fence, or the use of unmanned aerial vehicles and other tech-
nologies. Unfortunately, we cannot draw conclusions about the relative worth of
such programs for three reasons. First, most of the alternative investments to the
policy of 100 percent container inspection have not been evaluated. Thus, there is
very little evidentiary basis about which policies to pursue and at what levels of in-
vestment. Second, virtually no work has been done to understand the degree to
which individual programmatic or policy options mutually reinforce—or under-
mine—other individual policy options. In other words, we need to know the degree

2 Qur approach to terrorism risk management, especially as it applies to the allocation of re-
sources, is contained in Henry Willis, et al., Estimating Terrorism Risk, MG-388, RAND, 2005,
available at http://www.rand.org/pubs/monographs/2005/RAND MG388.pdf.

3 See Michael Greenberg, et al., Maritime Terrorism, Risk and Liability, MG-520, RAND,
2006, available at http://www.rand.org/pubs/monographs/MG520/.

4 Public Law 107-292, November 25, 2002.

5 See Susan Martonosi, et al., Evaluating the Viability of 100 Per Cent Container Inspection
at America’s Ports, reprinted with permission from The Economic Impacts of Terrorist Attacks,
edited by Harry W. Richardson, Peter Gordon, James E. Moore II, pp. 218-241, Copyright ©
2005 Edward Elgar Publishing, available at http://www.rand.org/pubs/reprints/RP1220/; and
Henry Willis, et al., Evaluating the Security of the Global Containerized Supply Chain, TR-214,
RAND, 2004, available at http:/ /www.rand.org/pubs/technical reports/TR214/.
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to which our policies work together to provide robust, defense-in-depth at the bor-
der. Third, and most importantly, we have very little understanding of how indi-
vidual policies and suites of policies combine to affect risk reduction. Thus, even
though the individual policy of 100 percent screening may logically target the vul-
nerability of cargo containers, we still need to understand how—or i1f—it contributes
to overall risk reduction (taking into consideration the threat and consequence com-
ponents) before investing in it.

Toward a National Border Control Strategy

Thus, the task of establishing a national border control strategy is urgent. What
would an effective national border control strategy look like? An effective strategy
will include the following:

The establishment of quantified benchmarks, and performance and effec-
tiveness metrics. Benchmarks and metrics will help us understand which pro-
grams are working, which ones merit additional investment, and which ones should
be deemphasized. It is important that there be true measures of effectiveness and
not simply an enumeration of outputs. As an example, RAND staff recently com-
pleted an analysis on security at shopping malls that identified specific steps that
mall owners and operators could take to improve their security against terrorism.®
These security measures were arrayed in order of their cost-effectiveness where the
metric used was the number of lives saved by the security measure in a hypothetical
attack scenario. That same methodology could be used to measure the costs and
benefit of each component of a border security system, as well as the cumulative
costs and benefits of the system as a whole.

RAND staff also studied the costs and effectiveness of arming civilian airliners
with defensive mechanisms to counter the use of shoulder-fired missiles also known
as MANPADS (Man-Portable Air Defense Systems). That comprehensive analysis
determined that it was premature deploy a missile defense system without further,
in-depth analysis, including an examination of alternative technologies and missile
control strategies.” As it becomes more difficult to increase homeland security
spending in real terms, it becomes increasingly important to invest in programs that
fill critical security gaps in a cost-effective manner.

The development of a comprehensive border technology roadmap. There
is no shortage of new and potentially useful technologies for use in border security.
Technologies exist, for example, to combat the threat that surface-to-air missiles
pose to civilian aircraft. RAND’s 2005 evaluation found, however, that current tech-
nologies could be evaded easily, were relatively costly compared to the overall threat
and consequences of such an attack, and offered little protection against future gen-
erations of such missiles that terrorists might acquire over the near term. One way
to ensure that we are producing technologies that better meet our needs is to de-
velop a technology roadmap that identifies the pressing border security challenges
that need to be resolved. With this roadmap, the public and private sectors can
structure their investment in technologies that will yield high payoffs, address mis-
sion-relevant functions, provide essential capabilities and over a policy-relevant time
horizon. When building the technology roadmap, we should be careful not to pre-
scribe technology as the most critical component of a national border control strat-
egy.

The potential for failures in technological systems, including the possibility that
terrorists or other criminal elements could find ways to defeat or avoid them, argues
strongly for robust systems of technological and non-technology means. RAND has
just completed a set of studies for the S&T Directorate of DHS that explored the
ways terrorist groups have overcome defensive measures in the past highlighting
the danger of relying on technology alone for protection.®8 And technologies that are
used must be able to be integrated into a unified border security system so they
do not result in technological stovepipes that complicate rather than improve overall
security.

The integration of planning and coordination among border security en-
tities. Numerous entities in DHS have border security responsibilities and capabili-
ties, including TSA, Customs and Border Protection, Immigration and Customs En-

6 LaTourrette, et al., Reducing Terrorism Risk at Shopping Centers: An Analysis of Potential
Security Options, TR-401, RAND, 2007, available at http:/www.rand.org/pubs/tech-
nical reports/TR401/.

7 James Chow, et al., Protecting Commercial Aviation Against the Shoulder-Fired Missile
gllljreat/, OP-106-RC, RAND, 2005, available at http:/www.rand.org/pubs/occasional papers/

106/.

8 See, for example, Brian A. Jackson, et al., Breaching the Fortress Wall: Understanding Ter-
rorist Efforts to Overcome Defensive Technologies, MG-481-DHS, RAND, 2007, available at
http://www.rand.org/pubs/monographs/MG481/.
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forcement, and the U.S. Coast Guard. Further evaluation is necessary in order to
determine how effectively those organizations are operating and can operate collec-
tively. In addition, other DHS entities have responsibilities that must be part of a
comprehensive, department-wide approach to effective border security, including the
Assistant Secretariat for Intelligence and Analysis, the Under Secretariat for
Science and Technology; the Under Secretariat for Preparedness (as that entity may
be reorganized or renamed); and the Under Secretary for Administration. DHS
should develop comprehensive operational plans that clearly articulate the roles,
missions, responsibilities, coordination and communications line among the various
players. There is an analog to the process by which combating commands in the de-
partment of defense develop comprehensive operational plans. In addition, there are
numerous entities outside DHS that have some stake in or cognizance over border
security, including the maritime aspect: The FBI and other Department of Justice
entities; the Departments of Agriculture, of State, and of Commerce; the Depart-
ment of Defense; the Director of National Intelligence; and others. Moreover, there
needs to be a better long-range planning, programming, and budgeting process for
major elements of DHS. Our work for decades for entities in the Department of De-
fense suggests that attempts to improve similar processes for that department could
have application in DHS, including something akin to the Quadrennial Defense Re-
view.

The creation of plans for managing the border during crises. Numerous games and
exercises, including our own simulation of a nuclear incident at the Port of Long
Beach, have demonstrated that border security incidents have great potential to sig-
nificantly disrupt border activity. When—and it is probably when, not if—border se-
curity fails, the borders will almost certainly be closed. An overlooked but important
aspect of border security is how we will manage the consequences of the shutdown
and, more importantly, how we will manage the reopening of the border. This is no
academic exercise. The attacks of 9/11 resulted in lengthy closings of U.S. land, air
and sea borders.

The coordination of border security with comprehensive immigration
and border management policies. Effective border management requires more
than capability to intercept illicit cargo and people. It also requires understanding
how measures put in place for security affect how goods and people move across our
borders. The effects that these policies have on our population have the potential
to affect dramatically our economy and the fabric of our society.

Privacy and other civil rights implications. Nothing we are suggesting would
necessarily impinge on the privacy or civil liberties of Americans. Programs for bor-
der security must always consider the effects of implementation on these critical
issues.

Role for the Congress

The most critical role for Congress at this juncture is to focus on ensuring that
the grand strategy on border security—and the ability to measure progress against
it—is in place. Congress should place relatively less emphasis on mandating specific
programs in the realm of border security until the urgent issue of the overall archi-
tecture is addressed. To that end, this subcommittee, the full committee and others
with jurisdiction over DHS and other relevant agencies activities and funding
should push toward a consensus with the Department and other stakeholders on the
development of a national border security strategy.

There is no denying that in other aspects of major policy planning—especially in
the establishment of a national transportation security policy—the Department has
been relatively slow in responding. One reason that the Department struggles with
developing these strategic frameworks is that it has no high-level leadership dedi-
cated to policy development across the diverse and sprawling empire of DHS and
with the other entities that have border security responsibilities and interests. In
other cabinet agencies, such as the Department of Defense (DoD), there is an Under
Secretary for Policy. At DoD the Under Secretary is charged to “consistently provide
responsive, forward-thinking, and insightful policy advice and support to the Sec-
retary of Defense, and the Department of Defense, in alignment with national secu-
rity objectives.”®

Congress should give serious consideration to supporting the establishment of a
similar high-level position at the Department of Homeland Security, one that vests
that person with the responsibility for taking the “long view” and helping DHS de-
velop strategic policies that integrate across the different operational elements of
the Department and with other agencies, including international governments and

9Office of the Under Secretary of Defense for Policy, http:/www.dod.mil/policy/index.html,
accessed March 3, 2007.
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private sector interests. Not insignificantly, such an under secretary would also be
a critical point of interaction with the academic, research and development commu-
nities. These communities—of which RAND is a part—often struggle to interact
with the operational elements of DHS. The operational elements are focused on get-
ting things done, while the academic and research communities are often focused
on longer-term challenges such as evaluating, measuring, and assessing. That said,
deeper integration of these communities into the DHS strategy-setting process is
vital, and the establishment of a position with these responsibilities is perhaps the
most effective way to make this happen.

Summary

We have significantly underinvested in developing, evaluating, and refining a
comprehensive and integrated border security strategy. We have invested in numer-
ous border security programs and initiatives but the impacts and cost effectiveness
of virtually all of these initiatives is poorly understood. A truly comprehensive strat-
egy—one that can guide the effective implementation of its key national goals—
must include the essential elements that we have described: a robust system of
metrics and evaluation; a forward-thinking technology roadmap; better planning
and coordination, including border management during crises; and a comprehensive
approach to border management and immigration issues. Only through such an ap-
proach are we likely to avoid “single points of failure” in our border security. We
are, at this point, far from having such an overarching strategy.

Ms. SANCHEZ. Thank you so much.
And now Mr. Ramirez.

STATEMENT OF ANDREW RAMIREZ, CHAIRMAN, FRIENDS OF
THE BORDER PATROL

Mr. RAMIREZ. Good afternoon, Madam Chairman, Ranking Mem-
ber Souder and distinguished members of the committee.

For the past 3 years, I have been specifically working and inves-
tigating, going back to 2004, with the agents who implement what
my distinguished colleagues on this panel have been talking about:
infrastructure, technology, and the human side.

“Border Security: Infrastructure, Technology, and the Human
Element,” individually and as a whole, are but one aspect of issues
that I am prepared to discuss today.

And I guarantee everyone that what is officially being
prescripted by DHS and stated to members of Congress is not what
the agents on the front lines report or those who plan and build
that infrastructure.

Ultimately there is no escaping the fact that the current admin-
istration has compromised its citizens through treaties and agree-
ments and has demonstrated itself to be more interest in commerce
than national security.

Need proof? Chief George Carpenter issued an internal memo to
CBP agents regarding documentation requirements at the El Paso
port of entry on January 16, 2007. The critical point states as fol-
lows: “Anytime that an officer feels that a permit should not be
granted for whatever reason, the supervisor should be advised.
Again, we do not refuse a permit or send an applicant back for doc-
umentation or proof. They are not required to present proof of em-
ployment, residence or solvency in Mexico.”

This type of memo, which I personally saw and read, is proof be-
yond any shadow of a doubt as to the lack of concern for public
safety and that officials at DHS are more concerned with commerce
than national security.
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I was told that this type of written standing order is the recipe
for a sleeper cell to get through our ports of entry and leaves us
vulnerable to attack.

I will also discuss the war on law enforcement and how the gov-
ernment of the United States has prosecute maliciously a number
of federal law enforcement officers.

Madam Chairman, these cases must be investigated and hear-
ings must be held by the Congress, because it is clear that in some
of these cases the prosecutions were pushed by foreign govern-
ments, including Mexico and the People’s Republic of China.

Having brought up the case of U.S. v. Compean & Ramos to the
attention of the nation, I have discovered that a pattern of prosecu-
torial and in-house abuse at DHS exists in each of these cases in-
volving illegal aliens who are breaking a number of laws, all of
which were ignored by the government, who all ignored a U.S. Su-
preme Court ruling, U.S. v. Verdugo-Urquidez, 1990, by the
Rehnquist court.

I am certain there are many more cases out there, and I hope
to discuss some of these cases today, as they do involve our Border
Patrol agents, Customs agents and other agents.

I caution everyone to consider that the government ignored the
fact that a doper violated a number of laws, and this was ignored
by our government, who chose to prosecute two agents who com-
mitted mere administrative violations and may have violated poli-
cies that continue to prevent them from doing their jobs, some of
which I call to the attention of this committee today.

One example of this is the pursuit policy, which prevents agents
from pursuing anyone that the trained agent may believe to be in
violation of our laws.

Let me point out why agents are often directed to break off: Be-
cause the leadership at DHS and the Border Patrol are more wor-
ried about lawsuits than they are about apprehension, which, by
the way, are manipulated by the very agencies.

And this comes to me from sources that are managerial, that
hold chief patrol agent and deputy chief patrol agent, assistant
chief patrol agent, such titles, as well as other agents in all the
services.

Another example is the federal firearms policy, as followed by the
U.S. Border Patrol. In this policy, rank-and-file agents below super-
visory level are not allowed to file a written report on shooting inci-
dents. That responsibility is left to supervisors who can suddenly
develop a case of amnesia or be internally ordered to develop a case
of amnesia, and that leaves agents hung out to dry, as Agents
Compean and Ramos were.

This brings me back to the smugglers and terrorists who know
that, with cases such as these on record, that this government will
protect them regardless of the crimes they commit. And, as a re-
sult, our law enforcement officers, many of whom you have direct
oversight for, have had their safety compromised.

In the third section of my testimony, I have provided numerous
statements as told directly to me by a law enforcement officer
tasked with the dangerous responsibility of securing our nation’s
borders. Those that tell you that people with a badge and a gun
in that sense are correct. But they are not telling you the entire
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story, one of which is begging to be told, of high corruption in El
Paso.

During a recent field investigation, a senior federal law enforce-
ment agent stated the following to me that only reinforces what I
just said: “Mexico does not know what corruption is. They have to
come to El Paso to learn.” And that should be a disturbing fact to
every member here today.

We also have assistant U.S. attorneys who question Border Pa-
trol agents as to why they have attempted to stop narcotic interdic-
tion. In the Ramos & Compean case, Assistant U.S. Attorney Debra
Kanof actually asked why Agent Ramos didn’t join the DEA or ICE
if he wanted to catch dopers, instead of joining the Border Patrol.
I must remind everyone that narcotic interdiction and seizure is a
specific goal of the U.S. Border Patrol, as stated in the National
Border Patrol Strategy.

I have also provided updated reports on the Border Patrol RVS
camera systems and other items involving infrastructure, tech-
nology, and the human element.

Thank you, Madam Chairman. I look forward to your questions.

[The statement of Mr. Ramirez follows:]

PREPARED STATEMENT OF ANDY RAMIREZ

Introduction

Good morning Madame Chairman, Ranking Member Souder, members of the com-
mittee, distinguished fellow panelists, and guests.

Thank you for calling me to testify today on behalf of Friends of the Border Patrol
and for calling this important hearing as the growing threat of terrorism focuses na-
tional attention to the vulnerability of our borders. I must emphasize borders be-
cause this includes the Northern and Southern borders. While the southern border
in the words of a Texas Sheriff goes western after dark, the northern border is just
as vulnerable. The reason for this is not the Congress though this August body in
talking about things such as Amnesty continues to provide the incentive that brings
people here.

I must caution the Congress that the American people are not interested in hear-
ing political partisanship and the blame game. The Congress while partially respon-
sible also sought to assist the Department of Homeland Security by removing end-
less layers of red-tape and bureaucracy that prevented enforcement of our federal
immigration laws. Officials at DHS and inside the Border Patrol used this gaping
opening to carry out an agenda that did not continue the highest traditions such
as “Honor First” that they were known for, and instead have contributed to the high
level of instability, fear, mistrust, and corruption that exists today.

Ultimately, there is no escaping the fact that the current administration has com-
promised its citizens through treaties and agreements and has demonstrated itself
to be more interested in commerce than national security.

Need proof? Chief George Carpenter issued an internal memo to CBP agents re-
garding documentation requirements at the El Paso Port of Entry on January 16,
2007. The critical point states as follows, “Anytime that an officer feels that a per-
mit should not be granted for whatever reason, the supervisor should be advised.
Again, we do not refuse a permit or send applicant back for more documentation
or proof. They are not required to present proof of employment, residence, or sol-
vency, in Mexico.”

This type of memo is proof beyond any shadow of a doubt as to the lack of concern
for public safety, and that officials at DHS are more concerned with commerce than
national security. I have personally read the in-house memo that I am mentioning
here and was told that “this” type of written, standing order “is the recipe for a
Sleeper Cell.”

For all the billions of dollars that have been appropriated by the Congress since
9-11-2001 Attack on America by terrorists, this administration has failed American’s
here at home by not employing the most simple of tactics and securing America’s
borders, seaports, and waterways.
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Ironically, while most Americans are not aware of the details that I am prepared
to provide you today, they are well known to the drug smugglers, human traffickers,
and terrorists around the world. They all know our weaknesses.

“Border Security: Infrastructure, Technology, and the Human Element” individ-
ually and as a whole are but one aspect of issues that I am prepared to discuss
today and I guarantee everyone that what is being officially pre-scripted by DHS
and stated to Members is not what the agents on the front line report.

I am prepared to discuss examples of obstruction and misinformation by the De-
partment of Homeland Security, and the truth from line agents and border resi-
dents. I have also provided our reports on the Border Patrol, RVSS camera systems,
and other items involving infrastructure, technology, and the human element.

During my recent field investigation a federal law enforcement agent stated the
following to me: “Mexico does not know what corruption is. They have to come to
El Paso to learn.”

This statement tells it as it is, and was from a senior federal agent, who shall
remain anonymous as this administration has no qualms about ordering U.S. Attor-
neys to prosecute agents even when it means protecting narcotic and human traf-
fickers who assault, brandish firearms, or use a vehicle as a weapon again law en-
forcement while attempting to evade and escape apprehension and capture.

The Managers of the Border Patrol continue to mislead the nation and the Con-
gress as to Mexican Military Incursions that I have been informed directly by fed-
eral agents as well as state and local law enforcement officers as to having taken
place, some of which resulted in casualties.

To substantiate what I just stated. In the Tucson Border Patrol Sector going back
to Chief David Aguilar’s tenure as Sector Chief, their Public Information Office pro-
vided to agents a “Military Incursion Card that states, “REMEMBER, Mexican Mili-
tary are trained to escape, evade, and counter-ambush if it will effect their escape.
You will find the full text of this card in Section 2D.

In the 3rd Section of my testimony, I have provided statements as told directly
to me by our law enforcement officers tasked with the dangerous responsibility of
security our nation along America’s borders.

I am prepared to discuss “The War On Law Enforcement” and how the govern-
ment of the United States has maliciously prosecuted a number of federal law en-
forcement officers including in this order:

Border Patrol Agent David Sipe

KSt. Georges County (MD) Police Officer Stephanie Mohr
Border Patrol Agent David Brugman

KBorder Patrol Agent Ignacio Ramos

KBorder Patrol Agent Jose Alonso Compean

CBP Customs Agent Robert Rhodes

Edwards County (TX) Deputy Sheriff Gilmer Hernandez

Madame Chairman, these cases must be investigated and hearings must be held
by the Congress because it is clear that in some of these cases prosecutions were
%%shed by foreign governments including Mexico and the People’s Republic of

ina.

Regarding the Compean and Ramos case, I want to make one thing clear today.
There are many trying to prevent this case from being investigated by the Congress
and prevent hearings being held due to it being the proverbial opening of “Pandora’s
Box” this case provides. Everything wrong about the practices and policies of this
administration will be opened up for everyone to see. DHS will be exposed for it’s
incompetent leadership and the culture of corruption and power-mongers that have
consumed it. There is no question in my mind, or in the minds of the agents who
serve at DHS that we must overhaul and reform it today. It is clear too, that Agents
Compean and Ramos were hung out to dry by their own agency.

Osbaldo Aldrete-Davila was protected in the professional estimation of a number
of law enforcement officers, though not a confidential informant, or CI, as Aldrete-
Davila leads to someone and our government has protected that individual, or group
while ignoring the facts of the doper’s actions in multiple incidents.

Having brought the case of U.S. v. Compean & Ramos to the attention of the na-
tion, I have discovered that a pattern of prosecutorial abuse exists in each of these
cases involving illegal aliens who were breaking a number of laws, all of which were
ignored by the government, who all ignored a U.S. Supreme Court Ruling, U.S. v.
Verdugo-Urquidez 1990. I am certain there are many more cases out there, and I
hope to discuss some of these cases today.

I must also inform you that there have been other cases prosecuted by the Office
of Johnny Sutton that I have personally investigated that also require greater scru-
tiny and review, these being the U.S. v. Hardrick Crawford, FBI Special Agent In-
Charge of El Paso (Retired), and U.S. v. Noe Aleman, U.S. Border Patrol Agent,
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both of whom were personally targeted and victimized by our own government. The
players in these particular cases are the same that were involved in U.S. v. Ramos.

I caution everyone to consider that the government ignored the fact that a career
narcotic smuggler violated a number of laws, and this was ignored by our govern-
ment who chose to prosecute two respected agents who committed mere administra-
tive violations. Some of the policies they may or may not have violated, are detri-
mental to the safety of the agents in enforcing their duties some of which I call this
committee to overhaul.

One example of this is the pursuit policy, which prevents agents from pursuing
anyone that the pursuing trained agent may believe to be in violation of our laws.
Let me point out why agents are often directed to break off, because the leadership
of DHS and the U.S. Border Patrol are more worried about civil lawsuits than they
are about apprehensions, which by the way are manipulated by the very agencies
and Mexico.

Another example is the federal firearms policy as followed by the U.S. Border Pa-
trol. In this policy rank and file agents below supervisory level are not allowed to
file a written report on shooting incidents. That responsibility is left to supervisors,
who can suddenly develop a case of amnesia or be internally ordered to develop a
case of amnesia, and that leaves agents hung out to dry as Compean and Ramos
were.

Both of these policies must be overhauled today, so that our agents will not have
their safety or ours compromised, which will greatly assist them in doing their job
and enforce our laws, the same laws enforced globally by every other nation on this
planet.

This brings me back to the smugglers and terrorists who know that with cases
such as these on record, that this government will protect them regardless of the
crimes they commit. As a result our law enforcement officers, many of whom you
have direct oversight over, have had their safety compromised.

Before moving onto the human impact, I have to continue to address the impact
of smugglers and terrorists. They know now that with the National Guard and Bor-
der Patrol backing off in the face of smugglers, bandits, and Mexican military per-
sonnel, the policy of the United States is one of non-confrontation and to cede the
position instead. Can you imagine the impact on a soldier just back from fighting
in Iraq or Afgha