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THE INSPECTOR GENERAL’S INDEPENDENT
REPORT ON THE FBI'S USE OF NATIONAL
SECURITY LETTERS

TUESDAY, MARCH 20, 2007

HOUSE OF REPRESENTATIVES,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The Committee met, pursuant to notice, at 9:40 a.m., in Room
2141, Rayburn House Office Building, the Honorable John Conyers,
Jr. (Chairman of the Committee) presiding.

Present: Representatives Conyers, Berman, Boucher, Nadler,
Scott, Watt, Lofgren, Jackson Lee, Waters, Delahunt, Sanchez,
Cohen, Johnson, Schiff, Davis, Wasserman Schultz, Ellison, Smith,
Sensenbrenner, Coble, Goodlatte, Chabot, Lungren, Keller, Issa,
Forbes, King, Feeney, Franks, and Gohmert.

Staff Present: Perry Apelbaum, General Counsel and Staff Direc-
tor; Robert Reed, Oversight Counsel; Joseph Gibson, Minority Chief
Counsel; Caroline Lynch, Minority Counsel; Ameer Gopalani, Ma-
jority Counsel.

Mr. CONYERS. Good morning. The Committee will come to order.

We are here for a hearing on the Inspector General’s Inde-
pendent Report on the FBI’s Use of National Security Letters.

Nearly 6 years ago, in the immediate aftermath of September
11th, the Department of Justice told us that they needed signifi-
cantly enhanced authority, while promising the Members of this
Committee in no uncertain terms that these new tools would be
carefully and appropriately used. Two years ago, when the PA-
TRIOT Act was reauthorized, they promised us there was not a
single instance in which the law had been abused.

Now, to underscore the importance of the reasons that we are
holding this hearing, many of us remember the times in the past
when the power of our Government has been abused. One war led
to the suspension of Habeas Corpus; in another war, the notorious
Palma raids; in World War II, the internment of Japanese Ameri-
cans; in the Vietnam War, secret spying and enemy lists. In my
view, we are now in a period where we risk a continuation of these
deplorable acts and effect genuine harm to the Constitution and to
the rule of law.

One week ago, the Inspector General told us that the exact oppo-
site was true of the promise that had been made that there was
not a single instance, when the PATRIOT Act was being reauthor-
ized, that the law had been abused.

o))



2

One tool in particular, the National Security Letters, essentially
secret subpoenas issued without any court review, was used repeat-
edly to invade the privacy of law-abiding Americans outside the
law and proper legal process. This was a serious breach of trust.
The Department had converted this tool into a handy shortcut to
illegally gather vast amounts of private information while at the
same time significantly underreporting its activities to Congress.
We learned that the number of National Security Letter requests
had increased from 8,500 in the year 2000 to in excess of 143,000
from the 3-year period between 2003 and 2005. The Department of
Justice consistently provided inaccurate information to Congress
concerning the National Security Letters, failing to identify at least
4,600 security letter requests to us. The security letters were rou-
tinely issued without proper authorization and outside statutory
and regulatory requirements.

The Inspector General found that more than 60 percent of the in-
vestigatory files they looked at included one or more violations of
FBI policy; but worse, the Inspector General found even more wide-
spread abuses concerning the so-called Exigent Letters: that is,
emergency requests for telephone and other data. An Exigent Let-
ter, as opposed to a National Security Letter is meant to obtain in-
formation in an extreme emergency like a kidnapping when the
Bureau has already sought subpoenas for the requested informa-
tion. But the FBI issued these letters in nonemergencies as a
means to bypass the requirements of the National Security Letter
procedure, and so, as if it were not troubling enough, in many in-
stances, the Bureau attempted to issue after the fact National Se-
curity Letters to cover their tracks on their use of Exigent Letters.
The Inspector General specifically found that the Exigent Letters
were ordinarily issued when there was no emergency present and
very often when there was not even a pending investigation. More
often than not, the letters were issued based on promises that sub-
poenas were in the process of being issued, when that was not the
case and even though some subpoenas were never issued at all.

The Federal Bureau of Investigation made numerous factual
misstatements in the letters which were frequently issued in viola-
tion of the statute as well as the Attorney General and FBI guide-
lines. The recordkeeping was so poor that it was impossible for the
IG to document how and why all of these problems occurred, and
what disturbs me most is that the abuse and misuse of these secu-
rity letters is not an isolated instance. It appears to be a part of
a pattern in which the Department of Justice has violated not only
our trust but the very laws which they are charged with enforcing,
and so from the approval of the notorious torture memos to
warrantless, illegal surveillance to the wrongful smearing of able
U.S. Attorneys, this Department of Justice has squandered its rep-
utation for independence and integrity. The Attorney General
needs to understand that with power comes responsibility and with
authority must come accountability.

I would like now to turn to the distinguished gentleman from
Texas, the Ranking Member of this Committee, Mr. Lamar Smith.

Mr. SMITH. Thank you, Mr. Chairman.

Mr. Chairman, I appreciate your holding this hearing on the In-
spector General’s report on the FBI’s use of National Security Let-
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ters. The Inspector General should be commended for conducting a
thorough audit as directed by Congress and the PATRIOT Act re-
authorization. The report raises concerns as to the FBI's internal
recordkeeping and guidelines for the use of NSLs and terrorism
and espionage investigations. It is clear from the report that these
deficiencies are the result of the poor implementation and adminis-
tration of National Security Letter authority. In other words, the
problem is enforcement of the law, not the law itself. Timely cor-
rected measures by the FBI and effective oversight by the Justice
Pepartment and Congress will ensure proper use of this important
aw.

The Inspector General’s report found that the FBI’s database for
tracking NSLs significantly underestimated the number of NSL re-
quests, resulting in inaccurate reports to Congress on the FBI’s use
of NSLs. From 2003 to 2005, the FBI issued a total of 143,074
NSLs. This compares to 739 Exigent Letters to three telephone
companies issued contrary to national security investigation guide-
lines. The Exigent Letters represent 1/200th of the National Secu-
rity Letters issued. Although the use of these unauthorized letters
is disconcerting, the FBI discontinued this practice last year. The
Inspector General makes two other very important findings.

First, there is no evidence that anyone at the FBI intended to
violate the law or internal policy. This is a significant finding be-
cause it confirms that FBI agents acted in good faith and sought
to comply with the law even as they worked under severe time con-
straints and with an urgent desire to thwart terrorist activities.

Second, as detailed by the Inspector General, NSLs are a critical
tool in fighting terrorism and in keeping our country safe. The in-
formation acquired through NSLs is valuable to international ter-
rorism and espionage investigations and has allowed the FBI and
intelligence agencies to identify terrorists and spies, the sources of
their financing and their plans to attack or harm our national secu-
rity.

In addition, the FBI shares important information gathered
through NSLs with other intelligence agencies, joint terrorism task
forces and State and local law enforcement agencies. To do their
job, the FBI must be able to collect important information about
suspected terrorist and spies while complying with the law and
freely share such information with key partners.

In response to extensive oversight efforts conducted last Con-
gress, the PATRIOT Reauthorization Act added critical new safe-
guards. For instance, an NSL recipient can challenge the request
in court. Nondisclosure orders require supervisory approval, and
the recipient may disclose the NSL to an attorney. I applaud the
Administration’s response to the Inspector General’s report and ex-
pect the Administration to follow through on its promise to act
quickly to remedy the deficiencies identified by the Inspector Gen-
eral.

Mr. Chairman, on September 11, 2001, the United States was at-
tacked. More than 3,000 people lost their lives. Members of Con-
gress overwhelmingly approved important new counterterrorism
tools for our Nation’s law enforcement personnel and updated exist-
ing authorities to meet the terrorist threat. We must continue to
demonstrate responsible leadership on the NSLs and other impor-
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tant national security issues. Of course, we need to be vigilant to
make sure these problems are fixed, that the Inspector General’s
recommendations are implemented and that our civil liberties and
privacy are protected.

Mr. Chairman, I yield back the balance of my time.

Mr. CoNYERS. I thank the gentleman for his statement.

I would like now to recognize the Chairman of the Constitution
Subcommittee, Jerry Nadler, for 2% minutes.

Mr. NADLER. I thank the Chairman. I would like to thank Chair-
man Conyers for holding this important hearing on the FBI abuses
of National Security Letters.

We are here today in response to the Department of Justice In-
spector General report that found widespread abuses of the FBI’s
authority to issue National Security Letters. An NSL can be issued
to a third party such as a health insurance company or an Internet
service provider, ordering them to reveal all of their information
about you and your transactions, and the third party is prohibited
from telling you or anyone else about the order. That is the so-
called “gag order provision” so you cannot object to an NSL di-
rected at your information in court as you could to a subpoena, be-
cause you do not know about it and the third party may have no
interest in going to court to protect your rights or your privacy.

While last year’s reauthorization of the PATRIOT Act did make
some changes to the NSL provisions, these changes were essen-
tially meaningless. For example, the court is now authorized to
modify and set aside the gag order only if it finds there is no rea-
son to believe that disclosure would endanger national security,
diplomatic relations or anyone’s life or safety, but the court must
accept the Government’s assertion of harm as conclusive, so this
protection is meaningless.

Some of us had predicted that the unrestricted authority of the
FBI to issue NSLs would be abused, and unfortunately, our worst
fears have now been realized. The IG’s NSLs have been used by the
FBI to collect and retain private information about American citi-
zens who are not reasonably suspected of being involved in ter-
rorism. During the last Congress, we predicted that unchecked
power would lead to rampant abuse. That is why I proposed the
Stop Self-Authorized Secret Searches Act 2 years ago. This bill
would have restored some pre-PATRIOT Act provisions that an
NSL could not be issued unless the FBI made a factual, individual-
ized showing that the records sought pertained to a suspected ter-
rorist or spy. It would have given the recipient of a National Secu-
rity Letter an opportunity to obtain legal counsel, the right to chal-
lenge the letter and the nondisclosure requirement, a real right to
challenge it. It would have given notice to the target of the NSL
if the Government later seeks to use the records obtained from the
NSL against him or her in a subsequent proceeding. It would have
given the target an opportunity to receive legal counsel and chal-
lenge the use of those records.

The bill would also have authorized the FBI to obtain documents
that it legitimately needs while protecting the privacy of law-abid-
ing American citizens.

The abuses by the DOJ and by the FBI have proven that these
legislative fixes are a necessary check on the investigatory power.
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We do not trust Government always to be run by angels, especially
not this Administration. It is not enough to mandate that the FBI
fix internal management problems in recordkeeping because the
statute itself authorizes the unchecked selection of information on
innocent Americans. Congress must act now to fix the statute au-
thorizing the abuses revealed in the IG report and to hold those re-
sponsible for these abuses and violations accountable.

Thank you. I yield back.

Mr. CoNYERS. Thank you.

The Chair recognizes the distinguished gentleman from Arizona,
the Ranking minority Member of the Constitution Subcommittee,
Trent Franks, for 2v2 minutes.

Mr. FRaNKS. Well, thank you, Mr. Chairman.

Mr. Chairman, today our task is a vital one, to check and bal-
ance our sister branch of Government through oversight and to en-
sure citizens’ rights are being properly safeguarded. Today’s subject
is somewhat delicate because we must all walk a fine line. In our
great and critical responsibility to prevent jihadist attacks upon
American citizens, we must also be careful to strike the proper bal-
ance between vigilance and fighting the enemy on the one side of
the scales and the preservation of citizens’ rights on the other.

The report of the Inspector General’s that we review today is
hopeful. We see that, while there are human imperfections in the
FBI’s operation, there is an overall finding that the FBI is, indeed,
carrying out its duties responsibly, there being no evidence of any
intentional or deliberate act to violate the law. The NSLs are per-
forming their vital function as a valuable tool in national security
investigations.

To put today’s hearing in perspective, we should keep in mind
that the issuance of NSLs under the PATRIOT Act is a relatively
new process given that the PATRIOT Act is only a few years old
and that this new use of NSLs will necessarily require a careful ex-
amination of their best and most appropriate use in this early pe-
riod. Certainly, we will have to work out the kinks given that we
are most likely in the business of fighting terror for a long time to
come.

While the FBI’s practices have had their shortcomings, it appears
that these are problems that can be easily resolved, and this is
good news. Many of the issues that we must review today are ad-
ministrative in nature and, to some extent, unavoidable. Govern-
ment is a human institution, and it is therefore by definition im-
perfect. Those of us who have run corporations know that a perfect
audit is a very rare occurrence, particularly on the first go-around.

Most businesses do internal audits, perhaps many, many inter-
nal audits, to discover where human judgment has fallen short and
where to improve before being audited by an outside source. This
is an arduous but necessary task and one that I hope we do well
here today and prospectively. The FBI has vowed that it will make
all of the adjustments that Mr. Gonzalez and Ms. Caproni have rec-
ommended. We look forward to the realization of this goal.

With that, I thank the witnesses for joining us today, and we
look forward to hearing your testimony.

Thank you, Mr. Chairman.

Mr. CoNYERS. Thank you.
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The Chair recognizes the distinguished gentleman from Virginia,
Bobby Scott, Chairman of the Crime Subcommittee, for 2%2 min-
utes.

Mr. ScorT. Thank you, Mr. Chairman.

Mr. Chairman, we all believe that it is important to be aggres-
sive in fighting terrorism and also aggressive in maintaining pri-
vacy and freedoms, and I do not believe we should operate on the
premise that we always have to give up freedom in order to obtain
security, but for us to provide appropriate oversight we have to
have accurate information. Unfortunately, there are indications
that we have received clearly inaccurate reports after the signifi-
cant use of secret, invasive processes that do not appear to be nec-
essary to advance terrorism-related investigations. Whether it is a
secret NSA wiretapping in violation of the FISA law or the inap-
propriate use of the National Security Letters, we are discovering
that what is actually occurring is quite different from what we
were being told, and we cannot evaluate the ongoing need for NSA
letters without accurate information.

There is also a clear indication of intentional misuse of the word
“exigent” letters to telephone companies as emergency information
when in fact no emergency existed. Somebody obviously knew that
was a problem that would affect reports to Congress and oversight
boards, and we need to find out who these people are. With these
disturbing indications, Mr. Chairman, I hope the testimony of the
witnesses today will reveal who is responsible for these abuses and
who should be held accountable for false reports to Congress.

Thank you, Mr. Chairman. I yield back.

Mr. CoNYERS. Thank you so much.

Another Virginian, the Ranking minority Member of the Crime
Subcommittee, Mr. Randy Forbes.

Mr. ForBES. Mr. Chairman, I would like to thank you and the
Ranking Member, Congressman Smith, for holding this important
hearing today, and also for our witnesses for being here.

You know, the subject matter of this hearing makes for great
theater, but when the show is over we have the task of finding the
facts and making sure the proper balance is struck and imple-
mented to protect our citizens. That we will do, and hopefully, we
will do it without the negativism and the emotionalism that seems
so prevailing in public policy today. Pounding our fists makes great
sound bites, but does not stop terrorists or protect the privacy
rights of our citizens.

It is clear that National Security Letters are important tools in
international terrorism and espionage investigations conducted by
the FBI. The Inspector General’s report, which details the audit of
77 case files in four field offices, shows a disturbing pattern. In 60
percent of those cases, the FBI’s files were found to be in violation
of the FBI’s internal control policies for issuing National Security
Letters. While the audit conducted concluded that there was no evi-
dence of any intentional or deliberate act to violate the law, it is
also clear that changes need to be made to the FBI’s procedures so
that they reflect the scope and intent of the law rather than the
evolution of general practice.

I look forward to hearing from the FBI about what procedures
were in place during the time of the Inspector General’s audit and
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how, given the inadequacies identified by the Inspector General,
the FBI plans to correct these.

Mr. Chairman, I yield back the balance of my time.

Mr. CoNYERS. Thank you.

All other opening statements will be included in the record.

Mr. Glenn A. Fine, Inspector General at the Department of Jus-
tice, a post held since he was confirmed by the Senate on December
15, 2000. Mr. Fine has worked for the Department’s Office of In-
spector General in a variety of capacities since January 1995. He
has had several years in private practice and has also served as an
Assistant United States Attorney in Washington, D.C.

We are also privileged to have with us the General Counsel of
the Federal Bureau of Investigation, Ms. Valerie Caproni, a posi-
tion she has held since August 2003. Prior to that, Ms. Caproni
served as an Assistant United States Attorney in the Eastern Dis-
trict of New York, as a supervisor at the Securities and Exchange
Commission and has also worked in private practice.

All of your statements will be made a part of the record in their
entirety, and we will have a 5-minute time for each of you, and we
ask Inspector General Glenn A. Fine to begin our testimony.

Welcome to the Committee.

TESTIMONY OF GLENN A. FINE, INSPECTOR GENERAL,
U.S. DEPARTMENT OF JUSTICE

Mr. FINE. Mr. Chairman, Congressman Smith and Members of
the Committee on the Judiciary, thank you for inviting me to tes-
tify about two reports issued by the Department of Justice Office
of the Inspector General regarding the FBI’s use of National Secu-
rity Letters and its use of section 215 orders to obtain business
records.

The PATRIOT Reauthorization Act required the OIG to examine
the FBI’s use of these authorities, and on March 9th we issued re-
ports detailing our findings. Today, I will summarize the key find-
ings from our reviews, focusing my comments on the National Se-
curity Letter report.

Under five statutory provisions, the FBI can use National Secu-
rity Letters (NSLs), to obtain without review by a court records
such as customer information from telephone companies, Internet
service providers, financial institutions, and consumer credit com-
panies. Although most of the statutory provisions regarding NSLs
existed prior to the enactment of the PATRIOT Act, the Act signifi-
cantly broadened the FBI’s authority to use NSLs in two primary
ways.

First, it eliminated the requirement that the information sought
must pertain to a foreign power or an agent of a foreign power and
substituted the standard that the information requested must be
relevant to or sought for an investigation to protect against inter-
national terrorism or espionage.

Second, the PATRIOT Act significantly expanded approval au-
thority for NSLs beyond a limited number of FBI headquarters offi-
cials to the heads of all FBI field offices. Our review examined the
FBI'’s use of NSLs from 2003 through 2005. The OIG will conduct
another review examining the FBI’s use of NSLs in 2006, which we
are required to issue by the end of this year.
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In sum, our review found widespread and serious misuse of the
FBI's National Security Letter authorities. In many instances, the
FBI’s misuse violated NSL statutes, Attorney General guidelines,
or the FBI's own internal policies. We also found that the FBI did
not provide adequate guidance, adequate controls, or adequate
training on the use of these sensitive authorities. Before describing
the main findings of our report, however, I believe it is important
to provide context for these findings.

First, we recognize the significant challenges the FBI was facing
during the period covered by our review. After the September 11th
terrorist attacks, the FBI implemented major organizational
changes while responding to continuing terrorist threats and con-
ducting many counterterrorism investigations, both internationally
and domestically.

Second, it is also important to recognize that in most but not all
of the cases we examined, the FBI was seeking information that it
could have obtained properly through National Security Letters if
it had followed applicable statutes, guidelines and internal policies.

Third, we did not find that the FBI employees sought to inten-
tionally misuse NSLs or sought information that they knew they
were not entitled to obtain. Instead, we believe the misuses and the
problems we found generally were the product of mistakes, care-
lessness, confusion, sloppiness, lack of training, lack of adequate
guidance, and lack of adequate oversight. I do not believe that any
of my observations, however, excuses the FBI’s misuse of National
Security Letters.

When the PATRIOT Act enabled the FBI to obtain sensitive in-
formation through NSLs on a much larger scale, the FBI should
have established sufficient controls and oversight to ensure the
proper use of those authorities. The FBI did not do so. The FBI’s
failures, in my view, were serious and unacceptable.

I would now like to highlight our review’s main findings. Our re-
view found that after enactment of the PATRIOT Act the FBI's use
of National Security Letters increased dramatically. In 2000, the
last full year prior to the passage of the PATRIOT Act, the FBI
issued approximately 8,500 NSL requests. After the PATRIOT Act,
the number of NSL requests increased to approximately 39,000 in
2003, approximately 56,000 in 2004, and approximately 47,000 in
2005. In total, during the 3-year period, the FBI issued more than
143,000 NSL requests. However, we believe that these numbers,
which are based on information from the FBI's database, signifi-
cantly understate the total number of NSL requests. During our
file reviews in four FBI field offices, we found additional NSL re-
quests in the files than were contained in the FBI database. In ad-
dition, many NSL requests were not included in the Department’s
reports to Congress.

Our review also attempted to assess the effectiveness of National
Security Letters. NSLs have various uses, including to develop
links of subjects of FBI investigations and other individuals and to
provide leads and evidence to allow FBI agents to initiate or close
investigations. Many FBI headquarters and field personnel, from
agents in the field to senior officials, told the OIG that NSLs are
indispensable investigative tools in counterterrorism and counter-
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intelligence investigations, and they provided us with examples
and evidence of the importance to these investigations.

The OIG review also examined whether there were any improper
or illegal uses of NSL authorities. From 2003 through 2005, the
FBI identified 26 possible intelligence violations involving its use
of NSLs. We visited four FBI field offices and reviewed a sample
of 77 investigative case files and 293 NSLs. We found 22 possible
violations that had not been identified or reported by the FBI. We
have no reason to believe that the number of violations we identi-
fied in the field offices was skewed or disproportionate to the num-
ber of violations in other files. This suggests that the large number
of NSL-related violations throughout the FBI have not been identi-
fied or reported by FBI personnel.

In one of the most troubling findings, we determined that the
FBI improperly obtained telephone toll billing records and sub-
scriber information from three telephone companies pursuant to
over 700 so-called Exigent Letters. These letters generally were
signed by personnel in the Communications Analysis Unit (CAU),
a unit of the Counterterrorism Division in the FBI Headquarters.
The Exigent Letters were based on a form letter used by the FBI’s
New York Field Division in the criminal investigations related to
the September 11th attacks.

Our review found that the FBI sometimes used these Exigent
Letters in nonemergency circumstances. In addition, the FBI failed
to ensure that there were authorized investigations to which the
requests could be tied. The Exigent Letters also inaccurately rep-
resented that the FBI had already requested subpoenas for the in-
formation when in fact it had not. The FBI also failed to ensure
that NSLs were issued promptly to telephone companies after the
Exigent Letters were sent. Rather, in many instances, after obtain-
ing records from the telephone companies, the FBI issued National
Security Letters months after the fact to cover the information ob-
tained.

We concluded that the FBI's use of these Exigent Letters inap-
propriately circumvented the requirements of the NSL statute and
violated Attorney General guidelines and FBI policies. In response
to our report, we believe that the Department and the FBI are tak-
ing our findings seriously. The FBI concurred with all of our rec-
ommendations, and the Department’s National Security Division
will be actively engaged in oversight of the FBI’s use of NSLs.

In addition, the FBI’s Inspection Division has initiated audits of
a sample of NSLs issued by each of its 56 field offices. The FBI is
also conducting a special investigation on the use of Exigent Let-
ters to determine how and why the problems occurred. The OIG
will continue to review the FBI's use of National Security Letters.
In addition to issuing a second report on the use of NSLs in 2006,
we intend to monitor the actions that the FBI and the Department
are taking to address the problems we found in that review.

Finally, I want to note that the FBI and the Department cooper-
ated fully with our reviews, agreed to declassify information in the
report, and appears to be committed to addressing the problems we
identified. We believe that significant efforts are necessary to en-
sure that the FBI's use of National Security Letters is conducted
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in full accord with the statutes, Attorney General guidelines, and
FBI policy.

That concludes my testimony, and I will be pleased to answer
any questions.

[The prepared statement of Mr. Fine follows:]

PREPARED STATEMENT OF GLENN A. FINE

Mr. Chairman, Mr. Smith, and members of the Committee on the Judiciary:

Thank you for inviting me to testify about two recent reports issued by the De-
partment of Justice Office of the Inspector General (OIG) regarding the Federal Bu-
reau of Investigation’s (FBI) use of national security letters and the FBI's use of
Section 215 orders to obtain business records. In the Patriot Reauthorization Act,
enacted in 2006, Congress directed the OIG to examine the FBI’s use of these two
important authorities. The reviews were directed to examine, among other things,
the number of times these authorities were used, the importance of the information
obtained, how the information was utilized, any improper or illegal uses of these au-
thorities, and other noteworthy facts or circumstances related to their use.

On March 9, 2007, we issued separate reports on the FBI’s use of national secu-
rity letters and Section 215 orders. We publicly released two unclassified reports,
with only limited information redacted (blacked out) which the Department or the
FBI considered to be classified. We also provided to Congress, including this Com-
mittee, copies of the full classified reports that contain some additional classified in-
formation on the FBI’s use of the two authorities. However, the OIG’s main findings
iand gonclusions are included in the unclassified versions that were publicly re-
eased.

In this written statement, I will summarize the key findings from our reports, fo-
cusing most of my comments on the national security letters report. I will first pro-
vide brief background on national security letters and how we conducted our review.
I will then provide a few observations to put our findings in context. Next, I will
highlight the main findings of our national security letter report. After that, I will
briefly summarize our report on the FBI’s use of Section 215 orders to obtain busi-
ness records.

I. THE OIG’S NATIONAL SECURITY LETTER REPORT

A. Background on National Security Letters

Under five statutory provisions, the FBI can use national security letters (NSLs)
to obtain—without a court order or any review by a court—records such as customer
information from telephone companies, Internet service providers, financial institu-
tions, and consumer credit companies. Most of these statutory provisions regarding
NSLs existed prior to enactment of the USA PATRIOT Act (Patriot Act) in October
2001. Prior to the Patriot Act, the FBI could obtain information using a national
security letter only if it had “specific and articulable facts giving reason to believe
that the customer or entity whose records are sought [was] a foreign power or agent
of a foreign power.” In addition, NSLs could only be issued by a limited number of
senior FBI Headquarters officials.

The Patriot Act significantly broadened the FBI’s authority to use NSLs by both
lowering the threshold standard for issuing them and by expanding the number of
FBI officials who could sign the letters. First, the Patriot Act eliminated the require-
ment that the information sought must pertain to a foreign power or an agent of
a foreign power. Instead, it substituted the lower threshold standard that the infor-
mation requested must be relevant to or sought for an investigation to protect
against international terrorism or espionage. Consequently, the Patriot Act author-
ized the FBI to issue national security letters to request information about persons
other than the subjects of FBI national security investigations, so long as the re-
quested information is relevant to an authorized national security investigation.

In addition, the Patriot Act permitted Special Agents in Charge of the FBI's 56
field offices to sign national security letters, which significantly expanded approval
authority beyond a limited number of FBI Headquarters officials. Finally, the Pa-
triot Act added a new authority allowing NSLs to be used to obtain consumer full
credit reports in international terrorism investigations.

B. The OIG Review

As directed by the Patriot Reauthorization Act, the OIG’s report examined the
FBI’s use of national security letters during the time period from 2003 through
2005. As required by the Reauthorization Act, the OIG will conduct another review
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examining the use of NSLs in 2006, which we are required to issue by the end of
this year.

During our review, a team of OIG staff conducted interviews of over 100 FBI and
Department of Justice employees, including personnel at FBI Headquarters, the FBI
Office of the General Counsel (OGC), FBI Counterterrorism and Counterintelligence
Divisions, FBI personnel in four field divisions, and officials in the Department’s
Criminal Division.

In addition, the OIG reviewed a sample of FBI case files that contained national
security letters at four FBI field divisions: Chicago, New York, Philadelphia, and
San Francisco. These field divisions were selected from among the eight FBI field
divisions that issued the most NSL requests during the review period. During our
field work at the four field divisions, we examined a sample of 77 investigative case
files that contained 293 national security letters. An investigative case file can con-
tain a large number of documents, and some of the case files we reviewed consisted
of the equivalent of 20 or 30 boxes of documents. We used a judgmental sample in
selecting which files to review and included in our sample both counterterrorism
and counterintelligence cases, cases in which the NSLs were issued during prelimi-
nary investigations and full investigations, and opened and closed FBI cases.

The OIG also analyzed the FBI OGC’s national security letter tracking database,
which the FBI uses for collecting information to compile the Department’s required
reports to Congress on NSL usage. Finally, we distributed an e-mail questionnaire
to the counterintelligence and counterterrorism squads in the FBI’s 56 field divi-
sions in an effort to determine the types of analytical products the FBI developed
based on NSLs, the manner in which NSL-derived information was disseminated,
and the occasions when such information was provided to law enforcement authori-
ties for use in criminal proceedings.

C. Findings of the OIG Review

Our review found widespread and serious misuse of the FBI’s national security
letter authorities. In many instances, the FBI's misuse of national security letters
violated NSL statutes, Attorney General Guidelines, or the FBI’s own internal poli-
cies. We also found that the FBI did not provide adequate guidance, adequate con-
trols, or adequate training on the use of these sensitive authorities. In many re-
spects, the FBI’s oversight of the use of NSL authorities expanded by the Patriot
Act was inconsistent and insufficient.

1. Background to OIG Findings

However, before detailing the main findings of our report, I believe it is important
to provide context for these findings and also to note what our review did not find.

First, in evaluating the FBI’s misuse of national security letters, it is important
to recognize the significant challenges the FBI was facing during the period covered
by our review. After the September 11 terrorist attacks, the FBI implemented major
organizational changes to prevent additional terrorist attacks in the United States.
These changes included overhauling and expanding its counterterrorism operations,
expanding its intelligence capabilities, attempting to upgrade its information tech-
nology systems, and seeking to improve coordination with state and local law en-
forcement agencies. These changes occurred while the FBI and its Counterterrorism
Division had to respond to continuing terrorist threats and conduct many
counterterrorism investigations, both internationally and domestically.

Second, it is important to recognize that in most—but not all—of the cases we ex-
amined in this review, the FBI was seeking information that it could have obtained
properly through national security letters if it had followed applicable statutes,
guidelines, and internal policies.

Third, national security letters are important tools that can provide critical evi-
dence in counterterrorism and counterintelligence investigations. Many Head-
quarters and field personnel—from agents to senior officials—believe these tools are
indispensable to the FBI’s mission to detect and deter terrorism and espionage.

Fourth, we did not find that that FBI agents sought to intentionally misuse the
national security letters or sought information that they knew they were not enti-
tled to obtain through the letters. Instead, we believe the misuses and the problems
we found were the product of mistakes, carelessness, confusion, sloppiness, lack of
training, lack of adequate guidance, and lack of adequate oversight.

Yet, I do not believe that any of these observations excuse the FBI's widespread
and serious misuse of its national security letter authorities. When the Patriot Act
enabled the FBI to obtain sensitive information through NSLs on a much larger
scale, the FBI should have established sufficient controls and oversight to ensure
the proper use of these authorities. The FBI did not do so. The FBI’s failures, in
my view, were serious and unacceptable.
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I would now like to highlight our review’s main findings, which are detailed in
the OIG’s 126-page report.

2. OIG Findings

Our review found that, after enactment of the Patriot Act, the FBI’s use of na-
tional security letters increased dramatically. In 2000, the last full year prior to pas-
sage of the Patriot Act, the FBI issued approximately 8,500 NSL requests. It is im-
portant to note that one national security letter may request information about mul-
tiple telephone numbers or e-mail addresses. Because the FBI's semiannual classi-
fied reports to Congress provide the number of requests rather than the number of
letters, we also focused on the total number of requests.

After the Patriot Act, the number of NSL requests issued by the FBI increased
to approximately 39,000 in 2003, approximately 56,000 in 2004, and approximately
47,000 in 2005. In total, during the 3-year period covered by our review, the FBI
issued more than 143,000 NSL requests.

However, we believe that these numbers, which are based on information from the
FBI's database, understate the total number of NSL requests issued by the FBI.
During our review, we found that the FBI database used to track these requests
is inaccurate and does not include all NSL requests.

First, when we compared information from the database to the documents con-
tained in investigative case files in the 4 FBI field offices that we visited, we found
approximately 17 percent more NSL letters and 22 percent more NSL requests in
the case files than we could find in the FBI database. In addition, we determined
that many NSL requests were not included in the Department’s reports to Congress
because of the FBI’s delays in entering NSL information into its database. We also
found problems and incorrect data entries in the database that caused NSLs to be
excluded from the Department’s reports to Congress.

Therefore, based on shortcomings in the FBI's NSL database and its reporting
processes, we concluded that the Department’s semiannual classified reports to Con-
gress on NSL usage were inaccurate and significantly understated the total number
of NSL requests during the review period.

Our report also provides breakdowns on the types of NSLs used by the FBI. We
determined that, overall, approximately 73 percent of the total number of NSL re-
quests were used in counterterrorism investigations and 26 percent in counterintel-
ligence cases.

In addition, our review found that the percentage of NSL requests that related
to investigations of U.S. persons increased from about 39 percent of all NSL re-
quests in 2003 to about 53 percent in 2005.

As directed by the Patriot Reauthorization Act, our review attempted to assess
the effectiveness of national security letters. NSLs have various uses, including to
develop evidence to support applications for orders issued under the Foreign Intel-
ligence Surveillance Act (FISA), develop links between subjects of FBI investigations
and other individuals, provide leads and evidence to allow FBI agents to initiate or
close investigations, and corroborate information obtained by other investigative
methods. FBI personnel told the OIG that NSLs are indispensable investigative
tools in many counterterrorism and counterintelligence investigations, and they pro-
vided us with examples and evidence of their importance to these investigations.

We determined that information obtained from NSLs is also used in FBI analyt-
ical intelligence products that are shared within the FBI and with DOJ components,
Joint Terrorism Task Forces, other federal agencies, and other members of the intel-
ligence community.

In addition, information obtained from NSLs is stored in FBI databases such as
its Automated Case Support system and its Investigative Data Warehouse. How-
ever, because information is not tagged or identified in FBI files or databases as de-
rived from NSLs, we could not determine the number of times that NSLs were used
in such analytical products, shared with other agencies, or used in criminal cases.

As also directed by the Patriot Reauthorization Act, the OIG review examined
whether there were any “improper or illegal uses” of NSL authorities. We found that
from 2003 through 2005, the FBI identified 26 possible intelligence violations involv-
ing its use of NSLs, 19 of which the FBI reported to the President’s Intelligence
Oversight Board (IOB). Of the 26 possible violations, 22 were the result of FBI er-
rors, while 4 were caused by mistakes made by recipients of the NSLs.

These possible violations included the issuance of NSLs without proper authoriza-
tion, improper requests under the statutes cited in the NSLs, and unauthorized col-
lection of telephone or Internet e-mail transactional records. For example, in three
of these matters the FBI obtained the information without issuing national security
letters. One of these three matters involved receipt of information when there was
no open national security investigation. In another matter, the FBI issued national
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security letters seeking consumer full credit reports in a counterintelligence inves-
tigation, which the NSL statutes do not permit. In other matters, the NSL recipient
provided more information than was requested in the NSL, or provided information
on the wrong person, either due to FBI typographical errors or errors by the recipi-
ents of NSLs.

In addition to the possible violations reported by the FBI, we reviewed FBI case
files in four field offices to determine if there were unreported violations of NSL au-
thorities, Attorney General Guidelines, or internal FBI policies governing the ap-
proval and use of NSLs. Our review of 293 national security letters in 77 files found
22 possible violations that had not been identified or reported by the FBI.

The violations we found fell into three categories: improper authorization for the
NSL, improper requests under the pertinent national security letter statutes, and
unauthorized collections. Examples of the violations we identified include issuing
NSLs for consumer full credit reports in a counterintelligence case, which is not
statutorily permitted; issuing an NSL for a consumer full credit report when the
FBI Special Agent in Charge had approved an NSL for more limited credit informa-
tion under a different NSL authority; issuing an NSL when the investigation had
lapsed; and obtaining telephone toll billing records for periods in excess of the time
period requested in the NSL due to third-party errors.

Thus, it is significant that in the limited file review we conducted of 77 investiga-
tive files in 4 FBI field offices, we identified nearly as many NSL-related violations
(22) as the total number of possible violations that the FBI had identified (26) in
reports from all FBI Headquarters and field divisions over the entire 3-year period.
Moreover, 17 of the 77 files we reviewed, or 22 percent, had 1 or more violations.

We have no reason to believe that the number of violations we identified in the
four field offices we visited was skewed or disproportionate to the number of pos-
sible violations in other files. This suggests that a large number of NSL-related vio-
lations throughout the FBI have not been identified or reported by FBI personnel.

Our examination of the violations we identified did not reveal deliberate or inten-
tional violations of the NSL statutes, the Attorney General Guidelines, or FBI pol-
icy. We believe that some of these violations demonstrated FBI agents’ confusion
and unfamiliarity with the constraints on national security letter authorities. We
also believe that many of the violations occurred because FBI personnel do not con-
sistently cross check the NSL approval documentation with the proposed NSLs, or
verify upon receipt that the information supplied by the recipient matches the re-
q}lllest. Other violations demonstrated inadequate supervision over use of these au-
thorities.

We examined the FBI investigative files in the four field offices to determine
whether FBI case agents and supervisors had adhered to FBI policies designed to
ensure appropriate supervisory review of the use of NSL authorities. We found that
60 percent of the investigative files we examined contained one or more violations
of FBI internal policies relating to national security letters. These included failures
to document supervisory review of NSL approval memoranda and failures to include
in NSL approval memoranda required information, such as the authorizing statute,
the status of the investigative subject, or the number or types of records requested.

In another finding, our review determined that the FBI Headquarters
Counterterrorism Division generated over 300 NSLs exclusively from “control files”
rather than from “investigative files,” in violation of FBI policy. When NSLs are
issued from control files, the NSL documentation does not indicate whether the
NSLs are issued in authorized investigations or whether the information sought in
the NSLs is relevant to those investigations. This documentation is necessary to es-
tablish compliance with NSL statutes, Attorney General Guidelines, and FBI poli-
cies.

In addition, we found that the FBI had no policy requiring the retention of signed
copies of national security letters. As a result, we were unable to conduct a com-
prehensive audit of the FBI’s compliance with its internal control policies and the
statutory certifications required for NSLs.

In one of the most troubling findings, we determined that from 2003 through 2005
the FBI improperly obtained telephone toll billing records and subscriber informa-
tion from 3 telephone companies pursuant to over 700 so-called “exigent letters.”
These letters generally were signed by personnel in the Communications Analysis
Unit (CAU), a unit of the Counterterrorism Division in FBI Headquarters, and were
based on a form letter used by the FBI’'s New York Field Division in the criminal
investigations related to the September 11 attacks. The exigent letters signed by the
CAU typically stated:

Due to exigent circumstances, it is requested that records for the attached list
of telephone numbers be provided. Subpoenas requesting this information have
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been submitted to the U.S. Attorney’s Office who will process and serve them
formally to [information redacted] as expeditiously as possible.

These letters were signed by CAU Unit Chiefs, CAU special agents, and subordinate
personnel, none of whom were delegated authority to sign NSLs.

Our review found that that the FBI sometimes used these exigent letters in non-
emergency circumstances. In addition, the FBI failed to ensure that there were duly
authorized investigations to which the requests could be tied. The exigent letters
also inaccurately represented that the FBI had already requested subpoenas for the
information when, in fact, it had not. The FBI also failed to ensure that NSLs were
issued promptly to the telephone companies after the exigent letters were sent.
Rather, in many instances, after obtaining records from the telephone companies
the FBI issued national security letters many months after the fact to “cover” the
information obtained.

As our report describes, we were not convinced by the legal justifications offered
by the FBI during our review for the FBI’s acquisition of telephone toll billing
records and subscriber information in response to the exigent letters without first
issuing NSLs. The first justification offered was the need to reconcile the strict re-
quirements of the NSL statute with the FBI’s mission to prevent terrorist attacks.
While the FBI’s counterterrorism mission may require streamlined procedures to en-
sure the timely receipt of information in genuine emergencies, the FBI needs to ad-
dress the problem by expediting the issuance of national security letters or by seek-
ing legislative modification to the voluntary emergency disclosure provision in the
Electronic Communications Privacy Act (ECPA), not through these exigent letters.
Moreover, the FBI’s justification for the exigent letters was undercut because they
were used in non-emergency circumstances, not followed in many instances within
a reasonable time by the issuance of NSLs, and not catalogued in a fashion that
would enable FBI managers or anyone else to review the practice or the predication
required by the NSL statute.

In sum, we concluded that the FBI's use of these letters inappropriately cir-
cumvented the requirements of the NSL statute, and violated Attorney General
Guidelines and FBI policies.

As directed by the Patriot Reauthorization Act, our report also describes several
other “noteworthy facts or circumstances” we identified in the review. For example,
we found that the FBI did not provide clear guidance describing how FBI case
agents and supervisors should apply the Attorney General Guidelines’ requirement
to use the “least intrusive collection techniques feasible” during national security in-
vestigations to the use and sequencing of national security letters. In addition, we
saw indications that some FBI lawyers in field offices were reluctant to provide an
independent review of NSL requests because these lawyers report to senior field of-
fice managers who already had approved the underlying investigations.

D. Recommendations

To help the FBI address these significant findings, the OIG made a series of rec-
ommendations, including that the FBI improve its database to ensure that it cap-
tures timely, complete, and accurate data on NSLs; that the FBI take steps to en-
sure that it uses NSLs in full accord with the requirements of national security let-
ter authorities; and that the FBI issue additional guidance to field offices that will
assist in identifying possible violations arising from use of NSLs. The FBI concurred
with all of the recommendations and agreed to implement corrective action.

We believe that the Department and the FBI are taking the findings of the report
seriously. In addition to concurring with all our recommendations, the FBI and the
Department have informed us that they are taking additional steps to address the
problems detailed in the report. For example, the FBI’s Inspection Division has initi-
ated audits of a sample of NSLs issued by each of its 56 field offices. It is also con-
ducting a special inspection of the exigent letters sent by the Counterterrorism Divi-
sion to three telephone companies to determine how and why that occurred.

The FBI's Office of the General Counsel is also consolidating its guidance on
NSLs, providing additional guidance and training to its field-based Chief Division
Counsel on their role in approving NSLs, and working to develop a new web-based
NSL tracking database.

In addition to the FBI’s efforts, we have been told that the Department’s National
S}fcurity Division will be actively engaged in oversight of the FBI’s use of NSL au-
thorities.

As required by the Patriot Reauthorization Act, the OIG will continue to review
the FBI’s use of national security letters. We are required by the Act to issue an-
other report by the end of this year on the FBI’s use of NSLs in 2006. In addition,
we intend to monitor the actions that the FBI and the Department have taken and
are taking to address the problems we found in our first review.
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II. THE OIG’S SECTION 215 REPORT

In the last section of my statement, I want to summarize briefly the OIG’s second
report, which examined the FBI’s use of Section 215 orders to obtain business
records. Section 215 of the Patriot Act allows the FBI to seek an order from the
FISA Court to obtain “any tangible thing,” including books, records, and other
items, from any business, organization, or entity provided the item or items are for
an authorized investigation to protect against international terrorism or clandestine
intelligence activities.

Section 215 of the Patriot Act did not create new investigative authority, but in-
stead significantly expanded existing authority found in FISA by broadening the
types of records that could be obtained and by lowering the evidentiary threshold
to obtain a Section 215 order for business records. Public concerns about the scope
of this expanded Section 215 authority centered on the ability of the FBI to obtain
library records, and many public commentators began to refer to Section 215 as the
“library provision.”

Our review found that the FBI and the Department’s Office of Intelligence Policy
and Review (OIPR) submitted to the FISA Court two different kinds of applications
for Section 215 orders: “pure” Section 215 applications and “combination” Section
215 applications. A “pure” Section 215 application is a term used to refer to a Sec-
tion 215 application for any tangible item which is not associated with an applica-
tion for any other FISA authority. A “combination” Section 215 application is a term
used to refer to a Section 215 request that was added to a FISA application for pen
register/trap and trace orders, which identify incoming and outgoing telephone num-
bers called on a particular line. In a combination order, the Section 215 request was
added to the pen register/trap and trace application in order to obtain subscriber
information related to the telephone numbers.

We found that from 2002 through 2005 the Department, on behalf of the FBI, sub-
mitted to the FISA Court a total of 21 pure Section 215 applications and 141 com-
bination Section 215 applications.

We found that the first pure Section 215 order was approved by the FISA Court
in spring 2004, more than 2 years after enactment of the Patriot Act. The FISA
Court approved six more pure Section 215 applications that year, for a total of seven
in 2004. The FISA Court approved 14 pure Section 215 applications in 2005.

Examples of the types of business records that were obtained through pure Sec-
tion 215 orders include driver’s license records, public accommodations records,
apartment records, and credit card records.

We also determined that the FBI did not obtain Section 215 orders for any library
records from 2002 through 2005 (the time period covered by our review). The few
applications for Section 215 orders for library records that were initiated in the FBI
during this period were withdrawn while undergoing the review process within the
FBI and the Department. None were submitted to the FISA Court.

With respect to how information from Section 215 orders was used, we found no
instance where the information obtained from a Section 215 order resulted in a
major case development such as disruption of a terrorist plot. We also found that
very little of the information obtained in response to Section 215 orders has been
disseminated to intelligence agencies outside the DOJ.

However, FBI personnel told us they believe that the kind of intelligence gathered
from Section 215 orders is essential to national security investigations. They also
stated that the importance of the information is sometimes not known until much
later in an investigation, when the information is linked to some other piece of intel-
ligence. FBI officials and Department attorneys also stated that they believe Section
215 authority is useful because it is the only compulsory process for certain kinds
of records that cannot be obtained through alternative means.

We did not identify any instances involving “improper or illegal use” of a pure
Section 215 order. We did find problems with two combination Section 215 orders.
In one instance, the FBI inadvertently collected information from a telephone num-
ber that no longer belonged to the target of the investigation. In another instance,
the FBI received information from a telephone that was no longer connected to the
subject because of a mistake by the telephone company.

We also found that the FBI has not used Section 215 orders as effectively as it
could have because of legal, bureaucratic, or other impediments to obtaining these
orders. For example, after passage of the Patriot Act in October 2001, neither the
Department nor the FBI issued implementing procedures or guidance with respect
to the expansion of Section 215 authority for a long period of time. In addition, we
found significant delays within the FBI and the Department in processing requests
for Section 215 orders. We also determined through our interviews that FBI field
offices do not fully understand Section 215 orders or the process for obtaining them.
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III. CONCLUSION

In sum, our review of national security letters revealed that, in various ways, the
FBI violated the national security letter statutes, Attorney General Guidelines, or
FBI internal policies governing their use. While we did not find that the violations
were deliberate, we believe the misuses were widespread and serious.

Finally, I also want to note that the FBI and the Department cooperated fully
with our review. In addition, the FBI and the Department agreed to declassify im-
portant aspects of the report to permit a full and fair airing of the issues we de-
scribe in the report. They have also acknowledged the problems we found and have
not attempted to cover up the deficiencies. The FBI and the Department also appear
to be taking the findings of the report seriously, and appear committed to correcting
the problems we identified.

We believe that these serious and ongoing efforts are necessary to ensure that the
FBI’s use of national security letter authorities to obtain sensitive information is
conducted in full accord with the NSL statutes, Attorney General Guidelines, and
FBI policies.

That concludes my testimony, and I would be pleased to answer any questions.
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EXECUTIVE SUMMARY

In'the USA PATRIOT Improvement and Reauthorization Act of 2005
(Patriot Reauthorization Act), Congress. directed the Department of Justice
(Department) Office of the Inspector General {OIG} to review “the
effectiveness -and use, including any improper or“illegal use, of national
security letters issued by the Department of Justice.” See Pub. L. No.
109-177, § 119, Four federal statutes contain five specific provisions
authorizing the Federal Bureau of Investigation (FBI) to issue national
security letters (NSLs) to obtain information frorm third parties, such as
telephone companies, financial institutions, Internet service providers, and
consumer credit agencies.” In these letters, the FBI can direct third parties
to provide.customer account information and transactional records, such as
telephone toll billing records.

Congress directed the OIG to review tlie use of NSLs for two time
periods - calendar years (CY) 2003 through 2004 and 'CY 2005 through
2006. " The first report is due to Congress on March 9, 2007; the second is
due on December 31, 2007.1. Although we were only required to review
calendar years 2003 and 2004 in the first review, we elected to include data
from calendar year 2005 as well.

In the Patriot Reauthorization Act,-Cangress directed the OIG's review
to include: :

) an-examination. of the use of national security letters
by the Department of Justice during caléndar years
2003 through 2006;

(2).- ..a description of any noteworthy facts or circumstances
relating ta such use, including any improper or illegal
use of such authority; anid

{3) an-examination of the effectiveness of national security
letters as an investigative tool, including -

* This report includes lnformation that the Department of Justice considered to be
classified and therefore could not be publicly reléased. To create this. public version of the
report; the OIG redacted {deleted) the portlons of the report that the Department considered
to be classified, and we indicate where those redactions were made. ‘However, the
Execuitive Summiary: of the report is completely unelassifiéd. - In additien, the OIG has
provided copies of the. full classifled report to the Department, the Director of National
Intelligence, and Congress:

. L “The Patriot Reéauthorization Act also directed the OIG to conduct reviews for the
same two timme periods’on the 1se and effectiveness of Section 215 of the Patriot Act, a.new
authority urider the Patriot Act that authorizes the FBI to obtain biisiness record orders
from the Foreign Intelligence Surveillance Court. The OIG's first report on the use and
effectiveness of Section 215 orders is contained in ‘a separate report issued in-conjunction
with this review of NSLs.
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(A) - the importance of the information acquired by
- the Department of Justice to the intelligenice
activities-of the Departrent of Justice or to any
other department or.agency of the Federal
Government;

(B): -~ the manner in which such information is
collected, retained, analyzed, and disseminated
by the Department of Justice; including any
direct access to such information {such as
access to “raw data’) provided to any other
department, agency, or Instrumentality of
Federal, State; local, or {ribal governments or
any private sector entity;

(C) .- whether, and how often, the Department of
Justice uitilized such information to produce an
analytical intelligence product for distribution
within the Department af Justice. to the
intelligence. community.. .., or to other Federal,
State, local, or tribal government departments,
agencies or instrumentalities;

(D} - whether, and how often, the Department of Justice
provided such information to law enforcement
authorities for use in criminal proceedings . . . .2

In this report; we address each of these issues. To examine these
issues; the OIG conducted.interviews of over 100 FBI employees; including
personnel at FBI'Headquarters and at the Departinent. - OIG teams also
traveled to FBI field offices in New York, Chicago, Philadelphia, and San
Francisco where we interviewed over 50 FBI employees. . In the field offices,
the OIG teams examined a judgmental-sample of 77 counterterrorism and
counterintelligence investigative cases files and 293 NSLs issued by those
field offices to determine if the NSLs complied with relevant statutes,
Attorney General Guidelines, and internal FBI policy.

The OIG also analyzed the FBI's NSL tracking database maintained by
the FBI's Office of the General Counsel (FBI-OGC), which is the only
database that compiles information on NSL usage for the entire FBE The
OGC database is used by the FBI to collect information that the Department
is required to report to Congress in-semiannual classified reports and, since
passage of the Patriot Reauthorization Act, in an.annual public report. We
performed various tests on the OGC database to assess the accuracy and
reliability of the FBI's reports: :

2" Patriot Reauthorization Act § 119(b).

x
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This Executive Summary summarizes our full 126-page report of
investigation-on NSLs, iricluding its main findings, conclusions, and
recommendations.

The Appendix to the report contains comments on the report by the
Attorney General, the Director of National Intelligence, and the FBI. The
Appendix also contains copies of the national security letter statutes in
effect pror to:the Patriot Reauthorization Act.  The classified report also
contains a classified appendix.

L Background on National Security Letters

The Patriot Act significantly expanded the FBI's preexisting authority
to obtain information through national security letters.3. Section 505 of the
Patriot Act broadened the FBI's authority by eliminating the requirement
that the information sought in an NSL must pertain to a foreign power or an
agent of a’foreign power. 'This section of the Patriot Act statute substituted
the lower threshold that the information sought must be relevant to an
investigation to protect agairist international terrorism or espionage,
provided that the investigation ‘of a United States person is not-conducted
“solely on the basis of activities protected by the first amendment of the
Constitution of the United States.” As a consequence of this lower
threshold, NSLs niay request informiation about persons other than the
subjects of FBI national security investigations so long as the requested
information is relevant to an authorized investigation.

Section 505 of the Patriot Act also permits Special Agents in Charge of
the FBI's 56 fleld offices to sign NSLs; a change that significantly expanded
approval authority beyond the pre-Patriot Act group. of senior FBI
Headquarters officials authorized to sign NSLs.

In addition, the Patriot Act added a new authority permitting the FBI
to use NSLs to obtain consumer full credit reports in international terrorism
investigations pursuant to’an amendment to the Fair Credit Reporting Act
{FCRA).* .

NSLs may be issued by the FBI in the course of national security
investigations, which are governed by Attorney General'Guidelines.5* The

¥ The term “USA PATRIOT A¢1” is an acrenym for the Uniting and Strengthentng
America by Providing Appropriate Tools.Requlred to Intercept-and Obstnict Terrorism Act of
2001, Pub. L.'No. 107-56, 115 Stat. 272 {2001).- It. is.commonly referred to as “the Patriot
Act”

4 15.U.5.C. § 1681v (Supp. TV 2005).
5 During the time period covéred by this review, calendar years 2003 through 2005,
the Attorney General Guidelines for national security investigdtions were revised. From

Jariuary 1, 2003, through October 31,2003, investigationis of intermational terrorism or
espionage were governed by the Attormiey General Guideliries for FBI Foreign Intelligerice

X
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Attorney General's Guidelines for FBI National Security Investigations-and
Foreign Intelligence Collection (NSI Guidelines) authorize the FBI to conduct
investigations concerning threats or potential threats te the national
security, including threats arising from international terrorism, espionage,
other intelligence activitiés; and foreign computer intrusions. The NSI
Guidelines authorize three levels of investigative activity - threat
assessments, preliminary jnvestigations, and full investigations. NSLs are
arnong the investigative téchniques that are permitted to be used during
national security investigations. :

A.-. The Four National Security Letter Statutes

There are four statutes authorizing the FBI to issue five typés of NSLs.
We discuss each of these statutes below:

1. - The Right to Financial Privacy Act

The Right to Financial Privacy Act.(RFPA) was enacted in 1978 “to
protect the customers of financial institutions from unwarranted intrusion
into their records while at the same time permitting legitimate law
enforcement activity.” The RFPA requires federal gavernment agencies to
provide individuals with advance notice of requested disclosures of personal
financial information and affords individuals an opportunity to challenge the

_request befare disclosure is made tolaw enforcewernt authorities.?

The RFPA'NSL statute, enacted in 1986, created an exception to the
advance notice requirement. that permitted the FBI to obtain financial
institution records in foreign counterintelligence cases. Since the Patriot
Act, the FBI-may obtain financial records upon certification that the
information is sought.

for foreigri counterintelligence purposes-to protect against
international terrorism-or clandestine intelligénce activities,
provided that such an investigation of a United States person is
not conducted solely on the basis of activities protected by the
first amendment to the Constitution of the United States,8

{cont'd.}

Collection:and Foreign. Counterintelligence Investigations {FCI Guidelines){March 1999).
Effective October 31, 2003, these investigations were conducted pursuant fo.the Attorney
General's Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection (NSI Guidelines).

6 H.R.Rep. No:'95-1383, at 33.(1978).

7 12 U.S.C. §§ 3401-3422 (2000).

8712 U:S.C. § 3414(a)(5)(A) (2000 & Supp. IV 2005):

pa



29

The types of financial information the FBI can obtain through RFPA
natiorial security letters include information concerning open and closed
checking and savings accounts and safe deposit box records from banks,
credit unions, thrift institutions,; investment banks or investment
companies, as well as transactions with issuers of travelers checks,
operators of credit card systems, pawnbrokers, loan or finance companies,
travel agencies, real estate companies, casinos, and other entities.

2. The Electronic Communications Privacy Act

The Electronic Communications Privacy Act (ECPA), enacted in 1986,
extends statutory protection to electronic and wire communieations stored
by third parties, such as telephone companies and Internet-service
providers,?

The ECPA NSL statute allows the FBI to obtain “subscriber
informhation and-toll billing records information, or electronic
communication transactional records” from a “wire or electronic
communications. service provider” in conjunction with a foreign
counterintelligence investigation upon certification that the information
sought is :

relevant fo an authorized investigation to- protect against

international terrorisin or clandestine intelligence activities

provided that:such an investigation of a United States person is
not conducted solely-on the basis on activities protected by the
first amendment Lo the Constitution of the United States.10

The types of telephione and e-mail transactional information the FBI
can obtain through ECPA national security letters include:

« Historical information on telephone calls made and reeeived frormi a
specified number, including land lines, cellular phones, prepaid
phone card calls, toll free calls, alternate billed number calls {calls
billed to third parties), and local and long distance billing records
associated with the phone nurubers (known as toll records);

¢ Electronic commurication transactional records {e-mails),
including €¢-mail addresses assoclated with the account; screen
names; and billing records and method of payment; and

9 18 U.S.C. § 2709'{1988].
10-18.U.8.C. § 2709(){2) (2000 & Supp. IV 2005),

xil
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«  Subscriber information associated with particular telephone
numbers or e-mail addresses, such as the name, address, length' of
service, and method of payment.1!

3. The Fair Credit Reporting Act

The Fair Credit Reporting Act (FCRA) was enacted m 1970 to protect
personal information collected by credit reporting agencies !> As-amended
by the Patriot Act, the FCRA authorizes two types. of national security
letters, FCRAU -and FCRAv NSLs. ‘The initial FCRA NSL statute, enacted in
1996, authorizes the FBl and certain other government agencies to issue
NSLs {0 obtain a limited amount of information about an individual's credit
history: the names and addresses of all financial institutions at which-a
consumer maintains or has maintained an‘account; and consumer
identifying information limited to name, current address, former addresses,
places of employment, or former places of employment pursuant to FCRAu
NSLs.*® Since the Patriot Act, the eertifying official must certify that the
information requested s

sought for the conduct of an authorized invesﬁgatjon to protect
against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United States
pétson is not conducted solely upon the basis of activities
protected by the first amendment to the Constitution of the
United States.14

In 2001, thé Patriot Act'amended the FCRA to add a new national
security letter authority, referred to as FCRAv NSLs, which authorizes the
FBI to ohtain a consumer reporting agerncy's credit reports and “all other”
consumer-information in its files.!5. Thus, since the Patriot Act, the FBI ean
niow obtain full eredit reports on individuals during national security
investigations. The certifying official must certify that the information is
“neécessary for” the FBI's “investigations of, or intelligence or counter-
intelligence activities or analysis related to, international terrorism . .. "."18

1} The ECPA permits access only to “subscriber and toll billing records information”
or “electronic communication transactional records,” as dxsunguxshed from the content of
telephone conversations or e-mail communications:

12715 U.8.C. § 1681 et seq;

13 Intelligence Authorization Act for Fiscal Year 1996, Pub. L, No. 10493,
§ 601(a): 109 Stat. 961, codified at 15 U.S.C. § 1681u (Supp. V:1999),

14415 U.S.C. § 1681ufa)-(b} (2000 & Supp. IV 2005).
15 “Patriot Act; § 358(g} (2001).
16 Patriot Act, § 358(g) {2001),



31

4, The National Security Act

In the wake of the éspionage investigation of former Central
Intelligerice Agency employee Aldrich Ames, Congress enacted an additional
NSL authority in 1994 by amending the National Security Act of 1947.- The
National Security Act NSL statute authorizes the FBI to issue NSLs in
connection with investigations of improper disclosure of classified
information by government employees.!? The statute permiits the FBI to
make requests-to finaneial agencies and other financial institutions and
consuiner reporting agencies “in order to-conduct any authorized law
enforcement investigation, counterintelligence inquiry; or security
determination.”!8

National Security Act NSLs are rarely used by the FBI.

B...' ‘The FBI's Collection and jon of Information Obtained
From National Security Letters

To obtain approval for national security letters, FBI case agents must
prepare: (1)-an electronic communication (EC) seeking approval to issue the
letter (approval EC), and (2} the national security letter itself. ‘The approval
EC explains the justification for opening or maintaining the investigation
and why the information requested by the NSL is relevant-to that
investigation.

For field division-initiated NSLs, the Supervisory Special Agent of the
case agent's squad, the Chief Division Counsel {CDC), and the Assistant
Special Agent in Charge are responsible for reviewing the approval EC and
the NSL prior to approval by the Special Agent in Charge. Division Counsel
are required to review the NSLs to ensure their legal sufficiency —
specifically, the relevance of the infoermation requested to an authorized
national security investigation.

The final step in the approval process oceurs when the Spectal Agent
in Charge or authotized FBI Headquarters official (the certifying official) :
certifies that the requested records are relevant to an authorized
investigation to protect against international terrorisin or clandestine
intelligence activities and, with respect to investigations of “U.S: persons,”
that the investigation is:not conducted solely on the basis of activities
protected by the First Amendment. - After making the required eertifications,
the official initials the approval EC and signs the national security letter.

During the:time period covered by this. review, the FBI had no policy
or directive requiring the retention of signed copies of national security.

7: See H.R. Rep. No; 103-541'(1994) and H.R. Conf.Rep. No. 103-753 (1994),
reprinted in 1994 U.S.C.C.A.N. 2703.

18 50 U.S.C: § 436()(1) {2000).

Xiv
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letters or any requirement to upload national security letters into the FBI's
case management system; the Automated Case Support (ACS} system. We
also found that the FBI has.no uniform system for tracking responses to
national security letters, either manually or electronically.” Instead,
individual case agents are responsible for following up with NSL recipients
to ensure timely and complete responses, ensuring that the documents or
electronic mnedia provided to the FBI match the requests, analyzing the
responses, and providing the documents or other materials to FBL
intelligence or financial analysts who also analyze the information.

In some field offices, case agents.are required to formally documerit
their receipt of information from NSLs, including the date the information
was received; the NSL subject's name; address, ‘and Social Security number;
and a summary of the information obtained. This document then is
electromically uploaded into ACS. "Once the data is available €lectronically,
other case agents throughout the FBI ¢an query ACS to identify information
that may pertain to their investigations.

The FBI also evaluates the relationship between NSE-derived
information and data derived: from other investigative tools that are available
in various databases. For example, when commurrication providers furnish
telephone toll billing records and subscriber information on an investigative
subject in response to. an NSL. the data is uploaded into Telephone
Applications, a specialized FBI database that can be used to analyze the
calling patterns of a subject’s telephone nuiber, The FBI also places
NSL-derived information into its Investigative Data Warehouse (IDW), a
database that enables users to access, among other data; biographical
information, photographs, financial data; and physieal location information
for thousands of known and suspected terrorists.. 1DW can be accessed by
nearly 12,000 users, including FBI agents and analysts and members- of
Joint Terrorism Task Forees. Information derived from responsés to
national security letters that is uploaded Into ACS and into Telephone
Applications is periodically uploaded-to IDW.

II. - National Security Letters Issued by the FBI From 2003 Through
2005 :

In this section of the Executive Summary, we first discuss several
problems with the FBI's Office of General Counsel National Security Letter
database (OGC database) that affect the accuracy of the information in this
database. We then present data on the FBI's use of national security letters
from 2003 through 2005 based on data derived from the OGC database; the
Department's semiannual classified reports to Congress on NSL usage, and
our field work:
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A Inaccuracies in the FBI's National Security Letter Tracking
Database

During the period covered by our réview, the Department was
required to file semiannual classified reports to Congress describing the
total number of NSL requests issued pursuant to three of the five NSL
authorities;19. In these reports, the Department provided the humber of
requests for records and the number of investigations of different persons or
organizations that generated NSL requests;  These numbers were each
broken down-into separate.categories for investigations of "U.S. persons or
organizations” and “hon-U.S. persons or organizations.”

Total Number of NSL Requests. According to FBI data, the FBI
issued approximately 8,500 NSL requests in CY-2000, the year prior-to
passage of the Patriot Act.. After the Patriot Act, according to FBI data, the
nummber of NSL requests increased to approximately 39,000 in 2003,
approximately 56,000 in 2004, and approximately 47,000 in 2005.

However, we determined that these numbers were inaccurate because
of three flaws in the manner in which the FBI records, forwards, and
accounts for information about its use of NSLs.

First, we found incomplete or inaccurate information in the OGC
database on the number of NSLs issued.20 We compared the number of
NSLs contained in the 77. case files we reviewed during our field work to
those recorded in the OGC database and found approximately 17 percent
more NSLs in the case files we examined than were recorded in the OGC
database.

We-also identified the total number of “requests” contained in the
NSLs (such as requests in a single NSL for multiple telephone numbers or
bank accounts) and compared that to the number of NSL requests recorded
inthe OGC database for those same national security letters. Overall, we
found 22 percent more NSL requests in the case files we examined than
were Tecorded in the OGC database.

19 The Department was required to include in its semiannual clagsified reports ‘only
the number-of NSL requests issued pursuant to the RFPA (financial records), the ECPA
(telephione toll billing records, ¢lectronic: communication transactional records and
subscriber information {telephone or e-mail)), and the original FCRA NSL statute {conisumer
and financial institution identifying informatlon), FCRAu. The Department was not
required to report the nunber of NSL requests issued-pursuant to the Patrot Act
amendment to the FCRA (consiimer [ull credit reports) or the National Security-Act NSL
statute (financial records, other financial infortation; and consumer reparts). The
requirement for public reports on certain NSL usage did not take effect.until March 2006,
whichr is after the period covered by this review. .

20 FBI-OGC utilizes a mantial workflow process to enter required information into

‘ACS.  The information is transcribed into a Microsoft Access database which, durlng the
périod covered by our review, had limited analytical capabilities.

Xvi
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Second, we found that the FBI did not consistently enter the NSL
approval ECs into ACS in‘a timely manner. ‘As a result, this infermation
was not in the OGC database when data was extracted for the semiannual
classified reports to' Congress, and the reports were therefore inaccurate.
Although this data subsequently was entered in the OGC database, it was
not included in later congressional reports because each report only
includes data on NSL requests made inl ‘a specific 6-month period.

We determined that from 2003 through 2005 almost 4,600 NSL
requests were not reported to Congress as a result of these delays in
entering this information into the OGC database. In March 2006, the FBI
acknowledged to the Attorney General and Congress that NSL data in the
semiannual classlfied reports fnay not have been accurate and stated that
the data entry delays affected an unspecified number of NSL requests.?!
After the FBI became aware of these delays; it took steps to reduce the
impact of the delays to negligible levels-for the second half of CY 2005.

Third, when we examined the OGC database, we found incorrect data
entries, We discovered a total of 212 incorrect data entries, including blank
data fields, typographical errors, and a programming feature that provides a
default value of “0” for the number of “NSL requests.” Taken together, these
factors caused 477 NSL requests to be erroneously excluded from the
Department’s semiannual classified reports-to Congress.

As a result of the delays in uploading NSL data and the flaws in the
OGC database, the total numbers of NSL requests that were reported to
Congress semiannually in CYs 2003, 2004, .and 2005 were significantly
understated. 'We were unable to fully determine the extent of the
inaceuracies because an unknown amount of data relevant to the period
covered by our review was lost from-the OGC database when it
malfunctioned.  However; by comparing the data reflected in these reports to
data in the OGC database for 2003 through 2005, we estimated that
approximately 8,850 NSL requests, or 6 percenit of NSL requests issued by
the FBI:during this period, were missing from the database.

Total Number of Investigations. of Different U.S. Persons and Non-
U.S. Persons. ‘We found othier inaccuracies in the OGC database that affect
the accuracy of the total number of “investigations of different U.S. persons”
or “investigations of different non-U.S. persons” that the Department
- reported to Congress. These included inaccuracies in the NSL approval ECs
from which personnel in FBI-OGC's National Security Law Branch {(NSLB)
extract U.S. person/non-U.S. person data, as'well as incorrect data entries
in the OGC database.

21" See Memorandum for the Attorriey General, i I Repart for Requests for
Firancial Records Made Pursuant to Title 12, United States Code {U.3.C.} Section 3414;
Paragraph (a)(5), National Security Inuestigations/ Foreign Collection {March 23, 2006), at 2.
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Incomnplete or inaccurate entries resulted from several factors,
including the inability of the OGC database to filter NSL-requests for the
same person in the same investigation (for-example, “John T. Doe".and “J.T.
Doe™); failure to account for NSL requests from different FBI divisions
seeking information on the same person, and a. default setting of “non-U.S.
person” for the investigative subjeet for NSL requests seeking flnanctal
records and telephone toll billing/electronic commumication transactional
records. ‘These errors resulted in the misidentification and understatement
of the number of investigations of different U.S: persons that used NSLs.

The problems with the OGC database, including the loss.of data
because of a computer malfunction, also prevented us from determining
with commiplete accuracy the number of investigations of different U.S.
persons and different non-U.S. persons during which the FBI issued NSLs
seeking financial records and for telephone toll billing/electronic
communication transactional records. :

Althotigh we found that the data in the OGC database is not fully
accurate or eomplete and, overall, significantly understates the number of
FBI NSL requests, it is the: only database that compiles information on the
FBI's use of NSLs.- Moreover, the data indicates the general levels and
trends in'the FBI's use of this investigative tool. We therefore relied in part
on information compiled in the OGC database to respond'to questions
Congress directed us to answer regarding the FBI's.use of NSLs.

B.. - National Security Letter Requests From 2003 Through 2005

1. The Total Number of NSL Requests

From 2003 through 2005, the FBI issued a {otal'of 143,074 NSL
requests. These inclided all requests issued [or telephone toll billing
records information, subscriber information (telephone or e-mail), or
electronic comimunication transactional records under the ECPA NSL
statute; records from financial ihstitutions such as banks, credit card
compariies, and finance companies under the RFPA authority; requests
seeking either financial institution or consumer identifying information
(FCRAu) or consumer full credit reports (FCRAv); and requests pursuarit to
the National Security Act NSL authority.?2 The overwhelming majority of the
NSL requests sought telephone toll billing records information, subscriber
information {telephone or e-mail), or electronic communication transactional
records under the ECPA NSL statute.

22 As shown in Chart 4.1, the number of ECPA NSL requests increased In CY 2004,
and then décreaséd in.CY 2005, We deterinined that the spike in ECPA NSL requests in CY
2004 vecurred because of the issuance of 9 ECPA NSLs in one investigation that contained
requeésts for subscriber information on a total of 11,100 separate telephone numbers. HE
thase nine NSLs are excluded fromn CY:2004, the numbér of NSL requests would show a
moderate; but steady increase over the three years. )
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Chart 4.1 fiustrates the total number of NSL requests tssued 0
calendar years 2003 through 2005,

CHART 4.1
NSL Requests (2003 through 2005
I
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The number af N51, requests we kientilied significantly exceeds the
number reporied (n the Department’s first public annual report on NSL
w.mmmmm.hmuuumm—-mmumw
inchsde all N5L requests in that report. The Department’s public report
stateed that In CY 2005 the FBI issued 9,254 NSL requests for information
relating to U.S. persons, of which there were 3,501 NSLa relating (o different
11.8. persons. However, this does not include N5L requests under the ECPA
N5L authority for telephone and e-mail subscriber information and NSL
requests relaterd to “non-U1.5. persons.” which were reported to Congress in
the semiannual classifled reports to Congress, or N5L requests not required
to be reported (o Congress under FCRAY lor conswmer full credit reports.

It is nlso important to note the tolal number of national security letier
requests i different from the number of national security letlers, because
ane “letter” may Include more than one requess. That is, during an
investigation several national security letters may be isswed, and each letter

number of betters ssued. In this repart, we follow that same approach.
However. Chart 1.1 shows the relationship we found between the number of
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counterintelligence cises.

CHART 1.1
Relationship Between NSLs and NSL Requesis
(2003 through 2005)
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2.  Types of NSL Requests

As Mustrated on Chart 4.2 below, during the 3 years of our roview the
balance of NSL requests related to investigations of LS. persons versus
non-1.5, persans shifted. The percentage of NSL requests generuted from
investigations of U5, persons increased {rom about 39 percent af all NSL
requests in CY 2003 to about 53 percent of all NSL requests in CY 2005.34

B The wotal pumsber of reqisests in Chart 1) s ned the sasne as inochar 4.1
ecause Chary 1.1 exchdes NSL requests in eyber - wrud WEL req that s
not regaired bo be reported o Congress

B4 Chart 4.2 dors et contain the same totals as Chart 4.1 beeause nol ) K51

P = o i ideniilied wisether they related bo n bvestigation of a U5
pryson of & nen-lLS. person. OF the total number of N51, requests reported i the
Drepartment’s seenianmual classified repons o for ©¥ 2003 ihrough CF 2005
it ineluded the ECPA, RFTA and FCRAW requestsl, 52,1090 K5L sequests identified
whether thee request for informstion related to a U5, person o & noo-ULS. pemon. The
remairing NSL requests were for the ECPA K5SLs seeking sbseriber wnformation for
tebephane namisers and Inteme =-mall accounts and did not denttfy the sulject’s status
as A LS. person ar non-ULS, person.
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Ciur analysis of the FBI's use of NSL authorities during the 3 years
also revenled that:

+ Approximately 73 percent of the total number of NSL requesis
isaed foom 2003 throvugh 2005 were issued i counierterrorism
investigations, approximately 26 percent were issued in
eounterintellijence investigations., amd less than | percent were
tssued in forelgn computer intrusion cyber Investigations:

«  Of the 293 NSLa we examined in four Aeld offices, 43,7 percent of
the NSLs were issued during preliminary investigations and 56.3
percent were issued during full mvestigations.

[fl. The Effectivencss of Natlonal Security Letters as an Investigative
Tool

The Patriol Reauthorization Act also directed the OIG to review the
use and effectiveness of national securnity betters, including the lmportance
of the informatian acquired and the manner in which information from
notonal security letters is analyzed and disseminated within the
Department, to other members of the intelligence community, and to other
entithes.
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A. ' The Importance of the Information Acquired From Natjonal
Security Letters to the Department’s Intelligence Activities

FBI. Headquarters and field personnel told us that they found national
security letters to be effective in both counterterrorism and
counterintelligence investigations. ‘Many FBI personnel used terms to
describe NSLs such as “indispensablé” or “our bread and butter.”

FBI personnel reported that the principal objectives for using NSLs
are to: : E

¢ establish evidence ta support Foreign Intelligence Surveillance Act
(FISA) applications to the Foreign Intelligence Surveillance Court
for electronic surveillance, physical searches, or pen register/tra
and trace orders; :

s . assess communication or financial links between investigative
subjects and others; !

¢ collect information sufficient to fully develop national security
investigations;
« generate leads for other field divisions, mernbers of Joint Terrortsm

Task Forces, other federal agencies, or'to pass to foreign:
governments; :

» -develop analytical products for distribution within the FBI; other
Departinent components, other federal agencies, and the
intelligence community;

¢ develop information that is provided to law enforcement authorities
for use in criminal ‘proceedings;

« . collect information sufficient to eliminate concerns about
investigative subjects. and thereby close national security
investigations; and

- corToborate information derived fromn other investigative
techniques.

Diagram 5.1 illustrates the key uses of national security letters.
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1. Telephone toll billing records and subscriber
information, and electronic communication
transactional records :

FBI agents and officials told us that telephone toll billing records and
subscriber information and electronic communication transactional records
obtained pursuant to ECPA NSLs enable FBI case agents to connect
investigative subjects with particular telephone numbers or e-mail
addresses and connect terrorism subjects and terrorism groups with each
other. - Analysis of subscriber information for telephone numbers and e-mail
addresses alsa can assist in the identification of the investigative subject's
family mémbers, associates, living arrangements, and contacts. If the
subject’s associates are identified, case agents can generate new leads for
their squad or another FBI field division, the résults of which may
complement the information obtained from the original NSL.

The FBI also informed us that the most important use of ECPA
national security letters is to support FISA dpplications for electromic
surveillance, physical searches, or.pen register/trap and trace orders. FISA
eourt-orders for electronic surveillarice may authorize the FBI to collect the
content of telephone calls and Internet ¢-mail messages, information the FBI
cannot oblain using NSLs.

2. Financial records

In addition, the FBI noted that NSLs are important tools for ebtaining
financial records related to suspected terrorists and terrorist organizations.
The FBI's ability to track the movement of funds through financial
institutions is essentlal to identify and locate individuals who provide
financial support to terrorist operations. - For example, transactional data
obtained from banks and other financial institutions in response to RFPA
national security letters can reveal the manner in which suspected terrorists
conduct their operations, whether they are obtaining money from suspicious
sources, and identify their spending patterns. - Analysis of this data also can
reveal the identity of the financial institutions used by the subject; the
financial position of the subject; the existence of overseas wire trarisfers by
or to the subject (“pass through™ activity); loan transactions; evidence.of
money laundering; the subject’s involvement in unconventional monetary
transactions, including accounts that have more money in-them than can
be explained by ordinary income or the subject’s emnployment; the subject’s
financial network; and payments to-and from specific individuals.

In addition, NSLs issued pursuant to. FCRA allow the FBI to obtain
information from financial institutions from which an individual has sought
‘or obtained ¢redit and consumer identifying information limited to the
subject’s name, address and lormer addresscs, places of employment, and
former places of employment. ‘The Patriot Act amendment to the FCRA
authorizes the FBI to obtain consumer full credit reports; including records
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of individual accounts, credit card transactions; and bank account activity.
Information secured from both types of FCRA NSLs provide information that
often is nat-available from other types of financial records. For example;
consumer credit records provide confirming information about a subject
fincluding name, aliases, and Social Security number); the subject’s,
employment or other sources of income: and the subject’s possible
involvement in illegal activity, such as bank fraud or credit card fraud.

B.. -Analysis of Information Obtained From National Security
Letters -

The FBI performs various analyses and develops different types of
analytical intelligence products using information obtained from national
security letters. In counterterrorism investigations, once the case agent
confirms that the response to the NSL matches the request, the most
important function of the initial analysis is to determine il the records link
the investigative subjects-or other individuals whose records are sought to
‘suspected terrorists or terrerist groups. In counterintelligence
investigations, the case agent’s initial analysis focuses on the subject’s
network and, in technology export cases, the subject’s access to prohibited
technologies.

Following the case agent’s initial analysis, agents and analysts
assigned tothe FBI's Field Intelligence Groups (FIGs} and analysts ‘with
special expertise in the Headquarters Counterterrorism, Counterintélligence,
and Cyber Divisions-generate detailed analyses of intelligence information;
some of which is derived fromn NSLs." One of the principal analytical
intelligence products generated by FIG analysts are “link analyses™ that
typically illustrate the telephone numbers, Internet e-mail addresses,
businesses; credit card transactions, addresses, places of employment,
banks, and other data derived from the NSLs, other investigative tools, and
Open sources.

Information derived from NSLs also may be used in the development
ol a variety of written products that are shared with FBI personnel,
distributed more broadly within the Department, shared with Joint
Terrorism.Task Forces, or disserhinated to other members of the intelligence
community. . Among the intelligence products  that use information. ebtained
from NSLs are Intelligence Information Reéports, which contain raw
intelligence obtained from NSLs such as telephone numbers and Internet e-
mail accounts; Intelligence Assessments, which are finished intelligeuce
products that provide information.en emerging developments and: trends;
and Intelligence Bulletins, which are finished intelligence products that
contain general information on a topic rather than case-specific.intelligence.
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C.. - The FBI's Dissemination of Information Obtained From
National Security Letters to Other Entities

Attorney General Guidelines and various information-sharing .
agreements require the FBI to share information with other federal agencies
-and the intelligence community. . In addition, four of the five national
security letter authorities expressly permit dissemination of information
derived from NSLs to other federal agencies if the information is relevant to
the authorized reésponsibility of those agencies and is disseminated
pursuant to applicable Attorney General Guidelines:2%

. Pursuant to these statutes-and directives, the FBI disseminated
information derived from national security letters to other members.of the
intelligence cormununity and to a variety of federal, state, and-local law
enforcement agencies during the petiod covered by our review. However, we
could not détermine the number of analytical intelligence products
containing NSL-derived data that were disseminated from 2003 (hrough .
2005 because these products:do not reference NSLs as the source of the
information. - Although none of the FBI or olther Department officials we
interviewed could estimate how often NSL-derived.information was
disscminated to other entities, they noted that when analytical intelligence
products provided analyses of telephone or Internet communications or
financial or consumer credil transactions, the products likely were. dertved
in-part from NSLs.

The principal éntities outside the Department to whom information
derived from NSLs are disseminated are members of the intelligence
comirunity and Joint Terrorism Task Forces {(JTTFs).  JTTFs across the
country, composed of representatives of federal, state;, and local law
enforcement agencies, respond to, investigate, and share intelligence related
to terrorist threats.. Some designated task force members who obtain the
necessary clearances to obtain access to FBI information, are authorized to
decess information stored in FBI databases such as ACS, Telephone
Applications, and IDW which, as noted above, coutain information derived
from NSLs.

25 See 12.U.8.C. §.3414(2)(5)(B)(Right ta Financial Privacy Act); 18 U.S.C.
§2705(d){(Electronic Communlcations Privacy Act); 15 U.S.C:A. §1681u(f)(Fair Credit
Reporting Act)::and 50 U.S.C.A: § 436 (National Security Act), While the NSL statute
permitting access ta consumer full eredit reports, 15 U.S.C. §1681v, does not explicitly
authorize dissemiination, it-daes not limit such dissemination;

xxvl



44

D. - Information From National Security Letters Provided to. Law
Enforcement Authorities for Use in Criminal Proceedings

1. Routine Information Sharing With United States
Attorneys’ Offices

Following the September 11 tefrorist attacks, the Department
established several initiatives that required the FBI to share information
from its counterterrorism files with prosecutors in United States Attorneys’
Offices (USAOs) in order to determine if criminal or other charges may be
brought ‘against individuals who are subjects of FBI counterterrorism
investigations. - As a result, infarmation obtained from NSLs and analytical
products derived from this information are routinely shared with terrorisin
prosecutors; although the source and detalls of the information may not.be
readily apparent to the prosecutors.

In addition, Anti-Terrorism Advisory Councils (ATACs), other terrorism
prosecutors, and intelligence research specialists in the USAOs who review.
the FBI's investigative files may sce the results of NSLs or the analyses of
the information derived from NSLs in the investigative files or through
access to the FBI's databases:

2. Providing Information to Law Enforcement
Authorities for Use in Criminal Proceedings’

Information from national security letters may also be used-in
criminal proceedings.- As noted abave, however, information derived from
national security letters is not required to. be marked or tagged as' coming
from NSLs when it is entered in FBI:databases or when it is shared with law
enforcement aithorities outside the FBI.

As'a result, FBI and DOJ officials told us they could not identify how
often information: derived from national security letters was provided to law
enforcement authorities for use in eriminal proceedings. . To obtain a rough
sense of how often the FBI provided NSL-derived information to federal law
enforcement aurthorities for use in criminal proceedings, we asked FBJ field
personnel to identify (1) instances in which they referred targets of nationial
security investigations to law enforcement authorities for prosecution and
(2)-whether in those instances they shared information derived from
national security letters with-law enforcement authorities.

The field offices that provided data on such referrals were unable to
state in what percentage of these referrals they used NSLs. However, they
provided examples of the use of NSLs'in these proceedings, including
instances in which NSLs were used in a counterintelligence case to obtain
information:on the subject’s role in exporting sensitive U.S. military
technology to a foreign country; and in-a counterterrorisin case in which
NSLs generated subscriber information that supported FISA applications for

.
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electronic surveillance on the subjects, leading to multiple convictiotis for
conspiracy and providing material support to terrorists.

We learned from the responses that aboit half of the FBI's field
divisions referred one or more counterterrorism investigation targets to law
enforcement authorities for possible proseciition from 2003 through 2005.
Of the 46 Headquarters and field divisiens that responded to our request for
information about referral of national security investigation targets, 19
divisions told us that they made no such referrals. - Of the réinaining 27
divisions, 22 divisions provided details.about the type of information they
referred and the nature of charges brought against these investigative
subjects. . In most cases, multiple charges were brought against - the
subjects, with the most common charges involving fraud (19), immigration
(17), and money laundering (17).

1V, .. Improper or Illegal Use of National Security Letter Authorities

In this section of the Executive Summary, as directed by the Patriot
Reauthorization Act, we report our findings on instances of “improper or
illegal use” of national security letter authorities, including instarnces
identified by the FBI as well as other instanccs identified by the OIG.26

Al Field Division Reports to FBI-OGC of 26 Possible 10B
Violations Involving the Use of National Security Letters

The President’s Intelligence Oversight Board (I0B) is directed by
Executive Order 12863 to inform the President of any intelligence activities
that “may be unlawful or contrary to Executive order or Presidential
Directive.” This directive has been interpreted by the Department-and the
I0B during the period covered by our review to include reports of violations,
of Departmeént investigative guidelines or investigative procedures.2’

We describe two groups of possible IOB violations related to NSLs that
occurréd during our review period (2003 through 2005). The first group

28 In this report, w¢ use the terms “improper or illegal use.” as contained in the
Patriot.Reauthorization Act. As noted below: the impropeér or llegal uses of the national
security letter -authorities we-found in our review did net involve criminal misconduct.
However, as also. noted below, the improper-or illegal uses we found included-serious
misuses of national security letter authority.

27.-The FBI has developed an internal process for the self-reporting of possible IOB

viclations to FBI-OGC. During the period covered by our review, FBI-OGC issued 2
guidance memoranda describing. the process by which FBI personnel were required to

"-report such violations to FBI-OGC within 14 days of discovery. The reports were to include
adescription of the status of the subjects of (he investigative activity, the legal authority for
the investigation, the potential violation, and the date of the incident.  FBI-OGC then
reviewed the report, prepared a written opiniofr as to whether the matter should be sent to
the I0B, and prepared the written communication to the IOB for those matters it decided to
report.
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consists of 26 possible IOB violations that were reported by FBI employees
Lo FBI-OGC. The second group-of incidents consists of 22 possible 10B
violations which were not reported to FBI-OGC -or the IOB that the OIG
identified during our review of a sample of 77 investigative filesin the 4 field
divisions we visited.

1. Possible TOB Violations Identified by the FBI

We determined that from 2003 through 2005, FBI field divisioris.
- reported 26 possible IOB violations to FBI-OGC arising from the use of
national security letter authorities. The 26 possible IOB violations included:

.- Three matters in which the NSLs were signed by the appropriate
officials but the underlying investigations were not approved or
extended by the appropriate Headquarters or field supervisors.

¢ - Four ratters in which the NSLs did not satisfy the requirements of
the pertinent NSL statute or the applicable Attorney General
Guidelines. ' In three of these matters, the FBI obtained the
information without issuing NSLs. One of these three matters
involved acquisition of telephorie toll billing records in the absence
of investigative authority under thé Attormey General's NSI
Guidelines.  In the fourth matter, the FBI sought and obtained
consumer full credit reports-in a counterintelligence investigation,
which is not permitted by the Patriot Act amendment to.the FCRA,
15 U.8.C. §-1681v.

- Nineteen matters in which. the NSL recipient provided. more
information than was requested in'the NSL or provided information
on the wrong person, dug either to FBI typographical errors or
errors by recipients of the NSLs, Thirteen of these matters irivolved
requests for telephone toll billing records, 4 invelved requests for
electronic communieation transactional records, and:2 involved
requests for telephone subscriber information,

In 15 of the 26 matters identified by the FBI as possible [OB
violations, the-subject was a.“U.S: person,” and in 8 of the matters the
subject was a *nen-U.S. person.” ‘In grnie of the matters, the subject was a
presumed “non-U.S: person,” in one there was no subject because there was
no underlying investigation, and in another the status of the subject could
not be determined.

In total, 22 of the 26 possible 10B violations were due to FBI errors;,
while 4 were due to third-party errors.’ The FBI errors included
_typographical errors on-the telephone numbers or e-mail addresses listed in
the NSLs; telephone numbers that did not belong to the targets of NSLs;
receipt of responses to three telephione toll billing record requests when the
investigative authority was not properly authorized or had lapsed; receipt. of
telephone toll billing records and subscriber information froin a telephone
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company employée on nine separate occasions without issuing ECPA
national security letters; and a FCRA NSL request for a consumer full credit
report in a-counterintelligence case.  The errors also included instances in
which the FBI obtained information without issuing the required NSL,
including receipt of telephone toll billing records in the absence of ar openi
national security investigation through informal contact with FBI
Headquarters Counterterrorism Division’s Communiications Analysis Unit
without issuing an ECPA NSL and accessing financial records throughi the
use.of FISA authorities rather than by issuing an RFPA NSL.

The four third-party errors included the NSL recipient providing
prohibited content information (including voice messages) in response to 'an
ECPA.NSL for telephone toll billing records; and a third party providing
prohibited content information (including e-mail content and images) in
response to three ECPA NSLs requesting electronic communication
transactional records.

Twenty of the 26 possible IOB violations were timely reported within
14 days of discovery to FBI-OGC in accordance with FBI policy... However, 6
werc not reported in a timély fashion, taking between 15 days and 7 months
to reporl. FBIrecords show that FBI:OGC reported 19 of the 26 possible
violations to'the 10B and decided not to report the 7 remaining matters.

2. oIG Analysis Regarding Possible I0B Violations
Identified by the FBI

Our examination of the 26. possible OB violations reported to
FBI-OGC- did not reveal déliberate or intentional violations of NSL statutes:
the Attorney General Guidelines, or internal FBI policy. ‘Although the
majority of the possible violations — 22 of 26 - arose from FBI errors, most of
theru occurred because of typographical errors or the case agent's good faith
but erroneous belief that the information requested related to an
investigative subject.

However, three of the possible I0B violations arising from FBI errors
demonstrated FBI agents’ Unfarniliarity with the constraints on NSL
authorities. . In one instance, an FBI analyst was unaware of Lhe statutory,
Attorney General Guidelines, and internal FBI policy requirements that
NSLs can only be issued during a national security investigation and must
be signed by the Special Agent int Charge of the field division. In the two
other matters, probationary agents erroneously believed that they were
authorized to obtain records about investigative subjeets - without issuing
NSLs - from information derived from FISA electronic surveillance orders,
In these instances, it is clear that the agents, and in one instance the squad
supervisor. did not understand the interrelationship between FISA
authorities and national security letter authorities.

With regard to the FBI's decisions whéther to report the possible
violations to the 10B, we concurred in FBI-OGC's analysis with one

XXX



48

exception. We disagreéd with the FBI-OGC. decision niot to report the
possible violation to the I0B related to the FBI's acquisition of telephone toll
hilling records and subscriber information relating to a “non-U.S. person”
from a telephone company employee on nine occasions without issuing an
‘NSL. FBI-OGC reasoned that because the investigative subject was a
“non-U.S. person” agent of a foreign. power, the only determination it had to
reach was whether the FBI's failure to cenform te its internal administrative
requirements was Teportable “as-a matter of policy” to the I0B. In light of
FBI-OGC's decisions to report atleast four other 10B violations that were
triggered by NSLs in which the investigative subject or the target of the NSL
was a “non-U.S. person,” we disagreed with FBI-OGC’s determination that
this matter should not be reported to the IOB.

B. Additi 1 Possible I0B Violati Arising From National
Security Letters Identified by the OIG During Our Field
Visits

1. . Possible 0B Violations Identificd by the OIG

In addition to the 26 possible I0B violations identified by the FBI in
this 3-year review period, we found 22 additional possible IOB violations
during our review of 77 investigative files in the 4 field offices we visited.

In those 77 files, we reviewed 293:NSLs. We identified 22 NSL-related
possible IOB violations that arose in the course of 17 separate
investigations.. None of these possible violations was reported to FBI-QOGC
or the I0B. Thus, we found that 22 percent of the investigative files we
reviewed (17 of 77). contained one or moré possible I0B. violations that:were
not reported to FBI-OGC or the 10B.

The péssible IOB violations we identified fell into three categories:
improper authorization for the NSL (1}, improper requests under the
pertinent national security letter statutes (11), and unauthorized collections
(10)." The possible violations-included:

¢ -One NSL for telephone toll billing records was issued 22 days after:
the authorized period {or the investigation had lapsed.

* “Nine NSLs involvced improper requests under the FCRA. Two of the
9 NSLs issued during one investigation requested consurmer full
credit reports during a counterintelligence investigation, while the
statute authorizes this type of NSL only in international terrorism
investigations. ‘The approval ECs for 3 of these 9 NSLs listed
FCRAv as the authority for the request but the NSLs included the
certification of relevance language either for the RFPA or FCRAu
NSL:authorities.  In addition, 4 of these 9 NSLs were FCRAv
requests where the types of records: approved by field supervisors
differed from the records requested in the NSL.
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« Two NSLs referenced the ECPA as authority for the request but
sought content information not permitted by the statute. In one
instance, the NSL requested information that arguably was content
information ‘and associated subscriber information.2®  The second
NSL requested financial records associated with two e-mail
addresses but requested the information-under the ECPA rather
than-the RFPA, which only authorizes access to financial records.

+ Ten NSLs involved the FBI's receipt of unauthorized information.
Ini 4 instances, the FBI received telephone toll billing records or
subscriber information for telephone numbers that were not listed
in the national security letters. In these instances the provider
either erronieously furnished additional records for another
telephone number associated with the requested number or made
transcription errors when querying its systems for the records.

In 4 instances, the FBI received telephone toll billing records
information and electronic comniunication transactional records
for longer periods than that specified in the NSL - periods ranging
from 30 days to 81 days. One NSL sought subscriber records
pursuant to the ECPA, but the recipient provided the FBI with toll
billing records.” One NSL sought financial institution and
consumer identifying information about an individual pursirant to
FCRAu. However, the recipient erroneously gave the FBI the
individual's consumer full credit report, which is available
pursuant to another statute, FCRAv.

Twelve of the 22 possible 10B violations identified by the OIG were
due to FBI errors, and 10 were due to errors 'on the part of third party
recipients of the NSLs.2¢

28 . When we examined the records provided to.the FBI in response to this NSL,
however, we determined-that the requested information was not furnished to the FBL.

29 Qur report also discusses another nateworthy possible IOB viclation involving
the jssiance of an NSL seeking educalional records frown a North Carolina university: In
that matter; which we learned of through press accounts, the FBI's Charlotte Division was
in the process:of seeking a grand jury subpoena for educitional records abouit an
investigative subject to.determine whether. the subject was involved in the July 2005
London subway and bus bombings. - The NSL sought several categories of records,
including applications for admission, housing information, emergeney contacts, and
campus health records. According to press accounts, university. officials satd that the FBI
had tried to.use an NSL to demand more information than the law permitted arid declined
to-honor the national security letter. A grand jury subpoena was therealter served on the
university, and the university produced the'records. In this instance, the FBI sought
records it was not authorized to obtain pursuznt to 'an ECPA national security. letter.

.
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2. OIG Analysis Regarding Possible IOB Violations
Identified by the OIG

In the limited file review we conducted of 77 investigative files in 4 FBI
field offices, weidentified nearly as many NSL-related possible IOB
violations (22} as the number- of NSL-related possible violations-that the FBI
identified (26) in reports from all FBI Headquarters and field divisions for
the same 3-year period: -We found that 22 percent of the investigative files
that we reviewed contained at least one possible 10B violation that was not
reported to FBI-OGC or the IOB. ‘Because we have no reason to believe that
the number of NSL-related possible IOB violations we identified in the four
field offices was skewed or disproportionate to the number of possible IOB
violations that exist in other offices, our findings suggest that a significant
number of NSL-related possible TOB violations throughout the FBI have not
been identified or reported by FBI personnel.

Our review did not reveal intentional violations of national secutity
letter authorities, the Attorney General Guidelines; or internal FBL policy.
Rather, we found confusion about the authorities available under the
various NSL statutes. Our interviews of FBI field personnel and review of
e-mail exchanges betwween NSLB attorneys and Division Counsel indicated
that field personnel sometimes confused the two different authorities under
the FCRA:. the original FCRA provision that authorized access to-financial
mstitution and consumer identilying information in both counterterrorism
and counterintelligence cases {15 U.S.C. §§ 1681ufa) and (b)), and the
Patriot Act provision that-amended the FCRA to authorize access to
consumer full credit reports in international terrorism investigations where
“such information is necessary for the agency's conduct of such
investigation, activity or-analysis” (15 11.5.C..§ 1681v). Although NSLB sent
periodic guidance and “all CDC" e-mails to clarily the distinctions between:
the two NSLs, we found that the problems and confusion persisted.

In addition, we believe that many of the violations occurred be¢ause
case agents and analysts do not consistently cross check the approval ECs
with the text of proposed NSLs or verify upon receipt that the information
supplied by the NSLs recipient matches the requests. We also quéstion
whether case agents or analysts reviewed the records provided by the NSL
recipients to determine if records were received beyond the time period
requested or, if they did so, determined that the amount of excess
information received was negligible and did not need to be reported.

Our review also found that the FBI did not issue comprehensive
guidance describing the types of NSL-related infractions that needed to be
reported.to FBI-OGC as possible IOB violations, We noted frequent *
exchianges between Division Counsel and NSLB attorneys about what
should and should not be reported as possible I0B violations which we
believe showed significant confusion about the reporting requirements.
However, the FBI did not issue comprehensive guidance about NSL-related
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infractions until November 2006, friore than 5 years after the Patriot Act
was enacted. We believe the lack of guidance contributed to the high rate of
unreported possible IOB violations involving national security lettérs that we
found.

As was the case with the NSL-related possible IOBs identified by the

FBI the possible violationsidentified or reviewed by the OIG varied in
seriousness. 'Among the most serious matters resulting from FBI errors
were the two NSLs requesting consumer full eredit reports in-a
counterintelligence case and the NSL requesting educational records from a
university, ostensibly pursuant to the ECPA. In these three instances, the
FBI misused NSL authorities. Less serious infractions resulting from: FBI

' errors were the seven matters in which three levels of supervisory review
failed to detect and correct NSLs that contained incorrect certifications or
sought records not referenced in the approval ECs. While the FBI was
entitled to obtain the records sought or obtained in these seven NSLs, the
lapses in oversight indicate that the FBI should reinforce the need for
careful preparation and review of all documentation supporting the use of
NSL authorities.

C. Improper Use of National Security Letter Authorities by FBI
Headquarters Counterterrorism Division Units Identified by
the OIG

We identified two ways in which FBI Headquarters Counterterrorism
Division units circumvented the requirements of natioual security letter
authorities or-issued NSLs contrary to the Attorney General's NSI-Guidelines
and internal FBI policy.- First, we learned that on over 700 occasions the
FBI obtained telephone toll billing records or subscriber information from 3
telephone companies without (irst issuing NSLs or grand jury subpoenas.
Instead, the FBI issued so-called “exigent letters” signed by FBI
Headgquarters Counterterrorism Division personnel who were not authorized
to sign NSLs." The letters stated the records were requested due to “exigent
circumstances” and that subpoenas requesting'the information had been
submitted to the U.S. Attommey’s Office {or processing and service “as
expeditiously as possible.” However, in most instances there was no
documnientation associating the requests with pending national security
mvestigations. In addition; while some witnesses told us that many of the
exigent letters were issued in connection with fast-paced investigations,

- many were not-issued in exigent circurnstances, and the FBI was unable to
determine which letters were sent in emlergency circumstances due to
inadequate recordkeeping. Further, in many instances after obtaining such
rccords from the telephane coinpanies, the FBI issued NSLs afler the fact to
“cover” the information obtained, but {hese after-the-fact NSLs sometimes
were issucd many months later.
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Second, we determined that FBI Headquarters personnel regularly
issued national security letters seeking electronic communication
transactional records exclusively from “control files” rather than from
“investigative files,” a practice not permitted urider FBI policy. If NSLs arc
issued exclusively from control files, the NSL approval documentation does
not indicate whether the NSLs are issued in the ¢ourse-of authorized
‘nvestigations or whether the information sought in the NSLs is relevant to
those investigations. Documentation of this information is necessary to
establish compliance with NSL statutes, the Attorney General's NSI
Guidelines, and internal FBI policy. |

‘We describe below these practices, how they were discovered, and
what actions the FBI taok to address the issues.’

1 Using “Exigent Letters” Rather Than ECPA National
Security Letters

The FBI entered into contracts with three.telephone companies
between May 2003 and March 2004 to ¢btain telephone toll billing records
or subscriber information more quickly than by issuing ECPA NSLs.. The
requests for approval to obligate [unds for each of these contracts referred to
the Counterteitorism Division’s need to-obtain telephone toll billing data
from telephone comnpariies as quickly as possible. The three memoranda
stated that: :

Previous methods. of {ssuing subpoenas or National Security

. Letters (NSL) and having to wait weeks for their service, often
via hard copy reports that had to be retyped into FBI databases;
is insuflicient lo meet the FBI's tertorism prevention mission.

The three memoranda also stated that-the telephone companies would
provide "near real-time servicing” of legal process, and that once legal
process. was served telephone records would be provided.

The Communications Analysis Unit (CAU) in the Counterterrorism
Division's Communications Exploitation Section (CXS) worked directly with
telephone company representatives in connection with these contracts.
CAU personnel told FBI employees that it expected to receive national
securily letters or other legal process before it obtained records from the
telephone companies.

Using as its-model a letter used by the FBI's New York Divisior to
request telephone records in connection with the FBI's criminal
inVestigations-of the hijackers involved in the September 11 attacks; CAU
issued over 700 exigent letters to the three telephone companies between
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March 2003 and December 2005 that requested telephone toll billing
records or subscriber information.? The letters stated:

Due to exigent circumstances, it is requested that tecords for
the attached list of telephone numbers be provided. Subpoenas
requesting this information have been submitted to the U.S.
Attorney’s Office who will process and serve them formally to
[information redacted] as expeditiously as possible.

We determined that, contrary to the provisions of the contracts and
the assertions-in CAU's briefings that the FBI would obtain telephone
records only after it served NSLs or grand jury:subpoenas, the FBI obtained
telephonie toll billing records and subscriber information in response to the
exigent letters prior to serving NSLs or grand jury subpaenas. - Moreover,;
CAU officials told us that contrary to the assertion in the exigent letlers,
subpoenas requesting the information had uot been provided to the 1J.8,
Attorney’s Office before the letters were sent to the telephone companies.

In total, between March.2003 and December 2005 the FBI issued at |
least 739 exigent letters to the three telephone companies requesting
informatiori on: approximately 3,000 different telephone numbers.: The

" exigent letters were signed by CXS Section Chiefs, CAU Unit Chiefs, and
subordinate CAU personniel - including intelligence analysts~ none of whom
was delegaled authority to sign NSLs.

CAU personnel told us that many of the exigent letters were generated
in connection with significant Headquarters-based counterterrorism
investigations as well as investigations in which the FBI provided assistance
to foreign counterparts, such as investigations of the July 2005 London
boinbings, and that sorne CAU personnel believed some requests were
urgent. However, when CAU personnel gave the exigent letters to. lhe three
telephone companies, they did not provide to their supervisors any
documentation demonstrating that the requests related to pending FBI
investigations.. This decumentation-is necessary to establish compliance
with the ECPA NSL statute, ‘the NSI-Guidelines, and internal FBI policy.

Moreover, when CAU requested telephone records from the three
telephone companies pursuant to exigent letters, there sometimes were no
open investigations tied to the request. In the absence of pending
investigations, CAU sent leads either to the Headquarters Counterterrorisim
Division or to field offices that wére geographically associated with the

39 Following the September 11 attacks, the FBI's New York Division established a
relationship with one of the major telephone ¢ompanies to obtain quick responses to
requests for telephoric toll billing records or. subscriber information in connéction with its.
cririnal investigations of the 19 hijackers, . Althiough the. New: York Division generally
obtained grand jury subpoenas to obtain this information, it frequently. provided a
“placeholder letter,” sometimes referred to as'an “exigent letter,” to the telephone company
if the grand jury subpoena was not yet available,
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requests asking thermn 10 initiate new investigations from which the after-the-
fact NSLs.could be issued. - However, Counterterrorism Division units .and
field personnel often resisted generating the documentation for these new
investigations or declined to act on the leads, primarily for three reasons.
First, CAU often did not provide the operating units with sufficient
information to justify the initlation of an-investigation. Secend, on some
occasions the documentation ‘CAU supplied-to the-field divisions did not
disclose that the FBI had already obtained the information from the
telephone companies.?! When the field offices leartied that-the records had
already been received, they complained.to attorneys in FBI-OGC's National
Securily Law Branch (NSLB} that this did not seem appropriate.- Third,
since Headquarters and field divisions were unfamiliar with the reasons
underlying the requests, they believed that the CAU leads should receive
lower priority than their ongoing investigations.

NSLB attorneys responsible for providing guidance on the FBI's use of
national security letter authorities told us that they were not aware of CAU's
practice of using-exigent letters until late 2004. When an NSLB Assistarit
General Counsel learned of the practice at that time; she believed that the
practice did not comply with the ECPANSL statute. For nearly 2 years after
learning of the practice, beginning in late 2004, NSLB atterneys ¢ounseled
CAU officials to take a variety of actions, including: to discontinue use of
exigent letters except in true emergencies; obtain more details to be able to
justify associating the information with an existing national security
investigation or to request the initiation of a new investigation; issue.duly
authorized NSLs promptly after the records were provided m response to the
exigent letters; modify the letters to reference national security letters rather
than grand jury subpoenas; and consider opening “umbrella™investigations
out of which NSLs could be issued in the absence of another pending
investigation. - In addition, NSLB offered {o dedicate personnel to expedite
issuance of CAU NSL requests (as it had done for other high priority matters
requiring expedited NSLs).- However, CAU never pursued this latter option.

In-addition, we found that the FBI did not maintain a log to track
whether it-issued NSLs or grand jury subpoenas after the fact to cover the
records provided in response to the éxigent letters, relying instead upon the
three telephone companies to track whether NSLs or grand jury subpoenas
were later issued. As-a result, when we-asked the FBI to match NSLs and
grand jury subpoenas issued to the three telephone companies with a
randoin sample of the exigent letters, the FBI was unable to provide reliable

31" similarly, when CAU 6n dccasion asked the NSLB Deputy General Counsel to
issue national security letters to cover information already obtained from the telephone
comparnies. in response to the exigent letters, CAU sometimes did not disclosé in the
approvil documentation that the records alréady had been provided in response to the
exigent letters.An NSLB Assistant General Counsel complained to CAU personnel about
these 6missions in December 2004.
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requests asking them to initiate new investigations from which the after-the-
fact NSLs-could be issued. ‘Tlowever, Counterterrorism Division units and
field. personnel often resisted generating the documentation for these new
investigations or declined to act on the leads, primarily for three reasons.
First, CAU often did not provide the operating units with sufficient
information to justify the initiation of an investigation. . Second, on'some
occasions the documentation CAU supplied to the field divisions. did not
disclose that the FBI had already obtained the information from the
telephone companies.?! -When the field offices learned that the records-had
already beenreceived, they complained to attorneys in FBI-OGC's National
Security Law Branch (NSLB) that this did not seem appropriate. Third,
sinece Headquarters and field-divisions were unfamiliar with the reasons
underlying the requests, they believed that the CAU leads should receive
lower priority than their ongoing investigations.

NSLB attorneys responsible for providing guidance on the FBI's use of
national security letter authorities told us that they were not-aware of CAU’s
practice of sing exigent letters tintil late 2004, When an NSLB Assistant
General Counsel learned of the practice at that time, she believed that the
practice did not comply with the' ECPA-NSL statute. For nearly 2 years after
learning of the practice, beginning in late 2004, NSLB attorneys counseled
CAU officials to take a variety of actions, including: -to discontinue use of
exigent letters except in true emergencies; obtain more details to be able.to
Jjustify associating the information with an existing national security
investigation or to request the initiation:of a new investigation;-issue duly
authorized NSLs promptly after the records were provided in response to the
exigent letters; modify the letters to reference national security letters rather
thar grand jury subpoenas; and consider .opening “umbrella” investigations
out of which NSLs could be issued in the absence of another pending
investigation. In addition, NSLB offered to dedicate personnel to expedite
issuance of CAU NSL requests (as it-had done for other high priority matters
requiring expedited NSLs}). However, CAU never pursued this latter option:

In addition, we found that the FBI did not maintain a log to track
whether it issued NSLs or grand jury subpoernas. after the fct 1o cover the
records provided in response to the exigent letters, relying instead upon the
three telephone companies to:track whether NSLs or grand jury subpoenas
were later issued.. As a result, when we asked the FBI to match NSLs.and
grand jury subpoenas issued to-the three telephone companies with a .
raridom sample of the exigent letters, the FBI was unable to provide reliable

3l Similarly, when CAU on occasion asked the NSLB Deputy. Genieral Counsel to
issue national security letters to cover information alieady obtained from the telephone
companies in response to the exigent letters, CAU sornetimes did not disclose in the
approval documentation that the records already had been provided in response to the
exigent letters. ‘An NSLB'Assistant General Counsel complained to CAU personnel about
these omissions in December 2004.
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evidence to substantiate that NSLs of other legal process was issued to
cover the FBI's receipt of records requested in the sample exigent letters. -

We ‘also were troubled that the FBI issued exigent letters that
contained factual misstatements indicating that “[slubpoenas requesting
this ihformation have been submitted to the U.S. Attorney’s Office who will
process and serve them formally . . .-as expeditiously as possible.”? In fact,
in examining the documents CAU provided in support of the first 25 of the
88 randomly selected exigent letters, we-could not confirm one instance in
which a subpoena had been submitted to any United States Attorney’s
Office'before the exigent letter was serit to the telephone companies.

‘We concluded that, as a consequence of the CAU’s use of the exigent
letters to acquire telephone toll billing records and subscriber information
from three telephone ‘companics without first issuing NSLs or grand jury
subpaenas; the FBI circumvented the requirements of the ECPA NSL statute
and violated the NSI Guidelines and interrial FBI policies.” These actions
were compounded by the fact that CAU used exigent letters in
non-emergency.circumstances, failed to ensure that there were duly
authorized investigations to which'the requests could be tied, and failed to
ensure. (hal NSEs were issued promptly after the fact pursuant to existing or
new counterterrorism investigations.

In evaluating these matters, it is also important Lo recognize the
significant challenges the FBI was. facing during the period covered by our
review, . After the September-11 terrorist attacks, the FBI implemented
major. organizational changes to seek to prevent additional terrorist attacks
in the United States, such as overhauling its counterterrorism operations,
expanding its intelligence capabilities, beginning to'upgrade its information
technology systems, and seeking to improve coordination with state and
local law enforcement agencies. These changes occurred while the FBI and
its Counterterrorism Division has had to respond to continuing terrorist
threats and conduct many counterterrorism- investigations, both
internationally and domestically.  In addition, the FBI developed:specialized
operational support units that were under significant pressure to respond
quickly to potential terrorist threats.- It was in-this context that the FBI
used exigent letters to acquire telephone toll billing records: and subscriber
iuformation on approximately 3,000 different telephone numbers without
first issuing ECPA national security letters. We also recognize that the FBI's
itse of so-called “exigent letters” to obtain the records without first issuing
NSLs was undertaken without the benefit of advance legal consultation with
FBI-OGC.

92 The FBI's reference ta grand jury subpoenas in the exigent letters rather than to
national security lctters appears to be.the result of CAU's use of the New York Division's
model letter for exigent letters sent to a telepharie company in ¢onnection with'the New.
York Division's criminal investigations of the September-11 hijackers.
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However, we believe none of these circumstances excuses the FBI's
circumvention of the requirements of the ECPA NSL statute and its
violations of the Attorney General's'NSI Guidelines and internat FBI policy
governing the use of national security letters.

2. National Security Letters Issued From Headquarters
Control Files Rather Than From Investigative Files

The national security letter statutes-and the Attorney General's NSI
Guidelines-authorize the issuance of national security letters only if the
information sought is relevart to an “authorized investigation.” Within the
FBI, the only types of investigations in which NSLs may be used ‘are
national security investigations.

For purposes of conducting its investigations and compiling
information obtained from the use of various investigative authoritics,
agents may seek supervisory approval to establish an “investigative file;”
The FBI also provides for the establishment of non-investigative files,
referred to as “control files” or “repository files,” which are used to store
information {such as the results of indices searches of the names of
individuals who are relevant to FBI investigations) that may never rise to the
level of predication necessary to initiate a national security investigation.
The FBI's National Foreign Intelligence Program (NFIP) Manual states that
control files are not investigative-files and are not considered preliminary
investigations or full irvestigations.

Unless national seeurity letters are issued from investigative files,
case agents and their supervisors — and internal and external reviewers —
cannot determine whether the requests are tied to substantive
investigations that have established the required evidentiary predicate for
issuing NSLs. As the FBI General Counsel told us; the only way to
determing if the information requested in a national security letter is
relevant to an authorized investigation is 'to have an investigative file to
which the NSL request can be tied or to have the connection described in
the NSL approval EC.

Notwithstanding these policies, we found that in two circumstances
thie FBI relied exclusively on.“control files” rather than “investigative files” to
initiate approval for the issuance of many national security letters, in
violation of FBI policy. . In the first circumstance, from 2003 through 2005,
CAU. initiated NSL approval memoranda for approximately 300 national
security letters in connection with a classified special project fron a
Headquarters control file. Al of the resulting NSLs sought telephone toll
billing records, subscriber information, or electronic commurmcation
transactional records pursuant to the ECPA NSL statute; but none of the
approval ECs referred to the case number of any specific pending FBI
investigation.
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Since CAU officials are not authorized to sign NSLs, CAU sent leads to
field offices to initiate the process to'issue NSLs, but CAU met resistance
from some-field personnel who-questioned the-adequacy of predication to
initiate a national security investigation.33. To address the problem, the
Countertérrorism Division opened a special project: control file from which
the CAU sought-approval from NSLB to issue NSLs for subscriber
information.

In December 2006, after considering a.number of options that would
comply with the ECPA NSL statute, the Attorney General’s NSI Guidelines,
and Internal FBI poliey, the FBI initiated an “umbrella™ investigative file
from which national security letters related to-this classified project could be
issued.

In the second circumstance; the FBI issued at least six national
securlty letters from 2003 through 2005 solely on the authority of a control
files established by the Counterterrorisim Division's Electronic Surveillarice
Operations and Sharing Unit (EOPS) in the Communications Exploitation
Section and ancther control file.3* “The six NSLs sought information from
Internet scrvice providers: None of the approval ECs accompanying the
requests for these NSLs referred to the case number of any-specific pending
FBI investigation. ‘Following questions raised by the OIG in this review, the
NSLB Deputy General Counsel told us that she has advised the EOPS Unit
Chief to discontinue requesting. approyal of national security letters issued
exclusively out of control files.

D.- . Failure to Adhere to FBI Internal Control Policies on the
Use of National Security Letter Authorities

During-our field visits; we also examined FBI investigative files to

" determine whether the field office’s use of national security letters violated
FBI internal control policies. "In our review. of the 77 investigative files and
293 national security letters in 4 FBI field offices, we identified repeated
failures to adhere to FBI-OGC. guidance regarding the documentation
necessary for approval of national security letters. - Forty-six of the 77 files
we examined (60 percent) contained one or more of the following infractions:
(1) NSL approval memoranda that were not reviewed and initialed by orné or
more of the required fleld supervisors or Division Counsel; (2) NSL approval
memoranda ‘that did not ¢ontain the required information; and (3) NSLs that
did not contain the certifications or other information required by the
authorizing statutes. )

33 The classified naturé of the project was such that few FBI Headquarters officials
or FBI-OGC attorneys were authorized to know the predieation for the requests;

34 Probleins with the FBI's NSL database male it impossible to determine the
precise number of national security letters the FBI issued in'this second category.

0
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Approximately 7 percent of the approval memoranda we examined (22
of 298) did not reflect review or approval by one or more of the field
supervisors who are required to approve NSL requests.  They included
failures to document approval by the Special Agents in Charge-(4); Assistant
Special Agents in'Charge (18); Supervisory Special Agents (8); or the Chief
Division Counsel or Assistant Division Counsel (3). .

Thirty-four percent of the approval memoranda we examined (99 of
293) did not contain one or more of the four elements required by FBI
internal pelicy.. Approval memoranda failed to reference the statute
authorizing the FBI to obtain the information or cited the wrong statute {16});
failed to reference the “U.S. person” or “non-U.S. person” status of the
investigative subject (66); failed to specily the type:and number of records
requested (34); and failed to recite the required predication for the
request (7).

Approximately 2 percent of the national security letters we examined
(5.0f 293) did not include.at least one of the required elements, including
failures to reference an NSL statute or referencing the wrong statute. In
addition, we were unable to compreliensively audit the field divisions’
compliance with the requirement that Special Agents in Charge sign
national security letters because three of the four divisions we visited did
not maintain signed copies of their-national security letters. The Special
Agent in Charge of the fourth division inaintaineda control file with copies
of-all NSLs he sigas, but this practice was instituted only during the last
year of our review period:

V. Other Noteworthy Fact and Circumstances Related to the FBI's
Use of National Security Letters

As directed by the Patriot Reautherization ‘Act, our report includes
“other noteworthy facts and circumstances” related to the FBI's usc of
national security letters that we found during our review.

A, Using the “Least Intrusive Collection Techniques Feasible”

The NSI Guidelines that were In effect during most of the period
covered by our review state:

Choice of Methods. The conduct of investigations and other
activities authorized by these Guidelines may present choices
between the use of information collection methods that are
more or less intrusive, considering such factors as the effect on
the privacy of individuals and potential damage to reputation.
As Executive Order 12333 § 2.4 provides, “the least intrusive
collection techniques feasible” are to be-used in such situations.
The FBI shall not hesitate to use any lawful techniques
consistent with these Guidelines, ‘even'if intrusive, where the
degree of intrusiveness is warranted in-light of the seriousness

Xl
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of a threat to the national security or the strength of the
information indicating its existence. This point is to be
particularly observed in investigations relating to.terrorism.3%

However, during our review we found that no.clear guidance was
given to FBI agents on how to reconcile the limitations expressed in the
Attorney General Guidelines, which reflect concerns about the impact on
privacy of FBI collection techniques, with the expansive authorities in the
NSL statutes.

These issues raise difficult questions that regularly arise regarding the
FBI's use of national security letters, such'as (1) whether case agents
should access NSL information about parties two or three steps removed
from-their subjects without determining if these contacts reveal suspicious
connections; (2) whether there is an évidentiary threshold beyond “relevance
to an‘authorized investigation” that should be considered before financial
records or full credit histories are obtained on persons who are¢ not
investigative subjects; and (3) whether NSLs are more or less intrusive than
other investigative techniques authorized for use during national security.
investigations, such' as physical surveillance.. On the other hand, if agents
are hindered from using all lypes of NSLs al early stages. of national security
investigations, this may compromise the FBI's ability to pursue critical
investigations of terrorism or espionage threats or to réach resolution
expeditiously that certain subjects do not pose threats:

The tmpact of the FBI's investigative choices when using national
security letters is magnified by three factors. First, the FBI generates tens
of thousands of NSLs per year on the authority of Special Agents in Charge,
and the predication standard - relevance to an authorized investigation —
can easily be satisfied. Second, we found. that ¥BI Division Counsel in field
offices have asked NSLB attorneys in FBI Headquarters for ad hoc gnidance
on application of the “least intrusjve collection techniques feasible” proviso,
suggesting a need for greater clarity. Third, neither the Attorney General's
NSI Guidelines nor internal FBI policies require the purging of information
derived from NSLs in FBI databases, regardless of the outcome of the
investigation. Thus, once information is obtained in response to anatiorial
security letter, it is indefinitely retained and retrievable by the many
autherized personnel who have access to various FBI databases.

We recognize that there cannot be one model regarding the use of
NSLs in all types of national security investigations, and that the FBI cannot
issue definitive guidance addressing when and what types of NSLs should
issue at each stage ol investigations. The judgment of FBI agents and their
supervisors, coupled with review by Chief Division Counsel and Special
Agents in Charge or senior Headquarters officials, are critical to ensuring

85 “NSI Guidelines, § [(B)}(2).
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the appropriate use of NSLs and preventing overreaching. However, we
believe that the meaning and application of the Attorney Generat Guidelines’
proviso calling for use of the “least intrusive collection techniques feasible”
{0 the FBI's use of national security letter -authorities should be addressed
in general guidance as well as in the training of special agents, Chief
Division Counsel. and all FBI officials anthorized to sign NSLs. With the
FBI's-increasing reliance on national security Ietters as-an investigative
technigite, such guidance and training would be helpful in assisting FBI
personnel in reconciling the important privacy considerations that underlie
the Attorney General Guidelines” proviso with the FBI's mission to detect
and deter terrorist attacks and esplonage threats.

B, - Telephone “Toll Billing Records Information”

We found that FBI agents-and attorneys frequently have quesdons
regarding the types of records they can obtain when requesting “toll billing
records information,” a term that is not defined in the ECPA NSL statute. In
the abserice of a statutory definition- or ¢ase law interpreting this phrase,
different electronic communication servicg providers produce différent types
of information in résponse Lo the FBI's ECPA national security letter
requiests for these records. - We found that bngoing uncertainty about the
meaning of the phrase “toll billing records information” has gerierated
multiple inquiries by Division Counsel to NSLB attorneys and confusion on
the part of various communication providers, Inlight of this recurring
iséue, we recornmend that the Departmerit consider seeking a legislative
amendigient to the ECPA to define the phrase “toll billing records
mformation.” ‘

C.'. The Role of FBI Division Counsel in Reviewing National
Security Letters

FBI Division Counsel are responsible for identifying and correcting
erroneous information in NSLs and NSL approval mernoranda, resolving
questions about the scope of the NSL statutes, ensuring adequate :
predication for NSL requests, and providing advice on issues concerning th
collection of unauthorized information through national security leiters.
However, Division Counsel are not in thie chain of review or approval for the
initiation of national security investigations. Thus, by the-time Division
Counsel see the first NSL request irr-an investigation., the investigation has
already. been approved by.a field:supervisor and an Assistant Special Agent
in Charge, both of whom report o the Speeial Agent in Charge:. Division
Counsel also report to the Special Agents in Charge of the field offices in
which they work, not to the Office of the General Counsel at FBI
Headquarters.

We found that these factors have led some Division Counsel to be
reluctant to question the predication for NSL requests or the relevance of
the iriformation sought in the NSL to the investigation. The impact of these
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factors on the independence and aggressiveness of Division Counsels’ review
of NSLs was manifest in an informal survey of 22 Chief Division Coungel
who were asked by a Chief Division Counsel whether they would approve. a
particular NSL request. Some said that they would have approved the
request for reasons other than the merits of the approval documentation.
The results of this inquiry led senior-attorrieys in FBI-OGC'’s National
Security. Law Branch to be very concerned that some Chief Division Counsel
believe they: cannot exercise their independent professional judgment on the
use of NSL authorities because they are reluctant to second guess the
operational judgments of senior field office officials in their chain of
command.

D.  The OGC Database Does Not Identify the Targets of Natiomal -
Security Letters When They are Different From the Subjects
of the Underlying Investigations

In our evaluation of the use and effectiveness of national security
Jetters, we attempted to analyze information in the OGC database, including
{hie numbers and types of NSL requests issued during the period of our
review. One of the most significant Patriot Act expansions of NSL
authorities was the lower predication standard of “relevance” to an
authorized investigation. In lieu of requiring individualized suspicion about
an investigative subject, the FBI is now permitted-to obtain records on.other
individuals, so long as the information is relevant to an authorized
investigation. However, we found that the OGC database does not capture
information on.whether the target of the NSL is the subject of the underlying
investigating or another individual. " As a result, because the target of an
NSLis frequently nat the same person as the subject of the underlying
investigation, the FBI does not know and cannot estimate the numnber of
NSL requests relating to persons who are not investigative subjects.

In 2006, the FBI modified its guidarice to require, with the exception
of NSLs seeking subseriber information pursuant to the ECPA NSL statute,
that agents indicate in the NSL approval EC whether the request is for-a
person other than the subject of the investigation or in-addition to that
subject, and to state the U.S. person or non-U.S, person status of those
individnals. -

In light of the Patriot Act's. expansion of the FBI's authority to-collect
information about individuals who are not subjects of its investigations, we
pelieve the OGC database should contain this information so that the issue
is subject to internal and exterrial oversight.

VI.. ' OlG Conclusions and Recommendations

Our review found that the FBI's use of national security letters has
grown dramatically since enactment of the Patriot Act in October 2001, The
FBl issued approximately 8,500 NSL requests in CY 2000, the last full year
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prior to passage of the Pairiot Act. After the Patriot Act, the number of NSL
requests increased to approximately 39,000 in 2003, approximately 56,000
in'2004, and approximately 47,000 in 2005. " During the period covered by
our review, the FBI issued a total of 143,074 NSL requests pursuant to
national security letter authorities. -The overwhelming majority of the NSL
requests sought telephone toll billing records information, subseriber
information (telephone or e-mail), or electronic communication transactional
records under the ECPA NSL statute.

Most NSL requests (about 73 percent}-occurred during
counterterrarisin investigations. ‘About 26 percent of all NSL requests were
issued during counterintelligence investigations, and less than 1 percent of
the requests were generated during foreign computer intrusion cyber
investigations. - In addition, the use of national security letters in FBL
counterterrorism investigations increased from approximately 15 percent of
investigations-opened during 2003 to approximately 29 percentof the
counterterrorism investigations opened during 2005. ‘

We found that the use of NSL requests related to “U.S. persons” and
“non-1.S. persons” shifted during our 3-year review period. The percentage
of requests pererated from investigations of U.S. persons increased from
about 39 percent of all NSL tequests issued in ‘2003 to about 53 percent of
all NSL requests during 2005.

It is important to note that these stalistics, which were obtained from
the FBI electronic database that tracks NSL usage, understate the total
number of national security letter requests. We found that the OGC
database is inaccurate and does not include all national security letler
requests issued by the FBI. Because of inaccéuracies in the OGC database,
we compared data in this database to.a sample of investigative files in four
FBI field offices that we visited.  Overall, we found approximately 17 percent
more hationial security letters and 22 percent more national securlty letter
requests in the case files we examined in four field offices than were
recorded in‘the OGC database. As a result, we believe that the total number
of NSL requests issued by the FBLis significantly higher than the FBI
reported.

We also found the OGC database did not accurately reflect the status
of investigative targets and that the Departmeut’s semiannual classified
reports to Congress on NSL usage were also inaccurate. Specifically, the
data provided in the Department’s setniannual classified reports regarding
the number of requests for records, the number of different persons.or
organizations that were the subjects of investigations i which records were
requested, and the status of those individuals -as “U.S. persons or
organizations” and “non-U:S. persons or organizations” were all inaccurate.
We found that 12 percent of the case files we examined did not accurately
report the status of the target of the NSL.as being a U.S. person or:.a 1on-=
U.S: person. ‘ In each of these instances, the FBI database indicated that the
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subject was a.non-U.S. person while the ‘approval memoranda in the
investigative file indicated the subject was a U.S. person or a presumed U.5.
person.

With respect to the effectiveness of natiorial security letters, FBI
Headquarters and field personnel told us that they believe NSLs are
indispensable investigative tools that serve as building blocks in many
counterterrorism and counterintelligence investigations. National security
letters have various uses; including obtainirg evidence to-support FISA
applications for electronic surveillance, pen register/trap and trace devices.
or physical searches; developing communication or financial links between
subjects of FBI investigations and between those subjects and others;
providing evidence to initiate new investigations, expand national security
investigations, or enabling agents to close investigations; providing
investigative leads; . and corroborating information obtained by use of other
investigative techniques.

FBI agents and analysts also use information obtained from national
security letters, in combination with other information, to prepare analylical
intelligence products for distribution within the FBI and to other
Departrnent components,-and for dissemination to other federal agencies,
Joint Terrorism Task Forces, and other members of the intelligence
community.- We found that mformation derived from national security
letters is routinely shared with United States Attorneys’ Offices pursuant o
various Departmental directives Tequiring terrorism prosecutors and

.intelligence resecarch specialists to be familiar with FBI counterterrorism
investigations. However, becausc information derived from national security
letters is not marked or tagged as such, it is impossible to determine when
and how often the FBI provided information derived from national security
Jetters to-law cnforcement authorities for use in criminal proceedings.

We defermined that information obtained from national security
Jetters is routinely stored in the FBI's Automaled Case Support (ACS}
system, Telephone Applications, IDW, and other databases. FBI personncl
and Joint Terrorism Task Force inembers who have the appropriate
clearances to use these databases would therefore have access to
information obtained from national security letters.

Our review also examined instances of “improper or illegal use” of
Hational security letters. . First, our review examined possible national
sécurity letter violations that the FBI'was required to report to the

President’s Intelligence Oversight Board (IOB).. The FBI identified 26
possible violations involving the use of nationdl security letter authorities
from calendar years 2003 through 2005, of which 19 were reported to the
IOB. These 19 involved the issuance of NSLs without proper authorization.
improper requests under the statutes cited in the national security letters,
and unauthorized collection of telephone or Internet e-mail transactional
records. “Of these 26 possible violations, 22 were the result of FBI errors,
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while 4 were caused by mistakes made by recipients of the national security
letters.

Second, in addition to the violations reported by the FBL, we reviewed
doctiments relating to national security letters ina sample of FBL
investigative files in four FBI field offices. In our review of 77 FBI
investigative files, we found that 17 of these files = 22 percent - contained
one or more violations relating to national security letters that were.not
identified by the FBIL.- These violations included ‘infractions that were similar
to those identified by the FBI and considered as possible JOB violations, but
also included instances in which the FBI issued national security letters for
different information than what had been approved by the field supervisor.
Based on our review.and the significant percentage of files that contained
unréported violations (22 percent), we believe that a significant number of
NSL violations are not being identified or reported by the FBIL.

Third, we identified many instances in which the FBI obtained
telephone toll billing records and subscriber information from 3 telephone
companies pursuant to morc than 700 “exigent lettérs” signed by personnel
in the Counterterrorism Division without first issuing national security
letters. We concluded that the FBI's-acquisition of this information
circumvented the requirements of the ECPA NSIL statute and violated the
Attorney General's Guidelines for FBI National Securily Investigations and
Foreigi Intelligence Collection (NSI Guidelines) and internal FBI policy.
These actions were compounded by the fact that the FBI used the exigent
letters in non-emergency circumstances, failed to ensure. that there-were
duly authorized investigations to which the requests could be tied, and
failed to ensure that NSLs were issued promptly after the fact pursuant to
existing or new counterterrorism investigations. -In-addition, the exigent
letters inaccurately represented that the FBI had already requested

- subpoenas for the information when, in fact, it had not.

Fourth, we determined that in two circumstances during 2003-though
2005 FBI Headquarters Counterterrorism Division generated over 300
national security letters from “control files” rather than from “investigative
fles” in violation of FBI policy. In these instances, FBI agents-did not
geriérate and supervisors did not approve documentation demonstrating
that the factual predicate réquired by the Electronic Communications
Privacy Act, the Attomey General's N8I Guidelines, and internal FBI policy
had been established; When NSLs are issued from control files rather than
from investigative files, internal and external reviewers cannot-determine
whether the requests are tied to investigations that established the required
evidentiary predicate for issuing the national security letters.

Fifth, we examined FBI investigative files in four field offices to
determine whether FBI case agents and supervisors adhered to FBI policies
designed to ensure appropriate supervisory review of the use of national
security letter authorities: ‘We found that 60 percent of the investigative
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files we examined contained one or more violations of FBI internal control
poticies Telating to national security Jetters. These included failures to
document supervisory review of national security letter approval
‘memoranda and faitures to include required information such as.the
authiorizing statute, the status of the investigative subject, or the number or
types of records requested in NSL approval memoranda. Moreover, because
‘the FBI has no policy requiring the retention of signed copies of national
security letters, we were unable to conduct a comprehensive audit of the
FBI's compliance with its internal control policies and the statutory.
certifications required for national security letters.

Our review also describes several other “noteworthy facts or
circumstances” identified in the review.. For example, we found that the FBI
has'not provided clear guidance describing how case agents and supervisors
should apply the Attorney General Guideliries’ requirement to use the “least
intrusive collection techniques feasible” in their use and sequencing of
national security letters. . In addition; we found confusion among FBI
attorneys-and communication providers over the meaning of the phrase
“telephone toll billing records information” in the ECPA NSL statute. We
also saw indications that some Chief Division Counsel and Assistant
Division Courisel are reluctant to provide an independent review of national
security lettcr requests-because these attorneys report to the Special Agents
in Charge whose field supervisors have already appraved the underlying
investigation. .

Finally, in evaluating the FBI's use of national security letters it is
important to note the significant challenges the FBI was facing during the
period covered by our review and the major organizational changes it was
undergoing. Moreover, it is also important to recognize that in most cases
the FBI was seeking to obtain information that it could have obtained
properly if it had it followed applicable statutes, guidelines, and internal
policies. We also did not find any indication that the FBI's misuse of NSL

- atithoritiés constiluted criminal misconduct.

However. as described above; we found that the FBI used NSLs in.-
violation of applicable NSL statutes, Attorney General Guidelines, and
intérrial FBI policies. 'In addition, we found that the FBI circumvented the
ECPA NSL statute when it issued over 700 “exigent letters” to obtain
telephone toll billing records and subscriber information from three
telephone companies without first issuing NSLs. - Moreover, in a few other
instances; the FBI sought or obtained information to. which it was not
entitied tinder the NSL authorities when it sought educational records
through issuance of an ECPA NSL, when it sought and obtained telephone
toll billing records in the absence of a national security investigation, when
it sought and obtained consumer full credit reports in counterintelligence
investigations, and when it sought and obtained financial records and
telephone toll billing records without first issuing NSLs.
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Based on our review, we believe the FBI needs to ensure that all
hational security letters are issued in accord with applicable statutes,
guidelines, and policies. Therefore, to-address the issues identified in our
report we recommend that the FBL

1. Require all Headquarters and field personnel who are authorized to
issue national security letter to create a control file for the purpose of
retaining signed copies of all national security letters they issue.

2. Improve the FBI-OGC NSL tracking database to ensure that it
captures timely, complete, and accurate data on NSLs and NSL requests.

3. Improve the FBI-OGC NSL tracking database to include data
reflecting NSL requests for informatjon about individuals who are not the
investigative subjects but are the targets of NSL requests. .

4. Issue additional guidance to field offices that will assist in
identifying possible IOB violations arising from use of national security
Jetter authorities, such as' (a) neasures to reduce or climinate typographical
and other errors in national security letters so that the FBI does not collect
unauthorized nformation; (b) best practices for identifying the receipt of
unauthorized information in the response to national security letters due to
third-party errors; {c) clarifying the distinctions between the itwo NSL
authorities in the Fair Credit Reporling-Act (15 U.S.C..§§ 1681u.and 1681v);
and (dJ reinforcing internal FBI policy requiring that NSLs must be issued
from investigative files, not from control files. .

5. “Consider seeking legislative amendment to the Electronic
Communications Privacy Act to define the phrase “telephone toll billing
records information.”

6. Conisider measures that would enable FBI agents and analysts to
{a) 1abel or tag their use of information derived from national security letters
in analytical intelligence products and (b) identify when and how often
information derived from NSLs is provided to law enforcement authorities
for use in eriminal proceedings.

. 7. Take steps to ensure that the FBI does not improperly isstie
exigent letters. : ;

8. Take steps to ensure that, where appropriate, the FBI makes
requests for information in accordance with the requireruents of national
security letter authorities. -

9. Implement nieasures to ensure that FBI-OGC is consulted about
activities undertaken by FBI Headquarters National Security Branch,
including its operational support activities, ‘that could generate requests for
records from third parties that the FBI is authorized to obtain exclusively
though the use of its national security letter. authorities.

Klix



68

10. ‘Ensure that Chief Division: Counsel and Assistant Division
Coiinsel provide close and independent review of requests to issue national
security letters. )

We believe that these recommendations, if fully. implemented, can
improve the accuracy of ‘the reporting of the FBI's useof national security
letters and ensure the FBI's-compliance with the requirements governing
their-use. -
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CHAPTER ONE
INTRODUCTION.

1n the Patriot Reauthorization Act, enacted in 2006, Congress directed
the Department of Justice (Department) Office of the Inspector General
(O1G) 1o Teview “the effectiveness and use; including any improper or illegal
{1se, of national security letters issued by the Department of Justice,"! The
Act tequired the OIG to conduct reviews of the use of national security
letters for'two separate time periods.2 This report: describes the resulls of
the first OIG review of the FBI's use of national ‘security letters {NSLs),
covering calendar years (CY) 2003 through 2005.%

I Provisions of the USA Patriot Act and Reauthorizatlon Act

In October 2001, in the wake of the September 11 terrorist attacks,
Congress passed the USA PATRIOT Act.* Section 505 of the Patriot Act
expanded four existing statutes {the “national security letter statutes”) that
authorized the Fedéral Bureau of Investigation (FBI} to use national security
letters to obtain certain specified types of nformation from third parties for

~‘use in authorized counterintelligence, counterterrorism, and foreign
computer intrusion- eyber investigations; . As.part of the Patriot Act
legislation, Congress enacted a fifth NSL authoerity permitting the FBI to'use
national security letters {o obtain consumer full credit reports in-
international terrorism investigatious.

National security letters, which are written directives to provid
information,. are issued by the FBI directly to third parties, such as
telephone companies, financial institutions, Internet service providers, and
consumet credit agencies, without judicial review. In these letters, the FBI

L. USA PATRIOT Improvement and Reauthorizadon Act of 2005, Pub. L. No. 109-
177, § 119(a), 120 Stat. 192 {2006} (Patriot Reauthorization Act).

.2 Although the Act only required the OIG to include calendar years 2003 through
2004 in the first report, we elected 1o also include 2005 in this first report. The secorid -
report; which is due to Congress on December 31,2007, will cover calendar year 2006.

3 The Patriot Reauthorization Act also directed the OIG to conduct reviews on the
use and effectiveness of Section 215 orders for buisiness records, -another investigative
authority that was expanded by the Patriot Act. The OIG’s first report on the use and
effectiveriess of Section 215 orders is containied in a separate report issued-in conjunction
with this Teview of NSLs.

4 The terin “USA PATRIOT Act” is an acronym for the law entitled the Uniting and
Strengthening America by Providing Appropriate Tools Requircd to Intercept and Obstruct
Teérrorisin Act of 2001, Pub. L. No. 107-66, 1 15 Stat. 272 (2001), -This law is commonly
referred to. as “the Patriot Act.”
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can direct third parties to provide customer account information and
transactional records, such as telephone toll billing records.®

The national security letter authorities expanded by the Patriot Act
were originally scheduled to sunset on December 31,2005, but were
temporarily extended by Congress until it finalized a reauthorization bill,
Congress passed the reauthorization bill in early 2006, and on March 9,
2006, the President signed into law the Patriot Reauthorization Act, which,
among other things, reauthorized the five national security letter
authorities. . :

In the Patriot Reauthorization Act, Congress directed the OIG’s review
to.include:

(1) “*an examination of the use of national security letters by
the Department of Justice during calendar years 2003 ’
through 2006;

(2)" - a description of any noteworthy facts or circumstances
relating to such use, including any improper or illegal use
of such authority; and .

(3} " an examination of the effectiveness of uational security
letters as an investigative tool, including -

{A) - - the importance of the information acquired by the
Department of Justice to the intelligence activities
of the Department.of Justice or to any-other
department or.agency of the Federal Government,

{B) " ‘the manner in which such information is collected,
retained, analyzed, and disseminated by the
Department of Justice, including any direct access
to such information (such as‘access to “raw data”)
provided to any other departient, agency, or
instrumentality of Federal, State, local, or tribal
governments or any private sector entity;

{C)- - whether, and how often, the Department of Justice
ulilized such information to produce an analytical
intelligence product for distribution within the
Departmerit of Justice; to the intelligence

community - . ., or to other Federal, State, local,
or tribal governiment departments, agencies-or
instrumentalities;

5 The statutes do not anthorize the FBI to collect the cantent of telephone calls and
e matl, For that information, the FBI roust obtain court approval or voluntary production
of the records pursuant to 18 U.S.C. § 2702(b)(8) (2000).

2
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(D) whether, and how oftexi, the Department of Justice
provided such information to law enforcement
authorities for use'in ¢riminal proceedings; . . ..%

According to the Patriot Reauthorization Act, the OIG’s first report on
the FBI's use of national security letters is due to Congress on'March 9;
2007 -

1. Methodology of the OIG Review

In this review, the OIG conducted interviews of over 100 FBI -
employees, including personnel at FBI Headquarters in the Office of the
General Counsel (FBI-OGC); Counterterrorism Division, and
Counterintelligence Division, and personnel in four field divisions. We also
interviewed officials in the Department’s Criminal Division and National
Anti-Terrorism-Advisory Council Coordinators. We also attended
background briefings regarding national security letters and the databases
in which information derived from national security letters is stored and
analyzed. - We examnined over 31,000 FBI documents from FBI Headquarters

- operational and support divisions and four field divisions pertaining to
national security letters. Among the documents. we analyzed were
Headquariers guidance memoranda; correspondence; and reports by the
FBP's Inspection Division, FBI-OGC, and Office of Professional
Responsibility. T addition, we analyzed documents fromt the Department’s
Office of Legislative Affairs that included testimony, memoranda, and
hearing transcripts regarding the oversight and reauthorization of the
Patriot Act, including provisions affecting national security letter authorities
and semiannual classified reports to Congress on the FBI's use of national
security letter authorities.

OIG teams also examined FBI case files that contained national
security letters and conducted interviews.at four FBI field divisions in May
aind Jurie 2006: Chicago; New York, Philadelphia, and San Francisco. -
These field divisions were selected from amiong the eight field divisions that
issued the miost national securily letter requests:during the period of our
review, from 2003 through 2005. At the four field divisions, we conducted
interviews of 52 FBI personnel, including an Assistant Director in Charge,
Special Agents in Charge, Acting Special Agents in Charge, Assistant Special
Agents in Charge, supervisory special agents overseeing counterterrorism
and counterintelligence squads, Chief Division Counsel and Assistant
Division Counsel, special agents, intelligence analysts, and intelligence
research specialists,

8 Ppatrtot Reauthorization Act, § 119(b).,
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Also at the four field divisions, we ined a judgr | sample of
TT eounterterrorism and counterintelligence investigative case (iles. Those
files contained apgroximately 800 requests for information under four of the
fve national security better authorities. OF that total, we reviewed up o 5
national security leiters in each ivestigative file, for a total of 263 national
security letters isaued from January 1, 2003, through December 31, 2008,
We reviewed those documents 1o determine whether the national security
letters were issued in accordance with the relevant statutes, Attormey
General Guidelines, amd FBI policles. With regand (o these national security
letiers, we reviewed documentation pertaining to case inltiations,
authorizations, mmmmmm.mumw
preduction of decuments and electronic media in respanse to the letters,
retention ol that information, and the analysis and tssemination of the
Ihlhn;m.wunuwﬂhmtbehepnﬂmnl.wm intelligence communlty, and to
L 8
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the FBI's reports. We compared the OGC database entries. to. the
documentation of the use of these aulkiorities in the field divisions’
investigative case files and performed other tests. These tests revealed
significant errors in the OGC database, which we describe in Chapter Four.
However, although we recognize the limitations of the OGC database; we
used data from the OGC database for some of our analysis because it is the
only source of centralized data on the FBI's use of NSLs.

Diiring this review,-we also distributed an ¢-mail questionnaire to the
coutiterintelligence and counterterrorism squads in the FBI's 56 domestic
field offices to atternpt to determirie the types of analytical products the FBI
developed based on national security letters; the manner in which national
security letter-derived inforination was disseminated within the Department,
to other members of the intelligence community, and to athers; and the,
occasions whien stich information was provided to law enforcement
authorities for use in criminal proceedings.

II. - Organization of the Report

This report is divided into eight chapters. Following this-introduction,
Chapter-Two provides background on the use of national security letters,
the Attorney General Guidelines which govern the FB's conduct of national
security investigations, and the roles of several FBI Headquarters divisions
and components involved i the:approval and operational use of natienal
security letters. .

Chapter Three déscribes the fmanner in which the FBI colleets
information by issuing national security letters.and how it retains the
information in investigative case files, shared computer drives, and
databases.

Chapter Four presents data on the FBI's use of national security
Tlefters from 2003 through 2005. This information is based ondata derived
. from the OGC database, the Department's semiannual classified reports to
Congress oni NSL usage, and our field work.

Chapter Five addresses other issues the Patriot Reauthorization Act
directed the OIG to Teview regarding the use and effectiveness of national
security letters, including the importanee of the information acquired and
the manner in which information from national security letters is analyzed
and disseminated within the Department, to other members of the
intelligence community, and to other entities.

Chapter Six reports our findings on instances of improper or illegal
use of national security letter authorities, including instances identified by
the FBI, as well as other instances identified by the OIG.

Chapter Seven reports other noteworthy facts or circumstances
identified in the review, including the interpretation of the Attorney General
Guidelines' requirement to use the 'least intrusive collection techniques

5
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foasible” with regard to the use of national security letters; uncertainty
about the types of tclephone toll billing records the FBI may obtain
pursuant to an Electronic Communications Privacy Act (ECPA) mational
security letter; the review by Division Counsel of NSL requests; the issuance
of NSLs from-control files rather than investigative files, in violation of FBL
policy; the FBI's use of -certificate letters” rather (han Right to-Financial
Privacy Act (RFPA) national security letters to obtain records from Federal
Reserve Banks; and the FBUs fallure to include in the OGC database
information reflecting the use of NSLs to obtain-information on iridividuals
who are not subjects of FBI investigations. :

Chapter Eight contains a summary of our coneclusions and our
recommendations.

The Appendix to the report contains comments on the report by the
Attorney General, the Director of National Intelligence, and the FBE. - The
Appendix also contains copies of the national security letter statutes in
effect prior to the Patriot Reauthorization Act. The classified report also
contains a classified appendix.
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CHAPTER TWO
BACKGROUND

In this chapter we describe the five national security letter authorities
and the Attorney General Guidelines that govern their use. We also
describe the roles of FBI Headquarters divisions and field components in
issuing and using these letters in national security investigations.

L Background on National Security Letters

Over the last 20 years, Congress has enacted a series of laws
atthorizing the FBI to obtain certain types of information from third parties
in terrorism, espionage, and classifled information leak investigations
without obtaining warrants from the Foreign Intelligence Surveillance Court

- or approval from another court.” These include five statutory provisions
that authorize the FBI to obtain customer and consumer transactional
information from communications providers, financial institutions, and
consurmer credit agencies by issuing national security lelters {NSLs).8 All
but one of these provisions - the statute allowirig access to consumer fall
credit reports in international terrorism investigations ~ predated the
October 2001 passage of the Patriot Act. The authorizing statutes-in effect
prior.to'the Patriot Act required certification by a-senior FBI Headquarters
official that the FBI had “specific and articulable facts giving reason to

_ believe that the customer or entity whose records are sought is-a foreign

7.FBI investigations of terrorism.and espionage are called “national security N
investigations;” which are ¢conducted pursuant to the Attorney General's Guidelines for FBI
National Security Ir igations and Foreign Intelligerice-Collection (Oct.:31, 2003)(NSI
Guidelines).. 'NSLs are not authorized in'connection with FB conduct of ordinary criminal
investigations or domestic terrorism investigations.

8 The five statutes are:

1} 18 U.S.C: § 2709 (covering subscriber information and telephone toll billing,
records information and-electronic communication transactional records):

2) 12US.C. § 3414 {covering financial records);

3} .15 U.S.C. § 1681w (covering the names and addresses of all financial institutions
at which a consumer maintains or has maintained an account; and the consumer’s-name, ™
Address, former addresses, places of émployment or former places.of employment):

4) 15 U.5.C.§ 1681v (covering consumer reports and all other information in &
constmer's file in international terrorism investigations); and

5) 50 U.$.C. § 436 (covering finaricial records. other financial information, -and
cénsumer.reports in law enforeement mvestigations, counterintelligence inguiries, or
security detérminations). . See Appendix:A-of this report for the text of the five statutes. prior
to the effective date of the Patriot Reauthorization Act,

The phrase “national security Jetter" was. not, used in any of the authorizing
statutes,-but was commonly used to refer to these:authorities, The term was first.used In
legislation in the Patriot Reauthorization Act.

7
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power or'agent of a foreign power” as defined in the Foreign Intelligence
Surveillance Act of 19782

A, The Patriot Act

The September 11 attacks prompted a reevaluation of the law
enforcement and intelligence tools that were available to detect and prevent
terrorist attacks. Among the topics Congress and the Department of Justice
conisidered was the use of national security letters.10 ‘The Department
reported in Congressional testimony: that “in many cases,
counterintelligence and counterterrorism investigations suffer substantial
delays, while waiting for NSLs to be prepared, returned {from Headquarters,
and served.”!} .

The Patriot Act significantly expanded the FBI's preexisting authority
to obtain information through national security letters: Section 505 of the
Patriot Act broadened the FBI's authority by:

« Eliininating the requirement that the information sought in an NSL
must pertain to a foreign power or an agent of a foreign power and
substituting the lower threshold-that the information requested be
relevant to or sought for an-investigation to protect-against
international terrorism or espionage, provided that the
investigation of a United States person is not conducted “solely on
the basis of activitiés protected by the first amendment of the
Constitution of the United States”;

+ . Permitting, as a consequence of this lower threshold, national
security letters to request information from communication
providers, financial institistions, and consurmer credit agencies

P S U IR

9. See, e.g., 18 U.S.C. §2709 {2000} : 50 U.S.C.'§8 1801-1811 (2000). "

10 g, 1448, The Infelligence to Prevent Terrorism Act of 2001 and Other Legislative
Proposals in the Wake of the Scptember 11, 2001 Attacks: Hearing Before the Senate
Select Comm. On Intelligence, 107% Cong. (2002); DismanUing the Financial Infrastructure
of Global Terrorism: Hearing Before the House Comm: on Fin, Servs:, 107 Cong. (2002):
The Ralc of Technology in Preventing the Entry of Terrorists into the United States:

“Hearing Before the Senate Subcomni. ot Tech.; Terrorism, Gov't Info. of the-Comm. on the
Judiciary, 107 Cong. (2002). E

11 Hearing Before the Hoise Comm. on the Judiciary, 107® Cong. 57-58 (2001}
(Administration’s Draft Anti-Terrorism Act of 2001)." This view also was reflected in
post-Patriot Act téstimony at hearings considering Wwhether to reautherize the NSL
‘authorities. in the Patriot Act. - See Tools Against Terror:. How the Administration is
Implementing New Laws in the Fight to'Protect Our Homeland: - Hearing Before the
Sitheomm. on Technology, Terrorism, and Gov't Info. of the Senate Comm.. on the Judiciary,
107 Cong. 139 (2002) (statement of Dénnis Lormel, Chief, Terrorist Financing Operations.
Seclion, Countérterrorism Division, FBI){*Delays in obtaining NSLs has long been identified
as a significant problem relative to the conduct of counterintelligence and counterterrorism
investigations.”)
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about persons other than the subjects of FBI national security
investigations so long as the requested information is relevant to
an authorized investigation; and

» - ‘Permitting Special Agents in Charge. ol the FBI's-56 field offices to
sign national security letters, thus significantly expanding approval
authority beyond senior FBI Headquarters officials:1? )

In.addition to expanding preexisting NSL:.authorities, the Patriot Act
added a new NSL authority permitting the FBI and certain other federal
government agencies to-use NSLs. to obtain access to consumer fullcredit
reports in internatiorial terrorism irivestigations pursuant to an amendment
to the Fair, Credit Reporting Act (FCRA).13_ Prior to this amendment, the FBI
could use FCRA NSLs only to obtain basic finaneial institution.and
consumer-identifying information about the person’s bank accounts, places
of employment, and addresses. 14

The Patriot Act did not alter existing provisions in the statutes barring
recipients of national sécurity letters from disclosing their receipt of the
letters. and from disclosing the records provided. These so-called “gag order”
provisions prohibited NSL recipients from challenging NSLs in court,
Simitarly, NSL authorities prior to the Patriot Act did not provide an express
mechanism by which the FBI-could enforee an NSL in court if 4 recipierit
refused to'comply. The Patriot: Act also did not include any express
enforcement mechanism.

The pre-Patriot Act statutes required the FBI to provide classified
semiannual reports to. Congréss disclosing summary information about
national security letter usage.!s The Patriot Act continued to require
classified reports to Congress on the FBI's use of its NSL authorities.

12 prior to the Patriot Act, approximately 10 FBI Headquarters officials were
autharlzed to sign national security letters, including thé. Directer, Deputy Director, and the
Assistant Directors and Deputy Assistant Directors of the Counterterrorism and
Counterintelligence Divisions. Under the Patriot Act, the heads of the FBI's 56 field offices
(Assistant Directors in Charge or Special Agents in Charge) may also issue NSLs. Since
enactment of the Patriot Act, approval to sign NSLs has also-been delegated to the Deputy
Director, Executive Assistant Director (EAD), and Assistant EAD for the National Security.
Branch; Assistant Directors and all Deputy Assistant Directors for the Counterterrorism,
Counterintelligence, -and Cyber Divisions; all Special Agénts in Charge of the New York.
‘Washington, I).C., and Los Angeles field offices, which arc headed by Assistant Directors in
Charge; thé General Counsel; and-the Deputy ‘General Counsel for the National Sceurity
Law Branch in the Office.of the General Counsel.

13 15U.8.C. § 1681y (Supp. IV 2005},
14 15U.8.C. §.1681u (2000).
15 The national security letter authority iri the National Security Act, which allows

collection of financial records and information, consumer reports, and travel records, did
not réquire reports to Congress. See 50.U.S.C. § 436 (2000).

9
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\ B. Types of Information Obtained by National Security Letters

The type of information the FBI can obtain through national security
. letters includes:

Telephone and e-mail Information

«+ " Historical information on telephone calls made and received from a
specified number, including land lines; cellular phones, prepaid
phone card calls; toll free calls, alternate billed number calls (calls
billed to third parties), and local and long distance billing records
associated with the phone numbers (known as toll records);

« -Electronic communication transactional records (é-mails),
including e-mail addresses associated with the account; screen
names; and billing records and method of payment;.and

«  Subscriber information associated with particular telephone
numbers or ¢-mail addresses, such as the name, address, fength of
service, and method of payment.

Financial Information

» 'Financial information such as informatiorn concerning open and
closed checking and-savings accounts and safe deposit box records
frorn banks, credit Tinions, thrift institutions, investmient banks or
investment companies, as well as transactions with issuers of
travelers checks, operators of credit card systems, pawnbrokers,
loan or finance companies, travel agencies, real estate companies,
casinos, and other entities.

Consumier Credit Information

+ " Names and addresses of all financial institutions at which a
constimer maintains or has maintained an account;

« Identifying information respecting a consumer ... linited 10 name;
address, former addresses, places of employment, or former places
of employment: and

« Consumer reports of a consumer and all other information in a
constumer’s file (full credit reports). )
C. The Patriot Reauthorization Act

The Patriot Reauthorization Act reauthorized all of the provisions that
were subject to lapse or “sunset” in the original Patriot Act (with some
modification), including the five NSL authorities. !¢ One of the modifications

16 Pub. L. No. 109-177, § 102(a) (2006). The Patriot Reauthorization' Act modified
the non-diselosure requirements regarding national security letters.. An NSL recipient. may
now disclose the NSL in connection with seeking legal advice or complying with the NSL. In

10
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required the Department to issue, in addition to its serniannual classified
reports, annual public reports that.disclose certain data on the FBI's
national security letter requests. The public report must include the
agpregate number of NSL requests issued pursudnt to the five NSL statutes
including, for the first time, data on the use of the full credit report
authority established pursuant to the Fair Credit-Reporting Act, the only
neéw NSL authority énacted by the Patriot Act.

The Department’s first public annual report pursuant to the Patriot
Reauthorization Act oni the iise of NSL authorities was issued on April 28,
3006.17 ‘The report stated that during calendar year 2005, federal
government agencies issued 9,254 "NSL requests” involving 3,501 different
“United States persons.™8

11. - “The Four National Security Letter Statutes

The following is a brief overview of the four statutes authorizing the
FBI to issue five types of national security letters.

A. - . The Right to Financial Privacy Act

The Right to Financial Privacy-Act (RFPA) was enacted in 1978 “to
protect the customers of financial institutions from unwarranted intrusion
into their Tecords while at the same time permitting legitimate law
enforcement activity.”!®" The RFPA requires {ederal government agencies to
provide individuals with advance notice of requested disclosures of personal
financial information and gives individuals-an opportunity to challenge the
request before disclosure is made to law enforcement authorities.20

The first NSL statute was passed in 1986 as‘an amendment to the
REPA. Tt created-an exception to the advance notice requirement by
permitting the FBI to obtain financial institution records in foreign

{cont’'d.)

addition, the Patriot. Reauthorization Act permits the NSL recipient to challenge compliance
with the NSLand the nion-disclosure requirement in federal court. In addition, the
government may seck judiciat enforcement of NSLs n the event of non-compliance:

17 See Letter from William' E. Moschella, Assistant Attorney General, to'L. Ralph
Mécham, Director, Administrative Office of the United States Courts {April 28, 2006}, at 3.

18 'Id. In Chapter Four we describe the categories of NSU requests that are included
and excluded from the public report.

19 HR: Rep. No. 95-1383, at 33 (1978); reprinted in 1978 U.S.C.C.AN. 9273, 9305.
The RFPA was enacted in response to the Supreme Court's decision in United States v.
Miller, 425 11.S. 435 (1976), which held that custoiners of banking services had no
expectation.of privacy under the Fourth Amendment and therefore could not contest
government access to their records. .

20712 'U.S.C. §§ 3401-3422 :(2000):
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counterintelligence cases. ‘Before the Patriot Act, the FBI could issue RFPA
NSLs upon certification of

specific and articulable facts giving reason to believe that the
customer or entity whose records are sought is a forelgn power
or an agent of a foreign power. . - .2! B

Since the Patriot Act.'the FBI may obtain financial records upon
certification that the information is sought .

for foreign counterintelligence purposes to protect against
international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is
* not conducted solely on the basis of activities protecied by the
first amendment to the Constitution of the United States.??

In Deécember 2003, Congress amended the RFPA to expand the
definition of “financial institutions” to which NSLs could be issued,
including entities.such-as rental car companies, automobile dealerships,
credit unions, issuers of travelers’ checks, pawnbrokers, and real estate
companies. 2

The FBI can-disseminate information derived from the RFPA national
security letters only in accordance with the Attorney General Guidelines
governing national securily investigations.and-can disseminate such
information to other federal agencies only if the information is clearly
frelevant to the authiorized responsihilities of those federal agencies 24

B. The Electronic Communications Privacy Act

In 1986, Congress enacted the Electronic Communications Privacy
Act (ECPAJ, which extended statutory protection to electronic and wire
communications stored by third parties such as telephone companies and
Tnternet Service Providers.25. The statute restricted the government’s access
to live telephone transactional data, such as the telephone numbers that a
particular telephone riumber calls or received (known as “pen register” and

21 127U.8.C. § 3414[al(5){A) (2000).

22 12.1.8.C: § 3414{a)(5)(A) (2000 & Supp. IV 2005}. - Financial records accessible
to the FBI under the RFPA were also subject to compulsory process through subpoenas,
seareh warrants, and formal requests, all of which, with limited exceptions, required notice
tothe customer:

23 See12 U.S.C. § 3414(d). (2000 & Supp. TV.2005), as amended by the Intelligence
Authorization Act for Fiscal Year 2004; Pub. L. No.. 108-77. § 374(a) (2004), which
incorporated the definition of “financial institution” get forth in 31 U.S.C. §§ 5312(a}(2) and
(e)(1): : .

24712 U.8.C: § 3414(2){5)(B) (2000):

25 18U.8.C. § 2709 (1988).

12
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“trap and trace” data). The ECPA required the government to obtaln a court
ordet for which it must certify the relevance of the information to an ongoing
eriminal nvestigation.?s The statute requires that subjects of government
réquiests for these records be given advance notice of the requested
disclosure and ‘an opportunity to challenge the request.

However, the ECPA allowed the FBI to obtain “subscriber information
and toll billing records information, or electronic communication
transactionial records” from a “wire or electronic communications service
provider” in:conjunction with a foreign counterintelligence investigation.
Before the Patriot-Act, the FBI could obtain ECPA NSLs upon certification of

specific and articulable facts giving reason to believe that the
person or entity to whom the information sought pertains is a
foreign power or an agent of a foreign power. ... 27

Since the Patriot Act; the FBI must certify that the information sought

relevant to an authorized investigation to protect against
international lerrorism or clandestine intelligence activities
provided that such an investigation of a Uniled States person is
not conducted solely on the basis on activities protected by the
first amendment to the Constitution of the United States.?®

In 1993, Congress expanded the ECPA NSL authiority by permitting
access to the subscriber and toll billing records of additional persons, such
as those who were in contact with agents of a foreign power.2? Congress
amended the ECPA again in 1996 by defining “toll billing records” to
expressly include “local and long distance toll billing records.”3°

Recipients of ECPA NSLs were prohibited until the Patriot

Reauthorization Act from disclosing to any person that the FBI had sought
of obtained the requested information.3!

26 A “pen.register” is.a device that records the numbers that.a target telephone is
dialing. A “trap and lrace™ deviee captures the telephione numbers that dial a target
telephone. -See 18 U.S.C. § 3127 (2000).

2716 U.S.C. § 2709(b)1)(B} (2000).

28 18.1J.8.C. §2709(b)(2) {2000 & Supp; [V 2005). E

29 piib. L. No. 103-142, § 2, 107 Stat: 1491 .(1993). .The 1993 amendment also
provided additional congressional reporting requirerments. Id.

30 ntelligerice Authorization Act for Fiscal Year 1997, Pub. L. No. 104-293,.§
601 (), 110°Stat. 3461 (1996).

31 181).8.C. § 2709(c) {2000).
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: The FBI may disseminate information obtained from ECPA NSLs to
other federal agencies “only if suich information is clearly relevant to the
authorized responsibilities of such agency.”?

The ECPA permits access:only to “subscriber and toll billing récords
information” or “electronic commurication transactional records,” as
distinguished from the content of telephone conversations or
e-miail communications.3?

C. ' The Fair Credit Reporting Act

The Fair Credit Reporting Act (FCRA), as amended by the Patriot Act,
authorizes two types of national security letters; FCRAu and FCRAv NSLs.
The FCRA was enacted in 1970 to protect personal information collected by,
credit reporting agencies.®s” The FCRA prohibits the disclosure of
information collected for the purpose of establishing eligibility for credit,
insurance, employment, and other related purposes.

However; Congress amended the FCRA in 1996 to authorize the FBL
(anid certain other government agencies) to issue national securlty letters to
obtain a limited amount of information abgut an individual's credit history:
the.names and addresses of all financial institutions at which a consumer
maintainis or has maintained an account pursuant, referred to as FCRAu
NSLs: and consumer identifying information limited to name, address,
former addresses, places of employment and former places of employment.?®
Before the Patriot Act; the #BI could obtain FCRA NSLs upon certification
that

(1) such information is necessary for the conduct of an
authorized foreign counterintelligence investigation; and

(2) there are spectfic and articulable facts giving reason to
believe that the consumer.~

{A) is a foreign power or a person who is not a United
States persan and is an official of a foreign power; or

(B} is an agent of a foreign power and is.engaging or has
engaged in-an act of international terrorism or clandestine

32. 18 U.S.C: § 2709(d)-(2000).

3318 U.S.C. § 2709(a) (2000).. ECPA requires a warrant for the interception and
surveillance of the content of a teléphon€ call ore-mail communication. See 18 U.S.C.
§§2511 (Wiretap: Act) and 3121 (Pen Register Act), ‘See also 18 U.S.C. § 2702(b}(8} (2000}

3415 1U.9.C. § 1681 et seq .(2000);
35 Infelligence Authorization Act for Fiscal Year 1996, Pub. L. No. 104-93, § 601(a),
109 Stat: 961, codified at 15U.S.C.'§ 1681u (Supp. V. 1899].

14
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intelligence activities that irivolve or may involve a violation of
criminal statutes of the United States.36

Since the Patriot Act, the FBI'must certify that the information is

sought for the conduct of an authorized investigation to protect
agdinst international terrorism or ¢landestine intelligence
activities; provided that such an investigation of a United States
person is not conducted solely upon the basis of activities
protected by the first amendment to the Constitulion of the
United States.37

In 2001, the Patriot Act amended the FCRA to add a new national
security letter authority (FCRAv).. The Patriot Act amendment to the FCRA
authorizes the FBI-and other government agencies that investigate-or
analyze international terrorism to obtain a consumer reporting agency's
credit Teports and “all other” consumer information in its files in accordance
with the following provision:

[A] consumer credit agency-shall furnish a consumer credit

report of a consumer and all other information in a consumer’s

files to a government agency. authorized to conduct

investigations of, or intelligence or counterintelligence activities

or analysis related to; international terrerism when presented

with a written certification by such government agency that

such information-is necessary tor the agency’s conduct or such

investigation, -activity or analysis.® .

This NSL authority is available to the FBI only in connection with

- international terrorism investigations. "Until the Patriot Reauthorization Act,

recipients of FCRA NSLs were prohibited from disclosing to: any ‘person that
the FBI had sought or obtained the requested information.

D. The National Security Act

I 1994, in the wake of the espionage investigation of former Central
Intelligence Agency employee Aldrich Ames, Congress enacted an additional
NSL-authority by amending the National Security Act of 1947, The
amendment authorized NSLs to be issued in connection with investigations
of improper disclosure of classified inforiation by government employees.3?

36 15 U.S.C.-§ 1681u-{2000,
37 15 U.S.C: § 1681u(a)-b) {2000 & Supp. IV 2005).

38 patriot Act, § 358(g) (2001). - Unlike other NSL statutes, the full credit report NSL
duthiority is available not only to'the FBI but also to other federal government agencies.
“Thig provision does not contain an express prohibition on dissemination,

39 See H.R. Rep. No. 103-541 (1994) and H.R. Conf. Rep. No. 103-753 (1994},
reprinted in'1994 U.S.C.C.A\N: 2703.
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The'statute permits the FBI to make requests to financial agencies.and
othér financial institutions and consurner reporting agencies “in order to
conduct any authorized law enforcement investigation. counterintelligence
inquiry, or security determination.”¢ Prior-to the Patriot Reauthorization
‘Act, Técipients of National Security Act NSLs; like recipients of RFPA and
ECPA NSLs, were prohibited from disclosing to any person that the FBI had
sought or obtained the requested infarmation, with some exceptions.

National Security Act NSLs are rarely used by the FBL#!

0. The Attorney General's Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection

National security letters may be issued by the FBI in-connection with
national security investigations, which are governed by Attorney General
Guidelines.

During the time period covered by this report, calendar years 2003
through 2005, the Attorney General Guidelines for national security: -
inyestigations were revised. From January 1, 2003, through October 31,
2003, investigations of intcrnational terrorism or espionage were governed -
by the Altorney General Guidelines for FBI Foreign Intelligence Collection
and Foreign Counterintelligence Investigations: (FCI Guidelines){March
1999). -Effectivé October 31, 2003, these investigations were conducted
pursuant to the Attorney General's Guidelines for FBI National Security
Invéstigations and Foreign Intelligence Collection (NSI.Guidelines).*

‘A, Levels of Investigative Activity under the FCI Guidelines
(January 1, 2003 - October 31, 2003)

The FCI Guidelines authorized two levels of investigative activity:
preliminary inquiries and full investigations. 'The FCI Guidelines identified
the basis or “predicate” for opening each type of investigation as well as:the
authorized techniques permitted at each stage. Full foreign
counterintclligence investigations permitted the FBI to gather information
and conduct-activities

to protect against espionage and other intelligence activities,
saholage, or assassinations.conducted by, for or on behalf of

4050 U.S.C: §-436()(1) (2000).

41"These NSLs were used to obtain bank account, credit card, and Joan transaction
information to support the predicate {or-the FBI's espionage investigation of Aldrich Ames.
See Cormmission for Review of FBI Security Programs (March 31, 2002)(Webster
Conimission}, at 66.

42 Both sets of Guidelines are partially classified.

16
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foreign powers, organizations or persons, or international
terrorist activities . .~..%3 )

The FCI Guidelines did not permit the FBI to use national security letters
during preliminary inquiries, only during full investigations.. However,
following the September 11 attacks, the Attorney General authorized the use
of NSLs during preliminary inquiries with prior approval by the Attorney
General and the FBI Director.#

B. - Levels of Iﬂvestigative Activity under the NSI Guidelines
(October 31, 2003} .

The NSI Guidelines issued on October 31,2003, which remain in
effect today, authorize the FBI to conduct investigations concerning threats
or potential threats to the national security, including threats arising from
international tersorism, espionage, other intelligence activities, and foreign
computer intrusions. The N8I Guidelines authorize three levels of
investigative activity - threat assessments, preliminary investigations, and
full investigations - and prescribe the investigative techniques available
curing eachr investigative stage:

Threat Assessments: Under the NSI Guidelines, the FBI is authorized
g conduct threat assessments

45

The NSI Guidélines do not permit the FBI to issue national security letters
during a threat assessment.

Preliminary Investigations: Under the NSI Guidelines; a preliminary
investigation (previously known as a "preliminary inquiry”) can be initiated
or “opened” by certain Headquarters officials or by a field office with the
approval of certain field supervisors. "A preliminary investigation can be
opened when there is information or-an allegation indicating the existence of
one of several identified circumstances. In preliminary investigations, FBI

43. FCI Guidelines, § (D).

44 Ity January 2003, he Attorney General issued a memorandum modifying the FCI
Guildelinés by authorizing designated Headquarters officials and Special Agents in Charge
designated by the FBI Director to issue ECPA, RFPA, and FCRAu NSLs during preliminary
inguiries: .

45 'NSI Guidelines, § 1I{A). ‘The authorized technigues permitted during threat
assessiments are classified.
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agents are authorized to employ the activities and techniques permitted to
be used during threat assessments as well as certain other investigative
techniques, including the issuance of national security letters.4¢

Full Investigations: Under the NSI Guidelinies, full investigations may
be opened when there are “specific and articulable facts giving reason to
believe that a threat to the national security may exist.”” -During these
investigations, FBI agents are authorized to eniploy the activities-and
techniques permitted to'be used during threat assessments and preliminary
investigations, as well as certain other investigative techniques.*8 National
security letters are permitted to be used during full investigations.

The NSI Guidelines also provide guidance concerning the selection of
authorized techniques during different irivestigative stages:

Choice of Methods. 'The conduct of investigations authorized by
these Guidelines may present choices between the use of
information collection mettiods that are more or less intrusive,
considering such factors as the effect on the privacy of
individuals and potential damage to reputadon. ‘As Executive

. Order 12333§ 2.4 provides, “the least intrusive collection
téchniques feasible” are {o beused m such situations. Itis
récogrized, however, that the choice of techniques is a matter of
judgrent, The FBI shall not hesitate to-use any lawful
technigites consistent with these Guidelines, even if intrusive,
where the degree of intrusiveness is warranted in light of the
seriousness of a threat to the national security or the strength
of the information indicating its existence. This point is to be
particularly observed in investigations relating to terrorism.4®

IV. . The Role of FBI Headquarters and Field Offices in Issuing and
Using National Security Letters

We describe below the responsibilities of Headquarters and field
divisions-assigned to conduct or. support the FBI's investigative and
intelligence activities in national security investigations.

A.. FBI Headqunrters

During most of the period of this review, three FBI Headquarters
divisions were reésponsible for supervising the FBI's counterterrorism,

46 The additional techniques permitted during preliminary investigations are
classified.

47 NSI Guidelines, Introductior, A:

48 The additional techniques permitted during full investigations are classified.
49 'NSI Guidelines, § I{B)(2).
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counterintelligence, and cyber programs: the Counterterrorism Division,
Counterintelligence Division, and Cyber Division. These programs were
implemented through the counterterrorisny, counterintelligence, and cyber
squads in the FBI's 56 domestic field divisions and through the
establishment of operational support sections within the Headquarters
divisions.

1. Counterterrorism Division

The division’s mission is to identify and disrupt potential terrorist
plots, freeze ‘terrorist finances; share information with law enforcement and
intelligence partners world-wide, and provide strategic and operational
threat analysis to the intelligence comumunity. Agents assigned to
countertérrorism squads. iise information derived from national security
letters to analyze non-content telephone and Internet communications,
financial records, financial institution and.consumer-identifying
information, and consumer full credit reports.

2. Counterintelligence Division

The division’s mission involves counterproliferation,
counterespionage, and protection of critical national assets. Agents
assigned-to counterintelligence squads use information obtained from
niational security letters to analyze hon-content telephone and Internet
. commumications, financial records; and financial institution -and
consumer-identifying information.

3. Cyber Division

The division’s mission is to protect the United States against
cyber-based attacks and high technology crimes.  Its agents provide support
for computer-related counterterrorism and counterintelligence
investigations with an international nexus, including foreign compuiter
intrusion cyber investigations.

4. Directorate of Intelligence

The directorate’s mission is to meet current and emerging national
security and criminal threats by assuring that the FBI proactively targets
threats to the United States; providing useful, appropriate, and timely
information and analysis; and building and sustaining FBI-wide intelligence
policies and capabilities. The directorate has ne:officials who-are authorized
to 'sign national security letters, However; during the period covered by our
review the field-based Field Intelligence Groups, which report to this
directorate,; performed significant analytical work on data derived from
national security letters in support of the FBU's counterterrorism,
cotinterintelligence, and cyber programs. The directorate also serves as the
FBI's primary liaison for disseémination and receipt of intelligence
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information outside the FBI and has the final review authority over
intelligence products to be disseminated outside the FBI, including
information derived from national security letters.

5. Office of the¢ General Counsel (FBI-OGC)

The National Security Law Branch (NSLB) of FBI-OGC provides legal
advice, guidance, and training on the FBI's use of national security letter
authorities: coliécts data on NSL usage from Headquarters and field
divisions for purposes of preparing the Depariment’s required reports to
Congress; prepares NSLs for the signatures of the General Counsel, the
Deputy General Counsel for NSLB; and certain Headquarters officials;
provides technical support regarding retention and dissemination of
NSL-derived information; identifies, evaluates, and-corrects misnse of NSL
authorities; evaluates possible Intelligence Oversight Board (IOB) violations
reported by field and Headquarters personnél and reports some of these
matters to the President’s Foreign [ntelligence Oversight Board;and
develops legislative proposals and responds to congressional requests for
information about the FBI's use of its NSL authorities.

B. FBI Field Divisions

The FBI's 56 field divisions have counterterrorism,
counterintelligence, and cyber squads that imvestigate cases related to
national security-threats or potential threats. - Field supervisors are
authorized to initiate counterterrorism, counterintelligence, and cyber
investigations, .and Spectal Agerits in Charge are authorized to-sign national
security letters. Additional FBI and non-FBI field personnel who are
responsible for reviewing and analyzing information obtained through
national security letters are:

1. Chief Division Counsel

Chief Division Counsel (CDCs} in all 56 FBI field divisions report to
the Special Agents in Charge.of the field division and are responsible for
reviewing all national seeurityletters prepared for the signature of the
Special Agent in Charge. CDCs in large field divisions sometime delegate
this authority to Assistant Division Counsel. The responsible Chief Division
Counsel or Assistant Division Counsel examines approval documents and
the draft national security letters for legal sufficiency, corrects errors, seeks
additional information when needed; and forwards the approval package to
the Special Agent in Charge. CDCs also provide training to agents serving
on. counterterrorism, counterintelligence, and cyber squads, provide advice
on how to address legal issues arising from the use of NSL authorities, and
assist case dgents in reporting possible IOB violations arising from the use
of these authorities to FBI-OGC.

20
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2. - Field Intelligence Groups

Field Intelligence Groups (FIG) were established in-all 56 field
divisions by October 2003. They include special agents, intelligence
analysts, language analysts, and special surveillance groups: FIG personnel
conduct intelligence analyses, direct the collection of information to fill
intelligence gaps. and are responsible for disseminating intelligence .
products to internal and external customers, including state and local law
enforcement. FIG personrel analyze information derived from national
security letters, often relating it to other cases within the field division and
other field divisions. The intelligence directorate’s Field Oversight Unit
develops, supports, and provides oversight of the FIGs, which are managed
in each field division by an Assistant Special Agent in' Charge.
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CHAPTER THREE
THE FBI'S COLLECTION AND RETENTION OF INFORMATION
OBTAINED FROM NATIONAL SECURITY LETTERS

In this chapter we describe the process by which FBI agents obtain
approval to issue national security letters. - We also describe the manner in
which the FBI.obtains information through national security letters from
third parties and retains such information in FBI Headquarters and field
divisions.

L. The FBI's Process for Collecting Information Through National
Security Letters

According to our interviews of FBI personnel, case agents conducting
counterinitelligence, counterterrorism, ‘or foreign computer intrusion cyber
investigations who need telephone or e-mail transactional activity,
subscriber information, financial transdctions, or credit information releyant
to their investigations first assess the most effective investigative technique
available at a particular stage of the invéstigation. “For example, if the facts
developed indicate a nexus to possible criminal activity, agents can ask the
United States Attorney’s Office to open a grand jury investigation, which
allows prosecutors to issue federal grand jury subpoenas to obtain third
party records.50- If there is a criminalmexus, prosecutors often prefer to use
grand jury sibpoenas because they generally can obtain grand jury
subpoenas. quickly and recipients respond more promptly to grand jury
subpoenas than they do to NSLs. However, issuance of a grand jury
subpoena risks public disclosure that the government is conducting a
national security investigation. As a result, agents often consider
alternative investigative techniques; such as national sccurity lettcrs, which
avoid public disclosure of the existence ol an investigation:

To obtain approval within the FBI to issue national security letters,
FBI agents must determine that information available pursuant to one of
the national security letier authorities is relevant to an authorized
investigation to protect against international terrorism or clandestine
intelligenice activities and, with respect to an investigation involving a *U.S.
person,” is “not solely conducted on the basis of activities protected by the
First Amendment."s! - Case agents assigned to counterterrorism,
counterintelligence, or cyber squads are responsible for preparing the

50 Terrorism investigations often have a poteéntial-criminal nexus under statutes
prosertbing malerial support of terrorism and conspiracy, and federal statutes criminalizing
threats against public facilities, aircraft, and othier transportation systems, as well as
possession of weapons of mass déstruction.

51 y8 U.$.C. 8§ 2709(b)(1) and 2709(‘5](2); 12 U.S.C. § 3414 (a}{5)(A); 15 US.C.
§ 16871 n(a); 15 U.S.C, § 1681v(a).
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documentation necessary to sécure approval to:issue a national security
fetter, "Case agents are encouraged to check FBI databases, such as the
Automated Case Support (ACS) system and Telephone Applications, a
specialized application storing telephone record data, to determine whether
the information they need has previously been obtained by the FBlL.or is
available through public search engines or commercial databases:

FBI administrative policy, set forth in the partially classified National
Foreign Intelligence Program (NFIP) Manual and on NSLB's Intranet website,
requires that case agents prepare two documents to obtain an NSL: ‘(1) an
electronic communication (EC) seeking supervisory approval for the national
security letter and (2) the national security letter itself.

1. Electronic Communication {Approval EC

The EC used to obtain approval of national security letters serves four
functions. : It: )

« ‘documents the predication for the national security letter by
stating why the information was relevant to an authorized
investigation;

« documents the approval of the national security letter by
appropriate personnel;

‘e inicludes information needed to fulfill congressional reporting
requirements; and

« transmits copies of the request to the FBI-OGC; FBI Headquarters
Counterterrorism, Counterintelligence, or Cyber Division;-and,
when the recipient is not located in the field division issuing the.
national security letter, the field division that is asked to serve the
national security letter.

During the period covered by our review, NSLB attorneys developed
eight standard formats for the approval ECs that included routine elements
common to all NSL requests, data elemerits needed for congressional
repoiting, and descriptions of the elements that were to be included in the
national security letter package. : NSLB modified the standard formats as
national security letter statutes were revised and internal FBI administrative
policy changed.

As discussed in-Chapter Two, the Patriot Act lowered the predication
standard for national security letters from “specific and articulable facts
giving reasons to believe that the person or entity to whom the information
sought pertains is a [oreign power or'an agent of a foreign power” to
“relevance] to an authorized investigation to protect against international
terrorism or clandestine intelligence activities.” The standard form used
during the period covered by this review required that case agents provide
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justification for opening or maintaining the investigation and “briefly state
the relevance of the requested records to'the investigation.”2

To enable the FBI to collect data for its' semiannual congressional
reporting requirements, the following information also is required-to be
included in the approval EC: (1) for RFPA financial record NSLs; ECPA toll
billing and electronic communication transactional records NSLs, and FCRA
NSLs, the investigative subject’s status as-a “U.5. person” or “non-U.S.
person”;-(2) the type of national security letter issued; and (3) a list of the
individual telephone numbers, e-mail addresses; account numbers, -or other
records for which information is sought.

For field diviston-initiated national security letters, the Supervisory
Special Agent of the case agent's squad, the Chief Division Counsel, and the
Assistant Special Agent in Charge are responsible for reviewing thie approval
EC and the national sectirity letter prior to approval by the Special Agent in
Charge. - Division Counsel are required to review the national security letters
to cnsure their legal sufficienicy - specifically, the relevance of the
information requested to-an authorized national security investigation.

The final step in the approval process occurs when the Special Agent
in Charge or authorized FBI.Headquarters official (the certifying official)
initials the approval EC and signs the national security letter.54: For
national gecurity letters genérated by Headquarters, thereis a parallel
requiremenit for generating the approval paperwork for the signature of
specially designated Headquarters officials.5® Accordingly; the approval EC
inchides an “approved by" section that reflects the names of the reviewing

52 We discuss in Chapter Seven the circumstances that led toa February 2006
modification of models for NSL approval ECs; which now require a “full explanation of the
justification for opening and maintaining the investigation of the subject” anid to “fully state
the relevance of the requested records to the investigation.”

53 For purposes of the reportirig requirement, a “United States person” is'defined as

2 ¢itizent of the United States, -an-alien lawfully admitted for permanent
residence . - ., an unincorporated association a substantial number of
members of which are citizens of the United States or aliens lawfully
admitted for perinanent residence, or a corporation which js incorporated in
the United States . . -."

50'U.5.C. § 1801(i). The congressional reporting requirements are describedin Chapter
Four.

54° Certifying officials are not authorized to further delegate signature authority.
Accordingly, Acting Special Agents.in Charge are not authorized ta sign national security
letters.

55" While NSLB encourages Headquarters operating divisions to utilize the NSLB

Deputy General Counsel as the authorizing official, they are not required to do so,
However, a légal review through NSLB s required.
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and approving officials, who enter their initials: on the hard copy of the
document.

Field personnel in the four field offices we visited during the review
told us that it takes from two to five days to obtain approval to issue NSLs.
However, if there is no Special Agent in Charge in place in a field office,
NSLs must be sent to another field office for approval by another Special
‘Agent in Charge. Several Special Agents in Charge and.Acting Special
‘Agents ini Charge told us that this has led to delays of as long as two weeks
in securing approval to issue NSLs.

The approval EC also includes directions, known in FBI parlance as
“leads,” to other FBI offices for actions that these offices are directed to take
regarding the national security letter. Leads are “set” electronically through
“".the FBI's ACS computer system when the approval ECs are uploaded into
the system. FBI personnel are responsible for checking ACS periodically to
determine whether leads have been assigned to them: Leads also may be
sent in hard copy via the FBI's interoffice mail delivery system. The
initiating field office also includes a lead to NSLB that instructs it to record
theappropriate information needed to fulfill congressional reporting
requirements and an informational lead notifying the Counterterrorism,
Counterintelligence, or Cyber Division of the national security letter.

A case agent from the field office squiad initiating the national security
letter {the “office of origin™} hand carrics the letter fo the designated
recipient if it is located in the field division.. Il the NSL recipient is located in
another field division, the office of origin sets a lead to the field office where
the recipient is located with instructions to personally deliver the national
securlty letter to the recipient. .

2. The National Security Letter

A national security letter is the operative document that directs'a
third party to provide specific records. Although the internal documentation
supporting the approval of national security letters is classified, neither-the
letters thernselves nor the information provided to the FBI in response tothe
letters is classified. ;

As mentioned previously; during the period covered by our review
NSLB. developed and posted on its Intranet web site eight standard forinats
or models for the different types.of national security letters that request the
following categories of information, each of which was derived from one of
the four statutory national security letter authorities in the Eleclromc
Communications Privacy Act (items 1 =~ 4), the Right to Financial Privacy Act
(itern B), or the Fair Credit Reporting Act {items 6, 7 and 8):

1. Telephone subscriber information;

. 2. Telephone toll billing records;

3¢ Electronic (e-mail) Subscriber information;
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. Electronic communication transactional records;
..-Financial records;

. Identity of financial institutions;

.‘Consumer identifying information; and

. Credit reports:

Nationial security letters typically are addressed to an established
point of contact at the entity possessing the records. For major national
communication providers and other routine recipients of national security
letters, NSLB posts a list of known points of contact on its Intranet website:

The first paragraph of the national security letter identifies the
statutory authority for the request and the types of records requested. For
example, a national security letter under -the Fair Credit Reporting Act
would reference 15 U.S.C. § 1681u(a) as the statutory authority and would
request the names and addresses of all financial institutions at which'a
particular consumer maintains or has maintained an-account. The letters
also provide the identifying information for the specific individual (such-ds
nainc, address, date of birth, or'social security number), telephone number,
or e-mail/Internet Protocol address, and specify a precise-time period for
which information is requested.

® N OO s

The national security letter-also contains.a statutorily required
certification that the requested records are relevant to an authorized
investigation to protect against international terrorism ar clandestine
intelligence activities and; with respect to investigations of “U.S. persons,”
that the investigation is nat conducted solely on the basis of activities
protected by the First Amendment.

In conformity with the non-disclosure provisions in the NSL statutes,
the next paragraph of the letter notifies the recipient that no officer,
employee, or agent of the entity may disclose that the FBI sought or
obtained. the requested information or records. The last paragraph instructs
the recipient to provide the records personally to an FBI representative at
the field division that served the national security letler:

National security letters also ‘may include an attachment that explains
the specific types of records that the FBIis requesting or that the recipierit
may deem to be responsive. For example, attachments to the Electronic
Communications Privacy Act and. Right to Financial Privacy Act national
security letters list the types of information that the recipient might consider
to be “toll billing records information” or a “financial record.”

The FBI's practices regarding the delivery methods and designated
response times noted in the NSLs evolved during the period covered by our
review. I[n response to delays encountered by the personal delivery
requirement, NSLB concluded that FBI personnel could, with minimal risk,

26



95

lise cértain delivery services to deliver national security letters, such.as the
U.S. Postal Service or restricted delivery options offered by private delivery
sérvices.56

Some FBI agents. complained to NSLB that failure to designate a‘due
date or “return date” in the body of the NSL-led to-delayed responses by
some. recipients, which sometimes compromised time-sensitive
investigations. NSLB concluded that there was no legal restriction against
including a return date (much as a grand jury subpoena or administrative
subpoena: includes a specified “return date”): )

Headquarters and field personnel in the four field divisions we visited
told-us that there is no FBI policy or directive requiring the retention of
sigried copies of national security letters or any requirermnent to upload
national security letters into ACS. 'We found that the FBI has no uniform
systern for tracking responses to national security letters, either manually or
electronically.57 Instead, individual case agents are responsible for following
up with NSL recipients to ensure timely and complete responses.. Case
agents-are also responsible for ensuring that the documents or electronic
media provided lo the FBI match the requests; both as to content and time
period; analyzing the responses; and, depending upon the type of records,
providing the documents or. other materials to FBI intelligence or financial
analysts who also analyze the information received.

II. The FBI's Retention of Information Obtained from National
Security Letters .

FBI case agents who obtain information from national security letters
retain the information in different ways and in a variety of formats. The FBI
has not issued general guidance regarding the retention of this information.
The manner in which case agents retain the information depends upon the
NSL type, the ‘size and format of the response, and.the manner in which the
data is to be analyzed.

The case agents and squad supervisors we interviewed told us that
they prefer to receive responses in electronic format for ease of storage and
analysis. - However, case agents and squad supervisors told us that the
majority of the responses to all types of national security letters during the

58 See EC from FBI-OGC to All Field Ollices; Legal Advice and Opinions; Service of
Natiorial Security Letters (June 29, 2005). The recipient could return responsive docurents
to the FBI via the same method. ' However, FBI personnel in the field offices we visited told
us that the national security letters and respensive documents were usually personally
delivered. . .

57 'In one field office we visited, the Special Agent in Chiarge maintains a ¢ontrol file

with copies of signed national security letters, but this does not serve as a tracking system
for responses.
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period covered by our review were delivered in hard.copies.®® Field
personnél told us that some major telephone coriipanies provide telephone
toll billing records and subscriber information in electronic format.

After inventorying the hard copy résponse to-confirmi that the
information received matches the information requested in the NSL. the
case agents generally prepare and upload an EC into ACS that documents
receipt of the information. If the responsive records are relatively small int
volume, the records are placed in the investigative case file or in a sub-file
created to store information derived from NSLs. If the respanse to the NSL
is voluminous; such as hundreds of pages of toll billing records or bank
records, the documents are placed-in centralized storage and the case agent
completes a tracking form noting where the data is located:

If the response to the NSL is'in an electronic format, such-as a
computer diskette, either the case agent oranalyst initially reviews the
response to confirm that the responise matches the request and prepares the
EC documenting receipt of the records, For example, the EC documenting
receipt of ECPA telephone toll billing records or e-mail subscriber
information states that the telephone number or e-mail address did or did
not belong to the investigative subject or other target of the NSL. The case
agent, data clerk, or analyst then provides the computer diskette or other
electronic medium to an intelligence assistant or-analys(, who is responsible
for vploading the data mto the pertinent database, such as the Telephone
Applications database.5® p

Once an EC:is uploaded. into ACS documenting receipt of the response
to an NSL, authorized users of ACS may access the EC’s:contents.. During
the ' period covered by our review, there were approximately 29,000
authorized accounts issued for FBI persorinel permitting them to' access
ACS, and approximately 5,000 accounts issued for non-FBI personnel. %0
The vast majority of the non-FBI accourit holders were officers serving on
task forces, such as the Joint Terrorism Task Forces, the Foreign Terrorist
Tracking Task Force, and the National Joint Terrorism Task Force. The
remaining accounts were provided to staff in organizations such as the

58 FBI officials told us that some of the smaller cornmunication providers.and
Internet service 'providers furnish NSL data in hard copy form: This placed a significant
burden on FBI support-personnel who sometimes were required to manually enter the data
intp-a word processing program for uploading and analysis.

99 Telephone Applications vontalns raw data derived from NSLs, known as
“metadata,” including the call duration. It does not store the contents of telephone
conversations.. During the period covered by our review, approximately 17,000 FBI
personnel and approximately: 2,000 non-FBI personnel had accounts permitting them to
access the FBI's ‘specialized application for telephone record data.

60 ‘Case agents may- restrict FBl.anid non-FBI personnel from accessing certain
electronic files in ACS-and other databases i highly sensitive cases..
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Department of Homeland Security, the Terrorist Screening Center, and the
National Counterterrorism Center.

Raw data derived [rom national security letters or the analysis *
developed from the raw data dre often used to create spreadsheels that dre
stored on the computer hard drives of Headquarters or field office personmel.
As we discuss in Chapter Five, case agents and analysts told us that they
generate these types of spreadsheets to establish cornmunication and
financial networks between investigative subjects.and others. In addition,
Headquarters and field offices have shared or “networked” computer drives
that permit all case agents, analysts, and support personnel on a particular
squad or a larger umiverse of users in the field office or Headquarters
division to access them. In such cases, raw NSL data or the analytical
products derived from this"data are retained on these shared drives.

If a-field or Headquarters supervisor determines that a more formal
analytical intelligence product, such as an Intelligence Information Report
or Intelligence Bulletin, should use inforination from NSLs and be shared
with other members of the intelligence community or others, analysts on the
field-based Field Intelligence Groups-or the Headquarters Directorate of
Inteligence prepare these prodicts.8! Electronic versions of these products
are stored on field and Headquarters hard drives and; if a decision is made
by the Directorate of Intelligence to disseminate them, are uploaded into the
databases that are accessed by FBI and non-FBI personnel with authorized
accounts. .

We leamed that the FBI's retention practices regarding information
received in response to NSLs in-excess of what was requested, whether due
to FBI or third-party error, varies. If a field case agent determines that the
NSL recipient provided more information than was requested, the case agent
is résponsible for notifying the Chief Division Counsel (CDC) and
sequestering the information,  However, we found that FBI-OGC did not
issue guidance to all CDCs as to the mechanics of sequestering this
information until November 2005. Instead; FBI-OGC provided ad hoc
guidance to field agents or Division Counsel who contacied FBI
Headquarters with questions.62 ’

In our review, we learned of ingtances in which the excess records
were destroyed, returned to the NSL recipient, or sequestered ‘and given to

61" Iri Chapter Five, we describe how information derived from national security
letters'is used in-the development of these intelligence products.

52 Eventually, in November 2006 NSLE sent gnidance to the field that outlined.the
steps'to be taken in these circumstances. The guidance memorandum stated that the
agent should send the information to the CDC for sequestering, pending resolution of the
matter. - The memorandum also stated that NSLB would determine whether the sequestered
informatiori must be destroyed, returned to the provider, or may be used by the FBI, and
whether the matter is reportable to the IOB.
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the Chief Division Counsel. - However, in other instances we found that case
agents retained the information and sought appraval to issue a new NSL to
cover the excess information. Case agents and supervisors in the four field
offices we visited told us that information provided in' excess.of what was
requested in the NSL was not uploaded into ACS-or other FBI databases.

‘As noted above;-the principal FBI databases that contain raw data
derived from national security letters are ACS and a specialized application
for telephone data. "ACS is the FBI's centralized case management systeir.
NSL data is periadically downloaded from ACS and Telephone Applications
into the FBI's Investigative Data Warehouse (IDW), a centralized repositoty.
for intelligence and investigative data with advanced search capabilities, 64
Raw data derived from national security letters-also is retained In various
classified databases operated by:the FBI arnd other members of the
intelligence community: :

63 'We identified one instance in which the FBI uploaded into the Telephone
Applications database data the FBI had improperly-acquired in response to-an ECPA'NSL.
‘We describe this matter in Chapter Slx. .

64 According to the FBI, the Investigalive Data Warehouse contains data from
approximately 50-different FBI and other govérnment agency databases and-holds over 560
million records. The FBI estimated in December 2006 that approximately 12,000 FBI and
rion-FBI personnel have user accounts to access IDW, approximately 30 percént of which
were issued to non-FBI personnel; such as Task Force Officers on the Joint Terrorism Task
Forces (JTTFs). 'FBI Oversight: ‘Hearing Before the Senate Comm. on-the Judiciary, 109t
Cong. 6 {2006) (staternent of Robert S. Mueller, 1il, Diréctor, Federal Bureaw of
Investigations;
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CHAPTER FOUR
NATIONAL SECURITY LETTER REQUESTS ISSUED BY THE
FBI FROM 2003 THROUGH 2005

In this Chapter, we describe the FBI's use of national security letters
during calendar years 2003 through 2005.. In Section 1, we discuss several
problems with the FBI-OGC National Security Letter database (OGC
database) that-affect the accuracy of the information in this database. - In
Section-11,-while noting the limitations of the QGC database; we present data
on'the FBI's NSL-usage that we developed from the Department’s
semiannual classified reports to Congress; the OGC database, and our
examination of investigative files.in four.FBI field offices. ‘

L Inaccuracies in the FBI's National Security Letter Tracking
Database

During the period covered by our review, the Department was
required tofile semiannual classified reports 10 Congress describing the
total number of NSL requests issucd pursuant to three of the five NSE
authorities.®5 In these reports, the Department provided the nuniber of
requests for records and the number of investigations of different persons or
organizations that generated NSL requests.. These numbers were each
broken down inte separate categories for investigations of “U.S. persons or
organizations” and "non-U.S. persons or organizations.”®. The data in the
reports were drawn from the QGC database that was developed specifically
to collect information for the Department’s sémiannual classified reports to
Congress.: The OGC database is the only centralized repository of data
reflecting the FBI's use of national security letter authorities.

65" The Department was required to report the number of NSL requests issued
pursuant to the RFPA {financial records}, the ECPA {telephione toll billing records, electronic
cominurmcation transactional records.and subscriber information (telephone or e-thail)),
and the original FCRA NSL statute (consumier and-financial institution identifying
information), FCRAu. The Department.was not required to report the number of NSL
requests issued pursuant to the Patriot Act amendment to the FCRA {censumer full credit
reports} or the National Security Act {financial records; other financial information; and
consumer reports] NSL statutes. In addition the requirement for public reports or: certain
NSL usage did not take effect until March 2006, which is alter. the: period covered by this
TEVIEW.

6.50 U.S.C.'§ 1801{1) defines.a “United States Person” as:

acitizen of the United States, an alien lawfully admitted for permanent
residence . . ., an unincorporated association.a substantial number of
menbers of which are citizens of the United States or aliens lawfully
admitted for permanerit residéence, or.a corporation which is incorporated in
the United States-... ™
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However, as we describe below, several flaws with internal reporting
by the FBI, as well as structural problems with the OGC database, affect the
accuracy of the data and therefore the accuracy of the reports to Congress.87

Total Number of NSL Req 6. We identified three flaws in the
manmer in which the FBI records, forwards, and accounts for information
about its'use of NSLs that affect the accuracy of the FBI's database-and
reports to Congress on the number of NSL requests issued. They are
(1) incomplete or inaccurate information on NSLs issued; {2) field office
delays in entering information into ACS, which impedes NSLB's ‘ability to
extract and ¢ompile data on NSL usage in a timely fashion;-and (3} incorrect
data in'the OGC database. -

1) Incomnplete or inaccurate information on NSLs issued: During our
examination of 293 NSLs in 77 investigative case files, we compared the
documents in the case files to the data recorded in-the OGC database. 'We
first examined whether NSLs contained in the case files werce recorded in the
OGC database, and whether the NSLs recorded in the OGC-databasc were
contained in the case files.. We found that 31 of the 77 case files contained
NSLs that were not recorded-in the OGC database, and 8 of the case files
did not contain NSLs that were récorded in the OGC database: Overall,
there were approximately 17 percent more NSLs in the case files we
examined than were recorded in the OGC database.

We also identified the total nuinber of “requesis” {such as several
requests in an NSL for individual telephorie: numbers or bank accounts) in
212 of the 293 NSLs and compared that to the number of NSL requests
recorded in the OGC database for those same national security letters.8 "We
found 30 of the 212 'NSLs in which the number of NSL requests in the
letters differed from the number of NSL requests recorded in the OGC
database:; 21 contained more NSL requests (194 -actual NSL requests versus
36 recorded in the OGC database) arid 9 contained fewer NSL requests (18
actudl NSL requests versus 38 recorded in the OGC database): -Overall, we
found 22 percent more NSL requests in the case files we examined than
were recorded in the OGC database.

67: FBI-OGC utilizes a mariual workflow process to enter required information into

ACS. The information is transcribed irito a Microseft Accéss database which, during the
period ¢overed by our review, had limited analytical capabilities.

68 ‘We did not include 55 NSLs that requested information pursuant to FCRAv (full
consumer. credit reports) because the Department was not required to report that
information to Congress during the period.covered by our review. We also did miot include
12 NSLs for which we could nol find a corresponding entry in the OGC database either
because the entry (1) was not made; (2).contained typographical errors that prevented us
from finding the corresponding entry; or (3) was aong those that were lost following a
OGC database conmiputer malfunection during the time period of our review.
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2} Field delays in entering NSL information: NSLB relies exclusively
on the NSL approval ECs to extract information for entry into the QGC
database.” From 2003 through 2005, some FBI special agents or FBI
support personnel in the field did not enter the approval ECs info ACS, the
FBI's electronic case management system, in a timely manner. As a result,
this infermation was not in the OGC database when data was extracted for
the semiannual reports to Congress. "Althiough this data was subsequently
entered in the QGC database, it was not included in later congressional
reports because each report only includes ddta-on NSL requests nmiade in a
specific 6-month period.

We.determined that from 2003 through 2005 almost 4,600 NSL
requests were not reported to Congress as a result of these delays in
entering this informatiou into the OGC database.$? - In March 2006, the FBI
acknowledged Lo the Attorney General and Congress that NSL data in the
sendannual classified reports may not have been acenrate and stated that
the data entry delays affected an unspecified number of NSL requests.  The
FBI indicated that the final numbers of NSL requests may “change slightly
should additional data be subsequently reported. : . ."70 After the FBI
became aware of these dclays, it took steps to reduce the impact of the
delays to negligible levels [or the second half of CY.2005.

3} Incorrect data entrics in the OGC database: During our review of.
the QGC database; we discovered a total of 212 incorrect data entries that
caused 477 NSL requests to.be erroneously excluded from the Departmernt's
semiannual classified reports to Congress. - In some€ cases, the data fields for
relevant dates were blank {153 entries affecting 403 NSL requests). In other
cases; typographical errors in entering the relevant dates. (for example, . "
entering “12/31/203” instead of *12/31/2003"). produced entries that were
not captured in the reports (59 entries affecting 74 NSL requests). - In
addition, we determined that the OGC database is programmed to provide a
default value of “0” for the number of “NSL requests.” -Entering a record

69 Most of these (approximately 4,500) were ECPA subscriber information requests.
The differences between the NSL requests inclided in. the- serniannual classified repoits to
Congress and the NSL requiests included in the OGC. database for the other-types of NSLs
were negligible,

70" Memoarandum for the Attoriey. Genleral; Sernianniwil Report for Requests for
Financial Records Made Pursuant to Title 12, United States Code (U.S.C.) Section 3414,
Paragraph (a)(5), National Security I i / Foreign Collection (March 23, 2006), at.2;
Memorandum for the Attorney General, Semiarinual Report of Requests for Telephone
Subscriber or Toll Billing/ Electronic Comimunications Transactional Records Made Pursuant to
Title 18, United States Code (U.S.C.), Section 2709, Ioreign Cournterintelligence/ International
Terrorism {March 23, 2008), at 2; and Memorandum for the Attorney General, Semianiual
Report of Requests for Financial Institution and Consumer Identifying Information, and
Consumer. Credit Reports, Pursuant to Title 15, United States Code (U.S.C.), Section 1681w,
for Foreign. Counterintelligence / Internationol Terrorism (March 23, 2006), at 2.
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with a “0” entry for NSL requests — which sometimes occutred - is an error,
as. every NSL generates at least one NSL request, We confirmed that the
OGC database includes some records.that erroneously indicate “0” items
were réquested in the NSLs, and thus the database understates the number
of NSL requests for those records.

As a result of the delays in uploading NSL data and the flaws in the
OGC database, the total numbers of NSL requests that were reported to
Congress semiannually in CYs 2003, 2004, and 2005 were significantly
understated. However, we were-unableé to fully determine the extent of the
inaccuracies because an unknown amount of data relevant to the period
covered by our review was lost from the OGC database when it
malfunctioned.. Based on our analysis of the database and the semiannual
classified reports to-Congress, the most significant amount of data was.lost
in 2004. Nonetheless; by comparing the data reflected in the these reports
to data in'the OGC database for 2003 through 2005, we estimated that
approximately 8,850 NSL requests, or 6 percent of NSL requests issued by
the FBI during this period, were missing from the database.”!

Total Number of Investigations of Different U.S. Persons and
Different non-U.S. Persons. In addition to inaccuracies regarding the total
numniber of NSL requests; we found other inaccuracies in the -OGC database
that affect the accuracy of the total numiber of “investigations of different

 U.S. persons” and “investigations of different non-U.S. persons” that the
Department reported to Congress.. These included (1} inconsistencies
among the NSL approval ECs in the same mvestigation from which NSLB
extracts U.S. person/non-U.S. person data; and {2) incorrect tabulations
and data entries in the OGC database. . The following are examples of sonie
of these inaccuracies:

1. During investigations, individuals' names may be identified and
included in approval ECs in a number of different ways: (for
example, "John Doe,” “Doe; John,” “John T. Doe,” “J.T. Doe"). The
OGC database does not have filters that ' would enable the FBI to
identify NSL requests for the same person in the same
investigation.72

71.The coriputer malfunction made it imipossible for the OIG to reéconstruct
electronically the total number of NSL requests issued during the period covered by our
review. .As a result; the percentages noted in the Classified Appendix for the NSL requests
are based on the total number of requests ertered in the database made available to-the OIG
in May 2006, We estimated that as of that time, the.OGC database contained approximately
94 percent of the NSL requests made from 2003 through 2005.

. 72 NSLB personnel told us that they are aware of this issue and attempt to
eliminate these errors by searching the printed reports manually: identifying subject names
that appear the same, although not spelled identically, and eliminating those. that they are.
able to detérmine are the same persorn.
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2. During an investigation, different FBI divisions niay generate NSLs
seeking information:on the same person. Even though these NSLs
involve the same person, they are eounted separately, resuiting in
an-overstatement of the total iumber of investigations.of different
persons. “In addition, typographical errors in entries for the
requesting offices contribute to the overstatement of these totals.

During our review we found that another default setting in- the OGC
databasgé results in an‘understatement of the number. of different U.S.
persons who were the targets of investigations.in 'which certain types of
NSLs were issued. Specifically, we found that from 2003 through 2005; the
OGC database contained a default setting of “non-U.S. person” for the
investigative subject related to NSL requests for RFPA and ECPA toll
billing/electronic communication transactional records. As-a result, known
or presumed 11.S. persons could be misidentified if the default setting was
not corrected during entry, resulting in an understatement of ttie number. of
investigations of different U.S. pérsons that used the NSLs.. The
misidentiflcation and understatement of that. number was confirmed in.our
review of case files in four field offices, during which we identified 26 of 212
approval ECs (12 percent) in which there was a discrepancy regarding the
U.S, person status between the OGC database and the case file. Al of the
instances involved U.S: persons who were erroneously identified in the OGC
database as non-U.S. persons, We identified no inistances in which
non-U.S. persons were erroneously identified -as U.S. persons.

Ina May 10, 2006, memoranduin to the Attorney General; the FBI
reported that data in the first annual public report on NSL usage eoncerning
the total number of “different U.S. persons” who were subjects of
investigations in ‘which requests for RFPA and ECPA toll billing/electronic
communication transactional records were issued in CY 2005 may not be
accurate.”® The FBI explained that the data “could include instances in
which one targeted individual was ¢ounted more than once” due to
limitations of the OGC database. However, in addition to the inaceuracy in
the public report disclosed by the FBI; our review of the OGC database, the
semiannual classified reports to Congress. and the investigative files. in four
FBI field offices showed that- all of the classified semianmial reports to
Congress for 2003 through 2005 contained similar inaceuraciés regarding
the number of “investigations of different U.S. persons” and “investigations
of different non-U.S. persons” that generat¢éd NSL requests for RFPA and
ECPA tall billing/electronic communication transactional records:

73 Memorandum for the Attorney General, Annual Report of Total National Security
Letter Requests for Information Concerning Different U.S. Persons (Exchiding National
Security Letters for Subscriber: Information) Made Pursuant to the USA PATRIOT Improvemnent
and Reauthorization Act of 2008, Public Law 109-177, at 2.
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The problems with the OGC database, including the loss of data from
the OGC database because. of a computer malfunction, also prevented:-us
from determining with complete accuracy the number of investigations of
different U.S. persons and different non-UJ.S. persons during which the FBI
issued NSLs for financial records and NSLs for toll billing/electronic
communicatiou transactional records, :

[ . National Security Letter Requests From 2003 Through 2005

In this section, we describe-the FBI's use of NSLs from 2003 through
2005 as documented in the OGC-database. ‘As discussed above, the data in
the OGC database is not fully accurate or comiplete and, overall,
significantly understates the number of FBI NSL requests. However, it is
the only database that compiles information on the FBI's use of NSLs.
Moreover, the data indicates the general levels and trends in the FBI's use of
this investigative tool.

From 2003 through 2005, the FBI issued a total of 143,074 NSL
requests. (see Chart 4.1, next page).74. Of that number, M requests (or
* percent) were made pursuant to the three NSL statutes. that are
included in the Department’s semiannual. classified reports to Cohgress
(RFPA, ECPA, and FCRAu). In addition, although the data was not required
to be reported to Congress; the QGC database showed that the FBI issued

SL requests for consumer full credit reporis (FCRAv) during the
arne peri FBI records show that

The number of ECPA NSL requests-increased in CY 2004, and then
decreased in:.CY 2005. We determined that the spike in CY-2004 occurred
because of the issuance of 9 NSLs in one investigation that contained
requests. for subscriber information on'a total of 11,100 separate telephone
numbers.. -If those nine NSLs are excluded from CY 2004, the nunber of
NSL requests would show a moderate, but steady increase over the three
years.”® The overwhelming majority of the'NSL requests sought telephone
toll billing records information, subscriber information (telephone or e-mail),
or eléctronic communication transactional records. under the ECPA NSL

74 As noted earlier; we refer to the number of NSL requésts Tather than letters

because one national security letter may include more than one “NSL request.™ -Seg Chart
1:1 on'page 4.

75 The number of NSL requests we identified significantly exceeds: (he-number
reported in the first public annual report issued by the Department because the
Department was not required to incluide all NSL requests in that report. The Department’s
public réport stated that in CY 2005 the FBI issued 9,254 NSL requests for information
relating to U.S. persons instead of the Il NSL réquests we identified becausé the
public report did not include NSL requests under the ECPA for teléphone and e-mail

aubseriber information, NSL requests undér FCRAv, for consumer full credit reports, or NSL
requesls related to “non-U.S. Persons.”
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and {inance companies
undder the [l cuthority. The peroent of the NSL
requests were Issued pursuant to the N5L authorities see
either financial consumer lden information

Chart 4.1 illustrates the total number of KSL requests issued
calendar years 2003 through 2005,

CHART 4.1
K5L Requests (2003 through 2008)]

Samarress  [HAJ seminmmnisal classified 351 reports o Congress and FRl-
O RSE dsinbese as of May 2000

Chart 4.2 |next page] depicts the number of N5L requests relating to
irvestigations of non-U.5. persens amd U5, persons from 2003 through
2005. As shown in Chart 4.2, during the 3 years of our review Lhe balance
of NSL requesta related to investigations ol U.5. persons versus non-LL.5.
persons shified, In CY 2003, N5L requests predominantly imvolved
tmvestigntions of non-1.5. persons, but by CY 2005 the majority of NSL

& detniled discussion of the FEUs use of each of the four types of NSLa in
reniFd e terroria ared pelligence | is included Bn the Classtfied
Appeiidie

ar
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were ted from nvestigations of U5, persons, However, the
imber of NSL requests for information generated fromm nvestigations of
1.5, persons tncreased by almost 3,000 rom 2003 to 2005, while the
number of roquests generated from Investigations of nan-U.S. persons
decreased by abaut 1,700, Mamll.ﬂnmmwﬂ&l:mﬂuﬂu
generated from ivestigations of U.S. persons increased from I
A6 percent of all NSL requests in CY 2003 1o about 53 percent of all NSL
requests in CY 20057

CHART 4.2

NSL Requests Reported to Congress
Relating to U.5. Persons and non-U.5. Persons
(2003 through 2005)

1}

Rkt
LES i
LELELE

LR 18

3,000

[
03 =T oy

[mnon1 s remens| 10333 AP N
| T 18 e AT

Souree DL semmiannual cless#fiend NSL reports to Congress

NSL Requests Fssued During Counterierrorisim, Counterintefligence,
Foreign Compiifer ninsion Cipber Investigations The lollowing charts

T Chart 4.2 does not contain the ssme totals as Chart 4.1 omaase not all KESL
wherviifed

requests reponied b Congress wheilser they relabed {0 an irvestigation of & 1.5,
peersan or o non-L1.S, person, rxmw:m. reported in the Department's
semianmisl classified reports 0 Congress for CY Ehroagh CF 2008 hwhich inchaded

the ECPA, HFPA and FCHAU requests). 52, 189 NSL requesis identified wheiber the request
for Enformation related io a LS. person or a non-U.S, person. The remsaining NEL

requesis were for ihe ECOPA NSLs secking subseriber informaiion for telephane n

arsd T1r|.'rnﬁ e-mail accounts ard did not ertify the subject's siatis as a ULS. person or

ren-L1S, person

a8



107

present the number of NSL requests issued from 2003 through 2005 for
differenit types of investigations.

CHART 4.3 WAL Requests In
show in Chart Ceunte
h“m i : o ml 'E‘Illlcﬂlul-l'“Il'!‘ smd 'lnl'-l
from 200 through 2005 were ﬂﬂ:l thraugh wo-l

requests issued from 2003 through
2005 were In counterterrorism
investigations, and aboul 36 pereent
were Iasued in counterintelligence

ol the requests were |ssued in ETERen
foredgn computer intrusion cyber =E=::"r-tr-i-m
investigations, s

Bosrrr: FES-OGE WAL dadabhane ws of Wiy 2008

We also obsereed that the use of NSLs in counterterronism
investiations increased between CY 2000 and CY 2005.™ Chart 4.4 shows
the total number of countertermorsm Investigations and the mumber of such
investigations in which N5L requests were issued. As shown in Charl 4.4,
during the thres the total number of counlenermorism nvestigntions
decreased [from , but the mumber of such investigntions in
whkhmwmuﬁlamummmm-mﬂmm
B in CY 20057 As a percentage, the use of NSLs in counterterrorism
investigatbons almost doubbed during e three years, from 15 percent of the
counterierTorism investigntions open during CY 2003 to 23 percent during
CY 2004 and then 1o 39 percent in CY 20058, Owverall, one or mone NSLs
were usod in about 18 peroent of all the counterierrarism investigniions that
were opeen at any point from 3003 through 2005,

™ Nw FIH data idenized whelher individisl NSLs were relabed 1o

eimnlEs clligenes Ervestigutions, (he data prosaded by the FIl
ﬁﬂ;':'r‘MIhnﬂl:‘l' SO0 was o
e

T The woesl mﬂ#ﬂwmmnmmmmnmmw
suzn of the Evestigations open in esch of the years ke any
neifee disring meee tham one of the years and mmhumdl.heyun they wrre
open.
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THe FBRS Use of Nuttonal Security Letters: i Different Fnvestigotive
Stcges: As discussed in Chapter Three, ohe of e most stgriticant changes
o the FBUS guthority to issie national sécyirify letters sutirred trhen the
Attorney General issved the NSI Guidéities on October 31, 2002, pevmiltiisg
NBEE o be issued dunng prélminary investigations.: Prior 1o that thne, with
upnsted sxceptions, NSLS could be ssiied or by durinig mn investigations:
Although the DGC database-does not capture the investigalive stage 41
wihiteh WSL gigthorify was used, we raed that mformationinthe 263
’\’S‘ we euumz’eu (.ltl our eld vmbs Chiert 4.5 *ﬂus&am ‘he tvpg (Jf

kg pmh
zws‘s&igemozu
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CHART 4.5

NSL Requests During Preliminary and Full Investigations
Identificd in Files Reviewed by the OIG (2003 through 2005)
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CHAPTER FIVE
THE EFFECTIVENESS OF NATIONAL SECURITY
LETTERS AS AN INVESTIGATIVE TOOL

II.  Introduction

Along with other requiretnents for OIG review, Congress alsa directed
the OIG to include in our review an examination of the effectiveness of
national security letters as-an investigative tool, including:

« the importance of information acquired by national security letters
to the Department’s intelligence activities;

o : the manner in which. the infortation acquired from national
security letters is collected, retained, analyzed, and disseminated
by the Department of Justice, including any direct access to such
information provided to. any other department, agency, or
instrumentality of federal, state,local, or tribal governments or any
private sector entity;

«  whether and how often the FBI-used information obtained from
national-security letters to produce an “analytical intelligence
product” for distribution to, among others, the intelligence
cornmunity; -and whether and how often the FBI provided
information obtained from national security lettérs to law
enforcement authorities for use in eriminal proceedings.

In this chapiler, we address the effectiveness of national security
letlers as an invesligative tool, the manner in which information from
national security letters is analyzed and disseminated, and how national
security letter-derived information is used.80 First, we briefly describe how
national security letters were used prior to-the Patriot Act and what FBI -
personnel told us about their effectiveness during that period. Next, we
describe their use after the Patriot Act, including how national security
letters are used to develop informatien on-terrorist or espionage threats. Wc
then describe. the various types 6f FBI analytical intclligence produicts that
use information obtained from national security letters, and-how these
products are shared within the Department and among other federal
agencies. We also discuss how NSL-derived information is disseminated to
Joint Terrorism Task Forces and the intelligence community, among others.
Next, we address whether and how often the FBI provides information
derived from national security letters to law enforcement authorities for use
in criminal proceedings. ; .

80" In Chapter Three, we desceribed the FBI's collection and retention of information
derived from national security letters.
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IV. The Effectiveness of National Security Letters Prior to the Patriot
Act .

FBI personnel we interviewed who were involved ii the use of national
security letters prior to the Patriot Act told us that before 2001 NSLs were.
used infrequently in both counterterrorism and counterintelligenice cases.
They attributed their infrequent use to several reasons, chief of which was
the delay in obtaining approval of the letters. Prior to passage of the Patriot
Act, FBI field personnel were not authorized to issue national security
letters, and there were significant delays in obtaining Headquarters
approval. Because of the lengthy process required to obtain national
security letters, FBI personnel said NSLs generally were not viewed as an
effective investigative tool.8!

FBI personnel cited three additional reasons for the ineffectiveness of
national security letters in the pre-Patriot Act period.” First, under the
Attorney General Guidelines in effeéct at-the tine, national security letters
could be used only during certain phases of investigations.: Second, prior to
the Patriot Act agents could seek national security letters for telephone and
electronic-commumication transactional records from telephone companies
and Internet service providers, records from financial institutions, and
information from credit bureaus-only upon-demonstrating “specific and
articulable facts” giving reason to believe that the subject was an “agent of a
[oreign power” or; in the case of requests for subscriber information, had
been i contact with such an agent.82 -FBI officials told us that this
predication staridard limited the -utility of NSLs -as ‘an investigative. tool.83

81 The final report of the National Commission on Terrorist Attacks Upon the
United States (9/11 Commission).contained a monograph on terrorist financing that
discussed the limited utllity of national security letters in the pre-Patriot Act périod. The
report noted that Minneapolis FBI agents investigating links between a network of money
remitters. and a terrorist group chose to use tools available in criminal investigations rather
than national security letters for two reasons. First, “the FBI could obtain subpoenas
almost instantly, whereas NSLs took 6 to 12 months to obtain.” Second, national security
letters could only be approved by officials at FBI Headquarters. ‘See Report of the National
Cornmmission on Terrorist Attacks Upon the United States, Terrorist Financing Staff
Monograph, Al-Barakaat Casc Study (August 21, 2004).

82 See, e.g., 18 U.S.C, §2709(b) (2000},

83 “These factors were also noted by ‘a Department official in-congressional
testimony. The official stated thiat the predication requircment “put the cart befare-the
horse” because agents could not-issvie national security letters-to establish “specilic and
articulahle facts indicating that the individuals in guestion were agents of a foreign power.”
Material Wiiness Provisions of the Criminal Code, and the Implementation of the USA
PATRIOT Act: Section 505 That Addresses National Security Letter and Section 804 That
Addresses Jurisdiction Qver Crimes Conminitted at 1.S: Facilities Abrocl: -Hearing Before the
Subcomin; on Crime, Terrorism, and Homeland Security of the House Comum. on the
Judiclary, 109" Cong. 9-10 (statement of Matthew Berry, Office of Legal Policy, U.S.
Department of Justice).
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Several counterterrorism officials cited a third factor for the limited
value of national security letters prior to the Patriot Act: the FBI's limited
analytical resourees to exploit the information received. In the absence of.
specialized analytical expertise, the FBI rclied almost exclusively on case
agents to.analyze information obtained through national security letters.- As
we describe below, the FBI's increased analytical capabilities in recént years
has changed the perspective of FBI personnel on the use and effectiveness
of national security letters.

The lormer Deputy General Counsel for the FBI-OGC's National
Security Law Branch who was respansible for approving national security
letters in the late 1990s told us that he considered approximately 300 NSL
approval mémoranda annually, each of which sought approval of one or
more NSLs.84 . He stated that it was necessary lo spend significant effort
going back and forth with field personnel to evaluate whether there was
sufficient evidence to establish thie statutory. predication that the NSLs
related to agents of a foreign power.85 He noted that the approval process
could take as-long as one year (an estimate confirmed by other field -
personnel we mmterviewed),-and because of that FBI case agents would
sonetimes “give np” and withdraw their requests.

Notwithstanding these limitations, soine FBLofficials stated that
national security letters occasionally were effectively used-prior to the
Patriot Act. . For example, a counterterrorism-official in a large FBI ficld

on nioted that national security letters were uscd successfully to
identify associates of ]

However, FBI field and Headquarters personnel who have worked with
national security letters before and after the Palriot Act believed that their
use and effectiveness has significantly increased after the Patriot Act was
enacted. For example, one senior counterterrorism official noted that prior
to the Patriot Act, counterterrorism investigations were conducted, then
closed, when agents could not identify information associating the
investigative subject with a terrorist threat: Since the Patriot Act,
counterterrorisin investigations are closed after the FBI has evaluated
information from national security letters, in conjunction with other
investigative techniques, which enables the FBI to conclude with a higher
levcl of confidence that the subject poses no terrorism threat.. We provide
other illustrations of NSLs’ use and effectiveness in the sections that follow.

84 Our review of the Department's semiannual classified reports to Cohgrcss on
NSL usage showed that the FBI issued approximately 8,500 NSL requests in CY 2000 and
approximately 7,800 NSL requests in CY 1999.

85 The former NSLB Deputy General Counsel stated that establishing the statutory

predication. prior to the Patriot Act was much easiér in counterintelligence cases, where the
subject was almost always affiliated with a foreign nation.
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V. . The Effectiveness of National Security Letters as an Investigative
Tool-in 2003 through 2005

‘As discussed-in Chapter Two; the Patriot Act amendments to national
security letter authorities eliminated. the requirement that the information
sought pertain to a foreign power or an agent of a foreign power,
substituting the lower evidentiary threshold that the information soughl is
relevant to an‘authorized national security investigation. . The amendments
also. authorized Special Agents in Charge of FBI field divisions to sign
national security letters, authority previously extended to enly a handful of
FBI Headquarters officials: In addition, in October 2003, the Attorney.
General issued revised Guidelines authorizing the FBI to use national
security letters in preliminary investigations, not just in full investigations.56
Taken together, these three expansions of the FBI's national security letter
authorities resulted in significantly greater use of national security letters in
cournterterrorism, counterintelligence, and foreign computer intrusion cyber

" investigations.

Al The Importance of the Information Acquired From National
Security Letters to the Department’s Intelligence Activities

National security letters are-one of several investigative techniques
available to-FBI agents in conducting counterierrorism, counterintelligence,
and foreign computer intrusion cyber investigations. ‘Many- field agents and
Headquarters officials we interviewed said it is difficult to isolate the
effectiveness of national security letters in the context of a particular case.
They stated that the value of a particular national security letter emerges
only over the life of the case.

Naonetheless, in our review of 77 counterterrorism and
counterintelligence case files and almost 300 national security letters issued
in those cases, and in over. 100 interviews of Headquarters and field
personnel, we-developed information about the importance of national

security letters in these investigations during calendar years 2003 through
2005.

FBI Headquarters and field persanriel told us that they found national
secuirity letters issued pursuant to the Electronic Privacy Comimunications
Act (ECPA), the Right to Financial Privacy Act (RFPA), and the two
authorities in the Fair-Credit-Reporting A¢t (FCRA) Lo be effective im both
counterterrorism and counterintelligence investigations, many calling them
‘indispensable” or “our bread and butter.”

86 Attorney General's Guidelines for FBI 'National Security Investigations and
Foreign Intelligence Collection (NSI Guidelines)(October 31; 2003):
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1.. . Principal Uses of National Security Letters

FBI personnel reported that they use national security letter
authorities to accomplish:one or more of the following objectives:

» Establish evidence to support FISA applications for electronic
surveillance, physical searches; or pen register/trap and trace
orders;

¢ Assess communication. or financial links between investigative
subjects or others;

« .. Collect information sufficient to fully develop national security
investigations; ;
« ‘Generate leads for other field divisions, members of Joint

Terrorism Task Forces, ‘or other federal agencies, or to pass to
foreign governments; -

« ' ‘Develop analytical products for distribution within the FBI, other
Department components, other federal agencies, and the
intelligence community;

« 'Develop information that is provided to law enforcement
aithorities for use in criminal proceedings;

» * Collect information sufficient to elirinate concerns about
investigative subjects and thereby closé national security
investigations; aud L

» * Corroborate information derived from other investigative
techniques.

Diagram 5.1 illustrates these key uses of national security letters.
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2. The Value of Each Type of National Security Letter

While details concerning the FBI’s use of national security letters in
particular investigations are classified, our examination of investigative files
and interviews of case agents and supervisors-assigned to .
counterintelligerice and colunterterrorisin squads revealed that information
obtained from ECPA, RFPA, and FCRA nationial security letters has
contribtited significantly to many counterterrorism and counterintelligence
investigations. We describe specific examples of the importance of k
information obtained from the use of éach type of national security letter
authority below.

a. Telephone toll billing records, subscriber
information, and electronic communication
transactional records

In counterterrorism investigations,. telephone toll billing records and
subscriber information and electronic communication transactional records
obtained pursuant-to ECPA national security:letters enables FBI case agents
to connect investigative subjects with particular telephone numbers or
e-mail addresses. It also allows the FBI to connect terrorism subjects and
terrorism groups with each other.. Analysis of subscriber information
obtained from national security letters for particular telephone numbers and
e-mail addresses also cari assist in the identification of the investigative
subject’s family mernbers, associatés, living arranigements, and contacts, If
the subject’s associates are identified, case agents can generate new leads
for their squad or another FBI field division, the results of which miay
complement the information obtained from the original national security
letter. |

Many Headquarters officials as well as case agents and supervisors in
the four field offices we visited told us that the most important use of ECPA
national security letters is to support FISA applications for electronic
surveillance, physical searches, or pen register/trap and trace orders. For
example, to obtain FISA orders the FBI must establish

. “‘ECPA national security letters for subscriber
information routinely are Used (o confirm this required element.and to
otherwise develop evidence to support orders [rom the FISA Court.  FISA
court orders for electronic surveillance may authorize the FBI to collect the
content of-.communications, information the FBI cannot obtain using NSLs,

The following text box provides examples of the use of ECPA national
security letters in counterterrorism and counterintelligence investigations.
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Use of Telephone Toll Billing Records and Subscriber Information
Obtained by Matlonal SBecurity Letters in Counterterrorism and
Counterintelligence Cases

& Threugh natlsns] seeurity letiers. an Pl field office shiained telephone ol
hilling records and subseriber information aboul an imvestigative subject ina
CrminteEmErmsiam case. The informadion obiained ddenisfied ihe various telephone
mumsbers with which the sulbject had frequent contact. Analysis of the telephone
reconds enatded the FEI io ldentify a groop of mdividuals ressding in the same
vicimity s the subject. The FOI infitated investigations on these irdividuals to
deiermine if there was a formonist cell operating in ihe city.

= Fil agersts 1ok us that national scourity letlers were critical ina
couderinteliigence Envestigation that bod o a corndction of a reprosentatbee of &
forcign power, The subject memaed 8 company in Ehe United Siates and traveled
tis a foreign country ad the beheat of a foreign infelligence service. [n addifion.
the subject had been collecting telephone records. and passing the recoeds (o s
Toreign iMelligence officer locabed in the Uniled States. Throogh oodl billimg
records ottasned from naiomsl secuniy beiters, the FBl was able o demenstrabe
Illwmulm coumiry's U5 -based intelligenes offiery was in conteet with the
LT A

= Afler lesming from the inteliigenoe cemmunity (bt & suspected temmorist was
using i partieslar iekephone pumber and c-mafl scoousd, an FBI Bicld dhdsion
abiained telephene 1oll hillng and subserber minrmation en the stonunis. The
WELa idendiibed Ut the sulject was in jouch wiith an indiidual who ke boen
enervicted of federnl charges.

*  Ina counierintelfgence Evestigation. ickephone (o revofds obdained (hrough
natinnal security eiiors rovealod that, comtrary to an PRI source’s dentals, the
SMINTE WS comiiniing ts coiteet b oreign itelligencs officer by belephone

In counterinteligenoe investigntions, analysts of telephone and
Internet transactional reconds obtained through national security letters
also ks valuable. cnabling the FBI to klentify a subject’s contacts with an
agent of a foreygn power and with individeals who may be in a position Lo

b.  Financial records

Financing s critical to terrorist orgrnizations, and the FBNs ability to
track the movement of funds through financtal institutions ks essential o
Identify and locate individuals who provide inancinl support 1o terrarisg
operations. For example, transactional data obtalned from banks and olher
financial institutions in response (o RFPA national security letters can
reveal the manner in which suspecied terrorists conduct their operations,
whether they are chiaining money from suspiclous sources, and thelr
spending patterns. Analysis of this data can also reveal the identity of the
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firancial institutions used by the subject: the financial position of the
subject; the existence of overseas wire transfers by or to the subject "pass
through™ aciivity): loan transactions: evidence of money laundering: the
subjecis involvement In unconventional monetary transactions, inchsding
aceounts that have more money in them than can be explained by ordinary
income or the subject's employment: the subject’s financial network; and
payments (o and from specific individuals, Hewever, analysis of financial
records b counterierrorism Investigations may be complex and
time-consuming because investigative subjects often engage in legitimate
businesses (hat disguise their terrorist ailiations,

FBI case agenis and supervisors of counterintelligence cases told us
that RFPA national security letters have provided vital information in thelr
investigations, Faor example, NSL-derived information has demonsirated
investigative subjects” access to unexplained sources of income,
transactions with foreign government officials, and acquisition of prohibited
technologies,

The following text box provides examples of the use of the RFPA
national security lefters in two counterierrorism imvestigations.,

Use of Flnancisl Records Obtalned by National S8ecurity Letters in
Countorterrorism ons

- mmm.m.m.mlmwmugmd
snwrnienice atare merers i dbe Dniiad Sistes who & s funeds io known
Hawnladars [persons who use the Hawala meney 1 wysiem in liew of or
paralicd i erslitional banksd in the Middle Easl. The fursds were transfemed io
ausgieciod Al Geola affiliaies. The posaibie vialations ecminitied by 1he subjects
:.1 :‘u:m.p;;gu i "u::;rm. ingredient used to

i, pecisloephatnne {he
et hamgd I T i insaranece frad, welfare fraod.
imrigrntion fraud, income L vielations, ned sile of cousrerfeil merchandiss.

The FII imsgieed ruabional sccussty Ieiters (o (he comvonionee siore memors’ bank

srominl recirds. The records abiteend (hal two perecas reccived milliens of

dollars Trom the subjects and that ansther suljort buad forwanded lange susns of
mary bo one of these Indéviduals, The bank Fruis iderifiod sbisers anid
recipienis of the money irasiafers and d ie the eoll of Hif
targels of Ehe ieeadigation oversrus,

&  Thae sistiject of a ¢ I was allegedly tnvalved iR
rasooiics iralficking, When analysts of ickephane reconds revealiod fhat an
trsdivichual was bn belephorne conbact with the subfect, ke FRI ssaied BFTA NSLs
Inr that ireihvidual’s bank rroorde. aof (e hank records
revealed nn signifleant (668 in the suljest and in (ke absener of any information
limeingg phis irelivistiial 8o terrorist aethities. fumber rrestigaiion was iermnalod.
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L8 Consumer eredit records

The original FCRA NSL statute authortzes the FBI to oblain
information about financial institutions from which an individual has
sought or obtained credit and consumer identifying information Heited 1o
the subject's name, current address and lormer atdreases, places of
employment, and former places of employment. The Patriot Act amendment
1o Lhe PCRA now authorizes the FRI to obtain through national security
letters consumer full eredit reports, including records ol individual
accounts, eredit card transactions, and bank account activity. Information
secured From both types of FCRA natlonal security letters assisl case agenis
because they provide information that often Is not avadlable from other types
of Anancial records. For example, consumer credit recerds provide
confirming information about a subject (including name, allases, and Social
Security number]: the sulject’s employiment or sther sources of Income; and
the sublect's possible involvernent in tllegal actvity, such as bank fraed or
crecit card frawd, The supervisor of a counterterrorism squad told us that
FCRA NSLs enable the FBI to see “how their investigative subjects conduct
their day-te-day activities, how they get their money. and whether they are
engnged in white collar crime that could be relevant Lo thelr investigations.”

The lolivwing lext box provides examples of Uve use of both types of
FORA national security letters in counterinielligence and countertermorsm
investigations.

Use of Consumer Credit Burean Records Obtalned by Natlonal
Security Letters in Counterintelligence and Counterterrorism

provide seisitfee

ol freen ihe REL assbsied the FI9 in el conwcerms that the
wishijeet wak hidsng assets or undering funds or that be had reccived
eovert furymenis from ibe beeign power,

& Inibe afiermath of Humicans Katrina, many subjecis of & major FHl
oounterberroriam irmvesEigation eeend from arres alffected by ihe disasier.
To mssisd in locaking thess suljects, e PRI scrved PCRA NSLS for

datrd, crecit i ik the a

P L] e The Enlormsation
mevenbsd the subjects” oredif cand acthlly in & major LS. eiry anil several
foreign countries.

* The FHl imilisted sn ienvestigation of an iedividual who was ideniified
dustng the arrest of & known berrorist in A foreign country. After
elaining o eredil cand musiber used by the subect. the FBI served an
WSL 1 obkain & eonsusner full eredh report. The report showed that the
salsject b reboemed to anolber LS ooy, The FEI's investigalion was
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B.' - Analysis of Information Obtained From National Security
Letters

The I'BI performs various analyses and develops different types of
analytical intelligence products using information from national security
letters:

L Types of Analysis

The review of mformation derived from national security letters is
initially performed by the case agents who sought the national security
letters. In counterterrorism investigations, once the case agents confirm
that the response (o the national security letter matches the request, the
most important function of the initial analysis is‘to determine if the records
link the investigative subjects or other individuals whose records are sought
to suspected terrorists or terrorist groups, In counterintelligence
investigations, the case agent’s initial -analysis focuses on the subject’s
network and, in technology export cases, the subject's access Lo prohibited
teéchnologies.

In some field offices, case agents are required to formailly document
their receipt of information from national security letters, including the date
the information was received; the subject’s naine, address, and Social
Security number: and a summary of the information obtained. This
document then is electronieally uploaded intothe FBI's principal
investigative database, the Automated Case Suppoit (ACS) system.. Once
the data is available electronically, other case agents can query ACS to
identify information obtained from national security letters that may pertain
to their investigations. )

- Afterthe case agent's initial analysis, analysts assigned to
counterterrorism, counterintelligence, or.cyber squads in the FBI's field
divisions can use the NSL-derived information.. The Counterterrorism and
Counterintelligence Divisions in FBI Headquarters.also conduct
communication and financial analyses of NSL-derived information from
different national security investigations,

Beginning in mid-2003, FBI field offices established Field Intelligerice
Groups- (FIGs) as part of the Counterterrorism Division's Office of
Intelligence. These squads later were moved to the FBI's Directorate of
Intelligence. The FIG squads are staffed principally with intelligerice
analysts, language analysts,: physical surveillance specialists, and field
agents. FIG squads generate detailed analyses of intelligence information,
some of which is derived from national security letters.

The FBI also evaluates the relationship between NSL-derived
information and data derived from other investigative tools that are available
in'various databases, For example, when communication providers furnish
telephone toll billing records-and subscriber information on an investigative
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subject in response to a national security Ictter, the data is uploaded into
Telephone Applications, a specialized database that can be used to analyze
the calling patterns of a subject’s telephone number.

The FBI also places NSL-derived information into Investigative Data
Warehouse (IDW), a database that enables users to access, among other -
data, biographical information, photographs; financial data, and physical
location information for thousands of knovm and suspected terrorists. This
FBI database contains over 560 million FBI and other agency records;
information obtained from state, local and foreign law enforcement agencies;
and open source data.. The database can be accessed by nearly 12,000
users, including FBI agents and analysts and members of Joint Terrorism
Task Forces.® Information derivéd from national securily letters that.is
uploaded intv ACS and into the Telephone Applications database is
periodically uploaded to IDW.

FBI policy requires that case agents in counterterrorism investigations
conduct a financial analysis of the investigative subject’s financial dctivities:
Some large FBI field divisions have dedicated squads, such as terrorist
financing squads, to assist agents in analyzing thé financial aspects of the
subject. These squads may include specialists from outside of the FBI, such
as the Defense Criminal Investigative Service or the Internal Revenue
Service, who provide expertise in specific financial areas.

Like telephone call analysis. a review of financial records obtained
through national security letters may show in a counterintelligence case
that the subject is in contact with a foreign embassy or other foreign
establishmeut or with other individuals known to be involved in intelligence
activities. This analysis may reveal the names of people who have access to
bank accounts, funds that have been transferred in and out of the
accounts, and where the fuuds were transferred.

“Link analysis” is one of the. principal analytical intelligence products
generated by FIG analysts that rely:.on information derived from all types of
national securityletters used by the FBI during the period covered by our
review, Link charts illustrate the telephorie riumbers, Internet-e-mail
addresses, businesses,: credit-card transactions, addresses, places of
employment; banks, and other data derived from the NSLs, as well as
iriformation derived from other investigative tools and open sources. FBI
agerits and analysts develop link analyses in both counterterrorism and
counterintelligence investigations, often integrating the results of multiple
NSLs on the subjects of multiple FBI investigations.

Analytical intelligence products based on information obtained. from
national security letters integrate communication and financial information

87 .FBI Oversight: ' Hearing Beforé the Seiate Comin. on the Judiciary, 109% Cong, 6
(2006) (statement of Robert'S. Mueller, HI, Director, Federal Bureau of Investigations.
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on particular investigative subjects and their associates: For'example,
national security letter-derived data reflecting telephone activity on a cluster
of dates may correspond with wire transfer information obtained from
national security letters served on financial institutions. In one such
exariple, this type of information was integrated to support investigations of
a threat to a major U.S. city.” FIG analysts combined related information
from different investigations throughout the FBI to identify contacts and
financtal transactions bétween: subjects of the investigation.

2. Formal Analytical Intelligence Products

Information derived [rom national security letters may-alsa be used in
the development of a variety of written products that are-shared with FBI
personnel, distributed more broadly within the Department; shared with
Joint Terrorism Task Forces, or disseminated to other members of the
intelligence communnity.

However, FBI counterintelligence and counterterrorism personnel told
us that FBI practice and policy discourage reference to the source of the |
information discussed in these products in order.to protect the FBI's
sources and methods. Nonetheless, field personnel we interviewed,
ineluding initelligénce analysts and financial analysts; told us that the
following types of analytical products frequently contain information derived
from national security letters, particularly if they are based on-inforination
derived from FISA authorities {electronic surveillance, physical scarches, or
pen register/trap and trace devices). As noted-above, one of the most
impartant uses of national security letters.is to develap evidence to support
FISA applications. - Since FISA applications for eléctronic surveillance must
contain evidence

The following are examples of FBI analytical intelligence products that
use information obtained from NSLs. .

¢ Intelligence Information Reports

An Intelligence Information Report (IR} contains “raw intelligence,”
which may include information from only one source or one area that has
not been fully “vetted™ or verified. ‘Headquarters and field personnel told us

“that FBI analysts sometimes use raw data obtained from national security
letters ~ such as telephone numbers or Internet e-mail account information
-in preparing [IRs. ‘For example; if the initial analysis of telephone toll
rccards and subscriber information reveals important ties between a known
terrorist and others, the analyst may generate'an IR quickly if the
geographic location of the subject is known. In this circumstance, the IR
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would be based on telephone tall billing records inforiation combined with
information derived from other investigative.tools, such as physical
surveillance. - Rather than taking time to verify the information, the analyst
may determing that it is important to-issue an IR to alert other FBI
divisions, state and local law enforcernent authorities, and other memibers of
the intelligence community of the raw intelligence. Similarly, if NSLs
accessing bank records show that a subject being investigated for espiohage
has used certain techniques, the FBI would consider communicating a
description of these techniques in an IIR.

FIG analysts prepare the IIRs, which are uploaded into an FBI
database arid distributed to all FBI personnel, to allow other offices to
connect information in their files to the information in the HR. - The [IRs also
are sent to the Criminal Investigative, Counterterrorism,
Counterintelligence, and Cyber divisions at FBI Headquarters where a
determination is made whether.to distribute them more broadly in the
intelligence community. - In addition; HRs involving criminal matters may be
sent to other law enforcement agencies.  One FIG supervisor of a large field
office we visited during the review stated that his office published-700 IIRs
in CY 2005, the majority generated by the division's counterintelligence
squads. -Overall; the FBI has generated over 20,000 1IRs from September
2001 to Septemnber 2006,88 ;

+ Intellig A ts

An Intelligence Assessment is a finished intelligence prodnct
developed by the FIGs that provides information on developing crime
problems -and emerging developments and trends regarding national
security threats. Unlike an IIR that contains raw data, Intelligence
Assessments use empirical data, known intelligence information; and
information from national security létters to draw ¢onclusions and
recommendations.  These recommendations can provide direction to specific
FBI squads or programs. .

Intelligence Assessments are prepared for all FBI investigative
programs, including counterterrorisin and counterintelligence, and for:
special events. - Intelligence analysts we interviewed told us that while they.
use information obtained through national security letters to help create
Intelligenice Assessments, they do not attribute information in the
assessment to NSLs. For example, intelligence analysts told us that'in
developing various Intelligence Assessments-they used multiple. NSLs (o
assess threats to a major U.S. city, risks associated with terrorists’ use of
certain weapons of mass-destruction, the preserice of foreign intelligence
officers in-major U.S. cities; and cfforts by forcign intelligence officers to
target corporate officials in:order to influence U.S. policy. The assessmernts

88 See www.(bi.gov.
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relied in part on information developed from ECPA, RFPA, and FCRA
national security letters.

s - Intelligence Bulletins

An Intelligence Bulletin is a finishied intelligence product that cantains
general-information on-a subject or topic as opposed to case-specific
intelligence that would be included in an HR. Intelligence Bulletins
generally are.prepared by agents or analysts serving on the FIG squads and
may be distributed within the Department, to law enforcement duthorities,
or to other members of the intelligence community.

Intelligence analysts we interviewed told us that while they use
information obtained through natiorial security letters to help create
Intelligence Bulletins, they do not attribute information in the Bulletins to
NSLs:: Examples. of Intelligence Bulletins that relied on NSL-derived
information include products' describing bulk purchases of cell phones,
developments in the leadership of terrorist groups in U.S: cities, the
potential for terrorist recruitinent using the Internet, and manufacturers:of
component parts for explosives being used in Irag.

C. The FBI's Dissemination of Information Obtained From
National Security Letters to Other Entities

Attorney General Guidelines and various information-sharing
agreements requirc the FBI to share information with the intelligence
community.8 For example, the Attorney General's Guidelines for FBI
National Security Tnvestigations.and Foreign Intelligence Collection (NSI)
Guidelines provide:

The general principle reflected in ' current laws and policies is
that information should be shared as consistently and fully as
possible among agencies with relevant responsibilities to protect
the United States and its people from terrorism and other
threats to the national security, except as limited by specific
constraints on'such sharing. ‘Under this general principle, the
FBI shall provide information expeditiously to other agencies in
the Intelligence Comumunity, so-that these agencies can take
action-in a timely manner to protect the national security in
accordance with-their lawful functions. %

In addition, four of the five national security letter authorities
expressly permit dissemination of Information derived from national seeurity

89 'See, e.g., Memorandum of Understanding Between (he Community,
Federal Law Enforcement Agencies, and the Department of Homeland Security Concerning,
Information Sharing (March 4,.2003).

90 NSI Guidelines, § VII(B).
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letters to other federal agencies if the information is relevant to the
authorized responsibility of those agencies and is disseminated pursuant to
the applicable Attorney General Guidelines. 3!

Pursuant to these statutes and-directives, the FBI disseminated
information derived from national security letters to other members of the
Intelligenee Communily and to ‘a variety of lederal, state,; and local law
enforcement agencies during the period covered by our review.-. Aceording to
the FBI officials we interviewed, the nature and extent of disscmination
depended upon several factors, including the importance and specificity ol
the information and whether the NSL datd was integrated into formal
analytical intelligence products. - However, we could not determine the
number -of analytical intelligence products containing NSL-derived data that
were disseminated from 2003 through 2005 because these products do not
reference NSLs as the source of the information.?2” Although none of the FBI
or other Department officials we:interviewed could estimate how often
NSL-derived information was disseminated to other entities, they noted that
wheén analytical intelligence products provided analyses of telephone or
Internet communications or financial or consumer credit transactions, the
products likely were derived-in part from NSLs.

Based on our interviews of Headguarters and field personnel and a
questionnaire distributed to counterterrorism and counterintelligence
squads in Headquarters and field divisions, we learned that the principal
entities outside the Department to whom-information derived from national
security letters was disseminated were members of the intelligence
community ‘and Joint Terrorism Task Forces:

Department Components: The NSI Guidelines authorize the FBI'to
share information obtained through intelligence activities conducted under
the Guidelines with other components of the Departrient of Justice.93
Information derived from national security letters is shared with United

91 See I2US.C. § 3414(a)(5)(B}(Right to Financial Privacy Act); 18 U.S.C.
§ 2709(d){Electronic Communilcations Privacy Act);: 15-U:S.C.A. §1681u(f}{Fair Credit
Reporting Act]: and 50 U1.S.C.A. § 436 (National Security Act). While the NSL statute
permitting access to consumer full credit reports, 15 U.S.C. §1681v. does not explicitly
authorize dissemination, it does not limit such dissemination. B

92 The supervisor of a FIG squad explained that when FIG analysts receive raw
NSL-dertved information; such as telephone or bank records,. their-analyses based-on this
data are uploaded into ACS and provided to operational squads in the form of electronic
communications. These tactleal analyses may later become part of finished intelligence
products, such as Intelligence Bullétins or Intelligence Assessinents, that FBI Headquarters
may authorize for dissemination to other members of the intelligetice community. . Since
members of the FIG do not reference what information was derived from NSLs, the source
of the information- would not be assaciated with.the data because it is assimilated into a
finished intelligence product.

93 \NSI Guidelines, VII(B)(2).
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States Attorneys’ Offices (described below),. the Drug Enforcement
Administration; the Federal Bureau of Prisons; and other Department
components, including components whose personnel serve on Joint
Terrorism Task:Forces, such as prosecutors:and intelligence research
specialists. )

Joint Terrorism Task Forces:  Joint Terrorism Task Forces (JTTFs) are
composed of representatives of federal, state, and local law-enforcemerit
agencies who respond to leads, investigate, make arrests, provide security
for special events; and collect and share intelligence related to terrorist
threats.?* Some task force members ‘are designated Task Force Officers,
some of whom obtain the necessary clearances to obtain access to FBI
information, including information derived from national security letters and
other investigative techniques.  These Task Force Officers also are
authorized to access information stored. in FBI databases.such.as ACS, the
specialized application for telephone data, and IDW which, as noted above,
contain information derived from NSLs. Task Force Officers who obtain the.
required securily clearances and sign access agreements are issued
accounts to.access these databases (with the exception of case information
to which access was restricted due to special sensitivities).. Consequertly,
Task Foree Officers with approved user accounts are able to access
databases that house raw data derived from NSLs: - In addition, Task Force
Officers have access to formal analytical products derived, at least in part,
from national security letters and othér information. However, Task Force
Officers are not permitted to share this information with their host agencies
unless specifically authorized in memoranda of understanding between the
FBI and-the host agency.

Other Federal Agencies: “The Attorney General's NSI Guidelines
authorize the FBI to share information obtained through intelligence
activities conducted under the Guidelines with-other federal law
enforcement agencies and the Departinent of Homeland Security.% Since
many federal agencies are represented on JTTFs, the JTTFs are a significant
information-sharing mechanism for information derived from national
security letters as well as other investigative techniques 6 In addition;
several FBI field divisions told us that they disseminated information

94 ‘Each of the FBI's 56 domestic field divisions contains at least onie JTTF, and as
of March 2005 the FBI operated JTIFs in 100'U.S: cities.

95 NSI Guidelines, VII(B}(@3):

96 For example; members of the JTTF in.a major FBE field division iniclude
representatives from the United States Atterney’s Office. United States Marshals Service,
United States. Postal Service, United States Secrct Service, Départment of Homeland
Security, Federal Protective Service, United States Coast Guard, Department of Defense,
Central Intelligence Adency, as well as representatives from state and local law
enforcement, including the state police and the city police department.
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- derived from NSLs to the Department.of Energy and the Departinent.of
Commerce in connection with counterintelligence investigations.

During our site visits to four FBI field offices, we reviewed examples of
documented dissemination of IIRs, Intelligence Bulletins, -and Intelligence
Assessments to other federal agencies: . For'example, case agents on
cotmnterintelligence squads disseminated NSL-derived information to the
Commerce Department’s Export Control Agency to identify products.on an
export control list.. Case agents on counterterrorism squads disseminated
NSL-derived information-to the Immigration and Customs Enforcement
branch in the Department of Homeland Seeurity related to the investigation
of potential immigration charges.

Members of the Intelligence Community: The NSI Guidelines -authorize
the FBI to share information covered by various memoranda of
understanding with- members of the intelligence community.87
Consequently, FBI analytical products that contain information froim
natjonal security letters are disseminated to ¢ther.members of the
intelligence community. FBI field offices told us that theydisseminated
information derived from national security letters to the Central Intelligence
Agency, National Reconnaissarce Office, Defense Intelligence Agency, Naval
Criminal Investigative Service; Air Force Office of Special Investigations, and
the National Security Agency.. As noted above, these analytical products
normally do not reference the source of the information used to produce the
product.

Private Sector Entities: Together with threat information derived from
other investigative tools, information from national security letters is
included in threat advisories that are cominunicated to private sector
entities.. . FBI officials in the four divisions we visited during the review told
us that they bricf members of the private sector on terrorist threats or other
threats associated with special events, such as the Olympics or the World
Series. These briefings may advise the security officials of private .
companies of the nature of the threat; but they do not cormmunicate details
of pending investigations or what investigative' tools were used to identify
and assess the severity of the threat.

Foreign Governments: The NSI Guidelines authorize the FBI to share
information obtained through intelligence activities under the Guidelines,
which include information from national security lelters. with foreign
authorities-under specified circumstances when the dissemination is ini the
interest of the United States.?8 “Information derived from national security
letters can also generate leads that are passed on to forcign government
counterparts.

97 'NSI Guidelines, VII{B)(3).

98 NSI' Guidelines, VII{B)(6}.
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Dissemination of information to foreign governments during most of
the period covered by our review was handled by the Designated Intelligence
Disclosure Officials (DIDO) within the Directorate of Intelligence at FBI
Headquarters.%9 Personnel in several field offices told us that they proposed
the dissemination of information derived from national security letters to
foreign governments from 2003 through 2005. For example, the Directorate
of Intelligenice approved the request of an FBI field division to provide
information to a foreign intelligence service about the possible association of
two non-U.S. telephone numbers to terrorist activities and to request
assistance in obtaining subscriber information about the two telephonie
numbers.

D. Information Frmh National Security Letters Provided to Law
Enforcement Authorities for Use in Criminal Proceedings

Information from national security lettérs most often is used for
intelligence purposes rather than for criminal investigations. In some
instances, however, NSL-derived information, when combined with other
information, isuseful in criminal investigations and prosecutions.  However,
our review could not determine how often that occurs because the FBI does
not maintain such records, and NSL-derived information is not specifically
labeled as such when it is provided to law enforcement authorities,

In: this section, we describe the ways in which the FBI provides
information-derived from NSLs to law enforcement authorities both through
routine information sharing with United States Attorneys' Offices (USAOSs)
and in connection with specific criminal investigations and prosecutions
We also give specific examples of instances in which the FBI provided law
enforcement. authorities information derived from national security letters
that was used in criminal proceedings.

1. ' Routine Information Sharing With United States
Attorneys’ Offices

Information obtained from national security letters and analytical
products derived from this information are routinely shared with
prosecutors in'the USAOs, although the source and details of the
information may not be readily apparent tc the prosecutors. The
information is shared with USAOs to determine if criminal or other charges
may be brought against individuals who are subjects of FBI
‘counterterrorism investigations, 190

99..Only Designated Intelligence Disclosure Officials are authorized. to decide that
intelligence information may be releéased to, forcign governments. The FBI Director is a
DIDG and has delegated DIDO authority to other senior FBI officials,

100 Foflowing the September 11 terrorist attacks, the Department impléemented.an
anti-terrorism-plan that directed the commitment of-all. availahlé rescurces and manpower
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In November 2002, the Attornéy General directed the United States
Attorneys and the Criminal Division to review counterterrorism intelligence
investigative files to determine whether they centained information that
would support crirninal proceedings. In June 2004, the Deputy Attorney
General directed the United States Attorneys to identify all open full field
FBI counterterrorism investigations that the USAOs or the local FBI field
offices believed may relate to-certain current threats. - In consultation with
FBI field offices, the USAOs were directed to determine “if there exists a
potential criminal disruption optien by identifying any criminal charges that
appear to be available now or could be available imminently with additional
investigation.”0!

Through such routine interactions with the FBI, terrorism- prosecutors
are familiar with the progress of counterterrorism-investigations being
conducted in their districts. While it would be unlikely that FBI case agents
would need to-attribute the fruits of their investigative activities to
pdrticular investigative techniques - such as national security letters - in
routitie briefings terrorism prosecutors may learn that national security
letters were used and, in significant briefings, likely learn of the fruits of the
technique. In addition, ATACs; other terrorism prosecutors; and intelligence
research specialists in the USAOs who review the FBI's investigative files
may see the results of NSLs or the ‘analyses of the information derived from
NSLs in the investigative fites or through access to the FBI's databases.102

(cont'd.)

to address efforts to detect and prevent terrorism. Two important aspects of the plan were
the establishment of Anti-Terrorism Advisory Coungcils (ATACs) within each judicial district
and the expansion of Joint Terrorism Task Forces. ATACs were directed to convene federal
law enforcement agencles and state and local law enforcement officials who, together,
would constitute the ATAC for each district. The ATACs were charged with coordinating.
“the disseminatlon of information and the development of prosecutive strategy™ about
suspected terrorists and “implement the most éffectlve strategy for Incapacitating them.”
See Memorandum from John Ashceroft, Attorney Géneral, U.S. Department of Justice, to All
Uiiited States Attormeys. Anfi-Terrarism Plan (Sept..17. 2001).

101 Memorandum from James B. Comey, Deputy Attorey General, U.S.
Départment of Justice, to United States Attormeys and Anti-Terrorisi Advisory Council
Coordinators {June 25, 2004), at'2. -

102 mntellj Tesearch n USAOs assist the ATACs In coordinating
anti-terrorist activities by, among other activities, generating analyses of the relevance and
reliability of threat information and investigative leads. 'See Office of the Inspector Genéral,
U.S. Department of Justice. A Review of United States Attorneys’ Offices Use of Intelligence

ialists (D 2008).

In some districts, the ATAC Coordinators and i i research specialists ‘are
full members of the district's Joint Terrorism Task Force. In those circumstances, these
Department personnel have access to FBI databases. As noted above; several FBI

databases contain either raw data obtained from NSLs or analytical products derived from
them! .

61



130

In-the course of these file reviews, terrorism prosecutors and
intelligence research specialists assigned to the USAOs may identify gaps.in
the data cellected from all investigative techniques,; including NSLs, and
may suggest that-additional NSLs be issued to fill these gaps.- For example,
if an analyst learns that the subject has received funds from a foreign
country, the analyst may suggest to. the case agent that RFPA NSLs be
issued to obtain financial records about the subject. - If the subject is
suspected of money laundering or violations of the Export Control Act, the
analyst may suggest that the agent issue FCRA NSLs to learn'more about.
the subject’s consumer credit transactions.

2. Providing Information to Law Enforcement
Authorities for Use in Criminal Proceedings

‘When ‘criminal prosecutions are pursued,.information from national
security letters may also be used in criminal proceedings. Information
derived from national security letters may produce evidence for the
prosecution’s case-in chief, for example by identifying communications or

- financial networks indicative of criminal conspiracy or material support for
terrorism. 93 It may also provide evidence that persuades the subject to

103 1y June 2006, the Departmeént's Counsel for the Office of Intelligence Policy and
Review (OIPR) asked the Departinent’s. Office of Legal Counsel {OLCJ to render an opinion.
on Wwhether the FBL is required under the Foreign Intelligence Surveillance Act [FISA) to
obtain Attorney General approval prior to d inating certain information for law
enforcement purposes that is developed from national security letters. The FBI and the
Department’s Criminal Division Counterterrorism Section submitted legal analyses and
their positions:to OLC in conjunction with this request. Specifically, the Counsel for OIPR
asked whether Attorney General approval is required under the FISA before the FBI seeks
to obtaina grand jury subpoena based .on the results of NSLs that were tssued for
telephone toll records on telephone numbers identified through its use of FISA authorities.
The FISA requires that tnformation obtained through the use of orders for electronic
surveillance, physical searches, and pen registers/trap and trace devices

shall not be disclosed for-law enforcemient purposes unléess such disclosure
is accompanied by a statement that such information, or ‘any information
derived therefrom, may bé-used.In a criminal proceeding with advance
authorization of the Attorney General.

50 U.S,C.-§§ 1806(b){electronic surveillance), ‘1825 (c){physical searches),
1845(b){pen-registers/trap-and trace devices}. The Counsel also asked whether the
term “criminal proceeding” means all federal grand jury proceedings, including the
issuance or grand jury subpoenas, as well as-search warrants; indictments, and
trials.. In tate 20086, after recetving the views of relevant entitles, OLC referred the
question to the Department's National Security Division: for a determination of the
best policy approach that comports with the FISA. .In February 2007; NSD
contacted the FBI and other members of the intelli anity for the purpose
of meeting to determine the best policy approach. If Attorney General approval were
nieeded, the Counsel believes and FBI officials.confirmed that there would be
significant operational implications for the ability of prosecutors and FBI agents to
quickly follow léads generated from FISA collection.
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cooperate with the government and provide information on other terrorists
or other illegal activity. As noted above; however, information derived from
national security letters is not required to be marked or tagged as coming
from NSLs when it is entered in FBI databases or when it is shared with law
enforcement authorities outside the: FBI. Moreover, when sharing
intelligence with law.enforcenient authoritiés, FBI agents do not typically
refer to the investigative technigue that was used to gather information.

As a result, FBI and DOJ officials told us they could not identify how
often information derived from national security letters was provided. to law
enforcement authorities for use in criminal proceedings. 194 However, we
attempted-in another way to obtain a rough sense of how often the FBI
provided NSL-derived information to federal law enforcement authorities for
use in criminal proceedings by collecting information that is indicative of
such use. . Specifically, we asked FBI field personnel to identify instances in
which they referred targets of national securily investigations to law
enforcement authorilies for prosecution and whether in those instances they
shared information derived from natiorial security letters with law
enforcéement authorities: 105 We learned froin the responses that in addition
to the routine sharing of information noted above, about half of the FBI's
field divisions referred one or more counterterrorism investigation targets to
law enforcement autharities for possible prosecution from 2003 through
2005.19¢° Of the 46 Headquarters and field divisions that responded to our
requesl for mformation about referral of national security investigation
targets, 19 divisions told us that they made no such referrals: Ofihe
remaining 27 divisions, 22 divisions provided details about the type of
infortnation: they referred and the nature of charges brought against these
investigative subjects.  In most cases, ultiple charges were brought
against the subjects, with the most common charges involving fraud (19),
immigration (17), and money laundering (17). o

104 By contrast as noted above, when FBI case agents obtain information frorn the
use of FISA authorities, the information is marked or tagged so that its derivation is clear.

105" In the absence of a tagged digital record or a centralized repository, reflecting
instanees in which information derived from national security letters is provided to law
enforcement authorities for use o criminal proceedings, FBI attorneys suggested that we
collect data on how ofteni case agents referred targets of national security invesfigations to
law enforcement authorities for possible proseculion. These Teferrals would capture:the
universe of investigations in which national security letters were authorized to be issued,
and the results.of information derived from national security letters issued in these
investigations may have been shared with prosecutors, even if the source af the inlormation
was. not explicitly noted.

106 By contrast, cas¢ agents and supervisors assigned (o counter cé
squads said that there is rarely a criminal nexus in thése investigations, and therefore
information derived from national security letters would typically not be provided to law
enforcement authorities.
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We also asked FBI field offices to identify examples from the referrals
to law enforcement authorities of the particular matters in which
information from national security letters was used in criminal
prosecutions. 197 - Although the field offices that provided-data on such
referrals were unable to state in what percentage of these referrals they
used NSLs, they provided examples of the use of NSLs in these proceedings.
such as the following: -

a. - Counterintelligence Case No. 1

A counterintelligence investigation focused on the possible
involvement of the subject in exporting sensitive-U.S. military technology to
a foreign country. Multiple national-security lellers were issued to obtain
information that enabled the FBI to identify.the subject’s role in exporting
these technologies. The FBI shared the NSL-derived information wilh the
Internal Revenue Service, whichled to-the initiation of a grand jury that
returned money laundering charges against the subject. The FBI also
shared the NSL-derived information with the Department of Homeland
Security and the Department of Commerce Office of Export Enforcement:
The FBI's investigation led to guilty pleas for 22 violations of the Arms
Export Control Act and brokering the export of sensitive technologies
without the required government licensing-approval.

b. Counterterrorism Case No. 1

Information provided to the FBI from the intelligence community.
suggested that a high-value detainee who was o be incarcerated-at
Guantanamo Bay had used an e-mail account, The FBI issued national
security letters to obtain e-mail transactional information about the user’'s
e-mail account, which led to additional national security letters seeking
telephone toll records and subscriber information on the subject and the
subject's friends and associates. Information derived from one of the
national security letters established a connection between the subject and
the subject of another FBI investigation. . The latter individual was later,
‘couvicted of providing material support to terrorism.

c. Counterterrorism Case No. 2

An FBI field office issued national security letters to ascertain the
investigative subject’'s financial dealings: - The information from the nationat
security letters suggested bank fraud activity. A federal grand jury was

07 One field division provided-an approximation of the number of timcs it used
NSL-derived information in criminal proceedings. That divisien stated that it used
NSL-derived information in approximately 105 criminal proceedings ftom 2003 through
2005. The division reported that NSLs.weré used only in terrorism-related ctiminal
proceedings, Mot in any espionage-related. criminal proceedings.
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convened, and grand jury subpoenas were issued to obtain financial records
for use iri the criminal trial. . The ifvestigative subject and his wife were
convicted of bank fraud, making false statements, and conspiracy.

d. Counterterrorism Case No. 3

‘An FBI field division used information from national security lettérs in
an investigation of individuals accused of being members of

V1. Conclusion

FBI Headquarters and field personnel told us that they believe
national security letters are indispensable investigative tools that sérve as
building blocKs in many counterterrorism and counterintelligence
investigations:- In further addressing the question of the eflectiveness of
NSLs; we considered the investigative and analytical objectives for using
NSLs. 'Headquarters and field personnel told us that the principal objective
of the most frequently used type of NSL - ECPA NSLs seeking telephone toll

" billing records; electronic communication transactional records, or
subscriber information (telephone and €-mail) - is-to develop evidence to
support applications for FISA orders. NSLs also are used in
counterterrorism and counterintelligence investigations to determine how
and when subjects are cominunicating with others, their sources of funds

-and means of transferring funds, and how they are financing their activities.
FBI agents and analysts use information derived from NSLs to determine if
further investigation is warranted; to generate leads for other field offices,
Joint Tertorism Task Forces, or other federal agencies; and to corroborate
information developed from other investigative techniques.

The FBI generates a variety of analytical intelligence produicts using
information derived from NSLs, including Intelligence Informatton Reports,
Intelligence Assessments, and Intelligence Bulletins. Information derived
from NSLs is stored in various FBI databases, shared within the Departinent

~and-with Joint Terrorism Task Forces, and disseminated to other federal
agencies and the intelligence commimity. The FBI also provides information
from NSLs to law enforcement authorities for use in ¢riminal proceedings.

65



134

CHAPTER SIX
IMPROPER OR ILLEGAL USE OF NATIONAL SECURITY
LETTER AUTHORITIES

The Patriot Reauthorization Acl also directed the OIG to describe any
“improper or illegal use” of the FBI's authorities. to issue national security
letters. . In this chapter, we report our findings on improper or illegal use of
the authorities that were identified by the FBI, as well as instances we
discovered during our review of a sample of FBI investigative files.” We also
describe other uses of national security letter authorities inn which FBI field
personnel deviated from internal FBI policies related to NSLs that are
designed to ensure appropriate FBI supervisory review and compliance with
statutory authorities and Altorney General Guidelines.

In the caurse of our review, we identified a variety of instances in
whichi the FBI'used national security letters contrary to statutory
limitations, Attorney General Guidelines, or internal FBI administrative
guidance or policies. . In addition to these incidents, we identified certain
practices where the legality or propriety of the use of national security
letters was unclear due to inadequatée FB] recordkeeping practices that did
not generate an-audit trail that would ¢nable us to determine if the letters
‘were duly authorized. - For example, FBI Headquarters-has no policy
requiring the retention of signed copies of national security letters issued by
the FBI or signed copies of FBI requests for the same types of inforination
without using an NSL; and three of the four field offices we visited did not
maintain signed copies of these letters. and other requests. This made it
impossible for us to determine whether national security letters were signed
by appropriate FBI officials, to confitm the:precise information requested in
the letters, or.to determine the number and nature of the other types of
requests. 108

The instances of improper orillegal use of NSL authorities gencrally
fell into the following categories:
+ Issuing national security letters when the investigative authority to
conduct the underlying investigation had lapsed;
* Obtaining telephone toll billing records and e-mail subscriber
information concerning the wrong individuals;

¢ . Obtaining information that was riot requested in the national
security letter; :

108 1f national security letters wére riot signed by Special Agents in Charge or
specially. delegated senior Headquarters officials, this would be aviolation of the national
security letter statutes, the Attorney General's NSI-Guidelines; and internal FBE policy.
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« Obtaining information beyond. the time period referenced-in the
* - national security letter;

s Issuing Fair Credit Reporting Act (FCRA) national security letters
seeking records that the FBI was nct authorized to obtain through
an NSL in the pending investigation under the referenced statute,
suchas issuing FCRAv consumer full credit report national
seeurity letters in counterintelligence investigations;

o - Issuing improper requests under the statute referenced in the NSL;
such as issuing an ECPA national security letter seeking an
investigative subject’s eduicational records, including applications
for admission, entergernicy contact information, and associations
with campus organizations;

* Obtaining telephone toll billing records by issuing “exigent letters”
signed by a Counterterrorism Division Unit Chief or subordinate
personnel rather than by first issuing duly authorized nationat
security letters pursuant to'the ECPA NSL statute; and

' Issuing national security letters out of “control files” rather than
from “investigative files” in violation of FBI policy.

In Section I, we discuss incidénts triggered by the use of NSLs that
were reported by field agents to the FBI's Office of the General Counsel
{FBI-OGC) as possible violatioris of intelligence authorities that should be
reported-to the Intelligence Oversight Board (I0B). - In Section II,. we discuss
similar types of incidents and other incidents that were net reported by FBI
personnel to FBI-OGC but were identified by the OIG during our site visits
to four field divisions. - In Section 1II, we discuss the improper or illegal uses
of national security letter authorities that we identified were committed by
FBI Headquarters Counterterrorism Division personnel. In Section IV, we
describe instances identified by the OIG in which we found that FBI
employees failed.to adhere to internal controls on the exercise of national
security letter authorities.

In evaluating these matlers, it is important to recognize that in most
cases the FBI was seeking (o obtdin information that it could have obtained
properly if it had it followed applicable statutes, guidelines, and internat
policies. ‘We also did not find any indication-that the FBI's misus¢ of NSL
authorities constituted criminal misconduct:

L Possible IOB Violations Arising from National Security Letters
Identified by the FBI

The OIG issued a report in March 2006 pursuant to Section 1001 of
the Patriot Act, which included an evaluation of the FBI's proeess for
reporting possible violations involving intelligence activities in the United
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States to the I0B.1°% Among the lypes of possible IOB violations
summarized in the report were instances in which the FBI may have
improperly ntilized national security leiter authorities.110

In this section, we briefly summarize the FBI's procedures. for
reporting possible IOB violations {6°FBI-OGC and the manner in which
FBI-OGC decides whether to report the possible violations to the IOB. - We
then describe:the possible IOB violationis regarding the use of national
security letter authorities that were reported to FBI-OGC from 2003 thirough
2005; FBI-OGC'’s decisions whether to report the possible violations to the
10B; and other possible 0B violations involving national security letters
that were not reported to FBI-OGC but that the OIG identified in the course
of this review.

A.' The 10B Process for Reporting Possible Violations of
Intelligence Activities in the United States

Executive Order 12863 designates the IOB-as a standing committee of
the President’s Foreign Intelligence Advisory Board and directs the IOB to
inform' the President of any activities that “may be unlawful or contrary to
Executive order or Presidential Directive.” This directive has been
interpreted by the Department and the I0B during the period covered by our
review to include reports-of violations of Department investigative guidelines
or investigative procedures.

The FBI has developed an internal process for the self-reporting.of
possible IOB violations to FBI-OGC.. During the period covered by our
review, FBI-OGC issued 2 guidance memoranda describing the process by
which FBI personnel were required to report possible IOB violations. to
FBI-OGC within 14 days of discovery.. The reports were to include.a
" description -of the status of the subjects of the investigative activity; the legal
authority for the investigation,. the potential violation, and the date of the
incident.. FBI-OGC then reviewed the report, prepared a written opinion as
to whether the matter should be sent. to the:IOB; and prepared the written
communication te the IOB for those matteérs it decided to report.

The following sections describe two groups of poss;ible IOB violations
related to NSLs that occurred during our review period (2003 through 2005).

109" gee Office of the Inspector General, U.S, Department of Justice, Report to
Congress o Iimplementation of Section 1001 of the USA PATRIOT Act {(March 8, 2006}

110 The NSL-related possible IOB violations idéntified in the report occurred duririg
Fiscal Years 2004 and 2005 and included incidents in which third parties provided e-mail
conteril information that was not requested or authorized;.an NSI. that was issued after thie
investigation was extended witheut authorization; an NSL that was issued for tlie wrong
subject with a similar name; and NSLs that were issued with typographical errors that led
to the unauthorized collection information not relevant to-an authorized national security
investigation.;
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The first group consists of 26 possible 10B violations that were reported by
FBI employees to FBI-OGC. " The second group of incidents consists of. 22
possible IOB violations that the OIG identified during our review of a sarple .
of 77 investigative files in the 4 field divisions we visited.” We found that 17
files (22 percent) had one or more possible OB violations. In total, the 17
files had 22 possible violations.” To our knowledge; none of these 22

possible I0B violations was reported. to FBI-OGC, and none was reported by
FBI-OGC to the IOB.I!

B. Field Division Reports to FBI-OGC of 26 Possible I0B
Violations Involving the Use of National Security Letters

1. Possible I0B Violations Identified by the FBI

We determined that from 2003 through 2005, FBI field divisions
reported 26 possible 10B violations ta FBI-OGC ‘arising from the use of
national security letter authorities. Table 6:1 suminarizes these matters,
followed by an additional description and our analysis.

L1 Of the 48 possible 10B violations in hoth categories. 28 occurred during
preliminary investigations, 19.occurred duritig full investigations, and 1 occurred in the
absence of a national security investigation. Thirty-two of the possible 10B violations
occurred during counterterrorism investigations, 15 occurred during counterintelligence
investigations, and loccurred in'the absence of a national security investigation.
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TABLE 6.1

Summary of 26 Possible 108 Violations Triggered by Use of National
Security Letters Reported to FBI-OGC (2003 through 2005)
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Nature of Possible IOB Violation and the NSL Statute at Issue:. As
noted in Table 6.1, these 26 possible [OB violations involved a variety of
issues:

¢ In three matters, the NSLs were signed by the appropriate officials
but the underlying investigations were not approved-or extended
by the appropriate Headquarters or field supervisors.

» In four matters, the NSLs did not satisfy the requirements of the
pertinent national security letter statute or the applicable Attorney
General Guidelines. In three of these matlers, the FBI obtained
the information without issuing national security letters.  One of
these three matters involved receipt of information when there was
no open national security investigation. . In the fourth matter, the
FBI issued national security letters seeking consumer full credit
reports in a counterintelligenice investigation, which is not
permitted by FCRAv,

s - In-19 matters, the NSL recipient provided inore information than
was requested in'the NSL.or provided information on the wiong
person due either to FBI typographical errors or errors by
recipients of the NSLs. -Thirteen of these matters involved requests
for telephone toll billing records, 4 involved requests for €lectronic
communication transactional records, and 2 involved requests for
telephone subscriber information.:

Status of Inwestigative Subject and Target of NSL: FBI agernits are
required to include in their reports to FBI-OGC the status of the subject of
the investigation as a “U.8: person” or a “non-U.S. person.”112 We also-
attempted to determine if the subject of the investigation in these 26
matters reported as possible IOB violations was the same as the target of
the NSL.

» - In'15 of the matters, the subject of the investigation was a “U,S.
person;” and in 8 of the matters. the subject was a “non-U.S.
person,”i13

112 Section I{C)(1) of the NSI Guidelines, defings.a *Unitéd States person” asi

a. anindividual who is’'a United States: citizen or alien lawfully admitted for
permanent residence;

b. .anunincorporated association substantially composed of individuals who
are United States persons;.or

¢. a corporation incorporated in-the United States.

113 In one of the matters, the subject was @ presumed *non-U.S. person.” i one
there was no subject, and in another the:status of the subject could not be determined.

71



140

In ‘19 of the matters, the NSLs sought information about the
subject of the underlying national security investigation; 2 NSLs
sought information on a target other than the snbject of the
investigation; 1 NSL sought information on both the subject and a
non-subject; 1 NSL was issuted during a threat assessment (at
which stage there is no subject); and 3 NSL targets could not be
determined.

Source of the Error: In total, 22 of the 26 possible IOB wolatlons were
due to FBI errors, while 4 were due to third-party errors. The 22 possible
10B violations due to FBI error were:

Receipt of financial records through use of FISA authorities rather

“'than by issuing an RFPA NSL;

Receipt. of telephone toll billing records from a telephone compa.ny
without first issuing an ECPA NSL;

Eight NSLs containing typographical errors (seven on the telephone
numbers listed in the NSLs and one on 'the e-mail address listed in
the NSL};

Four NSLs concerning telephone numnbers that responses to the
NSLs revealed were no longer associated with the investigative
subjects;

An ECPA NSL requesting telephone toll billing records. that was
issued after the investigative authority had lapsed;

Receipt of responses to. iwo telephone toll billing recard requests
after the investigative authority had lapsed;

A-tequest for telephone toll billing records of an individual whose
name was similar to that of the investigative subject;

A request for financial records after the authority for the
underlying investigation had lapsed;
A request for telephoné toll billing records during a eriminal

investigation before the Special Agent in Charge had approved
conversion of the investigation {o a counterterrorism investigation;

Receipt of telephone toll billing records during a threat assessment
through informal contact with FBI Headquarters Counterterrorism
Division’s Communications Analysis Unit; and

AFCRA request for a consumer full credit report in a
counterintelligence case.

The [our third-party errors were:
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» The NSL recipient providing prohibited content information
ineluding fecatmile Images) in response to an ECPA NSL for
tedephone toll billing reconds; and

* The N5L reciplent providing prohibited content information
[ncluding e-mafl content and images] in respanse to Lthree ECPA
N5La requesting electronic communication transactional reconds.

The following text box provides an example of & possible 108 violation,

mmmm:

Bn Jurse 2004, during & Nile review of an ail | security
u-mmummmmmumd- mmuwm

Hm.ﬂ.luhu approval i kssne & nathnsl uu.ml]mrhrdtmm The
prohationary agend had been assigned o s enierimielligenee squiid for 16 menihs &t
the time of the incident.

The Lege tokl the agent that ibe FBI was sequined to
st 0 nalsonal seeunity leiter under the RFPA hefore sbaaining finsncial records in &
The il il unfasmiliaricy with the

1kl was improperly olidained from

FEI-0GE determinnd that the matter should be reporied to the 1048 even if the
ﬂnﬂmmlhﬂ the agent 'I"lﬂ“h contravention of the RFPA and inberral
FHI palicy, The Dviston’s | Section determined that the
wneident ws Indieative of a performance (ssue that did not warmnt further irvestigation.

The following text box provides an example af the FBIs acqulsition of
telephone toll billing records in the absence af an active national security

investigation
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Possible 10B Viclation No. 2

In Mgt 2005, & fickd dhvislon ser @ bead to another feld alflce conceming
theee suspiticus irlephone calls originating from the seooml dhision's furtsdiction. An
Entelligencs arahst in the second divistan, under the supervislon of & néw Superdseny
Anabysl. requested via e-mall that the Counterterroriam Divislon's Commnnicalions
Analysis Uni (CALD “run” theee mambers theough s databases, CAL agreed 1o do so
ardl also offered o obéain telephone toll billing reconds from a telephone company with
the understarding thai the requesting division would laler prepare & national security
letier ta the telephone companies to cover itse records obtained. The ingefligence analyst
agresd to Ehe arrangement

The same day, the imiclligeree analyst telephonsed the Pramary Reliel Sugerviscs
of a Resident Agency withim the division regarding ihe bend en the suspicious calls,
According to the feld diviston's pepant to FBLOOC, the intelligenos analyst infermd that
the telephene numbers were requested in the course of an ongoing substantive
Irrvestigaiion Lsy the rst fecld division. The intelligence analyst roquested that the
Primary Reliel Supervisor wnitiste the drafuing of spproval decuments for the national
serumily letter, hat the intelligenee analyst &l not 1ell the Prisaary Feliel Sepervisor that
e hindl alrenily recpicsted ihe reconda from CALL About a week later, CAL sent the
requested records bo Uhe Enbelligence anabyst,

Because CAU had comenitted (o the telephone comparsy that it wesld fureish a
national security betier after the fact to eover the reeords, the reoctving dhision
comsldered Issuing a natlonal securicy letier leom fs control Be. However, the diviston’s
Chiel Division Coumsel, fallowing consullanen wih the NMational Sccuarity Law Dranch
determined thal & national seeumty lefter could nol be ssund from lis contral file stsend
priar apgreal

FOI-0GC concluided that the FENs acqussitie of the telephone foll billing records
constitoied & viclation of ihe ECPA rtional scciunity Ieiter statute *

Reporting and Remedinl Actions: Twenty of the 26 possible 100
violaticns were lmely reported within 14 days of discovery to FBI-OGC in
accordance with internal FBI policy. However, B were not reparted in o
timely fashion, taking between 15 days and 7 months to report.

We identified the remedial action that was taken regarding the 26
posalble violations.
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e “In the 19 matters that involved unauthorized collection of
information not relevant to an authorized national security
investigation, field office documentation stated that the information
was retrieved and segregated, reviewed no further, and sometimes
forwarded to FBI-OGC for:final disposition.!# If the information
had been uploaded or disseniinated, FBI records showed that it
was removed from the relevant databases and the disseminated
information retrieved and segregated with the original information.

= In'three of the matters that involved improper requests -under
pertinent national security letter statutes, field office
documentation stated that the records received either were
destroyed or sealed or that NSLs were issued for the requested
records to coverthe time period in question. In the fourth matter,
one of the three NSLs was returned unexecuted when the FBI office
that was to deliver the letter discovered the error-and sent it back
to the initiating office. Information from the NSL that had been
disseminated to a foreign countérintelligence Task Force Officer
was returned to the FBI without being nised. The information
inappropriately obtained from two NSLs was sealed and .sent to
FBI-OGC. .

« In'the three matters that involved imnproper authorization, field
division documentation stated that the field division was instructed
to cease further investigative activity in the investigation that was
improperly extended without FBI headquarters authorization; an
EC:was sent to .FBI Headquarters requesting approval lo extend
the investigation for six months; and the case agent subrmitted
appropriate documentation to change the case designation {0 a
counterterrorism case.: .

FBI-OGC decisions: FBI records show that FBI-:OGC reported 19 of
the 26 possible violations to the 10B. The FBI-OGC decided that the 7
remaining matters were not reportable to the 10B for the following reasons:

= In'one of the matters; the FBI obtainted telephone toll billing
records on an investigative subject who was a “non-U.S. person”
without issuing NSLs. The FBI-OGC decision stated that “only
viclations of the AG Guidelines which are designed to safeguard
the rights of U.S. persons are required to be reported to the

114 According tothe CDC irione.of the field offices we visited, case agents are
advised. to return telephone toll billing records'it improperly dcquires ta the comeninication
providers. . If the providers do not want them back, the agents are advised to destray the
records and document the destruction with an Electronic Communication (ECJ. This field
offiee did not usually send toll billing records to FBI-OGC for sequestration-or destruétiot,
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I0B."15 The FBI-OGC decision memorandum noted thatif the
subjeet of the national security letter had been a “U.S. person™ the
matter would likely constitute a reportable IOB violation.

» I four matters, the FBI.oblained telephone toll billing records or
subscriber information that identified the telephone numbers with
the investigative subjects: -When the case agents reviewed the
respanses to the NSLs, they discovered that the telephione
numbers were not associated with the investigative subjects. The
FBI-OGC decisions stated.that in each instance there was an
authorized investigation for which NSLs were an appropriate
investigative technique, and the NSLs were appropriately
authorized. FBI-OGC also concluded that the case agents acted in
good-faith. :

" In two related matters the FBI issued national security letters for
telephone toll billing récords during authorized national security
investigations but the NSL recipient provided the results 35 days
after expiration of the authority to conduct the investigation. The
FBI-OGC decision stated that the FBF's receipt of the information
did not constitute a violation of the Attorney General's NSI
Guidelines because no investigative activity was conducted: after
the investigative authority had expired, and the case agent took
appropriate steps to obtain approval to extend the investigation
before conducting further investigative activity.

With regard to the FBI's:decisions whether to report the possible
violatioris te the IOB, we concurred in FBI-OGC's analysis and eonclusions
to report: 19 of the 26 possible violations to.the 10B. With one exceptioni, we
also concurred in its analysis and conclusions not.to report the 7 remaining
possible violations.

The one case in which we disagreed with the FBI-OGC decision not to
report the possible violation to the 10B related ta the FBI's acquisition of.
telephone toll billing records and subscriber information relating to a:“non-
U.S. person” from a telephone company employee on nine occasions withouit
issuing national security letteérs. FBI-OGC reasoned that because the
investigative subject-was a “non-U.S. person” agent of a foreign power; the
only determination it-had to reach was whether the FBI's failure-io conform

15 According to internal FBI guidance, by longstanding agreement between the FBI
and the TOB, E:O. 12334 has been interpreted to

manidate the reporting of any violation of a provision of the foreign
counterintelligence guidelines or other guidelines-or regulations approved by
the Attorney General, in accordance with E.O, 12333, if such provision was
designed in full or in part to ensuré the protection of the individual rights of
a U.S. person.
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to its internal administrative requirements was reportable “as a matter of
policy” to the I0B. - FBI-OGC's decision concluded that if the subject of the
NSL had been a “U.S. person,” this failure would “likely” constitute an [0B
violation. " Yet, we belicve that FBI-OGC's rationale for not reporting the
matter is inconsistent with at least four other possible IOB violations that
were triggered by national security letters where the investigative subject or
the target of the national security letter was a “non-U.S. person” but the
matters were reported to the JOB.116" We therefore disagree with FBI-OGC's
determination that this matter should not be reported to the I10B.117

2, OIG‘Analysis Regarding Possible IOB Violations
Identified by the FBI

Our examination of the 26 possible 10B violations reported to
FBI-OGC relating to the use of national security letlers did not reveal
deliberate or intentional violations of national security letter stalutes, the
Attormey General Guidelines, or internal FBI policy. - Although the majority
of the pgssible violations ~22-of 26— arose from FBI errors, most of them
occurred because of typographical errors or the case agent’s. good faith but
erroneous belief that the information requested related to an investigative
subject.” While the errors resulted in the acquisition of information not
relevant to-‘an authorized investigation; they did not manifest deliberate
attempts to circumvent statutory limitations or Departmental policies, and
appropriate Temedial action was taken.

However, we believe that three of the possible I0B violations arising
from FBI errors were.of a more serious nature because they demonstrated
FBI agents’ unfamiliarity with the constrairts on national security letler
authorities and inadequate supervision in the field. For example, in one
instance, an FBI analyst was unaware of the statutory and internal FBI
policy requirements that national security letters can only be issued during
a national security investigation and must be signed by the Special Agent in
Charge of the field division. In the two otlier matters probationary agents
erroneously believed that they were authorized to obtain records about
investigative subjects ~without issuing national security letters — from
information derived from FISA electronic'surveillance orders. -In these

116 "None of the FBI-OGC decision memoranda describing matters reported. to the
10B involving non-U.S. Persons explained why these matters were reported to-the JOB
notwithstanding the status of the subject of the investigation or the NSL target.

17" In November 2006, FBI-OGC issued guidance to all divisions for reports of.
possible JOB violations. The memorandum states that Section 2.4 of Executive Order
12863 has been interpreted to mandate the reporting of Attorniey General Guidelines’
violations *if'such provision was designedto ensure the protection of individual rights.”
Accordingly, we do not believe that future decisions concerning whether to report possible
10B vialations will be made solely on thé basis of the non-U.S. person status of the
inivestigative suhject or the NSL target.
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instances, itis clear that the agents and, in one instance, the squad
supervisor, did not understand the legal constraints on the two types of
national security letters or the ‘interrelationship between FISA authorities
and national security letter authorities.

O. : Additional Possible IOB Violations Identified by the OIG During
Our Ficld Visits

In-addition to-the 26 possible IOB violations identified by thie FBI in
this 3-year review period, we found 22 additional possible IOB violations in
our review of a-sample of invcstigative files in the 4'field offices we visited,
In those: 77 investigative files, we reviewed 293 national security lctters
issued from' 2003 through 20085.  In those files, we identified 22 NSL-related
possible [OB violations that arose in the course of 17 separate
investigations, none of which was reported to FBI-OGC or the TOB. Thus,
we found that 22 percent of the investigative files we reviewed (17 of 77)
contained one or more possible IOB viclations that were not reported to
FBI-OGC or the 10B:

AL Possible IOB Violations Identified by the OIG

Of the 22 possible IOB violations, 8 arose in eight investigations in
Chicago, two arose in two investigations in New York, 8 arose in 4
investigations.in Philadelphia, and 4 arose in three investigations in San
Francisco. -Seventeen occurred in counterterrorism investigations and 5
occurred in counterintelligence investigations. -Thirteen possible IOB
violations occurred during preliminary investigations, while 9-occurred
during full investigations. ‘The 22 possible 10B violations are summarized in
Table 6.2.
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TABLE 6.2

Summary of 22 Possible I0B Violations Triggered by Use of National
Becurity Lettars Ideatified by the 010 in Four Field Offices

Categery of Possitile 100 Vislstions

Muwmber of Fossilile

Il el

 improper Awthorizition

Tssuing natoaal secusiy etter withou! oltainieg recuired
| o extend

Improper Megaests Under Pertlnent
Hational Seeurity Letter Statwie

Lumiizsg d Iy Irtter for | thal atgualiby
cemsitubed prohibised consesd imder ECTA

Bsmisgng national scurily belber clishg BCPA slatude (hal foguests
- iwidl

M“Wm il ."El
Bssung national security beiter for PCIAy conaaiies full eromdig
rrpaert fhua inchuded cert language efber lor RFEA

Dnasial reeords o FURA

Temuning naliomal securify letior revpersting FURAY cossaner full
arealit arpeart @ a nambernss e e

Iswuiing neisoral security letier roguestiog FURAY comamer hull
et report when SAL approved mtinal sty letter for
dentifiying inlk [ |

o hbemaliny of
issder FOTRAGG
mauttoriaed Collectlen
Cbrtmrang wil sl el o

We describe below the fncts relating to these 22 matters, followed by
our anabysis of these possible violations.

Namure of Possible IOB Viedeton and N5 Statule af s The 22
possible OB violations we identified fell into three cotegories: Improper
authorization for the NSL (1), improper requesis unider the pertinent
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naﬁonal security letter statutes (11), and unauthorized collections (10). The
Ppossible violations included:

*. One NSL for telephone toll billing records was issued 22 days aftér
the investigative authority had lapsed. - As a resuilt, under FBIL
policy -and ECPA the NSL was sent in the absence of an authorized
national security Investigation.

¢ Nin¢ NSLs involved Improper requests under FCRAv; the newest
NSL authority, which was established in the Patriot Act."Two of
the 9 NSLs issued during ornie investigation requested consumer
full credit reports during a counterintelligence investigation
notwithstanding the fact that the statute authorizes consumer full

Three of the 9 NSLs listed FCRAv as the authority for the request.
but the NSLs included the certification of relevance language either
for the RFPA or the FCRAu NSL authority. ‘In addition, 4 of these.9
NSLs were FCRA requests where the types of records approved by
field supervisors differed from the records requested in the national
security letters,

* Two NSLs referenced the ECPA as authority for the request but
sought content information net Permitted by the statute: In one
instarnce, the NSL requested content arguably not permitted by the
NSL statute.)1® The second NSL requested finaricial records
associated with two. e-inail addresses but requested thie
information under the ECPA rather than the RFPA, which
authorizes access to financial records.

¢ Ten NSLs involved the FBI's receipt of unauthorized information,
1n 4.instances, the FBI received telephone toll billing records.or
subscriber information for telephone riumbers that were not listed
in the national security letters. In these instances the provider
€either erroneously furnished additional records for another
telephone number associated with the requested number or made
transcription errors when querying its systems for the records. In
4 instances, the FBI received telephone toll billing récords and
electronic communication transactional records for longer periods
than that specified in the NSI, ~ Pperiods ranging from 30 days to 81
days.!19 ‘One NSL sought subscriber records pursuant to the

————

18 When we examined the records provided to the FBI in response (o this NSL,
however, we determined that the requested data was 1ot furnished to the FBI.

U8 We did not include in this category unauthorized collection of telephone’ toll
bitling records or subscriber information due to.instances in which the communication
provider furnished records beyand the time period specified in the NSL because of the *
communications provider's billing cycle,
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ECPA, but the reciplent provided the FBI with toll billing records.
One N5L sought fnanclal institution and consumer identifying
information about an individual pursuant to FCRAU. However, the
reciplent erronecusly gave the FBI the individual’s consumer full
credit report, which ts avaflable pursuant (o another statute,
FCRAv.

The following Lext box shows an example of agents” confusion
regarding the two N5L authorities in the Fair Credit Reporting Act.

Possible OB Violation No. 3

In Oetober 300, during & i & Nedd drvisien
e T = i | bo s & I Betier bo & credit
reporting agency secking the mames and sddresses of all Aranctsl insbitutions a1 which
e investigative suliject. @ “1.S, person.” d The matioml

security
letier was isued pursuant 1o the Fair Credit Reporting Act, 15 UL5.0. § 1691l ta
determine the extent of the sulgect's financial holdings and to evaluate whether the

P material mipport to gl

In Nosvernber 2003, 8 creds agency provided o eonsamer Full creds
report an the suiliject, irstoad of the more mited information the FBI ad
roquested n the national seeurity Although ihe FBI was entitled to & full

report If il established ¥ predicate under 15 UL.S.C. § 1681v, thia

harity had notl been appr Special Agent in Chasge.

thausgh the ermr wans made by the eredit reporting agency, the FBIs recetpl of the
atdsiona Information b conaddered an subject ta
reparting to FRI-DGC as & 1k i ) g to FEI ds, the incldent
wan nod reported o FELOGC.

We found there subsianiial e period covered by ouwr

Stafus of Investipative Subject and Tanget of NSL: Twelve subjects of
the 17 investigations involving possible |08 violations identified by the 016
were “LL5. persons,” 3 were “non-11.5 persons,” and two appeared Lo be
U5, persons.” [n 18 of the matters, the NSLs sought information sbout the
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subjects'of the underlying investigations, - I the remaining 4 matters, the
NSL targets could not be determined.

Source. of Error: - Twelve of the 22 possible I0B violations identified by.
the OIG were due to FBI errors, and 10 were dué to errors on the part. of
third-party recipients of the NSLs.

Uploading of informdtion obtained beyond time period specified in NSL
request . We identified one instance in which the FBI uploaded into
Telephone Applications from an NSL that exceeded: the time period
requested in the NSL. ‘The NSL was issued during a-full counterterrorism
investigation of a U.S. person requesting toil billing records on the
investigative subject’s telephone number for the period September 1, 2002,
to July 16,°2003. However, the FBI received and uploaded into its
specialized application for telephone data telephone toll billing records
information for two-months in excess of the requested time period.

B. National Security Letter Issued in a Charlotte, N.C.
Terrorism Investigation

In this section; we describe another:possible 10B-violation arising
from the use of national security letter authorities that was not identified by
the FBI.' We leamed of this possible violation through press accounts. For
this'reason we did not include it ini the description of the results of our
review of investigative files'in the four field offices we visited. However, we
believe this viclation is noteworthy, and we therefore describe il in this
section.

According to press accounts, the FBI's Charlotte Division was looking
for information about a former student at North Carolina State Universily in
connection with in the London subway-and bus bombings iu July 2005,
who was later cleared of suspicion.120

'he national security letter

requested

120 -Barton Gellman, The FBI's Secret Scrutiny; . In.Hunt for Terrorists, Bureuu
Examines Records of Ordinary Americans, The Washington Post, Nov. 6, 2005, at Al.
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Applications for admission, applications or statements
concerning financial aid' and/or financial situation, housing
information, emergency contacts, association with-any campus
organizations, campus health records, and the names, without
beinig redacted, of other students included in the records

‘According to press accounts, university afficials said that the: FBL
“tried to use a national security letter to demand much more information
than the law allows.”

university produced:-the records in response to a grand jury subpoena.

As discussed in-Chapter Two, the ECPA NSL statute authorizes the
FBI-t0. obtain telephone toll billing records and subscriber information and
electronic communication transactional records. ‘It does not authorize the
FBIto obtain educational records. 121 According to FBI records, the matter
was not reported to. FBI-OGC as'a possible IOB violation. It alsa was not
reported as a possible misconduct matter to the FBI's Office of Professional
Responsibility. ' :

121 The production of educational records is governed by the Family Education
Rights and Privacy Act of 1974 (FERPA), commonly referred to as “the Buckley
Amendment.” See 20 U.S.C. § 1232g. " Generally, the Buckley Amendmerit prohibits the
funding of an educational agency or institution that has a policy or practice ol dis¢losing a
student’s records withoul parental or student consent.if the student is over the age of 18.
Fhé law contains: 16 exceptions lo this gerteral rulé; one of which is kiown as the “law
eniforcement exception.”™ In responding to a federal grand jury subpoena, the institution is
not required to seek consent but'must notify the parents and student in advance of
compliance; - See 20 U.S.C. § 1232¢(b)(2)(B). However, for good cause shown, a court may
order the institution not 1o disclose the existence of the subpoena or the institution’s
response. 20 U.S.C. § 1232g(b)(1}(J) ). o )
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C. OIG Analysis Regarding Possible IOB Violations Identified or
Reviewed by the OIG

At the outset, it is significant to note that'in the limited file review we
conducted of 77 investigative files in 4 FBI field offices we identified nearly
as many NSL-telated possible 10B violations (22) as-the number of
NSL-related possible 10B-violations that the FBI identified in reports from all
FBI Headquarters and fleld-divisions for the same 3-year period (26).- We )
found that 22 percent of the investigative files that we reviewed contained at
least one possible OB violationthat was not reported to FBI-OGC or the
10B. N

We have no reason to believe thal the number of possible 1OB
violations we identified in the four field offices we visited was skewed or
disproportionate to the number of possible JOB violations that exist in other
offices. . This suggests that a significant number of NSL-related possible IOB
violations throughout the FBI have not been identified or reported by FBI
personnel.

However, it is also significant to note that our review did not reveal
intentional viclations of the national security letter authorities, the Attorney
General Guidelines, or internal FBI policy. Rather, we found confusion
about the authorities-available under the various NSL statutes. For
example, our interviews-of field personnel and review of e-nail exchanges
between NSLB attorneys and Division :Counsel indicated that field personnel
sometimes confused the two different authorities under the FCRA: the '
original FCRA provision that authorized access to financial institution:and
consumier identifying information in botlr counterterrorism and
counterintelligence cases (15 U.S.C. §§ 1681u(a) and (b)), and the Patriot Act
provision that amended the FCRA to authorize access to consuner full
credit reports in international terrorism investigations where “such
information is necessary for the agency's conduct of such investigation,
activity or analysis” (15 U.S.C. §.1681v}): ‘Although NSLB sernt periodic
guidance and “all CDC" e-mails to clarify the distinctions between the two
NSLs, we found that the problems and confusion persisted.

As.was the case with the NSL-related possible JOBs identified by the
FBI the possible violations identified or reviewed by the OIG varied in
seriousness. -Among the most serious matters resulting from FBI errors
were the two NSLs requesting consumer full credit reports in a
counterintelligence case and the NSL requesting educational records fromn a
university, ostensibly pursuant to the ECPA. 'In these three instances, the
FBI misused NSL authorities. Less serious infractions resulting from FBI
errors were the seven matters in which three levels of supervisory review
failed to detect and correct NSLs which contained incorrect certifications. or
which sought records not referenced in the approval ECs.  While the FBI
was entitled to obtain the records souglit and obtainéd in these seven NSLs,
the lapses in oversight indicate thal the FBI should reinforce the need for
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careful preparation and review of all documentation supporting the use of
NSL authorities. :

The reasons why the FBI did not identify the 23 possible I0B
violations {counting the improper ECPA NSL involving the Charlotte
Division) i8 unclear. Nine of the 23 matters were the types of possible
violations that were self-reported by field divisions in the past; as noted in
Section [ above.122 Thirteen of the remaining 14 -matters involved
discrepancies between the NSL approval ECs and the corresponding NSLs,
the acquisition of records beyond the time period requested in the NSL, and
the acquisition of a consumer full credit report-and telephone toll billing
records that were not requested by the NSLs. - We believe that many of these
infractions occurred because case agents and analysts do not carefully
review the text of national security letters, do not consistently cross check

.the approval ECs with the text of proposed national security letters, and do
not verify upon receipt that the information supplied by the NSL recipients
matches the requests. ‘We also question whether case agents or analysts
reviewed the records provided by the NSL recipients to determine if records
were received beyond-the time period requested or, if they did so,
determined that the amount of excess information received was negligible
and did not need to be reported.

Our review also found that the FBI did not issue comprehensive
guidance describing the types of nationial security-letter-related infractions
that need to.be reéported to FBI-OGC as possiblé I0Bs until November 2006.
During cur review, we noted frequent exchanges between Division Counsel
and NSLB attorneys about what should and should not be reportcd as
possible IOB violations involving NSLs which we believe showed significant
confusion about the reporting requirements. ‘However, the FBI did not issue
comprehensive guidance about national security letter-related infractions
until more than 5 years after the Patriot Act: was enacted.!23 We believe the
lack of guidance contributed to the high rate of unreported possible 10B
violatioris involving national security letters that we found.

'22 These included issuing national security letters when the investigative authority
had lapsed. issuing full credit report FCRA national security letters in a counterintelligence
nvestigation; arid unauthorized collections resulting from FBI typographieal errors ar
third-party. errors. '

¥23 The Inspection Division guidance dated Fébruary 10, 2005, generally described
the reyised procedures for reporting possible 10B violations. But this guidance did not
address possible YOB violations that could arise from the FBI's éxpanded use of national
security letters after the Patriot Act.
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OI. - Improper Use of National Security Letter Authorities by Units in
FBI Headquarters’' Counterterrorism Division Identified by the
OIG:

We identified two ways in which FBI Héeadquarters units in the
Counterterrorism Division circumvented the requirements of national
security letter-authorities or issued NSLs contrary to the Attorney General's
NSI Guidelines-and internal FBI policy. First, we learned that on over. 700
occasions-the FBI obtained telephone toll billing records or subsecriber
information from 3 telephone companies without first-issuing NSLs or grand
jury subpoenas. Instead, the FBI issued so-called “exigent letters” signed by
FBI Headquarters Counterterrorism Division personnel who were not
authorized to sign NSLs. Inmany instances there was no pending
investigation associated with the request at the-time.the exigent lettcrs were
sent. In addition; while some witnesses told us that many exigent letters
were issued in connection with fast-paced investigations, many were not
issued in exigent circumstances, and the FBI was unable to determine
which letters: were sent in emergency circumstances due to inadequate
recordkeeping. Further, in‘many instances after obtaining such records
from the telephone companies; the FBI issued national security letters after
the fact to “cover” the information obtained, but these after-the-fact NSLs
sometimes were issued many months later.

Second, we determined that FBI Headquarters personnel regularly
issued national security letters seeking electronic communication
transactional records exclusively from *control files” rather than from
“investigative files,” a practice not permitted by FBI policy. -If NSLs are
issued exclusively from control files, the NSL approval documentation does
not indicate whether the NSLs are issued in the course of authorized
investigations or whether the information sought in the NSLs is relevant to
those investigations.. Documentation of this information is necessary to
establish compliance with NSL statutes, the Attorney General's NSI
Guidelines, and internal FBI policy.

We describe below these practices, how they were discovered, and
what actions the FBI took te address the issues.

A, Using “Exigent Letters” Rather Than ECPA National
Security Letters .

The Communications Exploitations. Section (CXS} in the
Counterterrorism Division at FBI Headquarters analyzes terrorist
commurnications-in support of the FBI's investigative and intelligerice
mission. One of the umnits in the CXS is the Communications Analysis Unit
(CAU), established in approximately July.2002. The CAU's mission is to
exploit terrorist communications and provide actionable intelligence to the
Counterterrorism Division,
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The CAU is designated an“operational support unit” rather than an
operational unit. The consequence of this status is that under FBI intérnal
policy the CAU cannot initiate counterterrorism investigations-under the
NSI-Guidelines and cannot issue national security letters. NSLB attarneys
told us that to the extent the CAU wants to obtain telephone toll billing
“récords or other records under the ECPA NSL statute, the CAU has two
options. . One, it can ask the Headquarters Counterterrorism Division or an
appropriate field division counterterrorism squad to issue a national
security letter from an existing investigation to which the request was
relevant. ‘In those instances, as described in- Chapter Three, in order-to
meet the NSI Guidelines’ and ECPA standards, the CAU needs to generate
approval memoranda articulating the relevance of the information sought to
the pending investigation. . Alternatively, if there is no pending investigation,
the CAU can ask Headquarters operating units in the Counterterrorism
Division- or field office squads to:  a) open a new tounterterrorism
investigation based on predication the CAU supplies that is sufficient to
meet the NSI Guidelines and the ECPA, and b) issue a national security
letter seeking information relevant to the new investigation.

As discussed-in Chapter Three, only Special Agents in Charge of the
FBI's field offices and specially delegated senior Headquarters officials are
authorized to issue national security letters.

‘Y. - FBL.Contracts With Three Telephone Companies

Following the September 11 attacks,-the FBI's New York Division
formed a group to assist in the analysis of Lelephone toll billing Tecords that
were jieeded for the criminal investigations of the 19 hijackers. . A small
group of agents and analysts assigned to ¢xamine the communication
networks of the terrorists evolved into a domestic terrorism squad in the
New York Division known as DT-6. During this time, the FBI's New York
Division developed close working relationships with private sector
comipanies, including telephone companies thal furnished points of ¢contact
to facilitate the FBI's access to records held by these companies, including
telephone Tecords. The Supervisory Special Agent (SSA) who supervised
DT-6 told us that he obtained Headquarters approval of and Headquarters
financing for an arrangement whereby a telephone company representative
would work with the New York Division to expedite the FBI's access to the
telephone company's databases:

The SSA said that case agents on DT-6 generally provided grand jury
subpoenas to the telephone company prior to obtaining telephone records,
The grand jury subpoenas issued to the telephone company were signed: by
Assistant United States Attorneys who worked with FBI agents in the
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criminal investigations growing out of the September 11 attacks.124
However; in the period following the September 11 attacks; instead of
initially sending a grand jury. subpoena the ¢ase agents frequently fisnished
a “placeholder” to the telephone company in the form of a letter stating, in
essence, that exigent circumstances supported the request.- These
“placeholder” letters =~ also referred to as “exigent letters” — were signed by
S5As or subordinate squad personnel. 125

Between late 2001 and the spring of 2002, the value of the FBI's
access to-the telephone company prompted the FBI to enter into contracts
with three telephone companies between May 2003 and March 2004.- The
requests for approval to obligate funds for each of these contracts referred to
the Counterterrarism Division’s need to obtain telephone toll billing data
from the communications industry as quickly as possible. The three
memoranda stated that:

Previous methods of issuing subpoenas or National Security.
Letters {NSL) and having to wait weeks for their service, often
via hard copy reports that had to be retyped into FBI databases,
is fnsufficient to meet the FBI's terrorism prevention mission.

The three memoranda-also stated that the telephone companies would
provide “near real-time servicing” of legal process, and that once legal
process was served telephone records would be provided.

The CAU worked directly with telephone ¢company representatives in
connection with these contracts. ‘Moreover, on the FBI's Intranet web site,
CAU referenced its capacity to facilitate the acquisitiou of telephone records
pursuant to the contracts; CAU presentations to counterterrorism squads
in several field divisions also described the unit’s capabilities, including its
access to telephone company records. “The slides used in CAU presentations
referred to.the CAU'’s ability to“provide dedicated personnel to service
subpoenas/NSLs 24 x 7.7 In deseribing how the CAU should recéive
requests from the field, the slides noted that

Field ‘office prepares NSL or FGJS for CAU to serve on
appropriate telecom provider. -

124 The SSA told us that an attarney.with the telephone company €stablished a
tracking system to cnsure that grand jury subpoenas were issued to cover all of the recards
obtainedt from the telephone company. employees. The SSA also said that he checked
Tegularly with a point of contact at the.telephone company to determine if the FBI had
fallen behind in providing legal process for these tecords. The SSA said he was confident,
that grand jury suhpoenas were issued to cover every request.

125 The SSA said that DT-6 case agénts would spmetimes provide the placeholder
letters tothe-telephone company to initiate the search for records. The SSA said that in
most instances by the time the records were available, a grand jury subpoena was ready to
be served for the records.
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-~ Once paper received, CAU will obtajn tolis/call details.

Thus, from this presentation, it appears that the CAU contemplated
that the FBI would serve national security letters or grand jury-subpoenas
prior to obtaining telephone toll billing records and subscriber information
pursuant to the three contracts, in-conformity with the ECPA NSL
statute, 126

The Assistant Director of the Counterterrorism Division told us that
based on numerous FBI briefings he received during his tenure, he directed
his subordinates to contact the CXS$ Section: Chief to.ensure that the
capabilities of the:three companies weére used.  However, he-also told us that
he was unaware that any of the three companies were providing telephone
toll billing records without first receiving duly authorized national security
letters. :

2. The Exigent Letters to Three Telephone Companies

The SS5A who-supervised DT-6 following the September 11 attacks.told
us that.by late 2001 he and other DT-6 persorinel were assigned to.assist in
the establishment of CAU at FBI Headquarters, and that they would have
brought with them to Headquarters a copy of the exigent letter that had
been used in the criminal investigations of the September 11 attacks to
obtain information from the telephone company in New York: This letter
was used by CAU personnel as a miodel to generate requests to the three
telephone companies under contract with the FBI to provide telephone: toll
billing records or subscriber information.- These exigent-letters typically
stated:

Due to exigent circumstances, it is requested that records for
the attached list of telephone nuinbers be provided. Subpoenas
requésting this information have been submitted to the U.S.
Attormney’s Office who will process and serve them formally to
linformation redacted] as expeditiously as possible.

In response to our request, the FBI provided the OIG copies of 739
exigent letters addressed to the three telephone companies dated between
March:11,-2003, and December 16, 2005, all but 4 of which were signed.
The signed exigent letters.included 3 signed by CXS Assistant Section
Chiefs, 12 signed by CAU Unit Chiefs, 711 signed by CAU Snpervisory
Special Agents, 3 signed by CAU special agents, .2 signed by intelligence
analysts, 1'signed by an-intelligence operations specialist, and 3 that

126.° NSLB attorneys told us that NSLB attorneys were not consulted about the: threé
contracts with the telephone companies or Lhe procedurés and administrative steps that
CAU took following their implementation tp obtain telephone toll billing records puisuant to
the contracts. The FBI-OGC attorneys-and a former CAU Unit Chief told us that to their
knowledge the only OGC lawyers involved in reviewing the contracts were procurcrient
lawyers.
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contained signature blocks with no titles. Together; the 739 exigent letters
requested information on approximately 3,000 different telephone numbers.
The three highest volume exigent letters sought telephone toll billing or
subscriber information on 117, 125, and 171 diflerent telephone numbers.

We determined that contrary to the provisions of the contracts and
the assertions in-CAU's briefings: that the FBI would obtain telephone
records only after it served NSLs or grand jury subpoenas, the FBI obtained
telephone toll billing records and subscriber information prior to serving
NSLs or grand jury subpoenas. Moreover, CAU officials told us that
contrary to the assertion in the-exigent letters, subpoenas requesting the
information had not been provided to the U.S, Attorney’s Office before the
letters were sent ta the telephone companies. Two CAU Unit Chiefs said
they were confident that national security. letters or grand jury subpoenas
were ultimately issued to cover the FBI's receipt of information acquired in
response to the exigent letters.  The Unit Chiefs said that they relied on the
telephone company representatives to maintain a log of the requests and to
let CAU personnel know if any NSLs or grand jury subpoenas were needed.
However, the Unit Chiefs acknowledged that because the CAU.did -not
maintain a log to track whether national security letters or. grand jury
subpoenas were issued to cover the exigent letter requests-and did not
maintain signed copies of the exigent letters, they could not provide
docuimentation to verify that national security letters or grand jury
subpoenas were in fact issued to cover every exigent letter request.

Pursuant to administrative subpoenas, the OIG obtained from the
three telephone companies copies of national sécurity letters and granid:jury
subpoenas that the FBI served on the telephone companies in connection
with FBI requests for telephone toll billing records ‘or subscriber information
fram 2003 through 2005. The three telephone companies provided. 474
national seciirity letters and 458 grand jury subpoenas. However, CAU
personnel told us that some of these NSLs and grand jury subpoenas were
not related to the exigent letters and that CAU could not isolate which NSLs
of grand jury subpoenas given to the OIG by the telephone companies were
associated with the exigent letters, CAU officials told us that the only way
the CAU could attempt to associdte an exigent letter with a national security
letter or grand jury subpoena was to gquery the ACS database system with
the telephone numbers referenced in the exigent letters. Because the CAU
officials stated that this would be a labor intensive exercise, we asked themn
to query ACS for the NSLs, grand jury subpoenas, or related documentation
assdciated with 88-exigent letters that we randomly selected from the 739
exigent letters provided to us by the FBI.

The FBI provided the results of ACS queries for the first 25 of the 88
letters. To try to demonstrate that it issued either national security Jetters
or grand jury subpoenas (o cover the FBI's acquisition of the records
obtained in response to the exigent létters, the FBI pointed to various
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documents ranging from unsigned national security letters to e-mails
referencing the telephone number listed in'the exigent letters. Yet, the
documents did not demonstrate that national security letters or grand jury
subpoenas were issued to cover the records requested in the exigent letters.
These documents included: . Sl

¢ Unsigned copies of 14 national security letters.: The FBI provided
approval ECs associated with only 8 of these 14 NSLs. Two of the
NSLs were dated before the date of the corresponding exigent
letters, three bore the same: date as'the corresponding exigent
letters, and nine were dated after-the date of the corresponding
exigent letters. ‘One of the unsigned NSLs was dated 481 days
after the date of the corresponding exigent létter, and the rest were
dated between 6 and 152 days after the corresponding exigent
letters. Two insigned NSLs were dated 10 and 13 days prior Lo the
date of the corresponding exigent letters.

¢ Two ECs seeking approval to issue a national security letters, but
no copies of the national security létters.themselves.

¢ ~An e-mail dated 16 days prior to the date of the exigent letter
asking CAU to "check™ 7 téelephone numbers, one of which was
referenced in the exigent letter, and a note to. the file indicating
that the FBI had received records 10 days after the date of an
exigent letter in response to a grand jury subpoena to I ofthe 3
telephone companies, 127

¢ For the remaining eight exigent letters, documentation that did not
reference directly or indirectly that national security letters had
been issued relating to. the records requested in the exigent
letters,128

In sun, of the 88 exigent lettérs we randomly selected from the 739
exigent letters, the FBI produced unsigned national security letters for only
14 of the first 25 exigent letters. ‘The documents provided for the first 25
exigent letters showed that the FBI would be unable to provide reliable
documentation to substantiate that national security letters or other legal
process was issued to cover the records obtained in response to many of the

127 ‘We cannat ascertain whether. the subpoena was issued before or affer the date
of the “exigent letter:” §

128 These documents included referénces to analyses of telephone data {5), an EC
approving the closing of a preliminary investigation thal was initiated after the date of the
corresponding exigent letter.(1), an EC documenting service of an NSL vn a.different
telephone company than the one listed in the exigent letter (1); and an incornplete draft of
an: NSL requesting records listed in the corresponding exigent letter-(1). We did not.regard
these to be reliable evidence that national security lettérs were issued in these instances for
the records sought in the corresponding exigent letters.
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exigent letters. Therefore, because of this clear finding in the first 25 letlers
and the labor intensive nature of the exercise, we-did not ask the FBI to
complete the sample of 88 letters. .

3. Absence of Investigative Authority for the Exigent
Letters : - .

As discussed in Chapter Three, the national security letter statules,
the Attorney General's' NSI Guidelines, and internal FBI policy require that
Special Agents in Charge of field divisions or specially delegated
Headquarters officials certify. that the information-sought in the nationat
security letter is relevant lo an authorized investigation. - Since passage of
the Patriot Act, the information requested in certain national security letters
does not need to relate to-the subject of the FBI's investigation, but can
relate to other individuals as-long as the information requested is relevant to
an authorized national security investigation.

A former CAU Unit Chief told us that many of the exigent letters were
generated in. connection with significant Headquarters-based investigations
as well as investigations. in which the FBI provided assistance to foreign
counterparts, such as investigations of the'July 2005 London borubings.. In
some instances, CAU personnel said that the requests directed to CAU were
communicated by senior Headquarters officials who:characterized the
requests as urgent. However, when CAU: personnel gave the exigent letters
to the three telephone companies, they did not provide to their supervisors
any documentation demonstrating that the requests were related to pending
FBI investigations, and many exigent letters were not sent in exigent
circumstances. As described in Chapter Three, these are required elemnents
for NSL approval documentation necessary to establish compliance with the
ECPA NSL statute; the NSI Guidelines, and intermal FBI policy.- Moreover,
we learned from interviews of CAU personnel and FBI documents. that when
CAU requested telephone records from the three telephone companies
pursuant to exigent letters, there sonietimes Were no open or pending
national security investigations tied to the request.

We found that in the absence of a pending investigation CAU sent
leads either to the Headquarters Counterterrorism Division (ITOS-1 or
ITOS-2) or 1o field offices asking them to initiate new investigations from
which the after-the-fact-NSLs-could be issued. ‘However, CAU personnel
told us that the Counterterrorisi Division units and field personnél often
resisted generating the documentation for these new investigations or
declined to act on the leads, primarily for three reasons. First, CAU often
did not provide the operating units with sufficient information to justify the
initiation of an investigation. . Second, on some-occasions, the
documentation CAU supplied to the field divisions did not disclose that the
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FBI had already obtained the information from the telephone companies. 29
‘When the field offices learned that the records had already been received;
they complained to NSLB attorneys that this did not seem appropriate.
‘Third, since Headquarters and field divisions were unfamiliar with the
reasons underlying the requests, they believed that the CAU leads should
receive lower priority than their ongoing investigations.

We concluded that. as-a consequence of the CAU’s use of the exigent
letters to acquire telephone toll billing records and subscriber informatior
from the three telephone companies without first issuing NSLs, CAU
persornnel circumvented the ECPA NSL slatute and violated the NSI
Guidelines and internal FBI policies: These matters were compounded by
the fact that CAU used exigent letters in non-emergency circumstances,
failed to ensure that there were duly autharized investigations to which the
request could be tied, and failed to ensure that NSLs were issued promptly
after the fact pursuant to existing or new counterterrorism investigations.

4. Efforts by the FBI's National Security Law Branch to
Conform CAU’s Practices to the Electronic
Communications Privacy Act

NSLB atlorneys responsible for providing guidance on the FBI's use of
national security letter authorities told us that they were not aware of the
CAU'’s practice of using exigent letters until late:2004. When an NSLB
Assistant General Counsel learned of the practice at that time, she believed
that the practice did not comply with the ECPA national seeurity letter
statute. Our review of contemporaneous e-mail commnnications and-our
interviews of CAU and NSLB persorinel found that for nearly 2 years,
beginning in late 2004,-NSLB attorneys counseled CAU officials to take a
variety of actions, including: discontinue use of exigent letters except in
true emergencies; obtain more details to be able to justify associating the
information with an existing national security investigation or to.request the
initiation of a new investigation; issue duly authorized national security
letters promptly after the records were provided in response to the exigent
letters; modify the letters to reference national security letters rather than
grand jury subpoenas; and consider opening “umbrella” investigations out
of which national security lelters could be issued in the absence of another
pending investigation.13® In-addition, NSLB offcrcd to dedicate personrel to

129. similarly, when CAU on occasion asked the NSLB Deputy Geiieral Cotinsel to
issue national security letters to cover information already obtained from the telephonie
companies in response to-the exigent letters, CAU sometimes did not disclose in the
approval documentation that the records already had been provided-in responsé to‘the
exigent letters.: An NSLB-Assistant General Counsel cornplained to CAU personinel about
these oniissions in December 2004,

130 The Assistant General Courisel at first proposed the establishiment of six
“generic™ or “umbrella” investigations files representing the recurring types of threats
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expedite issuance of CAU NSL requests (as it had dene for other high
priority matters requiring expedited NSLs). - However, CAU never pursued
this latter:option.

In June 2006, NSLB provided revised models for exigent letters to the
Counterterrorism Division that stated that'NSLs {rather than grand jury
subpoenas) would be processed and served upon the telephone companies
as expeditiously-as possible. Pursuant to NSLB-advice, the FBI continued to
issue exigent letters since June 2006, using the new model letters.

As of March 2007, the FBI is unable to determine whether NSLs or
grand jury subpoenas were issued to cover the exigent letters. However, at
FBI-OGC’s direction, CAU is attempting to determine if NSLs were issued to
cover the information obtained in response to each of the exigent letters.. If
CAU is unable to document appropriate predication for the FBI's retention
of information obtained in response to'the exigent letters, the Deputy
General-Counsel of NSLB stated that the FBI will take steps to ensure that
appropriate remedial action is taken. Remedial action may include purging
of information from FBI databases and reports of possible IOB violations.

The Assistant General Counsel also told us that a differenit' provision
of ECPA could be considered in weighing the legality of the FBI's use of the
exigent Jetters; “the provision authorizing voluntary emergency-disclosures
of certain non-content customer communications or records (18 U.S:C. §
2702{c){4)).13! The Assistant General Counsel stated that while the FBE did

(cont'd.)

investigated by the Counterterrorism Division. - The proposal conternplated that the FBL
would issue national security letters from these files in exigent circumstances when there
were no other pending investigations to which the request could be tied. After obtaining:
approval from NSLB supervisors to pursue this approach; the CAU Unit Chief told the
NSLB Assistant General Counsel in Septertiber. 2005 that generic national security
Irivestigations.would not be needed because, contrary to his earlier statements, CAU would
be able to connect each exigent letter request with'an existing Headquarters or.ficld
division-initiated national security investigation. The Assistant General Counsel told us
that she also was informed at this time by the:CAU Unit Chiel that the emergency requests
were “lew and far between.”

13118 U.S:C. § 2702 (c). provides:

y. disclosure of ‘custemer communications or records.

i a

(c). Exceplions for disclosure of customer records. — A provider described in
subsection () may divulge a-record or other information pertaining to.a
subscriber to or customer of such service (not including the contents of
communications covered by subsection (a)(1} or'(aj(2)) . . .

e

(4): to a'governmental entity, if the provider, in good faith; believes than an
emergency involving danger or death pr Serious physical injury to any person
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not rely upon this authority in issuing the exigent letters from 2003 through
2008, the FBI's practice may in part be justified by the ECPA's recognition
that emergency disclosures may be warranted in high-risk situations. The
Assistant General Counsel argued that in serving the exigent letters on the
telephone companies the FBI did its best to reconcile its mission to prevent
terrorist attacks with the strict requirements of the ECPA NSL statute.

The FBI General Counsel told us that the better practice in exigent
circumstances is to provide the telephone companies letters seeking
voluntary production pursuant to the emergency voluntary disclosure
Pprovision of 18 U.S.C.-§ 2702 (c}(4).and to follow up promptly with NSLs to
document the basis for the request and capture statistics for reporting:
purposes. -But the General Counsel said that, if challenged, the FBI could
defend its past use of the exigent letters by relying on the ECPA voluritary
emergency disclosure authority. ‘The General Counsel also noted that the
manner in which FBI personnel are required to génerate documentation to
issue NSLs can make it appear to an outsider that the records were
requested without a-pending Investigation when in fact there is a pending
investigation that is not referenced in the approval documentation due to
the FBI's recordkeeping and administrative procedures;132

S. OIG Analysis of Exigent Letters

The FBI entered into contracts with three telephone coinpanies in CY
2003 and CY 2004 for the purpose of obtaining quick responses to requests
for telephone toll billing records and subscriber information.” The :
documentation associated with the contracts indicated that the telephone
companies expected to receive, and the FBI agreed to. provide, national
security letters or other legal process prior to obtaining the responsive
records. - Moreover, when the CAU described its mission to field personnel, it
told them that the CAU expectéd to receive national security letters or other
legal process before it obtained the records from the telephone commpanies.
Neither the former Executive Assistant Director of the Counterterrorism and
Counterintelligence Divisions nor any other Headquarters official tald us
that they approved the FBI's acquisition of records from the three telephone
cormpanies other than in response to duly authorized national security
letters. Yet, the CAU issued over 700 exigent letters, rather than national

(cont'd.)

requires disclosure without delay of information relating to the
emergency; . ..,

132 FBI-OGC attorneys told us that the FBI's dcquisition of telephone toll billing
records and subscriber information in response to the exigent letters has not been reported
1o the 0B as possible violations of law, Attorney General Guidélines, or internal FBI policy,
We believe that under guidance in effect during the period covered by our review these
matters should be reported as possible I0B violations.
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security letters, to obtain telephone toll billing records information relating
to over 3,000 different telephone iiumbers.

‘We found three additional problems with the CAU’s exigent letters.
First, each of the 739 exigent letters seeking telephone toll billing and
subscriber records was signed by CAU Unit Chiefs and subordinate CAU. -~
personnel who. were not authorized to issue national security letters under
the ECPA and internal FBI policy: Second, when the CAU asked
Headquarters or field divisions to issue national security letters after the
fact in connection with existing investigations or to initiate new
investigations from which the national security letters could be issued, the
CAU generally did notinform other FBI employees that the records had
already been obtained from the three telephone companies. Third,; when the
CAU asked Headquarters. and field divisions. to open new investigations out
of which they could generate NSUs after the fact, CAU did not.consistently
provide information ¢stablishing predication for the request that was
necessary to satisfy the ECPA NSL statute, the Attorney General's NSI
Guiidelines, and intermal FBI policy.

We are not convinced by the legal justifications offered by FBI
attorneys during this review for the FBI's'acquisition of telephone toll billing
records and subscriber information in response to the exigent letters
without first issuing NSLs. - The first justification offered was the need to
reconcile the strict requirements of the ECPA NSL statute with the FBI's
missicn to prevent terrorist attacks. While the FBI's priority.
counterterrorism mission may require streamlined procedures to ensure the
timely receipt of information in emergencies, the FBI needs to address the
problem by expediting the issuance of national security letters or seeking
legislative modification to the ECPA voluntary emergency disclosure
provision for non-content records.  Moreover, the FBI's justification for the
exigent letters was undercut because they were (1)-used, according to
information conveyed to an NSLBAssistant General Counsel, mostly in
non-emergency circumstances, (2) not followed in many instances within a
reasonable time by the issuarice of national security letters, and
(3} not catalogued in a fashion that would enable FBI mmanagers or anyone
¢lse to validate the justification for the practice or the predication reéquired
by the ECPA NSL statute. .

We also disagree with the FBI's second justificationi: - that use of the
exigent letters could be defended as a use of ECPA’s voluntary emergency
disclosure authority for acquiring non-content information pursuant to 18
U.S.C. § 2702(c){4). First, we found that the exigent letters did not request
voluntary disclosure. The letters stated, “Due to exigent circurnstances, it is
requested that records . ... 'be provided” but added, “a subpoena requesting
this information has been submitted to the United States Attorney’s. Office
and "will be processed and served formally . . . as expeditiously as possible.”
In addition, we found that the emergency voluntary disclosure provision was
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not relied upon by the CAU at the time, the letters were not signed by FBI
officials who had authority to sign ECPA volintary emergency disclosure
letters, and the letters did not recite ‘the factual predication necessary to
invoke that authority.133

We also are troubled that the FBI issued exigent letters that contained
factual misstatements. The exigent letters represented that “{slubpoenas
requesting this information have been submitted to the U.S. Attarney’s
Office who will process and serve them formally to [information redacted] as
expeditiously as possible.” - In fact, in examining the documents CAU
provided in:support of the first 25 of the 88 randomly selected exigent
letters, we could not confirm one instance in which a-subpoena had ‘been
submitted to any United States Attorriey's Office before the exigent letter
was sent to the telephone companies. Even if there were understandings
with the three telephone companies that some form of legal process would
later be provided to cover the records obtained in response (o the exigent
letters, the FBl made factual misstatements in its official letters to the
telephone companies either as to the existence of an emergency justifying
shorteuts around lawful procedures or with respect to steps the FBI
supposedly had taken to secure lawful process.

In evaluating these maitters, it is- also important to recognize the

- “significant challenges the FBI was facing during the period covered by our
review. After the September 11 terrorist attacks, the FBI implemented
major organizational changes to seek to prevent additional terrorist attacks
in the United States, such as overhauling its counterterrorism operations,
expanding its itelligence capabilities, beginning to upgrade its information
technology systems, and sceking to improve coordination with state and
local law enforcement agencigs. These changes occurred while the FBI and
its Counterterrorism Division has had to respond to continuing terrorist
threats and conduct many counterterrorism investigations, both
internationally and domestically.” In addition, the FBI developed specialized
operalional support units that were under significant pressureto respond
quickly to potential terrorist threats. It was. in this context that the FBI
used exigent letters to acquire telephone toll billing records and subscriber
information on approximately 3,000 different telephone numbers without
first issuing ECPA national security letters. We also recognize that the FBI's
use.of so-called “exigent lelters” to obtain the records without first issuing
NSLs was undertaken without the benefit of advance legal consultation with
FBI-OGC. . -

133 Internal ¥BI guidance states that the only FBI officials authorized to sign
voluntary emergency disclosure requests pursuant to 18 U.S.C.-§ 2702(c)(4) are Special
Agents in Charge; Assistant Special Agerits. in Charge, Section Chiefs. or more senior
officials.
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However, we believe none of these circumstances excuses the FBI's
circumventioi of the requirements of the ECPA NSL statute and its
violations-ef the Atterney General's NS Guidelines and internal FBI policy
governing the use ol national security letters.

B.- ' National Security Letters Issued From Headquarters Control
Files Rather Than From Investigative Files

As discussed in Chapter Three, the national security letter statutes
and the Attorney General’s.NSI Guidelines authorize the issuance of
national security letters only if the information sought is relevant to.an
“authorized investigation.”: Within the FBI, the only types of investigations
in which national security lettérs may be used are hational security .
investigations.

FBI'internal policy also distinguishes between “investigative files” and
“administrative files,” Numerical codes are used to designate the FBl's
various investigative programs; and other inique designations are used to
establish non-investigative files, sometimes referred to as “control files” or
“repository” files. The FBI's National Foreign Intelligence Program (NFIP)
Manual states that investigative activity may not be conducted from control
files, and that NSLs may only be issued in the course of national security
investigations. 3¢

However; we found that the FBJ on occasion relied exclusively on
“control files” rather than “investigative files” to initiate approval for the
issuance of national security letters, in violation of mternal FBI pelicy:
Moreover, this practice made it difficult for FBI supervisors and others
reviewing the proposed national security letters to determine if the required
statutory predicate had been satisfied and whether the information sought
was relevant to an authorized investigation in accordance with the NSI
Guidélines.

1. National Security Letters Issued From a Headquarters
Special Project Control File
During the first quarter of 2003, the FBI began to issue niational
securily letters in connection with a classified special project. From 2003
through 2005, the CAU initiated NSL approval memoranda for
approximately 300 national security letters in connection with this project.
which were generated from a Headquarters control file. All of the resulting

134 "Section 19-03{L)(1) of the NFIF'Manual states:

[Clontrol files are separate files ¢stablishied for the purpose of administering
specific phases-of an investigative mattér or. program and would not be
considered a [preliminary investigation| or [full investigation.)

July 25,2004,
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NSLs sought telephone toll billing records, subscriber information, or
electronic communication transactional récords pursuant to the ECPA NSL
statute. From the information available during the OIG review, it appears
that all-of the national security letters'were served on the communications
provider before any records were given 'to:the FBI, and none of the
information sought arose in' emergency. circumstances. The approval ECs
for these NSLs do not refer to the case number of any ‘specific pending FBI
investigation. 35

As noted above, CAU officials are not authorized to sign national
security letters. A former CAU Unit -Chief told us'that, as a result, during
the early phase of the project the CAU sent leads to field offices to initiate
the process to issue these national security letters, but the CAU often met
resistance. The Unit Chief sald that some field offices responded diligently
and pursued investigative aclivity to establish predication for-opening a new
counterterrorism investigation, while others did nothing.

To-address the problem of issuing national security letters in the
absence of timely field support, the CAU provided additional training to field
personnel. In addition, the Unit Chief said that the Counterterrorisin
Division opened a special project control file from which the CAU sought
approval from NSLB to issue national security letters for subseriber
information. - The CAU had used. information in the control file to check
indices to determine whether there was'a nexus to-terrorism that justilied
further investigative activity. .

The classified nature of-{he project was such that few FBI
Headquarlers officials or OGC attorneys were authorized to know. the
predigation for the NSL requests. This led to frustration and delays when
field divisionis were asked to respond to.the CAU leads for the project.
Because the CAU provided limited information abotit the predication for the
leads to field offices, field-based counterterrorism squads sometimes opered
threat assessments because they were not able to establish the required
predication to open a national security irivestigation. In these instances,
national security letters could not be issued i response to the CAU leads to
field offices: ’ :

In Decemnber 20086, after considering a iumber of options that would
comply with the ECPA NSL statute, the Attorney General's NSI Guidelines,
and internal FBI policy, the FBI initiated an “umbrella” investigative file
from which national security letters related to this classified project could be
issued. -

195 When we examined a sample of the approval ECs for these NSLs, wé noted that
some referred to telcphone niumbers or e-mail aceounts believed to he associated with
terrorist networks, while others stated that CAU had developed information (rom: public-and
other sources identifylng telephone numbers in contact with known terrorists.

99



168

2. National Security Letters Issued by the Electronic
Surveillance Operations and Sharing Unit

The second circumstance we identified in the review in which national
security letters were issued solely from control files related to leads sent by
the Counterterrorism Division’s Electronic Surveillance Operations.and
Sharing Unit (EOPS) in the CXS.  EQPS’ mission is to

In 2003, EOPS opened a Headquarters.control
file-to track its activities as well as the results of its analyses:136

An EOPS Unit Chief told us that EOPS initiated reguests for national
security letters in two circumstances. The first and most frequent
circumstance was when field offices or Headquarters operational units
requested EOPS’ assistance’in vetting subscriber information about some
form of Internet usage. 'In these.circumstances; the EC seeking approval for
the national security letter would reference a “dual caption™ the field or
Headquarters division’s investigative file number and the EOPS c¢ontrol file
number.. EOPS personnel told us that the FBI issued approximately 214
national security letters from 2003 through 2005 under dual captions” that
included an ‘EOPS control file number.

The second and rarer circumstance occurred when, in the absence of
a pending Headquarters or ficld-bascd national security investigation, EOPS
sought approval for issuance of national security letters to verify subscriber
or other information when EOPS alone developed the predication to support
the request. These EOPS requests were prepared and forwarded for
approval and issuance by the NSUB Deputy General Counsel. ‘In these
circumstances, EOPS assumed the role of “office of origin” for purposes.of
the request to NSUB. . Documentation provided to us by the FBI indicated
that the FBI sent six national security letters from 2003 through 2005 solely
on the authority of control files.!37 The six NSLs sought information fromi
Internet service providers. The requests for information initiated by EOPS
were inthe form of duly.anthorized national security letters prepared for the

136 The Electronic Communication (EC) seeking approval to open this control file
stated thal its purpose was to “serve as a repository for communications: conicerning EOPS
special projects, technical exploitation operations, and for tracking leads and taskings
outside of EOPS operational case flles.” "This type of approval EC would not reference
wvestigative activity or facts supporting invesligative activity. The subfile created in'June
2005 froni which the national security letters discussed in this section were issued also did
not reference contemplated investigative activity.

137 Three of the approval ECs referericed only an EOPS control file, while the three
remaining approval ECs referenced an FDI legat office control file.

Problems with the FBI's NSL database make it impossible to determine the precise
nuriber of national security letters the FBI issued in this second catéegory. The database's
limjtations are discussed in Chapter Four and in the Classified Appendix.
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signature of the NSLB Deputy General Counsel,  The national security
letters. sought electronic communication transactional records, including the
name, address, length of service, and billing records-associated with
specified e-1nail addresses:

As discussed in Chapter Three, the approval EC accompanying an
NSL request must document the predication for the natjonal security letter
by stating why the information is relevant to an authorized investigation.
Yet, none of the six approval ECs accompanying the requests for these NSLs
referred tp the case number of any specific: pending FBI investigation.}38

Anew EOPS Unit Chief recognized in:August 2005 that the nature
and quality of the work EOPS was generating out of the control file went
beyond the conventional use of a control file. The EOPS Unit Chief began
consulting with NSLB-attorneys to make EOPS’ “internal policies and
procedures” conformn to the FBI's hational security letter practices. - In
Deceniber 2005, the Unit Chief sent an ‘¢-mail to an NSLB attornéy
acknowledging that EOPS was usirg a control file to seek Headquarters
approval for the issuance of national security letters in response to
numerous “hot projects,” and:that the Attorney General's NSI Guidelines
require. that a national security investigationi be opened in order to issue
national security letters. ‘The Unit Chief noted that NSLB had approved
using an EOPS repository orcontrol file for certain unrelated purposes and
asked if that control file could also be used for generating requests 10 issue
national security letters.

The EOPS Unit Chief told us; however, that in his opinion EOPS was
in compliance with FBI policy and the *spirit” of the Attorney General's
Guidelines when it sought national security letters using EOPS as the *office
of origin” because (1) the contro] file containied  adequate information to
support predication for a national security investigation; and (2) issuarice of
anational security letter did not constitute a “investigation” within the
meaning of the Attorney General Guidelines. The Unit Chief noted that the
NSLB Depuity General Counsel had been signing the national security
letters, the predication was there, and it was “common sense” that-issuing a
national security letter was not a-“full blown inveéstigation.” - In the Unit
Chiel's view, so long as EOPS developed the requisite predicatiori, the EOPS
control file would serve as the investigation that would justify issuance of a
national security letter because of the “uniqueness of the situation.”

138 Three of the six approval ECs solight issuance of ECPA NSLs regarding e-mail
addresses identificd as being used by a suspected terrorist. The remaining approval ECs
sought records pertaining to an e-mail address identified as beirig associated with a
terrorist group, an e-mail account that was in contact with e-mail accounts identified
through FISA authorities, and an e-mail address that generated a threat to an intelligence
community ¢omplaint center. .
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According to the Unit Chief, this would comply with the “spirit of the law,”
but not the letter of the law.

The NSLB Deputy General Counsel told us that in reviewing the
documentation associated with national security letters generated by EOPS
that she was asked to sign; she did not focus on the caption of the approval
EC but rather on the factual recitation and whether the letter sought
information on a “U.S. persan” that impinged on First Amendment
activity.!39. However, following questions raised by the OIG in this review,
the NSLB Deputy General Counsel told us that she has advised the EOPS
Unit Chief to discontinue requesting approval of national security letters
issued exclusively out of control files and that; as of December 2006, she
believes her advice has been followed.

3, OIG Analysis -

According to the Attorney General's NSI Guidelines and the FBI's NFIP
Manual, the issuance of a national security letter is an investigative
technique that can be used only in connection with-a natienal security
investigation. 'Moreover, the national security letter statutes-and the NSI
Guidelines provide that national security letters may be issued only during
authorized investigations. ‘We believe.that adherence to these three
authorities requires that national security letters be issued from
investigative files so that the requesting agent documents the existence of
an authorized investigation and the relevance of the information sought-to
that investigation. .

Although the distinction between a “control [ile” and an “investigative
file” may seem obscure and technical, it is immportant for purposes of
documenting compliance with the ECPA, the NSI Guidelines; and FBI policy.
Unless national security letters are issued from investigative files, case
agents and their supervisors - and internal and extérnal reviewers ~ cannot
determine whether the requests are tied to substantive investigations. that
have established the required evidentiary predicate for issuing the national
secuirity letters. - As the FBI General Counsel told us, the only way to
determine if the information regquested in a national security letter is
relevant to an authorized investigation is to have an investigative file to
which the national security letter request can be tied or to have the
connection described in the NSL approval EC. - Control files are generally
created for storing information that -does not yet - and may never - satisfy
the predicate for initiating a national security investigation. -In our review,
‘we found that approval ECs for the special project and EOPS NSLs did not

139, The caption would have shownwhether EOPS was requesting the national
security letter exclusively out of its. control file, out of an investigative file from
Headquarters or.a field division, or pursuant to a *dual caption” denoting moré¢ than one
file: R
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provide docimentation Lying the requests to specific pending investigations
or establishing the relevance of the information sought to-pending
investigations, :

We believe that the CAU officials and the EOPS Unit Chief concluded
in good faith that the FBI had sufficient predication either to connect these
national security letters with existing investigations or to open new
investigations 1in compliance with the Attorney General's NSI Guidelines.
‘We also believe that the EOPS Unit ‘Chief understood that national security
letters should not be issued out of control files.” We concluded, however,
that issuing national security letters constitutes investigative activity,

. -especially when the Attorney General's NSI Guidelines and the NFIP Manual
plainly provide that national security letters are an “investigative technique”
and that contral files are not considered to-be nalional security .
investigations.

In suih, we concluded that the Counterterrorism Division's use of
control files rather than investigative files in connection with NSLs related to
‘a‘classified special project and related to certain EOPS' activities, was
contrary to internal FBI.policy.

IV. Failure ta Adhere to FBI Internal Control Policies on the Use of
National Security Letter Authorities

Our review also examined FBI investigative files to determine whether
the field offices’ use ol national security letters violated FBI internal coritrol
policies.. As discussed in Chapter Three, the FBI established procedures: for
the approval of national security letters to.ensure that the requests
contained sufficient information to allow field supervisors to confirm that
the NSLs complied with applicable legal requirements and FBI policy. -
Periodic updates to the NFIP Manual and to the NSLB's Intranet web site
also informied agents of the légal and internal policy requirements for each
type of NSL. In addition, models, or."ponies,” of approval electronic
communications (ECs} and NSLs, which were available on the NSLB's .-
Intranet web site, assisted case agents in completing the necessary
paperwork to secure approval of national security letters.

The two key documents related to national security letters were the
EC secking approval (o issue the NSL and the national security letter itself:
According to FBI policy, each of these documents was required to reference
information required either by the authorizing statutes or-by FBI-OGC
guidance.

In the sections below, we assess whether the national security letter
documents we reviewed complied with (hese FBI policies. In-addition, we
discuss the violations of these policies that we found in our field office
reviews of FBI investigative files.
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1. ' Lapses in Internal Controls

In our review of the 77 investigative files and 293 national security
letters in-4 FBI field offices, we idéntified repeated faitures to-adhere to
FBI-OGC gnidance regarding the documentation necessary for approval of
national security letters.140

We organized these infractions into three categories:

1) NSL approval memorarida that were not reviewed and initialed
by one or more of the required field supervisors or Division
Counsel;-

2) NSL approval memoranda that did not contain all of the
required information; and

3) - - national security letters that did not coentain the recitals or
. other information required by the authorizing statutes.

A large percentage of the investigative files we reviewed - 46 of 77; or
60 percent - contained one or more of these infractions. Nevertheless, in
each-of these cases, the national security letters were approved.

a. Fallure to Document Review o'l' NSL Approval
Memoranda

The NFIP Manual and FBI-OGC guidance require that before a Special
Agentin Charge signs a national security lettér, the approval documents
must be reviewed and initialed by the Supervisory Special Agent or Squad
Leader, the Office of Chief Division Counsel. the Assistant Special Agent in
Charge (ASAC), and the Special Agent in Charge.

Twenty-two of the 293 approval ECs (7 pércent) we reviewed in eight
different investigations did not refiect review or-approval by thesc field
supervisors or Division Counsel.14! - Sevetiteen of the 22 approval ECs with
these infractions arose during counterterrorism investigations, while 5 arose
during counterintelligence investigations. “In five of the investigations, the
subject of the investigation was a “U.S. person.” In three cases, the subject
of the investigation was a “non-U.S: person.”

The: eléments missing from the 22 approval ECs were:

= 3 approval ECs did not reflect review and appl;oval by the Special
Agents-in Charge;

140 " Based on our understandirig of 10B reporting policies, these infractions did not
rise to the level of possible 10D violationis.

141 Pield personnel who are required to review NSLs are supposed to'initial the
approval EC. ‘The approval ECs:noted in this section did not contain the reviewer's initials,
and we found no-other documentation of dpproval in the investigative files.
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18 approval ECs did not refléct review by the Assistant Special
Agents in Charge (of which 15 were in a field division that
suspended the requiremenit to route NSLs through the ASACs);

«. 8approval ECs did not reflect réview by the Supervisory Special
Agent; and

» 3-approval ECs did not reflect review.by the Chief Divisiort Counsel
or Assistant Division Counsel. A

b. - Failure to Include Required Information in NSL.
Approval Memoranda

The NFIP Manual and FBI-OGC guidance require the approval EC to
reference ‘the statute authorizing the information requested; the status of:
the inivestigative subject as a “U.S: person” or “non-U.S. person”; the type
and number of records requested; the predication for the request; leads
showing transmittal of the approval EC to NSLB, the pertinent Headquarters
operational division, and the squad or field division that was to deliver the
national security:letter; and the initialed approval of the request by the field
supervisors -and Chief Division Counsel.

We identified 99 of the 293 approval ECs.{34 percenf] we-examined, in
40 different investigations, in which at least one of the four required
elements was missing. 142 Thirty of the 40 [iles with these infractions were
counterterrorism investigations, while' 10 were counterintelligence
investigations: - In 31 instances, the investigative subject was a “U.S.
person,” in'8 instances, the investigative subject was a “non-U.S. person,”
and in one instance, the status of the investigative subject could not be
determined.

The information missing from the 99 approval ECs was:

« - 16 approval ECs did not reference the statute authorizing the FBI
to obtain the information or cited the wrong statute;

» .66 approval ECs did not referenice the “U.S. person”or “non-U.5:
person” status of the investigative subject;

+ . 34-approval ECs did not specify-the type and number of records
requested; and

» . 7.approval ECs did not recite the required predication for the
Tequest. -

142 Wwe did not Include in this category failures to include the required transmittals
either to Headquarters operating divisions or field divisions for service. Sixty-six.of the 293
approval ECs failed to include oneé or more of.the required leads:
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c. Failure to Include Required Information in
National Security Letters

The NFIP Manual and FBI-OGC guidance require national security.
leétlers to reference the pertinent statutory authority, the type and number
of records requested, the mandatory certification required by the referenced
NSL statute, the non-disclosure provision, and the request that the provider
deliver the records personally.143

‘W¢ identified 5 of 293 natienal security lettérs (2 percent} we
examined, in 3-different investigations that did net include at least one of
these required elements.” One of the infractions arose in a counterterrorism
investigation, and four arose in counterintelligence investigations. In all
three investigations, the investigative subject was a “U.S. person.”

The five national security letters either did not include a reference to
an NSL statute or referenced the wrong statute:

. Finally, we note that we were unable to comprehensively audit the
fleld divisions' compliance with the requirement that Special Agents in
Charge sign national security letters because three of the four divisions we
visited did not maintain signed copies. of the national security letters. The
Special Agent in-Charge of the fourth division maintained a control file with
copies of all NSLs he signs, but this practice was instituted only during the
last year of our review period. -

2, OIG Analysis ‘of Failures to Adhere to FBI Internal
Control Policies

Coriplete and accurate documnentation.of the elements required for
approval ECs and national security letters is essential to ensure compliance
with the national security letter authorities, the Attorney General ;
Guidelines, and internal FBI policy. If elements of the approval EC or the
national security letter are missing, the FBI official signing the national
security letter cannot be-assured that the required predication,
specifications of items sought, and statutory authority are correct.

We found significant numbers of NSL approval documents did not
contain the required elements. The most niotable elements missing (34
percent) occurred when field personngl failed lo include the required
information in NSL approval ECs: ‘The absence of accurate information in
these approval memoranda increases. the risk of incorrect entries in the
OGC database for tracking national security letters and may have produced
incorrect reports to Congress with respect to the. numbers of NSL requests
and the status of investigative subjects.

143 The absence of the Special Agent in Charge's sighature on the national security
letter would be cansidered a possible I0B violatian and is not included in'his category.
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The instances in which field supervisors or Division Counsel failed to
document their review of the NSL approval package, while few in numnber,
were also serious. Review of the NSIL package is designed to ensure that
errors or.inadequate predication are identified and corrected before a
national security letter is issued.

Overall, we believe that the FBI has now provided needed guidance
and suppert to field personnel to facilitate production of approval
documentation compliant with statutory requirements, Attorney General
Guidelines, and internal FBI policies. Nonetheless; we believe the FBI
should iinprove its compliance with the intermal controls governing the
exercise of national security letter authorities by ensuring that its employces
consistently and accurately satisfy all elements of the NSL approval
documentation.
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CHAPTER SEVEN
OTHER NOTEWORTHY FACTS AND CIRCUMSTANCES
RELATED TO THE FBI'S USE
OF NATIONAL SECURITY LETTERS

As direcied by the Patriot Reauthorization Act, in this chapter:-our
report includes other “noteworthy facts and circumstances” related to the
FBI's use of national security letters that we found during 6ur review.’ These
matters include the interpretation of the Attorney General Guidelines
requiremnent to-use the “least intrusive collection techniques feasible” with
regard to the use of national security letters; uncertainty about the types of
telephone toll billing records the FBI may obtain pursuant to an Electronic
Communications Privacy Act (ECPA) national security letter; the review by
Division Counsel of NSL requests; the issuance of NSLs from control files
rather than investigative files, in violation of FBI policy; the FBI's use of
“certificate letters” rather than Right to Financial Privacy Act (RFPA)
national security letters to obtain records from Federal Reserve Banks; and
the FBI's failure to include in its NSL tracking database the use of NSLs to
obtain information about individuals who are not subjects of FBI
investigations.

Using the “least intrusive collection techiiques fpaslble"

When FBI agents evaluate the investigative techniques available- to
them at different stages of FBI investigations — inicluding the use-of national
security letters — one of the factors they must consider is the intrusiveness
of the technique.. According to the Attorney General's Guidelines for FBI
National Security Investigations and Foreign Intelligence Collection (NSI
Guidelines), the intrusiveness of the investigative technique must be
comparéd to the seriousness of the thireat to national security that is being
investigated and the strength of the information indicating such a threat,
The NS1.Guidelines, which were in effect for all but the first ten months-of
thils review and remain in effect today, state:

Choice of Methods. The conduct of investigations and other
activities authorized by these Guidelines may present choices
between the use of information collection methods that are
more or less intrusive; considering such factors as the effect on
the privacy of individuals and potential damage to reputation.
As Executive Order 12333-§ 2.4 provides, “the least intrusive
collection techniques feasible™ are to be used in such situations.
The FBI shall not hesitate to use any lawful techniques
consistent with these Guidelines,; even if intrusive, where the
degree of intrusiveness is warranted in light of the seriousness
of.a threat to the national security or the strength of the
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information indicating its existence. This point is to be
" particularly obscrved in investigations relating to terrorism. 44

However, during our review, we found that no clear guidance was
given to FBI agents on how to reconcile the limitations expressed in the
-Attorney Geneéral Guidelines, which reflect concerns about the impact on
privacy of FBI collection techniques, with the expansive authorities in the
NSL statutes. 145 .

For example, during our review, several senior FBI attorneys told us
that legdl precedents suggest that NSLs seeking telephone toll billing
records and subscriber information do not implicate privacy interests under
the Fourth Amendment. - Several also said that they consider NSLs seeking
financial réecords and consumer full eredit reports to be more intrusive than
NSLs seeking telephone toll billing records or subscriber information.
However, the national security letter statutes and internal FBI policies do
not address which of the national security letter authorities are more

._intrusive than others or the relative intrusiveness.of NSLs ¢compared to
other investigative techniques.

These issues raise difficult questions that regularly arise regarding the
FBI's use of national security letters. For example, under the NSI
Guidelines, should case agents access NSL inforination-about parties two or
three steps removed from their subjects without determining if these
contacts reveal suspicious connections? . In light of the “least mtrusive
collection techniques feasible” proviso in the Attorney General Guidelines, is
there an evidentiary threshold beyond “relevance to an authorized
investigation™ that should be considered before financial records or full
credit histories are obtained on persons who are not investigative subjects?
Are NSLs more or less intrusive than other investigalive techniques
authorized for use during national security investigations, such as physical
surveillance? -Yet, if agents are hindered from using all types of NSLs at
early stages of investigations, this may compromise the FBI's ability to
pursue critical investigations of terrorism or espionage threats or to reach
resolution expeditiously that certain subjects do not pose threats.

The FBI Headquarters and field personnel we interviewed said that
there-is no uniform answer to the difficult question of how to.use and
sequence NSLs. Instead, they said that individualized decisions are made
based on the evidence developed as the investigation proceeds.  The FBl

144 NST Guidelines, § 1{B)(2).
145. OGC sent guidance on November 28,2001, that referred to the “least intrusive®
means proviso contained in' the applicable FCI Guidelines, - The guidance stated that

supervisors should keep |the proviso} in mind when deciding whether or not -
a particufar use of NSL authorily is appropriate. -The greater availability of
NSLs does not meaui that they should be used in every case.
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General Counsel also expressed this view; stating that she believes that the
use-and sequencing of national security letters is best left to the experienced
judgment of field supervisors: -However, several Division Counsel told us
that they believe it would be helpful-if FBI-OGC's National Security Law
Branch (NSLB) provided guidance on- the interrelationship between the
Attorney General's NSI Guidelines and the NSL statutes.

The impact of the FBI's investigative choices when using national
security letters is magnified by three factors. . First, as discussed in Chapter
Four, the FBI generates tens of thousands of NSLs per year on the authority
of Special Agents in Charge,-and the predication standard - relevance to an
authorized investigation ~ can €asily be satisfied. Second, we found that
FBI Division Counsel in field offices have asked NSLB attorneys in' FBI
Headquarters for ad hoc guidance on applicationi.of the “least intrusive
colléction techniques feasible” proviso, suggesting a need for more clarity or
at least a frame of reference, 146 . Third, neither the Attorney General's NSI
Guidelines nor internal FBI policies require the purging of information
derived from NSLs in FBI databases, regardless of the outcome of the
investigation, -Thus, once information is obtained in response to-a national
security letter, il is indefinitely retained and retrievable by the many
authorized personnel who have access to various FBI databases.

We recognize that there cannot be one model regarding the use of
NSLs in all types of national security investigations, and that the FBI cannet
issue definitive guidance addressing when-and what types of NSLs should
issue at each stage of investigations. The judginent of FBI agents and their
supervisors, coupled with review by Chief Division Counsel and Special
Agents in ‘Charge or senior Headquarters officials, are critical to ensuring
the appropriate use of these NSLs and preventing overreaching.  However,
we believe that the meaning and application of the Attorney General
Guidelines’ proviso calling for use of the “least intrusive collection
techniques feasible™ to the FBI's use of national security letter authorities
should be addressed in general FBI guidance as well as in the training of
special agents, Chief Division Counsel, and all FBI offictals authorized to
sign NSLs.!47 - With the FBI's increasing reliance onnational security letters

146 -For-example, the need for guidance was raised by-a CDC in the context of
considering whether it is appropriate to issue financial record and consumer full credit
report NSLs in'every terrorism investigation.

147 ‘One senior NSLB attorniey told us that he does not believe that the training
given tp Special Agents in Charge adequately fucuses on the use of NSL authorities,
particularly in light of the volume of NSLs that field divisions are issuing. This attorney
and other FBI Headquarters personnel told us that when NSLs are addressed at SAC
training conferences, the focus is on the statutory requirements and internal FBI policies,
such as the fact that SACs may not delegate authority to sign NSLs to Acting Special
Agents in Charge or others.
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as an investigative technique, such guidance and training would be helpful
in assisting FBI personnel in reconciling the important privacy
cousiderations that underlie the Attorney General Guidelines’ proviso with
the FBY's mission to detect and deter terrorist attacks and espionage
threats.

IL. - Telephone “toll billing records information™

‘We found that FBI agents and attorneys frequently have questions
regarding the types of records they can obtain when requesting “toll billing
records information”™ pursuant to'the ECPA NSL statute:

- ECPA does not define the term “toll billing records information” and
there is no case law interpreting the provision. Technological developments
in'the last twenty years also complicate what is meant by “toll billing
records information.” When the original ECPA NSL statute was enacted in’
1986, most individuals had one Jandline telephone and were billed for each
local-and long distance telephone call. ‘Now, many individuals have multiple
cell phones or disposable cell phones, pre-paid phone cards; fixed rate
phone plans, and text messaging capabilities.

In the absence of a statutory definition for “toll billing records
information” or case law interpreting this plirase, different electronic
communication service providers produce different types of information in
response to the FBI's ECPA national security letter requests for these
records. 148 For example, ‘some telephone companies have told the FBI that
while they maintain records of outgoing calls from a particular telephonie
number for business purposes, these records are not used for billing
purposes and, thus, are not “toll billing records information.” Othier
telephone companies provide long distance records but not records for local
calls.

To assist case agents in ensuring that the FBI obtains the data
permitted by the statute, FBI-OGC's National Security Law Branch has

(cont’d.}

However, SAC conferences have addressed a more intrusive investigative technique
used in national security investigations. - The FBI General Counsel told-us that Special
Agents in Charge were encouraged at a’ Senior Leadership Conference to terminate “full
content” electronic surveillance pursuant to the Foreign Intelligence Surveillanice Act if the
technique is no longer productive, rather than continue to requést atithority to-renew the
surveillance orders over many years. Yet, there has'been no comparable discussion of the
use of NSL authorilies.

148 AnAssistant General Counsel in NSLB told us that some teleptione ¢ompanies
miaintain records. of individual calls made from a telephone number but dé not bill for. the
calls. - Instead; they-“bundle” their services {or a fixed fee. Some of these companies have
told the FBI that they do not corisider data retained for "unbilled calls™ to be “toll billing
records information.”
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developed sample attachments to NSLs for “toll billing records information”
that list the types of records that the NSL recipient “may consider to be ‘toll
billing records information’.” - In June 2005, for example, NSLB posted
sample attachments on its web site' that feferenced 12 categories of records,
such-as"local, regional, long distance, intérnational, wholesale; celiular,
paging, toll free, and prepaid calls.”. The attachment also contained the
caveat that the FBI was not requesting, and the recipient should not
provide; contents of-any electronic communications.

However, we found that ongoing uncertainty about the meaning of the
phrase “toll billing records information” has generated -multiple inquiries by
Divisiori Counsel to NSLB attortieys and confusion on the part of various
communication providers. In light of this recurring issue, we recommend
that the Department consider seeking a-legislative amendment to the ECPA
to define the phrase “toll billing records information.”

IIO. The Role of FBI Division Counsel in Reviewing National Security
Letters

FBI Division Counsel play a critical role in reviewing and approving
national security letters. As discussed in Chapter Three, Division Counsel
are responsible for identifying and correclinig erroneous information in NSLs
and NSL approval memoranda, résolving questions about the scope of the
NSL stalutes, ensuring adequate predication for NSL requests, and
providing advice on issues concerning the collection of any unauthorized
information through any national security letters. H

However, we believe that the timing of Division Counsel’s review. of
NSLs and the supervisory structure f[or Division Counsel may affect the
inidependence and aggressiveness of their review.

Division Counsel report to the Special Agents in Charge of the field
offices in which they work, not to the Office of General Counsel at FBI
Headqnarters., As a result, personnel decisions such as performance
reviews, compensation, and promotion determinations concerning Division
Counsel are made by the Special Agents. in Charge (SACs)... We also found in
our review that because Division Counsel report to SACs rather than to
FBI-OGC, some Division Counsel are reluctant to question NSL requests or
to challenge requests generated in the course of investigations that were
previously approved by the SAC without CDC input.'42

The tensions arising from the CDCs' reporting retationship-with field
managers were underscored by the results of an informal survey involving
the use of NSL authorities. During our review, the CDC of a large field office
reviewed an-approval EC for an ECPA NSL that contained only one sentence

149 CIICs are not required to review the documientation seeking approval to initiate
national security investigations. N
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addressing predication for the request.150 “The CDC believed the NSL should
not be approved, but was interested to know if his views were shared by
CDCs in other field offices. To elicit their views, the CDC circulated the text
of the request to 22 other CDCs, asking if théy would have approved the
NSL request. Responses to this informal survey revealed a split:- 9 CDCs
said they would approve the NSL request, while 13°said they would have
Tejected it.

The responses to the inquiry also generated much discussion as to
whether there was sufficient predication for the request. For example,
several CDCs said they would prefer to see more than a perfunctory
staternent (hat the investigation was duthorized in accordance with the
Attorney General Guidelines, - Others disagreed, stating that so long as the
approval EC recites the applicable legal standard, it is sufficient.

Apart from these legal disagreements-as to whether the réquest
satisfied the reqnirements of the ECPA statute, sevéral CDCs said that they
wauld have approved the request for reasons other than the merits of the
approval documentation. After the inquiry, an Assistant General Counsel-in
NSLB (who would not have approved the NSL) spoke to some of the Division
Courisel who said they would have approved the request. ‘The Assistant
General Counsel told the-OIG that she learned that there were certain
offices in which the CDC’s relationship with the SAC was nol “grcat,” and
where lawyers are viewed as trying to “stop things.” The Assistant General
Counsel said that she believed, after speakirg to these attorneys, that some
of the attorneys who. said they would have approved-the request would have
preferred to reject it, but felt in a-bind in challenging the SAC; particularly
when the squad supervisor and Assistant Special Agent in-Charge had
already -approved the underlying investigation. The-Assistant General
Counsel also said she thought several CDCs Wwho would have approved the
request did'so “only to avoid the political fallout from questioning the
initiation 6f a [national security investigation].”

As a result of the inquiry, FBI-OGC. concluded that Division Counsel
would benefit from more information in NSL-approval documentation.
Accordingly; in February 2006 OGC revised its. guidance and standard
formats for NSLs. Instead of requiring a “brief explanation” of the ‘
predication underlying the request, the ECs requesting approval to issue
NSLs now are required to provide a “full explanation of the justification for

150 The request stated:

[An intemational terrorism] investigation of subject, a US PERSON, was
authorized in accordance with the {Attorney General Guidelines] because the
subject is In contact with the subjects of other international terrorism
investigations.  These subscriberand toll billing records are being réquested
to determine the identity of others with whom the subject communicates.
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opening and maintaining the investigation on the subject” and to “fully state
the relevance of the requested records to the investigation.”

Another issue we found regarding the Division Counsel's review of
national security letters was'that, with exceptions in several of the FBI's
largest field offices, Division Counsel do not learn-about the underlying
national security investigation until they are asked to review the NSL
request. Therefore, the first time Division Counsel are likely to learn about
the predication for national security investigations is when they see the first
NSL in the investigations. As-discussed above, until recently the
docurnentation that case agents were required to prepare during the period
covered by our review called for a “brief explanation”™ of the predication for
the request. At times, agents merely recited the-statutory language in the
NSL approval memoranda.!5! - Yet, some Division Counsel told us they are
reluctant to second guess the predication for national security letters
because they are unfamiliar with the underlying investigations - and, as
noted above, are reluctant to second guess. the operational judgments: of
senior field office officials. In fact, many CDCs said that the questions they
raise with field personnel about the adequacy. of predication for NSLs often
results.in contentious discussions with the requesting case agents and their
supervisors, 152

Finally, in considering the responses to the CDC'’s informnal survey,
the Assistant General Counseél-and two NSLB Deputy General Counsel said
they were very concerned that some.CDCs believe they cannot ckercise their
independent professional judgment on the use of NSL authorities due to
these concerns. - We believe that, while the reporting structure for-the Office
of Chief Division Counsel raises questions that are beyond the scope of this
review, they likely affect the CDC’s role'in approving the use of many other
investigative authorities: - We therefore recommend that the FBI consider
measures to-ensure that-Chief Division . Counsel-and Assistant Division
Counsel provide a hard review, and independent oversight, of NSL requests.

151 NSLB posted the following guidance ort-its Intranet web ‘site in March 2006
following passage of the Patriot Reauthorization Act:

A perfunctory recitation that [1)-the subject is the target of the investigation,
{2) he has a telephone;, and {3) therefore, it follows that an NSL for his
telephone records is relevant to the authorizéd investigation will not suffice.
Otherwise, any target with 4 telephone or a bank account is subject to an
NSL. And that is not the standard for:issuance of an NSL.

152, One CDC who said he would not have approved the request stated that
questions he has raised to explore the predication of NSLs and the relevance of the
information sought to'the investigations have caused more dissension in the officé than any
othér issues he has encountered in over 20 years with the FBIL.
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IV. " Issuing NSLs From “Control Files” Rather Than From
“Investigative Files”

The Attorney General's NSI Guidelines and internal FBI policy
authorize agents to-initiate national security. investigations when the
required predication exists for a national security investigation. - When these
investigations are approved, the investigation is assigned a unique identifier
that is referred to as the investigative file number.  In contrast to-these
“investigative files,” case agents may also seek approval to open “control
files," sometimes referred to as “administrative files” or “repository files,”
which are created 1o store other types of FBI information. However, FBI
policy does not permit investigative activity - such as issuing national

" security letters —to be conducted froin a control file. ‘Moreover, if a national
security letter is issued from a control file, the NSL approval memorandum
may not'be accompanied by documentation explaining how the NSL request
is tied to an existing national security investigation or the relevance of the
information requested to that investigation.

As part of the FBI's post-September. 11 reorganization, the
Couriterterrorism Division established several *operational support sections”
that provide analytical support to counterterrorism investigations.. As
discussed in-Chapter Six, we identified two circumstances in which over
300 national securily letters were generated by Headquarters
Counterterrorism Division personnel exclusively from “control files” rather
than from mvestigative files. -

FBI'Headquarters officials, including Counterterrorism Division
officials and-NSLB attorneys, told us that the nalure and quality of the work
generated by these operational support units in coordination with other
Headquarters and field divisions madec thesc officials confident that there
was sufficient predication for the NSLs issued exclusively from control files.
However, these officials acknowledged that issting NSLs exclusively from
control files does not conform to internal FBI policy and makes it difficult to
determine if the statutory and Attorney General's NSI-Guidelines’
requirements for issuing NSLs have been satisfied. We understand that the
Counterterrorism Division, in consultation with FBI-:OGC; has taken steps
in response to the OIG's identification of this issue to ensure that future
NSL requests are issued from investigative files rather than from.control
files so that these requests conform to NSL statutes, the Attorney General's
NSI Giiidelines, and internal FBI policy. )

V. Obtaining Records From Federal Reserve Banks in Response to
“Certificate Letters” Rather Than by Issuing RFPA NSLs

‘We identified instances in which the FBI sent at least 19 “certificate
letters” to a Federal Reserve Bank séeking “financial records” concerning
244 named individuals instead of issuing NSLs pursuant to the Right to
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Financial Privacy Act (RFPA).163  Mast of the individuals whose records were
sought were subjects of FBI investigations, but some were other individuals,
The certificate letters were issued between May 2003 and August 2004 and
were.signed by a Unit Chief in'the Headquarters Counterterrorism Division’s .
Terrorist Financing Operations Section (TFOS), a TFOS Acting Unit Chief, or
Supervisory Special Agents assigned to TFOS. While the letters did not
consistently specify what type of “financial records” were sought, TFOS
officials told us.that the FBI obtained “Fedwire records” in response to the
letters.15¢ Although the letters were issued at least 18 months after passage
of the Patriot Act, they recited the pre-Patriot Act-legal standard for
acquiring the records.15> . The FBI General Counsel and other FBI-OGC
attorneys told-us that they were not aware that the FBI had obtained
récards from a Federal Reserve Bank without first issuing RFPA NSLs.

NSLB attorneys first learned of the certificate letters in July 2004,
when 'a TFOS Acting Assistant Section Chief told an NSLB Assistant - General
Counsel that the certificate letters merely asked the Federal Reserve Bank
whether it had ihformation on the referenced bank account and that TFOS
obtained the records themselves only after they seérved RFPA NSLs: TFOS
personnel also told the Assistant General Caunsel that the letters were used
with [ew exceptions only in emergency situations, and that NSLs or grand
jury subpoenas were issued relatively soon after the records were provided
to the FBI lo.cover the records obtained in response o the certificate letfers.
‘While some TFOS personnel told the Assistant General Counsel that Federal
Reserve Bank employees who dealt with TFOS did not believe NSLs were
required in order [or the FBI to obtain the records because the Federal
Reserve Banks were “quasi-governmental bodies,” the Assistant General
Counsel believed-at the time that NSLs were required before the FBI could
obtain the recards. The Assistant General Counsel instructed TFOS in
August 2004 that any requests. for information from Federal Reserve Banks
be reviewed to ensure that they do riot seek financial records in the initial ,
requests and that such requests should omit the reference to the RFPA NSL
statute.

Contrary to-the statements made to the Assistant General Counsel by
TFOS personnel noted above, the Assistant Gereral Counsel discovered by

153 The FBI did not retain signed copies of the certificate letters and, therefore,
Counterterrorism Division personnél could not confinn the total nurmber of the letters:

154 Fedwire is the Federal Reserve’s electronic funds-and securities transfer service:
Banks and other depository institutions use Fedwire “to move balances to correspondent
banks ‘and 1o send funds to.other institutions on behalf of customers.” See
www.newyorkfed.org,

155 The letters contained certifications that there were “specific and articulable
facts giving reason to believe that the.customer or entity whose records are sought fs a
foreign power or an agent of a foreign power as defined ir 50 U.S.C. § 1801.”
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accident in the fall of 2004 that the certificate letters requested the records
themselves, not just that a search be conducted.” The Assistant General
Counsel also learned that the certificate létters were often used in non-
emergency situations; ‘and there were delays as long as six months in
issuing NSLs after obtaining the information. Following:these discoveries,
in December 2004 the Assistant General Counsel again counseled TFOS to
revise the certificate letters to-ask that only a search be conducted and that
the FBI should only obtain the records after issuing duly authorized N5Ls
‘except in genuine emergencies. -

The Assistant General Counsel also met with attorneys in the Federal
Resérve's Office of the General Connsel (OGC) who said that the Federal
Reserve's position on whether to require NSLs depended on who the FBI's
point of contact was at the Federal Reserve. The Assistant General Counsel
told us that the issue was resolved when Federal Reserve OGC attorneys
told the Assistant General Counsel that the Federal Reserve considered
itself to be a “financial institution” and therefore would require NSLs before
releasing financial records under the RFPA.

Prior to the conclusion of this review; the:OIG contacted Federal
Reservé Bank atterneys who stated that they believe Federal Reserve Banks
are not “financial institutions™ for purposes of the RFPA NSL statute and
that Fedwire records are not “financial records” under the statute.
Nonetheless, the Federal Reserve OGC attorneys said that Federal Reserve
Banks as a matter of policy require that the FBl issue RFPA NSLs before the
FBI may obtain Fedwire records.and “financial records.”- After reviewing the
cerlificate letters, these attorneys also stated that the Federal Reserve
Banks should not have provided Fedwire records in response. to the
certificate letters because the certificate letters are not duly authorized
RFPA NSLs.

The OIG also asked FBI-OGC and the OIG General Counsel for their
legal opinjoni-as to whether Federal Reserve Banks are “financial
institutions” for purposes of the RFPA NSL statute and whether Fedwire
records are “financial records” under the statute. Although we do not reach
a definitive conclusion in this reviéw, we cannot conclude that the FBI's
practice of issuing certificate letters signed by subordinate TFOS personnel
violated the RFPA.- - -

We alsonote our coneern about (1) the ability of NSLB attormeys in
FBI-OGC to-obtain accurate and complete information about the FBI's use
of NSL autherities; and (2) the delay in TFOS' compliance with NSLB's
advice. TFOS personnel provided inaccurate information to the Assistant
General Counsel who inquired about TFOS® practice of issuing certificate
letters rather than NSLs and failed to ensure that the initial advice given.to
TFOS was promptly communicated and implemented. ‘As a consequerice of
the inaccurate information conveyed to NSLB and the delay in.implementing
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NSLB’s advice, the FBI issued at least three additional certificate letters.to a
Federal Reserve Bank in contravention of NSLB’s legal advice.

VI. ' The OGC Database Does Not Identify the Targets of National
Security Letters When They are Different From the Subjects of
the Underlying Investigations

As discussed in Chapter Three, since passage of the Patriot Act the
standard for issuing national security letters has changed and the FBI no
longer needs to identify individualized suspicions about the targets of the
NSLs. ‘Instead, the FBI is authorized to collect information on any
individuals so long as the information is rélevant to an authorized
investigation and, with respect to investigations of “U.S. persons,;” the
investigations are not conducted solely ¢n the basis of activities protected by
the First Amendment. Thus; the target of an NSL is {requently not the same
person as the subject of the underlying investigation.. For example, if the
response toan NSL for toll billing records on the subject’s telephone
number identifies a telephone number that the subject contacted frequently
during atime period relevant to-the investigation, the FBI may issue another
NSL requesting subscriber information for thdt telephone number.

Asdescribed in Chapter Four, for purposes of preparing the
congressional reports on NSL usage, the FBI-OGC NSL tracking database
(OGC database) captures the numbers of investigations of different U.S.
Persons and non-U.S.-persons that generated NSL requests. However, the
OGC database does-not capture data on whether the target of the NSL-is the
subject of the underlying investigation or another individual. -As ‘a result,
because the target of an NSL is' frequently not the same person as the
subject of the underlying investigation, the FBI does not know, and cannot

_estimate, the number of NSL requests rélating to persons who are not
investigative subjects.

Our review assessed this issue in.the sample of investigative files we
examined in four field offices. -Of the 293 national security letters we
examined, we identified 13 instarices (4 percent) in which the NSLs
requested information on individuals other than the investigative subjects.

We also found that during the period of our review, FBI-OGC did not
consistently require case agents to include in the memoranda séeking
approval to.issue NSLs whether the NSL target was the subject of the
underlying investigation.. In 2006, the FBI modified its guidance to réquire,
with the exception of NSLs seeking: subscriber information, that agents
indicate in the approval EC whether the request is for a person other than
the subject of the investigation, or in addition to that subject, and to state
the U.S: person or non-U.S. person status of those individuals,

We believe the FBI should also modify the FBI database to incluide
data, which is contained in the approval ECs, relleécting the number of NSL
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requests: for information on U.S. persons and non-U.S. persons who are not
the'investigative subjects but are.the targets of NSLs.  In light of the Patriot
Act’s expansion of the FBI's authority to collect information about
individuals who are not subjects of its investigations, we believe the OGC
database should contain this information so that the issue is subject to
internal-and external oversight.
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CHAPTER EIGHT
CONCLUSIONS AND RECOMMENDATIONS

As required by the Patriot Reauthorization Act, this OIG review
examined the FBI's use of national seeurity letters from calendar years 2003
through 2005, The Act required the. QIG to examine how many requests
were issued by the FBI; any nioteworthy facts or circumstances relating to
such use; including any improper or illegal use of such authority; the
importance of the information acquired to the intelligence activities of the
Department of Justice or to others; the manner in which such information
is collected, retained; analyzed, and disseminated by the Department;
whether and how often the Department utilized such information to produce
an analytical intelligence product for distribution within the Department. of
Justice, to.the intelligence community, or to others; and whether and how
often the Department provided such information to law enforcement
authorities for use in criminal proceedings. .- -

Our review found that the FBI's use of national security letter
requests has grown dramatically sirice enactment of the Patriot-Act in
October:2001. The FBI issued approximately 8,500 NSL requests in CY
2000, the last full year prior to passage of tlie Patriot Act. After the Patriot
Act, the number of NSL requests increased to approximately 39,000 in
2003, approximately 56,000 in 2004, -and approximately 47,000 in 2005.
During the period covered by our review, the FBI issued a total of 143,074
NSL requests pursuant to-national security letter authorities.

When considering these statistics, it is.important to note that one
national security letter may contain more than one request for information.
For example, the 39,000 NSL requests in 2003 were contained in
approximately 12,000 letters, and the 47,000 requests in 2005 were
contained in approximately 19,000 letters.

Most NSL usage (about 74.percent of all NSL requests) occurred
during ‘counterterrorism investigations. . About 26 percent of all NSL
requests.were issued during counterintelligence investigations, and less
than-1 percent of the requests were generated during foreign computer
intrusion cyber investigations.

In.addition, the use of nattonal security letters in FBI
counterterrarism-investigations increased from approximately 15 percent of-
investigations opened during 2003 to approximately 29 percent of the
counterterrorisin investigations. opened during 2005

‘We found that the use of NSL requests related to *U.S. persons’” and
“non-U.S. persons” shifted during our 3-ycar review period:” The percentage
of requests generated from investigations of U.S. persons increased from
about 39 percent of all NSL requests issued in 2003 to. about 53 percent of
all NSL.requests during 2005.
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National securily letlers seeking telephone toll billing records or.
subscriber informaltion or electronic communication (e-mail} (ransactional
records or subscriber information accounted for the overwhelming majority.

of NSL requests during the review period (Il percent),
RS N - ccn) an -

percent).

Itis important to note that these statistics, which were obtained from
the FBI electronic database that tracks NSL usage; understate the total
number of national security letter requests. ‘We found that the OGC
database is inaccurate and does not include all national security letter
requests issued by the FBL

Because . of inaccuracies in the OGC database, we ¢compared data in
this database to a-sample of investigative files in four FBI field offices that
we visited.. Overall, we found approximately 17 percent more national
security letters and 22 percent moré national security letter requests in the
case files we examined in four field offices than were recorded in the QGC
database.. As a result; we believe that the total numbers of NSLs and NSL
requests issued by-the FBI are significantly higher than the FBI reported.

Further, we found the OGC database did not accurately reflect the
status of investigative subjects or other targets of NSLs and that the
Department’s semiannual classified reports to Congress on NSL usage were
also inaccurate.  Specifically, the data provided in the Department’s
semiannual classified reports regarding the number of requests for records,
the number of different persons or organizations that were the subjects of
investigations in which records were requested; and the classification of
those individuals’ status as “U.S. persons or organizations” and “non-U.S:
persons or organizations” were all inaccurate.  'We found that 12 percent of
the case files we examined did not accurately report the status of the target
of the NSL.as being a U.S. person or a non-U.S. person. In each of these
instances, the FBI database indicated that the subject was a non-U.S.
person while the approval memoranda in the investigative file indicated the
subject was.a U.S. person or a presumed U.S..person.

With respect to the effectiveness of national security letters, FBI
Headquarters and field personnel told us that they believe national security
letters are indispensable investigative tools that serve as building blocks in
many counterterrorisin and counlerintelligence investigations. National
security letters have various uses, including obtaining evidence to support
FISA applications for electronic surveillance, pen register/trap and trace
devices; or physical searches; developing commuurication or financial links
between subjects of FBI investigations and between those subjects and
others; providing evidence to itiate riew investigations, expand
investigations, or enable agents to close investigations; providing
investigative leads; and corroborating inforrmation obtained by other
investigative techniques:
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FBI agents and analysts also use information obtained [rom national
security letlers, in combination with cther information, to prepare analytical
intelligence products for distribution within the FBI and to other
Department components, and for disseniination to other federal agencies;
Joinl Terrorism Task Forces, and other embers of the intelligenee
community. We found.that information derived from national security
letters is routinely shared with United States Attorneys’ Offices pursuant to
various Departmental directives requiring terrorism prosecutors and
intelligence résearch specialists to be familiar with FBI counterterrorism
investigations.  When prosecutors review FBI investigative files; they also
inay see information obtained through national security letters. However,
because information derived from national security letters-is not marked or
tagged as such, it is impossible to determine when and how often the FBL
provided information derived from national security letters to law
enforcement authorities for use in criminal proceedings.

We also determined that information obtained fromn national security
letters is routinely stored in the FBI's Automated Case Support (ACS)
system; Telephone Applications, a specialized FBI application for stering
telephone data; the FBI's Investigative Data Warehouse database; and other
databases. . FBI personnel and Joint Terrorism Task Force members who
have the appropriate clearances to use these databases would therefore
have access to information obtained from national security letters.

As required by the Patriot Reauthorization Act, our review also
examined instances-of improper or illegal use of national security letters.
First, our review examined national security letter violations that the FBI
‘was required to report to the President’s Intelligence Oversight Board (I0B).
Executive Order 12863 directs the IOB to inform the President of any
activities that the JOB believes “may be unlawful or contrary to Executive
order or presidential directive.” The FBI identified 26 possible violatlons
involving the use of national security letter authorities from 2003 through
2005, of which 19 were reported to the IOB. ‘These 19 involved the issuance
of NSLs without proper antherization, improper requests under the statutes
cited in the national security letters, and unauthorized collection of
telephone or Internet e-mail transactional récords, including records
containing data beyond the time period requested in the national sécrrity
letters, - Of these 26 possible violations; 22 were the result of FBI errors,;
while:4 were caused by mistakes made by recipients. of the national security
letters.

Second, in addition to the violations reported by the FBI, we reviewed
documents relating to national security letters in a sample of FBI
mvestigative files in four FBI field offices." In our review of 77 FBI
investigative files, we found that 17 of these files ~ 22 percent - contained
one or more possible violations relating to national security letters that were
not identified by the FBL These possible violations included infractions that
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were similar to those identified by the FBI and considered as possible IOB
violations, but also included instances in which the FBI issued national
security letters for different information than what had been approved by
the field supervisor.  Based on aur review ‘and the significant percentage of
files ‘that contained unreported possible violations (22 -percent), we-believe
that a significant number of NSL-related possible violations are riot being
identified or reported by the FBIL

Third, we identified many instances in:which the FBI obtained
telephone: loll billing records and- subscriber information from 3 telephone
companies pursuant to more than 700 “exigeént letters™ signed by personinel
in the Counterterrorism Division without first issuing national security
letters. ‘We concluded that the FBI's acquisition of this information
circumvented the ECPA NSL statute and violated the Attorney General's
Guidelines for FBI National Security Investigations and Foreign Intelligence
Collection (NSI Guidelines) and internal FBI policy.. These matters were
compounded by the fact that the FBI used the exigent letters.in non-
emergency circumstances, failed to ensure that there were duly authorized
investigations to' which the requests could be tied, and failed to ensure: that
NSLs were issued promptly after the fact, pursuant to existing or new
counterterrorism investigations,. In-addition, the exigent letters inaccurately
represented that the FBI had already. requested subpoenas for the ’
information when; in fact, it had not.

Fourth, we determined that in two circumstanees during 2003 though
2005 FBI Headquarters Counterterrorisni Division generated .over 300
national security letters-exclusively from “contrel files” rather than from
“investigative files” in violation of FBI policy. In.these instances, FBI agents
did not generate and supervisors did not approve documentation
demonstrating that the factual predicate required by the Electronic
Communications Privacy Act, the Attorney General's Guidelines for FBI
National Security Investigations and Foreign Intelligence Collection, and
internal FBI policy had been established. When NSLs are issued from
control files rather than from investigative files, internal and external
reviewers cannot determine whether the requests are tied to investigations.
that establish the required evidentiary predicate for issuing the national
security letters.

Fifth, we examined FBI investigative files in four field offices to
determine whether FBI case agents and supervisors adhered to FBI policies
designed to ensure -appropridte supervisory review of the use of national
security letter authorities. We found that 60 percent of the mvestigative
files we examined contained one ‘or fnore violations of FBI internal control
policies relating to national security letters. These included failures to
document supervisory review of national security letter approval
memoranda and failures to include required information such as the
authorizing statute, the status of the investigative subject, or the number or
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types of records requested in NSL approval memoranda. - Moreover, because
the FBI does not retain copies of signed national security letters, we were
unable to conduct a comprehensive audit of the FBI's compliance with its
internal control policies and the statutory certifications required for national
security letters.

Our review describes several olher “noteworthy facts or
circimstances” we identified. For example, we found that the FBI has not
provided clear guidance describing how case agents and supervisors should
apply the Attorney General Guidelines’ requirement to use the “least
intrusive collection technigties feasible” in their use and sequencing of.
national security letters. In’addition, Wwe found confusion among FBI
attorneys and commumication providers over the meaning of the phrase
“telephone toll billing records information” in.the ECPA NSL statute. We
also saw indications that some Chief Division Counsel and Assistant

- Division Counsel are reluctant to provide an independent review. of national
securily letler requests because these attorneys report to the Special Agerits
in Charge who have already approved the underlying investigation.

Finally.-in evaluating the FBI's use of national security letters it is
important to note the significant challenges the FBI was facing during the
“period covered by our review and the major organizational changes it was
undergoing. -Moreover, it is'also important to recognize that in most cases
the FBI was seeking to obtain information that it could have obtained
properly il it had it followed applicable statutes, guidelines, and internal
policies.. Wealso did not find any indication that the FBI's misuse of NSL
authorities constituted criminal misconduct,

However, as described above, we fouund that that the FBI.used NSLs in
violation of applicable NSL statutes, Attorney General Guidelines, and
internal FBI policies. In addition, we found that the FBI circumvented the
requirements of the ECPA NSL statute when it issued at least 739 "exigent
letters” to obtain telephone toll billing records and subscriber information
from three telephone companies without first issuing NSLs. Moreover, .in a
few other instances; the FBI sought or obtained information to which it was
not entitled under the NSL authorities when it sought educational records
through issuance of an'ECPA NSL, when it sought and obtained telephone
toll billing records in the absence of a national security investigation, when
it sought and obtained consumer [ull credit reports in a counterintelligence
investigation, and when it sought and obtained financial records-and
telephone toll billing records without first issuing NSLs. *

Based on.our review, we believe that the FBI should consider the
following recommendations relating to'the use of national security letters.
‘We recommend that the FBI:
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1. Require all' Headquarters and field personnel who are authorized to
issue national security letter to create a; control file for the purpose of
retaining signed copies-of all national security letters they issue:

2. Improve the FBI-OGC NSL tracking database to ensure that it
captures. timely, complete; and accurate data on NSLs and NSL requests.

3. Improve the FBI-OGC NSL database to include data refleécting NSL
requests for information about individuals who are not the investigative
subjects but are the targets of NSL requests.

4. Consider issuing additional guidance to field offices that will assist
in identifying possible 10B violations arising from use of national security
létter authorities, such as (a) measures to reduce or eliminate typographical
and other errors in national security letters so that the FBI does nat: collect
unauthorized information; (b) best practices for identifying the receipt of’
unauthorized information in the response to national security letters due to
third-party errors; (c) clarifying the distinctions between the two NSL
authorities in the Fair Credit Reporting Act (15 U.S.C. §§'1681uand 1681v);
and (d) reinforcing internal FBI policy requiring that NSLs must be issued
from investigative files, not from:control files. :

5. Consider seeking legislative-amendment to the Electronic
Communications Privacy Act to define the phrase “telephane. toll billing
records information.”

6. Consider measures. that would enable FBI agents and analysts to
(a) label or tag their use of information derived {rom-national security letters
in analytical intelligence products and (b} identify when and how often
information derived from NSLs is provided to law enforcement authorities
for use in criminal proceedings. '

7. Take steps to ensure that the FBI daes nat improperly issue
exigent letters. ' -

8. Take steps 1o ensure that, where appropriate, the FBI makes
requests for infornation in accordance with the requirements of national
security letter authorities:

9. Implement measures to ensure that FBI-OGC is consulted about
activities undertaken by FBI Headquarters National Security Branch,
including ils operational support activities, that could generate requests for
records from third parties that the FBI is authorized to obtain exclusively
though the use-of its national security letter authorities.

10. - Ensure that Chief Division Caunsel and:Assistant-Division
Counsel provide close and independent review of requests to issue national
secufity letters:

125



194

We believe that these recommendations, if fully implemented, can
improve the accuracy of the reporting of the FBI's use of national-security
lettérs and ensure the FBI's compliance with the requirements governing
their use. -As directed by the Patriot Reauthorization Act, the OIG will
examine the FBI's use of national security letter authorities and report on
their use in calendar year 2006.
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The Attorney General
Washington, D.C.

March 1, 2007

The Honorable Glenn A. Fire
Inspector General

Office of the Inspector General
United States Department of Justice
950 Pennsylvania Avenue, N.W,
‘Washington, D.C. 20530

Dear Mr. Fine:

I appreciate your work and the opportunity to comment on' your Review of the
Federal Bureau.of Investigation’s Use of National Sectirity Letters.

The problems-identified-in your review are serious and must be addressed
immediately. I have spoken with FBI Director Bob Mugller about your findings and
recommendations. He already has taken specific steps to correct past mistakes and to
ensure that the Bureau will use National Security Letters (NSLs) in an appropriate
mannerin compliance with all applicable laws and internal policy. requirements.

I have asked the Department's National Security Division and the Privacy and
Civil Liberties Office to work with the Bureau in implementing these corrective actions
and to consider any further review arid reforms that are needed. They will repostto me
regularly on their progress. In addition, I ask that you report to me in four monthis on the
FBI's implementation of your recommendations.

Your review also.eévaluated the effectiveness of NSLs and rightly found them to
have “contributed significantly to many counterterrorism and counterintelligence
investigations.” NSLs are vital investigative tools and are critical to our efforts to fight
and-winthe war on terror. They can and must bé used appropriately and in a manner that
protects the civil liberties of all Americans. I have confidence in the Director’s ability to
impl the ch: y to ensure the proper use of these authorities.

Sincerely,

Alberto R. Gonzales
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UNCLASSIFIED .
DIRECTOR OF NATIONAL INTELLIGENGE
WASHINGTON, DC 20511

E/S 00145
MEMORANDUM FOR: Glenn A Fine
Inspector General
Department of Justice
SUBJECT: (U) Department of Justice Office of the Inspector General’s Draft

Report:"A Review of the Federal Bureau of Investigation's Use
of National Security Letters” )

(U) Thank you for requesting my comutiénts, plirsvant to Section 119(d) of the USA
PATRIOT Imgrovement and Reauthorization Act of 2005, on the Department of Justice (DOJ).
Office of the Inspector General’s Draft Report entitled “A Review of the Federal Bureau of
Investigation’s Use of National Security Letters” (Report),

(U) 1appreciate your efforts; and the efforts of your staff, in producing an in-depth
Report on this important issue. I have significant concemns about the issues raised in the Report.
1 anticipate that many of the recommendations contained in the Report will be implemented in
order to ensure that the Federal Bureau of Investigation (FBI) has improved processes and
procedures to ensure full compliance with all laws and regulations in its use of National Security
Letters (NSLs). To ensure that the FBI’s changes are successful, and that the FBI’s Use of NSLs
is consistent with the U.S. Constitution, statutes, Executive Orders, and regulations, I directed
the General Counsel and the Civil Liberties Protection Officer of the Office of the Director of
National Intelligence to work with DOJ and the FBI to remedy deficiencies identified in your
final report, as appropriate. . :

(U) My highest priority is protecting America while ensuring that all activities
undertaken to protect.our citizens by the Intelligence Community fully comply with all laws.
While not lessening my concern about the issues identified in the Report, I think it is important
to note that NSLs are critical tools in counterterrorism and-other investigations. 'As your Report
notes, information ohtained from NSLs “contributed significantly to many counterterrorism and
counterintelligence investigations.”. Many of these details on sensitive investigative matlers must
remain classified, but your Report contains important examples.where NSLs have provided
critical information to protect America. Indeed, as your Report notes, FBI personnel believe
NSLs are “indispensable investigative tools.” Of course, as with all investigative tools, it is vital
that NSLs are used in a manner that complies with al applicable laws and regulations.

(U) Thank you again for your efforts.

O Gt/ 13 FeED OF

1. M. McConnell Dute

UNCLASSIFIED
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U.S. Department of Justice

Federal Buteau of Investigation

Office of the Director Washington, D.C; 205350001

March 6, 2007

Honorable Glenn A: Fine

Inspector General

United States Department of Justice
Suite 4706

950 Pennsylvania Avenue, N, W.
Washington, DC 20530

SUBJECT: ' ' U.S. Department of Justice, Office of the Inspector General - "A- Review. of the
Federal Bureau of Investigation's Use of National Security Letters (NSL)."

Dear Mr. Fine:

The FBI appreciates this opportunity to respond to-findings and recommendations
made in your report entitied A Review of the Federal Bureau of Investigation's Use of National
Security Letters" (hereinafter "Report”). This letter conveys the FBI's responses to the
recommendations, and I request that it be appended.to the Report, - The Office of the Inspector
General (QIG) has identified areas of serious concern related 1o. the FBI’s use of National
Security Letters (NSLs). ‘The FBI has alréady taken several steps to.correct the deficiencies
identified in the Report. These steps are described in more detail below and include
strengthening intemal controls, changing policies and procedures to improve oversight of the
NSL approval process, barring certain practices identified in the Report, and ordering an
expedited inspection. We will continug to work with the OIG to Bauge our-progress in these
reforms. :

Before addressing the specific findings and recommendations in the Report, . the
FBI offers two general comments applicable to the FBI's usc of this critical national security
investigative tool.. First, I appreciate the QIG's diseussion in the Report of the importance of
National Security Letters to-our ¢ounterterrorism and intelligence missions. When Congress
expanded the FBI’s ability to use this vital tool, some expressed concern about a potential for
abuse. It is important to note that the OIG found no intentional or deliberate misuse of these
authiorities but highlighted-several areas where we must increase our internal audit and oversight
of these:tools. We are doing'so, and we will work-in concert with the Department’s National
Security Division.anid Privacy and Civil Liberties Office to implement these reforms.
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As the Report notes, NSLs are indispensable investigative tools that permit the
FBI to-gather the basic building blocks in national security investigations, enabling the: FBI both
to'advance such investigations and, when warranted, to close such inquiries witha higher degree
of confidence that the subject does not pose a terrorism threat. On page 46 of the Report and in
the ensuing pages, the Report catalogues 8 vital functions NSLs play in the FBI’s mission to
protect the American people: For instance, the Report cites examples where NSLs helped enable
inivestigators to-establish potential contacts of an investigative subject and to determine whether a
terror céll may be operating in a particular location. ‘As the Report notes, these:are the types of
“"bread and butter” capabilities FBI Agerits rely on to advance national security investigations.

With'these functions in mind, 1. deeply appreciate the OIG’s observation that any
discussion of the FBI’s use of National Security Letters muist take into consideration the
environment in which the FBI -- particularly. the Counterterrorism Division (CTD) -- has
functioned for'the last five years. Since September 11, 2001, the FBI has trarisformed its
operations while working at a‘breakneck pace to keep the country safe.” As the OIG noted, the
FBL has "overhaul[ed] its counterterrorism operations, expand[ed] its intelligerice capabilities,
[begun] to upgrade its information technology systéms, and [sought] to improve coordination
with state and local law-enforcement agencies.” It is important to.note that during:the period
reviewed, CTD was investigating and responding to a constant stream.of terror threats. For
instance, the investigation into the Al Qaeda plot that culminated in the attacks of Septemiber 11
was still ongoing in 2003 when CTD began investigating potential plots to destroy U.S.-bound

- alreraft and individuals surveilling economic targets in the United States. The 2005 bombings in
London prompted initensive investigations of any known U1.S. connections.. These high-profile
investigations occurred at the same.time as CTD was conducting literally hundreds of lower
profile investigations.

I'believe those first two points.-- the extraordinary workload of CTD since
September 11 and thie importance of National Security. Letters to our national security efforts ==
are critical-to. remember ‘when considering th¢ OIG’s congressionally mandated assessment of
"improper or iflegal" use of national security letter authorities, ‘T am pleased that the OIG found
Ti0:criminal use of these anthorities nor any deliberate or intentional violations of the national
security letter statutes or'the:Attomney General Guidelines. Nevertheless, I conclude from the
OIG’s findings that we must redouble our efforts to ensure that there is rio repetition of mistakes
of the past in the use of these authorities, however lacking in willfulness was the intent. - To.that
end, it is worth noting that the FBI considers all reports of possible violations of its legal
authorities seriously and requires regular reporting, legal review, and referrals to'the appropriate
entities. If unauthorized information is obtained, whether due t6 FBI or third-party error, that
information is sealed, sequestered, and-where appropriate; destroyed. In addition, employee
conduct is reviewed and disciplined appropriately. .
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As the'Report makes clear, in the. majority of cases, the desire of Agenits 1o
expedite the conduct of national security investigations for the protection of the American public
resulted in the FBI obtaining information to which it ias entitled. - While well-inténtioned; the
shortcuts identified by the OIG were unacceptable, Because they may have been facilitated in part
by unclear internal guidance; we have already published improved internal guidance and have
prohibifed certain practices that the-OIG criticized. We arc.also developing a comprehensive
training module to address any uncertainty that exists within our employee ranks about the legal
strictures that govern the use of National Security Letters.- That training-will be mandatory for
Special Agents in Charge (SAC), Chief Division Counsels (CDC); and counterterrorism and
counterintelligence Agents.. Finally, because the vast majority of the uses of NSLs that the OIG
flagged as improper originated with the CTD, I ordered an expedited, special inspection of that
area of responsibility within CTD and the practices identified by the OIG.

Second, prior to. commencement of the IG review, the FBI had identified
deficiencies in our system for generating the data y for required congressiorial reporting
of NSL usage. Those deficiencies, which were first flagged for Congress in' March 28, 2006,
resulted in errors in the numbers reported to Congress. - We appreciate the OIG identifying
additional deficiencies that we had niot noted in the ‘way we track and report usage of NSLs.
Independent of this report, we have made substantial progress in‘déveloping an automated system
to prepare NSLs and their tated d: ation, which will ically gather datd for
congressional-reporting.. This system, which will be described in more detail below, should
alleviate many of the concerns identified by the FBI and the OIG.’ Other deficienciés identified by
the OIG have already been corrected for future reporting purposes.

Recomméendations:

QIG's recommendations below outline important and necessary controls when
issning National Security Letters and maintaining corresponding (statistical) records.

Recommendation #1: Require all Headquarters and field personnel who are anthorized to issue
National Security Letters to create a control file for the purpose of retaining signed copies of
all National Security Letters they issue.

. The FBL ngrées with the OIG recommendation that the FBI should retaina -
signed copy of the National Sccurity Létter and is itnplemeniting a policy that would require the
originating office.to maintain a copy of the signed NSL in the investigative sub-folder of the
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authorized investigation to which the NSL is relevant. ' The FBI believes that maintaining the NSL
copy-with the corresponding investigative filé'is-more appropriate than creating a cantrol file for
this purpose: :

Recommendation #2: Improve the FBI-Office of General Counsel (QGC) NSL tracking database
to ensure that it captures timely, complete, and accurate information on NSLs and NSL requests.

Recommendation #3: Improve the FBI-OGC NSL database to include data
reflecting NSL requiests for information about individuals who are not the investigative subjects
but are the targets of NSL requests.

The FBI agrees with these OIG recommendations. In fact, the FBI began
addressing this issue in February 2006, when contractors produced an initial propasal for an
automated system to prepare and track National Security Letters. This system is intended to be
built as part of the existing; highly succeessful FISA Management System (FISAMs). For the last
year, the FBI, with the assistance of its contractors, has been in the process of designing a
database that is referred to as the NSL sub-systemi of FISAMs. The NSL sub-system is scheduled
for testing in the Washington Field Office in July 2007, with the expansion of the systein to other
field offices pending successful testing. )

The NSL sub-system - js designed to require the tiser to enter certairi-data before
the workflow can proceed and requires specific reviews and approvals before the Tequest for. the
NSL can proceed: Through this process, the FBI can automatically ensure that certain legal and
administrative requirements are met and that required reporting data is accurately collected. - For
example, by requiring the user to identify the investigative file from which the NSL is to be
issucd, the system will be abile to verify the status of that file to ensure that it is still open and
current (€.g.; request date is within six. months of the opening or an extension has been filed for
the investigation) and ensure that NSLs are not being requested out of control or adiministrative
files. The system will require the user to separately identify the target of the investigative file and
the persori whos¢ records are being obtained through' the requested NSL, if differerit. This will
allow the FBI to accurately count the number of different persons.about whom we gather data
throughi NSLs. The system will also require:that specific data elements be entered before the
process can continue, such as requiring that the target's status as a-U.S. person (USPER) or non-
U.S. person.(NON-USPER) be eritered.

The NSL sub-system is being designed so that the FBI employee requesting an
NSL will enter'data only once. The system will then generate both the NSL and the authorizing
Electronic Communication (EC) for signature, thereby ensuring that the two documents match
exactly and minimizing the opportunity for transoription errors that give rise to unaiithorized
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collections.that must be reported to the Intelligence Oversight Board (IOB).” As with the FISA
M System, this sub will have a comprehensive reporting capability.

With regard to other deficiencies indicated in your report that affect the accuracy
of our congressional reportirig, the default settifigs in our existing “database” have beén changed:
the default position for the U.S. person status of the “target” of the NSL has been changed to'U.S,
person and "0" can-no longer be entered: for the number of facilities on which data.is requested by
an NSL.

Recommendation #4:. Consider issuing additional guidance to field offices that

will assist in identifying possible: TOB violations arjsing from use of national security letter
anthorities, such 4s (a) measures to reduce or eliminiate typographical and other errors in National
Security Letters so that the FBI does not collect unauthorized information; (b) best practices for
identifying the receipt of unauthorized information in the response to National Security Létters
due to third-party errors; (c) clarifying the distirictions between the two NSL authorities in the: Fair
Credit Reporting Act (15 U.S.C. §§ 1681u and 1681v); and (d) reinforcing intemal FBI policy
requiring that NSLs must be issued from investigative files, not from control files.

The FBI agrees with the OIG r dation. ‘As indi above, the NSL
subsystem is anticipated to-reduce if not eliminate typographical errors that result in unauthorized
collection of information. -OGC issued comprehensive advice on November 11, 2006, with
respect to reporting unauthorized collection of all types and provided guidance with respect to the
sequestration of such materials. OGC wilk issuc.additional comprehensive NSL guidance that
will, among cther things, highlight the legal differences between the two NSL authorities that
appear in the Fair Credit Reporting Act. Given the finding of the IG oF at least two instances in
which an NSL was issued under 15U.S.C. § 1681v-in counterintelligence investigations, we are
directing each: field office to inspect its counterintelligence files to determine whether it has made
the same mistake. -If any additional instances of that error are found, appropriate remedial action,
including reports to the Intelligence Oversight Board, will be taken. The FBI doés riot believe that
the issuance of National Security Letters from control files is legally improper if; as was the case,
the NSLs sought information that was relevant to authorized national security investigations that
were open at the time the NSLs were issued. The FBI recognizes; however, that referring solely to
a control file in the EC that seeks issuance of the NSL. does not-adequately docurment the existence
of a national secunity investigation to which the inaterial sought is relevant. Therefore, we are
reiterating existing FBI policy that National Security Letters should be issued exclusively from
investigative files and that such investigative files should be referenced on the supporting: EC.
Finally, although many of the possible IOB violations identified by the IG do not tise fo the level
of violations that are required 1o be reported to. the IOB, the fiéld has been instructed to report all
t0 OGC for further evaluation.
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Recommendation #5: Consider seeking legislative amendment to the Electronic
Communications Privacy Act fo define the phrase "telephone toll billing records information.”

The FBI agrees with the OIG recommendation: The FBI agrees with.the OIG’s
recommiendation to seck-a clarification of statutory. definition of "telephone toll billing records
information.”

Recommendation #6: Consider measures that would enable FBI Agents and anatysts to

(a) label or tag their use-of information derived from National Security Letters and (b) identify
whei and how often information derived from NSLs is provided to law enforcemenit authorities
for use in criminal proceedings.

FBI agrees with the OIG recommendation, I have asked OGC to work with the
FBI’s National Security Branch and the Office of the Director of National Intelligence to ensure
we carefully consider this recommendation balancing our operational needs; information sharing
policy; and privacy concemns,

Recommendation #7: Take steps to ensure that the FBI docs niot improperly use exigent letters.

Recommendation #8: ‘Take steps to ensure that where appropriate the FBI makes requests for
information in accordance with the requirements-of National Security Letter authorities.

The FBI agrees with the OIG recommendations. - It is important to note that
an “exigent” letter as that term is used in the Report is not an emergency disclosure under 18
U.S.C. 2702 (c) but rather a letter asking for records from a service provider upon the promise of a
forthcoming NSL or grand jury subpoena. The “exigent letter” discussed in the Report never
sought the content of any communications.- While the FBI does not believe that the use of exigent
letters is improper in itself, it recognizes that they have been used improperly as noted in the
" Report.: Therefore, s a'matter of policy, the FBI has barred their use.

R dation #9: Impls to ensure that FBI-OGC is ¢onsulted

about activities undertaken by FBI Headquarters National Security Branch, including its
operational support activities, that could generate requests for records-from third parties that the
FBI is authorized to obtain exclusively through the use of National Security Letter autherities.

The FBI agrees with the OIG recomnmeniation. As part of the OGC's issuance
of comprehensive guidance on National Security Letters, it-will implement a more rigorous
approval process to' include the following: (1) for National Security Letters issued by Field
Offices, the EC supporting the National Security Letter must be reviewed and approved by the
Chief Djvision Counsel or Assistant Division Counsel (ADC); ard-(2) for National Security

_6-
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Letters issued by Headquarters, the EC must e reviewed and approved by the National Security.
Law Branch of the Office of General Counsel.

Recommendation #10: Ensure that Chief Division Counsel and Assistant Division Counsel
provide close and independent review of requests 1o issue National Security Letters.

The FBI agrees with the OIG recommendation. The FBI has taken steps to
address this issue already. In February 2006, the Office of the General Counsel, National Security
Law Branch, reminded all Chief Division Counsels of the importance of their role i the Nationgl
Security Letter approval process. In March 2006, the National Security Law Branch included on
its. wehsite a nafrative description of the role of the CDCs and the ADCs in approving National
Security Letters. Additionally, the FBI General Counsel has reminded all Special Agents in
Charge:that their office’s CDCs have an obligation to provide accurate, independent legal advice, -
and that the SACs should strive to éncourage such independent advice from the CDCs. Finally,
the General Counsel will stress to the CDCs during the next régularly. scheduled {éleconference
the importance of their exercising independent legal judgment in all FBI matters, including those
surroundirig the' NSL process.

The FBI'is committed to protecting the people of the United States in a manrier
consistent with its statutory:authority, guidelines, and policy. 1 appreciate this opportunity to
respond to your recommendations and will updaté you and the appropriate congressional
‘committees with regard:to our implementation progress.

Sincerely yours,

vd b Y frudto,

Robert S. Mueller, 111
Director
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Right to Financial Privacy Act

12 U.8.C. § 3414 :

(a)(1):Nothing in this chapter (except sections 3415, 3417, 3418, and 3421 of this title) shall
apply to the production and disclosure of financial records pursuant to requests from--

(A} a Government authority autherized to conduct foreign-counter- or foreign positive-
intelligence activities for purpeses of conducting such activities; .

(B) the Secret Servicefor the purpose of conducting its protective functions (18 U.8.C. 3056;
3U.8.C.. 202, Public Law 90-331, &s amendéd); or

(C) a Government authority authorized to conduct investigations of; or intelligence or
counterintelligence analyses related to, international terrorism for the purpose of conducting
such investigations or analyses.

(2)In the instances specified in paragraph (1), the Government authority shall submit ta the
financial institution the certificate required in section 3403(b)-of this title signed by a
supervisary official of a rank designated by the head of thée:Government authority.

(3) No financial' institution, or officer, employee, or agent of such-institution; shall disclose to
any person that a Government authority described in paragraph (1) has sought or obtained
access to a customer’s financial records. R

{4} The Government authority specified-in paragraph (1) shall compile an arinual tabulatioh of
the oecasions in which this section was used.

(SHA) Financial institutions, and officers, employees; and agents thereof, shall comply with a
request for a clistomer's-or. entity's financial records made pursuant to this subsection by the
Federal Bureau of Investigation when the' Directer of the Federal Bureau of Investigation (or the
Director's designee in a position not lower-than Deputy Assistant Director at Bureau .
headquarters or a Special Agent in.Charge'in a Bureau field office designated by the Director)
certifies in writing to the financial institution that such records are sought for foreign counter
intelligence purposes to protect against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United ‘States person is'not conducted solely
upon the basis of activities protected by the first ameridment to the Constitution of the United
States..

(B) The Federal Bureau of Investigation may disseminate information obtained pursuant to this
paragraph only as provided in guidelines approved by the Attorriey General for foreign )
inteiligence collection and foreign Counterintelligence investigationis coriducted by the Federal
Bureau of Investigation;, and, with Tespect to.dissemination fo an agency of the United States,
only if such information is clearly relevant to the authorized responsibilities of such agency:

(€) On'the dates: provided in section 415b-of Title 50, the Attorney General shall fully inform
the congressional intelligence committees. (as defined in. section 401a of Title 50) concerning all
requests made pursuant to this paragraph,

{D) No financial institution, or officer, employée, or agent of such institution, shall-disclose to
any person that the Federal Bureau of Investigation has sought or ohtained access to'a
customer's or entity's financial records under this paragraph.
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{b)(1) Nothing in this. chaptershall prohibit a Governmerit authority from obtaining financial
records from'a financial institution if the Government authority determines that delay in
obtaining access to such records would create jmminent danger of-~

(A physical injury to any persor;
(B) serious property damage; or
{C) Night to.avoid prosecution.

(2) Iri the instances specified in paragraph (1}, the Government shall submit to the financial
institution the certificate required in section 3403(b) of this title signed by a supervisory official
of a rank designated by the head of the' Governmént anthority.

(3)-Within five days of obtaining access to financial records inder this subsection, the
Government authority shall file-with the appropriate court a signed, sworn statement.of a
supervisory official of a Tank designated by the head of the Government authority setting forth
the grounds for the emergency access, .The.Government authority shall thereafter comply with
the notice provisions of section 3409(c) of this title.

(4) The Government authority specified in'paragraph (1) shall compile an annual tabulation of
the occasions in which this section was used.

(d) For purposes of this section, and sections 3415 and 3417 of this title insofar as they relate
to the.operation of this section, the term "financial hstitution” has the same meaning as in
subsections (a)(2] and {¢)(1) of section 5312 of Title.31, except that;, for purposes of this section,
such term'shall include only such a financial institution any part of which is locatéd inside any
State or territory of the United States, the District of Columbia, Puerto Rico, Guam, American
Samoa, the Commonwealth of the Northern Mariana Tslands, or the United States Virgin
Islands, N

A2
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Fair Credit Reporting Act
Financial Institution and Consumer Identifying Information

15 U.S.C, § 1681u

(a) Identity of financial institutions

Notwithstanding section 1681b of this title-or any other provision of this subchapter, a
consumer reporting agency shall furnish to the Federal Bureau of Investigation the names arid
addresses of all financial institutions (as that term is defined in section 3401 of Title 12} at
which-a consumer maintains or has maintained an account, to the extent that information is
in the files of the agenicy, when presented with.a written request for that information, signed by.
the Director of the Federal Bureau of Investigation, or the Director's designee in a position not
lower than Deputy Assistant Director at-Bureau headquarters or a Special Agent in Charge of a
Bureau field office designated by the Director, which certifies compliance with this section; The
Director or the Director's designee may. make such a certification only if the Director or the
Director's designee has determined in writing, that such information is sought for the conduct
of an authorized investigation to protect against international terrorism or clandestine
intelligence activities, provided that:such an investigation of a United States person is not
conducted solely upon the basis of activities protécted by the first amendment t6 the
Constitution af the United States.

(b) Identifying information 5

Notwithstanding the provisions of section 1681b of this title or any other provision of this
subchapter, a.consumer reporting agency shall furnish identifying information respecting a
consumer, limited to name; address; former addresses, places of employment, or former places
of employment, to the Federal Bureau of Investigation when presented with a written requeat;
signied by the Director or the Director’s designee in“a position not lower:than Deputy Assistant
Director at' Bureail headquarters.or a Special Agent in Charge of a Bureau field office
designated by. the Director, which certifies compliance with this subsection. The Diréctor or
the Director's designee may make such: a certification only if the Director or the Director's
designee has determined.in writing that such information is sought for the conduct of an
authorized investigation to protect against international terrorism or clandestine intelligence
activities; provided that such' an‘investigation of a United States person is.not conducted solely.
upon the basis of activitiés protected by the first amendment to the Constitution of the United
States. -

() Court order for disclosure of consumer reports

Notwithstanding section 1681b of this title or any other provision of this subchapter, if
requested in writing by the Director of the Federal Bureau of Investigation, or a designee of the
Director in a-position notlower than Deputy Assistant Director at Bureau headquarters-or a
Special Agent in"Charge in a Bureau field office designated by the Director, a court may.issue
an order ex parte directing a consumer reporting agency to furnish 4 conisumer report to the
Federal Bureau of Investigation, upon a showing in camera that the consumer report is sought
for the conduct of an authorized investigation to protect against international terrorism. or
clandestine intelligence activities, provided that such an investigation of a United States person
is.not conducted solely upon the basis of activities protected by the first amendment to the
Constitution of the United States. :

A-3
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The terms of an order issued under this subscction shall not disclose that the order is issued
for purposes of a counterintelligence investigation.

(d)- Confidentiality 3

No consumer reporting agency or officer, employee, or agent of a consumer reporting agency
shall disclose to any person, other than those officers, employees, or agents.of a consumer
Leporting agency necessary to fulfill the requirement to'disclose information to the Federal
Bureau of Investigation under this section, that the Federal Bureau of Investigation has sought
orobtained the identity of financial institutions of a consumer report respecting any consumer
under subsectiori (a), (b), or {c} of this section; and no consumer reporting-agency. or officer,
employee, of agent of a consumer reporting agency shall include in any consumer report any
information that would indicate that the Federal Bureau of Investigation has sought or
obtained such information of a consumer report:

(¢) Payment of fees

The Federal Bureau of Investigation shall, subject to the availability of appropriations, pay-to
the consumer reporting agency assembling or.providing report or information in accordance
with- procedures. established under this section.a fee for reimbursement for such costs as are
reasonably necessary and which have been directly incurred in searching, reproducing, or
transporting books, papers, records, or other data required or requested to be produced under
this section,

(fy Limit on dissemination

The Federal Bureau of Investigation may not disseminate informatior obtained pursuant ta
this section outside of the Federal Bureau of Investigation, except to other Federal agencies as
may be necessary for the approval or conduct of a {oreign counterintelligence investigation; or,
where the irformation concerns a person subject to the: Uniform. Code of Military Justice, to
appropriate investigative authorities within the military department concerned as may be
necessary for the conduct of a jomt foreign counteérintelligence investigation.

(8) Rules of construction

Nothing in this section shall be construed.to prohibit information from heing furnished by the
Federal Bureau of nvestigation: pursuant to.a subpoena or court order, in ‘connection with &
judicial or administrative proceeding to enforce the provisions of this subchapter.. Nothing in
thig section shall be construed. to.authorize or permit the withholding of information from the
Congress, .

(h) Reports ta Congress

{1) On a ‘semiannual basis, the Attorney General shail fully inform the Permarient Select
Committee on Intelligence and the Commitfee on Banking, Finance and Urban Affairs of the
House of Representatives; and the Select Committee on Intelligence and the Committee.on
Banking, Housing, and Urban Affairs of the Senate concerning all requests made pursuant to
subsections (a), {b), and (c) of this section.

(2) In the case of the semiannual reports required to be submitted under paragraph (1) to the
Permanent Seléct Committee on Intelligence of the House of Representatives and the Select
Committee on Intelligerice of the Senate, the submittal dates for such reports: shall be.as
provided in section 415b of Title 50.
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(i) Damages

Any agency or-department of the United States obtaining or disclasing any consumer reports;
records, or information contained therein ini vialation of this section is liable to the consumer to
whom such consumer reports, records, or information relate in an amount equal to the sum of-

{1) $100, without regard to.the volume of consurmér reports, records, or information involved;
{2) any actual damages sustained by the constmer as a result of the disclosure;

(3) if the violation is found to have been willful or interitional, such punitive damages as a
court may allow; and

(4} in the case of any successful action to enforce liability under this subsection, the costs of
the action, together with reasonable attorney fees, as determined by the court.

(j) Disciplinary actions for violations

If a-court determines that any agency or department of the United States has violated any
provision of this section and the court finds that the circimstances. surrounding the violation
raise questions of whether or not an'officer or emplayee of the agency or department acted
willfully or intentionally with respectto the violation, the agernicy or department shall promptly
initiate a proceeding to determine whether or not diseiplinary actien is warranted against the

- officer or employée who was responsible for the violation,

(k} Good-fajth exeeption

Notwithstanding any other provision of this subchapter, any consumer reporting agency or
agent or employee thereof making disclosure of constimer Teports or identifying information
pursuant to this subsection in good-faith reliance upon a certification of the Federal Bureau of
Investigation pursuant to provisions of this section shall not be liable to-any ‘person for such
disclosure. under this subchapter; the. ¢onstitution of any State, or any law or regulation of any
State or any political subdivision of any State.

{}} Limitation of remedies '

Notwithstaniding any other provision of this subchapter; the remedies and sanctions set forth
in: this section. shall be the only judicial remedies and-sanctions for violation of this section, .-

(m) Injunctive relief

In-addition fo any other remedy contained in this seetion; injunctive relief shall be available.to
require complianice with the procedures of this section. In the event of any successful action
under- this subsection, costs together with reasonable attorney fees, as determined by the
court, may be recovered.
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Fair Credit Reporting Act
Consumer Full Credit Report

15U.8.C. §.1681v

(a) Disclosure

Notwithstanding section 168 I'bof this title or. any other provision of this subchapter, a
consuiner reporting agency shall furnish a consumer. report of a consumer and all ether
information in a-consumer's file to a government agericy authorized to conduct investigations
of, or intelligénce or counterintelligence activities or dnalysis related to, international terrorism
when presentéd with a written certification by such goverriment agency that such infarmation
is necessary for the agency's conduct or such investigation, activity or analysis.

(b) Farm'of certification

The certification described in subsectiori (a) of this section shall be signed by a supervisory
official-designated by the head of a Federal agency or'an officer of a Federal agency whose
appointmert to office is required to be made by the President, by and with the advice and
consent of the Senate.

{c}. Confidentiality.

No consumer reporting agency, or officer; employee, or.agent of such consumer reporting
agency, shalldisclose to-any pérson, or specify in any consumer report, that a government
agency has sought or obtained access to information under. subsection (a) of this section.

{d) Rule of construction. -

Nothing in section' 1681u of this title shall be construed te limif the authority of the Director of
the Federal Bureau of Investigation under this section,

{e) Safe harbar

Notwithstanding any other provision of this subchapter, any consumer Teporting agency or
agent or employee thereof making disclosure of corisumer reports orother information
pursuant to this section in good-faith reliance upan a certification of a government agency
pursuant to the provisions of this section shall iiot be liable to any person for such disclosure
under-this subchapter, the constituition of any State, or any law or'regulation of any State or
any political subdivision of any State.
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Electronic Communications Privacy Act

18 U.S.C. § 2709

{a) Duty to provide.--A wire or electronic communication service provider shall comply with a
request for subscriber information and tell billing records information, or electronic
tommunication transactional recerds in its custody or possession made by the Director of the
Federal Bureau of Investigation under subsection (1) of this section.

{b) Required certification.--The Director of the Federal Bureau of Investigation, or his
" designee in a position not lower than Deputy Assistant Director at Bureau headquarters or &
Special Agent in Charge in a Bureau Geld office designated by the Director; may--

(1) request the name, address, length of service, and local and long distance toll billing
records of a person or entity if the Director (or his désignee) certifies in writing to thé wire or
electroni¢. communication service provider to which the request is made'that the riame,
address, length of service, and toll billing records sought are relevant to an authorized
investigation to protect against international terrorism or. clandestine intelligence activities,
provided that such an investigation'of a United States person is not conducted solely on the
basis.of activities protected by the first amendment to thé Constitution of the United States;
and

(2) request the name, address, and length of service.of a person or entity.if the Director (or
his designee) certifies in-writing to the wirc or eléctrénic communication service provider to
which the request is made that the information ‘sought is relevant to an authorized
investigation to protect against international terrorism or clandestine intelligence activities,
provided that such an investigation of a United States person is not conducted solely upon
the basis of activities protected by the first améndment to the Constitution of the United
States. -

(c} P of certain di --No wire or electronic¢. communication service provider,
or officer, employee, or agent thereof, shall diselose to any person that the Federal Buréau of
Investigation has sought or obtained accéss to information or.records under-this section.

(4) Dissemination by bureau.--The Federal Bureau of. Investigation'may dissemjinate
information-and records obtained under this ‘section only-as provided in guidelines approved by
the Attorney General for foreign intelligence collection and foreign counterintelligence
"investigations conductéd by the Federal Bureau of Investigation; and, with respect.to
dissemination to an agency of the United States, only if such iriformation is clearly relevant to
the authorized responsibilities of such agency.

(e} Requirement that certain congressione] bodies be informed.—-On a semiannual basis
the Diréctor of the Federal Bureau of Investigation shall fully inform the Permanent Select
Committee on Intelligence of the House ‘of Represeritatives and the Select Commiittee on
Intelligenice of the Senate, and the Committee o the Judiciary of the House of Representatives
and thie Committee on-the Judiciary of the Senate, concerning all requests madé under
subsection. (b) of this section,
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National Security Act

50U.8.C. §436

(a) Generally

{1} Any authorized investigative agency may request from any financial agency, financial
institution, or holding company, or from any ¢onsumer Teporting agency, such financial
records, other financial information, and consumer Teports as may be necessary in order to
conduet any authorized law enforcement investigation, counterintelligence inquiry, of security
determination,. Any authorized investigative agency. may- also request records maintained by
any commercial entity within the United States pertaining to travel by an employee in'the
executive branch of Government. outside the United States.

(2) Requests may be made under this section where-<

{A} the records sought pertain to a person who is or was an employee in the executive branch
of Government required by the President in an Executive vrder or regulation, as a condition
of:access to.classified information, to provide consent, during a background investigation and
for such time as access to the informatiot is maintained, and for a period of not more than
three years thereafter, permitting access to financial records, other. financial information,
consumer reports, and travel records; and

(B)(i) there are reasonable grounds to believe, based on credible information, that the person
is;.or may-be, disclésing classified information in an unauthorized manner ta a foreign power
ar agent of a foreign power;

(i) information the employing agency deems credible indicates the person has-incuired
excessive indebtedness or has acquired a level of affluence which cannot be explained by,
other information kniown to the agency; or.

(1il) circumstances indicate the person had the capability and opportunity to disclose
classified information which is knowni:to have been lost or compromised to a foreign power or
an agent of a.foreign power.

(3) Each such request--

(A} shall be accompanied by a written certification signed by the department or agency head
or deputy department or agency head concerned, or by a senier official designated for this
Purpose by the department or agency head concerned (whose rank shall be no lower than
Assistant.Secretary or Assistant Director}, and-shall certify that--

{1} the person coricerned is or was'an employee within the meaning of paragraph . {2)(A);

(i) the request.is being made pursuant to an authorized inquiry or investigation and-is
authorized under this section; and

{i#i) the records or information to be reviewed: are récords or ihformation which the
employee has previously agreed to make available to the authorized investigative agency for
Teview; . :

(B) shall contain a copy of the agreement reférted to-in subparagraph (A)(iii)

A-8
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(). shall identify specifically or by category the records or. information to be reviewed; and

(D) shall inform the recipient of the request of the prohibition described in subsection (b) of
this section. .

{b} Disclosure of requests

Notwithstanding any other provision of law, o governmental ar private entity, or officer,
employee, or agent of such entity, may disclose to-any person, other than those officers,
employees, or agents of such entity necessary. to satisfy a request made under this section, that:
such entity has received or satisfied a request made by an authorized investigative agency
under this section. <

(e} Records or information; inspection or copying

(1) Notwithstanding any other provision of law {other than section 6103 of Title 26), an entity
receiving a request for records or information under subsection (a} of this section'shall, if the
request satisfies the requirements. of this section, make available such-records ‘or information
within 30 days for inspection or copying, as.may be appropriate, by the agerncy requesting such
records or information.

(2) Any entity {including any officér, employee, or agent thereof) that discloses records. or
information for inspection or copying pursuant to this section in good faith reliance upon the
certifications made by an agency pursuant to this section shall not be liable for any such
diselosure to any person-under this subchapter, the constitution of any State, or any law or
regulation of any State or any political subdivision of any State. B

(d) Reimbursement of costs
Any agency requesting records or information under:this section may, subject to the
availability of appropriationis, feimburse a Pprivate entity for.any cost reasonably incurred by.
such entity in responding to such request, including the cost of identifying, reproducing; or
transporting records or other data.
(¢) Dissemination of records or. information received
An agehey réceiving récords or information Pursuant to a request under this section’ may
disseminate. the records or information obtained Pursuant to such request outside the agency
only--

{1)t0 the agency employing the employee who is the subject of the'records or information;

(2} to the Department of Justice for law enforcement or counterintelligence purposes;.or

{8) with respect to dissetiination. to.an agency of the United States, if such information’is
clearly relevant to the authorized Tesponsibilities of such agency.

{f) Construction of section
Nothing in this section may be construed to affect the authority of an investigative agency to

obtain information pursuant to the Right to Financial Privacy Act (12 U.S.C. 3401 et seq:) or
the Fair Credit Reporting Act (15 U S.C. 1681¢t seq.),

A9
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Mr. CONYERS. Thank you, Attorney General.

Will the person in the back row, standing up, please sit down or
leave this Committee room?

I am now pleased to welcome the General Counsel for the Fed-
eral Bureau of Investigation, Ms. Valerie Caproni.

Welcome to our Committee.

TESTIMONY OF VALERIE CAPRONI, GENERAL COUNSEL,
FEDERAL BUREAU OF INVESTIGATION

Ms. CAPRONI. Thank you. Good morning.

Mr. Chairman, Ranking Member Smith and Members of the
Committee, it is my pleasure to appear before you today to discuss
the recent report by the Department of Justice Office of Inspector
General regarding the FBI's use of National Security Letters. I
have submitted a detailed written statement, and in the interest of
time, I will stress only a few points.

The IG’s report is a fair report that acknowledges the importance
of National Security Letters to the ability of the FBI to keep the
country safe and the difficult environment in which our employees
have been working since 9/11. The IG found no deliberate or inten-
tional misuse of the National Security Letter authorities, AG guide-
lines or FBI policy. Nevertheless, the IG review identified several
areas of inadequate auditing and oversight of these vital investiga-
tive tools as well as processes that were simply inappropriate.

The FBI fully supports each of the IG’s recommendations and
have implemented other remedial steps not proposed by the IG.
Collectively, these reforms will ensure full compliance with both
the letter and the spirit of the law.

NSLs generally permit us to obtain the basic building blocks of
an investigation from third party businesses. Unlike grand jury
subpoenas used in criminal cases, however, National Security Let-
ter authority comes from several distinct statutes, and they have
very specific rules that accompany them.

The NSL authority used most frequently by the FBI is that pro-
vided by the Electronic Communications Privacy Act, or ECPA.
Through an ECPA NSL, the FBI can obtain subscriber information
for telephone and electronic communications and can obtain toll
billing information and electronic communication transaction
records. Significantly, the FBI cannot obtain the content of commu-
nications through an ECPA NSL. That requires a court order.
ECPA NSLs are, by far, the most common NSL that we use.

Pursuant to the Right to Financial Privacy Act and the Fair
Credit Reporting Act, we also have the authority to issue different
types of National Security Letters. The authority to issue an NSL
lies at a senior level within the FBI. It can only be issued by an
official who ranks not lower than Special Agent in Charge or Dep-
uty Assistant Director. All such officials are career Government
employees, and before an NSL can be issued such employees must
certify that the information sought is relevant to an authorized na-
tional security investigation.

As directed by Congress in connection with the IG’s report, we
endeavor to declassify as much information as possible in order to
maximize the transparency of our use of this important national se-
curity tool. To that end, for the first time the public has a real
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sense of the frequency with which the FBI uses National Security
Letters. In the period covered by the report, the number of NSL re-
quests—that is, not letters. Remember that one letter can have
multiple requests—has ranged from approximately 40,000 to
60,000 per year, and we have requested information on fewer than
20,000 persons per year. For a variety of reasons that will be dis-
cussed below, those numbers are not exact. Nevertheless, for the
first time, the public can get a sense of the order of magnitude of
these requests.

There are three findings by the IG that were particularly dis-
turbing to me, and it is those three findings that I wish to address
at some length this morning: First, inaccurate reporting to Con-
gress, second, the use of so-called Exigent Letters and, third, viola-
tions of law and policy with respect to the usage of NSLs.

I am particularly distressed by the fact that the IG found signifi-
cant inaccuracies in the numbers that we report to Congress. The
responsibility to gather the data for congressional reporting lies
with my division, and we did not do an acceptable job. The proc-
esses we put in place for tabulating NSLs were inadequate, and we
had no auditing process in place to catch errors. Although we real-
ized we had a problem prior to the IG’s report and were working
on a technological solution, that realization came later than it
should have, and for that I bear responsibility.

At some point several years before I arrived at the FBI, our proc-
ess for congressional reporting shifted from a totally manual proc-
ess to a stand-alone database. While the OGC database was a giant
technological step forward from 3x5 index cards, it quickly became
an unacceptable system given the increase in our use of National
Security Letters since 9/11. The OGC database is not electronically
connected to ACS, the system from which we derive the data. In-
stead, there is a manual interface between ACS and the database.
An OGC employee is responsible for taking every NSL lead that is
sent to OGC and manually entering the information into our data-
base. Nearly a dozen fields must be manually entered, including
the file number of the case in which the NSL was issued, which
is typically at least 15 digits and letters. Needless to say, human
error creeps in.

Approximately a year ago when we were unable to tick and tie
numbers in the database to previously reported numbers, we recog-
nized that our technology was woefully inadequate. We began at
that point to develop an automated system to improve our ability
to collect this data. That system, in addition to improving data col-
lection, will automatically prevent many of the errors in NSLs that
we will discuss today by automating much of the work associated
with preparing NSLs. The system will also allow us to automati-
cally ensure that required reporting data is accurately collected.
The NSL system is being designed so that the FBI employee re-
questing an NSL will enter data only once.

For example, an agent or an analyst who wishes to get telephone
toll billing records will only have to tell the system that he is seek-
ing an ECPA NSL for toll records and type the telephone number
once. The system will then automatically populate the appropriate
fields in the NSL in the authorizing electronic communication. The
system will ensure that the two documents match exactly, and it
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will minimize the opportunity for transcription errors that gave
rise to unauthorized collections.

Agents and analysts will still be required to provide the nar-
rative necessary to explain why the NSL is being sought, the fac-
tual basis for making the determination that the information is rel-
evant to an appropriately predicated national security investigation
and the factual basis for any determination that the NSL should
include a nondisclosure provision.

We are optimistic that we will be able to pilot the system this
summer and roll it out to all of the field offices by the end of the
year. At that point, I will be much more confident that in the fu-
ture the data we provide to Congress is as accurate as humanly
possible. In the meantime, we are taking several steps to correct
the numbers we have previously reported. We have discussed our
methodology with the IG, and we will offer him the opportunity to
review our work. We are striving to have the corrected reports to
Congress as soon as possible.

The next significant finding of the IG I would like to discuss this
morning involves the use within one unit at headquarters of so-
called Exigent Letters. These letters, which numbered in excess of
700, were provided to telephone companies with requests for toll
billing information. All of the letters stated that there were exigent
circumstances, and many stated the Federal grand jury subpoenas
had been requested for the records even though in fact no such re-
quests for grand jury subpoenas had been made.

From an audit and an internal control perspective, the FBI did
not document the nature of the emergency circumstances, did not
keep copies of all of the Exigent Letters it provided to the tele-
phone companies and did not keep records to track whether it had
subsequently provided further legal process. Moreover, some em-
ployees told the IG that there was not always an emergency relat-
ing to the documents that were sought.

OGC has been working with the affected unit to attempt to rec-
oncile the documentation and to ensure that any telephone record
that we have in an FBI database was obtained because it was rel-
evant to an authorized investigation and that the appropriate legal
process has now been provided. If we are unable to determine the
investigation to which a number relates, it will be removed from
our database, and the records will be destroyed.

The IG rightfully objected to the FBI’s obtaining telephone
records with a letter that stated that a Federal grand jury sub-
poena had been requested when that was untrue. It is unclear why
that happened. The Director has ordered a special inspection in
order to better understand the full scope of internal control failures
and to make sure that, in fact, every record obtained pursuant to
a so-called Exigent Letter has been appropriately connected to a
national security investigation. That review will also determine
whether the practice discussed by the IG existed anywhere other
than in the headquarters unit identified in the report.

In response to the obvious internal control lapses this situation
highlights, changes have already been made to ensure that this sit-
uation does not recur. Any agent who needs to obtain ECPA-pro-
tected records on an emergency basis must do so pursuant to 18
USC, section 2702. Section 2702 permits a carrier to provide infor-
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mation regarding its customers to the Government if the provider
believes in good faith that there is a life or death type emergency
that requires disclosure of the records. By FBI policy, a request for
disclosure pursuant to that provision generally must be in writing
and must clearly state that the disclosure without legal process is
at the provider’s option. The emergency must also be documented
to our files so that the use of the letter can be audited. The policy
allows for oral requests, but any oral requests have to be approved
and documented to the file.

The IG also examined the misuse of NSLs that had been re-
ported and some that had not as part of the IOB process. As this
Committee knows, pursuant to executive order, the President has
an Intelligence Oversight Board that receives from the intelligence
community the reports of intelligence activities that the agency be-
lieves may have been unlawful or contrary to executive order or
presidential directive.

The IG found that from 2003 to 2005 the FBI had self-reported
26 potential violations involving NSL authorities. The IG also
found, however, a number of potential IOBs in the files it examined
that had not been reported to OGC for adjudication. Although press
accounts of this report have implied that the IG found massive
abuses of the NSL authorities, a careful read of the report does not
bear out the headlines. The IG examined 293 NSLs, a reasonably
small, non-random sample. We do not suggest that the sample was
not a fair sample but only point out that it is questionable from a
statistical standpoint to attempt to extrapolate from a very small
sample to an entire population.

Of the 293 NSLs the IG examined, 22 were judged to have a po-
tential unreported violation associated with them. Of that 7 per-
cent, 10, or almost 50 percent of that group, were third party er-
rors. That is, the NSL recipient provided the FBI with information
that we did not seek. Only 12 of the NSLs examined, or 4 percent
of the total group, had mistakes that the IG rightfully attributes
to the FBI.

Examining the 12 potential errors that were attributable to the
FBI reveals a continuum of seriousness relative to the potential im-
pact of individual rights. Four of them, or just over 1 percent of the
sample, were unquestionably serious violations. Specifically, two of
the violations involved obtaining full credit reports and counter-
intelligence investigations, which is not statutorily authorized. One
involved issuing a National Security Letter when the authorization
for the investigation to which it related had lapsed, and one in-
volved issuing an NSL for information that was arguably content
and, therefore, not available pursuant to NSL. The remaining eight
potential errors involved lack of attention to detail and did not in-
volve the FBI's seeking or obtaining any information to which it
was not entitled.

We do not excuse lack of attention to detail, and I have admon-
ished the lawyers in the field who review NSLs that they must be
careful so that they can avoid this sort of error, but we do believe
that such mistakes pose different challenges and risks than seeking
information to which you are not entitled.

In short, approximately 1 percent of the NSLs examined by the
IG had significant errors that were attributable to FBI actions and
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that had not been but should have been reported as potential IOB
violations. A 1-percent error rate is not acceptable, and we have
taken steps to reduce it. Those steps are discussed at length in my
written testimony, and I will not repeat them here.

But among the steps I do want to mention is that the Director
has ordered a special inspection of all field offices’ use of National
Security Letters, an inspection that began on Friday. We offer to
fully brief the Committee on the results of that inspection when it
is complete. Several of the actions we are taking involve changes
to FBI rules and policy. Rules will, of course, only eliminate errors
if they are followed. The IG’s report has painfully demonstrated for
us that, while we are good at establishing policy and setting rules,
we are not as good as we must be at establishing internal controls
and auditing functions to make sure that the rules are followed.

The full parameters of an FBI compliance program have not been
set, and the inspection that is currently underway will clearly in-
fluence the parameters of the program. In short order, however, the
FBI will establish a vigorous, multidisciplinary compliance pro-
gram that assures as well as any compliance program can that our
employees faithfully adhere to all of our rules and policies, particu-
larly those that are designed to protect privacy and civil liberties.

The FBI is acutely aware that the only way we can achieve our
mission of keeping the country safe is if we are trusted by all seg-
ments of the American public. With events like the London terror
attack of 2 years ago, we are all worried about the risk of a cata-
strophic attack from homegrown terrorists. Our single best defense
against such an attack is the eyes and ears of all Americans, but
particularly in those segments of the population in which the risk
of radicalization is at its highest. We need people in those commu-
nities to call us when they hear or see something that looks amiss.
We know that we reduce the probability of that call immeasurably
if we lose the confidence of any part of the American public.

Mr. CONYERS. Counsel, can you wind down at this point?

Ms. CAPRONI. Yes, sir.

We will put into place a compliance program to maximize the
probability that we do not lose the confidence of the American pub-
lic by dint of the sort of errors highlighted in this report.

I appreciate the opportunity to appear before the Committee and
look forward to answering your questions.

Thank you.

[The prepared statement of Ms. Caproni follows:]

PREPARED STATEMENT OF VALERIE CAPRONI

Good morning Mr. Chairman, Ranking Member Smith, and Members of the Com-
mittee. It is my pleasure to appear before you today to discuss the recent report by
Department of Justice’s Office of the Inspector General (OIG) regarding the FBI's
use of national security letters (NSLs). The OIG’s report is a fair report that ac-
knowledges the importance of NSLs to the ability of the FBI to conduct the national
security investigations that are essential to keeping the country safe. Importantly,
the OIG found no deliberate or intentional misuse of the national security letter au-
thorities, Attorney General Guidelines or FBI policy. Nevertheless, the OIG review
identified several areas of inadequate auditing and oversight of these vital inves-
tigative tools, as well as processes that were inappropriate. Although not inten-
tionally, we fell short in our obligations to report to Congress on the frequency with
which we use this tool and in the internal controls we put into place to make sure
that it was used only in accord with the letter of the law. Director Mueller con-
cluded from the OIG’s findings that we must redouble our efforts to ensure that



220

there is no repetition of the mistakes of the past in the use of these authorities and
I share his commitment. I would also like to acknowledge the role of Congress and
the effectiveness of congressional oversight in surfacing the deficiencies raised in
this audit, which was called for in the USA PATRIOT Improvement and Reauthor-
ization Act. The report made ten recommendations in response to the findings, de-
signed to provide both the necessary controls over the issuance of NSLs and the cre-
ation and maintenance of accurate records. The FBI fully supports each rec-
ommendation and concurs with the Inspector General that, when implemented,
these reforms will ensure full compliance with both the letter and the spirit of the
authorities entrusted to the Bureau.

NATIONAL SECURITY LETTERS

National Security Letters generally permit us to obtain the same sort of docu-
ments from third party businesses that prosecutors and agents obtain in criminal
investigations with grand jury subpoenas. Unlike grand jury subpoenas, however,
NSL authority comes through several distinct statutes and they have specific rules
that accompany them. NSLs have been instrumental in breaking up cells like the
“Portland Seven,” the “Lackawanna Six,” and the “Northern Virginia Jihad.”
Through the use of NSLs, the FBI has traced sources of terrorist funding, estab-
lished telephone linkages that resulted in further investigation and arrests, and ar-
rested suspicious associates with deadly weapons and explosives. NSLs allow the
FBI to link terrorists together financially, and pinpoint cells and operatives by fol-
lowing the money.

The NSL authority used most frequently by the FBI is that provided by the Elec-
tronic Communications Privacy Act (ECPA). Through an ECPA NSL, the FBI can
obtain subscriber information for telephones and electronic communications and can
obtain toll billing information and electronic communication transaction records.
Significantly, the FBI cannot obtain the content of communications through an
ECPA NSL. Although the exact numbers of ECPA NSLs remains classified, it is the
most common NSL authority used.

Pursuant to the Right to Financial Privacy Act (RFPA), the FBI also has the au-
thority to issue NSLs for financial records from a financial institution. RFPA NSLs
are used commonly in connection with investigations of potential terror financing.

Pursuant to the Fair Credit Reporting Act, the FBI has the authority to issue
three different, but related, types of NSLs to credit reporting agencies: an NSL pur-
suant to 15 U.S.C. 1681u(a) for the names of financial institutions with which the
subject has or has had an account; an NSL pursuant to 15 U.S.C. 1681u(b) for con-
sumer identifying information (name, address, former addresses, employment and
former employment); an NSL pursuant to 15 U.S.C. 1681v for a full credit report.
Of all the FBI’s NSL authorities, only the last of the FCRA authorities is restricted
to use only in international terrorism cases.

Finally, the FBI has the authority to issue NSLs pursuant to the National Secu-
rity Act in the course of investigations of improper disclosure of classified informa-
tion by government employees.

For the first 3 types of NSLs (ECPA, RFPA, FCRA) the NSL must include a cer-
tification by an authorized FBI employee that the material is being sought for an
authorized national security investigation. That certification is slightly different in
the case of a FCRA NSL for a full credit report, where the certification required is
that the information is relevant to an international terrorism investigation.

The authority to issue an NSL lies at a senior level within the FBI. An NSL can
be issued only by an official who ranks not lower than Special Agent in Charge or
Deputy Assistant Director. All such officials are career government employees who
are members of the Senior Executive Service. Procedurally, an agent or analyst
seeking an NSL must prepare a document (an electronic communication or EC) in
which the employee lays out the factual predicate for the request. The factual recita-
tion must be sufficiently detailed so that the approving official can determine that
the material sought is relevant to an investigation. Additionally, it needs to provide
sufficient information concerning the underlying investigation so that reviewing offi-
cials can confirm that the investigation is adequately predicated and not based sole-
ly on the exercise of First Amendment rights. Finally, the EC includes a “lead” to
the Office of the General Counsel (OGC) for purposes of Congressional reporting.

OIG REPORT

As directed by Congress, we endeavored to declassify as much information as pos-
sible concerning our use of NSLs in order to allow the maximum amount of public
awareness of the extent of our use of the NSL tool consistent with national security
concerns. To that end, for the first time the public has a sense of the frequency with
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which the FBI makes requests for data with national security letters. In the period
covered by the report, the number of NSL requests has ranged from approximately
40,000 to 60,000 per year and we have requested information on less than 20,000
persons per year. For a variety of reasons that will be discussed below, those num-
bers are not exact. Nevertheless, they, for the first time, allow the public to get
some sense of the order of magnitude of these requests; there are a substantial
number of requests, but we are not collecting information on hundreds of thousands
of Americans.

There are three findings by the OIG that are particularly disturbing, and it is
those three findings that I wish to address this morning: (1) inaccurate reporting
to Congress of various data points we are obligated to report relative to NSLs; (2)
the use of so-called exigent letters that circumvented the procedures required by
ECPA; and (3) known violations (both previously self-reported by FBI and not pre-
viously reported) of law and policy with regard to usage of NSLs.

CONGRESSIONAL REPORTING

A finding of the report that particularly distresses me is the section that address-
es the inaccuracies of the numbers we report to Congress. That responsibility lies
with my division, and we did not do an acceptable job. The process for tabulating
NSLs simply did not keep up with the volume. Although we came to that realization
prior to the OIG report and are working on a technological solution, that realization
came later than it should have.

At some point several years before my tenure at the FBI began, our process for
tracking NSLs for Congressional reporting purposes shifted from a totally manual
process, where NSL data was written on index cards, to a standalone Access data-
base. This database is referred to in the OIG report as the OGC database. While
the OGC database was a giant technological step forward from 3 x 5 index cards,
it is not an acceptable system given the significant increase in use of NSLs since
9/11. First and foremost, the OGC database is not electronically connected to ACS,
the system from which we derive the data. Instead, there is a manual interface be-
tween ACS and the OGC database. An OGC employee is responsible for taking
every NSL lead that is sent to OGC and manually entering the pertinent informa-
tion into the OGC database. Nearly a dozen fields must be manually entered, in-
cluding the file number of the case in which the NSL was issued (typically 15 digits
and alphanumeric identifiers).

Approximately a year ago we recognized that our technology was inadequate and
began developing an automated system to improve our ability to collect this data.
The system, in addition to improving data collection, will automatically prevent
many of the errors in NSLs that we will discuss today. We are building an NSL
system to function as a workflow tool that will automate much of the work that is
associated with preparing NSLs and the associated paperwork. The NSL system is
designed to require the user to enter certain data before the workflow can proceed
and requires specific reviews and approvals before the request for the NSL can pro-
ceed. Through this process, the FBI can automatically ensure that certain legal and
administrative requirements are met and that required reporting data is accurately
collected. For example, by requiring the user to identify the investigative file from
which the NSL is to be issued, the system will be able to verify the status of that
file to ensure that it is still open and current (e.g. request date is within six months
of the opening or an extension has been filed for the investigation) and ensure that
NSLs are not being requested out of control or administrative files. The system will
require the user to separately identify the target of the investigative file and the
person whose records are being obtained through the requested NSL, if different.
This will allow the FBI to accurately count the number of different persons about
whom we gather data through NSLs. The system will also require that specific data
elements be entered before the process can continue, such as requiring that the tar-
get’s status as a United States Person or non-United States Person be entered. The
system will not permit requests containing logically inconsistent answers to proceed.

The NSL system is being designed so that the FBI employee requesting an NSL
will enter data only once. For example, an agent or analyst who wishes to get tele-
phone toll billing records will only have to prompt the system that he is seeking
an ECPA NSL for toll records and type the telephone number once. The system will
then automatically populate the appropriate fields in the NSL and the authorizing
EC. The system will then generate both the NSL and the authorizing EC for signa-
ture, thereby ensuring that the two documents match exactly and minimizing the
opportunity for transcription errors that give rise to unauthorized collections that
must be reported to the Intelligence Oversight Board (IOB). Agents and analysts
will still be required to provide the narrative necessary to explain why the NSL is
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being sought, the factual basis for making a determination that the information is
relevant to an appropriately predicated national security investigation, and the fac-
tual basis for a determination whether the NSL should include a non-disclosure pro-
vision. In addition, this system will have a comprehensive reporting capability.

We began working with developers on the NSL system in February 2006 and we
are optimistic that we will be able to pilot it this summer and roll it out to all field
offices by the end of the year. At that point, I will be confident the data we provide
to Congress in future reports is as accurate as humanly possible.

In the meantime, we are taking several steps to correct the numbers we have pre-
viously reported. First, we are making data corrections in our database. Through
a computer program, we have identified all entries that must be erroneous because
there is an apparent error in the entry (e.g., there are more NSLs reported than
requests; the date shows a year that is impossible (203)). We are manually review-
ing those entries and making corrections. We have also started a random sampling
of ten percent of the total entries in the OGC database which contains approxi-
mately 64,000 entries. Those entries will be manually checked against ACS. We will
determine whether there is a significant difference between the entries in our data-
base and the actual information in ACS. To the extent there is a difference, that
will be the factor that will be used to correct our prior reporting. While not yielding
an exact count, we believe that to be a statistically appropriate way of correcting
prior reporting. We have discussed this methodology with the OIG and will offer it
the opportunity to review our work. We are striving to have corrected reports to
Congress as soon as possible.

As with the other shortcomings identified by the OIG, there was no finding of an
intent to deceive Congress concerning our use of NSLs. In fact, as noted, we identi-
fied deficiencies in our system for generating data prior to the initiation of the OIG’s
review and flagged the issue for Congress almost one year ago. While we do not
know the extent of the inaccuracies in past reporting, we are confident that the
numbers will not change by an order of magnitude.

EXIGENT LETTERS

The next significant finding of the OIG involved the use within one unit at Head-
quarters of so-called “exigent letters.” These letters, which numbered in excess of
700, were provided to telephone companies with requests for toll billing information
regarding telephone numbers. All of the letters stated that there were exigent cir-
cumstances. Many of the letters stated that federal grand jury subpoenas had been
requested for the records even though in fact no such request for grand jury sub-
poenas had been made, while others promised future national security letters. From
an audit and internal control perspective, the FBI did not document the nature of
the emergency circumstances that led it to ask for toll records in advance of proper
legal process, did not keep copies of all of the exigent letters it provided to the tele-
phone companies, and did not keep records showing that it had subsequently pro-
vided either the legal process promised or any other legal process. Further, based
on interviews the OIG conducted, some employees indicated that there was not al-
ways any emergency relating to the documents that were sought.

OGC has been working with the affected unit to attempt to reconcile the docu-
mentation and to ensure that any telephone record we have in an FBI database was
obtained because it was relevant to an authorized investigation and that appro-
priate legal process has now been provided. As of late last week, there were still
a small handful of telephone numbers that had not been satisfactorily tied to an au-
thorized investigation. If we are unable to determine the investigation to which
those 3eleph0ne numbers relate, they will be removed from our database and de-
stroyed.

The OIG rightfully objected to the FBI obtaining telephone records by providing
a telephone carrier with a letter that states that a federal grand jury subpoena had
been requested when that was untrue. It is unclear at this point why that hap-
pened. The Director has ordered a special inspection in order to better understand
the full scope of internal control lapses.

We also concur with the OIG that it is inappropriate to obtain records on the
basis of a purported emergency if, in fact, there is no emergency. We continue to
believe, however, that providers had the right to rely on our representation that
there was an emergency and that the “exigent letters”—had they been issued only
when there was an exigent circumstance and had they correctly identified the legal
process that would follow—would have been an appropriate tool to use.

In response to the obvious internal control lapses this situation highlights,
changes have already been made to ensure that this situation does not recur. Any
agent who needs to obtain ECPA-protected records on an emergency basis must now
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do so pursuant to 18 U.S.C. 2702. Section 2702(c)(4) permits a carrier to provide
information regarding its customers to the government if the provider in good faith,
believes that an emergency involving danger of death or serious physical injury to
any person requires disclosure without delay of information relating to the emer-
gency. A request for disclosure pursuant to that statute generally must be in writing
and must clearly state that the disclosure without legal process is at the provider’s
option. The letter request must also set out the basic facts of the emergency so that
the provider can make some assessment whether it concurs that there is an emer-

gency.
INTELLIGENCE OVERSIGHT BOARD PROCESS

The OIG also examined misuse of NSLs that had been reported (and some that
had not been reported) as part of the IOB process. As this committee knows, pursu-
ant to Executive Order 12863 the President has an Intelligence Oversight Board
that receives from the agencies in the intelligence community reports of intelligence
activities that the agency believes may have been unlawful or contrary to Executive
Order or Presidential Directive. This language is interpreted by the FBI and DOJ
to mandate the reporting of any violation of a provision of the Attorney General’s
Guidelines for FBI National Security Investigations and Foreign Intelligence Collec-
tion if such provision is designed to ensure the protection of individual rights.

The FBI requires its employees to report any violations of law or policy about
which they are aware. We encourage employees to err on the side of reporting so
that we can be sure that all violations are appropriately reported. In terms of proc-
ess, all potential violations (called PIOBs—or potential intelligence oversight board
violations) are reported to OGC. Lawyers within OGC are responsible for “adjudi-
cating” the violation—that is, determining whether the PIOB is an actual Intel-
ligence Oversight Board violation. If it is, a report is made to the IOB, a copy is
provided to DOJ and a copy is provided to the FBI’s Inspection Division. If the viola-
tion involved intentional misconduct, the Inspection Division will determine whether
thel matter should be referred to the Office of Professional Responsibility for dis-
cipline.

The OIG found that from 2003 through 2005, the FBI had self-reported 26 poten-
tial violations involving NSL authorities. Of the 26, OGC adjudicated 19 to be viola-
tions and reported them. The OIG agreed with each of those determinations. Of the
7 PIOBs that OGC determined were not violations, the OIG agreed with all but one.
As to the one determination about which we disagreed, upon re-review, the FBI con-
curred with the OIG that it was a violation that should have been reported and it
has since been reported to the IOB. These 20 violations included: third party errors
(4), NSLs issued when the authority for the investigation had lapsed (3), obtaining
ECPA-protected records without any legal process (3) and obtaining a full credit re-
port in a counterintelligence case (1).

The OIG also found, however, a number of potential IOBs in the files it examined
that had not been reported to OGC for adjudication. Although press accounts of the
reports have implied that the OIG found massive abuses of the NSL authorities by
the FBI, a careful read of the report reflects a different set of facts. The OIG exam-
ined 293 NSLs—a reasonably small sample. The sample was a judgmental sample
and the size was chosen because the audit was extremely labor intensive. We do
not suggest that the sample was not a fair sample (although it was not random),
but only that it is questionable from a statistical standpoint to attempt to extrapo-
late from a very small sample to an entire population. Moreover, there was wide
variation in the number of purported unreported violations from different field of-
fices. The OIG found 8 potential violations that were unreported in files in both the
Philadelphia and Chicago field offices, but only 2 unreported potential violations
from files in New York and 4 from San Francisco. We are doing additional follow-
up work, but the wide variance between field offices may be a function of the very
small sample, or it may indicate that the percentages of potential errors detected
are not constant across all field offices.

Setting aside questions about whether the sample is representative, I urge you
to look closely at the numbers before arriving at the conclusion that there is a sys-
temic problem concerning the use of NSLs. Of the 293 NSLs the OIG examined, 22
(7%) were judged to have potential unreported IOB violations associated with them.
Moreover, of that 7%, 10—or almost 50%—were third party errors—that is, the NSL
recipient provided the FBI information we did not seek. Only 12 of the NSLs exam-
ined—4%—had mistakes that the OIG rightfully attributes to the FBI.

Examining the 12 potential errors that were rightfully attributed to the FBI re-
veals a continuum of seriousness relative to the potential impact on individual
rights. Four (or just over 1% of the sample) were serious violations. Specifically, two
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of the violations involved obtaining full credit reports in counterintelligence inves-
tigations (which is not statutorily authorized), one involved issuing an NSL when
authorization for the investigation to which it related had lapsed, and one involved
issuing an NSL for information that was arguably content, and therefore not avail-
able pursuant to an NSL. (In the latter case, the ISP on which the NSL was served
declined to produce the requested material so there was, in fact, no collection of in-
formation to which we were not entitled.) The balance of the 12 potential violations
identified by the OIG do not, in our view, rise to the same level of seriousness as
those 4. The remaining 8 involve errors that are best characterized as arising from
a lack of attention to detail, and did not result in the FBI seeking or obtaining any
information to which it was not entitled. Those 8 potential violations involved errors
such as using the wrong certification language in an NSL (although the appropriate
certification is not materially different) and having the NSL and the EC seeking the
NSL not entirely consistent. We do not excuse such lack of attention to detail, but
we do not believe that such mistakes result in or cause a risk to civil liberties.

In short, approximately 1% of the NSLs examined by the OIG had significant er-
rors that were attributable to FBI actions and that had not been, but should have
been, reported as PIOBs.

While a 1% error rate is not huge, it is unacceptable, and we have taken steps
to reduce that error rate. First, we are very concerned that of all the potential IOBs
involving mistakes in NSLs attributable to the FBI (whether previously reported or
not), 3 involved the same mistake: namely, issuing an NSL for a full credit report
in a counterintelligence investigation. In order to ensure that this particular error
is fully rectified, the FBI ordered all field offices to examine all counterintelligence
files in which Fair Credit Report NSLs have been issued since January 1, 2002 in
order to ascertain whether the file contains a full credit report. If it does, the credit
report must be removed from the file, sequestered with the field office’s attorney,
and a PIOB must be reported to OGC. The results from that search are due to head-
quarters by April 16, 2007.

Several other steps we have taken will, we believe reduce the likelihood that the
FBI will commit the other mistakes in the future. First, as indicated previously, the
FBI is developing an automated system to prepare NSLs and their authorizing ECs.
That system will reduce to zero mistakes such as having the wrong certification lan-
guage or inconsistency between the NSL and the EC. It will also ensure that the
investigative file out of which the NSL is being issued is open. Finally, it will ensure
}}iat an NSL for a full credit report cannot be issued out of a counterintelligence
ile.

Other changes to FBI policy have been made that we believe will facilitate better
handling of IOBs and also reduce errors that lead to IOBs. First, last fall we pro-
vided comprehensive advice to the field regarding its responsibility towards informa-
tion obtained as a result of third party errors. That guidance requires all such infor-
mation to be sequestered and reported to OGC as a PIOB. If the “over collected”
information is irrelevant to the investigation (e.g., the telephone company trans-
posed a number and provided us records on the wrong telephone account), then it
will be destroyed or returned. No such information should be entered into FBI data-
bases. If the information is relevant to the investigation but simply not within the
four corners of the NSL, then the information must be sequestered until a new NSL
has been issued for the extra data. After the new NSL has been issued, the informa-
tion can be entered into FBI databases.

Secondly, we have collected all the rules and policies on NSLs into one document
which will be disseminated to the field. Those rules now mandate that, until the
deployment of the automated NSL system, all NSLs and ECs be prepared from the
exemplars that are provided on OGC’s website. That should eliminate many of the
mistakes identified by the OIG.

All of these rules will, of course, only reduce or eliminate errors if they are fol-
lowed. The OIG’s report has highlighted for us that there must be some sort of au-
diting function—above and beyond the IOB process—to systematically ensure that
these rules, as well as others that govern our activities in national security inves-
tigations are followed. The FBI has historically been very good at establishing policy
and setting rules, but we have not been as proactive as we should have been in es-
tablishing internal controls and auditing functions.

The full parameters of the compliance program have not been set, although these
aspects have been: the Inspection Division with participation of DOJ’s National Se-
curity Division and Privacy and Civil Liberties Office is in the process of a special
inspection of NSL usage in all 56 field offices and headquarters. That inspection
should uncover any other significant problems with our use of this tool but should
also tell us whether there are variances between offices in terms of the numbers
and types of errors. The results of the inspection will then inform the program that



225

the Attorney General announced of having teams of DOJ lawyers, FBI lawyers and
the Inspection Division periodically audit field offices’ use of NSLs. That process will
begin in April and should result in at least 15 offices being audited this year. We
are also considering other proactive compliance programs in order to develop a pro-
gram that ensures, to the maximum extent possible, that the rules and policies de-
signed to protect privacy and civil liberties are faithfully adhered to by all of our
employees, that we promptly identify and correct any violations of law or policy, and
that any information collected erroneously is removed from FBI databases and de-
stroyed. In addition, a working group co-chaired by the Office of the Director of Na-
tional Intelligence and the CPCLO has been convened to examine how NSL-derived
information is used and retained by the FBI. The FBI and DOJ’s National Security
Division will have a representative on this working group. We welcome the Commit-
tee’s input as we move forward on these initiatives.

The FBI is acutely aware that the only way that we can achieve our mission of
keeping the country safe is if we are trusted by all segments of the American public.
With events like the London terror attacks of 2 years ago and the Canadian plot
to use fertilizer bombs to destroy buildings in Canada in 2006, we have all become
worried about the risk of a catastrophic attack from home grown terrorists. Our sin-
gle best defense against such an attack is the eyes and ears of all Americans—but
particularly of those segments of the population in which the risk of radicalization
is at its highest. We need people in those communities to call us when they hear
or see something that looks amiss. We know that we reduce the probability of that
call immeasurably if we lose the confidence of those segments of the population.
That is one of the reasons that we are looking for ways to assure all Americans that
we are respectful of individual rights, including privacy rights, and that we use the
tools that have been provided to us consistent with the rules set out by Congress.

I appreciate the opportunity to appear before the Committee and look forward to
answering your questions.

Mr. CONYERS. Well, General Counsel Caproni, I want to thank
you for your candor and forthcomingness in coming before us today,
and we will include the rest of your testimony, of course.

Now let me begin the questioning, and I thank both the wit-
nesses.

Inspector General Fine, I am curious as to how you have come
to the conclusion that these errors that have been reported and
that bring us to this chamber were sloppy—the results of sloppy
bookkeeping, recordkeeping or compliance with the law, but none
of it was intentional.

How could that be if they have known about these excesses since
the year 2004, and their Communications Analysis Unit warned
them about it in early 2005, and we have something like at least
over 700 Exigent Letters and somewhere in the neighborhood of
40,000 to 50,000 NSL letters for 3 years?

Mr. FINE. Let me separate some of those issues.

I do not believe that they intended to go out and to obtain infor-
mation that they knew they could not obtain and said, “We are
going to do it anyway.”

I think what they did was complete carelessness; they did not fol-
low the rules, did not follow appropriate procedures, and obtained
information that they could have obtained properly but by taking
shortcuts. Now, we did not do a review to ask everybody what was
in their minds and what exactly they did, but we saw instances
where people just simply did not follow the rules and did not take
appropriate action.

Mr. CoNYERS. But they were being warned. This did not just
come up recently. This goes back to 2004.

Mr. FINE. In 2004, it is correct that attorneys in the Office of
General Counsel had concerns about the Exigent Letters and were
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not saying “stop it,” but were saying “we need to take different
measures to issue these letters.”

Mr. CONYERS. Do you think that the law was so complicated that
people in good faith just could not figure out what it was we were
requiring?

Mr. FINE. I think what they did was inappropriately take a
model from another context and apply it to this context, which was
wrong—it clearly was—and that they did not think carefully, and
they did not take appropriate actions. Now, I know that the FBI
is conducting a special inspection to look at exactly what everybody
knew and when they knew it and why they took the actions that
they did. We did not do that kind of review. We did not ask every-
body up and down the line, and it is possible that people had moti-
vations that were not appropriate.

Mr. CONYERS. But there is no way we can tell. There is no way
I can tell, but there is no way you can tell either.

Mr. FINE. It is true that we did not do a performance review of
every individual, so I think that is an appropriate point, Mr. Chair-
man—I really do—and I do think it is incumbent upon the FBI to
go back and look and see exactly what people were doing, at what
stages, and why they did, what they did and take appropriate ac-
tion to hold people accountable.

Mr. CoNYERS. Now, do you make a distinction between the Na-
tional Security Letters and the Exigent Letters in terms of the se-
verity of the offense that brings us here today?

Mr. FINE. I think I do. I think the Exigent Letters were the most
troubling aspect of this.

Mr. CONYERS. And why is that?

Mr. FINE. Because there is a process in the law to allow vol-
untary disclosures from these telephone companies if there is a
true emergency, and we believe the FBI should have followed that
voluntary process. Instead, they went with these Exigent Letters,
which they used in a different context, and applied it to this con-
text which, in our view, was inappropriate.

With regard to the National Security Letters, there were many
of them, and many of them did comply with the requirements of
the law. We saw, and we tried to do a review to see how many did
not. We found a significant number did not, but with regard to the
Exigent Letters as a whole, that whole practice was very troubling
to us in and of itself.

Mr. CoNYERS. Now, are you satisfied with the steps that have
been described here today by the General Counsel in terms of how
we clean this mess up?

Mr. FINE. Well, we have been briefed by the Department and the
FBI about the steps they are taking. I think they are taking this
seriously, but I am not in a position right now to say, “I am com-
pletely satisfied. I trust all this.” We need to see what happens
with these steps, see whether there are concerted efforts over time,
to see whether they really are adequately implemented. So I cannot
say right now that they have done all they can, but I think they
are taking important steps and taking this very seriously.

Mr. CONYERS. I thank you so much.

I recognize Lamar Smith.

Mr. SmiTH. Thank you, Mr. Chairman.
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Mr. Chairman, I am hoping my first question will not count
against my time.

Mr. Fine, I noticed, in reading your bio that when you were a
senior in college and co-captain of the basketball team you were re-
cruited by the San Antonio Spurs. They happen to be my home-
town team. My question is this: Don’t you regret not playing for the
Spurs rather than becoming a Rhodes scholar and graduating from
Harvard Law School?

Mr. CONYERS. The gentleman’s time has expired.

Mr. FINE. Congressman, I was drafted in the 10th round by the
San Antonio Spurs, and if I were maybe a little taller than 59,
I might have had a chance to play. So I do not really regret that
my future was in the law rather than in professional basketball.
But I tell people who do not believe I actually played basketball
when they see me at 59” that before I started this job as the IG
I was 6'9”.

Mr. SMITH. A very good answer.

Mr. Fine and Ms. Caproni, let me address a more serious ques-
tion to both of you, and it is this. We have unearthed these prob-
lems that are recognized and that are being dealt with, and some
of the reasons for those problems have already been seen, and the
practice has been discontinued, but my question is this:

Do you all feel that the problem is with how the law was en-
forced rather than with the law itself? In other words, if the law
were carried out as intended, doesn’t that solve our problem? Mr.
Fine first.

Mr. FINE. Congressman, I am really not in a position to say what
the law should be or if there should be modifications to the law.

What my job is is to look at the law and to look at the applica-
tion of the law and to see the problems that occurred. I do believe
that if the FBI had assiduously and carefully applied the law, we
would not have seen as many problems as we have, and it really
was unacceptable and inexcusable what happened here.

Mr. SMITH. Ms. Caproni.

Ms. CAPRONI. From our perspective, the problem is not with the
law, although I would note that unlike other areas that our agents,
where they get these sorts of records, there are very specific rules,
and they have to win through those rules. That, in my sense, is our
responsibility as the lawyers to make sure that the agents under-
stand what they can do and what they cannot do.

Again, there is no doubt that the problem with the National Se-
curity Letters was a colossal failure on our part to have adequate
internal controls and compliance programs in place. The laws,
themselves, provide us with a needed tool, and it is a tool that we
should use responsibly.

Mr. SMITH. Okay. Thank you.

Mr. Fine and Ms. Caproni, why are National Security Letters im-
portant in our investigation of terrorism?

Ms. CAPRONI. They are critical. National Security Letters provide
us the basic building blocks that we need to build an investigation.
For those of you who had prior criminal AUSA experience—and I
know a number of you did—you are used to issuing grand jury sub-
poenas to obtain telephone records and banking records. Fre-
quently in terrorism investigations, we do not have an open crimi-
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nal investigation. In fact, that was one of the things that the 9/11
Commission really encouraged us to do and that this Committee
encouraged us to do and the intelligence Committees, to move
more—when we are thinking about a terrorism case, to move from
simply a criminal mindset to thinking in an intelligence mindset.
So a National Security Letter is the tool that we use in order to
get the basic building blocks of those investigations, again, like
phone records for almost every terrorism case, financial records
when we are building terrorism financing cases. So, without Na-
tional Security Letters, our national security investigations would
really be stopped before they even got started.

Mr. SmiTH. Okay. Thank you.

Mr. Fine.

Mr. FINE. I do think that they are important investigative tools.
They can connect terrorist individuals with terrorist groups. They
can find out where terrorist financing can occur. They are indispen-
sable in counterintelligence investigations. And the FBI did tell us,
from folks in the field to headquarters, how important they were
to the investigations and showed us examples of that. I have said
that I think they are important. There also needs to be important
checks on these tools because they are intrusive, and there is infor-
mation that is obtained and retained for significant periods of time,
and so while they are important investigative tools, there also
needs to be appropriate checks on them as well.

Mr. SMITH. Mr. Fine, in your conclusions—it is the second one—
you say, “In most but not all of the cases we examined in this re-
view, the FBI was seeking information that it could have obtained
properly through National Security Letters.”

What percentage would you guess is that? In other words, what
percentage of the problems could have been resolved if they had ob-
tained National Security Letters?

Mr. FINE. We found instances, a few instances, where they ob-
tained information inappropriately and could not have used a——

Mr. SMITH. How many of the 739 would you guess that is?

Mr. FINE. Well, the 739 is hard to tell because they could not tie
them to appropriate investigations all the time, and there were
many times where they could not tell us it was an emergency, so
I do not know how many in the 739. That is the most troubling as-
pect of it.

With regard to the others, the National Security Letters in the
files we reviewed, I would say we found about seven where there
were illegal uses of them, where the FBI was attempting to obtain
information through confusion, through error, of information that
they were not entitled to obtain through a National Security Let-
ter, either an educational record or obtaining information on a full
credit report in a counterintelligence case, which they are not al-
lowed to obtain, or not using it in NSL——

Mr. SMITH. You said seven times?

Mr. FINE. Seven of the reviews that we found and we found in
our—seven of the individual ones, and as you will recall, we did not
do a review of every NSL that was issued. We did a small sample
of them.

Mr. SmITH. Okay. Thank you, Mr. Fine.

Thank you, Mr. Chairman.
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Mr. CONYERS. Thank you very much.

The gentleman from New York, Jerry Nadler.

Mr. NADLER. Thank you.

Well, Mr. Fine, I suppose. You state in your report that there
were no intentional violations of NSL policy procedure, that these
were basically carelessness but that there were no intentional vio-
lations, no crimes.

Mr. FINE. Correct.

Mr. NADLER. Okay, but we also read in the report that agents
intentionally went around the statute to provide phony information
requests to telephone companies based on false statements.

For example, the FBI's Communications Analysis Unit went
around the NSL statute because it felt that the statute was insuffi-
cient and contracted with the telephone companies to access infor-
mation directly. These contracts were approved by the Office of
General Counsel and were exploited by issuing Exigent, or emer-
gency, Letters. Well, let me ask the General Counsel.

What is the statutory basis for an Exigent Letter? As far as I can
tell, there is no basis for it.

Ms. CaproNI. Well, under 2702, we have the authority to get
records from a phone company in an emergency circumstance with-
out a National Security Letter. The Exigent Letters were undoubt-
edly inappropriate shortcuts to the process, though.

Mr. NADLER. Well, under 2702, if you were going to get informa-
tion in an emergency, what do you have to do?

Ms. CAPRONI. You simply have to tell the carrier that there is an
emergency. We recommend that you explain to the carrier what the
emergency is, and it is then up to the carrier to decide whether or
not to provide us records. So it is not a compulsive system.

Mr. NADLER. Not compulsive, but of course, the carrier has no
particular interest in protecting—if you are looking at my records
or if you want my records, for example, the phone company has no
particular interest in protecting my privacy rights, and I will never
find out about it, so I cannot go to court to protect them, correct?

Ms. CAPRONI. I do not represent the carriers, but I would dis-
agree with the theory that they have no particular interest in pro-
tecting your records. In fact

Mr. NADLER. What is their interest?

Ms. CAPRONI. In fact, the carriers were diligent in making sure
that any record they gave to us they subsequently obtained a Na-
tional Security Letter for.

Mr. NADLER. Well, wait a minute. Mr. Fine’s report says, in
man;(rl, many instances, hundreds of instances, that that never hap-
pened.

Ms. CAPRONI. As of right now, there are still some numbers that
have not received National Security Letters to back up the re-
quests.

Mr. NADLER. But back up years later after the report, but that
is backfilling, in other words, and that is certainly not evidence
that the phone companies were diligent in seeking these things.
That is saying that, after this report was done, someone said,
“Wow, we have got a problem on our hands. We had better go get
these letters 4 years later or 3 years later.” That is not evidence
of what we are talking about.
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Ms. CAPRONI. Respectfully, even though I am not defending the
practice, it is not the case that it was only after Mr. Fine’s report
came out that they were attempting to make sure that the paper-
work documentation was appropriate for every record they ob-
tained.

Mr. NADLER. You think the paperwork documentation should be
done as appropriate.

Ms. CAPRONI. If it is not, the records will come out of our data-
base and be destroyed.

Mr. NADLER. In this morning’s Washington Post, it says: Under
past procedures agents sent exigent circumstances letters to phone
companies seeking toll records by asserting there was an emer-
gency. Then they were expected to issue a grand jury subpoena or
national security letter which legally authorizes collection after the
fact. Agents often did not follow up with that paperwork, the In-
spector General’s investigation found.

The new instructions which, according to the Washington Post,
were issued to the FBI tell agents there is no need to follow up
with National Security Letters and subpoenas. The agents are also
told that the new letter template is the preferred method in emer-
gencies but that they may make requests orally with no paperwork
sent to phone companies.

In other words, it appears from this morning’s Washington Post
that instructions are now being given to the FBI not to bother with
any backup documentation after an oral request to the phone com-
pany for records invading people’s privacy.

Ms. CAPRONI. Quite the contrary. The instructions are that if
they get information based on an oral request—and just to give an
example of when that might be appropriate, if a child has been kid-
napped and the ransom call comes in

Mr. NADLER. Obviously, in those—I am not questioning the need
in an emergency like that for getting records right away.

Ms. CAPRONI [continuing]. And to get them on an oral request.

Mr. NADLER. I don’t doubt it. What I am questioning is that, ac-
cording to today’s Washington Post, the opposite of what the two
of you are saying is the case and that now they seem to be saying
we will take care of this lack of follow-up of documentation by sim-
ply declaring it unnecessary.

Ms. CAPRONI. No, Congressman, that is not the policy. The policy
now is that if a request is going to be made on an emergency basis
for records, that has to be documented. It has to be documented in
the first instance in the request. But if there is not time to do that
so that you need an oral request, then that has to be documented
to the file together with the approval for it. So it is, again, an inter-
nal control to avoid the problem that was existing, which was
emergency had become a flexible——

Mr. NADLER. Okay. One final question. That is to Mr. Fine. Just
a quick clarification on accessibility of PIN numbers and Social Se-
curity numbers of individuals through this process.

On page 73 of your report, there is a discussion of a potential In-
telligence Review Board violation because an agent accessed a bank
balance by getting a person’s bank account and PIN number from
the result of a FISA order. The agent was faulted for not using an
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NSL but was not faulted for the fact that the PIN number was
readily available.

The reason I flagged this is because this reference makes clear
that through an NSO 215 order the Government can secretly ob-
tain the PIN number for someone’s debit or credit account——

Mr. CoNYERS. The gentleman’s time has expired. Finish.

Mr. NADLER. What limits are there on this and what protections
on this power to get PIN numbers and credit account numbers?

Mr. FINE. The FBI can get bank records and records like that.
There has to be predication for it and they have to show the need
for that. That is one of the tools that the FBI has used and can
use, as we pointed out. That is one of the reasons there needs to
be controls on this.

Mr. CONYERS. The gentleman’s time has expired.

The Chair turns to the former Chairman, Jim Sensenbrenner
from Wisconsin, whose letter to the Department of Justice first
triggered the inquiries that have flown from this. I congratulate
him and recognize him at this time.

Mr. SENSENBRENNER. Thank you very much, Mr. Chairman.

Just by way of background, we did some oversight when I was
the Chair of the Committee and received a letter in late 2005 that
indicated that there were problems with National Security Letters.
The audit that the Inspector General conducted was as a result of
a provision that I put in the PATRIOT Act reauthorization that re-
quired this audit to be made as well as a subsequent audit that Mr.
Fine is doing that I am sure we are going to talk about extensively
later when the report is issued.

I would also like to point out that National Security Letters were
not authorized by the initial PATRIOT Act in 2001 but have been
around since 1986 in legislation that was authored by Senator Pat-
rick Leahy of Vermont, who is the Chairman of the Judiciary Com-
mittee on the other side of the Capitol.

The PATRIOT Act reauthorization put in a number of civil lib-
erty protections relative to National Security Letters because we
knew that there were problems afoot and decided that, even though
NSLs were not a part of the PATRIOT Act, that they needed to
have civil liberties protections.

I am proud of that work that this Committee did and eventually
found its way into the PATRIOT Act Reauthorization Act, which
was signed by the President in March of last year.

One of the things, Ms. Caproni, that I am really concerned about
is that the Justice Department and the FBI in particular have
come to the Congress repeatedly over the last dozen years asking
for administrative subpoena authority, meaning that subpoenas
could be issued without judicial supervision. This Congress has re-
peatedly rejected each and every one of those requests.

Now a National Security Letter is kind of like an administrative
subpoena, although it is limited to the type of information that can
be obtained. I would like to know from both of the witnesses
whether the FBI simply turned around and used NSLs to get huge
amounts of information after Congress said “no” again to adminis-
trative subpoena authority.

Ms. CAPRONI. No, we didn’t. National Security Letters are always
focused on a particular case. There is no bulk collection via Na-
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tional Security Letters. And while our congressional reporting
numbers are off, as Mr. Fine correctly found, they are not off by
an order of magnitude. That is, we reported that we collected data
on less than 20,000 people a year. While that number may go up,
it is not going to go up to above 200,000.

Mr. SENSENBRENNER. How can you account for the fact that the
number of NSLs that were issued before 9/11 was about 8,000 plus
per year and then it went up to 150,000? Do we have that many
potential terrorists running around the country? If so, I am really
worried.

Ms. CAPRONLI. I think it is a function of two things. First off, I
think it is a function of the fact that post-9/11 a number of agents
were moved into the counterterrorism area and the Director di-
rected that no lead in a counterterrorism case would go unpursued.
So there is a directive to agents that they must cover all
counterterrorism leads. That is point one.

I think point two was, because we were focusing much more on
an intelligence-driven reaction to counterterrorism threats, the
toolbox that we were using was focusing mostly on National Secu-
rity Letters, as opposed to the prior reaction, which would have
used grand jury subpoenas.

Mr. SENSENBRENNER. Mr. Fine.

Mr. FINE. I agree with Ms. Caproni. Prior to the September 11th
attacks, it was rarely used. There were delays in getting them, and
they were not following the leads that they would have followed
after the 9/11 attacks.

After the 9/11 attacks, they are attempting to connect the dots,
attempting to track down leads. When there are indications from
a terrorist overseas that there might be connections to the United
States, they try and follow that.

Mr. SENSENBRENNER. My time is running out. I just make the
observation that one of the things that gets people in this town in
big trouble is overreaching. I think that, given your report, Mr.
Fine, the FBI has had a gross overreach. What this does is it
erodes support for the function that the FBI does to protect all of
us from future terrorist attacks.

I hope that this would be a lesson to the FBI that they can’t get
away with this and expect to maintain public support for the tools
that they need to combat terrorism. Given the way the FBI has
acted, I have my doubts. But let this be a warning.

And my time is up.

Mr. CoNYERS. The Chair recognizes the gentleman from Virginia,
Bobby Scott.

Mr. Scort. Thank you, Mr. Chairman.

Mr. Fine, you suggested that there is some confusion in how to
work these things, as I understand it, representations that there
was an emergency, when in fact there was no emergency, and rep-
resentations that grand jury subpoenas had been issued, when in
fact they had not been issued. Is that right?

Mr. FINE. That is correct.

Mr. ScoTT. Has anyone been sanctioned?

Mr. FINE. No. The FBI, as a result of this report, is going and
looking at a special inspection to look at exactly what happened
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with this, how the problems occurred, and to determine account-
ability. I think that is appropriate.

. Mr. ScotrT. To your knowledge, no one has been sanctioned so
ar.

Mr. FINE. Not yet, no.

Mr. Scort. Okay. Ms. Caproni, you indicated that we need to
change our mindset from criminal investigation to intelligence
gathering.

Ms. CAPRONI. I am saying that, post-9/11, that has been what the
FBI has been charged with doing—really not thinking of our ter-
rorism investigations as wholly criminal.

Mr. ScoTT. Now when we use these letters, are we obtaining in-
formation regarding United States citizens?

Ms. CAPRONI. Sometimes.

Mr. Scott. That is a yes? Not always, but sometimes?

Ms. CAPRONI. Correct. About half and half.

Mr. ScoTT. You are using this mindset against United States
citizens. When you get all this information like Social Security
numbers and phone records, how long is this information retained?

Ms. CAPRONI. The issue of retaining national security—data that
is obtained via National Security Letters is subject to a working
group that the DNI is chairing together with the Department of
Justice and that we will participate on in terms of how long we
should keep it. As of right now, it is subject to the normal archive
rules, so we keep it for whatever the law under our archives re-
quires, which is typically 20 years.

Mr. Scort. Twenty years. Now how many criminal convictions
have you gotten from NSL letters? How much information from
NSL letters has resulted in criminal convictions for terrorism-re-
lated offenses?

Ms. CAPRONI. That was one of the questions that the IG was
charged with answering, and I think deriving is very difficult. Be-
cause, while National Security Letters are typically used at the be-
ginning of an investigation, we don’t tag the data; and so tracing
it through to know whether national security data started——

Mr. ScotT. Mr. Fine.

Mr. FINE. We try, too, but you cannot tell how many convictions
as a result of that. It is not specifically segregated or tagged. When
we tried to follow through the system, it was very hard to do that.
So I can’t give you a number.

Mr. ScotT. If somebody said one, would that surprise you? Could
you contest that number?

Ms. CAPRONI. I would.

Mr. FINE. I would think it would be higher, but I can’t tell you
one way or the other.

Mr. ScorT. What information is obtained through NSL letters
that could not have been gotten through going through the normal
FISA process, even in emergencies when there is an after-the-fact
process with the FISA courts?

Ms. CAPRONI. Anything that we can obtain through a National
Security Letter could be obtained from a FISA 215 order.

I would tell this Committee that I think if you change the law
in that way, you would be doing grave disservice. It would essen-
tially sink the system. We issue, as you can tell from the report,
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thousands of National Security Letters to get information. We do
not have an infrastructure in place to take every one of those to
court any more than an AUSA in any district has the infrastruc-
ture in place to go to court to get every grand jury subpoena. It is
simply—we don’t have the infrastructure to do that.

Mr. SCOTT. So you are not getting information you couldn’t get
through FISA, but just administratively you would have a judge
looking at what you are doing and not having a process that lacks
oversight.

Ms. CAPRONI. Congressman, under FISA—under the FISA stat-
ute, section 215 of the PATRIOT Act gave us the authority to get
an order for any type of record.

Mr. ScotT. That is what we are talking about.

Mr. Fine, did I understand that in these cases there is an actual
ongoing investigation prior to issuing these letters or there is not
an identifiable investigation ongoing when they issued the letters?

Mr. FINE. It has to be tied to some investigative file. They have
to open an investigative file or a threat assessment or preliminary
inquiry or full inquiry. It has to be tied to one of those, and can’t
be issued out of a control file.

Mr. ScoTT. That is what they are supposed to be doing. Are they
doing that?

Mr. FINE. We found there were instances of they were issued out
of a controlled file.

Mr. Scort. If there is no ongoing investigation, what is the
standard for deciding when to issue one and when not to issue one?

Ms. CAPRONI. The standard is that it has to be relevant to an au-
thorized investigation. What Mr. Fine was talking about with the
control files is, while it is a difficult situation to understand, those
NSLs were in fact—they related to an authorized investigation.
There was a bureaucratic problem, which nobody likes to hear.
There is a bureaucratic problem, but there was a huge bureaucratic
problem that we believe we have worked out. None of the NSLs
that were issued out of control files did not relate to an authorized
investigation. They all were tied to investigations that were appro-
priately open.

Mr. CONYERS. The distinguished gentleman from North Carolina,
Howard Coble.

Mr. CoBLE. I thank the Chairman.

Good to have you all with us.

Mr. Fine, your report recommends a number of changes on the
FBI's use and tracking of National Security Letters. The Attorney
General issued a press release on March 9th responding to those
recommendations; and I presume each of you is familiar with that
report, are you not, the March 9th report?

Let me put this question to each of you: Will those recommenda-
tions submitted by the AG restore the FBI’s accountability for its
use of NSLs?

Mr. Fine, start with you.

Mr. FINE. I believe that the response to the recommendations
and what the FBI and the Department is doing is appropriate. Is
it sufficient? Is it all that needs to be done? I am not sure. We will
have to see what the results of those steps are.
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We try to provide recommendations to ensure that these very im-
portant but sensitive tools are used in full accord with National Se-
curity Letter authorities, AG guidelines, and internal control poli-
cies. They hadn’t been in the past.

Mr. CoBLE. Ms. Caproni.

Ms. CAPRONI. I think we are going to have to work to get the
trust of this Committee back, and we know that is what we have
to do, and we will do it.

Mr. CoBLE. Can the FBI implement the Attorney General’s direc-
tions within the 4 months when the AG has requested Mr. Fine to
report on your progress?

Ms. CAPRONI. I hope so. There are some that are going to require
some interagency work, but certainly if not all will be implemented
in 4 months, we will have made substantial progress.

Mr. CoBLE. You may have addressed this earlier, Ms. Caproni,
but let me put it to you in case you did not. Does the FBI have
any discrepancy or challenge with the report that Mr. Fine has
issued?

Ms. CAPRONI. No, we accept the report. To the extent we had fac-
tual quarrels, we worked those out.

Mr. CoBLE. You may not be able to respond to this. What do you
think, Ms. Caproni, are the greatest obstacles that your office faces
in implementing the AG’s directions?

Ms. CaAPRONI. I think that any obstacles there are the Director
is going to make sure are removed. I think it is time—it is energy
and effort; and we are going to do it.

Mr. CoBLE. I thank you both for being here.

Mr. Chairman, if I may, I would like to submit for the record the
March 9th press release submitted by the Attorney General.

Mr. CoNYERS. Without objection, so ordered.

[The information referred to is available in the Appendix.]

Mr. CoBLE. I thank the Chairman. I yield back my time.

Mr. CoNYERS. I ask the lady—don’t sit down now. I ask you to
please excuse yourself from this hearing. No visitors can interrupt
a hearing in the Congress. Just a moment. Would the officers es-
cort this lady out, please.

The Chair recognizes the other distinguished Member from
North Carolina, Mr. Mel Watt.

Mr. WATT. Thank you, Mr. Chairman. I thank the Chairman for
convening the hearing.

Mr. Fine, I am looking on page 7 of your testimony in which you
indicate that you reviewed 293 National Security Letters in 77 files
and found 22 possible violations that had not been identified or re-
ported by the FBI, and I am trying to extrapolate that, although
Ms. Caproni seemed to take some issue with whether that was a
reliable sample.

I am trying to assume for the moment that it is, without trying
to figure out how many there would be of the total National Secu-
rity Letters that were possible violations.

My formula is I am starting with 143,000 National Security Let-
ter requests on page 5. Would that be an appropriate place to
start? Have you done the extrapolation for me?

Mr. FINE. I haven’t done it, but there are 143,000 requests, and,
as you know, a request—there can be multiple requests in a letter,



236

so there are approximately 45,000 letters during the time period,
with 143,000 requests. I think the starting point would be about
44,000 letters during the time period.

Mr. WATT. And if you extrapolated the possible violation out,
what would that come to, according to your math?

Mr. FINE. If you are talking about 7 percent, approximately 7
percent of the 293 had a violation, so 7 percent of 44,000 would ap-
proximately be about 3,000.

Mr. WATT. So you are telling me

Mr. FINE. That is quick math. I hope it is correct. I think it is.

Mr. WATT [continuing]. That it is possible my FBI and my people
who are supposed to be protecting my interest violated the law how
many times?

Mr. FINE. Well, I think there are possible violations of either the
law, the Attorney General guidelines or the FBI’s policies several
thousand times, if you statistically extrapolate. It was a small sam-
ple. We didn’t think it was skewed or biased. But if it held up
through the entire population of files, several thousand, some more
serious than others. But that is a lot.

Mr. WATT. Ms. Caproni, why ought not our public be concerned
about that kind of disregard of the law and internal process?

Ms. CAPrRONI. Well, I think the public should be concerned. We
are concerned, and we are going to fix it.

I would say, as Mr. Fine said, the sort of errors range sort of on
a long continuum of seriousness. The most serious errors that Mr.
Fine identified were obtaining full credit reports in counterintel-
ligence cases. We had a

Mr. WATT. That is 7 of the 22 files where you say they were real
serious violations. Extrapolate that out for me, Mr. Fine.

Mr. FINE. Well, I think in Ms. Caproni’s testimony she talked
about the level of seriousness and which were FBI errors and
which were company errors and came up with the figure that a lit-
tle bit over 1 percent of them were serious violations involving FBI
errors. If you extrapolate that to the entire population, that would
be about 600 cases of serious FBI misconduct.

Mr. WATT. Ms. Caproni, is there some reason that this Com-
mittee and the American public shouldn’t be concerned about law
enforcement violating the law 600 times?

Ms. CAPRONI. We are quite concerned about this, Congressman;
and we are making every effort to figure out where those errors
are, to sequester the material, to pull it out of our files and to de-
stroy it. We will

Mr. WATT. How many files have you all destroyed based on this
investigation up to this point?

Ms. CAPRONI. When we identify data that——

Mr. WATT. Isn’t that a number rather than an explanation?

Ms. CAPRONI. Congressman, I don’t know the number.

Mr. WATT. Has the FBI destroyed any files up to this point based
on this investigation?

Ms. CAPRONI. We destroy data all the time when we discover it
was improperly collected. So both outside of Mr. Fine’s investiga-
tion and

Mr. WATT. Have you destroyed any files based on this investiga-
tion?
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Ms. CAPRONI. Again

Mr. WATT. Have you destroyed any file?

Ms. CAPRONI. Not a file.

Mr. WATT. Have you destroyed any information based on this in-
vestigation?

Ms. CAPRONI. Yes.

Mr. WATT. What have you destroyed?

Ms. CAPRONI. The full credit reports that were obtained improp-
erly, and I think there was also some telephone data.

Mr. WATT. How many is that?

Ms. CAPRONI. It is not much.

Mr. WATT. In these 600 cases that you have identified as possible
real serious areas, several hundred, do you intend to prosecute any-
body for violating the law?

Ms. CapProNI. We will have to look at what the facts are. I am
not going to pre-judge.

Mr. WATT. How long is it going to take you to look at that?

Mr. CONYERS. The gentleman’s time has expired.

Ms. CAPRONI. The inspectors are in the field now, and I think
they will have completed their inspection, which is a sampling
process, but they will have completed it within a week or so.

Mr. WATT. You have got a more reliable sampling process than
Mr. Fine.

Ms. CAPRONL. It is bigger, and it is across all field offices.

Mr. CONYERS. The gentleman from California, once an attorney
general for his State, Dan Lungren.

Mr. LUNGREN. Thank you very much, Mr. Chairman.

Ms. Caproni, I was one of the ones who have defended the FBI
and the Justice Department in the use of these as we went through
legislation the last 2 years, and to say that I am disappointed
doesn’t give justice to what I feel about this.

Mr. Fine has said that this is the result of mistakes, careless-
ness, confusion, sloppiness, lack of training, lack of adequate guid-
ance and lack of adequate oversight. That sounds like a report
about a first or second grade class. We are talking about agents of
the FBI, who are lawyers in many cases, who have college degrees,
who have other kinds of education. We are talking about people
who have gone through the FBI Academy. We are talking about
people who presumably have been trained to go into this.

We are how many years past 9/11?

In response to the question I believe it was of Mr.—I am not sure
who asked you this, but whether you could get this done in 4
months, you said you hoped so. I hope you will deliver a message
that we expect it will be done. Because I don’t think if you can’t
get it done in 4 months you are going to have to worry about im-
proving your procedures for NSLs because you probably won’t have
NSL authority.

I just want to convey to you how upset many of us are who have
defended this program and have believed it is necessary to the pro-
tection of our country and you in the FBI have an obligation to try
to find out who the potential terrorists are but also to make good
on the promise we have made to the people of America that the ter-
rorists are not going to succeed by indirection what they can’t do
by direction. That is, to destroy the constitution.
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I just—I will tell you this. I talked with Mr. Mueller yesterday.
Because I have known him for 30 years. He’s Mr. Fix-it. He goes
in and fixes messes. He has done it all over this Government. I
have seen his work in San Francisco. I have seen his work here at
the Department of Justice. If I didn’t know him, if I didn’t know
his record, if I didn’t know he is the man we have put in many
places to fix things, I would have no confidence in the FBI right
now.

So I hope you will deliver a message to all your people that it
is not good enough to tell us you hope it is going to be done in 4
months. I hope you are going to deliver a message that it better
be done in 4 months or you are not going to have NSLs to worry
about. I have to say that as someone who supports them and will
fight on the floor to have that authority given to you if there is
proper oversight. But I probably won’t get a majority of votes on
the House floor if you don’t fix it. So can you tell me you are going
to do better than you hope to fix it in 4 months?

Ms. CaPRONI. Congressman, you are absolutely right. Yes, it will
be done.

Mr. LUNGREN. I appreciate that.

Now, Mr. Fine, you are the Inspector General for the FBI. I want
to congratulate you on what you have done. We say we take some
satisfaction in your carrying out the authority we gave you, but
sometimes that doesn’t happen, and we appreciate the job you have
done here.

Maybe you won’t want to answer this question. Maybe you can
help me. How do you explain carelessness, confusion, sloppiness,
lack of training, lack of adequate oversight with the FBI? I just
turned on television last night and watched one or two or three of
these shows that always shows the FBI as being far better than
local government. A little burr under my saddle, because I am a
former AG of California. I appreciate the FBI, but how do you ex-
plain this? I am not sure what would be worse, frankly.

At first, I was relieved that you said this and that it wasn’t in-
tentional action by the FBI. At least, we haven’t found that. I
would at first have been worried about that.

Now, as I think about this, should I be more worried about the
fact that the FBI now, in something as important as NSLs, has
marks of carelessness, confusion, sloppiness, lack of training, lack
of adequate guidelines and lack of adequate oversight? Is this ex-
ceptional in your experience in your oversight of the FBI?

Mr. FINE. I think the FBI worked hard to get these authorities
but didn’t take it seriously enough putting in controls over these
authorities. I think there is often a problem sort of between the re-
ceipt of the authority and the execution of that authority. That is
clearly what happened here. We were very troubled by it.

We have seen problems in the FBI in terms of information tech-
nology and trying to upgrade their information technology. We
have seen problems, but they are—these are difficult tasks, and
they are trying to do this as they are changing their mission, and,
quite honestly, there really is no excuse for it.

Mr. LUNGREN. Do you have any questions that the NSLs are of
some value?

Mr. FINE. Yes, I believe they are of value.
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Mr. LUNGREN. If we lost them, that would be a loss.

Mr. FINE. I believe they are a valuable investigative tool to
counterterrorism and counterintelligence investigations, and that is
why it is so troubling.

Mr. LUNGREN. We better fix it so we don’t lose a tool that is truly
effective.

Mr. FINE. I think they need to fix it.

Mr. LUNGREN. Thank you, Mr. Chairman.

Mr. CoNYERS. The gentlelady from Texas, Sheila Jackson Lee.

Ms. JACKSON LEE. Mr. Chairman, again, my appreciation for
your continuing effort of establishing transparency in Government.

I welcome both of the witnesses here today and recount just lim-
ited history that troubles me as we find ourselves here today. I
know the good intentions of the witnesses, but certainly I need not
remind you of the era of McCarthyism and certainly that role law
enforcement played in that misdirected era of the United States of
America.

As a young lawyer, I participated in the investigations into the
assassination of Dr. Martin Luther King and John F. Kennedy
right here in this Congress; and what was exposed was the exten-
siveness of the COINTELPRO of Dr. Martin Luther King—
wrongheadedness, as far as I am concerned—as relates to the utili-
zation of protecting this country. A civil rights leader who hap-
pened to be outspoken against the heinous governmental acts of
segregation, and all of a sudden he became a major target of the
Federal Bureau of Investigation, with any number of officers,
agents, if you will, probing and looking over paperwork that he
might have generated.

That smacks, as far as I am concerned, of where we are today,
even though, Mr. Inspector General, you have indicated that it has
been without malice, without intentions. And we all know that
there is a phrase that says, a journey to a certain place is paved
on that road with good intentions.

So I am not very happy as to where we are today, because I ar-
gued vigorously about the extensive powers that we were giving to
the President of the United States out of fear. One thing that the
Constitution reminds us and certainly the Founding Fathers, who
left a tyrannical society to be free, is that tyranny can get the best
of us. Lack of control can get the best of us.

So I ask to the General Counsel of the FBI, did you determine
what percentages of those letters that were sent without National
Security Letters generated into terrorist responses or terrorist
incidences or terrorist prosecutions? I would be interested in that
number. Why don’t you just answer that yes or no. Do you have
the percentage?

Ms. CAPRONL. I do not.

Ms. JACKSON LEE. I would like to get the percentage, frankly.

Ms. CAPRONI. The Director has ordered a special investigation of
the whole exigent letter instance. We will brief this Committee
when we have the results of that.

Ms. JACKSON LEE. I will join my colleague on the other side of
the aisle. How quickly can you get that information? This is about
protecting the Constitution and securing the homeland, two very
important jurisdictional responsibilities; and I happen to serve on



240

both Committees, Homeland Security and this. So my question is,
how soon can you get those numbers? It makes a real difference to
know whether you generated potential terrorist threats that would
secure the homeland or whether or not the FBI was on a fishing
expedition.

Ms. CAPRONI. Congresswoman, let me assure you that the group
was not on a fishing expedition. Having said that, I understand my
assurance to this Committee at this point isn’t worth a lot. The In-
spection Division is conducting the inquiry. They know that they
have to proceed quickly, but I regret I can’t tell you when they are
going to be done. I will make sure that the Director understands
that you want it done as quickly as possible.

Ms. JACKSON LEE. Certainly we wish the Director well. We would
have wanted to have him appear before this Committee, but we do
wish him a speedy recovery.

Ms. CAPRONI. Thank you. I will let him know that.

Ms. JACKSON LEE. Mr. Inspector General, I assume you will say
to me that you don’t speculate, but let me quickly ask you a ques-
tion and will you be thinking, the General Counsel, on this ques-
tion.

The President signed on the PATRIOT Act a signing statement
which indicated that he was going to interpret or have the Act in-
terpreted in a manner consistent with the President’s constitu-
tional authority to supervise a unitary executive branch to with-
hold information. Just be thinking about that. I wanted to know,
did that give you free ride. That is why I have legislation that indi-
cates that agencies should not be running, I must say, amok be-
cause of signing statements.

Mr. Inspector General, what you looked at and you said it has
not been intentional—help me out—however, don’t you believe
there should be restraints put in place and might the PATRIOT
Act be entirely too broad to even be a valuable tool that would re-
strain people in balancing both security and as well balancing civil
liberties?

Mr. FINE. I do believe that there need to be controls. I do believe
that there needs to be a balance, a balance of effective tools to pre-
vent terrorism, and at the same time effective controls on the use
of those tools.

What was most troubling to us was that those controls were not
implemented and not followed. I share the concerns expressed by
the Members of this Committee, and that is why we did the report.

We were not restricted or limited in what we did, and I know
there was a Presidential signing statement, but the Department
did cooperate with us. We did provide the information that we had.
We provided it in the most unclassified way we could, and the De-
partment actually did unclassify a fair amount of this information
so it could be fully aired. We also provided a classified report to
this Committee and other Committees describing the additional in-
formation. So we did what we could to identify the problems in this
program.

Mr. CoNYERS. The gentleman from Florida.

Ms. JACKSON LEE. Mr. Chairman, can she answer yes or no on
the signing statement? Would you indulge me?
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Ms. CAPRONI. The signing statement had absolutely no impact on
how we secure letter authority.

Mr. CONYERS. The gentleman from Florida, Mr. Ric Keller.

Mr. KELLER. Thank you, Mr. Chairman.

Ms. Caproni, let me begin with you. If the FBI didn’t have Na-
tional Security Letters as an investigative tool, you could get the
same information via prosecutor through a grand jury subpoena or
by going before a FISA court and getting a court order, isn’t that
correct?

Ms. CAPRONI. Yes.

Mr. KELLER. The concern that you have with those two options
is you essentially don’t have the manpower. I think you said it
would sort of sink the system.

Ms. CAPRONI. I was responding to a suggestion that all of these
should be obtained via court order. If that were the law, that would
create substantial obstacles to our national security program.

Mr. KELLER. That is why you aren’t using in all cases the grand
jury subpoena or the FISA court orders, because you don’t have the
manpower power to do that and still do your investigations?

Ms. CAPRONI. I would say it is perhaps slightly more nuanced
than that. On grand jury subpoenas, there are cases where we
don’t have a criminal case open, so a grand jury subpoena is not
an option. Further, the whole philosophy of making sure that we
are thinking from an intelligence perspective rather than imme-
diately cutting to the chase of a criminal investigation encourages
agents to use national security tools versus criminal tools.

Mr. KELLER. Let me follow up, because the challenge we have is
getting this in the strike zone. We want you to have this informa-
tion that you need as an investigative tool, but we want there to
be some sort of check on your authority. To use the grand jury sub-
poena, for example, to get my phone records, I have the ability to
move to quash that subpoena and have a judge hear it.

Ms. CAPRONI. Only if someone tells you the subpoena has been
served, which is not the typical route of a grand jury subpoena.

Mr. KELLER. Before you went before a FISA court you would
have a set of eyes through the FISA court judge looking at it, cor-
rect?

Ms. CAPRONI. That is correct.

Mr. KELLER. In terms of using the National Security Letter, let’s
say you served it on my phone company. The phone company is not
necessarily looking out for my personal privacy interests, and so
there is not a set of eyes looking at it, at least from an individual
perspective.

Ms. CAPRONI. Again, that is the same as with a grand jury sub-
poena, correct.

Mr. KELLER. So all we have is our Inspector General as a check
on the controls to make sure that you are applying it in an appro-
priate way.

Ms. CAPRONI. I think this report has told us we internally have
to do a far better job at making sure that we are maintaining inter-
nal controls over the use of this tool. I fully expect Mr. Fine to
come back to visit us in future years and will dutifully take us to
task if we have not accomplished that.
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Mr. KELLER. Mr. Fine, imagine a housewife in Orlando, Florida.
She does absolutely nothing relevant to terrorism or espionage,
never met or spoken to a terrorist or spy. Based on your investiga-
tion, does she have any reason to worry about National Security
Letters violating her privacy by looking at her phone records, bank
records or Internet search records?

Mr. FINE. I think that there are times when the FBI looks for
telephone records of potential terrorists and looks to see who they
have contacted or been in contact with. Could be advertent, could
be intentional contact, could be inadvertent contact. As a result of
that contact, there can be efforts to look and see what telephone
numbers have been called.

Now, if they had no contact whatsoever with the subject of a po-
tential terrorist investigation, it is less likely that the records
would be obtained here.

Mr. KELLER. In framing my question, I said, no contact, either
written or spoken. So let me ask you, based on your investigation,
were there any situations where you saw National Security Letters
being used when there was no relevance whatsoever to inter-
national terrorism or espionage?

Mr. FINE. We couldn’t in our review look at all the investigative
case files and say there was an adequate predicate. There wasn’t.
We looked at how they were used and whether on their face they
were improper. So it is impossible for us to say that the relevancy
standard was met.

One thing we did find and I would note, this is that, in many
cases, the counsel of the FBI field offices, either the Chief Division
Counsel or Assistant Counsel, did not aggressively and independ-
ently look for that. And they are the ones who should be checking
on that, they are the ones who need to ensure there is adequate
predicate for this investigation. And we saw in many cases that
that didn’t happen that they acceded to the wishes or the argu-
ments of the case agents or special agents in charge without inde-
pendently and aggressively looking at that.

Mr. KELLER. One final question. Can you give us an example to
help make your case, if you have one, as to what is a scenario
where a National Security Letter is your best investigative tool be-
cause, for whatever reason, a grand jury subpoena or a FISA court
order is insufficient?

Ms. CAPRONI. Any time I would say that they were at the very
beginning of an investigation; say, for example, after the London
bombing when the British authorities provided us with telephone
numbers of the British bombers. So we were looking to see if we
have anyone in the United States that had telephone contact with
the London bombers. In my view, the appropriate way to pursue
that investigation is via National Security Letter.

Mr. KELLER. Because you wouldn’t have time under the other op-
tions?

Ms. CAPRONI. We wanted to know that very quickly; and, again,
I think the American people would want us to know very quickly
after the London bombings took place whether we had any cells or
groups of people tightly related to the London bombers. So we
needed to move very quickly; and, in fact, the investigators did
move very quickly on that to figure how out who here was con-
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nected to there and was it an innocuous connection or a dangerous
connection.

Mr. KELLER. My time has expired.

Mr. CONYERS. The distinguished gentlelady from Los Angeles,
California, Maxine Waters.

Ms. WATERS. Thank you very much, Mr. Chairman.

May I ask, were these witnesses sworn?

Mr. CONYERS. They were not.

Ms. WATERS. May I respectfully request that they be sworn in?

Mr. CONYERS. Too late.

Ms. WATERS. Then, Mr. Chairman, I suppose we are going to
have to rely upon them, particularly the General Counsel, con-
tinuing to tell us that they are acting within the law.

I shall proceed with my questions.

Mr. CoNYERS. If the gentlelady will yield, false testimony before
this Committee can constitute a violation in and of itself, a
misstatement, any deliberate misstatements.

Ms. WATERS. Well, I would have preferred that they be under
oath, but—however, the Chair has made that decision; and I shall
proceed.

Let me just ask about the use of these exigent letters. As I un-
derstand it, these letters are used basically to get around having
to get the NSL letters; is that right, Mr. Fine?

Mr. FINE. These letters were used in advance of or in lieu of Na-
tional Security Letters, that is right.

Ms. WATERS. There was information collected as a result of these
letters, particularly the operation I believe that was set up with the
contract with the three telephone companies or telecommunications
companies; is that correct?

Mr. FINE. Well, there were contracts with the telephone compa-
nies so that they would provide information to the FBI on an expe-
dited basis.

Ms. WATERS. Ms. Caproni, do you still have contracts with those
telephone companies, any other telephone companies, or any other
private businesses to supply you information in the manner that
those companies did?

Ms. CAPRONI. We continue to have contracts with the telephone
carriers that obligate us to provide them with appropriate process
to get records.

I can’t answer the balance of your question. I don’t know if we
have other contracts with other private parties. The telephone com-
panies it made sense, because of the volume of our request.

Ms. WATERS. How much are the taxpayers paying the telephone
companies, that they pay to provide them services to spy on us?

Ms. CAPRONI. I don’t know what the dollar value of the contracts
are.

Ms. WATERS. You have no idea?

Ms. CAPRONLI. I actually don’t.

Ms. WATERS. You have never heard any discussion about it?

Ms. CAPRONI. I am sorry, I don’t. I just don’t know the amount.

Ms. WATERS. Information was collected on millions of Americans
using this as a tool. Now that you know that they are were inno-
cent, they probably should not have been under investigation. Has
all of this information been purged and gotten rid of?
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M% CAPRONI. We did not collect records on millions of Ameri-
cans?

Ms. WATERS. How did it work then?

Ms. CAPRONI. The exigent letters were provided to the carriers,
which promised future process. That future process, unfortunately,
was not always promptly provided.

Ms. WATERS. What did they do?

Ms. CAPRONI. Who do?

Ms. WATERS. The companies. How did they mine the information
and did they mine information of innocent people?

Ms. CAPRONI. The carriers provided us with toll billing informa-
tion, which was then placed into our databases. There is no connec-
tion between their databases and our databases. The information
comes out electronically and moves into ours.

Again, we are talking about—I believe the number of numbers
at issue, according to the Inspector General, is somewhere in the
neighborhood of 3,000. It is my belief, though—again, we will have
to wait and see what the special inspection finds—that all of those
numbers were tied to authorized investigations. To the extent any
were not, the records will be removed from our databases and de-
stroyed.

Ms. WATERS. When will they be removed? How long will it take?

Ms. CAPRONI. Again, I am anticipating that that special inspec-
tion will take a couple of weeks at least, but probably—I just actu-
ally don’t want to speculate.

Ms. WATERS. Didn’t you have a court order relative to your con-
tracts with these telephone companies?

Ms. CAPRONI. No, ma’am.

Ms. WATERS. Was there a court decision relative to the manner
in which information was obtained?

Ms. CAPRONI. The information was obtained from the carriers
pursuant to—it was supposed to be obtained pursuant to the laws
of ACBA.

Ms. WATERS. But they were not.

Ms. CAPRONI. Again, as Mr. Fine has indicated, there were these
exigent letters that were used. What we are trying very hard to do
is to unravel and to make sure that we do not have the records of
anyone as to which there was not—it wasn’t relevant to an author-
ized investigation.

Ms. WATERS. How long have you been trying to do this?

Ms. CAPRONI. We began the process with them last fall and we
are—we within OGC are to the point that if they cannot dem-
onstrate to our satisfaction very quickly, then any of those records
have to be removed from the database and destroyed.

Ms. WATERS. Certificate letters, are you still issuing certificate
letters?

Ms. CAPRONI. No.

Ms. WATERS. When did you stop?

Ms. CAPRONI. Shortly after OGC learned about them, that proc-
ess was stopped. We entered into discussions with the Fed over
whether—Federal Reserve Bank in terms of whether or not it re-
quired a National Security Letter. There was some back and forth
between lawyers, that the decision was made that they would pre-
fer a National Security Letter, so——
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Ms. WATERS. So you collected information using these certificate
letters. Has that information been destroyed?

Ms. CAPRONI. No.

Ms. WATERS. When are you going to do it?

Ms. CAPRONI. I don’t believe we are going to do it.

Ms. WATERS. Why are you going to keep information that was
improperly collected on financial records of innocent people? Why
would you keep it?

Ms. CAPRONI. One, they are not innocent people; and two, it
wasn’t improperly collected. The Federal Reserve Bank is not di-
rectly covered by the right to financial privacy. They can ask for
a National Security Letter, which they now have done, and be-
cause——

Ms. WATERS. Why did you stop using certificate letters if they
were legal and proper?

Ms. CAPRONI. Because we thought the better process was a Na-
tional Security Letter, and the Fed asked us to provide National
Security Letters.

Ms. WATERS. How have you determined whether or not the infor-
mation you collected was on individuals who were suspicious,
guilty, had committed a crime? How do you determine whether or
not these people are innocent and the information should be de-
stroyed?

Mr. CoNYERS. The gentlelady’s time has expired. Please answer
the question.

Ms. CAPRONI. Certainly. The issue is whether the information is
relevant to an investigation. There are times when we gather infor-
mation that is relevant to an investigation but it turns out that the
person was not engaged, for example, in terrorist financing. We
don’t then destroy the information, though the investigation is
closed. So it is much like any other information that is gathered
during the course of an investigation.

The issue of whether that policy will continue is a matter that
is under discussion by a group that is being chaired by the DNI in
terms of whether we should or we should not continue to retain in-
formation that is gathered via National Security Letters after the
investigation is closed.

Mr. CoONYERS. The gentleman from Virginia, Mr. J. Randy
Forbes.

Mr. FOrBES. Thank you, Mr. Chairman.

Mr. Chairman, I hope I can emulate your very calm manner of
handling this Committee; and I just want to tell the witnesses
what I said at the beginning—I want to thank you both for being
here. We know you have a tough job, and we appreciate you coming
in here and answering our questions today.

I have listened to the Committee as we have gone through this
process, and we have had testimony from the Washington Post, we
have had testimony from members of the audience, testimony from
hMembers of this Committee. You are the only witnesses we have

ere.

I think that you get the message, both of you, you had it when
you came in here, that no one on this Committee condones any of
these lapses or feels that it is not urgent that they be corrected and
corrected as quickly as possible. We are also grateful that this
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Committee requested this audit. Because, Mr. Fine, through your
good work, we were able to find out what these problems were so
that we can correct them.

The other thing, Ms. Caproni, you have been asked to take a lot
of messages back to the FBI, all of which are good and valid mes-
sages. But another one I want to ask you to take back today is
that, although the FBI messed up in handling the NSLs, I want
you to take a message back to those agents in the field, who I know
are working around the clock; they are away from their families a
lot of the time, and thank them for not messing up on what Mr.
Fine said was one of their key missions and that was to detect and
deter terrorism and espionage in this country. Because if you had
messed up on that one, we would have a lot more people in this
room and a much harsher hearing than we are having today.

The other question I would like to ask either of you to respond
to: Do either of you have any evidence today that anyone in a su-
pervisory position gave instructions, either expressly or impliedly,
to any person under his or her supervision to misuse the NSLs?

Ms. CAPRONI. Not to my knowledge.

Mr. FORBES. Mr. Fine.

Mr. FINE. We did not find that evidence. We did not find that
there was an intent by people who knew they were misusing it to
misuse it. So, no.

On the other hand, we did not do a thorough review of what peo-
fple 1(1ip and down the line knew and did, so we reported what we
ound.

Mr. FOrBES. That is being conducted, as I understand it, now, is
that correct?

Ms. CAPRONI. Correct.

Mr. FORBES. And if you find that information you will present
that back to the Committee, correct?

Ms. CAPRONI. Absolutely.

Mr. FORBES. The second question for either of you: Is there any
evidence that any member of the FBI or the Justice Department
provided any information either orally or in writing to this Com-
mittee or to Congress which they knew to be inaccurate or false?

Ms. CAPRONI. Not to my knowledge.

Mr. FORBES. Mr. Fine, you don’t have any?

Mr. FINE. I don’t have that information, no.

Mr. FORBES. Just the balance that we have talked about, we
know the harm that comes from violation of privacy interests of our
citizens, that is huge. But I wish you would go back—and, again,
just take a minute—and talk about what Mr. Fine has put in here
about—says: These tools are indispensable to the FBI’s mission to
detect and deter terrorism and espionage.

We know there has been a lot on your plate since 9/11 and you
have had to do that. Can you tell us, with as much specificity as
you can, exactly how these NSL letters have helped to do and ac-
complish that mission?

Ms. CAPRONI. Again, National Security Letters provide the basic
building blocks of an investigation. Starting with phone records,
phone records are critical to the counterterrorism agents to figuring
out who was connected to whom; and that permits us to trace for-
eign terror acts that have occurred, obviously, since 9/11 and trace
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them in to individuals who are in the United States and to deter-
mine whether those individuals are up to no good or, in fact, it is
just an innocent connection. But for National Security Letters, I
don’t know how we would do that.

They have also been absolutely indispensable in the area of ter-
rorist financing. We have done a tremendous amount of work get-
ting bank records on individuals we believe are funneling money to
foreign terrorist organizations overseas. Again, without National
Security Letters, could we go through a FISA order? We probably
could, but we certainly couldn’t do that very efficiently. So a Na-
tional Security Letter is an efficient way for us to get the basic
building blocks of an investigation.

Mr. FOrRBES. Have they stopped any terrorist attacks that you
know of that could have possibly happened in the United States?
You may not have that information.

Ms. CAPRONI. I am sorry, I don’t.

Mr. FORBES. Thank you both.

Mr. Chairman, I yield back the balance of my time.

Mr. CONYERS. I thank the gentleman.

The Chair recognizes Stephen Cohen, the gentleman from Mem-
phis, Tennessee.

Mr. CoHEN. Thank you, Mr. Chairman. Stephen, yes. You can
call me Stephen.

Mr. CONYERS. Stephen.

Mr. COHEN. Thank you, sir.

Mr. Fine, did you do any study of the people whose records were
looked at illegally for any similarity in demographics?

Mr. FINE. No. We looked at whether they were U.S. persons or
non-U.S. persons, but within those persons we did not look at the
demographics of those individuals.

Mr. COHEN. Ms. Caproni said they were all with investigations
that were ongoing. Did you find that to be true, also?

Mr. FINE. We could not verify that they were all connected to an
ongoing investigation. I know the FBI is trying to do that now. But
as part of our audit we could not do that, all that.

Mr. CoHEN. Do you think it might be a good idea to look at those
people to see if there are any demographic consistencies, if there
is a group of the American public that might be looked at in a clos-
er manner than others and that might——

Mr. FINE. It is possible. That would be quite an undertaking, and
one has to realize a lot are not on individuals but are on telephone
numbers. There are certainly consumer credit reports and other
things that do relate to individuals. So that kind of review is pos-
sible but incredibly intensive and requires additional resources
while we are trying to comply with this Committee’s and the
Congress’s directive to do a review of the use of them in 2006 ac-
cording to the guidelines that were set out here.

Mr. CoHEN. Thank you.

Ms. Caproni, you said that these were all tied to investigations,
is that correct?

Ms. CAPRONI. I said I believe that they are all tied to investiga-
tions, and that is what we are trying to work through with that
unit now.
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Mr. CoHEN. If you find that they are not tied to investigations,
could you make a report to this Committee of who those individuals
were and why they were—their records were sought when they
weren’t tied to investigations?

Ms. CAPRONI. Yes, we will provide this Committee with what we
find through the course of that special inspection.

If T could just say, though, so there is no misunderstanding, the
unit at issue typically gets simply a telephone number. So they
don’t know—that is part of with what they are charged of finding
out, is who belongs to this telephone number, what are the toll bil-
lings, records for this number. So the name of the person associ-
gted with the phone number is typically not part of what CAU

oes.

And for the exigent letters, to my knowledge—again, the special
inspection will reveal much more in terms of the ins and outs of
what they were doing—they were working off of telephone numbers
and not off of names.

Mr. COHEN. In the report, it says that some of these violations
demonstrated FBI agents’ confusion and unfamiliarity with the
constraints on National Security Letter authorities. Other viola-
tions demonstrated inadequate supervision over the usage of these
authorities.

This is from Mr. Fine’s statement.

Ms. Caproni, do you think that these are maybe indices of a sys-
temic problem with the FBI, where the agents have confusion and
unfamiliarity with other policies and other laws? And, if so, are you
doing something about it?

sz. CAPRONI. Congressman, that is exactly what I am concerned
about.

In the discussions that we have had—and I can tell you that we
have had a lot of soul searching at the FBI since then. We got an
F report card, and we are just not used to that. So we have had
a lot of discussions about this.

One concern is, are we—most of the agents grew up—the agents
my age at the FBI all grew up as criminal agents in a system
which is transparent, which if they mess up during the course of
an investigation they are going to be cross-examined, have a Fed-
eral district judge yelling at them. The national security side occurs
largely without that level of transparency.

Our concern is and what this report has shown us is that we
have simply got to do a better job making sure that, although the
actions that are taken in national security investigations are typi-
cally taken in secret and they don’t have the transparency of the
criminal justice system, that that imposes upon us a far higher ob-
ligation to make sure that we have a vigorous compliance system,
that we have in place the training that is necessary, that we re-
strain agents, that when agents are working in this area we make
sure they know.

1 Mr. CoHEN. I think that is what we need. I appreciate your can-
or.

There is some signage in the Capitol and one is a statement by
Brandeis, something to the effect that the greatest threats to lib-
erty come from insidious men of zeal, well-meaning but without
knowledge or understanding.
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I think that you will find that if our agents, our FBI agents, even
though well-meaning and zealous, don’t know what they are doing,
that it is a threat to people having faith in the whole system. I
hope you will correct that. I feel confident you will.

Ms. CAPRONI. You are absolutely correct. We will.

Mr. CoHEN. Thank you.

Mr. CONYERS. I thank the gentleman, Steve Cohen.

The Chair recognizes now the gentleman from Virginia, Bob
Goodlatte.

Mr. GOODLATTE. Thank you, Mr. Chairman, and thank you for
holding this hearing.

Ms. Caproni and Mr. Fine, thank you for your testimony today.
These are very serious concerns, and we appreciate your helping us
understand how they occurred, why they occurred, and what is
being done to correct them.

I have several questions I would like to ask, starting with you,
Ms. Caproni.

In Mr. Fine’s report on page 8, paragraph 3, he notes, “In addi-
tion, we found that the FBI had no policy requiring the retention
of signed copies of National Security Letters. As a result, they were
unable to conduct a comprehensive audit.”

Can you explain why something as important and serious as a
National Security Letter would not have a signed copy retained in
the records of the Bureau?

Ms. CAPRONI. I can say that there were different processes in dif-
ferent field offices; but, no, I cannot. I mean, there is just no reason
why there was not a policy that said you have to keep a copy of
the signed copy.

What we keep, which is typical of how our records are, is the car-
bon copy, in essence, which is typically initialed.

But, no, in the world of Xerox machines, there is no reason why
we had not told people to hang on to a signed copy.

Mr. GOODLATTE. Mr. Fine, did you draw any further conclusions
from that? Do you know why they were not retained?

Mr. FINE. They were not retained because there was not a clear
policy that was enforced.

Mr. GOODLATTE. No ulterior motive that you know of?

Mr. FINE. I do not believe there was an ulterior motive, but this
Wbals an example of an incredibly sloppy practice that was unaccept-
able.

Mr. GOODLATTE. I agree.

Let me ask you, when did you first learn of the problem with the
FBTI’s improper use of the exigent letters?

Mr. FINE. Well, we began our audit, as required by the PATRIOT
Reauthorization Act, around the beginning of 2006. As you can see
from this report, there are a lot of issues, and we did interviews
and document requests and field files.

I think sort of the first indications where we learn about it were
in the spring or summer of last year, where we had to work
through those issues.

Mr. GOODLATTE. And who did you learn that from?

Mr. FINE. We learned it from, I believe, people in the Office of
General Counsel, the National Security Law Branch of the FBI,
about these issues. I think they are the first people we learned it
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from, as well as from the review of documents and e-mails and
things like that.

Mr. GOODLATTE. And what steps have you taken to ensure that
the practice was stopped?

Mr. FINE. The steps we have taken are to inform the FBI about
the unacceptability of this practice, to note it, to report it, to let the
people who are in charge of the FBI and the General Counsel’s Of-
fice know about it, and to make a recommendation that it does
stop.

Mr. GOODLATTE. When did you make that recommendation?

Mr. FINE. I think we made the recommendation when our report
was issued to the FBI in draft; and I think that was in either De-
cember or January of this year. It was December of last year or
January of this year.

Mr. GOODLATTE. Ms. Caproni, has that practice been stopped?

Ms. CAPRONI. Yes.

Mr. GOODLATTE. What steps have you taken to ensure that it
does not persist in any of the offices of the FBI?

Ms. CAPRONI. Well, first, we are trying to find out whether it did
happen in any office other than the unit at headquarters, and we
should know that answer probably by the end of this week or some-
time next week.

The second thing is that the practice of providing a letter with
a promise of future legal process has been banned. And, again, we
are also developing a vigorous compliance program to make sure
that we do not simply make the rule, but we actually have in place
i@omed kind of process to make sure that the rules are being fol-
owed.

Mr. GOODLATTE. Current law authorizes a full credit report re-
quest for only counterterrorism investigations. The Inspector Gen-
eral discovered two instances in the same field office of a full credit
report request under counterintelligence investigations.

How is this being corrected?

Ms. CAPRONI. This is being corrected by—the deputy director or-
dered a full audit of every counterintelligence file that has been
opened since January 1, 2002. This authority went into effect in
the PATRIOT Act. So, realistically, we think the earliest one that
could have been issued would have been in 2002.

So they have to review every file since then in which a Fair
Credit Reporting Act NSL was issued and find out if they have any
full credit reports. If they do, they need to remove them from their
files and report it as a potential IOB violation. Those will, in turn,
be reported on to the IOB.

Mr. GOODLATTE. One last question.

In at least one instance, a National Security Letter issued under
the Electronic Communications Privacy Act was determined by the
Inspector General to be seeking content.

How was this remedied, and what steps do your field agents take
to delineate between content and transaction information?

Ms. CAPRONI. In that case, there was no need to remedy it be-
cause the Internet service provider refused to provide us with any
records, so we actually did not have an overcollection.

Mr. GOODLATTE. Have you remedied the request? I mean, they
should not be asking for that.
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This was a big issue when we wrote the PATRIOT Act, and it
was the subject of a great deal of discussion with the Administra-
tion about making sure that we had a clear line between what
could be requested and what could not be requested.

Ms. CAPRONI. The statute defining electronic communications
transaction records actually does not define the term, and there
had traditionally been the debate that says that we will leave up
to the ISP what is content and what is not.

We think that is a trap for the unwary. It is bad for our agents
in that we do better with bright lines. And so OGC will establish—
we are in the process of making sure that we have a list that
makes sense of what is content and what is not.

In the abstract, that seems like a very clear line; in practice, it
is not. There are some difficult issues because some of the answers
revolve around how the ISP keeps their records.

So we are working on it. My anticipation is that, within the next
week or two, we will have out to the field these records you can
seek, these records you cannot seek, and it will be a very bright
line.

Mr. GOODLATTE. Thank you, Mr. Chairman.

Mr. CoONYERS. The gentleman from Georgia, Mr. Hank Johnson.

Mr. JOHNSON. Thank you, Mr. Chairman.

In these reports that I have read, it indicates that there were
three phone companies that the FBI, particularly the FBI Commu-
nications Analysis Unit, the CAU, contracted with three telephone
companies between May of 2003 and March of 2004. Who were
those telephone companies?

Ms. CAPRONI. The telephone companies were AT&T, Verizon and
MCI, which has now been acquired by Verizon.

Mr. JOHNSON. Now, are those contracts still in force at this time?

Ms. CAPRONI. Yes, they are.

Mr. JOHNSON. And are there any other phone companies that are
contracted with the FBI through the Communications Analysis
Unit or any other unit of the FBI?

Ms. CAPRONI. Not through the Communications Analysis Unit;
broader than that, I do not know. We may have contract—not for
this sort of information. We may have other contracts with phone
companies, but not like this.

Mr. JOHNSON. And nobody put a gun to these telephone compa-
nies’ heads and made them sign the contracts, did they?

Ms. CAPRONI. No.

Mr. JOHNSON. They were just simply agreements with the FBI
and with the phone company?

Ms. CAPRONI. Correct. From our perspective, because these origi-
nated—given the volume of our requests, that this permitted us to
get our records very quickly.

Mr. JOHNSON. Well, I understand.

Then the phone companies received compensation for engaging in
this contract with the FBI; is that correct?

Ms. CAPRONI. That is correct.

Mr. JOHNSON. And this compensation, was it merely for expenses
or was there profit involved, or you have no way of knowing?

Ms. CAPRONI. I do not know.
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Mr. JOHNSON. Really, you do not really care as long as you get
the information, correct?

Ms. CAPRONI. Again, from our perspective, the goal was to get
the information in a form that is readily usable for us so that we
do not have—some phone companies give us paper records. That
requires a lot of data.

Mr. JOHNSON. Okay. All right. I understand.

Earlier in your testimony, ma’am, you stated that the phone com-
panies were responsible for a lot of the errors that are cited in the
compliance with the National Security Letters.

Ms. CAPRONI. We do see third-party errors, correct.

Mr. JOHNSON. You saw a substantial number, and so you are
placing upon the phone company the obligation to properly docu-
ment whether or not there has been a follow-up with an exigent
letter?

Ms. CAPRONI. Oh, no, sir. They are two separate things. I do not
excuse our lack of recordkeeping in connection with the exigent let-
ters. They did keep the records, which was fortunate.

Mr. JOHNSON. And it is important to note, Mr. Fine, that your
analysis of the FBI’s compliance with the PATRIOT Act found that
there were woefully inadequate mechanisms for the collection of
data on these National Security Letters. In other words, the record-
keeping by the FBI was woefully inadequate as far as the issuance
and follow-up on these National Security Letters and also the exi-
gent letters; isn’t that correct?

Mr. FINE. We did find serious and widespread misuse and inad-
equate recordkeeping, absolutely.

Mr. JOHNSON. Do you have any idea, Mr. Fine, how much the
telecommunications companies were paid for their so-called “con-
tract” with the Government?

Mr. FINE. I do not know, no.

Mr. JOHNSON. All right.

Can you, Ms. Caproni, provide my office with that information,
along with copies of the contracts between the CAU and the phone
companies?

Ms. CAPRONI. I have great confidence that we are going to get
a number of questions for the record after this, and I am assuming
that will be one of them, and we will respond appropriately.

M;‘ JOHNSON. Will it take a subpoena for us to get that informa-
tion?

Ms. CAPRONI. I do not believe so. I do not know what is in the
contract, so I do not know if there are any sensitive issues.

Mr. JOHNSON. Will you provide it to my office?

Ms. CAPRONI. Again, we will respond to questions for the record
as they come in.

Mr. JOHNSON. All right.

Why, if the NSLs are the FBI’s bread-and-butter investigative
technique, could the Inspector General only identify one terrorism
prosecution out of the 143,074 people whose investigatory informa-
tion was obtained?

Ms. CAPRONI. Again, Mr. Fine can explain his methodology, but
I think the issue and the difficulty of that question is that because
there was no congressional—because we were not legally obligated
to tag the data, tracing it through is difficult.
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Mr. JOHNSON. So 1 out of 143,000.

How does that equate to being the bread-and-butter investigative
technique for uncovering terrorism by the FBI?

Ms. CAPRONI. Again, we disagree that in only one case did NSL
data contribute to a criminal prosecution.

Mr. JOHNSON. But would you say more than 10 or less than 10?

Ms. CAPRONI. I do not know. It is my belief that virtually every
counterterrorism case that began in its normal course of affairs is
likely to have a National Security Letter used sometime during it.

Mr. JOHNSON. And it is also——

Mr. CONYERS. Your time has expired.

Mr. JOHNSON. Thank you.

Mr. CONYERS. Mr. Johnson, any records that you request will
come to the Committee, and then you will be advised.

The Chair is pleased now to recognize the gentleman from Flor-
ida, Mr. Tom Feeney.

Mr. FEENEY. Thank you very much, Mr. Chairman.

Earlier, Mr. Smith alluded to your illustrious basketball career.
I went to the same high school as Mr. Fine. He graduated a few
years before me, and I wish I had had a jump shot like Mr. Fine
did, but not nearly so much as I wish I would have been able to
hit a fast ball like Mr. Reggie Jackson, who graduated a few years
before Mr. Fine did.

But we thank you for your work. By the way, none of us is the
most famous graduate because Benjamin Netanyahu, the former
Prime Minister of Israel, is. I had to get that plug in.

We are very grateful for your work here, because a lot of us are
supporters of the PATRIOT Act, but only with some serious restric-
tions. And I guess the first question I want to ask you—and I want
to remind people that it was the reauthorization of the PATRIOT
Act that actually required the report that you have just completed;
is that right?

Mr. FINE. Yes.

Mr. FEENEY. And I hope that not just your report but the tenor
of the questions from supporters of the PATRIOT Act, as well as
the critics, is being listened to very carefully in the Justice Depart-
ment and in the FBL

We have got to get this balance correct; and nothing could be
more critical because some of the most unthoughtful critics of the
PATRIOT Act candidly will be the first ones—when there is an-
other 9/11 and when we do not get the information accurately
ahead of time to stop, maybe not 3,000 or 4,000 people, but 300,000
or 400,000 people, they will be the first ones jumping on the Ad-
ministration, the Justice Department and the FBI for not doing its
job.

But those of us trying to strike a thoughtful balance between
civil liberties and the need to protect America from this new threat
are very, very concerned about what we have heard, and if the FBI
does not take this to heart, we will correct the problem.

I do not think anybody could have said it better than Jim Sen-
senbrenner, who, again, is a supporter of the PATRIOT Act, who
said that the overreaching that is apparent here within the FBI is
going to erode support, if it has not already, for very important na-
tional security initiatives. And I would hope that everybody down
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at Justice is listening because these are the supporters, people like
Lungren, Feeney and Sensenbrenner, who are telling you this is
not right, that it cannot continue.

Mr. Fine, do you have an opinion as to whether or not the seri-
ous problems that you have discovered in initial compliance with
the PATRIOT Act are largely because of ambiguities or poorly
structured legislation? Is it statutory language that is the problem,
largely, here; or is it abuses within the FBI and compliance?

Mr. FINE. I do not think it was the statutory language that was
ambiguous. I think it was the execution of the policy by the FBI
that was woefully inadequate.

Mr. FEENEY. Just to follow up, can you identify or do your report
and investigation lead you to conclude that there are any impor-
tant statutory improvements we can make?

I realize it is not your typical arena to give us advice, but are
there any specific pieces of advice that you would give the Congress
in terms of oversight or statutory reforms here?

Mr. FINE. Well, you are correct, it is not my arena to do that.
What I try to do is present the facts to this Committee and to Con-
gress and let the facts lead this Committee and Congress to do
what they believe is appropriate.

There is one section of the report that does talk about an ambi-
guity in the meaning of toll billing records. I think there ought to
be something done about that, because that was a concern of what
that meant, and it should be clarified.

I do think——

Mr. FEENEY. Could the AG do that, by opinion?

Mr. FINE. I do not think so. It has to be done by Congress.

I do think that the Committee does need to strike a balance and
to sort of balance the need for protections and controls over civil
liberties with the need for tools to prevent and detect and deter ter-
rorism. And that is the difficulty in this task, and that is the real
concern that we have about how the FBI implemented this.

Mr. FEENEY. You said you sampled 77 case files, the report indi-
cates. How many case files are there all together, roughly?

Mr. FINE. That I could not tell you.

Mr. FEENEY. Do you believe that the 8,850 failed reportings are
systemic and that, if you would extrapolate, we would probably see
that elsewhere?

Mr. FINE. I do believe that the files we looked at were a fair sam-
ple and that there is no reason to believe that it was skewed or
disproportionate. We did not cherry-pick them.

Mr. FEENEY. Do you have any reason to believe that there were
more abuses in the 8,850 requests that were not properly reported?
Is it any more likely for there to be abuses of civil liberties or of
the law or of the AG’s rules than the requests that were properly
recorded?

Mr. FINE. Well, we do not know how many requests were not re-
corded in the FBI's database. There were problems with the data-
base structurally so that things were not in there. There were
delays in entering in the database, so Congress did not get the in-
formation, and when we looked at the files, there were NSLs that
were in the files that did not go into the database.
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Approximately—I think it was 17 percent of the ones we found
were not in the database. Now, that is a significant number; and
now—I know the FBI is trying to find them in the database as we
speak, but we have no confidence in the accuracy of that database.

Mr. FEENEY. Finally, if T could, Mr. Chairman.

Ms. Caproni, you alluded to the culture of the FBI, which tradi-
tionally, I find, is a crime-fighting institution. Some people have
called for an N15 type of intelligence agency with a different cul-
ture, and it might be interesting that you take back the interest
that some of us in Congress have, that if the FBI cannot change
its culture or have a separate culture for intelligence than it has
had traditionally, we very much need a different type of institution
to get intelligence right, to protect this country on a day-to-day
basis.

Ms. CAPRONI. Again, I believe that we can do this. We are going
to do this. We can get this right. We are going to get it right.

Mr. FEENEY. Mr. Chairman, I yield back the balance of my time.

Mr. CoNYERS. Thank you. There was not any left.

Mr. FEENEY. That is why I did it.

Mr. CONYERS. I see.

Okay, we are now going to recognize the gentleman from Cali-
fornia, Mr. Adam Schiff.

Mr. ScHIFF. Thank you, Mr. Chairman.

Inspector General Fine, you have said that you did not find that
any of the violations were deliberate or intentional, and yet, you
also report the issuance of blanket NSLs, which, to me, appear to
be an effort to cover up what was recognized to be a flawed
issuance of these exigent letters.

Given that NSL letters are supposed to be case-specific, the
NSLs were a blanket violation of the law, weren’t they? How can
they be described as unintentional or anything but deliberate?

Mr. FINE. I think what you are referring to, Congressman Schiff,
is the issuance of what we have heard about of blanket NSLs in
2006. We have not reviewed 2006 yet. We reviewed 2003 to 2005.
We have heard about this. It is past the review period, and we are
concerned about it, and we will look at that.

Mr. ScHIFF. Well, Ms. Caproni, in your briefing on the Hill last
week, you acknowledged that when agents realized that they had
been issuing these letters, these exigent letters, saying that sub-
poenas were forthcoming when they were never forthcoming, that
blanket NSLs were issued as a way of basically trying to clear up
or cover up or, in other words, make up for the failure to use cor-
rect processes in the past.

Assuming those are the facts, Inspector, doesn’t that show a level
of deliberateness and intention that far exceeds what you have de-
scribed in your report?

Mr. FINE. It certainly shows us concern of what were they think-
ing. They clearly were not following the procedures. They clearly
were not providing NSLs in advance or even, quite reasonably,
soon thereafter; and it did give us concern.

And there were a lot of people who did this. It was done as a sort
of routine practice which is, in our view, completely unacceptable.
But I think it is important for the FBI to look at this and to inter-
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view these people and find out what happened up and down the
line. And we will be looking at it, as well, in 2006.

Mr. ScHIFF. Well, even as to the false statements themselves, in
these exigent letters that said that subpoenas were forthcoming
when they were not, let me ask you, Ms. Caproni, if a local cop in
the city of Burbank in my district wrote letters to the phone com-
pany, or went out and served letters on the phone company, saying
that Federal grand jury subpoenas would be forthcoming, because
that local cop wanted to get information that maybe he could not
get another way, or could not get as quickly another way, and you
learned about this practice, that cop would be under Federal inves-
tigation, wouldn’t he?

Ms. CAPRONI. Congressman, I really do not know that. I do not
think you have given me enough facts to say whether that would
or would not be the case.

Mr. ScHIFF. Well, a local police officer acting under the color of
Federal law, demanding records, claiming a Federal process that is
nonexistent, that would not be an issue for a Federal investigation?

Ms. CAPRONI. It would certainly be troubling, much as the prac-
tices that were taking place in the CAU unit are troubling.

Mr. ScHIFrF. Well, you know, having worked in the Corruption
Section of the U.S. Attorney’s Office in L.A., I can tell you it would
be more than troubling. You would have FBI agents assigned to in-
vestigate that local cop.

It does not seem to me to be any different to have FBI agents
giving telecommunications providers letters saying that subpoenas
are forthcoming when they are not.

When did your office discover that these old New York form let-
ters were being used to get information?

Ms. CAPRONI. Sometime in 2006.

Mr. ScHIFF. You know, there is a report in The Washington Post
that indicates the head of the Communications Analysis Unit, the
same unit that drafted most of these letters, warned superiors
about the problems in early 2005.

Do you know anything about that?

Ms. CAPRONI. I know what I have read in the paper, and I know
that the Inspection Division is going to do a full inspection of this
to see what exactly the unit chief said.

Mr. ScHirr. Well, I am asking you to go beyond what you have
read in the paper, and we all know what the IG is going to do.

When did you first learn about the fact that the head of the unit
that was drafting these letters had warned superiors—do you know
who those superiors are?

Ms. CAPRONI. I do not know who he says he warned.

Mr. ScHIFF. Were you warned by him?

Ms. CAPRONI. No.

Mr. ScHIFF. Do you know if anybody in your office was warned
by him?

Ms. CAPRONI. I am not sure that I even necessarily agree that
there was a warning. I know that there were—and I knew gen-
erally that there were what I understood to be bureaucratic issues
within that unit. That did not include

Mr. ScHIFF. You keep on describing these bureaucratic issues. I
find an interesting kind of mix of an acceptance of responsibility
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in your statement and a denial of responsibility. You seem to ac-
cept responsibility for mistakes others have made, but acknowledge
very little responsibility on behalf of the office you run.

It is primarily your office that is intended to advise the agents
about how to comply with the law, particularly in an area where
the courts are not scrutinizing it, as you pointed out, in a process
that lacks transparency.

Isn’t that fundamentally the job of your office?

Ms. CAPRONI. That is fundamentally the job of my office.

Mr. CONYERS. The time of the gentleman has expired.

The Chair recognizes Louie Gohmert of Texas.

Mr. GOHMERT. Thank you, Mr. Chairman. I appreciate that.

I am very pleased that when we renewed the PATRIOT Act, we
did insert the provision that would require this Inspector General
report so that we could find out this information that is so very im-
portant.

In your report, your indications, Mr. Fine, were that the FBI did
not provide adequate guidance, adequate controls, or adequate
training on the use of these sensitive authorities; and that over-
sight was inconsistent and insufficient.

Ms. Caproni, as I understood Director Mueller to say last week,
he took responsibility for the lack of training and experience, and
that troubled me a great deal. You had indicated earlier that peo-
ple of, I guess, our generation and especially those in the FBI had
grown up with accountability, knowing they could be cross-exam-
ined. And yet, it seems that the overzealousness that Mr. Cohen
spoke of often is found in maybe new agents who do not have the
time on the ground, the experience.

Wouldn’t you agree that is sometimes found in newer agents who
lack the training and experience?

Ms. CAPRONI. I do not know in this case if this is an issue of
young agents versus old agents. I just do not know the answer to
that.

Mr. GOHMERT. Well, are you familiar with the new personnel pol-
icy that this Director instituted in the FBI that is affectionately,
or unaffectionately, called the “up or out policy”?

Ms. CAPRONI. Yes, sir, I am.

Mr. GOHMERT. You know, I appreciate the Director last week
saying that we welcome more oversight; I appreciate your openness
in that regard. But just in my couple years of being in Congress,
it seems to me that the FBI, at the very top at least, was not inter-
ested in oversight and was set on intimidating anybody who really
wanted to pursue that.

I know we have one Member of Congress, a former FBI agent,
who had indicated to me that—because many of us who are very
familiar with many FBI agents, we have been hearing that this
policy was causing the FBI to lose some of their best supervisors.

The policy is basically—as I understand it, once you have been
a supervisor for 5 years, then you either have to move up to Wash-
ington or move out, that you cannot be a supervisor; and that we
have lost many of our best supervisors, and we just put new, inex-
perienced people in supervisory capacities. And this was something
that Mike Rogers, a former FBI agent and a Member of Congress,
wanted to talk to someone about; and when he finally was able to
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get somebody to agree, in a supervisory position, he goes back to
his office and his whole office staff is out in the hall because the
FBI has come over and done a sweep of his office that was really
unnecessary, and it seemed to be more about intimidation.

One of the most outspoken critics of the FBI in the last couple
of years has been Curt Weldon, and we know that, back in Sep-
tember-October, the FBI announced, well, gee, he is under inves-
tigation just at a perfect time to get him defeated. And so it seems,
when we find out that there are all of these 143,000 letters that
were inappropriately requested and that, gee, somebody asked
tough questions of the FBI personnel and they may very well be
the 143,000 and first letter in the next batch inquiring about their
own records, that there has not been this desire for oversight, but
there has been quite some intimidation.

So I am curious, has there been any revisiting of this up-or-out
policy to get rid of the best trained and experienced supervisors
since this lack of training and experience and inadequate guidance
and controls have come to light?

Ms. CAPRONI. Congressman, the period of time covered by Mr.
Fine was at a period of time when those supervisors would have
still been in place. What we have seen, actually, is that the 5-year
up-or-out has encouraged people to bid for and seek promotion to
higher positions, which has been a net positive.

Now, I know that you have an interest in this, and I know that
there were agents who were not happy about the policy. The Direc-
tor feels very strongly that it is an appropriate policy, that it does
move good supervisors up in management so that they have a
greater span of control, so that we can further benefit from the
skill sets that they have from their tenure at the Bureau.

Mr. GOHMERT. So the answer is, no, you are not revisiting the
policy? Is that your answer?

Ms. CAPRONI. That is correct.

Mr. GOHMERT. Okay. I just wanted to weed through and get to
the answer. Thank you.

Now, with regard to these letters, it is deeply troubling because
we have been hearing about how important they were in order to
get this information. But you know—I mean, we had assurances
from everybody from the AG on down that there was adequate
oversight, that there was adequate training.

What suggestions—since you are not changing any personnel
policies, what actual structural policies within the FBI are going to
change to make sure that there would be adequate oversight just
in case the NSLs were allowed in the future?

Ms. CAPRONI. Again, we are going to do substantially more train-
ing. Agents are now being placed into career paths, and they are
going to be required, after their time at Quantico, to return to
Quantico for sort of a postgraduate period. That will have extensive
training for those agents who are on the national security career
track.

We are also implementing an auditing practice that will include
Department of Justice lawyers, inspectors from the FBI, and FBI
lawyers to go out and methodically audit the use of the National
Security Letters.
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More generally, we are going to create a compliance program
within the Bureau that will be interdisciplinary, and it will make
sure that—not just with National Security Letters. I mean, this is
one tool, and it is a tool that, as indicated in this report, we need
better controls on. Our concern is that there may be other things
that we need to make sure that we have gotten better controls on,
that we think we have given perfectly clear guidance on, but in
terms of execution in the field, we have got some problems.

So, again, I cannot say enough that we take this report ex-
tremely seriously. We know we have got issues. We know we have
got problems. The Director and upper management are absolutely
committed that we are going to fix this.

Mr. CONYERS. Your time has expired.

Mr. GOHMERT. Thank you, Mr. Chairman.

Mr. CONYERS. Mr. Artur Davis from Alabama is recognized.

Mr. Davis. Thank you, Mr. Chairman.

Ms. Caproni, give me your best legal assessment. Would the ex-
clusionary rule apply to any evidence obtained from the improper
issuance of these letters?

Ms. CAPRONI. Probably not, but I have not, quite frankly, given
that a great deal of thought. It is not a fourth amendment viola-
tion. The exclusionary rule clicks in when you have got a fourth
amendment violation. These records are being held by third-party
businesses, so it is not a fourth amendment problem.

Mr. Davis. Well, would there not be fourth amendment implica-
tions if information were obtained as a result of the improper use
of Federal statutory authority?

Ms. CAPRONI. There would be other problems, but I do not think
there is a fourth amendment problem.

Mr. Davis. Well, do you think that there would be a practical
problem?

A classic hypothetical: If a National Security Letter were improp-
erly issued, and it turned out later on there was perhaps a valid
basis for the issuance of a warrant, wouldn’t that possibly be com-
promised or wouldn’t the emergence of a valid basis later on be
compromised by the misuse of an NSL?

Ms. CAPRONI. Again, I am always leery of responding to
hypotheticals. All I can say is, there is no—we are not minimizing
this. We do not want any improper use——

Mr. DAvis. So you are not sure. Let me follow up on Mr. Schiff’s
questions.

Are you familiar with the name Bassem Youssef?

Ms. CAPRONI. Yes, sir, I am.

Mr. DAvis. Mr. Youssef, as I understand it, was in charge of the
Communications Analysis Unit at the Bureau; isn’t that right?

Ms. CAPRONI. He was, beginning in the spring of 2005.

Mr. Davis. Is it accurate that Mr. Youssef raised concerns about
the misuse of the NSLs to his superiors?

Ms. CAPRONI. That will have to be determined through the in-
spection. I do not know the answer to that question.

Mr. Davis. Well, you know that that has been reported, and I as-
sume, Mr. Fine, neither you nor Ms. Caproni has any basis to dis-
pute what Mr. Youssef's lawyers are saying about his making that
report.
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th. CAPRONI. I would note that Mr. Youssef is in litigation with
the FBI.

Mr. Davis. That is not what I asked you. I asked you if you had
any basis to dispute this report.

Ms. CAPRONI. I do not know one way or the other.

Mr. DAvis. Mr. Fine, do you have a basis to dispute that there
were complaints raised by the former head of the Communications
Analysis Unit?

Mr. FINE. We did not review what he did, what he

Mr. DAvis. Mr. Fine, how is it possible that you did not review
the fact that the former head of the unit raised questions about the
misuse of the NSLs? How is it remotely possible that was not re-
viewed?

Mr. FINE. We reviewed what happened in that unit and what
was issued; and we did review the discussions that occurred be-
tween the Office of General Counsel, and that included——

Mr. Davis. Mr. Fine, the head of the unit—not a secretary, not
an intern, not a line officer—but the head of the unit raised con-
cerns. How is it possible that you did not conduct an interview of
Mr. Youssef?

Mr. FINE. We did interview Mr. Youssef, and we did not hear
that concern from him. And, in fact, from the interview of Mr.
Youssef and also from the review of the records, we saw that he
had signed a letter. And many letters were signed

Mr. DAvis. Are you disputing that Mr. Youssef complained about
the improper issuance of NSLs?

Mr. FINE. To his superiors?

Mr. DAvis. Yes.

Mr. FINE. I do not know that. I do know——

Mr. Davis. Did you ask him?

Mr. FINE. I do not believe we—I am not sure whether we asked
that question, but——

Mr. Davis. Mr. Fine, how do you possibly not ask the head of the
unit if he had any concerns about whether or not the statute was
followed? How does that possibly not come up as a question?

Mr. FINE. We did ask him, and we questioned him extensively,
our attorneys did, about the communications between the Office of
General Counsel, which was that

Mr. Davis. Well, did he say that he raised questions?

Mr. FINE. Not that I am told, no.

Mr. Davis. Not that you remember or not that you were told?
Which one?

Mr. FINE. Well, I actually did not do the interview, but let me
just check.

[Brief pause.]

Mr. Davis. While you are working on the answer to that, Mr.
Fine, the rather obvious observation is that I hope that your time
to get the answer is not taken out of my time.

If you have the head of the Communications Analysis Unit rais-
ing questions about how that unit does its work, it is a little bit
amazing to me that you are having to search your memory as to
what happened during the interview.

But let me move on.

Mr. FINE. Well
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Mr. DAvIs. Is it true—well, my time is limited, Mr. Fine.

Is it true that Mr. Youssef won the Director of Central Intel-
ligence Award in 1995 for his work infiltrating the group that tried
to blow up the Trade Center in 1993?

Mr. FINE. I have heard that.

Mr. Davis. Do you have any reason to dispute it?

Mr. FINE. No.

Mr. DAvis. Is it true that Mr. Youssef was the legal attache to
Saudi Arabia during the time that the Khobar Towers bombing
was being investigated?

Mr. FINE. I have no reason to dispute that.

Mr. DAvis. Is it true that Mr. Youssef received outstanding per-
sonnel evaluations during that time?

Mr. FINE. I have no reason to dispute that.

Mr. Davis. So you have someone who was the head of a unit,
who had won awards for his intelligence work, who apparently re-
ceived superior evaluations, raising concerns about how his unit
was being conducted; is that accurate?

Mr. FINE. I am not sure it is accurate. I am not——

Mr. DAvis. What is inaccurate about it?

Mr. FINE. What is inaccurate is that it is not clear what concerns
he raised and what he did to stop this. And we did look——

Mr. DAvis. Again, Mr. Fine—I know my time is up. If the Chair-
man would indulge me for one question.

I guess I am searching for what is opaque about this. This gen-
tleman was in a very important position; he was in charge of the
unit. You admit that you interviewed him, but your memory seems
foggy as to what you asked him, and your memory seems foggy as
to whether or not he raised concerns to his superiors and what the
concerns were.

I cannot imagine a more important interview that you could have
conducted.

Mr. FINE. We did conduct that interview, and we went over ex-
tensively what the concerns were between him and the General
Counsel’s Office and the attempts to put the exigent letters——

Mr. Davis. Who did he raise these concerns with?

Mr. CoNYERS. The gentleman’s time has just about expired.
What I would like to do is to give the Inspector General an oppor-
tunity to fully finish his answer.

Mr. FINE. We did interview Mr. Youssef, Congressman, and we
did not find that, as a result of his actions, the problems were cor-
rected. We did find, through review of the NSLs, that he signed
one, that under his leadership these exigent letters continued; and
we saw the efforts between the Office of General Counsel and the
CAU to correct this, which did not occur, and we did not see that
he put a stop to this.

However, we did not do——

Mr. Davis. Was he of the power to put a stop to it?

Mr. FINE. He was the head of the unit.

Mr. CONYERS. Just a moment. If my colleague will suspend, I
want him to be able to complete his answer before we go on to the
next Member.
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Mr. FINE. We did not see that this practice was stopped during
his time. There was an attempt to sort of provide NSLs reasonably
soon after the exigent letters, but the exigent letters continued.

And it is important to determine who did what, when and how;
and the FBI is going to do that, and we are going to look at that
very carefully, as well. But our review was not to look at
everybody’s actions up and down the line, including his or others’
to determine what steps each one of them took.

What we tried to do is present the problem and the issue and
make sure that it stopped as a result of it.

Mr. CONYERS. The gentleman’s time has expired.

. The Chair recognizes Darrell Issa, the gentleman from Cali-
ornia.

Mr. IssA. Thank you, Mr. Chairman.

I guess I will start off slowly and just follow up on Mr. Gohmert
for a second. It does seem amazing that an organization of excel-
lence, as the FBI has historically been, would adopt a “We have got
to get you to the Peter Principle achievement level with this up-
or-out policy,” and I would strongly second Mr. Gohmert, what I
think he was saying, which is, if you have people who can be very
good at what they do at the beat levels, so to speak, of the FBI in
various positions—if they can, in fact, be superb leaders at a level
that they are comfortable and, quite frankly, in a community that
they are comfortable living and working in and building more capa-
bility, rapport and analysis capability and you adopt an up-or-out
program—what you do is, you force them either to leave because
they do not want to leave communities they are attached to or,
quite frankly, you force them to a management level they may not
be comfortable with.

It is bad enough that the Army will not allow a great company
commander to continue being a company commander and must
force them to a staff position somewhere where they endlessly see
papers in the hopes that they someday will get a battalion com-
mand, but there is a certain amount of history there.

I strongly suggest that the FBI should not have a history that
people doing a good job at a given level be forced on. Having said
that, that is a management decision that the next Administration
hopefully will straighten out.

Speaking of management decisions, General Fine, I am a little
shocked that under this Attorney General, this Administration
seems to look at violations of constitutional rights for limited capa-
bilities that we have granted from this body, as the general counsel
said, “troubling.”

If what the FBI did was done by a private sector individual,
wouldn’t the FBI be arresting them? Wouldn’t the U.S. attorneys
be prosecuting people who played fast and loose with these rules?

Mr. FINE. It depends on the intent involved and what happened.

Mr. IssA. Okay. Let me back up.

If there were a pattern over time, as there is, of abuses piling
up to where it was clear that people knew it was happening—even
some people clearly made comments that it should not be hap-
pening, that it was inconsistent with the law, but it continued—
isn’t that a poster child for the FBI and for the U.S. Attorney’s Of-
fice to criminally prosecute people who do these things?
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Mr. FINE. Again, if there were an intent to do that as opposed
to a pattern of negligence, and also a knowledge of this, and we
went in and looked at it after the fact and found all sorts of prob-
lems and compiled a 126-page report which lays it out in black and
white, and it is, you know, a serious, serious abuse.

But at the time, were they aware of it? Did they know about that
and what their intent was? That is much harder to say. We did not
find evidence of criminal misconduct, but we certainly found evi-
dence——

Mr. Issa. Wait a second. Wait a second.

Piling up evidence that crosses the guidance we allow to pile up
that evidence, and you are saying that it is not criminal?

Mr. FINE. Well, you have to look at the individual allegations as
well. We looked at the files. We found in several files, in many
files, that there were no abuses. We found in others that there
were problems with them.

Mr. IssA. But there are no prosecutions and no dismissals; is
that correct?

Mr. FINE. Well, there are no prosecutions. The FBI is looking at
the evidence right now to see what people knew and what they did
not, whether it was because of any intentional conduct that they
knew they were doing wrong.

We did not see that, but we did not do a review where we asked
each individual, “What did you do and why?” we did a review of—
an audit of this to lay out the problems for the Congress.

Mr. Issa. Well, I would suspect that I join the Chairman and
many Members on both sides of the aisle in saying, I have serious
doubts about whether or not the Congress can continue to extend
capabilities that are not 100 percent adhered to and there are no
significant results when they are not adhered to, and then not feel
that what we are doing is giving the FBI the ability to violate peo-
ple’s constitutional rights.

You know, I heard today, well, geez, we would not exclude this—
and Congressman Schiff brought it out—we will not exclude this
information even though we played fast and loose; and we will not
dismiss and we will not prosecute.

Well, with all due respect, from the Attorney General on down,
you should be ashamed of yourselves. We gave—we stretched what
we could give in the PATRIOT Act. We stretched to try to give you
the tools necessary to make America safe, and it is very, very clear
that you have abused that trust, and when the reauthorization of
the PATRIOT Act comes up or any bill coming down the pike, if
you lose some of these tools, America may be less safe, but the
Constitution will be more secure, and it will be because of your fail-
ure to deal with this in a serious fashion.

I yield back.

Mr. CoNYERS. Thank you very much.

The Chair recognizes Keith Ellison, the gentleman from Min-
nesota.

Mr. ELLISON. Thank you, Mr. Chair.

Mr. Fine, I want to talk to you about your report recommenda-
tions starting with the exigent letters.

Wouldn’t it be better simply to adopt the FBI’s practice, current
practice, of simply banning the use of exigent letters? I notice that
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in your recommendations, or in what I believe are your rec-
ommendations, your suggestion is to take steps that the FBI not
improperly use the letters, but why not just say “no exigent let-
ters”?

Mr. FINE. Well, there should not be an exigent letter of the sort
that they use. There is a process under the statute to get emer-
gency information under certain conditions, and that is the way
they ought to do it. So that is a proper use of such a request.

They surely should ban the way they did it in the past.

Mr. ELLISON. And that would be a change by statute or a rule
change?

Mr. FINE. Well, it does not need to be a statute. There is a stat-
ute that allows voluntary disclosure if there is an imminent threat
and danger to the safety of an individual or others, and if there is
that exigent circumstance, they can get the information and use
such a letter. But what they should not do is combine it with an
NSL the way they did it in the past. They ought to completely sep-
arate that and follow the statute.

Mr. ELLISON. Right. So what you are saying is that the practice
in which the FBI was using the exigent letters combined with the
NSL was—if the statute were properly followed, then there would
not be the problem that we see today; is that right?

Mr. FINE. That is correct.

Mr. ELLISON. Now, what sort of sanctions do you think should be
applied, given the way that the FBI did use the NSL and the exi-
gent letters?

Mr. FINE. I think the FBI ought to look at this and look at the
individuals involved and find out if they inappropriately and know-
ingly misused the authorities. They ought to take appropriate ac-
tion against individuals, either management individuals who al-
lowed it to occur or individuals in the field; and if they had poor
performance, that ought to be assessed as well. So I think that
ought to be something that the FBI is looking at.

But I do not think they ought to say that simply because there
was a misuse of the statute inadvertently that that would nec-
essarily require misconduct charges against them.

Mr. ELLISON. Right. Well, you know, part of the problem here is
that the very nature of the act that allows for the expanded use
of the NSL is below the radar, and so it, by nature, lacks trans-
parency, which is why people are so upset that the abuses took
place.

But I guess my next question is, another recommendation that
you have made is that there be greater control files for the NSLs.
How would you envision that working?

Mr. FINE. No. There should be greater controls on the use of
NSLs. They ought to make sure that the people know when they
can be used and under what statute they can be used. There need
to be signed copies of the NSLs so that there can be an audit trail.
They have to be connected to an investigative file, not a control file.

Mr. ELLISON. Excuse me. I am sorry, Mr. Fine.

Do you see this as essentially a training problem?

Mr. FINE. I think it is a training problem. I think it is a super-
vision problem. I think it is an oversight problem. And I think it
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is a lack of adequate internal controls and is an auditing problem
as well.

Mr. ELLISON. Now, that brings me to the few questions I had for
Ms. Caproni.

Ms. Caproni, do you have the staff to make all of the changes
that are needed in order to have this program work properly?

Ms. CAPRONI. I would always like more resources.

Mr. ELLISON. No. I am asking you—that is not my point.

My question is, in order to—we could just simply go back to sta-
tus quo, anti—back to pre-PATRIOT Act where NSLs were author-
ized, but not the expanded use of them that we have now. That
could be one way to simply solve this problem.

But my question is, at this time, do you have the staff to provide
the training, to provide the controls that are called for by the rec-
ommendations?

Ms. CAPRONI. I do. We are going to get some more staff that we
have already discussed. We are going to get some analytic help, be-
cause we think that some of this would have been detected if we
had had good analytic help so that we could see trends.

But I think that we have enough lawyers. I think we can do
what needs to be done. We are going to have assistance from De-
partment of Justice lawyers for some of this, but I think we have
sufficient resources.

Mr. ELLISON. Ms. Caproni, if you have the sufficient resources,
why didn’t you use them before? I mean, I guess the question that
comes up in my mind is that you either do not have the resources
to effectuate the changes that have been recommended or you do.
And if you do, why weren’t they applied?

Ms. CAPRONI. This report told us a lot that we just did not know.
I mean, I will fall on that sword again, which is that we learned
a lot from this report, and we are going to make changes.

I think I have got the personnel to do it. I think we have got the
resources. We are going to make the resources available.

This is important to us. It is important to us to regain the con-
fidence of the American people and to regain the confidence of this
Committee. You are one of our oversight Committees, and you are
very important to us, and we are not—trust me, I am not happy
that we have this report and that I am in the position of saying,
you know, we failed.

Mr. ELLISON. Ms. Caproni, if I could just go back to Mr. Fine.

Mr. Fine, one of the changes that was made in the PATRIOT Act
was to say that, I think, people other than headquarters officials
could issue these letters.

Should the authority for the issuance of the letters be retracted
to what it was before the PATRIOT Act?

Mr. FINE. I am not sure of that, and I do not want to necessarily
give legislation that should occur.

I do think it is important, if that authority is out there, that it
has to be overseen; and bringing things back to headquarters may
or may not be the answer. As you will recall in the September 11th
attacks with the Moussaoui case, one of the concerns was head-
quarters was controlling the field too much, and so there are con-
siderations on both sides of this issue. I do think that when it does
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go out there, it has to be used appropriately and overseen appro-
priately.

Mr. ELLISON. But if you had a narrower route through which
these letters were authorized, wouldn’t you have greater account-
ability?

Mr. FINE. You could. You could have greater accountability.

On the other hand, the effect of this could be diminished signifi-
cantly, so I think that is the balance that has to be struck.

Mr. CoNYERS. The time of the gentleman has expired, but I
would like to say to Mr. Ellison that he has raised a point that we
need to try to figure out at this hearing: Are there in existence the
resources that are required and needed to reveal all of these people
who have been abused or who have been violated by this system?

For this hearing to close down—the gentleman from California,
Mr. Berman, will be recognized next—without our having figured
out, for example, that we do not have anywhere near the resources,
as I have been talking with the gentleman from California, Mr.
Lungren, about, either in the Federal Bureau of Investigation or in
the Office of the Inspector General.

If resources do not exist here, we may end up very well cor-
recting everything from this point on, but how many thousands of
people will have been violated to whom we will all be saying, from
now on, not to worry, that it is all over with?

That is a troubling consideration, Mr. Lungren, that we have had
under discussion, that I am still looking for the answer to.

So I recognize the gentleman from California, Mr. Berman.

Mr. BERMAN. Well, thank you very much, Mr. Chairman.

Mr. Fine, section 126a of the PATRIOT Act requires that not
later than 1 year after the date of enactment of this act the Attor-
ney General shall submit to Congress a report on any initiative of
the Department of Justice that uses or is intended to develop pat-
tern-based data-mining technology.

The 1-year deadline expired on March 9th of this year. To my
knowledge, we have not received this report. Can you give us an
update on the progress of this report?

Mr. FINE. From the Attorney General, no, I cannot give you
progress. That is not my office. But I certainly can bring back that
question to the Department.

Mr. BERMAN. But I thought——

Ms. CAPRONI. Congressman, I, unfortunately, can tell you. Yes,
it was not submitted on time. I think we sent a letter indicating
that it is still being worked on. I saw a draft going back across be-
tween us and the DOJ, so it is being worked on.

Mr. BERMAN. Okay. Well, then, let me ask you.

As T understand the audit that the Inspector General has under-
taken, information from the National Security Letters is routinely
added to the FBI’s internal automated case system, which has
about 34,000 authorized wusers; and then it is periodically
downloaded into the Investigative Data Warehouse, which has ap-
proximately 12,000 users.

Is it possible that other agencies of the Federal Government, or
anywhere, are using information in that Investigative Data Ware-
house for data-mining purposes?
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Ms. CAPRONI. For data-mining purposes, I do not know the an-
swer to that. I mean, they could get access to it as appropriate for
their agency.

Mr. BERMAN. So it is possible?

Ms. CAPRONI. I do not know the answer. I do not know.

Mr. BERMAN. You do not know if it is possible, or you do not
know if they are?

Ms. CAPRONI. I do not know what they are doing with it, and I
do not know what rules and restrictions govern them, so I just can-
not answer that question.

Mr. BERMAN. Well, let me get one thing clear.

Is the report that we are awaiting an Inspector General’s report
or an Attorney General’s report?

Ms. CAPRONI. An Attorney General’s.

Mr. BERMAN. An Attorney General’s report. All right.

So will that report include the data-mining of information in the
Investigative Data Warehouse by agencies not within the Justice
Department? This report that you have seen circulating, will it in-
clude the data-mining of information by other agencies from the
Justice Department’s Investigative Data Warehouse?

Ms. CAPRONI. It does not, but I do not know whether that means
that no such activities are occurring or because it is not within the
scope of the request.

Mr. BERMAN. Well, since I was involved in this language, we
think that since the database is under the purview of the Depart-
ment of Justice, the use of it by other agencies would be included
in that report under section 126a.

Ms. CAPRONI. I will make sure that the people at DOJ under-
stand that that is your interpretation of it.

Unfortunately, I have been in the world of NSL and this report,
and I have not been in the world of the data-mining report, so I
just have not read it, so that is why I cannot answer your question.

Mr. BERMAN. So you have not been personally involved in deter-
mining whether other agencies are being cooperative on how they
are using the data from the—I take it you do not.

Ms. CAPRONLI. I do not. I just have not been involved in it.

Mr. BERMAN. If you, subsequent to this hearing, could get that
information and pass it on to me, I would be very grateful.

Ms. CAPRONI. Certainly, I can.

Mr. BERMAN. The information about whether the report will talk
about other agencies’ use of the Justice Department’s Investigative
Data Warehouse for data-mining purposes.

Ms. CAPRONI. Again, I will make sure that the Department un-
derstands your position.

Mr. BERMAN. Thank you.

Mr. LUNGREN. Would the gentleman yield to me——

Mr. BERMAN. I would be happy to.

Mr. LUNGREN [continuing]. So I could ask a question?

Ms. Caproni, one question just came to mind, and that is, part
of this testimony today has talked about how agents in the field
and special agents in charge in the field did not get the proper
legal advice from, I presume, people who report to you, that they
were not challenged as to the legal sufficiency of the NSLs or of
the exigent letters; is that correct?
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Ms. CAPRONI. I think that comment was relative to the lawyers
in the field, who actually do not report to me.

Mr. LUNGREN. Whom do they report to?

Ms. CAPRONI. They report to the special agents in charge. They
report to their field office head. That is one of the things that Mr.
Fine has suggested that we look at, and that is actively under dis-
cussion at the Bureau right now, whether that reporting structure
should change.

Mr. LUNGREN. So they do not report to you at all?

Ms. CAPRONI. No, sir, they do not.

Mr. LUNGREN. So they were on their own in the advice they were
giving of a legal nature to the agents and to the special agents in
charge to whom they report?

Ms. CAPRONI. On a reporting basis, they do not report to me. I
do not supervise them.

I am in charge of the legal program. So we provide the CDCs.
That is their title. We provide them with substantial legal advice,
and they frequently call us when they have questions, but I do not
rate them, and they do not report to me. I do not hire them; I do
not fire them.

Mr. LUNGREN. I know, but what I am trying to figure out is, if
these attorneys report to the SAC, does that make it more difficult
for them to tell the SAC that he or she is wrong when they are
asking for one of these letters?

Ms. CAPRONI. That is the concern that Mr. Fine has raised. I
mean, [——

Mr. LUNGREN. Well, do you share that concern?

Ms. CAPRONI. I do share that concern.

Mr. LUNGREN. Could that be one of the real problems we have
got here?

Ms. CAPRONI. I will say there are arguments both ways, Con-
gressman. It is not—and the reason I say that is because I report
to the Director of the FBI, and I do not have any problem telling
the Director of the FBI my legal advice; and if he does not like it,
it is still my legal advice.

That is what the CDC should be doing, but whether they——

Mr. LUNGREN. My experience has been that the SACs are pretty
important people in their various offices, and most people generally
think they are the top dogs, and we have this problem where, ap-
parently, good legal advice either was not given or was not accept-
ed, and maybe that is something we ought to look at if you folks
will not look at it.

Ms. CAPRONI. Again, we are actively looking at that very ques-
tion of whether the CDC reporting structure should change.

Mr. LUNGREN. And I thank the gentleman from California for
yielding, although he is not here to receive it back.

Mr. CONYERS. I thank you all.

The gentleman from Minnesota had one last question that I have
agreed to entertain, if you will.

Mr. ELLISON. Thank you, Mr. Chair.

My question is, of all of the letters that have been issued and of
all of the inaccurate and improper data that has been set forth,
clearly some information came back; and in the cases where indi-
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viduals’ information was obtained in violation of the rules and of
the statutes, what has happened?

Have these individuals been notified? What recourse do they
have? What is the story on the people?

Ms. CAPRONI. The people are not notified. Their records are re-
moved from our databases, and the records are destroyed.

Mr. FINE. That is correct.

Mr. CoNYERS. Thank you very much.

Ladies and gentlemen, this has been an excellent hearing. We
thank the witnesses for continuing in an extended period of exam-
ination. We will all be working together. There are 5 legislative
days in which Members may submit additional questions to you
and send them back as soon as you can.

We also want to enter into the record Caroline Fredrickson’s
statement on behalf of the American Civil Liberties Union, Con-
gressman Coble’s Department of Justice facts sheet release. We
also have The New York Times, which officially alerted the FBI to
rules abuse 2 years ago, dated March 18th. And we also have a let-
ter being hand-delivered to the general counsel, dated today, March
20th, which asks her for additional information.

The record will be open for 5 additional days, and without any
further business before the Committee, the hearing is adjourned.
We thank you for your attendance.

[Whereupon, at 12:45 p.m., the Committee was adjourned.]
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Thank you, Mr. Chairman for holding this hearing. Let me also
welcome and thank our witnesses, Mr. Glenn A. Fine, the Inspector
General for the U.S. Department of Justice; and Ms. Valerie Caproni,
the General Counsel of the Federal Bureau of Investigation.
The purpose of today’s hearing is to review the Inspector

General’s Report on the FBI's Use of National Security Letters
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(NSLs). That report has raised widespread concerns regarding the
manner in which federal agencies investigate individuals. The
Inspector General’s Report identified several serious issues regarding
the FBI's methods of reporting to Congress its use of NSLs, the
manner in which it collects, retains, and uses information, and the
implications these methods have on individual privacy rights.

Specifically, the Report states that that the FBI has reported
inaccurate and incomplete data to Congress. Additionally, the report
documents improper methods used by the FBI to acquire data on
individuals. Exacerbating matters, it appears that the FBI has
retained information collected on individuals indefinitely even in
cases where the individual involved has no direct or substantial
relevance to any terrorism investigation. This pattern of conduct, of
course, raises serious concerns regarding the privacy rights and civil
liberties of American citizens and residents.

Mr. Chairman, “National Security Letters” (NSLs) are written
directives to provide information that the FBI issues directly to third
parties, such as telephone companies, financial institutions, Internet
service providers, and consumer credit agencies. Under current law,

NSLs are not subject to judicial review. Over the last 20 years,
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Congress has enacted a series of laws authorizing the FBI to use NSLs
to obtain four types of information in terrorism, espionage, and
classified information leak investigations without obtaining warrants
from the Foreign Intelligence Surveillance Court or approval from
another court. The four types of information are:
1. financial institution customer records;
2. certain communication service provider records;
3. certain financial information and consumer reports, and credit
agency consumer records for counterterrorism investigations;
4. %Irllincial information, records, and consumer reports.
Prior to September 11, 2001, and the enactment of the Patriot
Act, the authorizing statutes which governed NSLs required that prior
to their issuance a senior FBI Headquarters official certify that the
FBI had “specific and articulable facts giving reason to believe that
the customer or entity whose records are sought is a foreign power or
agent of a foreign power” as defined in the Foreign Intelligence
Surveillance Act of 1978.
In the wake of the September 11, 2001 attacks, the
Administration expressed concern about the delays in effectuating the
preparation and ultimate dissemination of NSLs and prevailed upon

the Congress to enact the USA PATRIOT Act, which, inter alia,

relaxed the standard that must be satisfied to warrant the issuance of



275
_4-

a national security letter. The Patriot Act substantially expanded the
FBI's preexisting authority to obtain information through NSLs in
four ways. First, it eliminated the requirement that the information
sought in an NSL must pertain to a foreign power or an agent of a
foreign power and replaced it with the lesser showing that the
information requested was “relevant to or sought for an authorized
investigation to protect against international terrorism or espionage.
Second, it authorized the issuance of NSLs by heads of FBI field
offices and instead of senior FBI headquarters officials.

Third, it permitted NSLs to request information from
communications providers, financial institutions, and consumer
credit agencies about persons other than the subjects of FBI national
security investigations so long as the requested information is
relevant to an authorized investigation. Finally, it allowed any federal
government agency (not merely the FBI) investigating or analyzing
international terrorism to obtain a consumer’s full credit report.

When it reauthorized the PATRIOT Act in 2005, Congress
directed the Department of Justice’s (DOJ) Office of the Inspector
General (OIG) to review “the effectiveness and use, including any

improper or illegal use, of national security letters issued by the
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Department of Justice.” The OIG was also directed to review the use
of NSLs for two time periods: calendar years 2003 through 2004, and
calendar years 2005 through 2006. The first report was turned into
Congress this month. The second report is due on December 31,

2007.

Congress directed the OIG’s review to include the following:

1) An examination of the use of NSLs by the DOJ during
calendar years 2003 through 2006;

2) a description of any noteworthy facts or circumstances
relating to such use, including any improper or illegal use of
such authority;

3) an examination of the effectiveness of NSLs as an
investigative tool, including-

A) the importance of the information acquired by the DOJ
to the Intelligence activities of the DOJ or to any other
department or agency of the Federal Government;

B) the manner in which such information is collected,
retained, analyzed, and disseminated by the DOJ,
including any direct access to such information (such as
to “raw data”) provided to any other department, agency,
or instrumentality of Federal, State, local, or tribal
governments or any private sector entity;

C) whether, and how often, the DOJ utilized such
information to produce an analytical intelligence product
for distribution within the DOJ, to the intelligence
community . . . or to Federal, State, local, or tribal
government departments, agencies or instrumentalities;
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D) whether, and how often, the DOJ provided such
information to law enforcement authorities for use in
criminal proceedings; . . . .

Further piquing Congress’s interest in the FBI's use of NSLs was
a November 6, 2005 Washington Post article that reported that the
FBI issued 30,000 NSLs every year, a hundred fold increase over
historical practices. The article suggested that the FBI was using NSLs
to spy on ordinary Americans. In effect, the article highlighted the
breadth of the use of NSLs.

The Report completed and submitted by the OIG documents at
least six different types of troubling findings. First, the FBI's practice
of collection and retention of information obtained from NSLs was
problematic because the FBI had no policy or directive requiring the
retention of signed copies of NSLs or any requirement to upload NSLs
in the FBI’s case management system. Second, in many important
respects the data rRegarding National Security Letters issued by the
FBI from 2003 through 2005 was incomplete and inaccurate.

Third, the volume of National Security Letter requests involving
persons in the United States increased dramatically during the period
2003 through 2005. Fourth, notwithstanding the FBI’s claims that

NSLs are an effective investigative tool, the FBI did not possess data
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to substantiate the efficacy of NSLs in criminal investigations and
prosecutions. Fifth, the OIG Report identified many instances where
NSL were used improperly or illegally. Last, the OIG Report
documents numerous instances where the FBI failed to comply with
its own policies and guidelines regarding the issuance and use of
NSLs.

The purpose of this hearing to learn more about what went
wrong with the NSL process and what, if anything, can be done to fix
it. T am pleased that we have before us today the author of the OIG
Report and the chief legal officer of the FBI to shed light on this
important subject. I look forward to their testimony.

Thank you, Mr. Chairman. I yield back my time.
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Congresswoman Linda T. Sanchez

Statement for The Record
March 20, 2007
Full Committee Hearing on “The Inspector General’s
Independent Report on the F.B.I.’s Use of National
Security Letters.”

We all agree that protecting our nation and fighting terrorists
is a national priority. But our democracy is not so cheap that we

should advance our security at the expense of our civil liberties.

In 2004, the District Court for the Southern District of New
York, concluded that the practice of issuing National Security
Letters violates the Fourth and First Amendments. The court
stated that they have “the effect of authorizing coercive searches

effectively immune from any judicial process."

We face very real threats from terrorists who have no respect
for life, liberty, or democracy, but we cannot jeopardize the great
principles this country was founded on. If we continue to allow
the Constitution to be chipped away we will have let those that
hate this country win. If we protect our nation by destroying our
deepest principles, we need no outside enemies. We will have
done the job for them.
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I applaud the Inspector General, Mr. Fine, for shedding some
light on the misreporting of National Security Letter issuances.
But I am still concerned that the system charges the Executive
Branch with policing itself. And as this report demonstrates, that

system is not working.

At the very best, this report reveals sloppy reporting; at the
very worst, it is evidence of a deliberate attempt to hide the truth

from Congress and the American people.

Over the past few weeks this Committee has learned
information about the Department of Justice that — even when
taken individually — is very disturbing. When one looks at the big

picture a pattern of abuse and cover-up emerges.

I do not advocate for practices that would hinder terrorism
investigations, and ultimately put American citizens in jeopardy.
But I believe that we have enough other tools to robustly protect
our country without jeopardizing the rights and liberties of our

citizens —the rights that make our nation worth protecting.
It is my hope that this hearing is just the start of this
Committee’s oversight activities on this matter. I thank the

Chairman for his leadership in holding this very important hearing.

Thank you, Mr. Chairman.
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RESPONSE TO POST-HEARING QUESTIONS FROM GLENN A. FINE, INSPECTOR GENERAL,
U.S. DEPARTMENT OF JUSTICE

Response to April 19, 2007, Questions From Chairman Conyers’
Follow-up to March 20, 2007, Hearing Before the House Judiciary
Committee

1. Your report mentions some problems reconstructing the actual
number of NSL requests. Will we ever know how many requests were
actually made or even whether they all were grounded in an “authorized”
investigation?

ANSWER: The FBI has stated that it is attempting to correct the data
previously reported to Congress on national security letter (NSL} usage
by correcting its database and, through a random sampling of 10 percent
of the total entries in the database, manually checking the entries
against relevant entries in its Automated Case Support System (ACS).
Based on the results of this audit, the FBI has stated that it will
supplement some of its prior reports to Congress. However, these steps
will only provide estimates of the total number of NSLs issued during the
relevant time periods. Moreover, we cannot say at this point whether
these efforts will enable the FBI to document that each NSL was
grounded in an authorized national security investigation.

For future reporting, the FBI has stated that it is developing a “workflow
tool” that it believes will automate much of the work that is associated
with preparing NSLs and related paperwork. The OIG will be closely
monitoring these developments and will report its findings and analysis
in our report due to Congress at the end of this year.

2. On page 109 of your Report, you explain that FBI agents are
accessing “NSL information about parties two or three steps removed
from their subjects without determining if these contacts reveal
suspicious connections.”

- Does this activity violate the standard that information sought
must be relevant to an authorized investigation?

ANSWER: The NSL statutes do not require the FBI to examine the
results of initial NSLs relating to the investigative subject before issuing
NSLs on persons two or three steps removed from the subject. So long
as the authorizing official certifies that the information requested is
“relevant” to, sought for, or necessary for an authorized investigation
(depending on the NSL statute involved), the FBI may request
information two or three steps removed from a subject at the outset of its
investigations. In our recent review, we did not see the FBI routinely
asking for NSL information two or three steps removed from its
investigative subjects, but we identified some instances where this
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occurred. We also noted periodic concerns about this issue in
communications between attorneys in the FBI’s Office of the General
Counsel’s National Security Law Branch (NSLB) and various field-based
Chief Division Counsels. The absence of any guidance on the use and
sequencing of national security letters also raised concerns that their use
could, in some cases, be inconsistent with the proviso in the Attorney
General’s Guidelines for FBI National Security Investigations and Foreign
Intelligence Collection (NSI Guidelines) requiring that the FBI use the
“least intrusive collection techniques feasible” in its investigations. For
this reason, we recommended that the FBI provide guidance and training
on the application of the Attorney General Guidelines’ proviso on using
the “least intrusive collection techniques feasible” to the use and
sequencing of national security letters.

3. Besides the FBI’s relationship with the three telephone companies,
did you find other instances in which the FBI formed close private sector
relationships?

- How do these private sector relationships affect the integrity, if at
all, of the FBI's operations?

ANSWER: The only private sector relationships that related to our review
of the FBI’s use of national security letters concerned the FBI's
contractual relationship with the three telephone companies. We found
that the expectations of the FBI’'s Communication Analysis Unit and the
telephone companies, as reflected in contracts and other documents we
reviewed, appeared to contemplate compliance with NSL statutes,
Attorney General Guidelines, and internal FBI policy. However, we found
that the use of exigent letters to obtain information from these three
telephone companies did not comply with these requirements.

4. How would you equate the FBI’s practice of using Certificate Letters
with the Federal Reserve Bank with its use of exigent letters with the
three telephone companies?

ANSWER: As noted in our report, we believe the FBI circumvented the
Electronic Communication Privacy Act when it issued exigent letters to
obtain records from the three telephone companies. We also believe the
FBI violated the NSI Guidelines and its internal policies in issuing the
exigent letters. In contrast, when we analyzed the FBI’s practice of
obtaining certain records known as Fedwire data from the Federal
Reserve Bank of New York in response to certificate letters rather than
Right to Financial Privacy Act (RFPA) national security letters, we could
not reach a definitive conclusion as to whether the practice violated the
RFPA. The reason we could not reach a definitive conclusion was that it
is unclear whether Federal Reserve Banks are “financial institutions” for
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purposes of the RFPA statute and whether Fedwire records are “financial
records” under the statute.

With respect to the FBI's use of both the exigent letters and
certificate letters, we noted in our report concerns about the ability of
NSLB attorneys to obtain accurate, timely, and complete information
from personnel in the Counterterrorism Division and the fact that NSLB
attorneys were not consulted prior to the institution of these practices.

5. On April 6, 2006, the U.S. Attorney General responded to a question
that was posed for the record by members of this Committee relating to
the status and efficiency of the automated tracking system that would
electronically connect the field divisions, FBI Headquarters, the FBI’s
National Security Law Unit, and the Office of Intelligence Policy

Review (OIPR). The Attorney General responded that the Foreign
Intelligence Surveillance Act Management System (FISAMS) has
continued and has been highly efficient -- now with over 5,000 registered
users. Based on your report, is it likely that the FISAMS, to the contrary,
has not been functioning at all?

ANSWER: We did not review FISAMS as part of our national security
letters or Section 215 reviews, and we therefore are not able to answer
this question.

6. The Attorney General indicated that the Assistant Director of the
FBI’s National Security Branch issued a communication, dated January
24, 2006, reiterating the importance of accuracy in the FISA process,
followed by a directive, dated February 2, 2006, requiring case agents to
open and maintain FISA-subfiles containing written substantiation for
each factual assertion contained in the FISA declaration. Please provide
copies of this information to the Committee since issuance of the
February 2 directive.

ANSWER: We did not review these directives in connection with our
national security letters or Section 215 reviews. Consistent with our
normal practices with regard to requests for FBI documents, we refer the
Committee to the FBI to obtain copies of these documents.

7. On February 6, 2006, the FBI instituted a FISA Renewal Review
Board, consisting of managers from OIPR, FBI, and the Criminal
Division's Counterterrorism and Counterespionage Sections, to evaluate
FISA renewal requests at regular intervals and to terminate non-
productive FISAs, facilitating the more efficient use of limited resources.
Can you comment on the substance and frequency of this Board’s
evaluation? Are the evaluations issued in writing? What is the ratio of
“productive” FISA renewal requests and “non-productive” ones?
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ANSWER: This subject was beyond the scope of the OIG’s report on the
FBI's use of national security letters. We believe the Committee should
address this question, in the first instance, to the FBI and the
Department’s National Security Division.

8. The Attorney General has told the Committee about the advent of a
half billion dollar “Sentinel” case management system for DOJ
investigative matters. He alluded to its proposed expansion to include
the work of U.S. Attorneys. Has this expansion occurred, and if so, what
divisions of the Department are interoperable with the U.S. Attorneys?

ANSWER: This question discusses two separate systems being developed
within the Department of Justice: Sentinel and the Litigation Case
Management System (LCMS). Below is a brief summary of each project
followed by our understanding of the interoperability of the systems.

The Sentinel case management system, initiated in 2005, is an ongoing
FBI project to provide the FBI with an electronic case system, moving the
FBI away from its current paper-based case management system. The
Sentinel upgrade, if implemented successfully, should allow for
significant improvements and efficiencies within the FBI, including the
immediate dissemination of case file information within the FBL
According to the FBI, the project is scheduled to be completed in
December 2009. Sentinel, which is being developed and implemented in
four phases, is currently nearing the completion of its first phase. While
the project is being developed by the FBI, the case management system
is being built to utilize a framework of applications that may be able to
be used by other investigative agencies within and outside the
Department of Justice once the system is fully operational. The OIG is
currently completing the third in a series of audits on the development
and implementation of Sentinel.

Separate from Sentinel, the Department of Justice awarded a contract to
Computer Sciences Corporation in May 2006 for the development of the
LCMS. This project is scheduled to be completed in 2010. The LCMS is
intended to provide the Department’s litigating divisions greater data
sharing capabilities through a centralized database with unique
interfaces for the various divisions. The implementation of the LCMS is
also to be phased, starting with the U.S. Attorney’s Offices followed by
other litigating divisions.

Based on our preliminary audit work on Sentinel, we believe that
Sentinel and the LCMS may be interoperable on some level once both
projects have been implemented. Sentinel is being built using the
National Information Exchange Model (NIEM), a set of enterprise-wide
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information exchange standards and processes. Although we have not
audited the LCMS project and have limited information about it, we
believe that the LCMS will likely also be implemented using the NIEM
standards. This data exchange capability could allow the FBI to provide
case information directly to the litigation divisions as cases move from
investigation to litigation.
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POST-HEARING QUESTIONS POSED TO VALERIE CAPRONI, GENERAL COUNSEL, FEDERAL
BUREAU OF INVESTIGATION, FROM CHAIRMAN JOHN CONYERS, JR.1

ORI, I B o
S LD R

.. Bouse of Bepregentatibes
Eommittee on the Fubicary
Eiastpuyton, ¢ 20B1A-G210
me Reuntiy Fenly Compeess

April 19, 2007

Ms. Valerie Caproni

Office of General Counsel
Federal Bureau of Investigation
950 Pennsylvania Avenue, NW
Washington, D.C. 20530-0001

Dear Ms. Caproni:

Thank you for your recent appearance before the House Committee on the Judiciary.
Your testimony on the Federal Bureau of Investigation’s use of National Security Letters was
insightful and will assist the Committee in its consideration of this issue.

Enclosed you will find additional questions from members of the Committee to
supplement the information already provided at the March 20, 2007, hearing. The Committee is
also still awaiting your responses to the questions contained in the March 20" letter that was
delivered to you at the hearing.

Also, please find a verbatim transcript of the hearing enclosed for your review. The
Committee’s Rule III (e) pertaining to the printing of transcripts is as follows:

The transcripts...shall be published in verbatim form, with the material requested
for the record...as appropriate. Any requests to correct any errors, other than
transcription, shall be appended to the record, and the appropriate place where
the change is requested will be footnoted.

Please deliver your transcript edits and written responses to the Committee on the
Judiciary by May 4, 2007. Please send them to the Committee on the Judiciary, Attention:
Renata Strause, 2138 Rayburn House Office Building, Washington, DC, 20515. If you have any
further questions or concerns, please contact Renata Strause at (202) 225-3951.

Sincerely,

::

John Cosiyers, ]
Chigitsiatn
cc: Lamar S, Smith

Enc

1At the time of publication, responses to post-hearing questions posed to Valerie Caproni had
not been received by the Committee on the Judiciary.
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Ms. Valerie Caproni
Page Two
April 19, 2007

1. Where exactly does the information obtained through NSLs reside and how is it shared
with other agencies? For example, does the information feed into the DOJ Regional
Sharing Systems or the DHS Automated Targeting System? Which government databases
does it feed into? If you do not have an accurate sense of how the data is shared or in
how many systems it currently resides, how will the Buzcau go about developing a
purging policy for irrelevant data or data gathered on innocent persons?

2. The L.G.’s report indicated that the FBI does not keep adequate track of the number of
U.S. persons affected in their data collection. How can we accept assurances about civil
liberties without accurate information regarding how many American residents have had
their personal, financial or internet records in the FBI's database?

3. How much tax-payer money were the three telephone companies (AT&T, Verizon, and
an unknown company) paid for their contracts with the FBI to release telephone records?
What specific statutory authority was the basis for the three contracts? Please provide the
Committee with copies of these contracts as well as the three memos requesting approval
of the contracts, and all related executive correspondence?

4. There is a claim that the FBI’s General Counsel’s office was initially unaware of the
existence of these contracts, but aren’t the procurement attorneys who approved the
contracts part of the General Counsel’s office?

-What is the general procedure for approval of such contracts?

-How can we be assured that the General Counsel’s office will not be out of the
approval process in the future?

5. Were you aware at the time of the 9 NSLs in one investigation that requested subscriber
information on 11,100 separate telephone numbers in 2004? When did you first learn of
that volume of requests?

6. According to a March 26, 2007 Washington Post article, the FBI has told its agents that
they may still ask phone companies to voluntarily hand over toll records in emergencies
by using a new set of procedures. The article further stated that agents may request the
records verbally in the most dire emergencies, without providing NSLs or subpoenas.
This suggests that the policy of addressing the exigent letters is to simply require that no
documentation is necessary. How does that solve the inherent problems surrounding the
use of the exigent letters?



288

Ms. Valerie Caproni
Page Three
April 19, 2007

10.

In the New York Times on March 19, 2007, it was reported that Bassem Youssef, who
was in charge of the Bureau’s Communications Analysis Unit, discovered the egregious
failure to meet the legal requirements for implementing the USA PATRIOT Act and
raised concerns with superiors soon after he was assigned to the unit in early 2005.

Specifically, his attorney cited him as recounting that “the bureau had frequently failed to
document an urgent national security need — proving ‘exigent circumstances,” — when
obtaining personal information without a court order through the use of ‘national security
letters®” and that “his superiors had initially minimized the scope of the problem and the
likely violation of laws intended to protect privacy.”

1 understand further from the New York Times on March 19, 2007, that Mr. Youssef,
who was born in Egypt, is suing the bureau for discrimination, charging that senior
officials improperly suspected his loyalties in part because of his Egyptian origins. What
is Mr. Youssef’s current employment status with the Bureau? If he no longer is employed
with the FBI, was he terminated and on what basis?

The Attorney General indicated that the Assistant Director of the FBI's National Security
Branch issued a communication, dated January 24, 2006, reiterating the importance of
accuracy in the FISA process, followed by a directive, dated February 2, 2006, requiring
case agents to open and maintain FISA-subfiles containing written substantiation for each
factual assertion contained in the FISA declaration. Please provide copies of this
information to the Committee since issuance of the February 2 directive.

On February 6, 2006, the FBI instituted a FISA Renewal Review Board, consisting of
managers from OIFR, FBI, and the Criminal Division's Couniertetrorisiit aid
Counterespionage Sections, to evaluate FISA renewal requests at regular intervals and to
terminate non-productive FISAs, facilitating the more efficient use of limited resources.
Can you comment on the substance and frequency of this Board’s evaluation? Are the
evaluations issued in writing? What is the ratio of “productive” FISA renewal requests
and “non-productive” ones?

The Attorney General has told the Committee about the advent of a half billion dollar
“Sentinel” case management system for DOJ investigative matters. He alluded to its
proposed expansion to inctude the work of US Attorneys. Has this expansion occurred,
and if so, what divisions of the Department are interoperable with the US Attorneys?
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LETTER FROM RICHARD C. POWERS, ASSISTANT DIRECTOR, OFFICE OF
CONGRESSIONAL AFFAIRS, FEDERAL BUREAU OF INVESTIGATION

.S, Department of Justice

Federal Bureau of Investigation

Washingion, D. C. 20335-0001

June 14, 2007

Hanorable John Conyers, Jr.

Chairman

Committee on the Judiciary

United States House of Representatives
Washington, D.C. 20515

Dear Mr. Chairman:

By letter to FBI General Counsel Caproni dated March 20, 2007, the Committee
requested responses to questions based on the hearing beld on that date concerning the FBY's use
of National Security Letiers. Thereafter, by letter ta General Counsel Caproni dated April 19,
2007, the Committee requested responses to additional question based on this hearing.

Today we delivered our responses to both sets of questions to the Department of
Tustice (DOT) for review and approval. DOJ will forward the responses to you directly following
their review.

Thank you for your patience as the FBI works with DOJ to develop appropriate
and thoughtful responses to these important inquiries.

Sincerely,

(bt hers

Richard C. Powers
Assistant Director
Office of Congressional Alfairs

Honorable Lamar S. Smith

Ranking Member

Cormmitlee on the Judiciary

United States House of Representatives
Washington, D.C. 20515
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PREPARED STATEMENT OF CAROLINE FREDERICKSON, DIRECTOR, WASHINGTON
LEGISLATIVE OFFICE, AMERICAN CIVIL LIBERTIES UNION (ACLU)

On behalf of the American Civil Liberties Union, its more than half a million
members and activists, and 53 affiliates nationwide, I thank Chairman Conyers and
ranking member Smith for holding today’s hearing on FBI abuse of National Secu-
rity Letters.

Over five years ago, in the wake of the terrorist attacks of September 11, 2001
Congress passed the USA Patriot Act,! giving the FBI extraordinarily broad powers
to secretly pry into the lives of ordinary Americans in the quest to capture foreign
terrorists. One of the changes the Patriot Act made was to expand the cir-
cumstances in which National Security Letters (NSLs) could be issued so that the
information sought with such letters would no longer have to pertain to an agent
of a foreign power, and would no longer be limited to the subjects of FBI investiga-
tions.2 An NSL is a letter that can be issued by Special Agents in Charge (SAC)
of the FBI's 56 field offices—without any judicial review—to seek records such as
telephone and e-mail information,3 financial information, and consumer credit infor-
mation.

The four NSL authorizing statutes include the Electronic Communications Privacy
Act,* the Right to Financial Privacy Act,> the Fair Credit Reporting Act,® and the
National Security Act of 1947.7 Subsequent legislation expanded the types of insti-
tutions from which records could be sought using NSLs. The Intelligence Authoriza-
tion Act for Fiscal Year 1996,8 amended the FCRA to give the FBI authority to ob-
tain credit header information with NSLs, and a provision of the Patriot Act, ex-
panded this power to allow the FBI and other government agencies that investigate
terrorism to obtain full credit reports.® The Patriot Act also reduced the standard
necessary to obtain information with NSLs, requiring only that an SAC certify that
the records sought are “relevant” to an authorized counterterrorism or counter-intel-
ligence investigation.

The ACLU opposed these unwarranted expansions of NSL power, and opposed
making provisions of that statute permanent with the Patriot Reauthorization Act
of 2005,10 fearing these unnecessary and unchecked powers could be too easily
abused. When Congress reauthorized the Patriot Act, it directed the Department of
Justice Inspector General (IG) to review the effectiveness and use of these expanded
authorities and one of the first of these reports, a review of the FBI’s use of NSLs,
was released on March 9, 2007.11

The IG’s audit confirms our worst fears: that the FBI uses its NSL authorities
to systematically collect private information about people who are not reasonably
suspected of being involved in terrorism, and it retains this information indefinitely.
The FBI ignored the scant requirements of the law and developed shortcuts to ille-
gally gather information the FBI wanted from telecommunications companies and
financial institutions. It did this without opening the investigations for which, by
law, this information must be sought or be relevant to, and often without ever both-
ering to secure the NSLs or grand jury subpoenas it told these telecoms and finan-
cial institutions it would secure to support its claim of access to sensitive customer
information.12 This should be of great concern to all Americans, because the IG
found the FBI is increasingly using this power against U.S. persons.13 And despite
the issuance of more than 140,000 NSL requests, the IG report documents only one

1Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act of 2001, Pub. Law No 107-56, 115 Stat. 272 (2001)[Hereinafter Pa-
triot Actl.

21d., section 505.

3Telephone and e-mail information that can be obtained with NSLs includes historical infor-
mation on calls made to and from a particular number, billing records, electronic communication
transactional records and billing records (including method of payment), and subscriber informa-
tion.

418 U.S.C. section 2709 (1988).

512 U.S.C. section 3401 (2000).

615 U.S.C. section 1681 et seq. (1996).

750 U.S.C. section 436(a)(1)(2000).

8Pub. Law No. 104-93, section 601(a), 109 Stat. 961, codified at 15 U.S.C. section 1681u
(Supp.V. 1999).

9 Patriot Act section 358(g)(2001).

10USA PATRIOT Improvement and Reauthorization Act of 2005, Pub. Law No. 109-177, 120
Stat. 192 (2006).

11 Office of the Inspector General, A Review of the Federal Bureau of Investigation’s Use of
National Security Letters, March 2007, http:/www.usdoj.gov/oig/reports/FBl/index.htm (Herein-
after IG Report).

121G Report at 94.

131G Report at 38.
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terrorism conviction—for providing “material support” for terrorism—and only 153
“criminal proceedings” resulting from the extensive use of this power.14 “Criminal
proceedings” is defined as all federal grand jury proceedings, as well as search war-
rants, indictments and trials.15

For over five years the Federal Bureau of Investigation has collected vast troves
of data in secret and without accountability. I hope this hearing is only one of many
to reestablish checks and balances on the executive branch and curb its many
abuses of power. The ACLU asks this committee to hold the FBI and this adminis-
tration accountable for these abuses and to make statutory changes that will ensure
that they cannot happen again.

THE INSPECTOR GENERAL’S FINDINGS

Despite statements to the contrary, the Inspector General found much more than
just sloppy management and poor record keeping. The Inspector General’s report
documents systematic failures to meet statutory requirements, and at times, inten-
tional refusals to comply with the law.

Intentional Violation of the NSL Statute

Most disturbingly, the Inspector General’s report shows that the FBI's Commu-
nications Analysis Unit (CAU) declared itself unconstrained by the NSL statutes—
arguing that the law was “insufficient” for CAU’s purposes—and it contracted di-
rectly with three telephone companies to access information illegally.16 The informa-
tion included telephone toll and call detail records and the contract specified that
the telephone companies would provide “near real-time servicing” of these requests.
The contracts were approved by the FBI’s Office of General Counsel (OGC), and ful-
filled by issuing so-called “exigent” letters that were used even when no exigent cir-
cumstances existed.1?” The IG was able to confirm the use of 739 exigent letters to
obtain information on 3,000 telephone accounts, in the clear absence of statutory au-
thority to do s0.1® The true number is unknown because the FBI does not keep ade-
quate records. That FBI Office of General Counsel procurement attorneys were in-
volved with these contracts confirms that the telecommunication companies were
paid for their cooperation and silence, and confirms that contrary to the IG’s asser-
tion that the FBI's use of “exigent” letters was undertaken without the benefit of
advance legal consultation,!® FBI lawyers were instrumental in establishing this il-
legal process.

CAU staff, who were not authorized to sign NSLs, used “exigent” letters con-
taining obviously false statements to obtain documents from the telephone compa-
nies when no authorizing investigation was open, when no NSLs or subpoenas had
been requested, and when no emergency situation existed.20 They then asked FBI
field offices to open investigations so NSLs could be issued without telling the field
office personnel that CAU staff had already received the records,?! a clear indication
that they knew what they were doing was improper. FBI National Security Law
Branch (NSLB) attorneys were made aware of this issue in late 2004, possibly
through complaints from field agents who resisted CAU’s directives, and an NSLB
Assistant General Counsel concluded that the practice of using “exigent” letters did
not comply with the NSL statute. Yet, rather than prohibiting the practice outright,
the NSLB attorney counseled CAU for two years regarding how and when CAU offi-
cials should use them. Regardless of this advice, CAU continued using these “exi-
gent” letters, and the practice wasn’t “banned” until the IG issued its report.22 Even
today the FBI is unable to determine whether data requested with “exigent” letters
was ever covered with properly issued NSLs or subpoenas.23

And the issuance of “exigent” letters was only one of the illegal methods the FBI
used to circumvent the NSL statutes. Using a similar scheme, the Terrorist Financ-
ing Operations Unit issued “Certificate Letters” to obtain the financial records of at
least 244 named individuals in violation of the Right to Financial Privacy Act.24

141G Report at 63, 64.

151G Report, footnote 103, p. 62.
161G Report at 88.

171G Report at 92.

181G Report at 90.

191G Report at 97.

201G Report at 92.

2114

22FBI letter to Inspector General Glen Fine dated March 6, 2007 included in the appendix
of the IG Report.

231G Report p. 91.

2412 U.S.C. section 3401 (2000). See IG Report at 115.
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Again, agents without authority to issue NSLs used these letters to circumvent the
law and gain access to private financial records, and then lied about it when con-
fronted by NSLB attorneys. When the NSLB attorneys realized they had been mis-
led they ordered the practice halted, but it did not stop.2> This sequence reveals
what can only be described as clearly intentional misconduct.

In other instances NSLB attorneys actually signed NSLs without reference to any
authorized investigation, and more than 300 NSLs were issued out of an FBI control
file that was opened specifically because there was not an authorized investigation
from which to issue an NSL for the data the FBI wanted.26

Increasing Collection of Data on U.S. persons

When Congress expanded the FBI’s authority to use NSLs, it required FBI offi-
cials to certify that the information sought with these letters is relevant to an au-
thorized investigation. By instituting this requirement, Congress clearly intended
for NSLs to be a targeted investigative power, rather than a broad power that could
be used to cast a wide net. But, the IG report makes clear this is not how the FBI
is using its NSL authorities. In one example, nine NSLs were used to obtain records
for 11,000 different telephone numbers. And, agents and analysts often didn’t even
review the data they received from NSLs. They simply uploaded it into computers.2?
The IG found information received from NSLs is uploaded into three separate FBI
databases, where it is retained indefinitely and retrievable by tens of thousands of
FBI and non-FBI personnel,28 even if the information exonerates the subject from
any involvement in terrorism.29 Despite this extraordinary collection effort, the IG
was able to document only one terrorism conviction resulting from the use of
NSLs.30 Clearly NSLs are not being used as targeted investigative tools.

The IG also expressed concern that the FBI allows agents to use NSLs to access
information about individuals who are “two or three steps removed from their sub-
jects without determining if these contacts reveal suspicious connections.”3! The
fact that NSLs are being issued from control files and “exigent” letters are being
used by analytic units at FBI Headquarters suggests that this tool is not being used
in the manner Congress intended. Despite the FBI’s claims that NSLs are directed
at suspected terrorists, the Inspector General found that the proportion of NSLs
issued to obtain information on Americans is increasing. In fact, the majority of
NSLs the FBI issued in 2005 were used to obtain information about U.S. persons
(American citizens and lawful permanent residents of the U.S.).32

Datamining

Neither the NSL statutes nor Department of Justice policy require the FBI to
purge from its databases sensitive personal information about persons who are
found to be innocent and not tied to foreign powers.33 The Inspector General con-
firmed that the FBI has taken advantage of this loophole and uploads all informa-
tion—admittedly innocent or not—into national databases that are indefinitely
maintained. The data received from NSLs is uploaded into a “Telephone Application
Database” where a link analysis is conducted, and into an Investigative Data Ware-
house where it is mixed with 560 million records from 50 different government data-
bases.34 Tens of thousands of law enforcement and intelligence personnel have ac-
cess to the information, which is not given a disposition, leaving innocent people as-
sociated with a terrorism investigation long after their information becomes irrele-
vant. Intelligence products developed from this data do not cite the origin,35 so er-
rors in the information can never be checked against the source documents. Instead,
errors will be compounded when intelligence products derived from this erroneous
information are distributed throughout the intelligence community and to state and
local law enforcement agencies.

Erroneous Reports to Congress and the Intelligence Oversight Board

The Inspector General found that statutorily required reports to Congress ex-
cluded at least six percent of the overall number of NSLs.36 The number of unre-

251G Report at 117.
261G Report at 100.
271G Report at 85.
281G Report at 28, 30, and 110.
291G Report at 44.
30]G Report at 64.
311G Report at 109.
321G Report at 38.
331G Report at 110.
341G Report at 28, 30.
351G Report at 54.
361G Report at 34.
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ported NSLs may be higher, but record keeping is so bad at the FBI, the Inspector
General was unable to even confirm a final number. A review of just 77 cases from
four FBI field offices found 22 percent more NSLs in case files than the FBI General
Counsel knew about. More significantly, the IG found 60% of those files deficient
in required paperwork, and his review doubled the number of unlawful violations
that needed to be reported to the President’s Intelligence Oversight Board.37

PROPOSED AMENDMENTS

Regrettably, the Inspector General’s report only included suggestions for internal
changes within the FBI’s discretion, and did not include recommendations for
amending the underlying statute that is the source of these abuses. It is clear that
the violations the Inspector General uncovered were the natural consequence of a
statute that allows government agents to access sensitive information without sus-
picion of wrongdoing, in the absence of court oversight, and with complete secrecy
compelled by a gag order with criminal consequences. In fact, even if management
and technology problems identified in the IG’s report are solved, hundreds of thou-
sands of NSLs will continue to collect information on innocent Americans because
that is exactly what the statute allows.

The ACLU recommends three statutory changes that are absolutely necessary to
ensure that the law protects privacy while permitting the collection of information
necessary to investigate terrorism.

Limit NSLs to Suspected Terrorists and Other Agents of Foreign Powers

First, Congress must repeal the expansion of the NSL power that allows the FBI
to demand information about totally innocent people who are not the targets of any
investigation. The standard should return to the requirement that NSLs seek only
records that pertain to terrorism suspects and other agents of foreign powers.38 And
the FBI should not be allowed to use NSLs to investigate people two or three steps
removed from any criminal or terrorist activity.

Under current law, the FBI can use an NSL to obtain information that the FBI
asserts is “relevant” to an investigation. The FBI has clearly taken advantage of
this “relevance” standard and issued NSLs to obtain information on innocent Amer-
ican people with no connection to terrorism. In fact, it obtained this information
without even opening an investigation to which the information must be relevant.
NSLs are now issued to collect records just for the sake of building databases that
can be mined later. In addition to being wholly ineffective as an investigative tech-
nique, this data collection and warehousing is an affront to the privacy of U.S. per-
sons.

Restrict the Gag Provisions and allow for Meaningful Challenges

The gag provisions of the NSL statutes unconstitutionally inhibit individuals re-
ceiving potentially abusive NSLs from challenging them in court. Congress should
amend the NSL statute so that gag orders are imposed only upon the authority of
a court, and only where necessary to protect national security. Judicially imposed
gag orders should be limited in scope and duration.

Further, gags must come with a meaningful right to challenge them before a neu-
tral arbiter. Last year’s amendments created a sham court proceeding, whereby a
judge is powerless to modify or overturn a gag if the federal government simply cer-
tifies that national security is at risk, and may not even conduct any review for a
full year after the NSL is issued. Under the NSL statute, the federal government’s
certification must be treated as “conclusive,” rendering the ability to go before a
judge meaningless. To comport with the First Amendment, a recipient must be able
to go before a judge to seek meaningful redress.

Court Review

If there is one undeniable conclusion that Congress can draw from the Inspector
General’s report, it is that the FBI cannot be left to police itself. Allowing the FBI
to keep self-certifying that it has met the statutory requirements invites further
abuse and overuse of NSLs. Contemporaneous and independent oversight of the
issuance of NSLs is needed to ensure that they are no longer issued at the drop
of a hat to collect information about innocent U.S. persons. Court review will pro-
vide those checks and balances as was intended by the Constitution.

371G Report at 78.
38 Agent of a foreign power is defined in the Foreign Intelligence Surveillance Act of 1978, 50
U.S.C. §1801 (1978).
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CONCLUSION

The Inspector General reviewed just a tiny proportion of NSLs issued by the FBI
from 2003 through 2005, yet he found an extraordinary level of mismanagement, in-
competence, and willful misconduct that clearly demonstrates that the unchecked
NSL authorities given to the FBI in the Patriot Act must be repealed. The FBI and
Department of Justice have shown that they cannot police themselves and need
independent oversight. The American Civil Liberties Union applauds the Committee
for holding this hearing and opening a window on these abuses, but there is more
work to be done. Congress must fully investigate the FBI’s abuse of power to insure
that those responsible for these violations are held accountable, and the innocent
people who have had their privacy invaded and their civil rights abused need to be
identified and notified, and records that have been improperly or inappropriately
seized should be purged from FBI databases. But most importantly, Congress needs
to fix the Patriot Act, which has set the stage for all of these problems.
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LETTER REQUESTING ADDITIONAL INFORMATION SUBMITTED TO VALERIE CAPRONI,
GENERAL COUNSEL, FEDERAL BUREAU OF INVESTIGATION

JOHN CONYERS, ., Michigan
AN

VAR S, SMITH, Taxee
CHAIRM,

RANKING MINORITY MEMBER

U.S. BHouse of Representatives
Committee on the Judiciary

TWashington, BE 20515-6216
©ne Bundeed Tenth Longress

March 20, 2007

Ms. Valerie Caproni

General Counsel

Federal Bureau of Investigation
935 Pennsylvania Avenue, NW
‘Washington, DC 20535

Dear Ms. Caproni:

As part of our oversight regarding the Inspector General’s Review of the F.B.1.’s Use of
National Security Letters, please provide us with the following information (by close of business
on April 4 if possible):

1) copies of all e-mails, memoranda, and other documents that relate to the F.B.I.’s use of
“exigent letters,” as well as transcripts of your interviews conducted on the issue.

2) please identify all of the F.B.L personnel who participated in the creation and issnance
of the “exigent letters.”

3) copies of all documents, including internal memoranda, pertaining to the F.B.L’s
Communications Analysis Unit’s contracts with the three telephone companies identified
in the Inspector General’s Report, and identify all F.B.1. attorneys who participated in the
review and approval of those contracts.

4) copies of all documents pertaining to the information that the F.B.I. acquired through
the use of National Security Letters (NSLs) pertaining to individuals who the FB.I.
concluded were irrelevant (o terrorism investigations.

5) copies of all documents pertaining to the F.B.L.’s standards regarding the maintenance
of the Office of General Counsel’s National Security Letter database.

6) please detail the intemal F.B.L standards for the reporting of possible Intelligence
Oversight Board violations, and provide any documents related thereto.

7) please identify F.B.1. standards pertaining to the review of investigative files to ensure
that supervisory review of National Sccurity Letter approval memoranda has occurred,
and that the relevant authorizing statutes are in the NSLs.
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8) copies of all internal communications relating to the F.B.1.’s use of Certificate Letters
to obtain financial records from the Federal Reserve Bank.

9) please detail the F.B.1.’s reasons for the retention of data pertaining to individuals who
the F.B.I has concluded are irrelevant to terrorism investigations.

10) please explain why the F.B.L had no policy or directive requiring the retention of
signed copies of NSLs, or any requirement to upload NSLs in the F.B.L’s case
management system. Provide any documents relating to any decisions pertaining to this
issue.

11) please detail why the F.B.L does not have a uniform system for tracking responses to
NSLs, either manually or electronically. Provide any documents relating to any decisions
pertaining to this issue.

12) please detail why the F.B.L’s database was unable to filter NSL requests for the same
petson in the same investigation.

13) please explain why the F.B.I. does not maintain records on NSL usefulness in
criminal investigations and prosecutions.

Sincerely,

Hon. Lamar S. Smith
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PRESS RELEASE BY THE DEPARTMENT OF JUSTICE FROM MARCH 9, 2007, SUBMITTED
BY THE HONORABLE HOWARD COBLE, A REPRESENATIVE IN CONGRESS FROM THE
STATE OF NORTH CAROLINA, AND MEMBER, COMMITTEE ON THE JUDICIARY

Department of Jostice

FOR IMMEDIATE RELEASE AG
FRIDAY, MARCH 9, 2007 (202) 514-2008
WWW.USDO..GOV TDD (202) 514-1888

FACT SHEET:
Department of Justice Actions on FBI Use of National Security Letters

WASHINGTON — The Attorney General commends the work of the Inspector General (IG) in uncovering serious
problems in the FBI's use of National Security Letters (NSLs). The Attorney General has told the Director of the FBI
that such mistakes will not be tolerated and has ordered the FBI and the Department to restore accountability and to
put in place safeguards to ensure greater oversight and controls over the use of national security letters. The following
are some of the actions directed by the Attorney General:

The FBI Inspection Division will investigate the FBI's use of NSLs to determine management accountability.

Although there has been no allegation of misconduct by FBI lawyers, the Attorney General asked the Associate
Deputy Attorney General and the Office of Professional Responsibility to review the Inspector General's report
and examine the role that the FBI lawyers played in the FBI's use of NSLs and exigent letters.

The FBI has instituted new procedures to improve the handling of NSL records and increase training on the
proper use of these letters.

The Attorney General has directed the Justice Department's National Security Division (NSD) and Privacy and
Civil Liberties Office to work with the FBI in implementing corrective actions, consider any further review and
reforms that are needed, and to report to the Attorney General regularly on the process.

The Attorney General has directed the NSD to begin oversight and auditing of the FBI's use of NSLs. The NSD,
in conjunction with the FBI's inspection division, wili conduct reviews of the use of NSLs in FBI headquarters and
field offices. Any identified violations of law or guidelines will be reported to appropriate oversight authorities.
This is a new level of oversight by Department of Justice lawyers with years of experience in intelligence and law
enforcement.

The Attorney General has ordered that briefings on the IG's report be given to the President's Foreign
Intelligence Advisory Board, the Privacy and Civil Liberties Oversight Board, Congress, and key advocacy
groups. Many of these briefings have already occurred.

The Department and the Office of the Director of National Intelligence have established the NSL Data Retention
Working Group, which is looking at how the Department retains the information it acquires.

The Attorney General has directed the Department's legislative staff to review and revise as necessary the
Department's responses to Congressional inquiries.

The Attorney General has asked the Inspector General to report to him in four months on the FBI's
implementation of the report's recommendations.

The Attorney General's Letter to the Inspector General

i
07-139
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The Attorney General
Washington, D.C.

March 1, 2007

The Honorable Glenn A. Fine
Inspector General

Office of the Inspector General
Unitad States Department of Justice
950 Pennsyivania Avenue, N.W,
Washington, D.C. 20530

Diear Mr. Fine:

"

1 a ¢ vour woerk and the o
Federal Bureau of Investigation's Use of Natienal Secu

The problems identified t
immediately, T hav
recommendations

your review are serious and musi be addressed
spoken with FBI Director Beb Mueller about your findings and
He already has taken specific sieps to correct past mistakes and to
ensurz that the Burzau wi'l use National Security Letters ONSLs) in an appropriate
manner in compliance with all epplicable laws and internal polic

T have asked the Department's National Security Division and the Privacy and

il Liberties Office to werk with the Bureau in implementing these co actions
and o consider anv further review and reforms that are needed. They will report to me
ulariy on their prograss, In addition, T ask thei you report e me in four months on the
I"s implementetion of vour recommendations.

B

Your review alsc evaluated the effectivensss of NSIs and rightly found them 1o

and w
protects the civil iiberties of all Americans. | have confidence in the Direct:
implement the changes necessary to ensure the proper use of these authori

Or's &

5
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ARTICLE ENTITLED “OFFICIAL ALERTED F.B.I. TO RULES ABUSE 2 YEARS AGO, LAW-
YER SAYS,” THE NEW YORK TIMES, SUBMITTED BY THE HONORABLE JOHN CONYERS,
JR.

The New Jork Times e

March 19, 2007

Official Alerted F.B.I. to Rules Abuse 2 Years Ago, Lawyer
Says

By EDMUND L. ANDREWS

WASIHINGTON, March 18 — Almost two years before the Federal Bureau of Investigation publicly admitted
this month that it had ignored its own rules when demanding telephone and financial records about private

citizens, a top official in that program warned the bureau about widespread lapses, his lawyer said on
Sunday.

The official, Bassem Youssef, who is in charge of the bureau’s Communications Analysis Unit, said he
discovered frequent legal lapses and raised concerns with superiors soon after he was assigned to the unit in
early 2005.

Stephen M. Kohn, the lawyer for Mr. Youssef, said his client told his superiors that the bureau had
frequently failed to document an urgent national security need — proving “exigent circumstances,” in the
bureau’s language — when obtaining personal information without a court order through the use of
“national security letters.”

Mr. Youssef said his superiors had initially minimized the scope of the problem and the likely violation of
laws intended to protect privacy, Mr. Kohn said.

“He identified the problems in 2005, shortly after he became unit chief,” Mr. Kohn said. “As in other
matters, he was met with apathy and resistance.”

Mr. Youssef’s criticisms were first reported on Sunday by The Washington Post, which also cited internal
e-mail messages in which Justice Department officials had discussed the legal lapses surrounding national
security letters.

Mr. Youssef, born in Egypt, is suing the bureau for discrimination, charging that senior officials improperly
suspected his loyalties in part because of his Egyptian origins.

On March 9, the inspector general for the Justice Department sharply criticized the F.B.1. over its heavy use
of national security letters, saying it had found many instances in which the bureau had improperly and
sometimes illegally used them to demand personal records from telephone companies, Internet service
providers, credit companies and other businesses.

The report has provoked angry reactions from Republicans and Democrats in Congress, some of whom have
charged that the bureau ran roughshod over civil liberties.

Unlike a search warrant, which must be approved by a judge, a national security letter can be approved by
the agent in charge of a local F.B.1. office. The bureau has issued more than 20,000 such letters since it
received authority under the antiterrorism law known as the USA Patriot Act of 2001.
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One of the report’s biggest criticisms was that top bureau officials signed off on many of the demands for
information without properly justifying a specific national security need, like a clear link to a specific
counterterrorism investigation. Mr. Kohn said that Mr. Youssef had had a long familiarity with national
security letters from earlier work on counterterrorism investigations, and that he began reviewing recent
letters and spotting legal deficiencies almost immediately.

“It was the same issue that was in the inspector general’s report,” Mr. Kohn said Sunday. “They didn’t have
the proper legal justifications in writing to back up their searches.”

One of the F.B.1’s few fluent Arabic speakers, Mr, Youssef won the Director of Central Intelligence Award in
1995 for his work infiltrating the Islamic group led by Sheik Omar Abdel Rahman, who is now serving a life
sentence in prison on charges tied to the first bombing of the World Trade Center, in 1993. From 1996 to
2000, Mr. Youssef was the Justice’s Department’s legal attaché to Saudi Arabia, where he won praise for his
work with Saudi officials on investigations of the bombing of the Khobar Towers in 1996.
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