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DEPARTMENT OF VETERANS AFFAIRS SMART 
CARD PROJECTS 

WEDNESDAY, OCTOBER 6, 2004

U.S. HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS, 

COMMITTEE ON VETERANS’ AFFAIRS, 
Washington, DC 

The subcommittee met, pursuant to notice, at 9:35 a.m., in room 
334, Cannon House Office Building, Hon. Steve Buyer (chairman of 
the subcommittee) presiding. 

Present: Representatives Buyer, Boozman, and Hooley. 

OPENING STATEMENT OF CHAIRMAN BUYER 

Mr. BUYER. The Subcommittee on Oversight and Investigations 
of the Committee on Veterans’ Affairs will come to order. This is 
a hearing on the issue of the VA’s smart card projects. The date 
is October 6, 2004, and good morning. 

The importance of today’s hearing on the implementation of VA’s 
smart card projects became very evident to us last August when 
the FBI issued a warning in a bulletin, in a weekly bulletin to law 
enforcement. The bulletin suggested ‘‘al Qaeda terrorists looking 
for a U.S. military target might try to attack a VA hospital rather 
than a base or other high security installation.’’ The bulletin went 
on to say, ‘‘These facilities may be considered attractive targets due 
to their association with the military and a perception that such an 
attack may be more successful than an attack against traditional 
military targets which generally maintain a more robust security 
posture.’’ 

In these uncertain times, the VA needs to know that people com-
ing in and out of their facilities are in fact who they say they are. 
Today’s hearing will examine the advantages of using smart cards, 
which include identity of individuals accessing VA buildings and 
computer systems, cyber security, employee accountability, and 
fraud prevention in the compensation and pension delivery sys-
tems. 

In addition to standard features such as bar codes or magnetic 
strips and digital photos, today’s smart cards have the capability 
of storing biometric data such as fingerprints or iris scans. 

It seems that even today’s smart card technology, which has been 
loaded with biometric data, may not be sufficient to prevent all 
breaches of security. In order to ensure data integrity and authen-
ticity in VA’s benefits deliver that is being conducted electronically, 
the VA will have to introduce ‘‘public key infrastructures,’’ which 
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are commonly known as PKIs. PKIs? P-K-Is. Not commonly known 
to this guy. (Laughter.) 

PKIs are systems that provide for verification and authenticity of 
VA employees involved in an electronic transaction. PKIs can en-
sure that parties to an electronic transaction are really who they 
claim to be and the information has not been altered or shared 
with any unauthorized entity. This involves a system of computers, 
software and data that relies on certain cryptographic techniques 
such as digital signatures. 

Even though smart card technology has been available since the 
mid-1970s, its widespread use by the federal government is some-
thing that is now being seriously undertaken by many government 
agencies, including the Department of Veterans Affairs. In fact, it 
was mandated in Homeland Security Presidential Directive 12. It 
was titled the Policy for a Common Identification Standard for Fed-
eral Employees and Contractors, that a government-wide standard 
for secure and reliable forms of identification be established and it 
shall be implemented by each agency within six months. 

Since the VA announced its plans to implement a veteran-specific 
information smart card during an oversight hearing back in Sep-
tember of 2000, there’s been really very little activity by the De-
partment in the development and implementation of other smart 
cards. The VA beneficiary smart card has yet to be implemented 
and is something that needs to be accomplished. The Subcommittee 
will look at this in more depth at a future hearing. 

In preparing for today’s hearing, I was pleased to learn that the 
VA is working with the Department of Defense, the General Serv-
ices Administration and the National Institute of Standards and 
Technology in the development of its Authentication and Author-
ization Infrastructure Project, which is being designed to provide 
the capability to authenticate users and systems within the Depart-
ment. The VA is using the GSA’s standards-based contracting vehi-
cle, which was also used by DOD in the development of its common 
access card. It’s good to know that the VA isn’t trying to move in 
another direction and is adhering to GSA’s contracting model. 

I’d also like to take the opportunity to thank Secretary Principi 
for his strong leadership and commitment in moving the VA for-
ward with its implementation of the presidential mandate on smart 
cards. I’d also like to congratulate the Secretary and the members 
of his IT team for keeping a disciplined approach in its planning 
and implementation of this very important project. That’s the good 
news. 

There are a number of good reasons why the VA needs to adopt 
this technology. Any VA smart card project will reduce costs, help 
prevent fraud and abuse in the benefits system, while also ensur-
ing greater confidentiality of private information. 

With the growth and implementation of identity systems comes 
an increased need to ensure that authentication technology is of 
the highest possible standard. Security is an issue that affects all 
citizens, and it would be a disservice to the American veterans to 
forge ahead with smart card technology without undertaking the 
necessary investigations and precautions. It is the job of the Over-
sight and Investigations Subcommittee to highlight the best prac-
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tices that define the development of smart card technology and en-
courage its progress and Department-wide implementation. 

With that, I will now yield to the Ranking Member for any com-
ments she may have by way of an opening statement. 

OPENING STATEMENT OF HON. DARLENE HOOLEY 

Ms. HOOLEY. Thank you, Mr. Chair. I, too, would like to thank 
the witnesses for testifying today, and I would also like to thank 
you for holding this hearing, Mr. Chair. 

By all accounts, including the written testimony for this hearing, 
VA is on the right track with the implementation of the smart card 
program. Full implementation of VA’s Authentication and Author-
ization Infrastructure Project will favorably impact a wide array of 
programs important to VA. It will be a cornerstone of physical se-
curity and control access to VA’s comprehensive storehouse of sen-
sitive personal information. It will help align strategies to comply 
with the Health Insurance Portability and Accountability Act and 
a host of other important regulatory compliance requirements. 

VA has accelerated its implementation plan for this project to the 
point where it now must wait for additional guidance from the Na-
tional Institute of Standards and Technology before proceeding fur-
ther with such initiatives as adding biometric requirements to the 
card. Not only is the card smart; at this point in time, its managers 
appear smart as well. 

Fielding the smart card is a great goal. It is not a universal pan-
acea or cure-all for all programs. As Mr. Brandewie notes in his 
statement, a prelude to issuing the card is a requirement for strong 
authority of the individual. The card may be a tough cookie to 
crack, but it is essential to assure the identity of that person before 
the card is issued as verification of that person. He notes that this 
is the age of identify theft, and a process that does not guard the 
possibility of wrongful issue will be faulty, especially when the bio-
metric component is added to the card. 

Mr. Chair, I am very optimistic about the potential promise of 
this card, and I yield back the balance of my time. 

Mr. BUYER. Thank you. We’d like to now move to the first panel. 
It is the Honorable Benjamin H. Wu, the Deputy Under Secretary 
for Technology, Technology Administration, Department of Com-
merce. And we also have Ms. Linda Koontz, the Director, Informa-
tion Management Issues, United States Government Accounting 
Office. 

The Honorable Mr. Wu, you may begin. 
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STATEMENTS OF BENJAMIN H. WU, DEPUTY UNDER SEC-
RETARY FOR TECHNOLOGY, TECHNOLOGY ADMINISTRA-
TION, DEPARTMENT OF COMMERCE; LINDA D. KOONTZ, DI-
RECTOR, INFORMATION MANAGEMENT ISSUES, U.S. GOV-
ERNMENT ACCOUNTABILITY OFFICE; ACCOMPANIED BY 
VALERIE C. MELVIN, ASSISTANT DIRECTOR, INFORMATION 
MANAGEMENT ISSUES, U.S. GOVERNMENT ACCOUNTABILITY 
OFFICE 

STATEMENT OF BENJAMIN H. WU 

Mr. WU. Thank you, Chairman Buyer and Ranking Member 
Hooley. I want to thank you for this opportunity to testify today 
about our Department of Commerce’s smart card activities at 
NIST, our nation’s oldest federal laboratory and the crown jewel of 
our federal laboratory system. I want to commend you for your 
leadership to implement smart card technology at the Department 
of Veterans Affairs, and I appreciate your confidence in the attack 
of the NIST technical experts to effectively commercialize smart 
card technologies. 

NIST plays an important role in cooperation with other federal 
agencies to eliminate the roadblocks to widespread deployment of 
smart cards. NIST works with industry and other government 
agencies to provide interoperability specifications, standards and 
guidelines, with a goal of expediting open and interoperable meth-
ods for smart cards. 

NIST will be leading also the President’s assignment to the De-
partment of Commerce’s requirements under the Homeland Secu-
rity Presidential Directive HSPD–12. NIST has also done consider-
able work in the area of biometrics under the auspices of the USA 
Patriot Act. 

Mr. Chairman, I know that your interest in utilizing smart cards 
at VA facilities stems from its ability to improve the security of 
critical infrastructure both from a physical and a logical perspec-
tive. Since smart cards are capable of performing cryptographic 
functions, they can perform important security services such as se-
curely storing digital signatures, holding public key credentials and 
authenticating a claimed identity based on biometric data. As such, 
smart cards are a crucial element in a range of current and ex-
pected critical applications and programs. They are also the under-
lying foundation for the standard recently required by HSPD–12. 

NIST’s smart card program dates back to 1988 when NIST chose 
to invest in significant early stage research upon recognizing the 
potential of smart card to improve the security of federal IT sys-
tems and also our national information infrastructure. The NIST 
smart card program produced many early innovations in the areas 
such as generic authentication interface for smart cards, the first 
cards to implement the Data Encryption Algorithm, the Digital Sig-
nature Algorithm, and the first reprogrammable smart card. And 
these innovations are really the foundation of today’s cutting edge 
smart cards that are being used in the private sector as well as the 
public sector. 

In the government, while many federal agencies have a long-
standing interest in smart card technology, large scale deployment 
of smart cards has proven challenging. The agencies have found it 
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difficult to deploy large scale smart card systems due to a lack of 
interoperability among different types of smart cards. And without 
assurances of interoperability, agencies would be locked into a sin-
gle vendor. Stressing this issue of interoperability is critical before 
significant investments can be made. 

Additionally, smart card systems have historically been driven by 
requirements arising from specific application domains such as 
banking, telecommunications and health care. And this has led to 
the development of smart cards that are customized to the specific 
application requirements of each domain, with little interoper-
ability between the domains. 

And these vertically structured smart card systems are expen-
sive, they’re difficult to maintain, and they’re also based on propri-
etary technology. So GSA created a contract vehicle and a program 
to procure interoperable smart card systems and services, and to 
promote and facilitate the use of this critical security technology 
within the federal sector. And after much work to address the fed-
eral customer needs that are identified, NIST published two 
versions of the Government Smart-Card Interoperability Specifica-
tion, also commonly known as the GSC–IS. They did that in June 
of 2002 and 2003, respectively. 

The GSC–IS has been well received and is making a significant 
impact. Accordingly, many federal agencies are moving forward 
with plans to deploy large numbers of GSC-compliant systems, in-
cluding DOD’s Manpower Data Center and their CAC Operation 
Office. 

In addition to our work on the GSC–IS, NIST is also focusing on 
standardization and conformance testing. GSA and other federal 
agencies have long sought to avoid the problem of being locked into 
that proprietary, non-interoperable smart card technology. Recog-
nizing the need of an increased federal customer base, NIST is 
working with ANSI, which is the American National Standards In-
stitute, our national standards body, and the International Organi-
zation of Standards, ISO, to standardize the specification. And in 
January of 2003, GAO issued a report in January that listed the 
progress for the federal government adopting smart card tech-
nology. The report urged NIST to continue improving and updating 
the government’s smart card interoperability specification by ad-
dressing government-wide standards for additional technologies, 
such as contact lists, biometrics, and optical stripe media, as well 
as integration PKI to ensure the broad interoperability among fed-
eral agency systems. 

In response to these GAO recommendations and identified fed-
eral agency needs, NIST is examining requirements for and issues 
associated with definitions of a multi-technology card platform. 
NIST is also engaged in holding a number of workshops to make 
sure that we are able to move forward on this multi-technology 
card. These workshops have been very successful. The last one last 
one was completed in March of 2004, and based on the proceedings 
in the workshop and also with subsequent interviews conducted 
with the user community, NIST produced a technical report that 
has identified integration and interoperability research topics, gaps 
in standards coverage and also multi-technology composition 
issues. 
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And then earlier in July of 2003, NIST published the most recent 
version of GSC–IS, Version 2.1. And that document addresses the 
remaining GAO recommendations by providing support for bio-
metrics, contact lists, smart card technology and also PKI. 

We’re also looking at the conformance testing for smart cards, 
which is another critical element of the utilization and the broad 
dissemination of smart cards technology. But the most important 
thing that we’re working on right now is the Homeland Security 
Presidential Directive 12. HSPD–12 was issued on August 27, 2004 
by the President, and the directive calls for the Secretary of Com-
merce to issue a federal standard for a secure and reliable form of 
identification issued by the federal government to its employees 
and contractors, including contractor employees. 

The NIST standard will include graduated criteria from least se-
cure to most secure to ensure flexibility and then selecting the ap-
propriate level of security for each application. It’s quite obviously 
an ambitious assignment, one that will considerable aid the federal 
homeland security efforts. And while developing the standard re-
quired by HSPD–12, we will ensure that ample privacy protections 
are also included. 

NIST has taken the lead in development the standard and has 
developed an aggressive timetable to meet the six-month deadline. 
NIST is working with OMB and other departments and agencies to 
take advantage of the efforts currently underway within the federal 
government, and NIST is also working with public and private sec-
tors to develop the standard. 

Today NIST is holding a workshop with over 80 federal agency 
representatives to discuss the development of this very standard. 
And additionally, tomorrow, on the 7th of October, NIST is holding 
a public workshop for industry and others to discuss its plans and 
to solicit feedback from the private sector. 

By developing a viable commercial marketplace for smart card 
technology in the United States, we can increase the competitive-
ness for the U.S. smart card industry in the global market while 
also protecting and improving the security of our nation’s critical 
infrastructure. NIST is going to continue to improve and update 
smart card interoperability specifications and actively participate 
in federal coordinating efforts. We look forward to working with the 
Veterans’ Affairs Administration as well, and also this committee. 

So I will thank you for the opportunity to testify on behalf of 
NIST, and I’d be open to any questions you may have. 

[The prepared statement of Mr. Wu appears on p. 35.] 
Mr. BUYER. Thank you very much. Ms. Koontz. 

STATEMENT OF LINDA D. KOONTZ 

Ms. KOONTZ. Thank you, Mr. Chairman, Ranking Member 
Hooley. I appreciate this opportunity to participate in this hearing 
regarding the adoption and use of smart card technology. Valerie 
Melvin is with me today. She is the Assistant Director responsible 
for our work at Veterans’ Affairs. 

At your request, my remarks today will summarize the federal 
government’s efforts toward adopting smart card technology, along 
with the challenges that have been encountered. Also included is 
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an overview of the actions that the Department of Veterans Affairs 
is taking to implement smart cards. 

The unique properties and capabilities of smart cards offer the 
potential to significantly improve the security of facilities and 
buildings, systems, data, and transactions. With the potential uses 
and associated benefits in mind, the Office of Management and 
Budget, the National Institute of Standards and Technology, and 
GSA have taken actions to advance the adoption of smart card 
technology government-wide. 

Among GSA’s contributions toward promoting this technology 
was its efforts in 2000 to develop a standard contracting vehicle for 
use by federal agencies in procuring commercial smart card prod-
ucts from vendors. 

Further, OMB issued a framework of policy guidance for govern-
ment smart card adoption in July 2003 in a memorandum detailing 
actions the administration was taking to streamline authentication 
and identity management in the federal government. The National 
Institute of Standards and Technology for its part has continued to 
improve and refine its smart card interoperability standard. 

In turn, federal agencies have launched numerous projects offer-
ing many capabilities and tangible and intangible benefits. As of 
June 2004, 15 federal agencies had reported 34 ongoing smart card 
projects. Further, as understanding of smart card technology has 
increased, agencies have begun pursuing larger integrated agency-
wide smart card systems aimed at better securing both physical ac-
cess to facilities and logical access to computer systems and net-
works. 

Nonetheless, agency managers have faced considerable manage-
ment and technical challenges in their efforts, including sustaining 
executive-level commitment, recognizing resource requirements, in-
tegrating physical and logical security practices, achieving inter-
operability, and maintaining system security and privacy of per-
sonal information. 

These challenges have become less formidable, however, as man-
agement concerns about securing federal facilities and information 
systems have increased, and as technical advances have improved 
the capabilities and reduced the costs of smart card systems. The 
challenges are also tempered as increased federal guidance brings 
direction to agencies handling other smart card initiatives. 

The Department of Veterans Affairs is among numerous federal 
agencies currently pursuing large scale, agency-wide smart card 
initiatives. VA’s Authentication and Authorization Infrastructure 
Project, begun in 2002 and currently in limited deployment, is 
planning to employ a combination of smart card and other tech-
nologies to achieve the capability to authenticate users with cer-
tainty and grant them access to information systems necessary to 
perform business functions. 

As a result of this project, VA anticipates between 2005 and 2009 
issuing 500,000 smart cards to its personnel at an estimated cost 
of about $162 million. While this project is still under development, 
VA has gained experience through its own prior efforts, and as a 
participant in government-wide initiatives to further smart card 
adoption. These experiences should better position VA to be suc-
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cessful in its efforts to implement smart cards as an essential 
means of securing critical information and assets. 

That concludes my statement. I would be happy to answer ques-
tions at the appropriate time. 

[The prepared statement of Ms. Koontz appears on p. 41.] 
Mr. BUYER. Mr. Wu, I enjoyed your written statement. As a mat-

ter of fact, I had to read it twice. It’s just me. I had to read it twice, 
and what struck me the most was this drive that has been in place 
for quite a while for all government agencies to have what you de-
scribed as this interoperability on standards and guidelines. 

So we’ve got this goal. At the same time, we have many different 
agencies, and you’re right, that have their own specific require-
ments. At the same time, you have a lot of vendors out there with 
their own ideas on how to provide things and their proprietary in-
terests. And so you really sort of have some competing interests. 
And I’m trying to figure out really who’s in charge of the oversight. 
Who would be in charge of the oversight on all these government 
agencies to make sure that we don’t have all these stovepipes? 
Who—I don’t even know—who is in charge? 

Mr. WU. Well, I think the GSA is in charge of the federal enter-
prise. 

Mr. BUYER. Okay. 
Mr. WU. And this provides the technical expertise that allows us 

to congregate on a particular standard that allows for interoper-
ability or to allow for a suite of standards in which we can have 
a platform in which then other people can build upon that would 
be open, that would be industry-led, that would be market-driven. 

And so while NIST plays a critical role in trying to drive inter-
operability, GSA would have the programmatic functions. I testi-
fied on this subject last year before Congressman Putnam’s sub-
committee within the Government Reform Committee, and Con-
gressman Putnam was advocating much the same that this Sub-
committee is doing, to try to make sure that smart card tech-
nologies are being deployed and utilized effectively throughout the 
federal government. 

He identified at that time that GSA should be the lead. NIST 
does provide a critical technical role that will help facilitate the 
process, and we work very closely with GSA as with all the other 
federal agencies in an interagency way. 

Mr. BUYER. All right. 
Mr. WU. The President’s directive, HSPD–12, further under-

scores the need for us to work collaboratively, especially as we 
move toward this critical need and try to address the homeland se-
curity applications. And once again, NIST there will be driving on 
the technical aspects, with the intention of trying to create and pro-
mulgate a standard that will be effective. 

Mr. BUYER. All right. Just because Chairman Putnam thinks 
that they’re in charge, does GSA know that they’re in charge, and 
do they have the authority to be in charge? 

Mr. WU. My understanding is yes. Certainly they understand 
their role and their functions, and they’re taking it seriously. 

Mr. BUYER. Taking it seriously. In your own testimony, though, 
you say that large-scale deployments of these smart cards is dif-
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ficult due to the lack of interoperability among different types of 
smart cards. 

Mr. WU. Well, that’s for the current smart cards or the current 
systems that are in place. We do have smart cards being used in 
various federal agencies or for various functions, and they have, 
unfortunately, for the most part a lack of interoperability. 

Mr. BUYER. All right. Break. Give it to Bubba here, all right? If 
I’m a doctor and I am, let’s say, a doctor who’s a reservist and I 
work at DOD and I have to go over to the VA, can I use my smart 
card and can I get equal access whether I’m at the Pentagon, 
whether I have to go to, I don’t care, Fort Lee? And then I come 
back and I want to stop in at the VA. Can I utilize that smart card 
for that access? 

Mr. WU. I think that is the hope. Right now, that’s not the re-
ality, but I think DOD has taken on a model program within their 
CAC program to try to utilize that card that can be used through-
out all the DOD functions and to then—— 

Mr. BUYER. Okay. Can I—time out for a second. Because what 
is driving me insane is DOD will buy something, I don’t care 
whether it’s a medical piece of equipment to whatever, they buy 
what they want to buy for their own reasons. The VA buys what 
they want to buy for their own reasons. And I love your statement, 
because we’re talking about how we want to make everything inter-
operable and we want to do the deployment, but we recognize there 
are problems because of specific requirements within specific do-
mains, but how do I do this? How do I say to the VA, stop; I don’t 
want you to deploy anything out there until it’s interoperable, and 
you’ve got to show me that it’s interoperable with DOD. And DOD, 
I know you’re out in front there, but we want to make sure that 
we’ve got interoperability here. Because if we can’t do it between 
VA and DOD, what makes us think that Treasury is going to be 
able to do it with Justice, where they should also be just as equally 
interoperable? So let me just throw that to you. 

Mr. WU. Well, that is a big challenge, and that’s why the impor-
tance of standards can’t be said enough. We need to have standards 
that allow for that interoperability. HSPD–12 recognizes the need 
for us to coalesce around a standard. The hope is that we can use 
the efforts for HSPD–12 as a lever to further work on our stand-
ardization for interoperability. 

NIST, through ANSI, through ISO, through their standards de-
velopment organizations, through our interagency working group, 
through the GSC–IS, has already been working towards that goal. 
HSPD–12 puts an exclamation point on it and says that not only 
do we need to move towards a standard, we need to do it very 
quickly because of national security and homeland security and 
homeland defense concerns. 

And so the hope is that that effort, HSPD–12, will serve as a 
lever to expedite this process. 

Mr. BUYER. Ms. Koontz, do you have any comments on what 
we’ve just discussed? 

Ms. KOONTZ. I would just add to your earlier question about 
who’s in charge. I would want to point out that the Office of Man-
agement and Budget, from a policy perspective, is in charge of 
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smart cards. And they have issued, as of last year, a policy which 
begins to drive the federal government toward interoperability. 

We also commented in our previous report about the role of GSA, 
which is to promote and facilitate smart card implementation, but 
we thought there was more that GSA could do in terms of having 
a strategy for government-wide implementation. 

Mr. WU. Mr. Chairman, I should also add that I agree with Ms. 
Koontz’s point about OMB. And OMB has taken on this issue at 
the highest levels. Clay Johnson, who is the deputy director of 
OMB, has personally overseen a lot of the actions for HSPD–11, 
which I’ve been most engaged on. And he’s also keeping a very 
close eye to make sure that the President’s directives are also met 
in a timely manner. 

Mr. BUYER. You know, I’m going to yield to you, but, you know, 
here’s part of my challenge that I think as a committee we face. 
You know, we’ve been spending billions of dollars over the last dec-
ade in developing these stovepipe electronic medical records. And 
then, you know, DOD and VA can’t share certain things. I’m just 
throwing this out here. I love this interoperability, but the reality 
is—boy, if we can achieve this, this will be very exciting. 

Ms. Hooley? 
Ms. HOOLEY. Thank you, Mr. Chair. Ms. Koontz, thank you for 

your excellent and informative report on smart cards. The tech-
nology behind the cards seems strong, with the inclusion of a bio-
metric component very strong. Once created, my understanding is 
the system will accept the smart card as a strong indication that 
the person has the access that the card indicates. How deeply did 
GAO look into the front end of the security system? How strong are 
the processes for assuring the identity of the individual before the 
issuance of the card? 

Ms. KOONTZ. That was something that I believe was not within 
the scope of our previous work. But that could be an issue of fur-
ther study, I think. 

Ms. HOOLEY. Okay. Mr. Wu, how coordinated is this process 
among the agencies? 

Mr. WU. Within HSPD–12? 
Ms. HOOLEY. Uh-huh. 
Mr. WU. Very much so. We have today ongoing a meeting with 

all the federal agencies, and then tomorrow we’ll be continuing the 
discussion with affected stakeholders from the private sector. And 
so we’re trying to make sure that we have input from both the pub-
lic and the private sectors. Because ultimately, when you’re trying 
to achieve commercialization for these smart card technologies, you 
need to rely on the private sector as well. 

And so, making sure that we’ve got private sector input is very 
important, and so we’re not doing it just for the public sector, but 
also within the private sector as well. 

Ms. HOOLEY. How does a vendor get involved in the process? I 
mean, are you looking, as you’re looking at cards that are inter-
operable, how does that vendor or vendors or the private sector fit 
into this whole program? 

Mr. WU. Well, let me turn it over to Jim Dray, who has been en-
gaged with the HSPD–12 efforts, and he is our technical expert 
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from NIST, and he can explain the process in which we’ve devel-
oped for soliciting both public sector and private sector comment. 

Ms. HOOLEY. Okay. Mr. Dray? 
Mr. DRAY. Thank you. Through the history of the technology 

smart card interoperability program, we have worked with both the 
private and public sectors. There is an organization that we estab-
lished early on called the Government Smart Card Interagency Ad-
visory Board, or IAB, that was chaired by GSA for a number of 
years and now is chaired by Bob Donaldson of Interior. 

But in any case, that committee has both public and private sec-
tor members on it. All of the contractors who are selling products 
through the GSA contract vehicle are members of that organiza-
tion. 

We also have a public comment period, as you probably are 
aware, for FIPS. And so we will be putting out a document we hope 
in the early November timeframe, a draft of the FIPS standard in 
response to the HSPD–12 requirement, and that will go through a 
public, a completely open public review period. At the end of that 
time, we will compile all of the public comments and respond to 
those and modify the document as necessary. 

Ms. HOOLEY. What I’m trying to get at is if you have—if you’re 
looking to private companies, are you going to pick one? Are they 
going to combine their technologies? Is it going to be the company 
with the best technology combined with what the public sector is 
doing? Just tell me how that works. 

Mr. DRAY. Okay. It’s actually fairly straightforward. We certainly 
don’t want to lock this into one or two vendors. We want it to be 
a multi-source standard and system. And our method for doing that 
is to pursue these standards that we’re working on. We already 
have GSC–IS 2.1. We’re working with ISO an ANSI, as Ben has 
told you. And once those standards, our formal standards are in 
place, and actually including this FIPS in response to HSPD–12, 
any vendor should be able to implement those standards since 
they’re openly available. 

The specific details of the contractual arrangement of course are 
GSA’s domain, and they do have a contract vehicle in place with 
selected vendors. But in the broader sense, we want to make sure 
that these are open standards that we’re developing and that any 
vendor can implement them. 

Ms. HOOLEY. Okay. Mr. Wu, how easy would it be to somebody 
intent on beating the system to—and if they have the machine that 
codes the card to take it apart and put it back together again? In 
other words, to break into the system. How easy is it? 

Mr. WU. Well, it depends on what standards are adopted. If you 
have a PKI system in place or a biometric, it’s very hard. And the 
intention is to develop a standard that will withstand any sort of 
manipulation or any sort of deception. 

And we wanted to make sure that, in response to HSPD–12, that 
we create a standard that can authenticate and verify federal gov-
ernment employees basically to make sure that whoever uses that 
equipment or whoever has access to that particular area is the 
right person and is somebody who is supposed to be either there 
or have access to it. 

Ms. HOOLEY. Okay. Thank you. 
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Mr. BUYER. I had asked a question earlier on staff, so I’m going 
to ask you, Secretary Wu. You were using the term and throwing 
it around, but what’s the definition of ‘‘interoperable?’’ What’s that 
mean? 

Mr. WU. Insofar as HSPD–12? An official definition? I think that 
as we move through the process, I don’t want to prejudge what the 
definition should be, because this is an interagency definition and 
one that should be acceptable. But I think generally, interoper-
ability means that we have a system that can talk to each other, 
that can interrelate to each other, that we have something that’s 
not proprietary, that we have standards that can be built upon 
each other that a number of different vendors can either build their 
products or other platforms onto to make sure that when we have 
procurement we have multiple vendor opportunities for competi-
tiveness, but also to make sure that as these legacy systems are 
modernized or are developed in the future, that they continue to be 
able to be utilized and to talk to each other. 

Mr. BUYER. Ms. Koontz, when the VA comes on line, are we 
going to be able to do this with biometrics, do you know? Or do I 
have to ask Mr. McFarland? Will convergence of biometric be there 
in time for that implementation, or should I ask that question 
later? I’ll wait. I’ll reserve that question. 

I’m not picking on you, Secretary McFarland, but Ms. Koontz, 
the VA does not have the best track record here with the imple-
mentation of IT projects. Given your years of work in this area, 
what is your level of confidence that the VA is on the right track 
at this time? 

Ms. KOONTZ. I would say based on what we’ve seen so far, and 
I’ll put the caveat out there that VA is in the very early stages of 
this project, I’d say we were feeling that VA should be well posi-
tioned to make the smart card implementation a success. 

They are moving what appears to be very consistently with the 
trends that we’re seeing government-wide. They’ve had an oppor-
tunity to learn from a couple of pilots that they’ve already com-
pleted. They’ve also participated very heavily in a number of the 
government-wide initiatives on smart cards, and so they’ve learned 
from that as well. And finally, because of their timing, they should 
have the flexibility to be able to alter what they’re doing to meet 
whatever the requirements turn out to be from the homeland secu-
rity directive, you know, as that specification is being developed. 

So I think we’re cautiously optimistic. 
Mr. BUYER. In your written testimony here, you mentioned how 

the VA has several hundred different types of identification cards. 
Do other government agencies, are they like that too? 

Ms. KOONTZ. I don’t have any basis to compare, and that is VA’s 
number that they told us that they actually have several hundred. 
I wouldn’t be surprised in larger agencies, however, if you had the 
same kind of situation. 

Mr. BUYER. Does that practice make you nervous? 
Ms. KOONTZ. It is not the best practice, no. 
Mr. BUYER. Well, I agree. Do you have anything else? 
Ms. HOOLEY. I don’t, Mr. Chair. 
Mr. BUYER. Thank you very much for your report. And Secretary 

Wu, thank you very much for your testimony and your work. 
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Again, I enjoyed your statement, whoever wrote this and helped 
you out and your input and substance in this statement. You really 
highlight the challenges that we have. Really. 

I mean, I think we all want to get there, and, you know, what 
we’ve sort of accepted out here today, is that there’s also out there 
in the private sector, there’s a lot of competition going on out there. 
And they all want to gain access and they want their technology 
to be the one that’s going to be used. But at the same time, we’ve 
got to figure out how we can control and make it standards based 
and implement it government wide. And the most important aspect 
is from the homeland security standpoint. And there’s also from 
this Subcommittee’s interest, I think a lot of these major fraud 
cases weren’t found because of audits. And, you know, when I look 
at this $162 million of taxpayer money to implement this, when 
you do a simple cost benefit analysis, first you go, whoa, that’s a 
lot of money. And then you look on the other side of this. Yes, but 
how much smarter can we do our business and do it effectively and 
efficiently, I think it becomes rather clear. 

Mr. WU. Well, Mr. Chairman, there are technical hurdles and 
then there are programmatic and management hurdles. NIST is 
taking care of the technical hurdles to try to achieve consensus on 
an industry-led, market-driven standard for interoperability. The 
programmatic and management hurdles are being taken care of 
now we hope under the auspices of HSPD–12, and that’s a powerful 
driver to bring all of the federal agencies together on a critical na-
tional priority, homeland security. 

And so we hope to be able to leverage HSPD–12 to develop these 
management and programmatic challenges. And OMB, the highest 
levels of OMB, are really taking this very seriously. And so we 
thank you for your leadership in trying to drive VA towards this 
goal and we hope to apply this throughout the federal government. 

Mr. BUYER. That’s great. That’s wonderful. Thank you, Secretary 
Wu. 

Mr. WU. Thank you. 
Mr. BUYER. This panel is now dismissed. Thank you very much. 
We now recognize the second panel, Mr. Neville Pattinson, Direc-

tor of Business Development, Technology and Government Affairs, 
Axalto. We’d also recognize Secretary Robert McFarland, the As-
sistant Secretary for Information and Technology, Department of 
Veterans Affairs. We’d also like to recognize Mr. Robert J. 
Brandewie, Director, Defense Manpower Data Center, Office of the 
Secretary of Defense for Personnel and Readiness, Department of 
Defense. 

All right. Mr. Pattinson, you’re now recognized for an opening 
statement. 
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STATEMENTS OF NEVILLE PATTINSON, DIRECTOR OF BUSI-
NESS DEVELOPMENT, TECHNOLOGY AND GOVERNMENT AF-
FAIRS, AXALTO, INC.; ROBERT N. McFARLAND, ASSISTANT 
SECRETARY FOR INFORMATION AND TECHNOLOGY, DE-
PARTMENT OF VETERANS AFFAIRS; AND ROBERT J. 
BRANDEWIE, DIRECTOR, DEFENSE MANPOWER DATA CEN-
TER, OFFICE OF THE SECRETARY OF DEFENSE FOR PER-
SONNEL AND READINESS, DEPARTMENT OF DEFENSE 

STATEMENT OF NEVILLE PATTINSON 

Mr. PATTINSON. Good morning, Mr. Chairman, Congresswoman 
Hooley, and members of the Subcommittee. Thank you for the op-
portunity and privilege to testify at this hearing on smart card ini-
tiatives at the Department of Veterans Affairs. 

I am the Director of Business Development, Technology and Gov-
ernment Affairs at Axalto. Axalto, which is based in Austin, Texas, 
is the largest supplier of microprocessor smart cards. I have per-
sonally been involved with identity systems utilizing smart cards 
for over 7 years, including leading the efforts within Axalto for the 
development of the common access card for the Department of De-
fense. Axalto has now supplied over 5.5 million cards to the De-
partment of Defense, along with several other government agen-
cies. 

In addition to my position at Axalto, I am board member of the 
International Biometric Industry Associate. I am also honored to be 
representing a loose coalition of three leading smart card manufac-
turers called the American Smart ID Card Alliance, which is a 
strong voice for security, privacy and efficiency of this technology 
and identity management. 

Within Axalto, we deployed an identity management system 
throughout our own company utilizing smart ID cards. In order to 
secure our information, networks and facilities, we learned that im-
plementing a corporate-wide identity system had several benefits. 
Our company realized that the information we managed, both ours 
and our customers’, was a valuable asset that required tight secu-
rity and access control. By implementing an enterprise-wide iden-
tity management system, all employees’ identities were managed 
centrally for physical access to facilities and logical access to com-
puter networks. 

We have seen a much higher degree of accuracy and account-
ability as we used digital signatures and encryption on our e-mail 
to verify our content and maintain integrity of our information. We 
have also seen significant cost savings from support services. 

On August 27th of this year, President Bush signed the Presi-
dential Directive HSPD–12. This directive establishes a policy for 
a common standard that will allow for a secure and reliable form 
of identification for all federal employees and contractors that can 
be authenticated electronically. The Veterans Administration is 
ahead of many other government agencies in implementing an 
identity management system that credentials their employees. 

We commend the Department of Veterans Affairs for embarking 
on its own identity management system using smart ID cards for 
its employees. As there are already physical access systems in 
place in several VA facilities, the project has embraced both a two 
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and a three chip smart ID card. Both smart ID card variants are 
to contain a contact smart card chip for logical access and creden-
tial storage, along with a second chip for new physical access sys-
tems as recommended by the IAB. One of the card variants will 
also contain a third chip for supporting the installed base of phys-
ical access systems based on RFID technology. 

The smart card project team within Veterans’ Affairs has spent 
considerable time performing feasibility studies and prototype eval-
uations in many areas to ensure the correct application of the tech-
nology to their systems and processes. This planning effort will 
lead to a better implementation of the project as it begins its roll-
out to the intended VA staff and contractor population. What they 
have learned will also benefit other agencies in their programs as 
all federal agencies embrace the HSPD–12 credentialing initiative. 

It is important to define the scope of an identity management 
system, along with specifying system-wide standards, specifica-
tions, privacy and security policies to ensure interoperability con-
sistency and proper usage. One should use standards and open 
specifications, avoiding blind alleys or non-interoperability. It is im-
portant to define the criteria for enrollment and the user authen-
tication mechanisms once enrolled. The common use of data cross 
agencies is also important to ensure interoperability. 

The usage of PINs along with smart ID cards is a good user au-
thentication mechanism to determine user presence with the card. 
However, as biometrics are becoming more commonplace and the 
application determines the need to increase the authentication of 
the user, biometric authentication should be introduced where ap-
propriate and cost effective as either a replacement to the PIN or 
a security enhancing feature. 

Smart ID cards are a vital link in the chain of trust of any iden-
tity management system. The ability to master identity manage-
ment within an enterprise or a government agency brings tremen-
dous savings, electronic communications security, user account-
ability, increased privacy and consolidated access control. Smart ID 
cards are a convenient, proven, portable, cost effective, highly se-
cure technology for assisting with the management of identity. 
When combined with biometric,s the smart ID card offers a three-
factor authentication of the cardholder: Something they have, i.e., 
the card; something they know, the PIN; and something they are, 
the biometric. 

There is a wealth of experience within U.S. government agencies 
in deploying smart ID card-based identity management systems. 
The Inter-Agency Board and the Federal Identity Credentialing 
Committee have also endorsed smart ID cards. We need to con-
tinue to support the important effort of NIST as they advance the 
government smart card interoperability specification. Along with 
the recent Homeland Security Presidential Directive 12 declaring 
an aggressive timeline for all federal agencies to implement a com-
mon identification standard makes it clear that interoperability is 
paramount for any government agency identity system. 

Thank you for the opportunity to testify before this distinguished 
Subcommittee. I look forward to working with the members of the 
Subcommittee in providing any help and guidance on this issue, 
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and would be happy to answer any questions the committee may 
have. 

[The prepared statement of Mr. Pattinson appears on p. 61.] 
Mr. BUYER. Thank you very much for your testimony and con-

tribution. 
Secretary McFarland, you’re now recognized. 

STATEMENT OF ROBERT N. McFARLAND 

Mr. MCFARLAND. Thank you, Mr. Chairman and Ranking Mem-
ber Hooley. I’m very pleased to appear before this committee rep-
resenting the Secretary and the Department’s information tech-
nology programs. On March 17, 2004, I appeared before this com-
mittee and presented an overview of the VA’s information tech-
nology processes and projects. 

I am here today to provide an update regarding the VA’s Authen-
tication and Authorization Infrastructure Project, or AAIP. As a re-
sult of AAIP, the Department is positioned almost 12 months 
ahead of the mandates contained in Homeland Security Presi-
dential Directive 12, which establishes a new policy for common 
identification standards for federal employees and contractors. VA 
has achieved this position, which is well ahead of practically every 
other agency, because we have continuously synchronized AAIP 
with government deliberations and involvement in the process that 
leads up to HSPD–12. We view this as a success story. 

Currently, VA has a Federal Manager’s Financial Integrity Act 
material weakness related to account management. AAIP plays a 
significant part in addressing this issue by creating better account 
management controls, two-factor identification and smart cards, 
and a reduction on the reliance of static passwords. The VA’s Office 
of Inspector General has reviewed AAIP and believes it is a signifi-
cant move towards removing this outstanding concern. 

AIIP specifically considers and sets up strategies to effectively 
comply with the Health Insurance Portability and Accountability 
Act of 1996 Security Rule, the Gramm-Leach-Bliley Act for finan-
cial services, the E-Sign Act, the Government Paperwork Reduction 
Act, the Government Paperwork Elimination Act, the E-Govern-
ment Act of 2002, the Federal Information Security Management 
Act, and OMB Memo 04–04, E-Authentification Guidance for Fed-
eral Agencies, as well as the OMB memo entitled Streamlining Au-
thentication and Identity Management within the Federal Govern-
ment. 

The benefits of AAIP were apparent in preliminary tests with the 
Drug Enforcement Agency wherein AAIP demonstrated the ability 
to save up to 45 minutes in processing time associated with phar-
macy transactions. This can be achieved through the application of 
digital signature, which complies with DEA regulations, reduces 
paperwork and substantially reduces unintended errors. In the 
process, service to the veteran is greatly enhanced in a cost-effec-
tive manner. 

During detailed testing of smart card usage in ‘‘thin client’’ envi-
ronments, AAIP demonstrated the ability to recover up to 45 min-
utes per day of clinician time through simplified log-on processes. 
VHA has tens of thousands of clinicians on duty at any given pe-
riod of a day, and any recovery of productivity of this magnitude 
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will create significant efficiencies and some cost savings, and result 
in better patient care for our veterans. 

VA currently has several hundred thousand users of computer 
systems, many with their own separate accounts and passwords. 
This creates a tremendous account and password burden on VA to 
operate systems day to day. Through AAIP’s use of smart cards, 
VA will be able to implement single sign-on technologies which 
minimize the number of passwords users have to remember. 

VA assumed leadership over the Shared Service Provider Sub-
committee of the Federal Identity Credential Committee, acting as 
chair. Starting in September 2003, through the collaborative efforts 
of the National Institute of Standards and Technology and other 
agencies, the SSP Subcommittee established the evaluation criteria 
to successfully publish a listing of qualified managed Public Key 
Infrastructure service providers that are available to all federal 
agencies. As a result, the federal government now has a core list 
of authorized PKI managed service providers, directly supporting 
an initiative identified by OMB in January of 2003. 

Using this new vehicle, in September 2004, VA became one of the 
first federal agencies to issue a contract to a federally approved 
managed PKI service provider under the FICC’s SSP program. 

The AAIP staff formulated a detailed structured prototype proc-
ess to evaluate the introduction and implementation of smart cards 
and PKI into the VA enterprise. During the prototype process, the 
project established a best practices system engineering approach 
where the technology was first tested in a controlled lab environ-
ment and then field tested at VA facilities. Examples include suc-
cessful testing of AAIP and smart card usage for remote access 
over the enterprise gateways, integrated smart card log on at ap-
proximately ten separate locations across VA, and secure testing of 
smart card log on with wireless technologies, web access, database, 
and certain legacy devices. 

The staff also established evaluation processes for physical access 
control systems and now serves as the central resource across VA 
as facilities plan efforts to move to the new federal GSC–IS stand-
ards based on the International Organization for Standards 14443. 

VA is currently participating in the government’s smart card ag-
gregate buy of smart cards. Initially, VA will procure approxi-
mately 100,000 smart cards under the new Government Smart 
Card Interoperability Specification v2.1. This procurement is being 
managed by the General Services Administration pursuant to the 
guidelines from OMB. VA will start to receive these smart cards as 
early as October 2004. Part of the order includes new generation 
dual-physical antenna cards. At select facilities these cards will 
support coexistence with the current physical access control sys-
tems and the ability to migrate to physical access control systems 
that are compliant with the new GSC–IS specifications. 

Finally, I believe VA has made great progress regarding this im-
portant effort, positioning ourselves to implement a smart card pro-
gram ahead of the President’s mandated schedule. I remain com-
mitted to implementing a smart card program that provides im-
proved business functionality, increased security and enhanced 
services to our nation’s veterans. 
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This concludes my oral statement. Thank you, Mr. Chairman, for 
the opportunity to discuss these important matters, and I’ll be 
happy to answer any questions that you might have. 

[The prepared statement of Mr. McFarland appears on p. 65.] 
Mr. BUYER. Thank you, Secretary McFarland. 
Secretary Brandewie, you’re now recognized. 

STATEMENT OF ROBERT J. BRANDEWIE 

Mr. BRANDEWIE. Thank you, Mr. Chairman. Good morning. 
Mr. BUYER. I’m sorry. I just promoted you. You’re a Director. 
Mr. BRANDEWIE. Director, yes. I am the Director of Defense Man-

power Data Center. Our organization is responsible for the develop-
ment, fielding, and maintenance of a number of DOD-wide informa-
tion systems, including the DOD smart card initiative known as 
the Common Access Card, or CAC. 

The Department began work in November of 1999 to modify the 
DOD identification card from a relatively low technology card to a 
smart card with an integrated circuit chip. The new smart card 
would be an authentication token for military members and em-
ployees and also contain Public Key Infrastructure, PKI cryp-
tographic keys and certificates. This card would form the center of 
a strategic program to secure use of the Department of Defense 
network capabilities, and therefore it would increase security while 
at the same time enabling more efficient and effective web-based 
transactions for a variety of DOD business processes. 

The initial test cards were produced in December of 2000, and 
full production of the new common access card began in September 
of 2001. By July of 2003, the full infrastructure was rolled out to 
945 sites in 27 countries, and the program was fully implemented. 
Today more than 5.5 million CACs have been issued at the rate of 
more than 10,000 per day. Currently, about 3.2 million active duty 
and reserve military members, civilian employees and DOD con-
tractors carry a valid CAC. 

In addition to active duty and selected reserve members in the 
DOD, this includes Coast Guard members from the Department of 
Homeland Security, Public Health Service members in the Depart-
ment of Health and Human Services, and National Oceanographic 
and Atmospheric Administration members in the Department of 
Commerce. 

At the same time, and just as importantly, DOD has focused its 
efforts on improving the business process. A new DOD policy called 
Personnel Identity Protection requires strengthening of all aspects 
of credentialing DOD members and employees and authenticating 
those credentials before access is granted to DOD networks or DOD 
bases and buildings. 

The process of performing secure, up front identity proofing and 
vetting is the foundation upon which a sound credentialing infra-
structure is built. To this we add a very modern and secure 
issuance process. This issuance process is linked to the DOD enter-
prise central repository of affiliated people called the Defense Eligi-
bility Enrollment Reporting System, or DEERS. 

In addition, there are a number of procedures that strengthen 
the security of the issuance process. For example, we use only oper-
ators that have been favorable vetted by the Defense Security Serv-
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ice, and we require issuers of the ID card to be authenticated with 
their CAC, their PIN, and a biometric—a strong, three-factor au-
thentication. 

With regard to usage of the card, reforms in electronic business, 
paperless contracting, wide area workflow, travel re-engineering 
and expanded use of government-wide commercial purchase card 
programs have presented new opportunities to use smart card tech-
nology as an enabling tool for enhancing our business process. 

In addition, the CAC is used for business applications such as a 
replacement for passwords or single sign-on, food service, deploy-
ment and warrior readiness, and manifesting. DMDC continues to 
work with the Components and other Defense agencies to develop 
more specific applications to enhance military readiness and im-
prove the quality of life. 

There has been a concerted effort to develop and use standards 
in the implementation of the CAC. The General Services Adminis-
tration and the National Institute of Standards and Technology 
have been critical partners in this process. As a result, it is very 
easy for other agencies to adopt all or part of what DOD has done 
with the common access card. 

DOD has worked and will continue to work with other federal 
agencies wanting assistance with similar programs or to provide in-
formation on valuable lessons learned. For example, DOD and the 
Department of Veterans Affairs have been in contact to share tech-
nical approaches to credentialing over the past 2 years. This con-
tinues with the announcement of Homeland Security Presidential 
Decision 12, which provides direction on a common identification 
standard for federal employees and contractors. Detailed meetings 
have been ongoing, including the meeting previously referred to 
today with representatives from all government agencies hosted by 
NIST. 

DOD has been instrumental in the development of the current 
Government Smart Card Interoperability Standard, and the De-
partment remains committed to working very hard with the exist-
ing tight deadlines to ensure a workable standard emerges to ad-
dress HSPD–12’s direction. 

Thank you for the opportunity to address the Subcommittee. I 
would be happy to answer any questions. 

[The prepared statement of Mr. Brandewie appears on p. 70.] 
Mr. BUYER. Thank you very much. Mr. Pattinson, from your re-

sume, you mentioned that you’ve worked with GSA, Treasury, 
Homeland Security, Veterans’ Affairs and NASA. So given that sort 
of background, help me understand why interoperability is such a 
challenge, if that’s our goal? 

Mr. PATTINSON. First of all, identity management is a very com-
plex subject. Any agency, any employee has generally many identi-
ties that they’re using on a day-to-day basis. Putting an identity 
management system in place within an organization tries to aggre-
gate all of those into a single identity and manage that through the 
access of all of those systems and services. 

Each agency, each company have different and disparate sys-
tems. They’re not all the same. There are different life cycles, dif-
ferent periods of time, different technologies. So even just putting 
an identity management system in is a complex task. Interoper-
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ability between agencies is even harder. This is because you’ve got 
the dimension of the further systems that are used in different 
agencies, again, all of their own volition, having to now move to-
wards a stronger identity management within their own agency. 

This is a hard topic. Interoperability is not easy. The work of 
NIST through the GSC–IS has been paramount in trying to pull to-
gether interoperability. Existing systems are migrating towards 
that, and as with HSPD–12, that will now create a framework and 
an umbrella for all of the future systems now to work together. 

What’s very important is common data. If you have different 
data in different places in the smart card or in the object areas of 
the smart card, you’re not going to be interoperable. You have to 
have defined data, and defined ways of accessing that data so that 
therefore one agency’s credential can be read and understood by 
another agency’s credentialing system. If you don’t have those 
standards, interoperability becomes extremely difficult to achieve. 

Mr. BUYER. Were there any defects that had to be analyzed with 
regard to security for these cards? 

Mr. PATTINSON. We’ve spent 25 years making smart ID cards. 
There are over 3 billion cards produced by our company worldwide. 
The security of the cards is in many forms, right down to the very 
specialized semiconductor chips. 

They’re not typical chips that you’d find in your home computer. 
These are very highly secure, specialized microprocessors designed 
specifically to be the local security agent in the hands of the card-
holder on behalf of the issuer. They have to withstand attacks, 
tricks that people try to do to them from a physical perspective, 
from an electronic perspective. We have spent many years and the 
industry as a whole has perfected many, many hundreds of coun-
termeasures within every smart card that we’ve produced that de-
fends itself rigorously against attacks. 

So we feel very confident that the combination of the two or 
three technologies that are being used by the Veterans’ Affairs pro-
gram are going to work very well for the needs of their applica-
tions. They have a legacy system of RFID technology for physical 
access. That clearly is being considered to migrate as they look at 
the three-chip card. I support the existing system and migrating 
over time to the newer, more secure physical access system using 
the second antenna. 

The contact chip is the heart of the credential today used for 
Public Key Infrastructure, and those, as Mr. Brandewie has shown, 
are in full use within the Department of Defense providing very 
strong credentialing. 

Mr. BUYER. Well, I asked that question as a follow-up to Ms. 
Hooley’s question of the last panel. Let me ask, have you ever had 
to implement any countermeasures that you just mentioned? 

Mr. PATTINSON. We have implemented hundreds of counter-
measures in those cards. We have rigorously kept ahead of the at-
tacks and people who are trying to—— 

Mr. BUYER. And who are doing the attacks? 
Mr. PATTINSON. We find them to be all people from all places. A 

lot of university students like to write theses and show what they 
can do to try and attack the card. Often their attacks are not actu-
ally on smart card chips, they’re on similar chips but claim to be 
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smart card chips. They try attacking biometric technologies. We’ve 
seen various attempts at trying to defraud a biometric technology. 

We try and keep ahead and looking at all of the things we can 
bring to bear from the physical side, from the logical side, to 
counter all of these attacks. This is our business. We are in the 
business of security. 

Mr. BUYER. Now you were in charge of the security at the Winter 
Olympics in Salt Lake City. Is that correct? 

Mr. PATTINSON. Axalto previously was part of Schlumberger, and 
yes, we were part of the Salt Lake City—— 

Mr. BUYER. Were there any problems with regard to the use of 
these cards at the Olympics? 

Mr. PATTINSON. I’m not aware of there being any problems. It 
was a very comprehensive IT infrastructure to bring together all of 
the systems and mechanisms within the running of that facility. As 
far as I’m aware, it was an extremely successful implementation. 

Mr. BUYER. All right. I have a whole series of questions, but I’ll 
yield at this time to Ms. Hooley. 

Ms. HOOLEY. Thank you. I have a question for Secretary McFar-
land. It looks like, at least by your report, that the project is on 
track, you’re ahead, you’re leading the way. What are the potential 
problems or trip points and what is being done to avoid those? 
What are you doing to avoid those? 

Mr. MCFARLAND. Well, I have a strong belief that all projects 
need strong project management, and that to me is the first key. 
The second key is a realistic schedule, and along with that, buy-
in from all the entities within VA on that schedule. The VA has 
approximately 225,000 employees with another couple of hundred 
thousand contractors and volunteers. It’s around 500,000 people 
that we’ll have to involve in this process over the lifespan. Without 
having complete collaboration with every facility out there, we 
won’t do this on time. So I think we’ve done a very good job up 
front. 

I truly commend the various administrations for buying into this 
project, because I think that’s critical to the success of it. Each of 
them has unique facility issues that they have to deal with, and 
I think this project, as they well know, will solve some of those 
unique problems they deal with on a daily basis. 

So I think the schedule is important and I think collaboration in 
getting the project off the ground and good project management 
will be the keys to making it happen. 

Ms. HOOLEY. Tell me again what you do at the front end to make 
sure that the person you’re giving this card to is really that person. 

Mr. MCFARLAND. Well, I’ll defer to Mr. Cadenas here, who really 
runs the project, to give you some idea of exactly what exhaustive 
things we go through. 

Ms. HOOLEY. Thanks. 
Mr. CADENAS. Good morning, ma’am. 
Ms. HOOLEY. Good morning. 
Mr. CADENAS. As Mr. McFarland said earlier, part of our effort 

is the level of collaboration. And as part of that collaboration, we 
actually work with the physical security entities within VA as well 
as HR, our Human Resources, and the local sites, including the ad-
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ministrators and law enforcement police there, because there’s a 
number of checks that we do. 

Depending on the user and his or her profile, we gather informa-
tion, or we can gather information from various points. And in the 
case of VA, we plan on leveraging the existing infrastructure and 
working with the physical law enforcement personnel, since they 
are currently issuing cards or badges at this time. We will collabo-
rate with them so they can issue a smart card that provides both 
physical access to facilities and logical access to systems and data. 
We will review the user profile to determine the level of access to 
systems and data. The law enforcement team will use the profile 
to determine the level of physical access as far as facilities. 

So we have a number of checks and balances that we’re doing to 
ensure that, one, the person is who he says he is. Then we do an-
other check to see if the individual has any additional background 
or security clearance requirements, or needs physical access and 
logical access based on that user profile from a need-to-know point 
of view. 

Ms. HOOLEY. Thank you. Mr. McFarland, in October 2002, the 
Secretary modified the control of the CIO. A large component of 
this project relates to information technology. Do you have ade-
quate authority to meet any challenges that arise coordinating this 
project, and how far does this direct line authority extend? 

Mr. MCFARLAND. I believe I have full authority to implement this 
project. This has been a project that has gone through our Enter-
prise Information Technology Board process, through a milestone 
environment where every administration and every staff office has 
had to participate in that environment. VA was working on this 
project long before I got here. 

There were some things that I noticed when I came here that I 
made some modifications on, and those have all been vetted 
through all of the administrations and the staff offices. The Deputy 
Secretary has reviewed this project. The Secretary is aware of this 
project. I believe that we do not have any issues about authority 
or my ability to run this project to its end. 

Ms. HOOLEY. By the way, congratulations. I mean, a lot of times 
we’re always asking, why didn’t you do this, how come you didn’t 
do this, how come you’re behind. It’s nice to be able to sit here and 
say congratulations for being ahead of the game. Thanks. 

Mr. MCFARLAND. Thank you, ma’am. 
Mr. BUYER. Mr. Boozman? 
Mr. BOOZMAN. Yes. I’ve been told that one of the test sites will 

be the Fayetteville VA hospital in Arkansas. Is that correct? 
Mr. MCFARLAND. That’s correct, sir. 
Mr. BOOZMAN. Can you tell me a little bit about how that’s pro-

gressing? You know, what the plan is, what exactly the cards will 
be doing there, what we’re trying to get accomplished? I represent 
that district. 

Mr. MCFARLAND. Yes, sir. I’ll defer to Mr. Cadenas, who has the 
actual rollout environment there or can at least talk a little bit 
about the rollout environment. 

Mr. CADENAS. Excuse me. I’m looking for the information. I’ll be 
talking off the top of my head. What we plan on doing when we 
go down there, sir, is the reason why VHA identified Fayetteville 
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as part of our effort with working with VHA, they identified that 
as a good sampling of a facility, if you will, within the VHA infra-
structure. And because of the size and the scope and the things 
that we would like to test during the limited rollout, we thought 
we would be getting a very good exercise or a very good representa-
tion within a given month of this effort going on. 

The first effort when we go to Fayetteville as part of the dry run 
will be working with the law enforcement staff there. We will be 
going through the actual process and we’ll be issuing smart cards 
to address physical access. It’s pretty much to do a dry run, and 
we’re going to be doing it for a month. And I believe it’s going to 
be up to a thousand cards. And then after that one-month trial 
run, we’re going to sit down as a team with the VA community and 
review lessons learned, identify the potential risks and how we can 
mitigate those risks in the future, and see what other potential 
problems we could possibly encounter at the next site and address 
those before we actually move forward. 

Mr. BOOZMAN. Well, I think it’s an excellent choice. That VA hos-
pital is run very, very well. And again, I think they’ll be able to 
give you some good information. So anything I can do to help, be 
sure and let me know. Thank you. 

Mr. BUYER. Secretary McFarland, you said that the CIO is in 
charge of all smart card projects. Is that correct? 

Mr. MCFARLAND. That is correct, sir. And this project is the only 
smart card project we have active in the VA at this time. 

Mr. BUYER. What about the swipe card project at Miami VA 
Medical Center involving physicians? Are you in charge of that 
project, also? 

Mr. MCFARLAND. No, sir, I am not in charge of that project. It’s 
under the auspices of VHA, but I can tell you that it is not a smart 
card project. It’s a proximity card project, and it does not have the 
same technology involved in it. It is a test that was run along with, 
as far as I can determine, four or five other tests over the last few 
years, but it is purely a test. It’s actually a project that only has 
six—— 

Mr. BUYER. Can I ask this? All right. If it’s a proximity card—
— 

Mr. MCFARLAND. A physical access card. 
Mr. BUYER (continuing). Whatever that means, a proximity card, 

is it possible that when you do—and I understand what you’re try-
ing to do. We’re trying to get a hold on the issue of physicians, 
their coming and going. And I also understand that when they im-
plemented that project down there, you had two physicians who re-
tired, two physicians who quit, and another one went to intermit-
tent, out of the 60 physicians that are coming and going down 
there. You know, it’s accountability. And I understand the VA is 
trying to get a hold of that, but is it possible that when you issue 
the smart cards that you also can include in your smart card your 
proximity card? 

Mr. MCFARLAND. Absolutely, sir. Not only can we—— 
Mr. BUYER. And is that what you’re thinking of doing? 
Mr. MCFARLAND. Absolutely. Our intention is to replace those 

cards with smart cards and be able to do the same application envi-
ronment they are currently doing there. We have no intention of 
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having more than one card to get these processes done throughout 
VA. 

Mr. BUYER. Okay. Good. You go to the VA just like all of us go 
to a VA, and they’ve got the chain around their neck. It’s almost 
like a status thing—I got seven cards. (Laughter.) 

You know. You don’t need seven cards. 
Mr. MCFARLAND. No, sir. 
Mr. BUYER. Right? We don’t need all of that. So you’re going to 

be in charge of the smart card. You know what the other side is 
doing out there, and you’re going to try to incorporate that, and 
this is just a pilot. We don’t expect this to be going on at other 
places, right? 

Mr. MCFARLAND. No, sir. That is the only place those 60 cards 
are issued, and there is no intention of putting those cards in any 
other environment. When we get into the Miami facility, we will re-
place those cards with the smart card technology we’re imple-
menting in the rest of VA. 

Mr. BUYER. All right. When there are breaches of security, can 
you tell me whether or not there have been disciplinary actions 
taken for breaches of security? I mean, is this happening out there? 
If this question is outside your lane, just tell me. But are you 
aware when there are breaches, security breaches of information 
systems, major security breaches? 

Mr. MCFARLAND. Yes, sir. I am aware whenever there are 
breaches in the information security system. I can’t comment on 
breaches of security of physical access and facilities. That would 
fall under law enforcement, as I understand it. 

As far as breaches in information security, that’s what cyber se-
curity is about in the VA. It is the single point of security for all 
of our cyber environment. And over the last year, year and a half, 
the VA has rallied around cyber security to be the single point of 
contact there. So I believe that through our Central Incident Re-
sponse Capability (CIRC) process, we are aware of all of the infor-
mation security violations that we can detect and that have been 
reported to us. There is still a very large information security ad-
ministration out in the VA with as many facilities as we have, and 
we have some 200 Information Security Officers out there. We rely 
on them to give us as much information as we can get, and we 
most often do find out immediately when there’s a violation of 
cyber security. 

Mr. BUYER. And who is going to be primarily responsible for the 
issuing of the new smart card? 

Mr. MCFARLAND. Primarily responsible for issuing of the smart 
cards? 

Mr. BUYER. Yes. 
Mr. MCFARLAND. Cyber security is running this project. AAIP is 

under VA’s cyber security office. 
Mr. BUYER. Is that you? Who—— 
Mr. MCFARLAND. Mr. Baffa. 
Mr. BUYER. Where is he? 
Mr. MCFARLAND. Right over there. 
Mr. BUYER. Who is Baffa? 
Mr. BAFFA. I’m Baffa, sir. 
Mr. BUYER. And you’re law enforcement? 
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Mr. BAFFA. Yes, sir. Physical law enforcement, yes, sir. 
Mr. BUYER. Fiscal law enforcement? Come over to the podium for 

just a second. 
Mr. BAFFA. Yes, sir. 
Mr. BUYER. You have physical security? 
Mr. BAFFA. Yes, sir, I do. 
Mr. BUYER. For law enforcement? 
Mr. BAFFA. Yes, sir. 
Mr. BUYER. And Mr. Cadenas, you’re going to be the one respon-

sible for the issuing of the cards? 
Mr. CADENAS. We address logical security, as I said earlier, sir; 

this is where it’s a team effort to leverage the existing infrastruc-
ture out there that’s doing the work today. 

We are working with Mr. Baffa and his organization to identify 
the equipment, the training, policies, and procedures that what 
we’re going to do, sir, is when we’re on the ground, we’re going to 
be working with his law enforcement staff since they currently are 
doing badging at all the facilities or clinics. 

And what we’re going to do, sir, is when we pull that old tech-
nology out and we put in the new smart card One VA community 
card, we will train and work with the local law enforcement staff, 
provide the equipment as close to a turn key solution, so it becomes 
very transparent to them, old system out, new system in. We still 
issue the physical card or the physical access card and ID badge. 
And on top of that, because of our relationship, then we will come 
in and ensure that the logical profile of the user is addressed with-
in that card, if you will, one-stop shopping for everything. 

Mr. BUYER. Sir, will you state your name? 
Mr. BAFFA. Yes, sir. My name is John H. Baffa. 
Mr. BUYER. And your title? 
Mr. BAFFA. Deputy Assistant Secretary for Security and Law En-

forcement. 
Mr. BUYER. And will you please tell us how—your plans to imple-

ment the smart card on the ground through law enforcement? You 
have physical security? 

Mr. BAFFA. Right. You know, we’re taking—the concept that you 
alluded to, going to a VA hospital, a person may have one to six 
to seven cards around their neck, what the smart card is going to 
do, and you also heard about proximity cards and swipe cards, is 
replace all of them. 

What the smart card will do is going to really—it’s going to en-
velop everything. It’s going to take the physical security aspect 
which you will need your smart card, as today you need this card 
in the VA to get to certain areas. It’s going to not only act as a 
cover for physical but also for computer security, it’s going to all 
be intertwined. 

We will be the ones responsible for ensuring this. This is a very 
simplistic way of saying it from the physical security aspect all 
we’re doing is trading the smart card for a card that we already 
have and we use for identification, recognition, et cetera. But with-
in that, with the computer technology, we’ll have both the physical 
and computer security bases covered, or we believe we will. 

Mr. BUYER. And do you have good cooperation from union leader-
ship? They’ve been briefed on this? 
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Mr. BAFFA. I’ll have to defer that. 
Mr. CADENAS. Yes, sir, they have, and we were—the reply back 

from them, they were very pleased that we had been working with 
them and the fact that we brought it up to their attention early on, 
and we have not had any negative comments or concerns at this 
time. 

Mr. BUYER. So if I’m an employee and my smart card will ensure 
that I have access to particular areas, it’s going to, by virtue of my 
position, that would be programmed into the card? 

Mr. BAFFA. That’s correct. 
Mr. CADENAS. Yes, sir, your user profile, if you will. 
Mr. BAFFA. From the physical and computer aspect, that’s cor-

rect. 
Mr. BUYER. Oh, I like that. 
Mr. BAFFA. And I’ll be able to know if you were there, basically. 

It’ll have a tracking device. 
Mr. BUYER. You lose sort of this stigma thing that’s going on out 

there, too—‘‘I’m more important than you’’ kind of thing with all 
these cards. 

Mr. BAFFA. I agree with you. 
Mr. BUYER. It is. It’s kind of a status thing. It’s ridiculous that’s 

going on. 
What about the photos? We can’t use our high school photos, 

right? 
(Laughter.) 
Mr. BAFFA. No, sir, you can’t. The photos like in central office, 

if I should forget to bring my card in and I go to the main desk 
of the guard and I say I’m John Baffa, the first thing I have to do 
is to show him my driver’s license. That’s the first verification. 
Then they’ll hit the name in the computer, and this pass will come 
up on the computer screen to verify who I am. And that’s the pos-
ture we would take at the local facilities, also. 

Mr. BUYER. That’s great. Remain there at the podium. Let me 
yield to my colleagues for any questions they may have based off 
any of these. You’re fine? All right. 

Do you anticipate any problems out there that you’ve got groups 
working on that we should know about? 

Mr. BAFFA. No, I think, there may be some growing pains, and 
that’s why we’re doing the pilot site, and I believe we’re starting 
with VISN 16. We’re going to try and stay in one part of the coun-
try initially, and we have various sized facilities there. No, I don’t 
think—you know, the one thing I think that has to be clear, 
though, is during this transitionary period when you go to Miami 
or wherever you go to, there will be two cards. We’ll have the old 
card plus the new smart card till we make sure that the physical 
access security systems in place can be interloped with the new 
smart card. So there will be a short period of time where you will 
be required to wear two cards. But eventually, once this whole 
process is completed, this thing will get you into the building, get 
you into the area that you need to, and conversely, keep you out 
of areas you don’t need to be in. And then, as I said, we’ll know 
where you’ve been. 

Mr. BUYER. All right. Thank you very much. 
Mr. BAFFA. Yes, sir. 
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Mr. BUYER. Ms. Hooley, do you have any other questions? 
Ms. HOOLEY. No, I don’t. 
Mr. BUYER. Do you have any other questions? I do for Mr. 

Brandewie. You may have a seat. Thank you, sir. 
Mr. BAFFA. Thank you. 
Mr. BUYER. I appreciate it. When you did your rollout of your 

smart cards for DOD, did you have any difficulties? 
Mr. BRANDEWIE. Well, yes, sir. I mean, the model that we used 

to issue the cards is a decentralized one, so we had to put card 
issuing stations all over the world. So it took a while to deploy the 
issuance facilities. But today we issue cards, for example, in Iraq, 
and in 26 or so other countries over the networks, including PKI 
credentials. 

So we’ve essentially overcome a lot of the initial technical prob-
lems and have a stable environment now and a stable infrastruc-
ture for issuance of the cards. 

Mr. BUYER. With any card, as with any key, it’s all about control. 
Without biometrics, how do we ensure that security, that someone 
can’t program that card for access? I’d like for you to answer, and 
then I definitely—I was looking at Mr. Pattinson. Go ahead. 

Mr. BRANDEWIE. We do incorporate biometrics, sir, in our system, 
in our issuance system. So, for example, before we reissue a com-
mon access card or issue a common access card, we have a biomet-
ric authentication that’s done with a member who’s attempting to 
get a new card. We biometrically authenticate them, as well as do 
a—look at the picture that’s stored in the system and make sure 
it’s the same person. 

So we have biometrics deployed throughout the Department and 
have been collecting biometrics since 1996, but it’s not yet on the 
card. And the not yet on the card is because standards are just 
emerging for the use of interoperable biometrics on the smart card. 
But biometrics are in our infrastructure, just not yet on the smart 
card. 

Mr. BUYER. And is the only err then of the system would like 
with the custodians? And of a size of a DOD, the custodians out 
there of that—there’s got to be a large number, right? 

Mr. BRANDEWIE. Of the issuance process? 
Mr. BUYER. Yes. 
Mr. BRANDEWIE. Yes. We have about 5,000 people in the—that 

are we call verifying officials. These verifying officials are the 
issuers of the card. But as I mentioned in my testimony, they are 
vetted by DSS, so they have to go through a national agency check 
process. And then we biometrically authenticate them with a fin-
gerprint. We also require the CAC to be present, and we also re-
quire them to use their PIN to issue the card. 

Mr. BUYER. Is there any convergence, military ID card, smart 
card, health record, too much information on a card? 

Mr. BRANDEWIE. The plan, the data plan for DOD, was not to put 
a lot of data on the card. In fact, we limit the amount of personal 
data on the card to the bare minimum necessary, simply because 
we want the card to be an authentication token of identity and not 
a data carrier. 
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The data resides in central systems, and the card becomes a 
proxy for identity, and the central systems have the detailed data. 
The problem—— 

Mr. BUYER. So in the military we’re going to have two cards? 
Mr. BRANDEWIE. No, sir. The common access card is the military 

ID card. Its smart chip carries personal information. It’s the Gene-
va Convention card and the military ID card. 

Mr. BUYER. Okay. 
Mr. BRANDEWIE. A single card for all active, reserve, civilian and 

contractor personnel within the Department. 
Mr. BUYER. All right. All right. I’m with you. I had a hiccup 

there. It’s with our dog tags that we’ll then do our medical records, 
right? So we’re kind of carrying two cards. 

Mr. BRANDEWIE. Yes, sir. 
Mr. BUYER. All right. Mr. Pattinson, you had comments. 
Mr. PATTINSON. Certainly. I wanted to address the comment 

about reprogramming a smart card. I want to show you that our 
business of making smart cards is around making them extremely 
difficult to reprogram by anybody who shouldn’t be doing that. 

We provide a comprehensive technology to do with cryptographic 
keys and access to the smart card content that only the issuer of 
the card can get access to, and thereby, the card cannot be repro-
grammed. 

With regard to biometrics, the smart card offers extremely com-
prehensive capability of either providing biometric template infor-
mation to an external piece of equipment for biometric matching, 
or in more advanced use, it can perform that operation within the 
smart card device itself, so the biometric template can be captured 
and presented to the smart card. The smart card can be that secu-
rity agent on behalf of the issuer to match the biometric within the 
card and provide a secure answer that yes or no, this is the correct 
cardholder. This card belongs to me or not. 

And I really believe that that use of matching card technology is 
a very strong addition to much higher forms of authenticated iden-
tity by using the smart card technology. 

The TWIK program that’s currently under discussion within the 
Transportation Security Administration is looking very strongly at 
biometrics for identification at enrollment, and secondly then for 
biometrics for use for user authentication in the use. They may not 
be the same biometric. One is to do a one to many match to verify 
if they have a criminal background or are already enrolled. The 
second is for verifying that this card belongs to me now. Thank 
you. 

Mr. BUYER. Mr. Pattinson, I want to thank you for your leader-
ship and your contribution on this. You’ve spent a lot of years in 
this area, and I appreciate it. I also want to compliment your work 
at the Olympics. You know, sometimes when you work hard and 
things go well, you get no attention. And so, congratulations on a 
job well done. 

Mr. PATTINSON. Thank you, Mr. Chairman. 
Mr. BUYER. I have two questions sort of unrelated, Secretary 

McFarland, and then I have a question for you, Mr. Brandewie, 
also unrelated. I’d like to know what the status is of the CoreFLS 
debacle at Bay Pines. I understand the Department is going to at-
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tempt to recoup a fraction of the millions paid to the contractor. If 
you could comment on that, I’d like to know the status and wheth-
er or not you’ve made any decision about what to do with the pro-
gram. 

Mr. MCFARLAND. Well, sir, currently, as of October 1, the three 
test sites, Bay Pines, the national cemetery in Tampa, and the St. 
Louis BVA Regional Office, have all converted from CoreFLS back 
to the Financial Management System (FMS), which is the system 
the rest of VA is running on. They will begin to accept financial 
transactions on October 8, the same date that all of VA will begin 
accepting new fiscal year transactions. 

That conversion has gone, as best as I can see, very well. I’m ac-
tually very happy and surprised we got back as easily as we did. 
I shouldn’t use the word ‘‘easily.’’ There are among people who put 
a lot of time and effort in that, so we could get back in the time-
frame that we did. And VHA is to be commended for really aggres-
sively attacking that issue and getting back. 

As for CoreFLS, first off, we will continue maintaining all the li-
censing of the products that we have. We have no intention of 
throwing those away. One of the products, DynaMed, will continue 
to be used and is in use at Bay Pines. The original generic inven-
tory package was not installed there, if you remember, before we 
started that project. And we will be continuing with the DynaMed 
inventory package and looking at that from the standpoint of how 
it fits in that large hospital environment so that we can see how 
it might fit in other parts of VA. I applaud that. I think it’s a good 
use of the product, and I think we’ll have some good knowledge to 
compare with our other inventory packages as to how well that 
package will work. 

We will also maintain in the Austin Automation Center a 
CoreFLS data warehouse. I’ve scaled it down dramatically from a 
cost standpoint from where it was. But we want that data available 
in case we need to go back into fiscal year 2004 transactions for 
any of those three sites and confirm data or pull data that we 
didn’t get converted over or we didn’t see a need to convert over. 
So we’ll have that still running. That’s going to be running in the 
Austin Automation Center on a scaled-down basis. 

The rest of CoreFLS is under what I would call a lights-out envi-
ronment for the time being. In other words, we won’t be actively 
running the applications of CoreFLS anywhere else. The process of 
going forward is now in the works. The Secretary has put together 
a board of directors which I head up. The Board is looking at the 
go forward strategy. We’ve had some significant meetings. We’re 
gathering lessons learned. I have put out a contract for an IV&V 
with Carnegie Mellon. 

Mr. BUYER. For a what? 
Mr. MCFARLAND. An IV&V, which is an Independent Verification 

and Validation contract, to get Carnegie Mellon to take the study 
they did and deliver back to us the lessons learned from all of the 
data they gathered in that project that we gave them originally. 

We’re also going to be setting up an internal VA lessons learned 
environment so anyone involved in this project will be able to share 
opinions and lessons learned. That way we can gather the in-house 
knowledge as well as the out-of-VA knowledge. 
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We’re then going to get some professional help in looking at 
where we go forward with our strategy, understanding our as-is en-
vironment and looking at what we do to go back again and realize 
how we can mitigate these problems of the material weaknesses we 
had in our financial and logistics systems. 

I’m pretty confident that if we take this process slowly and me-
thodically this time, that we can find where we need to go and 
what we need to do to solve those weaknesses. 

Mr. BUYER. All right. The question was out of scope. If minority 
counsel has any follow-up based off that question, it’s permitted. 
The other question deals with I’d like a status check on the third-
party collections demo in Cleveland, the PFSS demo. Is it alive and 
well? Is it on life support? Does it need to be resuscitated? Is it sys-
tems go? What is it? 

Mr. MCFARLAND. Well, I was there last Monday and got my first 
demonstration of the IDX product, which is the large piece of that 
project. I got a full understanding of the implementation plan. Al-
though I don’t have the data with me, I can tell you that I was 
pretty impressed with the product, to be honest with you. It will 
give the VA a tremendous amount of capability to capture this in-
formation that we need to bill and to track that information. One 
of the things I was most impressed with is when data isn’t gath-
ered, you can’t get out of the system until you answer the questions 
and until you get the data. It doesn’t go away, which to me is a 
significant advantage. 

I reviewed with the project team and with Unisys where we are 
on the project. I came back and reviewed VHA’s part with Dr. 
Kolodner, the Acting Deputy CIO for Health, to make sure that we 
are on track with the piece that VHA is doing. So far, we are on 
schedule. 

I also spent some time with the project manager there, the VA 
project manager, and was impressed with her ability to ramrod the 
project. So I came away pretty bullish. And as you know, two 
weeks ago, I was not so bullish. I think the proof is in the pudding. 
We have to execute on this. But so far, I think we’re on track. 

Mr. BUYER. Last time we were here, we talked about putting 
some competition out there in the marketplace and we the govern-
ment, i.e., the VA is going to benefit from that. Can you give us 
an update as to whether or not that’s feasible? And if so, you know, 
we have a few weeks to actually make that a reality here in the 
Omnibus Bill and negotiate this out with Chairman Walsh. So, can 
you give this committee an update? 

Mr. MCFARLAND. Well, I’m in agreement with you that we have 
an awful lot of facilities that need this help, and the Patient Finan-
cial Services System (PFSS), as good as it can be and will be, is 
not going to get all those facilities up and running in the near 
term. So I’m anxious to see what we can do about some contrib-
uting technologies that can do the same kinds of things, through 
this committee’s help. 

We reviewed a company just this week, earlier in the week, that 
has some capability in doing the kind of things that PFSS is de-
signed to do. Ken Ruyle and I both attended that presentation. We 
both came away believing that we think we might have some abil-
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ity to run a parallel process. We’re investigating the possibility of 
doing that. 

I think unless there are some things we don’t know, we might 
be able to find a facility that we can run a parallel situation. I did 
not come away with a good handle on costs, and I need to ask a 
lot more questions about how we would do this. I also need to fig-
ure out how we could manage more than one project at one time, 
and so I want to be sure we do that. 

Mr. BUYER. We would obviously need that input. 
Mr. MCFARLAND. Right. 
Mr. BUYER. You know, we’re pretty concerned about how Unisys 

got this contract, and it’s one that has just grown exponentially, 
and so we’re a little concerned about that, and that’s why we initi-
ated this conversation with you. And at the same time, we don’t 
want to overburden you in the management of two tests. But at the 
same time, having that competition out there is going to be healthy 
and maybe cause some restraint. 

But you need to give us a bogey. You need to tell us what that 
number is over a period of time. Give me a timeline. Let me know 
what the number is, and this committee can work with Chairman 
Walsh, and maybe this can be made a reality. 

Mr. MCFARLAND. We will certainly investigate that. 
Mr. BUYER. I don’t have a lot of time. 
Mr. MCFARLAND. I understand that, sir. 
Mr. BUYER. I mean, when you look at when this—you know, it’s 

not a lot of time, all right? 
Mr. MCFARLAND. I understand. 
Mr. BUYER. Okay. 
Mr. MCFARLAND. And we are moving as aggressively as we can 

to determine what it would take to put another test in place. 
Mr. BUYER. Well, good. I look forward to a follow-up conversation 

with you then. 
Mr. MCFARLAND. Yes, sir. 
Mr. BUYER. Mr. Brandewie, Do you have any follow-up questions 

based on that out of scope? Thank you. The last out-of-scope ques-
tion deals with, Mr. Brandewie, you are intimate with something 
that’s very personal to me. What I’ve learned about in Congress is 
if you create it, it’s yours for life. It doesn’t matter even it becomes 
something you don’t like, it doesn’t matter. It’s yours for life. 
Mine’s TRICARE for Life. If you author it, it’s yours forever. And 
even though I wasn’t there to implement it, I am—I’ve been im-
pressed, and I’ve been disappointed. And so let me compliment you. 
This was very difficult and very challenging. The implementation 
of TRICARE for Life has been very meaningful to a lot of people 
out there, and I get those stories. And so I want to please convey 
that to you, the appreciation by many people. 

I also am co-chair of the Guard and Reserve Caucus that we cre-
ated years ago, so I also get to hear from the Guardsmen and the 
reservists and the dependents on difficulty in the access, and it’s 
you, right? 

Mr. BRANDEWIE. Yes, sir. The DEERS system is the gatekeeper 
for TRICARE. 

Mr. BUYER. So can you tell me what I get to tell, what the com-
mittee gets to tell the sergeant that’s been called up and the family 
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is having their difficult problems getting into health care and why 
the lag? Can you help us out? 

Mr. BRANDEWIE. I’d mention two things, sir, that I think are im-
portant in that regard. One has been the extremely difficult chal-
lenges of sorting out the activations between the guard/reserve 
components and the active duty components. 

We’ve tried very hard since—obviously, the volume of activations 
has increased. We’ve tried very hard to put in place a process 
which smoothes that, that process. In fact, the Guard and reserve 
personnel systems are different than the active duty personnel sys-
tems, and it’s that crossover that has been causing some of the 
problems you refer to. 

In addition to that, we try to really adjust the timing of the ben-
efit to the timing of the activation. Often that has proven chal-
lenging. People get extended, for example, in theater beyond their 
original orders. And so their eligibility for the benefit extends, and 
often we’re behind the power curve in getting that information 
from the personnel systems and into DEERS. 

There’s a second issue, and that has been the implementation of 
the legislative authority that came out last year in the Defense Au-
thorization Bill with respect to alerting—TRICARE eligibility for 
alerted Guardsmen and reservists. That has also proven chal-
lenging, since that information was outside the purview of DEERS, 
and we’ve had really a difficult time working with the services to 
get it into DEERS. 

Those two issues I think have complicated the smooth operation 
of DEERS with respect to guardsmen and reservists. On the other 
hand, I would point out that we have a very active and available 
help facility for DEERS and TRICARE eligibility that’s been used 
extremely extensively by Guard and reserve family members and 
the service members themselves. The volume is way up, but those 
people are expert in fixing the problems that have occurred out of 
this mismatch in the personnel systems. 

And so we’re using that technique to try and make this process 
more smooth, or smoother. 

Mr. BUYER. You know, we could go across the Atlantic and go to 
the United Kingdom, and the United Kingdom takes their VA and 
it’s under their Ministry of Defense sub-part, and they don’t even 
break it—in the House of Commons, they don’t even break that 
out, right? It all comes under their defense budgets and their over-
sight, and their veterans don’t particularly like that, but that’s 
what they do. 

But guess what? They don’t have problems with interoperability. 
They don’t have problems with personnel systems, right? So here 
in our country, we’ve done this advocacy and we create ‘‘veterans 
are going to be their own,’’ ‘‘we’re going to have our own,’’ by golly. 
We’re our own. And then we end up with these tons and tons of 
problems. We can’t even decide what the word ‘‘interoperable’’ 
means, right? 

So, you know, look at the challenge, Secretary McFarland. You 
come from the private sector and you want to help your govern-
ment. I congratulate you for that. But look at this. We take a re-
servist or a Guardsman that’s just been activated, their depend-
ents, they’ve got their own series of issues. I change the law to 
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make sure that they—we waive their deductibles, we try to make 
it easy for them, right? So we bring them in. We’ve got a personnel 
system that has a hiccup, and oh, by the way, that health record 
which we’re creating is not even accessible into the VA for which 
we may end up be receiving him when he’s wounded or injured. 

You know, that’s why I’m going insane. Those are our challenges. 
Those are our challenges, and those are the things we’ve got to do. 
They’re hard, and I know they’re hard. But that’s what we have to 
do. We’re here to do the hard work, and that’s why, Secretary 
McFarland, I really am proud of you, because you don’t have to do 
this, and you’re taking this on, and this committee has given you 
great latitude to get your arms around this one and to begin to ex-
ercise the authority. 

And if you ever feel you don’t have that authority, this com-
mittee, I’ve told you before, we’re prepared to give you whatever 
budgetary authority is necessary. If it’s not there in this next Con-
gress, I think in a bipartisan fashion, we’ll give it to you, all right? 
You just tell me. 

This hearing is now concluded. 
[Whereupon, at 11:24 a.m., the subcommittee was adjourned.] 
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