S. Hre. 107-2

CURRENT AND PROJECTED NATIONAL SECURITY
THREATS TO THE UNITED STATES

HEARING

BEFORE THE

SELECT COMMITTEE ON INTELLIGENCE

OF THE

UNITED STATES SENATE

ONE HUNDRED SEVENTH CONGRESS
FIRST SESSION

CURRENT AND PROJECTED NATIONAL SECURITY THREATS TO THE
UNITED STATES

FEBRUARY 7, 2001

&R

U.8. GOVERNMENT PRINTING OFFICE
70-874 WASHINGTON : 2001



SELECT COMMITTEE ON INTELLIGENCE

RICHARD C. SHELBY, Alabama, Chairman
BOB GRAHAM, Florida, Vice Chairman

JON KYL, Arizona CARL LEVIN, Michigan

JAMES M. INHOFE, Oklahoma JOHN D. ROCKEFELLER, IV, West Virginia
ORRIN G. HATCH, Utah DIANNE FEINSTEIN, California

PAT ROBERTS, Kansas RON WYDEN, Oregon

MIKE DEWINE, Ohio RICHARD J. DURBIN, Illinois

FRED THOMPSON, Tennessee EVAN BAYH, Indiana

RICHARD G. LUGAR, Indiana JOHN EDWARDS, North Carolina

TRENT LOTT, Mississippi, Ex Officio
THOMAS A. DASCHLE, South Dakota, Ex Officio

BiL DUHNKE, Staff Director
ALFRED CUMMING, Minority Staff Director
KATHLEEN P. MCGHEE, Chief Clerk

an



CONTENTS

Hearing held in Washington, DC, February 7, 2001 ...
Statement of:
Fingar, Hon. Thomas, Acting Assistant Secretary of State for Intelligence
And Research .........c.ovevevrniiimieicosine et sse s e st e e s sessses
Shelby, Hon. Richard C., Senator from the State of Alabama
Tenet, Hon. George d., Director of Central Intelligence, Central Intel-

hgence AFEIICY eveeenrianeeiincnensceessisesestssesasnsssrersereseseseass s sas b snr et anaseasenrae 3
Wilson, Vice Admiral Thomas R., Director, Defense Intelligence Agency .. 13

(€319






THE WORLDWIDE THREAT

WEDNESDAY, FEBRUARY 7, 2001

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,
Washington, DC.

The Committee met, pursuant to notice, at 10:04 a.m., in Room
SH-218, Hart Senate Office Building, the Honorable Richard C.
Shelby, Chairman of the Committee, presiding.

Committee Members Present: Senators Shelby, Kyl, Roberts,
Thompson, Graham, Levin, Feinstein, Rockefeller, Wyden, Durbin,
and Edwards.

Chairman SHELBY. The Committee will come to order. I will sub-
mit my full statement that I have prepared for the record.

The purpose of the hearing, basically, is to provide a public
forum for the discussion of national security threats by our nation’s
senjor intelligence officials, and to provide a context for the Com-
mittee’s annual review of the intelligence community’s budget.

We look forward today, Director Tenet, to hearing from our wit-
nesses, you and others, on a number of issues, including the pro-
liferation of ballistic missiles and other weapons of mass destruc-
tion; new and more threatening types of international terrorism;
regional threats to U.S. interests; asymmetric threats designed to
circumvent U.S. strengths and target our vulnerabilities; the evolv-
ing foreign counterintelligence threat; narcotics trafficking and
international criminal organizations. We also hope to explore the
challenges posed by, among others, the proliferation of encryption
technology, the increasing sophistication of denial and deception
techniques, the need to modernize and to recapitalize the National
Security Agency, and other shortfalls in intelligence funding.

I do want to welcome you again to the Committee, and this is
our first open meeting this year, our first meeting with Director
Tenet. And we also want to welcome Admiral Tom Wilson, the Di-
rector of the Defense Intelligence Agency, and Mr. Tom Fingar,
Acting Assistant Secretary of State for Intelligence and Research.

We have a new Vice Chairman of the Committee—he’s not new
on the Committee—Senator Graham of Florida.

Senator Graham?

Vice Chairman GraHAM. Thank you very much, Mr. Chairman.

1 appreciate your scheduling this hearing so early in the 107th
Congress. This has become an annual event. It provides the Com-
mittee with an opportunity to see the big picture and to apply that
vision as we pursue our detailed responsibilities in oversight, budg-
et and legislation.
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I want to thank the distinguished panel of witnesses for appear-
ing today to help us commence with these issues that are so critical
to the safety and welfare of the American people. I join the Chair-
man in welcoming the new members of the Committee, with a re-
turn engagement from Senator DeWine. I encourage the new mem-
bers never to hesitate to question traditional thinking. I know them
all well enough to know that they will not hesitate.

Mr. Chairman, I also very much look forward to working with
you. During my time on the Committee, I've come to value the im-
portance of the role of this Committee, both in initiation and over-
sight. Mr. Chairman, you've provided leadership over the past four
years on a wide range of critical intelligence issues, underscoring
this Committee’s key role.

Mr. Chairman, I would like to say just a few words about what
I see as the major challenge to the Intelligence Committee as we
begin this new century. We spent the last half of the last century
focusing on Germany and Japan and then focusing on the former
Soviet Union. We are now twelve years beyond the dismantling of
the Berlin Wall. Half a generation has passed since we faced a
monolithic threat to our national security that demanded the vast
majority of our intelligence and security resources. We have moved
from the fear of total annihilation by one superpower to piecemeal
destruction at the hands of countless and unseen enemies. It is a
moving target that may require a completely different approach to
its neutralization.

And, of course, many of the old threats still exist as well. Al-
though the Soviet Union no longer exists, Russia has emerged and
remains a nuclear threat to the United States and our allies.

Some of our citizens may see the United States of America as
overwhelmingly powerful, perhaps even invincible in today’s world,
but we are not. Our policymakers face a mind-numbing range of
decisions that must be made in order to protect our country. They
need the best possible information our intelligence community can
provide. Good intelligence is a force multiplier; it can save lives, it
can head off conflict.

Unlike the Cold War, in which diplomacy and intelligence were
two arrows in our quiver, diplomacy will not help us in our fight
against nonstate terrorists and proliferation of weapons of mass de-
struction. It is up to the intelligence community to identify and de-
feat these enemies. Qur survival depends on your success.

We have encouraged the DCI to think outside the box in dealing
with these new threats. I challenge him today to build a new box.
Some of the old structures that we have relied upon to accomplish
the intelligence mission are not capable of being pulled and
stretched to meet new needs. They may have to be completely dis-
mantled and rebuilt to enable us to succeed against the threats of
today and the threats of tomorrow.

For this Committee, we should put our energies into identifying
the intelligence collection gaps and determining how to plug them.
The Committee plays a very special role in this regard. Unlike
other congressional committees, which benefit in their oversight
from a number of outside interest groups which keep a close eye
on things, intelligence oversight is accomplished almost totally by
this Committee and our House counterpart.
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When it comes to the eves and ears of intelligence oversight, we
essentially are it. In that regard, 1 believe strongly that we need
to increase spending on intelligence. Good intelligence saves lives,
helps us to avoid conflict. It is absolutely essential to sound policy-
making. I believe the intelligence community can and must more
effectively use the resources it already has, but I have no doubt
that the community needs more. The amount of money necessary
to confront the growing challenge of terrorism alone is evidence of
the need for more resources.

It is my hope that the Bush Administration, despite its recent
announcement that it will cap current defense spending, at least
for the time being, will seriously consider increasing spending for
intelligence in fiscal year 2002. A dollar spent well on intelligence
can save many-fold the amount needed to be spent later on de-
fense.

This Committee plays a very special role. When it comes to this
issue, we have a special responsibility to represent the interest of
the intelligence community before those who will make these budg-
etary decisions.

Mr. Chairman, I wish to thank the witnesses for appearing today
to help us get started with the issues which are so critical. This
hearing will help us frame our agenda.

Mr. Tenet, continuity, as you know, is very important to a suc-
cessful intelligence mission, and I look forward to continuing to
work with you in the coming months. In reviewing your prepared
statement, I was particularly interested in the analysis of issues
related to Russia and China, and hope that you will expand upon
them today.

_ Again, Mr. Chairman, thank you for calling this important hear-
ing.

Chairman SHELBY. Director Tenet, I understand you will have an
opening statement. Admiral Wilson and Secretary Fingar will sub-
mit statements for the record.

You proceed as you wish.

[The prapared statements of Mr. Tenet, Admiral Wilson, and Mr.
Fingar follow:]

PREPARED STATEMENT OF GEORGE J. TENET, DIRECTOR OF CENTRAL INTELLIGENCE

WORLDWIDE THREAT 2001: NATIONAL SECURITY IN A CHANGING WORLD

As 1 reflect this year, Mr. Chairman, on the threats to American security, what
strikes me most forcefully is the accelerating pace of change in so many arenas that
affect our nation’s interests. Numerous examples come o mind: new communica-
tions technology that enables the efforts of terrorists and narcotraffickers as surely
as it aids law enforcement and intelligence, rapid global population growth that will
create new strains in parts of the world least able to cope, the weakening internal
bonds in a number of states whose cohesion can no longer be taken for granted, the
breaking down of old barriers to change in places like the Koreas and Iran, the ac-
ce%erating growth in missile capabilities in so many parts of the world—to name just
a few.

Never in my experience, Mr. Chairman, has American intelligence had to deal
with such a dynamic set of concerns affecting such a broad range of US interests.
Never have we had to deal with such a high quotient of uncertainty, With so many
things on our plate, it is important always to establish priorities. For me, the high-
est priority must invariably be on those things that threaten the lives of Americans
or the physical security of the United States. With that in mind, let me turn first
to the challenges posed by international terrorism.
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TRANSNATIONAL ISSUES

We have made considerable progress on terrorism against US interests and facili-
ties, Mr. Chairman, but it persists. The most dramatic and recent evidence, of
course, is the loss of 17 of our men and women on the USS Cole at the hands of
terrorists.

The threat from terrorism is real, it is immediate, and it is evolving. State spon-
sored terrorism appears to have declined over the past five years, but transnational
groups—with decentralized leadership that makes them harder to identify and dis-
rupt—are emerging. We are seeing fewer centrally controlled operations, and more
acts initiated and executed at lower levels.

Terrorists are also becoming more operationally adept and more technically so-
phisticated in order to defeat counterterrorism measures. For example, as we have
Increased security around government and military facilities, terrorsts are seeking
out “softer” targets that provide opportunities for mass casualties. Employing in-
creasingly advanced devices and using strategies such as simultaneocus attacks, the
number of people killed or injured in international terrorist attacks rose dramati-
cally in the 1990s, despite a general decline in the number of incidents. Approxi-
mately one-third of these incidents involved US interests.

Usama bin Ladin and his global network of lieutenants and associates remain the
most immediate and serious threat. Since 1998, Bin Ladin has declared all US «citi-
zens legitimate targets of attack. As shown by the bombing of our Embassies in Af-
rica in 1998 and s Millennium plots last year, he is capable of planning multiple
attacks with little or no warning.

His organization is continuing to place emphasis on developing surrogates to carry
out attacks in an effort to avoid detection, blame, and retaliation. As a result it is
often difficult to attribute terrorist incidents to his group, Al Qa’ida.

Beyond Bin Ladin, the terrorist threat to Israel and to participants in the Middle
East peace negotiations has increased in the midst of continuing Palestinian-Israeli
violence. Palestinian rejectionists—including HAMAS and the Palestine Islamic
Jihad (PIJ)—have stepped up violent attacks against Israeli interests since October.
The terré)rist threat to US interests, because of our friendship with Israel has also
increased.

At the same time, Islamic militancy is expanding, and the worldwide pool of po-
tential recruits for terrorist networks is growing. In central Asia, the Middle East,
and South Asia, Islamic terrorist organizations are trying to attract new recruits,
including under the banner of anti-Americanism.

International terrorist networks have used the explosion in information tech-
nology to advance their capabilities. The same technologies that allow individual
consumers in the United States to search out and buy books in Australia or India
also enable terrorists to raise money, spread their dogma, find recruits, and plan
operations far afield. Some groups are acquiring rudimentary cyberattack tools. Ter-
rorist groups are actively searching the internet to acquire information and capabili-
ties for chemical, biological, radiological, and even nuclear attacks. Many of the 29
officially designated terrorist organizations have an interest in unconventional
\gfeapons, and Usama bin Ladin in 1998 even declared their acquisition a “religious

uty.”

Nevertheless, we and our Allies have scored some important successes against ter-
rorist groups and their plans, which I would like to discuss with you in closed ses-
sion later today. Here, in an open session, let me assure you that the Intelligence
Community has designed a robust counterterrorism program that has preempted,
disrupted, and defeated international terrorists and their activities. In most in-
stances, we have kept terrorists off-balance, forcing them to worry about their own
security and degrading their ability to plan and conduet operations.

PROLIFERATION

I would like to turn now to proliferation. A variety of states and groups continue
to seek to acquire weapons of mass destruction and the means to deliver them.

First, let me discuss the continuing and growing threat posed to us by ICBMs.

We continue to face ballistic missile threats from a variety of actors beyond Rus-
sia and China—specifically, North Korea, probably Iran, and possibly Iraq. In some
cases, their programs are the result of indigenous technological development, and
in other cases, they are the beneficiaries of direct foreign assistance. And while
these emerging programs involve far fewer missiles with less accuracy, yield, surviv-
ability, and reliability than those we faced during the Cold War, they still pose a
threat to US interests.

For example, more than two years ago North Korea tested a space launch vehicle,
the Taepo Dong-1, which it could theoretically convert into an ICBM. This missile



5

would be capable of delivering a small biological or chemical weapon to the United
States, although with significant targetin% inaccuracies. Moreover, North Korea has
retained the ability to test its follow-on Taepo Dong-2 missile, which could deliver
a nuclear-sized payload to the United States.

Iran has one of the largest and most capable ballistic missile programs in the
Middle East. Its public statements suggest that it plans to develop longer-range
rockets for use in a space-launch program, but Tehran could follow the North Ko-
rean pattern and test an ICBM capable of delivering a light payload to the United
States in the next few years.

And given the likelithood that Ira% continues its missile development work, we
think that it too could develop an ICBM capability sometime in the next decade as-
suming it received forez)gn assistance.

As worrying as the ICBM threat will be, Mr. Chairman, the threat to US interests
and forceg from short- and medium-range ballistic missiles is here and now. The

roliferation of MRBMs—driven iarjely ough not exclusively by North Korean No

ong sales—is altering strategic balances in the Middle East and Asia. These mis-
siles include Iran’s Shahab-3, Pakistan’s Ghauri and the Indian Agni IL

Mr. Chairman, I cannot underestimate the catalytic role that foreign assistance
has played in advancing these missile and WMD programs, shortening their devel-
opment times and aiding production. The three major suKPIiers of missile or WMD-
related technologies continue to be Russia, China, and North Korea. Again, many
details of their activities need to remain classified, but let me quickly summarize
the areas of our greatest concern.

Russian state-run defense and nuclear industries are still straégped for funds, and
Moscow looks to them to acquire badly needed foreign exchange through exports. We
remain concerned about the proliferation implications of such sales in several areas.

Russian entities last year continued to supply a variety of ballistic missile-related

oods and technical know-how to countries such as Iran, India, China, and Libya.
ndeed, the transfer of ballistic missile technology from Russia to Iran was substan-
tial last year, and in our judgment will continue to accelerate Iranian efforts to de-
velop new missiles and to become self-sufficient in production.

Russia also remained a key supplier for a variety of civilian Iranian nuclear pro-
grams, which could be used to advance its weapons programs as well.

Russian entities are a significant source of dual-use biotechnology, chemicals, pro-
duction technolog%md equipment for Iran. Russian biological and chemical exper-
tise is sought by ians and others seeking information and training on BW and
CW-agent production processes.

Chinese missile-related technical assistance to foreign countries also has been sig-
nificant over the years. Chinese help has enabled Pakistan to move rapidly toward
serial production of solid-propellant missiles. In addition to Pakistan, firms in China
provided missile-related items, raw materials, or other help to several countries of
proliferation concern, including Iran, Nerth Korea, and Libya.

Last November, the Chinese Foreign Ministry issued a statement that committed
China not to assist other countries in the development of ballistic missiles that can
be used to deliver nuclear weapons. Based on what we know about China’s past pro-
liferation behavior, Mr. Chairman, we are watching and analyzing carefully for an
sign that Chinese entities may be acting against that commitment. We are worried,
for example, that Pakistan’s continued development of the two-stage Shaheen-II
MRBM will require additional Chinese assistance.

On the nuclear front, Chinese entities have provided extensive support in the past
to Pakistan’s safeguarded and unsafeguarded nuclear programs. In May 1996, Bei-
jing pledged that 1t would not provide assistance to unsafeguarded nuclear facilities
in Pakistan; we cannot yet be certain, however, that contacts have ended. With re-
gard to Iran, China confirmed that work associated with two nuclear projects would
continue until the projects were completed. Again, as with Russian help, our concern
is that Iran could use the expertise and technology it gets—even if the cooperation
appears civilian—for its weapons program.

ith regard to North Korea, our main concern is Pyongyang’s continued exports
of ballistic missile-related equipment and missile components, materials, and tech-
nical expertise. North Korean customers are countries in the Middle East, South
Asia, and North Africa. P'yongyang attaches a high priority to the development and
sale of ballistic missiles, equipment, and related technology because these sales are
a major source of hard currency.

Mr. Chairman, the missile and WMD proliferation problem continues to change
in ways that make it harder to monitor and control, increasing the risk of substan-
tial surprise. Among these developments are greater proficiency in the use of denial
and deception and the agmwing availability of dual-use technologies—not just for
miassiles, but for chemical and biological agents as well. There is also great potential
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of “secondary proliferation” from maturing state-sponsored programs such as those
in Pakistan, Iran, and India. Add to this group the private companies, scientists,
and engineers in Russia, China, and India who may be increasing their involvement
in these activities, taking advantage of weak or unenforceable national export con-
trols and the growing availability of technologies. These trends have continued and,
in some cases, have accelerated over the past year.

INFORMATION OPERATIONS AND SPACE

Mr. Chairman, I want to reemphasize the concerns I raised last year about our
nation's vulnerability to attacks on our critical information infrastructure. No coun-
try in the world rivals the US in its reliance, dependence, and dominance of infor-
mation systems. The great advantage we derive from this also presents us with
unique vulnerabilities.

Indeed, computer-based information operations could provide our adversaries with
an asymmetric response to US military superiority by %iving them the potential to
degrade or circumvent our advantage in conventional military power.

ttacks on our military, economic, or telecommunications mfrastructure can be
launched from anywhere in the world, and they can be used to transport the prob-
lems of a distant conflict directly to America’s heartland. ;

Likewise, our adversaries well understand US strategic dependence on access to
space. Operations to disrupt, degrade, or defeat US space assets will be attractive
options for those seeking to counter US strategic military superiority. Moreover, we
know that foreign countries are interested in or experimenting with a variety of
technologies that could be used to develop counterspace capabilities.

Mr. Chairman, we are in a race with technology itseif. We are creating relations
with the private sector and academia to help us keep pace with ever-changing tech-
nology. Last year 1 established the Information Operations Center within CIA to
bring together our best and brightest to ensure that we had a strategy for dealing
with the cyber threat.

Along with partners in the Departments of Justice, Energy, and Defense we will
work diligently to protect critical US information assets. Let me also say that we
must view our space systems and capabilities as part of the same critical infrastruc-
ture that needs protection.

NARCOTICS

Mr. Chairman, drug traffickers are also making themselves more capable and effi-
cient. The growing diversification of trafficking organizations—with smaller groups
interacting with one another to transfer cocaine from source to market—and the di-
versification of routes and methods pose major challenges for our counterdrug pro-
grams, Changing production patterns and the development of new markets will
make further headway against the drug trade difficult.

Colombia, Bolivia, and Peru continue to supply all of the cocaine consumed world-
wide including in the United States. Colombia is the linchpin of the global cocaine
industry as it is home to the largest coca-growing, coca—f)rocessing, and trafficking
operations in the world. With regard to heroin, nearly all of the world’s opium pro-
duction is concentrated in Afghanistan and Burma. gmduction in Afghanistan has
been exploding, accounting for 72 percent of illicit global opium production in 2000.

The (E'ug threat is increasingly intertwined with other threats. For example, the
Taliban regime in Afghanistan, which allows Bin Ladin and other terrorists to oper-
ate on its territory, encourages and profits from the trade. Some Islamic ex-
tremists view drug trafficking as a weapon against the West and a source of rev-
enue to fund their operations.

No country has been more vulnerable to the ramifications of the drug trade than
Colombia. President Pastrana is using the additional resources available to him
under Plan Colombia to launch a major antidrug effort that features measures to
curb expanding coca cultivation. He is also cooperating with the US on other impor-
tant bilateral counternarcotics initiatives, such as extradition.

A key impediment to President Pastrana’s progress on drugs is the challenge from
Colombia’s largest insurgent group—the Revolutionary Armed Forces of Colombia or
FARC-—which earns millions of dollars from taxation and other involvement in the
drug trade. Founded more than 35 years ago as a ragtag movement committed to
land reform, the FARC has developed into a well-funded, capable fighting force
known more for its brutal tactics than its Marxist-Leninist-influenced political pro-

am.

The FARC vehemently opposes Plan Colombia for obvious reasons. It has gone so
far as to threaten to walk away from the peace process with Bogota to protest the
Plan. It appears prepared to oppose Plan activities with force. The FARC could, for
example, push back on Pastrana by stepping up attacks against spray and interdic-
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tion operations. US involvement is also a key FARC worry. Indeed, in early October
FARCp leaders declared that US soldiers located in combat areas are legitimate
“military targets.”

The country’s other major insurgent group, the National Liberation Army or ELN,
is also contributing to mounting instability. Together with the FARC, the ELN has
stepped up its attacks on Colombia’s economic infrastructure. This has soured the
country’s investment climate and complicated government efforts to promote eco-
nomic recovery, following a major recession in 1999. Moreover, the insurgent vio-
lence has fueled the rapid growth of illegal paramilitary groups, which are increas-
ingly vying with the FARC and ELN for control over drug-growing zones and other
strategic areas of rural Colombia. Like the FARC, the paramilitaries rely heavily
on narcotics revenue and have intensified their attacks against noncombatants in
recent months. Paramilitary massacres and insurgent kidnappir;gls are likely to in-
crease this year, as both groups move to strengthen their finantial positions and ex-
pand their areas of influence.

As for Mexico, Mr. Chairman, President Fox is also trying to attack the power
of Mexican drug traffickers, whose activities had made Mexico a transit point for
cocaine shipments into the US and a source of heroin and methamphetamine for the
US drug market. He faces great challenges in dcinf so and has simultaneously
launches high-profile initiatives to strengthen rule of law and reduce government
corruption, including among Mexican law enforcement officials.

REGIONAL ISSUES

THE MIDDLE EAST

Mzr. Chairman, I would like to turn now to the Middle East. We are all aware
of the violence between the Israelis and the Palestinians, and the uncertainty it has
cast on the prospects for a near-term peace agreement. So let me take this time to
look at the less obvious trends in the region—such as pofpulation pressures, growing
public access to information, and the limited prospects for economic development—
that will have a profound effect on the future of the Middle East.

The recent popular demonstrations in several Arab countries—including Egypt,
Saudi Arabia, an, and Jordan—in support of the Palestinian intifada dem-
onstrate the changing nature of activism of the Arab street. In many places in the
Arab world, Mr%xairman, average citizens are becoming increasingly restive and
fetting louder. Recent events show that the right catalyst—such as the outbreak of

sraeli-Palestinian violence—can move people to act. Through access to the Internet
and other means of communication, a restive public is increasingly capable of taking
action without any identifiable leadership or organizational structure.

Mr. Chairman, balanced against an energized street is a new generation of lead-
ers, such as Bashar al Asad in Syria. These new leaders will have their mettle test-
ed both bgrrgoptﬂaﬁons demanding change and by entrenched bureaucracies willing
to fight hard to maintain the status quo.

Compounding the challenge for these leaders are the persistent economic prob-
lems throughout the region that prevent them from providing adequately for the
economic welfare of many of their citizens. The region’s legacy of statist economic
policies and an inadequate investment climate in most countries present big obsta-
cles. Over the past 25 years, Middle Eastern economies have averaged only 2.8 per-
cent GDP growth—far less than Asia and only slightly more than sub-Saharan Kfen
ca. The region has accounted for a steadily shrinking share of world GDP, trade,
and foreign direct investment since the mid-1970s, and real wages and labor predue-
tivity today are about the same as 30 years ago. As the region falls behind in com-
fetitive terms, governments will find it hard over the next 5 to 10 years to maintain
evels of state sector empl?ment and government services that have been key ele-
ments of their strategy for domestic stability.

Adding to this is the challenge of demographics. Many of the countries of the Mid-
dle East still have population growth rates among the highest in the world, signifi-
cantly exceeding 3 percent—compare that with 0.85 percent in the United States
and 0.2 percent in Japan. Job markets will be severely challenged to create openings
for the large mass of young people entering the labor force each year.

One-fourth of Jordyanians, for example, are unemployed, and annual economic
growth is well below the level needed to absorb some 60,000 new labor market en-
trants each year.

In Egypt the disprogorﬁonately young population adds 600,000 new job applicants
a year in a country where unemployment is already near 20 percent.

Mr. Chairman, the inability of traditional sources of income such as oil, foreign
aid, and worker remittances to fund an increasingly costly system of subsidies, edu-
cation, health care, and housing for rapidly growing populations has motivated gov-
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ernments to implement economic reforms. The question is whether these reforms
will go far enough for the long term. Reform thus far has been deliberately gradual
and slow, to avoid making harsh economic choices that could lead to short term
spikes in high unemployment.

Arab governments will soon face the dilemma of choosing between a path of grad-
ual reform that is unlikely to close the region’s widening gap with the rest of the
world, and the path of comprehensive change that risks fueling independent polit-
ical activity. Choosing the former risks building tension among a younger, poorer,
and more politically assertive population.

IRAQ

Mr. Chairman, in Iraq Saddam Hussein has grown more confident in his ability
to hold on to his power. He maintains a tight handle on internal unrest, despite the
erosion of his overall military capabilities. Saddam’s confidence has been buoyed by
his success in quieting the Shia insurgency in the south, which last year had
reached a level unprecedented since the domestic uprising in 1991. Through brutal
suppression, Saddam’s multilayered security apparatus has continued to enforce his
authority and cultivate a domestic image of invineibility.

High oil prices and Saddam’s use of the oil-for-food program have helped him
manage domestic pressure. The Erogram has helped meet the basic food and medi-
cine needs of the population. High oil prices buttressed by substantial illicit oil reve-
nues have helped Saddam ensure the loyalty of the regime’s security apparatus op-
erating and the few thousand politically important tribal and family groups loyal.

There are still constraints on Saddam’s power. His economic infrastructure is in
long-term decline, and his ability to project power outside Irag’s borders is severely
limited, largely because of the effectiveness and enforcement of the No-Fly Zones.
His military is roughly half the size it was during the Gulf War and remains under
a tight arms embargo. He has trouble efficiently moving forces and supplies—a di-
rect result of sanctions. These difficulties were demonstrated most recently by his
deployment of troops to western Iraq last fall, which were hindered by a shortage
of spare parts and transport capability.

Despite these problems, we are likely to see greater assertiveness—Ilargely on the
diplomatic front—over the next year. Saddam already senses improved prospects for
better relations with other Arab states. One of his key goals is to sidestep the 10-
year-old economic sanctions regime by making violations a routine occurrence for
which he pays no penalty.

Saddam has had some success in ending Iraq’s international isolation. Since Au-
gust, nearly 40 aircraft have flown to Baghdad without obtaining UN approval, fur-
ther widening fissures in the UN air embargo. Moreover, several countries have
begun to upgrade their diplomatic relations with Iraq. The number of Iraqgi diplo-
matic missions abroad are approaching pre-Gulf War levels, and among the states
of the Gulf Cooperation Council, only Kuwait and Saudi Arabia have not reestab-
lished ties.

Our most serious concern with Saddam Hussein must be the likelihood that he
will seek a renewed WMD capability both for credibility and because every other
strong regime in the region either has it or is pursuing it. For example, the Iragis
have rebuilt key portions of their chemical production infrastructure for industrial
and commercial use. The plants he is rebuilding were used to make chemical weap-
ons precursors before the Gulf War and their capacity exceeds Irag’s needs to satisfy
its civilian requirements.

We have similar concerns about other dual-use research, development, and pro-
duction in the biological weapons and ballistic missile fields; indeed, Saddam has
rebuilt several critical missile production complexes.

IRAN

Turning now to Irag’s neighbor: events of the past year have been discouraging
for positive change in Iran. Several years of reformist gains in national elections
and a strong populist current for political change all threaten the political and eco-
nomic privileges that authoritarian interests have enjoyed for years under the Is-
lamic Republic—and they have begun to push back hard against the reformers.

Prospects for near-term political reform are now fading. Opponents of reform have
not only muzzled the open press, they have also arrested prominent activists and
blunted the legislature’s powers. Over the Summer, Supreme Leader Khamenei or-
dered the new legislature not to ease press restrictions, a key reformist pursuit.
This signaled the narrow borders within which he would allow the legislature to op-
erate.

The reformist movement is still young, however, and it reflects on the deep senti-
ments of the Iranian people. Although frustrated and in part muzzled, the reformers
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have persisted in their demands for change. And the Iranian people will have an-
other opportunity to demonstrate their support for reform in the presidential elec-
tion scheduled for June. Although Khatami has not announced his candidacy, and
has voiced frustration with the limitations placed on his office, opinion polls pub-
lishec(i1 in Iran show him to remain by far the most popular potential candidate for
president.

The short-term gains made by shutting down the proreform press and prosecuting
some of its most outspoken members is not a formula for long-term success. A strat-
egy of suppressing the demands of the new generation coming of age risks a political
explosion down the road. Some advocates of the status quo are beginning to recog-
nize this danger as more conservatives—to include Khamenei—have endorsed the
principle, if not the substance, of reform.

Despite Iran’s uncertain domestic prospects, Mr. Chairman, it is clear that
Khatami’s appeal and promise of reform thus far, as well as the changing world
economy, have contributed to a run of successes for Iran in the foreign arena over
the past year. Some Western ambassadors have returned to Tehran, and Iranian re-
lations with EU countries and Saudi Arabia are at their highest point since the rev-
olution in 1979. Higher oil ﬂg‘rices, meanwhile, have temporarily eased the govern-
ment’s need to address difficult and politically controversial economic problems.
They have also taken more of the sting out of US sanctions. Iran’s desire to end
its isolation has not resulted in a decline in its willingness to use terrorism to pur-
sue strategic foreign policy agendas—Tehran, in fact, has increased its support to
terrorist groups opposed to the peace process over the past two years.

NORTH KOREA

I would like to shift gears to North Korea. P'yongyang’s bold diplomatic outreach
to the international community and engagement with South Korea reflect a signifi-
cant change in strategy. This strategy is designed to assure the continued survival
of Kim Chong-il’s regime by ending P'yongyang’s political isolation and fixing the
North’s failing economy by attracting more aid. We do not know how far Kim will
go in opening the North, but I can report to you that we have not yet seen a signifi-
cant diminution of the threat from the North to American and South Korean inter-
ests.

Pyongyang still believes that a strong military, cag)able of projecting power in the
region, is an essential element of national power. P'yongyang’s declared “military
first” policy requires massive investment in the armed forces, even at the expense
of other national objectives. North Korea maintains the world’s fifth largest armed
forces consisting of over one million active-duty personnel, with another five million
reserves. While Allied forces still have the qualitative edge, the North Korean mili-
tary appears for now to have halted its near-decade-long slide in military capabili-
ties. In addition to the North's longer-range missile threat to us, Pyongyang is also
expanding its short and medium range missile inventory, putting our Allies at
greater risk.

On the economic front, there are few signs of real systemic domestic reform. Kim
has recently shown interest in practical measures to redress economic problems,
most notably with his trip to Shanghai. To date, however, Kim has only tinkered
with the economic system.

External assistance is essential to the recovery of North Korea’s domestic econ-
omy. Only massive food aid deliveries since 1997 have enabled the country to escape
a recurrence of the famine from the middle of the last decade. Industrial operations
remain low. The economy is hampered by an industrial base that is falling to pieces,
as well as shortages of materials and a lack of new investment. Chronic energy
shortages pose the most significant challenge.

Aid and investment from the South bring with them increased foreign influences
and outside information that will contradict propaganda from the regime. Economic
engagement also can spawn expectations for improvement that will outrace the re-
building process. The risk for Kim is that if he overestimates his control of the secu-
rity services and loses elite support, or if societal stresses reach a critical point, his
regime and dpersonal grip on power could be weakened. As with other authoritarian
regimes, sudden, radical change remains a real possibility in North Korea.

CHINA

Mr. Chairman, let me now turn to China, whose drive for recognition as a Great
Power is one of the toughest challenges we face. Beijing’s goal of becoming a key
world player and especially more powerful in East Asia has come sharply inte focus.
It is pursuing these goals througi an ambitious economic reform agenda, military
modernization, and a complex web of initiatives aimed at expanding China’s inter-
national influence—especially relative to the United States.
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Chinese leaders view solid relations with Washington as vital to achieving their
ambitions. It is a two-edged sword for them, Mr. Chairman. China’s development
remains heavily reliant on access to Western markets and technology. But they also
view Washington as their primary obstacle because they perceive the US as bent
on keeping China from becoming a great power.

Perhaps the toughest issue between geijing and Washington remains Taiwan.
While Beijing has stopped its saber rattling—reducing the immediate tensions—the
unprecedented developments on Taiwan have complicated cross-strait relations. The
election last March of President Chen ushered in a divided government with highly

olarized views on relations with Beijing. Profound mutual distrust makes it dif-

cult to restart the on-again off-again bilateral political dialogue. In the longer
term, Mr. Chairman, cross-strait relations can be even more volatile because of Bei-
jing’s military modernization program. China’s military buildup is also aimed at de-
terring US intervention in support of Taiwan.

Russian arms are a key component of this buildup. Arms sales are only one ele-
ment of a burgeoning Sino-Russian relationship. Moscow and Beijing plan to sign
a “friendship treaty” later this year, highlighting common interests and willingness
to cooperate diplomatically against US policies that they see as unfriendly to their
interests—especially NMD.

On China’s domestic scene, the Chinese Communist leadership wants to protect
its legitimacy and authority against any and all domestic challenges. Over the next
few years, however, Chinese leaders will have to manage a difficult balancing act
between the requirements of reform and the requirements of staying in power.

China’s leaders regard their ability to sustain economic prosperity as the key to
remaining in power; for that reason, they are eager to join the WTO. Beijing views
WTO accession as a lever to accelerate domestic economic reform, a catalyst for
greater foreign investment, and a way to force Chinese state-owned enterprises to
compete more effectively with foreign companies.

But Beijing may slow the pace of WTO-related reforms if the leadership perceives
a rise in social unrest that could threaten regime stability. Chinese leaders already
see disturbing trends in this regard. Their crackdown on Falungong, underground
Christians, and other spiritual and religious groups reflects growing alarm about
challenges to the Party’s legitimacy.

All of these challenges will test the unity of the leadership in Bejjing during a
critical period in the succession process. The 16th Communist Party Congress next
year will be an extremely important event, as it will portend a large-scale transfer
of authority to the next generation of Communist Chinese leaders. The political
jockeying has already begun, and Chinese leaders will view every domestic and for-
eign policy decision they face through the prism of the succession contest.

RUSSIA

Mr. Chairman, yet another state driving for recognition as a Great Power is Rus-
sia. Let me be perfectly candid. There can be little doubt that President Putin wants
to restore some aspects of the Soviet past—status as a great power, strong central
authority, and a stable and predictable society—sometimes at the expense of neigh-
boring states or the civil rights of individual Russians. For example,

Putin has begun to reconstitute the upper house of the parliament, with an eye
to depriving regional governors of their ex officio membership by 2002. He also cre-
ated a system of seven “super districts” where Presidential “plenipotentiaries” now
oversee the governors within their districts.

He has moved forcefully against Russian independent media including one of Rus-
sia’s most prominent oligarchs, Viadimir Gusinskiy, pressing him to give up his
independenti television station and thereby minimize critical media.

Moscow also may be resurrecting the Soviet-era zero-sum approach to foreign pol-
icy. As I noted earlier, Moscow continues to value arms and technology sales as a
major source of funds. It increasingly is using them as a tool to improve ties fo its
regional partners China, India, and Iran. Moscow also sees these relationships as
a way to limit US influence globally. At the same time Putin is making efforts to
check US influence in the other former Soviet states and reestablish Russia as the
premier power in the region. He has increased pressure on his neighbors to pay
their energy debts, is dragging his feet on treaty-mandated withdrawals of forces
from Moldova, and is using a range of pressure tactics against Georgia.

Putin has also increased funding for the military, although years of increases
would be needed to deal with the backlog of problems that built up in the armed
forces under Yeltsin. The war in Chechnya is eroding morale and thus the effective-
ness of the military. Despite its overwhelming force, Moscow is in a military stale-
mate with the rebels, facing constant guerrilla attacks. An end does not appear
close. There are thousands of Russian casualties in Chechnya, and Russian forces



11

have been cited for their brutality to the civilian population. Increasingly, the Rus-
sian public disapproves of the war. Because Putin rode into office on a wave of pop-
alar support, resolution of the eonflict is an issue of personal prestige for him. Re-
cently, Putin transferred command in Chechnya to the Federal Security Service,
demonstrating his affinity for the intelligence services from which he came.

Despite Putin’s Soviet nostalgia, he knows Russia must embrace markets and in-
tegrate into the global economy and that he needs foreigners to invest. Plus, public
expectations are rising. Putin is avoiding hard policy decisions because Russia en-
joyed an economic upturn last year, buoyed by high oil prices and a cheap ruble.
But Putin cannot count on these trends to last permanently. He must take on sev-
eral key challenges if Russia is to sustain economic growth and political stability
over the longer term.

Without debt restructuring, for example, he will face harsh choices through 2003.
Russia will owe nearly $48 billion spread over the next three years.

Domestic and foreign investment is crucial to sustained growth. Moscow recently
announced that capital flight last year increased to $25 billion. Putin will need to
demonstrate his seriousness about reducing corruption and pushing ahead with cor-
porate tax reform and measures to protect investor’s rights.

CENTRAL ASIA

Mr. Chairman, the Caucasus and Central Asia are parts of the world that have
the potential to become more volatile as they become more important to the United
States. The strategic location of the Caucasus and Central Asia—squeezed between
Russia, Turkey, Iran, Afghanistan, and China~—make the stability of these countries
critical to the future of Eurasia. Here corruption, poverty, and other social ills are
providing fertile ground for Islamic extremism, terrorist networking, and drug and
weapons trafficking that will have impact in Russia, Europe, and beyond. Central
Agian leaders, seeking to fend off threats to their security from terrorists and drug
traffickers, are looking increasingly to the West for support.

We are becoming increasingly concerned about the activities of the Islamic Move-
ment of Uzbekistan, an extremist insurgent and terrorist group whose annual incur-
sionsg into Uzbekistan have become bloodier and more significant every year,

In addition, US companies have a significant stake in Caspian energy develop-
ment. As you know, the United States supports the construction of pipelines that
will bring the Caspian’s energy resources to Western markets. One oil pipeline is
expected to pass through both Georgia and Azerbaijan. Western companies are pur-
suing the construction of a gas pipeline under the Caspian Sea from Turkmenistan
through Azerbaijan and Georgia en route to Turkey. Although many of the leaders
in the region through which the pipelines will flow view the United States as a
friend, regime stability there remains fragile.

THE BALKANS

Mr. Chairman, let me now turn to another important region: the Balkans. It is
an open question when Balkan states will be able to stand on their own. The Bal-
%{ans continue to be fraught with turmoil, and the coming year promises more chal-
enges.

Milosevic's departure was a victory for the Serbian people and the United States.
America was a strong force in helping to depose this indicted war criminal who was
a major ebstacle to pregress. Milosevic’s fall through election and popular rebellion
gives Serbia and what is left of Yugoslavia a chance to remake its politics and to
begin to recover. It also means that Serbia can be reintegrated into Europe.

Milosevic’s successors will have a hard time cleaning up the mess he left.
Milosevic, his family, and cronies stole much of what had value, ran down indus-
tries, and wasted whatever resources were left. From the ashes, newly elected Presi-
dent Vojislav Kostunica is trying to create a legal, transparent, and effective govern-
ment. Meanwhile, the Serbian economy has contracted 50 percent since 1990.

Mr. Chairman, Kostunica will algo face problems holding his country together.
Montenegro’s drive for independence presents a simmering crisis. Montenegrin
President Djukanovic remains committed to negotiating a new, decentralized rela-
tionship with Belgrade. Eveunts in the rest of Yugoslavia will have impact on Kosovo
as well. Ethnic Albanians from across the political spectrum in Kosovo still insist
on independence.

There are signs that Kosovo's troubles are spilling over into southern Serbia
where both ethnic Albanians and Serbs live in close proximity. Most ethnic Alba-
nians in this region seek only greater civil rights wit}gin Serbia, but militants are
fighting to join the region to an independent Kosovo. This is a dangerous flashpoint,
Mr. Chairman, with the potential for escalation. In short, Mr. Chairman, we are
still not at the point where we look confidently ahead to a Balkans without violence.
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With regard to Bosnia, none of the three formerly warring factions—Muslirs,
Serbs, or Croats—wants to begin fighting again. Refugee returns continued at a
brisk pace last year as in 1999, the most encouraging development since the end
of the war. Disarmament of the warring factions has been generally successful, and
positive developments in Croatia and Serbia have removed some sources of earlier
nationalist sentiment. But there has been little progress in achieving a common vi-
sion of a unified, multiethnic Bosnia capable of standing on its own.

SOUTH ASIA

At this point, Mr. Chairman, let me draw your attention to the potentially desta-
bilizing competition in South Asia. I must report that relations between India and
Pakistan remain volatile, making the risk of war between the two nuclear-armed
adversaries unacceptably high. The military balance in which India enjoys advan-
tages over Pakistan in most areas of conventional defense preparedness remains the
same. This includes a decisive advantage in fighter aircraft, almost twice as many
men under arms, and a much larger economy to support defense expenditures. As
a result, Pakistan relies heavily on its nuclear weapons for deterrence. Their deep-
seated rivalry, frequent artillery exchanges in Kashmir, and short flight times for
nuclear-capable ballistic missiles and aircraft all contribute to an unstable nuclear
deterrence.

If any issue has the potential to bring both sides to full-scale war, it is Kashmir.
Kashmir is at the center of the dispute between the two countries. Nuclear deter-
rence and the likelihood that a conventional war would bog down both sides argue
against a decision to go to war. But both sides seem quite willing to take risks over
Kashmir in particular, and this—along with their deep animosity and distrust—
could lead to decisions that escalate tensions.

The two states narrowly averted a full-scale war in Kashmir in 1999. The conflict
that did occur undermined a fledgling peace process begun by the two prime min-
isters. Now, for the first time since then, the two sides are finally taking tentative
steps to reduce tension. Recent statements by Indian and Pakistani leaders have left
the door open for high-level talks. And just last week [2 Feb 2001], Vajpayee and
Musharraf conversed by phone perhaps for the first time ever, to discuss the earth-
quake disaster.

The process is fragile, however. Neither side has yet agreed to direct, uncondi-
tional talks. Tension can easily flare once winter ends or by New Delhi or Islamabad
maneuvering for an edge in the negotiations. Leadership changes in either country
also could add to tensions.

Kashmiri separatist groups opposed fo peace could also stoke problems. India has
been trying to engage selected militants and separatists, but militant groups have
kept up their attacks through India’s most recent cease-fire. In addition, the Kash-
mir state government’'s decision to conduct local elections—the first in more than
20 years—will provoke violence from militants who see the move as designed to ce-
ment the status quo.

Pakistan’s internal problems—especially the economy-—complicate the situation
and further threaten what maneuvering room Musharraf may have. Musharraf’s do-
mestic popularity has been threatened by a series of unpopular policies that he pro-
mulgated last year. At the same time, he is being forced to contend with increas-
ingly active Islamic extremists.

Mr. Chairman, a word on proliferation. Last year I told you I worried about the
proliferation and development of missiles and weapons of mass destruction in South
Asia. The competition, predictably, extends here as well and there is no sign that
the situation has improved. We still believe there is a good prospect of another
round of nuclear tests. On the missile front, India decided to test another Agni
MRBM last month, reflecting its determination to improve its nuclear weapons de-
livery capability. Pakistan may respond in kind.

FRAGMENTATION AND FAILURE

The final point that I would like to discuss today is the growing in potential for
state fragmentation and failure that we have observed this past year.

Mr. Chairman, Afghanistan obvicusly falls into this category. The Afghan civil
war will continue into the foreseeable future, leaving the country fragmented and
unstable. The Taliban remains determined to impose its radical form of Islam on
all of Afghanistan, even in the face of resistance from other ethnic groups and the
Shia minority.

Mr. Chairman, what we have in Afghanistan is a stark example of the potential
dangers of allowing states—even those far from the US-—to fail. The chaos here is
providing an incubator for narcotics traffickers and militant Islamic groups oper-
ating in such places as Kashmir, Chechnya, and Central Asia. Meanwhile the
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Taliban shows no sign of relinquishing terrorist Usama Bin Ladin, despite strength-
ened UN sanctions and prospects that Bin Ladin’s terrorist operations could lead
to retaliatory strikes against Afghanistan. The Taliban and Bin Ladin have a sym-
biotic relationship—Bin Ladin gets safe haven and in return, he gives the Taliban
help in fighting its civil war.

r. Chairman, events of the last few years in Indonesia paint a vivid picture of
a state struggling to regain stability. Last year I described the difficult political
transition that Indonesian President Wahid was trying to manage. He has managed
to stay one step ahead of his opponents, mostly because they are unable to work
together. He has survived severaIp confrontations with the legislature, but efforts to
impeach him on corruption charges will continue.

eparatist violence is rampant in Aceh and rising in two other key provinces.
Muslim-Christian violence continues, and resulted in several thousand deaths last
year. The country’s security forces are poorly equipped, and either back away from
challencges or respond too forceﬁﬂl%'.

Mr. Chairman, Indonesia’s problems are worrying neighboring countries that have
long considered it as the pillar of regional stability. Some Southeast Asian leaders
fear a power vacuum in Indonesia would create fertile ground for international ter-
rorist %roups and Islamic activists, drug trafficking, and organized crime.

My final case study, Mr. Chairman, is Africa, a land of chronic turbulence and
crises that are among the most brutal and intractable in the world. Left behind by
globalization and plagued by ethnic conflicts, several African states appear to be the

rst of the wave of failed nations predicted by the Global Trends 2015 Report.

We are especially concerned because hotspots often set off chain reactions across
the region. 'lPhe brutal civil war in Sierra Leone, for example, started as an offshoot
of fighting in Liberia and has now spread into Guinea. These waves of violent insta-
bility bring even worse woes in their wake, including the ethnically-based killings
that are now routine in the wars in Sudan, Congo (Kinshasa), and Burundi. Coping
with this unrest depletes the scant resources available to the region’s governments
for fighting HIV/AIDS and other epidemics.

One immediate challenge in Ag'ica, Mr. Chairman, is the protection of US dip-
lomats, military personnel, citizens, and other interests in the region. Violent unrest
has necessitated a half-dozen evacuations of Embassy employees, other citizens, and
Allied nationals in recent years.

CONCLUSION

Mr, Chairman, I have spoken at some length about the threats we face to our na-
tional security. It is inevitable given our position as the world’s sole superpower that
we would attract the opposition of those who do not share our vision or our goals,
and those who feel intimidated by our strength. Many of the threats I've outlined
are familiar to you. Many of the trends I've described are not new. The complexity,
intricacy, and confluence of these threats, however, is necessitating a fundamental
change in the way we, in the Intelligence Community, do our business. To keep pace
with these chailenses: We must aggressively challenge our analytic assumptions,
avoid old-think, and embrace alternate analysis and viewpoints.

We must constantly push the envelope on collection beyond the traditional to ex-
ploit new systems and operational opportunities to gain the intelligence needed by
our senior policymakers.

And we must continue to stay ahead on the technology and information fronts by
seeking new partnerships with private industry as demonstrated by our IN-Q-TEL
initiative.

Our goal is simple. It is to ensure that our nation has the intelligence it needs
to anticipate and counter threats I have discussed here today.

Thank you Mr. Chairman, I would welcome any questions you and your fellow
Senators may have for me.

GLOBAL THREATS AND CHALLENGES THROUGH 2015

PREPARED STATEMENT OF VICE ADMIRAL THOMAS R. WILSON,
DIRECTOR, DEFENSE INTELLIGENCE AGENCY

THE EMERGING GLOBAL SECURITY ENVIRONMENT

“What’s past is prologue” Shakespeare wrote. Those words have relevance today
with respect to the recent and future global security environment. The 1990s were
a time of transition and turmoil as familiar Cold War issues, precepts, structures,
and strategies gave way to new security paradigms and problems. That transition
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continues, with the end nowhere in sight. In fact, I expect the next 10 to 15 years
to be at least as turbulent, if not more so. The basic forces bringing stress and
change to the international order—some of them outlined below~—w§i remain large-
ly at work, and no power, circumstance, or condition is likely to emerge capable of
overcoming these and creating a more stable global environment. Within this envi-
ronment, the ‘counter C issues—counter drug, counter intelligence, counter pro-
liferation, counter terrorism—that have been a focal point of this Committee’s ef-
forts will remain key challenges for the United States. I will discuss each of these

in some detail.
GLOBALIZATION

Defined here as the increasing (and increasingly less restricted) flow of money,
people, information, technology, ideas, etc. throughout the world—remains an im-
portant, and perhaps even the dominant, influence. Globalization is generally a posi-
tive force that will leave most of the world’s people better off. But in some ways,
globalization will exacerbate local and regional tensions, increase the prospects and
capabilities for conflict, and empower those who would do us harm. For instance,
the globalization of technology and information—especially regarding weapons of
mass destruction (WMD) and advanced conventional weapons—will increasingly ac-
cord smaller states, groups, and individuals destructive capabilities previous?y lim-
ited to major world powers. Encouraging and consolidating the positive aspects of
g%lolﬁalization, while managing and containing its ‘downsides,” will be a continuing
challenge.

Globalization is independent of any national policy and can weaken the power of
governments to control events within and beyond their borders. Nevertheless, many
individuals, groups, and states equate globalization to ‘Americanization’ * * * that
is, the expansion, consolidation, and perceived dominance of US power, values,
ideals, culture, and institutions. This dynamic—in which the US is seen as both a
principal propenent for and key benefactor of globalization—and the glebal reaction
to it, will underpin many of the security challenges we face during the first two dec-
ades of the 21st century.

Not everyone shares our particular view of the future and disaffected states,
grcl{ups, and individuals will remain an important factor and a key challenge for US
policy.

Some (e.g. Iran, various terrorists, and other criminal groups) simply reject or fear
our values and goals. They will continue to exploit certain aspects of globalization,
even as they try to fend off some of its consequences (like openness and increased
global connectivity). They will frequently engage in violence—targeting our policies,
facilities, interests, and personnel—to advance their interests and undermine ours.

Others, either unable or unwilling to share in the benefits of globalization, will
face deepening economic stagnation, political instability, and cultural alienation.
These conditions will create fertile ground for political, ethnie, ideological, and reli-
gious extremism. For many of those ‘left behind,” the US will be viewed as a primary
source of their troubles and a primary target of their frustration.

Still others will, at times, simply resent {or be envious of) US power and perceived
hegemony, and will engage in ‘milder’ forms of anti-US rhetoric and behavior. As
a consequence, we are likely to confront temporary anti-US ‘coalitions’ organized or
spontaneously forming to combat or rally against a specific US policy initiative or
action.

Global demographic trends remain a factor. World population will increase by
more than a billion by 2015, with 95 percent of that growth occurring in the devel-
oping world. Meanwhile developing-world urbanization will continue, with some 20—
30 million of the world’s poorest people migrating to urban areas each year. These
trends will have profound implications that will vary by country and region. Poorer
states, or those with weak governance, will experience additional strains on their
resources, infrastructures, and leadership. Many will struggle to cope, some will un-
doubtedly fail. At the same time, some advanced and emerging market states—in-
cluding key European and Asian allies—will be forced to reexamine longstanding
political, social, and cultural precepts as they attempt to overcome the challenges
of rapidly aging populations and declining workforce cohorts. In these and other
ga}ses, demographic pressures will remain a potential source of stress and insta-

tity.

RAPID TECHNOLOGY DEVELOPMENT AND PROLIFERATION

Particularly with respect to information, processing, and communications tech-
nologies, biotechnology, advanced materials and manufacturing, and weapons (espe-
cially weapons of mass destruction}—will continue to have a profound impact on the
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way people live, think, work, organize, and fight. The globalization of technology,
the integration and fusion of various technological advancements, and unanticipated
applications of emerging technologies, make it difficult to predict the technological
fature. Regarding military technology, two other trends—constrained global defense
spending, and the changing global armaments industry-—will affect the nature of fu-
ture conflict.

Global defense spending dropped some 50% during the past decade and, with the
exception of Asia, 1s likely to remain limited for some time to come. This trend will
continue to have multiple impacts. First, both adversaries and allies are not likely
to keep pace with the US military (despite our own spending limitations). This will
continue to spur foes toward asymmetric options, widen the capability gap between
US and allied forces, reduce the number of allied redundant systems, and increase
the demand on unique US force capabilities. Additional, longer-term impacts—on
global defense technology development and proliferation, and on US-allied defense
industrial consolidation, cooperation, and technological competitiveness—are likely,
though difficult to foresee.

Limited defense budgets, declining arms markets, and the globalization of fech-
nology are leading to a more competitive global armaments industry. In this envi-
ronment, with many states attempting to diversify either export markets or sources
of arms, technology transfer restrictions and arms embargoes will be more difficult
to maintain. Military technology diffusion is a certainty. Advantages will accrue to
states with strong commercial technology sectors, the ‘adaptiveness’ to successfully
link civilian technologies to defense programs, and the foresight to accurately antici-
pate future warfare requirements. China is one state that meets these criteria, and
pursues an aggressive, systematic, comprehensive, and well-integrated technology
acquisition strategy.

‘While the US will remain in the vanguard of technological prowess, some aspects
of our general military-technological advantage are likely to erode, and some techno-
logical surprises will undoubtedly occur. But we cannot be very specific about which
technologies will ‘show up’ . . . in what quantities . . . in the hands of which adver-
saries . . . or how those technologies may be applied in innovative ways.

The complex integration of these factors with other ‘second and third order’ trends
and consequences—including the frequency, intensity, and brutality of ethnic con-
flict, local resource shortages, natural disasters, epidemics, mass migrations, and
limited global response capabilities—portend an extremely dynamic, complex, and
uncertain global future. Consider for instance the significant doubts we face today
concerning the likely directions of Russia, China, Europe, the Middle East, and the
Korean peninsula. Developments in each of these key states and regions will go a
long way toward defining the 21st century security environment, but outcomes are
simply too tough to call. This complexity humbles those of us charged with making
judgments about the future and makes specific ‘point-projections’ of the future
threat less meaningful. It is perhaps more useful for us to identify some of the more
troubling potential circumstances, and broadly define the kinds of challenges we are
most likely to encounter.

KEY NEAR TERM CONCERNS

While specific threats are impossible to predict, and new threats and challenges
can arise almost without warning in today’s environment, over the next 12-24
months, I am most concerned about the following potential situations.

A major terrorist attack against United States interests, either here or abroad,
perhaps with a weapon designed to produce mass casualties. Terrorism remains the
‘asymmetric approach of choice’ and many terrorist groups have both the capability
and desire to harm us. Terrorism is the most likely direct threat to US interests
worldwide. T will discuss the terrorist threat in more detail a little later on.

Worsening conditions in the Middle East. An expansion of Israeli-Palestinian vio-
lence and the complete collapse of the Middle East peace process would have numer-
ous troubling implications: An increased risk of anti-American violence—particularly
terrorism. An increased risk of a wider regional conflict. Intensified Iraqgi efforts to
exploit the conflict to gain relief from sanctions. An increased chance that Iraq will
be successful in gaining widespread support for lifting UN sanctions . . . a develop-
ment that would likely strain our relations with regional and European allies, allow
Iraq to rearm more rapidly, and ultimately, threaten the foundation of our Middle
Eastern policy.

Dramatic changes on the Korean peninsula . . . either a breakdown in rapproche-
ment and a return to an increased threat of war, or, less likely, an accelerated move
toward reunification whose impact catches regional powers unprepared.



16

An expanded military conflict between India and Pakistan over Kashmir . . .
with the potential for a nuclear exchange. Both sides operate from ‘zero-sum per-
spectives,” retain large forces, in close proximity, across a tense line of control. The
potential for mistake and miscalculation remains relatively high. Meanwhile, both
continue to pursue a wide range of WMD and missile programs.

Intensifying disagreements with Russia (over National Missile Defense, the ABM
Treaty, European security issues, etc.) spurred by President Putin’s more assertive
and potentially confrontational foreign policy.

Increased anti-American violence and regional instability as Colombian insurgents
and drug traffickers react to the implementation of Plan Colombia.

Another outbreak of viclence in the Balkans . . . between Belgrade and Monte-
negro and/or Belgrade and Kosovo . . . as these smaller territories continue their
demands for increased autonomy or independence.

Conflict between China and Taiwan . . . resulting from increased pressure by
Beijing for reunification or a more assertive stance from Taiwan on independence.

LONGER-TERM THREATS AND CHALLENGES

Beyond these immediate concerns, I have a long list of more enduring potential
threats and challenges. Some of these are in the category of ‘the cost of doing busi-
ness’ in that they are generally a consequence of our unique power and position and
will exist so long as we remain globally engaged. Others are more a reflection of
the complex mix of political, soeial, economic, technological, and military conditions
that characterize today’s world. Still others reflect more direct anti-American senti-
ments held by various nations, groups, and individuals. While none of these indi-
vidual challenges is as directly threatening to the US as the Soviet Union was dur-
1i?ng the Cold War, collectively they form a significant barrier to our goals for the
ufure.

ENGAGEMENT CHALLENGES

So long as the global security environment remains turbulent and the US retains
tand remains willing to exercise) unique leadership and response capabilities, we
will likely experience a high demand for military, diplomatic, and intelligence en-
gagement. This turbulence could spawn a spectrum of potential conflict ranging
from larger-scale combat contingencies, through containment deployments, peace op-
erations, and humanitarian relief operations. Since we never commit our troops
without the best intelligence we can provide, there are significant ‘costs’ for our in-
telligence services.

First, ‘engagement contingencies’ will generally occur toward the lower end of the
conflict spectrum, in less-developed nations. As a consequence, they will frequently
require our forces to operate in challenging ‘asymmetric environments’ (urban cen-
ters, or remote, austere, or otherwise underdeveloped areas with limited infrastruc-
tures, inadequate health and sanitation facilities, high levels of industrial or other
toxic contamination, etc.). These environments will present unigue deployment,
operational, intelligence, and logistical problems that may limit many of our ‘infor-
mation age’ force advantages. Similarly, such contingencies will, more often than
not, pit us against adversaries who are likely to employ a variety of asymmetric ap-
proaches to offset our general military superiority. (I will address some of these in
the following section).

Another consequence of high levels of peacetime engagement is increased oper-
ations (and personnel) tempo (OPTEMPO) for both our military and intelligence
services. High OPTEMPO strains equipment, resources, and personnel, reduces time
for ‘normal’ activities such as training, education & maintenance, disrupts personnel
and unit rotation cycles, and stresses personnel. These impacts are cumulative,
worsening over time. Speaking strictly from the intelligence perspective, I was very
concerned during the recent Kosovo campaign that we would have had a tough time
supporting another major crisis, should one have arisen. Additionally, as a manager
of intelligence resources, [ remain concerned that our intelligence capability is being
stretched ‘a mile wide and an inch deep,” Prioritizing our efforts against the most
important threats . . . maintaining focus on those . . . doing the research, data
base maintenance, and long term analytic projects required to maintain our analytic
depth . . . and generally being proactive instead of reactive . . . are all more dif-
ficult to do in a high tempo security environment.

Finally, high levels of peacetime engagement can limit our flexibility and extend
our response times because committed forces, personnel, and resources are not eas-
ily extracted and readily available for new contingencies. In fact, it may be that on
a daily basis, our simultaneous involvement in ‘many lesser crises’ equates to a
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‘major theater war’ contingency . . . in terms of our available resources and capa-
bilities.
ASYMMETRIC CHALLENGES

Our future opponents—from states to drug lords—are likely to be smart and
adaptive. Recognizing our general military superiority, they will avoid engaging ‘on
our terms, opting instead to pursue strategies designed to render our military
power indecisive or irrelevant to their operations and objectives. They will make the
effort (intelligence work) to understand gow we think, organize, command, and oper-
ate ... will attempt to identify our sirengths, weaknesses, and potential
vulnerabilities . . . and will pursue a variety of generally lower-cost operational and
technological initiatives which they hope will achieve disproportionate (especially
psychological) results. They seek capabilities that we are either unwilling or unable
to counter, thereby either denying our leadership the ‘military option,’ or forcing us
to ‘disengage’ before they are defeated. At the worst, asymmetric approaches threat-
en to undermine the ‘full spectrum dominance’ envisioned in our Joint Vision 2020
concept.

Whlijle specific adversaries, objectives, targets, and means of attack will vary wide-
ly from situation to situation, I think most asymmetric approaches will fit generally
into five broad, overlapping categories: Counter will . . . designed to make us ‘not
come, or go home early’ . . . by severing the ‘continuity of will’ between the US na-
tional leadership, the military, the people, our allied and coalition partners, and
world public opinion.

Counter access . . . designed to deny US (allied) forces easy access to key thea-
ters, ports, bases, facilities, air, land, and sea approaches, etc, Counter precision
strike . . . designed to defeat or degrade US precision intelligence and attack capa-
bilities. Counter protection . . . designed to increase US (allied) casualties and, in
some cases, directly threaten the US homeland. Counter information . . . designed
to prevent us from attaining information and decision superiority.

eyond these broader generalizations, 1 have vhi'ghlig}ll)ted below several types of
asymmetric approaches we are most likely to-encounter during the next 10-15
years.

TERRORISM

Terrorism remains the most significant -asymmetric threat to our interests at
home and abroad. This threat will grow as disgruntled groups and individuals focus
on America as the source of their troubles, Most anti-US terrorism will be regional
and based on perceived racial, ethnic or religious grievances. Terrorism will tend to
occur in urban centers, often capitals. Qur overseas military presence and our mili-
tary’s status as a symbol of US power, interests, and influence can make it a target.
However, in many cases, increased security at US military and diplomatic facilities
will drive terrorists to attack ‘softer’ targets such as private citizens or commercial
interests. The characteristics of the most effective terrorist organizations—highly
compartmented operations planning, good cover and security, extreme suspicion of
outsiders, and ruthlessness—make them very difficult intelligence targets. Middle
East-based terrorist groups will remain the most important threat, but our citizens,
facilities, and interests will be targeted worldwide. State sponsors (primarily Iran)
and individuals with the financial means (such as Usama bin Ladin) will continue
to provide much of the economic and technological support needed by terrorists. A
move toward ‘higher-casualty attacks’ is predictable as globalization provides terror-
ists access to more destructive conventional weapons technologies ang WMD.

INFORMATION OPERATIONS

Information operations can involve many components including electronic warfare,
psychological operations, physical attack, denial and deception, computer network
attack, and the use of more exotic technologies such as directed energy weapons or
electromagnetic pulse weapons. Adversaries recognize our civilian angy military reli-
ance on advanced information technologies and systems, and understand that infor-
mation superiority provides the US unique capability advantages. Many also assess
that the real center of gravity for US military actions is US public opinion. Accord-
ingly, numerous potential foes are pursuing information operations capabilities as
relatively low cost means to undermine domestic and international support for US
actions, to attack key parts of the US national infrastructure, or to preclude (or
make more difficult) our attainment of information superiority. The threat from in-
gormgtion operations is limited today, but will grow significantly during the next

ecade or so.
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Computer network operations, for instance, offer new options for attacking the
United States . . . potentially anonymously and with selective (including non-lethal)
effects. Attacks can be focused against our traditional continental sanctuary, or de-
signed to slow or disrupt the mobilization, deployment, combat operations, and re-
supply of US military forces. Software tools for network intrusion and disruption are
becoming globally available over the Internet, providing almost any interested US
adversary a basic computer network (cyber) exploitation or attack capability. To
date, however, the skills and effort needed for adversaries to use tools and tech-
nology effectively——such as intensive reconnaissance of US target networks, for ex-
ample—remain important limits on foreign cyber attack capabilities.

WMD AND MISSILE PROLIFERATION

Many potential adversaries believe they can preclude US force options and offset
US conventional military superiority by developing WMD and missiles. Others are
motivated more by regional threat perceptions. In either case, the pressure to ac-
quire WMD and missiles is high, and, unfortunately, globalization creates an envi-
ronment more amenable to proliferation activities. Some 25 countries now possess-—
or are in the process of acquiring and developing—WMD or missiles. Meanwhile, a
variety of non-state actors are showing increasing interest. New alliances have
formed, providing pooled resources for developing these capabilities, while techno-
logical advances and global economic conditions have made it easier to transfer ma-
teriel and expertise, The basic sciences necessary to produce these weapons are
widely understood. Most of the technology is readily available, and the raw mate-
rials are commeon. All told, the global WMD/missile threat to US and allied territory,
interests, forces, and facilities will increase significantly.

Russia, China, and North Korea remain the ‘WMD and missile’ suppliers of pri-
mary concern. Russia, for instance, has exported ballistic missile and nuclear tech-
nology to Iran . . . China has provided missile and other assistance to Iran and
Pakistan . . . and North Korea remains a key source for ballistic missiles and re-
lated components and materials. Over time, as other nations (such as Iran) acquire
more advanced capabilities, they too are likely to become important proliferators.

Several states of concern—particularly Iran and Irag—could acquire nuclear
weapons during the next decade or so, and some existing nuclear states—India and
Pakistan, for instance—will undoubtedly increase their inventories.

Chemical and biological weapons are generally easier to develop, hide, and deploy
than nuclear weapons and will be readily available to those with the will and re-
sources to attain them. More than two dozen states or non-state groups either have,
or have an interest in acquiring, chemical weapons, and there are a dozen countries
believed to have biological warfare programs. 1 expect chemical and biological weap-
ons to be widely proliferated, and they could weﬁ) be used in a regional conflict or
terrorist attack over the next 15 years.

The potential development/acquisition of intercontinental missiles by several
states of concern—especially North Korea, Iran, and Irag—could fundamentally
alter the strategic threat. Meanwhile, longer-range theater (up to 3,000 km) ballistic
and cruise missile technology proliferation is a growing challenge. The numbers of
these systems will increase significantly during the next 15 years. So too will their
accuracy and destructive impact.

THE FOREIGN INTELLIGENCE THREAT

Adversaries hoping to employ asymmetric approaches against the United States
need detailed intelligence on US decision-making, operational concepts, capabilities,
shortcomings, and vulnerabilities. Consequently, we continue to face extensive intel-
ligence threats from a large number of foreign nations and sub-national entities in-
cluding terrorists, international criminal organizations, foreign commercial enter-
prises, and other disgruntled groups and individuals. These intelligence efforts are
generally targeted against our national security policy-making apparatus, national
infrastructure, military plans, personnel, and capabilities, and our critical tech-
nologies. While foreign states—particularly Russia and China—present the biggest
intelligence threat, all our adversaries are likely to exploit technological advances
to expand their collection activities. Moreover, the open nature of our society, and
increasing ease with which money, technology, information, and people move around
the globe in the modern era, make effective counterintelligence and security that
much more complex and difficult to achieve.

COVER, CONCEALMENT, CAMOUFLAGE, DENIAL AND DECEPTION (C3D2)

Many potential adversaries—nations, groups, and individuals—are undertaking
more and increasingly sophisticated C3D2 operations against the United States.
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These efforts are generally designed to hide key activities, facilities, and capabilities
(e.g. mobilization or attack preparations, WMD programs, advanced weapons sys-
tems developments, treaty noncompliance, etc.) from US intelligence, to manipulate
US perceptions and assessments of those programs, and to grotect key capabilities
from US precision strike platforms. Foreign knowledge of US intelligence and mili-
tary operations capabilities is essential to effective C3D2. Advances in satellite
warning capabilities, the growing availability of camouflage, concealment, deception,
and obscurant materials, advanced technology for and experience with building un-
derground facilities, and the growing use of fiber optics and encryption, will increase
the C3D2 challenge.

COUNTER-SPACE CAPABILITIES

The US reliance on (and advantages in) the use of space platforms is well known
by our potential adversaries. Many are attempting to reduce this advantage by de-
veloping capabilities to threaten US space assets, in particular through denial and
deception, signal jamming, and ground segment attack. A number of countries are
interested in or experimenting with a variety of technologies that could be used to
develop counter-space capabilities. These efforts could result in improved systems
for space object tracking, electronic warfare or jamming, and directed energy weap-
ons. China and Russia have across-the board programs underway, and other smaller
states and non-state entities are pursuing more limited—though potentially effec-
tive—approaches. By 2015, future adversaries will be able tc employ a wide variety
of means to disrupt, degrade, or defeat portions of the US space support system.

THREATS TO CRITICAL INFRASTRUCTURE

Many adversaries believe the best way to avoid, deter, or offset US military supe-
riority is to develop a capability to threaten the US homeland. In addition to more
traditional strategic nuclear threats (discussed below), our national infrastructure is
vulnerable to disruptions by other forms of physical and computer attack. The inter-
dependent nature of the infrastructure creates even more of a vulnerability. Foreign
states have the greatest attack potential (in terms of resources and capabilities), but
the most immediate and serious threat today is from ingiders, terronists, criminals,
and other small groups or individuals carrying out well-coordinated strikes against
selected critical nodes.

CRIMINAL CHALLENGES

International criminal activity of all kinds will continue to plague US interests.
I am very concerned about the growing sophistication of eriminal groups and indi-
viduals and their increasing potential to exploit certain aspects of globalization for
their own gain. The potential for such groups to usurp pewer, or undermine social
and economic stability is likely to increase.

International drug cultivation, production, transport, and use will remain a major
problem. The connection between drug cartels, corruption, and outright insurgency
will likely increase (witness Colombia) as drug money provides an important fund-
ing source for all types of criminal and anti-government activity. Emergin%hdemoc-
racies and economically strapped states will be particularly susceptible. The drug
trade will continue to produce tensions between and among drug producing, trans-
port, and user nations.

I am also increasingly concerned about other forms of international criminal activ-
ity—for instance, ‘cyber-criminals’ who attempt to exploit the electronic
underpinnings of the global financial, commercial, and capital market systems, and
nationally based ‘mafia’ groups who seek to undermine legitimate governments in
states like Russia and Nigeria. Globally, criminal cartels are becoming more sophis-
ticated at exploiting technelogy, developing or taking control of legitimate commer-
cial activities, and seeking to directly influente—through infiltration, manipulation,
and bribery—loeal, state, and national governments, legitimate transnational orga-
nizations, and businesses. Increased cooperation between independent criminal ele-
ments, including terrorist organizations, is likely. Greater interaction among the US
military, the Intelligence Community, and other federal agencies will be required to
counter this growing threat.

STRATEGIC CHALLENGES

Beyond the asymmetric and infrastructure threats to our homeland outlined
above, we will continue to face an array of more traditional, albeit evolving, stra-
tegic threats. Under virtually any circumstance short of state failure, Russia will
maintain a viable strategic nuclear force. Moscow has begun deployment of the new
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SS5-27 ICBM and has upgrades to this missile and several other systems under de-
velopment. While strategic forces retain their priority, they have not been immune
to the problems affecting the rest of the Russian military. System aging, chronic
underfunding, and arms control agreements ensure that Russian strategic warhead
totals will continue to decline—from some 5,000 today to a future force perhaps
under 1,500 warheads (depending on arms control treaties, decisions we make about
missile defense, the state of the Russian economy, Russian perceptions of other stra-
tegic threats, etc).

At the same time, for at least the next decade or so, Moscow will rely increasingly
on nuclear weapons to compensate for its diminished conventional capability. This
policy—published in the October 1999 Russian Military Doctrine statement and reit-
erated in January and April 2000-—lowers the theoretical threshold for Russian use
of nuclear weapons. One additional concern, which will remain with us so long as
Russia remains in some turmoil, is the potential for a Russian nuclear weapon (or
more likely, nuclear material) to be stolen by or otherwise diverted to a state of con-
cern, a terrorist group, or other criminal organization.

One of Beijing’s top military priorities is to strengthen and modernize its small,
dated strategic nuclear deterrent. While the ultimate extent of China’s strategic
modernization is difficult to forecast, the number, reliability, survivability, and accu-
racy of Chinese strategic missiles capable of hitting the US will increase during the
next 20 years. We know little about China’s concepts for nuclear weapons use, espe-
cially with respect to Beijing’s views on the role and utility of strategic weapons in
an international crisis involving important Chinese interests (e.g. Taiwan or the Ko-
rean peninsula).

China currently has about 20 C5S-4 ICBMs with a range of over 13,000 km. Sev-
eral new strategic missile systems are under development, including two new road-
mobile solid-propellant ICBMs. One of these, the 8,600 km DF-31, was successfully
flight-tested in 1999 and 2000. Another, longer-range mobile ICBM will likely be
tested within the next several years.

China currently has a single XIA class SSBN, which is not operational. It is in-
tended to carry 12 CSS-NX-3 missiles (with ranges exceeding 1,000 km). China is
developing a new SSBN and an associated SLBM (the 8,000 + km JL—2). These sys-
tems will likely be developed and tested later this decade.

China also has upgrade programs for associated command, control, communica-
tions and other related strategic force capabilities.

Beyond China and Russia, several states—especially North Korea and, later on,
Iran and possibly Irag—could field small numbers of long-range, WMD-equipped
missiles capable of striking the United States. Again, we know very little about how
these states think about strategic weapons, deterrence, and escalation.

North Korea has made substantial missile progress during the last several years.
The August 1998 launch of the Taepo Dong (TD) 1 system demonstrated several of
the key technologies required to develop an ICBM, including stage separation. A
three-stage TD 1 could potentially deliver a light payload to the US, albeit with very
poor accuracy. North Korea is also developing a TD 2 ICBM, which could deliver
a several-hundred kilogram payload to Alaska or Hawaii, and a lighter payload to
the western half of the US. A three-stage TD 2 could deliver a several-hundred kilo-
gram payload anywhere in the US. In September 1999, and again in June and Octo-
ber 2000, North Korea agreed to refrain from testing long-range missiles * * * a
pledge it has lived up to so far.

Iran’s Defense Minister has publicly talked of plans for developing a platform
more capable than the Shahab 3 (a 1,300 ksn MRBM based on North Korea’s No
Dong). While this could refer to a space launch vehicle, Iran may also have ICBM
plans. Sustained cooperation with Russian, North Korean, and Chinese entities is
furthering Tehran's expertise and it could test a space launch vehicle (with ICBM
applications) within 15 years. However, if Iran purchased an ICBM from North
Korea or elsewhere, further development might not be necessary.

Despite the damage done to Iraq’s missile infrastructure during the Gulf War, Op-
eration Desert Fox, and subsequent UNSCOM activities, Iraq may have ambitions
for longer-range missiles, including an ICBM. Depending on the success of acquisi-
tion efforts and the degree of foreign support, it is possible that Iraq could develop
and test an ICBM capable of reaching the US by 2015.

As these trends unfold, the strategic threat picture will become more complex, di-
verse, and complicated, leaving our homeland potentially more vulnerable to a wider
array of strategic challenges.
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REGIONAL MILITARY CHALLENGES

Joint Vision 2020 is the conceptual template for US force development. It envi-
sions a 21st Century ‘information age’ US military that leverages high quality, high-
ly-trained personnel, advanced technology, and the development of several key oper-
ational concepts—including dominant maneuver, precision engagement, full dimen-
sional protection, and focused logistics——to achieve dominance across the range of
military operations. The United States is moving steadily toward the capabilities
embodied in this vision.

In contrast, other large militaries are generally making much slower progress,
and will continue to ﬁe%d primarily ‘industrial age’ forces——mostly mass and fire-
power oriented, equipped predominantly with late-generation Cold War (vice 21st
Century) technologies, and retaining centralized, hierarchical command-and-control
structures. While less advanced than the US military, these large regional forces
will still be potent by regional standards, and, in many cases, be fully capable of
accomplishing significant regional objectives. Moreover, during the next 15 years,
many regional states will seek to augment these ‘traditional’ forces with selected
high-end capabilities, including: WMD and missiles, advanced C4] systems, satellite
reconnaissance, precision strike systems, global positioning, advanced air defense
systems, and advanced anti-surface ship capabilities. To some extent, these ‘niche’
capabilities will be designed to counter key US concepts (precision strike, global ac-
cess, information superiority, etc.), in an attempt to deter the US from becoming in-
volved in regional contingencies, or to raise the cost of US engagement.

Volumetric weapons (VW) are an example of the types of ‘counter US’ technologies
potential adversaries may pursue. Unlike ‘traditional’ military weapons, which rely
on high explosive technologies, VW depend primarily on simple air blast or over-
pressure to damage or destroy their targets. They actually form clouds, or volumes,
of fuel rich materials that detonate relatively slowly. The result is a much larger
area of high pressure that causes more damage to personnel (even dug in) and
structures. VW technology is becoming more widely known, with several countries
openly advertising it for sale. We should anticipate facing VW in either a terrorist
or combat environment during the next 15 years,

For the most part, however, even large regional forces will be hard pressed to
match our dominant maneuver, power projection, and precision engagement capa-
bilities. But in a specific combat situation, the precise threat these forces pose will
depend on a number of factors, including: the gegree to which they have absorbed
and can ap%ly key ‘21st Century technologies, have overcome deficiencies in train-
ing, leadership, doctrine, and logistics, and on the specific operational-tactical envi-
ronment. Under the right conditions, their large numbers, combined with other ‘sit-
uational advantages'—such as initiative, limited objectives, short lines of commu-
nication, familiar terrain, time to deploy and prepare combat positions, and the
skillful use of ‘asymmetric’ approaches—could present significant challenges to US
mission success. China and 1perhaps Russia at the high end, followed by North
Korea, Iran, and Irag, are all examples of militaries that could field large forces
with a mix of current and advanced capabilities.

CHINA

Beijing recognizes that its long term prospects to achieve great power status de-
pend on its success at modernizing China’s economy, infrastructure, and human
capital, and it will continue to emphasize those priorities ahead of military mod-
ernization. In addition to the limitations ﬁosed by these other priorities, China’s
military is moving from 1960s to 1990s technology, and can probably not efficiently
absorb technology upgrades at a much faster rate. Accordingly, I expect China to
continue to allow total military spending to grow at about the same rate as the
economy, by maintaining a defense burden of roughly 5% of GDP {or about $40-50
billion in defense spending last year). Part of this steady defense spending increase
will be absorbed by rapidly rising personnel costs, a consequence of the overall
transformation toward a market economy.

As 1 mentioned earlier, a top Chinese military priority is to upgrade its small,
aging strategic deterrent force (although we have no indications that China intends
to develop a ‘first strike’ strategic capability). In terms of conventional forces, Bei-
jing is pursing the capability to defend its eastern seaboard—the economic heart-
land—from attacks by a ‘high-technology’ opponent employing long-range precision
strike capabilities. This means China is expanding its air, anti-air, anti-submarine,
anti-surface ship, reconnaissance, and battle management capabilities, to enable the
PLA to project ‘defensive’ power out to the first island chain. China is also rapidly
expanding its conventionally-armed theater missile force (particularly the road-mo-
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bile, solid-propellant, 300 km CS8-7), in large measure to give it leverage against
Taiwan and, to a lesser extent, other US Asian allies.

As a result of these and other developments, China’s capability for regional mili-
tary operations will improve significantly. By 2010 or so, some of China’s best units
will have achieved a reasonably high level of proficiency at maneuver warfare
(though they will probably not fully master large, complex joint service operations
until closer to 2020). Moreover, by 2015 Chinese forces will be much better
equipped, possessing more than a thousand theater-range missiles, hundreds of
fourth-generation (roughly ¥-16 equivalent) aircraft, thousands of Jate Cold War
equivalent’ tanks and artillery, a handful of advanced diesel and third generation
nuclear submarines, and some 20 or so new surface combatants. China is also likely
to field an integrated air defense system and modern command-and-control systems
at the strategic and operational levels. Selective acquisitions of advanced systems
from Russia—such as Sovremennyy destroyers and SU-30/Flanker aircraft—will re-
main an important adjunct to the PLA’s modernization efforts during this period

The Taiwan issue will remain a major potential flashpoint, particularly over the
near term. It is doubtful, however, unfess Taipei moved more directly toward inde-
pendence, that China would attempt a larger scale military operation to attack Tai-
wan outright. Beijing recognizes the risk inherent in such a move and, at least for
the near term, probably has questions about its military ability to succeed. Never-
theless, by 2015, China’s conventional force modernization will provide an increas-
ingly credible military threat against Taiwan (though probably not the large am-
phibious capability necessary for invasion).

RUSSIA

I remain relatively pessimistic about Russia’s prospects, primarily because there
are no easy, simple, or near term solutions to the tremendous political, economic,
social, and military problems confronting Moscow. Consequently, I expect that many
of the issues that concern us today—Russia’s role as a proliferator of advanced mili-
tary and WMD technologies and brainpower, the uncertain security of Russia’s nu-
clear materials and weapons, the expanding local, regional, and global impact of
Russian criminal syndicates, and Moscow’s questionable reliability as a global secu-
rity partner—will be with us for some time to come.

In the meantime, Russia’s Armed Forces continue in crisis, with even priority
strategic force elements receiving only a portion of their authorized funding. Com-
pensation, housing, and other shortfalls continue to undermine morale. Under these
conditions——chronic underfunding and neglect—there is little chance that Moscow’s
conventional forces will improve significantly during the next decade.

Russia’s defense resources remain especially limited, given the still relatively
large Russian force structure. Moscow spent some $40 billion on defense last year—
about 3-5% of GDP—and the process of allocating monies remained extremely er-
ratic and inefficient. This level of spending is not enough to fix the Russian military.

Beyond the near term, the size, characteristics, and capabilities of Russia’s con-
ventional forces could vary widely, depending on the cutcome of numerous unsettled
issues. Among the most important of these are the level of Russian defense spend-
ing, Russian threat perceptions, the achievement of national consensus on a blue-
print for military reform, and Moscow's success at restoring the ‘intangible’ compo-
nents of military effectiveness (leadership, readiness, morale, sustainment, etc.).

I still see two principal alternatives for the Russian military beyond 2010. The
first (more likely scenario) is that Russia will remain chronically weak (probably
posing less of a military threat to the US than it does today). This future would
result from continuing neglect of the Russian military by the political leadership—
characterized by continued underfunding, lack of prioritization, and minimal success
at military reform. If, on the other hand, economic recovery and leadership support
come sooner rather than later, Russia could begin rebuilding an effective military
toward the end of this decade, and field a smaller, but more modern and capable
force in the 2015 timeframe. This improved force would be large and potent by re-
gional standards, equipped with thousands of late-generation Cold War-era systems,
and hundreds of more advanced systems built after 2005.

IRAN

The election of President Khatemi in August 1997 marked a turning point in
Iran’s domestic situation. Khatemi received the bulk of his support from minorities,
youths, and women (all growing segments of Iran’s population), and I am hopeful
that Tehran will change for the better over time. For now, however, the religious
conservatives who have held power since 1979 remain in control of the security, for-
eign policy, intelligence, and defense institutions, and generally continue to view the



23

US with hostility. For these reasons, I remain concerned with Tehran’s deliberate
(though uneven) military buildup. That effort is designed to ensure the security of
the cleric-led regime, increase Iran’s influence in the Middle East and Central Asia,
deter Iraq or any other regional aggressor, and limit US regional influence. While
Iran’s forces retain significant limitations with regard to mobility, logistics infra-
structure, and modern weapons systems, Tehran is attempting to compensate for
these by developing (or pursuing) numerous asymmetric capabilities, to include sub-
version and terrorism, the deployment of air, air defense, missile, mine warfare, and
naval capabilities to interdict maritime access in and around the Strait of Hormuz,
and the acquisition of WMD and longer range missiles to deter the US and to in-
timidate Iran’s neighbors.

Iran has a relatively large ballistic missile force—hundreds of Chinese CSS-8s,
SCUD Bs and SCUD Cs B and is likely assembling SCUDs in country. Tehran, with
foreign assistance, is buying and developing longer-range missiles, already has
chemical weapons, and is pursuing nuclear and biological weapons capabilities.

Iran’s navy is the most capable in the region and, even with the presence of West-
ern forces, can probably stem the flow of oil from the Gulf for brief periods employ-
ing KILO submarines, missile patrol boats, and numerous naval mines, some of
which may be modern and sophisticated. Aided by China, Iran has developed a po-
tent anti-ship cruise missile capability to threaten sea traffic from shore, ship, and
aircraft platforms.

Although Iran’s force modernization efforts will proceed gradually, during the next
15 years it will likely acquire a full range of WMD capabilities, field substantial
numbers of ballistic and cruise missiles—including, perhaps, an ICBM-—increase its
inventory of modern aircraft, expand its armored forces, and continue to improve its
anti-surface ship capability. Iran’s effectiveness in generating and employing this in-
creased military potential against an advanced adversary will depend in large part
on ‘intangibles’—command and control, training, maintenance, reconnaissance and
intelligence, leadership, and situational conditions and circumstances.

IRAQ

So long as Saddam or someone of his ilk remains in power, Iraq will remain chal-
lenging and contentious. Saddam’s goals remain to reassert sovereignty over all of
Iraq, end Baghdad’s international isolation, and, eventually, have Irag reemerge as
the dominant regional power. For the time being, however, his options are con-
strained. Years of UN sanctions, embargoes, and inspections, combined with US and
Coalition military actions, have significantly degraded Irag’s military capabilities.
Manpower and materiel resource shortages, a problematic logistics system, and a
relative inability to execute combined arms operations, remain major shortcomings.
These are aggravated by intensive regime security requirements,

Nevertheless, Iraq’s ground forces continue to be one of the most formidable with-
in the region. They are able to protect the regime effectively, deploy rapidly, and
threaten Irag’s neighbors absent any external constraints. Irag’s air and air defense
forces retain only a marginal capability to protect Iraqi air space and project air
power outside Iraq’s borders. Although the threat to Coalition Forces is limited, con-
tinued Iraqi confrontational actions underscore the regime’s determination to stay
the course. Irag has probably been able to retain a residual level of WMD and mis-
sile capabilities. The lack of intrusive inspection and disarmament mechanisms per-
mits Baghdad to enhance these capabilities.

Iraq probably retains limited numbers of SCUD-variant missiles, launchers, and
warheads capable of delivering biological and chemical agents. Baghdad continues
work on short-range (150 km) liquid and solid propellant missiles allowed by
UNSCR 687 and can use this expertise for future long range missile development.
Iraq may also have begun to reconstitute chemical and biological weapons programs.

Absent decisive regime change, Iraq will continue to pose complex political and
military challenges to Coalition interests well into the future. Saddam has been in-
creasingly effective during the past year at circumventing sanctions and exploiting
the Israeli-Palestinian conflict to garner sympathy for Iraqg’s plight by linking the
Iraqi and Palestinian causes. Should sanctions be formally removed, or become de
facto ineffective, Iraq will move quickly to expand its WMD and missile capabilities,
develop a more capable strategic air defense system, and improve other conventional
force capabilities. Under this scenario, Baghdad could, by 2015, acquire a large in-
ventory of WMD--including hundreds of theater ballistic and cruise missiles—ex-
pand its inventory of modern aircraft, and double its fleet of armored vehicles. While
this force would be large and potent by regional standards, its prospects for success
against a western opponent would depend ultimately on how successful Baghdad
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was in overcoming chronic weaknesses in military leadership, reconnaissance and
intelligence, morale, readiness, logistics, and training.

NORTH KOREA

Despite the unexpected relaxation of tensions on the peninsula during the past
vear, and the real potential for further improvements, North Korea retains a large,
forward deployed military force, capable of inflicting significant damage on the
South., War on the peninsula would still be very violent and destructive, and could
occur with little warning. Moreover, even if the North-South rapprochement con-
tinues, Pyongyang is unlikely to significantly reduce its military posture and capa-
bility in the near term, because the North needs its military forces to ensure regime
security, retain its regional position, and provide bargaining leverage. In the mean-
time, the Korean People’s Army continues to demonstrate resilienicy, managing dur-
ing the past several years to stop the general capability decline experienced during
most of the 1990s and, in some ways, marginally improve its readiness and capa-
bility for war.

For the near future, I expect North Korea will continue to proliferate WMD and
especially missile technology——one of the few areas where North Korea has some-
thing to offer for hard currency on the international market. Pyongyang's prolifera-
tion of No Dong missile technology is particularly important for those states seeking
to extend the range of their missile fleet. I alsc expect North Korea to continue to
develop and expand its own ‘asymmetric’ capabilities~—WMD, missiles, Special Oper-
ations Forces, small submarine insertion platforms, ete.—in part to offset its conven-
tional force shortcomings. And, as [ said earlier, I think North Korea has to poten-
tial to fleld an ICBM sometime within the next several years. In short, as long as
North Korea remains around in its present form, it will represent one of the majer
threats to our regional and global interests.

THE BOTTOM LINES

The global turmoil we've encountered since the end of the Cold War will likely
continue . . . because the basic conditions fostering that turmeil remain in place
As a result, we are likely to continue to face a high demand for US military engage-
ment on a global seale, a trend that has wide ranging consequences for our military
and intelligence services. We have the potential to be increasingly involved in a va-
riety of environments against adversaries employing a wide range of asymmetric ap-
proaches.

At the ‘high end’ of the conflict spectrum, the United States will continue to face
an array of strategic threats . . . but their character will be different from the Cold
War. Russia will maintain a viable, though much smaller strategic force, but will
rely increasingly en nuclear weapons to compensate for diminished conventional ca-
pability. China is expanding and modernizing its strategic capability. Other states
of concern, especially North Korea, Iran, and Irag, could field ICBMs with WMD,
presenting a new strategic threat that we've not faced before At the same time,
‘non-traditional’ threats to our homeland and critical infrastructure will likely in-
crease. Collectively this mix of more traditional and emerging challenges will com-
pound the strategic threat picture.

Some regional states will maintain large, mostly ‘industrial-age’ military forces,
augmented by WMD and longer-range missiles and selected 21st Century’ tech-
nologies & capabilities. Under the right conditions, these regional militaries could
pose a significant challenge, despite our enduring overall military superiority.

The security challenges the United States will confront during the next 15 years
will vary widely . . . depending on the strengths and weaknesses of individual ad-
versaries . . . their means and objectives . . . and the unigue situational, environ-
mental, and other characteristics of the specific operating environment. Accordingly,
the Joint Vision 2020 goal of ‘full spectrum dominance’ . . . that is, being able to
dominate our adversaries across the wide spectrum of conceivable combat operations

. . remains a fundamental force requirement.

STATEMENT BY ACTING ASSISTANT SECRETARY OF STATE FOR
INTELLIGENCE AND RESEARCH THOMAS FINGAR

Chairman Shelby, Senator Graham, Members of the Committee. I appreciate the
opportunity to present INR’s view of current and projected threats to the United
States, American citizens, and American interests. Happily, the severity of specific
threats to our nation, our values, our system of government, and our way of life are
low and likely to remain so for the foreseeable future. Unfortunately, that is not the
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case with respect to threats to individual Americans and other national interests.
Indeed, there appears to be a perversely inverse relationship between the diminu-
tion of threats to the United States homeland and the increasing magnitude and
variety of threats to American citizens and interests.

The dramatic decline in the mega-threat symbolized by the end of the Cold War
and the growing preponderance of our military capabilities make it increasingly dif-
ficult and irrational for any adversary to threaten our national existence. This
makes resort to asymmetric threats more tempting. A variety of national and non-
state actors are seeking both means and opportunities to achieve their goals by
threatening Americans at home and abroad.

Americans abroad (residents, tourists, diplomats, business people, members of our
Armed Forces, etc.) are a special target for many groups who oppose us and our val-
ues, resent our prosperity and power, or believe that Washington holds the key to
achieving their own political, economic, or other goals. We become aware daily of
threats to US businesses, military facilities, embassies, and individual citizens. Re-
cent examples include the seizure of an American relief worker in Chechnya (since
freed), the execution of an American oil worker seized in Ecuador, and the terrorist
attack on the USS Cole.

Unconventional threats are the most worrisome because they are harder to detect,
deter, and defend against. Misguided individuals, religious fanatics, self-styled cru-
saders, and agents of national or rebel groups can—and do—operate everywhere and
.are capable 0% striking almost anywhere, anytime. Their most common weapons are
bullets and bombs, but some in the catchall category of “terrorists” clearly seek to
obtain chemical or biological weapons. Others appear capable of inflicting isolated
damage through attacks on our information infrastructure. The magnitude of each
individual threat is small, but, in aggregate, unconventional threats probably pose
a more immediate danger to Americans than do foreign armies, nuclear weapons,
long-range missiles, or the proliferation of WMD and delivery systems.

TERRORISM

The United States remains a number one target of international terrorism. As in
previous years, close to one-third of all incidents worldwide in 2000 were directed
against Americans. The most devastating attack was the October 12 bombing of the
USS Cole in Yemen that killed 17 sailors and injured many more.

The locus of attacks can be, and increasingly is, far removed fror the geographic
origin of the threat. Usama bin Ladin (UBL) is based in Afghanistan but his reach
extends far beyond the subcontinent. Plausible, if not always credible, threats linked
to his organization target Americans and America’s friends or interests on almost
every continent. His organization remains a leading suspect in the Cole investiga-
tion, and he and several members of his organization have been indicted for the
1998 embassy bombings in Kenya and Tanzania. Had it not been for vigilant Jor-
danian security, UBL operatives would have conducted attacks in that country to
disrupt Millennium celebrations. Members of his network and other like-minded
radical Mujahedin are active globally. Bin Ladin funds training camps and partici-
pates in a loose worldwide terrorist network that includes groups sucﬁ as the Egyp-
tian Islamic Jihad and the Kashmiri Harakat al Mujahedin. The UBL network is
analogous to a multinational corporation. Bin Ladin, as CEO, provides guidance,
funding, and logistical support, but his henchmen, like regional directors or affili-
ates, have broad latitude and sometimes pursue their own agendas.

Some terrorists, including bin Ladin, have evinced interest in acquiring weapons
of mass destruction. Thus far, however, only Aum Shinrikyo, the group responsible
for the 1995 subway gas attack in Tokyo, has actually used such a weapon. There
has been no repetition or credible threat of such an attack in the last five years,
but the problem clearly has not gone away. There will be another attack; what we
do not, and pessibly cannot, know is when, where, by whom, and why.

State sponsorship of terrorism has declined, but it has not disappeared. Iran still
supports groups such as the Palestine Islamic Jihad dedicated to the disruption of
the Middle East Peace Process. Iraq also harbors terrorists and may be rebuilding
its intelligence networks to support terrorism. Afghanistan’s Taleban, though not a
national government, does provide crucial safe haven to UBL.

Proliferation

The efforts of many nations to develop weapons of mass destruction (WMD) and
the missiles to deliver them continue to present a serious potential threat to the
safety of US citizens abroad and at home, and to US interests worldwide. It is dif-
ficult, however, to characterize the WMD threat without caricature, difficult to raise
alarms without drowning out reasons for encouragement.
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The gravity of nuclear proliferation significantly outweighs that of either chemical
weapons or biological weapons proliferation. But, although the basic understanding
of nuclear weapons physics is widespread, nuclear weapons are, fortunately, the
most difficult kind to produce or acquire. Access to fissile material is a critical im-
pediment. The challenges to the international nuclear non-proliferation regime rep-
resented by the Indian and Pakistani nuclear tests of 1998 are real but must be
seen in the context of decisions earlier in the decade by South Africa, Ukraine, Ar-
gentina, Brazil, and others (i.e., Belarus and Kazakhstan) to forgo the nuclear op-
tion. The success of diplomatic efforts to extend indefinitely the Non-Proliferation
Treaty, to enhance IAEA safeguards, and to win nearly universal membership in the
Comprehensive Test Ban Treaty provide evidence that the international community
recognizes the nuclear danger and is making progress in providing the means to
counter it. Today only a few states appear to be actively seeking to acquire nuclear
weapons. The greatest near-term danger remains the potential for shortcuts in the
transfer of weapons technology and weapons grade fissile materials to such states
from the existing nuclear powers. But, despite fears of “leakage” from stockpiles of
the former Soviet Union and sales by North Korea, we have not yet been faced with
activities in this area on a scale that has raised significant concerns.

Chemical weapons are more of a tactical threat to US forces and allies than a
strategic threat to the homeland. Biological and toxin weapons are more of a ter-
rorist threat to civilian populations than an effective instrument of warfare. Poten-
tial CW and BW threats are nonetheless real and increasingly widespread. Despite
broad participation in the Chemical Weapons Convention and Biological Weapons
Convention, the dual-use nature of the relevant technologies, modest technological
prerequisites for development, and the low profile of illicit activities suggest that the
potential threat from both state and noun-state actors will continue to grow.

Ballistic missiles remain the most feared delivery mode for WMD because of their
speed, relative invulnerability to attack (when mobile), and ability to penetrate de-
fenses. There has been a dramatic increase in the aggregate number of short-range
ballistic missiles in recent years; this growth will continue. The increase in the
number of longer-range missiles has been much slower. International efforts, such
as the Missile Technology Control Regime (MTCR) and various bilateral under-
standings between supplier states, have made it more difficult for states of prolifera-
tion concern to develop and deploy ballistic missiles. By adding to the significant
technological challenge proliferant states must overcome to develop multi-stage mis-
sile systems, these external controls force such states to use covert or less efficient
paths of development. increasing the cost and time requirements for system develop-
ment. As a result, missile proliferation has occurred at a slower rate than predicted
by previous estimates. INR assesses that, among states seeking long-range missiles,
only North Korea could potentially threaten the US homeland with ballistic missiles
in this decade, and only if it abandons its current moratorium on long-range missile
flight testing.

The Nuclear Threat

Only Russia has the unqualified capacity to destroy the United States. Indeed, for
the foreseeable future, Russia’s ability to threaten US territory and overseas inter-
ests is greater than that of all other potential adversaries combined. China is the
only other country not an ally of the United States that currently has the capacity
to strike the US homeland with nuclear weapons. The aggregate nuclear-armed
ICBM threat against the United States is declining dramatically, however, as a re-
sult of Russian military choices related to START I and START II and the signifi-
cantly reduced size of the Russian economy (compared with that of the Soviet
Union). China's force, however, is in the process of modest expansion. We assess the
likelihood of an attack on the United States by either Russia or China to be ex-
tremely low and judge that both have effective safeguards against unauthorized or
accidental launches.

This situation could change for the worse if Moscow and/or Beijing concluded that
the United States was pursuing a course in fundamental conflict with Russian/Chi-
nese interests. Such a perception could trigger decisions that would significantly in-
crease the quantitative threat to the United States. Instead of dramatically reducing
their strategic nuclear warheads to some 1500 by 2015, the Russians could halt
their decline at or above 2,000 warheads. The size of the Chinese strategic threat
to the United States could more than triple by the end of the decade should China
decide to MIRV existing ICBMs or deploy new ones. A resumption of nuclear testing
by China could lead to smaller warheads and further MIRVing. Should either Rus-
sia or China (or both) put their strategic forces on a higher state of alert, the danger
of accidental launch would increase. Negative political or economic factors could also
erode existing protections against accidental or unauthorized launch.
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The growing availability of technical information about nuclear weapons and the
increase in well-financed non-state terrorist organizations make the prospect of a
threat to the United States from a surr?titious nuclear device—for example, hidden
in a cargo ship—a significant second-order concern. The difficulty of acquiring suffi-
cient fissile material would be the most important technical factor limiting the abil-
ity of nations or terrorist groups to acquire such a capability.

North Korea’s nascent space launch vehicle/ICBM program and presumed nuclear
potential are cause for concern and the focus of ongoing diplomatic efforts. Given
the credibility of US retaliatory capabilities, however, we assess that, in most cir-
cumstances, North Korea could be deterred from launching a nuclear attack on the
American homeland, American friends and allies, or against American forces
abroad. Nevertheless, the threat is real, and a multifaceted diplomatic effort is
under way to reduce or eliminate it. So far, this effort has yielded a freeze on activ-
ity at declared North Korean nuclear facilities and a moratorium on space or long-
range missile launches for the duration of US-DPRK missile talks.

Missiles and Missile Proliferation

Ballistic missiles are a special concern, particularly when possessed by countries
with nuclear, chemical, or Eiological weapons, because of their ability to strike rap-
idly and penetrate defenses. The number of countries developing capabilities to
produce ballistic missiles and/or space launch vehicles is increasing; the list in-
cludes, among others, North Korea, Iran, India, and Pakistan. Their indigenous ca-
pabilities have been enhanced by technology transfers from other countries—prin-
cipally Russia, China, and North Korea. Foreign assistance has extended the range
and improved the accuracy of older-generation missiles and accelerated the develop-
ment and production of indigenous systems.

That the number of countries with ballistic missiles continues to increase and that
the range, payload, and accuracy of such missiles continue to improve are cause for
concern. But there is a “good news” story as well. The number of countries pos-
sessing or seeking to acquire ballistic missiles remains small and does not appear
to be growing from Cold War levels. Most programs appear to be advancing more
slowly than anticipated. And, despite leakage of technology and possible violations
of commitments, tﬁe trend line is toward less rather than more transfers of tech-
nology and complete systems. The export of missiles and technology from North
Korea remains the biggest proliferation problem. Now and for the next several
vears, ballistic missiles are unlikely to be used against US territory, but they al-
ready pose a real and growing threat to US allies and US forces deployed abroad.

The Conventional Military Threat

The threat of a large-scale conventional military attack against the United States
or its allies will remain low for the immediate future. Since the demise of the War-
saw Pact, there has existed no hostile military alliance capable of challenging the
United States or NATO, and none is on the horizon. But regional tensions and po-
tential conflicts do threaten US interests abroad. Progress toward Middle East peace
remains key to reducing the chances of another major war in that region. Iraq
threatens regional security by confronting coalition f!orces and continues to seek
weapons of mass destruction. Saddam Hussein could precipitate major crises at any
time.

Trends that could increase the conventional military threat are emerging. US
military dominance and economic, cultural, and technological preeminence have
sparked resentment among potential rivals who do not share US values and are con-
cerned that the United States will use its global leverage in ways inimical to their
interests. This has prompted them to seek ways to constrain Washington. These
countries are unlikely to tf(;rge formal alliances, but should they perceive US policies
as hostile or an impediment to the attainment of their own objectives, they could
decide to move beyond rhetorical and political cooperation to military cooperation,
including in the sale of weapons and technologies that might otherwise have been
kept off the market.

’ghe global spread of conventional military capabilities through international
transfers and indigenous defense industrial development continues unabated in the
post-Cold War era, powered by a host of mutually reinforcing trends. The worldwide

roliferation of conventional military capabilities, particularly irresponsible and il-
icit arms trafficking to states of concern, sub-national actors, and regions of conflict
pose increased risks to international security.

Technology Diffusion

Accelerating technological progress in an increasingly global economy has facili-
tated the spread of advanced military technologies once restricted to a few industri-
alized nations. Chemical and biological weapons will pose a growing threat to US
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forces and interests at home and abroad as the means to produce them become more
accessible and affordable. Such weapons are attractive to countries seeking a cheap
deterrent and to terrorist groups looking for ways to inflict mass casuaﬁies. The
critical importance of communications and computer networks to the military and
to almost every sector of the civilian economy Ig)as increased US vulnerability to a
hostile disruption of its information infrastructure. Several countries have active
government information warfare (IW) programs, and a number of others are inter-
ested in the IW concept. Terrorist groups, disgruntled individuals, or even indi-
vidual hackers could inflict limited but significant damage to key sectors and re-
gions.

Countries With Global Reach

Russia’s ability to project power beyond its borders and to challenge US interests
directly has been greatly diminished since the fall of the USSR. Russia is focused
on its own domestic problems and increasingly aware of its weaknesses and limita-
tions. Nevertheless, Russia remains a nuclear power with the capability to destroy
the United States. It retains the ability to influence foreign and security policy de-
velopments in Europe and, to a lesser extent, around the globe. Its interests some-
times coincide with those of the United States and our allies, but often they do not.
Regional instability in the former Soviet Union, particularly in the Caucasus or
Central Asia, could impinge on US interests, especially if such instability were to
tempt external intervention.

The Russian political scene in 2000 was dominated by the person of Vladimir
Putin. Putin, who took office in his own right after presidential elections in March,
moved quickly to bring Russia’s far-flung regions under tighter control. He spoke
repeategly of the need for a democratic, market-oriented approach, including polit-
ical pluralism and freedom of speech and conscience, and for revitalizing the Rus-
sian economy. He has called for reform and pledged to fight crime and corruption.
But Putin has a security-services background, makes no secret of his belief in a
strong, centralized state that plays a guiding role in the economy, and is enmeshed
in a system dominated by a narrow stratum of political and financial elites.

Putin has yet to undertake more than a few halting steps toward systernatic and
thoroughgoing reform. The high oil prices and economic upswing that characterized
Russia in 2000 seem to have reduced both pressures and incentives to reform. With-
out concerted effort, reform will be thwarted by powerful vested interests. Putin re-
mains at least partially captive to those interests and to omnipresent political in-
trigue, and has yet to consolidate his own power within the institutions that he offi-
cially commands.

Russian foreign and security policies have become both more pragmatic and more
assertive. Russia’s continuing need for integration into international economic and
financial institutions and access to key markets makes a wholesale return to the
ideological confrontation and policy collisions of the Cold War unlikely. Neverthe-
less, deployment of & National Missile Defense and further NATO enlargement al-
most certainly will spark animated opposition from Moscow. Russia will continue to
assert its interests, especially where it perceives US dominance to be inimical to its
own long-term objectives. In doing so, Moscow will use whatever diplomatic tools are
at its disposal.

China is committed to achieving a multipolar world in which it would have rel-
atively more influence and the United States relatively less. This is not an ideolog-
ical crusade, but part of a centuries-old quest for national wealth and power. Lead-
ers recognize that, to achieve this goal, they must modernize their economy and ex-
pand their markets, neither of which they can do without maintaining good rela-
tions with the US. As a result, China has a large incentive to avoid confrontation
with the United States, but Beijing will attempt to limit or forestall American uni-
lateral or US-led actions judged adverse to China’s own interests because they seem
to strengthen and perpetuate a unipolar world. In doing so, Beijing will operate
from a position of increasing economic and military strength.

Beijing’s determination to prevent de jure Taiwan independence and propensity
to misinterpret US actions and intentions together constitute the gravest threat to
US-China relations and stability in Northeast Asia. Beijing aspires to regional influ-
ence, even dominance, but its military buildup is worrisome primarily in terms of
the China-Taiwan—US dynamic. PRC leaders are convinced that they must be able
to threaten Taiwan militarily to prevent a unilateral declaration of independence;
Taiwan leaders believe they must have the military capability to defend against
threats from the Mainland, The PRC might take military action if it perceived that
Taiwan, with or without US support, was moving toward independence.

Chinese proliferation behavior is a continuing concern, particularly when it con-
tributes to changes in the regional balance or threatens US interests in other geo-
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raphic regions. Chinese entities have assisted the missile and nuclear programs of

akistan, Iran, and others, but China has made progress in adopting and enforecin,
international control norms in the nuclear area. Last November, China articulate
a new missile nonproliferation policy, stating that it would not assist any country,
in any way, in the development of MTCR-class ballistic missiles. China also an-
nounced that it would enact at an early date a comprehensive missile-related export
control system to help enforce that policy. We continue to monitor Chinese behavior
on this front.

China faces significant potential for increased instability sparked by economic dis-
locations, unemplcyment, official corruption, religious persecution, violation of
human rights, and a failure to embrace the development of local governance and
democratic choice. Serious social disorder would have a direct impact on US eco-
nomic interests (trade and investment) and contribute to strategic uncertainty in
the region.

Other Countries and Regions of Concern

North Korea appears be changing in positive ways. Tensions on the Korean Penin-
sula eased last year as a result of the inter-Korean summit, the visit to Washington
of Kim Jong II's special envoy, and Secretary of State Albright’s visit to Pyongyang.
The DPRK’s ability to sustain a conflict has decreased as a consequence of its eco-
nomic decline, but the North still has the capability to inflict huge damage and cas-
valties in the opening phases of a conflict. It has also not taken sufficient steps to
prove it has truly distanced itself from terrorism. The political situation appears
stable, with Kim Jong Il apparently having found a firmer footing and beginning
to undertake new policy initiatives rather than simply following his father’s line.

The DPRK has been unable to reverse a decade-long economic decline. With its
agricultural and industrial infrastructure continuing to deteriorate, the country is
plagued by severe shortages of food and electricity. Kim Jong II's recent trip to
Shanghai suggests he is considering a managed “Chinese model” opening of the
economy. The regime appears to be examining a range of relatively pragmatic solu-
tions to its economic problems; since the New Year, DPRK media have been stress-
ing the need for “new ways of thinking.” The North has expanded its diplomatic re-
lations, and Kim Jong Il now seems to relish summit diplomacy. In the wake of last
June’s inter-Korean summit, Pyongyang has increased political, economic, and cul-
tural contacts with Seoul. Kim Jong Il has said he will visit the ROK sometime this

year,

The North's development of long-range ballistic missiles and efforts to sell missile
technology to countries in the Middle East and South Asia threaten US friends,
troops, and interests. North Korea has recognized that it must address this concern
to improve relations with the United States. It has kept its promise not to launch
a satellite or long-range missile while US-DPRK missile talks continue. Pyongyang
has offered to restrain its long-range missile program in return for other countries
launching its satellites; this offer has yet to be translated into an agreement. On
the question of missile sales, however, the North has said only that it would be will-
ing to halt sales under the right circumstances, a formulation that awaits clarifica-
tion.

Despite some moderation in its rhetoric toward the US and the West, Iran still
seeks WMD and continues to support terrorism. In its search for indigenous WMD
capabilities, Iran relies heavily on ocutside assistance. Russia alone cooperates with
Iran’s nuclear program. Deep-seated hostility to the Middle East Peace Process, par-
ticularly within conservative circles of the Tehran regime, plays a major role in the
government’s willingness to support terrorist groups and their attacks against Israel
and/or other parties involved in the process. Although we believe Iranian factions
and leaders are not unanimous in their support for the use of terror to achieve polit-
ifal'ends, so far any disunity has not resulted in a discernible change in Iran’s be-

avior.

How best to deal with the challenges posed by Iran is a continuing source of dis-
agreement with other important countries, including some of our closest allies.
Tehran is well aware of these differences and attempts to exploit them to erode the
effectiveness of US sanctions.

Current tensions in the Middle East have shifted the paradigm for Iraq. Saddam
Hussein has cloaked himself in the Palestinian cause and blurred the differences
between support for the Palestinian Intifada and support for Iraqi efforts to escape
sanctions. He has exploited Arab frustration over Washington's perceived bias to-
ward Israel to place additional pressure on cur allies in the region by painting them
as “lackeys” of the US and Zionism. With this strategy, Saddam is reasserting him-
self as a regional player, undercutting support for UNSC resolutions on Irag, and
strengthening his domestic position.
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Iraq continues to reject UNSCR 1284 and to evince little interest in allowing UN
inspectors back inte the country. Iraq’s isolation and support for sanctions are erod-
ing, but Saddam’s ability to acquire arms, unrelenting pursuit of WMD and missile
programs, and use of economic blandishments continues to be limited by continued
UN control over the bulk of Iraqgi oil revenues.

South Asia

The volatile South Asian region could become embroiled in serious conflict. Ten-
sion over Kashmir is endemic in the Indo-Pakistani relationship and could erupt
into a full-blown crisis with minimal warning. Pakistan’s close relationship with the
Taleban, which trains many who fight in Kashmir, is becoming a destructive part-
nership in the region. Such a crisis would risk a wider, and ultimately much more
destructive, war between India and Pakistan. Desperation or miscalculation by ei-
ther side could result in the use of nuclear weapons.

Possession of nuclear weapons by these two adversaries will be a part of the land-
scape for the foreseeable future. Indeed, such weapons will become more entrenched
in these countries as they develop military doctrine and command and control proce-
dures for their use. Both India and Pakistan have made clear that they will con-
tinue to develop their nuclear weapons and missiles to deliver them. We expect both
to conduct more ballistic missile tests, but a key will lie in either’s decision to deploy
such missiles. Both states have said that they do not need to conduct additional nu-
clear tests, but another round is possible. If pressures in India prompted another
nuclear test, Pakistan has said it will reciprocate. An added concern is the prospect
that Pakistan and/or India might provide technology to other countries seeking nu-
clear and missile capabilities.

Other regional dangers

Africa’s political, economic, and HIV/AIDS crises frequently threaten US efforts
to promote democratization, human rights, the rule of law, and economic develop-
ment. Poverty and instability provide fertile ground for HIV/AIDS, crime, terrorism,
and arms trafficking. Appeals for the United States to assist humanitarian relief
programs and peacekeeping operations are strong and growing. Unpredictable devel-
opments can create unexpected demands on US resources. They can also endanger
US citizens.

The civil war in the Democratic Republic of the Congo remains the most desta-
bilizing conflict in Africa. During 2000, implementation of the August 1999 Lusaka
Accord stalled. In late 2000, fighting resumed in southeastern and northwestern
Congo. More than 500,000 are internally displaced persons and 130,000-150,000
have become refugees in neighboring countries. The January 2001 assassination of
President Laurent Kabila and the succession of his son, Joseph, could either open
opportunities for peace or spark intensified conflict.

In Burundi, ethnic tensions remain high despite the signing of a peace accord at
Arusha last August. The threat to foreigners, including American citizens, has in-
creased. Recent weeks have seen some positive developments, but renewed genocide
in Burundi and neighboring Rwanda is possible.

HIV infection rates in sub-Saharan Africa appear on the rise, exceeding 20% of
adults in nine countries. While the ultimate consequences of this mounting toll are
unknown, they may well adversely affect many US interests and goals in Africa.

The situation in West Africa also is of great concern. The instability fomented by
Liberian President Taylor is spilling into Guinea where, late last year, government
forces fought off incursions by the Revolutionary United Front (RUF) and Guinean
dissidents armed by Liberia. Guinea already hosts some 300,000 refugees. RUF ag-
gression inside Sierra Leone has been constrained by the expansion of the United
Nations Mission in Sierra Leone (UNAMSIL) and training provided to the Sierra
Leone Army by the United Kingdom. The potential for renewed violence remains
high, however.

The unsettled situation in Cote d’Ivoire highlights the challenges of political and
economic reform and the threat inherent in corruption and exclusion of regional,
tribal, and religious groups from the political process. A further deterioration in
Cote d'Ivoire, home to many migrant workers, could have a destabilizing impact on
much of West Africa. The governments of Liberia and Burkina Faso have provided
support to rebel groups in Sierra Leone and, perhaps, Cote d'Ivoire.

In Angola, the civil war continues. Rebel forces have been weakened, but they re-
tain the capability to conduct prolonged low-intensity conflict. Fighting could con-
tinue to involve neighboring Namibia and Zambia.

Sudan remains a haven for terrorists. There has been virtually no progress in ne-
gotiating an end to the 17-year-old civil war. Government bombings of civilian tar-
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gets continue to add to the number of internally displaced persons, now estimated
at 4 million, and to the already more than 400,000 refugees.

After renewed fighting in May and June 2000, Ethiopia and Eritrea signed a
peace agreement brokered by the Organization of African Unity (with US assist-
ance) in December. The United Nations has interposed peacekeepers and observers
(the United Nations Mission to Ethiopia and Eritrea—UNMEE) along the disputed
border. Achieving a lasting peace will be difficult, but there is reason for optimism
that this conflict might end without renewal of the World War I-like carnage that
characterized its most violent phase.

A decade into the democracy and market revolution, the vast majority of Latin
Americans have experienced little or no improvement in living conditions. Recent
econontic troubles have fueled unemployment, crime, and poverty, undermining the
commitment of many Latin Americans to free-market economic liberalization. Latin
Americans are committed in principle to democracy, but many question the effi-
ciency of democracy in their own countries because progress in alleviating wide so-
cial inequities and curbing corruption has been very slow. These concerns have
raised fears among some observers that disillusioned Latin Americans will turn to
authoritarian governments to improve their economic situations and reduce ecrime.
It could happen, but it is neither inevitable nor likely.

That said, Latinn American democracies have proved resilient in the face of eco-
nomic crises, and all ideological alternatives to democratic government remain dis-
credited. Fragile democratic institutions in countries such as Ecuador and Paraguay
remain under great pressure to respond to legitimate mass needs, but few consider
military rule a feasibrie alternative. Latin American militaries know that overt inter-
vention risks international opprobrium and sanctions. They will, therefore, favor so-
lutions that maintain at least a semblance of constitutional legitimacy. To date, pop-
ular support has sustained President Chavez’s political revolution in Venezuela, but
the swift, dramatic fall of former Peruvian President Fujimori indicates that there
are limits to the appeal of populist authoritarians. The OAS-managed hemispheric
reaction to suspect elections in Peru in mid-2000 underscored the strength of the
prevailing pro-democracy consensus.

In none of the other major countries of Latin America—Argentina, Brazil, Chile,
Colombia, and Mexico-—is democracy threatened in the short or medium term. In-
deed, the election of Vicente Fox to the Mexican presidency, ending peacefully the
long reign of the Institutional Revolutionary Party, is a major step forward for de-
mocracy in Mexico and throughout the hemisphere.

In Cuba, an aging Fidel Castro refuses to make concessions toward a more open
ﬁolitical system, and Cuba’s overall human rights record remains the worst in the

emisphere. There is little sign of significant economic reform, and the departure
of refugees seeking relief from repressive conditions continues. With no real provi-
sion for succession—heyond more of the same, with Raul Castro at the helm-—the
departure of Fidel could usher in a period of greater instability under a less char-
ismatic leader, possibly leading to further mass migration and internal violence.

The fragility of peace and stability in southeastern Europe remains the para-
mount “threat” on that continent. The fall of Milosevic removed the principal threat
to stability in the region, but removing a major obstacle is only the first step toward
building a durable peace. President Kostunica has pledged to seek a negotiated solu-
tion to Serbia’s conflicts with both Montenegro and Kosovo. Serbia and Montenegro
still have important but unresolved differences about their rights and relationship
under the federal constitution. Any Montenegrin move for independence would exac-
erbate tensions, but both sides appear to desire a non-violent solution.

In Belgrade, the Kostunica government has proclaimed its desire to negotiate dif-
ferences with ethnic Albanians in Kosovo and southern Serbia, but the growing frus-
tration of Albanians in the Presevo Valley makes this a potential flashpoint for a
new military confrontation. US troops in KFOR could be put at greater risk. The
incomplete inclusion of Albanians in the political and economic life of the FYROM
{Macedonia) is a longer-term threat to regional stability.

West European leaders remain concerned about the “threat” to existing arms con-
trol regimes and deterrence strategies which they fear could result from US deploy-
ment of a National Missile Defense. Europeans are asserting foreign policy positions
in the Middle East and Asia which at times diverge from those of the US. Most Eu-
ropean leaders are increasingly uncomfortable with the continuation of UN Security
Council sanctions against Iraq. Most EU members are interested in developing a
European Security and Defense Policy independent of, but not in competition with,
NATO, which remains their most fundamental transatlantic tie.

Continuing unrest in parts of Indonesia and challenges to the democratic process
in that country are another source of concern. The potential for increased friction
will increase as the central government attempts to devolve more authority to local
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and regional bodies. Violence in Aceh, Irian Jaya, and the islands of Eastern Indo-
nesia has generated thousands of displaced persons and loss of life and property.
Increased lawlessness threatens American citizens, as it does the people of Indo-
nesia, and undermines the willingness of foreign investors to reengage.

Economic Threats

Slowing growth in the US and continuing signs of weakness in Japan’s recovery
suggest a less favorable climate for growth in 2001. Forecasts for world economic
output in 2001 have been revised downward from earlier projections of around 4
percent to approximately 3 percent, and may fall even lower.

EU growth is expected to be approximately 3 percent this year, slightly lower
than last year’s but still the highest two-year performance in more than a decade.
A hard landing in the US, a significant rebound in oil prices, and substantial fur-
ther appreciation of the euro against the dollar and yen could threaten both indi-
vidual economies and the health of global marketplaces.

The impressive rebound from the economic turmoil of 1997-98 notwithstanding,
the emerging Asian economies remain vulnerable to new disruptions. Southeast
Asia’s fragile export-led recovery would be hurt by a slowdown in the US and other
key export markets, higher oil prices, increasing competition from China, and, for
some countries, increasing political uncertainty. Countries in the region must look
increasingly to domestic demand to maintain growth. Indonesia, Thailand, and the
Philippines, which registered 4-5% growth in 2000, will be unable to sustain that
rate this year.

Indonesia and Thailand are most vulnerable to external shocks because they have
been slow to implement painful corporate debt rescheduling critical to reviving cor-
porate loans and domestic demand. The recovery of confidence in the currencies and
financial markets of Southeast Asia and South Korea remains fragile. Their banking
systems still require significant restructuring. Overall, a more cautious and sophisti-
cated approach of foreign investors, an increase in transparency of financial infor-
mation, and the region’s dramatic reduction in reliance on short-term debt have de-
creased Asia’s susceptibility to a financial panic triggered by the economic problems
of one country.

China’s export growth this year is expected to slip significantly from last year’s
blistering pace as demand softens in major markets, especially the United States,
We anticipate that Beijing’s efforts to stimulate increases in domestic investment
and consumption will remain ineffective. Problems with unemployment, under-
employment, and sagging household incomes in rural areas are likely to worsen. Ac-
cession to the WTO would overlay and obscure a difficult domestic economic situa-
tion with an image of excited foreign interest and news of plans for significant in-
creases in direct foreign investment, but WTOQ membership would not likely buoy
growth prospects in the near term.

Latin America should achieve 3.7 percent overall 2001 growth. An economic slow-
down in the US will affect Mexice the most but could adversely affect other capital
dependent countries if credit flows dry up. Argentina remains the most vulnerable
to potential default, despite a $30 billion international rescue package. Brazil and
Chile have made difficult policy adjustments that leave them better positioned to
weather external developments. Latin American governments generally remain pub-
licly committed to fiscal austerity, trade liberalization, and low inflation, but income
inequality and the failure to dent high poverty levels could decrease stability in
countries where growth lags.

FEconomic espionage against the United States is a backhanded tribute to our eco-
nomic prowess. In particular industries and for particular companies, especially in
vital high-tech sectors, economic espionage can threaten profits and fruits of innova-
tion.

Narcotics
The expanding reach of international drug trafficking organizations poses an indi-
rect but insidious threat to the United States. Illicit drugs contribute to crime and
social problems in every corner of our country. Abroad, criminal drug gangs suborn
officials at all levels, threaten the rule of law, and distort economies. These malevo-
lent influences undercut democracy, stifle development, and reduce the benefits of
legitimate investment and commerce.
espite anti-narcotics successes, notably in Bolivia and Peru, illicit drugs from
Latin America still constitute the primary drug threat to the United States. Colom-
bia remains the focus of the cocaine and heroin supply threat from the region. Drugs
help fund insurgent groups warring against the Colombian government as well as
right-wing para-militaries guilty of human rights violations. US support for Plan
Colombia promises to reduce the production and export of drugs to the United
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States, but it could, and probably will, further increase the already serious threat
to Americans in that violence-wracked country.

Colombia and Mexico have the largest share of the US heroin market, but opium
poppy cultivation in Asia is increasing, particularly in Burma and Afghanistan. In
Afghanistan, production of opium and heroin is a major source of revenue for the
ruling Taleban and a political instrument endorsed by bin Ladin to “corrupt” the
E‘Vest. Whether the Taleban will enforce an opium ban declared in 2000 remains to

e seen.

Crime

The activities of international criminals threaten Americans, our businesses, and
our financial institutions at home and abroad. Organized crime has capitalized on
economic liberalization and technological advances to penetrate the world’s finan-
cial, banking, and payment systems. It has become increasingly sophisticated in
high-tech computer crime, complex financial fraud, and theft of intellectual prop-
erty. The cost to US citizens, businesses, and government programs is in the billions
of dollars annually.

International criminal gangs trade in materials for WMD), sensitive American
technology, and banned or dangerous substances. They also traffic in women and
children, and in illegal visas and immigration. Organized crime groups exploit sys-
temic weaknesses in fledgling democracies and economies in transition from Central
Europe to Southeast Asia.

Nontraditional Threats

Illegal migration and alien smuggling continue to threaten American interests
and institutions. The US faces its most direct immigration pressures from Mexico,
Central America, and the Caribbean. Economic privation and both manmade and
natural disasters in the countries of this region, including Colombia and Venezuela,
pose the most direct threat to US efforts at immigration control. They also threaten
to increase political friction between the US and the sending countries. Cuba and
{)erhaps other governments will be tempted to use the threat of mass migration as
everage in bilateral relations or to relieve domestic pressures.

Environmental threats range from toxic spills to global climate change. Environ-
mental contamination can cause severe local problems, as we have seen most re-
cently in the Galapagos Islands and in coastal regions of southern Europe. Global
warming would result in broader and unpredictable weather fluctuations, altered
agricultural production, and rising sea levels. Each of these regional problems would
affect national economic production, food exports and imports, and even inter-
national relations. Increasingly resilient bacteria and viruses, which can take ad-
vantage of global transport linkages, poor sanitation, and urban congestion can
spread quickly across continents. Nowhere is more than a few hours by air from the
TUnited States.

Populations in poor regions continue to grow, even as birthrates decline. This de-
mographic lag ensures that in many poor countries over the next few decades a
growing cohort of young people will be stymied by the lack of economic opportuni-
ties, inadequate health care and schools, and crowded living conditions. They may
be inclined to act violently against their governments or be swayed by extremists
touting anti-Western nostrums. The safety of both overseas and domestic Americans
could be harmed by growing populations with dim prospects directing anger at those
perceived to have too much.

Thanks to our military preparedness, preventive diplomacy, and manifold intel-
ligence capabilities, we enjoy the benefits of early warning and the power to miti-
gate, if not prevent, the realization of many conventional threats. However, those
threats inherent in the proliferation of weapons of mass destruction and delivery
systems, and emanating from terrorists, ethno-cultural conflicts within and ameng
states, from traffickers in narcotics and human beings, international organized
crime syndicates, environmental degradation and natural disasters, and pandemics
?re nuﬁzerous and dispersed. Many will remain outside our ability to forecast or
orestall.

Mr. Chairman, members of the Committee: The world remains enormously com-
plex, much of it beyond the reach of American or Western democratic antidotes or
treatments. Intelligence will not provide answers to or prior warning of all threats.
The most prevalent and immediate threats are located beyond our borders, with the
potential to harm our citizens working or traveling abroad, our diplomats and men
and women in uniform serving overseas, and our economic partners and military al-
lies. Early warning, informed analysis, preventive engagement, and prudent applica-
tion of power are key to success in dealing with the wide array of threats we face.
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CHAIRMAN SHELBY'S OPENING STATEMENT REGARDING THE COMMITTEE'S OPEN
HEARING ON WORLDWIDE THREATS HELD ON WEDNESDAY, FEBRUARY 7, 2001

The Committee will come to order.

This is the Committee’s first hearing of the year, and I want to join with the Com-
mittee’s new Vice Chairman, Senator Graham of Florida, in welcoming our new
Committee Members, as well as witnesses, and the American public for this annual
assessment of the threats facing our nation.

We have asked our witnesses of focus on those conditions throughout the world
tshat have fostered or will foster threats and challenges to the security of the United

tates.

We will be concentrating this morning in an open session, and again this after-
noon in a closed session, on conventional as well as unconventional threats, includ-
ing threats posed by the proliferation of weapons of mass destruction and high tech-
nology, state-sponsored and non state terrorists.

This hearing is intended to form the backdrop not only for the Committee’s an-
nual budget authorization process but also for a comprehensive review of the capa-
bilities of the Intelligence Community and the adequacy of the resources being dedi-
cated to this very important work.

The dynamic change and uncertainty that characterized the latter part of the
1990s will likely continue through the first decade of the new century because the
“engines of turmoil” remain largely in place.

These “engines of turmoil” include significant fransitions in key states and re-
gions, the continued existence of rogue states and terrorist groups, rapid techno-
logical development and proliferation, continuing international criminal activity,
and reactions to a perception of U.S. political, economic, military and social domi-
nance.

Together, these factors foster a complex, dynamic, and dangerous global security
environment that will spawn crises affecting American interests,

If we are to contain, manage and respond appropriately to these threats, we need
to understand this challenging new security environment in early years of the 21st
century. And nowhere will these challenges be more evident than in the asymmet-
rical threats to our homeland, in the strategic nuclear missile threats from China
and Russia as well as rogue states, and in the threats posed to U.S. interests
around the world by large, regionally ambitious military powers.

I am sure that Members will be asking our witnesses about the suicide bombing
attack against the USS Cole and the status of the investigation. But in my opening
remarks [ want to highlight the larger significance of that investigation. First, it
illustrates how the United States is increasingly being probed for vulnerabilities by
sophisticated groups who would do it harm. But secondly, the transparency and
closeness of joint CIA-FBI counterterrorist operations in the Cole investigation il-
lustrates how our top intelligence, law enforcement and national security experts
have come to believe that the federal government must reorganize itself to fight an
even broader array of threats from terrorists, spies, computer hackers and inter-
national criminals. Indeed, with the concurrence of this oversight Committee, senior
officials at the CIA, the FBI, DoD, and the National Security Council worked quietly
for more than a year to greatly expand the model of cooperative engagement to en-
compass virtually the entire national security apparatus.

This Committee has been part of that process over the last year that culminated
in January in the issuance of a Presidential Directive institutionalizing those re-
forms and creating a new counterintelligence structure. We recognized that the old
paradigm of threats to U.S. national security-—hostile nations and their intelligence
services—was far too narrow a definition in the post-Cold War era. There are count-
less potential actors on the international scene capable of doing significant harm to
the U.S. Equally important, we recognized that there was a significant disconnect
between the policymakers and those tasked with protecting U.S. national security.
Indeed, it is clear that the same forces that have propelled the United States to pre-
eminence in the world have also created new vulnerabilities and the potential for
catastrophic backlashes.

The end of the Cold War may have eliminated America’s only superpower rival,
but it also unleashed seething ethnic and religious tensions around the world. The
unchallenged conventional superiority and assertiveness of the U.S. military also
have created festering resentments around the world. The ever-more rapid move-
ment of information, products and people have blurred international borders and
erased natural barriers that long-protected the U.S. homeland, giving both tradi-
tional and new adversaries fresh opportunities to target U.S. interests with a vast
array of new tactics and weapons.
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‘What has been lacking is a central strategy and focused leadership to make sense
of all the new threats and to coordinate an overall response. The CI-21 initiative
addresses that issue. This set of reforms, called Counter-Intelligence 21, “heralds a
level of cooperation never seen before among the FBI, the CIA and the Pentagon,
and will, for the first time, engage the rest of the government and the private sector
as well. It should also force Members of Congress as well as the American public
to rethink long accepted notions about what constitutes national security and the
once-clear boundaries between domestic law enforcement, foreign intelligence gath-
ering, the defense preparedness.

There have been some concerns expressed that the CI-21 reforms may become di-
luted or fall between the cracks now that some of its supporters have left office and
a new administration will require time to “get up to speed.” I want to assure our
witnesses this morning, as well as the American public, that this Committee will
ensure that these needed reforms will not fall through the cracks but rather that
we will work with the Bush Administration to institute these changes at the earliest
possible moment.

With that in mind, the Committee is very pleased to welcome back the Director
of Central Intelligence, George Tenet. We are also pleased to welcome the Director
of the Defense Intelligence Agency, Vice Admiral Thomas Wilson; and the Acting
Assistant Secretary of State for Intelligence and Research, Thomas Fingar.

DCI Tenet will present his oral testimony. We have asked Secretary Fingar and
Admiral Wilson to submit their statements for the record and then to offer brief
comments on the DCT's statement.

Thereafter, I will open the Floor for Members’ questions. In the interest of time,
I ask that Committee Members submit any opening statements for the record so
that all Members will have ample opportunity to ask questions.

Before calling on DCI Tenet, let me turn to the Committee’s new Vice Chairman
for any comments he might wish to make. Senator Graham.

Director Tenet you may proceed.

STATEMENT OF THE HONORABLE GEORGE TENET, DIRECTOR
OF CENTRAL INTELLIGENCE, ACCOMPANIED BY: VICE ADMI-
RAL THOMAS R. WILSON, DIRECTOR, DEFENSE INTEL-
LIGENCE AGENCY; AND THE HONORABLE THOMAS FINGAR,
ACTING ASSISTANT SECRETARY OF STATE FOR INTEL-
LIGENCE AND RESEARCH

Director TENET. Thank you, Mr. Chairman.

Mr. Chairman, as I reflect on this year on the threats to Amer-
ican security, what strikes me most forcefully is the accelerating
pace of change in so many arenas that affect our national interests.
Numerous examples come to mind: new communications technology
that enables the efforts of terrorists and narcotraffickers as surely
as it aids law enforcement and intelligence; rapid global population
growth that will create new strains in parts of the world least able
to cope; the weakening internal bonds in a number of states whose
cohesion can no longer be taken for granted; the accelerating
growth and missile capabilities in so many parts of the world, to
name just a few.

Never in my experience has American intelligence had to deal
with such a dynamic set of concerns affecting such a broad range
of U.S. interests. Never have we had to deal with such a high
quotient of uncertainty. With so many things on our plate, it is al-
ways important to establish priorities.

For me the highest priority must invariably be on those things
that threaten the lives of Americans or the physical security of the
United States. With that in mind, let me turn to the challenges
posed by international terrorism.

Mr. Chairman, we have made considerable progress on terrorism
against U.S. interest and facilities, but it persists. The most dra-



36

matic and recent evidence, of course, is the loss of 17 of our men
and women on the U.S.8. Cole at the hands of terrorists.

The threat from terrorism is real, immediate and evolving. State-
sponsored terrorism appears to have declined over the past five
years, but transnational groups with decentralized leadership that
makes them harder to identify and disrupt are emerging. We are
seeing fewer centrally-controlled operations and more acts initiated
and executed at lower levels.

Terrorists are also becoming more operationally adept and more
technically sophisticated in order to defeat counterterrorism meas-
ures. For example, as we have increased security around govern-
ment and military facilities, terrorists are seeking out softer tar-
gets that provide opportunities for mass casualties.

Employing increasingly-advanced devices and using strategies,
such as simultaneous attacks, the number of people kiiled or in-
jured in international terrorist attacks rose dramatically in the
1990s, despite a general decline in the number of incidents. Ap-
proximately one-third of those incidents involved American inter-
ests.

Osama bin Laden and his global network of lieutenants and asso-
ciates remain the most immediate and serious threat. His organiza-
tion is continuing to place emphasis on developing surrogates to
carry out attacks in an effort to avoid detection, blame and retalia-
tion. As a result, it is often difficult to attribute terrorist incidents
to his group, the al Qaeda.

Beyond bin Laden, the terrorist threat to Israel and to partici-
pants in the Middle East peace negotiations has increased in the
midst of continuing Palestinian-Israeli violence. Palestinian
rejectionists, including the Hamas and the Palestinian Islamic
Jihad, have stepped up violent attacks against Israeli interests
since October. The terrorist threat to U.S. interests because of our
friendship with Israel has also increased.

At the same time, Islamic militancy is expanding, and the world-
wide pool of potential recruits for terrorist networks is growing. In
Central Asia, the Middle East and South Asia, Islamic terrorist or-
ganizations are attracting new recruits, including under the banner
of anti-Americanism.

Mr. Chairman, the other thing that is of concern is the fact that
international terrorist networks have used the explosion of infor-
mation technology to advance their capabilities. The same tech-
nologies that allow individual consumers in the United States to
search out and buy books in Australia or India also enable terror-
ists to raise money, spread their dogma, find recruits and plan op-
erations far afield.

Some groups are acquiring rudimentary cyber-attack tools. Many
of the 29 officially-designated terrorist organizations have a keen
i)n}:erest in unconventional weapons, chemical and biological capa-

ilities.

Nevertheless, we and our allies have scored some important suc-
cesses against terrorist groups and their plans, which I would like
to discuss with you in closed session later today. Here in open ses-
sion, let me assure you that the Intelligence Community has de-
signed a robust counterterrorism program that has preempted, dis-
rupted and defeated international terrorists and their activities. In
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most instances, we have kept terrorists off balance, forcing them to
worry about their own security and degrading their ability to plan
and conduct operations.

Let me turn to proliferation, Mr. Chairman. A variety of states
and groups continue to seek to acquire weapons of mass destruc-
tion and the means to deliver them. Let me discuss the continuing
and growing threat posed by ICBMs.

We continue to face ballistic missile threats from a variety of ac-
tors beyond Russia and China, specifically North Korea, probably
Iran and possibly Iraq. In some cases, their programs are the re-
sult of indigenous technological development, and in other cases,
they are the beneficiaries of direct foreign assistance. And while
these emerging programs involve fewer missiles with less accuracy,
yield, survivability and reliability than those we faced during the
Cold War, they still pose a threat to American interests.

For example, more than two years ago, North Korea tested a
space launch vehicle, the Taepo Dong-1, which it could theoreti-
cally convert into an ICBM. This missile could be capable of deliv-
ering a small biological or chemical weapon to the United States,
although with significant targeting inaccuracies. Moreover, North
Korea has retained the ability to test its follow-on Taepo Dong—2
missile, which could deliver a nuclear-sized payload to the United
States.

Iran has one of the largest and most capable ballistic missile pro-
grams in the Middle East. Its public statements suggest that it
plans to develop longer-range rockets for use in a space-launch pro-
gram. But Tehran could follow the North Korean pattern and test
an ICBM capable of delivering a light payload to the United States
in the next few years,

And given the likelihood that Iraq continues its missile develop-
ment work, we think that it, too, could develop an ICBM capability
sometime in the next decade, assuming it received foreign assist-
ance.

As worrying as the ICBM threat will be, Mr. Chairman, the
threat to U.S. interests and forces from short-range and medium-
range ballistic missiles is here and now. The proliferation of
MRBMs, driven largely though not exclusively by North Korean
No-Dong sales, is altering strategic balances in the Middle East
and Asia. These missiles include Iran’s Shahab-3, Pakistan’s
Ghauri and the Indian Agni-2.

Mr. Chairman, we cannot underestimate the catalytic role that
foreign assistance has played in advancing these missile and WMD
programs, shortening the development times and aiding produc-
tion. The three major suppliers of missile or WMD-related tech-
nologies continue to be Russia, China and North Korea. Again,
many details of their activities need to remain classified, but let me
quickly summarize the areas of our greatest concern.

Russian state-run defense and nuclear industries are still
strapped for funds. Moscow looks to them to acquire badly needed
foreign exchange through exports. We remain concerned about the
proliferation implication of such sales in several areas. Russian en-
tities last year continued to supply a variety of ballistic-missile-re-
lated goods and technical know-how to countries such as Iran,
India, China and Libya. Indeed, the transfer of ballistic missile
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technology from Russia to Iran was substantial last year and in our
judgment will continue to accelerate Iranian efforts to develop new
missiles and to become self-sufficient in production.

Russia also remained a key supplier for a variety of civilian Ira-
nian nuclear programs which could be used to advance its weapons
programs as well. Russian entities are a significant source of dual-
use biotechnology, chemicals production technology and equipment
for Iran. Russian biological and chemical expertise is sought by Ira-
nians and others seeking information and training on BW and CW
agent production processes.

Chinese missile-related technical assistance to foreign countries
has also been significant over the years. Chinese help has enabled
Pakistan to move quickly toward serial production of solid-propel-
lant missiles.

In addition to Pakistan, firms in China provided missile-related
items, raw materials or other help to several countries of prolifera-
tion concern, including Iran, North Korea and Libya.

Last November, the Chinese Foreign Ministry issued a statement
that committed China not to assist other countries in the develop-
ment of ballistic missiles that can be used to deliver nuclear weap-
ons. Based on what we know about China’s past proliferation be-
havior, Mr. Chairman, we are watching and analyzing carefully for
any sign that Chinese entities may be acting against this commit-
ment. We are worried, for example, that Pakistan’s continued de-
velopment of a two-stage Shahab—-2 MRBM will require additional
Chinese assistance.

On the nuclear front, Chinese entities have provided extensive
support in the past to Pakistan’s safeguarded and unsafeguarded
nuclear programs. In May 1996, Beijing pledged that it would not
provide assistance to unsafeguarded facilities in Pakistan. We can-
not yet be certain, however, that all contacts have ended.

With regard to Iran, China confirmed the work associated with
two nuclear projects would continue until the projects were com-
pleted. Again, as with Russian help, our concern is that Iran could
use the expertise and technology it gets—even if cooperation ap-
pears civilian—for its weapons program.

With regard to North Korea, our main concern is Pyongyang’s
continued exports of ballistic-missile-related equipment and missile
components, materials and technical expertise. North Korean cus-
tomers are countries in the Middle East, South Asia and North Af-
rica. Pyongyang attaches a high priority to the development and
sale of ballistic-missile equipment and related technology because
these sales are a major source of hard currency.

The missile and WMD proliferation problem continues to change
in ways that make it harder to monitor and control, increasing the
risks of substantial surprise. Among these developments are great-
er proficiency in the use of denial and deception and the growing
availability of dual-use technologies, not just for missiles, but for
chemiecal and biological agents as well.

There is also great potential for secondary proliferation from ma-
turing state-sponsored programs such as those in Pakistan, Iran
and India. Add to this group the private companies, scientists and
engineers in Russia, China and India who may be increasing their
involvement in these activities, taking advantage of weak or unen-
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forceable national export controls and the growing availability of
technologies. These trends have continued, and in some cases have
accelerated over the past year.

Mr. Chairman, I want to reemphasize the concern I raised last
year about our nation’s vulnerability to attacks on our eritical in-
formation infrastructure. No country in the world rivals the United
States in its reliance, dependence and dominance of information
systems. The great advantage we derive from this also presents us
with unique vulnerabilities.

Indeed, computer-based information operations could provide our
adversaries with an asymmetric response to U.S. military superi-
ority by giving them the potential to degrade or circumvent our ad-
vantage in conventional military power. Attacks on our military,
economic or telecommunications infrastructure can be launched
from anywhere in the world, and they can be used to transport the
problems of a distant conflict directly to America’s heartland.

Likewise, our adversaries well understand U.S. strategic depend-
ence on access to space. Operations to disrupt, degrade or defeat
space assets will be attractive options for those seeking to counter
U.S. strategic military superiority. Moreover, we know that foreign
countries are interested in or experimenting with technologies that
could be used to develop counter-space capabilities. We must also
view our space systems and capabilities as part of the same critical
infrastructure that needs protections.

With regard to narcotics, Mr. Chairman, the growing diversifica-
tion of trafficking organizations with smaller groups interacting
with one another to transfer cocaine from source to market, and
the diversification of routes and methods pose major challenges to
our counter-drug programs.

Colombia, Bolivia and Peru continue to supply all the cocaine
consumed worldwide, including the United States. Coca cultivation
is down significantly in Bolivia and Peru. Colombia is the linchpin
of the global cocaine industry, as it is home to the largest coca-
growing, coca-processing and trafficking operations in the world.

With regard to heroin, nearly all of the world’s opium production
is concentrated in Afghanistan and Burma. Production in Afghani-
stan has been exploding, accounting for 72 percent of illicit global
opium production in the year 2000.

The drug threat is increasingly intertwined with other threats.
For example, the Taliban regime in Afghanistan, which allows bin
Laden and other terrorists to operate on its territory, encourages
and profits from the drug trade. Some Islamic extremists view drug
trafficking as weapon against the West and a source of revenue to
fund their operations.

No country has become more vulnerable to the ramifications of
the drug trade than Colombia. President Pastrana is using the ad-
ditional resources available to him under Plan Colombia to launch
a major anti-drug effort that features measures to curb expanding
coca cultivation. He’s also cooperating with the United States on
gther important bilateral counternarcotics initiatives such as extra-

ition.

The key impediment to President Pastrana’s progress on drugs
is the challenge from Colombia’s largest insurgent group, the Revo-
lutionary Armed Forces of Colombia, or the FARC, which earns
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millions of dollars from taxation and other involvement in drug
trade. Founded more than 35 years ago, committed to land reform,
the FARC had developed into a well-funded, capable fighting force
known more for its brutal tactics than its Marxist-Leninist-influ-
enced political program.

The FARC vehemently opposes Plan Colombia for obvious rea-
sons. It has gone so far as to threaten to walk away from the peace
process with Bogota to protest the plan. It appears prepared to op-
pose the plan with force. The FARC, for example, could push back
on Pastrana by stepping up attacks against spray and interdiction
operations.

U.S. involvement is also a key FARC worry. Indeed, in early Oec-
tober FARC leaders declared that U.S. soldiers located in combat
areas are legitimate military targets.

The country’s other major insurgent group, the National Libera-
tion Army or the ELN, is also contributing to mounting instability.
Together with the FARC, the ELN has stepped up its attacks on
Colombia’s economic infrastructure. This has soured the country’s
investment climate and complicated government efforts to promote
economic recovery following a major recession in 1999.

Moreover, the insurgent violence has fueled a rapid growth of il-
legal paramilitary groups, which are increasingly vying with the
FARC and the ELN for control over drug-growing zones and other
strategic areas of rural Colombia. Like the FARC, paramilitaries
rely heavily on narcotics revenue and have intensified their attacks
against noncombatants in recent months. Paramilitary massacres
and insurgent kidnappings are likely to increase this year as both
groups move to strengthen their financial operations and expand
their areas of influence.

Mr. Chairman, let me turn to the Middle East. We are all aware
of the violence between the Israelis and Palestinians and the un-
certainty it has cast on the prospects for a near-term peace agree-
ment. Let me take this time to look at the less obvious trends in
the region, such as population pressures, growing public access to
information and the limited prospects for economic development
that will have a profound impact on the future of the Middle East.

The recent popular demonstrations in several Arab countries, in-
cluding Egypt, Saudi Arabia, Oman and Jordan, in support of the
Palestinian intifada, demonstrate the changing nature of activism
in the Arab street. In many places in the Arab world, Mr. Chair-
man, average citizens are becoming increasingly restive and getting
louder. Recent events show that the right catalyst, such as the out-
break of Israeli-Palestinian violence, can move people to act.
Through access to the Internet and other means of communication,
a restive public is increasingly capable of taking action without any
identifiable leadership or organizational structure.

Balanced against an energized street is a new generation of lead-
ers. These new leaders will have their mettle tested both by popu-
]lations demanding change and by entrenched bureaucracies willing
to fight hard to maintain the status quo. Compounding the chal-
lenge for these leaders, Mr. Chairman, are the persistent economic
problems throughout the region that prevent them from providing
adequately for the economic welfare of many of their citizens.
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Adding to this challenge is the challenge of demographics. Many
of the countries in the Middle East still have population growth
rates among the highest in the world, exceeding 3 percent. Job
markets will be severely challenged to create openings for the large
mass of young people entering the labor forces each year. Mr.
Chairman, the inability of traditional sources of income—such as
oil, foreign aid and worker remittances—to fund an increasingly
costly system of subsidies, education, health care and housing for
rapidly growing populations has motivated governments to imple-
ment economic reforms. The question is whether these reforms will
go far enough for the long term. Reform thus far has been delib-
erately gradual and slow to avoid making harsh economic choices
that could lead to short-term spikes and high unemployment.

Let me speak for a moment about Iraq, Mr. Chairman. In Iragq,
Saddam Hussein has grown more confident in his ability to hold
on to power. He maintains a tight handle on the internal unrest,
despite the erosion of his overall military capabilities. High oil
prices and Saddam’s use of the oil-for-food program have helped to
manage domestic pressure. The program has helped to meet basic
food and medicine needs of the population.

There are still important constraints on Saddam’s power: The
UN controls his oil revenues, his economic infrastructure is in long-
term decline, and his ability to project power outside of Irag’s bor-
ders is severely limited, largely because of the effectiveness and en-
forcement of no-fly zones. His military is roughly half the size it
was during the Gulf War and remains under a tight embargo. He
has trouble efficiently moving forces and supplies, a direct result
of sanctions. These difficulties were recently demonstrated by his
deployment of troops to western Irag, which were hindered by a
shortage of spare parts and transport capability.

Despite these problems, we are likely to see greater assertive-
ness, largely on the diplomatic front, over the next year. Saddam
already senses improved prospects for better relations with other
Arab states. One of his key goals is to sidestep the 10-year-old eco-
nomic sanctions by making violations a routine occurrence for
which he pays no penalty.

He has had some success in ending Iraq’s international isolation.
Since August, nearly 40 aircraft have flown to Baghdad without ob-
taining UN approval, further widening fissures in the UN air em-
bargo. Moreover, several countries have begun to upgrade their
diplomatic relations with Iraq.

Our most serious concern with Saddam Hussein must be the
likelihood that he will seek renewed WMD capability, both for
credibility and because every other strong regime in the region ei-
ther has it or is pursuing it. For example, the Iragis have rebuilt
key portions of their chemical production infrastructure for indus-
trial and commercial use. The plants he is rebuilding were used to
make chemical weapons precursors before the Gulf War, and their
capacity exceeds Iraq’s needs to satisfy its civilian requirements.

We have similar concerns about other dual-use research, develop-
ment and production in the biological weapons and ballistic missile
fields. Indeed, Saddam has rebuilt several critical missile produc-
tion complexes.
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Turning now to Iraq’s neighbor, Iran, events in the past year
have been discouraging for positive change in Iran. Several years
of reformist gains in national elections and a strong populist cur-
rent for political change all threaten the political and economic
privilege that authoritarian interests have enjoyed for years under
the Islamic republic. And they have begun to push back hard
against the reformers.

Prospects for near-term political reform in the near term are fad-
ing. Opponents of reform have not only muzzled the open press,
they have also arrested prominent activists and blunted the legisla-
ture’s powers. Over the summer, supreme leader Khamenei ordered
the new legislature not to ease press restrictions, a key reformist
pursuit. This signaled the narrow borders within which he would
allow the legislature to operate.

The reformist movement is still young, however, and it reflects
on the deep sentiments of the Iranian people. Although frustrated
and, in part, muzzled, the reformers have persisted in their de-
mands for change. And the Iranian people will have another oppor-
tunity to demonstrate their support for reform in the presidential
election scheduled for June.

Although Khatami has not announced his candidacy and has
voiced frustration with the limitations placed on his office, opinion
polls published in Iran show him to remain, by far, the most pop-
ular potential candidate for president.

Despite Iran’s uncertain domestic prospects, Mr. Chairman, it is
clear that Khatami’s appeal and promise for reform, thus far, as
well as the changing world economy, have contributed to a run of
successes for Iran in the foreign policy arena over the past year.
Some Western ambassadors have returned to Tehran, and Iranian
relations with EU countries and Saudi Arabia are at their highest
point since the revolution of 1979.

Higher oil prices have temporarily eased the government’s need
to address difficult and politically controversial economic problems.
Iran’s desire to end its isolation, however, has not resulted in a de-
cline in its willingness to use terrorism to pursue strategic foreign
policy goals. Tehran, in fact, has increased its support to terrorist
groups opposed to peace negotiations over the past two years.

Let me turn to North Korea, Mr. Chairman. Pyongyang’s bold
diplomatic outreach to the international community and engage-
ment with South Korea reflect a significant change in strategy. The
strategy is designed to assure the continued survival of Kim Jong
11 by ending Pyongyang’s political isolation and fixing the North’s
failing economy by attracting more aid.

We do not know how far Kim will go in opening the North, but
1 can report to you that we have not yet seen a significant diminu-
tion of the threat from North to American and South Korean inter-
ests. Pyongyang still believes that a strong military, capable of pro-
jecting power in the region, is an essential element of national
power. Pyongyang’s declared military-first policy requires massive
investment in the armed forces, even at the expense of other na-
tional objectives.

North Korea maintains the world’s fifth largest armed forces,
consisting of over one million active-duty personnel, with another
five million in reserves. While allied forces still have the quali-
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tative edge, the North Korean military appears, for now, to have
halted its near decade-long slide in military capabilities. In addi-
tion to the North’s longer-range missile threat to us, Pyongyang is
also expanding its short- and medium-range missile inventory, put-
ting our allies at risk.

On the economic front, there are few signs of real systemic or do-
mestic reform. Kim has recently shown interest in practical meas-
ures to redress economic problems, most notably with his trip to
Shanghai. To date, however, he has only tinkered with the eco-
nomic system.

External assistance is essential to the recovery of North Korea’s
domestic economy. Only massive food aid deliveries since 1997
have enabled the country to escape a recurrence of famine from the
middle of the last decade. Industrial operations remain low. The
economy is hampered by an industrial base that is falling fo pieces,
as well as shortages of materials and a lack of new investment.
Chronic energy shortages pose the most significant challenge.

Aid and investment from the South bring with them increased
foreign influences and outside information that will contradict the
propaganda of the regime. Economic engagement can also spawn
expectations for improvement that will outrace the rebuilding proc-
ess.

The risk for Kim is that if he overestimates his control of the se-
curity services and loses elite support, or if societal stresses reach
a critical point, his regime and personal grip on power could be
weakened. As with other authoritarian regimes, sudden radical
change remains a possibility in Korea.

Mr. Chairman, let me focus on China, whose drive for recognition
as a great power is one of the toughest challenges we face.

Beijing’s goal of becoming a key world player, and especially
more powerful in East Asia, has come sharply into focus. It is pur-
suing these goals through an ambitious economic reform agenda,
military modernization, and a complex web of initiatives aimed at
expanding China’s international influence, especially relative to the
United States.

Chinese leaders view solid relations with Washington as vital to
achieving their ambitions. It is a two-edged sword for them, Mr.
Chairman. China’s development remains heavily reliant on access
to Western markets and technology. But they also view Wash-
ington as their primary obstacle, because they perceive the U.S. as
bent on keeping China from becoming a great power.

Perhaps the toughest issue between Beijing and Washington re-
mains Taiwan. While Beijing has stopped its saber-rattling, reduc-
ing the immediate tensions, the unprecedented developments on
Taiwan have complicated cross-strait relations. In the election last
March, President Jiang ushered in a divided government. Profound
mutual distrust makes it difficult to restart the on-again/off-again
bilateral political dialogue.

In the longer term, Mr. Chairman, cross-strait relations can even
be more volatile because of Beijing’s military modernization pro-
gram. China’s military buildup is also aimed at deterring U.S.
intervention in support of Taiwan. Russian arms are a key compo-
nent of this buildup. Arms sales are only one element of a bur-
geoning Sino-Russian relationship. Moscow and Beijing plan to sign
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a friendship treaty later this year, highlighting common interests
and willingness to cooperate diplomatically against U.S. policies
that they see as unfriendly to their interests, especially national
missile defense.

On China’s domestic scene, the Chinese Communist leadership
wants to protect its legitimacy and authority against any and all
domestic challenges. Over the next few years, however, Chinese
leaders will have to manage a difficult balancing act between the
requirements of reform and the requirements of staying in power.
China’s leaders regard their ability to sustain economic prosperity
as the key to remaining in power.

For that reason, they are eager to join the WTO. Beijing views
WTO accession as a lever to accelerate domestic economic reform,
a catalyst for greater foreign investment and the way to force Chi-
nese state-owned enterprises to compete more effectively with for-
eign countries. But Beijing may slow the pace of WTO-related re-
forms if the leadership perceives a rise in social unrest that can
threaten regime stability.

Chinese leaders already see disturbing trends in this regard.
The crackdown on the Falun Gong, underground Christians and
other spiritual and religious groups reflects growing alarm about
the challenges to the party’s legitimacy. All of these challenges will
test the unity of the leadership in Beijing during a critical period
in the succession process. The 16th Communist Party Congress
next year will be an extremely important event as it will portend
a large-scale transfer of authority to the next generation of Com-
munist Chinese leaders. The political jockeying has already begun,
and Chinese leaders will view every domestic and foreign policy de-
cision they face through the prism of the succession contest.

Mr. Chairman, yet another state driving for recognition as a
great power is Russia. Let me be perfectly candid: There can be lit-
tle doubt that President Putin wants to restore some aspects of the
Soviet past—status as a great power, strong central authority, and
a stable and predictable society, sometimes at the expense of neigh-
boring states, or the civil rights of individual Russians.

For example, he has begun to reconstitute the upper house of
parliament with an eye toward depriving regional governors of
their ex-officic membership by 2002. He has moved forcefully
against Russian independent media, including one of Russia’s most
prominent oligarchs, Vladimir Gusinsky, pressing him to give up
hisdindependent television station and thereby minimize critical
media.

Moscow may also be resurrecting the Soviet-era zero-sum ap-
proach to foreign policy. As I noted earlier, Moscow continues to
value arms and technology sales as a major source of funds. It in-
creasingly is using them as a tool to improve ties to its regional
partners—China, India and Iran. Moscow also sees these relation-
ships as a way to limit U.S. influence globally.

At the same time, Putin is making efforts to check U.S. influence
in the other former Soviet states and reestablish Russia as the pre-
mier power in the region. He has increased pressure on his neigh-
bors to pay their energy debts. He is dragging his feet on treaty-
mandated withdrawal of forces from Moldova and is using a range
of pressure tactics against Georgia. Putin has also increased fund-


























































































