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INFORMATION TECHNOLOGY AT THE VA

THURSDAY, SEPTEMBER 26, 2002

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,

COMMITTEE ON VETERANS’ AFFAIRS,
Washington, DC

The subcommittee met, pursuant to notice, at 10 a.m., in room
334, Cannon House Office Building, Hon. Stephen E. Buyer (chair-
man of the subcommittee) presiding.

Present: Representatives Buyer, Boozman, and Carson.

OPENING STATEMENT OF CHAIRMAN BUYER

Mr. BUYER. Subcommittee on Oversight and Investigations of the
House Veterans’ Affairs Committee will come to order on the 26th
of September, 2002.

The record shall note that Ms. Carson will be here shortly, and
that I will go ahead and proceed with opening statements.

I will permit her to make a statement when she arrives and yield
her sufficient time. And if she does not arrive, we will proceed with
the record. She has all of your statements. Your statements will be
submitted for the record. I will proceed with my opening statement.

Today, this subcommittee will hold its fourth follow-up hearing
on the Department of Veterans Affairs information technology pro-
grams.

The VA has made considerable progress addressing the IT con-
cerns of the delivery of benefits to our nation’s veterans and their
dependents. Secretary Principi has led the VA towards a clearly de-
fined strategic plan that integrates the planning, funding, project
execution, and project management oversight of the VA information
technology. The Secretary’s action in this area is a welcome step
that I believe is long overdue.

Over the past decade, we in Congress have authorized and
appropriated hundreds of millions, literally billions of dollars, to be
invested in the VA’s IT systems. Unfortunately, little has come
from this significant expenditure to develop a one system
architecture.

As Chairman of the Oversight and Investigations Subcommittee,
I am particularly pleased that Secretary Principi has little tolera-
tion for unacceptable business practices that have characterized
the VA’s IT program over the past decade.

During our last hearing on March 13, I asked Admiral Gauss,
and I am paraphrasing:

‘‘You sit before us as an Admiral, a retired Admiral, in a position
that you have no distinct line of authority. So I look at you and
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say if I were in your position, how would I define my authority. I
sure do not want my service to be purely pastoral.’’

I believe that hearing and the testimony, actually, the state-
ments from my colleagues, and the possibility of proposed legisla-
tion to give the Admiral direct line authority, prompted Secretary
Principi’s decision to boldly reorganize the VA’s information tech-
nology structure.

The Admiral now has the type of authority such a position war-
rants, and I thank the Secretary for his leadership. The mission of
the VA’s Enterprise Architecture is to develop and implement a
high performance, One-VA IT architecture that will support the
VA’s overall strategic goals.

This vision is clearly articulated in the VA’s Enterprise Architec-
ture Plan that was approved by Secretary Principi on September
5th of 2002. The VA’s goal is to ‘‘Provide world class service to vet-
erans and their families through the effective management of peo-
ple, technology, processes, and financial resources.’’

The One-VA Enterprise Architecture outlined in a detailed report
issued by the VA Enterprise Architecture Innovation Team in Au-
gust 2001, is a marked departure from the historic failures of pre-
vious VA IT programs.

The primary difference is the VA now has a clearly defined plan.
The Secretary knows that the failure to execute this plan in a time-
ly and cost-effective manner is not an option. We are anxious to
hear about the plans and how Dr. Gauss intends to execute the IT
program to make it a reality.

There are several outstanding issues that need to be addressed
immediately. In an article which appeared in the Federal Computer
Week dated August 12th of 2002, Secretary Principi acknowledged
there is resistance. There is a quote he has in this article:

‘‘There is resistance to embracing the Agency’s Enterprise Archi-
tecture and the implementation of cyber security initiatives is lag-
ging.’’ That is troublesome.

At our last hearing, we wanted to find out whether or not the
VA is spending its IT money wisely. Obviously, we now know that
it is not. Today’s hearing will provide us with the VA’s insight con-
cerning recent changes made by the Secretary, and how this will
enhance its ability to move forward with their IT projects.

We will also hear from the VA’s Inspector General. He will share
his findings concerning the VA’s Information Technology Security
Program. The GAO will round out the panels and provide us with
a critical overview of the VA’s progress in several key areas: Enter-
prise Architecture, information security, VETSNET, and the gov-
ernment computer-based patient record program.

Since the Secretary’s goal of a One-VA is one that is shared by
members of this subcommittee on a bipartisan basis, we will
continue to monitor VA’s progress in achieving this important
objective.

I now yield to Ms. Carson for any opening comments she would
like to make.

OPENING STATEMENT OF HON. JULIA CARSON

Ms. CARSON. Thank you, sir. Thank you very much, Mr. Chair-
man.
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I would like to welcome our panelists and guests at this hearing.
For many of you, it is a return visit from our March 13 hearing
on this same subject. Much has happened in the past 6 months re-
garding the VA’s approach to managing its IT. Much has happened
from a change management perspective.

At our March meeting, the VA IT experts doggedly defended
their existing system for flexibly managing the tremendous IT port-
folio of ‘‘One-VA.’’ Central to these management flexibility protocols
was the fact that neither the Chief Information Officer nor the
Chief of Sovereign Security Executive had direct line authority over
any IT managers in the field.

There were dotted lines on the organization chart where there
should have been solid lines. Many on this dais, and several expert
witnesses, questioned the adequacy of what some saw as IT man-
agement by gentle persuasion. Our concerns initially sprang from
disheartening data involving the lack of training accomplishments
of information security officers in the Veterans Benefits Adminis-
tration. Without centralized IT leadership, only 40 percent had
completed the short online training program one year after being
directed to do so. The program takes between 5 and 20 hours to
complete. Why was there no sense of urgency to complete training?

Both the IG and the GAO had pointed out problems with VA
information security. We did not have long to wait for the next in-
dicator of a problem. This one in my hometown, Indianapolis, Indi-
ana, came to light in May of this year. VA had released sensitive
information about veterans, including Social Security numbers,
credit card numbers, and specific and personal medical
information.

It appeared that the folks in the field were not taking the folks
at the Central Office seriously about IT security. A high percentage
of IT security folks were still in training status, and guidance pa-
pers for dealing with IT were flooding the field from many direc-
tions. Everyone wanted a say.

On May 21, I wrote to the Secretary and very strongly indicated
my displeasure with VA’s lack of centralized IT control for cyber se-
curity. I am so pleased the Secretary heard my message. On Au-
gust 6, he and Admiral Gauss took powerful and warranted steps
to align vital IT functions and give the VA Central Office the au-
thority to reasonably oversee IT in the field.

I am fully aware that this sea change in IT management was a
painful decision. It is sometimes easier to criticize from outside the
system than to act within the system. Your change actions altered
the culture, and that took courage, and I applaud you.

Obviously, you need time to find your feet and catch your bear-
ings under your new IT management system. From an organiza-
tional management perspective, I think it is inappropriate to ques-
tion IT management system accuracy at this time. But I wish to
better understand the past and where the cyber experts believe the
department is heading with regards to IT.

Since it has only been 22 days since the Secretary approved the
VA’s Enterprise Architecture, Version 1.0, we will give you some
time and wish you Godspeed to succeed.

I would like to open the door into one specific area of interest
today, more to broach the topic and to get background information
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than to open a full investigation today. VA has several failed IT
projects that can be likened to skeletons in its collective closet. We
have heard of the setbacks of VETSNET, and today wish for a
progress report. Least known, but in some ways more troubling, is
a system known as ‘‘HR Links.’’ My colleague, Mr. Evans, has re-
ceived a letter from IG. Upon their second review, it seems that no
one was accountable for the failed HR Link System. Mr. Griffin,
the VA IG, states in his 30 August 2002 letter, ‘‘Clearly, there was
a lack of oversight and accountability of project management.’’ For
a failed system with a quarter of a billion dollar price tag, that is
not acceptable.

Today, under new IT management, VA is embarking on new so-
lutions regarding changes to the IT portfolio. While this is happen-
ing, the provisions of Clinger-Cohen must be met, milestones estab-
lished and met. And someone must keep one eye on finances. Con-
tracts for IT must assure our taxpayers a bang for their dollar. I
am interested in how this will work under the new ‘‘One-VA.’’

And, Mr. Chairman, I would yield back the balance of my time.
And thank you very much for your patience in listening to my
concerns.

Mr. BUYER. Mr. Boozman.
Mr. BOOZMAN. I do not have any questions. I just want to thank

you and the ranking member for convening the meeting today, and
really look forward to the testimony.

Mr. BUYER. Thank you. I would like to recognize some visitors
we have in the audience here today from Russia. With us today is
a delegation from the Russian Duma, and you are here to learn
about our veterans’ programs, legislative process, and how the
oversight committee in fact works.

With us is Mr. Igor Ligachev. Please stand. Thank you, sir. He
is the Deputy Chairman of the Committee on Veterans’ Affairs
within the Russian Duma. We have Mr. Valeri Dorogin and Mr.
Ivan Zakharov. Thank you, gentlemen, for being with us today.

I have had the distinct pleasure of visiting St. Petersburg and
Moscow. I have worked with the Defense Committee within the
Duma, and have visited the White House within Moscow. It was
a very enlightening experience.

We began to lay down, in 1993, cooperative agreements to begin
a mutual destruction of chemical munitions. And I am most hopeful
that our continuing relationship on that issue with the Nunn-Lugar
dollars will continue. And I appreciate your leadership on the
issues of weapons of mass destruction and non-proliferation.

We were allies in World War II. There was great sacrifice by
Russia, by your people, not just your men in arms and women,
great sacrifice. It was unfortunate that we had parted ways for 40
years, and had a standoff and viewed ourselves as enemies; and
that was unfortunate, at great cost not only unto the former Soviet
Union, but also unto our own country.

As we now stand as leaders of a new century, I welcome you here
to the United States. We welcome your openness, as you also wel-
come us to visits of your country. I believe that as each of us seek
the greater understanding and wise tolerance, we, as two countries
that can help lead the world to an everlasting peace, that will be
the shining example of our efforts.
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So I appreciate your being here today, and please pass on to your
veterans our appreciation from World War II, and as we move in
concert to bring peace into the world. Thank you.

To our panel today, I would like to recognize Mr. Joel
Willemssen, Managing Director, Information Technology Issues of
the U.S. General Accounting Office; Mr. Richard Griffin, the In-
spector General of the Department of Affairs.

Mr. Slachta, nice to see you back. We are working you overtime,
I think. And, Ms. Melvin, also, is with us, she is with the GAO.

Mr. Griffin, you may proceed. You are recognized for 5 minutes.

STATEMENT OF RICHARD J. GRIFFIN, INSPECTOR GENERAL,
DEPARTMENT OF VETERANS AFFAIRS, ACCOMPANIED BY
MICHAEL SLACHTA, JR., ASSISTANT INSPECTOR GENERAL
FOR AUDIT; AND JOEL C. WILLEMSSEN, MANAGING DIREC-
TOR, INFORMATION TECHNOLOGY ISSUES, GENERAL AC-
COUNTING OFFICE, ACCOMPANIED BY VALERIE MELVIN, AS-
SISTANT DIRECTOR FOR ACCOUNTING AND INFORMATION
MANAGEMENT ISSUES

STATEMENT OF RICHARD J. GRIFFIN

Mr. GRIFFIN. Thank you, Mr. Chairman.
Mr. Chairman and members of the subcommittee, I am here

today to report on our findings concerning the Department of Vet-
erans Affairs Information Technology Security Program.

Since our March 13, 2002, testimony to the subcommittee, we
completed a second national audit of VA’s IT security program. The
audit found that the Department has a number of initiatives in
process which, if fully implemented, will improve VA’s information
security posture.

A few examples of key department actions include: Establish-
ment of a VA-wide security plan and the required policies, proce-
dures, and guidelines mandated by the Government Information
Security Reform Act; implementation of a VA-wide anti-virus pro-
tection; staffing of information security officer positions; and cen-
tralization of the Department’s IT security program under the Of-
fice of the Chief Information Officer.

Although progress has been made, much work remains to imple-
ment key IT security initiatives, establish a comprehensive inte-
grated VA-wide security program, and fully comply with the re-
quirements of the Government Information Security Reform Act.

Penetration testing completed during the past 2 years verified
that VA’s information system could be exploited to gain access to
sensitive veteran health care and benefit information. In response
to last year’s testing, the Department strengthened security con-
trols at the facilities where we conducted our testing. During this
year’s follow up testing at these same sites, the security control
measures established prevented our external penetration attempts.

However, continuing automated system control vulnerabilities al-
lowed our internal penetration testing to gain access to sensitive
veteran benefit and health care information. The vulnerabilities ex-
ploited this year were present during our previous testing a year
ago.
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The Department has not taken appropriate corrective action to
eliminate these vulnerabilities in response to last year’s findings.
The nature and number of vulnerabilities found warrant immediate
attention to reduce the significant exposure and high risk of an in-
ternal attack.

The Department’s administration and staff offices have individ-
ually managed and controlled their Information Security Program
activities. Our security assessment results show that this decen-
tralized management approach has not worked.

Many security vulnerabilities identified in last year’s audit re-
main unresolved, and additional security vulnerabilities were iden-
tified this year. The Department’s decentralized management ap-
proach to information security impeded the Department’s ability to
successfully strengthen its overall security posture.

We met with the Department CIO on July 22, 2002, and advised
that we would be recommending that the Secretary centralize au-
thority for the implementation of security remediation efforts to the
CIO’s office. This centralization of authority would include manage-
ment and decision authority on all Department security remedi-
ation efforts.

We had previously recommended centralized oversight in a prior
year’s audit. On August 6, 2002, the Secretary issued a memoran-
dum centralizing the Department’s IT Security Program including
authority, personnel, and funding in the office of the Department’s
CIO effective October 1, 2002.

Based on the results of our second annual audit of VA’s IT Secu-
rity Program, we made several recommendations to the Depart-
ment’s CIO, to include the following actions: (1) install intrusion
detection systems nationwide; (2) complete infrastructure protec-
tion actions; (3) complete data center contingency planning; (4)
complete certification and accreditation of VA systems; (5) upgrade
or terminate external connections; (6) eliminate vulnerabilities in
the application program and operating system change controls; (7)
control physical access to computer rooms; and (8) identify budget
resources necessary to accomplish VA’s priority security remedi-
ation efforts in the next 12 months.

In addition, the CIO must require the administrations to correct
identified security vulnerabilities at their facilities and data cen-
ters, improve security awareness at the operating level, and high-
light the need to assure compliance with existing VA information
security policy, procedures, and controls.

In deference to our Russian visitors, there is an expression,
doveryai, no proveryai, which means trust, but verify. The Depart-
ment has an excellent plan in place. We will continue to verify that
the implementation of that plan occurs and occurs timely.

This concludes my testimony. I would be pleased to answer any
questions that you and the members of the subcommittee may
have.

Mr. BUYER. I now yield to Mr. Willemssen, the GAO. I don’t want
to interrupt the testimony.

STATEMENT OF JOEL C. WILLEMSSEN

Mr. WILLEMSSEN. Thank you, Mr. Chairman, ranking member
Carson, Congressman. Thank you for inviting GAO to testify today.
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As requested, I will briefly summarize our statement on VA’s
progress in addressing key information technology challenges since
we last testified before you in March.

Over the past 6 months, VA has demonstrated clear progress and
made important strides in improving critical IT areas. For example,
the Secretary’s recent announcement on realigning the Depart-
ment’s IT structure can set the stage for improved performance.

Although yet to be finalized, the Secretary’s decision to centralize
IT functions, programs, and funding under the Department-level
CIO, Dr. Gauss, can improve accountability and enable the Depart-
ment to truly implement and deliver on its One-VA vision.

Further, the additional oversight that is provided to the CIO
could positively influence VA’s ability to more effectively capture
and manage its IT investments. VA also continues to make great
progress in developing its Enterprise Architecture, which is its
blueprint for evolving its information systems and developing new
systems.

Secretary Principi recently approved the initial version of VA’s
Enterprise Architecture focused on defining the Department’s as-is
or current environment and its desired or to-be, target environ-
ment. At the same time, VA still needs to complete some critical
actions to successfully complete this endeavor.

Among those actions, it needs to select a permanent chief archi-
tect, and needs to establish a program office to facilitate, manage,
and advance the architecture. In another critical area, VA’s infor-
mation security continues to be of significant concern, but the De-
partment is making progress in strengthening this program.

Included among the actions it has taken is an expansion of De-
partment-wide incident response and analysis capabilities and
monitoring and detection activities. Nevertheless, VA has not yet
established a comprehensive computer security management pro-
gram that would include, among other things, routinely monitoring
and evaluating the effectiveness of security policies and controls.
Further, VA lacks an independent component to ensure validation
of the corrective actions taken.

Compared to the organizational accountability and control in En-
terprise Architecture, the Department has not yet made as much
progress in addressing the challenges associated with the replace-
ment of compensation and pension payment system; VETSNET is
the replacement effort.

Now to its credit, the VA is acting to improve accountability,
validate requirements, and focus on testing of the replacement sys-
tem. Nevertheless, after more than 6 years of effort, full implemen-
tation of this system is not envisioned before 2005.

This means that more than 3 million compensation and pension
benefits payments that VA makes each month will continue to de-
pend on an aging system that will need additional maintenance to
ensure continued accurate processing of payments.

Finally, with regard to the government computer-based patient
record initiative intended to share patient health data, VA and the
Department of Defense have made progress on this, as part of a
substantially revised, scaled down strategy.

As part of this new strategy, staff in VA medical facilities
throughout the country now have access to defense health data on
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separated service members. Two-way exchange of such information
between DOD and VA under the revised initiative is now planned
for 2005.

That summarizes my statement, and we would be pleased to ad-
dress any questions you may have. Thank you.

[The prepared statement of Mr. Willemssen appears on p. 34.]
Mr. BUYER. This line of ‘‘Concurrent with this effort, Depart-

ment-wide IDS, the intrusion detection systems capability will be
incrementally deployed on a strategic basis to provide significantly
increased security protections for these gateways.’’

I’m sorry. But my intellect is being challenged. Help me out.
Mr. GRIFFIN. I’m sure Dr. Gauss can give the one hundred per-

cent response to that, but I think it is a combination of prioritizing
the order in which you address weaknesses based on the greatest
threat, but also considering available budget dollars.

Mr. BUYER. I am going to ask Dr. Gauss, but I’m just curious.
I mean you have got to read the same stuff I do.

Mr. GRIFFIN. I read that and I——
Mr. BUYER. ‘‘On a strategic basis,’’ what does that mean? Is this

bureaucratic wordspeak, or what is it?
Mr. GRIFFIN. Well, I think you have to have a strategic plan and

you have to decide, ‘‘Okay. Where is our greatest vulnerability?
And we need to fix that first.’’

Mr. BUYER. All right.
Mr. GRIFFIN. But that is just my read of the language there. I

am sure Dr. Gauss——
Mr. BUYER. All right.
Mr. GRIFFIN (continuing). Will speak eloquently about it.
Mr. BUYER. Were you a punter in football?
Mr. GRIFFIN. No, I just do not like to speculate with someone

else’s words.
Mr. BUYER. You know what? That is what we have to do. We

have to interpret words. We have the author here, and I am going
to ask him.

Mr. GRIFFIN. Right.
Mr. BUYER. But I was just curious what you thought.
Mr. GRIFFIN. Well——
Mr. BUYER. You have been deep into this stuff. I am not here to

put you on the spot or——
Mr. GRIFFIN. No, I understand.
Mr. BUYER. All right. Mr. Griffin, in your opinion, what should

VA be doing right now to shore up its vulnerabilities relating to
outside penetration?

Mr. GRIFFIN. They need, as I just mentioned, to establish their
priorities based on the greatest known vulnerabilities. As I men-
tioned in my testimony, there were sites that we had penetrated
last year during our audit which we went back and retested this
year.

So those particular sites that were demonstrated to have been
vulnerable a year ago were made priorities, and the proper protec-
tions were put in place to preclude external penetration. That is
something that needs to be implemented.

Mr. BUYER. What barriers are present for the implementation of
these external system protections?
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Mr. GRIFFIN. I think it is a combination of factors. Certainly,
budget is a one consideration . How much money is going to be
available to do these things immediately? Each year we identify
and prioritize those things that we think need to be addressed in
the next 12 months. That is the basis for the list that we have pro-
vided in our written testimony.

As you suggested, there needs to be compliance or a buy-in from
all of the people in this huge decentralized department to the fact
that the Secretary has decided we are going to have centralized
control.

The Secretary has directed that we will have ISOs at every facil-
ity; and ISOs, Information Security Officers, not just in title, but
people who have been properly trained to perform their mission,
and who understand the Department’s policy and will make sure
it happens at their facility.

Mr. BUYER. The GAO, on page 19 of your testimony, you state
that, ‘‘The VA must also still develop a program management plan
to delineate how it will develop, use, and maintain, the Enterprise
Architecture.’’ You further state that, ‘‘Such a plan is integral to
providing a definitive guidance for the effective management of the
Enterprise Architecture Program.’’

And I guess I am confused because, according to Dr. Gauss, they
have developed and will implement a version 1.0 of the One-VA es-
tablished—which establishes ten enterprise business functions and
seven key enabling functions.

Don’t these business and enabling functions provide the manage-
ment tools necessary to start the process for implementing the VA’s
Enterprise Architecture?

Mr. WILLEMSSEN. They do, in part, provide the tools. And I
would commend VA on its excellent effort in putting together that
initial architecture. But in order to be an effective architecture, it
has got to be something other than a document in a binder. It must
be implemented.

To do that, among other things, you need a chief architect. You
also need a program management office that is going to implement
the architecture and enforce it so that, among other things, when
a particular entity, for example, wants to develop a new system,
the office is there as a control and a check, ‘‘Does this map to the
architecture, the direction we want to head?’’

So, again, I commend VA on an excellent effort in putting the ar-
chitecture together. But now, from this point forward, in addition
to getting into more details about, VA is going to have to imple-
ment it and make it happen, and make it be more than just paper.

Mr. BUYER. Did you get any feedback from the VA relative to
this testimony and recommendation?

Mr. WILLEMSSEN. In fact, our recommendations, our outstanding
recommendations in today’s testimony are consistent with the long
list that we provided to VA back in March. And in talking about
this with Dr. Gauss, in all of the areas we have not met any resist-
ance.

I would say the biggest hurdle that Dr. Gauss has right now is
time. I think they have made great progress over the last 6 months
but they still have a lot of things to do. He and I have talked about
not only having the road map that we have laid out in the Enter-
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prise Architecture and information security areas, but now the next
step is let’s put some timelines and milestones on those tasks that
he feels he can be held accountable to.

I think that would be an excellent step in the right direction.
Mr. BUYER. That is good counsel.
Mr. Boozman, you are recognized for 5 minutes.
Mr. BOOZMAN. In your testimony, you talked about penetrating,

you know, the system. I know there is patient records. There is
benefits and things like that.

I mean what—have we had problems like that in the past of—
as far as benefits that were not supposed to be paid?

Or, I guess what I am asking is, if somebody penetrates the sys-
tem, what—are we talking about stealing patient records? Are we
talking about—what is the downside?

Mr. GRIFFIN. Well, there is risk on both the VBA and VHA side
of the house. In VHA, the risk is access to privacy-protected medi-
cal records.

And in today’s world, where identity theft is unfortunately a fair-
ly prevalent activity, by being able to gain all of the identifiers for
a person, it is fairly simple to establish yourself under their iden-
tity and perpetrate any number of different types of fraud.

On the benefit side a person could access the system and gen-
erate unauthorized payments to fictitious payees.

Mr. BOOZMAN. Has that been a problem? I mean is that some-
thing that we know about, or——

Mr. GRIFFIN. Well, that is something we demonstrated that that
could be done. We have had some criminal cases the past couple
of years that involve people manipulating the benefits delivery net-
work to issue checks in the names of the people who had died
many years ago, and so on.

So it is a problem. Although, we have not had a massive number
of incidents, the capability exists.

Mr. BOOZMAN. Right. You said that we had done better as far as
the external penetration, that the tests were good there. The inter-
nal, we are still lacking.

What kind of timeframe do you feel like would be adequate to get
that squared away?

Mr. GRIFFIN. Based on our successful penetration and manipula-
tion in the benefits arena, I think that needs to be a high priority.
Whether that can be accomplished in the next 12-month time pe-
riod, I am not certain.

Mr. BOOZMAN. Okay, very good. Thank you.
Mr. BUYER. I ask unanimous consent to permit the counsel for

the minority to ask questions. Hearing no objection, so ordered.
Mr. SISTEK. Thank you very much, Mr. Chairman. I have two

quick questions about management controls under One-VA. The
first question I will ask to Mr. Griffin. You are familiar with the
new plan for centralized cyber security. My question to you is: Does
that plan have adequate reach to the field? Is there an adequate
feedback loop established between the furtherest reaches of the
field and the Central Office regarding cyber security oversight en-
forcement reporting?

Mr. GRIFFIN. As you know, this plan has just been promulgated
in the last 30 days. I know that the administration CIOs have been
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given the title of deputy under Dr. Gauss’s purview. And there is
a plan that will reach into the facilities down to the ISO level.

I know there has been a first ever meeting of the security offi-
cers, independent of their respective facility directors, who they
had always taken their marching orders from in the past.

Again, a plan has been crafted, but the proof will be in the follow
up to make sure that appropriate reporting requirements are in
place, and that the people in the field realize that this is not a pol-
icy to put on the shelf never to be heard from again. It has got to
be rigidly enforced.

Mr. SISTEK. Thank you. This question would be for either the IG
or the GAO. And, again, it is about management accountability.

There was a system that has recently been discontinued called
the HR Links System. And I understand that both the IG and GAO
are somewhat familiar with this system. We believe that there may
have been inadequate oversight of the HR Links System while it
was in production.

What safeguards are now in place under the One-VA Enterprise
Architecture to prevent any similar oversights, any similar lack of
management control?

Mr. GRIFFIN. I think the centralization move is probably the key
move in order for there to be accountability at the headquarters
level. This ensures you won’t have 160-some medical centers, and
58 ROs, and a number of cemeteries picking and choosing hard-
ware, software, and systems that they might have a bias for locally.

From the accountability standpoint—and HR Links, which went
on for several years, there were initially two different people serv-
ing as co-leaders of the initiative. The baton got passed several
times.

I think there were promises made regarding the capabilities of
some of the software, which turned out not to be legitimate claims
as to the volume they could process. They eventually learned that
the programs would not handle the VA’s processing volume.

Mr. SISTEK. You are comfortable that such a set of problems
would not—you could not construct a similar set of problems under
the new Enterprise Architecture because of the centralized
authority?

Mr. GRIFFIN. I think the centralized authority is key. But not to
lose sight of the requirements and the fact that we are going to be
doing annual audits, and that GAO is also going to be looking at
this activity.

My people, who work in the IT security area, are working very
closely with Dr. Gauss’s people. Everybody knows what the mission
is, they know that we are going to be monitoring progress and de-
termining whether things are being accomplished timely.

I think there is a good working relationship from the standpoint
of our oversight and their mission requirements.

Mr. SISTEK. Thank you. Mr. Willemssen, do you have any in-
sights into this?

Mr. WILLEMSSEN. Yes, what I would add to that is that a key
control that Dr. Gauss is planning to put in place is with his new
responsibility for direct oversight of the one billion plus in IT fund-
ing. He is going to be asking for specific spend plans from each of
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the administrations, so that he will now have something that prior
CIOs have not had—he will know where the money is being spent.

That has not been the case in the past. I can recall testimony I
gave before the subcommittee a couple of years ago, where a ques-
tion was asked about how much money is being spent. The ques-
tion could not be answered. With this organizational setup, and
with his plans.

VA will have got a mechanism and procedures set up where he
will have that insight to where the money is being spent and what
is being successful, and what is not being successful. And when it
is not being successful he will be in a position to cut the project.

Mr. SISTEK. Thank you very much. I yield back. Thank you, Mr.
Chairman.

Mr. BUYER. I am going to be asking Dr. Gauss this question. But
I am curious about whether it is the software or hardware manu-
facturers out there; or whether it is relicensing issues.

In a tough economic time, I can understand how some companies
might want to fight to hold on to what they have, for whatever
short-term, and not see the horizon, and what benefits can be there
later on.

Have you noticed anything out there where companies have not
been at all cooperative?

If you don’t know, just say you don’t know, and I will get into
this with Dr. Gauss.

Mr. WILLEMSSEN. Nothing comes to mind at this point, Mr.
Chairman.

Mr. BUYER. All right. I will have follow-up questions that I will
submit for the record. And I appreciate your testimony and the
work—not only yours, but that of your staff. Thank you for your
testimony.

Mr. WILLEMSSEN. Thank you.
Mr. GRIFFIN. Thank you, Mr. Chairman.
Mr. BUYER. I now recognize Panel 2, Dr. John Gauss, Assistant

Secretary, Veterans’ Affairs for Information and Technology. I ask
you, Admiral Gauss, do you like going by Admiral or Doctor, or
Secretary, or what do we call you?

Mr. GAUSS. Mr. Chairman, the reason I have put my former mili-
tary title aside is that when Omar Bradley was the head of the
Veterans Administration, he had a policy that senior officers should
put their titles aside, since there were so many veterans who were
working at the VA. And I chose to honor that tradition. And since
I had another title that had been suppressed for 32 years, I decided
to resurrect it.

Mr. BUYER. Doctor, okay. How about Secretary?
Mr. GAUSS. Yes, sir, that would work, too.
Mr. BUYER. Dad is the best title, though, isn’t it?
Mr. GAUSS. Sir?
Mr. BUYER. Dad is the best title. That is what I have found.
Dr. Gauss, Secretary, Admiral, you are now recognized for 5

minutes.
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STATEMENT OF JOHN A. GAUSS, ASSISTANT SECRETARY FOR
INFORMATION TECHNOLOGY, DEPARTMENT OF VETERANS
AFFAIRS, ACCOMPANIED BY BRUCE A. BRODY, ASSOCIATE
DEPUTY ASSISTANT SECRETARY FOR CYBER SECURITY, AND
FRANK A. PERRY, CHIEF TECHNOLOGY OFFICER

Mr. GAUSS. Thank you, Mr. Chairman, and members of the sub-
committee. On behalf of the Secretary of Veterans Affairs, I am
pleased to have this opportunity to come here today and update
you on the progress the Department has made in strengthening our
information technology program, and specifically address issues re-
lated to VA’s Enterprise Architecture, our cyber security program,
the recent realignment of the Department’s IT structure, and
issues raised at the March 13 hearing.

Since my testimony is quite lengthy, I would like to summarize
it in my opening statement. On March 13, I appeared before this
subcommittee and gave you my personal commitment to reform the
way VA uses information technology.

I committed to publishing an approved Enterprise Architecture
Implementation Plan by April 30. The plan was published on April
22nd. I committed to ensuring that our networks and systems we
depend upon are made secure and available. These efforts are in
execution.

I committed to personally overseeing VETSNET to ensure its
progress meets the projected time of being ready to deploy by April
of 2004, or recommending to the Secretary that the effort be
terminated.

In my written testimony, there are details that support the ac-
tions that we have taken on VETSNET. The Undersecretary of
Benefits and I have recommended to the Secretary that he continue
in fiscal year 2003, since I believe they are on a glide path to be
ready for deployment by April of 2004.

And, finally, I committed to conducting the deployment review
for the Government Computer Patient Records Program to ensure
a quality product could be effectively deployed. The review was
held on April 26. The product was successfully deployed between
May 27 and July 17 of this year.

With respect to GCPR and the other issues that had been identi-
fied in the GAO reports, I believe we have satisfactorily addressed
all remaining issues as addressed in my written testimony.

With respect to Enterprise Architecture, the Secretary approved
version 1.0 on September 5. It provides a clear pathway for the
transition of both business processes and information technology
across the Department.

Additionally, staffing has been approved for the Enterprise Ar-
chitecture Office to include a Senior Executive Service Chief Archi-
tect. Recruitment for those positions is underway. Further detail
relating to the Enterprise Architecture efforts are contained in my
written testimony.

To correct our data network deficiencies discussed in the March
13 hearing, we are executing a four phase project to re-architect
our data network. That effort is underway, in execution, and de-
tails are in my written testimony.
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With respect to cyber security, the Department has made signifi-
cant progress in correcting deficiencies identified by the Office of
the Inspector General and the General Accounting Office.

This year, the Department fielded one of the largest anti-virus
capabilities in the world, which protects over 140,000 desktop
computers connected to VA’s intranet from malicious attack. To
date, over 2 million viruses have been successfully detected and
eradicated.

In July, a multi-year contract to significantly upgrade the capa-
bilities of our VA central incident response capability was awarded.
This enhanced capability will provide such global services as fire-
wall and intrusion detection management, vulnerability assessment
done by our office, and penetration testing done by our office.

In addition to the anti-virus and incident response capability ef-
forts, the Department is continuing to deploy other specifically fo-
cused initiatives that have been developed over the past 6 months
to correct IT security weaknesses.

These programs include our Enterprise Cyber Security Infra-
structure Protection Program, and our newly established Cyber Se-
curity Professionalization and Compliance Programs. Details of
these three programs are contained in the written testimony.

In a memorandum signed by the Secretary on August 6, he di-
rected that all IT personnel and resources be centralized under the
Office of the Chief Information Officer. The first action I took was
to assign the administration chief information officers to become
Department Deputy CIOs for Health, Benefits, and Memorial
Affairs.

Also, the senior IT manager in each VA Central Office staff office
that operates or maintains IT networks and equipment now report
to me. Initially, I focused on establishing a clear unambiguous re-
porting chain for the Department’s cyber security efforts.

We have developed an organizational structure that combines the
cyber security staff elements of the administrations with the Cen-
tral Office’s cyber security staff, thereby creating a single inte-
grated cyber security program office for the Department.

Further, information security officers at the VHA VISN level,
and at the VBA network service center level will become direct re-
ports to the Office of Cyber Security early next fiscal year.

Within each hospital regional office and cemetery, the ISOs will
report directly to their respective facility director rather than the
inconsistent manner of reporting of the past.

In order to further consolidate, align, and properly staff our IT
organizations, I have convened a group of senior leaders from the
Department to develop a detailed reorganization package to submit
to the Secretary by no later than November 1.

I hope I have provided some insight as to the progress that has
been made since the March 13 hearing. I believe these efforts dem-
onstrate our very strong commitment at all levels to build an effec-
tive information technology program to meet the Department’s and
our veterans needs for the long-term.

With your assistance, we will be able to continue on this path to
assure our continued ability to service our veteran population and
their dependents. Thank you for this opportunity to discuss these
very important issues. I will be happy to answer any questions.
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[The prepared statement of Dr. Gauss appears on p. 75.]
Mr. BUYER. Secretary, what specific quantifiable commitments is

the VA willing to make to the subcommittee on a full scale imple-
mentation of the One-VA architecture, and how long will it take,
and how much will it cost?

Mr. GAUSS. Mr. Chairman, with the publishing of version 1.0, we
have identified the key business functions and key enabling func-
tions for the Department and decomposed them into their subfunc-
tions. Version 1 was not able to define the entire ‘‘to be’’ future of
the Department; rather, it focused on seven key areas.

Within those seven key areas we can commit to having our net-
works modernized, which was one of the seven key areas, by Sep-
tember of 2004. We can commit to having our enterprise Cyber Se-
curity Infrastructure Protection Program completed by September
of 2004, and fully implemented.

Mr. Chairman, when we dissect that program, it is possible folks
would say, ‘‘Well, why are you waiting until 2004?’’ That is the ab-
solute latest date, and we will try to accomplish it much, much
sooner than 2004.

We have in our 2004 budget——
Mr. BUYER. Excuse me.
All right. Go ahead.
Mr. GAUSS. We have in our 2004 budget’s submission request to

the Office of Management and Budget the requested dollars for ini-
tiating new projects focused on consolidating the eight different
ways that we register veterans and determine their eligibility, to
consolidate the five different ways that veterans can seek help on
the processing of their benefits claims and for medical care from
five processes to one. If approved those projects will start with
some seed money in 2003, and start for real in fiscal 2004.

The Department can also commit to completing the management
plan that the General Accounting Office talked about over the next
6 months and continue the evolution of that architecture to expand
it to include the ‘‘to be’’ structure for other business areas in an up-
grade mid-year and final version 2.0 late in the spring.

Mr. BUYER. Thank you. Mr. Boozman, do you have any ques-
tions? You are recognized for 5 minutes.

Mr. BOOZMAN. I guess I just have a quick comment, and maybe
you can comment on it. You know this problem just seems to be
central. And I think homeland security has brought it out that we
have a real problem because of the fact that, you know, our com-
puter technology is changing, and this and that, that our agencies
aren’t able to talk to each other. And they are certainly not doing
a good job of communicating with, you know, among themselves.

Mr. BUYER.But I guess my question is we are spending all of this
money. You know, we have sent a man to the moon. You know, we
have done all of these things. I just don’t understand why we can’t
get this fixed, in the sense that it seems like we almost, at this
point, almost need a national initiative, you know, where we step
in and focus not just for your agency, but all of these agencies and
try and get a system that the government can use systemwide be-
cause you all have got the same problem.

Mr. BUYER.See what I am saying?
Mr. GAUSS. Yes, sir.
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Mr. BOOZMAN. Much like, you know, like the NASA Program,
again, you will fix that effort for us. I really see that we need some
intervention. We are spending an awful lot of money among all of
these agencies. And, again, as the technologies change and staff,
you know, that still does not guarantee that we are going to be able
to talk to each other.

Mr. GAUSS. Yes, sir. We do spend a lot of money across govern-
ment on infrastructure-related items. When I talk about data net-
works, that is the plumbing to make the information move, there
is nothing exciting about the plumbing, but we spend far too much
money on the plumbing.

If you are going to protect your data, and you are going to protect
your applications, you really have to know what your plumbing is
so you can put the protection for the movement of that information
on it. But that is another infrastructure problem that is not
glamorous.

And I agree with you, sir, that it is a far reaching problem be-
yond just the Department of Veterans Affairs. But being the larg-
est civilian department in government with over 220,000 employ-
ees, we represent a large part of that problem. And that is why we
are focusing on getting our network squared away, so we can in
fact secure information and reduce the reported vulnerabilities
from our Office of the Inspector General, and the General Account-
ing Office.

Mr. BUYER. Okay, thank you. Minority counsel is recognized.
Mr. SISTEK. Thank you again, Mr. Chairman.
Dr. Gauss, oversight of the ISO community under the new plan

does not extend to all field level activities. In other words, an ISO
at a medical center would not have direct line authority linked to
either you or to your cyber security chief.

Do you think the current system is adequate and why?
Mr. GAUSS. I truly believe that by consolidating the headquarters

cyber security programs into a single program for the Department,
and having field representatives within the VISNs and within in-
termediate field structure for VBA, that we have the tools to pro-
vide the individual ISOs at the hospitals and regional offices with
the direction, the oversight, and the inspection of their work.

As I stated in my testimony, we will be requiring weekly reports
from those ISOs to the intermediate management areas that then
go up to Mr. Brody’s office for adjudication. There is an interesting
trade space here, in terms of accountability.

Mr. SISTEK. Okay.
Mr. GAUSS. If we believe that the individual director should be

held accountable for the mission, then the individual director
should have the tools necessary to do it. The flip side says there
is a potential conflict from an independence standpoint. But I think
if we look at the alignment we had last March, to the alignment
we will have come 1 October, we will make significant progress.

Mr. SISTEK. One quick question, different area, the finance proc-
ess, how you finance and track IT projects in the VA is probably
going to undergo a change as a result of your move to One-VA.

What would facilitate that? How else can that process be im-
proved on? Would a separate budget, for example, be a useful item?



17

Mr. GAUSS. To answer the first part, we are requiring the sub-
mission of financial execution plans prior to the start of the fiscal
year that outline in detail what is going to be done, who is going
to do it, how much is going to be spent, and when it is going to
be spent.

And I am pleased to report that I have already received the fiscal
2003 spend plans from all three administrations. And I am also
pleased to report that the quality of the initial submission far ex-
ceeded my expectation.

Now we have some work to do. Some were better than others.
Some had more data than needed. We will rebalance them between
now and Christmas, but that is a financial control mechanism.

With respect to budget and budget authority, there is a lot that
we do in IT that is common across the Department that might be
appropriate for central funding, such as the core of the network
backbone, the cyber security program to protect the infrastructure,
investment capital to modernize our computing environment to
transform from a facility-centric environment to a network-centric
environment.

The eligibility and registration initiative to collapse eight proc-
esses to one; the national contact management process to reduce
five to one; and, perhaps, core FLS. The rest of the money, in my
view, should remain in the administration budgets to meet mis-
sion-specific applications and pay for the operation and mainte-
nance of those applications unique to the administrations.

Mr. SISTEK. Thank you, Dr. Gauss. Mr. Chairman, I believe we
will have some post-hearing questions along that vain. Otherwise,
I am finished with questions.

Mr. BUYER. Secretary, I apologize. We have three votes. I antici-
pate the first is 15 minutes, and two 5 minute votes, so we prob-
ably have 6 minutes to go.

And because I have worked so hard to empower you, and I want
to ensure that the Secretary’s commitment to the One-VA Enter-
prise Architecture is successful, I have some questions for you.

Mr. GAUSS. Yes, sir.
Mr. BUYER. So I am going to recess the subcommittee and recon-

vene at 11:30.
Mr. GAUSS. Yes, sir.
[Recess.]
Mr. BUYER. The subcommittee will come back to order. Dr.

Gauss, I want to ask a few questions on VETSNET, a program in
which a lot of money has been invested. You know around here
they like to say, ‘‘Well, it is a lot of money for pretend claims,’’ and
all kinds of sour jokes.

I mean I have no interest in beating you up. You know I could
go through and say, ‘‘All right. How much money is spent? How is
it benefitting the veterans?’’ Just can you give us a horizon here
on VETSNET?

Mr. GAUSS. Yes, sir, I can. The development work that is left to
complete deals with the financial module and the payment award
module. And with those two modules complete, from a compensa-
tion and pension perspective, VETSNET will be ready to deploy
and move the payment of compensation and pension checks off of
the old Legacy BDN system.
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At the last hearing, I committed to the committee to personally
oversee and have the product delivered, a quality product delivered
by April of 2004. We have built a comprehensive plan following the
hearing. And over the past 6 months, every milestone in that plan
has been executed.

We have a program manager assigned, who is now responsible
and accountable for cost, schedule, and performance execution. Our
plan included the validation and finalization of all requirements ex-
cept for reports generation by September. That date was met.

The date that reports are due is by Christmas. On Tuesday of
this week, the Undersecretary of Benefits and I jointly chaired a
review of the health of this project. And we both believe and have
recommended to the Secretary that we continue funding into fiscal
year 2003.

We will hold another review in December, when the final piece
of the requirements definition is due to complete and review the
detailed progress of the program. The contractor is scheduled to de-
liver the developed product in the second—by the end of the second
quarter of calendar 2003.

The reason that I want from the end of June to the beginning
of April is to take the product, run it through a comprehensive
functional test to be sure it meets all of its requirements, repeat
the comprehensive stress test that was done last year, put it into
an operational environment, and have the user community verify,
validate that it is both effective and suitable, and at that point de-
clare victory and ready to field.

And I have personally gone through this schedule. The Undersec-
retary has gone through this schedule. And we believe that realisti-
cally we can deliver a finished product ready to deploy with quality
by April of 2004.

Mr. BUYER. Concerning the government computer-based patient
records program, can you tell us what’s been accomplished and who
is presently in charge of implementation?

Mr. GAUSS. We have worked with DOD and defined VA as the
executive agent for the project. We have assigned—last September,
we assigned a dedicated project manager. Last September, we held
a review of GCPR and baselined its schedule.

We set a second quarter of calendar year 2002 date to finish de-
velopment and deliver the initial product. All of those dates were
met. The first version is deployed in the field. We started deploy-
ment on May 27, and we finished deployment on the 17th of July.

As far as the future, we have a Memorandum of Agreement be-
tween the Deputy Secretary at VA, and the Undersecretary for Per-
sonnel and Readiness at DOD that maps out the future steps to be
taken in that project. We believe that we have satisfied all of the
recommendations that were in the June 2002 GAO report, as it re-
lates to GCPR.

Mr. BUYER. How is this empowerment from the Secretary
working?

Mr. GAUSS. It has been working well. The week after the memo
was signed, we had a conference in Austin, TX, with predominantly
the technical community, but there were folks from the administra-
tion headquarters present. And I can guarantee you that that
memo got everyone’s attention.
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And the people in the field have been most cooperative in work-
ing with my office to do what is necessary to put the proper con-
trols in place. It was the field that volunteered to draft the format
for our financial execution plans.

So they formed a team; I worked with the team, and we came
out with a template, published it, and 2 weeks ago I received
VHA’s spend plans that were very high in quality. I also have VBA
and NCA’s spend plans for fiscal year 2003. Since this is a new
process, we will work our way through some of the bugs between
now and Christmas.

But, overall, if you were to ask me do I know where the 2003
money will be spent, I can tell you today I have a very good idea
and by Christmas I will be able to tell you I know exactly where
it is being spent.

Mr. BUYER. Well, it appears by the editorial I read from the Fed-
eral Computer Week, that some of your counterparts CIO’s are sort
of jealous. They like your direct line of authority. They like your
budgeting authority, and maybe this will become a model for other
departments.

So I have a question. Is it Mr. Brody?
Mr. GAUSS. This is Mr. Bruce Brody. He is our Associate Deputy

Assistant Secretary for Cyber Security. And on my left is Dr. Frank
Perry, who is the Chief Technology Officer, and Acting Chief Archi-
tect. And it was Frank who led the 97 day effort to get version 1
of the architecture complete.

Mr. BUYER. Well, thank you for your work.
Mr. PERRY. Thank you, sir.
Mr. BUYER. I recall from one of the hearings we had with regard

to security of your systems, you had more of a problem from inter-
nal than external. Is that still the case?

Mr. BRODY. Are you referring to the weaknesses of these systems
or the accessibility of information?

Mr. BUYER. Yes, and penetration and privacy issues.
Mr. BRODY. Generally speaking, in most government agencies the

predominant threat is from internal users. But after September 11,
we determined that it was the top priority of the Department to
protect the enterprise from external attack. And that is where we
have been focusing our attention.

Mr. BUYER. Help me out here. Break it out. For whatever reason,
I have this in my mind that the overwhelming concern with regard
to security and breaches of privacy was from internal sources, and
that was the degree of your problem.

So have you like shifted focus to the 20 percent, and not to the
80 percent of the problem, or is it a 60/40, 70/30?

Mr. BRODY. I am not sure of the exact percentages. What I can
say is that in dealing with the internal threat, we have not been
entirely negligent. We have put some controls in place. We have
content monitoring, content filtering. We have intrusion detection
systems. We have anti-virus and other malicious code detection
measures in place.

We have a robust incident response and incident management
capability. But where we have been dedicating a tremendous
amount of focus since September 11 has been in protecting the
boundary of the enterprise from external attack.
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Mr. BUYER. September 10, 2001, major issue not only in this
committee, but also the Health Subcommittee of Ways and Means,
several different committees of the Energy and Commerce Commit-
tee was privacy. Privacy, that was the big issue prior to September
11, and I just want to reinforce that.

And, hopefully, you will place me in degree of confidence, Dr.
Gauss, that while you work on the external, let’s not forget about
these issues. Okay?

Mr. GAUSS. May I add something here?
Mr. BUYER. Sure.
Mr. GAUSS. As we started to map out the blueprint of our net-

works, we found over 200 external connections to places outside of
VA, and over 1,000 dial in accesses into VA. And we found that
most of them were not protected. So, from a threat perspective, it
was the entire universe including internal at the VA that could po-
tentially violate and compromise our information technology
systems.

So, from a risk management perspective, we viewed to put the
protection on the external boundaries to reduce the threat from
global to within VA. And, as the IG and the GAO had stated, we
have come a long way in that external protection. And now we will
focus on protecting against the internal threat.

Mr. BUYER. Well, this takes me to this sentence that confused
me. When you talked about taking—that you were systematically
going to collapse over these 200 existing structures on page 5, can
you help explain what you meant by this, ‘‘Concurrent to this effect
department-wide, IDS capability will be incrementally deployed on
a strategic basis to provide significantly increased security protec-
tions for these gateways?’’

Mr. GAUSS. Yes, sir. Mr. Chairman, I would like to apologize to
members of the committee for the poor language that I chose in
that sentence.

We will be setting up a pilot in January of 2003, that will dem-
onstrate the hardened boundaries at our data centers and to the
external world. Once we prove that it works, we are going to put
it at two other locations in 2003. We do not have the sizing data
to know if the three sites will hold—can handle the capacity needed
to support VA.

If we find three is enough, we are done. If we find we need a
fourth, or a fifth, or a sixth, so the intent of that sentence was
meant to be, ‘‘We have a plan in place to put the initial capability.
We are going to collect data, measure our ability to support the en-
tire enterprise, and if we have to put a fourth, or a fifth, or a sixth,
we will then do it at that time, migrate our networks into this ar-
chitecture, disconnect the backsides, and put a very high security
boundary from the outside, and inside where our key data is
stored. We will then move to every facility within VA and provide
protection everywhere.’’

Mr. BUYER. This goes to the question that I had asked the IG
and the GAO relative to cooperations out there from vendors, com-
panies. You have got many different forms of existing contracts,
maintenance agreements, and the list goes on and on. So I want
to know how cooperatively these companies are working with you
or not working with you.
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Mr. GAUSS. In my opinion, having worked with a large contract-
ing base in my current and prior life, I really have not seen co-
operation levels change that much as a result of the economy,
which was part of what your question was to the IG and the GAO.

I am finding that I am not really seeing any change in how we
deal with these folks. Now one of the benefits of having a chief
technology officer is that we have somebody who can look deep into
the technical offerings the companies are making to determine
whether it is good stuff or not good stuff. A lot of VA’s historical
problem is that we have bought some things we probably should
not have.

Mr. BUYER. Well, see, that is what we want to correct. We do not
want all of these multiple different levels of purchases, different
types of software. That is why we are coming to you.

Mr. BUYER. Yes, sir. Dr. Perry, can you—one of you—be able to
tell us about this solicitation?

PCHS, is that what I hear it is called, this 1.2 billion solicitation?
Can you sort of break out what you are doing here with this and

how it fits, one of you?
Mr. PERRY. It is an enterprise-wide contract for procuring com-

modity items and other IT specialty items. And through that it
gives us an opportunity to gain additional controls over the acquisi-
tion process so that from an architectural perspective, and from a
security perspective, we can assess the worthiness of products prior
to putting them onto that acquisition vehicle.

And then, subsequently, whenever folks need to procure them,
we do not have to reassess unless a new element comes along.

Mr. BUYER. Dr. Gauss, did you want to add something?
Mr. GAUSS. One of the important benefits of PCHS II is that it

is a multiple award contract. And I am requiring every purchase
made on that contract to be offered to all four primes to give them
the fair opportunity to compete for the award. And that has given
us very good price advantage.

So it is not just four companies who can go market their individ-
ual wares and charge what the market will bring. We put competi-
tion in place for every procurement. And, as Dr. Perry said, they
were architecturally compatible. The products were architecturally
compatible with where we head to the future.

Mr. BUYER. But there are not very many operating systems,
right?

Mr. GAUSS. Yes, sir.
Mr. BUYER. I do not know how you are going to make these de-

terminations of the least ‘‘responsive’’ bidder. You know if you say,
well, we are going to go to four primes—and I am just saying I rec-
ognize some real challenges that you may have.

I have not always been a proponent of sole source contracting,
but sometimes in some places there can be advantages to it. And,
hopefully, you are exercising the good judgments.

If I were a medical director out there, and I want to upgrade my
systems, maybe a server or (ers), maybe printers, my desktops, can
I do it on my own or do I have to go through you?

Mr. GAUSS. First of all, you would have to identify it in your
spend plan. Second, we have an IRM approval process where you
would have to request approval to do it. And, third, you would be
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required to purchase it off the PCHS contract. Now should you
have a requirement that is not on the contract——

Mr. BUYER. And this is going to apply to everyone?
Mr. GAUSS. Everyone.
Mr. BUYER. So whether it is in the claims to—okay.
Mr. GAUSS. Now should you have a requirement that is not satis-

fied by the contract, then I would entertain a waiver to use a dif-
ferent contracting vehicle. But I expect waivers to be few and far
between. I have granted one waiver so far since PCHS II has been
awarded.

Mr. BUYER. So do you envision in the future that the VA would
have—let’s just take servers as an example.

Mr. GAUSS. Mm-hmm.
Mr. BUYER. That you would have servers come from one particu-

lar company, and that is who has that maintenance agreement?
We do not have multiple agreements out there with multiple ven-

dors. We are going to have one.
Mr. GAUSS. We have four primes on the PCHS II contract, so

they would come from one of those four vendors. We have had proc-
ess control over those four.

Mr. BUYER. So you could still envision overlapping of different
vendors, whereby, you have got some servers in use, and then a
few years later, you might open up another solicitation and you are
still going to end up with mixed systems?

Mr. GAUSS. Well, when you look at the basic technology of the
server, you really have three operating systems to deal with. You
have a Windows operating system from Microsoft; you have UNIX
operating systems, which are kind of fading out of the market
frankly; and you have LINUX, which is being introduced.

Windows operating systems run on chips produced by Intel Cor-
poration. And so, whether you buy a Dell, or you buy a Compaq,
or you buy another brand that runs Windows, you are running on
a chip. And what is different is some of the interface drivers for
the different peripherals.

I know this is getting down into the weeds, but the basic tech-
nology is the same, be it a Dell, be it a Compaq, or be it another
vendor. So I do not see that diversely as being a big problem.

Mr. BUYER. As we seek to have more sharing agreements, and
interoperability and connectivity between DOD and VA, if DOD is
on a Microsoft system, and you are on a LINUX, would there be
problems?

Mr. GAUSS. Let me ask Dr. Perry to address that question.
Mr. PERRY. At the network level, we could deal with those kinds

of issues by dealing with messaging standards, and things like web
services, to address those issues where I do have heterogenous
platforms.

But, in several cases, Dr. Gauss talked earlier about the registra-
tion and eligibility. That is the second major effort that we are try-
ing to do jointly with the Department of Defense, since when they
register members, service members and their dependents in their
benefit systems, that provides us with a golden opportunity to
reuse that as an original source of information coming across.

And what we have agreed with the Department of Defense is to
pursue the fiscal 2004 new start that Dr. Gauss talked about for
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a One-VA registration and eligibility system jointly with the De-
partment of Defense.

And, in fact, in that case, we have also agreed that we would use
the same technology, and basically establish a single shared reposi-
tory of personnel demographic information and bi-directional flow
into and out of the repository from both DOD and the VA.

Mr. BUYER. All right. When you used the term ‘‘shared‘‘——
Mr. PERRY. Shared repository.
Mr. BUYER. Huh?
Mr. PERRY. A shared repository for personnel—personal demo-

graphic information. Basically——
Mr. BUYER. No, that is not what my question is. When you go

back to your comment of sharing technology with DOD, what is
DOD’s operating system?

Mr. PERRY. Across the Department, they use many. There is
probably one each of quite a large subset of what is out on the mar-
ket. In specific areas such as the area that I am addressing here,
the registra——

Mr. BUYER. Let’s take records. I mean that is where we want to
be able to move these veterans records. If they get a medical board,
they are medically boarded out of the military and we wanted to
shift that over directly to the VA, if it is on a Microsoft system,
would we want to keep it in a Microsoft system at the VA?

Mr. PERRY. What is more important than the operating system
is standardizing the data that comes across.

Mr. BUYER. Okay.
Mr. PERRY. Both the syntax of the data, the structure that it

takes, and the semantic meaning of all of the data elements. And
many of the interoperability initiatives that we are pursuing with
the Department of Defense are in fact on standardization of data,
so that it is not so much of an issue what operating system, or
frankly what data repository applications on top of that, if we all
have the same Lexicon.

In some cases, we could go farther and actually have the same
platform and the same applications reused. But the essential ele-
ment is that we have shared meaning and understanding of the
data that we exchange; and that standardization of data is sort of
the, both necessary and sufficient condition to have interoper-
ability.

Mr. GAUSS. From a technology standpoint, the key there is in the
database engine. And we will be using the same database engine
as DOD. And that will give us that interoperability to transfer the
information once the data is standardized and formats are properly
defined.

Mr. BUYER. And this standardization of data, is it going well?
Mr. PERRY. Yes, it is, in the health care area that is proceeding

fairly well. And I think setting an example to be used potentially
more broadly than just DOD and VA.

And, as we embark on doing the similar thing, with regard to
personnel information, basic registration information, how to con-
tact veterans, how to go through the process of determining their
eligibility, we will do the same thing there, and in fact have a
shared repository of that data with DOD.
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Mr. GAUSS. Our biggest challenge is going to be able to gain ac-
cess to all of the DOD data that is necessary to have in VA. For
example, not all of the data that is in the DD–214 is available from
DMDC. So part of our work effort with DOD is to get that data
from DOD, so we can share with it. Definitionally, I think we are
in good shape.

Mr. BUYER. Boy, that is one of the basics, isn’t it? A DD–214 is
like the entry to our system.

Mr. GAUSS. Yes, sir.
Mr. BUYER. Congratulations, how far you have come in 6 months.
Mr. GAUSS. Well, the DD–214, copy 3, unfortunately, copy 3 of

the DD–214 is mailed to the Austin Automation Center. And the
first time it gets digitized is when someone in VA hand jams it into
a VA computer to create an electronic record. We have to fix this.
When I retired, I got a letter three——

Mr. BUYER. Let me ask this question. There has got to be a
quicker way to do that, isn’t there?

I mean if I give you that DD–214, can’t you just have that?
Mr. GAUSS. It is a carbon copy DD–214.
Mr. BUYER. Say again?
Mr. GAUSS. It is carbon copy.
Mr. BUYER. A carbon copy?
Mr. GAUSS. Yes, sir.
Mr. BUYER. Oh.
Mr. GAUSS. We have to fix——
Mr. BUYER. It is not on a machine with vacuum tubes? You know

this is—you know unbelievable.
Mr. GAUSS. Yes, sir.
Mr. BUYER. Is there some worry about fraud or something as to

why a DD–214 cannot be scanned into your system, and then sent?
Mr. GAUSS. Unfortunately, the way that the DD–214 gets filled

out is not consistent. For example, in my DD–214, the fact that I
served in the Vietnam Theater of Operations does not—is not re-
flected on my DD–214.

Mr. BUYER. And you are an Admiral.
Mr. GAUSS. Yeah, well, part of the problem is that they start

with your most recent tour of duty, work back, and when they run
out of space. It is a terrible process and it needs to be fixed. And
that is in our gun sights to get fixed.

And this effort with DMDC has a very high priority to get the
missing data, and get it electronically, and get it from DOD elec-
tronically, so we can start the process flow. I was appalled that it
took 37 days for me to get a letter after I retired from the VA say-
ing you are eligible for all of these benefits.

And I told my staff I have good news and bad news. The good
news is VA knows I am alive. The bad news is why did it take 37
days? I should have had that letter on the 2nd of July. We have
to fix this.

Mr. BUYER. As you move, you have been empowered because you
are the agent of change. And when you are the agent of change,
you upset people, you upset systems. So my question is about li-
ability exposure.
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Should we anticipate any liability exposure from any contracts
with any vendors in which you may be altering, amending, or
canceling?

Mr. GAUSS. I do not see any, frankly. Very sincerely, I do not see
any. Most of the contracts that we have in place have base years
plus options. Failure to exercise an option does not incur a liability.

Termination of a contract while in execution that has a term and
a set of conditions could expose you to termination liabilities. But
the way our contracts are right now, I do not see that.

Now, let’s assume——
Mr. BUYER. The reason I asked the question is that we want to

empower you so much that you make judgments for the horizon,
not based on any particular fear of a liability. Okay?

Mr. GAUSS. Yes, sir.
Mr. BUYER. And I want you to keep the timeliness because of the

billions of dollars that we are laying out here. When veterans are
in line to get in the system, and we are willing to make a commit-
ment in billions to you or 1.2 millions for your PCHS. That is why
we are taking time here today.

Mr. GAUSS. Yes, sir.
Mr. BUYER. So if there is a contract out there and they say,

‘‘Well, I can’t do this because,’’ talk to us and let’s try to work coop-
eratively here. Because I want you to keep your eye on the horizon.
I want you to open those doors. I want you to change systems. And
if you have got somebody that is in the way, and they are willing
to give up their ‘‘goodwill’’—okay?

Mr. GAUSS. Yes, sir.
Mr. BUYER. They are willing to give up their goodwill, have at

it. Okay?
Mr. GAUSS. Yes, sir.
Mr. BUYER. Let me yield to minority counsel. I think he has one

question.
Mr. SISTEK. Thank you, Mr. Chairman.
Earlier today, the chairman broached a question on the internal

threat. And last April 2001, the subcommittee heard testimony on
various types of authentication tools, public key-based digital sig-
natures, et cetera.

What is the Department doing today in that regard concerning
the internal threat? And where are we going 4, 5, 6 years from
now?

Mr. BRODY. As I mentioned earlier, we have a number of pro-
grams in place to deal with the internal threat. They range for any-
thing from our active monitoring of the environments, penetration
testing, vulnerability scanning, the malicious code deployment,
which is the largest in government.

Mr. SISTEK. I think we were looking more for authentication
tools specifically.

Mr. BRODY. On the authentication side, we have a major pro-
gram that has not been initiated yet, but we will be wheeling out
over the coming year, referred to as the Authentication and Au-
thorization Infrastructure, which involves the use of public key in-
frastructure, as well as potential smart cards and multi-factor au-
thentication that we will deploy across the department and be used
for authentication purposes.
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Mr. SISTEK. When will you have that fielded and operational
department-wide?

Mr. BRODY. We have asked for funding in the fiscal year 2004
budget. It has—of course, that carries with it an fiscal year 2003
authorization. So we will be kicking that off in the very near term.

Mr. SISTEK. Thank you very much, Mr. Chairman.
Mr. BUYER. One question I have, I wrote a little note down when

you used the term, ‘‘In 2004, I get to declare victory on VETSNET,’’
and I thought about that. I don’t know what that means.

Mr. GAUSS. Having a product, a quality product, that is ready to
deploy into the field, so that as we roll it out and transition from
the old system, that it is going to work, be useable, and start doing
the job.

When the deployment is complete, we then shut down the bene-
fits delivery network that runs on the Honeywell, and what had
been originally envisioned to be achieved through VETSNET would
be achieved, albeit, later than had been planned and at a larger
cost.

Mr. BUYER. All right. Mr. Secretary, I want to thank you. I want
to thank the Secretary Principi for empowering you. And I believe
his move was the right move, in order for him to hold true to his
vision of one Enterprise Architecture for the VA.

I compliment you on your work that you have done here over the
last 6 months. I will accept your sincerity, Mr. Brody, that you are
going to watch both. And, Dr. Perry, I am impressed by your elo-
quence. I am not a techie, but I can hang with you, which scares
me, scares me a lot.

This concludes the hearing. And, Secretary Gauss, thank you
very much.

Mr. GAUSS. Thank you, sir.
[Whereupon, at 12:22 p.m., the subcommittee was adjourned.]
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