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PRIVATE BANKING AND MONEY LAUN-
DERING: A CASE STUDY OF OPPORTUNITIES
AND VULNERABILITIES

TUESDAY, NOVEMBER 9, 1999

U.S. SENATE,
PERMANENT SUBCOMMITTEE ON INVESTIGATIONS,
OF THE COMMITTEE ON GOVERNMENTAL AFFAIRS,
Washington, DC.

The Subcommittee met, pursuant to notice, at 10:03 a.m., in
room SD-628, Dirksen Senate Office Building, Hon. Susan M. Col-
lins, Chairman of the Subcommittee, presiding.

Present: Senators Collins, Cochran, Specter, and Levin.

Staff present: K. Lee Blalack, II, Chief Counsel and Staff Direc-
tor; Mary D. Robertson, Chief Clerk; Kirk E. Walder, Investigator;
Brian C. Jones, Investigator; Linda Gustitus, Minority Staff Direc-
tor and Chief Counsel; Elise J. Bean, Minority Deputy Chief Coun-
sel; Robert L. Roach, Counsel to the Minority; Claire Barnard,
Detailee/HHS; Leo Wisniewski, Detailee/Secret Service; Carl Gold,
Congressional Fellow; Robert Slama, Detailee/Secret Service; Re-
gina Keskes, Intern; Ryan Blalack, Intern; Justin Tatham, Intern;
Morgan Frankel, Senate Legal Counsel; Brian Benczkowski (Sen-
ator Domenici); Michael Loesch (Senator Cochran); Frank Brown
(Senator Specter); Anne Bradford (Senator Thompson); Julie Vin-
cent (Senator Voinovich); Nanci Langley (Senator Akaka);
Marianne Upton (Senator Durbin) Jonathan Gill, GAO Detailee
(Senator Lieberman); and Shelly O’Neill (Senator Akaka).

OPENING STATEMENT OF SENATOR COLLINS

genator CoOLLINS. Good morning. This Subcommittee will come to
order.

During the next 2 days, the Permanent Subcommittee on Inves-
tigations will examine the confidential, complex world of private
banking and whether private banks are—by their very nature—
particularly susceptible to money laundering. At the outset, I
should note that this is not the first time that this Subcommittee
has investigated money laundering. Our colleague, Senator Roth, in
the mid-1980’s, chaired a series of Subcommittee hearings which
exposed how criminals used offshore banks to launder their dirty
money. The Subcommittee’s findings prompted passage of the
Money Laundering Control Act of 1986, which defined money laun-
dering as a freestanding criminal offense for the first time.

More recently, Congressman Leach in the House of Representa-
tives has held a series of hearings on money laundering.
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These hearings, which were initiated by the Ranking Minority
Member, Senator Levin, are very timely. Our banking system’s vul-
nerability to money laundering is once again a focal point of debate
in the wake of recent disclosures that billions of dollars were si-
phoned out of Russia into accounts at the Bank of New York and,
within a few days or even a few hours, rerouted to multiple ac-
counts all over the world.

What happened at the Bank of New York, as well as the cases
that we will highlight today, should be a cautionary tale for the
rest of the banking industry, law enforcement, and Congress. We
cannot allow the integrity of our banking system to be sullied by
the dirty money that fuels the engine of criminal enterprises both
here at home and abroad. Our banks must be vigilant in their ef-
forts to detect and report criminal activity and avoid acting as con-
duits for money laundering. Stop money laundering, and you dry
up much of the seed capital criminal organizations need for their
operations.

Today’s hearing will focus on one aspect of our banking system—
private banking—that may be particularly attractive to criminals
who want to launder money. Private banking is probably unfa-
miliar to most Americans since, by and large, private banks cater
to extremely wealthy clients. Indeed, most of the private banks ex-
amined by the Subcommittee require their clients to deposit assets
in excess of $1 million. The banks charge their customers a fee for
managing those assets and for providing the specialized services of
the private banks.

Some of those services include traditional banking services such
as checking and savings accounts. But private banks go far beyond
providing routine banking services. They market themselves to cli-
ents by offering services to meet the special needs of the very
wealthy, including providing investment guidance, estate planning,
tax assistance, offshore accounts, and, in some cases, complicated
schemes designed to ensure the confidentiality of financial trans-
actions.

The private banker coordinates the management of the client’s
wealth and acts as the client’s personal advocate to the rest of the
bank. If a client needs to set up an offshore trust, for example, the
private banker takes care of it. He serves as a liaison between the
client and the bank’s trust managers, investment specialists, and
accountants. In short, private bankers are expected to provide per-
sonalized can-do service for their wealthy clientele.

Historically, private banking was a specialty business dominated
by Swiss banks. In the last 30 years, however, large banks in the
United States have aggressively pursued private banking business
and sought to increase their market share. Private banking is prof-
itable, competitive, and a growing business in the United States,
and private banking services are now an established line of busi-
ness in many American banks.

Private banks offer their wealthy clients not only first-class serv-
ice but confidentiality as well. While the average passbook savings
depositor at a community bank in Maine has very little, if any,
need for Swiss bank accounts, some wealthy and prominent people
seek the anonymity of the financial services offered by private
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banks. And, it is fair to say that private banks sell secrecy to their
customers.

The Subcommittee’s investigation found that private banks rou-
tinely use code names for accounts, concentration accounts that dis-
guise the movement of client funds, and offshore private invest-
ment corporations located in countries with strict secrecy laws—so
strict, in fact, that there are criminal penalties in those jurisdic-
tions for disclosing information about the client’s account to bank-
ing regulators in the United States.

These private banking services—which are designed to ensure
confidentiality for the client’s account—present difficult oversight
problems for banking regulators and even law enforcement. For in-
stance, in one of the cases examined by the Subcommittee, the pri-
vate bank opened special accounts for the client using the fictitious
name “Bonaparte.”

The difficulties associated with identifying clients to account ac-
tivity worsen when private banks use concentration accounts to
transfer their clients’ funds. In one case examined by the Sub-
committee, the private banker’s use of a concentration account,
which commingles bank funds with client funds, cut off any paper
trail for millions of dollars of wire transfers. The concentration ac-
count became the source of funds wired from Mexico, and invest-
ment accounts in Switzerland and London became the destination.

I want to emphasize that private banking is a legitimate
business. There can be bona fide reasons why private banks offer
products designed to ensure anonymity and confidentiality. The
problem, however, is that what makes private banking appealing
to 1leg._l',itinrlate customers also makes it particularly inviting to crimi-
nals.

The Subcommittee found that criminals can easily employ pri-
vate banking services to move huge sums of money. In one of the
cases examined by the Subcommittee involving Raul Salinas—the
brother of the former President of Mexico—the General Accounting
Office determined that private banking personnel at Citibank
helped Mr. Salinas transfer between $90 and $100 million out of
Mexico in a manner that “effectively disguised the funds’ source
and destination, thus breaking the funds’ paper trail.”

Mr. Salinas received first class service from Citibank’s private
bank. My concern is that this gold-plated service included dis-
guising the source, flow, and destination of funds that may have
been the proceeds of the illegal activity.

Now, I want to emphasize that the Subcommittee has uncovered
no evidence that Citibank or any other private bank knowingly
helped Mr. Salinas or other criminals launder dirty money. We
have, however, found that some private banks neglected their own
internal procedures designed to detect and report suspicious activ-
ity as they are required to do by law.

For example, too often Citibank’s private bank essentially paid
lip service to its own procedures. Moreover, and even more trou-
bling, it continued to do so even in the face of highly critical inter-
nal audits and warnings from banking regulators that there was a
risk of exposure to money laundering.

One of the purposes of these hearings is to determine why those
internal policies were neglected and why it took Citibank so long
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to correct the problem. A second goal of these hearings is to exam-
ine whether our banking regulators have done and are doing
enough to ensure that banks—especially private banks—take seri-
ously their obligation to implement internal procedures designed to
report potential money laundering. Finally, these hearings will ex-
amine whether Congress needs to do more to combat this problem.

At this time, I would like to call upon the distinguished Ranking
Minority Member, Senator Levin, for his opening statement. Before
doing so, however, I want to once again commend Senator Levin
and his staff for the fine in-depth work that they have done on this
investigation and for initiating these hearings.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Madam Chairman.

Thirteen years ago, with the passage of the first money laun-
dering statute in 1986, Congress made clear its desire not to allow
U.S. banks to function as conduits for dirty money. Since that time,
the world has experienced an enormous growth in the accumula-
tion of wealth by individuals around the globe, and wealthy indi-
viduals have turned in growing numbers to a category of banking
called “private banking” as the mechanism for managing their
money.

Estimates are that $500 billion to $1 trillion of international
criminal proceeds are moved internationally and deposited into
bank accounts annually. It is estimated that half of that money
comes to the United States.

Today we are looking at how private banking can provide man-
agement not only for legal money, but also for the wealth of inter-
national criminals and corrupt government officials.

Private banking is a very competitive and very profitable busi-
ness, often bringing in a 20 to 25 percent return to a bank. Private
bankers are marketers and promoters who are expected to attract
wealthy clients to the bank. Once a person becomes a client of a
private bank, the bank’s primary goal generally has been to service
that client, and servicing a private bank client almost always
means using services that are also the tools of money laundering:
secret trusts, offshore accounts, secret name accounts, and shell
companies called private investment corporations.

These private investment corporations, or PICs, are designed for
the purpose of holding and hiding a person’s assets. The assets
could be real property, money, stock, art, or other valuables. The
nominal officers, trustees, and shareholders of these shell corpora-
tions are often themselves shell corporations controlled by the pri-
vate bank.

The PIC then becomes the holder of the various bank and invest-
ment accounts, and the ownership of the private bank’s client is
buried in the records of so-called secrecy jurisdictions, such as the
Cayman Islands.

Private banks keep prepackaged PICs on the shelf, awaiting acti-
vation when a private bank client wants one. Shell companies in
secrecy jurisdictions managed by shell corporations which serve as
directors, officers, and shareholders—shells within shells within
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shells, like Russian Matryoshka dolls, which in the end can become
impenetrable to legal process.

Private bankers specialize in secrecy. Even if a client doesn’t ask
for secrecy, a private banker often encourages it. In the brochure
for Citibank’s Private Bank on their international trust services, in
the table of contents, it lists the attractiveness of secrecy jurisdic-
tions this way: “The Bahamas, the Cayman Islands, Jersey, and
Switzerland, the best of all worlds.”

This brochure also advertises the advantages of using a PIC. One
advantage it lists is this one: “PIC assets are registered in the
name of the PIC, and your ownership of the PIC need not appear
in any public registry.”

Secrecy is such a priority that private bankers have at times
been told by their superiors not to keep any record in the United
States disclosing who owns the offshore PIC established by the pri-
vate bank.

One former private banker told us that he and his fellow bankers
had to hide cheat sheets in their desks because they weren’t al-
lowed to keep names of the offshore accounts that they were man-
aging. Since they couldn’t remember the names and the numbers
of all those accounts when they needed them, they would keep a
secret list in their desks or with a secretary to help them remem-
ber. When the list was discovered, the banker was reprimanded.

American banks aren’t allowed to maintain secret accounts in the
United States that are not subject to legal process, so U.S. private
bankers often establish secret accounts and secret corporations in
countries that do allow them. Then they manage the money in
those accounts and the assets in those corporations from their of-
fices in the United States. In short, American banks help wealthy
customers do abroad what the customer and the bank can’t do in
the United States under U.S. law.

Today we are looking at the Private Bank of Citibank. Citibank
is the largest bank in the United States. It has one of the largest
private bank operations. It has the most extensive global presence
of all U.S. banks, and it has had a rogue gallery of private bank
clients. .

Citibank, for instance, has been private banker to Raul Salinas,
brother of the former President of Mexico, now in prison in Mexico
for murder and under investigation in Mexico for illicit enrichment;
Asif Ali Zardari, husband of the former Prime Minister of Pakistan,
now in prison in Pakistan for kickbacks and under indictment in
Switzerland for money laundering; Omar Bongo, President of
Gabon, and subject of a French criminal investigation into bribery;
sons of General Sani Abacha, former military leader of Nigeria, one
of whom is now in prison in Nigeria on charges of murder and
under investigation in Switzerland and Nigeria for money laun-
dering; and Jaime Lusinchi, the former President of Venezuela, in-
dicted for money laundering in Venezuela.

Other private banks have similar accounts. The Bankers Trust
counsel, when describing one of its clients, told our staff words to
the effect that “these are bad people.” Well if the bank thinks they
are bad people, why are they accepting them as customers of the
private bank?
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In the Bankers Trust case, it appears that the bank did know its
client. But what it knew was that the client was bad, and it contin-
ued to do business with him.

Today we are going to look at some of the cases in greater detail
to learn how these individuals became clients of Citibank, what ef-
forts Citibank made to implement its due diligence policies and as-
certain the source of the client’s wealth, and what Citibank did to
help disguise the client’s accounts.

America cannot have it both ways. We cannot condemn corrup-
tion abroad, be it officials taking bribes or looting their treasuries,
and then tolerate American banks making profits off that corrup-
tion.

Private banking has a legitimate function, but it has too often
been used to manage dirty money. We must end the use of private
banking by the criminals and by the corrupt.

I want to thank our Chairman for her support of these hearings
and this investigation, and her staff for their hard work in helping
to bring these about. And I particularly want to thank my Minority
staff for their work, which can only be described as Herculean.

Thank you, Madam Chairman.

[The prepared opening statement of Senator Levin follows:]

PREPARED OPENING STATEMENT OF SENATOR LEVIN

Thirteen years ago, with the passage of the first money laundering statute, Con-
gress made clear its desire not to allow U.S. banks to function as conduits for dirty
money. This Subcommittee, through a series of hearings and reports in the 1980’s
on money laundering and off-shore secrecy jurisdictions, contributed significantly to
the enactment of that law. Money laundering is now a Federal crime and our banks
and financial institutions are required by law to establish and implement anti-
money laundering programs.

Since that time the world has experienced an enormous growth in the accumula-
tion of wealth by individuals around the globe, and wealthy individuals have turned
in growing numbers to a category of banking called “private banking” as the mecha-
nism for managing their money.

Raymond Baker, a Guest Scholar in Economic Studies at Brookings and a witness
at tomorrow’s hearing, estimates that $500 billion to $1 trillion of international
criminal proceeds and hundreds of millions of dollars from tax evasion are moved
internationally and deposited into bank accounts annually. He estimates that half
of this money comes to the United States. Today we are looking at how private
banking can provide management not only for legal money but also for the wealth
of international criminals and corrupt government officials.

We need to first understand what private banking is. Most private banks are a
bank within a larger bank, distinguished by the size of the accounts they hold and
the presence of a one-on-one private banker or relationship manager assigned to
manage the assets of each client. To open an account in a private bank, prospective
clients—and we estimate that there are over 200,000 private bank clients at U.S.
banks today—must deposit a substantial sum, usually $1 million or more. In return
for this deposit, the private bank assigns a private banker to act as a liaison be-
tween the client and the bank and to facilitate the client’s use of a wide range of
services offered by the bank. The client pays either a flat fee, a fee based on a per-
centage of the assets under management or both.

Private banking is a very competitive and very profitable business, often bringing
in a 20 to 25 percent return to a bank. Private bankers are marketers and pro-
moters who are expected to attract wealthy clients to the bank. Once a person be-
comes a client of a private bank, the bank’s primary goal is to service that client,
and servicing a client almost always means using services that are also the tools
of money laundering—secret trusts, offshore accounts, secret name accounts, and
shell companies called private investment corporations.

These private investment corporations or PICs are designed for the purpose of
holding—and hiding—one person’s assets. The assets can be real property, money,
stock, art or other valuables. The nominal officers, trustees, and shareholders of
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these shell corporations are, in turn, often shell corporations controlled by the pri-
vate bank. The PIC then becomes the holder of the various bank and investment
accounts, and the ownership of the private bank’s client is buried in the records of
so-called secrecy jurisdictions, such as the Cayman Islands. Private banks keep pre-
packaged PICs “on-the-shelf,” awaiting activation when a private bank client wants
one. They have shell companies in secrecy jurisdictions managed by shell corpora-
tions which serve as directors, officers and shareholders. There are shells within
shells within shells—like Russian Matyoshka Dolls—which in the end can become
impenetrable to legal process.

Private bankers specialize in secrecy. Even if a client doesn’t ask for secrecy, the
private banker encourages it. Look at this brochure for Citibank’s private bank on
their international trust services. In the table of contents it lists the attractiveness
of secrecy jurisdictions this way: “The Bahamas, the Cayman Islands, Jersey and
Switzerland: The best of all worlds.” This brochure also advertises the advantages
of using a PIC. One advantage it lists is this one:

“PIC assets are registered in the name of the PIC and your ownership
of the PIC need not appear in any public registry.”

Secrecy is such a priority that private bankers are often told by their superiors
not to keep any record in the United States disclosing who owns the offshore PICs
established by the private bank. One former private banker told us he and his fel-
low bankers had to hide cheat sheets in their desks, because they weren’t allowed
to keep names of the offshore accounts they were managing. Since they couldn’t re-
member the names and numbers of all those accounts when they needed them, they
would keep a secret list in their desks or with a secretary to help them remember.
When the list was discovered, the banker was reprimanded.

Secrecy is so important that private bankers sometimes speak in code to each
other in phone calls across the Atlantic to disguise the beneficial owner of the ac-
count they are talking about, so other bank employees won’t know the beneficial
owners of the very accounts they are working on. One private banker in Citicorp
London had worked for years on the Salinas account and never knew Raul Salinas
was the beneficial owner. Raul Salinas was always referred to by a code, CC2, or
the name of his PIC, Trocca, Ltd. The private banker said she was surprised when
she learned Raul Salinas owned one of her accounts.

American banks aren’t allowed to maintain secret accounts in the United States,
so U.S. private bankers establish secret accounts and secret corporations in coun-
tries that do allow them. Then they manage those accounts from their offices in the
United States. In short, American banks help wealthy customers do abroad what
the customer and the bank can’t do within the boundaries of the United States.

Today we are looking at the private bank of Citibank. It is the largest bank in
the United States, and it has one of the largest private bank operations. It has the
most extensive global presence of all U.S. banks, and it has had a rogues’ gallery
of private bank clients. Citibank has been private banker to:

—Raul Salinas, brother to the former President of Mexico; now in prison
in Mexico for murder and under investigation in Mexico for illicit enrich-
ment;

—Asif Ali Zardari, husband to the former Prime Minister of Pakistan; now
in prison in Pakistan for kickbacks and under indictment in Switzerland
for money laundering;

—Omar Bongo, President of Gabon; subject of a French criminal investiga-
tion into bribery;

—sons of General Sani Abacha, former military leader of Nigeria; one of
whom is now in prison in Nigeria on charges of murder and under inves-
tigation in Switzerland and Nigeria for money laundering;

—dJaime Lusinchi, former President of Venezuela; charged with misappro-
priation of government funds;

—two daughers of Radon Suharto, former President of Indonesia who has
been alleged to have looted billions of dollars from Indonesia;

—and, it appears General Albert Stroessner, former President of Paraguay
and notorious for decades for a dictatorship based on terror and profit-
eering.

And these are just the clients we know.

Other banks have similar accounts. The legal counsel for Bankers Trust private
bank asked the Subcommittee not to make public any information about an account
of a certain Latin American client because the private banker was concerned that
the banker’s life would be in danger if the information were revealed. The Bankers
Trust counsel, when describing one of its clients, told our staff words to the effect
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that, “These are bad people.” If the bank thinks they’re “bad people,” why are they
accepting them as customers of the private bank? In the Bankers Trust case it ap-
pears the bank does know its client; but what it knows is that its client is “bad.”

Today we're going to look at some of these cases in greater detail to learn how
these individuals became clients of Citibank, what effort Citibank made to imple-
ment its due diligence policies and ascertain the source of the client’s wealth, and
what Citibank did to help disguise the clients’ accounts.

No one is suggesting that private banking is an improper banking activity or that
banks should not be making a profit on the services they offer their clients. As sev-
eral of Citibank’s top managers said to us, the question is how you conduct private
banking in an “honorable” way.

The key factor to banking in an “honorable way” is the exercise of due diligence
in learning who a client is and the source of the client’s wealth and then taking
appropriate action. This is a fundamental requirement for a strong anti-money laun-
dering program.

America can’t have it both ways. We can’t condemn corruption abroad, be it offi-
cials taking bribes or looting their treasuries, and then tolerate American banks
making fortunes off that corruption.

The Federal Reserve, the Office of the Comptroller of the Currency, the State De-
partment, and the General Accounting Office all have concluded that private bank-
ing is vulnerable to money laundering. We will ask today’s witnesses, private bank-
ers from Citibank, about some specific cases showing us how and why that’s true.
At tomorrow’s hearing we will look at generic private banking practices, the role of
the Federal regulators, and the significance of private banking in the global move-
ment of money.

Private banking has a legitimate function, but it has too often been used to man-
age dirty money. We must end the use of private banking by the criminals and the
corrupt.

I thank the Chairman for her support for these hearings and her staff for their
hard work in helping us to bring these about. I also thank my Minority staff for
their excellent work.

Senator COLLINS. Senator Specter, we are pleased to have you
here with us today, and I would call upon you for any opening re-
marks you might have.

OPENING STATEMENT OF SENATOR SPECTER

Senator SPECTER. Well, thank you very much, Madam Chair-
woman. I shall be brief.

First, I compliment you for scheduling these hearings in the tra-
dition of this very important Subcommittee, and I compliment Sen-
ator Levin for the extraordinary Minority report, some 63 pages,
and I have not seen hearings start with such a comprehensive
analysis in advance. It gets these hearings off to a running start.

They are certainly extremely important because money laun-
dering is instrumental on drug trafficking and organized crime,
and they are also extremely important from the point of view that
the United States is making very substantial financial contribu-
tions to many countries where individuals have access to U.S.
funds for their own private purposes.

The information about money laundering on Russian officials
suggests a direct conduit for the very substantial funds which the
United States is advancing to Russia, and with the Salinas case in
Mexico, the bailout, while you can’t trace the specific dollars, there
is a very strong inference that U.S. taxpayers’ dollars are going
into private pockets aided and abetted by these private banks.

Where you have provisions such as Dubai law that the bank is
not required to know the beneficial owner but only the signatory
party, it is just an open invitation to the kind of secrecy which both
Senator Collins and Senator Levin have outlined here.
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As Senator Levin identifies it, shells within shells, it is the quin-
tessential shell game. And I believe on the basis of what is of
record and in this Minority report, there is very substantial evi-
dence at this time of wrongdoing. And these hearings will give the
public notice as to what is going on and, I think, set the stage for
some very important remedial action.

My Subcommittee on Labor, Health, Human Services is going to
be negotiating with White House officials a little later this morn-
ing, so I am going to have to study the record as opposed to being
here. But I wanted to come and commend what you are doing here
today and give you my support. Thank you.

Senator COLLINS. Thank you very much.

genator Cochran, we are also delighted to have you with us
today.

OPENING STATEMENT OF SENATOR COCHRAN

Senator COCHRAN. Thank you very much, Madam Chairman.

Our Subcommittee staff has done an enormous amount of work
to obtain information about the effectiveness of U.S. laws and regu-
lations to combat money laundering. I look forward to hearing the
report of our staff and to the consideration of the results of this in-
vestigation and the issues that have been raised by the staff in this
important review.

Thank you very much.

Senator COLLINS. Thank you.

Due to time constraints, the Subcommittee was unable to invite
all the parties affected by this issue to present oral testimony. We
have received a written statement from the General Accounting Of-
fice. We expect to receive one from Stuart Eizenstat, Treasury Dep-
uty Secretary, as well as from other interested officials. The hear-
ing record will remain open for 14 days for the inclusion of such
statements, and the ones we have received, without objection, will
be included in the printed hearing record.!

At this time I would like to welcome our first panel of witnesses.
We have with us two members of the Subcommittee’s Minority staff
who will present an overview of the Subcommittee’s investigation
of the private banking industry and its vulnerabilities to money
laundering. We will first hear from Robert Roach, who is the Mi-
nority Counsel. Mr. Roach will be followed by Elise Bean, who is
the Deputy Chief Counsel.

Pursuant to Rule VI, all witnesses who testify must be sworn in,
so at this point, I would ask that you stand. Do you swear that the
testimony you are about to give to the Subcommittee will be the
gué‘}?l, the whole truth, and nothing but the truth, so help you,

od?

Mr. RoAcH. I do.

Ms. BeaN. I do.

Senator COLLINS. Thank you.

Mr. Roach, you may proceed. As you know better than most wit-
nesses who appear before us, we ask that you limit your oral testi-
mony to no more than 10 minutes.

Mr. RoAcH. I will watch for the light.

1The three GAO statements appear as Exhibits 21-23 in the Appendix on pages 159-197.
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TESTIMONY OF ROBERT L. ROACH, COUNSEL TO THE
MINORITY, PERMANENT SUBCOMMITTEE ON INVESTIGATIONS

Mr. RoACH. Senator Collins, Senator Levin, and Members of the
Subcommittee, good morning. We appreciate the opportunity to ap-
pear before the Subcommittee today to summarize the staff inves-
tigation to date into the private banking industry and its vulner-
ability to money laundering.

Private banks provide financial services to wealthy individuals
who usually must deposit $1 million or more to open an account.
All U.S. banks are required by law to have an active anti-money
laundering program. Regulators and banks have interpreted this
requirement to include due diligence reviews of bank clients and
their transactions, including understanding the source of large de-
posits into a client’s account, and reporting any suspicious activity.

This responsibility with respect to private banking is signifi-
cantly greater than retail accounts because clients have high net
worth, transactions routinely involve large amounts of funds often
crossing international jurisdictions, and private bankers become
personally involved with clients and in-house advocates for their in-
terests.

We have prepared a report which describes the private banking
industry in the United States, explains why certain private bank-
ing features and services increase money-laundering opportunities,
and details four case histories taken from the Citibank Private
Bank illustrating a number of anti-money-laundering issues. We
ask that that report be made part of the record.!

Senator COLLINS. Without objection.

Mr. ROACH. In the interest of time, our oral presentation will be
limited to three case histories to be reviewed at today’s hearing:
Raul Salinas; El Hadj Omar Bongo, President of Gabon; and the
sons of General .Sani Abacha, former military leader of Nigeria.

First, the Raul Salinas case. Citibank’s management of the Sali-
nas account raises three major issues: Lack of due diligence, the
bank’s willingness to satisfy a client’s demand for extreme secrecy,
and the tension that exists between a bank’s desire to please its
clients and its legal obligation to combat money laundering.

First, secrecy. The private bank, through the direction of Amy El-
liott, private banker to Mr. Salinas, established a shell company for
Mr. Salinas with layers of disguised ownership. It permitted a
third party using an alias to deposit funds into the accounts, and
it moved the funds out of Mexico through a Citibank concentration
account that aided in the obfuscation of the audit trail.

Cititrust in the Cayman Islands activated a Cayman Island shell
corporation called a PIC, or private investment corporation, called
Trocca, Ltd., to serve as the owner of record for the Salinas private
bank accounts. We tried to provide somewhat of a graphic descrip-
tion of how Trocca, Ltd. was structured.2

Cititrust used three Panamanian shell companies to function as
Trocca’s Board of Directors. Cititrust also used three Cayman Is-

1The Minority Staff Report entitled “Private Banking and Money Laundering: A Case Study
of Opportunities and Vulnerabilities,” appears in the Appendix on page 872.
2See Exhibit No. 1 which appears in the Appendix on page 111.
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land shell companies to serve as Trocca’s officers and principal
shareholders.

Cititrust controls all six of these shell companies and routinely
uses them to function as directors and officers of PICs that it
makes available to private clients.

Later, Citibank established a trust, identified only by a number,
to serve as the owner of Trocca, Ltd. Raul Salinas was the secret
beneficiary of the trust.

The result of this elaborate structure was that the Salinas name
did not appear anywhere on Trocca’s incorporation papers.

The Trocca, Ltd. accounts were established in London and Swit-
zerland. The private bank did not disclose the identity of Trocca’s
owner to any private bank personnel other than the personnel who
administered the company and personnel required by Swiss law to
know the beneficial owner. And Ms. Elliott, who knew Mr. Salinas
was a client, did not know the name of his shell corporation. The
private bank did not use Mr. Salinas’ name in bank communi-
cations, but instead referred to him as “Confidential Client No. 2,”
or “CC-2.”

To accommodate Mr. Salinas’ desire to conceal the fact that he
was moving money out of Mexico, Ms. Elliott introduced Mr. Sali-
nas’ then-fiancee Paulina Castanon as Patricia Rios to a service of-
ficer at the Mexieo City branch of Citibank. Operating under that
alias, Ms. Castanon would deliver cashiers checks to the branch
where they would be converted into dollars and wired into a con-
centration account in New York.

The concentration account is a business account established by
Citibank to hold funds from various destinations prior to depositing
them into the proper accounts. Transferring funds through this ac-
count enables a client’s name and account number to be removed
from the transaction, thereby clouding the audit trail. From there,
the money would be transferred to the Trocca, Ltd. accounts in
London and Switzerland.!

Between October 1992 and October 1994, more than $67 million
was moved from Mexico to New York and then on to London and
Switzerland by way of this system.2

Second, lack of due diligence. A private bank is obligated by law
to take steps to ensure that it does not facilitate money laundering.
All bankers are required to conduct due diligence on clients in
opening and managing accounts. However, the private bank accept-
ed Mr. Salinas as a client without any specific review of his back-
ground and without determining the source of funds that would be
deposited into his account.

Ms. Elliott acknowledged to us that she relied on the verbal ref-
erence provided by Carlos Hank Rhon, a long-time private bank cli-
ent, and her general knowledge of the reputation and wealth of the
Salinas family. She acknowledged that she did not investigate Mr.
Salinas’ employment, financial background, or assets, despite
Citibank’s written policy to obtain all relevant client information
and account documentation in writing. In fact, in 1995, after Mr.

1See Exhibit No. 2 which appears in the Appendix on page 112.
2See Exhibit No. 3 which appears in the Appendix on page 113.
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Salinas was arrested, Ms. Elliott reviewed the Salinas profile, and
it was blank.

The failure to perform due diligence when opening the Salinas
accounts was compounded when Mr. Salinas began depositing tens
of millions of dollars into Trocca’s offshore accounts. In just 2
years, Mr. Salinas deposited an aggregate of $67 million, well over
the $15 to $20 million that Ms. Elliott had projected in 1992. Yet
no one questioned Mr. Salinas about the origin of these funds. Far
from inquiring about the sources of the funds, Ms. Elliott wrote to
her colleagues in June 1993 that the Salinas account “is turning
into an exciting, profitable one for us all. Many thanks for making
me look good.”

After Mr. Salinas was arrested, Mrs. Salinas told Ms. Elliott that
some of the funds had come from other individuals.

When questioned about his lack of intervention in this matter,
Mr. Misan, then the private bank’s Mexico country head and Ms.
Elliott’s superior, stated that when he took his position as Mexico
country head, his superiors in the bank, Mr. Figueiredo and Mr.
Montero, informed him that there were some accounts that he
should not supervise. Mr. Misan told us that he did not supervise
the Salinas accounts as a result of that directive.

Finally, the desire to please the client versus responsibilities
under the law. After Mr. Salinas was arrested, Hubertus Rukavina,
the head of Citibank Private Bank at the time, suggested that the
Salinas accounts in London be transferred back to Switzerland be-
cause they would be afforded more secrecy there.

Also, according to Mrs. Salinas, Ms. Elliott advised her that it
might be wise to move the Trocca, Ltd. account out of Citibank be-
cause it might be more difficult for Mexican authorities to obtain
account information from a non-U.S. bank.

After Mr. Salinas’ arrest in February 1995, private bank attor-
neys and officials had restricted the activities in the Trocca, Ltd.
account, put it under the control of the legal department, made a
decision to terminate the relationship, and secured repayment of
an outstanding loan because they were concerned that the bank’s
funds would be at risk if a government froze the assets in the ac-
counts. Yet no criminal referral form was filed until 6 months later,
after Mrs. Salinas was arrested. And that referral made no men-
tion of the Trocca, Ltd. accounts, even though it was Trocca, Ltd.
that held almost all of the clients’ assets and was the account that
was the subject of all the actions Citibank took 6 months earlier.

It is one thing for a private bank to provide reasonable levels of
confidentiality. It is another for a private bank to provide the
means for an individual to deposit tens of millions of dollars in
Swiss accounts in ways that even an auditor would find difficult to
detect.

When products and services are structured to satisfy a client’s
demand for secrecy, they become much more vulnerable to money
laundering.

Now my colleague, Ms. Bean, will address the two other cases.
Thank you.
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TESTIMONY OF ELISE J. BEAN, DEPUTY CHIEF COUNSEL TO
THE MINORITY, PERMANENT SUBCOMMITTEE ON INVES-
TIGATIONS

Ms. BEAN. The second case history involves El Hadj Omar Bongo,
the President of Gabon for the past 30 years and a long-time pri-
vate bank client of Citibank. The Bongo accounts also raise due
diligence and secrecy issues, including the extent to which a pri-
vate bank should service personal accounts belonging to a senior
government official when government funds appear to be a major
source of large deposits into the official’s personal accounts.

The Bongo relationship includes consumer and private bank ac-
counts in Gabon, London, New York, Paris, and Switzerland. The
largest accounts are held in the name of Tendin Investments, a Ba-
hamian PIC established by Citibank for President Bongo in 1985.
Over 14 years, the Tendin accounts have held more than $130 mil-
lion. The private bank has also issued President Bongo loans ex-
ceeding $50 million, secured by his deposits.

Citibank has accommodated President Bongo’s desire for secrecy
through using code names, setting up PICs in secrecy jurisdictions,
using special credit arrangements, and opening a special name ac-
count for him in New York called simply “OS.”

These and other arrangements kept knowledge of the Bongo ac-
counts within a small circle in the private bank until a 1996 in-
quiry by the Federal Reserve. The Federal Reserve became con-
cerned about how little information Citibank had about the source
of funds in the Bongo accounts. The client profile in August 1996
contained only this explanation of President Bongo’s background:
“Head of State for over 25 years. . . . Self-made as a result of posi-
tion. Country is oil producer.”

The private banker who managed the account, Alain Ober, his
immediate supervisor at the time, Sal Mollica, and a division head,
Edward Montero, have all acknowledged that this client profile was
wholly inadequate.

The Federal Reserve became so concerned about the Bongo ac-
counts that in February 1997 it asked Citibank’s regular bank ex-
aminer, the Office of the Comptroller of the Currency, or OCC, to
take a closer look. The OCC was given a revised client profile
which stated that the President’s funds were “created as a result
of [his] position and connection to French oil companies.”

Like the Federal Reserve, the OCC found no documentation ex-
plaining how the President’s position led to the funds in his per-
sonal account or what oil interests produced them. The OCC also
found that the source of over $20 million in deposits made in 1997,
the largest deposits to the Bongo accounts in 10 years, was unex-
plained.

When the OCC examiner pressed Citibank for specific docu-
mentation of the source of the funds in the Bongo accounts, Mr.
Ober wrote an April 1997 memorandum which his superiors gave
to the OCC. It identified just one source for the Bongo funds: The
Gabon budget.

The memo stated that in 1995 the Gabon budget authorized $111
million for President Bongo’s use, and similar amounts were set
aside in 1996 and 1997. The OCC examiner told the Subcommittee
staff that he accepted the memo as a sufficient explanation for the
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funds in President Bongo’s personal accounts, because he assumed
President Bongo had “carte blanche authority” over his govern-
ment’s funds. He did not attempt to double-check the information.

The Subcommittee staff did double-check the information with
Gabon budget experts from the IMF and the World Bank. They
were unanimous in their rejection of the Citibank memo, explain-
ing that no Gabon budget during the 1990’s had set aside funds for
the President’s personal use.

The Gabon budget experts indicated that anyone attempting to
verify the budget items could easily have determined that the 1995
Gabon budget did not authorize a $111 million set-aside for the
President’s personal use and that such a set-aside was plainly con-
trary to Gabon’s budget policy. The IMF also noted, however, that
Gabon was spending money in ways not specified in its official
budget and that $62 million of these “extrabudgetary expenditures”
in 1997 and 1998 had caused the IMF to cut off further loans to
the country pending an independent review of its spending.

At the same time Citibank was preparing the April 1997 memo
for the OCC, a new set of red flags went up about the Bongo ac-
counts. Articles began appearing in major papers raising questions
about President Bongo’s role in an unfolding scandal involving
bribes paid to government officials by the French oil company, ElIf
Aquitaine, and its subsidiary, EIf Gabon. Among other allegations,
the articles reported that two Swiss bank accounts containing mil-
lions of dollars in allegedly improper payments by Elf had been fro-
zen by Swiss authorities at the request of French criminal inves-
tigators. These accounts, a PIC and a special name account at
banks other than Citibank, were both linked to President Bongo.

Mr. Ober told the Subcommittee staff that he was aware of the
press articles and the allegations against President Bongo, but did
not attempt to find out more and did not discuss the matter with
his supervisors. After his interview, however, Citibank provided a
copy of an e-mail dated April 28, 1997, in which the private bank’s
African marketing head, Christopher Rogers, urged Mr. Ober and
others not to make judgments based on the press reports and to “be
extremely careful about sharing such information with regulatory
authorities because we can’t answer for it.”

On August 6, 1997, Le Monde, a major French newspaper, re-
ported that a Swiss prosecutor had declared in open court that
President Bongo was “the head of an association of criminals.”

Two months later, in October 1997, President Bongo’s accounts
came up for formal review as part of the private bank’s annual ex-
amination of its public figure accounts. The papers prepared for
this review state in the entry for President Bongo “newspaper re-
ports 4/1997 claim he has accepted bribes from ELF-Aquitaine.”

But the decision made in October 1997 was to leave the accounts
open. This decision was made despite the private bank’s awareness
of the criminal probe and the Swiss court orders freezing bank ac-
counts linked to President Bongo. In addition, apparently no one
connected with the 1997 review asked Mr. Ober to explain or docu-
ment the source of the $20 million in 1997 deposits even though
they were the largest deposits into the Bongo accounts in 10 years.

In addition to these due diligence issues, the Bongo case history
raises an issue unique to private banks managing personal ac-
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counts for senior government officials with influence over bank op-
erations.

The Private Bank’s legal counsel informed Federal regulators
that in the summer of 1996, Citibank considered terminating the
relationship with President Bongo, but did not, because it was con-
cerned for the safety of its bank personnel in Gabon. As late as No-
vember 1998, when Citibank was again considering terminating
the Bongo accounts, their top manager in Africa, Mr. Rogers, wrote
the following warning about closing the Bongo accounts:

“We ought to insure that we face this issue and its possible
implications with our eyes wide open. Whatever internal
considerations we satisfy, the marketing fallout is likely to
be serious. . . . [President Bongo’s] family and friends ex-
tend far. . . . The impact on [the Private Bank’s] mar-
keting in Francophone, Africa will be serious.”

In January 1999, the Private Bank decided to close the accounts.
As of October 1999, however, millions of dollars are still in the
Bongo accounts, which are not expected to close completely until
sometime in the year 2000.

The third case history involves Mohammed, Ibrahim, and Abba
Sani Abacha, three sons of General Sani Abacha, former military
leader of Nigeria from 1993 until his death in 1998. General
Abacha has been widely condemned as responsible for one of the
most corrupt and brutal regimes in Africa. During his regime, the
State Department and Citibank identified Nigeria as a high-risk
country for money laundering.

General Abacha’s sons, Mohammed and Ibrahim, first became
clients of Citibank Private Bank in 1988. They began by opening
accounts in London and later opened accounts in New York. Over
time they required, and the Private Bank agreed to provide, a
number of secrecy measures, including three special name ac-
counts, an offshore shell corporation, and the use of two sets of
codes to refer to funds transfers. The London accounts held as
much as $60 million at one time. The New York accounts generally
stayed under $2 million, but in one 6-month period saw deposits
and withdrawals of almost $47 million.

A few weeks after General Abacha’s death in June 1998, and the
initiation of a Nigerian Government investigation into bank ac-
counts held by him, his family and associates, the General’s wife
was stopped at a Lagos airport with 38 suitcases full of cash, and
his son was found with $100 million in cash. These and other funds
were seized by the Government of Nigeria.

Mr. Ober, one of the private bankers managing the Abacha ac-
counts, told the Subcommittee that he was aware of these events,
but did not discuss them with his colleagues or supervisors. Mr.
Ober also told the Subcommittee staff that he had stopped trav-
eling to Nigeria due to the corruption there.

In September 1998, while the Nigerian Government investigation
was ongoing, the Abacha sons made an urgent request to Citibank
to transfer $39 million out of their London accounts. The funds
were then in a time deposit that would not mature until the end
of September, and which, if the deposits were withdrawn pre-
maturely, would result in a hefty penalty. The Abacha sons asked,
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and the Private Bank agreed, to approve an overdraft, a loan in the
amount of $39 million, which the sons used to immediately transfer
their funds to Swiss banks and elsewhere. Citibank then satisfied
the loan when the time deposit matured 2 weeks later. In this way
Citibank assisted the Abacha sons in moving $39 million out of
their Citibank accounts in the face of an ongoing Nigerian Govern-
ment investigation into their funds, without even incurring a finan-
cial penalty.

The primary private banker in London who opened and managed
the accounts was Michael Matthews; in New York it was Alain
Ober. Both Mr. Matthews and Mr. Ober were required to perform
due diligence reviews of the Abacha sons prior to accepting them
as clients and while managing their accounts. Mr. Ober has indi-
cated, however, that he was unaware for 3 years, from 1993 until
1996, that the sons’ father had become the military leader of Nige-
ria, until a Citibank colleague mentioned it to him by chance in
January 1996. The documents suggest that Mr. Matthews was also
uninformed of General Abacha’s status.

Beginning in 1996, large additional deposits were made to the
London accounts. The funds almost tripled from $18 million to $60
million. The account documentation contains little information
about the source of these new funds.

At the same time the funds were increasing, the client profiles
for the London accounts twice failed reviews by Citibank quality
assurance personnel. A review conducted in June 1997 found the
London client profile deficient in every category tested, from source
of wealth, to business background, to source of funds used to open
the account. A 1998 review states: “Lack of detail in Source of
Wealth on these profiles. . . . [Algreed to pass [quality assurance
review] on basis that we are exiting these relationships.”

In New York, no client profiles were provided for the accounts
during 1994 and 1995, when $47 million passed through the ac-
counts in a 6-month period. Mr. Ober told the Subcommittee staff
he could not recall the source of the $47 million, and no account
documentation explains the sudden influx in funds.

Sometime in the first quarter of 1999, the Private Bank decided
to close the accounts. None of the persons interviewed provided a
specific rationale. Before the accounts were actually closed, a Lon-
don Court issued an order in a civil suit in March 1999, freezing
all funds in Citibank’s London office related to General Abacha and
his family. In October 1999, the Swiss Government issued an order
freezing all Swiss bank accounts related to General Abacha, his
family and certain associates. Citibank has told us, however, it has
no Abacha-related accounts in Switzerland. The Swiss have also, at
the request of the Nigerian Government, opened an investigation
into money laundering.

In conclusion, like the Salinas and Bongo case histories, the
Abacha sons’ accounts raise issues of due diligence, secrecy and
anti-money laundering controls. The private banker handling the
accounts in New York was unaware for 3 years that his clients
were the sons of the Nigerian dictator, never discussed press re-
ports that one of the account holders was caught with $100 million
in cash amid allegations of corruption, never asked questions about
a 6-month influx of $47 million. His London counterparts helped
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the sons move $39 million to other banks in September 1998, amid
a Nigerian Government investigation. Altogether, the Private Bank
allowed these accounts to operate for 10 years with few questions
asked.

These case histories are three of hundreds of public figure ac-
counts at Citibank Private Bank. On paper, they were supposed to
be subject to the highest level of scrutiny provided by the Private
Bank. In practice, the public figure accounts reviewed by the Sub-
committee staff were characterized more by customer deference
than due diligence.

Thank you very much. We are happy to answer questions.

Senator COLLINS. I want to thank you both for your excellent and
very detailed testimony.

We are now in the middle of a series of votes, and I am going
to suggest that we recess the hearing for 15 minutes. Whoever gets
back first will reconvene the hearing, so you can be assured we will
be quick.

Senator LEVIN. Madam Chairman, could I just note the presence
of Maxine Waters, Congresswoman from California, who has been
a pioneer in the area of anti-money laundering. She has got a very
important bill and initiative in the House of Representatives, and
it is going to help us a great deal in our thought processes and
analysis, and I want to just note her presence here.

Senator COLLINS. We welcome the Congresswoman to the hear-
ing, and again, I want to add my thanks to that of Senator Levin
for her work in this important area.

The Subcommittee will be recessed upon the call of the Chair.

[Recess.]

Senator COLLINS. The Subcommittee will come to order.

Pursuant to Rule 14 of the Permanent Subcommittee on Inves-
tigations Rules of Procedure, Citibank has requested, through its
counsel, that a series of questions be directed to the two staff wit-
nesses on its behalf.

After reviewing Citibank’s request and the questions, I have de-
cided to submit the questions for the record, and to require the
staff to respond within 24 hours. The questions and the answers
will be made public at the start of tomorrow’s hearings.!

I now would like to call upon Senator Levin to see if he has any
questions for these witnesses.

Senator LEVIN. Madam Chairman, I did have some questions,
but given the hour, I would be happy to pass on questions, ask
some also for the record, whatever is your wish on that. Given the
time though, perhaps we should move to the next panel.

Senator COLLINS. Thank you.

I again want to thank our two staff witnesses for their excellent
testimony. I appreciate your hard work.

Our next panel of witnesses will please come forward: Amy El-
liott, who is a private banker for Citicorp, and Albert Misan, the
Mexico Country Head for Citibank’s Private Bank.

Ms. Elliott has been with Citibank’s Private Bank in New York
for 16 years and was a private banker for Raul Salinas and his

1See Exhibit No. 25 which appears in the Appendix on page 204.
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wife. Ms. Elliott will testify about her involvement with Mr. Sali-
nas’ Private Bank account.

Mr. Misan began his career with Citibank in 1972, and in 1985
he was posted to Mexico City, where he first became involved with
private banking. Mr. Misan was the Country Head in Mexico for
Citibank’s Private Bank, and was Ms. Elliott’s supervisor.

Pursuant to Rule 6, all witnesses are required to be sworn in. I
would ask that you stand and raise your right hand.

Do you swear that the testimony you are about to give to the
Subcommittee will be the truth, the whole truth, and nothing but
the truth, so help you, God?

Ms. ELLIOTT. I do.

Mr. MisaN. I do.

Senator COLLINS. Thank you. We would ask that you limit your
oral testimony to 10 minutes. Your written testimony will, how-
ever, be printed in the record in its entirety, and Ms. Elliott, I
would ask that you proceed.

TESTIMONY OF AMY C. ELLIOTT,! VICE PRESIDENT, CITIBANK
PRIVATE BANK, NEW YORK, NEW YORK

Ms. ELLIOTT. Good morning, Madam Chairman, Senator Levin,
Members of the Permanent Subcommittee on Investigations.

My name is Amy Elliott. I work at Citibank’s Private Bank, and
have been an employee of the bank for the last 32 years.

This hearing will explore how banks might be vulnerable to
money laundering and what banks can do to avoid unknowingly ac-
cepting money from drug dealers and other criminals. I view this
as a very important topic. I share the Subcommittee’s concern
about money laundering, and I appreciate my responsibilities in
this matter as a citizen and my fiduciary responsibility.

As a banker I have always tried to be alert to the risks of money
laundering and to the possibility that a client might be trying to
deposit tainted money.

Before discussing Mr. Salinas’ account, I would like to provide a
little personal background. I was not born in the United States. I
was born in Cuba, and emigrated alone to this country in 1961,
when I was 17 years old. My parents were not able to leave Cuba
until a few years later. My grandparents were never able to leave
Cuba, and their property and wealth were confiscated by the Cas-
tro Government. When I came to America, I ended up in Nebraska,
where I went to college.

I joined Citibank in 1967 and worked in a variety of positions
until 1983, when I joined the Private Bank. In 1992, when Raul
Salinas became a client of Citibank and I became his relationship
manager, I was the Mexico Team Leader in New York.

When I first met Raul Salinas in early 1992, his brother, Carlos
Salinas, was the President of Mexico. President Salinas was a hero,
both in his own country and abroad. President Salinas was a Har-
vard-educated reformer who had pledged to revive Mexico’s econ-
omy, combat drug dealing, and stamp out corruption. He was a
guest of President Bush at the White House, and both Presidents
Bush and Clinton worked with him in passing NAFTA to increase

1The prepared statement of Ms. Elliott appears in the Appendix on page 940.
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trade between Mexico and the United States. In Mexico in the
early 1990’s the Salinas’ were known as an old, distinguished fam-
ily that had wealth going back generations. By 1992, I had been
working with Mexican clients for about 8 years, and my clients
spoke glowingly about the Salinas family.

Raul Salinas was referred to me by one of our most valued cli-
ents, who personally brought him to the bank in New York. At the
time, the referring client had maintained accounts at Citibank for
at least 10 years, and I had been managing those accounts for al-
most 4 years. Long before referring Raul Salinas to Citibank, the
client had told me that he had been close friends with Raul Salinas
since childhood, and that he had worked with him on business
projects.

My supervisor in New York and I met with them and discussed
the possibility of Mr. Salinas opening an account. Mr. Salinas con-
firmed to us at that time some of the background information the
referring client had previously given me. Mr. Salinas requested
that his accounts be structured in the same manner as the ac-
counts of the client who referred him to the bank. Mr. Salinas es-
tablished a personal investment company, or PIC, to hold his in-
vestments, and the shares of that corporation were owned by a
trust. This was a very standard account structure in the inter-
national private banking industry, including Citibank. Such an ac-
count structure provides for confidentiality and also allows for effi-
cient tax and estate planning. Many wealthy Mexicans have a
heightened sensitivity to confidentiality of financial information be-
cause they are frequently the targets of kidnappings and other vio-
lent crimes in their country.

Mr. Salinas initially deposited $2 million, money in fact that was
being returned to him by the referring client as a result of a joint
venture that had not gone through. In mid-1993, Mr. Salinas start-
ed to deposit larger amounts of money at Citibank. By this time I
believed that his wealth had grown from a number of sources.
First, I believed he had sold his construction company. Second, I
knew that Mr. Salinas was a member of one of Mexico’s wealthy
families, and in Mexico children often receive their inheritance—or
patrimonio—while their parents are still alive. Third, I knew that
the Mexican stock market had done very well, and I believed that
his investments and the patrimonio had grown considerably.
Fourth, Mr. Salinas married Paulina Castanon in June 1993, and
I learned that she had received a substantial divorce settlement
from a prior marriage.

For all these reasons, I felt completely comfortable accepting his
additional deposits in mid-1993 and thereafter. Mr. Salinas’ depos-
its also made sense because Citibank’s investment managers had
done a good job investing the money he had deposited with us up
to that point. It is for this reason that he had decided to deposit
a larger percentage of his total assets with Citibank. The activity
in the account never appeared suspicious to me at any time; in fact,
quite the .opposite. It seemed entirely consistent with what I knew
about Raul Salinas and his family.

The public’s perception of the Salinas name-today, however, is
very different than it was when I first met Raul Salinas. In 1992,
when I accepted Raul Salinas as a client of Citibank, there were
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simply no questions about the integrity of Raul Salinas or the Sali-
nas’ family name. Now, Carlos Salinas is in self-imposed exile.
After he left office at the end of 1994, his successor devalued the
peso, and that was the beginning of the end of his sterling reputa-
tion. .

There is more context. The account relationship with Raul Sali-
nas was one of seven or eight that I personally managed. Today the
spotlight shines on this account, but at the time, however, Raul Sa-
linas’ account was not the largest, not the most profitable, and not
the most important account I managed. In fact, it was one of the
smallest accounts and one of the least active. As large as the
amounts seem to us in personal terms, they were not unusual in
the context of the wealthy Mexican businesspeople who are clients
of the Private Banks.

Finally, Mr. Salinas’ decision to transfer money out of Mexico
and from Mexican pesos and into U.S. dollars in 1993—which was
the year before the Mexican Presidential election—is exactly what
many other wealthy Mexicans, including my clients, were doing at
the time. This is, sadly, a tradition in Mexico because of the polit-
ical and economic instability that occurs in that country around
Presidential elections. The value of the peso and the Mexican stock
market usually drop preceding Presidential elections. And there
seems to be a fear that with political transition, one could suddenly
find oneself under enormous political attack. So there were large
amounts of money leaving Mexico in the 1993-1994 time frame, in-
cluding the funds of Raul Salinas. That, in the context of Mexican
politics, was not surprising, and it was certainly not illegal; rather,
it was prudent and happened like clockwork every Presidential
election year.

Of course, this idea is quite foreign to many Americans, who
since birth have enjoyed living in this very stable country of ours.

It is easy to ignore the context I have described and instead to
focus on isolated details in this matter and make them seen ques-
tionable. The world in which I operated as a relationship manager
in the early 1990’s was different from the private banking environ-
ment today. Procedures, technologies and safeguards are very dif-
ferent today at Citibank. Today, more than 7 years later, given all
the changes that have taken place at the bank and in the regu-
latory and legal environments, there is much more I would be re-
quired to do to accept a new private banking client such as Raul
Salinas.

I am ready to answer your questions. I only ask you, with all due
respect, to keep in mind the broader picture I have described as
you frame your inquiry to me.

Thank you.

Senator COLLINS. Mr. Misan.

ALBERT MISAN,! VICE PRESIDENT, CITIBANK PRIVATE BANK,
NEW YORK, NEW YORK

Mr. MisaN. Senator Collins, Senator Levin, Members of the Sub-
committee, and members of the Subcommittee staff, good morning.

1The prepared statement of Mr. Misan appears in the Appendix on page 946.
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My name is Albert Misan, and I have been a banker for almost
all my professional life.

I was born in 1949 in Alexandria, Egypt. Being of Jewish de-
scent, my family was under tremendous pressures, and after the
Suez War of 1956, my family left—felt compelled to leave Egypt.
Half of my family emigrated to Australia, while the other half, in-
cluding my immediate family went to Rio de Janeiro, Brazil. My fa-
ther had a successful career in the shipping business in Egypt, but
he was forced to give it up and surrender all of our assets when
we left Egypt.

When we arrived in Brazil we therefore had no money, and none
of us spoke the language. Fortunately, my father was able to get
a job working at a private British elementary school, where my sib-
lings and I attended for free. I got a scholarship at an American
High School in Brazil, and later I was able to get a partial scholar-
ship to attend a university in the United States. In order to pay
for college, during the summers I got my union card with the AFL—
CIO and worked as a union laborer.

I graduated from college in 1972 and returned to Rio, where I got
a job in the Human Resources Department of Citibank. I success-
fully completed the training program, and in 1974, I was promoted
to work for the Consumer Bank, working on accounts of high net
worth individuals. In 1977, I was transferred to the Corporate
Bank, where I was first an account manager, and later a super-
visor in Citibank’s Sao Paolo office.

In 1983, I got my first opportunity to work in New York when
I was asked to join the Citibank team that was working on the re-
structuring of the Brazilian debt. I worked on this project through
1985, when I was named the head of the Corporate Bank in Ecua-
dor. In 1987, I was transferred to the Corporate Bank in Mexico.

In early 1988, I was asked to join the Private Bank, and my first
assignment was to establish what was referred as the “onshore”
presence of the Private Bank in Mexico. At the outset I was vir-
tually alone, but by the end of the first year I had hired a profes-
sional staff which included four private bankers. In 1990, there
were seven bankers reporting to me in Mexico City, and at about
that time I was given responsibility for the private banking offices
in San Diego, Los Angeles, and Houston. In 1992, I was named the
Mexico country head, and in that capacity was placed in charge of
the Private Bank’s Mexico business within the Western Hemi-
sphere Division, including the business managed out of New York.

I was not a private banker in the sense that I was not respon-
sible for managing any particular relationship. Although I did meet
with customers on occasion, my principal responsibilities were ad-
ministrative. My immediate supervisor, during the early 1990’s,
was Reynaldo Figueiredo, who was headquartered in New York.
Mr. Figueiredo, in turn, reported directly to G. Edward Montero,
who was until recently the Private Bank’s Division Executive in
charge of the Western Hemisphere. My colleague, Amy Elliott, was
the head of the Mexico team in New York and a senior private
banker. I continued to be the country head for the Private Bank
in Mexico until 1996, when I moved to New York to manage the
Private Bank’s investment advisory business for the Western
Hemisphere. My responsibilities have expanded over time, and now
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include the Private Bank’s onshore local currency investment busi-
ness throughout Latin America.

As I indicated in the outset of my statement, I have been a bank-
er for virtually all my professional life. Bankers are, by and large,
conscientious by nature and conservative by training and inclina-
tion. When I started in banking, one of the fundamentals of the
business was knowing one’s customers. At that point, the reasons
for doing so were principally credit driven. If you loaned money to
an individual or a company, you wanted to be able to have a degree
of confidence that the loan would be repaid. Everything you could
learn about your client added to your ability to evaluate credit risk.
If you know your customer, the risk of doing business with the cus-
tomer declines materially.

Over time, reasons why it was important to know one’s customer
became more evident, for example, to adequately address suit-
ability issues which relate to insuring that a customer’s risk profile
matches the investment selected by the customer’s portfolio. An-
other reason that emerged, was the growing awareness that a bank
had to be vigilant against the possibility that its customers might
be engaged in money laundering. The focus in this regard was at
first principally on cash transactions, but the component of “know-
your-customer” that focused on anti-money laundering procedures
was clearly taking root.

At the same time in the early 1990’s, management began empha-
sizing the importance not only of a banker knowing his or her cus-
tomer, but that there be adequate documentation of that knowl-
edge. From a management perspective—and I was a manager—this
“know-your-customer” effort introduced a new issue. How do you
get relationship managers, who are first and foremost interested in
marketing efforts, to spend valuable time filling out forms? Fur-
thermore, for some, the documentation appeared superfluous since
the information that was being recorded was already known to the
private banker in question, and therefore, readily available when
necessary. We had always expected our private bankers to be, in
effect, walking sources of “know-your-customer” information, but
we were now taking a further step and requiring that the informa-
tion be memorialized. Unfortunately, it took longer to bring the
know-your-customer documentation to the levels we wanted. The
documentation of know-your-customer was a difficult task, as many
of our clients had been with the bank for a long time, some for 40
or 50 years. At times it was difficult for a new private banker to
go back to these longstanding clients and ask them a series of de-
tailed financial questions. We did so, but it took longer than we an-
ticipated to get all our questions answered.

Since the outset, our private bankers were conscientious of
money laundering. Their awareness and sensitivity to these issues
has grown over time as we strove to constantly raise the bar, and
today it has become a routine part of their thought processes when
dealing with clients.

In closing, I would like to emphasize that in 1999, Citibank Pri-
vate Banking has evolved from what it was in the early and mid-
1990’s, and that the Private Bank’s current policies have tightened
the procedures and systems to insure significant improvement on
the overall operation of the Private Bank.
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At this point I have completed my prepared remarks and would
be pleased to take questions from the Subcommittee. Thank you.

Senator COLLINS. Thank you for your statement.

Ms. Elliott, in 1994 you testified at a trial in which money laun-
dering charges had been brought against a Citibank private bank-
er, and at the trial you described at length Citibank guidelines that
had been in effect in 1986, 1987, 1988, which focused on the impor-
tance of knowing your customer, knowing your client, and the very
serious consequences that could ensue if a bank did business with
a customer who turned out to be undesirable or to be involved in
criminal activity.

In your testimony you were also very clear about the need for
two written bank references because oral references were not suffi-
cient. Yet the year before your testimony, you did not follow that
process in opening accounts for Mr. Salinas.

Could you explain to us—and obviously, we are very aware of the
bank’s own internal requirements and the problems that could re-
sult if they were not followed—why you did not follow those stand-
ard procedures in opening the account for Mr. Salinas?

Ms. ELLioTT. Yes, Madam Chairman. I did follow the bank’s pol-
icy at the time. The bank’s policy, at the time, required that we
should get two references. They could either be from someone with-
in the bank—another area of the bank—from another client or an-
other personal source, and/or a financial reference, meaning from
another bank. And it required two references.

The policy as well, however, allowed for waiving one or both of
the references by one of the team leaders, and I was a team leader
at the time. So in fact, I did. Raul Salinas was brought to the bank
by Carlos Hank, who in fact brought him in, so it was not just a
personal reference, it was a personal reference that was given in
person. He came in and gave it to us, to me and my boss’s boss
at the time.

Senator COLLINS. According to your deposition, Citibank required
written bank references. Did you have two written bank references
before you opened the account?

Ms. ELLIOTT. I do not have the testimony in front of me, but I
believe we required, if it is a bank reference, that it be written,
versus just oral. If it is a bank reference, it must be written. In my
case, the overall reference was given by a client. He came in, and
it was not just given to me. I was in the presence of my boss’s boss.

Senator COLLINS. I want to make sure I understand your testi-
mony. Are you testifying that in opening up the Salinas accounts
you followed all of Citibank’s internal procedures for doing so?

Ms. ELLIOTT. I am.

Senator COLLINS. Ms. Elliott, you have also indicated that you
were not concerned about the millions of dollars passing through
the Salinas account because you were under the impression that
Mr. Salinas’ source of wealth derived from several different
sources. You mentioned an incomplete business venture that was
the source of his initial deposit; the sale of a construction company;
his wife’s divorce settlement. Did you ever know the name of Mr.
Salinas’ construction company or see any financial documentation
of its sale?
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Ms. ELLIOTT. No. At the time I was not required to do that, and
this was not—I was not dealing with the construction company as
a client. This relationship was—had now matured to a point where
the client could have brought in his construction company as a cli-
ent as well, and it did not seem material at the time.

Today I would be required to ask for annual reports. I would be
required to go to the place. I would be required to visit it.

But Mr. Salinas mentioned it. Mr. Hank had told me about it be-
fore I ever met Mr. Salinas. He repeated it in the first meeting,
and I felt comfortable that that was sufficient.

Senator COLLINS. Were you aware of Mr. Salinas’ employment as
a government official and what his reported salary was?

Ms. ELLIOTT. I was not at the time.

Senator COLLINS. How could you know that the money going
through the account was legitimate, when in the Mexican press re-
ports it was reported that Mr. Salinas had never earned more than
$190,000 per year?

Ms. ELLIOTT. I never read any of the Mexican press reports. Mr.
Salinas was a member of a very prominent, wealthy family in Mex-
ico. The Mexican elite is finite. There are five, six hundred families
that are well known to be very wealthy, and the Salinas’ are one
of them. And quite frankly, had I known that he had a job and that
he was getting X dollars, it would not necessarily have been ter-
ribly consequential to my entire knowledge of what I knew the Sa-
linas family to be, and I believed that that was the source of
wealth.

Senator COLLINS. Ms. Elliott, the GAO, in looking into the Sali-
nas case, found that you waived bank references for Mr. Salinas
and did not prepare a financial profile on him or request a waiver
for the profile as then was required by Citibank’s Know-Your-Cus-
tomer policy. Is your testimony still that you followed all of
Citibank’s policies in opening the Salinas’ accounts?

Ms. ELLIOTT. In the opening of the account, I did not. I should
have and did not complete the CAMS profile. The CAMS system at
the time was a system that was not a source of wealth system, but
rather a system that talked about business background. While it is
true that this is information that I had, it is also true that when
he was arrested and I went to look at the CAMS screens, they were
completely empty. I was mortified and dismayed, but it is abso-
lutely true, they were completely empty.

Senator COLLINS. I am confused by your testimony, because I
asked you that same question just a moment ago, and you said you
did comply with all of Citibank’s procedures and policies. Are you
now conceding that you did not comply?

Ms. ELLIOTT. I apologize. I misunderstood. I thought that you
had—were referring to the references, and I had complied with all
the bank’s policies. The bank as well required, however, that we
complete the business background information we had into a sys-
tem that was then called CAMS, and I failed to do that or failed
to get it done.

Senator COLLINS. If Mr. Salinas had not been the brother of the
President of Mexico, would you have been as willing to deviate
from the standard policy?
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Ms. EvLL1OTT. His being the brother of the President of Mexico
had nothing to do with how I treated Mr. Salinas. Mr. Salinas was
not—was actually one of my smallest accounts. And I should have
caused the CAMS screens to be completed and did not. And it is,
and continues to be, my responsibility to get that done. Regarding
the references and how I acted with Mr. Salinas, it was totally
within policy and it had nothing to do with his being President Sa-
linas’ brother.

Senator COLLINS. One of the services that you provided for Mr.
Salinas was locating a private investment company for him—or
creating a private investment company, and then locating it in a
secrecy jurisdiction; is that correct?

Ms. ELvLiOTT. It is—Mr. Salinas had requested a structure that
I would say—I am not certain, but I would say that at least 70 per-
cent of our Mexican clients and most of our Latin American clients
use. It was a standard structure within the International Private
Bank, and he wanted the exact structure that Carlos Hank had,
and Carlos Hank had a trust that held the shares of a corporation
that was managed by Confidas which is our fiduciary subsidiary in
Switzerland, and that is what I gave Mr. Salinas.

Senator COLLINS. Is there a tax benefit to using a PIC located
in a secrecy jurisdiction versus a non-secrecy jurisdiction?

Ms. ELLIOTT. I am not well versed. There is a tax benefit to hav-
ing your assets under a corporation because the corporation does
not die, but I do not know

Senator COLLINS. That is not my question. My question is: Is
there some tax reason that the PIC would be located in a country
that has very strict secrecy laws?

Ms. ELLIOTT. I cannot answer that question. I do not know.

Senator COLLINS. Is the primary purpose of using a private in-
vestment corporation to further insulate the beneficial or true
owner from disclosure, even within the bank and to banking regu-
lators, locating the PIC in a secrecy jurisdiction? Why is that done?
Let us take as a premise that there is no tax advantage to doing
so. So why would you set up the PIC in a country that is beyond
the reach of bank regulators in the United States?

Ms. ELLIOTT. It is not set up so it is beyond the reach because
I do not believe it is beyond the reach of banking regulators in the
United States. It is a fact of life that some of these clients require
confidentiality. It is a fact of life that these clients are subject to
kidnapping and are subject to criminal acts, and it is a fact of life
that this is what they have to deal with. And so, yes, they do want
their information confidential.

Senator COLLINS. Senator Levin.

Senator LEVIN. If you could take the book of documents that ap-
pears in front of you, Ms. Elliott, you will see on page 11, the docu-
mentation policy. Do you see that??

Ms. ELLIOTT. Yes.

Senator LEVIN. That was issued on April 9, 1992, which was be-
fore the Salinas account was opened; is that correct?

Ms. ELL1OTT. I have never seen this document. If that is what
it says.

1See Exhibit No. 4 which appears in the Appendix on page 114.
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Senator LEVIN. You have never seen this document?

Ms. ELLIOTT. No.

Senator LEVIN. The memo by Mr. Montero on page 13?

Ms. ELLIOTT. Yes.

Senator LEVIN. It says “Over the years the Western Hemisphere
has been successful in opening a growing number of very desirable
target market accounts and extending a diverse product mix to the
client base. However, the documentation requirements associated
with the above have not always been complied with in a timely
fashion. Given our commitment to strong compliance and our de-
sire to enhance our control environment, as a rule, no new account
should be opened without complete documentation.”

That is not familiar to you?

Ms. ELLIOTT. No, this is. The memo, yes. I was referring to that
page that you had.

Senator LEVIN. All right. Then let us talk about the memo. The
memo has the same date, does it not, on page 13, April 9, 1992?

Ms. ELLIOTT. Correct.

Senator LEVIN. And it says there at the bottom of that page 13,
that “I would like to reemphasize the importance of timely and
complete documentation at the inception of a new relationship or
account.” Do you see that?

Ms. ELLIOTT. Yes.

Senator LEVIN. Do you see on the next page where it says: “New
accounts should not be opened without complete documentation,” at
the top of page 14?

Ms. ELLIOTT. Correct.

Senator LEVIN. Now, if you look at the document at page 1,1 you
will see that this is the application of Mr. Salinas, and it is almost
totally blank. But if you will look at page 2, where it says “Source
of funds,” there is a specific section there on source of funds. It
says “Total amount of funds deposited to open these accounts,” and
“Source of these funds,” and they are both blank; is that correct?

Ms. ELLIOTT. Source of funds, yes.

Senator LEVIN. Both blank?

Ms. ELLIOTT. Yes.

Senator LEVIN. You had just received the month before, had you
not, this memo from Mr. Montero saying the documentation must
be complete, and here you have got an application which is about
90 Q)ercent blank including the section on source; is that not cor-
rect?

Ms. ELLIOTT. Yes, Senator. If I may, there are two account appli-
cations. One begins in page 1 and one begins in page 3. The one
that begins in page 3 is the one that I was completing in Mexico
with Raul Salinas. The one that begins in page 1 was being com-
pleted simultaneously in New York by my assistant. “Source of
funds” refers to where the initial deposit is coming from, and not
source of wealth. That is what it means.

And at this point I did not know where the funds were coming
from. He was going to—this was his personal account in New York.
He told me he was going to transfer $100,000 from a Mexican
bank, but he did not know which one, so I did not know.

1See Exhibit No. 5 which appears in the Appendix on page 123.
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Senator LEVIN. You had just received from Mr. Montero a state-
ment that it is absolutely essential that documents be complete,
and yet you want to look at the one that you are talking about on
pages 3 and 4, you still have almost nothing on page 4, and if you
want to look at the source of funds section and the one that you
say you worked on on page 4, that is blank, including the first line
which says, “Total amount of funds deposited to open these ac-
counts,” and then it says, “Source of these funds.” Now, that was
left blank; is that not correct?

Ms. ELLIOTT. That is correct.

Senator LEVIN. And that was left blank within a month after you
got these strong instructions from the head of the—Mr. Montero,
what was his position? He was above you, in any event, right?

Ms. ELLIOTT. Absolutely. He was——

Senator LEVIN. And you had very clear instructions, which you
were familiar with, saying, “The documentation requirements have
not always been complied with in a timely fashion, and as a rule,
no new account should be opened without complete documentation.
I would like to reemphasize the importance of timely and complete
documentation at the inception of a new relationship.” Despite all
of that—and on the next page, which is I believe page 14, you will
see at the top, “New accounts should not be opened without com-
plete documentation.” He said that three times in one document.
And yet, the form that you worked with is blank, almost entirely
in it;,?s second page, including on the source of funds; is that accu-
rate?

Ms. ELLIOTT. Yes, sir.

Senator LEVIN. Now, is it not also accurate that there was an-
other policy called Client Acceptance Policy, and this one, if you
would turn to page 20.1 There are some excerpts we are putting on
a board here, but this is dated September 27, 1991, which is almost
a year before this account was opened, or half a year. And this is
also Mr. Montero, and if you look on page 21, it says, “As all of
us know, the international private banking business has become in-
creasingly complex over the past years. It is critical that we main-
tain the high standards that we have in place in regard to knowing
our customer’ and use the utmost diligence to screen prospective
new clients.”

And then it says, “The attached statement is a detailed descrip-
tion of divisional policies in respect to the opening of accounts. I
expect that each and every one of us will be familiar with the con-
tents and to conduct ourselves accordingly.”

Were you familiar with that document, the Client Acceptance
Policy?

Ms. ELLIOTT. Yes.

Senator LEVIN. If you look on the next page—and this is all be-
fore you opened the account. This is not something new that hap-
pened in the late 1990’s. These are all policies of the bank, at least
purported policies, that you were familiar with. If you look on page
22,1 you will see in the third paragraph, “We only accept clients
with integrity and good reputation.” And then it says in 2(a) that,
“a clear-eyed assessment”—and that is up on the board there for

1See Exhibit No. 6 which appears in the Appendix on page 127.
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you—“a clear-eyed assessment of the integrity of the client, his
business activities and source of funds at the acceptance stage and
thereafter.”

Now, did you know the source of his funds? Did you ask him the
source of his funds? Let us put it that way.

Ms. ELLIOTT. Source of funds is where the money is coming from,
and I knew two things. I knew that for his personal account the
funds were going to be approximately $100,000, and it was going
to come from one of the Mexican banks. And he told me it was
going to be either Bancomer or Banca Cremi. He did not know
which one.

Senator LEVIN. All right. Now, when he deposited the money
later on

Ms. ELLIOTT. Excuse me?

Senator LEVIN. When he deposited the millions later on, because
it says here, “and thereafter,” did you know the source of those mil-
lions that he deposited later on?

Ms. ELLIOTT. I knew they were coming from Mexican Banks.

Senator LEVIN. But did you know the source of his funds, where
he got the funds from?

Ms. ELLIOTT. I believed at the time, Senator, that we were talk-
ing about monies that were a combination of things—that the
Mexican peso was believed to be devalued, and in fact it was; the
Mexican stock market was believed to suffer some sort of deficit,
and in fact it did; that clients were all doing the same thing at the
same time; that they had—the Salinas’ had investments in Telmex,
a company that had doubled in price in about a year and a half;
and he had just married Paulina Castanon. So it was not just one
thing; in my mind were a number of different things, all of which
made sense at the time.

Senator LEVIN. Did you also believe that he had sold a construc-
tion company?

Ms. ELvioTT. I did.

Senator LEVIN. And did you know the name of the construction
company?

Ms. ELLIOTT. I do not.

Senator LEVIN. Did you ask him?

Ms. ELrioTT. I did not.

Senator LEVIN. Did you ask him how much he received from the
construction company?

Ms. ELLIOTT. I did not, sir.

Senator LEVIN. Did you ask him about any projects that that al-
leged construction company had ever undertaken?

Ms. ELLIOTT. Carlos Hank told me that they had worked on a
road together; the construction company was involved in infrastruc-
ture work.

Senator LEVIN. And did you ever ask your client what projects
his alleged, purported construction company had ever worked on?
Did you ever ask him, Mr. Salinas?

Ms. ELLIOTT. Well, Carlos Hank told me in front of him on that
original meeting, and it—this was—I first met him in January
1992. He opened the accounts in May 1992. And when I met him
in San Diego in April 1993—March or April 1993—he told me he
had sold it, so I really did not have time.
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Senator LEVIN. Did you ask him how much he sold it for?

Ms. ELrioTT. I did not.

Senator LEVIN. Now, if you look on page 16, you have indicated
in your testimony why it was that you did not seek a written ref-
erence from Mr. Hank.! And you indicated that that is only when
it is another bank that makes the reference that it is in writing,
but that Mr. Hank was telling you orally; is that correct?

Ms. ELLIOTT. In person.

Senator LEVIN. In person.

Ms. ELLIOTT. In person in front of my boss’s boss.

Senator LEVIN. Right. Now, if you look at paragraph 3 of this,
and this is still part of this documentation policy which you ac-
knowledged receiving before you opened this account, and here is
what paragraph 3 says: “Generally, references should not be ac-
cepted from another client, however, should the situation warrant,
then a reference can be accepted provided the client had a relation-
ship for over a year, we are satisfied with his business and poten-
tial and we have another positive reference on file.”

Did you have another positive reference on file?

Ms. ELLIOTT. I did not. I felt that the reference I had was strong
enough.

Senator LEVIN. But you did not have another reference on file?

Ms. ELLIOTT. I did not.

Senator LEVIN. And when you answered the Chairman’s question
about whether you complied with the policies of the bank, you said
that you did relative to references, but in fact, you did not comply
with that policy then, did you?

Ms. EvLLioTT. The policy, sir, allowed for a waiving of one ref-
erence—in fact, of both—by a team leader, and I was a team lead-
er.

Senator LEVIN. All right. That will speak for itself, but you ac-
knowledge you did not have another positive reference on file; that
is correct?

Ms. ELL1OTT. That is correct.

Senator LEVIN. Finally—and this is, it seems to me, the key line
in this requirement—“The reference”—we are now talking about
Mr. Hank’s reference—“must be in writing.” Do you see that in
front of you?

Ms. ELLIOTT. Yes.

Senator LEVIN. Was Hank’s reference in writing?

Ms. ELLIOTT. No, it was not.

Senator LEVIN. So you did not comply with that policy either, did
you?

Ms. ELLIOTT. Mr. Hank gave a personal reference. He came to
the bank.

Senator LEVIN. I understand, but this says that the “reference
must be in writing and approved by the Market Manager/Unit
Head before acceptance.” And my question is: You did not comply
with that policy either, did you?

Ms. ELLIOTT. I believe I did.

Senator LEVIN. Did you have a written reference?

1See Exhibit No. 4 which appears in the Appendix on page 114.
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Ms. ELLIOTT. No, I did not have a written reference, but the pol-
icy—in fact, I, as a team leader, could have waived them both. This
is the first time that I had a reference that was given in person
and in front of my boss’s boss. The reason to have a written ref-
erence

Senator LEVIN. Is there any exception in here for a reference
orally in front of someone’s boss? Does it not say, “The reference
must be in writing and approved by the Market Manager/Unit
Head?” Does it not say it must be in writing, is my question?

Ms. ELLIOTT. It does say that.

Senator LEVIN. And it was not in writing; is that correct?

Ms. ELL1oTT. That is correct.

Senator LEVIN. You did not comply then with that particular pol-
icy, did you?

Ms. ELLIOTT. I believe I did.

Senator LEVIN. Thank you.

Senator COLLINS. Mr. Misan, it is my understanding that from
1987 to 1996, that one of your responsibilities was to manage the
Citibank Mexico office. Is that accurate?

Mr. M1sAN. That is right. From 1988?

Senator COLLINS. From 1988 to 1996.

Mr. MisAN. Yes, ma’am.

Senator COLLINS. So this was during the period that the account
for Mr. Salinas was opened. Did you approve the opening of that
account?

Mr. MisAN. No, I did not, ma’am.

Senator COLLINS. Although you supervised Ms. Elliott, you did
not know about some of the major accounts that she managed in
a country for which you were ultimately the responsible manager;
is that correct?

Mr. MisaN. That is correct, Senator. There were a few accounts
who were managed out of New York, who chose to only commu-
nicate with New York, and for that reason, they were given that
privacy.

Senator COLLINS. Were you advised by any of your superiors that
certain of the clients in Mexico did not wish for Mexico-based bank-
ers to have knowledge of their accounts, and that Mr. Salinas fell
in that category?

Mr. MisaAN. I was advised that there were some accounts that I
would not be asked to oversee, and that they would be taken care
of by my supervisors in New York, and, yes, I believe Mr. Salinas
was one of them.

Senator COLLINS. Did that not make it difficult for you to carry
out your responsibilities as the person ultimately responsible for
the Mexican Citibank office?

Mr. MisAN. I believe that Mrs. Elliott was an experienced private
banker. She also benefited from having the supervision in New
York of my supervisor and his supervisor, so I believe that when-
ever necessary, those accounts were adequately covered.

Senator COLLINS. Were you required to authorize any trans-
actions related to the Salinas account?

Mr. MisSAN. At some point in the mid—or the second quarter of
1993, I believe, I signed on a couple of transfers that he made from
Mexico as a member of the credit committee, yes.
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Senator COLLINS. When you did so were you aware that the ac-
count was for Mr. Salinas or were you approving these transactions
without knowing who the beneficial owner of the account was?

Mr. MisaN. I was informed that Mr. Salinas had an account
around that time, and I believe I did know at the time the remit-
tances were being made, yes.

Senator COLLINS. Mr. Misan, after Mr. Salinas was arrested, did
you comment to Ms. Elliott that she should, “Lose any documents
connected with the account?”

Mr. MisaN. I said that in a kidding manner. It was at the early
stages of this. I did not mean it seriously.

Senator COLLINS. What direction did you give Ms. Elliott with re-
gard to the account and the information related to it after Mr. Sali-
nas was arrested?

Mr. MisaN. I told her that this account now should have the di-
rect supervision of legal counsel, and that nothing should occur
until legal counsel authorized it.

Senator COLLINS. Senator Levin.

Senator LEVIN. One of the responsibilities I believe that you had,
Ms. Elliott, was to keep a client profile on a computer; is that cor-
rect?

Ms. ELL1OoTT. That is correct.

Senator LEVIN. And in 1995, after Mr. Salinas was arrested, you
then went back and made some changes in that client profile, did
you not?

Ms. ELLIOTT. I, in fact, completed it after his arrest.

Senator LEVIN. You made some changes in the profile?

Ms. ELL1OTT. Correct.

Senator LEVIN. You added some things that were not there be-
fore the arrest; is that correct?

Ms. ELLIOTT. That is true.

Senator LEVIN. As a matter of fact, before he was arrested—if
you will look on page 51 of your document book—is it not true that
there was nothing in the client profile? !

Ms. ELLIOTT. That is true.

Senator LEVIN. It was blank.

Ms. ELLIOTT. Yes, sir.

Senator LEVIN. Was that in keeping with your bank’s rules?

Ms. ELLIOTT. Absolutely not. I thought it had been completed. 1
thought that we had gone back actually a year and a half before
that, and it was not. I thought that we had completed every one
of them. So when I went in and saw that it was blank, I do not
know what to say. I still do not know why it is blank.

Senator LEVIN. OK. Now, back in September 1992, you had re-
ceived a e-mail, had you not, from Mr. Figueiredo? Am I pro-
nouncing his name correctly?

Ms. ELLIOTT. More or less, Figueiredo.

Senator LEVIN. From Mr. Figueiredo, who was Mr. Montero’s as-
sistant; is that correct?

Ms. ELLIOTT. He was the head of the marketing for all of Latin
America under Ed Montero, yes.

1See Exhibit No. 7 which appears in the Appendix on page 133.
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Senator LEVIN. And is it not true that you were then told that
this profile, which is called a CAM—is that right?

Ms. ELLIOTT. Yes.

Senator LEVIN. It is the management policy that that profile or
CAM be “used as the primary vehicle to store and document cli-
ents’ non-financial data,” and “Private Bankers be accountable for
reviewing, at least once a year, such information relevant to their
clients and ensure that it is as complete and updated as possible.”
Now, that was September 1992. Had you gone back in any year be-
tween September 1992 and March 1, 1995 to look at that profile
and to update it or to fill it in?

Ms. ELLIOTT. I believed I had, Senator. CAMS was an evolving
system. It was first a system that basically was to record business
background information, to have information that was non-finan-
cial about our clients. It then became a system that we used as a
suitability vehicle. It was not a source of wealth system. And in
fact, it was not until much later. It should have been completed,
however, and I thought I had gone at least twice, and it was not
until March 1 that I realized it had not been completed.

Senator LEVIN. So despite the instruction that yearly you go and
look at that CAM, in fact, the CAM was left vacant or blank for
3 years; is that correct? From approximately September 1992 to
March 1995, so about 2% years, that was left blank, just the way
you see it; is that correct?

Ms. ELLIOTT. That seems to be the case, yes.

Senator LEVIN. Now, Mr. Figueiredo went on to state the fol-
lowing: “I am also asking each Country Manager and/or Investment
Center Manager to forward to my attention, no later than Sep-
tember 30, 1992, a consolidated plan covering their entire area of
responsibility and indicating the schedule of their reviews, i.e what
Private Banker will be reviewed by whom and when. This exercise
should take place once a year thereafter. I am taking this matter,”
he said, “extremely seriously,”—these are his quotes, September
1992—“and I am asking you, in turn, to exercise your full manage-
rial authority in getting this job done.”

Now, Mr. Misan, you were the country manager, as I understand
it?

Mr. MisAN. Yes, sir.

Senator LEVIN. And, Ms. Elliott, you were the investment center
head for New York.

Mr. Misan, first, you were supposed to provide a consolidated
plan covering your entire area of responsibility and indicating a
schedule of reviews—which private banker will be reviewed by
whom and when. Did you provide that plan?

Mr. MisaN. Sir, I do not recall the specific plan referred to, so
I really could not comment on it.

Senator LEVIN. You do not have any recollection of being told to
file such a plan?

Mr. MisaN. No, I do not remember that.

Senator LEVIN. Well, then could you take—well, that is OK. The
deadline for all accounts to be completed was June 30, 1993 in that
e-mail. My question is: Did you do such a review, Mr. Misan?

Mr. MISAN. Sir, I recall at the time there was a lot of frustration
regarding the filling out of these CAMS forms. It was as I said in
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my opening statement, it was a very frustrating process because
there was—it was like trying to recreate history. There were many
clients who had been with the bank for many, many years, and
there was an attempt at putting financial information, personal in-
formation of clients that now a new private banker may have been
going to these long-established clients

Senator LEVIN. I understand the complications. But despite that,
your boss, in December 1993, Mr. Montero, who is head of the
Western Division, sent another memo on the failure of bankers to
update these client screens, with new timetables to have all client
screens completed.! All clients with accounts over $1 million had
to be completed by December 31, 1993.

Here is what he said: “I have decided to simplify the policy and
hold you, as the Manager, directly accountable for the adherence
to policy by your staff. Year-end bonuses for each of you will be
held for noncompletion of this assignment in the required time
frame. You must attest to the satisfactory completion of the above
[timetable] by December 31, [1993].”

You were one of the people, Mr. Misan, that that memo was di-
rected to. Did you lose any bonus?

Mr. MisaN. No, sir, I did not.

Senator LEVIN. Did you carry out his direction with all of its
complications? Did you do what he said you had to do, and did it
include Mr. Salinas?

Mr. MisAN. Sir, I believe at the time I did what was expected of
me to do. There were a number of private bankers who had filled
out the forms, and to their best efforts believed that they had com-
pleted the forms as needed to be. We were having a problem in es-
tablishing a standard, and when we failed, unfortunately, it was
because different private bankers had filled out the forms to what
they believed was an appropriate standard. It was over time that
the standard became clearer, and, therefore, we got, I think, the
levels that we needed and I believe are there now.

Senator LEVIN. Final question. Did you ever check to see whether
Amy Elliott had carried out the screen on Salinas?

Mr. MisAN. Sir, the only recollection I have of that is after, I be-
lieve, his arrest. I had been in New York, and at that time, I had
seen the CAMS screen, yes.

Senator LEVIN. Not before? Not during that 2V2-year period?

Mzr. MisAN. I do not recall that, sir.

Senator LEVIN. Thank you.

Senator COLLINS. The hearing is now going to be recessed until
2:15 p.m.

I would ask Ms. Elliott and Mr. Misan to come back at that time.
We do have a few additional questions for you.

We are in recess until 2:15 p.m.

[Whereupon, at 12:17 p.m., a luncheon recess was taken.]

AFTERNOON SESSION [2:18 p.m.]

Senator COLLINS. The Subcommittee will come to order.
At this time, we will resume questioning from Senator Levin for
our witnesses.

1See Exhibit No. 9 which appears in the Appendix on page 136.
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Senator LEVIN. Thank you, Madam Chairman.

Ms. Elliott, this morning, you noted that a strong factor in your
assessment of clients was your knowledge of and familiarity with
Mexican society, and from that, you knew all about the Salinas
family and their reputation.

You told investigators that you had never heard of any allega-
tions of impropriety surrounding Mr. Salinas until 1995 when he
was alleged to have been involved in the murder of his former
brother-in-law. The California newspaper, the Sacramento Bee, in
August 1993, said the following relative to rumors of corruption be-
sieging Mexico’s president.! Part of the article reads as follows:

“Rumors—all publicly unsubstantiated—are flying in gov-
ernment circles and among the national press that mem-
bers of the Salinas family, and possibly even Salinas him-
self, are taking advantage of the president’s office to build
massive personal fortunes. . . . According to some of the
stories, Salinas’ siblings are involved in a wide variety of
unsavory business deals, peddling their influence, using
other people as . . . fronts and generally throwing their
weight around in their commercial dealings. Then there
are the whispers that Salinas himself has a secret share
in the country’s telephone monopoly, which was sold off
along with hundreds of government-owned businesses to
private investors.”

Given your knowledge of Mexican society as the basis for your
approval of this account with Mr. Salinas and given the fact that
your boss, Mr. Reed, told our staff that he personally heard from
Mexican businessmen as early as 1993 about possible corruption
involving Raul Salinas “inserting himself in local business deals in-
appropriately,” how do you explain, since you base your approval
of this account on your knowledge of the Mexican society and its
wealthy people, that you would have heard nothing? Despite all of
those rumors in 1993, and that even the CEO of your corporation
heard those rumors in 1993, and yet you heard nothing—how do
you explain that?

Ms. ELLIOTT. Senator, my knowledge of the Mexican society was
one of the things on which I based my acceptance of the Raul Sali-
nas account. I did travel to Mexico very frequently during the pe-
riod, and I had never heard anything negative about Raul Salinas
or the Salinas family.

Senator LEVIN. Ms. Elliott, the bank has provided us transcripts
of phone conversations that took place the day after Mr. Salinas
was arrested on February 28, 1995, and three times in those con-
versations, you made references to having talked to God.

I want to make sure you have copies of these.2

Ms. ELLIOTT. I do.

Senator LEVIN. You have copies?

Ms. ELLIOTT. Yes.

Senator LEVIN. In the first conversation, talking now to Pedro
Homen and to Sarah Bevan, two other Citibank employees from

1See Exhibit No. 10 which appears in the Appendix on page 138.
2See Exhibit No. 11a. and 11b. which appear in the Appendix on pages 141 and 142.
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Europe, you said the following: “You know what I mean?”! Now,
this is the day after the arrest of Salinas. It is up on the board here
for you. “You know what I mean? Um, but after the day is over,
maybe I will feel different, I am sure I am going to be asked to
speak to God, Okay?” Pedro Homen says, “I'm sure.” Then, in that
same conversation, you say, “I expect that I will have to go up to
God and when I do I will let you guys know.”

Later on that day, less than an hour later, you had another con-
versation in which you said the following: “Okay and we thank God
that the guy close to God is comfortable as well.” Then Sarah
Bevan said, “His right-hand man is comfortable,” and you said,
“His right-hand man is comfortable? I love it.”

Now, who was God in that conversation? Who are you referring
to?

Ms. ELLIOTT. This conversation took place almost 5 years ago. I
spoke to a ton of people that day, but if I can shed some light so
that I can try to explain to you, sitting where I am sitting here
today, I can say two things. When I feel like I have to speak to ev-
eryone in the world, today I would say I am going to have to speak
to God. I had never had—at the time I had been in the bank 27
years—it was the first time I had to deal with a client having been
arrested, for murder no less. And I knew that having to go and
walk around the floor, I was going to be asked by just about every-
one if it was true.

So, to me, sitting here today, I can only believe that that is what
I meant then as well.

Senator LEVIN. Well, if God is the general public, as you say, the
conversation does not make any sense. [Laughter.] Part of that con-
versation—and this is Sarah Bevan speaking—“Amy is OK. She
has been in since 6:30. Obviously, she is speaking to everybody,
God included, and she is speaking to the lawyer as well.” You are
saying you are not referring to a specific person?

Ms. ELLIOTT. I am saying I am not. I cannot speak to what Sarah
Bevan or Pedro Homen—I don’t know what they meant. I am say-
ing that I am not.

Senator LEVIN. On another matter, the day after Mr. Salinas was
arrested, you said the following: “Everybody was on board on
this.”2 Later in the same conversation, you said, “I mean, this goes
in the very, very top of the corporation this was known, Okay? On
the very top.” Then you said, “We are little pawns in this whole
thing, Okay?” Who were you referring to when you said “this goes
in the very top of the corporation this was known”? Who are you
referring to at the very top of the corporation?

Ms. ELviorT. Bill Rhodes.

Senator LEVIN. When you said “We are little pawns in this whole
thing . . . ,” what did you mean by that?

Ms. ELLIOTT. I am sitting four or five down from the chairman,
and Bill Rhodes was and is the vice chairman of the bank. To me,
that’s pretty top.

Senator LEVIN. Thank you.

1See Exhibit No. 11a. which appears in the Appendix on page 141.
2See Exhibit No. 11b. which appears in the Appendix on page 142.
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Senator COLLINS. Thank you for your testimony. You are ex-
cused, and we will now ask for the next panel of witnesses to come
forward.

Our next witnesses are Alain Ober, who is the head of the Afri-
can Unit for Citibank’s Private Bank Office in New York, and G.
Edward Montero, who serves as the Western Hemisphere Division
Head for the Private Bank.

First, we will hear from Mr. Ober who has been with Citibank’s
Private Bank for 8 years. He has served as the private banker for
President Bongo of Gabon and for Mohamed and Ibrahim Abacha,
the sons of General Abacha, the former head of the State of Nige-
ria. Mr. Ober will testify about his handling of those accounts.

Mr. Montero has been an employee of Citibank for 34 years and
has been with the Private Bank for 17 years. Pursuant to Rule 6,
all witnesses who testify before the Subcommittee are required to
be sworn.

Would you please raise your right hand. Do you swear that the
testimony you are about to give to the Subcommittee will be the
gué::t)l, the whole truth, and nothing but the truth, so help you,

0d?

Mr. OBER. Yes, I do.

Mr. MONTERO. I do.

Senator COLLINS. I would ask that you limit your oral testimony
to 10 minutes. Your written testimony will be printed in the record
in its entirety.

Mr. Ober, you may proceed first.

TESTIMONY OF ALAIN OBER,! VICE PRESIDENT, CITIBANK
PRIVATE BANK, NEW YORK, NEW YORK

Mr. OBER. Thank you, Senator.

I am Alain Ober. I have prepared a statement that I understand
the Subcommittee has accepted as part of the record of this hear-
ing, which I would like to briefly summarize.

I am originally from France, but I have lived in the United
States since 1972, and I enjoy joint citizenship in France and in the
United States.

I have worked for Citibank Private Bank as a relationship man-
ager for African clients since 1991. I have been the Private Bank
relationship manager for President Omar Bongo of Gabon since
1994, 9 years after he opened his principal New York accounts.

I also handled the New York Private Bank accounts of Ibrahim
and Mohamed Sani Abacha, although I was not the relationship
manager for those clients.

Although procedures for obtaining information about a cus-
tomer’s background and source of wealth have been in place since
I have been with the Private Bank and I have always conducted
myself in accordance with the prevailing standards, in the past few
years, the bank has significantly strengthened procedures. Today,
in addition to my supervisors who have always reviewed my cus-
tomer profiles, my customer profiles are also independently re-
viewed by quality assurance personnel who are not part of the
business unit. This has resulted in a significant increase in the

1The prepared statement of Mr. Ober appears in the Appendix on page 950.
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amount and quality of documentation I must provide in connection
with each of my clients.

In addition, the Private Bank has instituted a global system of
transaction monitoring. As part of this procedure, client trans-
actions are independently analyzed by an automated system which
compares current transactions against historic trends and then
flags any unusual activity for review by an independent transaction
monitoring unit.

As the Subcommittee is aware, I have personally handled certain
accounts of public figures. Such accounts sometimes have been
hard to manage because of the difficulty in getting information
about account transactions directly from the clients.

In June 1998, the Private Bank significantly revised its public
figure policy, setting forth the bank’s standards for accepting and
maintaining accounts of politically prominent individuals and their
families. Pursuant to the public figure policy, we do not target pub-
lic figures as clients, and a new public figure client may be accept-
ed only with approval of the Public Figure Review Committee
which consists of the head of the Private Bank and other senior of-
ficials who do not have client-relations responsibilities.

Existing public figure accounts are reviewed annually by this
committee. As a result of this process, the Private Bank has re-
fused or terminated accounts for certain public figures.

I am pleased to answer any of your questions.

Senator COLLINS. Mr. Montero.

TESTIMONY OF G. EDWARD MONTERO,! SENIOR EXECUTIVE,
CITIBANK PRIVATE BANK, NEW YORK, NEW YORK

Mr. MONTERO. Thank you.

Good afternoon, Senator Collins, Senator Levin, and Members of
the Permanent Subcommittee on Investigations. My name is Ed
Montero, and I have spent my entire 34-year banking career at
Citibank. I must say that I have always been extremely proud to
be part of an organization with such strong leadership, integrity,
and values.

I would not and could not have devoted such an important part
of my life to Citibank if I had not believed this was so.

I began my career as a banker in the corporate bank and for the
last 17 years have headed the Western Hemisphere Division of the
Private Bank. This division focussed primarily on clients from
Latin America and Canada, but at different times had varying re-
sponsibilities concerning other regions of the world.

Most recently, I became the Senior Executive for Client Relation-
ships in July of this year. Since 1996, one of my top priorities has
been to make anti-money-laundering policies and procedures in the
Western Hemisphere Division as strong as we could possibly make
them. I have also worked very hard to assist Mr. Aziz who, until
last month, was the head of the Private Bank in implementing a
state-of-the-art anti-money-laundering program for the entire pri-
vate banking group, but before I comment on this new program
and how it came into being, I think it is very important for me to
emphasize my belief that it has always been Citibank’s policy to

1The prepared statement of Mr. Montero appears in the Appendix on page 953.
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avoid customers who might seek to use the bank for illicit or illegal
purposes. We want to do business with good people, and we want
to avoid bad people.

Now let me focus on the international side of private banking,
which I believe is your greatest area of interest today, and attempt
to explain some of the reasons why we have considered it appro-
priate in the past to provide confidential services to our clients.

Many of the clients in Latin America are individuals who fled the
wars in Europe and feel a heightened need to avoid unnecessary
dissemination of information concerning their wealth. In addition,
many countries in Latin America have been plagued in recent
years by acts of violence against wealthy and prominent citizens.

I have met a great number of our clients in their homes, and
many have a story to tell about a loved one, about a friend, a
neighbor, or a business associate who has been the victim of a kid-
napping or extortion plot.

I had a wonderful client who was kidnapped and killed just last
year. Another story of a client who had recently visited me, he was
kept in a box with a broken leg for over 6 weeks and may never
walk again unaided. I could give you more examples, but the com-
mon thread is that a number of our clients have been driven by a
fear to a heightened desire for privacy, and these feelings have
been carried over into their banking relationships, which they wish
to be characterized by as much discretion and confidentiality as the
law permits. These are good law-abiding customers with very seri-
ous, legitimate privacy concerns.

Against that background, I want to emphasize that I am proud
of what we have done in the Western Hemisphere Division of the
private banking group. From the very beginning, we have been
quite vigorous in rejecting prospects that were questionable in any
way and in closing accounts when we learned that they were prob-
lematic, no matter how profitable.

In the Western Hemisphere Division, over the last 17 years we
have had over 50,000 accounts and only very few of which have
presented any problems. To achieve this, we have relied upon the
judgment and discretion of our individual bankers. However, what
we have learned over the past decade is that this is just plain not
good enough.

In order for our anti-money-laundering program to be as effective
as it needs to be to protect the bank, we need thorough documenta-
tion. We need strict account monitoring capabilities, and we need
careful independent reviews.

The lesson was a hard one for me. The crystallizing event oc-
curred in 1996 when, for the first time, my unit failed an internal
Citibank audit. I was shocked and devastated by the audit results
at the time, but I realize now that it was ultimately positive.

I took the audit result very seriously and regarded it as a call
to arms. It led me and the management team in the Western
Hemisphere Division to focus on our anti-money-laundering pro-
gram with a new intensity. As a result, I led a very vigorous correc-
tive action plan to address the deficiencies identified by the audit,
and we have now regained our historically favorable ratings.

We created a full-time task force comprised of eight to ten senior
staff members to review and revise our procedures. We went over
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each and every existing customer profile, a total of 19,000 profiles
in the Western Hemisphere Division. We investigated and corrobo-
rated missing information, and we assessed the desirability of each
customer relationship. By the way, all of these revised profiles were
reviewed by an independent Citibank quality assurance team.

Moreover, the Private Bank as a whole has made enormous
progress in recent years as regulatory standards and our own audit
standards have increased. I know that Mr. Reed has delivered to
your Subcommittee a statement by Mr. Aziz that details our insti-
tution’s progress in this area. As you will see, we now have, among
other things, a much more rigorous prescreening process for pro-
spective clients, a more rigorous documentation and verification re-
quirement for Know-Your-Customer information, as well as an
independent review of all such information.

We also have an automated funds-tracking system to monitor all
existing accounts and a requirement that multiple bankers interact
with all accounts.

We also give special scrutiny to accounts of public figures and
their families, and last, we have also clarified the supervisory
structure under our new system of global market management so
that there are now clearer lines of authority and supervision within
the Private Bank.

In conclusion, I am proud of the work my colleagues in the West-
ern Hemisphere Division and indeed the entire Private Bank have
done over the last several years to address these important issues.

I thank you for the opportunity to address your Subcommittee.
I am now prepared to take questions. Thank you.

Senator COLLINS. Thank you, Mr. Montero.

Mr. Montero, you mentioned in your statement your concerns
over a negative audit that the bank received in 1996, and you de-
scribed the corrective actions you took in response to that. Did you
discuss the results of this audit with any of your superiors at
Citibank?

Mr. MONTERO. Most certainly, we did.

Senator COLLINS. With whom did you discuss the audit?

Mr. MONTERO. We prepared the audit, correction action plan, in
the spring of 1996, shortly—immediately after the audit was re-
ceived, and we presented it to my then-boss, Albert de Souza in the
middle of June of that year as a plan. We got his blessing, as well
as that of our audit organization, independent audit organization,
and once we had the clear signals, we proceeded to execute the
plan in the late summer and fall of 1996.

Senator COLLINS. Were there any other officials at Citibank who
outranked you with whom you discussed the audit report?

Mr. MONTERO. The officials, again, were Mr. de Souza who was
the EDP in charge of the group, my direct boss—we discussed it
with the most senior members of the audit team of the bank, as
well as our own internal audit team, and I believe knowledge of the
corrective action plan was shared with the top management of the
institution, certainly the top audit side of the institution.

Senator COLLINS. Were there other audits prior to the 1996 audit
which were critical or raised concerns about the risk of exposure
to money-laundering that applied to your group?
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Mr. MONTERO. There were other audits that raised those topics,
but I think this was the most critical.

Senator COLLINS. The reason I ask the question is that it is my
understanding there was something like six internal audits of var-
ious parts of the Private Bank at Citicorp that were very critical
of the operations and the lack of adherence with policies and proce-
dures. What was different about this 1996 report that caused you
to take the corrective action? Were the others less serious in your
mind, or did they pertain to activities that were not under your di-
rect control?

Mr. MONTERO. I can’t comment on all the—I mean, I'm not sure
which ones you’re referring to, but there were audited—my organi-
zation that dealt with specific subunits, and they were not as crit-
ical in my opinion as the one that we are talking about here.

Senator COLLINS. I guess my concern is that there seems to have
been a pattern of negative internal audits that failed to trigger
much reaction, and that is what is of great concern to me. I think
that a lot of the problems that Citibank experienced would have
been avoided had the bank’s officials taken action earlier.

Mr. MONTERO. I may comment that this was a very comprehen-
sive audit that covers all of the front-end sales organization of the
Western Hemisphere. So that is part of the reason we took it so
seriously, but beyond that, I think in the earlier part of the 1990’s,
the bankers and management all felt a commitment to get the job
done, but at the same time the business paradigm of the period
was for greater efficiency. All of industry was reengineering, reduc-
ing staff, and I think we misjudged. We misjudged the enormity of
the task and the amount of resources that were needed to get the
job done.

Senator COLLINS. Would it be fair to say, to use your phrase, that
the business paradigm of the period was to grow no matter what
to open these accounts, to make them profitable, to pump up the
financial results, even if it meant shortchanging some of the proce-
dures and some of the safeguards that have been put in place?

Mr. MONTERO. No. Senator, I would not characterize it that we
were shortchanging the desire to have good clients for the desir-
ability of having profits.

I mentioned in my prepared testimony that we have had in our
division a history of rejecting clients that were supposedly good and
turned out to be bad or rejecting prospects.

The problem was the enormity of tasks. There were several
things that were going on here. One of them was the basic chore
of the profiles, as has been previously discussed in prior testimony
by my colleagues. That was one.

Two, you had a new complexity in the business. The business
was moving from a banking-oriented business to a securities-based
business that had a lot more suitability requirements, a lot more
product complexities. So the job of the banker was becoming ever-
more complex, at the same time that we were saying, “Well, we
need to be more efficient and really watch carefully the addition of
staff,” and that’s where I really, sincerely, believe we should have
taken earlier action in staffing up. And once we did, once we put
the team together and said, “You guys, full time, we're taking you
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out of client services and we’re putting you in charge of getting this
job done”—and then it got done, and we are there today.

The environment that we have today, I am convinced and I can
represent to you that some of the issues that have been raised here
would not happen today because we have an entirely different sys-
tem and an entirely different support structure.

Senator COLLINS. Mr. Ober, did you ask President Bongo what
the source of the $52 million that he used to open his private ac-
count was? This was back in 1985.

Mr. OBER. Senator, no, I did not, and the——

Senator COLLINS. Could you tell us why you did not? Don’t your
procedures require you to identify the source of funds?

Mr. OBER. At the time when I took over the account in 1994, 1
pretty much took the account on a clean-slate basis. The account
had been open 9 years before my arrival at the Private Bank.

Senator COLLINS. I am sorry. I could not understand what you
said. That you took the account on a——

Mr. OBER. Clean-slate basis. There was not really information
available, and the bank may be criticized for lack of policies and
procedures at the time, but at the time I was not under the obliga-
tion to gather information of that type.

However, starting in 1994, one of my goals was to gather infor-
mation about the sources of wealth of our client. Of course, as Mr.
Montero explained, today the situation will be different because
this will be an obligation of the KYC policies, and an account can
only be opened if we have a clear understanding of the source of
the initial funding of the account. And by that, I mean what it rep-
resented.

Senator COLLINS. Did you ever ask President Bongo directly
about the sources of the millions of dollars that he was depositing
in your accounts?

Mr. OBER. No, I did not.

Senator COLLINS. Why didn’t you pursue this?

Mr. OBER. Well, Senator, let me say that it was—it felt very
awkward to ask information, that kind of information to a head of
state, while at the same time I was able to gather the information
that I wished to obtain from reliable sources and I was able to de-
velop information about sources of wealth of our client.

Senator COLLINS. Were you concerned that if you asked what you
viewed as intrusive questions about the source of President Bongo’s
wealth that you might lose the marketplace in Gabon?

Mr. OBER. Senator, I don’t think so. In today’s environment, I
would like to point out I would not have any choice today. In 1994,
maybe it was a question of choice. Today, there is no choice. I have
to ask the questions, and if the bank is not satisfied by the answers
that are given to me, then we will not accept the client.

Senator COLLINS. Were you concerned about the millions of dol-
lars and that they might be from inappropriate sources? Were you
concerned at all about the millions of dollars that were being de-
posited in the account? Since you have said that you didn’t ask di-
rectly where is the money coming from because you felt somehow
it would be seen as inappropriate or a breach of protocol, were you
at all concerned that you might be handling money that did not be-
long to President Bongo?
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Mr. OBER. If you allow me to put back your question in the con-
text of the chronology. In 1994, when I took over the account, the
initial funding had taken place 9 years prior to that, and in that
period of time and during most of my role as a private banker for
President Bongo, there were very few times where there were
funds coming into the account. When I took over the account in
1994, for several years there were no major incoming funds into
the account.

Senator COLLINS. I want next to ask you about testimony from
the Subcommittee’s staff investigators. The staff investigators testi-
fied that for 3 years, you did not know that your clients, Ibrahim
and Mohamed Abacha, were the sons of the Nigerian dictator. Is
that accurate?

Mr. OBER. Yes, it is, and will you allow me? I see the light is or-
ange. It will take a few minutes——

Senator COLLINS. Please go ahead.

Mr. OBER [continuing]. Because of the chronology of events.

Senator COLLINS. Let me tell you what I would like you to cover
in that chronology. What I need to understand is how you could
handle that account as someone who specialized in African ac-
counts, as someone who has Know-Your-Customer regulations to
follow. How could you not have understood who these two individ-
uals were? Please proceed, despite the red light.

Mr. OBER. I believe back in February 1992, my colleague from
London, Mr. Matthews, who was the relationship manager for the
Abacha brothers, told me that they would come—Ibrahim Sani
Abacha would come to New York to pick up some cash from our
tellers and—which is one of the things that happens between pri-
vate bank branches.

I took advantage of Ibrahim Sani Abacha’s visit to chat with him,
and I found out that he was—he told me he was a businessman,
that he was in the process of establishing an airline company that
would run flights between Lagos and New York and decided that
there was a need for an account at the Private Bank.

At that time, there was no reference to the name Abacha.
Ibrahim Sani—the name that was referred to was Sani. Then I
asked the following—my colleague, Mr. Matthews, for a reference,
and the reference was the only time that I saw the name Abacha.
It referred to Mohamed and Ibrahim, if I remember, as the sons
of Zachary Abacha, a businessman from the northern part of Nige-
ria. At that time, the name Abacha didn’t ring any bell because
General Abacha at the time was a general in the army, but was
not president of Nigeria. So what I saw in these documents was
that the document was a very good reference. What mattered to me
was that they had been clients of the bank for 3 years. My col-
league, Mr. Matthews, said they are good clients of the bank, they
are professional individuals. The account had been run properly.

So I put the reference into the file and forgot about that I saw
the name Abacha. That was not an important item. Then the next
time I heard about the name Abacha was a few weeks before the
death of Ibrahim Sani who died in an air crash. I had thought of
referring Ibrahim Sani and his airline company to my colleagues
at Citibank in Lagos as corporate prospects for the bank, and later
on, a few weeks later, my colleagues from Lagos called me and told
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me, “Do you know that Ibrahim Sani and Mohamed are the sons
of President Abacha?”

I have to confess I was embarrassed. I was appalled, and that
was the second time I heard the name Abacha. And then we devel-
oped a strategy to close the account.

Senator COLLINS. Senator Levin.

Senator LEVIN. Thank you, Madam Chair.

I would like to ask you about some of the client profiles that we
have been talking about. First, on page 51 of the document book
that is in front of you is the profile 1995 of Raul Salinas.! It is a
blank.

Now, Mr. Montero, you had sent out very precise instructions 3
years earlier saying you wanted these profiles brought up to date.
You wanted them complete. You wanted documentation. You want-
ed the bank’s integrity to be protected, and yet, year after year, at
least 2V2 years, after the account was opened, Mr. Salinas’ account
was opened, that is what the profile looked like. Is that adequate?

Mr. MONTERO. No, that is not adequate, Senator.

Senator LEVIN. Now, the next profile I want you look at is Presi-
dent Bongo’s profile, which is page 77 in your book.2 This is Presi-
dent Bongo’s profile. “Nature of business: head of state for over 25
years.” Then it says, “Source of wealth: Self-Made as a result of po-
sition. Country is oil producer.” Would that comply with your cur-
rent standards of knowing your customer and customer profiles?

Mr. MONTERO. No. Under our current standards, Senator, we
would require substantially more information and corroboration of
that information and approval of that form by an independent area
which we call our quality assurance unit. So the banker would
have to fill in. The banker would have to corroborate, and the inde-
pendent unit would have to approve. So it would be entirely dif-
ferent today.

Senator LEVIN. Now, you had issued some pretty strong policy
statements back in 1991 and 1992, and let’s first take up your doc-
umentation policy in 1992. This is pages 11, 12, 13, and 14 in your
document book.? This is directly from you. Page 12, you say “Pro-
file, Source of Wealth.” Page 13, “documentation requirements . . .
have not always been complied with in a timely fashion. . . . [A]s
a rule, no new accounts should be opened without complete docu-
mentation.” Then you say at the end of page 13 here, “I would like
to reemphasize the importance of timely and complete documenta-
tion at the inception of a new relationship or account.” On the next
page, 14, “New accounts should not be opened without complete
documentation.” You said that about four times in that policy of
April 9, 1992.

Then, in the client acceptance document that you issued on Sep-
tember 27, 1991—that is page 21 in the documents, “It is critical
that we maintain the high standards that we have in place in re-
gard to ‘knowing our customer’ and use the utmost diligence to
screen prospective new clients. . . . I expect each and every one of

1See Exhibit No. 7 which appears in the Appendix on page 133.
2See Exhibit No. 12 which appears in the Appendix on page 143.
3 See Exhibit No. 4 which appears in the Appendix on page 114.
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us to be familiar with the contents and to conduct ourselves accord-
ingly.” 1 This is 1991 now, September.

Then, on the next page, “We only accept clients with integrity
and good reputation.” Then, down in Section 2(a), you say that “a
clear-eyed assessment of the integrity of the client, his business ac-
tivities and source of funds at the acceptance stage and thereafter.”

Would you say that that policy was not fully implemented in
cases that we have been discussing this morning, both Salinas and
Bongo, so far, and Abacha?

Mr. MONTERO. I think that the bankers involved did not record
adequately what they learned, and I regret that.

Senator LEVIN. Was this a lack of resources?

Mr. MONTERO. I believe it was—let me just back up and say that
the bankers in question are experienced. They have a high sense
of integrity, but they had an enormous job. As I tried to suggest
before, although private banking has been going on for years and
years, the way we have been practicing at the international phase
of it, it is a relatively new business, and we had not sized up
enough the amount of resources that we needed to get the job done.

We have done that now, and I believe we are there in terms of
what we need to protect the clients, the bank today on anti-money-
laundering issues.

Senator LEVIN. Is it fair to say that the policy really is not new
because you issued that client acceptance policy in September 1991
and it was pretty strong, pretty precise, pretty repeated—we want
documentation, we want it in the file, we want to know the source
of the revenue, of the source of the deposits, we want to know what
the business is? I mean, over and over again, you told your folks
in 1991 and in 1992 what the documentation policy was, and yet,
I think you would agree they fell short in many, many cases. Is it
not true, then, that the problem in those years after you issued the
policy was not that the policy was weak as that it was not imple-
mented well by your people in the field in many instances? Is that
a fair statement?

Mr. MONTERO. Senator, I would say that we as a total business
system in the company had not figured out what we needed to get
the job done. The policies were largely there. We have tweaked
them. What we have done is we have given the bankers today some
aids, some prompts, and some real support, and the combination of
the tweaking of the policy and the added support and the rededica-
tion of actually very significant dollars, software—we have spent—
Mr. Aziz, I think, will testify—as much as $50 million in imple-
menting some of these changes. It was that kind of an investment
that was needed to get the job done, and frankly, we hadn’t done
it back then.

Senator LEVIN. And because you had not done it, the policies
were not implemented in any full way in all cases. Is that a fair
statement?

Mr. MONTERO. They were not implemented in all cases. That’s
correct.

Senator LEVIN. What was the year you would say that that
change came about when the resources were finally put in there

1See Exhibit No. 6 which appears in the Appendix on page 127.



45

which could mean that the policies meant more than just paper
policies, but real policy? What year did that happen?

Mr. MONTERO. I can only speak for—well, I speak best for the
Western Hemisphere, and we really began to tackle that in 1996.

Senator LEVIN. All right. Now, in 1997, if you look at page 91,
we have got an account document, and this involves deficiencies in
Know Your Client and this relates to the Abacha sons.!

Know Your Client Deficiencies. Beneficial owner details is
checked. It is deficient. Source of wealth, deficient. Business back-
grounds, deficient. Business affiliations, deficient. Source of knowl-
edge, deficient. Public figure, investment centre head approval, not
present. That may mean not applicable. I am not sure. Use of ac-
count, deficient. I mean, every single deficiency is marked. That
looks like a zero batting average on that chart.

Mr. MONTERO. I have to say, Senator, I am not familiar at all
with the Abacha accounts. I had no involvement.

Senator LEVIN. All right. Let me ask Mr. Ober, then, about that.

Could you take a look at that?

Mr. OBER. Yes, Senator. I did:

Senator LEVIN. It is page 91. If this policy was finally—had some
funding behind it starting in 1996—this is a June 1997 document.
It looked like on the Abacha sons’ accounts, there was 100-percent
deficiencies.

Mr. OBER. Senator, I have never seen this document before. I be-
lieve this is a document that belongs to our branch in London, but
not to the account that I managed in New York because in

Senator LEVIN. Does it surprise you to see these deficiencies
checked off this way?

Mr. OBER. Well, we—there is a similar—I mean, the document
looks different, but has the same substance that exists in New
York.

Senator LEVIN. Would you agree that these deficiencies existed
on the Abacha accounts in 1996—1997? Excuse me.

Mr. OBER. They did not when I handled the account in New
York, except for mentioning the true identity, which I corrected in
the profile when I found out.

Mr. MONTERO. I would say, Mr. Senator, if I could just comment
on one area, even though we began to check dollars and really fine-
tuning of the policy in 1996, you must understand making all of
this happen involves—it’s an enormous amount of work, and it also
involves a culture change and that took place over 1997 and 1998.
It didn’t happen overnight.

Just in the Western Hemisphere alone, we completed by year end
1998, 19,000 profiles. If you divide that by, let’s say, 100 private
bankers that we had in the division, that was 190 per banker. That
is a huge task to get them up to snuff. So I think we need to under-
stand that this took time. It couldn’t be done overnight.

Senator LEVIN. Starting with 1996, would you say?

Mr. MONTERO. Yes.

Senator LEVIN. Thank you.

Senator COLLINS. Mr. Ober, I have just one final question for you
about the Abacha accounts. You have testified that you did not re-

1See Exhibit No. 13 which appears in the Appendix on page 144.
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alize who the Abachas were. Had you known of their close relation-
ship, the fact that they were the sons of the Nigerian military dic-
tator, would you have handled the account differently?

Mr. OBER. Yes, Senator, and as a matter of fact, when I heard
about their true identity, I discussed it with my supervisor of the
time, and we developed an exit strategy from that account.

Of course, today, with the public figure policy that is in place at
the bank, that could not happen because immediately these people
becoming public figures will have to be accepted by the public com-
mittee—Public Figure Committee of the bank.

Senator COLLINS. But if you do not identify them as public fig-
ures, they never get before the Public Figure Committee. Wouldn’t
normal due diligence identify these individuals as being closely re-
lated to a public figure?

Mr. OBER. Well, when I found out their true identity, then I
passed on the information to my supervisor at the bank, and it was
reflected in the profile of the clients at the bank.

Senator COLLINS. And you began to say that you then began to
develop an exit strategy?

Mr. OBER. That’s correct.

Senator COLLINS. Could you expand on that?

Mr. OBER. Yes. To go back, Ibrahim Sani had just died in an air
crash, and we had to remove his name from the account. So I de-
veloped the strategy with my supervisor that we would tell the sur-
viving account holder on the account, Mohamed Sani and a gen-
tleman called, I believe, Yaya Abubakar, that the account could not
continue under a special name account. It would have to show their
true name. The account will have to be under the name Mohamed
Sani Abacha, which we were convinced would trigger the answer
from Mohamed, then, “I don’t want a name in my—I don’t want an
account that shows my name.”

Senator COLLINS. Because secrecy was an important requirement
for him?

Mr. OBER. That’s correct.

Senator COLLINS. And why is that?

Mr. OBER. Well, the people that are first originally, because they
were from Nigeria, which is a country, as we mentioned—where
corruption exists, but not where everybody is corrupted, and also
because, then, when they were—when we knew their true identity,
people that have a well-known name would want to have more se-
crecy about their banking transactions.

Senator COLLINS. Would there have been concerns by your cli-
ents that Citicorp might have asked more questions, that Citibank
might have asked more questions at that point about the source of
the millions of dollars of deposits?

Mr. OBER. I would answer this is possible, yes.

Senator COLLINS. Senator Levin.

Senator LEVIN. Could you take a look, Mr. Ober, at the document
on page 69.1 This is a memo to you from Christopher Rogers.

All right. Who is Mr. Rogers, first of all?

1See Exhibit No. 14 which appears in the Appendix on page 145.
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Mr. OBER. Christopher Rogers is one of my supervisors. He is the
general market manager for Africa and is currently based in Jo-
hannesburg, South Africa.

Senator LEVIN. Now, he wrote you the memo in 1997, April,
about press allegations relative to Mr. Bongo, and it said here that
he is “unable to interpret the current press allegations”—in the
fourth paragraph—“insofar as they might touch upon the Bank but
would not be tempted to try because of the doubts it could raise
in people’s minds about our relationship with our customer. If this
is the case, we ought to be extremely careful about sharing such
information with regulatory authorities, because we can’t answer
for it.” He is advising you to basically make sure—do whatever we
can to make sure that this information does not get to the hands
of regulatory authorities. Then he says also, “we should stay as far
away as possible from this mess, unless and until any one of us has
firm or verifiable evidence which would lead us to suspect the
Bank’s interests are at risk.”

Should you be staying away from allegations of a mess if you
want to know your client, or should you be following it very closely
if you are serious about knowing your client?

Mr. OBER. Well, Senator, in that particular case, I was troubled
by the allegation that I read in the French press where the name
of our client was indicated, and as a result of my concern, in spite
of what you may infer from Mr. Rogers’ memo, I contacted the legal
department of our bank to communicate the information that I had
for them to—for counsel to look at these allegations.

Senator LEVIN. So that you did not follow his advice?

Mr. OBER. I would agree with you.

Senator LEVIN. Pardon?

Mr. OBER. I agree with you.

Senator LEVIN. As far as you are concerned, was the advice of his
inappropriate advice—that you should stay as far away as possible
from the allegations?

Mr. OBER. Well, my conduct by—would indicate that we did not
agree entirely on that topic.

Senator LEVIN. There was another memo which Mr. Rogers
wrote, and this one is on page 75.1 This was in late 1998 when the
Private Bank began discussing closing the Bongo accounts, and in
response, the Private Bank’s top director here, Mr. Rogers, warned
against closing them because of the possible effect on Citibank’s
franchise in Africa.

Here are some of the statements he made, and I will ask you,
Mr. Montero, to react to this. This is some of the statements he
made in this e-mail. “Whatever internal considerations we satisfy,
the marketing fallout is likely to be serious.” Is that good reason
to keep an account open, because otherwise there would be mar-
keting fallout, Mr. Montero?

Mr. MONTERO. No, it is not, Senator.

Senator LEVIN. Then he said that Tendin, which is the Bongo op-
eration, had been “vitally instrumental in our franchise’s success
over the years. . . . Sam”—and he is referring here to President
Bongo’s oil advisor, Samuel Dossou—“helped the Branch consider-

1See Exhibit No. 15 which appears in the Appendix on page 147.
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ably over the last 2 years to obtain a more reasonable and rightful
share of public sector deposits,” with President Bongo’s “blessing.”

Then he said this, “The probability of this support being reversed
indefinitely should be weighed seriously.” Is that a good reason for
keeping an account open, because the client is helping the bank get
deposits, Mr. Montero?

Mr. MONTERO. Well, I am uncomfortable, as I commented before.
I know very little about this account.

Senator LEVIN. Well, would that be good reason for keeping an
account open, because the client is helping the bank get deposits,
if otherwise it should not be kept open?

Mr. MONTERO. Well, if the account should not be kept open, as
a theoretical, that should not be the reason.

Senator LEVIN. If it violated your policies——

Mr. MONTERO. Yes.

Senator LEVIN [continuing]. It should not be kept open?

Mr. MONTERO. Should not be.

Senator LEVIN. All right. Would you think that the judgments ex-
pressed by Mr. Rogers is good advice from the Bank’s top manager
in Africa? The Private Bank’s top manager in Africa now is giving
you this advice: “Keep this stuff from regulatory agencies. Keep
them away from this mess.”

Mr. MONTERO. Not acceptable.

Senator LEVIN. And we should be very careful before we close ac-
counts because it could have a negative effect on deposits. That’s
not acceptable either?

Mr. MONTERO. I'm not familiar——

Senator LEVIN. Or is it? Is that acceptable?

Mr. MONTERO. No. It’s not acceptable. I'm not familiar with the
circumstances here, but keeping stuff away from regulators is not
what our policy is at all. I am sure of that.

Senator LEVIN. And the second one is if this client does not meet
the standards of your bank in terms of integrity, reliability, source
of revenue and so forth, then the fact that that person is either
making deposits or obtaining deposits for the bank would not be a
good reason to keep an account open which would otherwise be
closed. Would you agree with that?

Mr. MONTERO. I agree with that.

Senator LEVIN. All right.

Mr. MONTERO. Yes, Senator. Today, this would not happen. Let
me assure you, this would—we would not have that today.

Senator LEVIN. My time is up. Thank you.

Senator COLLINS. Senator Cochran.

Senator COCHRAN. No questions at this time.

Senator COLLINS. Do you have any further questions, Senator
Levin?

Senator LEVIN. A few more.

Senator COLLINS. Senator Levin, you may proceed.

Senator LEVIN. Thank you.

In September 1998, when the Nigerian government was seizing
funds from General Abacha’s relatives and associates, the London
Private Bank, Citibank’s Private Bank there, helped his sons trans-
fer $39 million out of London to Swiss accounts and elsewhere.
Citibank not only performed the transfer, it approved a $39 million
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overdraft to the sons’ accounts so that they could transfer the
money immediately without having to pull funds from a time de-
posit that carried a penalty for early withdrawal.

So, despite now what we know about—or you knew about the
Abacha sons, the bank actually facilitated not just the transfer of
money, which was the subject, by the way, of a government inves-
tigation at the time, a Nigerian government investigation, but the
bank facilitated the transfer of that fund by in effect lending the
Abacha sons $39 million for a short period of time, allowing an
overdraft, and then repaying itself that loan when the time deposit
became due.

Was this appropriate conduct for your Private Bank in London,
in light of the Nigerian government investigation which was going
on and their seizure of funds from General Abacha’s relatives and
associates?

Mr. MONTERO. Senator Levin, I would rather not comment be-
cause I am not at all familiar—at all—with the Abacha account or
the transactions that you have suggested.

My sense would be to involve counsel and to really take a deep
read on this, but I just can’t comment. I can’t be helpful.

Senator LEVIN. Mr. Ober, under the current regulations of the
bank as you understand them, as they are now being hopefully im-
plemented, would this $39 million loan to the Abacha sons to help
them transfer $39 million from your Private Bank in London to
Switzerland be facilitated by you while the Nigerian government is
investigating them for corruption and other crimes? Would that ac-
tion still be taken?

Just to be very precise, take a look at the document on page 89,
September 15, 1998.1 Here, the purpose of this memo is to seek ap-
proval to overdraw the client’s call account by $39 million. Then it
says, “The client has requested the remittance of these funds ur-
gently. The total amount of the fixed deposit is $42 million. The
breakage of this would prove too costly for the client.” In other
words, the client is going to have a cost here if he has to wait for
his CD to come due.

Would you under these circumstances, this year, current rules,
all the resources, all that new software, all that legal advice you
are now getting, all the care you are now taking hopefully relative
to clients and private banks—would you be lending them $39 mil-
lion so that they could transfer money out of your Private Bank
while a Nigerian government investigation of corruption is going
on?

Mr. OBER. Senator, I cannot comment on the document that
comes from Citibank-London, and this is the first time I have seen
the document.

However, I can answer your question and say in theory, in the
course of the new KYC transaction trend monitoring, the trans-
action trend monitoring will pick up the—a debit for $39 million
leaving the account, and that will require a detailed explanation.
That will be reviewed by our colleagues from the transaction trend
monitoring—and if you allow me, there is a reality to the KYC pol-

1See Exhibit No. 16 which appears in the Appendix on page 148.
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icy and transaction trend monitoring that has been in place for 2
years.

As a private banker, my life has been made much more difficult,
much more paperwork, much longer hours as a result of complying
with that policy, which the bank takes very seriously. The idea is
to get it right the first time because otherwise our colleagues from
the KYC unit or the transaction trend monitoring are going to
come back at me time and time over until I get it right.

Senator LEVIN. Thank you.

Mr. MONTERO. And I may just add, Senator, in terms of the theo-
retical—not theoretical practice, but the practice would be, not
knowing this name—this name, however, pops up as a public figure
and it goes to the committee and the committee makes an assess-
ment.

There is a scandal brewing in Nigeria. We want this name out.
So that would be the—so we wouldn’t get as far as what’s been
suggested here of the $39 million today.

Senator LEVIN. Thank you.

Senator COLLINS. Thank you, gentlemen.

I would now like to welcome our final witness for this afternoon,
John Reed, the chairman and co-chief executive officer of Citigroup.
Mr. Reed will be accompanied by Todd Thomson, the newly ap-
pointed chief executive officer of the Private Bank, and Mark Musi,
the chief compliance and control officer for the Private Bank.

Mr. Reed has been an employee of Citicorp since 1965 and has
been its chairman since 1984. Since Citicorp’s 1998 merger with
Travelers Group, Mr. Reed has been Co-CEO of Citigroup.

Pursuant to Rule 6, all witnesses are required to be sworn in. So
I would ask that you please stand and raise your right hand. Do
you swear that the testimony you are about to give to the Sub-
committee will be the truth, the whole truth, and nothing but the
truth, so help you, God?

Mr. REED. I do.

Mr. THOMSON. I do.

Mr. Must. I do.

Senator COLLINS. Thank you.

Mr. Reed, as you know, we have asked that you limit your oral
presentation to about 10 minutes. We will put your entire testi-
mony in the record. You may proceed.

TESTIMONY OF JOHN REED,! CHAIRMAN AND CO-CHIEF EXEC-
UTIVE OFFICER, CITIGROUP, NEW YORK, NEW YORK, AC-
COMPANIED BY TODD THOMSON, CHIEF EXECUTIVE OFFI-
CER, CITIBANK PRIVATE BANK, NEW YORK, NEW YORK; AND
MARK MUSI, CHIEF COMPLIANCE AND CONTROL OFFICER,
CITIBANK PRIVATE BANK, NEW YORK, NEW YORK

Mr. REED. Thank you very much, Madam Chairman, Senators.

My name is John Reed, and as has been indicated, I am chair-
man and Co-CEO of Citigroup. I think for the purposes of this ses-
sion, I also have been chairman and CEO of Citibank for the last
152 years.

1The prepared statement of Mr. Reed appears in the Appendix on page 957.
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I am accompanied, as was indicated, by Todd Thomson who is
now responsible for the Private Bank and by Mark Musi who is re-
sponsible for compliance and control within the Private Bank.

As you know, Shaukat Aziz, who had spoken with some of you
and who has submitted some comments, is no longer running our
Private Bank because he has been called back and is currently the
Minister of Finance in his home country of Pakistan and therefore
is not able to be with us, although he did send some comments.

What I would like to do, if I could, Madam Chairman, is make
a few comments that hopefully will help with the discussion that
will follow.

First, I would like to thank you for the opportunity for partici-
pating. Obviously, some of the transactions that we are going to
talk about today have their negative aspects, and some of the
things that we will be talking about won’t be fun, but I think we
should understand that this discussion about money-laundering,
the discussion about private banking is serious. And frankly, to
have a public discussion is useful and helpful because I believe that
it is going to be important for all of us to see an evolution of a set
of global standards with regard to the conduct of this kind of busi-
ness, and I think discussions such as these, and hopefully others
that will come afterwards, will lead to an evolution of a set of
standards not only for Citibank and U.S. banks, but indeed a set
of standards that may characterize the business going forward.

So, to the extent that these hearings help to move that ball for-
ward, I would say that it is a very positive thing and I appreciate
the opportunity to be a part of it.

If T could for a second talk about Citibank, we are somewhat of
a singular institution within the United States. We have for almost
100 years now, dating back to 1902, had operations in virtually all
of the emerging markets of the world acting not only as a cross-
border banking organization, but in fact operating as a local bank
in each of these emerging markets around the world. So, as you
and your Subcommittee Members know, we today are in the situa-
tion where we operate in approximately 100 countries around the
world, and I think we are the only major financial institution in
the United States that does operate as a local bank in virtually the
entire world. This obviously means that we are really at the center
of much of the activity that we are talking about today, and it
raises particular burdens and particular problems for us. And it ex-
plains to some degree why it is that it is Citibank here and not the
First National Bank of Kenosha or some other U.S. institution be-
cause we really are in the center of these activities.

As has been well brought out, there are some real tensions in
this business. In the last 20 years, we have seen the growth of
criminal and illegal monies that are in the hands of terrorist orga-
nizations, that are in the hands of people dealing in drugs, that are
in the hands of people who are involved in corruption. This did not
used to be a problem.

Twenty years ago, there seemed to be less of this kind of money
around, and I think it is also true that we were living in a world
of capital controls at that time, most of which have been taken
away. And the result is we truly have a global economy on our
hands, one in which legitimate monies move around, but one in
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which illegitimate monies move around in ways that were not true
20 years ago. So this raises problems to the business that are new
to us and raise difficulties that are the subject of your discussion
now.

There are also tensions with regard to what is secrecy and what
is privacy. I believe very strongly that customers of the bank have
every reason to expect that their personal financial life would be
respected and privacy would be a characteristic of our relationship,
and issues of privacy are very topical today in the banking industry
and that is something where we in the industry are held, I think
quite correctly, to a very high standard.

At the same time, you could go from privacy to secrecy, and you
could move into an arena where you are trying to obscure the
movements of money for reasons that don’t have legitimacy, and
there is a tension there. We are not able to erase the issues of
using secrecy to hide things in part because of privacy, and I think
Ed Montero in some of his testimony made an accurate assessment
about that from a customer’s point of view how important privacy
can be and to what extent it could be something that is significant
in their life and something that they expect the bank to maintain.

So there clearly are tensions in this business. There are tensions
that come from the world we live in, tensions involving secrecy and
privacy. There are tensions associated with what we consider to be
an appropriate source of wealth as contrasted to what these feel-
ings might be in other kinds of societies. So it is a tough business.

We will be talking during today’s session about four or five
cases—a few cases that we have been involved in—in the Private
Bank at Citibank. These are by definition difficult cases. I think it
is very clear in the testimony you have heard to date that in some
instances our behavior is legitimately open to criticism, and we
have acknowledged that this is the case and we understand it.

At the same time, I believe that these cases are full of learning.
It is learning that we have taken very seriously, and I think it is
very fair to say that today much of the learning from these cases
and the discussion that we are having this afternoon is embedded
in the positioning of the private banking business as we run it
today and in the policies and the practices that we have within
that business.

So, while there is much here about which we are not necessarily
proud, I think it is fair to say that there is some learning here that
we have reacted to and is currently embedded in our business prac-
tice.

I would say in running a big company—and we are a big com-
pany. We have over 180,000 people around the world, as I indi-
cated, operating in 100 countries around the world. You have to
rely on people and practices. In order to run a business, you must
rely on having the right people in the right jobs. These people have
to have certain skills, certain knowledge, certain attitude, and cer-
tain behavior which they bring to their job, and you have to sur-
round those people with a set of practices that provides a matrix
within which they do their job.

So the mechanisms that we have for bringing about change have
to do with having the right people in the right job, the wrong per-
son out, and having a set of policies and procedures that surrounds



53

the activities of government and individuals, and you have heard
a lot of testimony today about the necessity of having policies and
procedures and then the cultural difficulties of having those be-
come the real framework within which business is conducted.

We also are going to be talking during this session about internal
audits. These are internal audits from our own audit staff. Starting
back in 1990, we made a concerted effort for reasons that were
compelling at least to me to upgrade the quality of our audit, to
toughen it, to toughen the standards, to change the standards, be-
cause we believed back at that time that we were facing a set of
operational problems that required a toughening of internal stand-
ards, and this started way back as far as 1990.

The audit reports that you will see have some harsh comments
in them, and I think they should. We are pleased that they do be-
cause these were comments from professional auditors who found
some of the things that we were doing not up to standard.

For the purposes of our discussion this afternoon, it would ap-
pear as if the principal thrust of these audits had to do with the
private banking and knowing your customer and the adequacy of
those kind of procedures. The fact of the matter is they had a much
broader context. They had to do with the problems of control and
compliance that we had not only in the Private Bank, but across
the company, where we were seeking tougher standards, and I
think it is fair to say that during this period of time that we are
talking about, there was an overall emphasis within the company
of tightening standards. And I think that some of the audit reports
that you will be talking about this afternoon did in fact have their
desired effect. They captured the attention of the management.
They captured my personal attention. They captured the attention
of the Audit Committee of the board, and they did result in correc-
tive actions being taken.

And I can say to you—I believe you know this, Senator—that as
we speak today, the Private Bank has 100-percent good audits,
meaning four and five in our rating system, which was not the case
during the period of time that we are talking about, and this
change came about because of some of the pressures that resulted
from these bad audits.

In summary, I would say that there are some key questions that
we are really dealing with. The first question is can this business,
the private banking business—is it legitimate? Can it be legiti-
mately part of an American bank’s business activities, and can we
all feel comfortable with that? My answer to that question is yes.
I have thought about it. I have discussed it. I have in some in-
stances in my career been in business situations where I was not
comfortable with the business, and in those circumstances, we have
gone out of them, out of the business, and we have asked that
question about the Private Bank. I think it is a good business.

The second question is, can it be run properly. I think the an-
swer to that question is yes, in spite of the difficult environment,
in spite of the tensions I made reference to. I believe it can be run
profitably, and the final question you have to ask is, hey, what
kind of company is Citi, what kind of values do we have, what kind
of people are we.
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Let me tell you from a personal point of view. Let me tell you
also as the chairman of this company. We are honest people. We
do not want to do business with people with whom we are not com-
fortable. There is no need to even get close to any lines in order
to achieve our business purposes, and I, like some of the others
who have testified to you, am quite proud of my association with
this company, and I feel very comfortable about the moral quality
and the standards that we have throughout the company.

Thank you very much.

Senator COLLINS. Thank you, Mr. Reed.

Mr. Thomson or Mr. Musi, do you have any comments you would
like to make at this time?

Mr. Must. No. We are available for questions.

Senator COLLINS. Thank you.

Mr. Reed, I have read the Subcommittee investigator’s report. 1
have listened carefully to the testimony today. I have reviewed
your internal audits. I have read the GAO report on the Salinas
case, and I have to tell you that it does not paint a pretty picture.
And it leaves the basic question in my mind, and that is how did
a financial institution with all the resources that Citibank has,
with all of your sophistication, with all of your expertise, become
vulnerable to money-laundering?

Mr. REED. Well, Senator, I think I made reference to this. We are
a human organization. We clearly have had a number of instances
where we have failed to follow policies and so forth.

I do think that we are talking about five or six cases out of a
large number. I have never felt that there was a pattern across the
company that seriously raised issues about our ability as a total
enterprise, but as I said to you in the beginning, we have here
some examples of some transactions about which legitimate criti-
cism can be made and I think that we simply have to recognize
that in some of our activities and some of our behavior we have
had failures.

Senator COLLINS. I could understand the problem occurring if it
were an isolated case or two, but that is not the results of your in-
ternal audit. That is not the picture that is drawn when you go
through the audits.

Let me take you through some of the audits. In May 1995, the
internal audit of the Private Bank’s Trust and Estates Unit noted
that the rating for this audit is a “3”. Now, I believe I am correct
that it is a “1 to 5” rating:

Mr. REED. Correct.

Senator COLLINS [continuing]. Where I believe one is the worst.
Is that correct?

Mr. REED. That’s correct. Yes, ma’am.

Senator COLLINS. So this was a “3”. It noted that it was a decline
from the previous rating of “5”.

The auditors went on to say, “the unit does not perform effective
Know-Your-Customer procedures before accepting account referrals
from private bankers. As a result, customers attempting to launder
money may not be identified. This exposes the bank to civil pen-
alties and criminal charges. Administrators rely on private bankers
to obtain KYC documentation. However, our review of 15 accounts
shows that this process is ineffective.”
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Were you aware of this particular audit? This is the May 1995
audit of the Trust and Estates Unit.

Mr. REED. I doubt that I read that specific audit.

Senator COLLINS. Who would have been aware of this audit?

Mr. REED. The people who run the unit that is being audited, the
immediate supervisors above them, and obviously all of the control
staff within the Private Bank.

Senator COLLINS. What kind of rating would trigger your atten-
tion? What would cause an audit to be brought to your personal at-
tention?

Mr. REED. Well, actually what happens is, first of all, I have a
personal relationship with the chief auditor on an informal basis.
If there was an element within an audit that that person became
concerned with, it probably would be informally brought to my at-
tention quite independently of what rating might be associated
with the audit.

When you begin to have units whose audits are in the “2” cat-
egory—we have one instance of a “1”, but they are highly un-
usual—I would become aware of that.

If we get audits where the reply to the audit appears not to be
responsive, because we have had a problem of people not respond-
ing appropriately to audits, I would get involved. In fact, I believe
it was in early 1997. I started a process with two or three of my
senior colleagues to review. We had a meeting every 2 weeks, every
other week, and I went over the reply to audits where the reply
didn’t seem to us to be appropriate and for the purpose of tensing
up the system. So any sets of audits in the two category where the
replies didn’t look good, I would have seen. Anything that the chief
auditor thought I should be aware of, I traditionally was aware of.

I tend not to read audit reports per se, simply because of the
number of them.

Senator COLLINS. Let me ask you about another audit. In June
1995, Citicorp audited its European Private Bank, and it did assign
it a “2” in this case. The auditors specifically noted that “Senior
Private Bank management does not enforce the development and
implementation of compliance programs” and says “this issue re-
quires immediate attention by Senior Management.” Is this an
audit that came to your attention?

Mr. REED. I don’t recall that specific one, but I would think the
answer would be yes, and I became aware, I would say, in—first
of all, if you go back in the history, I became quite concerned in
1990 that I was not comfortable with some of the operating envi-
ronment of the company. So I made a change to our auditor in
1990, and I brought somebody in from Ford Motor actually, Dennis
Green, who would come in as an outsider with a new set of eyes
and tighten up the capabilities and professionalism of our audit de-
partment. I specifically was trying to tighten up our operational
competence.

So I started by strengthening the audit department, and it was
very clear to everybody in the company that I personally was put-
ting a lot of time and effort and was maintaining very close com-
munication with the auditor.

I then started making sure that the audit process at the most
senior level was taken seriously, but to your point, I would guess
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that sometime in the 1994 or 1995 time frame, it became quite
clear to me that we had two pockets of problems. We had a set of
audit problems associated with trading activities, the back office
associated with trading, which, of course, is very dangerous be-
cause if you get out of control there you can get significant losses
quite quickly, and we had a concentration of problems in the Pri-
vate Bank, which I think stemmed from managerial practices and
some of the points that have been raised by yourself and some of
your colleagues on this Subcommittee.

I started the process of bringing about change. It was clear when
Alvaro de Souza came into this business, but it was true also when
Rukavina ran the business before that I had a personal require-
ment. When I put people in jobs, I tend to sit them down and say
these are my concerns, this is what I am looking for you to do, and
I think back with Rukavina, which dates back to September 1994,
with Alvaro de Souza who came into the job in January 1996. I
made quite clear to them that I was concerned about the control
environment and I was concerned about the audit environment in
these areas, and that concern had stemmed from some of these re-
ports that you make reference to.

Senator COLLINS. The next audit I want to mention must have
rung some alarm bells because, in this audit, which was December
1995, Citicorp audited the Swiss Private Bank front office and as-
signed it a “1”. The auditors noted that the rating indicates that
the office is operating in a severe [sic] deficient manner, and it spe-
cifically cited that “due diligence and money-laundering regulations
were not being observed satisfactorily and that the use of pseudo-
nyms to protect client confidentiality is not an acceptable corporate
practice.”

I find this audit to be particularly troubling since the head of the
entire Private Bank was based in Switzerland and his office re-
ceived an extremely poor score, the lowest possible rating. What
was your response to this audit? Was this one brought to your per-
sonal attention?

Mr. REED. Yes. I read that audit personally. As I said before, 1
had already identified the problem before that. This confirmed it in
living technicolor, if you like, and it made very clear that we had
a significant set of audit problems, and they were not, by the way,
in any sense limited simply to Know-Your-Customer procedures.
They were far broader than that in terms of their scope, and the
problem was pervasive and spoke to an issue of management.

So, yes, I did read the audit, and as I say, I took it very seriously
and we started a process that has led to corrective action.

I would say this. Even though we had audits that showed that
policies and procedures were not being appropriately followed, I
had no indication that we were making a bunch of bad decisions
because of it. Now, that is not an excuse. You must operate with
policies and procedures, and they either are right and you follow
them or you change them, but the point is if I had reason to believe
that the operation of the business was putting the company at risk,
I would have closed it down quite independently of audits or any-
thing else.
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So getting a bad audit says you are not following policies and
procedures. You obviously have to correct this. You have got to
check, correct the people and so forth and so on.

The real question is were we doing things that were going to re-
sult in severe damage to the company. I did not believe that that
was the circumstance.

Senator COLLINS. What concerns me, Mr. Reed, is this was not
the last of the bad audits, the bad news. In May 1996, there was
an internal audit of the Latin American Accounts Office. It got a
“2”, and, again, money-laundering was specifically noted. In June
1997, there was an audit of the Private Bank in Canada. The audi-
tors assigned a score of “3” and specifically noted major risks re-
lated to money-laundering. And indeed, as late as September 1997,
when Citibank audited its Private Bank in Switzerland, the score
of a “3” was assigned.

Now, I will grant you, that is a good improvement over a “1”, but
once again there are specific criticisms about the vulnerability to
money laundering. So my concern is that this is a 3-year period.
This is not an isolated audit of one small branch. It seems to me
to be that systematic pattern of deficiencies that allowed Citibank
to be vulnerable to money-laundering.

Mr. REED. I think you are correct. I just checked the records
here. There was a 3- to 4-year period of time. So that is during the
period which we had every reason to believe that we had a problem
in terms of controls and audits and so forth and so on.

Starting in 1993, my general assumption is audits are from 8 to
15 months, sort of lagging indicators. They describe conditions
about then. It really wasn’t until 1997 that we began to see
changes; 1998, we saw significant changes; and 1999, we have 100
percent in the four and five category in the Private Bank.

So, if you look backwards, you would have to say that in that pe-
riod, 1994, 1995, into 1996, there was reason to believe that we did
not have an acceptable set of standards in place, and you and I
would agree that it is approximately a 3-year time frame.

Senator COLLINS. Senator Levin.

Senator LEVIN. I want to now start in 1997 when you just indi-
cated that you began to see real changes, not just stated policy
changes, but actual changes in the way the Private Bank was oper-
ating.

Yet, in 1998, the Federal Reserve required the Private Bank to
report every 3 months to the Audit Committee and lifted that re-
quirement only about 6 months ago. Were you aware of that?

Mr. REED. Yes, sir, I was.

Senator LEVIN. What is the need for secrecy in private banking?
And I do not here mean confidentiality, and I want to just spend
a minute with you on the difference.

Should our banks be setting up secret bank accounts in secrecy
jurisdictions which are not subject to legal process for regulatory
oversight and possibly civil process? In other words, just to give
you an example, you have got a brochure here which says, in its
table of contents, “The Bahamas, the Cayman Islands, Jersey and
Switzerland, the best of all worlds.”!

1See Exhibit No. 17 which appears in the Appendix on page 149.
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I will ask you in a minute why they are the best of all worlds,
but why should our banks be setting up accounts in secrecy juris-
dictions that are not subject to the same legal process for regu-
latory oversight or civil process which a bank account would be
subject to here in the United States, or should banks no longer be
doing that?

Mr. REED. Senator, my sense of it is this. We have to run a busi-
ness. We have to run a business in the world the way we see it.

We would not do business in an environment where we didn’t
think there were appropriate mechanisms, safeguards, and so forth
to run a bank, and we do business every place in the world. There
are some places and some circumstances where you simply would
not be able to run a bank, and if we find ourselves in those cir-
cumstances, I think there is a record of our simply withdrawing or
shrinking down the business to the point where it doesn’t exist.

A number of these places characterized by secrecy are perfectly
respectable places. I think Switzerland would generally be de-
scribed as a well-developed society with a rule of law. It happens
to have a set of secrecy laws surrounding banking that you might
find not to your taste.

I personally believe that if we are going to be in this business
that we have to operate in the parts of the world where business
is and where customers would expect you to be, and if there was
something about the legal structure that precluded us as a bank
from running our business, we wouldn’t be there. If there was
something about the legal structure that precluded our regulators
from doing an adequate job of regulating us, they wouldn’t let us
be there. We have to apply for permission to open a branch, and
if our regulators, the Fed or the OCC or whoever, felt that it was
a jurisdiction in which they couldn’t meet their responsibilities,
they simply would turn us down. So I don’t believe that it’s a fair
comment to suggest that because a Nation chooses to have a set
of secrecy laws that that means it is an environment in which a
bank should not operate.

Senator LEVIN. Would you object if the Federal Reserve or the
OCC decided that you or no other bank should be allowed to open
up accounts in any jurisdiction where its process would not be able
to reach? Would you have any problem with that if they then
changed their rule on that?

Mr. REED. As long as you had a broad description of what you
just said there.

If they couldn’t effectively do their job, I don’t think they’d let us
be there today. So I'd have no problem whatsoever. They obviously
have a legal mandate to do their job.

Senator LEVIN. I do not know how much of this morning’s testi-
mony you heard, but I will tell you this, that I was deeply dis-
turbed by this testimony in a number of ways. What struck me per-
haps the most is that we had in April 1992 and in September 1991
very clear policies of your bank that went out to your people who
are running the Private Bank. And these policies had to do with
making sure that there was, in the words of the policy, “a clear-
eyed assessment of the integrity of the client, his business activi-
ties and the source of funds at the acceptance stage and there-
after,” and many other provisions about documenting things and
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having records which were obviously ignored in the years after
these policies were adopted by the bank.

Did you hear this morning’s testimony, by the way?

Mr. REED. I heard that portion you are making reference to.

Senator LEVIN. Were you troubled by the fact that policies of the
bank were not implemented in these years until 19977

Mr. REED. Let me be honest in my reply here. Let me say I felt
good that it was so clear that we had these policies. I have been
aware that we had these policies and their equivalent, frankly, for
the 30-some-odd years I have worked in the company. We have al-
ways wanted to know our customers, wanted to know why they
were dealing with us, so forth and so on. These were very clear,
as you point out yourself.

I was distressed that it would appear that there is no record of
people having followed these policies from a paperwork implemen-
tation point of view, and obviously, there was not due diligence and
so forth and so on.

I don’t believe that at this period of time across the business of
the company, there was ever any pattern of us being a “easy bank,”
a bank where dirty money comes because they know that we won’t
keep track of it. I don’t think there are many examples of us taking
customers who are clearly on the other side of that line.

There have been errors, but I was not concerned that said, hey,
were we really running this company poorly at that time, and so
I had a mixed set of feelings as you were asking your questions.

Senator LEVIN. You told our staff investigators, Mr. Reed, that
you had heard from Mexican businessmen as early as 1993 about
possible corruption involving Raul Salinas “inserting himself in
local business deals inappropriately.” How is it, then, that he be-
came a client of a Private Bank? Apparently, what you had heard
was never transmitted to the folks who were considering him as a
client, or was it?

Mr. REED. First of all, I never repeated it to anybody until asked
as a part of this investigation, and so it wasn’t transmitted.

Second, I think if you look at the minutes of my talk with your
staff, I said 1993 or 1994, and frankly, I am trying to figure out
which it was.

The other thing is I think you would find in my communication
with your staff is I didn’t use the word “corruption.” I said I had
heard, and this is true. I had been in Monterrey, Mexico, calling
on some customers, played some golf. After golf, I was sitting
around the table and a couple of these people were talking to each
other, and they made the comment that led me to believe—first
time I had heard any sense of impropriety on the part of the Sali-
nas family, and as you know, I knew the Mexican situation reason-
ably well—of any kind of misbehavior.

And what was implied in the conversation was that there was a
brother—I didn’t even know his name—of the president in
Monterrey who was getting himself involved in business deals be-
cause of the relationship with his brother, and that this could em-
barrass the president.

I don’t believe I used, nor would it have been proper to say that
there was any sense of corruption. There was a sense of possible
embarrassment to the president, and I didn’t repeat it because I
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don’t make generally a sort of policy of repeating this type of com-
ment about which I know nothing.

Senator LEVIN. When Mr. Salinas was arrested, the head of your
Private Bank at the time, Mr. Rukavina, suggested that Citibank
move Mr. Salinas’ assets to Switzerland for secrecy purposes.!

Mr. REED. I am aware of that comment.

Senator LEVIN. Here is the conversation. Mr. Rukavina, “Now,
the thing is whether that—whether those accounts shouldn’t be
brought to Switzerland.” “The ones in London?” “Of course.” “They
are held under the trust, right?”

And then this is what then happened. This is the 2:51 conversa-
tion. Mr. Salmon, “So, Rukavina’s question is really, from a secrecy
standpoint, should we move it out of London back to Switzerland?”
Mr. Homen, “Yes. I mean, what’s the best structure to”—it is unin-
telligible there. Mr. Salmon, “I don’t think if we move it from Lon-
don to Switzerland, London will be able to destroy its records.” Ms.
Bevan, “No, that’s right. You'd see a transfer.” Mr. Salmon, “So, I
don’t know what would necessarily be gained by moving everything
to Switzerland.”

Now, does that conversation bother you that the first reaction to
an arrest is effort made to preserve the secrecy of the account rath-
er than what the heck is going on with our

Mr. REED. Sure, it does. I mean, this is simply wrong.

Senator LEVIN. In your statement, I believe you said that
Citibank handled Salinas appropriately, and let me ask you a num-
ber of questions.

The private banker here, your private banker, used an alias
when introducing the client to Citibank in a branch bank; took Mr.
Salinas’ word about a construction company, never learned the
name of the company, never learned what the business was, what
his interest was, what the sale price was; took Mr. Salinas’ cash-
ier’s checks by the millions to deposit with Citibank without know-
ing the source of the money, getting any references from the bank
involved, without knowing whether the cashier’s checks were ob-
tained from cash deposits.

And then—T’1l just leave it right there. Do those facts trouble
you?

Mr. REED. Yes, the facts trouble me, but what troubles me more,
Senator, is where did you hear that I said that this was handled
appropriately.

Senator LEVIN. I thought in your statement, you indicated—and
I may have misread your written statement—that Citibank han-
dled Mr. Salinas appropriately, and if I misread your written state-
ment—

Mr. REED. I think

Senator LEVIN [continuing]. I would withdraw that part of the
comment.

Mr. REED. I think that we are on record as saying that there
were a number of policies that were not followed. It would there-
fore be difficult to say that it was handled appropriately.

Senator LEVIN. Fine.

Senator COLLINS. We will have a second round of questions.

1See Exhibit No. 18 which appears in the Appendix on page 151.
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Senator Cochran.

Senator COCHRAN. Thank you, Madam Chairman.

When the Subcommittee began its hearing today, I made the
comment that our staff had done an enormous amount of work to
obtain information about the effectiveness of U.S. laws and regula-
tions to combat money-laundering, and I wonder, since we have
now had the presentation of the full report of the staff and other
testimony as well, whether or not it has occurred to you or others
that we have passed a new law relating to financial services and
whether or not there is anything in that new law that strengthens
the effectiveness of U.S. laws regarding money-laundering or im-
pacts the way financial institutions, not just banks, but insurance
companies and others, should adopt policies like Know Your Cus-
tomer and other good banking practices. What is your reaction to
that?

Mr. REED. Senator, I am unaware of anything in the law that
has recently been passed that would specifically require that this
be extended.

In the case of Citigroup, as we have testified, we in fact—and
this is a question of simply taking banking practice and spreading
it throughout the entire corporate structure—we in fact have ap-
plied our rules with regard to money-laundering across the com-
pany, and I think you will find as other institutions begin to come
together, as ours has, that we will have in fact a cultural transfer
and it will have the effect that you are asking about, but to the
best of my knowledge—and I can’t in honesty say that I have read
every line of the proposed new law

Senator COCHRAN. Well, we have not either.

Mr. REED. But to the best of my knowledge——

Senator COCHRAN. I hope somebody has.

Mr. REED [continuing]. There is no specific requirement on this
subject.

Senator COCHRAN. I wonder if the change in your policy about
targeting customers for your private banking business has already
had an effect. You talked about the fact that you are trying to seek
out entrepreneurs for your Private Bank, those who build wealth,
who build businesses, and create jobs. The question is whether this
strategy, rather than targeting public figures, per se, or people be-
cause they are famous, is going to limit the vulnerability of private
banking to money-laundering.

Mr. REED. Senator, I think it has already. I think this hearing,
as I said in the beginning, is going to have the effect of beginning
to create a de facto set of standards for at least the American in-
dustry, and I would hope we could propagate it beyond that. So I
think it has already, and I think it will have that effect.

Senator COCHRAN. Recently, we heard some talk and there has
been an administration report about money-laundering in Russia.
You seem to have avoided any problems in Russia. Do you attribute
this to the new policies or policies in combination with other fac-
tors, like the general instability there? Would you have any advice
for anyone doing business in Russia with regard to money-laun-
dering problems?
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Mr. REED. Senator, we have been fortunate. I have been very
careful not to say anything because we all live in glass houses. This
is a tough business.

I believe in the case of Russia and in the case of some other loca-
tions that it has been a part of our new policies, but more than
that, I think it has been an attitude on the part of the company.
I think that the management of the company fully understands
that we are serious about this, and there are clearly areas of the
world that are much more vulnerable from a customer point of
view.

It is very difficult to imagine how somebody could have legiti-
mately made money in some of these locations until very recently,
and, therefore, there are large sums of money that have come from
Russia, from other countries, that while you don’t want to make
general statements, you could certainly be leery that this is an area
of the world where it is hard to imagine how people could be legiti-
mately making money and being customers.

So we have been fortunate. I think it reflects policy. I think it
reflects standards, and I think it reflects a seriousness within the
company about the difficulties here and about the importance of
avoiding some of these problems.

Senator COCHRAN. Has our investigative staff inquired of you or
your officials about your experiences in avoiding problems in Rus-
sia or of any other banking institution to your knowledge?

Mr. Must. No, they have not.

Senator COCHRAN. What about being contacted by the adminis-
tration in the preparation of the Summers-Reno money-laundering
report? Was anyone from the administration in contact with
Citigroup or any of your officials about your new procedures or how
you avoided past mistakes?

Mr. MusI. Not to the best of my knowledge, Senator.

Senator COCHRAN. Let me ask you one other thing. We have got
a lot of laws that apply just to U.S. companies. We do not have ju-
risdiction over foreign companies. There is, of course, a problem in
international trade. We try to abide by rules ourselves, and then
when others do not abide by the rules, we end up bearing the brunt
of those transgressions either from economic disadvantage or cor-
ruption that we cannot do anything about that benefits foreign
companies and it puts us at a disadvantage.

You are talking about all these countries where you do business.
In this general area of international businesses, how do we get the
other banks based in other countries or other financial institutions
to abide by the same standards?

I think you have come up with some international suggestions or
international rules. In your statement, you talk about that. How do
we go about getting that implemented and getting others to recog-
nize the legitimacy of applying these rules worldwide?

Mr. REED. I think, Senator—first of all, I think it is very impor-
tant for all the reasons that you mentioned.

I think the mechanisms frankly are hearings of this sort which
raise to the public’s attention these kinds of issues, and bankers
will read this.

I think that there is a very good mechanism that ties the central
banks, the Federal Reserve in our case, with the central banks of
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the more developed countries, at least the G7 that meets routinely
in Basel in Switzerland, and this quite legitimately can be a sub-
ject of a discussion amongst the governors of the central banks, all
of whom I think would subscribe to the same general set of values
that we have with regard to this issue.

Frankly, if you can capture the attention of the banks in the
major developed countries, you won’t have a problem with the oth-
ers because the money that we are talking about ends up in Swit-
zerland or in New York or in London or in Tokyo. So, if we can
get the European banks, the Japanese banks, the American banks
generally operating within a similar framework of values—and this
can be fostered by the cooperation of central bankers from those
countries and this mechanism that already exists in Basel, Switzer-
land, for talking about subjects of this sort, plus, very frankly, the
helpful comments that have come from the World Bank with re-
gard to corruption generally—and as you know, the World Bank
has spoken out with regard to corruption and corruption issues—
this creates an environment where the industry can come together.

Today, there are, as you know, wildly different practices. There
are still major players in this industry who would not share any
of the values that are being discussed today in this session.

Mr. Must. If I may, Senator, can I add to that?

Senator COCHRAN. Yes, sir.

Mr. Musl. One of the efforts we are trying to coordinate is spear-
heading, if you want to call it that, a private-sector initiative, but
in conjunction with the regulators, working with Transparency
International over the last 6 months. We have had meetings with
major financial institutions who are in the private banking busi-
ness throughout the world trying to bring together a set of basic
practices that are best practices and can be adopted on a uniform
level across the world. We believe this can only be addressed
through a global initiative.

We have obviously tightened up our standards in the United
States and we can make sure that the banks follow those stand-
ards, but to ultimately achieve the goal that everybody is setting
out to achieve here, this really needs to be addressed on an inter-
national level, and we think that by spearheading this effort—and
we have shared what we believe are the best practices, taking into
consideration the guidelines that have been issued by the Fed, tak-
ing into consideration the industry practices as we talk to our peer-
group banks, and we tried to put together a best practices paper
that we could share with all of the major financial institutions who
are willing to come to the meeting, day one.

We obviously have gotten more interest over time, and as we pro-
ceed in this effort, more banks come to the table as they recognize
that they have to deal with the same kinds of issues and are sus-
ceptible to the same types of vulnerabilities.

We have also shared the KYC policy that we have discussed that
the Private Bank issued in September 1997, and finally, the re-
cently issued new anti-money-laundering policy for all of Citigroup.
It is our expectation that they will then share those policies with
us as well. We will go forward with the presentation of a uniform
best practices memo for all of the major international private banks
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and then bring the regulators into the process again and make sure
that everybody is in line with their expectations as well.

Senator COCHRAN. Did you find any particularly troubling chal-
lenges? You merged. For example, I think one of the companies
that are now part of the Citigroup is Travelers Insurance Com-
pany.

Mr. REED. Yes.

Senator COCHRAN. After that transaction, you point out in the
statement some changes that were made in regulations and policies
and standards and education and training programs that were then
extended to this new company. What can you tell us about the effi-
cacy of that initiative?

Mr. REED. Well, I think what has happened, Senator, is that we
have applied these standards that we have talked to across the en-
tirety of Citigroup.

Historically, most of the Travelers’ organizations were domestic
United States in their orientation, and to some of them, the notion
of money-laundering was in fact a new one, particularly in the con-
text of the private banking and global flows, but, obviously, we are
vulnerable there, too, particularly through Smith Barney, a broker-
age firm that has international customers and that maintains of-
fices where there are many offshore banking customers and the in-
surance business.

So what we have done is we have sort of raised the awareness.
To most of the people involved, it has been new news. It has not
been a subject that they had been related to before, and I think
what it has done is it’s created a uniform set of policies and proce-
dures across the company and it makes sure that our standards are
company-wide and not specific to one institution or not another.

Senator COCHRAN. Thank you.

Senator COLLINS. Thank you, Senator Cochran.

Mr. Reed, I want to go back to the conversation that Senator
Levin asked you about which occurred the day after Mr. Salinas
was arrested, and I want to direct your attention to part of the dis-
cussion about what to do with his accounts.?

Mr. Salmon says, “I don’t think that if we move it from London
to Switzerland, London will be able to destroy its records.” Sarah
Bevan responds, “No, that’s right. You'd see a transfer.” Mr. Salm-
on, “So I don’t know what would necessarily be gained by moving
everything to Switzerland.” Mr. Salmon, “OK, fine. Then my feeling
is this. I don’t think you’re going to be able to wipe out the history
of London. . . . I personally don’t see any benefit in moving it, in
moving it to Switzerland.”

Your reaction was the same as mine. You said this is wrong.

Mr. REED. Correct.

Senator COLLINS. But the conclusion that I draw from this con-
versation is the Citibank officials involved were not discussing
whether it was right or wrong. They were discussing whether it
would work or not, whether it was feasible, and they only aban-
doned the idea of transferring the funds from London to Switzer-
land when they realized it would not erase the evidence of the
transfer. Do you think that is a fair conclusion for me to draw?

1See Exhibit No. 18 which appears in the Appendix on page 151.
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Mr. REED. That is a fair reading. I would like to be charitable
to think that had they found that it would work, that they would
have had second thoughts, but that’s supposition.

This is a level of immaturity and judgment that is simply not ac-
ceptable. I mean, this kind of thought—I mean, when you have a
problem, you have a problem, and this idea of how can you hide
the problem and obfuscate the facts is simply unacceptable, period.
There is no excuse for it.

Senator COLLINS. My final question for you is this. In retrospect,
when you look at the 3 or 4 years of audit reports that raised a
lot of red flags, some of them giving very poor audit reviews, very
poor scores, that repeatedly identified a risk of money-laundering
exposure for the bank, do you think that Citibank acted aggres-
sively enough to address the problems that were being identified
over and over and over again by these audits?

Mr. REED. Senator, again, 20/20 hindsight, obviously I would pre-
fer not to be here talking about this, and so you would say obvi-
ously I wish we had been more aggressive, cleaned it up more
quickly, but I have to be honest. As I said in my comments at the
beginning, the thrust of these bad audits, unfortunately, was not
limited simply to money-laundering problems and failure to follow
procedures. We had a more generalized set of control problems that
involved how we managed money and customer accounts and a
whole variety of things that really was at the core of our ability to
operate effectively.

I think that we can be legitimately criticized that it wasn’t done
maybe a year earlier, but for an organization of our size, I think
you were always talking about a couple of years. So I wouldn’t jus-
tify three, but given the nature of the problem, the number of peo-
ple involved, the degree to which there are going to have to be cul-
tural changes and the leadership required, I think it is fair to say
that I understood even as we got into this that it was going to be
a multi-year process.

Mr. Must. I think another point that needs to be made, Senator,
is that during that same time period, the regulatory guidelines and
expectations were evolving as well, as everybody tried to get their
arms around this issue and define best practices. It was during
that period, post-Salinas, that the Fed ultimately issued their
guidelines on private banking. It was during that period that the
Private Bank working with the regulators developed its KYC policy
and its overall anti-money-laundering program. So a lot was hap-
pening at that time, and I think the point that Mr. Reed made be-
fore about audits being a lagging indicator, the positive audit re-
sults that we achieved throughout 1998 are clearly the result of the
efforts that we took during the latter part of 1996 and throughout
1997.

Senator COLLINS. I do want to acknowledge that, clearly, there
has been significant improvements, and I think in the interests of
a complete record, it is important that that be noted.

Senator Levin.

Senator LEVIN. In 1995, that telephone conversation shows that
the first reaction of your people was how do we continue to hide
Salinas’ money, how do we move Salinas’ money, and you very
forthrightly just indicated that that is unacceptable behavior.
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Yet, in 1998, September, we have the Abacha situation. Now, you
have Nigeria seizing funds from General Abacha’s relatives and his
associates, and the Private Bank, your Private Bank, actually lent
his sons $39 million in order to transfer that money from London
to a Swiss account and elsewhere. That represents the approval of
that overdraft.!

It seems to me in principle you have got the same kind of reac-
tion. You have got the Nigerian officials saying this money is cor-
rupt and we are seizing it from General Abacha, who had, I be-
lieve, died in an airplane crash a couple years before. You have got
the Private Bank going out of its way to help those sons move $39
million. It is actually lending those sons money in order to accom-
plish that.

There was a time deposit. It was not yet due. So the bank lent
the sons the money until the deposit was due and then reimbursed
themselves. Is that appropriate conduct? Is that conduct you be-
lieve meets your current standards?

Mr. REED. Senator, I don’t know. Until I heard this today, this
afternoon, I had not heard of this particular transaction, and you
would have to understand the context. I mean, if you want to pose
it as a strictly theoretical question, taking only what you have said
as the fact situation, then the answer is self-evident. I don’t believe
that was the circumstances.

Mark, do you know anything about this?

Mr. Must. Yes. Actually——

Senator LEVIN. Let me just correct my factual predicate here. Ap-
parently, it was not an airplane crash. He had died of a heart at-
tack in June 1998, General Abacha, so just to correct that part of
the premise.

Mr. Must. Thank you, Senator.

Senator LEVIN. Not that it changes——

Mr. Muslt. That doesn’t change the answer I am about to give.

In terms of this situation, we found ourselves in effect between
the proverbial rock and a hard place. We had already made a deci-
sion to exit the relationship because of the nature of the client, and
we had been executing that exit strategy. And actually, this move-
ment of funds was in support of that exit strategy. Clearly, we
wanted to segregate our ties with these clients as quickly as pos-
sible, and to facilitate that process, we allowed the loan to be set
up, the money to be removed from the bank. Then we had clear
ownership of the relationship, and it expedited our exit strategy.

We didn’t have a basis at the time from a legal point of view in
contacting our people to freeze the assets because we were not in
the position to do so. So, in carrying out the exit strategy, this was
the transfer of funds to facilitate that.

Senator LEVIN. They requested these funds; is that correct?

Mr. Must. As part of our exit strategy.

Senator LEVIN. Well, according to this, the client had requested
the remittance of the funds.

Mr. Must. Well, that’s what——

Senator LEVIN. Is that your exit strategy, or is it their strategy
to hide those funds?

1See Exhibit No. 16 which appears in the Appendix on page 148.
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Mr. Must. No. It’s their exit strategy to remove themselves. It’s
our exit strategy to move them out of the bank, and this is the
process that we used to move that process along.

Senator LEVIN. To move to a Swiss bank where it would be more
secret?

Mr. Must. That’s their choice as to where they want to take their
business, Senator.

Senator LEVIN. Let me just make sure I understand this. The ini-
tiative to do this was your initiative or their initiative?

Mr. Musi. Working with the client, we contacted them and told
them that we wanted to sever our relationship. As part of that
process, we allowed this transfer to go through so that we could to-
tally sever the relationship as quickly as possible.

Senator LEVIN. And whose initiative was it? Who initiated it? I
know you were working with them, but I mean who initiated this
transfer?

Mr. Must. I don’t know who actually spoke to the client.

Mr. REED. Senator, if I understood

Senator LEVIN. No. I want to know did you initiate it or did the
client initiate it.

Mr. REED. It sounds—if what I understand—it sounds as if we
had made a decision that we wanted to exit these relationships. We
approached the customer telling them that. They said—and we had
a time deposit which as you point out didn’t mature, and appar-
ently, in order to get them out of the bank, we chose to allow them
to break the time deposit. It sounds to me as if we initiated it.

Senator LEVIN. But the bank still had $17 million in deposits
after this; is that correct?

Mr. REED. I don’t know.

Senator LEVIN. Do you know, Mr. Musi?

Mr. Must. I am aware of that, yes.

Senator LEVIN. That is correct; is that right?

Mr. MusI. Yes.

Senator LEVIN. So you were not terminating your relationship.
You were maintaining——

Mr. Must. No.

Senator LEVIN [continuing]. Seventeen million dollars.

Mr. REED. No. We had made a decision to exit. The process by
which you do that has to take—depending on the nature of the de-
posits and so forth and so on takes time, but there was no ambi-
guity about the decision.

Senator LEVIN. Did they know that, that you had reached

Mr. REED. Obviously so or they wouldn’t have been willing to
make this move.

Senator LEVIN. It is not so obvious as to why they made the
move because Nigeria was grabbing their resources and their as-
sets. So, when you say that they initiated or they knew of the
move, that you were motivating this move, that is very different
from what the facts were on the ground which was their assets in
Nigeria were being seized, and they, according to this document
here, initiated this request for the transfer of money and for the
overdraft. Now, that is what that indicates.

Mr. REED. Mark, did we ask them to move this money?
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Mr. Musi. We had already contacted the clients and informed
them of our exit strategy.

Senator LEVIN. All right. You have also received some advice
from Mr. Rogers who is in charge of the Bongo accounts. Your top
manager in Africa said the following, that you should be very care-
ful about closing the Bongo accounts in 1998 because—now, this is
1998, so your 1997 initiative is supposed to have been underway—
but here is what he says in 1998 in an e-mail, November 6, “What-
ever internal considerations we satisfy, the marketing fallout is
likely to be serious.” ! That is what he says will happen if you close
the Bongo accounts. I do not think your new policy has taken hold
of Mr. Rogers in November 6, 1998, has it?

Mr. REED. Doesn’t sound like it, but, Senator, let me say some-
thing. I have been in the business 35 years. I have never ever en-
countered a circumstance where our dealings with a customer as
an individual account had repercussions in terms of our franchise.

Now, I am sure there are junior officers within Citi in the field
who worry that if you are dealing with a minister of finance or a
president or somebody in the central bank and that we make a de-
cision about their personal account that there might be some dan-
ger that the banking business of the overall company can be im-
pacted, and that is sort of the thrust of what is said here. Never
have I experienced that. I have dealt with ministers of finance,
heads of state, so forth and so on around the world. I have dealt
with franchises that were at risk. I have opened. I have closed. I
have never in my experience found any linkage.

So the concerns that people might represent as they have here
in terms of potential linkage between how you handle an individual
account and the bank’s business in the country may exist in the
minds of some junior people, but it has never in my experience
been a problem for us.

Senator LEVIN. Well, that is not the point of the question,
though. The point is he is saying do not close these accounts or be
very careful before you close them because this could have an effect
on—and these are his words——

Mr. REED. On our franchise in the country.

Senator LEVIN. And on your marketing.
hMr. REED. And I am simply saying I have never experienced
that.

Senator LEVIN. And on your marketing.

Mr. REED. Yes.

Senator LEVIN. And my question to you is, whatever the effect
is of closing an account which should not be open, shouldn’t it be
closed?

Mr. REED. Obviously so.

Senator LEVIN. So then he did not get the point of your 1997 pol-
icy.

Mr. REED. He didn’t get the point. That’s correct.

Senator LEVIN. I think I am out of time. I have just a couple
more questions. My red light is on.

I think what we have to face is whether or not our banks should
make money off deposits which are the result of dirty money, either

1See Exhibit No. 15 which appears in the Appendix on page 147.
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corruption, looting a treasury, bribes. Those are not specifically
identified in our current money-laundering laws, but I think you
would agree that that is dirty money.

Mr. REED. I sure would.

Senator LEVIN. And the question that I think we have to face is
whether or not our banks are going to profit off those kinds of de-
posits, even though other countries’ banks might.

You talked about international standards, and I think it is a fair
question because we would hope that everybody would in the world
would be bound by the same rules, but they are not. It is not true
when we sell weaponry either. There is a lot of things we will not
sell that other countries will sell, and my question

Mr. REED. Senator, I don’t think there is any significant profit
in the American banking system from such funds.

Senator LEVIN. My question, though, is this. Would you agree
that we should treat corrupt money, which comes from bribes, or
looting a treasury, in the same way that we treat, for instance,
drug money?

Mr. REED. Surely. Obviously so.

Senator LEVIN. Good. Because that would require a change in the
law, and we are considering some changes in laws which I am
drafting and I have shared with the Majority. They have not had
an opportunity, because it is still very much in flux, obviously to
review what that draft is, but I would hope that you and your col-
leagues in the American banking industry will take that position
that money-laundering is a serious and growing problem, that we
cannot condemn corruption without being sure that our banks do
not profit from corruption abroad.

We thought we had made some progress in 1986. We have a long
way to go. You folks, I think, thought you had made some progress
when you issued your regs in 1991 and 1992, which were ignored
until 1997, and then you have tightened up your internal rules,
hopefully, now, despite the 1998 review of the Federal Reserve. You
are on track to making sure that you do not profit from accounts
fWhi((i:h are the result of dirty money or money-laundering or corrupt
unds.

I really hope that you will read all of the testimony today, the
part that you did not see or witness, because I think that it will
reinforce hopefully some determination to end practices where your
bank or any bank will profit from dirty money. And we need to en-
list the support of the American banking community in ending this
because it is intolerable that our banks that we put so much con-
fidence in should profit in any way from money which is either ille-
gal drug money or the product of looting a national treasury or the
product of corruption or bribery.

Mr. REED. Senator, I think as I indicated in my opening state-
ment that we share your interest. I think the regulators do, too,
and they have been, as apparently you are, working on trying to
formulate how we can do this.

I would like to repeat, however, because I just feel I should, on
behalf of Citi, but on behalf of all the banks in the United States,
this is a problem. This is a problem that must be addressed. I do
not believe that either my bank or the American banks in general
have any significant amount of this money with them. That isn’t
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zero, but you would not notice it in the third decimal place of their
earnings. It simply is not a big factor in the banking practice to the
best of my knowledge of any American institution.

Senator LEVIN. I hope that message gets to your people because
you see in the response to the possible closing of accounts that your
people who are running your Private Bank are saying, “Whoops,
wait a minute. That could affect our deposits.” So I hope that last
message gets through to your folks.

Mr. REED. I share your view.

Senator COLLINS. Mr. Reed, I want to thank you and the other
members of Citibank who testified today not only for your testi-
mony, but also for your cooperation with this probe. I realize that
the money-laundering problems that we have discussed are not
unique to Citibank, and I understand that this obviously was not
pleasant to have this kind of scrutiny on your operations. Never-
theless, I think that the Subcommittee has identified some very
troubling and serious concerns, and I hope that as with the Salinas
case, which you described as a learning experience, that the testi-
mony before the Subcommittee will also further advance that
learning experience of all those at Citibank.

Mr. REED. Madam Chairman, thank you.

Senator COLLINS. At this point, the hearing is now recessed until
1 p.m. tomorrow afternoon.

[Whereupon, the hearing was recessed, to reconvene at 1 p.m.,
Wednesday, November 10, 1999.]
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OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. The Subcommittee will please come to order.

This afternoon the Subcommittee continues its investigation of
the complex and confidential world of private banking and its
vulnerabilities to money laundering. Yesterday we heard disturbing
testimony which indicated that private banks, because of their will-
ingness to ensure secrecy, may be very attractive to criminals who
want to launder money. Our hearings described the nature of pri-
vate banking and the degree to which private banks market secrecy
to their very wealthy clients, a service that, while beneficial for
many legitimate customers, is also appealing to criminals who
want to hide their dirty money.

Private banks frequently help their clients move enormous sums
of money in a fashion that obscures the client’s relationship to the
funds, even from the private bank’s own employees. The Sub-
committee’s investigation found that private banks routinely use
code names for accounts, concentration accounts that disguise the
movement of client funds, and offshore private investment corpora-
tions located in countries with strict secrecy laws, so strict, in fact,
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that there are criminal penalties in these jurisdictions for dis-
closing information about the client’s account to banking regulators
in the United States.

Yesterday we also received testimony from Citibank private
bankers, their supervisors, and the bank’s chairman about
Citibank’s handling of several private bank accounts. That testi-
mony highlighted in striking detail the reputational and legal risks
that banks can encounter when they fail to collect and document
information about their client’s source of wealth and, just as impor-
tant, when they fail to monitor those clients’ accounts for sus-
picious activity.

Today we turn our attention to some of the broader policy issues
related to how private bankers do business and the implications of
those business practices for our banking system and for Federal
regulators. We will also receive an insider’s perspective of how pri-
vate banks operate from a former private banker who is now in
prison for money laundering. We will also hear from a noted schol-
ar who will discuss the problems related to the movement and
flight of capital, both legal and illegal. Finally, we will discuss with
banking regulators their growing concerns about private banking’s
susceptibility to money laundering and the obstacles that they face
in conducting effective oversight.

I look forward to receiving the testimony of our witnesses today,
and at this time I would like to recognize Senator Levin, who initi-
ﬂted this investigation, for any opening comments that he might

ave.

Senator Levin.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you, Madam Chairman, and thank you
again for your very strong support and the very important assist-
ance that your staff has given in this joint effort.

Yesterday, as you indicated, we looked at a case study of
Citibank private banking and saw the largest American bank with
the greatest resources at its disposal and pretty good policies in
theory find itself the bankers to a rogues’ gallery of clients.

Citibank had Raul Salinas of Mexico, about whom the bank had
absolutely no written documentation or verification on the source
of his wealth, despite Citibank policies to the contrary and for
whom the bank concocted an elaborate structure of secrecy.

Citibank had Asif Ali Zardari of Pakistan as a client, even
though John Reed, the CEO of the bank, had been advised by his
own Citibank staff to stay far away from him because of allegations
of corruption.

Citibank had Omar Bongo of Gabon as a client, with a private
banker who said he never once asked Mr. Bongo about the source
of his wealth, despite bank policies requiring him to do so.

And Citibank had the sons of Sani Abacha from Nigeria to whom
the bank, after the country of Nigeria began a public corruption in-
vestigation into General Abacha, lent $39 million so that the sons
could remove into a more secret place $39 million from a certificate
of deposit without penalty.

Those are the deeply troubling stories that we heard yesterday.
Citibank argues that was then and this is now, and the operation
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of the Private Bank has changed considerably in the last few years.
But the actions with respect to Mr. Bongo and the Abacha sons oc-
curred in 1998, and it was just last year when the Federal Reserve
told Citibank board members that the Private Bank had “signifi-
cant weaknesses in internal controls that exposed Citibank to ex-
cessive legal and reputational risk.” It also conveyed concern about
the “length of time,” in their words, that the Private Bank was tak-
ing to correct deficiencies and the “relative slowness of progress,”
again, in the words of the Federal Reserve.

Because it was only 6 months ago that the Federal Reserve lifted
the requirement that the board’s Audit Committee review Private
Bank issues on a quarterly basis, the best that I am able to say
is that not only is the jury still out, it just went out on the changes
that have occurred at Citibank with respect to private banking.

I hope the changes take hold and become a model for all banks
worldwide. But given the track record, strong policies in 1991 and
1992 in Citibank which didn’t take hold, and no action taken to en-
force those policies with resources and determination until 1997,
and given the sad state of affairs in case after case that we re-
viewed in this investigation, it will take a large and steady dose
of due diligence with respect to enforcing their own policies in all
corners of the Private Bank to change the actual conduct of
Citibank’s Private Bank.

Our investigation has taught us that through the private bank-
ing system U.S. banks are too often conduits for dirty money. That
is because due diligence has not been effective, and I believe that
is in part because there is no specific requirement for due diligence
in law; because predicate crimes for money laundering are insuffi-
cient since they don’t explicitly include foreign corruption or bribes;
and because private banks have secrecy tools made available to the
wealthy to operate secret accounts in secret corporations and secret
jurisdictions. I will be introducing legislation later today that ad-
dresses these and other issues raised during the course of the in-
vestigation.

Among some provisions of the legislation would be prohibiting
the opening or maintenance of an account by U.S. banks for a for-
eign entity unless the owner of the account is identified on a form
or record maintained in the United States. This will make sure
that there will be documentation in the United States of the bene-
ficial owner of any account managed in the United States, just as
there is now for U.S. companies and entities. It will include a pro-
hibition on the use of concentration accounts for individual ac-
counts without earmarking the funds to the client. It would include
a statutory requirement for banks to conduct due diligence, and
add crimes of bribery, kickbacks, fraud, and corruption in foreign
countries as crimes for which money laundering applies. I was
pleased yesterday to hear that Mr. Reed will support a legislative
change to make foreign corruption and bribes criminal offenses for
which U.S. money-laundering laws would apply.

Today we will be hearing, as our Chairman indicated, from Anto-
nio Giraldi, a former private banker to American Express, Bankers
Trust, and Citibank. Mr. Giraldi was the subject of a landmark
case in the private banking industry in which he was convicted of
money laundering or engaging in similar practices that we talked
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about yesterday with respect to Citibank. Giraldi’s private bank cli-
ent, however, turned out to be a drug trafficker, and a jury found
him guilty of willful blindness with respect to that fact. He is now
serving 10 years in Federal prison.

We will also hear from Raymond Baker, an economic scholar at
Brookings, who has traveled the globe talking to bankers, business
people, and financiers, learning about how dirty money moves
around the globe. And, finally, we have representatives from the
Federal Reserve and the Office of the Comptroller of the Currency,
the regulators of the private banks which are the subject of this in-
vestigation.

Again, I want to thank you, Madam Chairman, for your support
and your leadership.

Senator COLLINS. Thank you, Senator Levin.

Pursuant to Rule XIV of the Permanent Subcommittee on Inves-
tigations Rules of Procedure, the Citibank requested yesterday
through its counsel that a series of questions be directed by the
Chairman or other members to the Subcommittee’s investigative
staff. At my direction, the Subcommittee staff has answered these
questions in writing, and without objection, the questions and an-
swers will be made available to the public as well as included in
the printed hearing record.!

At this point I would like to swear in our first witness today. He
is Antonio Giraldi. He was a private banker before he was con-
victed of money laundering in 1994. Mr. Giraldi joined Citibank as
a private banker in 1986 where he was supervised by Amy Elliott,
who testified before the Subcommittee yesterday. In 1988, he joined
Bankers Trust and later became senior vice president for American
Express Bank International.

Do you swear that the testimony you are about to give to the
Subcommittee will be the truth, the whole truth, and nothing but
the truth, so help you, God?

Mr. GIrRALDI. I do.

Senator COLLINS. Thank you. Mr. Giraldi, you may proceed.

TESTIMONY OF ANTONIO GIRALDI2 FORMER PRIVATE BANK-
ER, CURRENTLY IN FEDERAL PRISON FOR MONEY LAUN-
DERING

Mr. GIRALDI. Madam Chairman, Senator Levin, and Members of
the Subcommittee, good afternoon. My name is Tony Giraldi, and
I am here today to talk with you about the international private
banking culture and its vulnerabilities to money laundering. I
would like to share my personal experiences during my career as
a private banker at three financial institutions and the experiences
of my many colleagues and friends within the industry.

I was born in Japan and raised in Latin America, as my father
was a senior executive with Bank of America until his retirement
when he became the CEO of the Latin American Export Bank. As
Americans, my parents were very proud of their country and sent
me back here for my schooling at Culver Military Academy, Baylor
University, and Georgetown University Graduate School. I began

1See Exhibit No. 25 which appears in the Appendix on page 204.
2The prepared statement of Mr. Giraldi appears in the Appendix on page 1003.
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my banking career in 1981. I became a private banker in 1986 with
Citibank and later worked as a private banker at Bankers Trust
and American Express.

For decades, U.S. financial institutions have catered to wealthy
non-residents following closely the patterns of their counterparts
abroad in this lucrative field. Forecasters estimate that wealthy in-
dividuals will have tens of trillions of dollars to invest by next year,
representing billions of dollars in potential revenues for financial
institutions worldwide. The forecasters also predict the amount of
funds laundered in the trillions of dollars and growing dispropor-
tionately to legitimate funds.

For generations, this highly competitive international private
banking industry has managed the assets of the world’s wealthiest
individuals, many of whom earned their wealth legitimately and
made legitimate use of the system. Unfortunately, with recent
growth of criminal enterprises, political corruption, and narcotics
trafficking over the past several years, the culture and services pro-
vided by financial institutions has become extremely vulnerable to
illegal activity. Unless these vulnerabilities are corrected, private
banking systems will become increasing targets of opportunity for
tainted funds.

I have personally experienced the culture which our financial in-
stitutions apply in recruiting international assets. I would charac-
terize this culture as “don’t ask, don’t tell.” This has allowed money
launderers to significantly penetrate banks and brokerage firms.
Money launderers have become more sophisticated and have
learned to use private banking products to their advantage. They
no longer need to carry Samsonite suitcases of cash into our U.S.
banks here and abroad. Instead, they utilize financially savvy rep-
resentatives who take advantage of the products and services that
private banks aggressively market. These products and services
can be used to legitimize them and their businesses and to often
gain respectability.

In my experience and the experience of many of my colleagues,
private bankers are encouraged by managers at many levels to pro-
mote lucrative products and services. There is little, if any, regard
for the evaluation of where the business is coming from or where
it has been.

There were many ways to pursue clients. At one organization, I
witnessed private bankers making cold calls on prospects whose
names were taken from a target list compiled by managers with lit-
tle or no verification of source of funds. For many private bankers,
the fact that this list was supplied by upper management was un-
derstood to mean that these prospects had the approval of the orga-
nization and should be signed up.

Although it only happened infrequently and is even less likely
today, relationships were sometimes established through walk-ins.
This is a term that refers to foreign individuals not known to the
bank who appear or call at the private bank seeking its services.

At one institution, on two different occasions my superiors were
willing to accept walk-in prospects who proposed to fund new rela-
tionships with $50 million.

A referral was considered as validating the acceptability of a new
relationship, even though the integrity of the referral source was
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seldom questioned. The source of funds in most cases is taken at
face value as presented by the prospects and not verified.

The training and guidance by senior managers that I experienced
was minimal and focused primarily on cash transactions. Over the
years, wire transfers between financial institutions have become
the most commonly used vehicles to move tainted funds. Financial
institutions contribute to this process by transferring funds
through concentration accounts which contribute to the road blocks
presented in money-laundering investigations by separating funds
from a client’s identity.

The foundation and selling point of the international private
banking culture is secrecy. Overseas units of banks domiciled in
countries where bank secrecy laws prevail stress secrecy to local
and foreign clients in order to maintain a competitive position.
They offer products and employ practices that facilitate secrecy.

While legitimate clients utilize these services, they can also be
utilized by criminal elements. For example, two products which
promote secrecy are private investment companies and trusts.
These entities create layers that obscure the identity of the bene-
ficial owner of the funds through the use of shell corporation and
secrecy laws. By layering, I mean the use of multiple offshore com-
panies. The use of these products can be an impediment to law en-
forcement.

It has been common practice for private bankers to employ prac-
tices in their daily activities that promote secrecy. For example,
sometimes they talk to their clients in codes when discussing trans-
actions. Most of the time private bankers travel as tourists so the
authorities will not know that they are visiting clients on business.

One reason offered for that practice is to protect the clients’ iden-
tities from criminals who might do them harm. However, another
possible result is that they do not want the authorities to discover
that their clients are participating in capital flight.

In addition to the fiduciary vehicles managed by bank trust com-
panies, some of the more common products developed by private
banks, which vary from bank to bank, are portfolio management,
credit, and real estate. The courting and marketing of political fig-
ures, government officials, military leaders and their families, and
close associates has been common in the past with some financial
institutions. These types of clients are the most difficult in deter-
mining the source of funds.

In the past, relationship managers were far more concerned with
appearance than with substance when it came to issues of due dili-
gence and what would later become the Know-Your-Client doctrine.
If an acceptable level of due diligence could be fashioned with the
guidance and encouragement of senior management, then the rela-
tionship managers would have done his or her job.

To the best of my knowledge, no relationship managers known
to me consciously attempted to legitimize what was known or be-
lieved to be proceeds of specified unlawful activity. However, no
one seriously attempted to determine the actual origin of a client’s
funds. Our world, the international private banking culture, was
all about playing the new deposits game the way that our senior
management insisted we play it, about being rewarded by them
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when we succeeded and about being too naive to realize how dan-
gerous a game we were playing.

A money launderer can utilize the products and services de-
scribed above to conceal his true identity and his funds. This fact,
coupled with the demise of the recently proposed Know-Your-Client
regulations, and the arrival of a whole new generation of cyber-
savvy money launderers has compounded the difficulties faced by
Federal law enforcement agencies and the Justice Department and
bodes ill for their efforts to combat to evils associated with money
launderers and their activities.

If the issue of money laundering is to be addressed effectively,
U.S. financial institutions at every level must interface with Fed-
eral law enforcement agencies. U.S. financial institutions must ef-
fect fundamental changes in their prevailing international private
banking culture and product base. Senior bank managers must im-
plement supervisory procedures designed to identify rogue relation-
ships and relationship managers who manipulate international fi-
nancial resources and activities for their own personal gains.

Unless U.S. financial institutions move to make corrections in
their vulnerabilities, the managers of international criminal enter-
prises will continue to use a highly imaginative and flexible bank-
ing system along with its products to handle the proceeds of their
illicit operations and to legitimize themselves in the eyes of the
international business community.

U.S. financial institutions should no longer succumb to the estab-
lished yardstick, “If we don’t accept this account, our competitors
will.” Thank you.

Senator COLLINS. Thank you very much.

We received comments from some banking officials, particularly
at Citibank, that suggested that private banking really wasn’t any
more vulnerable to money laundering than other kinds of banking,
than retail banking, than correspondent banking.

Based on your experience being involved in private banks in
three different institutions, do you believe that private banking is
particularly susceptible to money laundering?

Mr. GIRALDI. I think it is more vulnerable than other banking
services in that the main focus is one of secrecy and confidentiality,
and the primary establishment of the relationship is done offshore.
Although many of the investments can be done here in the United
States, the actual foundation for the relationship is kept offshore.
And the way that the marketing effort is done in many cases is one
of promoting secrecy. So I do believe it is more vulnerable because
those individuals who are looking for a secrecy element in their
banking relationship will go to a private banker versus going to
correspondent banking or regular banking services.

Senator COLLINS. One of the striking aspects of the Subcommit-
tee’s investigation into this area is that Citibank had a lot of proce-
dures, regulations, policies in place that should have prevented the
problems with the case studies that we highlighted yesterday. And
yet what seemed to be taking place was a culture that, in fact, en-
c0111raged non-compliance with all those regulations, with all those
policies.

And as you described the culture as a “don’t ask, don’t tell” cul-
ture in which there was little, if any, regard for the evaluation of
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where the business was coming from, it seems to me that what we
have in too many situations is a policy of deliberate ignorance, of
not wanting to go behind where the money was coming from, of not
wanting to ask the hard questions because of concerns that the
business would be lost or would have to be turned down.

Is that an accurate impression?

Mr. GIRALDI. I believe they would—most private bankers are not
deliberately not trying to locate the source of funds, but following
a culture that is already in place. So I don’t think that their pur-
pose is to go out and look for clients regardless if the funds are
tainted. I mean, I believe that most private bankers that work with
reputable institutions would not accept a client that they had signs
of bringing assets to the institutions that were from illegal sources.

But I do believe that they don’t go a step further because that
is the way that the culture has always been. It is not necessarily
because they are afraid that they will find something they don’t
want to look for, but that their practices have been to acquire de-
posits and to acquire investments and to maintain accounts and re-
lationships for many, many years, and sometimes for generations.
And so they follow the culture, which is just “do as much as you
can so that on the surface it appears like you are asking the right
questions,” but don’t go a step further than that.

Senator COLLINS. In the three financial institutions for which
you worked, how much emphasis was placed on following Know-
Your-Customer regulations and of finding out the source of funds?

Mr. GIRALDI. Well, there was very little training on Know-Your-
Customer regulations. Most of the training that we had was based
on cash transactions and being aware and sensitive to individuals
who might deposit large amounts of cash in the bank. And in the
world of private banking, we have very little of that. Most of our
accounts and our business is conducted through wire transfers and
transfers from other institutions.

I believe that there was very little training at the institutions
where I worked, and especially when it came to money laundering.
The only training that we had was related to what is set by the
Bank Secrecy Act, which involved cash transactions, but no train-
ing on how to identify an individual that might be suspicious or to
go beyond asking the individual—if a prospective client gives infor-
mation relating to their businesses, that was generally enough, and
nothing in the training to say, “go beyond that, do more investiga-
tions, go research where the businesses are.” I mean, it was just—
it stopped at the questioning level, which obviously is not suffi-
cient?

Senator COLLINS. Did your supervisors at any of the three insti-
tutions ever emphasize to you or to your colleagues any concerns
that they might have about the bank being used to launder money?

Mr. GIRALDI. [Nodding head up and down.]

Senator COLLINS. The reason I ask this is part of the way you
influence the culture of a bank is when the high-level executives
make very clear that it’s a priority for the bank to avoid being ex-
posed to the risk of money laundering. And if there isn’t training
going on and if there aren’t repeated directives, then the culture
doesn’t change.
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So I am curious, in your time as a private banker at the three
institutions for which you worked, whether there was a priority put
by your supervisors, by other executives in the bank, directed to-
wards minimizing the bank’s risks in this area?

Mr. GIRALDI. I believe that the supervisors followed the culture
as much, if not more than, the relationship managers. Those indi-
viduals were the ones who gave the guidance and the encourage-
ment to the more junior officers on how to establish relationships.

My experience has been that many senior managers would take
greater risks than the junior individuals on the team.

Senator COLLINS. You mentioned in your testimony that at times
private bankers posed as tourists in order to avoid saying that they
were going into a country for the purpose of meeting with wealthy
clients.

Were you ever instructed to pose as a tourist to undertake that
kind of deception?

Mr. GIRALDI. It was more than posing as a tourist. It was the
standard procedure or the standard understanding for private
bankers when traveling abroad in most countries, and in most
cases with at least my experience in the financial institutions
where I worked and friends and former colleagues that work at
other financial institutions, is that they traveled as tourists, and
when filling out the document at the customs area, they would
mark the tourist square instead of the business square.

And, as I mentioned, there are different reasons that could be
that we—the possibilities of why we were trained to do that and
why the culture called for that, and one was to protect the client
in a country where he or she may be exposed to criminal activity
or extortion or kidnapping because maybe our documents would get
lost or the client accounts would get lost.

And another possibility was that in some countries capital flight
is not viewed favorably, and private bankers go to foreign countries
to recruit capital flight and to meet with the clients who have
taken billions of dollars out of the countries many times without
the knowledge of their governments.

Senator COLLINS. Senator Levin has mentioned that in some of
the cases we have looked at, the proceeds that have been deposited
into these accounts appear to be the result of corruption by govern-
ment officials. Did your supervisors ever express any concerns to
you about your obligation as a private banker to ensure that your
foreign clients were complying with the laws of their countries or
was it the opposite?

Mr. GIRALDI. When I asked about—when I initially began my ca-
reer in private banking and asked the questions regarding the tax
issues and the laws in the foreign country, we were told that it is
best not to ask those questions of the client because it is not our
responsibility as to if the client is complying with the tax issues or
with any laws within their country. And this was standard at all
the private banks and goes on today from my understanding with
recent conversations with private bankers. Basically it is that we
don’t want to know, and the feeling that I got was that we really
didn’t want to know if the clients were complying with those issues.

Senator COLLINS. Thank you.
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Senator Levin, it is my understanding that we have about 8 min-
utes left on the first vote that is going to be followed by two more.
I don’t know whether you would like to start your questioning now
or—that sounds fine.

We will be in recess subject to the call of the Chair, but it will
probably be a half-hour. We unfortunately have three consecutive
roll call votes.

[Recess.]

Senator COLLINS. The Subcommittee will come to order.

At this time I would like to call on Senator Levin for his ques-
tions.

Senator LEVIN. Thank you, Madam Chairman, and welcome, Mr.
Giraldi.

Mr. GIRALDI. Thank you.

Senator LEVIN. Roughly how many clients would a private bank-
er such as you handle at any one time, typically?

Mr. GIRALDI. Well, it depended on the size of the individual unit
in each institution. At one point I was part of a team that handled
thousands of clients with assets in the billions of dollars, and in an-
other institution it was somewhat smaller, with maybe a thousand
clients and $500 million, and in another institution it was in a cou-
ple of hundred clients. So it varies from institution to institution.

Senator LEVIN. Private banks have had concerns about keeping
files or records in the United States of a client’s offshore accounts.
Is that true?

Mr. GIRALDI. Yes.

Senator LEVIN. Tell us about that. What was the basis of that
concern? And how strongly did they enforce that concern by trying
to avoid having that kind of a paper trail?

Mr. GIRALDI. It was primarily a concern with the fiduciary vehi-
cle product, such as the private investment companies and the
trusts that were established offshore within each individual institu-
tion’s offshore companies or trust companies. And when an indi-
vidual had established what we call a PIC, or a private investment
company, and a trust, the policy was not to have any linkage of the
beneficial owner’s name to the offshore company or the trust in the
United States.

If you had a file that belonged to an individual PIC, that file
would have only the PIC name and the transactions related to that
private investment company or that trust. And there were trust of-
ficers that were part of the trust company located in the United
States in the major cities, in New York and in Miami, where there
was a substantial amount of private banking business. And those
trust officers would from time to time go into the files and review
what they call compliance as to any linkage of beneficial owners.
And if there was something in there, if there was a memorandum
that somehow escaped a private banker or relationship manager
that slipped into the file that had the offshore structure name on
it, then they would get reprimanded.

Senator LEVIN. Are you telling us, then, that if there was any
evidence of what the reality was relative to beneficial ownership,
the people in the trust department of these private banks would
reprimand the person working in the bank who allowed that to
happen? Is that what you are saying?
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Mr. GIRALDI. Yes, Senator. If there was evidence of the true iden-
tity of the beneficial owner in that file that would link that indi-
vidual to his or her offshore structure, that would call for a rep-
rimand by the trust——

Senator LEVIN. And that was the reality.

Mr. GIRALDI. Yes.

Senator LEVIN. The reprimand, then, of the private bank’s em-
ployee would be for what was true. Is that right?

Mr. GIRALDI. Would be

Senator LEVIN. In other words, what was in the file and what
someone would be reprimanded for was true.

Mr. GIRALDI. Yes.

Senator LEVIN. And it was accurate.

Mr. GIRALDI. Yes.

Senator LEVIN. But it wasn’t supposed to be there in order to
protect secrecy. Is that correct?

Mr. GIRALDI. Yes, Senator.

S;znator LEVIN. And private banks tout their secrecy, do they
not?

Mr. GIRALDI. Yes.

Senator LEVIN. It is not just something they respond to due to
inquiries on the part of clients. They actually go out seeking clients
or advertising for clients claiming that they have got the ability to
keep secret the connection of that client to the account and thereby
defeat legal process for that information. Is that correct?

Mr. GIRALDI. Yes. Secrecy is the fundamental element in most
major private banking relationships with financial institutions.

Senator LEVIN. And private banks push the secrecy aspects of
their accounts, do they not?

Mr. GIRALDI. Many times a fiduciary vehicle is bank-driven rath-
er than client-driven, and the establishment of the vehicle or of the
offshore structure is done after a conversation where a client—for
legitimate purposes, such as estate planning, their needs are deter-
mined, and then, therefore, the private banker or the trust officer,
if they are meeting with the client and the trust officer, structures
the offshore structure.

My experience has been that many clients are not familiar with
the highly sophisticated offshore capabilities that financial institu-
tions have, and so that the bankers, in essence, educate the clients
on how to structure these vehicles.

Senator LEVIN. Tell us about collateralized loans. How are they
used? How are they vulnerable to money laundering?

Mr. GIRALDI. Well, credit facilities and the credit products are
important products at many financial institutions for their private
banking clients. One example, if a client comes to a relationship
manager and needs his or her funds out of the portfolio for what-
ever investment in their home country, rather than to liquidate the
assets, the bankers and senior management encourage relation-
ships managers to do this, will set up financial—will set up credit
facilities where the client can receive whatever amount, up to a
certain percentage of their portfolio which is used as collateral and
pay a lesser interest rate on the loan than they are generating on
their portfolio. And it is a way that the bank benefits because it
is a revenue-generating product, and it is a way that the client
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benefits in that they are—rather than to use their funds, their
portfolio funds, they borrow funds from the bank.

Senator LEVIN. And how does that help a client launder money?
Is that cleaner money when you are using a loan from the bank
than if you are using your own funds?

Mr. GIRALDI. Well, one thing that I have learned in the last few
years is that—which I didn’t realize at the time that I was a pri-
vate banker, is that potentially it can be very dangerous for a
banking institution when someone is taking advantage of the cul-
ture and of the products in that an individual who somehow gets
into the banking system and wants to take advantage of that sys-
tem as a money launderer can develop these products for their own
benefit. And when it comes to credit, if a bank encourages a client
to establish credit facilities, the money launderer will have come to
the bank initially with one deposit, for example, let’s say, $10 mil-
lion, and then they will borrow back—they will borrow $9 million,
so all of a sudden they have an additional $9 million from the
bank, which allows them to establish a business in their home
country and sometimes to gain credibility and respectability in
their communities. They may not have had that before the bank
had offered this product to them. So they borrowed several million
dollars. They buy a business in their home town, and then rather
than to repay the loan with proceeds that are legitimate—usually
the proceeds were not verified because it was 100 percent secured
credit. They could use additional laundered assets to repay the loan
back to the bank, and so this individual who came to the bank with
$10 million has just laundered $30 or $40 million and can say I
have a relationship with this bank, I have a credit facility, I have
established a business in my home country, I am known now with-
in the community as a business person that owns a legitimate busi-
ness that might even be doing business with U.S. companies. And
we as bankers have helped them in their metamorphosis of becom-
ing more legitimate.

Senator LEVIN. Of turning dirty into clean.

Mr. GIRALDI. Yes.

Senator LEVIN. The way that happens, to summarize, the way
you just described it, is $10 million in your example comes in in
dirty money, is in the bank, the bank is making a fee off that. Is
that correct?

Mr. GIRALDI. Yes.

Senator LEVIN. Then they will lend money to that client, say $9
million. They are making interest off that. Is that correct?

Mr. GIRALDLI. Yes.

Senator LEVIN. And the client then takes that $9 million and
says, hey, I got a loan from X bank, which is a reputable bank, and
the loan sounds clean because I have borrowed money from a bank,
and then establish a business or whatever in his or her own coun-
try with that loan, so that now they are established with clean
money.

Mr. GIRALDI. Yes.

Senator LEVIN. What you are saying is that a fully collateralized
loan advantages the private bank because now they are making
money both on the original asset as well as on the loan, and it is
used by money launderers to clean dirty money. Is that correct?
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Mr. GIRALDL. Yes.

Senator LEVIN. I think that this is one of the clearest examples
of where a tool of a private bank which can be used legitimately
can also be used illegitimately.

Mr. GIRALDI. Yes.

Senator LEVIN. It is a very good example of how that is done, and
it is something we are going to try to stop.

Experts at your trial in the American Express case testified that
everything you did with respect to the management of the Ricardo
Aguirre account, which was the account for which you have been
convicted of money laundering, was legal in the private banking
fvorlld. Every specific action that you took, the testimony was, was
egal.

The only issue was whether or not you knew the source of Mr.
Aguirre’s money was drug trafficking. Is that correct?

Mr. GIRALDI. Yes.

Senator LEVIN. The jury decided based on circumstantial evi-
dence that you had willful blindness with respect to Mr. Aguirre
and the source of his funds, and as a result of that, you are now
serving a Federal prison sentence.

Now, Amy Elliott testified at your 1994 trial as an expert on pri-
vate banking practices, and this is what she said: “The ‘Know Your
Client,” at least in our bank, is part of the culture.”

“Know Your Client’ . . . is part of the culture,” she said. “It’s
part of . . . the way you do things. It’s part of the way you conduct
yourself.”

When asked about Citibank’s private banking policy, she said in
that same trial, your trial, “I think the primary gist of this proce-
dure—it wasn’t really a procedure, but more of the way that one
conducts themself, is that you must know your client.”

That is what the testimony was at your trial, but at our hearing
yesterday, Ms. Elliott and her fellow private banker, Mr. Ober, tes-
tified about a host of Know Your Client failures or failure to obtain
Know Your Client information on Mr. Salinas, Mr. Ober’s failure
to obtain Know Your Client information on President Bongo and
the sons of General Abacha. And Mr. Reed, the co-chairman of
Citibank, testified about the Know Your Client failures of the
Citibank Private Bank as a whole. And here is what he said, first
in this exchange with Senator Collins. “So my concern is that this
is a 3-year period. This is not an isolated audit of one small
branch,” this is Senator Collins talking, “It seems to me to be that
systematic pattern of deficiencies that allowed Citibank to be vul-
nerable to money laundering.” And Mr. Reed responded, “I think
you are correct.”

And later on, Mr. Reed said, “So, if you look backwards, you
would have to say that in that period, 1994, 1995, into 1996, there
was reason to believe that we did not have an acceptable set of
standards in place, and you and I would agree that it is approxi-
mately a 3-year time frame.”

So I have got to say that this is a very, very disturbing picture
indeed, because what Ms. Elliott presented was a picture of due
diligence by private bankers as an expert at a criminal trial, and
that description simply does not match up to the reality, as she tes-
tified to here and as her CEO testified to yesterday as well. So I
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simply want to express that, because I find that to be very dis-
turbing, indeed, and very disquieting.

I don’t have any further questions of Mr. Giraldi other than to
thank him for making a very significant contribution to this inves-
tigation, and his cooperation with this investigation advanced it a
great deal.

Senator COLLINS. Thank you, Mr. Giraldi. You are excused.

Mr. GIRALDI. Thank you.

Senator COLLINS. I would now like to welcome our second wit-
ness this afternoon, Raymond Baker. Mr. Baker is the guest schol-
ar at the Brookings Institution here in Washington. He is a recog-
nized authority on international private banking and has written
extensively on money laundering and capital flight.

Pursuant to Rule VI, all witnesses who testify before the Sub-
committee must be sworn in. Do you swear that the testimony you
are about to give will be the truth, the whole truth, and nothing
but the truth, so help you, God?

Mr. BAKER. I do.

Senator COLLINS. Thank you. We would ask that you limit your
oral testimony to no more than 10 minutes, but your written testi-
mony will be included in its entirety, and we are very pleased to
have you here with us today. You may proceed.

TESTIMONY OF RAYMOND W. BAKER,! GUEST SCHOLAR IN
ECONOMIC STUDIES, THE BROOKINGS INSTITUTION, WASH-
INGTON, DC.

Mr. BAKER. Good afternoon, Madam Chairman and Senator
Levin. I am Raymond Baker, and after an international career in
the private sector, I am a guest scholar at the Brookings Institu-
tion. Thank you for the opportunity to appear before you to talk
about one of our larger but least visible problems.

I found some of yesterday’s revelations not surprising but, never-
theless, chilling. I noted particularly the role of private bankers in
providing their secretive services to Sani Abacha, the late dictator
of Nigeria, and the biggest single thief in the world in the decade
of the 1990’s helping him with his stolen wealth out of Nigeria.
And I contrasted this with the situation of my longest-term col-
league and partner in business, who has been lying desperately ill
and hospitalized in Nigeria, a nation and its medical services hav-
ing been brought near to collapse. Catering to the corrupt has se-
vere consequences for others who live their lives with integrity.

I have been asked to frame the issues of money laundering and
flight capital and corruption in the context of our larger domestic
and foreign interest and to discuss the impact of private banking
on these concerns.

Corruption by foreign government officials is omitted, as you
know, from the 170 or so crimes and malpractices that establish a
predicate offense, that is, a basis for legal prosecution in U.S. anti-
money-laundering legislation. What this means is that so long as
funds in the hands of a foreign official are not derived from drugs,
bank fraud, or violence, then, as the last speaker also said, a “don’t
ask, don’t tell” policy largely guides the banking community.

1The prepared statement of Mr. Baker appears in the Appendix on page 1053.
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While not laundered, corrupt money is certainly a principal com-
ponent of illegal flight capital. This is stolen or tax-evading money
that passes illegally out of developing and transitional economies,
but legally more often than not into the United States, Europe, and
tax havens around the world. Other components include the
mispricing of overseas trade to generate foreign kickbacks, illegal
shifts of real estate and securities titles abroad, and the growing
problem of wire fraud.

I have studied in particular the first two of these—corrupt money
and mispriced trade—because both are dependent on international
cooperation to facilitate their movement.

I estimate the flow of corrupt money out of developing and tran-
sitional economies into Western coffers at $20 to $40 billion a year
and the flow stemming from mispriced trade at $80 billion a year
or more. My lowest estimate is $100 billion per year by these two
means which we facilitate, a trillion dollars in the decade of the
1990’s, at least half to the United States. Including other elements
of illegal flight capital would produce much higher figures.

Let me focus just on this $100 billion a year from corruption and
trade mispricing that we, the United States and Europe, facilitate.
What are the benefits and costs of this? The benefit is that it
brings this sum of money, $100 billion a year, into our Western
economies, at least $50 billion a year to the United States. The cost
can be seen in both our domestic and foreign interests.

First, domestic. One hundred billion dollars a year in illegal
flight capital coming in provides cover for a far larger amount of
criminal money laundering, estimated at $500 billion to $1 trillion
a year—again, half to the United States. These are two rails on the
same tracks through the international financial system.

The Treasury Department estimated to me that 99.9 percent of
the criminal money that is presented for deposit in the United
States gets into secure accounts. Anti-money-laundering efforts are
a failure. The easiest thing for criminals to do is to make their
criminal money look like it is merely corrupt or tax-evading money,
and then it passes freely into our economies.

The domestic cost of illegal flight capital is that it removes anti-
money laundering as an effective instrument in the fight against
drugs, crimes, and terrorism.

Senators when I read or hear stories about drug busts, drive-by
shootings, prison overcrowding, my reaction is, “there’s our flight
capital dollars at work for us.” There in part are the consequences
of the dirty money coming in that enables the criminal money to
flow alongside.

Now, let me turn briefly to the foreign cost. Illegal flight capital
has an equally severe impact on our overseas interests.

Russia, of strategic importance, has suffered the worst case of
disappearing resources out of any country in a short period of time,
$200 billion to $500 billion in a decade.

In Nigeria, corruption has devastated the economy, meaning that
70 million of its people are living on an average of 20 cents a day.

Pakistan, a nuclear state in a volatile subcontinent, reacted to
corruption, tax evasion, and a depressed economy with a coup
d’etat, upsetting democracy.



86

From Mexico, the flow of drugs and aliens across borders pre-
sents a major foreign policy challenge.

China, with semi-official estimates pegging flight capital at $10
billion a year, perhaps more, could potentially repeat the Russian
scenario.

The foreign cost of illegal flight capital is that it erodes U.S. stra-
tegic objectives in transitional economies and undermines progress
and stability in developing countries.

I have used the word “facilitate” several times. There are many
examples of ambiguities and contradictions in our policies and
practices that facilitate the flow of illegal flight capital. Let me
mention two that focus specifically on corruption and private bank-
ing.

The Foreign Corrupt Practices Act makes it illegal for Americans
to bribe foreign government officials. Yet it is not illegal for private
bankers to meet with foreign government officials, including those
perceived to be corrupt, and offer to assist them in moving, consoli-
dating, and managing ill-gotten gains in foreign bank accounts.

What U.S. law conveys, in effect, to our business people and
bankers is: Don’t bribe, but if you encounter wealthy, even corrupt
foreign officials, then the United States wants their money.

Again, we often have officials from Treasury, Justice, and State
Departments, the FBI and DEA and USAID meeting with foreign
leaders and officials to address drugs, crime, corruption, and ter-
rorism. But these efforts are undercut when private bankers ini-
tiate or respond to the desires of corrupt foreign officials to move
funds into the United States.

The perception is widespread abroad that the United States is
not serious about reducing corruption, instead preferring to profit
from the accumulation and management of its proceeds.

The United States has become the largest repository of ill-gotten
gains in the world. U.S. private bankers have honed their products
and services, taking advantage of porosities in regulations in this
and other nations. In this pursuit, more secrecy is often accorded
to corrupt foreign interests than is normally available to U.S. citi-
zens.

The combination of criminal money laundering and illegal flight
capital constitutes the biggest loophole in the free market system.
Drug kingpins and global thugs thrive because money laundering
is easy, and money laundering is easy because illegal flight capital
is solicited and maintained.

The “N” word is appropriate here: Never. We will never effec-
tively curtail criminal money laundering while at the same time
cultivating illegal flight capital.

Success in fighting dirty money will be achieved only when the
United States addresses all three parts of the problem: Criminal,
corrupt, and commercial.

We are now allowing banking, securities, and insurance functions
to be combined. This greatly magnifies the importance of upholding
high standards of fiduciary trust in our financial institutions. What
is required in these enlarged institutions is a sense of responsi-
bility across the broad range of this Nation’s vital interests. In this
regard, I am very gratified that Robert Rubin, former Secretary of
the Treasury, is coming into the pinnacle of American banking, and



87

I am optimistic that Mr. Rubin will add a level of fiduciary respon-
sibility that has frequently been lacking.

At bedrock, it is the notion that we can have clean hands while
moving dirty money that needs to change. It needs to change im-
mediately in the American banking system.

Senator COLLINS. Thank you very much, Mr. Baker.

You have made several very strong statements. You have said
that our anti-money-laundering efforts are a failure, that the
United States is facilitating the illegal flight of capital, that money
laundering is easy because illegal flight capital is cultivated and
maintained. That is a serious indictment of our banking system.

Let’s say we accept your premise. What specific recommendations
would you have for us? Do we need tougher laws? Do we need more
aggressive oversight by the bank regulators? Do we need a change
in culture in American banks? Do we need all of the above? Have
you looked at possible solutions?

Mr. BAKER. Madam Chairman, I am certainly hopeful that Con-
gress will pass bills that have been presented which add corruption
to the list of predicate offenses that will constitute grounds for a
charge of money laundering in the United States. I think that is
extremely critical. And I am limiting my remarks to the question
of corruption at this point.

In addition to that, I would certainly hope that bankers would
either adopt or regulations would require two additional steps. One
is that at least two bank officers’ signatures have to be recorded
on documentation as to knowledge of the source of funds of their
foreign clients in private banking departments. I would like to see
two signatures of officers attesting that they have made the nec-
essary inquiries to confirm that they are satisfied that the source
of funds is legal, has been legally earned and legally transferred.

Then the second thing that I would like to see is for the customer
to sign a declaration to the same purpose, a declaration that says
that his banking activity is money that has been legally earned and
legally transferred.

I was struck in reading Citibank’s money-laundering policies and
guidelines that nowhere in those guidelines was the customer
asked to confirm that he understands that legal money is what is
being sought here. That point is not required to be put forward to
the customer. It seems to me that a private bank that wanted to
eliminate corrupt money from its coffers would make that very
clear from the outset, that we want to deal with money that has
been legally earned and legally transferred, and we want to be cer-
tain that you understand that that is our purpose and we ask you
to sign your recognition of that and your own confirmation that
that will be the activity in the account.

Senator COLLINS. Thank you. Senator Levin.

Senator LEVIN. Your first suggestion in terms of strengthening
our laws would be to add corruption as one of the predicate crimes
for money laundering.

Mr. BAKER. Yes, sir.

Senator LEVIN. How would you define that—corruption? Give us
a shot at a definition. Or has it been defined in another law in a
way which you think would be adequate? Because I happen to fully
agree with you, by the way, that without adding these crimes of
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corruption, accepting bribes, looting the treasury—which is a short-
hand example of corruption—without adding those, money-laun-
dering laws are really full of loopholes. But we also have a defini-
tional issue there, and I am wondering if you could give us a hint
as to how you define it.

Mr. BAKER. My own definition, Senator, is money that has been
derived illegally by a foreign government official. Of course, it could
be a domestic official, but we are talking here about foreign govern-
ment officials. Money that has been either stolen from the treasury,
pilfered from a parastatal corporation, taken as a kickback on a
contract—that sort of money by a government official is what I
refer to as corrupt.

Senator LEVIN. Illegal under his own law?

Mr. BAKER. Yes.

Senator LEVIN. Yesterday Mr. Reed stated that he believed that
funds from corruption likely represent only an infinitesimal portion
of a private bank’s deposits. I have two questions. One, do you
agree with that characterization or estimate? And, two, is it just
the raw numbers in any event that count or the country’s deposits
which result when their leaders are given access to a private bank
and the good will which that engenders?

Mr. BAKER. If you take the three elements—criminal, corrupt,
and commercial—as being the principal components of dirty money,
I would agree with the assessment that the corrupt component out
of those three is the smallest. My estimate was $20 to $40 billion
a year.

However, that component has by far the largest multiplier effect
on the other two components because of its impact on corrupting
the society as a whole.

In those countries where corruption is most evident at the top of
a government, it is quite common to see also high levels of criminal
and commercial tax evasion, criminal money laundering and com-
mercial tax evasion. The corrupt component has the largest multi-
plier effect on the other two.

Senator LEVIN. On the basis of your own experience and the hun-
dreds of interviews that you have conducted on this topic, have you
heard from private bankers that they had concern about the impact
on their franchise if they go about strongly asking questions about
source of money, for instance?

Mr. BAKER. Senator, I am aware that that is a concern to a num-
ber of private bankers. I can’t be much more specific than my
knowledge that that is of concern to them. Whether that is a legiti-
mate concern depends on what the private bank deems as being its
purpose, its underlying goals.

I would suggest that private banking can easily be conducted
with wealth creators who conduct their business honestly, without
having to take the step of catering to the corrupt and the tax-evad-
ing money.

Senator LEVIN. Along the same lines, some U.S. banks oppose
changes in our laws to prohibit the managing of dirty money or cor-
rupt money, using the argument that this law will only hurt U.S.
competitiveness because the business will simply move to banks in
other countries. What is your response to that?



89

Mr. BAKER. Senator, that is exactly what I would like to see hap-
pen. I would like to see that money driven from U.S. shores and
make it go elsewhere; then, after we have succeeded in purging
that kind of money from our own society, working to eliminate it
as well from other countries, from Europe or other tax havens that
may take it. But in exactly the same way that we addressed the
Foreign Corrupt Practices Act, which was to take a position years
before other countries came along in the same direction, I would
like to see us divert that money from U.S. shores in the first in-
stance, work to clean it up internationally in the second instance.

Senator LEVIN. You have indicated a number of suggestions in
terms of tightening up our own law. You gave us two. What would
be your reaction to the following additional changes? One is to
make a requirement of due diligence part of our law and not just
something that is voluntary.

Mr. BAKER. I would support that, Senator. I think that if these
hearings demonstrate anything, it is that bank policies are not fol-
lowed, much less regulations that have been laid down. So I would
certainly support strengthening the regulations and strengthening
the regulatory environment that insists on the following of those
regulations in private banks.

Senator LEVIN. What about adding a requirement that there be
a record of the beneficial owner? I am not sure if you mentioned
that. You may have and I may have missed it.

Mr. BAKER. I didn’t mention it. Of course, the beneficial owner
should be indicated. There should be no place for secret bank ac-
counts in the U.S. banking industry.

Senator LEVIN. Or in operations if they went overseas?

Mr. BAKER. Precisely, Senator.

Senator LEVIN. We heard yesterday that the Citibank private
bankers who handled the accounts for General Abacha’s sons did
not know for 3 years, from 1993 to 1996, that their father was in-
deed General Abacha, who was the head of the country. What is
your reaction to that?

Mr. BAKER. If I had been in that position, I would have known.
I don’t see how it is possible not to know who you were dealing
with.

Senator LEVIN. Then we also heard yesterday that in September
1998—that is just last year—in the middle of a widely known,
widely publicized Nigerian effort to locate and to seize the funds
that General Abacha and his family and associates had taken from
the treasury in the country, in the middle of all that, Citibank ap-
proved a $39 million loan to the sons so that they could imme-
diately transfer the funds from London to a more secret Swiss bank
account. Citibank issued the loan so that the sons would not have
to pull the $39 million out of a time deposit with hefty penalties
for early withdrawals.

What is your reaction to that?

Mr. BAKER. I suspect that they broke no laws in doing that. So
far as I am aware, they broke no laws in doing that. Nevertheless,
I find it appalling that such services would continue to be given in
a situation where a sovereign nation was doing all that it could to
trace the sources of Abacha’s ill-gotten gains.
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Senator LEVIN. Our staff report indicates how Citibank told U.S.
bank regulators in April 1997 in a memo that a primary source of
the funds in the personal bank accounts belonging to President
Bongo of Gabon was the Gabon budget. In particular, this memo
said that he had $111 million in that budget for his unrestricted
use.

The regulators then accepted the memo as an adequate expla-
nation of the source of the funds in the accounts without checking
to see whether or not Gabon law or budget provisions had any such
authority.

What is your response to that or comment?

Mr. BAKER. It certainly suggests that both the banks—both the
private bankers and the regulators failed to examine this matter
with sufficient care. I know of perhaps two or three countries
where substantial budget allocations are made to the Office of the
President openly in the budget. I don’t know of any country that
allocates $111 million, if that was the figure as I recall.

I think that would have been fairly easy to determine the verac-
itydof that statement had any reasonable level of effort been made
to do so.

Senator LEVIN. Now, in conducting your research, I understand
that you spoke with literally hundreds of business people, aca-
demics, regulators, and others. Did you hear any information about
pri{)vate bankers soliciting government officials or others for depos-
its?

Mr. BAKER. I didn’t ask those questions in the work that I have
done at Brookings, Senator. I didn’t ask those specific questions.
But I have certainly been aware over the years of private bankers
making their services known to the Marcoses, the Mobutus, the
Abachas of this world.

Senator LEVIN. Thank you. Thank you, Madam Chair.

Senator COLLINS. Mr. Baker, I just have one more question for
you. Senator Levin has done an able job, as he always does, of
identifying possible loopholes in our current laws that need to be
plugged, such as the issue of covering corruption, money that re-
sults from corruption.

I must say, however, I am somewhat skeptical about whether or
not we can solve this problem through tougher laws. In 1986, we
passed the Money Laundering Control Act for the first time and
made money laundering a free-standing criminal offense. Just last
year, we passed the Money Laundering and Financial Crime Act of
1998 in which we called upon the Department of Treasury and De-
partment of Justice to issue annual strategies for fighting money
laundering. That strategy has been issued. It doesn’t seem to have
been very effective based on your findings.

Are more laws going to solve this problem?

Mr. BAKER. Madam Chairman, I think they will certainly help.
The gaping loopholes in our laws in my opinion have been that we
have addressed only one part of the problem, the criminal part. We
have said that if you are a drug dealer, that is beyond the pale and
we will not accept that. If there is bank fraud involved, we will not
accept that.

We have not addressed the corrupt and the commercial tax eva-
sion components. Adding the corrupt component to what con-
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stitutes money laundering will certainly have a strong effect on
ameliorating this problem. But ultimately we will have to go the
third step and address the commercial tax evasion.

As long as avenues exist for criminals to mix their money with
other private or what seem to be innocuous flows, they will do so.
We can only address this problem by addressing all three compo-
nents. It may take us time to get there. The corruption component
certainly should be put on the table. Eventually this Nation will
have to address the question of pulling tax-evading money out of
developing and transitional economies.

Senator COLLINS. The reason I raise the issue is we had testi-
mony yesterday that suggested very strongly that some of the
money in the private account that Citibank had for the Salinas
family may well have been the proceeds from illegal drug activity.
So that is already covered by the current law, and yet it seemed
to have little or no impact on how Citibank acted in this particular
case.

That suggests to me that, in addition to strengthening our laws
to plug the loopholes that you have identified, we also need far
more aggressive enforcement of the laws that we have on the
books. And in that regard, I am troubled by a soon-to-be-released
report from the inspector general of the Department of Treasury
which indicates that the banking regulators’ efforts to identify and
curtail money laundering have been lax.

So I guess my question to you is: Again, if we toughen the laws,
is that really going to do it? I understand what you are saying
about adding corruption and tax evasion to the current laws, but
it is not working very well with preventing the laundering of drug
money, which is already illegal. So don’t we need a three-pronged
approach? Don’t we need—in addition perhaps to tougher laws, we
need better enforcement and we also need the banks to take it seri-
ously. We need a change in culture in the banking system.

Mr. BAKER. We need a change of culture in the banking system.
We need also a change in our national consciousness about the flow
of dirty money into our society. For too long, we have thought—we
have done an implicit cost/benefit analysis that says this is good for
America, people investing in the United States. And I am all for
investment provided it is legal. I am not in favor of it if it rep-
resents illegal money.

But we haven’t made that distinction adequately in the past, and
we have to do so, and it does require improved oversight of the
laws that we do pass. You are entirely correct.

Senator COLLINS. I think there is also the concern that you al-
luded to that if our banks don’t take it, it is going to go elsewhere.

Mr. BAKER. As I answered to Senator Levin, that is precisely
what I want to occur, is for that money to go elsewhere in the first
instance; then we work to clean it up in the rest of the world as
well.

Senator COLLINS. Thank you very much, Mr. Baker.

I am now pleased to welcome our last panel of witnesses this
morning. Ralph E. Sharpe is the Deputy Comptroller for Commu-
nity and Consumer Policy at the Office of the Comptroller of the
Currency. Richard A. Small is the Assistant Director for the Divi-
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sion of Banking Supervision and Regulation at the Federal Re-
serve.

If you gentlemen would remain standing so that I can swear you
in? If you would raise your right hand, do you swear that the testi-
mony you are about to give to the Subcommittee will be the truth,
the whole truth, and nothing but the truth, so help you, God?

Mr. SHARPE. I do.

Mr. SMALL. I do.

Senator COLLINS. Thank you.

Again, we would ask that you each limit your oral testimony to
no more than 10 minutes, and we will include your entire written
statements in the record.

Mr. Sharpe, why don’t we start with you?

TESTIMONY OF RALPH E. SHARPE,! DEPUTY COMPTROLLER
FOR COMMUNITY AND CONSUMER POLICY, OFFICE OF THE
COMPTROLLER OF THE CURRENCY, DEPARTMENT OF THE
TREASURY, WASHINGTON, DC.

Mr. SHARPE. Thank you, Madam Chairman.

Madam Chairman, Senator Levin, and Members of the Sub-
committee, I am Ralph Sharpe, the Deputy Comptroller for Com-
munity and Consumer Policy at the Office of the Comptroller of the
Currency, also known as the OCC. We appreciate this opportunity
to testify on private banking activities and the vulnerability of pri-
vate banking to money laundering. Money laundering is a serious
domestic and international law enforcement problem. We commend
the Subcommittee for focusing attention on the problem it poses
and share the Subcommittee’s belief in the importance of pre-
venting U.S. financial institutions from being used, wittingly or un-
wittingly, to aid in money laundering.

We have submitted a detailed written statement addressing the
issues identified in your invitation letter, and I will summarize
that statement this afternoon.

I will begin by briefly describing private banking’s vulnerability
to money laundering and what banks can and should do to protect
themselves from those vulnerabilities.

If a bank does not adequately maintain due diligence and com-
pliance standards with associated internal controls, audit, and
management information systems, it may be exposed to money
laundering. Specific vulnerabilities associated with private banking
operations include:

First, the challenges inherent in determining the identity of high
net worth private banking customers. This can be especially chal-
lenging when the customer is a foreign national and the source of
funds comes from outside the country.

Next, the high-dollar volume of private banking and resulting
earnings for the bank and account officers. This combination often
creates pressure for increased income from new business. Com-
pensation programs based solely on quantitative factors can cause
bank officers to ignore or short-cut established controls and proce-
dures designed to protect banks from money laundering.

1The prepared statement of Mr. Sharpe appears in the Appendix on page 1079.
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Finally, limits on access to account information. Some accounts
are opened domestically, but supporting documentation relating to
ownership and background information may be maintained in one
or more foreign jurisdictions with stringent secrecy laws. Other ac-
counts may be opened and maintained in such jurisdictions from
the outset. In either case, such accounts can present significant
barriers to access to information needed to fully determine the
source of funds flowing into the account or the identity of beneficial
owners.

Banks must be the first line of defense in protecting themselves
against these vulnerabilities, and there are a number of funda-
mental safeguards that they should employ. For example, effective
account-opening policies and procedures are fundamental risk con-
trols for private banking relationships. Bank management should
have specific policies for employees who approve, accept, and docu-
ment new private banking accounts, including those in jurisdictions
with strong secrecy regimes. Banks should also ensure that they
will have access to information during the life of an account so it
can be appropriately monitored.

Second, banks should monitor high-risk customer activity to de-
tect and report suspicious activity in a timely manner. Banks
should also design compensation programs that balance quan-
titative and qualitative factors and that provide measurement tools
to assess employee performance in both areas. They should ensure
that account relationship managers are subject to the same or
higher degree of oversight and control as managers of other areas
of operation that may expose the bank to risk.

Banks must also have an independent testing or audit function
for BSA compliance, including suspicious activity reporting. Audit
programs should focus on high-risk accounts and should include
comprehensive transaction testing.

And, finally, banks must train all appropriate personnel with re-
spsezgt to their responsibility to comply with the requirements of the
BSA.

I will now turn briefly to the steps the OCC takes to address ac-
tions that national banks should take to protect themselves from
money laundering.

The OCC requires national banks to establish and maintain ade-
quate internal controls and independent testing, to designate an in-
dividual or individuals to coordinate and to monitor day-to-day
compliance with the Bank Secrecy Act, and to train responsible
personnel. In addition, our regulations require banks to report sus-
picious transactions and violations of law or regulation. An ade-
quate BSA program must also enable a bank to detect and report
suspicious activity, including any such activity in its private bank-
ing department.

The OCC conducts regular BSA exams of national banks,
branches and agencies of foreign banks in the United States, cov-
ering all aspects of each institution’s operations, including foreign
offices. Our examinations include reviews for compliance with the
BSA and reviews of anti-money-laundering efforts in various divi-
sions of the banks, including private banking.

Specifically, OCC conducts exams to ensure that national banks
have adequate systems in place to detect and report suspicious ac-
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tivity, comply with BSA requirements, establish account opening
and monitoring standards, understand the source of funds for cus-
tomers opening accounts, verify the legal status of customers, and
identify beneficial owners of accounts.

The OCC recently developed and will soon test expanded-scope
BSA/anti-money-laundering exam procedures for private banking.
These procedures specifically address employee compensation pro-
grams, account-opening standards, risk management reports, and
suspicious activity monitoring of private banking activities. These
procedures also focus attention on high-risk accounts, such as im-
port/export businesses, private investment companies, accounts of
foreign government officials from high-risk countries, high fee in-
come accounts, concentration accounts, and nominee name ac-
counts.

In your invitation letter, you also specifically asked that we ad-
dress OCC’s supervision of Citibank.

The OCC’s examination of Citibank’s private banking operations
commenced with a 1994 Bank Secrecy Act examination that in-
cluded a focus on the bank’s private banking program. The 1994
exam identified the need to improve the bank’s compliance program
in the Private Bank and also found weaknesses in the bank’s train-
ing program and the processes it employs to supervise its private
banking account officers and ensure that they were following the
bank’s Know-Your-Client standards. The OCC recommended that
the bank establish procedures to monitor the activities of relation-
ship managers to ensure that the unique client/banker relationship
did not compromise the bank’s standards.

During an examination of Citibank’s private banking operation
conducted in 1996, OCC examiners noted Citibank’s progress in
correcting previously identified deficiencies. The bank had up-
graded its training program and was in the process of imple-
menting global policies regarding customer identification and
source of wealth information.

In early 1998, as part of an overall assessment of the bank’s
1997 performance, OCC included comments relating to the need to
improve the bank’s control environment in the private bank. While
progress in many areas was noted, we informed the bank that
there was still a need for increased attention to the control environ-
ment. We also pointed out that our examiners had identified a
number of audit and control failures in the Private Bank that re-
quired attention.

During several domestic and overseas examinations in 1998, the
OCC noted that the long process of documenting the bank’s exist-
ing private banking customers was nearing completion. The bank
had created a new quality control unit to ensure compliance with
the bank’s policies, and management was effectively responding to
issues identified by the unit and the OCC. During these examina-
tions, we found improved internal controls and adequate docu-
mentation regarding client source of wealth. However, OCC also
recommended that management implement the bank’s global
Know-Your-Client policy within established time frames, improve
information regarding clients’ expected transaction volumes, and
formalize and implement a monitoring program for all private
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banking clients, in addition to the high-risk client monitoring pro-
gram.

In early 1999, the OCC communicated to the board that the con-
trol environment in the Private Bank, which had led to adverse
publicity, had improved. The OCC acknowledged the attention this
had received from senior management and the board. In addition,
during several overseas examinations of Citibank offices in 1999,
examiners continued to note progress in the bank’s global compli-
ance and anti-money-laundering program.

I will now turn to a brief description of OCC’s experiences in ob-
taining information from foreign jurisdictions.

In most instances, the OCC has not encountered problems in ob-
taining from the banks that we supervise routine supervisory infor-
mation domiciled in foreign jurisdictions relating to the safety and
soundness of the bank’s operations in those jurisdictions. The OCC
often obtains such information directly from national banks
through requests, on-site inspections of their offices in a host for-
eign jurisdiction, or through a request to a foreign supervisory au-
thority.

However, obtaining account-specific information from some for-
eign jurisdictions has been significantly more difficult. Most foreign
jurisdictions with stringent bank secrecy laws do not consider ac-
count-specific records to be routine supervisory information. As a
result, those jurisdictions typically prohibit foreign supervisory au-
thorities from accessing customer records.

The OCC addresses problems raised by secrecy laws in foreign
jurisdictions in a number of ways. For example, the OCC expects
national banks to implement internal controls, monitoring systems,
and processes to reduce money-laundering risk on a company-wide
basis, including in its foreign offices. When on-site reviews are not
possible because of bank secrecy and financial privacy laws, the
OCC reviews the corporate policy and audit functions of the bank.
When we have concerns, we require the bank to address those con-
cerns. This may also include requiring external audits or enhanced
reporting requirements.

These difficulties are also being addressed through the many ini-
tiatives on the international front that are focused on the concerns
surrounding the misuse of offshore accounts for financial crime
purposes. International groups such as the Financial Action Task
Force and the Caribbean Financial Action Task Force and the
Basel Committee on Banking Supervision have all developed guid-
ance, and the OCC has been directly involved in that guidance.

My written statement also describes in detail a number of other
anti-money-laundering initiatives, and these include the work of
our internal Task Force on Money Laundering, the National Anti-
Money Laundering Group, our work with the Financial Crimes En-
forcement Network to further enhance our ability to identify banks
at risk for money laundering and targeted exams we have con-
ducted on law enforcement leads.

As part of the administration’s recently issued National Money
Laundering Strategy for 1999, the OCC will also be participating
in a number of interagency projects, including a high-level working
group of regulators and law enforcement officials to develop ways
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to better detect potential money laundering occurring through
banks both domestically and internationally.

In conclusion, the OCC is committed to preventing national
banks from being used to launder the proceeds of the drug trade
and other illegal activities. We recognize the potential vulnerability
of private banking to money laundering, and our supervisor efforts
are aimed at ensuring that banks employ control procedures to re-
duce that vulnerability. We stand ready to work with the Congress,
the other financial institution regulatory agencies, law enforcement
agencies, and the banking industry to continue to develop and im-
plement a coordinated and comprehensive response to the threat
posed to the Nation’s financial system by money laundering.

Thank you, and I will be happy to answer any of your questions.

Senator COLLINS. Thank you, Mr. Sharpe.

Mr. Small.

TESTIMONY OF RICHARD A. SMALL,! ASSISTANT DIRECTOR,
DIVISION OF BANKING SUPERVISION AND REGULATION,
FEDERAL RESERVE SYSTEM, WASHINGTON, DC.

Mr. SMALL. Thank you, Chairman Collins, Senator Levin, Mem-
bers of the Subcommittee. I am pleased to appear before this Sub-
committee to discuss the Federal Reserve’s role in the government’s
effort to detect and deter money laundering and other financial
crimes, particularly as these issues relate to the private banking
operations of financial institutions.

You have asked the Federal Reserve to address several matters,
which I intended to address. As well, you have asked us to com-
ment on the operations of a specific banking organization. I regret
that I am not at liberty to discuss the activities of any one organi-
zation because of the importance we attach to maintaining the con-
fidentiality of examination findings in order to protect the integrity
of the examination process.

In order to better understand the money-laundering issues re-
lated to private banking, it would be useful to first provide you
with some background information on what we consider to be pri-
vate banking and the way in which private banks operate. But,
first, let me start by stating that as a bank supervisor, of primary
interest to the Federal Reserve is the need to assure that banking
organizations operate in a safe and sound manner and have proper
internal control and audit infrastructures to support effective com-
pliance with necessary laws and regulations.

A key component of internal controls and procedures is effective
anti-money-laundering procedures. Moreover, as part of our exam-
ination process, we review the anti-money-laundering policies and
procedures adopted by financial institutions to ensure their contin-
ued adequacy.

The Federal Reserve places a high priority on participating in
the government’s efforts designed to attack the laundering of pro-
ceeds of illegal activities through our Nation’s financial institu-
tions. Over the past several years, the Federal Reserve has been
actively engaged in these efforts by, among other things, rede-
signing the Bank Secrecy Act examination process, which became

1The prepared statement of Mr. Small appears in the Appendix on page 1101.
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the standard of the industry at the time, developing anti-money-
laundering guidance, regularly examining the institutions we su-
pervise for compliance with the Bank Secrecy Act and relevant reg-
ulations, conducting money-laundering investigations, providing ex-
pertise to the U.S. law enforcement community for investigation
and training initiatives, and providing training to various foreign
central banks and government agencies.

As more fully described in my written statement, private banking
offers the personal and discreet delivery of a wide variety of finan-
cial services and products to the affluent market, primarily high
net worth individuals or their corporate interests. Customers most
often seek out the services of a private bank for issues related to
privacy, such as security concerns related to public prominence or
family considerations or, in some instances, tax considerations.

Private banking services almost always involve a high level of
confidentiality regarding customer account information. Con-
sequently, it is not unusual for private bankers to assist their cus-
tomers in achieving their financial planning, estate planning, and
confidentiality goals through offshore vehicles such as personal in-
vestment corporations, trusts, or more exotic arrangements, such
as mutual funds. Through a financial organization’s global network
of affiliated entities, private banks often form the offshore vehicles
for their customers. These shell companies, which are incorporated
in offshore jurisdictions, are formed to hold the customer’s assets,
as well as offer confidentiality, because the company rather than
the beneficial owner of the assets becomes the account holder at
the private bank.

Historically, clients sought discretion, confidentiality, and asset
preservation. This emphasis has shifted as capital restraints have
been dismantled, and in some countries, autocratic regimes have
been replaced with free market economies. Today, while confiden-
tiality is still important, investment performance has taken prece-
dence.

The Federal Reserve has long recognized that private banking fa-
cilities, while providing necessary services for a specified group of
customers, can, without careful scrutiny, be susceptible to money
laundering. In our continuing effort to provide relevant information
and guidance in the area of effective anti-money-laundering policies
and procedures for private banking, in 1997 the Federal Reserve
published guidance on sound risk management practices for private
banking activities. Besides distributing the guidance to all banking
organizations supervised by the Federal Reserve, the guidance was
made publicly available through the Federal Reserve’s website.
More recently, the Federal Reserve developed enhanced examina-
tion procedures and guidelines specifically designed to assist exam-
iners in understanding and reviewing private banking activities.

Since 1996, the Federal Reserve has undertaken two significant
reviews of private banking in an even greater effort to understand
risks associated with private banking. In the fall of 1996, the Fed-
eral Reserve Bank of New York began a year-long cycle of on-site
examinations of risk management practices of approximately 40
banking organizations engaged in private banking activities. Last
year, a Private Banking Coordinated Supervisory Exercise by sev-
eral Reserve Banks and Board staff was undertaken to better un-
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derstand and assess the current state of risk management practices
at private banks throughout the Federal Reserve System.

The examinations by the Federal Reserve Bank of New York fo-
cused principally on assessing each organization’s ability to recog-
nize and manage the potential risks, such as credit, market, legal,
reputational or operational, that may be associated with an inad-
equate knowledge and understanding of its customers’ personal
and business backgrounds, sources of wealth, and uses of private
banking accounts.

We recognized, for example, that some private banking oper-
ations may not have been conducting adequate due diligence with
regard to their international customers. While all organizations
had anti-money-laundering policies and procedures, the implemen-
tation and effectiveness of those policies and procedures ranged
from exceptional to those that were clearly in need of improvement.

As a result of these examinations, certain essential elements as-
sociated with sound private banking activities were identified.
These elements include the need for: Senior management oversight
of private banking activities and the creation of an appropriate cor-
porate culture that embraces a sound risk management and control
environment; due diligence policies and procedures that require
banking organizations to obtain identification and basic informa-
tion from their customers, understand sources of funds and lines of
business, and identify suspicious activity; management information
systems that provide timely information necessary to analyze and
effectively manage the private banking business and to monitor for
and report suspicious activity; and adequate segregation of duties
to deter and prevent insider misconduct.

During the course of the examinations, a number of banking or-
ganizations were reluctant to release information on the beneficial
ownership of personal investment corporations established in recog-
nized secrecy jurisdictions that maintained accounts at the banks.
The banks raised concerns regarding the prohibition on disclosure
imposed by the laws of the countries in which the personal invest-
ment corporations were formed, as well as concerns that such dis-
closures would lead to customer backlash. However, as the result
of continued persistence by Federal Reserve examiners, all banks
eventually provided the requested information. Very few customers
closed their accounts even after being asked to waive any confiden-
tiality protections that they may have had under foreign law so
that the beneficial ownership information could be made available
to examiners.

In last year’s Coordinated Supervisory Exercise, a sample con-
sisting of the private banking activities of seven banking organiza-
tions was reviewed by a system-wide team, as I stated. As a result
of the examinations, we concluded that the strongest risk manage-
ment practices existed at private banks with high-end domestic
customers.

We found that among private banks with primarily international
customers, stronger risk management practices were in place at
those organizations that had a prior history of problems in this
area but, as a result of regulatory pressure, had successfully cor-
rected those problems.
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The weakest risk management practices were identified at orga-
nizations whose private banking activities were only marginally
profitable and who were attempting to build a customer base by
targeting customers in Latin America and the Caribbean.

Rest assured that the Federal Reserves is committed to attacking
money laundering in the financial sector. We believe that our long-
standing programs and our assistance to the overall government ef-
forts are unrivaled in both scope and depth. We have been at the
forefront of developing new tools to enhance our ability to ensure
that banking organizations establish adequate policies and proce-
dures, and as you are aware, we have advocated for quite some
time the need for increased due diligence with regard to certain
banking transactions.

The Federal Reserve has addressed and continues to address per-
ceived vulnerabilities to money laundering in private banking by
issuing the private banking sound practices guidance and devel-
oping targeted examination procedures specifically designed for pri-
vate banking, as well as our regular on-site examination of private
banking operations, as I previously stated. There are some prac-
tices within private banking operations that we believe pose unique
vulnerabilities to money laundering and, therefore, require a com-
mitment by the banking organizations to increased awareness and
due diligence.

Personal investment corporations that are incorporated primarily
in offshore secrecy or tax haven jurisdictions and are easily formed
and generally free of tax or government regulation are routinely
used to maintain the confidentiality of the beneficial owner of ac-
counts at private banks. Moreover, and of primary interest to the
beneficial owners, are the apparent protections afforded the ac-
count holders by the secrecy laws of the incorporating jurisdictions.
Private banking organizations have at times interpreted the se-
crecy laws of the foreign jurisdictions in which the personal invest-
ment corporations are located as a complete prohibition to dis-
closing beneficial ownership information. The Federal Reserve,
however, has continually insisted that for those accounts that are
maintained within the United States, banking organizations must
be able to evidence that they have sufficient information regarding
the beneficial owners of the accounts to appropriately apply sound
risk management and due diligence procedures.

The use of omnibus or concentration accounts by private banking
customers that seek confidentiality for their transactions poses an
increased vulnerability to banking organizations that the trans-
actions could be the movement of illicit proceeds. Omnibus or con-
centration accounts are a variety of suspense accounts and are le-
gitimately used by banks, among other things, to hold funds tempo-
rarily until they can be credited to the proper account. However,
such accounts can be used to purposefully break or confuse an
audit trail by separating the source of funds from the intended des-
tination of the funds. This practice effectively prevents the associa-
tion of the customer’s name and account numbers with specific ac-
count activity and easily masks unusual transactions and flows
that would otherwise be identified for further review.

There has been much said about the use of correspondent ac-
counts in facilitating money-laundering transactions. 