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(1)

OVERSIGHT OF THE STATE DEPARTMENT:
TECHNOLOGY MODERNIZATION AND COM-
PUTER SECURITY

THURSDAY, JUNE 22, 2000

HOUSE OF REPRESENTATIVES,
COMMITTEE ON INTERNATIONAL RELATIONS,

Washington, DC.
The Committee met, pursuant to notice, at 10:12 a.m. in room

2200, Rayburn House Office Building, Hon. Benjamin A. Gilman
(Chairman of the Committee) presiding.

Chairman GILMAN. This meeting will come to order. I want to
thank our panelists for joining us this morning and thank our col-
leagues for being here.

I am pleased to convene this hearing on Oversight of the State
Department, Technology, Modernization and Computer Security.
This is the fourth in a series of oversight hearings that this Com-
mittee will conduct relating to the Overseas Presence Advisory
Panel, the OPAP.

We began these hearings back in February when we heard from
the panel’s members. At that time, and today, I believe the panel
highlighted some very important issues. This Committee supports
many of the recommendations made as a basis of maintaining a
more effective and efficient State Department.

We are asking our panelists to provide the Committee with a
comprehensive review of the condition of the State Department’s
information technology program, the safeguarding of its informa-
tion and prospects of developing a common platform to facilitate
communication among the agencies at posts. Along with the effi-
ciencies of high tech systems comes a breadth of possible
vulnerabilities. These systems demand continual security evalua-
tions and resources that should be dedicated to this activity.

Personnel at the State Department must have the capacity to
communicate quickly and precisely with a variety of people. The
Overseas Presence Advisory Panel observed that the Department’s
current infrastructure does not provide the means either to acquire
information from a full range of sources or to disseminate it to a
full range of audiences.

Inefficient information systems leave the Department impotent
in the conduct of foreign affairs. The Department and other agen-
cies sharing the overseas platform have taken steps to bring their
systems up to private sector standards, but much more is needed
to be successful on an interagency basis. Our private sector pan-
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elist, Mr. Maybury, will address the problems associated with that
issue.

An overriding concern as modernization proceeds is to make cer-
tain that appropriate, usable systems are procured and that secu-
rity elements are addressed up front. The taxpayer is providing an
enormous amount of money over time for the worldwide upgrades,
and this Committee needs to be assured that the right decisions
and cost effective procurements are being made.

With recent cyber attacks against web sites in both Federal and
congressional computer systems, serious questions arise about com-
puter systems’ vulnerabilities. Investigation of hacker assaults re-
vealed that the techniques used over the past months were fun-
damentally very simple. In May 1998, GAO reported that State’s
computer systems were very susceptible to hackers and to unau-
thorized individuals.

Given the important data bases that the Department possesses,
it would be a disaster if hacker penetration were to occur in the
State Department; to name just a few, the passport system, the
visa system, class systems. If a hacker were to succeed, it would
have a devastating effect on the functioning of these items, not to
mention the effect on commerce. The Department takes in an enor-
mous amount of revenue per day on the issuance of those items.

I believe that in creating a modern infrastructure, utilizing a
common platform and spending the nation’s money wisely are cer-
tainly critical elements on the road to successful information tech-
nology management. We will find out today if our State Depart-
ment is on the right road or if they have hit a dead end.

Now I would like to turn to our other colleagues, the Vice-Chair-
man of our Committee, the gentleman from Nebraska, Mr. Bereu-
ter.

[The prepared statement of Chairman Gilman appears in the ap-
pendix.]

Mr. BEREUTER. Thank you, Mr. Chairman. I have no comment.
I look forward to the testimony.

Chairman GILMAN. Judge Hastings.
Mr. HASTINGS. Mr. Chairman, I have no opening statement at

this time.
Chairman GILMAN. Thank you.
Mr. Rohrabacher.
Mr. ROHRABACHER. Just a very short statement for the record. I

am very concerned, Mr. Chairman, over reports that the Chin Wa
news agency, a Chinese agency that has ties to the Communist
Chinese government in Beijing—in fact, it is known as having an
intelligence connection with the government in Beijing—has pur-
chased a building in Arlington with the State Department—at least
with no protest from the State Department, overlooking the Pen-
tagon. This building is a 12 story building that has very serious im-
plications to electronic intelligence operations, especially in rela-
tionship to a direct overview of the Pentagon.

I understand the State Department had no objection to this,
raised no objections to the Chinese taking over this building, and
I just think that there is—I do not know if this panel is the one
who could explain it. Probably not, but for the record I would like
to say that this is very unsettling news.
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It seems to me that somebody has got to have the responsibility
when things like this happen, and having an intelligence arm of
the Beijing government setting up a spy nest, an electronic spy
nest, you know, just in this position overseeing the Pentagon is
something that deserves our attention. I thought I would put that
on the record.

Chairman GILMAN. Thank you very much, Mr. Rohrabacher. I
hope some panelists will comment on it as we proceed.

Today we welcome Mr. Fernando Burbano, the chief information
officer of the State Department. Mr. Burbano assumed the position
in May 1998, is responsible for the Department’s information tech-
nology policy and operations. He oversees a budget of more than
$500 million and the activities of more than 2,000 employees who
are engaged in information management. He holds advanced de-
grees from the American University and Syracuse University.

Our second witness, Mr. Jack Brock, is director of the govern-
ment wide and defense information systems in the issue area at
the General Accounting Office. He is responsible for information
management, evaluations and reviews of computer security issues
for several agencies, including State, and he has testified several
times on these issues.

The General Accounting Office [GAO] has developed guidance for
improving responses to computer security threats. Thank you for
putting our system back in operation. He holds advanced degrees
from the University of Texas and Harvard. Welcome.

Our third witness is Dr. Mark Maybury. Welcome, Mr. Maybury,
of is it MITRE Corporation?

Mr. MAYBURY. MITRE.
Chairman GILMAN. MITRE Corporation. Dr. Maybury comes to

us highly recommended because of his experience in the field of
worldwide system upgrades. He is the director of MITRE’s informa-
tion technology division responsible for the advanced research and
development of intelligence and defense systems supporting several
government agencies.

Dr. Maybury has taken a look at what it takes to build a com-
mon platform, collaborative computing and knowledge management
within the foreign affairs community. He holds several advanced
degrees, including a Ph.D. from Cambridge in artificial intelligence.
We certainly appreciate his willingness to come down from Massa-
chusetts and educate us in this highly technical field.

We appreciate all of our witnesses being here today, and we ask
you to proceed with a summary of your statements. Without objec-
tion, your full statements will be made part of our record.

I also want to welcome Mr. Wayne Rychak, a Deputy Assistant
Secretary in the Diplomatic Security Bureau at the State Depart-
ment. He is a member of the Senior Foreign Service, and his posi-
tions with Diplomatic Security have included being regional secu-
rity officer in Islamabad and Pakistan.

Mr. Rychak is here to respond to questions regarding information
security.

Please proceed, Mr. Burbano.
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STATEMENT OF FERNANDO BURBANO, CHIEF INFORMATION
OFFICER, U.S. DEPARTMENT OF STATE

Mr. BURBANO. Thank you, Mr. Chairman. Good morning, Mr.
Chairman and distinguished Members of the Committee on Inter-
national Relations.

As the CIO for the State Department, I am pleased to report sig-
nificant progress managing the Department’s information tech-
nology resources. This morning I will focus on actions we have
taken to, first, strengthen our computer security; second, improve
the integrity and quality of our IT strategic planning, our IT cap-
ital planning and our management of IT resources; and, third, to
achieve compliance with the Overseas Presence Advisory Panel,
OPAP, recommendations.

Since my testimony is limited to 5 minutes, I have provided a
more detailed written report for the record.

Computer security. In the past 2 years since I was appointed
CIO, the State Department has taken significant steps in strength-
ening our computer security and the security of our global commu-
nications networks. For example, we now have in place a corporate
information system security officer and computer security incident
response teams.

Our systems are protected with an extensive array of electronic
firewalls, intrusion detection systems and a comprehensive anti-
virus program. We increased system security training, conducted
extensive independent network penetration testing and installed a
web based geographic information system to collect cyber threat in-
formation.

As additional examples of the Department’s commitment to com-
puter security awareness, I have hosted the CIO Council Security
Awareness Day, Critical Infrastructure Protection Day and a hack-
er briefing presented by an industry expert. All of these are open
to the entire Federal IT community.

With our improved security posture, we have successfully with-
stood numerous cyber attacks such as those that have damaged
other agencies and private sector web sites. For example, we were
successful in defending against an attack after the NATO bombing
of the Chinese Embassy in Belgrade when we were bombarded
with over 10,000 messages an hour for several weeks.

However, despite significant improvements in our cyber security,
we realize that the cyber underworld continues to improve its
weapons. We routinely assess our presence on the internet, and so
far we have been successful in adjusting our protection measures
to meet the continuing and ever changing challenges.

I also established a security infrastructure working group known
as SIWG to proactively oversee our enterprise infrastructure and
coordinate an integrated, department wide security response. The
SIWG is chaired by the Deputy CIO for Operations and has rep-
resentation from Diplomatic Security and other bureaus.

Let me briefly highlight our accomplishments in our IT security
over the last 2 years. We achieved 100 percent completion of the
72 technical findings and the eight management recommendations
identified in the 1998 GAO computer security audit. We achieved
closure on Federal Managers Financial Integrity Act, FMFIA,
issues open since 1984.
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We revised the foreign affairs manual to include security related
policies. We globally deployed a computer security self-assessment
software tool known as Kane Security Analyst. We conducted vul-
nerability assessments on our classified, sensitive but unclassified
and internet networks.

In a joint effort with the NSA, we have begun a pilot program
using public key infrastructure to implement strong identification
and authentication processes. We are implementing the risk man-
agement cycle as recommended in best practices published by GAO
and OMB and are implementing a robust certification and accredi-
tation program incorporating the recently released national infor-
mation assurance certification and accreditation process known as
NIACAP. My written testimony describes these achievements in
more detail.

Now turning to Overseas Presence Advisory Panel recommenda-
tions, particularly the actions we have taken to address the chal-
lenges to obtain interagency coordination and cooperation and to
insure quality and cost effective program management. To insure
that all foreign affairs agencies are partners in developing solutions
to the OPAP recommendations, we have convened the OPAP inter-
agency technology subcommittee. This subcommittee, which I chair
as the representative of the lead agency, consists of the CIOs of the
principal foreign affairs agencies.

To date, the cooperation between all of the foreign affairs agen-
cies in developing solutions to the OPAP report recommendations
has been outstanding. This reflects the fact that over the past 2
years, through the CIO Council and its various subcommittees, the
CIOs had already established strong relationships and had worked
collaboratively on issues of common concern.

Specifically, we are progressing in our plans to deploy an inter-
operable infrastructure accessible to all agencies to improve com-
munication and collaboration. Our OPAP architecture approach
emphasizes interagency connectivity and collaboration, minimizing
technical risk and leveraging internet and web technologies.

The intent is to build a browser based environment such that
agencies need not change their architectures to connect to and use
the OPAP facilities, and a range of connection options will be ac-
commodated. To provide the right information to the right people
at the right time, we are designing a knowledge management sys-
tem to share information across agency boundaries. Security of the
infrastructure will be addressed through the use of technologies
such as public key infrastructure, data encryption and use of fire-
walls.

In order to insure quality and cost effective program manage-
ment and avoid excessive cost overruns, we are following a dis-
ciplined, standard project management methodology which we have
used successfully in our Y2K worldwide remediation program, IT
modernization program known as ALMA and the global emergency
radio deployment program. I should point out that this method-
ology includes regular interagency project review and approval
points, such as control gates and check points, and prototype and
pilot tests and assessments.

Accordingly, in fiscal year 2001, conditional on the availability of
timely and adequate resources, we plan to implement a pilot pro-
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gram at two posts to test the interagency developed solutions to the
OPAP unclassified technology recommendations. Mexico and New
Delhi are being considered as the pilot posts. Our goals and the ef-
fective participation of other Federal agencies are achievable only
with your support in providing us the resources to continue.

Turning to IT management and planning, the last section, in the
time remaining I will address our progress in responding to the
1998 GAO report which raised issues about our modernization pro-
gram being at risk absent implementation of best practices. We
have made significant improvements in the management, policy,
planning and governance of our IT resources as we demonstrated
in our success at turning our Y2K program from an F to an A, clos-
ing FMFIA issues and completing of a large scale, global IL mod-
ernization project.

Demonstrating the Department’s compliance with the GAO’s
management improvements recommendations, we have adopted an
enhanced capital planning process that involves all the key stake-
holders, including the CFO and other senior management, Assist-
ant Secretaries, to comply with the mandates of Clinger Cohen and
OMB Circular A–11;

Created the Configuration Control Board, whose role will be ex-
panded to further strengthen the interrelationship with the capital
planning process; established the enterprise IT architecture that is
modeled after guidance issued by the Federal CIO Council; in-
cluded output and outcome measures in our IT tactical plan linking
the relationship of those measures to mission effectiveness and effi-
ciency;

Instituted a disciplined life cycle management process known as
Managing State Projects to help insure a consistent approach to all
aspects of project manager; and, last, we continued to focus on well
articulated goals that are presented in our new IT strategic plan
published in January of this year.

Mr. Chairman and distinguished Committee Members, I would
like to conclude my testimony here today by assuring you that the
State Department, including senior management, is committed to
confronting the continuing challenges, including those which will
cogently be addressed by GAO today.

We will work in partnership with your Committee, the GAO and
other agencies and other bureaus in the Department, including
Diplomatic Security, to provide exceptional IT support to American
diplomatic activities in the twenty-first century.

Thank you, and I would be pleased to answer any questions.
[The prepared statement of Mr. Burbano appears in the appen-

dix.]
Chairman GILMAN. Thank you, Mr. Burbano.
Mr. Brock, GAO.

STATEMENT OF JACK L. BROCK, JR., DIRECTOR OF GOVERN-
MENT AND DEFENSE SYSTEMS, U.S. GENERAL ACCOUNTING
OFFICE

Mr. BROCK. Thank you, Mr. Chairman. Thank you very much for
inviting us here today.

We first met with your staff several months ago about the Over-
seas Presence Advisory Panel [OPAP]. The main concern was we
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do not want to have a hearing in 2 or 3 years and find out that
the Department has wasted $300 million or $400 million. We want
a return on investment. We want to make sure that the goals and
the objectives that were set out in the OPAP report are in fact and
that they are met efficiently.

I think a concern that the staff had was based on a couple of
GAO reports on the IT environment at the State Department and
on the poor computer security, this concern was well founded.
Could in fact the Department spend the money wisely? Could in
fact the Department bring about the common platform that is need-
ed to support OPAP?

Our work in computer security showed that the State Depart-
ment was highly vulnerable to both inside and outside threats. We
were able to pretty much walk around the Department. There was
generally a lack of oversight at the management level.

Chairman GILMAN. Let me interrupt. You say there is a lack of
oversight in management at State?

Mr. BROCK. Oh, absolutely. Yes.
Chairman GILMAN. Thank you. We are curious about that be-

cause we are working on the possibility of creating a new manage-
ment office. Thank you.

Mr. BROCK. The same thing on looking at major investments, IT
investments in the Department. There were a lack of management
controls and a lack of management processes.

Both of those reports were done in 1998, and since then the De-
partment has made impressive strides in establishing good man-
agement processes that should allow them, if implemented cor-
rectly, to control their investments, to control their computer secu-
rity. I am a firm believer that good results come from good proc-
esses. If you do not have good processes, good results may or may
not follow, but they are pretty much sporadic.

The Department has now laid a foundation for having a better
opportunity for achieving good results, and in fact when we are
looking at the OPAP project, which the early planning stages are
still underway, they in fact have a disciplined process that they are
following in determining what the requirements of the platform
will be, how much it should cost, what sort of technology should be
in place, etc. They are doing a number of things that make sense,
and they are pretty much on target by the end of this fiscal year
to have a detailed implementation plan.

While the Department I believe is well situated to move forward
into a planning process, we believe they also face I think reason-
ably significant challenges in moving forward. I would like to just
spend a few moments discussing those challenges.

First of all, they have to work with eight or nine agencies on this
common platform, and that is difficult to do. I mean, on paper they
have the agencies in place. They all meet together. They have reg-
ular meetings. Nevertheless, they have different objectives. They
have different needs, and in order to optimize the common platform
some of the individual needs of various agencies might have to be
suboptimized.

It is this process that is difficult to negotiate and achieve. We
think that it is likely that many agencies may want to continue op-
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erating their own technology, particularly if they have systems that
were recently acquired or upgraded.

Second, no one agency by itself has the authority or the ability
to dictate a solution to insure the implementation of a mutually de-
veloped solution. Third, although negotiations are ongoing, details
are still being worked out as to who will manage and administer
the new collaborative network.

These challenges are answerable. They are doable, but, neverthe-
less, they are challenges that have to face the Department. This
really has nothing to do with the Department’s status now in terms
of good information over technology, but I think a challenge that
any organization would face trying to bring together eight other or-
ganizations.

The second challenge is on the matter of an architecture. Right
now the State Department has a level of architecture, but it does
not have a detailed architecture.

If I could just briefly describe an architecture in more common
terms, if you have a Rand McNally atlas and you open up the front
page and you see the map of the United States, it shows the major
interstates going from the east coast to the west coast and from the
Gulf of Mexico to Canada. Well, you sort of know how to get there
and where you are going, but it is only until you turn to the de-
tailed maps inside the atlas that you really know the best route to
take from state to state to state.

I think right now the State Department has a pretty good over-
view map, but they do not have those detailed maps that are really
necessary to dictate where the State Department wants to go in
terms of matching business solutions with technology. The danger
of not having an architecture in place is that sometimes you in fact
let technology dictate business needs, or you let business needs dic-
tate the wrong kind of technology, so you really need to merge
those two things.

The danger of continuing or the risk of continuing in the OPAP
project while the architecture is still underway is that there is a
risk that the eventual OPAP architecture could influence the State
Department’s final architecture in a way that may not be optimal.
Now, this is a risk I think they are aware of and something that
they need to follow throughout the development of both the archi-
tecture and the project.

The last challenge that the State Department faces is computer
security. This is a challenge that we found every agency faces. Our
recent reports have indicated that the 22 major Federal agencies
all have significant computer security problems. The findings that
we had at State Department a couple years ago, they are not
unique to the State Department. They are true everywhere on a
government wide basis.

The State Department has implemented our recommendations.
They have changed their management structure. They are in a bet-
ter position to deal with these problems. One of the things that
they have done at our recommendation is to begin to do vulner-
ability assessments at key places. These vulnerability assessments
continue to find problems.

I think a difference now is the State Department is finding these
problems, and they are fixing them, but I think it is indicative that
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computer security is an ongoing concern. You are going to have a
new network, a new platform, new opportunities for intrusion, and
I think that the diligence and the level of effort that the State De-
partment will have to exercise to this is going to be considerable,
so that is a significant challenge.

The advantage is that you have now as an oversight body and
in fact an advantage that is also shared by the State Department
and the other agencies that are participating in the OPAP project
is that the planning for this is just now seriously getting underway,
and you have many excellent oversight opportunities over the com-
ing year.

First of all, the State Department is developing a detailed project
plan, and they are going to be testing the concept at a couple of
pilot locations. This is a good opportunity to take a look at the de-
tailed project plan, to take a look at the results of the pilot projects
and say is this an investment that is going to pay off? Does it show
promise? Is it something we want to pay for? Is it something that
is showing results in a couple of limited locations? Does it show
promise?

Second, the development of a detailed project plan also allows the
performance measures to be developed so that in fact you will be
able to say OK, here is where you said you would be. Here is where
you are. What is the gap? What do we need to do to close the gap?
Are you still on target—and gives the State Department, the other
agencies, as well as you as an oversight entity, an opportunity to
take corrective actions.

The State Department is well positioned to develop a plan, and
I think that again this Committee is well positioned to use this
plan as a vehicle for monitoring the development of the platform
over the next couple of years.

Mr. Chairman, that concludes my statement.
[The prepared statement of Mr. Brock appears in the appendix.]
Chairman GILMAN. Thank you very much, Mr. Brock. You have

given us a lot of food for thought.
Mr. Maybury.

STATEMENT OF MARK T. MAYBURY, EXECUTIVE DIRECTOR,
INFORMATION TECHNOLOGY DIVISION, THE MITRE COR-
PORATION

Mr. MAYBURY. Thank you, Mr. Chairman, distinguished Mem-
bers of the Committee.

As executive director for the Miter Corporation, I oversee all col-
laboration computing activities at the corporation, and for the past
5 years I have served and worked with the Department of Defense
very closely to develop a common operating environment specifi-
cally responsible for the collaboration and multimedia elements
thereof.

I will summarize my prepared statement, but I have provided a
lot of details that I would like to make part of the formal record.

Chairman GILMAN. Without objection, it will be made part of the
record.

Please proceed.
Mr. MAYBURY. Thank you.
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Just a comment on the requirements for, the impediments to, the
costs of and the lessons learned from using collaboration computing
in knowledge management and other activities across the govern-
ment. I have attempted to address each of these issues in detail,
but I would summarize my statements.

The first point I would like to make is that to create a common
operating platform for the Department of State and the other agen-
cies is a challenge, but it has great potential. By common platform,
I mean those infrastructure and applications that are basic to long
distance and cross agency collaboration, things like directories,
electronic mail, file sharing, desktop video teleconferencing, skills
or expert data bases and shared applications.

I believe secure collaboration and knowledge management solu-
tions have promised to directly address some of the fundamental
problems outlined in the November, 1999, OPAP report, including
increased global complexity, dealing with reduced overseas staffs,
the need for increased global engagement and influence.

For example, if we take a look at the intelligence community and
the Intelink, classified internet, which MITRE helped engineer, it
has become the primary method for intelligence distribution
throughout the intelligence community.

Another example. In my written statement I detail how collabo-
rative technologies have fundamentally changed the way the Air
Force operates by creating virtual air operations centers. Another
example. The Navy and the Joint Forces have been able to put
Tomahawk cruise missiles on target faster and more accurately
during war.

At the MITRE Corporation, as I have also submitted in my mate-
rials, there are several CIO magazine articles outlining our inter-
nal internet which has been used to share knowledge globally.
These systems have improved the timeliness and quality of oper-
ational processes. For example, in a major exercise last year, the
Air Force was able to improve their efficiency of operations by 50
percent. With focused effort, the foreign affairs community can
enjoy these same benefits.

My second point is that the success of the common platform for
the Department of State will require both knowledge management
and collaboration technologies. I will not detail these, but, in short,
collaboration technologies are those that allow people to share in-
formation across time in both different times, as well as across dif-
ferent places.

For example, if you want to support a team working at a dif-
ferent time and a different place, you could use electronic mail, or
if they are working at the same time, but in different places, you
could use technologies like instant messaging, technologies like
desktop video conferencing.

In contrast, knowledge management can be enabled by collabora-
tion, but it is distinct, and it refers to processes that allow us to
find experts, to map the knowledge in an enterprise or across en-
terprises, to integrate knowledge and to disseminate knowledge.

My third point. Because of the difficulty of predicting how people
and organizations will use collaboration tools and the rapidly
changing underlying communications, networking and computing
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infrastructure, it is essential that the creation of these systems be
done in what is called an incremental spiral acquisition process.

This is in contrast to the traditional waterfall approach where
development of a system follows a strict sequential process from re-
quirements to design to implementation to testing and in contrast
is more of an iterative process in which these things are done in
parallel.

Accordingly, the government needs to depart from its normal
lengthy purchasing process to build a little, test a little, learn from
mistakes and be willing to adapt to change. Planned obsolescence
is part of this process, and these systems can be very costly. In
fact, when you cost these systems you must look at full life cycle
costs to include the cost to acquire the system, the cost to imple-
ment it, steady state costs, as well as indirect costs, including in-
tangibles such as down time and user satisfaction.

Incidentally, I have included in these articles the cost analysis
that MITRE has utilized that was highlighted in the February CIO
article where we invested $7 million and were able to show over
$50 million in return on investment.

While a spiral development process does not guarantee an inex-
pensive solution, it does minimize the risk that money will be wast-
ed. Success in creating a secure common platform for the Depart-
ment of State and other agencies requires clarity of vision, buy in
from the foreign affairs community, explicit and measurable busi-
ness outcomes, but flexibility in technology, schedule, budget and
specifications.

Mr. Chairman, I have a few more points. I do not know if you
would like me to stop or finish.

Chairman GILMAN. Well, we are going to be called for a vote.
Why do we not dig into the questions, if you would?

Mr. MAYBURY. That is fine. Thank you.
[The prepared statement of Mr. Maybury appears in the appen-

dix.]
Chairman GILMAN. I want to thank all of you for being concise

is your presentations.
We will continue right on through the vote with the questioning.

I am going to ask my colleagues if they would want to go, and we
will continue so we will not have a delay.

First of all, Mr. Burbano, last week Undersecretary Cohen stated
that various technology systems were still out of date, even though
the Department has replaced all of its Wang systems. When can we
expect the needed reorganization to be achieved that is so sorely
needed? Which systems are top priority, and do we have the appro-
priations that are needed to do what you are seeking?

Mr. BURBANO. Mr. Chairman, the answer to that question I
think goes right to the heart. It is the funding. We do not have the
funding to completely overhaul the systems.

The majority of the unclassified systems have been modernized.
The classified system is where we still have a lot——

Chairman GILMAN. How much will be needed, Mr. Burbano?
Mr. BURBANO. Approximately close to $200 million.
Chairman GILMAN. I understood from my staff that there is $500

million available for information technology. Is that fund available
to you?
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Mr. BURBANO. We are using it. I mean, it is not a fund that is
available for things we have not used it for. Believe me, we are
making use. Our budget is, you know, as stated earlier, $500 mil-
lion.

Chairman GILMAN. So you are limited in the appropriations
available to you?

Mr. BURBANO. Yes. Absolutely.
Chairman GILMAN. And what is the shortage?
Mr. BURBANO. For the classified systems, close to $200 million.
Chairman GILMAN. You need another $200 million?
Mr. BURBANO. Yes.
Chairman GILMAN. Mr. Brock, your statement noted the State

Department networks remain highly vulnerable to exploitation of
unauthorized access. That is based on four computer security eval-
uations of its unclassified networks.

What do these findings suggest for efforts to develop a common
platform? Both Mr. Brock and Mr. Burbano, has any corrective ac-
tion been taken? Have such risk assessments been made on the
classified system? I direct that to both of you. Mr. Brock?

Mr. BROCK. First, I do not think that it is unusual that every
time you do one of these vulnerability tests that you continue to
find holes. One of the reasons that we advocate a continuing of vul-
nerability assessment is in fact to find holes because they always
creep up. If you are not constantly vigilant, you will end up with
a serious mess on your hands.

We did not go in and evaluate the repairs that the State Depart-
ment made. We did note that they did take corrective action in the
four reports that we examined. The fact that reports, though, con-
tinue to show vulnerabilities, which again I do not find particularly
surprising, indicates that there is still a need for constant vigi-
lance.

The thing the Department has done differently since our original
report, though, is put in more centralized management and in fact
established a control. Before our initial report they never did their
own vulnerability studies. At least now they have the capability of
determining on their own where they have weaknesses and then
being able to take corrective action on a more timely basis.

But again, that just points out that when you are putting in a
new platform, as I mentioned in my oral statement, that in fact
you are assuming a certain risk. You need to determine what that
risk is. You need to determine the appropriate controls that should
be in place to minimize that risk, and those controls are going to
cost you some money. That has to be factored into the life cycle cost
of the overall project.

Chairman GILMAN. Mr. Brock, you noted that the panel reported
the condition of U.S. post submissions abroad as unacceptable, and
the panel found the facilities overseas had deteriorated, human re-
source management practices are outdated and inefficient, and
there is no interagency mechanism to coordinate overseas activities
or manage their size and shape. What is your recommendation to
correct that?

Mr. BROCK. Well, we did not specifically go over and evaluate
those conditions, so we have made a general assumption based on
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other material that those conditions were reasonably and accu-
rately reported.

In fact, the process that the State Department is leading now is
supposed to address those conditions and make improvements,
which is one of the challenges that we mentioned. In fact, to get
all eight or nine agencies to agree to make certain changes is going
to be a difficult task.

Chairman GILMAN. I am going to reserve my questions. Mr. Be-
reuter has another engagement. I am going to pass the time to Mr.
Bereuter.

Mr. BEREUTER [presiding]. Thank you, Mr. Chairman. I appre-
ciate that courtesy.

One of the difficulties for some of us is that you gentlemen use
terminology which is not always clear to us, and I am sure we do
the same, but, as I understand it, you are preparing or are you up-
dating information architecture, a plan for information architecture
for the State Department.

Is it an update would you say realistically, or is it the first time
you are comprehensively attempting to look at and develop an ar-
chitecture? Mr. Burbano.

Mr. BURBANO. We have developed already, as in a written testi-
mony in April 1999. We put out our first high level, as Mr. Brock
stated. It is high level architecture that brings the State Depart-
ment into the modern age, and we are developing right now the de-
tails of that IT architecture, so we came out with the first pub-
lished IT architecture.

There was a default one, you know, because you always operate
with one, but it was not necessarily a formally published architec-
ture prior to that one.

Mr. BEREUTER. Mr. Burbano, you heard the analogy used by Mr.
Brock about the Rand McNally overall front page map, and he sug-
gested that what is lacking to some extent——

Mr. BURBANO. Is the details.
Mr. BEREUTER [continuing]. Are the details within that overall

framework.
You have a good framework in place, as I understand your com-

ment, Mr. Brock.
How far do you intend to go in Mexico City, and where is the

other pilot?
Mr. BURBANO. New Delhi.
Mr. BEREUTER. New Delhi. Are these picked because you think

that they will be good models for you to work with, to make an as-
sessment on?

Mr. BURBANO. Yes. In fact, you know, those models were picked
with the whole interagency group; not just the IT interagency
group, but the interagency group for OPAP that is overlooking the
right sizing and the buildings/ facilities and the IT portion, the
three groups underneath that. They are the ones that decided
along with the three groups underneath that those were the best
sites.

The reason they are the best sites is because of the representa-
tion there from the other agencies, which is what you want to do
for the collaboration.
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Mr. BEREUTER. Now, what I am looking for is some reassurance
that the plan that you are developing or refining for the informa-
tion technology for the State Department will survive changes in
technology.

Mr. BURBANO. Yes, it will, and that is one of the key points. It
is a refresh. We are doing that right now with our very successful
ALMA program, which is another logical modernization program
that we have that replaced all these Wangs on the unclassified sys-
tem. That was very successful.

We have a refresh program, which is part of our Managing State
Project management system that Mr. Brock spoke about that has
been successful, and that includes a refresh to make sure we stay
up to date. We are doing that right now with the ALMA system,
and we did that also with the very successful Y2K system and also
with the global overseas radio program.

Mr. BEREUTER. Thank you very much.
Mr. Brock, I want to have some assurance that what is being de-

veloped in fact will survive upgraded technological changes that
are brought to bear in terms of new equipment, new software,
things that perhaps we do not even anticipate at this point.

I want to understand that this plan is going to be survivable,
that it will be credible, that it will reach beyond the current tech-
nology and that we will not find ourselves having to start all over
picking up the pieces as a result of changes in technology.

Do you have anything you can say to me about the plan as being
developed?

Mr. BROCK. Well, I cannot offer you those assurances because the
plan is not complete, but what you have really done is laid out a
very basic expectation that is true of any architecture. That is one
of the very first things that you need to do is to use this to provide
some assurance that the dollars you are going to be spending are
in fact not going to be wasted.

The disadvantage of not having an architecture is that every in-
vestment that you make may or may not fit into the overall struc-
ture, so you have incompatible systems. You have—in other words,
they do not talk to each other. You know, you buy Macs one place
and PCs another place, and you cannot exchange software.

We have numerous examples of where a lack of a defined archi-
tecture has caused agencies billions of dollars in wasted money, so
I think the answer to your question, and I apologize for going on,
is that right now I cannot provide you that assurance. I can pro-
vide you an assurance that they do have a high level architecture
that makes sense.

They are developing the necessary artifacts, the individual Rand
McNally pieces, and those need to be examined as we go through
the process to see if in fact they will provide that richness that you
are asking for.

Mr. BEREUTER. I will just make one more statement really before
I turn it over to Mr. Rohrabacher as I go to vote.

I understand how difficult—I think I understand in part how dif-
ficult this interagency process might be to develop an agreement as
to what is appropriate in taking secondary levels of benefits per-
haps in order for the uniform effort to move ahead.

VerDate 11-MAY-2000 16:16 Jan 11, 2001 Jkt 000000 PO 00000 Frm 00018 Fmt 6633 Sfmt 6633 68288.TXT HINTREL1 PsN: HINTREL1



15

I believe I understand that the intelligence community and the
State Department have just basically decided they cannot be as
compatible as the Congress had hoped they would be and that
there is something in an appropriation bill, in an intelligence au-
thorization bill, which suggests that that is the case, so I hope per-
haps you might be able to address that in your comments for the
record here. If I have given you enough information to proceed, I
am asking any of you after I leave.

Mr. Rohrabacher, are you ready to take over?
Mr. ROHRABACHER [presiding]. Thank you.
Mr. BEREUTER. Thank you.
Mr. ROHRABACHER. Oh-oh. I am in charge now.
Doug, you left a question on the table?
Mr. BEREUTER. If they care to address it.
Mr. ROHRABACHER. Please feel free.
Mr. MAYBURY. Yes. I would like to address that. The intelligence

community is part of my IT subcommittee, interagency sub-
committee. John Dams, who is the IC CIO for all the intelligence
community, is a member, and he also has representation in the
other groups.

As far as I have seen directly, along with my other two sub-
groups, there has been excellent cooperation. There is buy in. The
only statements that I have personally heard and also my group
leaders has been that, you know, you have to make sure that we
do not lower our security standards, which I totally agree, and no-
body has said that we are going to lower them.

In fact, the opposite. We are upping our security requirements
because we know that the internet, you know, has holes like Swiss
cheese, so we want to make sure that we strengthen our security.
We are doing that, as I stated in my oral and written statements.

You know, we are going to be using industrial strength firewalls,
PKI, digital certificate and signatures and also encryption, anti-vi-
ruses, every available tool that is out there to properly do and
transact business on the internet in a secure manner.

As far as my relationships, and I am also a member, by the way,
of the intelligence community CIO Council. I sit on the executive
council. I work closely with John Dams, and as far as I know the
intelligence community is, you know, on board with us. I have
talked to John. As I mentioned, he is the representative for the in-
telligence community, and he is on board.

Mr. RYCHAK. May I add to that?
Mr. ROHRABACHER. Yes. Sure.
Mr. RYCHAK. I think it is also important that we make the dis-

tinction between our classified systems and the interconnectivity,
the proposal to interconnect classified, and what is being done right
now, and that is looking at our unclassified systems and inter-
connecting with the other agencies.

Certainly the classified interconnectivity is a goal, but that is
much longer term, and indeed there are some strong opinions as
to how that could be done securely in the long run bringing in
agencies that have very different backgrounds and sensitivities as
it relates to information. The effort, though, that is ongoing right
now deals with unclassified systems.
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Mr. MAYBURY. If I could make a comment? Two comments. One
on the architecture point and one on the interoperability point.

In my written statement with respect to the Department of De-
fense, we have been working for the past 5 years with many archi-
tectures, and I would strongly urge that there not be one architec-
ture; there be several architectures that are tightly coupled.

Just as you would not use the same map for a pilot as you would
for somebody who is driving a truck as you would for somebody
who is walking through a historic district in a city, you similarly
will not use the same architecture in an information system for
people who have different tasks or who are looking at different lev-
els.

To be specific, it is important to have a functional architecture,
what you want to do with the system; a systems architecture, what
are the components, what are the connections; and a technical ar-
chitecture, that is one that specifies the standards, if you will, the
rules of the road that show how these systems are going to work
with one another. If you only have one of those, you have an incom-
plete architecture.

With respect to technical standards, I have included in my writ-
ten testimony the standards we use, which are international stand-
ards. They are not government standards. They are standards such
as the International Telephony Union, such as the Engineering
Task Force. These are standards bodies that build or, if you will,
that specify the building codes to which commercial tools are cre-
ated.

It is essential that we have standards in interoperability that
comes from those because if we want to protect ourselves from our
investment and to insure interoperability in the future, those kinds
of, if you will, building codes will help us do that.

Mr. BURBANO. If I can, I would like to add a point to that since
the architecture is a very key point.

To show you how committed and a firm believer I am in the ar-
chitecture, we have actually gone beyond the Clinger Cohen re-
quirements for IT architecture. We have also developed a business
architecture and a security architecture, which will be a require-
ment in the near future, which is not a requirement right now, and
we have those in draft. We are working with GAO on that.

In terms of the collaboration, I would just like to say, because
that was an issue that was brought out also in an earlier question.
As I stated, because of Clinger Cohen I think that the OPAP imple-
mentation is going to be a lot easier than prior to Clinger Cohen
because there is now a CIO Council, and the CIOs of the top 24
and also the other 50 CIOs or so of the small and medium agencies
get together on a monthly/quarterly basis.

That has produced a very strong collaboration that will spill over
and is spilling over to the OPAP. That would not have existed prior
to the Clinger Cohen, so I think we have excellent collaboration.

Mr. ROHRABACHER. Thank you very much.
The Chairman is back, but I will, with the Chairman’s permis-

sion, proceed with my 5 minutes.
Chairman GILMAN [presiding]. Please. Please.
Mr. ROHRABACHER. Which I have not had yet.
Chairman GILMAN. By all means.
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Mr. ROHRABACHER. Let me just say, first of all, I stated some-
thing for the record at the beginning, and I just want to followup
on that 1 minute, but let me just say that from my perspective it
seems like we are starting this effort that you are talking about
really late in the game here. This is near the end of this Adminis-
tration, and all of a sudden we are talking about security.

Quite frankly, Mr. Chairman, this Administration does not have
a very good track record in terms of security in the operations of
our Federal agencies. One need only look at the ongoing crisis, for
lack of a better word, surrounding Los Alamos and what has been
going on there for what appears to have been going on for years
and years and years. I realize you folks are not responsible for
that. Maybe you will have some responsibility for that or parts of
that. I do not know.

Then we hear stories about missing laptops. Now, where does
this missing—I mean, I understand there is at least one missing
laptop that dealt with top secret security information. Where does
that fit into what you are doing here?

STATEMENT OF WAYNE RYCHAK, DEPUTY ASSISTANT SEC-
RETARY FOR DIPLOMATIC SECURITY, U.S. DEPARTMENT OF
STATE

Mr. RYCHAK. Sir, to answer your first question, security is not a
new issue. The comments that Mr. Brock made regarding the im-
provements, and there have been substantial improvements within
the information and security program at the State Department.
Those have been occurring over the course of the last 3 years.

When the GAO issued their report in the fall of 1998, frankly it
was a wake up call for many of us that are in the operational side.
We have focused great effort and attention in enhancing processes,
as Mr. Brock has pointed out; processes such as security awareness
training, vulnerability and risk assessments, evaluations, audits,
network monitoring.

Mr. ROHRABACHER. Let me interrupt you for one moment.
Mr. RYCHAK. Yes.
Mr. ROHRABACHER. And I respect all the procedural things and

the descriptions of the type of—I mean, you are going through this
in a systematic way and saying how can we make things better in
relationship to a GAO report.

It is difficult for me to understand how to instill a security con-
sciousness among professionals like we have at the State Depart-
ment who work for the government when we have an administra-
tion that is claiming that America’s most severe potential enemy,
America’s worst potential enemy, is a strategic partner.

I mean, for 2 years, for 3 years, we had the State Department
over here, of course, doing what they were told to do because the
President of the United States was making the policy that the
Communist Chinese should be referred to and the operating words
were strategic partner.

It is difficult for me, frankly, to sit and to listen to a very serious
discussion, which you are having here, about your procedures when
it is done under an umbrella of or an atmosphere that is being cre-
ated by an administration insisting on calling our worst potential

VerDate 11-MAY-2000 16:16 Jan 11, 2001 Jkt 000000 PO 00000 Frm 00021 Fmt 6633 Sfmt 6633 68288.TXT HINTREL1 PsN: HINTREL1



18

enemy a partner, and not only just a partner, but a strategic part-
ner.

Now, I am not going to ask you to attack the Administration be-
cause you would not be diplomats if you did, but I just wanted to
note that for the record.

Let’s go back. Let me go back to that first issue that I raised in
my opening statement. Here we have, and I think rational people
have to—I think rational people all along understood that Com-
munist China was not our strategic partner, but was instead a po-
tential enemy. I am not saying that they are an enemy, but at least
our worst potential adversary.

Here we have what almost everyone recognizes as our most dan-
gerous potential adversary buying a building right across from the
Pentagon with obvious electronic capability, spying capabilities.
Has there been any discussion? There was no apparent objection
from the State Department, which would have had some say in
this.

Have there been discussions with the Defense Department or the
CIA concerning this potential security problem?

Mr. RYCHAK. Sir, when you first raised this question you sur-
mised that there would probably be no one on this panel that could
directly answer, and you are correct.

I will tell you that the Department’s Office of Foreign Missions
would be the entity that would normally deal with these types of
issues, any acquisitions by foreign governments of property. I am
sure that this office was involved.

I cannot speak of any of the details. I learned of this, as you did,
this morning on the news. We would have to get back to you on
your question.

Mr. ROHRABACHER. But would it be the FBI would then be in
touch with the State Department, who would then do something of-
ficial in terms of looking into that to see if the charges that this
was an arm of Chinese intelligence and if it was to make the ap-
propriate moves to prevent this from happening?

Mr. RYCHAK. It is normally——
Mr. ROHRABACHER. Is that the way it would work?
Mr. RYCHAK [continuing]. FBI, State Department and then the

intelligence community. It is normally a coordinated effort to look
at the potential hazards and threats that could be posed by a for-
eign government’s presence anywhere in the United States.

Again, I cannot speak to any of the details, though, on this par-
ticular issue.

Mr. ROHRABACHER. And your role that we were talking about
earlier is that when the agencies get together and they want to
communicate via their computer system that you are just trying to
see now that the computer system—someone does not hack into
that or that that is a protected communications apparatus? Is that
right?

Mr. RYCHAK. Yes. Certainly one of my roles is to do what is nec-
essary to put into place a comprehensive and effective security pro-
gram to protect that information. Yes.

Mr. MAYBURY. If I could make a comment on that?
Mr. ROHRABACHER. Sure. Go right ahead.
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Mr. MAYBURY. With respect to there are a whole set of
vulnerabilities that I know the State Department is aware of and
they have been actively addressing via a variety of mechanisms,
such as access by unauthorized users, denial of service and so on.

I think that it is important to note particularly when we talk
about distributed collaboration systems that there are new classes
of vulnerability that are inserted or potentially there. In fact, we
are actively working with, and I cannot speak to this in this open
session, but with government agencies to develop new technologies
to apply to essentially protect some of these systems.

For example, one might want to have if you are communicating
instead of over a phone using a computer to communicate, you may
want to encrypt that kind of audio, for example. These are new
functions that will be made available in the future, but we do not
have them yet. There are new vulnerabilities that we do not yet
have protection for that we need to either invest in or create.

Mr. ROHRABACHER. Well, I am pleased to see that we have some
people who understand all of this computer. We were just dis-
cussing this. Congressman Hastings and I were discussing that we
are not experts, unlike Ben, who understands all of the new com-
puter system and the new technology. We are very happy that we
have some real professionals who are involved in this, and we
thank you, Mr. Maybury, and you gentlemen for spending your
time and your professional expertise in this.

Just again for the record, I would like to say just again I am not
doing this to be political, Al, but I just think the record of this Ad-
ministration in this area has been—I worked for the White House
for 7 years, and I remember what it was like, the atmosphere in
the Reagan Administration concerning security issues, and the
record of this Administration when you consider Los Alamos and
some of these other things that we know about has just been abys-
mal.

This Administration should hang its head in shame in terms of
the national security interests of our country in terms of this area.
I am pleased, however, at this part of the game and that some pro-
fessional attention is being spent in this area.

Thank you very much, Mr. Chairman.
Chairman GILMAN. Thank you, Mr. Rohrabacher.
Judge Hastings.
Mr. HASTINGS. Mr. Chairman, thank you so very much. My dear

and good friend from California would not dare do anything polit-
ical, nor would I.

Under the circumstances, I remind him that when he worked at
the White House in the Reagan Administration a call on a cell
would have been from a jail. The IBM machine was considered
something forward thinking, and everybody thought they had ar-
rived. Indeed, most of what you were doing was using dictating ma-
chines.

The problem that I have is that it seems that the technology is
overwhelming, and I see that as problematical for not only our gov-
ernmental agencies, but for all of us until we reach whatever the
optimum condition is that it is likely to reach, and the way it is
spiraling that is hard to envision taking place at some point in the
not too distant future.
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I would like to ask two quick questions, and then I would like
to just, if I could, give you an overview of what I just said with
more specifics in mind.

Mr. Burbano or Mr. Rychak, has the Diplomatic Telecommuni-
cations Services, which you know is an interagency common plat-
form for secure communications, been a wise and effective invest-
ment from an electronic communications perspective, and how cru-
cial do you feel the continued operation of DTS–PO as an inter-
agency run common system to be for the success of a common com-
puter system? Either of you.

Mr. BURBANO. OK. I will take first a first stab at it. DTS–PO,
which you are speaking to, I think is important, and I think the
collaboration among the agencies in the support of it is important.

I think the problems have definitely been there due to not the
organization, but funding. Frankly, it has been severely under-
funded, and what has resulted, the biggest problem is the lack of
band width to support the overseas community. That is funds, so
it is a funding problem, but we need to maintain the organization,
and it needs to be, you know, collaboration between parent compa-
nies.

Mr. HASTINGS. All right. Thank you. Some years ago I had the
good experience of visiting Australia for the first time, and I use
this as just a metaphor, so to speak, for what I am about to suggest
or ask.

I did not know the fierce rivalry between Melbourne and Sydney.
Apparently at one point they disliked each other so intensively that
when they were building their rail systems, they built them in a
manner that when they came together they did not fit.

I am curious from your perspective whether or not we are involv-
ing enough people when we talk about collaborative networks, col-
laborative technology, interagency connectivity, and by that I
meant this. I served in the judiciary, and we always were last to
get stuff that was needed, yet we were involved in matters of secu-
rity far beyond some of the things that I see here in the legislative
branch.

My concern is that at some point there has to be not just for the
State Department or the CIA or the FBI or the Defense Depart-
ment, but there has to be some collaboration with all of them, in-
cluding the legislative, executive and judicial branches of our gov-
ernment, and calling upon experts from each of those areas to work
with the people that are developing it. In other words, the State
Department may fool around and develop the best, and GAO may
not have that. We have seen that happen over and over again.

Do any of you have that concern, or if I am talking about breadth
as it pertains to security including all of government is that too
much to ask?

Mr. BROCK. No, it is not. It gets back to a question Mr. Rohr-
abacher was going into.

We have testified many times over the past year. The govern-
ment has overall very poor computer security. There is no central
leadership or management or limited central leadership and man-
agement. Some of the things that you are talking about such as the
building overlooking the Pentagon going to threat assessment, the
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United States is not well equipped to do threat assessment. Infor-
mation is not shared freely among agencies.

The ‘‘I LOVE YOU’’ virus, which the State Department was in-
ternally successful at resisting, was not successfully resisted by
many other agencies. The National Infrastructure Protection Agen-
cy at FBI did a very poor job of sharing information on the virus
and coming up with relevant information.

Earlier this year, the President released the national plan to pro-
tect the critical infrastructure. The key element of that plan was
to say that the government will be a model so that the private sec-
tor will want to participate, and they acknowledge in that that the
government is not a model; that there is a long way to go.

So the issues you are talking about are much broader than the
State Department.

Mr. HASTINGS. Right.
Mr. BROCK. They do encompass other agencies, and they need to

be looked at as part of a whole cloth.
Mr. HASTINGS. Right. The other thing, Mr. Chairman, that I

raise, and this will be my final question on this round, has to do
with what I think is just good sense, and that is that, for example,
on the criminal side of matters totally unrelated to the State De-
partment.

When a 17-year-old hacker is discovered that is brilliant and
they take him to court, a lot of times they give him a job—do you
understand what I am saying—so they can decide to use this kid.
Now, that raises the question that I have.

I listened to you all this morning, and just generally everyone
that I have heard, from encryption all the way back across to all
of the agencies that I have been faced with in my responsibilities
as a policymaker, I have heard over and over and over from ex-
traordinarily competent individuals like yourselves, and I do not
mean that patronizingly. I do not know what either of you make.
I suspect from my point of view you are underpaid by comparison
to what happens in Silicon Valley and other places.

I guess, Mr. Burbano, since you have the highest budget as I
heard the Chair announce, do you feel that in an effort to accom-
plish just inside your agency the things that you need to accom-
plish that you would—a special category of funding to give to ex-
ceptional individuals to keep them on board or to bring in bright
people? Would that be helpful?

In other words, you have a GS whatever—I never have known;
GS–14, GS–15—when you need to be paying somebody $200,000 to
do what needs to be done. Am I off the mark here?

Mr. BURBANO. No. No. You are right on target. In fact, one of the
things that I addressed besides computer security and Y2K was the
work force issue was a priority of mine, and that was in fact what
you were saying. Not only to recruit, but also train and also
retain——

Mr. HASTINGS. Retain.
Mr. BURBANO [continuing]. IT workers in security and all the

other areas.
What we in fact have done as a first step—I call it a first step

because we need long term steps. We created the first agency in
the Federal Government to create both a recruitment and retention
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allowance and bonus program, so for recruitment we have up to 25
percent recruitment bonus, and also we worked out with OPM so
we can bring them in at higher grades and steps than normal, so
that is on the recruitment end.

On the training, we have added up to around $4 million extra
to train our new employees, and to retain them we were certainly
the first agency to come up with what we call retention allowance
based on certifications like Microsoft, Oracle, Sysco, and also on,
you know, whether you have a Bachelor’s in Electronic Engineering
or Master’s in Computer Science and so forth. You can get up to
15 percent in retention pay, so we can keep those employees and
not just bring them in the pipeline.

We have done that. What still needs to be done, though, for the
long term is we are still working with the ceiling, so you are very
right. What we need to do, and the CIO Council and the State De-
partment is working with the CIO Council to try to create a new
IT pay scale across the whole Federal Government, not just State
Department, that will be competitive with private industry.

The National Academy for Public Administration [NAPA], has
actually been chartered to do that study, which as you well know
was chartered by Congress and is independent of the executive
branch, is doing a study at the request of CIO Council and working
with the CIO Council and OPM to look at the IT pay scale.

Mr. HASTINGS. Well, I thank you all, and I thank you, Mr. Chair-
man.

Mr. MAYBURY. Could I add a comment to that if it were useful?
Just some facts for the record again in industry perspective.

Seven out of the top ten fastest growth, according to the Depart-
ment of Labor statistics, job categories are information technology
job categories. Several years ago that was only about two or three.
The average annual attrition rate of IT professionals in this coun-
try is roughly 141⁄2 percent.

Mr. HASTINGS. Would you say that again?
Mr. MAYBURY. Fourteen and a half percent is roughly the aver-

age turnover rate nationally in terms of——
Mr. ROHRABACHER. Per year?
Mr. MAYBURY. Per year. That means if you have 10 employees,

all right, 1.4 of them will leave every year.
Fifty thousand new graduates, both undergraduate and grad-

uates, according to Education’s statistics, will graduate every year.
The annual growth rate in the IT industry is about 130,000 jobs
added every year. So you do the math, and, yes, there are the dis-
ciplines that people can come from, but there are not that many.
You do the math, and there is a huge shortfall.

We have been tracking this actually very closely in Defense obvi-
ously in the private sector, and I strongly concur with the activities
that State and others have been doing in this area, and it will only
get worse.

Mr. HASTINGS. Thank you very much.
Chairman GILMAN. Thank you, Judge Hastings.
Gentlemen, I have a few questions. Mr. Rohrabacher, if you have

any additional questions.
Dr. Maybury.
Mr. MAYBURY. Yes, sir?
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Chairman GILMAN. Your statement addresses the recommenda-
tion that State and the embassies have greater internet access, ac-
knowledging the expansion of the internet can provide more path-
ways for intruders.

How does one balance the need for a safe and secure system and
yet greater access to the internet?

Mr. MAYBURY. Well, I think one needs to do a business case anal-
ysis and to sort of have a managed approach to security. One needs
to understand the risks and the vulnerabilities within those sys-
tems and then come up with a very specific understanding of what
the costs, either those that are financial, national security or poten-
tial human life loss if it is a rather serious set of information, and
one has to measure the associated reactions or preparations one
can engage in to respond to those.

In my testimony I give some specific examples of particular ap-
proaches, some of which State has already employed, to address
those vulnerabilities.

Chairman GILMAN. So what you are saying is you can make any
system secure. It is just how much you are willing to pay for it.
Is that right?

Mr. MAYBURY. Well, I want to be careful because, you know,
there is no absolute security. Security includes personnel security,
physical security, as well as electronic digital security.

There are areas where we simply today do not have answers be-
cause, as I mentioned before, there are new technologies, new func-
tions, including new vulnerabilities that are introduced into the in-
frastructure every day.

What that means is if the risk is constantly changing, you have
to be vigilant. You have to have a process that continually looks
at those literally on a daily basis and comes up with corrective
technologies, procedures, policies to address them.

Chairman GILMAN. Mr. Brock, in examining security aspects of
all of this, is State Department doing something about making se-
curity a priority amongst its personnel?

Mr. BROCK. I think the State Department has made it a priority,
but I think, as Dr. Maybury was alluding to, it has to be ongoing.
It has to be constant.

If I could just add a bit to his response? Most of the problems
that we see on computer security when you are doing the tradeoffs
between security and how much you want to spend is based on the
absence of any sort of risk assessment; that you should not estab-
lish controls until you know what your risk is, and risk is a func-
tion of the threat and of the vulnerability of the system. So if you
had a system with very limited threat and not very vulnerable, you
do not need to spend much on control.

Chairman GILMAN. Who at State has the authority or the over-
sight on risk assessment?

Mr. BROCK. That would be Mr. Burbano.
Chairman GILMAN. Mr. Burbano, is someone doing the risk as-

sessment?
Mr. BURBANO. Yes. In fact, it is a joint effort with my colleague,

Wayne, in Diplomatic Security.
We have established a very strong program. As an example,

when I first came on board I worked with the Assistant Secretary
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for Diplomatic Security to bring in the first outside penetration
testing, Lawrence Livermore, NR systems or unclassified systems.

Since then we have done about three or four other penetration
tests on not only the unclassified, but the sensitive but unclassi-
fied, classified systems. DS has done those.

We also brought in Secure Computing Corporation to do penetra-
tion tests prior to the Y2K rollover when it was predicted there
were going to be hundreds and thousands of hackers out there. We
did that in November.

We not only do the penetration vulnerable assessments and the
risk management, but, more importantly, we do the remediations
and make sure that whatever was found as holes that they are
plugged up. As was stated earlier, you are always going to find
holes, but we keep on plugging them. I feel we have done an excel-
lent job of that.

Not only have we done penetration tests, but we have also, as
Mr. Rychak has stated, we have done an excellent outreach train-
ing program to make sure that the employees are cognizant of that
such as I stated earlier with the Security Awareness Day, Critical
Infrastructure Day, Hacker Day and individual training sections.

You cannot log on to the internet without getting some DS train-
ing. You have to be certified to get that training for the internet
in order to log on to our RICH internet access system. We have im-
plemented the intrusion detection boxes, anti-viruses. You know, I
can go on and on.

Chairman GILMAN. I am trying to understand, gentlemen, the di-
vision responsibility for computer security matters between DS and
the CIO shop. Can you explain the division and why it makes
sense?

Mr. Rychak, do you have any special concerns about the splin-
tering of responsibilities between the Diplomatic Security office and
the chief information officer?

Mr. RYCHAK. Sir, I would be happy to give you a background as
it relates to the split of responsibilities.

There are—there have been—overlapping authorities. The Diplo-
matic Security Act, going back to 1985, vested the Bureau of Diplo-
matic Security with a broad range of responsibilities. The Clinger
Cohen Act and other Acts vest the CIO also with a broad range of
security responsibilities as it relates to information and computer
systems.

Beginning about 2 years ago, the CIO’s office, NDS, worked to
identify the strengths and the operational capabilities of each of
our organizations so that we could put together a clear delineation
of roles, of responsibilities.

Chairman GILMAN. Are you satisfied with that delineation today?
Mr. RYCHAK. The delineation I think is working well. Mr.

Burbano and I may have some differences in opinions ultimately in
perhaps who should be the senior lead authority, but let me say
that that decision has been made. Our Undersecretary for Manage-
ment has made the decision that the CIO is the lead authority for
that.

You are aware that the Secretary has proposed the creation of
an Undersecretary for Security in an effort to further consolidate
and establish senior level accountability for security.
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Computer security/information security I think will be reviewed
in that context, and I do not know how that will come out, but I
have to say that the system is working I think quite well, and it
is collegial. It has been a partnership arrangement between the
CIO and DS.

Chairman GILMAN. Let me interrupt you a moment.
Mr. RYCHAK. Yes.
Chairman GILMAN. Between the two of you, who is responsible

for the maintenance and computer security at the overseas posts
and at main State office? Can you tell us? Between the two shops,
how much money does State spend for security, and is there money
dedicated to security for the information technology fund?

Mr. RYCHAK. I can speak for my side. For the programs that DS
administers, we are expending roughly $11.2 million this fiscal
year for computer security related programs, and that deals with
security awareness and training and vulnerability assessments, in-
trusion detection capabilities, and this is a program, frankly, we
are very excited about that we are in the process of implementing
on a global perspective.

That is one piece of the puzzle. There are other programs that
the CIO and IRM administer, and I am sure Fernando would like
to address it, everything from virus protection to implementing
these policies, etc.

Mr. BURBANO. Yes. I think one easy way at a high level to dif-
ferentiate DS and IRM is DS is involved in the development of pol-
icy and also in the evaluations, assessments and so forth. IRM is
involved, the CIO, in the implementation of that policy and so, I
mean, that is one high level way of looking at that.

Chairman GILMAN. Are you pretty much both working collabo-
ratively in main State and overseas?

Mr. BURBANO. Yes. Absolutely. I would like to reinforce what Mr.
Rychak said. We have an excellent relationship. We work together.
We created the matrix, and ever since we have had that I think
things have gone very smoothly, and in fact we understand each
other’s areas, and we collaborate on all decisions.

Chairman GILMAN. Mr. Burbano, Mr. Brock’s report at GAO
pointed out that computer security lacks a focal point within State
to oversee and to coordinate its security activities.

Do you have the expertise available in your shop to manage the
responsibility for computer security?

Mr. BURBANO. Yes, and in fact I think that was May, 1998. We
are in 2000, and that has changed over the last year so that is no
longer—I think Mr. Brock stated that that in fact was true when
they did the assessment, but that was 2 years ago. That is not——

Chairman GILMAN. You have dedicated security——
Mr. BURBANO. Yes. Absolutely.
Chairman GILMAN [continuing]. Personnel.
Mr. BURBANO. We have computer incident response teams just

like DS has that works around the clock, 7 by 24, in not only moni-
toring, but also in——

Chairman GILMAN. So it is not left up to non-professionals?
Mr. BURBANO. No. No. These are computers that carry specialists

that are dedicated and trained in the field just like DS. DS and
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IRM and the CIO both have computer security staffs that are pro-
fessionals.

Chairman GILMAN. Mr. Burbano, I understand Diplomatic Secu-
rity sends out teams to audit security of computer systems at the
various posts overseas, and they produce reports and recommenda-
tions.

Who is responsible for seeing that any recommendations are car-
ried out? Does Washington followup on those reports or supply
technical experts if a post requests assistance to make a proper re-
view?

Mr. BURBANO. Yes. IRM is responsible, along with the post and
the bureaus, in implementing those changes because the posts are
underneath the bureaus. So it is a joint effort, but the responsi-
bility for implementing those recommendations do fall to IRM and
the bureaus and the posts, and we do implement the changes.

We work very closely together on these teams. In fact, we send
out IRM computer security specialists along with DS on some of
these assessments.

Chairman GILMAN. Mr. Brock, how would you characterize the
effectiveness and the improvements that State has made in their
computer security program today as compared to 2 years ago? Do
you have any plans to reexamine the Department’s security pro-
gram?

Mr. BROCK. We believe that the organizational changes that have
been made are very positive, and one of the key concerns that we
had was the bifurcation of computer security responsibilities
throughout the Department.

When we have gone out and done our best practices work, even
in highly decentralized organizations computer security was cen-
tralized. I think it is appropriate in an organization like State that
you may have multiple entities carry out tasks, but it is clear that
one person or one organization needs to be overall responsible, and
that is something that we would like to continue to examine within
the State Department.

Chairman GILMAN. Do you have any recommendations with re-
gard to that?

Mr. BROCK. Well, at the present time, no. We currently are en-
gaged in a number of agency reviews, and we do not have a re-
quest, if this is what you are moving toward. We have not had a
request to go back in and do a thorough computer security review
of the State Department.

Chairman GILMAN. Mr. Rychak or Mr. Burbano, who is respon-
sible for investigating computer security violations, and who re-
solves the intrusions or attacks in the Department? Who conducts
the followup?

Mr. RYCHAK. I can address that. The response to an incident ac-
tually takes two different forms. DS has what is called a CIRT, a
computer incident response team. It is a 24 hour operation of per-
sonnel, largely investigative, that would respond from an investiga-
tive standpoint.

In sync with that, the CIO has a CERT, a computer emergency
response team, that deals with the operational issues relating to
mitigating any problems that would develop in our system.

Chairman GILMAN. Are they able to react very promptly to those?
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Mr. RYCHAK. Yes. Actually, those terms work together and often
do it jointly.

Mr. BURBANO. If I can add, during the Y2K rollover we had our
two teams sitting together in the same room sharing the monitors,
sharing the times and everything, and it worked extremely well.
We were not hacked during the Y2K rollover.

Chairman GILMAN. Mr. Burbano, is computer security training
mandatory at State——

Mr. BURBANO. Yes, it is mandatory.
Chairman GILMAN [continuing]. For all State employees?
Mr. BURBANO. For all State employees, and that is not just re-

cent. As I mentioned earlier, in order to connect to the RICH inter-
net access system you have to have DS, you know, training, and
you have to get certified first before you can log on.

Chairman GILMAN. How long a period of training is there? How
extensive is it?

Mr. BURBANO. We have various levels. Since DS does them, I will
let Wayne talk about it.

Mr. RYCHAK. Well, the internet training is a briefing that would
last maybe an hour, an hour and a half. It presumes that the em-
ployee already has the background of security procedures and re-
quirements.

There is a new training program that was begun about 18
months ago that was the result of the GAO audit that I would just
like to comment on, and that was training for our information sys-
tems security officers. We did not have a program in place prior to
18 months ago to train the people who worked on a day to day
basis to insure that computer security policies were being carried
out.

We did put that program into effect. We have trained hundreds
and hundreds of personnel. It has gotten excellent reviews. We
have more senior level training that also is available to these per-
sonnel, and——

Chairman GILMAN. Mr. Rychak, are you satisfied that all of the
important employees that use secure computers have been properly
trained now?

Mr. RYCHAK. No, I cannot say that I am completely satisfied. You
may recall that the Secretary of State announced a directive fol-
lowing the discovery of the laptop computer that it would be man-
datory for all employees of the Department of State, all cleared em-
ployees, to annually receive a briefing.

We are in the process of a very intensive effort to do just that,
and every day that goes by we have formal briefing sessions that
are ongoing in our auditoriums at the Department.

Chairman GILMAN. How extensive has this program been, and
how many have been brought in at this point? What percentage of
the employees?

Mr. RYCHAK. Sir, I think we are somewhere in the neighborhood
of 8,000. Now, that is not addressing our overseas operations,
which are being done individually by our professional regional se-
curity officers.

Chairman GILMAN. So what percentage of people who should be
brought in have already been brought into your briefing session?
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Mr. RYCHAK. On the latest exercise since the Secretary’s direc-
tive, I would say we are probably at about 30 or 40 percent with
the goal of completing this by the end of August or first of Sep-
tember. In other words, 100 percent.

We are taking a role and roster of everyone that receives the
briefings, and we will be able to identify anyone that has not. It
is again a firm directive of the Secretary that this be done.

Chairman GILMAN. Dr. Maybury and Mr. Brock, does the Federal
Government need a Federal chief information officer?

Mr. BROCK. Yes. When the Clinger Cohen bill was first intro-
duced, it really established the framework for management of infor-
mation technology from the agencies. At that time we testified that
a national CIO was needed to in fact identify both opportunities
and challenges across government that needed to be explored in a
collegial manner, and we still support that position.

Chairman GILMAN. Have there been any steps undertaken to do
just that?

Mr. BROCK. Yesterday I read an article that apparently both Mr.
Gore and Mr. Bush support a national CIO, and one of your col-
leagues, Mr. Turner, has introduced legislation calling for a na-
tional CIO.

Chairman GILMAN. Mr. Burbano or Mr. Rychak, have you seen
any progress made with regard to that proposal?

Mr. BURBANO. Other than what Mr. Brock just mentioned, no,
but I would like to say that my personal opinion is I agree that one
needs to be done, and I think one model could be right across the
river here.

In the State of Virginia, the Governor has created, you know, a
Secretary of Technology to look both within the state government,
but also outside for IT management. That is one model you might
want to take a look at.

Mr. MAYBURY. If I could suggest one other model would be a
cross agency CIO would be the intelligence community CIO, Mr.
John Dams’ office.

Chairman GILMAN. Dr. Maybury points out that the success of
instituting a collaborative system requires clear objectives that can
drive change. Mr. Burbano, has the interagency working group
identified such objectives?

Mr. BURBANO. At the high level, as Mr. Brock mentioned. We are
getting down to the detail level, but for right now it is at the high
level. Those were submitted in the written testimony both for the
IT common platform and the knowledge management system. Some
other detailed documents have been delivered to GAO and the
Committee.

Chairman GILMAN. Dr. Maybury says one of the values of a col-
laborative environment is it can reduce the number of forward de-
ployed personnel. That is, jobs can be done back home.

Mr. Burbano, are you examining that kind of a prospect, and do
you think that technology will in fact allow for fewer personnel to
have to be stationed overseas, and would those jobs be mostly ad-
ministrative?

Mr. BURBANO. The answer to the first part I would say is that
the right sizing committee is the committee that is actually exam-
ining that. That is the right sizing committee.
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My committee, the IT, will support that effort, but, you know,
will not be, you know, making the recommendations or the deci-
sions on actually, you know, reducing or shifting staff. That is the
right sizing committee.

Yes, IT will support the right sizing efforts fully and can, but
there are other issues other than technology when you are trying
to make decisions. Right sizing does not automatically mean reduc-
tion of staff. It means shifting to, you know, proper support where
you need that staff.

Chairman GILMAN. Dr. Maybury, the Committee is concerned
about the risks involved in developing an overseas common infor-
mation technology platform and whether State Department is posi-
tioned to lead that kind of a project.

In your view, what can our Committee do to effectively oversee
that kind of a project as it enters development and requires addi-
tional funding?

Mr. MAYBURY. Well, I think, Mr. Chairman, regular oversight ex-
pectations have explicit objectives. I know in my testimony that the
organization that does this needs to have a set of key characteris-
tics that include excellence in acquisition, systems engineering ex-
perience, technical expertise in not only security, but in collabora-
tion, knowledge management, cleared staff, especially if we are
talking about secure and unsecure systems, domain knowledge of
overseas activities, perhaps personnel overseas.

That is another risk is do you have the IT talent or the infra-
structure overseas, and do you have a strong contractor base or
contractor oversight. I think having explicit plans, these blueprints
or these maps we talked about before, these architectures, at var-
ious levels of detail and monitoring those activities, monitoring the
investments and looking for actual outcomes, looking for specific
measurable impact, business outcomes, of the investments.

Chairman GILMAN. Have you had an opportunity to discuss those
proposals with Mrs. Cohen, Assistant Secretary for Management?

Mr. MAYBURY. No, sir, I have not.
Chairman GILMAN. I hope you might take advantage of trying to

do just that so that she would have the benefit of your thinking.
One last question before I call on Mr. Sherman. Mr. Burbano,

several U.S. Government agencies with global operations are seek-
ing funding for separate communications systems. Different agen-
cies want their own system.

What are we doing to persuade those agencies that a single con-
nected system designed on an interagency basis is probably much
more preferable?

Mr. BURBANO. What we are doing is with the OPAP I think that
gets down to the heart of this because those agencies are rep-
resented on the various OPAP committees. Also with the CIO
Council we have an interoperability committee that works with the
various CIOs of the various agencies, and then you have the IC,
intelligence community, as was just stated earlier by Dr. Maybury,
and I also sit on that, on the executive committee for the intel-
ligence CIO committee, so we are all sitting in each others’ commit-
tees and so we are well aware of all the things that are going on.

I think OPAP is bringing to the forefront because the President’s
mandate and OMB and also the congressional leadership of want-
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ing to implement OPAP that for the first time we actually have
more than just, you know, intentions, but we actually have a man-
date to implement these government wide systems.

These are the same agencies that you are talking about, and
there is a lot of collaboration going on, and I think it is beginning
to take an effect. As we stated, first we are working on the unclas-
sified first in the first 18 months, and then after that we work on
the classified systems.

Chairman GILMAN. Well, we hope you can convince all of these
competing agencies to work together. I think it is extremely impor-
tant.

Mr. Sherman.
Mr. SHERMAN. Thank you, Mr. Chairman.
I think we are all concerned with security of our information.

Some recent problems experienced by another Federal department
have highlighted that recently. I want to commend the Chairman
for holding these hearings, which I think focus on information secu-
rity, but I think others will ask questions about our national secu-
rity information, and I want to focus my questions on the visa proc-
ess.

This is a process that has flabbergasted me because I did not
think that governments could be this inefficient, and it takes really
bad computers and bad management to achieve some of the prob-
lems that we have experienced in this area, and yet my hope is
that the information technology system as it gets better will begin
to solve some of those problems.

One of the many areas of problems are difficulties in commu-
nicating via computer between the INS and the State Department.
Have those been worked out?

Mr. BURBANO. I think we have worked some of them out, espe-
cially during the Y2K rollover. We had to make sure the systems,
you know, communicated. There are other issues, and, you know,
those—Consular Affairs, CA. You know, if you got to particulars I
guess we could address them with Consular Affairs.

Mr. SHERMAN. Well, I mean, first the Y2K thing. There are a
number of countries in the world that thought the whole Y2K thing
was a crock, invested nothing and tried to solve it and did just fine.

We in Congress provided billions to try to improve our computer
systems and deal with Y2K. I am glad the sky did not fall, but we
paid an awful lot of money to keep the sky from falling, and it did
not fall elsewhere.

As to particular problems, when I hear from my district that a
fiance visa is taking 2 years in some places and 2 days in other
places and that the State Department will not reallocate resources
to be fair to Americans, one who decides to marry a Filipino and
another who decides to marry and English woman, that is bad
management.

When I am told that we do not have any records on whether a
particular visa officer by visa officer as to their success rate—which
visa officers are rejecting 30, 40, 50 percent of the requests? Which
visa officers are seeing over stays or violations of U.S. immigration
laws in 5 or 10 or 15 percent of the visas they grant?

The problem with information technology is that you would pro-
vide accountability and require good judgment or spotlight bad
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judgment. When I have suggested various actions that would pri-
vatize these decisions by allowing people to get bail bonds, you
know, we have the same—virtually an analogous issue on whether
somebody will over stay in the United States and whether some-
body will over stay their period of freedom before their trial.

In the private area, in the domestic area, we have turned to bail
bondsmen who privatize that decision and put their money where
their mouth is. We refuse to do that in the State area because total
capricious power unaccountable through any technology system
seems to be the goal.

I have been told that this continues only because it does not af-
fect American citizens. Once the DMV in California was about 10
percent as bad, and the whole state demanded that it get better.
It never reached these levels.

What information technology do we have with regard to how long
it takes from application to grant in visa matters in the various
consulates and embassies around the world? Do we have that infor-
mation?

Mr. BURBANO. No, but I can get it for you because that is in the
Consular Affairs Office, in that bureau, and they have that.

Mr. SHERMAN. Have you spent much time looking at their infor-
mation system?

Mr. BURBANO. I would not say a tremendous amount of time be-
cause I have been dealing with the security and all these other ele-
ments, and they——

Mr. SHERMAN. I cannot tell you that it is more important than
national security, but——

Mr. BURBANO. Right.
Mr. SHERMAN [continuing]. If you have some time, that is where

you ought to deploy it because it is a bad system, and all the ques-
tions I have asked have come back, and just basic questions we
ought to have.

No accountability by person. The accountability works two ways.
What I am worried about is that every visa officer will strangle our
tourism industry if they feel oh, we will be held accountable for
how many over stays. We ought to hold visa officers accountable for
under grants and for excessive rejections, but we cannot because
we do not have a system that will tell us.

I do not know if you have anybody on the panel who is familiar
with these issues. I see people shaking their heads.

Chairman GILMAN. We do not have people here from Consular
Affairs. Do you have anything, Wayne?

Mr. RYCHAK. No.
Mr. SHERMAN. It surprises me to have a hearing on information

technology, to have a distinguished panel of four and a back up
group of several more and not to have anybody familiar with infor-
mation technology in this area, but that shows that this is kind of
a stepchild.

We recently did receive a report. It was produced at my request.
We have not been able to review it thoroughly, but it provides aver-
ages that I know are false because I have talked to people out in
the field. When I complained that it took 2 years to unify an Amer-
ican family I was told gee, that is standard. That is kind of what
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we do here in the Philippines. Then I get a report that says the
average is 20 days, 30 days. I know it is not accurate.

I realize none of you have come prepared to talk about these sub-
jects. I hope that we would develop a visa system and perhaps, Mr.
Burbano, you could let me know whether we are on the way,

Mr. BURBANO. Yes. I would be happy to get back to you.
Mr. SHERMAN. That would keep track of how long things last, if

things are lasting too long why, whether there have been congres-
sional inquiries and how those have been resolved.

I mean, I am dealing with a part of the State Department where
I have been told that congressional involvement is detested and
will also result in intentional delays, so this is an area where we
need a good information system and appreciate your attention to
it.

Mr. BURBANO. Yes. We will get back to you.
Chairman GILMAN. Thank you.
Mr. SHERMAN. Thank you, Mr. Chairman.
Chairman GILMAN. Gentlemen? Dr. Cooksey? Gentlemen, I am

going to have to go to another meeting, and I am going to ask Dr.
Cooksey if he would lead further discussion in our subcommittee.

I want to thank our panelists for your excellent testimony. You
have given us a great deal of food for thought of what we arguably
should be doing in our oversight capacity and even suggested some
legislation that we will take a good, hard look at.

We wish you continued success in what you are doing. Thank you
very much.

Mr. COOKSEY [presiding]. Thank you, Mr. Chairman.
It is great to be here. It is great to be here with people of your

educational background. There are too many politicians in this city,
and there are not enough scientists and computer experts.

I do not have but about 35 questions. We should be through by
5 or 6 o’clock. Dr. is it Maybury?

Mr. MAYBURY. Yes, sir.
Mr. COOKSEY. Yes. We have been together in a committee, and

I forget which one. You have a Ph.D. in artificial intelligence I un-
derstand. Is that correct?

Mr. MAYBURY. Yes, sir.
Mr. COOKSEY. What do you think about Kakoos’ book, Visions?

Have you seen the book? He is a theoretical physics professor in
New York.

Mr. MAYBURY. I have not seen the book, sir.
Mr. COOKSEY. It is really a good book, but he says we have a

ways to go in artificial intelligence and robots, but it is fascinating
some of the things that he proposes.

Mr. MAYBURY. I would agree with that statement.
Mr. COOKSEY. Yes. He is very well documented. He talks about

who is doing the good research and who is doing the other re-
search.

Along those lines, what do you think about change in the biomet-
ric system? I am a physician. I am an ophthalmologist. Change the
password system from whatever you use now to a biometric system;
for example, retinal patterns?

Mr. MAYBURY. In fact, actually I referred in my oral testimony
that there are a couple of technologies like fingerprint detection,
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like biometrics that, of course, can enhance security specifically for
authentication. One could think even if you wanted to go so far as
DNA testing to determine that you actually had the individual that
you knew was accessing the system.

I think authentication is an important area. I think that—I am
not a biometric expert, but certainly those technologies have been
used in secure facilities to control access.

Mr. COOKSEY. And they work?
Mr. MAYBURY. Unfortunately, I cannot speak specifically to the

performance. Obviously there are both probably precision and re-
call measures, technical measures, in terms of their performance.
Perhaps others can.

Mr. RYCHAK. Sir, I can address part of that.
Mr. COOKSEY. Yes?
Mr. RYCHAK. There is a tremendous amount of research that is

going on in the whole biomedical/biometric area. I think what you
will find throughout the government and throughout the private
sector is that no one countermeasure by itself is adequate, but used
in combination and layered with other things you do—you can end
up with a high level of security.

We have a pilot program, for example, in the State Department
right now of looking at combining biometrics with SMART card
technology—you are probably familiar with SMART card and its
capability—and combining those two to allow access into highly re-
stricted areas to include highly restricted information systems.

We really think that that probably is the future here, as opposed
to simply relying on a password that obviously can be easily dupli-
cated or in some cases found out about, you know.

Mr. COOKSEY. The passwords that we have used since the 1970’s.
I helped a company in Boston design electronic medical records

from ophthalmology. We have updated a lot of my technology, but
still some of the passwords are old. It is very old technology.

Yes, Mr. Burbano?
Mr. BURBANO. Yes. I wanted to add a comment. I agree. I think

the biometrics systems are excellent, but it is a question of funding.
That is the problem, you know. These systems are——

Mr. COOKSEY. Do you mean Congress will not give you enough
money?

Mr. BURBANO. Well, that, but more importantly, the system,
wherever the money comes from. What I am saying is it is very ex-
pensive compared to the password, so it is always a question of
funding, to be honest with you. I mean, I think there are good sys-
tems, but you have to have the money to do them.

As Mr. Rychak said, you know, we look at other alternatives.
SMART card, you know, does not have the—necessarily. Somebody
else could pick up the SMART card, PIN number or whatever, but
you cannot pick up your eye, but it is a lot cheaper than that sys-
tem, so it is a question of funding.

Mr. MAYBURY. If I could say something? It is also obviously a
question of technology. We at MITRE Corporation and many other
companies have for years been using SMART cards with PINs to
control and to authenticate users.

In the future we can expect, among other things, for example,
video cameras to be built into laptops, for example, so the oppor-
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tunity to do facial ID, which is another area, also, potentially ret-
inal scans cheaply is something that certainly, I cannot predict or
give you a year, but it is certainly going to be cheaper in the future
than it is presently.

Mr. COOKSEY. Kakoos says that computer chips will cost between
1 and 5 cents apiece. He says they will be in the drapes, and——

Mr. MAYBURY. Right.
Mr. COOKSEY [continuing]. They will be able to sense weather

changes, body temperature changes.
Mr. MAYBURY. They will be built into your clothing.
Mr. COOKSEY. Clothing. Right.
Mr. MAYBURY. Sure.
Mr. COOKSEY. He also said that they will use DNA instead of

computer chips. That is a fascinating concept to think about. There
is research being done on that.

Mr. MAYBURY. Yes. In fact, we have some research on micro elec-
tronics. DARPA has a large program and specifically atonic level
storage devices, computing devices and the like, so that is
actually——

Mr. COOKSEY. That is an ongoing research.
Mr. MAYBURY [continuing]. A new wave of computing technology.
Mr. COOKSEY. Well, it is exciting to think about, and that is the

reason, that when you design an information system you have to
think about the future and be able to move to it.

Mr. Burbano, you had indicated in your testimony that your sys-
tems are protected with intrusion detection systems, that you will
know if someone has intruded into the State Department system.

Now, Mr. Brock said in his testimony that the State Depart-
ment’s automated intrusion detection system does not cover all of
the domestic and overseas posts. Who is right?

Mr. Rychak, you get to referee.
Mr. BURBANO. Actually, he is the one.
Mr. RYCHAK. I probably can answer it.
Mr. BURBANO. Yes. He should answer it. I just wanted to make

an initial statement and then I will turn it over, and that is that
we are in the midst of implementing it so, I mean, he is right. We
are not finished implementing it.

Mr. COOKSEY. Because your testimony basically—you contra-
dicted each other.

Mr. BURBANO. No. I do not think so. It is a matter of implemen-
tation.

Mr. COOKSEY. You are not finished.
Mr. BURBANO. I will let Mr. Rychak give you the status of that.
Mr. RYCHAK. Yes. We started the intrusion network program in

December of this past year. Our goal is to have it completed by the
second quarter of next fiscal year. Essentially what it encompasses
is installing hardware/ software on every system at every embassy
around the world to include our domestic facilities.

As we speak, we have it in place at about 60 locations. The ma-
jority of our domestic sensitive but unclassified systems have cov-
erage. Our financial centers overseas have coverage. The majority
of our posts in South America have coverage, and we are systemati-
cally going through it in terms of the implementation.
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We do have a 24 hour by 7 monitoring operation that is fully in
place, but, as Fernando says, we are not there yet. We are aggres-
sively implementing this, but given the scope of what we are trying
to do it just takes time to do it right.

Mr. BURBANO. Also the funding.
Mr. RYCHAK. And the funding, although the funding for the

first——
Mr. COOKSEY. Another appropriations matter.
Mr. RYCHAK. Well, that is a good point because the funding for

the first phase is covered. In other words, we have enough funding
to continue the installation of the systems on our unclassified but
sensitive systems.

The second phase is to put identical protection for our classified
systems. That is important. It has not been as critical in terms of
our priority because the State Department’s classified systems
were not as interconnected as our unclassified systems. Frankly,
we benefited from the fact that we had and continue to have a fair
amount of antiquated technology out there.

The unclassified systems were becoming increasingly vulnerable
as we got into internet and as we became much more inter-
connected, so that became our first priority.

Mr. COOKSEY. Mr. Brock.
Mr. BROCK. One of the issues that has come up at other agencies

where we have looked at automated intrusion protection programs
is, first of all, this technology is fairly new. It is not very mature,
and lots of advances are being made.

You get an incredible amount of information. In some organiza-
tions it has literally overwhelmed the organization’s capability to
do the analysis, and as a result we have gone into some agencies
where they made a good faith attempt initially to handle the infor-
mation coming in, but then ultimately it began to stack up and pile
up in back rooms and was not looked at, so a tool that is turned
on but not used is pretty useless.

I think a challenge that the State Department has in rolling this
out is to make a decision or series of decisions on what kind of in-
formation they really want and how are they going to do the anal-
ysis because it is fairly people oriented. Even though the tools are
automated, a lot of the analysis is not and does require trained per-
sonnel.

Mr. COOKSEY. Needless to say, that is a potential problem. Of
course, you get into the issue of one big system that serves all
needs. The IRS did not do very well. I think they spent $3 billion
or $4 billion and gave up. I think CSC has a contract now to do
the IRS’ work.

Mr. BROCK. Yes.
Mr. COOKSEY. Another question. I understand that the State—

this is for you, Mr. Burbano. Does the State Department use a bulk
e-mail system whereby the e-mails are held up until enough are
collected, and then they are sent in bulk to reduce cost?

Mr. BURBANO. To reduce cost?
Mr. COOKSEY. Do you do bulk mailing of e-mail? If I sent an e-

mail or let’s say you sent an e-mail from Foggy Bottom to Bangkok
and then there are ten other people on your staff that send e-mails
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there, are they all sent at one time in bulk, or are they sent—do
they each go individually?

Mr. BURBANO. My understanding is that they go as they go. They
have to go through Washington for the most part, but, I mean, they
do not get bulked or anything.

Wayne, do you have anything to add to that?
Mr. RYCHAK. Yes. I am sorry. I cannot. I do not know.
Mr. BURBANO. I can look into it, but, I mean, the e-mail does not

sit there. In fact, we have made a lot of improvements in our e-
mail system in the last 6 months not only for security, but for
speed wise where we have actually improved response time tre-
mendously as a result of getting rid of a lot of the overhead that
these e-mail systems have by implementing X.500, that type of
technologies, directory type systems.

Mr. COOKSEY. Well, today I would like to ask everyone who is not
here representing the PRC or Russia to stay and have all the rest
of you leave, but I am afraid we still would not know who was
here.

I just assume. Every time I come to one of these meetings, I as-
sume that there is someone here from some of our potential adver-
saries that I hope will become allies, but, you know, that is part
of the intelligence game. They are here, and we have a democracy.

Hopefully those countries will move to—until we have this per-
fect world where we trust all of our former adversaries and they
trust us, intelligence is going to be necessary. We are going to spy
on them, and they will spy on us.

I just think it is absolutely mandatory that you maintain your
diligence in having security in the information systems because
people’s lives are at stake, and there are people’s lives probably
that have already been lost or compromised just because of some
less than perfect security measures in this country.

You can look at what has been going on in New Mexico. I think
it is really terrible that that has happened. I am still a clinical pro-
fessor, and I got the feeling that there was an attitude of these pro-
fessors that were involved, that were running that laboratory, that
they were above having to go through all the security measures,
and that is part of the reason things were lax.

I think that there was some reason to believe that there was
some active information gathering by some of our adversaries, and
yet we have to be diligent to make sure that we have good counter-
measures and make sure that they do not get information.

I appreciate your coming. I think there are some real profes-
sionals over at the State Department. I do not always agree with
the political decisions that are made there. The biggest problem we
have in this city is you have too many career politicians that in-
stead of voting first what is best for the Nation and then their
state and then their district, they do what is best for their political
career.

I feel that the people that are permanent in the State Depart-
ment do not make those decisions, and I think some of the worst
mistakes that have been made in Republican administrations, and
probably they are getting ready to gavel me down. I am getting out
of line. And in Democratic administrations is because people do not
have their priorities right, and it causes problems.
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I think that one of the most disgraceful things going on right
now is what is going on in Africa. This Administration and this
Congress have been so Euro centered and so centered on the Mid-
dle East. They have just totally ignored the fact that a million peo-
ple were killed in Rwanda and Burundi and Ethiopia and Eritrea
and Sierra Leone.

It is cowardess on the part of the executive branch and callous-
ness on the part of the legislative branch, which is my party that
is in control, and the net result is that a lot of people have lost
their lives that did not need to lose their lives.

I hope you have courage of your convictions and continue to func-
tion in a very professional manner. It will be better for the nation,
and what is better for our national will be better for the world.

Thank you.
[Whereupon, at 12:06 p.m. the Committee was adjourned.]
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