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THE STATE OF SECURITY AT THE DEPART-
MENT OF ENERGY'S NUCLEAR WEAPON
LABORATORIES

TUESDAY, OCTOBER 26, 1999

HOUSE OF REPRESENTATIVES,
COMMITTEE ON COMMERCE,
SUBCOMMITTEE ON OVERSIGHT AND INVESTIGATIONS,
Washington, DC.

The subcommittee met, pursuant to notice, at 10:05 a.m., in room
2322, Rayburn House Office Building, Hon. Fred Upton (chairman)
presiding.

Members present: Representatives Upton, Cox, Burr, Bilbray,
Ganske, Bryant, Bliley, (ex officio), Stupak, and Green.

Also present: Representative Wilson.

Staff present: Tom DilLenge, majority counsel, Anthony Habib,
legislative clerk; and Edith Holleman, minority counsel.

Mr. UPTON. Good morning. We are here today to conduct what
will be our fourth public hearing this year to explore the critically
important, and very troubling, issue of lax security at our Nation’s
key nuclear weapons laboratories. We will hear today from the top
security advisors to Energy Secretary Bill Richardson, as well as
the directors of Los Alamos, Lawrence Livermore, and Sandia Na-
tional Laboratories.

In particular, we will hear from the Department’s chief internal
inspector, Mr. Glenn Podonsky, whose team of inspectors recently
concluded inspections at Los Alamos and Sandia. Mr. Podonsky
previously testified before this subcommittee on his team’s inspec-
tion of Lawrence Livermore. Taken together, these three inspection
reports raise serious questions about the Department’s ability to ef-
fectively run a national security apparatus.

One of the most surprising, recurring findings in these reports is
the lack of effective policy guidance by the Department on security
matters. Given the fact that the Department has nearly 20 dif-
ferent security contractors or subcontractors at various sites across
the country, one would think that the DOE would set clear require-
ments to assure some degree of nationwide consistency and some
fminimal level of security at each site. Yet the reality is far dif-

erent.

For example, the Department has long required that the labs
take certain steps to ensure that foreign visitors or assignees and
not spies, and that their access to sensitive information is ade-
quately restricted. Yet the Department’s guidance seemingly ap-
plies to only those foreign nationals physically located onsite. Thus,
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in the case of Lawrence Livermore for example, this policy was not
applied to foreign nationals who had remote access to the lab’s
computers since they were not actually “onsite.”

Of course, such a distinction makes little common sense—indeed,
remote access may raise greater security concerns than onsite ac-
cess since it is more difficult to determine whether the individual
at the other end is, in fact, the authorized user. But it was not
until the recent inspection by Mr. Podonsky’s team that this prac-
tice was discovered and halted. The Department still has not ad-
dressed this question as a matter of policy, nor the related ques-
tions of how to deal with the other information sharing with offsite
foreign nationals, including video- and tele-conferences or e-mail.
Similarly, the Department has never had any policy that set min-
imum standards for computer password creation and use. Thus, the
labs have done their own thing—in some cases, passwords were not
used at all, while in other cases, passwords were common names
and only a few characters in length, and often were not changed
with any frequency. I find it hard to believe that this committee—
which does not engage in classified computing and does not possess
on its computer systems national security information—has a more
stringent password controls than our Nation’s nuclear weapon labs.

And the generally poor state of unclassified computer security at
these labs—what Mr. Podonsky calls their numerous potentially ex-
ploitable vulnerabilities—can also be traced back to the lack of any
detailed policy from the Department in this area. At two of the
labs, the inspection team found that the closed lab network could
be penetrated from the outside through the Internet, while all of
the labs suffered from general system weaknesses that permitted
users, once on the system, to move freely among data bases, gain
passwords, and access sensitive information without a need to
know. With literally hundreds of foreign nationals authorized on
these systems, including many from sensitive countries, the risk of
disclosure of sensitive nuclear information, business proprietary
data, or export-controlled materials is significant and certainly wor-
risome.

It is ironic that a Department and laboratory management that
prides itself in being on the cutting edge of research and technology
has fallen so far short in this high-tech area. Indeed, Lawrence
Livermore is supposed to be the Department’s computer technology
headquarters. It is clear that DOE policy in this area needs to be
brought into the 1990’s, and hopefully before we begin the next
decade and get even further behind.

We will hear today about how the Department is drafting policies
to deal with remote access, computer passwords, fire walls, and the
potential for unauthorized transfers or downloads of classified in-
formation, such as those allegedly performed by Wen Ho Lee. Yet,
with the exception of the remote access issue, these problems were
identified 5 years ago by both Mr. Podonsky’s office and the Office
of Safeguards and Securities. The response at the time, from both
the labs and the DOE hierarchy, was that computer security wasn’t
worth the cost and that they were willing to accept the risk. I am
pleased to see that the DOE management and the labs are now be-
ginning to change their tune, but where is the accountability for
years of negligence that may have seriously compromised our na-
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tional security? Secretary Richardson boasts of recommending dis-
ciplinary action against a handful of lab employees for failing to
take seriously the Wen Ho Lee counterintelligence case. Yet no one
in the labs has been held accountable for the years of resistance
to implementing sound computer security policies.

This lack of accountability goes beyond the computer security
area. We will hear today about how Los Alamos has made much
progress over the last 6 months fixing a very troubling situation in-
volving the protection of classified weapons parts—a problem that
was first identified by the Department inspectors more than 5
years ago. Despite directives from the Department and agreed-upon
action plans, Los Alamos failed to take any meaningful steps to
correct this situation, year after year, such that the situation was
essentially unchanged when the inspectors returned 3 years later
in 1997. Inspections in 1998 an 1999 revealed the same problems,
but this time the wave of bad publicity about lab security seems
to have prompted Los Alamos to begin corrective action to protect
classified weapons parts.

But did Los Alamos pay for its stubborn refusal to fix this prob-
lem? To the contrary—despite the significance of the long-standing
deficiencies, Los Alamos received excellent or similarly laudatory
security ratings in its annual contract performance appraisals, in-
creasing the bonuses that its senior management received from the
U.S. taxpayers.

As I said before, unless we have a rigorous annual inspection
process that imposes real financial penalties on the labs for failing
to comply with DOE’s security requirements, I don’t believe we will
ever change the culture and achieve lasting security reform. The
recently-passed Defense Authorization Act provides a framework
for such action, but it will be up to the Department to take that
authorization seriously and begin implementing serious contract
and oversight reform.

I have already begun discussions with the chairman of the full
committee to perhaps allow a number of us to go out early next
year to visit some of the labs, and I look forward to the cooperation
by the Department to make sure that will go without a hitch.

With that, I will recognize Mr. Green from Texas.

Mr. GREEN. Thank you, Mr. Chairman. I will be brief.

Thank you for scheduling today’s hearing and keeping this issue
on the front burner, so to speak.

DOE has had problems for many years with regular, continued
oversight. Hopefully, our subcommittee and Congress will be able
to finally solve this decades-long problem. This committee is pre-
pared to hear testimony from DOE about its plans to revamp and
improve the security at our nuclear weapons laboratories. This
time, I hope we will be able to see real progress on the security so-
lutions at the Nation’s labs.

I especially look forward to the testimony of Mr. Podonsky,
whose inspection teams recently completed security evaluations at
both Los Alamos and Sandia National Labs. I appreciate all the
hard work by the inspection teams in analyzing the strengths and
weaknesses of the security in these labs. Our committee needs to
look for solutions to the loss of the classified information.
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And, again, Mr. Chairman, thank you for holding this hearing.
And, again, I appreciate the continued effort because long before
we were in Congress, this was a problem. Maybe we can put this
to rest and have DOE do what we need to do to protect the classi-
fied information.

Mr. UprON. Thank you, Mr. Green.

Mr. Cox.

Mr. Cox. Thank you, Mr. Chairman. I welcome our panel.

The issues that we are addressing today are issues that have
been before this committee during Republican and Democratic Con-
gresses over a period of many years and that have been the subject
of examination by the executive branch in a variety of ways, also
over the last several years, including specifically the 1995 Galvin
task force report, a half dozen GAO reports, the report of the Select
Committee that I chaired, evaluations by the Intelligence Commit-
tees of the House and the Senate. The President’s Foreign Intel-
ligence Advisory this year, the PFIAB report, said the Department
of Energy has had a dysfunctional management structure and cul-
ture that only occasionally gave proper credence to the need for se-
curity and counterintelligence programs at the weapons labs. That
is a conclusion that I know, at least as of last year, Mr. Curran
shared because he shared that with our Select Committee.

Today, we are going to hear that DOE has finally gotten the mes-
sage, that by the end of this year all of DOE’s nuclear weapons
labs will meet the highest security standards. Our concern, as you
might expect, given this track record, is how to distinguish between
these representations that everything is fine and those that we
have received in the past. Over the past 5 years DOE inspectors
have repeatedly identified these very same problems, but still noth-
ing changed. Each negative report has been met with earnest an-
nouncements that finally decisive action will be taken and these
problems will be resolved.

It was after these years of nonresponsiveness, including through-
out 1% terms of the Clinton administration itself, that President
Clinton issued his Presidential decision Directive PDD-61, which
ordered from the Presidential level counterintelligence measures at
the nuclear weapons laboratories.

Mr. Curran, who is before the committee today, made 46 rec-
ommendations to implement PDD-61. Today, nearly a year later, at
least 10 of those recommendations have not yet been implemented.
Furthermore, some of the recommendations are worded such that
the Secretary of Energy can claim implementation of a rec-
ommendation based on the issuance of an order in Washington, re-
gardless of whether the changes were actually implemented at the
labs.

I appreciate this committee’s continuing attention to the protec-
tion of our scientific and military information. It is only through
sustained oversight and full implementation of the reform meas-
ures that you have all identified that we will be able to secure our
information in the future and perform our tasks as we are sup-
posed to do.

I know that the history of this problem places a great burden on
you as individuals. It likewise puts us in the position, as Congress,
in the conduct of our oversight of Lucy, Charlie Brown and the fa-
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mous football. We hope that this time what we’re hearing is the
truth, that—I know it has always been intended as the truth. It
was intended as true as spoken, but we hope this time there will
be change and follow-through, and by the end of this year, we will
be in the Promised Land.

And T appreciate the time for the opening statement, Mr. Chair-
man. I also apologize because, as you know, I have a bill on the
floor; my Internet tax bill is the second on the schedule, and it will
require me to be gone for about an hour of this hearing at some
undetermined time; but I am of course very interested in these sub-
jects and will do what I can to keep up with it even when I am
not here.

Mr. UpTON. I appreciate that. I just hope that you call a recorded
vote because I want to be on record in support of your bill.

Mr. Burr?

Mr. BURR. Thank you, Mr. Chairman. And I will be brief.

I welcome our witnesses today and also pledge to the committee
that Mr. Cox is right. We have a responsibility to follow up and to
make sure that the efforts by the Department of Energy are in fact
fulfilled. And for that reason, Mr. Chairman, I hope that this com-
mittee—subcommittee, full committee—will make an inspection of
all the facilities after the first of the year; and if in fact the sub-
committee or the full committee won’t, I will promise our wit-
nesses, I will.

I yield back.

Mr. UpTON. Dr. Ganske, would you care to make a public open-
ing statement?

Mr. GANSKE. Thank you, Mr. Chairman for holding the hearing,
and I look forward to the testimony.

Mr. UpToN. Okay. We had alerted members of the Energy and
Power Subcommittee that they would be welcome to sit in on the
committee and ask questions, and with that in mind, I will recog-
nize Mrs. Wilson for an opening statement.

Mrs. WILSON. Thank you, Mr. Chairman. I appreciate your will-
ingness to allow me to sit in on your subcommittee today. As you
know, it is something of particular interest to me, both because of
the district that I represent and because of my service on the Select
Committee on Intelligence. I will be very interested to hear from
the witnesses about a number of things.

As all of you in the room know, there is a significant increase in
funding for cyber security in this year’s budget. I am interested to
see what the plans are for meeting that emerging threat even in
open, or in closed session, and how you are planning to implement
change. There are a number of new authorities that are given to
the Department of Energy in the Defense authorization bill and the
Intelligence authorization bill this year with respect to security and
safeguards. And what are your plans and where are we going from
here?

I am very interested to hear from the witnesses about that, and
that also relates to the establishment of a new nuclear security
agency, which came about precisely because of some of the prob-
lems that we are trying to oversee and investigate here. What is
the plan for the transition to that new nuclear security agency and



6

how are you going to integrate the need for continuing vigilance in
safeguards and security in that transition?

And I appreciate the willingness and the openness of the Chair
to allow me to participate. Thank you.

Mr. UprON. Thank you.

We welcome as our first panel Mr. Glenn Podonsky, Director of
the Office of Independent Oversight and Performance Assurance at
the Department of Energy; General Eugene Habiger, Director of
the Office of Security and Emergency Operations, also of the De-
partment of Energy; Mr. Ed Curran, Director of the Office of Coun-
terintelligence, Department of Energy.

As two of you have testified before, you know that it is a long-
standing tradition of this subcommittee to take testimony under
oath. Do you have any objection to that?

Mr. CURRAN. No, sir.

Mr. PODONSKY. No, sir.

Mr. HABIGER. No, sir.

Mr. UproN. We also allow under House rules and committee
rules you to have counsel available if you desire to have such. Do
you need or desire to have counsel?

Mr. CURRAN. No, sir.

Mr. UpTON. Stand and raise your right hands.

[Witnesses sworn.]

Mr. UpTON. You are now under oath.

We actually have a new clock. The egg timer is going to the
Smithsonian. We will see if this really does work. Your entire testi-
mony is certainly made a part of the record, and I will start this
over again. If you would limit your remarks to 5 minutes, that
would be terrific.

TESTIMONY OF GLENN S. PODONSKY, DIRECTOR, OFFICE OF
INDEPENDENT OVERSIGHT AND PERFORMANCE ASSUR-
ANCE; EUGENE E. HABIGER, DIRECTOR, OFFICE OF SECU-
RITY AND EMERGENCY OPERATIONS; AND EDWARD J.
CURRAN, DIRECTOR, OFFICE OF COUNTERINTELLIGENCE,
U.S. DEPARTMENT OF ENERGY

Mr. PoDoONsSKY. Thank you, Mr. Chairman. I appreciate the op-
portunity to once again appear before this committee to discuss our
independent oversight activities at the DOE national weapons lab-
oratories. As you stated, I am the Director of the Office of Inde-
pendent Oversight and Performance Assurance, which is respon-
sible for providing the Secretary an independent, impartial view of
the effectiveness of safeguards and security, cyber security, and
emergency management policies and programs throughout the De-
partment of Energy.

My testimony will include an update on our follow-up efforts at
Lawrence Livermore National Laboratory as well as a summary of
our recent inspections at Los Alamos and Sandia National Labora-
tories.

Let me first cover Lawrence Livermore National Laboratory. As
you may recall, we provided classified briefings to the members of
this committee on July 1 and July 20 of this year on the results
of our May inspection of safeguards and security programs at the
Lawrence Livermore National Lab. To summarize the results, we
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noted several positive attributes at the laboratory, including secu-
rity upgrades in the Superblock, which is the building complex at
Livermore where special nuclear material is used and stored.

We also noted effective implementation of many of the aspects of
the Secretary’s upgrades and initiatives in the area of computer se-
curity, which is now referred to as “cyber security” and which en-
compasses the measures designed to protect information on DOE
computer systems from unauthorized access from hackers who
might try and penetrate the computer networks over the Internet,
and from system users who could try and exploit vulnerabilities to
gain access to information for which they are not authorized.

However, there were weaknesses in protection of classified weap-
ons parts. These are nonnuclear components of the nuclear weap-
ons access controls at areas where classified weapons information
was used and stored, and unclassified cyber security which refers
to the cyber security measures designed to protect sensitive, but
unclassified, information such as unclassified research data and
medical records and the like.

Also, Livermore had not done sufficient performance testing to
demonstrate that the protective force could reliably perform its
mission.

We have scheduled a formal follow-up review at Livermore’s site
in December of this year. This review will include onsite reviews
of Livermore safeguards and security programs as well as extensive
scanning of the networks and penetration testing using techniques
that hackers would use. The review will also include a detailed as-
sessment of progress on the Livermore corrective action plan, in-
cluding actions taken by headquarters and the Oakland operations
office to support and verify the provisions of the Livermore correc-
tive action plan.

Although the formal review has not yet taken place, we have
been closely monitoring the progress on the corrective action plan
and have provided comments on several occasions. In general, we
are satisfied that our findings are being addressed and that com-
pensatory security measures have been put in place to provide ad-
ditional security until final resolution of the identified issues.

As part of our ongoing follow-up efforts we have been particu-
larly focusing on Livermore vulnerability assessments and perform-
ance testing of the protective force’s ability to respond effectively
to defeat a terrorist attack at the Superblock. We recognize that
Livermore faces some difficult situations as they try to improve
their performance testing program while still ensuring that tests
are conducted with the highest regard for safety. On several occa-
sions, we have sent some of our inspectors out to Livermore to ob-
serve their planning efforts and performance tests and to provide
constructive independent oversight input.

Overall, we believe that Livermore has made improvements in
their security posture in the Superblock, and the performance test-
ing efforts are more rigorous and realistic. While much work re-
mains to be accomplished, Livermore has demonstrated a rigorous
approach to identifying and correcting weaknesses. If Livermore
fully implements their current plans for upgrading their security
posture and maintains the current attitude of continuous improve-
ment, there is good reason to be optimistic that Livermore and the
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safeguards and security program will be improved by the time of
our follow-up inspection.

At Sandia National Laboratories in New Mexico we found effec-
tive programs in the areas of material control and accountability,
protective force and physical security systems. Sandia has taken
several actions to upgrade security, such as repositioning protective
force members to provide tactical response, procuring armored ve-
hicles with enhanced capabilities, adding barriers to protect the
protective force members at the material access area entrance, and
improving protective force training. While some weaknesses were
identified in the vulnerability assessment and performance test
arena, Sandia corrected the most significant issues promptly while
we were there.

Sandia also has generally adequate programs in the classified
cyber security arena where they are further making improvements.
Senior Sandia managers demonstrated their commitment to com-
pleting the enhancements identified in the Trilab nine-point
plan

Your egg beater went off.

Mr. UpPTON. I see that it did. I was wondering if it was going to
ding. But you may continue.

Mr. PODONSKY. [continuing] they identified in their Trilab nine-
point plan by allocating resources to achieve its provisions. Al-
though programmatic strengths were noted at Sandia, there were
weaknesses again in the unclassified cyber security, protection of
classified parts, access controls in areas where classified matter is
used and stored, and control of foreign visitors and assignees. For
example, Sandia needs to strengthen the fire wall that protects the
sensitive unclassified network from the open network and the
Internet.

Because of these weaknesses, Sandia received an overall mar-
ginal rating. A marginal rating is the middle rating in our three-
tier rating system. The highest rating is satisfactory and the lowest
is unsatisfactory. A marginal rating indicates that prompt atten-
tion and timely improvement is needed, but does not imply that
special nuclear material or classified and sensitive information are
at immediate risk.

Sandia has submitted corrective action plans, as required, and
independent oversight has provided comments to ensure that the
issues are fully addressed. We plan a formal follow-up here, too, in
December that will assess the progress and the status of the pro-
gram. As with all of our follow-ups, we will review the status of the
identified weak programs, perform extensive cyber security testing
and review the corrective action plan.

We performed our inspection at Los Alamos National Laboratory
in August. Los Alamos earned an overall satisfactory rating. They
have effectively addressed long-standing problems in the account-
ability of nuclear materials and made significant progress in ad-
dressing deficiencies in the protection of classified weapons parts.
Los Alamos made additional improvements in the protection of
classified weapons parts actually during our inspection. Los Alamos
had also added protective force personnel and implemented a rig-
orous program to control the use of desktop computer modems.
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Classified cyber security programs were found to be adequate, and
Los Alamos is making progress also on the Trilab nine-point plan.

Additionally, Los Alamos has significantly reduced risks associ-
ated with weaknesses if unclassified cyber security systems by in-
stalling an effective fire wall configuration to prevent hackers from
gaining access to sensitive networks.

The most significant residual weakness was the ability of the un-
classified cyber security program to protect against the insider
threat. A particular concern related to foreign nationals that were
permitted on the unclassified network which had numerous poten-
tially exploitable weaknesses. During the inspection, Los Alamos
developed and began implementing an effective plan to address the
residual weaknesses, both short-term and long-term. Although sig-
nificant progress has been made, there is still work to be done in
order to achieve the goal of fully satisfactory programs at all DOE
sites.

At the three national laboratories only Los Alamos receives and
earns an overall satisfactory rating; the other laboratories were
rated marginal. However, based on their corrective action plans, we
believe that Livermore and Sandia are on the right track to make
improvements needed to achieve the satisfactory rating. Although
Los Alamos earned an overall satisfactory as with the other sites
we plan to perform follow-up activities and continue to monitor
their progress.

If T might, Mr. Chairman, in looking at the weaknesses in DOE
safeguards and security for the last 15 years, it is important to
keep a sense of perspective. In general, protection of our most crit-
ical assets such as nuclear weapons components and special nu-
clear material has improved significantly since the 1980’s. While
problems are still evident, they are generally degradations in one
layer of a multilayered security system rather than the gaping
holes of the type frequently noted in the 1980’s.

In addition, inspections indicate that sites are complying with
the requirements for protecting classified documents, and classified
computer systems are generally well protected from hackers. While
the gaping holes have not reappeared, attention to security was
very much in decline during the mid-90’s, and some sites did not
adequately analyze the impact of the cuts in security personnel or
security measures before implementing those cuts.

In our reviews of the national laboratories, it is very clear that
laboratory management has heard the wakeup call from the Sec-
retary and from the Congress. Safeguards and security is receiving
a high level of attention from senior management, and we are see-
ing some improvements that could not have been made without
management support and without Secretary Richardson’s direct in-
volvement. For example, the establishment of an effective fire wall
and the consolidation of classified parts at Los Alamos were actions
that we had previously experienced resistance by Los Alamos line
managers because of the operational inconvenience. The need for
these actions had been identified on previous inspection reviews,
but were not implemented because safeguards and security was
given relatively low priority.

In the past year, however, we can report that senior manage-
ment has increased emphasis on safeguards and security and many
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important enhancements have been implemented in a way that
provides a better balance between safeguards and security and re-
quirements and operational needs. One of the key elements of the
recent progress that we have seen is accountability. Secretary Rich-
ardson has sent the message that senior DOE and contract man-
agers are accountable for safeguards and security. The Secretary
has stated that, “People are getting the message” and that “we’re
serious about protecting our national secrets.” The results of our
recent inspections demonstrate that the message has been heard
and that actions are being taken at all of our locations that we
have inspected.

In conclusion, it is clear that a positive trend has been estab-
lished, but that a tremendous amount of work still remains to be
accomplished. We will not be satisfied as an oversight body until
all DOE sites achieve and maintain a fully satisfactory program.
However, it is encouraging to note that safeguards and security
programs at all three national weapons laboratories have received
high levels of management attention over the past year, and there
have been significant improvements.

Thank you, Mr. Chairman.

[The prepared statement of Glenn S. Podonsky follows:]

PREPARED STATEMENT OF GLENN S. PODONSKY, DIRECTOR, OFFICE OF INDEPENDENT
OVERSIGHT AND PERFORMANCE ASSURANCE, U.S. DEPARTMENT OF ENERGY

Thank you Mr. Chairman. I appreciate the opportunity to once again appear be-
fore this committee to discuss our Independent Oversight activities at the DOE na-
tional weapons laboratories. I am the Director of the Office of Independent Over-
sight and Performance Assurance, which is responsible for providing the Secretary
an independent, impartial view of the effectiveness of safeguards and security, cyber
security, and emergency management policies and programs throughout the Depart-
ment of Energy.

This discussion will include an update on our follow-up efforts at the Lawrence
Livermore National Laboratory, as well as a summary of the results of our recent
inspections at the Los Alamos National Laboratory and Sandia National Labora-
tories.

Let me first cover the Lawrence Livermore National Laboratory. As you may
recall, we provided classified briefings to members of this committee on July 1st and
July 20th on the results of our May 1999 inspection of safeguards and security pro-
grams at the Lawrence Livermore National Laboratory. To summarize the results,
we noted several positive attributes at the Lawrence Livermore National Laboratory
including security upgrades in the Superblock (the building complex at Livermore
where special nuclear material is used and stored). We also noted effective imple-
mentation of many aspects of the Secretary’s upgrades and initiatives in the area
of computer security, which is now referred to as “cyber security” and which encom-
passes the measures designed to protect information on DOE computer systems
from unauthorized access from hackers who might try and penetrate computer net-
works over the Internet and from system users who could try and exploit
vulnerabilities to gain access to information for which they are not authorized. How-
ever, there were weaknesses in protection of classified weapons parts (non-nuclear
components of nuclear weapons), access controls at areas where classified weapons
information was used and stored, and unclassified cyber security (which refers to
the cyber security measures designed to protect sensitive but unclassified informa-
tion, such as unclassified research data and medical records). Also, Livermore had
not done sufficient performance testing to demonstrate that the protective force
could reliably perform its mission.

We have scheduled a formal follow-up review of the Lawrence Livermore site in
December 1999. This review will include onsite reviews of Livermore safeguards and
security programs as well as extensive scanning of the networks and penetration
testing using techniques that hackers would use. The review will also include a de-
tailed assessment of progress on the Livermore corrective action plan, including ac-
tions taken by Headquarters and the Oakland Operations Office to support and
verify the provisions of the Livermore corrective action plan. Although the formal
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review has not yet taken place, we have been closely monitoring the progress on the
corrective action plan and have provided comments on several occasions. In general,
we are satisfied that our findings are being addressed and that compensatory secu-
rity measures have been put in place to provide additional security until final reso-
lution of the identified issues.

As part of our ongoing follow-up efforts, we have been particularly focusing on
Livermore vulnerability assessments and performance testing of the protective
force’s ability to respond effectively to defeat a terrorist attack at the Superblock.
We recognize that Livermore faces some difficult situations as they try to improve
their performance testing program, while still ensuring that tests are conducted
with the highest regard for safety. On several occasions, we have sent some of our
specialists to Livermore to observe their planning efforts and performance tests, and
to provide constructive Independent Oversight input.

Overall, we believe that Livermore has made improvements in their security pos-
ture in the Superblock and the performance testing efforts are more rigorous and
realistic. While much work remains to be accomplished, Livermore has dem-
onstrated a rigorous approach to identifying and correcting weaknesses. If Liver-
more fully implements their current plans for upgrading the security posture and
maintains the current attitude of continuous improvement, there is good reason to
be optimistic that the Livermore safeguards and security program will be much im-
proved by the time of our follow-up review in December.

At Sandia National Laboratories in New Mexico, we found effective programs
in the areas of material control and accountability, the protective force, and physical
security systems. Sandia has taken several actions to upgrade security, such as
repositioning protective force members to improve tactical response, procuring ar-
mored vehicles with enhanced capabilities, adding barriers to protect the protective
force members at the “material access area” entrance, and improving protective
force training. While some weaknesses were identified in the vulnerability assess-
ment and performance test arena, Sandia corrected the most significant issue
promptly by adding the barriers at the material access area.

Sandia also had generally adequate programs in the classified cyber security
arena and were making further improvements. Senior Sandia managers dem-
onstrated their commitment to completing the enhancements identified in the “Tri-
Lab nine point plan” by allocating resources to achieve its provisions.

Although programmatic strengths were noted at Sandia, there were weaknesses
in unclassified cyber security, protection of classified parts, access controls in areas
where classified matter is used and stored, and control of foreign visitors and as-
signees. For example, Sandia needs to strengthen the firewall that protects the sen-
sitive unclassified network from the open network and the Internet. Because of
these weaknesses, Sandia received an overall “Marginal” rating. A Marginal rating
is the middle rating in OA’s three tier rating system, the highest rating is Satisfac-
tory and the lowest is Unsatisfactory. A Marginal rating indicates that prompt at-
tention and timely improvement is needed but does not imply that special nuclear
material or classified and sensitive information are at immediate risk.

Sandia has submitted their corrective action plans as required and Independent
Oversight has provided comments to ensure that the issues are fully addressed. We
plan a formal follow-up review in December that will assess the progress and status
of the program. As with all of our follow-up reviews, we will review the status of
all identified weak programs, perform extensive cyber security testing, and review
the corrective action plan provisions.

We performed our inspection of the Los Alamos National Laboratory in August
of 1999. Los Alamos earned an overall “Satisfactory” rating. Los Alamos had effec-
tively addressed long-standing problems in the accountability of nuclear materials,
and made significant progress in addressing deficiencies in the protection of classi-
fied weapons parts. Los Alamos made additional improvements in the protection of
classified weapons parts during the inspection. Los Alamos had also added protec-
tive force personnel and implemented a rigorous program to control the use of desk
top computer modems. Classified cyber security programs were found to be ade-
quate, and Los Alamos is making progress on the “Tri-Lab nine-point” plan. Addi-
tionally, Los Alamos has significantly reduced risks associated with weaknesses in
unclassified cyber security systems by installing an effective firewall configuration
to prevent hackers from gaining access to sensitive networks.

The most significant residual weakness was in the ability of the unclassified cyber
security program to protect against the insider threat. A particular concern related
to foreign nationals that were permitted on the unclassified network, which had nu-
merous potentially exploitable weaknesses. During the inspection, Los Alamos de-
veloped and began implementing an effective plan to address the residual weak-
nesses both in the short term and long term.
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Although significant progress has been made, there is still work to be done in
order to achieve the goal of fully satisfactory programs at all DOE sites. At the
three national weapons laboratories, only the Los Alamos National Laboratory was
assigned an overall Satisfactory rating. The other two laboratories were rated Mar-
ginal. However, based on their corrective action plans, we believe that Livermore
and Sandia are on track to make improvements needed to achieve a Satisfactory
rating. Although Los Alamos earned an overall “Satisfactory” rating, as with the
other sites, we plan to perform follow-up activities and continue to monitor their
progress in implementing their corrective action plan.

In looking at the weaknesses in DOE safeguards and security programs, it is im-
portant to keep a sense of perspective. In general, protection of our most critical as-
sets, such as nuclear weapons components and special nuclear materials, has im-
proved significantly since the 1980s. While problems are still evident, they are gen-
erally degradations in one layer of a multi-layered security system rather than gap-
ing holes of the type frequently noted in the 1980s. In addition, inspections indicate
that sites are complying with requirements for protecting classified documents, and
classified computer systems are generally well protected from hackers. While the
gaping holes have not reappeared, attention to security was in decline during the
mid-1990s and some sites did not adequately analyze the impact of cuts in security
personnel or security measures before implementing those cuts.

In our reviews of the national weapons laboratories, it is very clear that labora-
tory management has heard the wake up call from the Secretary. Safeguards and
security is receiving a high level of attention from senior management and we are
seeing some improvements that could not have been made without management
support and Secretary Richardson’s involvement. For example, the establishment of
an effective firewall and the consolidation of classified parts at Los Alamos were ac-
tions that had previously been resisted by the Los Alamos line managers because
of the operational inconvenience. The need for these actions had been identified on
previous Independent Oversight reviews but were not implemented because safe-
guards and security was given relatively low priority. In the past year, however,
senior management has increased emphasis on safeguards and security and many
important enhancements have been implemented in a way that provides a better
balance between safeguards and security requirements and operational needs.

One of the key elements of the recent progress is increased accountability. Sec-
retary Richardson has sent the message that senior DOE and contractor managers
are accountable for safeguards and security. This has been accomplished through
various measures; a few examples include:

* The reorganization of responsibilities at DOE Headquarters, which established
the Lead Program Secretarial Office as responsible and accountable for safe-
guards and security

* The “zero tolerance policy” which establishes expectations for safeguards and se-
curity and accountability at all levels of line management from the first level
supervisor to the laboratory directors and to DOE operations office managers
and DOE program offices

The Secretary has stated [quote] “People are getting the message that we’re seri-
ous about protecting our nation’s secrets” [unquote]. The results of our recent in-
spections demonstrate that the message has been heard and that actions are being
taken to improve the safeguards and security posture at our national laboratories.

In conclusion, it is clear that a positive trend has been established but that much
work remains to be accomplished. We will not be satisfied until all DOE sites
achieve and maintain a fully satisfactory program and establish processes for ensur-
ing continuous improvement. However, it is encouraging to note that safeguards and
security programs at all three national weapons laboratories have received high lev-
els of management attention over the past year and there have been significant im-
provements.

Thank you again Mr. Chairman, we are now ready for your questions.

Mr. UPTON. General Habiger.

TESTIMONY OF EUGENE E. HABIGER

Mr. HABIGER. Mr. Chairman, it is my first opportunity to testify
before this committee.

Mr. UpTON. All of these butterflies flying all around.

Mr. HABIGER. As most of you are aware, Secretary Richardson
asked me to become the Department Security Director in June.
Since my arrival, I have visited all the Department’s major sites,
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reviewed virtually all of our site protection plans, observed and
participated in segments of our protective force training at our cen-
tral training facility, examined our newly implemented cyber secu-
rity procedures at our national laboratories, talked to hundreds of
scientists and technicians and taken a DOE-administered poly-
graph. What I have found so far is this:

First, it is clearly obvious that the Department reacted appro-
priately to the wakeup call received this past year with the uncov-
ering of internal security problems and the publication of both the
Cox and the Rudman reports.

Second, security throughout the Department is being adminis-
tered responsibly and conscientiously by dedicated hard-working
professionals who are firmly committed to protecting the national
security assets which are entrusted to them.

Finally, although we do have security issues which we must and
will address, I found all sites that I have visited have the founda-
tion to perform their security functions capably, given adequate re-
sources.

But I also discovered some troubling issues. First and foremost,
it was apparent to me early on that the Department was extremely
close to losing the confidence and special trust of both the Amer-
ican people and the Congress with respect to our ability to perform
our security responsibilities.

Second, and equally as important, I discovered that over the
years the Department had lost its focus on security; and you said
it best in your opening remarks, sir, that we had a dysfunctional
organization. There was no office within the Department that had
ultimate accountability for the security requirements for which
DOE is responsible, nor was there any emphasis on individual ac-
countability. By-products of this organizational dysfunction and
lack of focus included a deterioration of security awareness and
education, resulting in a failure to remind and educate our employ-
ees and contractors as to their personal security responsibilities
and accountabilities.

Finally, Congress, up to this point, has failed to fund the Depart-
ment’s fiscal year 2000 full budget amendment in order to make
near- and long-term fixes. We have, Mr. Chairman, valid require-
ments in the area of cyber security to buy hardware encryption
equipment and to train our systems administrators. We need to
equip our protective forces with equipment to combat weapons of
mass destruction, and we need program direction funds to stand up
a viable foreign visitor access program, as well as an acceptable
plutonium, uranium, and special nuclear materials control and ac-
countability program.

Simply stated, we have been given a mandate, but not the re-
sources to accomplish that mandate. Though a series of comprehen-
sive and sweeping initiatives by Secretary Richardson, the Depart-
ment has, however, turned the corner, in my view, and has aggres-
sively and dynamically changed the way it does its security busi-
ness.

Soon after coming on board, I put into motion an aggressive four-
phased security campaign. In Phase I, which was completed in Au-
gust, I initiated visits to all major DOE sites. We established a
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baseline from which to move forward. We found a number of things
that needed to be fixed quickly, and we did that very, very quickly.

Phase II, currently under way, I completed visits to the sites and
issued or am in the process of issuing policy addressing key issues
such as standardization of weapons for our protective forces, the re-
quirement for our protective forces to keep a round in the chamber
of their weapons while on duty. We weren’t training the way we
would fight. We now have policies which we never had before,
which mandate the timely reporting of security incidents, the use
of warning banners on computer systems and badge validation pro-
cedures.

In the area of cyber security, the national laboratories have im-
plemented numerous corrective actions. Key among them is a pro-
gram to achieve physical incompatibility between removable media
formats within common laboratory work areas.

In Phase III, which will occur in January through March of next
year, most of the new policies to fix security problems will have
been implemented and I will revisit the field to establish the effec-
tiveness of those policies.

When we reach Phase IV in April to September of next year, pro-
posed fixes will be in place and our efforts turned toward minor ad-
justments as we maintain our security program.

Today, the Department of Energy is in a security environment
decidedly different from the one we faced a decade earlier. There
is a growing concern about a new breed of threats that confront the
Department and the Nation’s security structures. Terrorism, weap-
ons of mass destruction and cyber attacks on information systems
have become ingrained in the global psyche and our Nation’s secu-
rity consciousness. This is a significant challenge, Mr. Chairman,
but one that the Department of Energy is prepared to meet.

[The prepared statement of Eugene E. Habiger follows:]

PREPARED STATEMENT OF EUGENE E. HABIGER, GENERAL, USAF (RETIRED), DIREC-
TOR, OFFICE OF SECURITY AND EMERGENCY OPERATIONS, U.S. DEPARTMENT OF EN-
ERGY

I would like to thank the Chairman and Members of the Committee for the oppor-
tunity to speak with you today regarding the current status of security at the De-
partment of Energy.

As most of you are aware, Secretary Richardson asked me to become the Depart-
ment’s Security director in June. Since my arrival at the Department, I have visited
all of the Department’s major sites...Reviewed virtually all of our site security
plans...Observed and participated in segments of our protective force training at
our training facility in Albuquerque, New Mexico...Examined our newly imple-
mented cyber security procedures at our national laboratories...Talked to hundreds
of scientists and technicians...And, taken a DOE-administered polygraph.

What I have found so far is this:

First, it is clearly obvious that the Department reacted appropriately to the “wake
up call” received this past year with the uncovering of internal security problems
and the publication of both the Cox and Rudman reports.

Second, security throughout the Department is being administered responsibly
and conscientiously by dedicated, hard working professionals who are firmly com-
mitted to protecting the critical national security assets which are entrusted to
them. The responsibilities of these individuals are demanding—yet, despite the obvi-
ous challenges, they continue to perform in an outstanding manner.

Finally, although we do have security issues which we must, and will, address,
I found all sites that I have visited have the foundation to perform their security
functions capably given adequate resources.

But I also discovered several troubling issues.
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First and foremost, it was apparent to me early on that the Department was ex-
tremely close to losing the confidence and trust of both the American people and
the Congress with respect to our ability to perform our security responsibilities. The
enormous media coverage surrounding recent security related events coupled with
DOE'’s historical track-record of security deficiencies added to this erosion of public
trust.

Secondly and equally as important, I discovered that over the years the Depart-
ment had lost its focus on security. The Secretary on several occasions has referred
to the Department as being a group of fiefdoms within fiefdoms—and almost every
fiefdom had its own security responsibility and security budget. There was no office
within the Department who had ultimate accountability for the critical security re-
quirements for which DOE is responsible nor was there any emphasis on individual
accountability. By-products of this organizational dysfunction and lack of focus in-
cluded: a deterioration of security awareness and education resulting in a failure to
remind and educate our employees and contractors as to their personal security re-
sponsibilities and accountabilities...lack of attention to our cyber security practices
in a world of increased computer hacking and cyber terrorism...And, a gradual ero-
sion of resources required to improve our capabilities to combat ever-changing ter-
rorist and cyber-terrorist threats.

And finally, Congress has, up to this point, failed to fund the Department’s
FY2000 full budget amendment in order to make near and long-term fixes. We have
valid requirements in the area of cyber-security to buy hardware, encryption equip-
ment and to train our system administrators. We need to equip our protective forces
to combat weapons of mass destruction...to fully arm the headquarters protective
forces and complete our headquarters security upgrades...And, we need program
direction funds to stand up a robust foreign visitor access program as well as an
acceptable plutonium, uranium and special nuclear materials control and account-
ability program and bring about our new organization. Simply stated, we have been
given a mandate but not the additional resources to accomplish that mandate.

Through a series of comprehensive and sweeping initiatives by Secretary Richard-
son, however, the Department has turned the corner and has aggressively and dy-
namically changed the way it does its security business.

In May of this year Secretary Richardson announced his Security Reform Pack-
age—the most sweeping reform of security programs in the Department’s history.
This comprehensive plan involved the creation of my office—the Office of Security
and Emergency Operations, and the elevation and revitalization of Mr. Glenn
Podonsky’s Office of Independent Oversight and Performance Assurance. In the
words of Secretary Richardson, “this plan gives DOE the tools and authority we
need to detect security infractions, correct institutional problems and protect Amer-
ica’s nuclear secrets.” Glenn and I are working closely together to ensure an inte-
grated approach to policy development and oversight.

The foundation of the Secretary’s security reform plan is his policy statement re-
garding security incidents and violations. In his statement, the Secretary estab-
lished an expectation of personal accountability by DOE employees and contractors
for protecting DOE’s national security assets. The Secretary further established a
policy of zero tolerance for violations of security requirements that could place nu-
clear or other sensitive information at risk.

Another important step was to change the way the Department managed its secu-
rity responsibilities. In this regard, the Secretary worked diligently to remove the
organizational barriers that had historically impeded the Department’s ability to ef-
fectively and efficiently implement a comprehensive security program within the De-
partment.

Soon after coming on board I put in motion an aggressive, Four-Phased Security
Campaign. In Phase I, which was completed in August, I initiated visits to each of
the DOE sites in the field, and established a baseline from which to move forward.
Areas requiring immediate fixes were identified. During this period, a complex-wide
security stand-down was conducted to promote security awareness as an individual
responsibility. New policy was issued for foreign visitors who visit our facilities to
ensure that the tightest possible security procedures are followed.

In Phase II, currently underway, I completed visits to the sites and issued, or am
in the process of issuing, policy addressing key issues, such as: Standardized Weap-
ons for Protective Forces, and the requirement for protective forces to keep a round
in the chamber of weapons carried while on duty. We now have policies which man-
date the timely reporting of security incidents, the use of warning banners on com-
puter systems, and badge validation procedures. We are developing an integrated
security awareness training curriculum. Two very similar personal security assur-
ance programs will be combined into a single departmental Human Reliability Pro-
gram to eliminate redundancy and streamline the administration process. In the
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area of cyber-security, the National Laboratories have implemented numerous cor-
rective actions. Key among these is a program to achieve physical incompatibility
between removable media formats within common laboratory work areas. We are
taking this sweeping action in an effort to prevent the intentional or inadvertent
transfer of classified information from classified to unclassified systems or to a
media format easily concealed and removed. In related efforts, the laboratories will
continue to search unclassified archives and to monitor outgoing e-mail messages
for classified content. We are also developing a comprehensive set of metrics to
make sure we are making continuous improvements.

Phase III will occur in January to March of 2000, at which time most new policies
to fix security will have been implemented. I will revisit the field to evaluate the
effectiveness of the policies and to define metrics to be used for future assessments.
At this stage, most of the major security concerns will be fixed and the focus turned
to improvements and enhancements.

When we reach Phase IV in April to September of 2000, proposed fixes will be
in place and our efforts turned toward adjustments, as we maintain our security
program. A critical activity here will be continuous feedback from the field, sched-
uled visits to the field, and regularly held meetings with representatives from all
sites to exchange lessons learned and best practices.

Successful implementation of our security responsibilities will also depend on a
focused and well-defined mission and management structure that addresses policy
and decision making, personnel and budget resources, planning and program execu-
tion. Therefore, we are reconstituting available resources into a robust, responsive,
and unified safeguards and security organization. This was the Secretary’s intent
when he announced his security reform initiative; and we are making real progress.

Our workforce—both Federal and contractor—is the most critical link in the chain
of protection of security interests. Consequently, we are instilling a sense of urgency
and corporate ownership among all Department of Energy employees and contrac-
tors, not just those that have security as part of their job descriptions. This is being
accomplished through renewed emphasis on a meaningful enforcement program that
holds individuals accountable should they violate their security responsibilities.

We are enhancing our efforts to ensure that employees are fully aware of their
own individual protection responsibilities. The granting of a security clearance car-
ries with it a very serious obligation to protect the sensitive and critical assets en-
trusted to one’s care. We have mounted an aggressive and comprehensive security
fducation and awareness campaign to remind each and every individual of their ob-
igations.

For those individuals whose primary duties relate to the protection of national se-
curity assets (that is, our security professionals), we are instituting a comprehensive
career development initiative that establishes a centrally managed competency
based promotion and assignments program designed to institute staffing uniformity
and enhanced operability throughout the complex. This program is an adaptation
of existing programs in place with other government agencies, the military and pri-
vate industry. It represents what I believe to be a “best practice” in the area of ca-
reer development.

Finally, recognizing our critical role in the national security community, we are
institutionalizing my office as the principal security coordinator for the Department
in developing inter- and intra-agency partnerships. In so doing we actively con-
tribute to the protection of the Nation’s energy infrastructure and leverage tech-
nology and, as applicable, expertise into the international security community deal-
ing with nuclear safeguards and security.

Today, the Department of Energy functions in a security environment decidedly
different from the one we faced a decade earlier. There is growing concern about
a new breed of threats that confront the Department and the Nation’s security
structures. Terrorism, Weapons of Mass Destruction and cyber attacks on informa-
tion systems have become ingrained in the global psyche and in our nation’s secu-
rity consciousness. These non-traditional, multi-directional threats are testing secu-
rity resolve and capabilities as never before.

We cannot control or alter the threats to the security interests entrusted to our
care. What can be controlled, however, is our ability to plan and respond to threats
should they ever materialize. The changing security environment and other threats
over the past decade have fundamentally altered the Department’s security perspec-
tive and posture. This is a significant challenge, but one that the Department of En-
ergy is prepared to meet.

Mr. UprON. Thank you. Pretty close on the time as well.
Mr. Curran.
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TESTIMONY OF EDWARD J. CURRAN

Mr. CURRAN. Good morning. Mr. Chairman, I am happy to be
here this morning to discuss the state of counterintelligence at the
Department of Energy. As you are aware, I have been the Director
of the Office of Counterintelligence at DOE since April 1, 1998. In
the 1% years since I have assumed this position, I believe DOE
has made significant progress toward developing an effective and
efficient program to protect DOE personnel and facilities, as well
as classified and sensitive unclassified information on foreign intel-
ligence threats. This progress would not have been possible without
the strong support of Secretary Bill Richardson and the Congress.

Before I discuss the specific progress that has been made to date,
I wogld like to provide some background on the counterintelligence
at DOE.

PDD-61, captioned U.S. Department of Energy Counterintel-
ligence Program, was signed by President Clinton on February 11,
1998. The PDD was the result of numerous General Accounting Of-
fice reviews, United States intelligence community assessments,
and a Federal Bureau of Investigation study directed by the Senate
Select Committee on Intelligence in April 1997. The PDD required
that I prepare a report for the Secretary of Energy 90 days after
my arrival to include an assessment of the current state of DOE’s
CI program, a strategic plan for achieving long-term goals and ob-
jectives of the PDD, and an action plan for near-term measures to
reduce the foreign intelligence threat to DOE laboratories.

To accomplish this effort, I pulled together a team of CI experts,
security professionals, and individuals with cyber expertise from
throughout the Intelligence Community. The resulting report, cap-
tioned Mapping the Future of the Department of Energy’s Counter-
intelligence Program, hereinafter referred to as the 90-Day Study,
identified many deficiencies in DOFE’s CI program and further
verified that the program didn’t meet minimal standards.

The review was initiated on April 1, 1998, and concluded on July
1, 1998, when the 90-Day Study was submitted to the Secretary of
Energy, the Secretary of Defense, the Attorney General, the Direc-
tor of Central Intelligence and the Director of the FBI. The report
made 46 concrete recommendations to improve the effectiveness
and efficiency of the DOE CI program.

On November 13, 1998, Secretary Richardson approved virtually
all of the 46 recommendations identified in the 90-Day Study and
furnished DOE’s CI action plan to Mr. Sandy Berger, Assistant to
the President for National Security Affairs. In the Secretary’s CI
action plan, my office was directed to prepare a CI implementation
plan within 45 days of the issuance of the action plan. This OCI
implementation plan was delivered to the Office of Secretary on
February 3, 1999. In the implementation plan, we assigned indi-
vidual offices primary and supporting responsibility for each rec-
ommendation. We have since prioritized the 46 recommendations
into three different tiers.

I would like to assure you that even while my office was pre-
paring the CI implementation plan we were also in the process of
implementing many of the 90-Day Study’s recommendations. I am
pleased to inform you that, to date, approximately 75 percent of the
46 recommendations have been implemented. Furthermore, almost
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95 percent of the 24 Tier I recommendations have been imple-
mented.

I would like to take a few minutes to identify some of these im-
plementation successes and elaborate on many of the procedures
we have already put into place to address the deficiencies in DOE’s
CI program.

The most important part of developing a world-class CI program
is, of course, the resources. Historically, the DOE CI program has
been underfunded and skills mix of the employees has been insuffi-
cient to effectively execute a complex-wide CI mission. Currently,
the Department has over 110,000 cleared individuals placed in 50
laboratories and facilities, most of which are under separate con-
tracts. These laboratories and facilities house most of the Nation’s
premier scientists’ research and development and the most sophis-
ticated technology applications in the world. Yet when I came on
board in April, 1998 to head the Department’s CI efforts, DOE had
only seven full-time Federal employees at the headquarters dedi-
cated to the CI mission and just a few untrained CI officers in the
field. Seven of these CI officers reported to their separate labora-
tories or facility management without any consolidated head-
quarters oversight or direction for their programs.

Today, I have a staff of 130 Federal, contractor, and Intelligence
Community CI professionals. I expect this number to increase to
156 by the end of this fiscal year. Next fiscal year, it is our goal
to hire a significant amount of CI-cyber experts and place them at
select DOE facilities. Importantly, at each of the five weapons lab-
oratories, I have hired with the cooperation of all the lab directors
seasoned CI professionals, all of whom are retired FBI special
agents. These CI officers are no longer buried in the local bureauc-
racy. They have direct access to me and to the laboratory director
should they need to discuss a CI matter.

The DOE CI program began in 1988, and from its inception
through 1996 the Department spent less than $3 million annually
on counterintelligence. In fiscal years 1997 and 1998, the Intel-
ligence Committees approved a supplement for DOE’s CI budget
based on numerous GAO reports and their continued significant
concerns regarding visitors at the laboratories. This supplement
brought the total CI program funding to $6.6 million in 1997, and
$7.6 million in the 1998. Since my appointment in April of last
year, I have successfully increased DOE’s CI budget from $7.6 mil-
lion to $15.6 for fiscal year 1999, and $39.2 million, which includes
$8 million for CI cyber initiatives, for this fiscal year.

This very tedious and exhaustive effort was accomplished with
exceptional support from Secretary Richardson and members of the
House Armed Services Committee and the House and Senate Select
Committees on Intelligence. Without their continued support and
push for adequate financing, none of the improvements to DOE’s
C]IOIprogram, which I am about to describe, would have been pos-
sible.

Direct funding, along with headquarter’s OCI control and direc-
tion of funds to the laboratories and other DOE facilities is the cor-
nerstone of the 90-Day Study, the CI action plan and the CI imple-
mentation plan and an overall effective CI program at DOE. With-
out this level of control, meaningful oversight is impossible. Direct
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funding has helped us to have great control over allocation of re-
sources to the priorities I have set for the CI program. I would like
to share with you these programmatic priorities and the efforts
OCI is undertaking to improve the DOE CI program.

First, I will highlight some of the very critical and necessary
changes in day-to-day operations of the CI effort at DOE head-
quarters. As a result of PDD-61, a new independent Office of Coun-
terintelligence was created that reports directly to the Secretary of
Energy. As Director of OCI, the PDD gives me direct CI policy de-
velopment, implementation and oversight responsibilities for all CI
activities throughout DOE. The Secretary signed a delegation order
confirming those responsibilities and delegating to me the appro-
priate authority to execute them. In addition to my direct reporting
and access to the Secretary on CI issues, on a regular biweekly
basis, I meet with Under Secretary Moniz and Deputy Secretary
Glauthier on CI issues or as need arises. Mr. Sanchez from the Of-
fice of Intelligence and I both participate in these meetings since
our offices work very, very closely together.

As a result of the 90-Day Study findings, I determined that the
optimal OCI organizational structure includes six distinct areas:
analysis, investigations, Cl-cyber training, inspections, and a CI
evaluation board. Importantly, each of these programs must oper-
ate as a single, integrated program. None of them, taken in isola-
tion, would constitute a viable CI program.

The analysis program is headed by an experienced analyst de-
tailed from the FBI with over 8 years of specific analytical experi-
ence. Her deputy is a detailee from the FBI with analytical experi-
ence. They both are very familiar with DOE, since they partici-
pated in the FBI study of DOE directed by the Senate Select Com-
mittee, which I previously mentioned. They have six analysts cur-
rently working for them and are in the process of hiring several
more experienced analysts. We expect to place CI analysts at five
laboratories this fiscal year.

In my opinion, DOE has a wealth of information which has not
been analytically exploited in the past. The reports we have pro-
duced and will be producing are obviously of great importance to
DOE, but also to the Intelligence Community.

For example, a DOE CI analyst played an extremely important
role in the preparation of the first annual threat assessment pre-
pared by the National Counterintelligence Center at the direction
of the DCI, published in November of last year. This report is re-
quired on an annual basis as a result of PDD-61.

OCI analysts are currently playing a critical role in the second
annual PDD-61-mandated threat assessment which should be pub-
lished next month. These reports are a direct result of the Presi-
dent’s direction and represent meaningful impact to DOE that I
have not seen in the past. In my opinion, if it were not for the tena-
cious efforts by my DOE analysts in this annual effort, the reports
would have been far less meaningful than they are.

The analysis program has written and will continue to write for-
eign intelligence threat assessments resulting from DOE’s exten-
sive interaction with DOE-sensitive countries. As the U.S. Govern-
ment’s technical advisor to various bilateral and multilateral non-
proliferation and arms control initiatives, DOE hosts hundreds of
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sensitive country foreign nationals each year, and DOE officials are
frequent travelers to sensitive countries.

The analysis program is also in the midst of a study of potential
economic espionage at the laboratories. The laboratories engage in
cooperative research and development agreements, CRADAs, with
private industry. OCI wants to ensure that proprietary economic
information is being properly protected.

The projects I mentioned above are expensive, but the results
and benefits to DOE and the Intelligence Community will allow us
to detect and work toward neutralizing foreign intelligence activi-
ties directed at DOE. These products also provide our policymakers
with the information they need to make national policy decisions.

The investigations program is headed by another FBI supervisor,
currently on detail from the FBI, with over 20 years’ experience in
foreign counterintelligence. His primary responsibility is to ensure
that any instances in which classified information is being or may
have been compromised to an unauthorized party are reported to
the FBI. I will continue to staff this program with qualified and ex-
perienced investigators.

The CI cyber program is headed by an employee from the FBI's
National Infrastructure Protection Center. The CI cyber program
director serves as OCI’s representative to DOE’s critical infrastruc-
ture protection task force. Her daily activities include interaction
with DOE headquarters and laboratory computer professionals, as
well as the NIPC. With the additional $8 million OCI received for
cyber programs in fiscal year 2000, we are implementing some of
the recommendations in the 90-Day Study.

One of the 90-Day Study’s recommendations was the develop-
ment and implementation of a complex-wide strategy to address
the potential CI implications of e-mail. As mentioned before, the CI
program will significantly enhance the number of CI experts this
fiscal year in order to further develop field intrusion detection and
analysis abilities. CI cyber personnel require skills in both com-
puter security and counterintelligence.

A DOE Federal employee heads our training program. The pur-
pose of the training program is threefold: to formulate an in-house
program to train our own CI personnel, to provide professional
awareness briefings and debriefings for our scientists traveling to
sensitive countries, and to provide awareness briefings for the gen-
eral DOE population who have an interface with foreigners so that
they become sensitive to CI-related issues. Professional training for
CI officers has been reoriented to focus on core skills necessary to
be an effective CI person.

I would like to provide some examples of our current outreach
and awareness training efforts to the DOE population. The OCI
currently has CI professionals assigned to DOE highly enriched
uranium transparency program. This person is responsible for all
related CI issues and team briefings and debriefings. He is accept-
ed and trusted as a total team member and the members are will-
ing to address sensitive CI issues with him. I have established the
same relationship with scientists and DOE employees associated
with the Materials Protection and Accounting Program, the largest
program within DOE dealing with the Russians, the Initiative for
Proliferation Prevention, the Nuclear Cities Initiative, and the
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China Arms Control Exchange by assigning a CI officer to each
team. Assigning a CI officer to all such programs within DOE will
help us to achieve our goal of briefing and debriefing all personnel
traveling to sensitive countries. Our CI goal is not only to protect
technology, but the programs involving DOE personnel.

Inspections: We have established an internal inspection process
required by PDD-61. There are two teams available at any given
time to complete these inspections. One team is headed by a retired
FBI agent who was the former Assistant Director in charge of the
Washington field office and was previously the Deputy Director in
the FBI’s Inspection Division. The second team is headed by a
former Special Agent who retired from the FBI as the Special
Agent in charge of the Springfield office and was also an inspector
in the FBI's Inspection Division. Both of these individuals have
over 25 years’ experience in the FBI and specifically in the CI
arena. The inspection teams are supported by experienced retired
FBI and law enforcement officers who are experts in gathering in-
formation and resolving complex cases. The teams have been aug-
mented by senior retired personnel security experts from DOE,
along with retired laboratory scientists.

As of this date two inspections have taken place: Los Alamos Na-
tional Laboratory and Lawrence Livermore National Laboratory. A
third inspection of Sandia National Laboratories is under way this
week. All DOE facilities are subject to CI inspection, and we have
scheduled 12 facilities for inspection next calendar year. The re-
sults of the first two inspections have been provided to me and Sec-
retary Richardson.

In brief, these results show that significant improvements have
been made in the CI programs in these laboratories since PDD-61
was signed. I will provide summaries of these inspections to Con-
gress in the annual report on counterintelligence and security prac-
tices at the national laboratories as mandated by the National De-
fense Authorization Act for fiscal year 2000. Any significant CI rel-
evant events will be provided to you immediately.

The CI Evaluations Board: PDD-61 authorized the use of many
tools designed to reduce the threat to classified and sensitive infor-
mation at DOE and its field activities. The polygraph was specifi-
cally cited as being one of the tools which OCI, in coordination with
the DOE Office of Security Affairs, may use to enhance the DOE
CI program. Research and analysis conducted for the 90-Day Study
all indicated that the polygraph was one tool that could be used to
enhance the effectiveness of the CI program.

OCTI’s Counterintelligence Evaluation Board is responsible for im-
plementing the DOE CI polygraph program. A senior OCI officer is
leading OCT’s CIEB. I must stress that the polygraph program is
only one of six elements of the DOE CI program; it cannot be con-
sidered in isolation. I do not believe that the polygraph is a CI pan-
acea or an infallible CI tool. However, I do believe that the poly-
graph serves as a valuable deterrent to individuals who currently
have direct or indirect access to classified information and may be
contemplating espionage.

I also believe the polygraph serves as a constructive screening
device for individuals applying for positions requiring access to
classified and/or sensitive unclassified information. The polygraph
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can also be used effectively as an exculpatory tool. The purpose of
the polygraph program is to protect U.S. national security by at-
tempting to determine if anyone with access has engaged in espio-
nage, sabotage or terrorism or has had unauthorized contact with
foreign nationals or disclosed classified information in an unauthor-
ized manner.

I am extremely sensitive to the anxiety that the polygraph pro-
gram has caused in the Department. I want to stress that we are
only going to be administering the polygraph and examinations to
a small percentage of DOE employees having access to the most
sensitive high-risk national security programs. These programs in-
clude Special Access Programs; Sensitive Compartmented Informa-
tion, SCI; Personnel Security and Assurance Program, and the Per-
sonnel Assurance Program known as PAPS. The latter two pro-
grams involve DOE employees who are involved in the design of
nuclear weapons and those who have direct access to nuclear weap-
ons.

OCI has made every effort to reach out to potentially affected
personnel to explain the polygraph. Technical briefings for employ-
ees of Sandia, Lawrence Livermore, Los Alamos National Labora-
tories were held last month. In accordance with the rulemaking
process, OCI participated with General Habiger, Director of the Of-
fice of Security and Operations in public hearings. The public hear-
ings were held at Lawrence Livermore National Laboratory in Sep-
tember 1999; Sandia National Laboratory on September 16; Los Al-
amos, September 17; and Washington, DC, here, September 22.

Additionally, as you are aware, I provided a briefing on the poly-
graph program to this subcommittee on October 4. We also briefed
the White House science advisor on the some program.

While DOE has approved a notice on the polygraph program, it
only applies to DOE Federal employees. We're currently in the lat-
ter stages of an Office of Personnel Management-mandated rule-
making process to develop regulations for applying the program to
DOE contractors. DOE contractors constitute the majority of indi-
viduals in the aforementioned high-risk national security programs.

As DOE participates in the rulemaking process necessary to
apply to the polygraph program to DOE contractors, we have been
simultaneously administering the polygraph to DOE Federal em-
ployees and volunteering contract employees in OCI and the Office
of Environment, Safety and Health. Additionally, some high-level
Department officials, including the Secretary, Deputy Secretary
and Under Secretary have taken the polygraph. I was the first to
volunteer to take the polygraph last year. Overall, approximately
85 personnel have been administered and passed a Cl-scope poly-
graph thus far.

To ensure quality control, the polygraph program is managed by
an individual that has been the quality control on polygraphs for
DOE since 1991. He is the Director of Quality Control for the
American Association of Police Polygraph Examiners and sub-
committee chairman of the Quality Control Committee for the
American Polygraph Association.

The OCI polygraph program manager also served as the chief in-
structor at the Federal Polygraph School from 1985 to 1991 and in
Government Service Polygraph since 1974.
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The current DOE Polygraph Program has four layers of quality
control. This is more than any other U.S. Government agency
which administers polygraph examinations.

Mr. UpTON. Mr. Curran, I have been very generous with the
time.

Mr. CURRAN. I know. I have one more page.

Our decisions about who is granted access to classified informa-
tion must be made with the sole criteria of protecting U.S. national
security. The enhancement of the DOE Polygraph Program is not
without precedent, as our efforts are bringing the Department in
line with the rest of the intelligence community insofar as access
to high risk national security programs are concerned. I believe
that the Department’s commitment to the overall CI effort is em-
bodied in its support for the Polygraph Program. OCI has received
strong support from the Secretary for this initiative, and with his
and your continued support we will continue to use the polygraph
as an important CI tool.

Thank you, Mr. Chairman, for your patience.

[The prepared statement of Edward J. Curran follows:]

PREPARED STATEMENT OF EDWARD J. CURRAN, DIRECTOR, OFFICE OF
COUNTERINTELLIGENCE, U.S. DEPARTMENT OF ENERGY

Good afternoon Mr. Chairman. I am happy to be here this afternoon to discuss
the state of counterintelligence (CI) at the Department of Energy (DOE). As you are
aware, I have been the Director of the Office of Counterintelligence (OCI) at DOE
since April 1, 1998. In the one and a half years since I assumed this position, I be-
lieve DOE has made significant progress toward developing an effective and efficient
program to protect DOE personnel and facilities, as well as classified and sensitive
unclassified information, from foreign intelligence threats. This progress would not
have been possible without the strong support of Energy Secretary Bill Richardson
and the Congress. Before I discuss the specific progress that has been made to date,
I would like to provide some background on counterintelligence at DOE.

BACKGROUND

Presidential Decision Directive/NSC 61 (PDD-61), U.S. Department of Energy
Counterintelligence Program, was signed by the President on February 11, 1998.
The PDD was the result of numerous General Accounting Office (GAO) reviews,
United States Intelligence Community assessments and a Federal Bureau of Inves-
tigation (FBI) study directed by the Senate Select Committee on Intelligence (SSCI)
in April 1997. The PDD required that I prepare a report for the Secretary of Energy
90 days after my arrival to include an assessment of the current state of DOE’s CI
Program, a strategic plan for achieving the long-term goals and objectives of the
PDD, and an action plan for near-term measures to reduce the foreign intelligence
threat to the DOE laboratories. To accomplish this effort, I pulled together a team
of CI experts, security professionals, and individuals with cyber expertise from
throughout the Intelligence Community. The resulting report, Mapping the Future
of the Department of Energy’s Counterintelligence Program, hereinafter referred to
as the 90-Day Study, identified many deficiencies in DOE’s CI Program and further
verified that the Program did not meet minimal standards. The review was initiated
on April 1, 1998 and concluded on July 1, 1998 when the 90 Day Study was sub-
mitted to the Secretary of Energy, the Secretary of Defense, Attorney General, Di-
rector of Central Intelligence (DCI) and Director, FBI. The report made 46 concrete
recommendations to improve the effectiveness and efficiency of the DOE CI Pro-
gram.

On November 13, 1998, Secretary of Energy Richardson approved virtually all of
the 46 recommendations identified in the 90-Day Study and furnished a DOE CI
Action Plan to Mr. Sandy Berger, Assistant to the President for National Security
Affairs. In the Secretary’s CI Action Plan, my Office was directed to prepare a CI
Implementation Plan within 45 days of the issuance of the Action Plan. This OCI
Implementation Plan was delivered to the Office of the Secretary on February 3,
1999. In the Implementation Plan we assigned individual offices primary and sup-
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porting responsibility for each recommendation. We have since prioritized the 46
recommendations into three tiers.

IMPLEMENTATION PLAN PROGRESS

I would like to assure you that even while my Office was preparing the CI Imple-
mentation Plan we were also in the process of implementing many of the 90-Day
Study’s recommendations. I am pleased to inform you that to date, approximately
75% of the 46 recommendations have been implemented. Furthermore, almost 95%
of the 24 most critical (“Tier One”), 60% of the Tier Two, and 50% of the Tier Three
recommendations have been implemented. I would like to take just a few minutes
to identify some of these implementation successes and elaborate on many of the
procedures we have already put into place to address the deficiencies in DOE’s CI
Program.

Resources

The most important part of developing a world-class CI Program is, of course, the
resources. Historically, the DOE CI Program has been underfunded and the skills
mix of the employees has been insufficient to effectively execute a complex-wide CI
mission. Currently, the Department has over 110,000 cleared individuals placed in
over 50 laboratories and facilities, most of which are under separate contracts.
These laboratories and facilities house most of the nation’s premiere scientists, re-
search and development, and most sophisticated technology applications in the
world—yet when I came on board in April 1998 to head the Department’s CI effort,
DOE had only seven full time Federal employees at headquarters dedicated to the
CI mission, and just a few untrained CI Officers in the field. Each of these CI Offi-
cers reported to their separate laboratory or facility management without any con-
solidated headquarters oversight or direction for their programs.

Today I have a staff of 130 Federal, contractor, and Intelligence Community CI
professionals; I expect this number to increase to 156 by the end of this fiscal year.
Next fiscal year it is our goal to hire a significant amount of CI-Cyber experts and
place them at select DOE facilities. Importantly, at each of the five weapons labora-
tories, I have hired seasoned CI professionals, all of whom are retired FBI Special
Agents. These CI Officers are no longer buried in the local bureaucracy; they have
direct access to me and to the Laboratory Director should they need to discuss a
CI matter.

The DOE CI Program began in 1988 and from its inception through 1996, the De-
partment spent less than $3.0M annually on CI. In Fiscal Years 1997 and 1998, the
Intelligence Committees approved a supplement for the DOE CI budget based on
the numerous GAO reports and their continued, significant concerns regarding visi-
tors at the laboratories. This supplement brought the total CI Program funding up
to $6.6M in 1997 and $7.6M in 1998. Since my appointment in April of last year,
I successfully increased the DOE CI budget from $7.6M to $15.6M for Fiscal Year
1999 and $39.2M (which includes $8 million for CI-Cyber initiatives) for this fiscal
year. This very tedious and exhaustive effort was accomplished with the exceptional
support from Secretary Richardson and Members from the House Armed Services
Committee (HASC), and the SSCI. Without their continued support and push for
adequate financing, none of the improvements to DOE’s CI Program, which I am
about to describe would have been possible. Direct funding, along with head-
quarters OCI control and direction of funds to the laboratories and other
DOE facilities, is the cornerstone of the 90-Day Study, CI Action Plan, CI
Implementation Plan, and an overall effective CI Program at DOE. Without
this level of co