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YEAR 2000: BIGGEST PROBLEMS AND
PROPOSED SOLUTIONS

MONDAY, JUNE 22, 1998

HOUSE OF REPRESENTATIVES,
SUBCOMMITTEE ON GOVERNMENT MANAGEMENT,
INFORMATION, AND TECHNOLOGY,
COMMITTEE ON GOVERNMENT REFORM AND OVERSIGHT,
Washington, DC.

The subcommittee met, pursuant to notice, at 1:03 p.m., in room
2154, Rayburn House Office Building, Hon. Stephen Horn (chair-
man of the subcommittee) presiding.

Present: Representatives Horn, Davis, and Kucinich.

Staff present: J. Russell George, staff director and chief counsel;
Bob Alloway, professional staff member; Matthew Ebert, clerk;
Faith Weiss, minority counsel; Brian Cohen, minority professional
staff member; and Ellen Rayner, minority chief clerk.

Mr. HORN. The Subcommittee on Government Management, In-
formation, and Technology will come to order.

I begin today with an organizing concept on the year 2000 prob-
lem. We can break the year 2000 problem into five stages: Startup,
easy work, hard work, final preparation, and aftermath.

The subcommittee helped initiate the first startup stage with the
first congressional hearing on the year 2000 subject in April 1996.
We moved into the second stage of easy work during 1997 and
made some progress, implementing fixed and tested systems. By
May 15, 1998, the Federal Government was up to 39 percent com-
pliant for mission critical systems. '

As of today, we are moving into the third stage of hard work.
This stage will last about 1 year, until the spring of 1999. Then,
we will move into the fourth stage of final preparation.

I characterize these stages because they represent different types
of tasks and priorities, as well as solutions. In the first awareness
stage, the task was convincing people that this was a real problem
and they should take it seriously. In the second easy work stage,
the task was developing processes for progress reporting, deter-
mining which systems are mission critical, code remediation, con-
tracting, and automated tools.

Now, as we move into the third stage of hard work, the tasks,
priorities, and solutions will shift once again. We have gathered a
group of expert witnesses to look forward to this next stage to dis-
cuss what will be the highest priorities and, hopefully, get some in-
sight into their solutions.

There is not enough time to do everything. There are too many
problems contending for top priority. We must be careful in the se-
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lection of the most important problems. We cannot afford to work
on second-tier problems when first-tier problems are being simply
ignored. We must be careful in the selection of the most realistic
solutions. We cannot afford to make matters worse with unin-
tended consequences.

So today we have gathered together expert witnesses from dif-
ferent perspectives, from the public and private sectors, policy-
makers, project managers, legal and financial experts, and domes-
tic and international perspectives. We will discuss the same ques-
tion across all these perspectives: What are the highest priority
problems for the next stage of the year 2000 problem?

As I have said many times, and I think everybody is saying it
now, this is not a technical problem, it’s a managerial problem
leading to practical actions. There is no doubt that the year 2000
problem is real. It isn’t a figment of someone’s imagination. There
is no doubt that all systems will not be compliant in time. Our re-
sponsibility as a congressional oversight committee is to decrease
the impact on the American people. We must cut the number of
system failures in half and, then, cut that in half again.

From a legislative point of view, the year 2000 problem is
unique. For most issues, Congress has the luxury of refining legis-
lation again and again, over the course of decades. For the year
2000 problem, Congress will not be able to pass legislation, see how
it works for a couple of years, and then, amend as necessary.

Identification of top priority year 2000 problems will not nec-
essarily result in legislative action. However, any suggested legisla-
tive measures from this panel or any other source must be more
carefully considered. The normal opportunities to correct unin-
tended consequences are precluded by the short time remaining be-
fore the deadline.

This problem has evolved since our first subcommittee hearing
on April 16, 1996. At first, it was a few lone individuals explaining
the inevitable technical consequences of a two-digit year calculation
in the next millennium. Now there is a whole range of voices, from
every direction with thousands of anecdotes.

At first, the priority action was simple, raise awareness and start
working. Now priorities must be carefully considered. We must dis-
tinguish the possible from the likely, rank order by impact, take
into account the availability of work-arounds, include the con-
sequences of failures on other systems, and remember practicality
and the laws of unintended consequences. This hearing asks some
of the leading experts for their carefully considered top priorities
and recommended solutions.

Our first panel includes the following witnesses: Edward DeSeve,
the Deputy Director for Management, Office of Management and
Budget; Dr. Rona Stillman, Chief Scientist for Computers and Tele-
communications, General Accounting Office; Dennis Grabow, the
chief executive officer of the Millennium Investment Group; Dan
Steinberg, president, Synthesis: Law and Technology; Alan Simp-
son, president, ComLinks; Bruce Webster, chief technical officer,
Object Systems Group, and director of the Washington, DC Year
2000 Group; and Tom McCabe should be here, I believe, yes, a lit-
tle out of order, chairman, McCabe & Associates.
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We will go in the order in which we have it on the agenda. As
you perhaps know, some of you have been here before, since it is
a subcommittee of the Committee on Government Reform and
Oversight, you need to stand and raise your right hands, and take
the following oath.

[Witnesses sworn.]

Mr. HORN. I will note for the clerk that all seven witnesses have
affirmed. We will now begin in the order you are on the agenda.

Mr. DeSeve, the Deputy Director for Management, Office of Man-
agement and Budget.

[The prepared statement-of Hon. Stephen Horn follows:]
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1 begin today with an organizing concept of the stages in the Year 2000 problem. We can
break the Year 2000 problem into five stages:
start-up
easy-work
hard-work
final preparation, and
the aftermath.
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This subcommittee helped initiate the first start-up stage with the first Congressional hearing on
the Year 2000 subject in April of 1996.

‘We moved into the second stage of easy-work during 1997 and made some progress
implementing fixed and tested systems. By May 15 of 1998, the Federal Government was up to 39%
compliance for mission-critical systems.

As of today, we are moving into the third stage of hard-work. This stage will last about one
year, until the spring of 1999. Then, we will move into the fourth stage of final preparation.

I characterize these stages because they represent different types of tasks, priorities, and

huth In the first stage, the task was convincing people that the probiem was real and
serious. In the second easy work stage, the task was developing p for prog porting
determining which sy are mission-critical, code diati ing, and d tools.

Now, as we move into the third stage of hard work, the tasks, priorities, and solutions will shift
once again. We have gathered a group of expert witnesses to look forward to this next stage - what
will be the highest priorities and, hopefully, some insight into their solutions.

There is not enough time to do everything. There are too many problems contending for top
priority. We must be careful in the selection of the most important problems. We can not afford to
work on second tier problems, when first tier problems are being ignored.

We must be careful in the selection of the most realistic soluti We can not afford to make
matters worse with unintended consequences.




We have gathered together expert witnesses from different perspectives - from the public and
private sectors, policy makers and project managers, legal and financial, and domestic and international
perspectives. We will discuss the same question across all these perspectives: What are the highest
priority problems for the next stage of the Year 2000 probiem?

This is not a technical discussion, rather, it is managerial, leading to practical actions. There is
no doubt the Year 2000 problem is real. There is no doubt that all systems will NOT be compliant in
time. Qur responsibility is to decrease the impact on the American people. We must cut the number of
system failures in half; and then, cut it in half again.

From a legislative point of view, the Year 2000 problem is unique. For most issues, Congress
has the luxury of refining legislation again and again over the course of decades. For the Year 2000
problem, Congress will not be able to pass legislation; see how it works for a couple of years; and then
amend as necessary.

Identification of top priority Year 2000 problems will not ily result in legislative
action. However, any suggested legislative measures from this panel, or any other source, must be
more carefully considered. The normal opportunities to correct unintended q are precluded

by the short time remaining before the deadline.

This problem has evolved since our first subcomnittee hearing on Year 2000 on April 16,
1996. At first, it was a few lone individuals explaining the inevitable technical consequences of two
digit year calculations in the next millennium. Now, there is a cacophony of voices from every
direction with thousands of anecdotes.

At first, the priority action was simple ~ raise awarencss and start working. Now, priorities
must be carefully considered. We must distinguish the possible from the likely; rank order by impact;
take into account the availability of work-arounds; include the consequences of failures on other
systems, and remember practicality and the laws of unintended consequences.

- This hearing asks some of the leading experts for their carefully considered top priorities and
recommended solutions.
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STATEMENT OF EDWARD DeSEVE, DEPUTY DIRECTOR FOR
MANAGEMENT, OFFICE OF MANAGEMENT AND BUDGET

Mr. DESEVE. Thank you very much, Mr. Chairman.

I am here today to discuss the Federal Government’s efforts to
address the year 2000 problem. As you know, the seemingly simple
problem is one of the great challenges confronting our Nation
today. Let me begin by expressing my support for the work of this
committee. You have been and are playing a key role in helping to
address this critical issue.

By way of background, Executive Order 13073, Year 2000 Con-
version, created the President’s Council on the Year 2000 Conver-
sion, chaired by Assistant to the President, John Koskinen. The
council has a twofold mission: First, to assist Federal agencies as
they work to prepare their systems for the new millennium; and
second, to increase awareness of the problem among private sector
entities, State and local governments, and international organiza-
tions.

We at OMB are working very closely with the council. While
OMB continues its role of oversight of Federal agency progress on
fixing the internal year 2000 problem, the role of the (E,ouncil has
been to increase awareness beyond the Federal Government.

The invitation letter today asks that I discuss practical solutions
to high priority activities. Accordingly, I would like to identify our
top management priorities and the practical solutions that we are
undertaking. This afternoon I would like to describe five of those
priorities: First, dealing with mission critical systems; second, data
exchanges; third, embedded chips; fourth, continuity of business
planning; and fifth, international and national readiness, and dis-
cuss each of those briefly.

The first priority I would like to mention is that of fixing mission
critical systems. Overall, the Federal Government continues to
make progress, but at the rate of some agencies’ progress is not
fast enough. As you know, OMB has characterizeg agencies into
one of three tiers. Although 71 percent of the mission critical sys-
tems of tier 3 agencies are compliant, only 33 percent of those in
tier 1 agencies are compliant. It’s critical that tﬁose agencies most
at risk devote more management attention to fixing the problem.

We in the administration are taking practical steps to improve
the progress of these agencies. First, for all cabinet agencies that
are not making sufficient progress, the chairman of the Year 2000
Conversion Council and OMB staff will personally participate in
monthly progress briefings with senior management of each tier 1
cabinet agency. In addition, we have asked the tier 1 and tier 2
agencies to provide OMB their plans for monthly progress toward
making their mission critical systems compliant, and that they pro-
vide monthly progress reports against those plans.

The plans are due to (gMB on Friday, June 26, and the monthly
progress reports will be due on the 10th of each month, beginning
in August. As a practical matter, Mr. Chairman, as we have in the
past, we will make this information available to the committee on
a timely basis.

Data exchanges. Another priority is coordinating and managing
exchanges of data with those outside the Federal Government. It
is essential that exchange partners agree on changes to the format
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of exchanges, as well as the timing of such exchanges. Federal
agencies have more than 10,000 such exchanges with each other,
with foreign, State and local governments and private entities.

In response to this problem, we do hope for a close working rela-
tionship with organizations such as NASIRE, the National Associa-
tion of State Information Resource Executives, and the National
Governors’ Association.

As a practical first step, we directed agencies to inventory all of
their data exchanges by February of this year, and to begin discus-
sions with their exchange partners. The deadline for them to up-
date all of these exchanges is March 1999, however, beginning in
July, Federal agencies will incorporate into the inventory the sta-
tus of each exchange. The status will be reported by State and will
include whether the exchanges are compliant or not.

Embedded chips. An additional priority is that of addressing the
embedded chip problem. As you know, this is the great unknown
about the year 2000 problem. People are finding embedded chip
problems in a wide array of unexpected noncomputer places. Last
week, for example, I read about a number of chip problems that
could affect the operation of cargo tankers. At this point, it appears
that virtually any large piece of machinery could have an embed-
ded chip problem. While much of the work in identifying embedded
chips and contacting the manufacturers of the product must be
done individually by agency, in some cases, a governmentwide ap-
proach is more practical.

One solution has been to establish through the Chief Information
Officers Council interagency working groups in the areas such as
biomedical devices and laboratory equipments, commercial prod-
ucts, telecommunications and building. Each group is chaired by
key agency personnel, and listed in my testimony are the web sites
to these groups. Once an agency finds that a product is either com-
pliant or noncompliant, in terms of embedded chips, the web site
is the mechanism for posting this information.

The next priority I would like to highlight is the continuity of
business planning. No matter how well Federal agencies progress
between now and January 1, 2000, there is no question there will
be some problems. As a practical solution to this problem, the CAQO
Council’s Year 2000 Committee and the General Accounting Office
are developing a draft guide on continuity of business planning.
Such planning is to adg:ess, in addition to the risk of failure of
agencies’ internal systems, the implication of the year 2000 prob-
lem that are outside of the agencies’ control. In addition, we will
shortly require agencies to provide us with more detailed informa-
tion on both their continuity of business plans, as well as contin-
gency planning for those systems that are expected to miss the
March 1999 deadline for implementation.

National and international preparedness. The Council imple-
mented a practical solution by reaching out to many complex con-
stituencies and groups and by building on existing organizational
relationships. The Council has identified roughly 30 economic sec-
tors and enlisted agencies with policy interests or connections to
those areas to serve as coordinators. These areas are critical be-
cause everyone is dependent on them; thus, the energy group is co-
chaired by the Department of Energy, the Federal Emergency Reg-
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ulation Commission is looking at gas and oil, telecommunications
is being worked on by FCC, et cetera. Meanwhile, the State De-
partment is taking the lead overall in raising awareness inter-
nationally. For example, Secretary Albright recently sent to all
U.S. Ambassadors a cable that designates them as the U.S. Year
2000 Coordinator in their host country and instructs them to deter-
mine the Y2K readiness of these countries.

Year 2000 funding. In order to implement these and other prior-
ities, OMB will continue to assist all agencies in assuring that ade-

uate resources are available to address this critical issue. In the
iscal year 1999 budget, the President has requested more than $1
billion for a Y2K computer conversion. In adgition, the budget an-
ticipated that additional requirements would emerge over the
course of the year and, in a practical way, included an allowance
for emergencies and other unanticipated needs.

At this time, we believe the resource levels included in the Presi-
dent’s budget will fully address the year 2000 conversion problems
governmentwide. However, our experience has been, as we learn
more about how to address these problems, we expect that ensur-
ing governmentwide compliance will require flexibility to respond
to unanticipated requirements. To the extent such unanticipated
requirements are identified, it will be essential to make sure that
funding is available quickly and will truly be emergency funding.
The emergency mechanism recently approved by the House Appro-

riations Committee provides such flexibility. We are encouraged to
earn the Senate Appropriations Committee is also expected to ap-
prove such a mechanism.

As action on the various appropriation bills proceeds, we urge
Congress to leave as much as possible of the emergency contingent
reserves unallocated so funds are available to address emerging
needs. It is our understanding when the House Rules Committee
meets on Tuesday to take up the Defense and Treasury/General
Government appropriations bills, they will report rules that will
strip the emergency funding mechanisms from both bills. This is
regrettable action and will not help agencies move forward in ad-
dressing the problem. The value of the emergency mechanism ap-
proved by the House Appropriations Committee is the flexibility it
provides in the event we determine that additional requirements
are required. We have only 557 days left. We want to solve the
problem as soon as possible. By delaying approval of emergency
funding and reopening the issue of the use of the emergency spend-
ing authority, the House would create controversy and delay. We
hope the House will reconsider.

That concludes my testimony, Mr. Chairman. I would be de-
lighted to take questions either now or at the end of the panel.

[The prepared statement of Mr. DeSeve follows:]
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Good afternoon. I am here today to discuss the Federal government's efforts to address
the year 2000 problem. As you know, this seemingly simple problem is one of the great
challenges confronting our nation today. Let me begin by expressing my support for the work of
this Committee. You have been and are playing a key role in helping to address this critical
issue.

By way of background, E.Q. 13073, Year 2000 Conversion, created the President’s
Council on Year 2000 Conversion, chaired by an Assistant to the President, John Koskinen. The
Council has a two-fold mission: to assist Federal agencies as they work to prepare their systems
for the new millennium and to increase awareness of the problem among private sector entities,
State and local governments, and international organizations.

We at OMB are working very closely with the Council. While OMB continues its
oversight of Federal agency progress on fixing the internal year 2000 problem, the role of the
Council has been to increase awareness beyond the Federal government. Therefore, today I will
discuss our efforts to help Federal agencies fix their internal year 2000 problems while also
touching on the national and international efforts of the Council.

The invitation letter asks that I discuss “practical solutions to high-priority activities.”
Accordingly, I would like to identify our top management priorities and the practical solutions
that we are undertaking. This afternoon, I would like to describe five of those priorities --
mission-critical systems, data exchanges, embedded chips, continuity of business planning, and
national and interational readiness -- and briefly discuss the practical solutions that we have
underway.

Mission-rifical §

The first priority I would like to mention is that of fixing mission-critical systems.
Overall, the Federal government continues to make progress in addressing the year 2000 problem
— but the rate of some agencies is still not fast enough. As you know, OMB has categorized
agencies into one of three tiers based on evidence of adequate progress. Although 71 percent of
the mission-critical systems of the tier 3 agencies are compliant, only 33 percent of those of the
tier 1 agencies are compliant. It is critical that those agencies at most risk devote more
management attention to the problem in order to ensure that solving it is the agency’s highest
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priority

We in the Administration are taking practical steps to improve the progress of these
agencies Furst, for all the Cabmet agencies that are not making sufficient progress, the Charrman
of the Year 2000 Conversion Council and OMB staff will personally participate in monthly
progress briefings with the senior management of each tier 1 Cabinet agency. This way we can
provide on-the-spot practical help to Departmental management in addressing any problems that
may be slowing their progress.

In addition, we have asked the tier 1 and tier 2 agencies to provide to OMB their plans for
monthly progress toward making their mission-critical systems compliant, and that they provide
monthly reports on their progress against those plans. The plans are due to OMB on Friday, June
26, and the monthly progress reports will be due on the tenth of each month beginning in August.
This is a practical way to monitor the agencies at highest risk more closely, without imposing a
substantial new reporting burden on them. We will include summaries of this information in
future OMB quarterly reports.

Data Exchanges

Another priority is coordinating and managing exchanges of data with those outside the
Federal government. It is essential that exchange partners agree on changes to the format of
exchanges, as well as the timing of such changes. Federal agencies have more than 10,000 such
exchanges with each other; with foreign, State, and {ocal governments; and with private entities.
Of particular importance are data exchanges with the States, because States operate many
important Federal programs.

In response to this problem, we have developed a close working relationship with
organizations such as the National Association of State Information Resource Executives
(NASIRE) and the National Governors Association. As a practical first step, we directed
agencies to inventory all of their data exchanges by February of this year and to begin
discussions with their exchange partners by March. In their most recent reports to us, all
agencies say they have inventoried their exchanges and initiated discussions with their partners.
The deadline for them to update these exchanges is March 1999.

In addition, the Chief Information Officers (CIO) Council has been working with
NASIRE to assure that these exchanges will work. This spring, Federal agencies provided the
States with an inventory of Federal/State data exchanges. The States are in the process of
verifying that the inventory is complete. Beginning in July, Federal agencies will incorporate
into the inventory the status of each exchange. The status will be reported by State and will
include whether the exchange is compliant, whether the fix is permanent or interim, and whether
the fix has been tested. This information will be updated monthly and will provide us with
useful, practical information about how well agencies are doing in preparing their data
exchanges.
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Embedded Chips

An additional priority is that of addressing the embedded chip problem. As you know,
this is the great unknown about the year 2000 problem. People are finding embedded chip
problems in a wide array of unexpected, non-computer places. Just last week, for example, I
read about a number of chip problems that could affect the operation of ships. At this point it
appears that virtually any large piece of machinery or any complex process needs to be assessed
to see if it will be impacted by an embedded chip problem. It is important to note that in these
instances the problem occurs in commercial products that rely on computers or have computer
chips inside them. Therefore, unlike fixing custom software, these problems, while identified by
agencies, usually need to be fixed by the manufacturers of those products.

‘While much of the work of identifying chip problems and contacting the manufacturers
of the products must be done individually by each agency, in some cases a government-wide
approach is more practical. One solution has been to establish, through the CIO Council,
interagency working groups in the areas of bio-medical devices and laboratory equipment,
commercial products, telecommunications, and buildings. Each interagency working group,
chaired by a key program agency, is tasked with raising awareness across government and
working with manufacturers to assure that products are fixed. Each group is contacting vendors
on behalf of the entire Federal government, performing tests to verify the compliance of
products, and sharing information through electronic databases. This information is publicty
available at these websites:

FDA site on biomedical devices www.fda.gov/cdrivyr2000

GSA site on compliant commercial products http://y2k.policyworks.gov/

GSA site on telecommunications equipment http://y2k.fis.gsa gov/

GSA site on buildings and facilities http://globe.lmi.org/lmi_pbs/y2kproducts/
Continuity of Busi 5

The next priority that I will highlight is continuity of business planning. No matter how
well Federal agencies progress between now and January 1, 2000, there is no question that there
will be some problems. This is true both for agencies that complete their work on the problem as
well as those that do not. Therefore, as a practical matter, agencies need to begin planning now
to assure the continuity of their core business functions.

% As a practical solution to this problem, the CIO Council’s Year 2000 Committee and the
General Accounting Office are developing a draft guide on continuity of business planning.
Such planning is to address, in addition to the risk of failure of the agency’s internal systems, the
implications of the year 2000 problem that are outside of the agency’s control, such as the
inability of suppliers to provide products or the failure of critical infrastructures. In addition, we
will shortly require agencies to provide us with more detailed information on both their
continuity of business plans as well as contingency planning for those systems that are expected

3
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to muss the March 1999 deadline for implementation
National and I ional P

A final priority of the Council is to promote national and intemational preparedness.
Because of the interconnected nature of our technology dependent world, the Council has
realized how important it is that our country as a whole be prepared -~ and that the world is
ready, t00.

The Council implemented a practical solution to the problem of reaching out to 50 many
complex constituencies and groups by building on existing organizational relationships among
agencies and outside groups. The Council has identified roughly 30 economic sectors and
enlisted agencies who have policy interests in, or connections to, these areas to serve as
“coordinators,” to increase awareness of the problem and to offer support. The list of sectors
includes energy, telecommunications, and financial institutions. These areas are critical because
everyone is dependent on them, Thus, the energy sector group is co-chaired by the Department
of Energy, which is looking at electric power, and the Federal Energy Regulatory Commission,
which is looking at oil and gas. The telecommunications sector group is co-chaired by the
Federal Communications Commission and the General Services Administration, and the
financial institutions sector group is chaired by the Federal Reserve Board.

In many cases, agencies have a natural constituency. In other cases, agencies have been
tasked with reaching out to groups that the Federal government doesn’t traditionally do business
with. While some agencies have a regulatory role, all agencies have a responsibility to make
sure that they groups they are in contact with are ready and to ensure that there are no gaps in
caverage.

in the international arena, the Chairman of the Council has met with the United Nations
Informatics Working Group on this issue; he has also met with the Chair of the World Bank, who
subsequently issued a letter to the leaders of al! member nations on this subject. We have met
with the year 2000 representatives from a number of nations, including Mexico, South Africa,
England, and Canada.

Meanwhile, the State Department is taking the lead overall on raising awareness
internationally. For example, Secretary Albright recently sent to all U.S. ambassadors a cable
that designutes them as U.S, year 2000 coordinators in their host countries and instructs them to
determine the year 2000 readiness of those countries’ basic infrastructures. The Federal Aviation
Administration has met with its international counterparts, while the Federal Communications
Commission has been working with the International Telecommunications Union.

‘While the Federal government is reaching out to a large number of organizations, both
domestic and international, it is important to note that it has no authority to directly intervene in
most of these areas. Therefore, the most practical approach for the Council to take is to raise

4
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awareness and to facihitate the flow of mnformation help orgamizations fulfill their responsibitities
to make sure their systems work.

Year 2000 Funding

OMB will continue to assist all agencies in ensuring that adequate resources are available
to address this critical issue. In the FY 1999 Budget, the President has requested more than $1
billion for Y2K computer conversion. In addition, the Budget anticipated that additional
requirements would emerge over the course of the year, and included an allowance for
emergencies and other unanticipated needs.

At this time, we believe that the resource levels included in the President’s budget will
fully address Y2K computer conversion requirements Government-wide. However, as we leam
more about how to address this problem, we expect that ensuring Government-wide compliance
will require flexibility to respond to unanticipated requirements. To the extent such
unanticipated requirements are identified, it will be essential to make that funding available
quickly. It will truly be emergency funding.

The emergency mechanism recently approved by the House Appropriations Committee
provides such flexibility. We are encouraged to learn that the Senate Appropriations Committee
is also expected to approve such a mechanism. As action on the various appropriations bills
proceeds, we urge Congress to leave as much as possible of the emergency contingent reserve
unallocated so that funds are available to address emerging needs.

It is our understanding that when the House Rules Committee meets on Tuesday to take
up the Defense and Treasury/General Government Appropriations bills they will report rules that
will strip the emergency funding mechanism from both bills. This regrettable action will not
help agencies move forward in addressing this problem.

The value of the emergency mechanism approved by the House Appropriations
Committee is the flexibility it provides in the event that we determine that additional resources
are required. We have only 557 days until January 1, 2000. We want to solve this problem as
soon as possible. By delaying approval of emergency funding and reopening the issue of the use
of the emergency spending authority, the House will create controversy and delay. We hope the
House will reconsider.

Moving Forward

There is no doubt the year 2000 problem poses a significant challenge to Federal agencies
and to our nation as a whole. But I am confident Federal agencies will live up to their end of the
bargain, both in fixing their internal year 2000 problems and in increasing awareness beyond the
Federal Government.
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I thank the commuttee for its continued interest 1n the year 2000 problem You are
making a valuable contribution to the public dialogue about this matter I look forward to
working with you, and I would be happy to answer any questions that you may have.
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Mr. HORN. Well, we will do it at the end, but let me just make
two remarks. The Speaker is the person that speaks for the House
of Representatives, at least a majority in the House, and the
Speaker is very determined to have this come, every dollar you
want, to have the emergency provisions invoked. So I think that is
either misplaced, old news, or whatever. But that will be taken
care of. We don’t intend to deny you 1 penny, despite 2 or 3 years
of procrastination, to be blunt about it. You are going to get every
dime you need.

Now, let me just ask one question. You mentioned you would
give us those quarterly reports on a timely basis.

Mr. DESEVE. Monthly reports, sir.

Mr. HORN. Monthly reports. What is your view of timely?

Mr. DESEVE. Within 7 working days. We need to get them in,
look at them, and there may be some dialog with the agencies if
the reports are not responsive, but 7 working days from the time
at which they are submitted, both the plans and the reports.

Mr. HorN. Well, 1 frankly would hope we would get the reports
at the same time. I think, as I have told John Koskinen, I said,
John, you don’t have time for quarterly reports or monthly reports,
you need a weekly report if you are going to be serious about this,
so I would hope that the reports would come up to us in 24 hours.

All right. Let us go down to the second witness, Dr. Rona
Stillman, chief scientist for computers and telecommunications,
General Accounting Office.

STATEMENT OF RONA STILLMAN, CHIEF SCIENTIST FOR COM-
PUTERS AND TELECOMMUNICATIONS, GENERAL ACCOUNT-
ING OFFICE, ACCOMPANIED BY JOEL WILLEMSSEN, DIREC-
TOR, ACCOUNTING AND INFORMATION MANAGEMENT DIVI-
SION, GENERAL ACCOUNTING OFFICE

Ms. STILLMAN. Mr. Chairman and members of the subcommittee,
thank you for inviting me to participate in today’s hearing on the
year 2000 problem. Because of the urgent nature of the year 2000
problem and the potentially devastating impact it could have on
critical government operations, we designated the problems a high
risk area for the Federal Government in February 1997. Since that
time, we have issued over 40 reports and testimony statements de-
tailing specific findings and recommendations related to year 2000
readiness of a wide range of Federal agencies. We have also issued
guidance to help organizations successfully address the issue.

Today I will briefly discuss our major concerns with Govern-
ment’s progress in fixing its systems, highlight the year 2000 risks
facing the Government and introduce our guidance on year 2000
testing, which was designed to assist agencies in the most exten-
sive and expensive part of remediation. Overall, the Government’s
24 major departments and agencies are making slow progress in
fixing their systems.

In May 1997, the Office of Management and Budget reported
that about 21 percent of the mission critical systems for these de-
partments and agencies were year 2000 compliant. A year later, in
May 1998, these departments and agencies reported that about 40
percent were compliant. Unless progress improves dramatically, a
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substantial number of mission critical systems will not be compli-
ant on time.

In addition to slow progress in fixing systems, many agencies
were not adequately acting to establish priorities, develop contin-
gency plans, formulate a more complete and accurate picture of
year 2000 progress, and ensure that the Government’s critical core
business processes are adequately tested. First, no governmentwide
priorities have been established for fixing systems, based on such
criteria as the potential for adverse health and safety effects, ad-
verse financial effects on American citizens, and detrimental effects
on national security. Furthermore, while individual agencies have
been identifying mission critical systems, this has not always been
done based on a determination of the agency’s most critical oper-
ations.

For example, as noted by the Defense Science Board, defense has
no means of distinguishing between the priority of a video confer-
encing system and the priority of a logistics system, both of which
were 1dentified as mission critical. If priorities are not clearly set,
the Government will waste time and resources in fixing systems
that have little bearing on its most vital operations.

Second, contingency planning across the Government has been
inadequate. In their May 1998 quarterly reports to OMB, only four
agencies reported that they had drafted contingency plans for their
core business processes. Without such plans, when unpredicted fail-
ures occur, agencies will not have well-defined responses and may
not have enough time to develop and test alternatives. Because
Federal agencies depend on data provided by their business part-
ners and services provided by the public infrastructure. For exam-
ple, voice and data telecommunications, it’s imperative that contin-
gency plans be developed for all systems supporting critical core
business processes, regardless of whether these systems are owned
by the agency.

Third, OMB’s assessment of the current status of Federal year
2000 progress is predominantly based on data that is self-reported
by the agencies. Without independent reviews, OMB and the Presi-
dent’s Council on Year 2000 Conversion have little assurance that
they are receiving accurate information. In fact, some data reported
to OMB have been inaccurate. The DOD Inspector General found
that DOD had no adequate basis for reporting about 320 mission
critical systems as compliant in November 1997. In May 1998, the
Department of Agriculture reported 15 systems as compliant, even
though these were replacement systems that were still under devel-
opment or were still in planning.

Fourth, end-to-end testing responsibilities have not been defined.
To ensure that the mission critical systems can reliably exchange
data with other systems and that they are protected from errors
that can be introduced by external systems, agencies must perform
end-to-end testing of their critical core business processes. Since
year 2000 problems affect nearly all digital systems, many systems
in the end-to-end chain will have been modified or replaced. As a
result, the scope and complexity of testing and its importance is
dramatically increased, as is the difficulty of isolating, identifying,
and correcting problems. So far, lead agencies have not been des-
ignated to take responsibility for end-to-end testing across organi-
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zational boundaries and for ensuring the independent verification
and validation of such testing.

One of the more alarming problems we have come across is that
some agencies are not adequately prepared for testing their sys-
tems for year 2000 compliance. For example, in April 1998, we re-
ported that the Department of Defense had not specified a uniform
testing strategy for use by all its components. Further, the Army,
Navy, and Air Force had not assessed their testing needs or their
test facility requirements. In May 1998, we reported the Depart-
ment of Agriculture’s Chief Information Officer had not provided
test guidance to the department’s component agencies and that 8
of 10 component agencies included in our review had no testing
strategies.

To address this problem, we are issuing today another install-
ment in our year 2000 guidance, which addresses the need to plan
and conduct year 2000 tests in a structured and disciplined fash-
ion. The guide describes a step-by-step framework for managing
and a checklist for assessing alf year 2000 testing activities. It in-
corporates guidance and recommendations of standard bodies and
draws on the work of leading information technology organizations.
If effectively implemented, our %'uide should help Federal agencies
successfully negotiate the complexities involved in the year 2000
testing. ‘

Mr. Chairman, this concludes my statement. I will be happy, of
course, to answer any questions.

[The prepared statement of Ms. Stillman follows:]
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Mr Chairman and Members of the Subcommuttee

Thank you for inviting me to participate in today's hearing on the Year 2000 problem.

As you know, the federal government is extremely vulnerable to Year 2000 problems due
to its widespread dependence on computer systems to process financial transactions,
deliver vital public services, maintain national security, and carry out its operations. This
challenge is made more difficult by the age and poor documentation of some of the
government's existing systems and its lackluster track record in modernizing systems to

. deliver expected improvements and meet promised deadlines. Today, 1 will briefly
discuss the Year 2000 risks facing the government; highlight our major concerns with the
government's progress in fixing its systems; and introduce our guidance on Year 2000
testing, which is designed to assist agencies in the most extensive and expensive part of

remediation.

Addressing the Year 2000 problem in time will be a tremendous challenge for the federal
government. Many of the federal government's computer systems were originally
designed and developed 20 to 25 years ago, are poorly documented, and use a wide

variety of computer languages, many of which are obsolete. Some applications include
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thousands, tens of thousands, or even millions of lines of code, each of which must be

exarnined for date-format problems.

To complicate matters, agencies must also consider the computer systems belonging to
federal, state, and local governments; the private sector;-foreign countries; and
international organizations that interface with their systems. For example, agencies that
administer key federal benefits payment programs, such as the Department of Veterans
Affairs, exchange data with the Department of Treasury which, in turn, interfaces with
various financial institutions to ensure that benefits checks are issued. Department of
Defense systems interface with thousands of systems belonging to foreign military sales
customers, private contractors, other federal agencies, and international entities such as
the North Atlantic Treaty Organization. Taxpayers can pay their taxes through data
exchanges between the taxpayer, financial institutions, the Federal Reserve System, and
the Departiment of Treasury's Financial Management Service and the Internal Revenue
Service. Because of these and thousands of other interdependencies, government systems
are also vulnerable to failure caused by incorrectly formatted data provided by other

systems which are noncompliant.

The federal government also depends on the telecommunications infrastructure to deliver
a wide range of services. For example, the route of an electronic Medicare payment may
traverse several networks—those operated by the Department of Health and Human

Services, the Department of the Treasury's cornputer systems and networks, and the
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Federal Reserve's Fedwire electronic funds transfer system Seamless connectivity
among a wide range of networks and .can'ierS is essential nationally and internationally

and a Year 2000-induced telecommunications failure could cause major disruptions.

In addition, the year 2000 could cause problems for the many facilities used by the federal
government that were built or renovated within the last 20 years and contain embedded
computer systems to control, monitor, or assist in operations. For example, building
security systems, elevators, and air conditioning and heating equipment, could

malfunction or cease to operate.

Agencies cannot afford to neglect any of these issues. If they do, the impact of Year 2000
failures could be widespread, costly and potentially disruptive to vital government

operations worldwide. For example:

. flights could be grounded or delayed and airline safety could be degraded;

. the military services could find it extremely difficult to _eﬂicient.ly and effectively
equip and sustain their forces around the world;

. Internal Revenue Service tax systems could be unable to process returns, thereby
jeopardizing revenue collection and delaying refunds;

] the Social Security Administration process to provide benefits to disabled persons

could be disrupted; and
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. payments to veterans with service-connected disabihties could be erroneous or

severely delayed.

Because of the urgent nature of the Year 2000 problem and the potentially devastating
impact it can have on critical government operations, we designated the problem as a
high-risk area for the federal government in February 1997.' Since that time, we have
issued over 40 reports and testimony statements detailing specific findings and
recommendations related to the Year 2000 readiness of a wide range of federal agencies.’

We have also issued guidance to help organiiations successfully address the issue.?

Overall, the government's 24 major departments and agencies are making slow progress in
fixing their systems. In May 1997, the Office of Management and Budget (OMB) reported

that about 21 percent of the mission-critical systems (1,598 of 7,649) for these

echnology (GAO/HR-97-9, February

High-Risk
1997).

*A list of publications is included as an attachment to this statement.

(GAO/AIMD-10.1.14, September 1997),
which includes the key tasks needed to complete each phase of a Year 2000 program
(awareness, assessment, renovation, validation, and implementation); and Year 2000
Computing Crisis: Business Continuity and Contingency Planning (GAO/AIMD-10.1.19,
Exposure Draft, March 1998) which describes the tasks needed to ensure the continuity
of agency operations.
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departments and agencies were Year 2000 comphant*® A year later, In May 1998, these
departments and agencies reported that 2,914 of the 7,336 mission-critical systems in their
current inventm_ies, or about 40 percent, were compliant. Unless progress improves
dramatically, a substantial number of mission-critical systems will not be compliant on

time.

In addition to slow progress in fixing systems, many agencies were not adequately acting
on critical steps to establish priorities, solidify data exchange agreements, and develop
contingency plans. Likewise, more attention needs to be devoted to (1) ensuring the
government has a complete and accurate picture of Year 2000 progress, (2) setting
national priorities, (3) ensuring that the governunent's critical core business processes are
adequately tested, (4) recruiting and retaininﬁ information technology personnel with the
appropriate skills for Year 2000-related work, and (5) assessing the nation's Year 2000
risks, including those posed by key economic sectors. 1 would like to highlight some of

these vulnerabilities and our recommendations made in April 1998 for addressing them.®

*The Social Security Administration's (SSA) mission-critical systems were not included in
these totals because SSA did not report in May 1997 on a system basis. Rather, SSA
reported at that time, and again in August 1997, on portions of systems that were
compliant. For example, SSA reported on the status of 20,000-plus modules rather than
200-plus systems.

Yea X ing otential for Wid
Leadership and Partnerships (GAG/AIMD-98-85,
3
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First, governmentwide pnonties n fixing systems have yet to be established There
has not been a concerted effort to set governmentwide priorities based on such
criteria as the potential for adverse health and safety effects, adverse financial
effects on American citizens, detrimental effects on national security, and adverse
economic consequences. Furthermore, while individual agencies have been
identifying mission-critical systems, this has not always been done based on a
determination of the agency's most critical operations. For example, as noted by
the Defense Science Board, Defense has no means of distinguishing between the
priority of a video conferet'\cing system and a logistics system, both of which were
identified as mission-critical. If priorities are not clearly set, the government may
well end up wasting limited time and resources in fixing systems that have little

bearing on the most vital government operations.

Second, contingency planning across the government has been inadequate. In their
May 1998 quarterly reports to OMB, only four agencies reported that they had
drafted contingency plans for their coré business processes. Without such plans,
when unpredicted failures occur, agencies will not have well-defined responses and
may not have enough time to develop and test alternatives. Federal agencies
depend on data provided by their business partners as well as services provided by
the public infrastructure (e.g., power, water, transportation, and voice and data
telecommunications). One weak link anywhere in the chain of critical

dependencies can cause major disruptions to business operations. Given these
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interdependencies, 1t 1s imperative that contingency plans be developed for all
critical core business processes and supporting systems, regardless of whether

these systems are owned by the agency.

Third, OMB's assessment of the current status of federal Year 2000 progress is
predominantly based on agency reports that have not been consistently reviewed
or verified. Without independent reviews, OMB and the President's Council on
Year 2000 Conversion have little assurance that they are receiving accurate
information. In fact, we have found cases in which agencies’ systems compliance
status reported to OMB has been inaccurate. For example, the DOD Inspector
General estimated that almost three quarters of DOD's mission-critical systems
reported as compliant in November 1997 had not been certified as compliant by
DOD components.® In May 1998, the Department of Agriculture reported 15
systems as compliant, even though these were replacement systems that were stll
under development or were planned to be developed.” (The department plans to

remove these systems from compliant status in its next quarterly report.)

Fourth, end-to-end testing responsibilities have not yet been defined. To ensure

that their mission-critical systems can reliably exchange data with other systems

Euhl.u;.&emges_Arf_Nm_Dlsmm (GAO/T AIMD-98-167 May 14 1998)
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and that they are protected from errors that can be introduced by external
systems, agencies must perform end-to-end testing for their critical core business
processes. The purpose of end-to-end testing is to verify that a defined set of
interrelated systems, which collectively support an organizational core business
area or function, work as intended in an operational environment. In the case of
the year 2000, many systems in the end-to-end chain will have been modified or
replaced. As a result, the scope and complexity of testing—and its importance—is
dramatically increased, as is the difficulty of isolating, identifying, and correcting
problems. Consequently, agencies must work early and continuously with their
data exchange partners to plan and execute effective end-to-end tests. So far, lead
agencies have not been designated to take responsibility for ensuring that end-to-
end testing of processes and supporting systems is performed across boundaries,

and that independent verification and validation of such testing is ensured.

In our April 1998 report on governmentwide Year 2000 progress, we made a number of

recommendations to the Chairman of the President's Council on Year 2000 Conversion

aimed at addressing these problems. These included:

establishing governmentwide priorities and ensuring that agencies set their own
agencywide priorities;

developing a comprehensive picture of the nation's Year 2000 readiness;
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. requunng agencies to develop conaingency plans for all cniical core business
processes;

. requiring agencies to develop an independent verification strategy to involve
inspector general or other independent organizations in reviewing Year 2000
progress; and

. designating lead agencies responsible for ensuring end-to-end operational testing of

processes and supporting systems is performed.

We are encouraged by actions the Council is taking in response to some of our
recommendations. For example, OMB and the CIO Council adopted our draft guide
providing information on business continuity and contingency planning issues common to
most large enterprises as a model for federal agencies.® However, as we recently testified
before this Subcomunittee, some actions have not been initiated—principally with respect

to setting national priorities, independent verification, and end-to-end testing.

One of the more alarming problems we have come across in our Year 2000 reviews is that
some agencies are not adequately prepared for testing their systems for Year 2000
compliance. For example, in April 1998, we reported that the Department of Defense did

not have a testing strategy that specifies uniform criteria and processes which its

#GAO/AIMD-10.1.19, Exposure Draft, March 1998.
9
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components should use in testing their systems The Army, Navy, and Air Force had not
assessed their test needs or test facility requirements.’ In May 1998, we reported that the
Department of Agriculture's Chief Information Officer had not provided test guidance to
the department's component agencies, and 8 of 10 component agencies included in our

review lacked testing strategies."

The fact that these agencies are not prepared now for effective testing raises serious
concern. Complete and thorough Year 2000 testing is essential to provide reasonable
assurance that new or modified systems process dates correctly and will not jeopardize
an organization's ability to perform core business operations after the millennium.
Moreover, since the Year 2000 computing problem is so pervasive, potentially affecting an
organization's systems software, applications software, databases, hardware, firmware and
embedded processors, telecommunications, and external interfaces, the requisite testing is
extensive and expensive. Leading organizations estimate that testing will require at least

50 percent of an entity's total Year 2000 program time.

To address this problem, we are issuing today a new instailment of our Year 2000

guidance which addresses the need to plan and conduct Year 2000 tests in a structured

"Defense s Year 20
(GAO/AIMD-98-72, April 30, 1998).
®GAO/T-AIMD-98-167, May 14, 1998.

10
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and disciphned fasluo‘n ' The guide describes a step-by-step framework for managing,
and a checklist for assess\ing, all Year 2000 testing activities, including those activities
associated with~comput.er\ systems or system components (such as embedded processors)
that are vendor supported. This disciplined approach and the prescribed levels of testing
activities are hallmarks of mature software and system development/acquisition and

maintenance processes.

The guide describes the five levels of Year 2000 testing activities. The first level
establishes the organization infrastructure key processes needed to guide, support, and
manage the next four levels of testing activities. For example, it addresses defining and
assigning Year 2000 test management authority and responsibility, defining criteria for
certifying a system as compliant, identifying and allocating resources, establishing
schedules, and securing test facilities. The next four levels provide key processes for
effectively designing, conducting, and reporting on tests of incrementally larger system
components: software unit/module tests, software integration tests, system acceptance
tests, and end-to-end tests. The processes focus on testing of software and system
components that the organization is directly responsible for developing, acquiring, or
maintaining. Key processes, however, are also defined to address organizational

responsibilities relative to testing of vendor-supported and commercial, off-the-shelf

“"Year 2000 Computing Crisis: A Testing Guide (GAO/AIMD-10.1.21, Exposure Draft, June
1998).

11
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(COTS) products and components (including hardware, systems software, embedded

processors, telecommunications and COTS applications).

The test model builds upon and complements the five-phase conversion model described
in our Year 2000 readiness guide. The five levels of test activities span all phases of our
Year 2000 conversion model, with the preponderance of test activities occurring in the

conversion model's renovation and validation phases.

Finally, the guide incorporates guidance and recommendations of standards bodies, such
as the National Institute of Standards and Technology and the Institute of Electrical and
Electronic Engineers on Year 2000 testing practices and draws on the work of leading
information technology organizations including the Software Engineering Institute,
Software Quality Engineering, Software Productivity Consortium, and the United

Kingdom's Central Computer and Telecommunications Agency.

In conclusion, if effectively implemented, our guide should help federal agencies
successfully negotiate the complexities involved with the Year 2000 testing process.
However, the success of the government's Year 2000 remediation efforts ultimately hinges
on setting governmentwide priorities, ensuring that agencies set priorities and develop

contingency plans consistent with these priorities, developing an accurate picture of

12
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remediation progress, designating lead agencies for end-to-end testing efforts, and
addressing other critical issues such as recruiting and retaining qualified information

technology personnel.

Mr. Chairman, this concludes my statement. Mr. Joel Willemssen, GAO's Issue Area
Director for Civil Agencies Information Systems and our focal point for Year 2000 work,
has accompanied me today. We will be happy to answer any questions you or Members

of the Subcommittee may have.



31

jﬂg ely !Jnkngwn (GAO/T AIMD-98-212 June 16 1998) .

GAO Views on Year 2000 Testing Metrics (GAO/AIMD-98-217R, June 16, 1998)
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Securities Pricing: Actions Needed for Conversion to Decimals (GAO/T-GGD-98-121, May
8, 1998)
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IBS' Year 2000 Efforts: Status and Risks (GAO/T-GGD-98-123, May 7, 1998)

10 1 19, Exposure Dra.ﬁ: March 1998)
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Mr. HorN. Well, we thank you very much, Dr. Stillman. You are
always very helpful.

Our next speaker and presenter is Mr. Dennis Grabow, the presi-
dent of the Millennium Corp.

Mr. Grabow.

STATEMENT OF DENNIS GRABOW, PRESIDENT, MILLENNIUM
CORP.

Mr. GrRaBOW. Good afternoon, Mr. Chairman. Thank you for in-
viting me to come before you today.

As the financial person on this panel, we bring a sense of realism
because we look at the year 2000 from an economic issue, we look
at it as a wealth transfer issue. All of our research that we have
gone through during these past couple of years indicates how there
are so many details involved in year 2000, and they are very im-
portant.

However, we need to step back and become a realist and look at
the process that we are going through. To reach compliance is a
very difficult thing and it’s important to understand the technology.
The technology is the answer to how we will actually achieve suc-
cess. I find that the ultimate goal is to be compliant. That is going
to create wealth for our country, for our communities, for corpora-
tions and for individuals, and, therefore, we believe that the ability
to have a compliant strategy is important in terms of under-
standing this issue. We believe that a new investment model, a
new way of looking at this issue is required. Oftentimes we get
buried in the many details that get discussed.

As we step back and examine this issue, we came to the conclu-
sion in December 1997 that we were forecasting an economic reces-
sion, a global economic recession, and it is not exciting to talk
about that. I would like to say that I am an optimist, a supreme
optimist, but I am also a realist. As a person dealing with people’s
finances, we are entrusted with the fiduciary duty of their wealth.
So, therefore, it’s important to come to this conclusion and look at
it in a realistic manner.

We come to the fact that we will have a recession from two key
ingredients. One, unfortunately, is the public sector, and I would
like to at this moment thank you and your committee for the im-
portant work that you have done. It is very critical in the analysis
in coming to some of our conclusions. Unfortunately, I think it’s
time that we have to recognize that the U.S. Federal Government
is going to suffer some impairment because all this work cannot be
done in time. As you point out in your many reports, we are talking
about many of the mission critical systems not being completed,
lest we not forget, probably two-thirds of all the other systems that
are going on within these various departments add value as well.

In our economic analysis, Government does have value. In to-
day’s world, the U.S. Government accounts for approximately 19
percent of GDP. If you drill down into adding the Federal, State,
and local public sectors, we are over one-third of our U.S. economy.
Unfortunately, when you look at these other public bodies, their
work toward remediation is not as successful as we would like to
see it.
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If you then look broadly across the world and recognize that our
Government is the only one that can produce the type of report
that you have done so well in preparing, it leads an investor to
come to some conclusions about what is taking place with other
Federal Governments around the world, and that brings us to our
next concern, which leads us into foreign trade. There has not been
much analysis.

We issued a white paper recently called ships, chips, and slips,
where we detail all the technology activities that are dependent on
foreign trade, both mission critical, nonmission critical, and embed-
ded systems. Technology supports the international trade trans-
action. If you look at an average trade transaction, there is any-
where between 10 and 12 different organizations, from the pur-
chaser to the seller, a couple of banks, a couple of port authorities,
maybe five transportation companies, including ships, and I might
add, we have studied ships at great length and they do have con-
cerns on the embedded system sides and have to be checked. There
are also finance companies, warehousing. Altogether, these 10 or
12 organizations all communicate through the method of various
technology platforms. The other part of a foreign trade transaction,
which is so critical, is there is 10 to 12 sequential steps. The flow
of paper and the flow of goods have to occur in time. They can’t
be out of order or the process breaks down.

So as investors, and as people that are knowledgeable in under-
standing the process of remediation and understanding the process
of these technologies, we come to the conclusion that foreign trade,
unfortunately, is going to decline very rapidly and very quickly as
we move into next year. This is going to affect many areas of the
Government and the private sector. For example, agriculture will
be very important and there will be a significant impact there, as
well as many other areas.

The things that concern us, as we lock ahead, is basically the
lack of understanding. We think it’s important and we applaud
what was recently said here by the GAO, in terms of coming to a
definition and a guideline, we think that that is very important.

I would second your comments that you made just a few mo-
ments ago, that the administration must come to weekly reporting.
We don’t have time. I strongly would recommend, we don’t have
time to wait for monthly reports. We see this in industry. I co-
chaired a convention in New York of a bunch of investors and there
was a gentleman from Kraft Foods that was there, and they are
using weekly reports to monitor their progress and to try to ascer-
tain any slippage. I might add that he said that he was a very
knowledgeable manufacturing executive and he knew about the
year 2000 in 1980. He tried to work around it, Mr. Chairman, and
he couldn’t. It’s a very difficult issue on the manufacturing floor,
and we believe that the ultimate economic impact to our Nation
and around the world is going to be felt through the embedded sys-
tem area.

We talk to many people in almost all industries of our economy
and walk away with a very clear picture. And what in our view is
misunderstood is the importance of compliance, and what we are
suggesting is we need a national debate to begin today, throughout
the country, on the area of compliance and its importance. I would
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liken it to when President Kennedy challenged the Nation to put
a man on the moon. This is equally as important and equally de-
serves the attention of our country. (

That concludes my remarks, Mr. Chairman. I would be happy to
answer any questions.

[The prepared statement of Mr. Grabow follows:]
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Mr. Chairman and Members of the Committee:

Through the exceptional work of this Committee, others in the Congress, determined izations and
individuals, the scope and potential impact of Year 2000 is becoming more apparent. This is clearly a
tremendous technological chailenge of unprecedented scope and we believe that your diligent work on this
issue is of tremendous importance to our country and our economy.

At The Millennjum Investment Corporation, we focus on the global financial implications of the Year
2000. From a financial perspective, Year 2000 is a worldwide challenge with tremendous economic
mphcnuons Technology is a fundamental driver i n our abxhty to achieve efficiencies and increase

ity and compete globally. Worldwide, disruptions in technology will slow production, and the

dehvery of services and information.

In Dy ber 1997 we predicted a worldwide recession based on the impact of Year 2000. Nothing in our
continuing work causes us to rethink our views. If anything today we are further behind in the remediation
and implementation process than we would have expected at the end of last year when we made our initial
forecast. The work in embedded systems is still lagging especially in small and medium sized
organizations.

Year 2000 is a so significant because so much of our economy is linked to technology. From el
financial transactions, to flow controls in a factory, to the heating system in a high-rise office building,

hnology drives the sy It is a patchwork of technologies that is now roughly 40 years old, and in
serious need of attention.

However, rather than being able to upgrade our systems over time, Year 2000 is forcing us to compress the
process. This process will be no dnubtpamfulbutlhe long-tctm;ffecuwdlbevcryposmve Insolvmgﬂze
Year 2000 problem we will have, collectively, upgraded our tech andp

ourselves for a period of growth -- growth driven by efficiencies in producnon, the dclxvery of services,
and telecommunications.

If you compare Yw 2000 compliance with other initiatives, such as converting our lead-gasoline based

Y to an ystems, or converting our wire-based telecommunications infrastructure to a fiber
optic based system, you can begin to see how older technologies simply need to be updated to meet current
needs. The key difference with Year 2000 is that we do not have the huxury of time to phase in a
compliance strategy. It has to happen now. And the result of non-action will be harsh.

We are upecully concerned about four Year 2000 factors. First, we do not have the resources to complete
the reprogramming, replacements and repairs required in the timeframe available; second, technology
failures can have a ripple effect in the economy; third, government: and four, international trade, which
impacts such a large sector of the economy, will be adversely affected by Year 2000.

Specifically, in international trade we have a high level of interdependency. International trade is built
upon a global network of interdependent relationships and interd d hnol Inh in every
transaction are three levels of risk: Intemlnakxspmemuallthesystemsnndpmcesseswnhmnn

organization required in an intport/export transaction. External risk should be considered in the systems
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and suppliers required through: !he tra This can mvolve several compames, government
agencies, and all the technology din facturing, shipping, port authonties, insurance, financial

and inspecti Infrastructure risk is found in mmsponauon systems, power, water,
and all other services that allow c panies and icipalities to cond

Every import and export transaction involves a number of sequential steps and several companies,
including transportation companies, ports, freight forwarders, banks, and warehouses as well as
government agencies. All these entities rely on information technology systems and embedded systems,

which may or may not be in compli for the millennium date change. We simply do not believe this
system will function properly. Further plicating this jon is the inability to actually test the
systems until January 1, 2000, due to the virtual endl binations of technologies and enterprises

comprising a foreign trade transaction.

As we move to a Year 2000 compliant economy, we believe some countries, companies and individuals
will thrive while others will struggle and be left behind. Those that have prepared for Year 2000 will be in
a far better position to compete and move forward. Therefore, as an economic factor, we believe that Year
2000 is the single most important wealth transfer event of this century.

The same dy ics were p in the y in the early 70s when early adopters of technology and
computing b domi players in their market. The key difference is that Year 2000 is not simply an
opportunity to get ahead — it is an imperative to ensuring the that our economy is not crippled by
shutdowns, slowd and system fail that are currently being registered and could continue into the
21st century.

We also recognize that Year 2000 has implications well beyond the financial and the strategic. Technology
also is in our lives at the most basic Ievel and we expect to see individuals and families affected by fail

in the el i i they d d upon. We are especially concerned about public infrastructure and
disruptions in the dchvery of essential services.

Compliance is the Goal

The level of disruption and the shift in wealth is based on one simply principle: Year 2000 compliance.
Compliance is not an option. Compliance is essential, and complmnce must extend to information
processing and embedded systems. Currently, we see comp focusing on their mission critical
information processing capabilities and largely ignoring the impact of cmbedded systems.

The great ic benefits obtained from technology are derived from properly working systems. Right
now we know these systems can not all function smoothly into the next millennium. For example in the
case of the Fedcnl govemment, by its own self-analysis, it is impossible to achieve compliance over the
Therefore it is time to begin planning to mitigate the inevitable disruptions.

I realize that this committee is focusing on recommendations and solutions a.nd I beheve that risk

managmentlslcnncn.lpmofthe lution. Risk is inh in any el quip and in every
p that i with an el ic system. This is a long-term issue and we see an
d d ding of the risk b most people assume everything will be fixed and working

propcrly (over the next 18 months). Our research indicates this is a faulty assumption with significant
economic consequences.

Year 2000 a Misnomer

At this point let me clarify why we need action now. The name, Year 2000, is a misnomer. People scem
to lock in their minds that on midnight of December 31,1999 we will see the bite of “the bug.” No
question this will begin the period of significant system failures. However, the reality is system failures
have been occurring already and they will increase significantly as this year ends.

In particular on January 1, 1999, our research indicates, the rate of fail in infi
(management reports and financial statements) will begin to be vmble to many orgtmz.nuons that have not
completed their remediation. Further for technical we ipate failures also to start showing up
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on January 1, 1999 1n production facilities as well Those companies utlizing just-in-time mventory
methods may begin to expentence disruptions from the flow of goods 1n the economy We have been
lulling ourselves into a false sense of deadlines, believing we still have time.

Economic Forecast
Our forecast is predicated upon the lack of resources available and the slow pace to compliance primarily
in production 1

quip Embedded system diation is more complicated with longer lead times,
compared to fixing information processing systems.

Further, we see that our federal government is behind schedule in meeting its compliance goals. This will
begin to erode the ability of services to be delivered and restrict government spending on projects -- which
is a key economic driver.

Overall, 1999 will be a difficult year in the economy, as system failures begin to occur both in information
ing and in production facilities. This will have the resulting affect unfortunately of gradually
g the loy rate throughout the year.

P

By our rescarch, state and local governments are also behind schedule and may also see service and
performa.nce loses. We also note the increasing intensity of concern regarding Year 2000 by governmental
agencies with regulatory responsibility. At some point, these agencies will be forced to take action against

companies to protect the public interest and control the scope of probi d by non. pli
systems.
Over the next several hs, as system fail 1p will simply pull back, retrench and

moderate their internal and external expansion plans to pmtect their operations. We also predict that some
companies who can not or will not reach compliance will choose or may be forced into bankruptcy as a
strategy.

Recent mergers and acquisitions may prove to be an albatross to thase acquiring companies as they learn
they have acquired even more Year 2000 work, thus increasing risk to their capital structures. Our research

i many jons currently being completed in the marketplace do not adequately take into
account Year 2000 due diligence. Further in disclosures in public documents, based upon our knowledge
of Year 2000 diation issues, companies do not appear to be fully disclosing their risks. This in our
view is largely duc to their uncertainty of what really is Year 2000.

Further as banks and finance companies move further into the financial implications of this issue we
believe credit rationing and ulti ly a credit crunch will occur. Just like in the carly 1980's these lending
institutions will find a safe harbor in purchasing government bonds rather than lending to other institutions.

Therefore, fi ing of the diation p will take on a significant determinant of ultimate success to
comph.mce Aglm,ﬁ'omu- ial ive, we see this p asa y means to create a more

Y

y sound gy infy

s 4

Three factors in our wealth transfer analysis that affect all companies are: public infrastructure,
international trade and government. We are particularly concerned about these areas because all are in
serious trouble today, in respect to Year 2000 and there is a void in leadership in managing these areas.

As we Inve leuned ﬁ'om recent disruptions in our phone system, when a single satellite failed to operate, it
ions in paging, cellular and other telecommunications. When a company shuts
down, from a strike, we-thcr conditions or other reasons, it can send a ripple affect throughout the
. If we sce disruptions in airline travel, in clectrical service, parcel delivery, telecommunications

or other es.wntial services, our economy will be affected.

Year 2000 Definition
The first step in addressi pli is to have a i definition of the problem. Year 2000 is an
issue that involves five lru.s You cannot inquire about only one area of compliance and expect to
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evaluate an enterpnise for total Year 2000 complance For example, this 1s not just a mainframe 1ssue
The awareness may have started years ago i that area, however, preparation, contingency planning and the
resulting economic consequences will be felt from five distinct areas.

Our model for Year 2000 i lysi p reviewing g busi and
production facilities for:

Technology risk factors

1. Information pmoeumg mainframes, client server, personal computers, etc.

2. Embedded sy 7 programmabie logic controllers, etc.

Enterprise dependencies reliant upon information p ing and embedded sy
3. Ripple effect — the vender and customer chains

4. Infrastructure — electricity, water, telecommunications, transportation

5. Government ~ federal, state, and local

Together all these areas have a curmulative impact an the operations of an enterprise whether a corporation
or government agency, and have to be examined for Year 2000 consequences.

Managing Expectations

Sometimes this huge project management task can seem intimidating. Everyone I know who is involved in
the details of the issuc has a very healthy respect for the task. It should not be underestimated, but it should
not be feared cither.

There will be disruptions. Some will create minor nuisances. Others will be far more serious. My point is
that Year 2000 is a national issue, with far reaching q and we need to address this
from a national level.

Like any other challenge we have faced in our country, the American Spirit is ready to rise to the occasion.
Throughout our history as a Nation, our citizens have proven they can respond to goals.

What we do need is focused national leadership to lead us one more time to the future we are all seeking
together. We cannot hide from the eventual outcome. The American people and others around the world
need to be prepared and edv d to the possibl What we don’t like are surprises.

Although this Committee, as well as other leaders in the Congress, government agencics and others have
been working diligently to bring this issue into focus for the American people, we need to engage everyone
in the process.

Howdxﬁnlltlhemmonwﬂ.lbelnddwﬁmlomcom:wﬂlbedependemuponﬂmmllofowpohucal
and busi I to respond to the Year 2000 challenge.

Plan of Action
The question we are being asked is what are the solutions, what can we do now to prevent or reduce the
impact of Year 2000? We have a number of recommendations.

First, we need to adopt and disseminate the real definition of Year 2000 as discussed earlier. To most
people, Year 2000 is a computing problem that affects information processing. That is really only about
20% of the picture. Toﬁndandmpmfuﬂtychlpsufnmmexpemwednnmpmgnmmmgncompum
So we must develop an understanding of Year 2000 that ly the prob

Our second recommendation is to define a process by which individuals, companies and government
agenciea can reach compliance, reduce their risk and consider contingency planning. Our definition of this
process involves these steps: an i y of systems, analyzis of the condition, developing a compliance
strategy that focuses on mission critical sy first, but addr all systems, testing sy to
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determme what needs work, implementing fixes and then retesung equipment. Testing 15, by our estimates,
2bout 50 percent of the commutment and most of the situations we track do not provide adequate tume or
resources for testing.

Our third recommendation is to provide intensive lcadership at all levels of our society. We need all of pur
government and industry leaders to come forward with an accurate profile of what we are facing as a
nation and what we are going to do to solve it. Currently we sce companies hesitant to come forward for
fear of legal action or they do not want to indicate that they project "disruptions” from Year 2000
problems. But the aim of leadership should be cooperation and guidance, not intimidation and regulation.

In January, 1998, 80 business icaders and academics sent a letter to the Prime Ministers of Canada, the
United Kingdom and President Clinton expressing their “astute concem” over the lack of action over the
“Millennium computer crisis”. The letter, signed by members of the British North-American Committee,
urges leaders to “deal with the Millennium bug as a top priority in the brief time that remains.”

A fourth dation is to develop a " ! 1 strategy"” that places compliance as our
Nauonlnumberonegonl.TheNanonnnutukeonlnmomldcbﬂeofﬂ:ennpomsemdsenoummof
achieving compliance. Although we will not get there in time, it will focus sttention on compliance and
create the necessary framework for risk management and contingency planning.

I feel this effort is i with the national initiative in the 1960s to put a man on the moon. At that
time, President K dy articulated the national imperative to be first in this effort and Year 2000 is
equally or even more important. This is an issue that will define our ability to compete in the years ahead,
and to continue to lead the industrialized world in an information-age economy.

In other wealth transfer events of the last 25 years, such as globalization, the Internet, and the growth of
computing, market forces largely controlled shifts in wealth. Technology has been a tremendous economic
force worldwide and the U.S. government has supported and encouraged the use of technology to drive
metyﬂowquarZOOOudﬂaemmddemmdudlﬁ‘ummbngeuZOOOuan
productivity issue or simply a technology issue b y are central to our basic
economic structure. We must be more proactive in protecting the technology framework that supports our
communities and our economic Systems.

My fifth recommendation is that we present Year 2000 as a positive event in our evolution as a technology-
driven economy. This is a challenge of tremendous proportion but it is a challenge of will. We know how
to solve Year 2000. The question is whether we have the will to do it.

The sixth recommendation would be to review financing for Year 2000 at all levels of government. With
the forecast of a recession many of the recent increased revenues coming to government from income taxes
and capital gains would be reduced at a time when there would be an increase in demand for government
services. This could clearly create a budget shortfall for many public bodies rather than the current surplus
condition as found in some cases.

The following are some further thoughts for possibly a later discussion. Certain sectors of the economy
like the medical industry, Whlchdmveul;mﬁummenuaﬁnmgovnnmem,mymedspecul
assistance, like in the form of block transfers of funds in the event y are not
properly.

Contingency planning throughout the public sector wili be an important part of the planning process for
Year 2000. One thing is also certain, Year 2000 is a dynamic event, not static and will require constant
evaluation as we move toward compliance.

To add a sensc of urgency in the government I would recommend weekly reporting of system progress to
identify lagging programs quickly and to instill within an organization the overall time construints. The
current quarterly reporting is insufficient for rapid response.
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We recogmze the scope of this 1ssuc and these are just some mitia] thoughts and tume wall not permut an all-
encompassing discussion.

However, as a first step, if we can galvanize the Nation toward a goal of compliance and send the message
across the land and to all 0w trading partners and friends, of the importance and seriousness of Year 2000,
then I think we are on the rvad to a prosperous new millennium.

In closing let me indicate the important role this Commitiee has provided by informing us of Year 2000
status within the government. Many of us deal with this information on a daily basis and find it very
important in our analysis. On behalf of all those who have seen and used this material, thank you for your
diligent and forthright efforts.
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Mr. HoRN. That’s a most helpful statement. I think you are right
on target, based on your private experience that you have had and
are involved with.

The next presenter is Mr. Dan Steinberg, who is the president
of Synthesis: Law and Technology.

Mr. Steinberg.

STATEMENT OF DAN STEINBERG, PRESIDENT, SYNTHESIS:
LAW & TECHNOLOGY

Mr. STEINBERG. Good afternoon, Mr. Chairman. I am pleased to
appear before this committee to discuss the problem and the top
priorities for action/reaction. My top priority today and for the rest
of the time remaining is infrastructure. Infrastructure is the key
issue, in my mind.

I am focusing in my oral testimony on telecommunications and
electricity, but there are parallels in all the other infrastructure
sectors. First, the risk. The big risk in all infrastructure is the risk
of cascade failure; that is; the risk of one thing bringing down ev-
erybody else. This kind of cascade failure is hard to predict, dif-
ficult to prevent, and hard to diagnose, even after the fact, as
AT&T found out recently in a non-Y2K related major failure that
they had. What happens is in the field things don’t work the way
you expect them to.

To illustrate this, I use the example of Viagra, and no, this is not
a Viagra joke, it’s deadly serious. People died. Why did they die?
The unexpected happened in the field, and I leave it to your imagi-
nation what the field is, but there was an unexpected interaction,
despite the fact that they did incredibly exhaustive testing on this
drug and had full regulatory oversight. The unexpected happens.

How does that relate to what I am talking about today? Here is
an example a little closer to home. This is my PCS phone. When
I came off the plane on Saturday, I turned it on, I had messages
waiting, I said, OK, I have to retrieve my messages. Sorry, this
code is not recognized. The carrier here doesn’t recognize the codes
from my carrier in Canada. It also decided that my phone had call-
er ID suppressed. I don’t suppress caller ID, I want the world to
know who I am when I call. Now that could be really critical if
there was an emergency call I am trying to make and somebody
has caller ID suppression rejection, as I found out.

So what it is is the various telecom players can’t get it together
to agree on the simplest thing like how to retrieve a message, what
is caller ID, how do you suppress it, how do you decide whether it’s
there or not. Things happen unexpectedly in the field and they
don’t even interoperate perfectly or 100 percent in a day-to-day op-
eration, and that makes me pretty worried. In case of telecoms, we
in North America, and I speak as a Canadian, although not as a
representative of the Canadian Government, are connected to the
world, and there are many, many, many candidates for failure and
we can’t even decide who they are today. I can’t point any fingers.

The World Bank just did a survey, released, I believe June 11,
and half the people basically failed to respond. But I know from a
bitter experience that the foreign players are most likely way, way,
way behind us. Because, first of all, they have less access to infor-
mation. Ninety percent of the information on Y2K is published and
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disseminated in English, which is great for us but terrible for the
rest of the world who doesn’t speak English, and this is highly
technical information that is not suitable For that automated trans-
lzi)tion you get in consumer electronics that you sort of wonder
about.

They also have less money. This comes as no surprise. We give
foreign aid to most of the world. It should be no surprise that those
without sufficient funds, who are worried about funding right here
in town, they cannot solve their problems quickly enough.

There are cultural differences that in some cases make disclo-
sures difficult. I am not knocking any particular culture, every cul-
ture has a hole, but in this case there may be certain barriers to
full disclosure that will keep them behind us. God knows it’s hard
enough to get disclosure in North America.

Finally, every country has a different regulatory environment
and in some countries, if they have to make a change to telecom
infrastructure because the existing standard doesn’t work, it may
be against the law. We certainly don’t have time to renegotiate
telecom agreements. They take years to do. We only have a year
and a half left.

Given all this, what can we do to decrease the risk? Well, I
frankly don’t understand why firms have been reticent to make full
disclosure. It is really in their best interest. If a firm knows that
something is likely to fail and they fail to disclose it, they are open-
ing themselves up to a big time lawsuit, the kind that makes the
papers. Now, if they make a disclosure, sure, they may lose some
business, but what 1s likely to cost more, losing a little business or
a few dozen big time lawsuits?

The thing you have to remember about disclosure, for those in
the audience who are fortunate enough to not attend law school,
is upon disclosure the plaintiff has a duty to mitigate. That means
they have to safeguard property against loss; they have to seek
treatment if there is a likelihood they are ill. In short, they have
to do what it takes to minimize their loss, and if they are mini-
mizing their loss, they can’t sue for as much. Now, in some cases,
it’s impossible to mitigate, but those are rare cases.

Now, the disclosure I would like to see mandated is what are
firms doing to investigate their international partners’ compliance,
and what steps are they taking to insulate themselves from cas-
cade failure, because knowing about something and doing nothing
about it is almost as bad as not knowing about it in the first place.
But if they have to disclose, they have to investigate, and if they
have to investigate, who knows, they may even do something.

I am looking, in general, to narrowly tailored remedies. Those re-
cent broad brush, safe harbor legislations, I am very much against
them. They will have the potential to trigger lawsuits early, en-
courage people to do forum shopping, and most importantly, they
will decrease or eliminate the very reason to work on compliance
that has finally gotten people to do some work, which is the fear
of being sued. The fear of failure was not sufficient back in 1996.
It took people worried about being sued to get them started, and
I am not recommending any massive new disclosure requirements.

In summary, what I am recommending is, first, a declaration by
Congress that Y2K is a global problem, a call to officers of infra-
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structure companies to recognize the advantages of disclosure,
mandating specific disclosure of the investigation of the compliance
of their partners’ services, not their coffeemakers, and the steps
they are taking to insulate themselves from cascade failure. If you
are going to have that disclosure, you need some sort of watchdog
agency to track these disclosures and issue a report card on a reg-
ular basis. That is the stick. The carrot might be some form of limi-
tational liability here, not outside of the country, for losses due to
cascade failure for firms that disclose the risk in advance, with evi-
dence; and, finally, some sort of mechanism to protect infrastruc-
ture here from lawsuits, if they have to cutoff a foreign partner in
contravention of any existing agreement.

I thank you for your interest in the year 2000 problem, and I
would be happy to answer any questions you may have at this
time.

[The prepared statement of Mr. Steinberg follows:]
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STATEMENT O STEINBERG

PRESIDENT
SYNTHESIS: LAW & TECHNOLOGY
BEFORE THE

SUBCOMMITTEE ON GOVERNMENT MANAGEMENT, INFORMATION AND
TECHNOLOGY OF THE COMMITTEE ON GOVERNMENT REFORM AND
OVERSIGHT

UNITED STATES HOUSE OF REPRESENTATIVES
June 22, 1998

Good afternoon, Mr. Chairman. I am pleased to appear before the committee to discuss
the year 2000 problem and the top priorities for action. My focus today is on electricity
and international telecommunications. But the process of finding that focus is almost as
important. Ihave been studying the Year 2000 problem for over 3 years, and actively
helping the Canadian Federal government and private sector clients with their own quest
for compliance. In all cases, the exercise of risk management has led to the conclusion
that there is much that is beyond the control of any individual organization. In general, I
see three areas of concern:

¢ Government progress

o Inflastructure

o [International

The committee is already seized with the issue of Government progress, 5o I see no need
to discuss it further. Of the remaining two, the biggest remaining priority stould clearly
be infrastructure. As the CIO of a local bank recently remarked (off the record, of
course) ‘it doesn’t do a lot of good to be compliant and test our partners’ systems if
neither of us has electricity’. Infrastructure is something we tend to depend on without
giving much thought. More important, much of the current infrastructure crosses state
and National boundaries. Crossing borders makes intervention more challenging, but still
feasible. Everyone has their own priorities, but most agree that critical infrastructure
includes:

Banking and financial markets
Eloctrici

Water

Fuel

Telecommuaications
Transport
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Every single one of these has an international component I wll focus on electricity and
international telecommunications in my exampies, although there are parallels 1n other
sectors I have included a list of key questions regarding other infrastructure components
as an appendix to this testimony. -But again, my focus and my recommendations are on
electricity and international telecommunications.

Let me begin with telecommunciations. It is the international component in many cases
that makes this challenging. Why is the international aspect a problem? First the
basics. Everything you have already heard about Y2K in the US is true for the rest of the
world. What you have probably heard includes:

82% of Project Managers decided afterwards that their preliminary budget was too
low (Cap Gemini survey)

projects started late

it took a while to get senior management involved.

It’s a serious enough problem here in North America to require regulatory intervention,
government oversight at various levels and 2 massive awareness campaign. In an
international context, the problem is:

the rest of the world has less information that we do. A large percentage of the work
written about Y2K is in English, and those that don’t speak English very well are at a
distinct disadvantage. They don’t have ready access to the volumes of awareness,
technical and legal information available to North American firms. And the limited
amount that may get translated might not even be applicable. For example, there is a
dearth of civil [aw information on Y2K liability. Yet much of the world operates
under civil law. English-speaking common law jurisdictions had the benefit of
discussing legal issues since at least early 1996. It is difficult to get lawyers to agree
on anything, but in the intervening years we have at least managed to gain consensus
on the major issues. This process is only just beginning in many civil law
jurisdictions. And they have just as much trouble reading each others’ languages
each other as they have reading English.

Other countries have very different regulatory environments, so they may be slower
to require disclosures. They may be required by law to follow certain standards that
North American companies have learned to avoid in the interest of Y2K compliance.
In some cases, regulatory waivers may be required in order for them to achieve
compliance and interoperability with North America.

In certain cultures, admitting to a mistake is a serious loss of face. This may have
caused them to delay longer than we in North America did. We in North America
have (for the most part) have finally moved on from trying to assign blame into the
challenge of getting things fixed in time. This transition may be delayed in other
countries for the above-mentioned cultural reasons.

Other countries just don’t have the same level of financial resources. Any country
receiving foreign aid should be suspect as they have already demonstrated that they
are lacking in resources.
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As much as 1t might be tempting to walk away from these countries, we have to interact
with them. North American firms buy/sell products/services globally. Infrastructure
components like banking, telecommunications, etc. are interconnected in shared
infrastructure. This view is shared by the current administration. In his testimony
before Congress April-1, 1998, John Koskinen said:

“Finally, the Council will have a world-wide focus. We live in a global economy
that is increasingly dependent upon the electronic exchange of financial and other
data. Unfortunately, it is not clear that all other nations are devoting the
appropriate level of attention to the year 2000.”

“While this is the one area in which the Council may have the greatest difficuity
in exercising influence, we need to do everything that we can to raise awareness
in other countries. Therefore, the Council will work with Federal agencies to
leverage dlne influence of international organizations like the United Nations, the
World...”

With respect, I think that there is more than can be done and should be done on an
international level. There is a risk in almost all infrastructure of cascade failure. That is
the failure of a component causing others to fail as well. Often, cascade failures are
brought about by the simple process of a component broadcasting too many error
messages. Because of this, we have to attack the problem on two fronts:

e Decrease dependencies on foreign telecommunications infrastructure

o Increase their level of activity

A key target for this action is telecommunications infrastructure. Telecommunications
failure could have catastrophic impact on business and public security. Unfortunately,
even today there is some disagreement as to the extent of the telecommunications
problem.

"Fortunately, telecommunications networks are designed to be fault-tolerant and
there is no reason to believe that one or two Y2K-related failures could lead to a
chain reaction that could disable large parts of the nation's telecommunications
networks," Powell said in his testimony for the House Ways and Means
Committee's oversight subcommittee.

The FCC, however, couldn't provide the General Accounting Office,
Congress' watchdog agency, with data on the progress being made by
major long-distance carriers to fix their Year 2000 problems, according
to GAO official Joel C. Willemssen.?

! hetp:/fwww.y2k gov/councilAt040 198 hem
? http//www.chicago. tribune. com/version article/0, 1 575,S A V-9806 170080,00. htrnl
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To add perspective to this uncertainty, remember the recent AT&T outage. The whole
network was brought down by what amounts to the broadcast of errors encountered
during the testing of a device. A large number of error messages being broadcast over a
network can flood that network and effectively shut it down. This is called a cascade
failwe. Considering this domestic axample, how likely is it that international
telecommunications carriers will bring down our domestic network? How should we
protect ourselves?

We live in an exceedingly compiex world, where unexpected interactions are a fact of
life. Consider Viagra. This drug underwent extensive testing before release. Yet several
peopie died. These people were cardiac patients. Most of them were used nitroglycerin
as well as Viagra. Viagra is a vasodilator. It ‘loosens’ the blood vessels (primarily in a
certain part of the anatomy), facilitating blood flow. ‘Nitro’ is also a vasodilator. One of
the first things they check for drug interactions is synergy between common products
(like using two drugs that have a vasodilator effect). So why did people die? Didn’t the
company test this? Didn’t the regulator verify the appropriateness of the drug testing
before granting approval? Of course they did. In the lab. What they probably failed to
account for (and who can blame them) is what happens *in the field’ to people of that
particular age group. You can bet that the company didn’t want people to die. You can
bet that they spent many hours working on product safety and thinking about the possible
problems. Yet people died just the same. And you can bet that someone will get sued as
a result.

The same kind of unexpected resuits can happen in telecommunications ‘in the field’. So
it is reasonable to expect that even with extensive testing, there may be some failures in
local infrastructure. As a resident of the Northeast, I can personaily testify to the
inconvenience brought about by this winter’s weeklong freezing rain in January. No one
could have prevented the major hydro pylons from falling after a week's worth of ice.
But what could have been prevented were the thousands of local failures and consequent
cascade failures because the trees near the power iines were not cleared often enough. It
looked like a good idea at the time: clear away from the local lines every two years
instead of one. Save a pile of money. But again, they failed to consider what could
happen in an extreme case (more than two days of freezing rain at a time). As the
incidents piled up in the command centers, two things happened. They ran cut of fresh
troops to fix the lines and the managers started seeing double in the command centers. In
both instances personnel started making mistakes from fatigne. Will they get sued?
Probably. If I wanted to, I could be first in line. But I would rather they took steps to
avoid a repeat performance. The biggest thing they could do for me (short of putting all
wires underground) would be to ensure that their own standards for the right-of-way are
enforced on a yearly basis. Think of this as a simple innoculation against some of the
effects of freezing rain. It’s not much to ask in retrospect, but I would probably have
more luck with a lawsuit. I may end up having to file just to force the utilities to do
something. Bottom line: no one can say with absolute certainty today that there will be
no disruption. It’s just too much to ask.
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Because of this, for Y2K, we actually have time to do analogous “innoculations’ up-front

Thus apphies both locally and internationally. It 1s therefore imperative that the level of

remediation and testing of foreign telecommunciations infrastructure be as thorough as

possible within the curent time constraints. If they don’t make sufficient progress, we

have to do something:

e Embarrass them with disclosures, or

o Exercise regulatory authority or some other means to cut them off. It is possible
undammghwtodmmguhtorywthommtocmforugndq)mdenquw
protect American interests.

Key questions (I have to admit that I don’t have answers):

Given the risk of cascade failure, nm&k&sbusmeusensewphnforlmhawmngmcy.
At what point does it become the obligation of a telecommunications carrier to cut off a
foreign country to prevent cascade failure? Can it be done pre-emptively? Do the
carriers know themselves? Most importantly, do they have the right to take unilateral
action under their existing agreements?

From recent Senate testimony:
Only two out of 10 of the major utilities contacted by the US Senate's special
committee on the Year 2000 issue said that they had even completed an
assessment of what had to be done. Moredwmrbmg,nouhaveformedmy

contingency plans to cope with computer failures.®

It is evident that the local regulators have been unable to get the public utilities to take
appropriate action. Electricity is in most jurisdictions a regulated monopoly. That means
that citizens cannot go to a competitor if they suspect their supplier will have a Y2K-
related failure. But the users of electricity will certainly be upset if such a failure occurs
and there will undoubtably be lawsuits. It is clear that here is an excellent opportunity for
disclosure as a means to diminish the legal bloodbath and perhaps decrease the possibility
of injury or death. Another way to avoid lawsuits would be to provide safe-harbour
legisiation, but that would serve to remove the reason for remediation.

Again, there is the possibility of cascade failure. I spent a few nights in the dark because
of failure somewhere else on the grid gave my local transformer farm a serious case of
indigestion. I learned a lot more about the fragility of the grid than I reaily wanted to.
This leads me to suggest that utilities should take steps as well to innoculate themselves
from cascade failure.

At what point does it become the obligation of a public utility to cut off another utility in
order to prevent cascade failure? Can it be done pre-emptively? Do the utilities know
themselves? Most importantly, do they have the right to take unilateral action under their
agreements?

? hitp./fwebserv.vaunet.com/www_user/plsq/pkg_viu_news.right_frame?p_story=56468
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Summary of Recommendations.
THINK GLOBALLY, ACT LOCALLY

The timeframe for action is short. For this reason aione, I cannot recommend an omnibus
bill that will be referred to too many committees and be delayed. Rather, I propose the
introduction of limited changes. These recommendations serve to diminish the risk of
infrastructure failure and at the same time diminish some of the risk of litigation.
Litigation is a Sword of Damocles hanging over all businesses (and many governments).
There have been many estimates as to the litigation amounts. Some have said trillions,
but who really knows? We can’t reliably predict the quantum of the damages until we
know what will fail and how well people are prepared for failure.

The key to this is disclosure. In general, it is in an industry's best interest to disclose
potential loss to the right people. This is a good way to avoid punitive damages
(unless the risk was disclosed foolishly as in warning that a dam would fail without
any evidence of cracks or leaks). On an individual basis, firms normally weigh the
risk of loss due to disclosure (lost sales, decreased share price, etc.) against the risk
of damages subsequent to an actual event. To get around this balancing act, it is
easier to get disclosure from industry associations.

What is key is that once a risk is disclosed, there is a duty to mitigate where a

- seek treatment in the event of injury
- e

So the declaration of a forseeable risk should preclude recovery of the big ticket
additional damages. In the case of a monopoly utility, there is not even an immediate
business loss to be weighed. But unless the disclosure was deemed reckless, there
should be no liability to a power company if a property transaction failed to close
because the buyer didn't want to locate in a neighbourhood where there was going to
be a power failure.

In other industries, disclosure does raise the possibility of loss of business, and
companies have to weigh this possibility against the size of the eventual lawsuit(s).
But even in non-regulated environments, I believe that the benefits will always
outweigh the upfront costs of disclosure. It has been said that disclosure will bring
on lawsuits. My contention is that the lawsuits would occur anyway if there is a
failure. Disclosure may affect the timing, and it certainly should reduce the amount
of damages, but it should not cause any new cause of action to be created.



53

My recommendations follow the theme of measures to encourage dsclosure 1n key
infrastructure industries, Again, my position ts that broad brush measures are
inappropriate for this crisis. There is not sufficient time to fine-tune such measures and
there is a serious danger of overkill. Rather, I prcpose the following narrowly-tailored
remedies. These remedies target infrastructure players in an attempt to get them to
insulate us from both local problems and foreign failures over which they have limited
control.

In the short-term, I propose:

a declaration by Congress that Y2K is a national and global problem of the utmost

urgency
. a call to officers of infrastructure companies to recognize the advantage of disciosure
in preventing certain lawsuits (irrespective of opinions to the contrary by legal
counsel). To be effective, someone should go and talk to these officers and explain
the ramifications of disclosure.
. mandating specific disclosure on the steps each public utility (and possibly other
infrastructure player) is taking to prevent a cascade failure This puts the focus on
what's important without imposing an overly onerous reporting burden. It's simple
and doesn't involve setting up a massive organization to track progress either. If
utilities have to report on it, they have to think about it. If they have to think about it,
maybe they will actually do something about it rather than face lawsuits from
unhappy customers.
. Establishing a watchdog agency to track progress of critical infrastructure industries
in both remediation and disclosure
. A limitation of liability for infrastructure companies solely for domestic fallout from
international failures. This may require the proviso that the likelihood of such
failures must be declared in advance AND backed up with evidence. This relief
could conceivably be extended to other industries if it proves effective.
. Provision of a mechanism (i.e. protection from lawsuits) whereby the US could
force/permit infrastructure players to unilateraily cut off foreign partners and/or entire
countries if it appeared that they could impact services. This is similar to the use of
the right to adequate assurance of performance under UCC 2-609 and the UN
convention on the international sale of goods (articles 71 & 72), but would

specifically targets services.
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While not the focus of my presentation, there are mmor measures that could be
undertaken to facilitate government Y2K progress as well. These are items to
consider in a few months’ time (or earlier if things start looking bad):

e suspension or elimination of 3rd party treble damages in Y2K contracts governed by
FAR & DFAR

¢ a specific attorney/client priviledge for all government. attorneys working on Y2K if
government. priviledge gets deemed inapplicable by the courts

o require a full Y2K legal audit for ail public companies, the idea being that once they
have the information, it becomes obvious that it is in their best interest to disclose
because this information will be discoverable in an eventual lawsuit. This is a last-
resort to get peoplie talking, and wouid need accompanying
guidelines/methodology/etc. and someone (another agency) to watch over the process

e specific waivers from anti-trust action on industry cooperation on Y2K efforts. The
current statement from DOJ is a non-statement, but that's not what has prevented
people from talking up to now. They just didn't have anything useful to share (but
they will, and they all have in-house counsel opinions telling that they dare not share)

o specific penalties for failure to perform in a particular industry sector. For example,
$100/day per customer for power failures of more than x minutes in a day. Or
$100/day/customer for lack of dialtone or international dialtone (as applicable).

o Financial aid to developing countries specifically for Y2K remediation of
international infrastructure components.

Finally, I have come up with a list of points I have seen raised elsewhere that I feel

would be inappropriate. Things to avoid (if at all possible) include:

o - generic safe harbour legislation - any safe harbour legislation would immediately
trigger every lawsuit that had not yet been filed and cause plaintiffs to go forum
shopping.

e acceptance of the validity of state safe-harbour legislation in inter-governmental
agreements. There is no reason to encourage this behaviour and when citizens
realize what has happened, the governments that enacted such legisiation will be
extremely unpopular.

o mandating specific dates for compliance or forcing industries to correct one class
of problems over another. This is a good way to get blamed for any messes
without really knowing if you are doing good in the first place. Let companies do
their internal triage using their own best judgement. You might want to look at
penaities for failure to perform, however (as discussed above).

¢ New bankruptcy protection. There will probably be many firms that try to
escape liability via bankruptcy protection. The existing legisiation, if adequately
enforced, is sufficient to prevent fraud.

I thank the committee for its interest in the year 2000 problem. You can make a valuable
contribution to the effort. Ilook forward to working with you to increase understanding
on these issues, and I would be happy to answer any questions that you may have.



APPENDIX A

OTHER INFRASTRUCTURE ISSUES TO CONSIDER
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1t is clear that governments are seized with the 1ssue Y2K on an international scale But
what of the thousands of firms that do business globally (or at least internationaily)?
There has been much discuss‘on in the literature of the ‘food chain’ issues and how they
affect an organization. The fuod chain becomes an order of magnitude more complicated
when you factor in the international aspect. This paper cannot unfortunately provide
angwers. In many cases, the questions have not been asked. In other cases, the answer
changes so radicaily from country to country that no generalized statement can be made.

To get the ball rolling, I have assembled a brief list of questions that I believe need to be
answered in order to minimize disruption to firms operating abroad. The questions are
primarily focused on infrastructure issues. Everyone has their own definition of critical
infrastructure, but most agree that it includes:

Transportation

Banking and financial markets

Electricity

Water

Fuel

Telecommunications

‘What if a ship cannot leave harbour because the port is under quarantine? Ifa
countries’ medical infrastructure collapses due to Y2K problems in the hospitals,
quarantine may be necessary.

What if a ship cannot leaye harbour because the harbour infrastructure has broken
down? There are many things that can go wrong, including:

o Failure of automated refueling systems

¢ No working payment system

e (Cargo cannot be loaded

o Failure of environmental control systems

¢ Failure of local infrastructure like electricity, fuel delivery etc.

In both of the above examples, there will surely be insurance claims made. But who
should pay?

How about airport closures and/or no-fly zones? It is evident that the regulatory
authorities will take the steps that are necessary to avoid unnecessary risk to passengers.
But what happens to those caught outside the US? Unless there is certainty of failure
of air transport, it is doubtful that foreign employees will be ‘called home'. Who will pay
for their losses? And how will they get home?
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Basking and financial markets

Thunk of all the steps mnvolved in an internationai Letter of Credit (LC) It only takes one
faslure to stop the process If'a foreign factory does not receve the LC, they don’t
produce. If they don’t produce, some North American company will be sitting idle
waiting for goods. Many firms have sent out questionnaires to their trading partners
asking about Y2K compliance. But how many firms asked the same question of every
bank in their LC chain? And of course the old favorite “How reliable are the
responses?”

Elecrici
As stated in the main testimony, there is some disagreement as to the extent of the
problems facing the various public utilities in North America. It is difficult to
believe that anyone can say with assurance that they will not have a problem
before an assessment has been completed. Has any information on higher degree
of Y2K assessment work being done in foreign countries? Not that I have seen.
So it is easy to conclude that there is the potential for failure of the grid in foreign
countries. The question is: “which one(s)?”

Water

Everything that has been said about electricity can be extended to water. In addition,
there is a risk not only of delivery failure but quality control problems. This problem is
exacerbated in regions where the source water is significantly more ‘dirty’ than the
source for most North American treatment plants. Can firms operate in foreign
conntries in the absence of drinking water? Is it even worth trying?

Fuel

Fuel delivery is dependent (in part) on the transportation infrastructure, particularly large
supertankers. There has been much discussion of late on the potential for problems with
embedded chips on supertankers. Can sufficient fuel delivery be guaranteed in
foreign countries where firms are operating? If not, can the firms continue to

operate?

el L .
A key target for investigation is telecommunications infrastructure. Unfortunately, as
stated in my main testimony, even today there is some disagreement as to the extent of
the telecommunications problem. Again, I point to the recemt AT&T outage. The whole
network was brought down by what amounts to the broadcast of errors encountered
during the testing of a device. A large number of error messages being brosdcast over a
network can flood that network and effectively shut it down. This is called a cascade
failure. Considering this domestic example, how likely is it that international
telecommunications carriers will bring down our domestic network? How should
we protect ourseives?
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Given the risk of cascade failure, 1t makes business sense to plan for such a contingency.
At what point does it hecome the obligation of a telrcommunications carrier to cut
off a foreign country t) prevent cascade failure? Can it be done pre-emptively? Do
the carriers know themselves? Most importantly, do they have the right to take
unilateral action under their agreements? Do their customers have the right to
make such demands?

G i Busi Environm
Finally, a few questions in the context of the general business environment. Can North
American firms do business in a country whose health care system is in fail mode?
Is such a failure considered forseeable under US tort law? Is it forseeable under the
foreign countries’ tort law (or civil law equivalent)? Is such a failure forseeable
under the terms of current insurance policies? And most importantly: “have local
counsel been retained to represent our interests abroad?”

The foregoing are questions that I believe each firm must consider for each country they
do business in. Just what everyone wanted: more work.
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Mr. HorN. Those are most helpful, practical suggestions, and we
thank you for them. ‘
Next is Mr. Alan Simpson, the president of ComLinks.Com.

STATEMENT OF ALAN SIMPSON, PRESIDENT, COMLINKS.COM

Mr. SIMPSON. Mr. Chairman and distinguished members of the
subcommittee, the ability to communicate is the essential cement
that holds together the building blocks of our modern society. Over
the past century, we have crafted a complex, global, electronic com-
munications network, which seamlessly allows us to send our mes-
sages anywhere on the surface of the Earth and even to the depths
of the oceans and into deep space.

Today I need to address both the technology, consequences of
failure and the need for a global media message explaining year
2000. This message needs to reassure the public, explain the im-
pact of the millennium bug, and the actions that need to be taken
to minimize its effects.

Every day trillions of dollars of global wealth are transmitted
electronically around the world from New York. This wealth is re-
transmitted again and again in the course of a normal business
day. This is done electronically by computers, using date dependent
software over date dependent networks.

On initial examination, telecommunications networks seem not
to be affected by dates. They appear to consist of copper wire, fiber
cable, and satellite links, all connected by switches. Few realize the
massive, computerized infrastructure that supports this circuitry.
This support infrastructure is often ignored, and is of little con-
sequence if the computer that connects the call is compliant, if the
billing computer has automatically disconnected the callers through
nonpayment to that account for the past 100 years. This complex
network carries much more than financial transactions. It carries
the control signals for power stations, switch and commands for
electricity grids, gas and oil pipelines, and the information to man-
age critical infrastructure services, such as water, sewage, and en-
vironmental systems.

Here is the first problem. This highly sophisticated command and
control network depends on the telecommunications network. The
telecommunications network depends on clean electric power, elec-
tric power generation, and distribution depends on telecommuni-
cations. It’s a catch-22.

Both the telecommunications network and the power generation
distribution grid can operate at less than 100 percent, without
damage to the critical infrastructure. There exists a point where
the losses in the generation capacity and distribution capacity are
multiplied by gaps in the telecommunications network. This can
create a dangerous, critical mass.

Looking at the global perspective for a second, we are not an is-
land insulated from the telecommunications problems of the rest of
the world. We trade, we communicate, and we point nuclear mis-
siles at each other. The potential for catastrophic
miscommunication in 2000 is immense. One prudent safety valve
will be to have the global nuclear shutdown from a mutually
agreed period over midnight and into 2000. The question is, how
will a launch system react if it believes it has lost communications
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with its command and control masters for 100 years? That should
be asked of all the world leaders. These world leaders should also
be asking if the web of diplomatic outposts, the Embassies and the
consulates will be able to keep them informed, as well as effectively
deliver their cables and messages to their hosts. The last thing the
President needs to find out from CNN is that one of his Embassies
has been occupied.

It is not only the United States that needs to ensure unambig-
uous and clear communication channels. In this age of nationalistic
and local tensions, we must all ensure the regional trigger fingers
are kept away from weapons, especially nuclear weapons. In areas
of high tension, the last thing we need is no communication be-
tween diplomats. There needs to be a communication plan to
prioritize the use of scarce circuits in the event of failure. Little
Freddy calling his aunt to chat needs to be given less priority than
the major bank transferring funds or an essential business trans-
action. Until this problem is resolved, which it will be, there may
have to be a rationing of circuits.

Critical supplies. In the 1980’s, we were sold on the idea that
just in time was the answer to maximize profits. This concept will
be put to the test, especially with critical materials and subassem-
blies from overseas. Major corporations should examine their com-
munication links to their overseas offices, and as a worst-case sce-
nario, ensure that there are buffer stocks of critical materials, sup-
plies and subassemblies. Additional stocks in business need to be
planned in consultation with the banks, for an increase in stock
levels will trigger a credit warning in the lending departments of
the bank. Let them know this is prudent contingency planning, not
a downturn in business.

Effective communication means getting the message through, re-
gardless of transmission medium. There are alternative means of
maintaining business communications. These must be explored.
Sitting pretty, hoping the telecoms will get their acts together in
time is not prudent business management. If there is no dial tone,
think plan B,

On to the message now. There are those who compare the disrup-
tion from the year 2000 millennium bug to be akin to World War
II, especially the denial, lack of preparation and global con-
sequences. Winston Churchill is often quoted in many of his
speeches. Many forget that President Roosevelt skillfully prepared
the United States for war, held by Hollywood and those in the
media with foresight. Industry was prepared and the White House
showed positive leadership, preparing for the crisis.

We hear the sky is falling. No, the sky is not falling, it’s just the
computers won’t work. This is the crux of the awareness problem.
If the sky was falling, the river flooding or the blizzard blowing,
then we could relate to these events and, using historical prece-
dents, realize we were facing imminent danger and act accordingly.
This generation has never known shortages. They have never
known a crush in the economy. They cannot perceive that the
United States can possibly allow such a situation to occur. They
are currently in complete denial of their technology or that elected
leaders can allow such a scenario. A large segment of the popu-
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lation is waiting for Bill Gates and Microsoft to release MS 2000,
the millennium virus fixer. There is no millennium virus fixer.

The predominant group affected by year 2000 are the baby
boomers. They are the ones who will see their investments, real es-
tate, retirement, and way of life decimated when the worst case
scenario occurs. The baby boomers are well known to react like a
shoal or herd. One turns, they all turn. One panics, they will all
panic. This is the worst-case scenario for the banks. If this herd is
spooked with only 1.5 percent cash reserves, panic withdrawals will
crush the system and create a self-fulfilling prophecy.

It is the duty and responsibility, therefore, of all governments to
prepare the populations for a time of crisis. In the new global infor-
mation age, we would have assumed that the leader of the United
States would have led the global awareness and rectification cam-
paign. We assumed wrong.

We need world class leadership now to give the people of the
global information society true and positive leadership. We must
not create a general environment ofP pessimism. We must create
from strong leadership an environment that the problems can and
will be fixed. It is in this type of environment that this country was
?Ible to mobilize its enormous resources and prepare for Worlda War

In conclusion, Mr. Chairman, we have a serious communication
problem, both with the technology and the message. The good news
is that both the technology and the message can be prepared to
serve the Nation and the world during the year 2000 transition.
We can find alternative routings for data. We can, if needed, jerry-
rig circuits to continue operations and we certainly can craft an ef-
fective media campaign to prepare, educate, and inform both the
American public and the people of the world.

Keep in mind, if the worst-case scenario occurs on a global scale,
the United States will be blamed for this catastrophe. The world
will point to the computers, software, and technology developed and
supplied by the United States for everything that goes wrong with
their economies and infrastructure in 2000. We need communica-
tion planning now. Failure is not an option.

Thank you, Mr. Chairman.

[The prepared statement of Mr. Simpson follows:]
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Communications & Year 2000

Mr. Chairman and distinguished members of the Subcommittee.

The abiiity to communicate is the essential cement that holds together the building blocks of our
modem society. Over the past century we have crafted a complex giobal electronic
communication network, which seamlessiy allows us to send our messages to anywhere on the
surfece of the Earth, and even to the depths of the oceans, and out into deep spacs.

Tod-ylnoedbaddmubommotod\nology consequences of failure, and the need for a giobal
media message expiaining Year 2000. This message needs to reassure the public, explain the
impact of the “Milennium Bug", and action that needs to be taken, to minimize it's effects.

The Technology

The Problem

Every day trillions of dollars of global wealith are transmitted electronically around the worid, from
that spot on the Earth’s surface known as New York. This wealth Is retransmitted again, and
again, in the course of a normal business day. This is done electronically by computers, using
date-dependent software, over date-dependent networks.

On initial examination, telecommunications networks seem not to be affected by dates. They
appesr to consist of copper wire, fiber cable and satellite links, connected by switches. Few
realize the massive computerized infrastructure that supports this circuitry.

This support infrastructure is often ignored. It is of litle consequencs if the computer that connects
the call is compliant, if the billing computer has automatically disconnected the callers line,
through non-payment of their account for the past one hundred years.

But this complex network carries much more than financial fransactions. it carries the control
signals for power atations, switching commands for electricity grids, gas and oll pipelines, and the
information to menage critical infrastructure services such as water, sewerage and environmental
systems.

“Caich 22"
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Here 18 the first problem This highty sophisticatet command and control network depends on the
telecommunications network The telecommunications network depends on clean eiectnic power.
The electric power generation and distribution system depends on telecommunications.

Both the telecornmunications network, and the power generation and distribution giid, can operate
at less than 100%, without damaye to the critical infrastructurs. There exists a point where the
iosses in the generstion capabliity, and distribution capabifity, multiplied by gaps in the
telecommunications network can create a dangerous critical mass. Under normai circumnstances
this condition can be rapidly corrected, using alternative circuits, and signai paths. All indications
point to starting 2000 with a reduced level of options.

“Three Strikes and You're Qut”

For the telecommunications network the Year 2000 problem wiil be the third strike, between now
and 2000.

First there will be the peak of the micro-meteorite shower, this event could seriously effect space
assets, such as telecommunications satelites. There is the possibliity that there could be no
effect. Every piece of dust, or debris coutd miss the hundreds of orbiting satellites, or impact with
litle effect.

The worst case scenario is that 8 number of satellites, with their data and voice circuits, could be
destroyed, or crippied. We need to snsure the vuinerability lessons, leamed from Galaxy IV, have
not been forgotten.

The next avent is “Solar Max 23", where the Sun reminds us that it controls our life on Earth. This
burst of energy could have tragic, or little effect on the satellites, spared by the micro-meteorite
onsisught. This event could, like earlier Solar Max's cause disruption in power grids. Again, we
must wait and ses, but in the meantime create a number of "what if* scenarios for our operations.

These “What if* scenarios must be inciuded in any contingency planning for Year 2000. It is
essential that a level of safety be maintained in number of available circuits, and space assets,
and we do not blindly assume 100% of all satellite circuits will be at our disposal on 1/1/2000.

The Globai Porspective

We are not an igtand, insulated from ths telecommunication problems of the rest of the world. We
tracie, communicate and point nuciear missiles at each other.

The potential for catastrophic mis-communication is immense.

The concerns of New York banks, and their credit transactions, pale in comparison with the
scenario of giobal thermo-nuclear holocaust caused by s computer malfunction.

One prudent “safety valve™ wouid bs to have a global nuciear shutdown for a mutually agreed
period over midnight, and into 2000. The question, “How will a launch system react, if it believes it
fost communication with it’s command and control masters, for 100 years,” should be asked of
the world leaders.

These world leadars should be aiso be asking if the web of diplomatic outposts, Embagsies, and
Consulates, will be abie 10 keep them informed, as well as effectively deliver their cables, and
communicsations, to their hosts.

In the case of the United States of America, | am concemed that The Department of State has
such a pathetic rating on the scorecard, prepared by this committee. it is essential that they have
comprehensive plans, to maintein secure communications, especially from the "Hot Spots® of the



Imains & Boats & Pianes

There is no more dangerous an area for mis-cammunication than in the area of transpartation,
especially in aviation. The dernands of the travalling public have been met by cramming an
extraordinary number of planes into a smal congested araa.

This giobal air treffic control network is a masterpiece of technology, sophisticated, yet aging,
electronics, and dedicated weil-rained personnel. Unfortunately it has to desd with irate, economy-
minded, and impatient passengers, who demand convenient flights in ail weathers.

The airlines own the planes. The airports control them on the ground, and the air traffic
organizations of govemments, control them in the air. They are supplied with fuel by third parties,
and are serviced by a whole army of computer managed entities, from fire crews to mairtenance

personnel.

Behind this complex operational network is another one for administration, encompassing travel
agencies, reservation systems, scheduling, personnel, finance, and finally the insurers. If these
insurers do not feel confident then the planes are grounded! Any aspect of this complex puzzie
can bring the world’s aviation industry to a crawl, even a hait.

The FAA responses fo this commities has raised doubts about the ability of the Air Traffic Controi
Network, to manage the current levet of fraffic, during and immadiately afer the millennium

er, The safety of the travelling public needs to be honestly reponied, free of speculation,
yet subject 1o massive penalties for hiding the truth.

Fortunately the aviation industry has awoken to the problems, and i8 taking steps to ensure it will
have alf the facts avaliable, to muke safe decisions for this busy trave! period. Nevertheless the
aviation industry will be under the microscops.

The raiiroads on the other hand have somewhat missed the public scrutiny. Few realize how
dependent modern railroad systems are, on computar networks. Qver the past few months we
have seen confusion in communications, especially in scheduling rolling stock.

The scheduling of rolling stock, and the controt of paints and switches, must be addressed by the
oversight committess. The scanario of the Soviet Union, in earlier decades, with crops rotting in
the flelds, and famine in the major cities, must not be allowed o bacome the United States in
2000, with crops rotting in California and Florida, with no rolling stock, or rafl lines availabis to
bring the produce to New York, Chicago, or the other major centers of popuiation. There is no
excuse, given the time scale, for breakdown of critical lines on communication, and supply.

The shipping industry poses a different problem. Supertankers are computer controtied, their
operation too complex for humans. Fortunately their numbers are small, and they do act
somewhat in isolation. The shipping companies are aware of the dangaers of vaives
madfunctioning, or worse still, a massive tanker failing to siow down, and ploughing into some port
faciity, at full speed. The danger of valve malfunction whilst connected to a refinery is another
matter. The enormity of the embedded system probiem is just being reatized.

Embedded systems, iike Year 2000, pose a threat beyond comprehension, which leads to the
second communication issue, the message. Few can comprehend Y2K.

The Year 2000 Message

There are those who compare the disruption from the Year 2000 "Millennium Bug" to be akin to

World War Ii, especially the denial, lack of preparation, and global consaquences. Winston
Churchill is oftan quoted, and many see parallels in many of his speeches.
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world, talung mnto account that the local telecommunications infrastructure may be fragmented,
thet space assets may not be available, and that the old standby of HF may be senously impacted

by soler activity.

The last thing the President needs to find out from CNN, is that one of his Embassies has been
occupied,

But it is not only the United States that needs to ensure unembiguous and clear communication
channels are available. in this age of nationalistic, and local tensions, we must all ensure the
regional trigger-fingers are kept away from weapons, especially nucisar weapons. In arans of high
tension the last thing we need is no communications batween diplomats.

There needs to be a telecommunications pian, to prioritize use of scarce circuits, in the event of
failure. Little Freddie caliing his aunt to chat, nesds to be given less priority than a major bank
mmm.ammmen.UnﬂWsmsm,MRwﬁ
be, there may have to be rationing of circuits.

In the case of the worst case scenario being realized, which we hope will never happen, then we
need to find alternative ransmission paths for critical communications. This could be achieved, in
major urban and business centers, by utilizing wireless tachnologies, and even running cables
around Manhattan streets. The potential of using Cabls TV lines for interconnecting businesses
needs to be addressed by all Communications, or {T Managers.

Above ali, Corporate Officers need to be aware that the Year 2000 problem is one of business
survival, and it's consequences have been known for the past 30 years. Not being prepared to
maintain essential services is not an option. Careful planning, and alternative communication
strategies, can neutralize many of the effects of Y2K. Ownership of this responsibility lies with the
officers of each indlvidual company. .

Critical Supplies
In the 1980's we were sold onih{ldea of “Just in Time", as the anawer to maximize profits. This

concept will be put to the test, non more searching that with critical materiais, and sub-assemblies
from overseas.

Major corporations should examine their communication links with their overseas offices, andas a
worst case scenario, ensure there are buffer stocks of critical materials, supplies and sub-
assemblies. This needs to be achieved in consultation with the banks, for an increass in stock
leveis will trigger a credit wamning in the lending department of the bank. Let them know this is
prudent contingency planning, not a downturn in business.

Every company, that is trading on a global scale, should be undertaking contingency planning,
especially for transmission of criticat data. The oid concept of messangers, or couriers, needs to
be In place as a last resort. !if data lines are not available, or unreiiable, then make provisions to
carry removable magnetic, or optical media, by courier. The focus at this late stage is to keep the
business alive, and running over the millennium changeover. instead of a nunner with an Olympic
Torch, have s runner with a floppy disk.

Effective communication means getting the message through, regardiess of ransmission medium!
There are alternative means of maintaining business communications, these must be expiored.
Sliting pretty, hoping the Telcos will get their acts together in time, is not prudent business

. 1t is becoming obvious that many Telcos, especially In third work! couniries, have
only just bacome awars of the and the probi Suing the carriers after the event, is not
8 practical recipe for business survival,

If there is no dial tone....Think "Flan B”
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Many forget that President Rooseveit skillfully prepared the US for war, heiped by Hollywood and
those in the media with foresight. industry was prepared, and the White House showed positive
leadership, preparing for the crisis.

Today, eighteen months away from potentially the worst global crisis since World War I, .
leadership is totally lacking. This is surprising considering this administration will have to face the
electorate in 2000, months after the crisis has struck.

“The Sky is Falling”
No, the sky is not falling, it's just that the computers won't work|

That is the crux of the awareness problem. if the sky was falling, the river flooding, or the blizzard
blowing, then we couid relate to the events, and using historical precedents, reaiize we were
facing imminent danger, and act accordingly.

Telling the public that the computers can't do arithmetic, and they face imminent danger, is such
an abstract concept that most do not take it sefiously.

This generation have never known shortages. They have never known a crashing economy. They
can not perceive that the United States can possibly allow such a situation to occur. They are
currently in complete dental, that their technology, nor their elected leaders, can allow such a
scenario to occur. A large segment of the population is walting for BMl Gates and Microsoft to
release MS 2000, the “Millennium Virus Fixer”, at $49.95, from your local computer store.

There is no “Millennium Virus Fixer™.

The predominant group affected by Year 2000 are the "Baby Boomers”. They are the ones who
will see their investments, real estate, retirement and way of life decimatad If the worst case
scenario occurs.

The “Baby Boomers” are well known to react fike a “shoal”, or “herd”. One tums, they all tumn, one
panics, they all panic, one buys yuppie four-wheel drive, off road vehicles, Manhattan is full of off-
road vehicies.

The task for the media managers, and PR practitioners, is to prepars the “herd” for a rough patch,
without them stampeding and crushing the drovers underfoot. A stampeding herd crashes
through, and destroys everything in its path, including many of its own.

Major Banks are especially at risk from this *herd” mentality of the “Baby Boomers®. With only
around 1.5% cash reserves in US banks, any panic withdrawals could crash the system, and
create a seif-fulfilling prophesy.

There are those on the fringe of Y2K, who would weicome such a crash. This could statistically
occur from one pessimistic faature on the evening TV news. If ratings were seen to soar, the
ratings-led, entsrtainment-blased news executives would run this story to it's bitter end.

it is essential that major banks, and corporations, inform and prepare, their customers, investors,
and suppliers for the possible impact of Y2K, and their progress towards a safe, and comfortable
transition. Currentty the iawyers are blocking most sources of information, demanding silence at
all costs! But like an earthquake fault, the longer it waits, the more energy it builds up, and the
greater the destructive power, when it finally breaks and moves.

it is the duty, and responsibility of a govemment, anly govemment, to prepare the population for a
time of crisis. In the new global information age, we would have assumed that the leader of the
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United States, would have led the giobal awareness, and rectficaton campaign We assumed
wrong.

We need a world-class leader to emerge, and give the people of the global information society,
trun end positive leadership.

Sit's Too Latel™
The doornsayers preach that it is too iate, that all is alreedy lost. No it is not too iatel

“Get on with the job, and fix what you can” shouid be the message. Start with the mission-critical,
or core-business systems, and work outwards. The non-essential systems can be fixed later,

We must not creats & general environment of pessimism. We must creats, from strong leadership,
an environment that the problems can, and will be fixed. In this type of environment this country
was abie to mobilize it's enormous resources and prepars for Worid War il

The key of course is strong, positive, and believable leadership.

Media Plan

Many reading this testimony may {ake offense at referring to the public in behavioral terms as a
“shoal” or *herd”. That describes how they react. The “herd” is more accurate for Y2K, because
when the true picture is known, the public wiil get very angry, and possibly violent.

We are accused of only giving the public bad news, doomsday scenarios, and unsubstantiated
figures. Unfortunately those are the only figures the corporate lawyers will release.

Every company, govemment depariment, state entity, county, or city, shouid be initiating a media
pian to inform, and reassure the public. The President shouid already be taking the initiative in
this, and using the extensive media apparatus available to the White House, to address the
nation, and the world.

Silence is counter-productive, and dangerous.

in condlusion, Mr. Chairman, we have a serious communications problem, both with the
technology, and the message.

The good news is that both the tachnology, and the message, can be prepared to serve the,
nation, and the worid during the Year 2000 transition. We can find alternative routings for data,
Wae can, if neaded “jemry-rig” circuits to continue operations, and we certainly can craft an effective
media campaign to prepare, educate and inform both the American Public, and the pecple of the
worid.

Keep in mind, if the worst case scenario occurs, on a global scale, the United States will be
blamed for this catastrophe. The worid wili point to the computers, software and technology,
developed and supplied by the United States, for everything that goes wrong with their
economies, and infrastructure in 2000.

We need communication planning now. Failure is not an option!
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Mr. HorN. Thank you very much. You have put it in very simple
English that anybody should be able to understand, and we thank
you for that presentation.

Our next speaker is Mr. Bruce Webster, the chief technical offi-
cer, Object Systems Group, director of the Washington, DC Year
2000 Group. You might explain what that is.

STATEMENT OF BRUCE F. WEBSTER, CHIEF TECHNICAL OFFI-
CER, OBJECT SYSTEMS GROUP, AND DIRECTOR OF THE
WASHINGTON, DC YEAR 2000 GROUP

Mr. WEBSTER. The Washington, DC Year 2000 Group, with over
1,300 members, represents people working in all areas of the Y2K
problem here in the Washington, DC area and elsewhere. I am
honored to appear before you, Mr. Chairman, and this committee
today, both representing myself and that group as a whole.

Humanity has been developing information technology for half a
century. That experience has taught us this unpleasant truth. Vir-
tually every information technology project above a certain size or
complexity is significantly late and over budget or fails altogether.
Those that don’t fail are often riddled with defects and difficult to
enhance. The causes stem not from technology but from human
frailties. Indeed, when asked why so many IT projects go wrong,
in spite of all we know, one could simply cite the seven deadly sins:
Avarice, sloth, envy, gluttony, wrath, lust, and pride. It’s as good
an answer as any and more accurate than most.

In the midst of all this, we face the chasm on the road ahead,
known as the year 2000 crisis, which has its roots in all the sins
related. Anxiety has begun to set in through the public and private
sectors as the true scope and difficulty of the Y2K problem, with
its foundation in all the regrettable IT business practices of the
half century become apparent. For the first time in those 50 years,
these organizations face a problem that is inexorable, with a dead-
line that is immovable. The difficulties cannot be finessed, buried,
rescoped, bought off, reorganized away or dragged out until they
are finally f®ed. There is too much complexity to handle, too much
damage to undo, too little time to allocate, and too few people to
deploy. What, then, can and should we do? 1 believe our best course
lies in four principles: Recognize, resolve, repair, refrain.

Recognize. We need a broad public acknowledgment of the na-
ture, scope, and difficulty of the year 2000 problem, starting with
President Clinton and followed by other leaders in the administra-
tion, in Congress, in the military industry, and elsewhere. A good
friend of mine admitted that years ago he went through a sub-
stance abuse program and says he has been quite amused and fas-
cinated at all the classic and well-documented forms of denial and
self-deception he has observed in people at all levels dealing with
the year 2000 problem. Industry and society must realize that the
Federal Government isn't going to solve their problems; indeed, the
Government will be hard pressed to solve its own. And that no
other organization, vendor or individual, least of all, Bill Gates,
will come riding up with a miracle solution.

Resolve. We need to resolve that whatever the nature and level
of Y2K consequences, we will pull together as communities, as in-
dustries, as a society, and as a Nation. With that cohesion, even
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major Y2K events can be weathered. Without it, even minor Y2K
events could be disastrous.

Repair. We need to do the work. It will be long, difficult, expen-
sive, and tedious, and will probably last well into the next decade,
but what we can repair and replace, we should, and as quickly as
possible, using the necessary priorities.

Refrain. We must refrain from our long established and self de-
feating patterns in information, technology, business, law, and gov-
ernment. The most critical restraint, as far as humanly possible,
and perhaps a bit beyond that, we must voluntarily refrain from
Y2K litigation.

One of the best run year 2000 repair projects in America, and
therefore in the world, is right here in Washington, DC at Fannie
Mae. The head of that effort, Carol Teasley, distributed to her staff
some months back a clipping from an article in Parade Magazine,
written by Thomas Ricks based on his book, “Making the Corp.”
The clipping details what Ricks felt the fundamental lessons were
at the U.S. Marine Corps boot camp at Parris Island. Carol told her
staff that these were the operating principles for the duration. Tell
the truth; do your best, no matter how trivial the task; choose the
difficult right over the easy wrong; look out for the group before
you look out for yourself; don’t whine or make excuses; judge others
by their actions, not their race, or, I might add, their position, po-
litical party, or profession.

I would suggest that a top to bottom application of these prin-
ciples in Government, the militari, industry, and society at large
is our best hope for determining the true scope of the problem, re-
pairing as much as we can and minimizing the impacts that do
occur. I would also submit that virtually any major year 2000 re-
fr_):i'ilr effort or contingency plan not following these principles will
ail.

Exactly 58 years ago last Thursday, Winston Churchill gave
what is perhaps his most famous address. He sought to rally the
British Nation in the wake of Dunkirk and the fall of France, ask-
ing them to brace themselves for the task ahead. What, we have
to ask, will those of the mid-21st century say of us? Will they say
that January 1, 2000 was, to paraphrase our own World War II
leader, President Roosevelt, a virtual day of infamy, a sad and
tragic symbol of short-sightedness, incompetence, denial, blame,
and political maneuvering, or will they look back at midnight of
December 31 of next year and say of our generation, as Churchill
felt the future would say of his, this was their finest hour? The
choice, I submit, is still ours, but won’t be for much longer.

N I would be happy to answer any questions the committee might
ave.

[The prepared statement of Mr. Webster follows:]
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Mr. Chairman and distinguished members of the Subcommittee, I am honored to appear
before you today. I do so representing not just myself but also the 1300 members of the
Washington D.C. Year 2000 Group, most of whom work on or deal with this problem full time
in the government, the military, corporations, educational institutions, and other organizations.

1 didn't come to Washington to do Year 2000 work—it’s not what my company does— but
like many others, 1 was drafted into it. Once involved, I became profoundly concerned, both
because of the scope of the problem and my own professional experience with information
technology projects large and small. A quote from Shakespeare has repeatedly come to mind
during the past 18 months while observing those who arbitrarily set schedules and deadlines, or
who make blithe statements about how simple the problem is and how readily they will solve it.
It's from Henry IV, Act I, Scene I. In it, the character Glendower boasts of his supposed
c d over the leading technologies of his day, declaring, “I can call spirits from the vasty
deep.” Another character, Hotspur, with a firmer grip on reality, replies, “Why, so can ], or so
can any man; but will they come when you do call for them?”

Humanity has been developing information technology for half a century. That experience
has taught us this unpleasant truth: virtually every information technology project above a
certain size or complexity is significantly late and over budget or fails altogether; those that dont
fail are often riddled with defects and difficult to enhance. Fred Brooks explored many of the
root causes over twenty years ago in The Mythical Man-Month, a classic book that could be
regarded as the Bible of information technology because it is universally known, often quoted,
occasionally read, and rarely heeded. Most publications and books on IT since then have debated,
discussed, and deplored these same problems. And they are with us still. Their causes stem not
from technology but from human frailties. Indeed, when asked why so many IT projects go
wrong in spite of all we know, one could simply cite the seven deadly sins: avarice, sloth, envy,
gluttony, wrath, lust, and pride. It is as good an answer as any and more accurate than most.
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In the midst of these human challenges, we place ever-growing demands on information
technology. Like ratcheted gears on a torture rack, the tension only increases; there is no relief;
things never simplify. Part of that is beyond our control, a natural consequence of the complex
systems— social, economic, informational, technological, logistical, and even political— that we
have nourished and which now enmesh us. Those complex relationships have made our miracle
economy possible, giving us low inflation, low unemployment, low interest rates, and steady
growth. But they also create the situation where a currency crisis in a small Southeast Asian
country roils financial markets around the world and impacts the monetary policy of the richest
nation on earth, or where a single strike at a single supplier can cause the world's largest company
to shut down most of its North American manufacturing operations, furloughing tens of
thousands of workers.

The other part of the problem comes from our fundamental ability to conceive and demand
systems more complex than we can safely build, and our uawillingness to acknowledge and deal
with those limitations. While only optimists successfully build complex systems, many complex
failures come from those who are both optimistic and ignorant, or perhaps just arrogant. In the
field of information technology, we have begun and abandoned the tower of Babel repeatedly in
the past half century, ranging from innumerable small project failures to the incomprehensible
{1-year, $4-billion IT modernization fiasco at the IRS. New foundations start each day.

In the midst of all this, we face the chasm on the road ahead known as the Year 2000 crists,
which has its roots in all the sins related. True familiarity in this case breeds deep concern; it is
ignorance of the problem’s actual scope and ramifications that yields popular contempt. Indeed,
the Y2K controversy differs from most popular scientific disputes— such as global warming—~in
that there are few ideological overtures, the reality of the problem is trivial to prove, the
consequences are sure and soon, and it is the most technical, informed, and involved practitioners
who are most worried. Two surveys were done of the membership of the Washington D.C. Year
2000 Group, one in March and a repeat survey in May, to ask their projections of the Year 2000
impact in the United States. Both surveys yielded the same results. Two-thirds of the members
responding felt there will be at best an economic slowdown; one-third felt there will be at least a
strong recession and regional infrastructure failures; a tenth foresaw a second Great Depression or
worse. Even when the votes from those who might stand 1o profit from such concerns— vendors,
consultants, and lawyers— were factored out, the results remained largely the same.

Likewise, anxiety has begun 1o set in through the public and private sectors as the true scope
and difficulty of the Y2K problem— with its foundation in all the regrettable IT and business
practices of the past half-century— become apparent. For the first time in those 50 years, these
organizations face a problem that is inexorable with a deadline that is unmovable. The difficulties
can't be finessed, bunied, re-scoped, bought off, reorganized away, or dragged out uatil they're
finally fixed. There is too much complexity to handle, too much damage to undo, too little time
10 allocate, and too few people to deploy.

What, then, can and should we do? I believe the best course lies in four pﬁnciplés: recognize;
resolve; repair; and refrain.

Recognize. We need a broad, public acknowledgement of the nature, scope, difficulty, and

potential impact of the Year 2000 problem, starting with President Clinton and followed by
other leaders in the Administration, in Congress, in the military, in industry, and elsewhere. (A

PAGE 2 OF 4
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good friend of mine told me that many years ago he went through a substance abuse program;
because of that experience, he is fascinated by all the classic and well-documented forms of dental
and self-deception he’s observed among people at various levels confronting the Year 2000
problem.) Each organization needs to discover and be honest with itself about the starus of Y2K
challenges inside and outside. Industry and society must realize that the Federal government isn't
going to solve their problems— indeed, the government will be hard-pressed to solve its own—
and that no other organization, vendor, or individual, least of all Bill Gates, will come riding up
with a miracle solution.

Resolve. We need to resolve that whatever the nature and level of Y2K consequences, we will
pull together as communities, as industries, as a society, and as a nation. With that cohesion, even
major Y2K events can be weathered; without it, even minor Y2K events could be disastrous.

Repair. We need to do the work. It will be long, difficult, expensive, and tedious, and it will
probably last well into the next decade. We can't get it all done in time; simple mathematical
exercises demonstrate that for the embedded systems alone, we can only hope to get a small
percentage tested, repaired, and replaced by the end of next year. This means will we also have to
tepair whatever economic, infrastructure, and even ecological damage is caused when Y2K
problems hit. But what we can repair or replace, we should, and as quickly as possible.

Refrain. We must refrain from our long-established and self-defeating patterns in information
technology, business, law, and government. Without that, we have little hope of making things
better; as another friend is fond of saying, if you keep doing what you've always done, you'll
keep getting what you've always gotten. The most critical restraint: as far as humanly possible,
and perhaps a bit beyond that, we must voluntanly refrain from Y2K litigation

One of the best-run Year 2000 repair projects in America—and therefore in the world—is
right here in Washington at Fannie Mae. The head of that effort, Carol Teasley, distributed to
her staff some months back a clipping from an article in Parade Magazine (November 9, 1997)
written by Thomas E. Ricks based on his book, Making the Corps. The clipping details what
Ricks felt the fundamental lessons were at the USMC boot camp at Parris Island. Carol told her
staff that these were their operating principles for the duration:

o Tell the truth.

e Do your best, no matter how trivial the task.

s Choose the difficult right over the easy wrong.

s Look out for the group before you look out for yourself.
» Don’t whine or make excuses.

s Judge others by their actions not their race (or, I might add, by their position,
political party, or profession).

I would suggest that a top-to-bortom application of these principles—in government, the
military, industry, and society at large—is our best hope for determining the true scope of the
problem, repairing as much as we can, and minimiziag the impacts that do occur. I would also
suggest that virtually any major Year 2000 repair or contingency effort not following these
principles will fail.
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Exactly fifty-eight years ago last Thursday, Winston Churchill gave what is perhaps his most
famous address. He sought 10 rally the British nation in the wake of Dunkirk and the fall of
France, asking them to brace themselves for the task ahead. What, then, will those of the mid-21"
century say of us? Will they say that January 17, 2000, was— to paraphrase our own great WWII
leader, Franklin Delano Roosevelt—a virtual day of infamy, a sad and tragic symbol of shor-
sightedness, incompetence, denial, blame, and political maneuvering? Or will they look back at
midnight of December 31* of next year and say of our generation, as Churchill felt the furure
would say of his, “This was their finest hour.” The choice, I submit, is still ours—but won’t be
for much longer.

I would be happy to answer any questions that you or the Subcommittee members might
have.

Bruce F. Webster (www.bfwa.com/bwebster; bwebster@bfwa.com) is Chief Technical Officer of
Object Systems Group {(www.osgcorp.com), an interntational consulting firm working to help
Fortune 500 companies successfully develop and deploy information technology. He is based out
of Washingron, DC, where he does high-level consulting on Year 2000 issues, software
development management and organization, information technology infrastructure, object-
oriented development, reuse, and quality assurance. He has helped engi a dozen co cial
software products and has published three books and over 160 articles. He also serves as Chair of
the Washington D.C. Year 2000 Group (www.wdcy2k.org), the largest and most active Y2K
organization in the world.
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Mr. HogN. Well, that’s an excellent statement. We have one more
presenter, Mr. Tom McCabe, Chairman of McCabe & Associates.
Mr. McCabe.

STATEMENT OF TOM McCABE, SR., CHAIRMAN, McCABE &
ASSOCIATES

Mr. McCABE. Thank you, Mr. Chairman. Mr. Chairman and
members of the committee, my name is Tom McCabe. I have been
invited to assess the year 2000 conversion efforts and recommend
a responsive strategy, and I am very happy to do such. First, I
want to commend you, Mr. Chairman, and the committee for focus-
ing attention on this huge problem and noting its urgency in the
crisis it beholds.

My background is as a mathematician and a scientist and I have
been involved in developing techniques and methods to test com-
puter software, and I want to say in front of this committee that
1 am very deeply concerned about the status of the year 2000 con-
\éersion and the real possibility of massive failures at that magic

ate.

I have been involved in testing mission critical systems for the
military and commercial sectors for long before the year 2000. The
question in that arena has always been will the system work. And
the answer has always been the same, and that is that one has to
test very rigorously to be certain. When testing is done correctly,
it provides objective information with a greater sense of security
that the system being remediated would actually work.

The question about where we stand today on the year 2000 can
therefore only be answered by looking at the kind of testing that
is being performed today on these systems. Structured testing is
based on an objective and quantifiable set of metrics. Integrators
and weapon system developers have for years used such discipline
testing as the best practice. The GAO’s report and testing guideline
also endorses such disciplined testing as the best practice. At least
10 companies offer year 2000 test discipline coverage tools, and 50
large integrators provide solutions doing the same. Progress re-
ports indicating compliance must incorporate testing metrics about
dates to validate what was and was not done and tested. Reports
without such coverage metrics concerning dates are merely ran-
dom, subjective assessments, which may create a false sense of se-
curity.

Mr. Chairman, since there is currently no requirement for an ob-
jective measurement of date testing or reporting, the answer to the
question about where we stand on remediation today is that no-
body knows. That is quite unacceptable and, I might add, very,
very dangerous.

The Government’s Inspectors General, for example, have discov-
ered that several systems, reported as being compliant, failed when
they attempted to test them in a year 2000 environment. These
systems failed because of the absence of such date-related metrics
in disciplined testing. Such failures have also occurred in the com-
mercial sector as well.

A major insurance company recently ran exhaustive tests on a
system that had 25,000 logic paths, of which only 200 contained
dates. The testing coverage indicated that the original testing
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reached only 10 of the 200 dates passed. Mr. Chairman, testing
metrics showed that the program was in fact about 5 percent test-
ed, and that, I might add, is a very frequent occurrence.

What then is my recommendation for action?

First, that we require rigorous testing for mission critical soft-
ware which will incorporate date-related test metrics and coverage.
Second, that it is required that we have compliance reporting based
on these date metrics.

If you refer to those suggested by the GAQO, Mr. Chairman, it’s
only when you have reliable information based on sound testing
procedures in metrics that you can begin to manage the remaining
remediation. Two Harvard professors in their book, “The Balanced
Scorecard,” say it best when they state, “If you ean’t measure it,
you can’t manage it.”

With only 557 days remaining, we have neither the time nor the
resources to test everything. If we attempt to test all the systems,
most of this effort will be wasted and ineffective.

Therefore, I urge the committee to demand targeted testing
aimed exclusively at the date code in every mission critical system.
This testing will not only reduce the risk of failure but will also
identify the high-risk areas for contingency planning.

The cost of year 2000 testing is substantial, between 50 and 70
percent of the total conversion effort. Mr. Chairman, targeted,
structured testing requires fewer resources and saves time. Indus-
try experience including Nabisco, Prudential, Citibank, Merrill
Lynch, and Paine Webber has typically shown that only 25 percent
of the logic is date-related. Therefore, a testing plan that focuses
specifically on those dates will save 75 percent of the resources.

The results are faster testing, more focused testing, reduced ef-
fort, less expense, and a better coverage of the specific dates that
are causing the problem. The savings impact is confirmed in a let-
ter from GAO to Congressmen Kolbe and Hoyer which states: How-
ever, disciplined test management, including the collection and re-
porting of metrics, is not an expansion of these activities, but rath-
er is part of an effective testing process.

In conclusion, targeted testing based on metrics aimed at the
date code requires less time and effort and will save the Govern-
ment resources. In the coming days and weeks leading to January
1, 2000, this committee’s continued involvement through a rigorous
reporting system of this date coverage will be every bit as impor-
tant as any recommendation I can make.

I thank you for your time. I will be happy to take any questions.

Mr. HORN. We thank you very much.

[The prepared statement of Mr. McCabe follows:]
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Mr. Chairman and Members of the Committee, | am Tom McCabe) | was
invited here today to assess the status of the Year ZOW effort
and to recommend the most important priorities for the remaining time
available. | am happy to do so. First, however, 1 wish to commend you, Mr.
Chairman, and the Members of the Committee for focusing on Year 2000

conversion and for recognizing the urgency of this crisis.

| am a mathematician and scientist specializing in testing metrics and
validation techniques for computer software. | was involved in testing
mission critical systems for the military, asrospace and telecommunications

sectors long before Year 2000 became an issue.

The ultimate question is always the same -- will it work? Never have those
words had greater meaning than they do today. When done correctly,
testing provides objective information and a greater sense of security that
what has been developed or repaired will actually work. Risk of failure can
only be understood when such testing is done. Therefore, an accurate
answer to the question, “Where are we today on Year 2000 conversion?” --
can only be answered by looking at the type of testing and reporting that is
actually being done. When making that assessment we must aiso
understand that Year 2000 presents a specific problem -- a date-related

problem -- and consequently, a specific type of testing needs to be done.
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Structured testing is testing based on objective and quantfiable metncs
Numerous systems integrators and weapon systems developers have
used such disciplined testing as best practices for more than a decade.
The use of such testing procedures and metrics is also inherent in the GAO
best practice testing guideline for Year 2000 as outlined by my colleague on
this panel. For Year 2000 testing, there are at least ten companies that
offer test coverage tools and at least 50 large integrators that routinely

provide disciplined, metrics-based testing services.

Progress reports indicating system compliance must incorporate testing
metrics to validate what was and was not fixed and tested. If progress
reports do not include such test coverage metrics, then you are not getting
factual and objective information. Rather, you are getting random and
subjective assessments that may create a false sense of security. Mr.
Chairman, since neither test coverage metrics nor the duty to report the
extent of test coverage are currently required government-wide, it is
impossible to ascertain the status of the government’'s remediation and
conversion efforts. Since there is no standard of measurement for testing
or reporting, the answer to the question, “What is the status of the
remediation effort today?” is -- NO ONE KNOWS. | find that unacceptable

and dangerous.
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The inspectors general of many of the major government agencies,
including the Departments of Agriculture, Education and Defense, have
discovered that systems reported as compliant failed when the IG
attempted to test them in a post 1999 environment. These systems failed
because of the absence of disciplined testing. The testing was not
structured, and coverage metrics were not collected or reported to indicate

that all of the date-related decisions were tested.

Let me give you an example from the commercial sector. A major
insurance company recently ran what it considered to be exhaustive tests
on a program with 25,000 logic paths, of which only 200 contained dates.
Typically, only a small percentage of the logic contains dates. The test
coverage metrics analysis indicated that the original testing reached only
10 of the 200 test paths with dates. In other words, testing metrics showed
that the program was only about 5% tested. This is a typical result of
unstructured, untargeted, undisciplined testing, whether in industry or
government. As | said before, testing without coverage metrics results in a

false sense of security, high risk and unexpected failures.

I was also asked to set a priority for the actions that should be taken in the
remaining days. My answer is simple and clear: Require rigorous testing of

mission critical software which incorporates date-related test coverage

3
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metncs  In addition, require compliance reporting based on this testing
standard and these metrics, and | would refer you to those suggested by
GAO. Only when you have reliable information based on sound testing
procedures and metrics can you begin to manage the remaining
remediation and devise contingency plans. Two Harvard professors in their
book, “The Balanced Scorecard,” said it best, “if you can’t measure it, you

can't manage it.”

The problems of today are the result of the delays and lack of focus that
have characterized this effort to date. If government had started early,
complete testing of every governmental system would now be well
underway. We missed early. With only 557 days remaining, we have
neither the time nor the resources to test everything. If we attempt to test

everything, most of this effort will be wasted and ineffective.

Specifically, given the time remaining, | urge the committee to demand
targeted testing aimed exclusively at the date code. In the next year, we
need to test all date-related computer code in every mission critical system.
This testing will not only reduce the risk of failure but will also identify high
risk areas for contir{gency planning. We shouid also test any other code

that was changed in the Year 2000 conversion process.
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It 1s widely recognized that the cost of Year 2000 testing i1s substantial,
estimated to require between 50 and 70 percent of Year 2000 conversion
time and resources. Mr. Chairman, targeted, structured testing requires
fewer resources and saves time. Itis the equivalent of a rifle shot versus a
shotgun approach. Industry experience at Fortune 500 companies
including Nabisco, Prudential, Citibank, Merrill Lynch and Paine Webber
has typically shown that only 25% of the logic is date-related. Therefore, a
testing plan that focuses exclusively on the dates requires 75% fewer tests.
The results are faster testing, reduced effort, less expense and better
coverage of date logic. This savings is confirmed in a letter from GAO to
Congressmen Kolbe and Hoyer which states:
“However, disciplined test management, including the collection and
reporting of metrics, is not an expansion of these test activities.
Rather, it is part of an effective testing process. If an agency is
already collecting coverage metrics and using them to manage its
testing efforts, it may not take any significant additional effort to also
report these to OMB in summary form.”
In conclusion, targeted testing based on metrics aimed at the date code
requires less time and effort and will save government resources. In the
coming days and weeks leading to January 1, 2000, this Committee’s
continued involvement through a rigorous reporting system will be every bit
as important as any other recommendation that | could make. Thank you

for the opportunity to appear before you, and | am happy to answer any of

your questions.
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Mr. HorN. The questioning will begin on my behalf by the gen-
tleman from Virginia, Mr. Davis. 10 minutes.

Mr. DAvis. Thank you, Mr. Chairman.

Let me start with my good friend, Ed DeSeve, who—we worked
on so many issues. And I guess, Ed, you do duty today to come up
here on behalf of the administration.

I followed this for over a year and a half on this committee now
and was very happy to see Mr. Koskinen appointed and take the
role. I think it was late. I think that we’ve been late throughout
this process.

As we get later into this in terms of hiring people, the costs keep
going up because there’s only a finite number of people that are
trained to do this, and a bidding process between the private sector
and public sector keeps raising the cost up. I think Congress has
shown a willingness at every step to come forward with the funding
levels, if we knew what they were, but the costs keep going up
every time the administration comes back here.

I've got a few questions for you. First of all, you mentioned in
your testimony that you’re trying to coordinate with the State and
local governments. That'’s absolutely critical. We can solve this at
the Federal level. But the State and local governments are so much
more intertwining and sharing of data that get down to the people
we're all trying to help.

We just had Chief Ramsey from the District of Columbia Police
Department here last week telling us we didn’t have a Y2K prob-
lem. I reminded him that he was under oath, and he should just
check with his people. He came back and he said, “Well, maybe we
do have a problem.” We just got a report back last week, and it
shows that it was awful.

I think you're going to find it varied among different cities and
counties and States across the country. But we know the Federal
Government is behind on this and not where any of us would like
it to be. And my strong suspicion is that State and local govern-
ments are even further behind. And we have appropriate time to
come in and test some of this. In other words, we'’re talking to each
other. I think we are heading toward some very potentially serious
consequences.

How comfortable are you with the level of progress being made
by State and local governments at this point?

Mr. DESEVE. Let me answer that two ways. The first way is look-
ing at their abilities—State and local governments’ ability to inter-
face with us in programs that the Federal Government operates,
whether they be HUD programs, HHS programs, or statistical pro-
grams.

We've worked with the National Association of State Information
Resource Officials to inventory all of those interfaces, and we've
posted it on a series of websites, how those interfaces work.

We're in the process right now of literally testing them to see if
we can exchange data and exchange money, quite importantly, for
the States across those interfaces. We will shortly have that fin-
ished and we, together with NASI, will publish that information on
each interface across the web.
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We are fairly sanguine in that area where we can identify the
interfaces, and we’'ve got about a year to fix those interfaces, and
it is in our interest an§ their interest that they get fixed.

We're less sanguine in the specific State and local and county en-
terprises that we know about. We just don’t have a good look at
what’s going on there. There we are working with, first, the Na-
tional Association of Governors, and then with, I don’t know if it’s
the big 5 or big 6, to try to give them as much information as we
have and get from them as much information as we can.

So we have a pretty good look on interfaces. We have a less good
look in some of the other areas.

Mr. Davis. Well, you know, we might—I was just saying we
might want to do a hearing for the State and local hearings for this
committee, but the only people that can really coordinate that is
the executive branch. I am concerned because the information we
get back, even at the Federal level, tends to be filtered when it
comes to the top, to the people who are supposed to report back.
And we just hear too many stories that this information we'’re get-
ting back is feel good and filtered, and some of the people who are
giving the reports aren’t going to be around for judgment day when
it turns around.

I suspect we're getting the same from State and local govern-
ments. Of course, if we don’t have time to test this through and
correct the testing, it can just go all haywire. So I met with Mr.
Koskinen on. this. He has, I think, got in it very late. If he is given
the resources, I think we can make a decent effort on this. But the
State and local governments, combined with what we’re doing
internationally on the embedded chips issue, at this point I still
don’t think we have a handle on it.

Our own systems we've made some progress on that and are
working toward that, but it’s all of the other things that go with
it that make me—I think you’re concerned about it, but we’re really
nervous about it.

And—the buck doesn’t stop here. I think we've been talking
about this in this committee in the last Congress, holding report
cards and everything else. It really stops with the administration,
and I think that’s where it’s going to rise or fall at this point.

As time runs out, we want to ensure that we give you the right
resources, but we can’t give you the right resources if we don’t
know what they are. Every time the estimates keep coming up in
terms of what it costs. They keep going up every time.

We talked about the timely sharing of Y2K reports to OMB.
What does that mean? Does that mean that when you get the cop-
ies, we get the copies? Or does it mean that when you get the cop-
%:as you have a month to massage them and then send them up

ere?

Mr. DESEVE. No, the only thing we try to do is provide decent
quality control so the information you get is in good form. I need
to get it to the chairman—7 working days, I thought it was appro-
priate. He asked for 24 hours. I will try to figure out with staff of
the committee a way that is most effective. It certainly doesn’t
mean 30 days.

But sometimes we get information that’s either nonresponsive or
in the wrong columns, and you would be better off getting good
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data than having—what do they call it—garbage in, garbage out,
too early.

But I would be happy to work with staff to try to set up the pro-
tocol for the monthly reporting.

Mr. Davis. I think the chairman would be willing to agree, we
would be willing to work with you every step of the way, get the
data when you get it. And if it’s not adequate, work with you. We
would like to make this a partnership to make this succeed. I fear
what will happen when things go haywire January 1, 2000. There
will be a lot of finger pointing.

Mr. DESEVE. We started working with you 2% years ago, and
the first quarterly report was actually back in 1996, and the agency
data is provided to you in essentially the same time as it’s provided
to us. And we applaud that and want to continue working in that
spirit.

Mr. DAvis. But, again, a lot of the people that were signing the
reports there and some of these agencies—FAA one—notably one—
has switched the coordinators two and three times in some cases
over that period of time. And so John Koskinen is the guy we're
looking for to coordinate all that as we move through.

Let me just ask, we're coordinating with a number of countries
with the year 2000 response classifications, and I noted that a
number of countries at this point aren’t responding at all in terms
of what we know. And now you've labeled the Ambassadors to be
the Y2K points of contacts when, based on the current data, the
State Department itself isn’t even going to be compliant. How does
this—isn’t there a better way to do this?

Mr. DESEVE. I think what we want to think about is two dif-
ferent things going on simultaneously. I believe Treasury will tes-
tify tomorrow in one of the Banking Committees about their work
in the G-8 and their functional work with bank regulators
throughout the world. So we approach this not just through the
Ambassadors but also in the function outreach committees. So that
the Commerce Department, working in its area, the work that the
Federal Communications Commission is doing, the work that FAA
is doing, all with their international counterparts is supplemented
by the work of the country heads.

The purpose of the country heads, the Ambassadors, looking at
the data in their areas is try to get the best assessment of the high-
est ranking American official in that country of what’s really hap-
pening on the ground. It isn’t the only thing going on. Because if
we're in country A, FAA, FCC, OCC, Treasury and so on will all
be working together. We've asked the Ambassadors in addition to
give us the benefit of their in-country expertise.

Mr. Davis. OK. Let me turn the questioning to Mr. Steinberg.

Most corporate lawyers right now are telling their companies to
shut up basically, to be quiet. And yet you're suggesting that we'’re
better off with disclosure.

Mr. STEINBERG. Definitely.

Mr. Davis. Why are they wrong?

Mr. STEINBERG. Basically, disclosure serves to limit your liability.
You tell someone there’s a problem, they can’t sue you claiming
that they didn’t know about it.
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If you tell them that the brakes are bad on a car, they have a
very hard time of complaining that they drove that car right off a
cliff because the brakes failed if you already warned them. Some-
times they have to, if they need to use that car for an emergency.

Mr. DAvis. Walk me through the legal ramifications. I know
there have been class action suits in Michigan and California. I'm
already getting mail-outs from law firms that are starting a Y2K
practice. I assume that’s——

Mr. STEINBERG. It’s a growth industry.

Mr. Davis. Exactly. They're looking?t')r litigation. We'’re certainly
not going to consider anything of a safe harbor nature in this Con-
gress and, you know——

Mr. STEINBERG. That would be a grave mistake.

Mr. Davis [continuing]. Everybody would just drop the ball at
that point. Some States, though, are acting on that. Nevada and
some others are treating it almost like an act of God.

Mr. STEINBERG. Those States, most of those are calling for safe
harbor for themselves but not for businesses within that State. It’s
just you can’t sue the State of Nevada.

Mr. DAviS. Let me ask, walk me through where the legal rami-
fications of this could be down the road.

Mr. STEINBERG. I would be afraid to speculate on what’s going
to happen in Nevada. What always happens when something con-
tentious gets enacted is somebody contests it. Now——

Mr. Davis. On a nationwide basis, walk through some of the fail-
ures, both the private sector and Government’s ability to get the
people losing credit, losing deals. This could have very serious
ramifications, obviously.

Mr. STEINBERG. Yes, well, if in a State the State says you can’t
sue us and, because of that, they fail to get things done in time,
or it may not even matter if they get it done in time, but people
will end up blaming those legislatures for their

Mr. Davis. You have elections that can resolve that.

Mr. STEINBERG. Pardon?

Mr. DAvis. Elections can resolve that.

Mr. STEINBERG. Elections can resolve that after the fact. You
can’t roll back the clock by voting somebody out of the office. The
damage will already have been done.

Mr. Davis. What would be your advice? There are some private
companies, some banks that are ahead of the curve. There are still
some that don’t have a clue, particularly a number of the small
businesses. We obviously—as you get the word out, what message
would you send to these in terms of this?

Mr. STEINBERG. They have to disclose their risks. First, they
have to go find out what their risks are, particularly the risks with
their trading partners, and they have to disclose them so that peo-
ple can’t turn around and sue them for being foolish.

Mr. Davis. All right. Let me just ask, to Mr. Simpson, are you
suggesting that we should undertake a public relations campaign?

Mr. SIMPSON. Yes. It started——

hMr. Davis. It started a little bit, the media is starting to pick
this up.

Mr. SiMpsoN. The last thing we want is a panic. Domestically,
the last thing we want around the world is everyone pointing their
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fingers and saying, IBM, Microsoft serve this junk. They should fix
it, and they should take the consequences. So, yes, I think not so
much a public relations campaign than an awareness campaign
from the very top.

Mr. Davis. Are there any computer simulations that have been
done with some of the utilities and are there results of what hap-
pens at this point?

Mr. SiMPSON. There’s quite a lot, yes. We have a simulation, not
very sophisticated, I'm afraid. And one of the scientists called me
up and said, your model is flawed. You're looking at the electricity
industry and the telecommunications industry in isolation. They
are not. They are interconnected. If one goes down, the other goes
down. And when you start getting deeper and deeper, it gets worse
and worse.

Mr. Davis. I just—with the committee’s indulgence, just one
question as a followup. Right now, for example—let’s make it easy.
You have an elevator and, all of a sudden, it reads the wrong year.
Several things can happen. The elevator can crash. It can get stuck
between floors. It can go down to the first floor.

Isn’t one of the problems that we really don’t know what happens
on that day and in some of these testings we could at least find
out what the ramifications would be if there’s a failure?

Mr. SIMPSON. The elevator situation is slightly odd, because the
elevator’'s compliant. Operators will tell all the elevators are per-
fectly compliant. They are, until they were installed in a building,
and it is the support systems that attach to the elevator within the
building that are the problems. And the problem with buildings,
elevators and phones is not themselves. It’s the ramifications of
having a building with no emergency telephone. The fire marshal
won’t let you in there.

Mr. Davis. I agree. What I'm getting at is not so much to pick
on elevators is as much as to give the concept. We don’t know what
happens in a failure, if it goes to the first floor, if it crashes or if
it stays between floors. Isn’t that one of the problems with all of
this? We're not even sure—we know it’s not a good result, but we're
not sure exactly how bad it can be in some of these cases?

Mr. SIiMPSON. That’s true. On the other hand, with an elevator,
you don’t ride the elevator until they see what they do.

That’s not the real problem. The problem is, what are the other
things? Elevators—a lot of people are paying attention to that and
say, what about elevators? Don’t ride them at midnight.

Mr. Davis. If you're on an airline, that’s not very good news.

Mr. SIMPSON. Well, that’s true. There are traffic control systems.
That’s a whole different ball game, yes.

Mr. Davis. We will get you in the next round, thanks.

Mr. HoRrN. I thank the gentleman from Virginia. He used 13
minutes, so I'm delighted to yield 13 minutes to Mr. Kucinich, the
F&ing Democrat. We're delighted to have him with us.

Mr. KuciNicH. Thank you very much, Mr. Chairman.

I would like to direct a question to Mr. DeSeve, since there has
been discussion about the contact with the various States. I think
it occurs to all of us that one of the significant functions of State
government is to hold elections. The year 2000 is a Presidential
election year.
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Has anyone in the Government begun the task of assuring that
all 50 States are going to have their election procedures in order
so that we don’t end up with a constitutional crisis in the year
2000 as a result of not being able to certify in any particular State
the results of the Presidential election, not to mention election for
Members of the Senate and the House?

Mr. DESEVE. Those are the kinds of things we've been talking to
both NASI and the National Association of Governors about—and
the Federal Election Council is certainly aware of their need to pro-
vide appropriate monitoring. I would be happy to get you more in-
formation. I havent been involved personally in that, but I will
have to get you more information about what we've been doing
with both the State information officers, who have the primary
technical oversight, as well as the Governor’s Association, which
has involved in it the folks who would be running for reelection at
that point.

Mr. KucINicH. If it goes back to 1900, we could end up with
McKinley again.

Mr. Davis. If the gentleman would yield. We had a Republican
Congress at that point.

Mr. KUCINICH. I'm focusing intensely on this.

Mr. DESEVE. I've heard of jurisdictions which dead people could
vote, but I think that’s carried a little bit too far.

Mr. KucINICH. We're not in Cook County.

Mr. HORN. If the gentleman would yield for 10 seconds.

The problem isn’t the Presidential election. In 2000, people will
have plenty of people to attack if they don’t do something to help
us on this. The problem is the Jowa primary in January, the New
Hampshire primary in February, and the regional South primary
in March. This might well affect the counts there.

Mr. KucINicH. That’s a good point.

The reason I bring up the election is that our choosing of our offi-
cials is set up by the Constitution of the United States. When we
go further down to the end of the game, we’re talking about the
electors who need to cast their votes, and if they don’t have proper
guidance, then it ends up a President could end up being chosen
by the House of Representatives. I mean, there’s always all kinds
of interesting implications.

So what I would ask you to do, Mr. DeSeve, is to—with the per-
mission of the Chair—is to provide a definitive report as to what
is happening State by State to prepare for the year 2000’s elec-
tions, as the chairman said, the primaries, general election, and
State-by-State accounting from the Secretaries of State of the re-
spective States as to their readiness, because I think that’s what
we need.

We need to know that they're ready, and we need to know that
their accounts can be effectively tabulated, and that there’s not
going to be any question about the validity of those counts, because
all—or, you know, in the alternative, we may need to go back to
paper ballots for that election, which could get me real excited
about some possibilities that were mentioned here earlier. But, you
know, we have to know. Because if the computers aren’t going to
work, we have to be ready with an alternative plan.
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Mr. DESEVE. We will be happy to collect that information for Mr.
Kucinich.

Mr. KUucCINICH. It would be useful for the committee.

Now, are there any particular tools, Mr. DeSeve, or resources
that are needed for the agencies to meet the deadlines? I mean, do
you have the resources which you need? Is Congress—you know,
there has been discussion about an appropriation being made. Do
you feel that—was that done in consultation with your office? Are
you going to have the resources you need?

Mr. DESEVE. Again, we’ve had good success in prior years. Fiscal
year 1997, fiscal year 1998, we included a little over $1 billion in
the President’s budget as well as a contingency fund. We’ve had
good response from the House Appropriations Committee and from
the Senate. The chairman assures us that that will continue, and
that will give us the ability to do the work we need. We thank GAO
for the work they’re doing in testing as well as the work the inspec-
tors general are doing in testing.

Mr. KucinicH. The FCC, for one, has indicated that there could
be problems with the communications systems. They noted that—
one report that I've seen specifically noted that there’s a risk of
failures in local television stations that could lead to a failure of
emergency alert systems, not to mention the broadcast itself. Do
you have any information that would suggest whether or not the
Nation’s broadcast systems may be at risk because of the Y2K
problem?

Mr. DESEVE. What we've done—you’ve just highlighted it—is
we’ve asked the FCC to provide that coordinative responsibility in
the sector in which they work. So the information you have is from
the FCC about the current status, as well as their oversight and
their regulatory function as they look at licensing and making peo-
ple aware of the things that they have to do. The FCC is working
very closely on this issue. They're 1 of the 30 sectors that John
Koskinen identified. And so the FCC has taken responsibility in
this area.

They’re assisted by other partners like the Department of Com-
merce where we've got a lot of communication infrastructure that
we work on, or in the Defense Department. But their word, the
FCC’s word is the administration’s word in this area, by design.

Mr. KuciNicH. How about wireless communication at the local
levels with respect to police, fire?

Mr. DESEVE. We've met with representatives of chiefs of police,
representatives of cities and counties to make them aware of what
may happen and cause them to test their own communication sys-
tems, whether wireless or 911 systems. They're in the process of
doing that now.

I can’t give you a definitive report on that, but I think that may
be a subject, as Mr. Davis indicated, for a hearing here to ask the
}iocal and State governments to come in and talk about how they're

oing.

Mr. KUCINICH. Have you set up protocols in terms of, one step
at a time, how you solve a Y2K problem? You know, where do you
begin? An analysis of their code? The—do you know, for example,
that entire industries are affected out of hand? Then do you send
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somebody in to analyze the code? Then do you hire a programmer
to reprogram? What are the steps here?

Mr. DESEVE. I think when we work, we start, again, within the
Federal Government. We start by inventorying the nature of the
existing systems, determining which of those are mission critical,
determining which of those are compliant, and begin the process of
actually fixing the code or replacing the entire system—there are
some cases where it’s just better to replace the system—or chang-
ing the way we do the function.

Mr. KUCINICH. Because when you fix the code, some of these, as
it was with many systems, you have code that’s written specially.
You have codes altered to deal with specific tasks. And so the re-
engineering of those codes can be daunting, even without the pres-
sure deadlines.

Mr. DESEVE. That's correct. And, as a result, in many cases, we
make the decision to replace the system, rather than to repair it.
Although, as we go further, there are cases where we find out that
that’s not going to be possible. We literally won’t be able to replace
it quickly enough. We don’t have enough assurance that what ex-
ists out there is itself Y2K compliant. So we make a decision to
move in that direction.

We also then move into a phase once the work has been done
and assessment of compliance or replacement has been put in place
with the testing phase, and this is—these are not purely sequen-
tial, but there would be some systems that are in testing while
other systems are in remediation. The testing phase is designed to
include independent bodies, independent verigcation and validation
groups, as well as the work of the inspectors general to make sure
that the claims asserted are, in fact, correct.

I appreciate GAO’s testimony that GAO found that the inspectors
general found that, in fact, some of the claims were not correct.
That’s why we do the testing. That’s why we bring independent
parties in.

Finally, we then place those systems in operation and use them
for a period of time following March 1999, which is the date that
the systems are supposed to be in compliance and see how they
vv;.ork, make sure that they still work properly. So that'’s it, that set
of steps.

Mr. KUCINICH. As you identify step by step and you are able to
certify that there is Y2K compliance, those personnel that have
worked on that problem, are they then able to transfer over within
the Government to other divisions so that they can help solve the
problem?

Mr. DESEVE. Yes, they are. We've tried to make the personnel
rules as flexible as possible, and we’ve identified some of the pools
of personnel and some of the agencies.

DOD is doing it very effectively internally. They've got a series
of teams, I've forgotten the number of teams, who are able to move
from solution to solution. They’re not Army teams or Navy teams
or Air Force teams, but they’re Defense Department teams, and
they’re designed to move from problem to problem over time. The
Defense Department has also indicated, to the extent that they get
some surplus capacity, they will be happy to make that available
to domestic agencies.
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The Year 2000 Council led by the Social Security Administration
is doing some of the same kind of work.

Mr. KuciNicH. Thank you very much.

Thank you, Mr. Chairman. I yield back.

Mr. HorN. I thank the gentleman for those very helpful ques-
tions.

Let me ask some general questions of all of you here, if I might.

Mr. McCabe, you raised the question in your testimony regarding
testing areas and the alarms that would raise. How long does it
take to adequately perform tests or retests?

Mr. McCABE. Mr. Chairman, generally in a project, it will take
50 or 60 or 70 percent of the total effort dedicated to the testing.
That’s the general guideline. In this particular case, there’s a real
anomaly, and that is the people for good reason or concern with
safety want to test thoroughly.

The mistake being made, however, is that, as general testing,
when the remediation is very specific to dates. And there are tech-
niques that are now particularly being used whereby one can pin-
point the number of date tests and then really focus on that. The
good news, if there is any in all of this problem, is that the date
is not that dense. The dates are typically between maybe 5 and 12
percent of the line of code, and the number of tests specifically for
the dates for the whole—within the whole system is likewise about
maybe 10 percent of the total tests.

So a mistake a lot of well-intended agencies and companies are
making is testing all of the above, the whole system, when, in fact,
there’s a whole lot less to test. So they are both testing too much.
And then, if you look in the inside, theyre testing too little. Be-
cause with the buckshot approach, the fact is you miss a lot of the
core things and dates that you should be testing.

Mr. HORN. Do you all agree with Mr. McCabe?

I see Mr. Simpson nodding approval.

How about you, Mr. Webster?

Mr. WEBSTER. Yes, I do. Testing is—this is an issue I've been in-
volved in as well. It is challenging to come up with a test that exer-
cises those portions of the code where the problems lie. Indeed, ev-
erything Mr. McCabe has had to say about coverages is extremely
applicable to the year 2000 problem.

And my own observation and experience is that most firms tend
to neglect testing. It is where they think to cut back or cut short,
and it’s where the greatest risks are at.

Mr. HORN. Mr. Steinberg.

Mr. STEINBERG. Well, I'd like to be able to agree, but in my an-
cient experience as a programmer and my wife’s experience as a
Y2K tester, you can’t depend on programmers to tell you where to
put dates. So if you want to test dates, you have to test everything
just to make sure you haven’t missed one. And that’s the unfortu-
nate reality.

Probably we still have to go with Mr. McCabe’s suggestion, be-
cause it’s the only way we have, testing everything to the best of
our ability. But no matter what you do, we're going to still miss
dates and still have some failures, because we can’t test everything.

Mr. HORN. Mr. Grabow.
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Mr. GRABOW. Yes, I agree. I would add that, as the time gets
smaller and smaller, testing people will shrink the amount of test-
ing they do just because of the finite date constraint.

I would go on and say that when you go on to the productive ca-
pacity and you look at a powerplant, to speak to Mr. Davis’ earlier
question about the utility industry, be successful in a powerplant,
theﬁe have been many failures that have been demonstrated al-
ready.

But to be successful, you have to do end-to-end system testing.
So even though you identify particular segments or subsystems
within a powerplant and you’re able to begin to fix them or reme-
diate them, until you actually have the plant in a position to do
end-to-end testing, you can’t be assured of the actual result.

So, therefore, I think it’s very important that the time allowed
for testing to be there and be available and what may occur, if fa-
cilities are not remediated in time, they're going to have to be shut
off, as we come to this date, because of the concern of the outcome,
quite frankly.

So when you look at the electric utility industry—we have stud-
ied this at great length, and we see that it's very likely that we
will have brownouts in this country, and possibly some intermit-
tent blackouts, as we make the turn, only because if you look at
the entire grid, there are—it’s basically an end-to-end system that
has to be tested.

There are 6,000 powerplants out there that all have to be reme-
diated; and, unfortunately, as we look at the work from our anal-
ysis, we don’t see that all that is being done in every case. To reme-
diate a particular powerplant, it can take anywhere from 5 months
to 12 months; and, in some cases, they’re still trying to determine
that. So I think the testing is going to be very, very critical as we
get into the end of this year.

Mr. HorN. Dr. Stillman, your thoughts on testing, are they the
same as Mr. McCabe’s and the other panelists?

Ms. STiLLMAN. I think yes and no. We agree in large measure,
I'd like to clarify some things.

There are lots of kinds of test tools, including the test tools Mr.
McCabe has been working on for years called coverage test tools.
I think they’re very useful in making sure that you test critical por-
tions of the code. But no combination of test tools and no combina-
tion of testing approaches, such as stress testing, performance test-
ing, or end-to-end testing, will guarantee you that you don’t have
problems.

So, especially in a situation like this where time is limited, each
organization will have to assess its risks and determine what tests
will be most effective and what metrics it needs to determine how
thorough its tests are. There is no one answer to doing that. It’s
like any other complex problem. You can give a simple answer, and
it's usually wrong.

Mr. HORN. Mr. DeSeve, any thoughts on testing?

Mr. DESEVE. First, there’s always safety sitting next to Dr.
Stillman and agreeing with her. And so I really would like to agree,
?nil { would have said the same thing about the one size does not
1t all.
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But I think the independent validation, whether by an external
consulting firm or a consulting firm, together with the IG is crit-
ical. We need to have at least two pairs of eyes looking at this,
whichever set of testing regimes is chosen within an agency.

Mr. HorN. Now, the administration has picked one month as
whend;hey want testing to begin, and when do they want testing
to end?

Mr. DESEVE. Testing should be continuous as soon as the system.
is thought to be compliant. Testing should be part of that.

So if you look at a vin diagram, it will be continuous; and all sys-
tems are to be compliant by March 1999. Your point over here, the
final end of the hard work is March 1999, so we hope that that’s
when the in-service testing, if you will, begins, when the formalized
testing process gives way to in-service testing and use.

Mr. HORN. In other words, you're saying if everybody does most
of the job by March 1999, we can have extensive testing in terms
of government computers, and you feel the last three quarters are
sufficient to do that?

Mr. DeSEVE. That’s why we actually moved—we advanced the
date. There had been a later date. We actually under Frank Raines’
leadership advanced the date to give us that extra time to test.
And it will be a real acid test of the agencies, how many meet the
March 1999 date. That’s the one, like you, we're very much focused
on,
Mr. HORN. Obviously, have you had any experience so far to
know if the testing you've done in some of the areas, such as Social
Security, how much time did they need to test after they had
ascertained whether the code needed revamping, adjusting, what-
ever you want to call it?

Mr. DESEVE. I hate to be prolix, but it will really vary depending
on the type of system. If you have a very large system, as Mr.
McCabe testified, that it is not date dense then, as a result, it has
no particular problems.

We tested an OMB, for example, and because we have been run-
ning our systems across the year 2000 for many budget years, we
find a very high degree of our systems were compliant and could
easily do it.

As you might imagine, the smaller percentage, less than 3 per-
cent of the systems where we’re going to have to annually update,
we would have always have to annually update. These will be up-
dated next March to take care of that problem.

But then the question is, how do they run in the environment?
We're going to have to test their ability to run with other systems
in departments and agencies who use them. So the end testing
comes in.

So for a specific set of codes and the revamping, the testing can
be very brief, but the in-service can take significantly longer, de-
pending on how well our partners are able to handle the problem.

Mr. HORN. Assuming something goes wrong and we don’t have
enough time in three quarters or they don’t get to the position
where they can test, does that mean contingency planning is a crit-
ical need? If so, what is the administration’s approach on dealing
with contingency planning where you might say, “the heck with the
computer. We're going to do something else™?
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Mr. DESEVE. Contingency planning is indeed critical. And we’re
working with GAO to develop the next level of their guidance, to-
gether with ours, in contingency planning. But for completing busi-
ness operations as well as an alternative path, if you will, for the
computer technology, we know that there will be a need for contin-
gency planning. It may be something as simple as we have to wait
an extra month or an extra 2 months to have something happen.

If that’s not mission eritical, if it’s not going to affect the econ-
omy, that can be an easy choice along the way. But where it is mis-
sion critical and it’s going to affect the economy, we're going to
begin in the next quarterly report indicating the nature of the con-
tingency plans for both systems and for business operations. We
really care about business operations.

So you will see in the September quarterly report the beginnings
of the agencies reporting on their contingency planning.

Mr. HORN. Now, when Dr. Raines came in, we had an agreement
that we would use reprogrammed money to do as much of the job
as we could. But, despite that, some appropriations subcommittees
felt there was need for additional money beside reprogrammed
money. And Mr. Kolbe’s subcommittee, which includes the Execu-
tive Office of the President and OMB, is putting appropriations
money in there for not simply those offices but for the rest of the
administration.

What do you estimate the total cost will be on the Federal Gov-
ernment? Do we have a figure on that?

Mr. DESEVE. Our latest quarterly report contains a figure, in-
cluding money already spent, of approximately $5 billion. Of that,
about $3.4 billion will be spent through fiscal year 1998; about $1.3
billion will be spent in fiscal year 1999, and about $300 million will
be spent in fiscal year 2000. That should, if my arithmetic is good,
add up to just about $5 billion. And that was all in our last quar-
terly report.

Mr. HorN. Now, with the predicted higher and higher costs for
human resources as we get near the deadline, and some of your top
people have already expressed the fact that they set up a center,
they bring these people out of retirement, they train them for the
job to be done, and the next thing they know is they're gone, either
to other Federal agencies, State agencies, or private corporations.
What’s your feeling on the rising cost, just based on people?

Mr. DESEVE. I think what we've seen so far is that the problem
is very much like dealing with an older home, an older home is per-
haps the best analogy. As we begin learning more about some of
the systems in that older home, we find it becomes more expensive.
When we didn’t have the wallboard off, we didn’t know what was
behind the wallboard. So I think that no one is projecting that the
costs will come down.

As a result, in the President’s budget this year, we suggest that
a flexible contingency be available for dealing with those unknowns
as they come due.

Mr. HorN. You listened to a lot of the testimony of the other
panelists. Some of them were very pessimistic about the Federal
Government’s prospects. What’s your view?
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Mr. DESEVE. I hope I'm realistic. We're very concerned, as you
are, about what we call the tier 1 agencies. And we want to con-
tinue to work very hard with them and to monitor what’s going on.

The other thing I heard, I think, here today is that in terms of
planning, the kind of process that we in this committee have had
in place of oversight is probably as good as any around the world.
That doesn’t guarantee success, but it does guarantee the kind of
vigilance that you've given and the vigilance that the administra-
tion has been trying to give.

For the tier 2 agencies and the tier 3 agencies, we feel fairly com-
fortable in the tier 3’s. But we’re from Missouri, so we're going to
want to continue to test them in use. And the tier 2’s, they’re mak-
ing progress, but we want to make sure that they continue to make
progress. So, as a result, we will have monthly reports in the tier
2’s, as well as the tier 1 agencies.

Mr. HORN. You mentioned a letter from the World Bank to var-
ious member nations. And, as a result, there was no conclusive re-
sponse from 65 countries, which was mentioned by you and others.
What do you feel that reflects? They just don’t understand it?
Should we be worried? Because some of those computers might well
be interacting with subsidiaries of American corporations. How do
you take that and what can we do or what should the administra-
tion do to get them focused a little more on this?

Mr. DESEVE. Yes, I think we’re continuing to work with our part-
ners in the IMF, our partners in the World Bank, our partners in
the G-8. There were a series of conversations at the G-8 bank ear-
lier in the spring on these issues. I think it's working along with
the Federal Reserve, with Mr. Greenspan and others continuing to
raise awareness, whether it’s Mr. Simpson’s public awareness cam-
paign or other campaigns, we believe very strongly in that, and we
encourage this committee to continue its focus to increase that
awareness.

Mr. HORN. Well, we wrote the Secretary General of the United
Nations 2 years ago. He, presumably, was going to do something
about it. Whether he has or not, I don’t know.

Mr. Gorbachev contacted us. He was very interested in it. He
talked to the Russian Government. He had the right approach. But
then he just got sort of fed up when he couldn’t get much help from
some of the people he wanted to get help from.

So you’re saying the President has talked, or Treasury will tell
us tomorrow, the degree with which they talked to the G-8 or
whatever it is now?

Mr. DESEVE. And the President, along with Mr. Blair and others
at the G-8, had a series of colloquies that resulted in a series of
statements. I will be happy to give you those in addition to what
the Secretary of State has done and others.

(The information referred to follows:]
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FACT SHEET
The G-8 Birmingham Summit
"Securing the Benefits of Integration®

At Birmingham, President Clinton advanced his strateqgy of
securing the benefits of global integration by making sure these
benefits are shared more widely among the American people and
within all peoples in all regions. Following the economic and
political discussion on Friday and the progress made on fighting
transnational crime on Saturday, President Clinton led the
discussion on how to move forward on several key global
challenges of the 21st century: promoting sustainable
development, particularly through trade, political and economic
reform, and targeted debt relief; protecting the global
environment; and combating the spread of infectious diseases.
The Leaders also discussed the difficult challenge of the Year
2000 Bug, and pledged to work together, and with industry, to
address it.

Development: Africa
Promoting integration, reform and targeted debt relief

President Clinton led the discussion on Africa which continued
and built on those at the Lyon and Denver Summits. Encouraged by
the progress being made by some countries in Africa during his
recent trip to the Continent, the President pushed for more
effective support for indigenous efforts to build democracy, good
governance and a stronger civil society.

Countries Emerging from Conflict: recognizing that poor nations
emerging from conflict have special needs ~- for rebuilding
political economic and social institutions in a manner consistent
with democratic values and respect for human rights -- the
Leaders agreed that strengthening the local -ability to prevent
and ease conflict ig also integral to Africa‘'s development.

The World Bank and multilateral institutions were called upon to
play a special coordination role in these efforts. Leaders 2also
agreed on the critical importance to the reform efforts of
developing countries of replenishing the soft loan window of the
African Development Bank and the new resources for the IMF's
Enhanced Structural Adjustment Facility, along with delinking
development bilateral assistance.

Debt Relief: Relieving the debt burden of the poorest countries’
continues to be a priority for President Clinton. To promote

MORE
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developwent, improve the quality of life and foster integration
into the global economy, the Leaders pledged their support for
the current initiative to eliminate up to 80% of the debt for
needy countries that have undertaken bold economic reforms. They
encouraged all eligible countries to join the initiative by the
year 2000. To support these countries initial reform efforts,
the President pushed the other Leaders to wWork with the
international financial institutiong (IFI) to cover debt service
Payments and to forgive poor countries’' bilateral debt.

Infectious Diseases: Also following onh last year‘s Denver Summit
discussions, Leaders agreed to enhance their cooperation to fight
infectious and parasitic diseases. President Clinton and Prime
Minister blair led the G-8 in voicing support for the WHO's "YRoll
Back Malaria" campaign to significantly reduce the death rate
from malaria. The G-8 Leaders expressed their continued support
for UNAIDS' efforts to fight the spreac of HIV/AIDS, and agreed
to pursue efforts to prevent and treat AIDS.

Protecting the Global Environment: Climate Change and Forests

Climate Change: Birmingham marked an important shift in efforts
by industrialized nationg to work together to address the
challenge of climate change. The Eight aq¢reed to elements of a
common approach on “the work that is necessary to ratify Kyoto* -
- an important step forward on building a globally solution to
this global problem. In the past, industrialized nations have
different on how best to address climate change. Yesterday, the
Eight Leaders spoke of the significant domestic steps they are
each taking to address climate, and together recognized the need
and difficulty of building a global system to address this
problem. officiale from G-8 governments will meet to make
Progress on these issues prior to the next climate change
negotiating round, which will de held in Buenos Aires this
November.

The Eight agreed on the need for cooperation in two key areas.
First, they pledged to develop effective rules and principles for
market-based emissions trading and other flexibility meéechanisms
to "ensure an enforceable, accountable, verifiable, open and
transparent trading system." Significantly, the Eight also
agreed to work as a group with develeoping nations to secure
participation and commitments from all nations. Recognizing that
this is a critical step needed to make Kyoto a reality -~
especially since developing nations are likely to be most
effected by climate change, that these nations' share of
emissions is growing, and that coamitments must be tallored to
these nations' considerable development needs.

lsaders also endorsed 8 G-8 Forest Action program, comamitting
themselves to reporting on concrete steps to protect forasts at
home and in developing nations. They algso discussed the
importance of establishing common environmental guidelines for
export credit agencies -- such as those adopted by the U.8.
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Export-Import Bank -- but were unable to reach agreement on
common standards.

Employability

the LEaders also focused on enhancing opportunities for workers
to make sure nobody falls through the cracks during this time of
global integration. President Clinton underscored the importance
of strong, sustained macroeconomic growth as a means to bring
more people into the work force and help raise living standards
for all people. Over the past five years, America‘'s strong,
sustained economic expansion has helped lower unemployment to
record lows for disadvantaged groups and raige the incomes of the

poor.

President Clinton highlighted the success of the Earned Incone
Tax Credit (EITC) in making work pay and providing strong
incentives for work over welfare. In particular, he noted recent
research that shows that the EITC lifts more thanm 4 million
people out of poverty each Year and encourages single mothers
with children to enter the work force.

The Leaders also renewed their support for global progress
towards the implementation of internationally recognized core
labor standards. In particular, they emphasized support for the
adoption of the ILP declarations and implementation mechanisms of
core labor standards at the ILO minigterial next month and the
collaboration between the ILO nd WTO in carrying forth this
agenda.

Year 2000

The Leaders discussed the urgent need to coordinate efforts to
deal with the international challenge of the Year 2000 computer
problem. President Clinton raised this issue as one of the
premier challenges at the beginning of the next two years, and
discussed the U.S. effort to address the issue. The Bight agreed
to work with the private sector and organizations working in the
axreas of defense, transport, telecommunications, financial
serviceg, energy and the environment to solve the problem and
prevent potential disruption.

e
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G8 BIRMINGHAM SUMMIT
15-17 MAY 1998
COMMUNIQUE

Introduction

1. We, the Heads of State or Government of eight major industrialised democracdies and
the President of the European Commission, met in Birmingham ta discuss issues affecting
people in our own and other countries. In a world of increasing globallisation we are ever
more interdependent. Our chalienge is to build on and sustain the process of globalisation
and to ensure that its benefits are spread more widely to improve the quaiity of life of
people everywhere. We must also ensure that our institutions and structures keep pace
with the rapid technological and economic changes under way in the world.

2. Of the major challenges facing the world on the threshold of the 21st century, this
Summit has focused on three:

- achieving sustainable economic growth and development throughout the world in
a way which, while safeguarding the environment and promoting goad
govermnance, will enable developing countries to grow faster and reduce poverty,
restore growth to emerging Asian economies, and sustain the flbersfisation of
trade in goods and services and of investment In a stable international economy;

- tuiilding tasting growth in our own economies in which- all can partidpate, creating
jobs and combating social exciusion;

- tadding drugs and transnaional crime which threaten to sap this growth,
undarmina the rule of law and damage the lives of individuals In all countries of
the world.

Our aim in each case hss bean to agree concrete actions to tackia these challenges.

3. lnmlmuepa\dentwodd we must work to bulld sustainable economic growth in alt
countries. Global integration-is a process wa have encouraged and shaped and which Is
producing dear beneafits for people throughout the world. We weicomed the historic
decislons taken on 2 May on the establishment of European Economic and Monetary Union.
Wa look forward to a successfisl EMU which contributes to the health of the world
economy. The commitment in Europsen Unlon countries to sound fiscal policies and
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continuing structural reform s key to the long-term success of EMU, and to impraving the
prospeds for growth and employment.

4. Overall global prospects remain good. Howevaer, since we last met, the prospects have
been tempoararily set back by the financial crisis in Asia. We confirm our strong suppott
for the efforts to re-establish stability and growth in the reglon and for the key role of the
International Anandial Institutdons. Successful recovery in Asia will bring irnportant benefits
far us all. Therefore:

we strongly support reforms underway in the affected countries and wekome the
progress so far achleved. With full implementation of programmes agreed with
the IMF we are confident that stability can be restored. The underlying factors
that helped Asia achieve Impressive growth in the past remain in placa.
Implementation of agreed polides togsther with the action taken by ourselves and
ather countries to avold spiliover effacts provide the basis for a firm recovery in
the region and renewed global stability;

we believe a key lesson from events in Asia is the importance of sound economic
policy, transparency and good governance. These improve the fundtioning of
financial markets, the quality of economic palicy making and public understanding
and support for sound poalides, and thereby enhance confidence. Itis also
important to ensure that the private sactor plays a timely and appropriate rale in
crisls resolution;

we are conscious of the serlous impact of the crisis In the region on the poor and
most vuinerable. Economic and financial reform needs to be matched with actions
and policies by the countries concerned to help protect these groups from the
worst effects of the crisis. We welcome the support for this by the World Bank,
the Asian Developmant Bank and bilateral donors and the increased emphasis on
sodal expenditure in programmes agreed by the IMF;

wae are concemed that the difficulties could trigger short-term protectionist forces
both In the reglon and in our own countries. Such an approach would be highty
damaging to the prospects for recovery. We resalve to keep our own markets
open and calt on other countries to do the same, Wa emphasise the Importance
for the affected countries of continued opening of thelr markets to investment and
trade.

S. Looking ahead to the WYTQ's celebration of the S0th anniversary of the founding of the
GATT next week, we;

reaffirm our strong commitment to continued trade and investment fibesalisation
within the mwuitilateral framework of the WTQ;

call on ail countries to open their markets further and resist protectionism;
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- strongly support the widening of the WTO's membership in accordance with
established WTO rules and practices;

- agmempm&tooepubllcsupponmrmmlulauualsystem by encouraging
greater transparency in the WTO, 8s in other internationat organisations;

- reaffirm our support for efforts to complete existing muitilateral commitments,
push forward the built-in agenda and tackie new areas in pursuing broad-based
muitilatecal liberalisation;

- confirm our wish 0 see emerging and developing aconomies participate fulty and
effectively in the multilateral trade system; commit ourseives to deflver early,
tangible benefits from this participation to help generate growth and alleviate
poverty in these countries; and undertake to help least developed countries by:

e providing additional duty-free acoess for thelr goods, if necessary on an
autonomous basis,

e ensuring that rules of origin are transpamnt

e assisting efforts to promote regional integration,

s helping their markets become more attractive and accessible to investment
and capitaf flows.

6. Thelastpdnthlghughtsmofmmdlmwdnllengesﬁsewoddfaw to enable

the poorer developing countries, espedaily in Africa, develop their capadities, Integrate
better Into the global economy and theraby benefit from the opportunities offered by
globalisation. We are encouraged by the new spirit of hope and progress In Africa. The
challenges are acute, but confidence that they can be avercome is growing. We commit
ourselves to a real and effective partnership in support of these countries' efforts to reform,
to develop, and to reach the intemationally agreed goals for economic and sodial
development, as set out in the OECD's 21* Century Strategy. We shall therefore work with
them to achieve at least primary education for children everywhere, and to reduce
drastically child and matemal mortality and the proportion of the world's population living in
extreme poverty.

7. Ta help achleve these goats, we Intend to impiement fully the vision we set out at Lyon
and Denver. We therefore pledge oursetves to 3 shared intermational effort:

- to provide effective support for the efforts of these countries to bulld democracy
and good governance, stronger cvil soclety and greater transparency, and to take
action against corruption, for example by making werveﬂ'ortm ratify the QOECD
Anti-Bribery Convention by the end of 1998;
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to recognise the importance of substantial levels of development assistance and to
mobillse resources for development in support of reform programmes, fulfilling our
responsibilities and in 3 spirit of burden-sharing, induding negatiating a prompt
and adequate replenishment of the soft loan arm of the World Bank (IDA 12) as
well as providing adequate resources for the Enhanced Structural Adjustment
Fadility of the IMF and for the African Development Fund;

to work to focus existing bliateral aid and investment agency assistance in support
of sound reforms, including the development of basic social infrastructure and
measures to Improve trade and Investment;

to work within the OECD on a recommendation on untying aid to the least
developed countries with a view to propasing a text in 1999,

to support the speedy and determined extension of debt relief to more countrles,
within the terms of the Heavily Indebted Poor Countries (HIPC) initiative agreed
by the Intemational Finandlal Institutions (IFTs) and Paris Club. we welcome the
progress achieved with six countries glready dedared efigible for HIPC dabt refief
and a further two countries iikety to be declared shortly. Wae encourage all efigible
countries to taka the policy measures needed to embark on the process as soon as
possible, so that all can be in the process by the year 2000. We will work with the
international Institutions and other creditors to ensure that when they qualify,
countries get the relief they need, induding intarim relief measures whenever
necessary, to secure a lasting exit from thelr debt problems. We expect the World
Bank to foln the future finandal effort to help the African Develapment Bank
finance Its contribution to the HIPC inttiative;

to call on those countries who have not already done so to forglve aid-refated
bilateral debt or take comparable action for reforming least developed countries;

to enhance mutual cooperation an infectious and parasitic diseases and support
the World Health Organisation's efforts in those areas. Wae support the new
initiative to “Raoil Back Malaria” to refleve the suffering experienced by hundreds of
miifions of people, and significantly reduce the death rate from malarla by 2010.
We will also continue our efforts to reduce the global scourge of AIOS through
vaccine development, preventive programwnes and appropriata therapy, and by
ourc continued support for UNAIDS. We welcome the French proposal for a
“"Therapeutic Sofidarity Initiative™ and other prapasals foc the prevention and
treatment of AIDS, and request our experts to examine speedily the feasibility of
their implementation.
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8. We see a particular need to strengthen Africa’s ability to prevent and ease conflict, as
hightighted in the UN Secretary General’s recent report. We will look far ways to enhance
the capacity of Africa-based institutions to provide training in conflict prevention and
peacekeeping. We also need to consider further ways to respond to the exceptional needs
of poor post-conflict countries as they rebuild their poittical, economic and sodial systems,
in 8 manner consistent with democratic values and respect for basic human rights. In
addition to immediate humanitaran assistance:

- we recognise the need for technicl and financial assistance in creating strang
democratic and economic institutians, supporting good govemance alongside
programmes of macroeconomic and structural reform supported by the IMF and
world Bank. We call on the World Bank to play a strong role in co-ordinating
blateral and multiateral assistance in these areas;

- we also agree on the need to consider ways for debt relief mechanisms, induding
the HIPC initiative where appropriate, to be used to release more and earller
resources for essential rehabilitation, particularly for those countries with arrears
0 the IFls.

9. A crudal factor in ensuring sustainable development and giobai growth Is an efficient
energy market, We therefore endorse the results of our Energy Ministers’ Meeting in
Moscow in April. We shall continue cooperation on energy matters In the GB framework.
We recognise the importance of soundly based political and ecanomic stability in the
regions of energy production and transit. With the otijective of ensuring reliable, economic,
safe and environmentally-sound energy supplies to meet the projected increase in demand,
we commit oursefves to encourage the development of energy markets. Liberalisation and
restructuring to encourage effidency and a campetitive environment should be supported
by transparent and nor-discriminatory national leglsiative and regulatary frameworks with a
view to establishing equitable treatment for both government and private sectors as well as
domestic and foreign entities. These are essential to attract the new Investment which our
energy sectors need. We also recognise the importance of Intemational co-operation to
develop economically viable international energy transmission hetworks. we shall pursue
this co-operation bilaterafly and mudtilaterally, inctuding within the framework and princlples
of the Energy Charter Treaty.

10. Considering the new competitive pressures on our electric power sectors, we reaffirm
the commitment we made at the 1996 Moscow Summit to the safie operation of nudear
power plants and the achlevement of high safety standards worldwide, and attach the
greatest importance to the full implementation of the Nudlear Safety Account grant
agreements. We reaffirm our commitment to the stated mission of the Nudear Safety
working Group (NSWG). We agreed to deepen Russia‘s role in the activities of the NSWG,
with a view to eventual full membership in the appropriate circumstances, We
acknowledge successful cooperation on the pliot project of the Intemational Thermonudear
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Experimental Reactor (ITER) and consider «t desirable to contnue international cooperation
for awvil nuclear fusion development.

11. The greatest environmental threat o our future prosperity remains climate change.
Wwe confirm our determination to address it, and endorse the results of our Environment
Ministers’ meeting at Leeds Castde. The adoption at Kyoto of a Protocol with legally binding
targets was a historic tuming point in our efforts to reduce greenhouse gas emisslons. We
welcome the recent signature of the Protocol by some of us and confirm the intention of
the rest of us to sign it within the next year, and resolve to make an urgent start on the
further work that is necessary to ratify and make Kyoto a reallty., To this end:

- we will each undertake domesticaily the steps necessary to reduce significantly
greenhouse gas emissians;

- as the Kyoto protocol says, to supplement domestic actions, we will work further
on flexible mechanisms such as International market-based emissions trading, joint
implementation and the dean development mechanism, and on sinks. We aim to
draw up rules and principles that will ensure an enforceable, accountable,
verifiable, open and transparent trading system and an effective compliance
regime;

- we will work together and with others to prepare for the Buenos Aires meeting of
COP4 this autumn. We will also look at ways of working with all countries to
Increase global participation in establishing targets to limit or reduce greenhouse
gas emisslons. Wae will aim to reach agreement as soon as possible on how the
dean development mechanism can work, induding how It might best draw on the
experience and expertise of existing institutions, including the Global Environment
Facility. We look forward to increasing participation from developing countries,
which are likely to be most affected by climate change and whose share of
emissions is growing. We will work together with developing countries to achieve
voluntary efforts and commitments, appropriate to their national circumstances
and development needs. We shall also enhance our efforts with developing
countries to promote technological development and diffusion.

12. The recent devastating forest fires in south-east Asia and the Amazon, threatening not
only our environment but even economic growth and political stabiitty, lllustrate the crudal
importance of global cooperation, and of better and more effective frameworks and
practical efforts designed to sustainably manage and conserve forests. In tha year 2000
we will assess our progress on implementation of the G8 Action Programme published last
week. We strongly support the angoing work on forests under the auspices of the United
Nations, and we look forward to continuing these efforts.
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Growth, emolovabliity, and indusian

13. All our people, men and women, deserve the apportunity to contnbute to and share n
nadonal prosperity through work and a decent standard of living. The challenge is how to
reap the benefits of rapid technological change and economic globalisation whilst ensuring
that all our citizens share in these benefits by increasing growth and job creation, and
buiiding an indusive society. To accomplish this, we recognise the importance of
modernising domestic economic and sadal structures within a sound macro-economic
framework, To these ends we strongly endorse the seven principles agreed by the G8
Finance, Economic, Labour and Employment Minlsters at their London Conference in .
February on "Growth, Emplayabiiity and Indusion™. We also welcome the condusions of
the Kobe Jobs Conference of November 1937, with thelr particular focus on active ageing.

14. we discussed and wejcomed the Action Plans we have each produced to show how the
seven prindples of the London Conference are being implemented. By sharing national
experiences and best practices in this area, we can Improve our policies and responses.
We underfined the importance of the involvement of employers and unions in securing
successtul implementation of these Plans.

15. The Action Plans show that individually we are all maidng comrnltments to

Improve empioyablilty and job creation in our countries. 1n particular, we have comrmitted
ourseives to:
- mbhdgywm.hng-&mmmpbwdando&vgmpsmmmby
unemployment find work;

- _muesmhdpam-eptmmstosetupmmnies:

- carylng out structural reforms, Induding making tax and beneﬁtsystemsmore
empioyment friendly and iberaisstion of product markets

- measures to promobe elong laaming.

16. Each country confirmed its determination to introduce the maasures set out in.its
Action Plans and to pursue the concept of active ageing. - Measures on active ageing should
explore what forms of work are appropriate tn the needs of oider workers and adapt wark
to sult themn accordingly.

17. melhdpwmmwmm We are also
wilfing to share our principles and experiences, including in the relevant intemational
institutions particularty the ILO, OECD and the [Fls, to help foster growth, jobs and -
inciusion not only In the GB but throughout the world. - We renew our supportfor giobal
progress towards the implamentation of intemnationally recognised care lebour standards,
including continued colisboration between the JLO and WTO secretadats In accordance with
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the condlusions of the Singapore conference and the proposal for an ILO dedaration and
Implementation mechanism an these labour standards.

Combating drugs and intemagonal crime

18. Globalisation has been accompanied by a dramatic increase in transnational crime.
This takes many forms, including traficking In drugs and weapons; smuggling of human
beings: the abuse of new technologles t steal, defraud and evade the {aw; and the
laundering of the proceeds of crime.

19. Such crimes pose a threat not only to our own ditizens and their communities, through®
fives blighted by drugs and sodeties living in fear of organised crime; but also a global
threat which can undermine the democratic and economic basis of sodeties through the
investment of lllegal money by international cartels, corruption, a weakening of institutions
and a loss of confidence in the rule of law.

20. To fight this threat, international cooperation Is indispensable. We ourselves,
particularly since the Lyon summit in 1996, have sought ways to improve that cooperation.
Much has already been achieved. We acknowledge the work being done in the UN, the EU
and by other regional groupings. We welcame the staps undertaken by the G8 Lyon Group
to imptement its 40 Recommendations on transnational organised crime and the proposals
G8 Justice and Interior Ministers announced at their meeting In Washington {ast December.
By working together, our countries are helping each other catch criminals and break up
cartals, But more needs to be dona. There must be na safe havens either for criminals or
for their money. ’

21. We have therefore agreed a number of further actions to tackle this threat more
effectively:

- Wae fully support efforts to negotiate within the next two years an effective United
Nations convention against transnational organised crime that will provide our
law enforcement authorities with the additional tools they need.

. We agree to implement rapldly the ten prindples and ten point action plan agreed
by our Ministars on high tech crime. We call for close cooperation with industry
to reach agreement on a legal framework for obtaining, presenting and preserving
electronic data as evidence, while maintaining appropriate privacy protection, and
agreements ofn sharing evidence of those arimes with international partners. This
will help us combat a wide range of crime, including abuse of the internet and
other new technologies.

- We welcomed the FATF decision to continue and enfarge Its work to combat
rmoney-lauandering in parthership with reglonal groupings. We place spedial
emphasis on the issues of money laundering and finandal crime, induding issues
raised by offshore finandal centres. We welcome the proposai to hold in Moscow
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in 1999 a Miisterial meeting on combating transnational cnme, We agraeed to
estabiish Financial Intelligence Units (FIUs) where we do not already have them,
in iine with our national constitutions and legal systems, ta collect and analyse
information on those engaged In money laundering and lialse with the equivalent
agencies in partner countries. We agreed on principles and the need for adequate
legislation to facilitate assat confiscation from convicted criminals, induding
ways to help each other trace, freeze and confiscate those assets, and where
possible, in accordance with nationaf legisiation, share salzed assets with other
nations.

- We agree on the need to explore ways of combating offical corruption arising
from the (arge flows of criminal money.

- We are deeply concemed by alt forms of trafficking of human belngs Induding
the smuggling of migrants. We agreed to foint action to combat trafficking in
women and children, including efforts to prevent such crimes, protact victims and
prosecute the traffickers, We commit ourselves to develop a muitidisdplinary and

. comprehensive strategy, incduding prindples and an action plan for future
cooperation amongst oul and with third countries, induding countries of
origin, transit and destina to tackie this problem. We consider the future
comprehensive UN organised crime convention an important instrument for this

purpose.

-  We endorse joint faw enforcement action against organised crime and welcome
the cooperation between competent agendies in tackling criminal networks. we
agree to pursue further action, particularly In dealing with major smuggling routes
and targeting specific forms of finandal fraud.

- We endorse the Lyon Group's principles and action plan to combat illegal
manufacturing and trafficking of firearms. We welcome its agreement to work
towards the efaboration of a binding international legal instrument in the context
of the UN transnational organised aime convention.

22. We urge the Lyon Group to Intensify its on-golng wark and ask our Minlisters to report
back to our next Summit on progress on the action plan on high tech crime, the steps
taken against money laundering and the joint action on waffiddng In human belngs. We
also welcome the steps agreed by our Environment Minlsters on S April to combat
environmental crima.

23. There is a strong link between drugs and wider intemational and domestic aime. We
welcome the forthcoming UNGASS on drugs. This should signal the international
community’s determination in favour of a comprehensive strategy to tackla afl aspects of
the drugs problem. For its part, the GB is committed to partnership and shared
responsibllity in the intemational community to combat Mlidt drugs. This shoutd include
reinforced aooperation to curb [ilicit trafficking in drugs and chemical precursors, action to
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reduce demand in our countries, including through policies to reduce drug dependency, and
support for a glabal approach to eradicating llllGit crops. We welcome the UNDCPs global
approach to efiminating or significantly reducing Rlicit drug production, where appropriate
through effective altemative development programmes,

Non-Proliferation and Export Controls

24. The proliferation of weapons of mass destruction and their delivery systems threatens
the security of every nation. Our countries have been in the forefront of efforts to prevent
proliferation, and we have worked dosely together to support intemational non-
proliferation regimes. We pledge to continue and strengthen this co-operation. As a key
element of this co-operation, we reaffirm our commitment to ensure the effective
implementation of export controfs, in keeping with our undertakings within the non-
proiiferation regimes. We will deny any kind of assistance to programmes for weapons of
mass destruction and their means of delivery. To this and, we will where appropriate
undertake and encourage the strengthening of laws, regulations and enforcement
mechanisms. We will likewise enhance amongst ourselves and with other countries our
co-operation on export.contral, including for instance on the exchange of information. We
will ask our experts to focus on strengthening export control implementadon. And we will
broaden awareness among our industrial and business communities of export control
requirements..

Year 2000 Bug

25.mvwzmo(dmmmm)eugwwm,mgmhmymmpuwsdul
with the change to the year 2000, prasents major chalienges to the international
community, with vast implications, in particular in the defence, transport,
telecommunications, financial services, energy and enviranmental sectors, and we noted
the vital dependence of some sectors on others, We agreed to taks further urgent action
and to share information, among ourselves and with others, that will assist in preventing
disruption in the near and longer term. We shall work closely with business and
organisations working-in those sectors, who will bear misch of the responsibiiity to address
the problem. We witl work together in international organisations, such as the World Bank
to assist developing countries, and the OECD, to heip solve this critical technological
problem and prepare for the year 2000.

Next Sumenlt

26. We acoepted the invitation of the Chancelior of the Federal Republic of Germany to
meet 2g3in nedt year in Kin-on 18-20 June.

17 May 1958
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THE WHITE HOUSE

WASHINGTON

For Immediate Release Contact: Jack Gribben
June 26, 1998 (202) 456-7010

STATEMENT OF JOHN KOSKINEN
Assistant to the President and
Chair, President’s Council on Year 2000 Conversion

I am very pleased with today’s United Nations vote adopting the resolution on the year
2000 problem. It is an important step in our efforts to increase awareness of Y2K outside of the
United States and to encourage other nations to take immediate measures to address the problem.

Y2K is a global challenge that highlights the growing importance of information
technology in the daily exchanges between countries. It is crucial that all nations work to reduce
the risk of system failures in key areas such as telecommunications, banking, and transportation,
where failures in one country could significantly affect the world community. The President’s
Council on Year 2000 Conversion is committed to continuing its work with our international
partners to raise awareness and share information on this important issue.

I would like to thank Ambassador Richardson, Ambassador Sklar, Ambassador Kamal of
Pakistan, and the UN Informatics Working Group, with whom I was pleased to work on the draft
of the proposed resolution, for their efforts, and I fook forward to continuing an active dialogue
with the United Nations on the year 2000 problem.

BH#
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Unitep StaTES MissioN TO THE UNITED NaTiOoNs

799 United Natione Plaza
New York, N.Y. 10017

Tel. 212-415-4050
FAX 212-415-
PRESS RELEASE 415-4053

FOR RELEASE UPON DELIVERY USUN PRESS RELEASE #112-(98)
CHECK TEXT AGAINST DELIVERY JUNE 26, 1998

Statement by Ambassadcr Richard Sklar, United States
Representative for United Nations Reform and Management, on the
Resolution on the Global Implications of the Year 2000 Problem,
in the General Assembly, June 26, 1993

Mr. President, 1 am pleased to express the United States’
support for the resolution on the global implications of the
year 2000 problem.

in 3 world vastly dependent upon electronic systems for the
processing and exchange of financial and other data, it is
imperative that nations address the year 2000 problem now.
Those which fail to do so risk serious disruptions to critical
business and government functions. And with the inflexible
December 31, 1999 deadline fast approaching, there truly is no
time to waste.

This is an international problem that has implications for
every nation. More than any other technological challenge we
face, the year 2000 problem highlights the interconnectedness of
today's world. Year 2000-related system failures in key areas
such as international telecommunications, banking and
transportation in any one country could have significant effects
on many other countries. Nations need not only to address the
problem within their own borders but to share information and
expertise on possible solutions internationally. The need for
this kind of cooperation was one of the key reasons we worked
hard to raise the issue at the recent Birmingham G-8 summit, and
were so pleased to work closely with the UN Informatics Working
Group on the year 2000 resolution. We also look forward to the
elaboration of Guidelines for Member States to be set forth by
ECOSOC at its upcoming substantive session.

The resolution recognizes that the problem affects more
than just large mainframe systems. Electronic devices with
date-sensitive microprocessors, or embedded chips, are also at
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risk. Unchecked, this so-~called "growth industry" of the
problem has the potential to cause failures in everything from
manufacturing equipment to traffic signals. We believe that, in
addition to system challenges, countries need to pay close
attention to this important aspect of the year 2000 problem.

We also encourage every nation to examine its year 2000
readiness, and not just in governmental systems. Government
officials should be making inquiries on the status of
preparations in the private sector, especially with regard to
key infrastructure areas including energy. telecommunications,
transportation and financial institutions. Member States should
appoint national year 2000 coordinators. We have already done
so. A coordinator can help countries to raise awareness of the
problem among public and private sector organizations.

Finally, we encourage every nation to think about
contingency plans for critical business processes as we move
toward the new millenium. By this fall, we will have reached a
point where, despite all of the best efforts to prepare, some
systens for which no year 2000 remediation efforts have begun
will not be ready by January 1, 2000. We encourage nations to
develop contingency plans for those critical business processes
that are most at risk of experiencing failures.

I would like to thank Ambassador Kamal and the Informatics
Working Group for all their hard work on this important
resolution and for raising the level of awareness of the year
2000 problem generally within the United Nations.

Thank you Mr. President.
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United Nations AusaL 15men

g@\y General Assembly Distr.: Limited
&

17 Juae 1998

Original: English

Fifty-second session
Agenda item 95 (¢)

Macroeconomic policy questions: science and technology for
development

Pakistan: revised draft resolution
Global implications of the year 2000 date conversion problem of computers

The General Assembly,

Recognizing that the effective operation of Governments, companies and other
organizations is threatened by the year 2000 date conversion problem of compu(ers or
“millennium bug”,

Underlining the need for effective action to address the problem to be taken well in
advance of the inflexible date of 31 December 1999, beyond which important systems might
cease to function,

Recognizing the poteatially serious impact that the year 2000 problem could have in
ail countries whose economies are increasingly interdependent,

Emphastring that the year 2000 problem could affect both computer systems and much
¢lzctronic conrol equipment containing embedded ch:ps and internal clocks, with w\de-
ranging effects on such important utcas as power supplics. el ications, fi al
systems, transport. public health, building and factory sysiems, food supplics, emergency
services, the organization of social welfare and urilities,

Emphasizing also that coordinated efforts by Governments and private, public and

intcenational organizations ere required to address the year 2000 probicm,

Apprecichng the esiablishment of a Trust Fund by the World Bank to assist in the
cfforts to resolve the year 2000 problem and the voluntary contributions made 1o it by the
member States,

Appreciaiing the efforts of the Ad Huc Open-cnded Working Group on Informatics
of the Economic and Social Council in raising the level of awareness of the year 2000
problem.
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1. Requests all Member States to attach a high priority to raising the level of
awareness, both by ensuring that the private sector is fully engaged in addressing the year
2000 problem and by tackling the problem in those systems within their own cantrol, and
to consider, inter alia, the appointment of a nationwide coordinator for this purpose:

2. Appeals to all Member States to forge global cooperation to ensure a timcly and
effective response to the year 2000 challenge:

3. Calls upon Governments, public and private sector organizations and civil
society to share locally, regionally and globally their experiences in addressing the year
2000 problem;

4. Requesis the Scerctary-General 1o take steps 1o ensure that all parts of the United
Nations systern take measures 10 cnsure that theie puters and equip with embedded
microprocessors are year 2000 compliant well before the target date by drawing up a plan
of action for the United Nations system:

5. Calls upon the Economic and Social Council w prepare at its substantive session
of 1998 guidelines on which Member States will be able to draw in addressing the diverse
aspects of the year 2000 problem;

6.  Requests the Secretary-General to ensure that the United Nations system closely
monitors actual and potential sources of funding to support the efforts of the developing
counties and countries with economies in transition 1o address the year 2000 problem, and
to facilitate the dissemination of relevant information on those funding possibilities to the
Member States;

7. Requests the Secretary-General to report to the General Assembly at its fifty-
third session on the steps taken within the United Nations systcm and with Member States
to resolve this problem;

8.  Decides 10 inciude in the provisional agenda of its fifty-third session an item
entitled “Global implications of the year 2000 date conversion problem of computers” and
to compiete its action under that agenda item before the deadline of 31 December 1999.
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PRESIDENT CLINTON CHALLENGES BUSINESSES
TO ADDRESS THE YEAR 2000 COMPUTER PROBLEM

VICE PRESIDENT GORE DOCUMENTS FEDERAL EFFORTS TO DATE

July 14, 1998
National Academy of Sciences

Today, President Clinton will review the Federal Govemment's efforts to prepare its critical
systems for the year 2000 century date change and challenge businesses to take responsibility for
making sure that their systems are ready for the new millennium. The President will announce
Federal initiatives to promote information sharing on year 2000 efforts and to connect people
who have skills for addressing the problem with employers who are in need of their services.

Order of Speakers:

Dr. Bruce Alberts, President, National Academy of Sciences
Vice President Gore

President Clinton

See attached fact sheet.
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PRESIDENT CLINTON CHALLENGES BUSINESSES
TO ADDRESS THE YEAR 2000 COMPUTER PROBLEM

VICE PRESIDENT GORE DOCUMENTS FEDERAL EFFORTS TO DATE
July 14, 1998

THE YEAR 2000 PROBLEM. In the second half of the ieth century, i i hnology has made
possible advances ranging from the lblhty to invest electronicaily in markets halfwxy around the world to
satellite tracking of 2pproaching Y to ground breaking h to find cures for the most

complex diseases.

The year 2000 problem (Y2K) is a threat to that progress. Jt stems from the use in many computer systems of a
two-digit dating method that assumes 1 and 9 are the first two digits of the year. Without programming
changes, the systems will rocognize 00 not as 2000 but as 1900, which could cause the computers eitherto shut
down or to malfunction on January 1, 2000.

THE CHALLENGE. Y2K is a problem that affects organizations around the world. While the Federal
Govemment is responsible for fixing its critical systems, government and business leaders here and abroad must
take responsibility for fixing their sy if we are to d in minimizing year 2000-related disruptions.
The President and Vice President are leading the Federal efforts and encouraging other governments and private
sector organizations to do their part.

PRESIDENT CLINTON ANNOUNCES NEW INITIATIVES TO ADDRESS Y2K CHALLENGE.
President Clinton today announced initiatives to help ornmmlons m their efforts to address the year 2000
problem. These initiatives are designed to p info haring on Y2K efforts, connect people who
hlve:hllsfoudd:emngthepoblqnm&anployuswbominneedofdmrmes.mduuunammss
of the problem in developing countries.

« Year 2000 “Good Samaritsn” Legislation. The Administration will submit to Congress propesed
legislation to promote a more open sharing of year 2000-related information by protecting those who
carefully share information on Y2K solutions or on whether a product or service is Y2K-compliant, from
liability claims based on the sharing of that information. The proposed legislation does not, however,
address lisbility that msy separately arise from actual Y2K failures of systems or devices, nor is it
intended to alter existing contractual rights.

Example—Today, leaders of a national industry iation might choose not to develop a
website on Y2K solutions gathered from several sources for fear that the organization might be
held liable for displaying inaccurate information. With the legisiation in place, association
executives will be more willing to take on this vital clearinghouse function. Unless they know the
information is false, their only obligation is to disclose that the information is a republication.

Example -- Today, a Y2K project manager who tasts a particular system ard finds it to be non-
compliant may be hesitant to share this finding with colleagues in other firms because his
company atiornsy has warned him that spreading such information could lead to product
disparagement suits. Witk the legislation in place, this manager could feel confident in relaying
his experiences 1o others because he will have additional protections against liability. The
legislation protects anyone sharing such information unless they act with knowledge that the
information was false or with reckless disregard as to the truth or falsity of the information.
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'DWLMWMMWW" today established a Y2K

fe i hnology (IT) version of Ameri sJobBanl’/AmaaTalmtBank(AJBlATB)u
hetp://it.jobsearch.org in order to concentrate the supply (workers) and the demand (jobs) in the IT
industry in a single place. The product of a unique partnership b the Dx and the States,
AJB/ATB, at www.ajb.dni.us, already provides a significant penetration into the area of computer and
high-tech jobs and talent, with approximately 40,000 resumes and 120,000 IT jobs listed.

« World Bank Confribution. The United States will contribute $12 million to support the World Bank’s
efforts to increase awareness of the year 2000 problem in developing countries, where Y2K information
is scarce. The Bank is holding 20 regional Y2K conferences around the world to increase awareness and
provide information about the problem to developing countries.

« National Campaign for Year 2000 Solutions. Later this month, the President’s Councit on Year 2000
Conversion will kick off its *National Clmpugn l'or Year 2000 Soluuons to promote public and private
sector action on Y2K and to foster informati about

PRESIDENT CLINTON'S COMMITMENT TO INCREASING AWARENESS OF Y2K. President
Clinton is committed to encouraging businesses to focus on fixing their year 2000 problems.

In February, he established the President’s Council on Year 2000 Conversion to coordinate the Government’s
efforts to i of the problem and ge action in public and private sector organizations.
The Council’s 34 agency working groups are focused on arcas that range from energy to telecommunications to
financial institutions.

. TheSmﬂBumn:Admnmmnon.chmoflhemlllb\mworhnggmup. is focused on

of the problem among the Nation’s more than 20 million small businesses. As part
of its "An.' You Y2K OK?" cunpngn. SBA is encouraging small business owners o determine their
Y2K risk by conducting a self: test available on SBA’s Internet Y2K web page
(www.sba.gov/y2k/).

o The Energy Department and the Federal Energy Regulatory Commission, co-chairs of the energy
working group, are working with industry associations such as the North American Electric Reliability
Council, the American Petroleum Institute, the Natural Gas Council, and the Gas Industry Standards
Board to ensure that the encrgy industry is sddressing the problem as it relates to electric power and oil
and gas supplies. '

o The Federal Communications Commission, co-chair of the Council's telecommunications working
group, is meeting with domestic and international telecommunications carriers and equipment
mhmmmMmmmmemmmmmmofm
industry to emphasize the imp of addressing the prob

* The Federal Reserve, chair of the financial institutions working group, and other Federa! financial
_ regulatory agencics arc making year 2000 progress a key component of their examinations of banks and

President Clinton is also committed to increasing internations! awareness of the problem.

« The President has discussed Y2K with heads of state at both the G-8 Birmingham summit and the
Summit of the Americas. Also, under the President’s leadership, the Year 2000 Council worked closely
with the United Nations on the draft of s recently passed UN resolution that calls upon all member states
1o act on the problem.
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United States Information Agency

Transcript, Digital Video Conference with John Koskinen

John Koskinen, Chairman of the President’s Council on the Year 2000 (Y2K) Conversion, held ths
digital video confereace (DVC) with reporters in Moscow July 16.

I'm delighted to have a chance to join you this morning and inaugurate this
wonderful program that the United States Information Agency has put together to
allow us to reach out to countries around the world to discuss the probiem
presented by the transition from the 1999 date to the year 2000. As Jonathan
noted, the President asked me to come back to organize the United States Federal
Govemment's response to this problem. As I have told our federal agencies, we
view this as a three-ticred problem.

Our first problem, and the one we have most direct control over, are our own
federal systems. And those are, in many cases, very large, very complicated, and in
2 lot of cases, somewhat antiquated. In the 1950s and the 1960s, the fedecal
govemnment was one of the first, and really the largest, developer of software and
information technology. Which means that most of those programs were
custom-designed, not standard, and were built on over time, as we cxpanded the
processing.

So our first problem is to ensure that basic government services, particularly to the
public, are maintained. We are focused on benefit payments, both for retirees as
well as for health care payments. We're concerned about unemployment insurance
payments, payments to our veterans, and of course, are very concerned about the

tions of our Internal Revenue Service, which collects and processes a
tritlion-and-a-half dollars worth of payments every year.

kil
All of the systems behind those programs are very complicated and we've been
working on them, in some cases, in our Social Security retirement benefit
program, as long as nine years. As a result, the Social Security benefit payment
system to be nearing oomﬂl.?;on in its work. Unfortunately, in a number
of other federal agencies, we still substantial work to be done, even though
every federal agency has been working on this problem since the end of 1995.

The second tier, from our perspective of the problem, is the systems that we
exchange data with around the country and around the world. Because it's clear, in
this interconnected world we all live in, that if our federal systems are able to
function, but the systems with which they exchange data or financial information
are not able to function, we will have a difficult problem for the economy and for
the American public.

When [ met with all of the heads of the major federal agencies when [ started, and
I've had 43 meetings with 43 different agency heads with their senior staffs, and
talked to them about the three-tiered problem, they hedged and were focusing their
time on the first tier, their systems. They had begun and the government had begun
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to look at the second tier problem of the interfaces of those systems outside the
govemment. And what I spent time talking to them about was the third tier of the
problem, which is reaching out beyond their normal activities to thosc operating in
the country and around the world in their areas of interest, where a failure would
create an insignificant problem either for the economy or for the public.

And it's that third tier that we are talking about here today. Because we are very
concerned that even if the federal systems work and even if the systems they
exchange data with work, but other significant systems around the world do not
work, there will be great difficulties, not only for those who depend directly on
those systems, but for us as well. So while we do not control those systems, we
cannot tell those people, either in our private sector or of any of those of you
around the world, what to do, we are very anxious to reach out and to provide
whatever support and assistance we can to encourage people to deal with this
problem effectively. Qur biggest concern, both within the United States and
internationally, are those organizations that are not paying significant attention to
the problem or any attention to the problem. Our experience is that organizations
that are focused on this issue, that have strong leadership from the head of the
organization, and are devoting resources to the program and making it their top
priority, obviously have the greatest chances of success in dealing with the
problem. Where we are concerned are where we do not have that kind of
organization in place. In the United States, our major concern are small to
medium-sized organizations, both in industries around the United States, but as
well as in state and local government. Abroad, we are concerned about the at least
50 percent of the countries in the world that have barely begun to pay attention to
this or are not paying attention at all. And that's one of the reasons I was delighted
to receive the materials that Russia has put together in May, organizing an
approach to dealing with this problem. Because I think of all the steps you can
take, that is the most critical one, which is to provide an organized approach to
bringing everyone in the government systems together, starting to work and focus
on the problem.

Our concem and our analysis is that many of the small to medium-sized
organizations, and even some of the countries around the world who have not
begun to pay attention to the problem, have not done so because they assume that
this is not their problem. If they are not running major mainframe application
programs, they assume that the year 2000 problem does not affect them. What they
are overlooking is what I'd call the growth industry of the problem, which is the
problem of imbedded chips or integrated circuits.

And it turns out that numerous operating systems, manufacturing plants,
transportation systems, communication systems, all operate on the basis of
integrated circuitry or embedded chips in their hardware, that in effect, monitor
and control the operations of those processes. Now, fortunately, only a very small
percentage of the chips in their applications have the potential to malfunction on
January 1 of the year 2000. That percentege has been estimated, as a general
matter, to be between 1 and 2 percent. It could be as high, in some applications, as
5 percent. .

And that's a small percentage, but one year recently we shipped almost S billion
chips into commerce around the world. So with a 2 percent risk rate, that means
there are 100 million chips, in that year alone, that arc capable in their applications
to create difficulty. And we know that around the world, we are running oil
refineries, power plants, manufacturing facilities, large transportation facilities,
and cargo ships with people sitting at computers responding to the information that
is produced by those integrated circuits or embedded chips.
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And so therefore, we are concemned that many organizations, many govemmental
organizations in the United States have not really focused on that aspect of the
problem as it directly affects them. So with our state and local governments, for
instance, we are telling them they need to do an assessment to ensure that their
mobile communication systems will be up and operating, to ensure that their
emergency equipment will operate, to ensure that their local utilities will operate,
to ensure that their local transportation systems and traffic lights will operate
effectively.

In many ways, it would be an easier problem to deal with if we could guarantee
people that everything would stop. Because then, everyone would go out and fix
everything. In this case, and certainly with the imbedded chips, the vast majority
of the systems will be unaffected. And so, it's important for people not to waste
money replacing or renovating systems that don't need to be replaced. And
therefore, the most important step after you become organized is to actually do an
inventory and an assessment of all operations, both the application systems and
software systems, but also manufacturing and operating systems, to determine
whether there are areas that need to be pursued further and whether there are areas
that need to be tested to ensure that there will not be a difficulty as we move across
those borders.

The way we have organized the federal government to deal with these three tiers
of operations is, we have created what we call the President's Council on the Year
2000 Conversion, which I chair. It has a single representative from 35 different
agencies across the federal government, including all of our regulatory agencies
that regulate our financial markets and our financial institutions, as well as
agencies including, obviously, the Defense Department, even the CIA. Because it
is critical for us to be able to share information across those borders.

We have organized and analyzed all the sectors of the American economy and
govemmental operations, including international operations into -- and we have
now 34 sectors, which are headed, each of them, by a separate agency. Sometimes
the same agency has more than one sector and they head up a working group of
appropriate federal agencies dealing with that area and reaching out to those
operating in that sector. So, for instance, intemationally, our intemational
communications sector involves several federal agencies. It is chaired by Jonathan
Spailter and USIA and charged with doing whatever we can to communicate
through both our embassies and our operations of law, but directly with countries
around the world, to demonstrate our concern.

Our basic, ultimate list, we think, is from our increasing dependency on
international cooperation. Not only is it a global village, it's a global economy that
depends increasingly on the exchange of data and financial services electronically.
So that we are concemed, yet as an old adage says, the chain is only as strong as
its weakest link. And we are looking at the chains in financial transactions
internationally and telecommunications internationally and transportation
internationally. Because we are concemed that all of those chains are at risk if
there are any weak links. So it is in our own interest, as well as in our interest in
the welfare of those operating around the world, to do whatever we can to try to
provide assistance to those operating in those areas.

And [ think the first thing we are focused on in trying to provide assistance is to
increase the level of awareness and activity around the world. We have worked
closely with the United Nations. I worked with Ambassador Kamar of Pakistan,
who heads the United Nations working group to pass the recent resolution. In a
resumed session, the United Nations called on all member states to take action
with a report back to the general assembly in October. I have met with Mr.
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Wilkenson, the head of the World Bank which is now, thanks to a contribution
from Prime Minister Blair of England, holding 20 regional conferences around the
world to provide information to countries across the globe.

The President made a major address on this subject on Tuesday with the Vice
President and announced that we will be contributing $12 million to support the
World Bank's efforts Yo reach out around the world. [ have met with the head of
the International Monetary Fund, who has agreed that they will use whatever
influence they have to encourage countries around the world to pay attention to
this problem and to devote the appropriate resources to it. I've also met with
Intelsat, whi the major communication satellite network around the world.

One of the rare‘pieces of good news is that the satellite system is fine. The
problem is access through ground stations around the world and Intelsat, which is
basically owned by 143 countries, is concerned that many countries, if they do not
pay attention to this problem, will lose their access to the international
communication network. So it's 2 major challenge. It could even be called a crisis.
We are anxious not to cause people to panic and take unproductive or
counter-productive activities, such as deciding to take all of their money out of
financial markets or out of banks. We'd like to not have everyone show up at the
end of next year trying to fill up their gas tanks.

But at the same time, we need to get everyone around the world to treat the
problem seriously and to focus on the appropriate resources to deal with it. As
Jonathan said, as the President said on Tuesday, this is the greatest management
challenge that the world has ever, in a concerted effort, had to face. And we are
prepared to do whatever we can to provide assistance to those operating and
working in this area around the world.

So that's the short form background of where we are, our approach to the problem.
And I would be happy to answer any questions you might have about anything I've
said or anything else that you have a question about.

Q: What is the price or the cost to the U.S. federal government? We have heard
different figures of fill-in dollars. What do you think about the cost of the solution
to this challenge?

A: That's a good question. It's one of the few questions I have a clear answer to.
The cost for the federal government to fix its own systems over the period from
fiscal year 1996 through fiscal year 1999 is almost exactly 5 billion U.S. dollars.
Of that amount, about 1.2 billion U.S. dollars will be spent in the fiscal year that
begins October 1st of this year and about $2 1/2 billion is being spent this year.
So, well over half of the $5 billion will be spent in 1998 and 1999 and we are, as
we say, confident in those numbers because we ask the agencies every three
months to provide us progress reports on how they’re doing and also their present
cost estimates. .

Now, we are asking the Congress, because we are getting close to the year 2000, in
the appropriations that they are now considering, to create a contingeacy or
emergency fund for any additional, unexpected expenses that may occur. And it
will not surprise me at all, because of the unknown nature of this problem and the
unique nature of it, for our $5 billion number to increase by as much as another 10
to 15 percent. - ;

Q: What is the percentage of world chips available that you expect to fail in the
year 20007 Do you think it is impossible to deal with all the possible unexpected
failures within this brief period of time?
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{A: With regard to the percentage of chips that will fail, as I noted, there is no one
who knows the absolute answer to that. The experts have estimated that about 1 to
2 percent of the chips will fail. In some forms of applications, that could be as high
as 5 —- some people have even found that 7 to 8 percent fail. I would note, having
met with the Chip Manufacturers Association recently to talk with them about this
problem, that often the chips - generally, the chips themselves are not the
problem. They are basically neutral about the date. The problem comes when the
chips are installed in either a circuit board or in an operating system and -
programmed by whoever is manufacturing it. And if they program it to be
date-sensitive, that's where the problem is created.

So, the difficulty is that the chip manufacturers often don't know what use the
intermediate suppliers have made of those chips and in terms of whether or not
they will fail. But as a general matter, our experience thus far has been that a very
small percentage of the chips will fail. But it's a small percentage of a very large
number of chips.

With regard to the software, one of the reasons these problems exist is that when
programmers 30 to 35 years ago began to program trying to save space by only
1dentifying the year with the last two digits -- for instance, 1965 was identified as
65 because it saves significant memory space -- their assumption was that the
programs they were designing would never be in use later on, so it would not be a
problem. That assumption continued to carry through even into the early 1990s,
when people assumed that the software they were programming would only be in
use three to four years and then would be replaced by new software and the
problem could be solved near the end.

Part of the problem with that is that many companies and many people, as a result,
paid little attention to this problem until very recently. Because their assumption
was that it would be an easy solution simply to buy new software. And in some
cases, that will be the solution and if that's all that's involved, you can solve the
problem very easily in the time remaining. The difficulty is, with anyone running
anything that looks like a very complicated system -- and most financial
management systems, tax management systems, financial transaction systems, are
very complicated. They aren't 2 single-software system and they aren't a system
that we've just bought recently. So banks, insurance companies, brokerage houses,
all have large systems that have been built over time in a process of evolution,
where the newest software was added into or on top of an existing system. And it's
that older existing system with all of its software systems and all of the custom
design that is the core of the problem. And that is why, if you only have a personal
computer and you simply need a new upgrade, you'll be able to solve the problem
easily. But if you're a large institution, particularly a large bank or a large
insurance company, you've got a lot of software systems that you need to upgrade
and renovate because there is no easy replacement for them. That's the difficulty.

With regard to the time, obviously some large financial institutions in the United
States have been working for over two years already on this problem, so that by
definition, if you started today, there aren't two years lefi. In fact, there are 533
days left, for those of us who are forced to keep track. And therefore, one of the
things we are trying to do is encourage the sharing of information wherever we
can, so that organizations starting to deal with this problem can take advantage of
and get the benefit of the work that's already been done by others around the
world. ’

And the President announced on Tuesday that one of the things we're now working
on is to limit the liability of companies that exchange information about how to
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deal with this problem, in case all of their information isn't a hundred percent
accurate, so that they won't be sued because of the information. They can still be
sued because of the systems that don't work, but what we're trying to do is make
sure that everyone has the ability to share and provide the benefits of the work
they've done thus far.

Q: A few days ago, the American defense department decided to share information
with the Russian defense forces with the view of ensuring the perfect functioning
of the early warning systems....How well is the American administration aware of
what is being done in Russia that will meet the challenge to deal with the
problem...?

A: Well obviously, all of us have a high level of concern. Not only about nuclear
weapons, but nuclear power plants and other issues that could be a great threat to
people anywhere in the world as a result of accidents. So, I have met with the
secretary of defense and the deputy secretary and we talked about their initiative to
try to ensure that at a minimum, there are no misunderstandings as we move
toward the year 2000. And either our system's or your system's early waming
systems, or the early warning systems of other countries -- if they have a difficulty
with the transition, don't generate mistaken information that people would then
respond to.

So we are very anxious, at the first step, to make sure that we share information,
that there is mutual comfort, that if there is a problem with an early waming
system, we'll have backup ways of checking with each other to ensure that we
have accurate information. But we are also concerned about a significant other set
of problems.

As you know, by the president's recent strong support of the International
Monetary Fund program with Russia, we have a great interest in and hope for the
continued expansion and growth of the democratic system in Russia. We are
anxious to support the stabilization of the Russian economy and its expansion
because we feel that everyone will benefit with a successful, active, democratic but
;uconomic system in Russia, working as a major partner with us going into the

ture.

We also have concems in other countries if there are major economic difficulties
in any country as a result of the year 2000 problem, and we view that as a problem
for the world community. We trade with countries, we have increased trade with
Russia, with other countries. We depend upon those countries both for our
supplies and products, as well as their markets, so that we clearly do believe that
there is no country anymore in the world engaged in intemational commerce and
interchange that can stand by itself and be unaffected by the problems elsewhere.
So, while we have the highest concem to make sure there are no accidents with
cither nuclear weapons or nuclear power, we have an equally high concem to do
whatever we can to make sure that there are no other major economic or social
difficulties as a result of information technology failures.

Q: What about the law proposed legistation byleident Clinton to limit liability
in the sharing of technical information about Y2K? Do you think that law sould be
adopted in Russia?

A: We hope that legislation will pass this summer in the United States. We think
that it is an important concept, and it would be important in Russia as well. I'm not
familiar with the details of your legal system. We have a very complicated system
where people have a lot of legal rights to bring disputes into the court system. That
is what concems us because here companies are afraid to either discuss their
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experiences with a certain software or hardware product in terms of whether it
works or not, or to share information about how they fixed a system, for fear that if
they say, this is how we fixed our system," and someone else relies on that and it
turns out it doesn't work in their system, the first company will be sued because of
that exchange of information. As a result, we have many large companies here

who have a lot of information that they do not feel they can tell anybody about or
share.

So, we think it's important here. We think, especially with the fact that your
organized program in Russia is coming together late, that it will be critical for you,
for industries and government agencies and everyone working on the problem, to
view this as a community effort and to try to share information as much as they
can. Obviously, you don't want people putting out information with no basis
whatsoever. And so, you want them to have some standard of care. We're talking
about -- you have to do it in good faith and without gross negligence. But beyond
that, we think on balance we do better with a free flow of as much information as
we can get, rather than trying to hold people very strictly accountable if their
information isn't totally accurate.

Part of the reason we feel that way is that no one can guarantee anything in this
area. So when a company says they are ready to deal with the year 2000, they are
saying that on the basis of the best information they have. But because this is a
unique problem, there's no way to know until we get to January 1, 2000, whether
all the systems that have been fixed will actually work. So therefore, I would urge
you, in your approach, to try to get people to understand this not a time for
competitive advantage. This is a time for a community effort to try to ensure that
the basic infrastructure in your society and your country works, that the basic
ability to conduct financial transactions as well as personal transactions are not
interfered with to the extent possible.

Q: What other powers of the committee you're heading? Who are its members?
And has it got a definite plan? Is it one of the committee's functions to control the
activity of the government agencies and departments in handling the Y2K
problem?

A: That's a very good question. Each of the major federal agencies has one
member on the committee. I told the heads of the agency they could select a
member, but there were two criteria for membership. One is, whoever was selected
had to be senior enough in the organization to know what the agency was doing
internally and externally in its outreach programs to deal with the problem. I
needed someone who knew what the agency's activities were. The second criteria
was, [ needed someone with enough authority in the agency to be able to commit
the agency to taking action in the course of a committee meeting without having to
check back with the agency.

As I told the council, “The only words that will be unacceptable in any of our
meetings will be, "I'll have to check on that.™ So that means that basically, the
members of this council are either the deputy secretaries, the number two person in
the department, or the chief information officer, the senior technological person in
the department. And the agency heads have all agreed that if the council decides an
action needs to be taken, that the members of the council from the agencies have
the authority to agree on behalf of their agency to take that action.

We are monitoring the activities of the agency. In the White House, according to
the President, we have an Office of Management and Budget. That is, the budget
and management arm of the government. I used to be the deputy director for
management at that organization. When [ was in the govemment before, we set up
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a quarterly reporting process to the Office of Management and Budget, which the
agencies provided standardized reports for the level of their progress; what
percentage of assessment had they done of their mission critical systems, what
percentage of renovation -- fixing those systems had they done, what percentage of
testing had they done, and ultimately, what percentage of their systems were
implemented with the year 2000 compliant operations.

And those quarterly reports come into OMB every quarter and they come to the
council and to me as well. And I am now working with a half a dozen large federal
agencies who are not making sufficient progress, we think, to be able to deal with
the problem in the time remaining. So I now meet with them on a monthly basis
with their senior management reviewing their monthly progress. We have, in terms
of our power, an executive order that calls upon the agencies to cooperate with the
council.

But my power and the council's power is primarily because everyone knows the
president and the vice president personaily asked me to serve. And so therefore,
they know I can call the resident and the vice president back if I need to. But my
management style is not to issue edicts; it is rather to work in a collaborate,
consultative basis with everyone so that we feel that we're working in it together
rather than I'm telling them what to do.

Similarly, in our reaching out to the private sector organizations, where we clearly
have less authority in many cases to tell them what to do, our strategy is to work
with them in a partnership, where we exchange information with them and they
with us, and we provide them support where we can. The request for the Good
Samaritan legislation limiting liability came from some of those private sector
industry groups who are concemed about their inability to exchange information.
And they asked us, as part of our meetings with them, could we address that
problem, which we hope to be able to do this summer.

In tenms of our planning, we have a set of benchmarks for the federal agencies that
are set up in that quarterly reporting process. They are supposed to be complete
with all of their fixes of the systems, all the remediation by September 30th of this
year. They are supposed to be complete with all testing of those systems by
December 31st of this year and they are supposed to have all implementation done
by March 31 of 1999.

And the reason that deadline, which used to be November of '99, was moved to
March of '99, was because everyone recognizes when you've fixed the system,
you've tested it, and you've implemented it, then you still have to go back and test
and run it again -- because this is a complicated, unique problem and there are
always more things that people think they've fixed, that when you start testing
them in operation with other systems, have not been fixed.

Now, not every agency is going to meet those deadlines. And the six large
agencies that I'm meeting with are the ones we think that are at risk of not meeting
some or all of those deadlines. But we have some area of comfort in the sense that
if they do not meet the March 31 '99 deadline, we hope that they will be able to,
within a month or two thereafter, meet that deadline. My advice and experience is
that it is important not only to have general deadlines like that. Also we have now
asked the agencies to do-is to develop a management plan from now until they're
finished, with a monthly set of benchmarks as to how many systems they propose
to have through the process each month. And then to report, on a monthly basis,
against their progress against those benchmarks.

Because every agency will be in different circumstances with different systems
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and different challenges and if you're trying to manage the process and see where
your difficulties are, the most important information is who is falling behind their
monthly management plan. So, we have moved to that direction because we're
trying to make sure we get an early warning of where people are falling behind
their own plan. . .

The other thing you will find in any organization that's through around the world,
is if you ask someone, are they going to be ready by the deadline, they will always
say yes. Everyone's optimistic. No one wants to say they can't do it. But what
we're doing with the monthly benchmarks now, which we just started doing two or
three months ago, is try to check to make sure that what we don't have is people
making sort of flat progress for the first several months and then at the end all of a
sudden the graph goes up. And it, you know, generally won't make sense to say
that we're going to do 70 percent of the work 1n the last month before the deadline.

So, one of the reasons we ask them to share with us their plans, on a monthly basis
throughout the entire process, is to test the reasonableness of those plans and to try
to get them to understand that they need to manage against a reasonable set of
expectations each month. The other thing that we have discovered, when you're
managing a difficult problem for people to deal with, is to attach the highest
priority to this problem. You will find that organizations will set up an
organization to deal with this, it will be important to them, but they will have other
priorities that are important and no one will disagree with what they're working on
in the information technology area. They will be upgrading systems, they will be
adding the systems, they will be dealing with other problems of the agency or the
organization. But if this work is going to get done, this project has to be the most
important.

So in two or three major federal agencies in the last three months, we have
succeeded in getting the Congress and the agency management to understand that
some policy initiatives and some changes in programs that we think are important
will have to be delayed so that we can devote the appropriate time and resources to
solving this problem. Because what it turns out to be is there's only so much space
and time available to work on a system. And often times, the people who are
providing new policies and programming new policies into the system are the
same people who have to actually fix the system. And they can't do both things at
the same time.

So, it's not a question of just hiring more people. There's only so much availability
of the systems to be able to be worked on. So, one of the things we're doing now is
to get concerned about some of the federal agencies and their ability to meet the
deadlines -- is getting them to delay some of the things that they or the Congress
or even the president would like to have implemented sooner. And we're going to
delay some of those things to try to make sure that the systems operate.

For instance, in our Medicare health benefits program, we have changes that the
Congress has asked to make in the way the benefits are calculated and the amount
of benefits. And the organization/agency running that program announced two
weeks ago that some of those changes, in some cases increasing benefits, will be
delayed because the system otherwise would not be able to function effectively on
January 1, 2000. And as the head of the organization said, if the system doesn't
operate at all, it doesn't matter what the policies are, so that it would be a great
mistake to have a good, new policy and have to program it into the systems and by
virtue of that, have the system shut down.

Q: What steps have already been taken to date, particularly steps to coordinate
with the Russian side?
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A: Well, I assume that you'd like to know steps are we taking intemnationally,
particularly with the Russian side. As I noted, we are working with the United
Nations and the economic and social committee there to provide as much
information as we can to countries around the world. We are financially now
supporting the World Bank effort to work with developing countries and those
starting late on the problem, to provide information and expertise about how to
deal with that problem. )

We have asked American embassies and ambassadors around the world to begin to
engage in discussions with each of their host countries about the level of their
activities and what problems they are having, so that we will begin to, with other
countries, develop a picture of where each country in the world is, because all of
us will have interest in knowing where the difficulties are likely to be and where
countries are making progress.

With regard to our direct relationships with Russia, as someone noted earlier, the
secretary of defense has already offered to share information with regard to the
early waming systems. We are also anxious to provide expertise and information
wherever that is appropriate. We are working with the International Bank for
International Settlements, which is organizing financial, central bankers around the
world to deal with the problem. Our Securities and Exchange Commission is
working with the international securities market regulators, trying to provide
information to financial market regulators and operators around the world.

So that we are trying to provide as much information as we can, our Federal
Aviation Administration, which runs our air traffic control system, is working and
pushing the International Transportation Association to work with air traffic
control systems around the world. We are, in fact, anxious to provide whatever
assistance we can to the air traffic control system in Russia because obviously we
have much air transport and traffic, not only with Russia but all of Asia does as
well.

So, in each of the sectors, we have asked our agencies here to work with their
international organizations to reach out and provide assistance.

{end transcript)
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THE PRESIDENT: Thank you very much, Mr. Vice President,
Dr. Alberts, to all of our platform guests, Senator Bennett, Senator
Dodd, Congressmen Horn, Kucinich, LaFalce, and Turner, and members of
the administration who are here, and all the rest of you who are
committed to dealing with this challenge.

This is one of those days that I never.thought would
ever arrive, where Al Gore has to listen to me give a speech about
computers. . (Laughter.) Being President has its moments.
(Laughter.)

I have to ask your indulgence because this is my only
opportunity to appear before the press today, and I need to make a
briet t about thing that is also of importance to all of
you, and that is the agreement that was reached yesterday between
Russia and the International Monetary Fund to stabilize the Russian
econonmy .

I think all of us understand that a stable and
a tic and prosperous Russia is critical to our long-term
national interests. Ever since the fall of communism there, there
has been a strong bipartisan consensus in our national government,
and I believe in our country, to working toward that end.

The commitments that Russia made in connection with
yest y's agr t will b tiall av ic reform and
stability there. Now it is critical that those commitments be
implemented to strengthen confidence in their economy.

A

It is clear, I think, to all of us now that our
progperity here at home in America is deeply affected by the economic
conditions elsevhere in the world. About a third of ocur economic
expansion that the Vice President referred to, which has given us 16
million nev jobs and the 1} st unemployment rate in 28 years with
the lowest inflation rate in 32 years, has come from our exports and
our economic relations with the rest of the world. We, thereforse,
have a clear interest in playing a leading role to advance freedom
and prosperity and stability.

One of the most cost effective ways of doing that is
through the International Monetary Fund, the vorld's financial
firefighter. For the first time in 20 years now, the INF has had to
drav on special emsrgency reserve to undervrite this Russian
financial package, because its resources were stretched dangerously
thin due to the tinancial difficulties throughout Asia, principally.

To protect our ic strength, therefore, it is
imperative that Congress act nov to promote global economic stability
by pay in America's share to the INF. Earlier this year the
Senate, in an overwvhelming bipartisan vote, endorsed legislation to
strengthen the IMF and to pay our faiy share into it. Since then,
the legislation has languished in the House. If we fail to act
responsibly at a time when there is so much financial uncertainty in
the world, we will be putting our farmers, our workers, and our
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-2 -

businesses at risk. This is a time to put progress ahead of
partisanship, and I ask Congress to proceed to do so. (Applause.)
Thank you.

Let me also say at the outset, I want to say a special
word of thanks, as the Vice President did, to John Koskinen and his
whole team for the work they are doing and to all the people that are
working with them, We have just on this platform representative
people from utilities, from transportation, from finance, from .
telecommunications, and from small business. And this really is a
joint effort we are all making.

But I thank you, John. You know, before I became
President, John Koskinen was a personal friend of mine -- I doubt if
he still is now that I got him to do this. (Laughter.) But what's a
friendship to save the country's wires, so I thank him. (Laughter.)

I asked Bruce Alberts this ~- I remembered that Richard
Berks' magnificent statue of Albert Einstein is right outside here,
and I wish we could bring him to life for this moment., But I'll
drive by it on the way out for inspiration.

It seems unbeliavable that it's only 535 days from now,
at the stroke of midnight, when we will usher in a New Year, a new
century, a new millennium. It will be, to be sure, an astonishing
age of possibility, of remarkable advances in science and technology,
a time when information clearly will widen the circle of opportunity
to more people in the world than ever before, and when technology
will continue to shrink our small planet and require us to deal with
challenges together, including that climate change challenge that Dr.
Alberts referred to.

It is fitting, if more than a little ironic, that this
same stroke of midnight will pose a sharp and signal test of whether
wa have prepared ocurselves for the challenges of the Information Age.
The Vice President discussed the design flaw in millions of the
world's computers that will mean they will be unable to recognitze the
year 2000. And if they can't, then we will see a series of

h . 1 ate data, faulty calculations.

Because the difficulty is as far flung as the billions
of microchips that run everything from farm equipment to VCRs, this
is not a challenge that is susceptible to a single government program
or an easy fix. It is a complex test that requires us all to work
together -~ every government agency, every university, every
hospital, every business, large and small.

: I came here today because I wanted to stress the urgency
of the challenge to people who ars not in this room. 5o often one of
the wry and amusing aspects of the nature of my work is that when I
give a speech like this I am typically preaching to the choir, as we
say back home. But hopefully the sermon is heard beyond the four
walls of this room because, clearly, we must set forth what the
government is doing, what business is doing, but also what all of us
have yet to do to meet this challenge together. And there is still a
prassing need for action.

The consequences of the millennium bug, if not
addressed, could simply be a rash of annoyances, like being unable to
use a credit card at the supermarket, or the video store losing track
of the tape you have already returned ~- has that ever happened to
you? It really is aggravating. (Laughter.) It could affect
electric pover -~ I just want to remind you that I used to have a
life and I know about things like that. (Laughter.) It could affect
electric power, phone service, air travel, major governmental
sarvice.
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As the Vice President sajid, we're not just talking about
computer networks, but billions of imbedded chips built into everyday
products. And it's worth remembering that the typical family home
today has more computer power in it than the entire MIT campus had 20
years ago. An oil drilling rig alone may include 10,000 separate
chips.

The solution, unfortunately, is massive, painstaking,
and labor intensive. It will take a lot of time to rewrite lines of
computer code in existing systems, to buy new ones or put in place
backup plans so that essential business and government services are
not interrupted.

with millions of hours needed to rewrite billions of
lines of code and hundreds of thousands of interdependent
organization, this is clearly one of the most complex management
challenges in history. Consider jnst one major bank, Chase
Manhattan. It must work through 200 million lines of code, check
70,000 desktop computers, check 1,000 software packages from 600
separate software vendors.

The government's Health Care Financing Administration,
known affectionately by the governors and others as HCFA, which runs
Medicare, processes almost 1 billion transactions a year. It' s
computer vendors must painstakingly renovate 42 million lines of
computer code.

All told, the worldwide cost will run into the tens,
perhaps the hundreds of billions of dollars, and that's the cost of
fixing the problem, not the cost if something actually goes wrong.

Already extraordinary efforts are underway.by the people
on the platform -- many of you out here and others -- t more must
be done. We know first we have to put our own house ir order, to
make certain that government will be able to continue to guard our
borders, guide air traffic, send out Social Security and Medicare
checks, and fulfill our other duties. We've worked hard to be ready.
I set a government-wide goal of full compliance by March of 1999.
John Xoskinen is heading our council on the Y2K problem. I've met
with the Cabinet and charged them personally to produce results and
report quarterly to OMB on progress. We're working with state and
local governments to do the same thing.

We have made progress. As has already been said, the
Social Security Administration has more than $0 percent of its
critical systems ready. Other agencies, like EPA, FEMA, and the VA,
are well on their way to meeting our goal. But not every agency is
as far along as it should be. I have made it clear to every member
of my Cabinet that the American people Lave a right to expect
uninterrupted service from gover t and I expect them to deliver.

I want to thank the thousanis of individuals who are
working to prepare our government and to make sure we can stay open
for business. I especially want to thark the Vice President and John
Koskinen and the people who are working with them at OMB and
elsewhere. And I very much appreciate these members of Cantou vho
are here and the extraordinary bipartisan int t and supp
meeting this challenge has sngendered.

In my proposed balanced budget for 1999, I asked

Congress to fund this initiative on a one-time basis, because it is
literally a once-in-a-lifetime challenge. I urge the Congress to
fully fund it and to provide contingency funding so that we can
respond the unforseen difficulties that are sure to arise as we near
January of 2000. We have worked closely with Senators Bennett and
Dodd and Congrsssman Horn and Congresesman Xucinich and the other
members who are here -- Congressmen LaFalce and Turner and others in
the Congress. As I said, the has beer a heartening amount ot
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interest in this by people who actually know quite a lot about it in
the Congress, and that's a very good thing.

I think we all understand that this is a case where we
cannot allow, even in this election season, any shred of partisanship
to impinge on the national interest. We, after all, only have 17
months to go.

I believe we also have a rcle to play in helping to meet
this challenge around the world. Surely we can't be responsible for
the preparedness of other countries, but I can make the same argument
I just made about the IMF and Russia -- if increasingly our
prosperity is tied to the well-being of other nations, it would
obviously have adverse consequences for us here at home if a number
of our trading partners had major malfunctions.

When I was meeting with the world's major industrial
organizations in Birmingham, England, a few months ago, I brought
this up and I found that we had become far more invested in this and
involved in this than some other major nations. When I was in
santiago, Chile, at the Summit of the Americas, I brought it up in
our private meeting and a number of countries had literally only
begun just to think about the problem.

So I -think it is fmportant that the United States
recognize that the more we can do to help other countries meet this
challenge in a timely fashion, the better off our own economy is
going to be and the more smoothly our own businesses will be able to
function as we pass over into the new millennium. The United States,
to try to help, will provide $12 million to support the World Bank
Year 2000 fund for developing countries.

I also want to say what we all know and what you can see
from the platform, which is this is not a government problem alone.
By far the most significant potential risks fall in the private
sector. Large firms already have spent hundreds of millions of
dollars to make sure their systems are ready. Many have spearheaded
remarkable efforts to make sure their firms and their whole
industries are ready. We're encouraged that dozens of firms and
thousands of people on Wall Street last night began a simulation to
test whether they are ready. And the telecommunication, banking,
electric power, and airline industries all deserve praise for the
seriousness with which they are taking the challenge.

I want to compliment one person back here in particular.
Steve Wolf came all the way back from Africa, got here at 3:00 a.m.
in the morning to show up to manifest his understanding of the
importance of this challenge to the airline industry, and he is still
breathing the rarefied era of Kilimanjaro, so we thank him especially
for doing that. (Applause.)

But let me say, in spite of all this progress, in the
business sactor just as in the government sector, there are still
gaping holes. Far too many businesses, especially small- and medium-
sized firms, will not be ready unless they begin to act. A recent
Walls Fargo bank survey shows that of the small businesses that even
know about the problem, roughly half intend to do nothing about it.
Now, this is not one of the summer movies where you can close your
eyes during the scary parts. (Laughter.) Every business, of every
size, with eyes vide open, must face the future and act.

So today I would issue three challenges to our business
community. First, every business must take responsibility for making
sure it is ready. Any business that approaches the New Year armed
only with a bottle of champagne and a ncisemaker is likely to have a
very big hangover on New Year's morning. (Laughter.) Every business
should assess its axposure, aske vendors and suppliers to be ready as
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well, and develop contingency plans, as we are, in case critical
systems or systems of vendors fail as we move into the year 2000.

I want to especially thank Aida Alvarez and the Small
Business Administration and its supporters in Congress. And I thank
you, Mr. LaFalce, in particular, for the work that has been done to
spread the message in the small business community.

And I'd like to salute one firm represented here, the
Torrington Research Company, which makes fans for cars and computers.
It has only 55 employees, but they've taken the time to check their
system and by the end of this year they will be ready --by the end of
this year. I want every small business in America to follow their
lead. (Applause.)

As the Vice President said, we need literally an army of
programmers and information technology experts to finish the task.
Many of the computers involved are decades old; some of them use
programming language no longer used or even taught. There is a
wealth of knowledge in America's tens of thousands of retirees who
once worked in the computer industry or government as programmers or
information technology managers. I'm pleased to announce that the
Department of Labor will expand its jobs bank and talent bank to help
to meet this challenge. And I thank Secretary Herman and Deputy
Secretary Higgins for that.

The AARP has also agreed to help out. And we're
reaching out to civilian and military retirees who did this work for
government before. I will ask these older Americans to set aside
their well-earned rest and help our nation to meet this challenge.

Second, businesses should exchange and pool information
among themselves. It makes no sense for every firm to have to
reinvent the digital wheel. Businesses should be able to benefit
from the experiences of other firms in the same situation that have
found solutions or identified new obstacles.

Today, too many businesses are understandably reluctant
to share information, fearing legal complication. We have to take
prudent steps to clear away any legal barriers to effective action.
Earlier this month the Justice Department stated that competitors who
merely share information on how to solve this problem are not in
violation of the nation's anti-trust laws. We need to get that
message out there loud and clear: no one should be afraid to help
another company to deal with this challenge.

There is more we can do. This week I will propose good
Samaritan legislation to guarantee that businesses which share
information about their readiness with the public or with each other,
and do it honestly and carefully, cannot be held liable for the
exchange of that information if it turns out to be inaccurate. And
here, too, time is of the essence.

Our third challenge to business is that you should take
responsibility to accurately and fully tell your customers how you're
doing and what you're doing. By letting customers know they are on
top of the problem, businesses can help to maintain confidence and
override overreaction. This is very important. It is important that
we act and not be in denial; it is also very important that we avoid
overreaction from people who hear, oh my goodness, this problem is
out there. And so we have to do both things.

The proposed Good Samaritan law will give companies the
confidence they need to ensure that they keep their customers
informed. If ordinary citizens believe they're being told the full
story, they'l]l be far less likely to act in ways that could
themselves hurt our economy.
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We can do more to help businesses reach these goals.
Later this month our Council on the Year 2000 Conversion will launch
a national campaign for year 2000 solutions, to promote partnerships
between industry groups and government zgencies, with the goal of
sharing information about what actually works and to prod
organizations at every level to get ready, making certain government
services are not interrupted, minimizing disruption to commerce,
encouraging businesses to share with each other and report honestly
to customers, and above all, every business in America taking
responsibility for being a part of the solution in the year 2000
conversion. These are the ways we, the American people, can be
prepared to meet this challenge.

Now, no one will ever find every imbedded microchip,
every line of code that needs to be rewritten. But if companies,
agencles, and organizations are ready, if they understand the threat
and have backup plans, then we will meet this challenge.

The millennium bug is a vivid and powerful reminder of
the ways that we are growing ever more independent as we rise to the
challenges of this new era. When our founding fathers urged us to
form a more perfect union, I don't think they had this in mind, but
they might be quite pleased. The powerful forces of change that have
created unimagined abundance also bear within them, as is consistent
with human nature, the possibilities of new and unexpected
challenges.

But if we act properly, we won't look back on this as a
headache, sort of the last failed challenge of the 20th century. It
will be the first challenge of the 21st century successfully met,
That is the American way, and together we can do it.

Thank you very much. (Applause.)

END 11:35 A.M. EDT
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Mr. DESEVE. Mr. Koskinen, the Assistant to the President, has
met with the United Nations. I believe that theyre either in the
middle or going to have a resolution in that arena to try to make
their folks more aware as well,

But we can use your help, please. Mr. Davis is right. The admin-
istration—the buck stops here. But it doesn’t mean that we can’t
forge a good awareness partnership with the Congress as well.

Mr. HorN. Well, we thank you for that. And we will be back with
some more questions, but I'm going to yield Mr. Davis 13 minutes.

Mr. Davis. I just need a couple more minutes.

Mr. DeSeve, let me say one more thing. Mr. Kucinich brought up
the election. If this thing fails, the elections in 2000, the voters will
have their say, and we don’t have to look very far. I think the ad-
minisil:fation is going to have to do some fast dancing if this doesn’t
go well.

We all have an interest in making it work, because they’re prob-
ably going to take it out on whoever is there, anybody that’s been
adversely affected.

Let me ask a question. It seems, even after testing, systems still.
fail with some frequency, with some percentage. This is why con-
tingency planning is so important. Let me start with Mr. McCabe,
and we will go on.

Mr. McCABE. Yes, sir. Mr. Davis, our state of practice and per-
fection of the software testing normally is abysmal; and with this
particular problem, it’s really scary. And one reason why systems
fail after testing is testing is last in the phase, and it’s usually—
it usually runs out of money as cut. And that’s particularly true
when you have a fixed date like the year 2000.

I just want to come back to a couple of points I was trying to
make before. It is such a broad problem. I'm taking a fairly sin-
gular view, and the reason is that I feel very strongly about—and
just a couple of points.

Our published metrics about how you measure the stuff made it
available to what used to be the National Bureau of Standards,
now NIS, and also GAO. It is true that no particular kind of testing
will guarantee success, but it’s also true that systems are not being
tested. The job is both bigger than what it seems, because the key
things are not being tested, and smaller than what it seems, be-
cause often 95 percent of the testing is being wasted.

Now, another point I would like to make——

Mr. Davis. Can you elaborate on that?

Mr. McCABE. Sure, the fact is, when you build or change a gen-
eral system, you have to test all of it, all the permutations, all the
interfaces, and so forth. It happens to be the case with the year
2000 that is date specific and the dates are only of the order of
maybe 5 to 10 percent dense within the code. That means, when
you change them, you have to test exactly that. Really what it
means is you have to quantify and visualize where that testing is,
and that’s not particularly being done. So the mistake that is being
made is to try to get rigorous testing at the unit or smaller level
companies are trying to test all of the transactions, when, in fact,
35 percent of it is wasted and indeed the core testing is not being
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Now my other colleagues have mentioned, for example, that
there’s no replacement for end-to-end testing. That’s absolutely
true. However, Mr. Davis, when the foundation isn't strong or effec-
tive, when it’s particularly weak, what happens is, as your question
alluded to, is you think you’ve done your testing and you’re testing
end to end and it doesn’t work and you regress because the founda-
tion was nowhere near where it should have been.

So this comes from our experience—I'm kind of in the trenches
with this. We've seen a lot of systems, Federal and commercial sys-
tems, that have been claimed to be correctly tested, including the
ones that the IG did.

Mr. DAviS. Let me ask this, when fixed and tested systems are
later truly tested, what percent failure are we getting?

Mr. McCaBE. We're getting very, very high percent failure, just
normally.

Mr. Davis. Do you have any specific examples you can share
with us?

Mr. McCABE. There’s statistics that something like with projects
that are over $4 or $5 million, about 80 percent of them fail. An
enormous failure rate with very, very high dollar projects.

Mr. Davis. In fact, you could test it and it can go perfectly and
once you get into real life experiences, you can’t test for every con-
tingency. That’s also a problem, isn’t it?

Mr. McCaBE. That’s also a problem. It happens in this particular
case we have leverage, and the leverage is that the dates are not
that dense. The dates are relatively infrequent, as of the order of
maybe 5 or 10 percent. So the leverage one can use is to test spe-
cifically at that.

And look at it another way, sir. If you don’t test those things,
there’s no hope that this stuff is going to work. So what it really
comes down to is directed testing to be sure that that foundation
is right and then build upon that.

Mr. Davis. How would you run a test on something like inter-
national trade?

Mr. McCaBE. The way you would run a test is: first find out
within the software systems that perform where the dates are. And
then, second—actually, you test before you change the code. Be-
cause the reason why you do that is you put errors in changing the
code that you may or may not know if they were legacy errors. So
you establish them on the tests you have, which ones are going to
hit the dates, and then you exchange it and repeat the test on
those dates. And a set of tests, that would consist of, Mr. Davis,
among all the tests is perhaps about 10 percent.

Mr. DAvis. Let me ask Dr. Grabow the same question. How do
you test for international trade?

Mr. GrRABOW. I would like to—I understand where Mr. McCabe
is coming from in terms of a technologist, but as a businessman,
which ] am——

Mr. Davis. We've got all of these experts, and you can’t agree on
all of this stuff.

Mr. GrRaBow. We agree very much. I agree with his principles
and testing completely. However, when you look at a trade trans-
action, one individual trade transaction where a Chicago company
is purchasing goods from China, in that one trade transaction there
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are anywhere, as I mentioned earlier, 10 to 12 different organiza-
tions in both countries, at least, maybe even other countries.

So picture in your minds the globe, and you have two, a buyer
and a seller, you have two port authorities, maybe a railroad, you
have a couple of trucking companies, two banks, an insurance com-
pany, warehousing facilities, insurance companies, and I think I've
covered the waterfront. But all of those participants are involved
in the purchase and sale to get goods back to Chicago, IL.

The second part of this trade transaction is the sequential
steps—the flow of paper, the purchase orders, the releases, the
shipping documents, the money, the Customs inspections. All of
this is done electronically. _

Where I beg to differ a little bit is on how you cannot test a trade
transaction

Mr. Davis. You have the financing, all of those things? =

Mr. GraBow. All this stuff has to work—just picture in your
mind’s eye all of these different technologies, all these different
companies trying to communicate back and forth, and if you start
to have some system fajlures—it is impossible, as you look at the
business transaction, to test it, and that’s my point. -

But from a businessman’s point of view, that’s why I'm very con-
cerned about foreign trade. Foreign trade is 20 percent of our GDP.
And what I'm saying, in two key elements, 20 percent of GDP in
foreign trade and approximately 19 percent of the Federal Govern-
ment, and if you come into the public sector, you’re over to one
third, and you've got half the economy that is at risk of this issue.

The other point that I'd like to stress very significantly is the
timeline is not 18 months. In our research, we see system failures
increasing substantially as this year comes.

Mr. Davis. You see them right now with transactions?

Mr. GrRaBOW. We see them right now and increasing substan-
tially where they’re going to be very visible. Our concern is that the
American people be prepared.

Now one of the things they don’t like are surprises, and what
frustrates our participants, our investors, and others is the lack of
focus. Because I still have people that I talk to that are, “knowl-
edgeable,” and they still don’t think there’s a problem. Yet all of
us can sit in the room together today and agree that we’re facing
some very significant issues.

And so what frustrates me, as I sit here, is why can’t we break
through this little barrier? Why can’t we take this to the people
and tell them what we see?

Because the point I would see as a practitioner of technology and
as a businessman, if you gave me all the systems that you’re show-
ing me in the Federal Government, 24 agencies, and you’re trying
to tell me they're going to be ready by sometime next year, I would
challenge that. I don’t mean to be argumentative, but——

Mr. Davis. You're talking about critical missions versus others,
and I think we just keep running. I hear you.

Mr. GRABOW. Yes.

My other concern is the quarterly report that came out last quar-
ter where you listed 15 of the agencies that reported out; 24 said
they didn't know what an embedded system was or they didn’t
know if they had any problems.

-
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Mr. Davis. That sounds like the agency where somebody said,
well, it couldn’t be that complicated. We’re only doing 1900 in that
case.

Mr. GRABOW. The problem that I see is we don’t have a clear def-
inition of what is year 2000, and all of this discussion today is—
again, I come back to information processing. Let’s talk about oil
refineries. Let’s talk about pipelines. Let’s talk about——

General Motors came out and made a very clear statement, un-
equivocal, in Fortune Magazine in April 1997—excuse me, 1998,
where Segenda indicated that they had catastrophic problems at 85
of their manufacturing plants around the world.

Now, let’s look at the auto industry as a business. They have ap-
proximately 85,000 suppliers globally that take care of those
plants. What we’re saying, to have auto production continue not
only does GM have to have all of their information systems and
embedded systems working properly, but the entire network of ven-
dors that support it with all the infrastructure has to be working
properly. And as I'm looking at this issue and understanding the
technology, to me that seems like a very, very difficult challenge.

And I love challenges, but I think it’s also practical that we start
to say, this isn’t going to probably work that smoothly. So what do
we need to do, how do we prepare the American people? Again,
we're forecasting unemployment to start rising in 1999, and every-
body is enjoying a great time right now.

Mr. Davis. We always are asking for specific anecdotes. And I
did read about the company in England where their corned beef in-
ventory showed 02 as the expiration date, and it was destroyed be-
fore they discovered it, because they thought it was 96 years old.

Do you have any specifics of where this is going on in—we know
it’s going on every day, but——

Mr. GRABOW. I've heard of it in drug manufacturing, for example;
food processing which you brought up. In the case of powerplants
where they have advanced the system date——

And what we haven’t talked here yet today is how regulatory
intervention is eventually going to cause some disruption also in
the economy. By that I mean the 1 year plan is a 550 megawatt
plan. They advanced the date, and within a few minutes it shut
down because of the flue gas monitoring system right at the top of
the stack.

If you can picture that tall stack, there’s a monitoring system up
there with a sensor and a circuit board and other equipment. It
failed. So maybe somebody has to go up there and change that
piece of equipment, maybe has to change a sensor or maybe you're
fortunate where it’s a simple——

Mr. Davis. If you fix that there could be another 50 things
wrong?

Mr. GRABOW. Exactly, but the point is, when you come back to
embedded system—and what I would encourage the committee to
do some work on is the production side of embedded systems. It’s
far more difficult to remediate. It takes a longer time. And it’s, in
our view, going to have greater economic consequence.

Mr. Davis. Thank you.
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Mr. McCABE. Mr. Davis, just a comment. I think we’re agreeing.
The point Mr. Grabow was making when you modify system X, Y,
Z, you have to integrate across and do the other testing.

The point I'm trying to get is system X doesn’t work; system Y
doesn’t work; and system Z doesn’t work. Until they work in some
reasonable fashion when we do some reasonable testing, the inte-
gration testing is no doubt not going to work.

Just to add to all of this. I think DOD has done a number of good
things, and there are some examples where it’s being done well..
One is STRICON within the Army. I think they got relatively—fo-
cused on the RACON of day testing and so forth, and they’ve done
quite, quite well.

We always get in the defensive within the Government when, in
a lot of cases, the work the committee leads is, in fact, exemplary.

Mr. Davis. We won’t read about the success stories. We will read
about the failures. That’s the problem with this.

I yield back.

Mr. HornN. I thank the gentleman.

Let me ask a couple of questions.

In terms of the discussion we've heard here and the degree of
pessimism, does that mean that the market has also discounted the
year 2000 problem? Do you see particular industries where there
seems to be a discounting of this, or are people more likely to wait
till the end of 1999?

Do you want to just start down the line with Mr. Webster? Any
thoughts on that?

Mr. WEBSTER. If you can explain what you mean by the market
discounting the year 2000 problem? I mean, have they already
taken into account, or are they simply ignoring it? I'm not sure I
understand what you're asking.

Mr. HORN. Well, I'm just saying, do you already sense move-
ments in the market based on the extent of computerization that,
one, the industry might depend on, as opposed to another one, or
their sensing of a failure to solve the problem? Is there any evi-
dence of that at this point?

Mr. WEBSTER. I have seen no evidence of that actually.

Mr. Horn. OK. Mr. Simpson.

Mr. SiMPSON. I don’t know if the window is there yet. There’s a
moving window of awareness. I don’t think it has reached that.
When it reaches that, certainly overnight everyone will panic and
then you’ll see some serious problems.

Mr. HORN. Mr. McCabe.

Mr. McCABE. Yes, we have seen a couple of industries where, in
fact, there are maybe four or five major competitors, and maybe
four of them are not going to make it, which is typical, and one is.
And everybody thinks about this as a negative investment—that is,
it just makes us survive—when, in fact, what they’re doing is
inventorying all their systems, which you have to do, and figuring
out the architecture of the system, changing them, remediating
them, testing them and, again, getting them ready for client server,
for interfaces and so forth.

The bottom line is, they will be surviving. The transactions will
run. They will be in business in the year 2000 when, in fact, to a
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certain degree, all of the competitors will not. So, in truth, they will
be in better shape.

And they did some analysis, and it took so much money in terms
of advertising and so forth that-—by market share in normal
times—and it turns out to fix the year 2K problem there’s substan-
tially less than that amount of money. So there’s positive ways in
which you can think of this.

Mr. HORN. Mr. Steinberg.

Mr. STEINBERG. I'd love to be more optimistic about it, but I don’t
think, if we’re talking about awareness and the need for disclosure,
that corporations have come to grips with it enough for the market
to recognize that they have a discount to make. I think that stage
will come 6 months to a year from now.

Mr. HORN. Well, you're saying it will come in 1998?

Mr. STEINBERG. Pardon?

Mr. HORN. It will come in 19987 A year ahead?

Mr. STEINBERG. I am not an economist by training, so that’s just
my wild guess, based on the amount of work that’s being done to
raise the awareness and forged disclosures. Because you can’t have
a market discounting something that they don’t know about.

Mr. HORN. Well, people aren’t stupid. They watch this stuff pret-
ty carefully.

I remember in 1954 Professor Galbraith came down from Har-
vard and suggested to a congressional committee that they increase
the margins. They were hardly nonexistent, up to 90 percent. The
market fell $1 billion worth, and that was a real billion in those
days. And Professor Galbraith got a postcard addressed to the
Communist, Cambridge. Somehow the Post Office delivered it to
Professor Galbraith. And he took some pride in that, and it was on
his bulletin board for all of his class to see. Anyhow, that’s 1954.
We're a little more sophisticated, presumably, in 1998,

Mr. STEINBERG. Well, as an outsider to the market, I haven’t
seen any indication that it has. gone down. Again, this is not——

Mr. HORN. It’s interesting.

Mr. Grabow, any thoughts on that?

Mr. GrRaBOW. Yes, Mr. Chairman. There’s actually three points
I would like to make on your question.

The first is talking about the equity market. At this point, I do
not believe that there is any indication going on with investors, a
recognition of this problem. And it stems—and for a couple of rea-
sons, one is, which the SEC acknowledged just a few days, even
though they put out Staff Legal Opinion No. 5 some months ago,
it hasn’t been working well enough.

It goes back to my earlier comments that many corporations still
don’t have in their mind what the definition of year 2000 is. Al-
though, they’re trying to abide by Staff Legal Opinion No. 5, there’s
some confusion as to their actual disclosure.

And Ms. Unger, I believe, one of the SEC commissioners, spoke
just a few days ago, and theyre going to try to tighten up these
standards.

So once more information does come out. I believe there will be
a correction in the U.S. equity market; and what’s going to happen,
in our view, is a contraction of PE multiples. We’re at this historic
high over the last basically 40 years. And just in terms of the nor-
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mal course of events, a correction would be healthy. But when you
add in what’s going on in Asia right now and then when you begin
to look at the fact that there are declining corporate profits occur-
ring, a natural correction is about, in our minds, to unfold.

And this is part of this scenario. When we come to a global eco-
nomic recession, we’re looking at Asia as kind of the precursor to
this happening. And I might add that what’s going on in Asia, the
focus there right now is trying to,“make payroll.” And the anecdotal
and direct evidence that we’re finding is not a lot of remediation
occurring in some of those countries and so that brings further con-
cern to us.

The second area that I would like to bring out, which was very
important, is the credit markets, the fixed income markets, which
get very little discussion but are very substantial in size and vol-
ume. What we see happening later this year and clearly in 1999
is that companies are going to be denied access to credit. We see
credit rationing and potentially a credit crunch, somewhat like we
saw in the 1980’s when we had the real estate crisis, and that
money is not going to be lent by financial institutions, by commer-
cial banks, by finance companies and pension funds to those insti-
tlil_tions that are not going far enough along in the process of com-
pliance.

Would you want to lend money if you were the chairman of a fi-
nancial institution if you didn’t believe in their compliance pro-
gram? And so what we'’re saying is that behavior is going to change
in those financial institutions, and they’re going to choose to invest
in Government bonds as a safe harbor, much like they did in 1980.

And the other thing that we would be looking at is that, in the
commercial banking industry, that most likely the Federal regu-
lators—and this is my own speculation—but at some point will
probably cause the financial institutions to have greater reserves
required for those loans made by the banks to corporations that are
not doing enough to protect those investments.

The last thing I would like to bring up, that I think is also im-
portant that comes right into the area of Government, that is in
our due diligence. With many State and local governments, as well
as our own Federal Government, a lot of our revenue is due to the
high employment levels we have had and the high tax revenues
and the lPxigh capital gains. This same concept has worked in States
and cities and counties. Many of these governments are flushed
with money, and what we see happening in the next 18 months or
so, if you start to get a change in the economic conditions, is that
their coffers will start to run dry or to slow up in terms of the abil-
ity to receive revenues from this aspect of the economy.

At the same time, they are going to be running into a position
of having increased cost from social services, and they are going to
be possibly in a pinch in terms of financing, depending on where
they are in their overall capital program, and some States I have
talked to are not far enough along in terms of actual spending, and
if that becomes a problem and they are out trying to raise credit,
out trying to raise financing when their credit quality is declining,
it could be a significant issue on their ability to finance.

Mr. HorN. I won’t subject the Government officials to this, un-
less you want to comment. What I do want, for one last question
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on my part, and then back to Mr. Kucinich and Mr. Davis, and that
is, if you have got to prioritize what must be done for sure, let’s
start talking about the power grid, be it electric or nuclear, solar
or windmill or whatever it is, going into that system. Would that
be No. 1.0on your list, and if that isn’t No. 1, because it seems to
me everytﬁling is affected by that in terms of the economy running
and the homegpwners protection, and all the rest of it, if the grid
is not No. 1, what should be, or are there two No. 1s?

Mr. DeSeve, any thqughts on that?

Mr. DESEVE. I don’t w if there are two or three or four, Mr.
Chairman. You certainly, in terms of the power grid, identified
something we are extremely concerned about. I also would asso-
ciate myself with Mr. Simpson’s remarks on Telcom and the effects
on international trade. I think those are the three things we spend
the most anxiety on, and not the most time on necessarily, but the
most anxiety on.

Mr. HORN. Dr. Stillman.

Ms. STILLMAN. There is no question that the power grid and tele-
communications infrastructure are the base on which everything
else rests. When you think of conducting a war, the first objective
is to destroy the enemy’s power and their telecommunications.
Tl;(lay are the sine qua non, without which nothing. They are crit-
ical.

Mr. HorN. How about it, Mr. Grabow.

Mr. GraBow. First thing is, I always want to be friendly to a
lady, because if she is going to go to war, I want to be careful here.
But I would agree. The one thing I would add is water. The basic
infrastructure is very critical, along with water, and as I men-
tioned, the Government itself and its ability to function properly.

Mr. HORN. Do you agree with that, Mr. Steinberg?

Mr. STEINBERG. Well, I am from the frozen north, and as some
of you may know, we had freezing rain last winter. I lived through
it. It was a pain in the butt. You can’t do very much without elec-
tricity and telecommunications. And in many cases, that also in-
cludes water because without the electricity, you don’t have pumps
flowing. There is nothing more important right now.

Mr. HORN. Mr. McCabe.

Mr. McCagBE. I don’t have much to add. I think phones, water,
electricity, and I live nearby, so air conditioning as well.

Mr. HORN. Well, if we give you power, you have to have an air
conditioner you can turn on or off.

Mﬁ' MCCABE. I am not sure, but the air-conditioners may not
work.

Mr. HORN. Mr. Simpson.

Mr. SimMpsOoN. I would say power is the primary one. Tele-
communications, there is always a backup. The problem we have
with telecommunications, when you speak to them, they say we
have backup generators. Backup generators are designed to run for
5 minutes or 5 hours. The city of Oakland learned, to its cost, the
backup generators will not run for 24 hours and beyond. They fail.
The fuel to power backup generators is in the ground, you can’t get
it out to refresh them because there is no electricity for the pumps.
There is always another way another message can get through.
Power, without it, everything goes.
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Mr. HorN. OK. Mr. Webster.

Mr. WEBSTER. The only thing I would add to this is in our focus
on power grid, per se, we have to look long and hard at the oil
issue, oil production, shipping and so on because that can grind
things to a halt very quickly as well, even if the power grid itself
is working.

Mr. HORN. Did I call on you, Mr. McCabe?

Mr. McCABE. Yes.

Mr. HorN. OK. I think we got everybody’s answer on the record
then. I will now yield 13 minutes to the gentleman from Ohio.

Mr. KUcCINICH. I wanted to go back to some of these questions
that deal with the power grid, in particular, focusing on nuclear
power. Since so many of the safety features which exist on nuclear
powerplants are programmable, and that is simply due to the
watchful eye of the inspectors onsite, have any of the panel mem-
bers who have looked at the power issue also looked at the implica-
tions for the safety of nuclear powerplants?

Mr. SIMPSON. The safety of the nuclear powerplants I don’t think
is a real major concern. The regulatory systems are very strong,
they have a good oversight. If all else fails, they will fail safe, that
isn’t the problem. The problem is if they are not producing, the
whole grid is gone. We rely, especially in the Northeast, on nuclear
power, and if they go out for safety reasons and the lawyers are
currently saying, hey, let’'s take them off line and bring them on
slowly, if that happens, there will be a rolling blackout. So we need
to test them well before the event and keep our fingers crossed.
That is the one thing with 2000, we don’t really know what is going
to happen. We can have computer models, we can have predictions,
we will not know until real time 2000 clicks over.

Mr. KUCINICH. Let’s go, then, to real time 2000. What kind of
readiness preparation does the Government have, starting on that
day; what kind of task force or task forces do you have set up be-
ginning on that day? )

Mr. SiMPsON. Can I just address the communications one here?
It concerns me an agency that is responsible for the foreign affairs
of this Nation has got an F. The communications from embassies
and even more so from consulates rely on the phone systems of
that country. When the twist au pairs go out of the building, they
are not on AT&T, they are not on Baby Bell, they are on the Bot-
swana Power, Light and Ice Cream Co., or whatever the local one
is. We need to have a plan B so that if there are any bangs on the
g(xiound or if Pakistan and India start playing games, we are alert-
ed.

The last thing, as I said, the President needs to find out is that
war has been declared in Pakistan and India from CNN. We have
got to get this communications network around the world up and
running and tested, the backup circuits tested, and the supplies to
all nations, not just the United States, well before 2000.

Mr. KUCINICH. I can readily accept the logic of that as common
sense. I guess maybe Mr. DeSeve could answer on behalf of OMB.
Let’s go right to the year 2000. We are there. What will you have
in place, as of that date, for problems that come up? Here we are,
January 1, what do you have ready, do you have teams of people
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read‘;' to go into mission critical, as well as other areas of the econ-
omy?

Mr. DESEVE. We are working in two directions simultaneously.
Direction one is with the Federal Government’s own responsibil-
ities. We will have a series of contingency plans for what we call
business operations, including the operations of the Federal Emer-
gency Management Agency and others, to be able to respond as
necessary to any situations that might occur.

Mr. KuciNICH. OK. Let’s stop right there. Let’s talk about the
Federal Emergency Management. What will their role be beginning
on January 1, the year 2000?

Mr. DESEVE. They will have the same role they have had up
until now; that is, first, education of the State emergency offices as
to what the problems might or might not be. I can’t speculate that
there would or wouldn’t be any, but the first role is always to work
in counterpart with their State emergency offices.

Second, to coordinate the Federal resources. They coordinate
with the folks at SBA on loans and the folks at HUD on housing
and so on, to be able to be sure. They coordinate, also, with vol-
untary agencies. So they bring to the area, to whatever area what-
ever, supplies that are needed. That is just an example.

Mr. KuciNicH. Will there be, for example, disaster relief pro-
grams for Y2K? ‘

Mr. DESEVE. You have taken me to a level of speculation in
which I really can’t engage on a wholesale basis.

Mr. KUCINICH. But, wait a minute. If I may, a lot of this is specu-
lative, but unless we agree that everyone is going to be Y2K com-
pliant in the year 2000, you know, we don’t have to be too con-
cerned. But since we have an understanding that there will be
areas that will not be Y2K compliant, we are not really sure which
ones those are, we have a role for the Federal Emergency Manage-
ment. How broad will their powers be? I mean, it would be nice for
us to know. Are they being prepared to take a leadership role in
direction of the manifest problems that could occur during the tran-
sition at the year 2000?

Mr. DESEVE. Right. FEMA again is 1 of the 30 sectors we work
with, and they have been very responsive, as they have been over
the course of the last 5§ years, in preparing themselves for dealing
with each of these eventualities. I don’t have the specific plan for
that in front of me today, but they have been very much focused
and have worked very closely with the President’s Year 2000 Con-
version Council; they are an active member of that Council.

Mr. KucINICH. I understand in your presentation, you are talk-
ing about proceeding simultaneously on a number of tracks. I
mean, one, would you say, obviously, we are talking about deter-
rence, which is prevention, preparation; all those things are in one
category. The other part is where do you get to 2000. We don’t have
a Pollyanna notion that somehow there won’t be any problems, but
if we prepare for that particular eventuality, as I know so much of
the work that Mr. Horn has been involved in points to that, it en-
ables us to quell the panic, which we certainly don’t want to hap-
pen, because it’s likely that panic could happen. I think it is very
important for the Federal Emergency Management, at some point,
Mr. Chairman, to come before this committee and talk specifically
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about what its role will be starting from the year 2000 and coordi-
nating the direction, perhaps, of specialized teams to help go in and
grapple with the difficulties that an industry might be having or
a major company or concern or State and local government, be-
cause this is a different kind of emergency. If we knew, for exam-
ple, that weather reports portended, you know, serious storms, we
would get ready. If, you know, like in the movie Deep Impact, even
though it’s one of those fables that is nice to watch because you
don’t think it will ever happen, implied a degree of preparation
that people could make, knowing that this society could still sur-
vive, but knowing that there would have to be certain types of ex-
traordinary relief.

I mean, Federal Emergency Management has been primarily in-
volved in dealing with weather-related disasters, I think for the
most part, but now this is a technologically anchored disaster, so
that could occur. Not will, could. It’s like a weather report.

Mr. DESEVE. I think the other side relates to something Mr.
Grabow was talking about; that is, in each of the individual sec-
tors, whether it’s the Energy Department or the FCC or the FTC,
the primary regulator, the primary oversight is provided by a Fed-
eral agency who worries about those things, and getting it right.
The SEC causing there to be full disclosure in 10Ks and 10Qs,
FERC and the Nuclear Regulatory Commission having the kind of
oversight that gives Mr. Simpson confidence in nuclear plants, are
our first line of defense, so they will be out there in addition to
anything else that goes on.

Mr. KucCINICH. Yes, Mr. Simpson.

Mr. SiMPsSON. If T can just make one point. On telecommuni-
cations, this is in the written statement, not in the oral one, is the
third one in 1999, 2000, for our space assets. The satellites have
to go through the micro meteorite storm, which if you look on
NASA’s web site, you will see predicted. That may knock out some
satellites. It may knock out weather satellites, it may knock out
communication satellites, it may knock out nothing. Later on in the
year, around about November, we have solar max 23, with the key
peaks of it on history. That may knock out satellites, it may knock
out power grids, we don’t know. We are going to wait and see what
happens. So we may enter 2000 from a communications point of
view with depleted space assets, less communications capability
than we are at now.

One of the things in contingency planning for FEMA and all
these other agencies, Defense and State, they have to look at the
“what if” scenarios. If the meteorite storm and the solar max take
out the backup satellites, what level of communications do you
need to go to? Galaxy IV, one satellite, which we knew was a little
bit faulty, went off. Well prepared, it took how many days to get
it back on again. What happens if all the satellites or some of the
satellites go down? We need to look at that as well. So year 2000,
as far as communications are concerned, especially on the global
scale, weather satellites as well, you may have a depleted level of
service from space.

Mr. KuciNicH. Thank you, Mr. Chairman.

Mr. HORN. If the gentleman will yield. His pursuit of the ques-
tion is a very excellent one. I just happened to remember here that
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in May 22, 1998, on a slow news day, the White House issued Pres-
idential Directives 62 and 63, which set up, looking at various as-
pects of our infrastructure, and with infrastructure officers, chief
infrastructure assurance officers in various departments, the ab-
breviation for that is C-I-A-O, or CIAO. Which, I guess, is a doomy
gloomy part that might just mean good-bye, so we are not sure
what that means. But if we look at the White House like the CIA
looked at the Kremlin, we might read something into this. Anyhow,
it’s vulnerability analysis, remedial plans, warnings response, et
cetera. Along with the gentleman from Ohio’s point, I would say it’s
as one of our contingency plans that we just say sorry, Bulemia
Air, you can’t use U.S. air space because you are not 2000
conformant. What do you suggest, Mr. DeSeve, is there any mean-
ing in this that relates to what we are talking about?

Mr. DESEVE. I think the meaning is very closely related. I think
the Commission on Critical Infrastructure, from which those re-
ports were drawn, anticipated things like the year 2000, as well as
other potential threats, whether they be technological or threats
performed by enemies. Se I think that putting that in place, the
critical infrastructure assessment in place, was a step toward Mr.
Kucinich’s problem in 2000.

Mr. HORN. Very good. Any other questions?

Mr. KucINICH. No. I yield back.

Mr. HorN. OK. Well, we thank you all for coming. It’s been a
very enlightening dialog and I appreciate the exchange.

I might add that last week, the Speaker did announce that this
committee, along with Mrs. Morella’s committee, would be the
equivalent of the Bennett committee in the Senate, and work to-
gether on that which we have already worked together. He des-
ignated me as chairman and Mrs. Morella as cochairwoman.

Let me thank the staff now for the fine job they did in putting
this panel together. J. Russell George, the staff director and chief
counsel, in back of me, to my left, your right. Bob Alloway, profes-
sional staff member, that is particularly involved in this hearing.
Matthew Ebert, our clerk. Mason Alinger, staff assistant. Betsy
Damus, Mark Urciuolo and David Graff, interns. And for the mi-
nority, we have Faith Weiss, the counsel for the minority. Brian
Cohen, Julie Moses, professional staff members. Earley Green, mi-
nority staff assistant, and our court reporters have been Cindy
Sebo and Katrina Wright.

With that, I adjourn this hearing. Thank you.

[Whereupon, at 3:21 p.m., the subcommittee was adjourned, sub-
ject to the call of the Chair.]
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