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individuals likely to possess CTMS 
qualifications. 

(b) The Department develops and im-
plements strategies described in para-
graph (a) of this section based on: 

(1) CTMS qualifications and DHS–CS 
cybersecurity work; and 

(2) Strategic talent priorities. 
(c) In developing and implementing 

strategies described in paragraph (a) of 
this section, the Department may col-
laborate with: 

(1) Other Federal agencies including 
the Department of Defense, the Office 
of Personnel Management, and the De-
partment of Veterans Affairs; 

(2) Institutions of higher education, 
as defined in 20 U.S.C. 1001, including 
historically Black colleges or univer-
sities, as described in 20 U.S.C. 1061(2), 
and other minority-serving institu-
tions, as described in 20 U.S.C. 1067q(a); 

(3) National organizations, including 
veterans service organizations recog-
nized by the Department of Veterans 
Affairs, and professional associations 
chartered by Congress under 36 U.S.C. 
Part B; and 

(4) Other similar organizations and 
groups. 

(d) The Department considers the 
availability of preference eligibles and 
veterans for appointment under this 
part, and develops and implements spe-
cific strategies to proactively recruit 
such individuals. 

§ 158.511 Outreach and sourcing. 
(a) The Department uses a variety of 

sources, including publicly available 
information, to identify individuals or 
groups of individuals for recruitment 
under this subpart. 

(b) CTMS policy implementing this 
subpart addresses: 

(1) Communication of opportunities 
for employment in the DHS–CS; 

(2) Communication of the application 
processes to individuals being recruited 
under this part or applying for employ-
ment under this part; and 

(3) Acceptance and treatment of ap-
plications for employment in the DHS– 
CS, including minimum application re-
quirements established under this part. 

§ 158.512 Interview expenses. 
(a) An individual being considered for 

employment in the DHS–CS may re-

ceive payment or reimbursement for 
travel to and from preemployment 
interviews, which may include partici-
pating in the assessment program de-
scribed in § 158.520. 

(b) The Department pays or reim-
burses interview expenses, described in 
paragraph (a) of this section, in accord-
ance with 5 U.S.C. 5706b and the Fed-
eral Travel Regulations at 41 CFR 
chapters 301 through 304. 

ASSESSMENT AND HIRING 

§ 158.520 Assessment. 

(a) The Department determines indi-
viduals’ CTMS qualifications under the 
assessment program described in this 
section. To be considered for employ-
ment in the DHS–CS, an individual 
must participate in the assessment 
program and meet applicable rating or 
scoring thresholds in each assessment 
process in which that individual par-
ticipates. 

(b) The Department establishes and 
administers an assessment program, 
with one or more assessment processes, 
based on CTMS qualifications. The as-
sessment program is designed to effi-
ciently and accurately determine indi-
viduals’ CTMS qualifications. 

(c) Each assessment process com-
pares the qualifications of an indi-
vidual to CTMS qualifications. The De-
partment develops and administers 
each assessment process in accordance 
with applicable legal and professional 
guidelines governing the assessment 
and selection of individuals. 

(d) An assessment process may use 
standardized instruments and proce-
dures to measure qualifications. An as-
sessment process may also use dem-
onstrations of qualifications deter-
mined appropriate by the Secretary or 
designee, such as rewards earned from 
the cybersecurity competition de-
scribed in Executive Order 13870, pub-
lished, peer-reviewed cybersecurity re-
search, or a cybersecurity invention or 
discovery granted a patent under 35 
U.S.C. Part II. 

(e) The Department makes available 
information to assist individuals in un-
derstanding the purpose of, and pre-
paring for participation in, an assess-
ment process. 
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