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work valuation system to facilitate 
systematic management of the DHS– 
CS and to address internal equity 
among DHS–CS employees. The work 
valuation system is designed to reflect 
that: 

(1) The DHS cybersecurity mission is 
dynamic; 

(2) Cybersecurity work is constantly 
evolving; and 

(3) Individuals, through application 
of their qualifications, significantly in-
fluence how cybersecurity work is per-
formed. 

(b) The work valuation system is 
based on: 

(1) CTMS qualifications; and 
(2) DHS–CS cybersecurity work. 
(c) The Department uses the work 

valuation system to establish work and 
career structures, such as work levels, 
titles, ranks, and specializations, and 
the Department uses these work and 
career structures for purposes of talent 
management under this part, such as: 

(1) Describing and categorizing DHS– 
CS employees, qualified positions, and 
assignments; 

(2) Assessing and selecting individ-
uals for appointment to qualified posi-
tions; and 

(3) Compensating DHS–CS employees 
under this part, including establishing 
and administering one or more salary 
structures, described in § 158.611. 

(d) The Department may also use the 
work and career structures described in 
paragraph (c) of this section for budget 
and fiscal purposes related to admin-
istering CTMS and managing the DHS– 
CS. 

§ 158.405 Exemption from General 
Schedule position classification. 

The provisions of 5 U.S.C. Chapter 51 
regarding classification and 5 CFR part 
511 regarding classification under the 
General Schedule, among other similar 
laws, do not apply under CTMS, to the 
DHS–CS, or to talent management in-
volving the individuals described in 
§ 158.103. 

Subpart E—Acquiring Talent 

TALENT ACQUISITION SYSTEM 

§ 158.501 Talent acquisition system. 

(a) The Secretary or designee estab-
lishes and administers a talent acquisi-
tion system, in accordance with appli-
cable legal and professional guidelines 
governing the assessment and selection 
of individuals, to identify and hire in-
dividuals possessing CTMS qualifica-
tions. 

(b) The talent acquisition system 
comprises the strategies, programs, 
and processes described in this subpart 
and in CTMS policy for proactively and 
strategically recruiting individuals, as-
sessing qualifications of individuals, 
and considering and selecting individ-
uals for employment in the DHS–CS 
and appointment to qualified positions. 

§ 158.502 Exemption from other laws 
regarding appointment. 

The provisions of the following laws, 
among other similar laws, do not apply 
under CTMS, to the DHS–CS, or to tal-
ent management involving the individ-
uals described in § 158.103: 

(a) The following provisions of 5 
U.S.C.: 

(1) Section 3320 regarding selection 
and appointment in the excepted serv-
ice; and 

(2) Chapter 51 regarding classifica-
tion; and 

(b) The following provisions of 5 CFR: 
(1) Part 211 regarding veteran pref-

erence; 
(2) Part 302 regarding employment in 

the excepted service (except § 302.203 re-
garding disqualifying factors); 

(3) Part 352 regarding reemployment 
rights (except subpart C regarding de-
tail and transfer of Federal employees 
to international organizations); and 

(4) Part 511 regarding classification 
under the General Schedule. 

SOURCING AND RECRUITING 

§ 158.510 Strategic recruitment. 

(a) On an ongoing basis, the Depart-
ment develops and implements strate-
gies for publicly communicating about 
the DHS cybersecurity mission and the 
DHS–CS and for proactively recruiting 
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