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Act systems of records may also be 
subject to controls under other CUI 
categories or subcategories and the 
agency may need to mark that infor-
mation as CUI for that reason. In addi-
tion, when determining whether the 
agency must protect certain informa-
tion under the Privacy Act, or whether 
the Privacy Act allows the agency to 
release the information to an indi-
vidual, the agency must base its deci-
sion on the content of the information 
and the Privacy Act’s criteria, regard-
less of whether an agency designates or 
marks the information as CUI. 

§ 2002.48 CUI and the Administrative 
Procedure Act (APA). 

Nothing in the regulations in this 
part alters the Administrative Proce-
dure Act (APA) or the powers of Fed-
eral administrative law judges (ALJs) 
appointed thereunder, including the 
power to determine confidentiality of 
information in proceedings over which 
they preside. Nor do the regulations in 
this part impose requirements con-
cerning the manner in which ALJs des-
ignate, disseminate, control access to, 
decontrol, or mark such information, 
or make such determinations. 

§ 2002.50 Challenges to designation of 
information as CUI. 

(a) Authorized holders of CUI who, in 
good faith, believe that its designation 
as CUI is improper or incorrect, or who 
believe they have received unmarked 
CUI, should notify the disseminating 
agency of this belief. When the dis-
seminating agency is not the desig-
nating agency, the disseminating agen-
cy must notify the designating agency. 

(b) If the information at issue is in-
volved in Government litigation, or the 
challenge to its designation or marking 
as CUI arises as part of the litigation, 
the issue of whether the challenger 
may access the information will be ad-
dressed via the litigation process in-
stead of by the agency CUI program. 
Challengers should nonetheless notify 
the agency of the issue through the 
agency process described below, and in-
clude its litigation connection. 

(c) CUI SAOs must create a process 
within their agency to accept and man-
age challenges to CUI status. At a min-

imum, this process must include a 
timely response to the challenger that: 

(1) Acknowledges receipt of the chal-
lenge; 

(2) States an expected timetable for 
response to the challenger; 

(3) Provides an opportunity for the 
challenger to define a rationale for be-
lief that the CUI in question is inappro-
priately designated; 

(4) Gives contact information for the 
official making the agency’s decision 
in this matter; and 

(5) Ensures that challengers who are 
authorized holders have the option of 
bringing such challenges anonymously, 
and that challengers are not subject to 
retribution for bringing such chal-
lenges. 

(d) Until the challenge is resolved, 
authorized holders should continue to 
safeguard and disseminate the chal-
lenged CUI at the control level indi-
cated in the markings. 

(e) If a challenging party disagrees 
with the response to a challenge, that 
party may use the Dispute Resolution 
procedures described in § 2002.52. 

§ 2002.52 Dispute resolution for agen-
cies. 

(a) When laws, regulations, or Gov-
ernment-wide policies governing the 
CUI involved in a dispute set out spe-
cific procedures, processes, and re-
quirements for resolving disputes, 
agencies must follow those processes 
for that CUI. This includes submitting 
the dispute to someone other than the 
CUI EA for resolution if the authority 
so requires. If the CUI at issue is in-
volved in litigation, the agency should 
refer the issue to the appropriate attor-
neys for resolution through the litiga-
tion process. 

(b) When laws, regulations, and Gov-
ernment-wide policies governing the 
CUI do not set out specific procedures, 
processes, or requirements for CUI dis-
pute resolution (or the information is 
not involved in litigation), this part 
governs. 

(c) All parties to a dispute arising 
from implementing or interpreting the 
Order, this part, or the CUI Registry 
should make every effort to resolve the 
dispute expeditiously. Parties should 
address disputes within a reasonable, 
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mutually acceptable time period, tak-
ing into consideration the parties’ mis-
sion, sharing, and protection require-
ments. 

(d) If parties to a dispute cannot 
reach a mutually acceptable resolu-
tion, either party may refer the matter 
to the CUI EA. 

(e) The CUI EA acts as the impartial 
arbiter of the dispute and has the au-
thority to render a decision on the dis-
pute after consulting with all affected 
parties. If a party to the dispute is also 
a member of the Intelligence Commu-
nity, the CUI EA must consult with the 
Office of the Director of National Intel-
ligence when the CUI EA receives the 
dispute for resolution. 

(f) Until the dispute is resolved, au-
thorized holders should continue to 
safeguard and disseminate any dis-
puted CUI at the control level indi-
cated in the markings, or as directed 
by the CUI EA if the information is un-
marked. 

(g) Parties may appeal the CUI EA’s 
decision through the Director of OMB 
to the President for resolution, pursu-
ant to section 4(e) of the Order. If one 
of the parties to the dispute is the CUI 
EA and the parties cannot resolve the 
dispute under paragraph (c) of this sec-
tion, the parties may likewise refer the 
matter to OMB for resolution. 

§ 2002.54 Misuse of CUI. 

(a) The CUI SAO must establish 
agency processes and criteria for re-
porting and investigating misuse of 
CUI. 

(b) The CUI EA reports findings on 
any incident involving misuse of CUI 
to the offending agency’s CUI SAO or 
CUI Program manager for action, as 
appropriate. 

§ 2002.56 Sanctions for misuse of CUI. 

(a) To the extent that agency heads 
are otherwise authorized to take ad-
ministrative action against agency 
personnel who misuse CUI, agency CUI 
policy governing misuse should reflect 
that authority. 

(b) Where laws, regulations, or Gov-
ernment-wide policies governing cer-
tain categories or subcategories of CUI 
specifically establish sanctions, agen-
cies must adhere to such sanctions. 

APPENDIX A TO PART 2002—ACRONYMS 

CNSI—Classified National Security Informa-
tion 

Council or the Council—The CUI Advisory 
Council 

CUI—Controlled unclassified information 
EA—The CUI Executive Agent (which is 

ISOO) 
FOIA—Freedom of Information Act 
FRD—Formerly Restricted Data 
ISOO—Information Security Oversight Office 

at the National Archives and Records Ad-
ministration 

NARA—National Archives and Records Ad-
ministration 

OMB—Office of Management and Budget 
within the Office of Information and Regu-
latory Affairs of the Executive Office of 
the President 

PM—the agency’s CUI program manager 
RD—Restricted Data 
SAO—the senior agency official [for CUI] 
TR—Transfer Request in NARA’s Electronic 

Records Archives (ERA) 

PART 2003—INTERAGENCY SECU-
RITY CLASSIFICATION APPEALS 
PANEL (ISCAP) BYLAWS, RULES, 
AND APPEAL PROCEDURES 

Subpart A—Bylaws 

Sec. 
2003.1 Purpose (Article I). 
2003.2 Authority (Article II). 
2003.3 Functions (Article III). 
2003.4 Membership (Article IV). 
2003.5 Meetings (Article V). 
2003.6 Voting (Article VI.). 
2003.7 Support Staff (Article VII). 
2003.8 Records (Article VIII). 
2003.9 Reports to the President (Article IX). 
2003.10 Approval, amendment, and publica-

tion of bylaws, rules, and procedures (Ar-
ticle X). 

Subpart B—Appeal Procedures 

2003.11 Appeals of agency decisions regard-
ing classification challenges under sec-
tion 1.8 of the Order. 

2003.12 Review of agency exemptions from 
automatic declassification under section 
3.3 of the Order. 

2003.13 Appeals of agency decisions denying 
declassification under mandatory review 
provisions in section 3.5 of the Order. 

2003.14 Dissemination of ISCAP decisions. 
2003.15 Additional functions. 

AUTHORITY: E.O. 13526, 75 FR 707, 75 FR 
1013, 3 CFR, 2010 Comp., p. 298 
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