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programs covering original classifica-
tion, derivative classification, declas-
sification, safeguarding, security viola-
tions, security education and training,
and management and oversight.

(2) Regular reviews of representative
samples of the agency’s original and
derivative classification actions shall
encompass all agency activities that
generate classified information. They
shall include a sample of varying types
of classified information (in document
and electronic format such as e-mail)
to provide a representative sample of
the activity’s classification actions.
The sample shall be proportionally suf-
ficient to enable a credible assessment
of the agency’s classified product.
Agency personnel who are assigned to
conduct reviews of agencies’ original
and derivative classification actions
shall be knowledgeable of the classi-
fication and marking requirements of
the Order and this directive, and have
access to pertinent security classifica-
tion guides. In accordance with section
5.4(d)(4) of the Order, the senior agency
official shall authorize appropriate
agency officials to correct
misclassification actions.

(3) Self-inspections should include a
review of relevant security directives
and instructions, as well as interviews
with producers and users of classified
information.

(d) Frequency. Self-inspections shall
be regular, ongoing, and conducted at
least annually with the senior agency
official setting the frequency on the
basis of program needs and the degree
of classification activity. Activities
that generate significant amounts of
classified information shall include a
representative sample of their original
and derivative classification actions.

(e) Coverage. The senior agency offi-
cial shall establish self-inspection cov-
erage requirements based on program
and policy needs. Agencies with special
access programs shall evaluate those
programs in accordance with sections
4.3(b)(2) and (4) of the Order, at least
annually.

(f) Reporting. Agencies shall docu-
ment the findings of self-inspections
internally.

(1) Internal. The senior agency offi-
cial shall set the format for docu-
menting self-inspection findings. As
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part of corrective action for findings
and other concerns of a systemic na-
ture, refresher security education and
training should address the underlying
cause(s) of the issue.

(2) External. The senior agency offi-
cial shall report annually to the Direc-
tor of ISOO on the agency’s self-inspec-
tion program. This report shall in-
clude:

(i) A description of the agency’s self-
inspection program to include activi-
ties assessed, program areas covered,
and methodology utilized;

(ii) The assessment and a summary of
the findings of the agency self-inspec-
tions in the following program areas:
Original classification, derivative clas-
sification, declassification, safe-
guarding, security violations, security
education and training, and manage-
ment and oversight;

(iii) Specific information with regard
to the findings of the annual review of
the agency’s original and derivative
classification actions to include the
volume of classified materials reviewed
and the number and type of discrep-
ancies that were identified;

(iv) Actions that have been taken or
are planned to correct identified defi-
ciencies or misclassification actions,
and to deter their reoccurrence; and

(v) Best practices that were identi-
fied during self-inspections.

Subpart G—Security Education
and Training

§2001.70 General.

(a) Purpose. This subpart sets stand-
ards for agency security education and
training programs. Implementation of
these standards should:

(1) Ensure that all executive branch
employees who create, process, or han-
dle classified information have a satis-
factory knowledge and understanding
of classification, safeguarding, and de-
classification policies and procedures;

(2) Increase uniformity in the con-
duct of agency security education and
training programs; and

(3) Reduce instances of over-classi-
fication or improper classification, im-
proper safeguarding, and inappropriate
or inadequate declassification prac-
tices.

410



Info. Security Oversight Off., NARA

(b) Responsibility. The senior agency
official is responsible for the agency’s
security education and training pro-
gram. The senior agency official shall
designate agency personnel, as nec-
essary, to assist in carrying out this re-
sponsibility.

(c) Approach. Security education and
training should be tailored to meet the
specific needs of the agency’s security
program and the specific roles employ-
ees are expected to play in that pro-
gram. The agency official(s) respon-
sible for the program shall determine
the means and methods for providing
security education and training. Train-
ing methods may include briefings,
interactive videos, dissemination of in-
structional materials, on-line presen-
tations, and other media and methods.
Each agency shall maintain records
about the programs it has offered and
employee participation in them.

(d) Frequency. The frequency of agen-
cy security education and training will
vary in accordance with the needs of
the agency’s security classification
program, subject to the following re-
quirements:

(1) Initial training shall be provided
to every person who has met the stand-
ards for access to classified informa-
tion in accordance with section 4.1 of
the Order.

(2) Original classification authorities
shall receive training in proper classi-
fication and declassification prior to
originally classifying information and
at least once each calendar year there-
after.

(3) Persons who apply derivative clas-
sification markings shall receive train-
ing in the proper application of the de-
rivative classification principles of the
Order prior to derivatively classifying
information and at least once every
two years.

(4) Each agency shall provide some
form of refresher security education
and training at least annually for all
its personnel who handle or generate
classified information.

§2001.71 Coverage.

(a) General. Each department or agen-
cy shall establish and maintain a for-
mal security education and training
program which provides for initial
training, refresher training, specialized
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training, and termination briefings.
This subpart establishes fundamental
security education and training stand-
ards for original classification authori-
ties, derivative classifiers, declassifica-
tion authorities, security managers,
classification management officers, se-
curity specialists, and all other per-
sonnel whose duties significantly in-
volve the creation or handling of clas-
sified information. Agency officials re-
sponsible for the security education
and training programs should deter-
mine the specific training to be pro-
vided according to the agency’s pro-
gram and policy needs.

(b) Initial training. All cleared agency
personnel shall receive initial training
on basic security policies, principles,
practices, and criminal, civil, and ad-
ministrative penalties. Such training
must be provided in conjunction with
the granting of a security clearance,
and prior to accessing classified infor-
mation.

(c) Training for original classification
authorities. Original classification au-
thorities shall be provided detailed
training on proper classification and
declassification, with an emphasis on
the avoidance of over-classification. At
a minimum, the training shall cover
classification standards, classification
levels, classification authority, classi-
fication categories, duration of classi-
fication, identification and markings,
classification prohibitions and limita-
tions, sanctions, classification chal-
lenges, security classification guides,
and information sharing.

(1) Personnel shall receive this train-
ing prior to originally classifying in-
formation.

(2) In addition to this initial train-
ing, original classification authorities
shall receive training in proper classi-
fication and declassification at least
once each calendar year.

(3) Original classification authorities
who do not receive such mandatory
training at least once within a cal-
endar year shall have their classifica-
tion authority suspended until such
training has taken place.

(i) An agency head, deputy agency
head, or senior agency official may
grant a waiver of this requirement if
an individual is unable to receive this
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