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§202.245

any nature whatsoever; any other prop-
erty, real, personal, or mixed, tangible
or intangible, or interest or interests
therein, present, future, or contingent.

§202.245 Recent former employees or
contractors.

The terms recent former employees or
recent former contractors mean employ-
ees or contractors who worked for or
provided services to the United States
Government, in a paid or unpaid sta-
tus, within the past 2 years of a poten-
tial covered data transaction.

§202.246 Restricted transaction.

The term restricted transaction means
a data transaction that is subject to
subpart D of this part.

§202.247 Russia.

The term Russia means the Russian
Federation, and any political subdivi-
sion, agency, or instrumentality there-
of.

§202.248 Security requirements.

The term security requirements means
the Cybersecurity and Infrastructure
Agency (‘‘CISA”) Security Require-
ments for Restricted Transactions E.O.
14117 Implementation, January 2025.
This material is incorporated by ref-
erence into this section with the ap-
proval of the Director of the Federal
Register under 5 U.S.C. 5562(a) and 1
CFR part 51. This incorporation by ref-
erence (““IBR’’) material is available
for inspection at the Department of
Justice and at the National Archives
and Records Administration
(‘“‘NARA”’). Please contact the Foreign
Investment Review Section, National
Security Division, U.S. Department of
Justice, 1756 N St. NE, Washington, DC
20002, telephone: 202-514-8648,
NSD.FIRS.datasecurity@usdoj.gov;
www.justice.gov/nsd. For information on
the availability of this material at
NARA, visit www.archives.gov/federal-
register/cfr/ibr-locations or email
fr.inspection@nara.gov. The material
may be obtained from the National Se-
curity Division and the Cybersecurity
and Infrastructure Security Agency
(CISA), Mail Stop 0380, Department of
Homeland Security, 245 Murray Lane,
Washington, DC 20528-0380;
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central@cisa.gov, 888-282-0870;
WWW.CISA.gov/.

§202.249 Sensitive personal data.

(a) Definition. The term sensitive per-
sonal data means covered personal
identifiers, precise geolocation data,
biometric identifiers, human ‘omic
data, personal health data, personal fi-
nancial data, or any combination
thereof.

(b) Exclusions. The term sensitive per-
sonal data, and each of the categories of
sensitive personal data, excludes:

(1) Public or nonpublic data that does
not relate to an individual, including
such data that meets the definition of
a ‘“‘trade secret’ (as defined in 18 U.S.C.
1839(3)) or ‘‘proprietary information”
(as defined in 50 U.S.C. 1708(d)(7));

(2) Data that is, at the time of the
transaction, lawfully available to the
public from a Federal, State, or local
government record (such as court
records) or in widely distributed media
(such as sources that are generally
available to the public through unre-
stricted and open-access repositories);

(3) Personal communications; and

(4) Information or informational ma-
terials and ordinarily associated
metadata or metadata reasonably nec-
essary to enable the transmission or
dissemination of such information or
informational materials.

§202.250 Special Administrative Re-
gion of Hong Kong.

The term Special Administrative Re-
gion of Hong Kong means the Special
Administrative Region of Hong Kong,
and any political subdivision, agency,
or instrumentality thereof.

§202.251 Special Administrative Re-
gion of Macau.

The term Special Administrative Re-
gion of Macau means the Special Ad-
ministrative Region of Macau, and any
political subdivision, agency, or instru-
mentality thereof.

§202.252 Telecommunications service.

The term telecommunications service
means the provision of voice and data
communications services regardless of
format or mode of delivery, including
communications services delivered
over cable, Internet Protocol, wireless,
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