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part of the company’s underlying pro-
vision of financial services to its cus-
tomers. The data scientist’s employ-
ment would be a restricted transaction.

(5) Example 5. A U.S. company sells
goods and collects bulk personal finan-
cial data about its U.S. customers. The
U.S. company appoints a citizen of a
country of concern, who is located in a
country of concern, to its board of di-
rectors. This director would be a cov-
ered person, and the arrangement ap-
pointing the director would be an em-
ployment agreement. In connection
with the board’s data security and cy-
bersecurity responsibilities, the direc-
tor could access the bulk personal fi-
nancial data. The director’s employ-
ment would be a restricted transaction.

§202.218 Entity.

The term entity means a partnership,
association, trust, joint venture, cor-
poration, group, subgroup, or other or-
ganization.

§202.219 Exempt transaction.

The term exempt transaction means a
data transaction that is subject to one
or more exemptions described in sub-
part E of this part.

§202.220 Former senior official.

The term former senior official means
either a ‘‘former senior employee’ or a
“former very senior employee,” as
those terms are defined in 5 CFR
2641.104.

§202.221 Foreign person.

The term foreign person means any
person that is not a U.S. person.

§202.222 Government-related data.

(a) Definition. The term government-
related data means the following:

(1) Any precise geolocation data, re-
gardless of volume, for any location
within any area enumerated on the
Government-Related Location Data
List in §202.1401 which the Attorney
General has determined poses a height-
ened risk of being exploited by a coun-
try of concern to reveal insights about
locations controlled by the Federal
Government, including insights about
facilities, activities, or populations in
those locations, to the detriment of na-
tional security, because of the nature

§202.223

of those locations or the personnel who
work there. Such locations may in-
clude:

(i) The worksite or duty station of
Federal Government employees or con-
tractors who occupy a national secu-
rity position as that term is defined in
5 CFR 1400.102(a)(4);

(ii) A military installation as that
term is defined in 10 U.S.C. 2801(c)(4);
or

(iii) Facilities or locations that oth-
erwise support the Federal Govern-
ment’s national security, defense, in-
telligence, law enforcement, or foreign
policy missions.

(2) Any sensitive personal data, re-
gardless of volume, that a transacting
party markets as linked or linkable to
current or recent former employees or
contractors, or former senior officials,
of the United States Government, in-
cluding the military and Intelligence
Community.

(b) Examples of government-related
data marketed by a transacting party—(1)
Example 1. A U.S. company advertises
the sale of a set of sensitive personal
data as belonging to ‘‘active duty’ per-
sonnel, ‘“‘military personnel who like to
read,” ‘“DoD” personnel, ‘‘government
employees,” or ‘communities that are
heavily connected to a nearby military
base.”” The data is government-related
data.

(2) Example 2. In discussing the sale of
a set of sensitive personal data with a
covered person, a U.S. company de-
scribes the dataset as belonging to
members of a specific named organiza-
tion. The identified organization re-
stricts membership to current and
former members of the military and
their families. The data is government-
related data.

§202.223 Human biospecimens.

(a) The term human biospecimens
means a quantity of tissue, blood,
urine, or other human-derived mate-
rial, including such material classified
under any of the following 10-digit Har-
monized System-based Schedule B
numbers:

(1) 0501.00.0000 Human hair,
unworked, whether or not washed or
scoured; waste of human hair

(2) 3001.20.0000 Extracts of glands or
other organs or of their secretions
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