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National Capital Planning Commission § 603.8 

§ 603.6 System of Records Notice or 
SORN. 

(a) The NCPC shall publish a notice 
in the FEDERAL REGISTER describing 
each System of Records 40-days prior 
to the establishment of a new or revi-
sion to an existing System of Records. 

(b) The SORN shall include: 
(1) The name and location of the Sys-

tem of Records. The name shall iden-
tify the general purpose, and the loca-
tion shall include whether the system 
is located on the NCPC’s main server 
or central files. The physical address of 
either shall also be included. 

(2) The categories or types of Individ-
uals on whom NCPC Maintains Records 
in the System of Records; 

(3) The categories or types of Records 
in the System; 

(4) The statutory or Executive Order 
authority for Maintenance of the Sys-
tem; 

(5) The purpose(s) or explanation of 
why the NCPC collects the particular 
Records including identification of all 
internal and routine uses; 

(6) The policies and practices of the 
NCPC regarding storage, retrieval, ac-
cess controls, retention and disposal of 
Records; 

(7) The title and business address of 
the agency official responsible for the 
identified System of Records; 

(8) The NCPC procedures for notifica-
tion to an Individual who requests if a 
System of Records contains a Record 
about the Individual; and 

(9) The NCPC sources of Records in 
the System. 

§ 603.7 Procedures to safeguard 
Records. 

(a) The NCPC shall implement the 
procedures set forth in this section to 
insure sufficient administrative, tech-
nical and physical safeguards exist to 
protect the security and confiden-
tiality of Records. The enumerated 
procedures shall also protect against 
any anticipated threats or hazards to 
the security of Records with the poten-
tial to cause substantial harm, embar-
rassment, inconvenience, or unfairness 
to any Individual on whom information 
is Maintained. 

(b) Manual Records subject to the 
Privacy Act shall be maintained by the 
NCPC in a manner commensurate with 

the sensitivity of the information con-
tained in the Records. The following 
minimum safeguards or safeguards af-
fording comparable protection shall 
apply to manual Systems of Records: 

(1) The NCPC shall post areas where 
Records are maintained or regularly 
used with an appropriate warning sign 
stating access to the Records shall be 
limited to authorized persons. The 
warning shall also advise that the Pri-
vacy Act prescribes criminal penalties 
for unauthorized disclosure of Records 
subject to the Act. 

(2) During work hours, the NCPC 
shall protect areas in which Records 
are Maintained or regularly used by re-
stricting occupancy of the area to au-
thorized persons or storing the Records 
in a locked container and room. 

(3) During non-working hours, access 
to Records shall be restricted by their 
storage in a locked storage container 
and room. 

(4) Any lock used to secure a room 
where Records are stored shall not be 
capable of being disengaged with a 
master key that opens rooms other 
than those in which Records are stored. 

(c) Computerized Records subject to 
the Privacy Act shall be maintained, at 
a minimum, subject to the safeguards 
recommended by the National Institute 
of Standards and Technology (NIST) 
Special Publications 800–53, Rec-
ommended Security Controls for Fed-
eral Information Systems and Organi-
zations as revised from time to time or 
any superseding guidance offered by 
NIST or other federal agency charged 
with the responsibility for providing 
recommended safeguards for computer-
ized Records subject to the Privacy 
Act. 

(d) NCPC shall maintain a System of 
Records comprised of Office of Per-
sonnel Management (OPM) personnel 
Records in accordance with standards 
prescribed by OPM and published at 5 
CFR 293.106–293.107. 

§ 603.8 Employee conduct. 

(a) Employees with duties requiring 
access to and handling of Records 
shall, at all times, take care to protect 
the integrity, security, and confiden-
tiality of the Records. 

(b) No employee of the NCPC shall 
disclose Records unless disclosure is 
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