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(c) Contractors located in the United
States or its outlying areas that are not reg-
istered in SAM shall submit written change
requests to the DLA Commercial and Gov-
ernment Entity (CAGE) Branch. Requests for
changes shall be provided at htips:/
cage.dla.mil. Change requests to the CAGE
master file are accepted from the entity
identified by the code.

(d) Contractors located outside the United
States and its outlying areas that are not
registered in SAM shall contact the appro-
priate National Codification Bureau (points
of contact available at http:/www.nato.int/
structur/AC/135/main/links/contacts.htm) or
NSPA at https://eportal.nspa.nato.int/
AC135Public/scage/CagelList.aspr to request
CAGE changes.

(e) Additional guidance for maintaining
CAGE codes 1is available at https:/
cage.dla.mil.

(f) If the contract includes Federal Acqui-
sition Regulation clause 52.204-2, Security
Requirements, the contractor shall ensure
that subcontractors maintain their CAGE
code(s) throughout the life of the contract.

(End of clause)

[79 FR 31192, May 30, 2014, as amended at 80
FR 38312, July 2, 2015; 81 FR 45867, July 14,
2016; 85 FR 40064, July 2, 2020]

52.204-19 Incorporation by Reference
of Representations and Certifi-
cations.

As prescribed in 4.1202(b), insert the
following clause.

Incorporation by Reference of Representa-
tions and Certifications (DEC 2014)

The Contractor’s representations and cer-
tifications, including those completed elec-
tronically via the System for Award Manage-
ment (SAM), are incorporated by reference
into the contract.

(End of clause)

[79 FR 70342, Nov. 25, 2014]

52.204-20 Predecessor of Offeror.

As prescribed in 4.1804(d), insert the
following provision:

PREDECESSOR OF OFFEROR (AUG 2020)

(a) Definitions. As used in this provision—

Commercial and Government Entity (CAGE)
code means—

(1) An identifier assigned to entities lo-
cated in the United States or its outlying
areas by the Defense Logistics Agency (DLA)
Commercial and Government Entity (CAGE)
Branch to identify a commercial or govern-
ment entity by unique location; or
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(2) An identifier assigned by a member of
the North Atlantic Treaty Organization
(NATO) or by the NATO Support and Pro-
curement Agency (NSPA) to entities located
outside the United States and its outlying
areas that the DLA Commercial and Govern-
ment Entity (CAGE) Branch records and
maintains in the CAGE master file. This
type of code is known as a NATO CAGE
(NCAGE) code.

Predecessor means an entity that is re-
placed by a successor and includes any prede-
cessors of the predecessor.

Successor means an entity that has re-
placed a predecessor by acquiring the assets
and carrying out the affairs of the prede-
cessor under a new name (often through ac-
quisition or merger). The term ‘‘successor’”
does not include new offices/divisions of the
same company or a company that only
changes its name. The extent of the responsi-
bility of the successor for the liabilities of
the predecessor may vary, depending on
State law and specific circumstances.

(b) The Offeror represents that it [Jis or O
is not a successor to a predecessor that held
a Federal contract or grant within the last
three years.

(c) If the Offeror has indicated ‘‘is” in
paragraph (b) of this provision, enter the fol-
lowing information for all predecessors that
held a Federal contract or grant within the
last three years (if more than one prede-
cessor, list in reverse chronological order):

Predecessor CAGE code: (or mark
“Unknown’’).

Predecessor legal name: .

(Do not use a ‘‘doing business as’’ name).

(End of provision)

[81 FR 11991, Mar. 7, 2016, as amended at 81
FR 45867, July 14, 2016; 85 FR 40064, July 2,
2020]

52.204-21 Basic Safeguarding of Cov-
ered Contractor Information Sys-
tems.

As prescribed in 4.1903, insert the fol-
lowing clause:

BASIC SAFEGUARDING OF COVERED CON-
TRACTOR INFORMATION SYSTEMS (NOV
2021)

(a) Definitions. As used in this clause—

Covered contractor information system means
an information system that is owned or oper-
ated by a contractor that processes, stores,
or transmits Federal contract information.

Federal contract information means informa-
tion, not intended for public release, that is
provided by or generated for the Government
under a contract to develop or deliver a prod-
uct or service to the Government, but not in-
cluding information provided by the Govern-
ment to the public (such as on public Web
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sites) or simple transactional information,
such as necessary to process payments.

Information means any communication or
representation of knowledge such as facts,
data, or opinions, in any medium or form, in-
cluding textual, numerical, graphic, car-
tographic, narrative, or audiovisual (Com-
mittee on National Security Systems In-
struction (CNSSI) 4009).

Information system means a discrete set of
information resources organized for the col-
lection, processing, maintenance, use, shar-
ing, dissemination, or disposition of informa-
tion (44 U.S.C. 3502).

Safeguarding means measures or controls
that are prescribed to protect information
systems.

(b) Safeguarding requirements and proce-
dures. (1) The Contractor shall apply the fol-
lowing basic safeguarding requirements and
procedures to protect covered contractor in-
formation systems. Requirements and proce-
dures for basic safeguarding of covered con-
tractor information systems shall include, at
a minimum, the following security controls:

(i) Limit information system access to au-
thorized users, processes acting on behalf of
authorized users, or devices (including other
information systems).

(ii) Limit information system access to the
types of transactions and functions that au-
thorized users are permitted to execute.

(iii) Verify and control/limit connections
to and use of external information systems.

(iv) Control information posted or proc-
essed on publicly accessible information sys-
tems.

(v) Identify information system wusers,
processes acting on behalf of users, or de-
vices.

(vi) Authenticate (or verify) the identities
of those users, processes, or devices, as a pre-
requisite to allowing access to organiza-
tional information systems.

(vii) Sanitize or destroy information sys-
tem media containing Federal Contract In-
formation before disposal or release for
reuse.

(viii) Limit physical access to organiza-
tional information systems, equipment, and
the respective operating environments to au-
thorized individuals.

(ix) Escort visitors and monitor visitor ac-
tivity; maintain audit logs of physical ac-
cess; and control and manage physical access
devices.

(x) Monitor, control, and protect organiza-
tional communications (i.e., information
transmitted or received by organizational in-
formation systems) at the external bound-
aries and key internal boundaries of the in-
formation systems.

(xi) Implement subnetworks for publicly
accessible system components that are phys-
ically or logically separated from internal
networks.
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(xii) Identify, report, and correct informa-
tion and information system flaws in a time-
ly manner.

(xiii) Provide protection from malicious
code at appropriate locations within organi-
zational information systems.

(xiv) Update malicious code protection
mechanisms when new releases are available.

(xv) Perform periodic scans of the informa-
tion system and real-time scans of files from
external sources as files are downloaded,
opened, or executed.

(2) Other requirements. This clause does not
relieve the Contractor of any other specific
safeguarding requirements specified by Fed-
eral agencies and departments relating to
covered contractor information systems gen-
erally or other Federal safeguarding require-
ments for controlled unclassified informa-
tion (CUI) as established by Executive Order
13556.

(c) Subcontracts. The Contractor shall in-
clude the substance of this clause, including
this paragraph (c), in subcontracts under
this contract (including subcontracts for the
acquisition of commercial products or com-
mercial services, other than commercially
available off-the-shelf items), in which the
subcontractor may have Federal contract in-
formation residing in or transiting through
its information system.

(End of clause)

[81 FR 30446, May 16, 2016, as amended at 86
FR 61032, Nov. 4, 2021]

52.204-22 Alternative Line Item Pro-
posal.

As prescribed in 4.1008, insert the fol-
lowing provision:

ALTERNATIVE LINE ITEM PROPOSAL (JAN 2017)

(a) The Government recognizes that the
line items established in this solicitation
may not conform to the Offeror’s practices.
Failure to correct these issues can result in
difficulties in acceptance of deliverables and
processing payments. Therefore, the Offeror
is invited to propose alternative line items
for which bids, proposals, or quotes are re-
quested in this solicitation to ensure that
the resulting contract is economically and
administratively advantageous to the Gov-
ernment and the Offeror.

(b) The Offeror may submit one or more
additional proposals with alternative line
items, provided that alternative line items
are consistent with subpart 4.10 of the Fed-
eral Acquisition Regulation. However, ac-
ceptance of an alternative proposal is a uni-
lateral decision made solely at the discretion
of the Government. Offers that do not com-
ply with the line items specified in this so-
licitation may be determined to be non-
responsive or unacceptable.
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