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(D) County level average per member 
per month CMS payment amount for 
each plan type in that county, weight-
ed by enrollment and standardized to 
the 1.0 (average risk score) beneficiary 
in that county. 

(ii) For Part D plan sponsors, plan 
payment data in accordance with 
§ 423.505(o) of this subchapter. 

(2) MA bid pricing data and Part C 
MLR data. The contract must provide 
that the MA organization acknowl-
edges that CMS releases to the public 
data as described at §§ 422.272 and 
422.2490. 

(o) Business continuity. (1) The MA or-
ganization agrees to develop, maintain, 
and implement a business continuity 
plan containing policies and procedures 
to ensure the restoration of business 
operations following disruptions to 
business operations which would in-
clude natural or man-made disasters, 
system failures, emergencies, and other 
similar circumstances and the threat 
of such occurrences. To meet the re-
quirement, the business continuity 
plan must, at a minimum, include the 
following: 

(i) Risk assessment. Identify threats 
and vulnerabilities that might affect 
business operations. 

(ii) Mitigation strategy. Design strate-
gies to mitigate hazards. Identify es-
sential functions in addition to those 
specified in paragraph (o)(2) of this sec-
tion and prioritize the order in which 
to restore all other functions to normal 
operations. At a minimum, each MA 
organization must do the following: 

(A) Identify specific events that will 
activate the business continuity plan. 

(B) Develop a contingency plan to 
maintain, during any business disrup-
tion, the availability and, as applica-
ble, confidentiality of communication 
systems and essential records in all 
forms (including electronic and paper 
copies). The contingency plan must do 
the following: 

(1) Ensure that during any business 
disruption the following systems will 
operate continuously or, should they 
fail, be restored to operational capac-
ity on a timely basis: 

(i) Information technology (IT) sys-
tems including those supporting claims 
processing at point of service. 

(ii) Provider and enrollee commu-
nication systems including telephone, 
Web site, and email. 

(2) With respect to electronic pro-
tected health information, comply with 
the contingency plan requirements of 
the Health Insurance Portability and 
Accountability Act of 1996 Security 
Regulations at 45 CFR parts 160 and 
164, subparts A and C. 

(C) Establish a chain of command. 
(D) Establish a business communica-

tion plan that includes emergency ca-
pabilities and procedures to contact 
and communicate with the following: 

(1) Employees. 
(2) First tier, downstream, and re-

lated entities. 
(3) Other third parties (including 

pharmacies, providers, suppliers, and 
government and emergency manage-
ment officials). 

(E) Establish employee and facility 
management plans to ensure that es-
sential operations and job responsibil-
ities can be assumed by other employ-
ees or moved to alternate sites as nec-
essary. 

(F) Establish a restoration plan in-
cluding procedures to transition to 
normal operations. 

(G) Comply with all applicable Fed-
eral, State, and local laws. 

(iii) Testing and revision. On at least 
an annual basis, test and update the 
business operations continuity plan to 
ensure the following: 

(A) That it can be implemented in 
emergency situations. 

(B) That employees understand how 
it is to be executed. 

(iv) Training. On at least an annual 
basis, educate appropriate employees 
about the business continuity plan and 
their own respective roles. 

(v) Records. (A) Develop and maintain 
records documenting the elements of 
the business continuity plan described 
in paragraphs (o)(1)(i) through (iv) of 
this section. 

(B) Make the information specified in 
paragraph (o)(1)(v)(A) of this section 
available to CMS upon request. 

(2) Restoration of essential functions. 
Every MA organization must plan to 
restore essential functions within 72 
hours after any of the essential func-
tions fail or otherwise stop functioning 
as usual. In addition to any essential 
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