AUTHENTICATED
U.S. GOVERNMENT
INFORMATION

GPO

§401.711

other sources. Meeting these require-
ments will result in a conditional ap-
proval as a qualified entity. Entities
gaining a conditional approval as a
qualified entity must meet the eligi-
bility requirements related to claims
data from other sources the entity in-
tends to combine with the Medicare
data, agree to pay a fee equal to the
cost of CMS making the data available,
and execute a Data Use Agreement
with CMS, that among other things, re-
affirms the statutory ban on the use of
Medicare data provided to the qualified
entity by CMS under this subpart for
purposes other than those referenced in
this subpart before receiving any Medi-
care data. If the qualified entity is
composed of lead entity with contrac-
tors, any contractors that are antici-
pated to have access to the Medicare
data must also execute a Data Use
Agreement with CMS.

(¢) Duration of approval. CMS permits
an entity to participate as a qualified
entity for a period of 3 years from the
date of notification of the application
approval by CMS. The qualified entity
must abide by all CMS regulations and
instructions. If the qualified entity
wishes to continue performing the
tasks after the 3-year approval period,
the entity may re-apply for qualified
entity status following the procedures
in paragraph (f) of this section.

(d) Reporting period. A qualified enti-
ty must produce reports on the per-
formance of providers and suppliers at
least annually, beginning in the cal-
endar year after they are approved by
CMS.

(e) The distribution of data—(1) Initial
data release. Once CMS fully approves a
qualified entity under this subpart, the
qualified entity must pay a fee equal to
the cost of CMS making data available.
After the qualified entity pays the fee,
CMS will release the applicable
encrypted claims data, as well as a file
that crosswalks the encrypted bene-
ficiary ID to the beneficiary name and
the Medicare HICN. The data will be
the most recent data available, and
will be limited to the geographic
spread of the qualified entity’s other
claims data, as determined by CMS.

(2) Subsequent data releases. After the
first quarter of participation, CMS will
provide a qualified entity with the
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most recent additional quarter of cur-
rently available data, as well as a table
that crosswalks the encrypted bene-
ficiary ID to the beneficiary’s name
and the Medicare HICN. Qualified enti-
ties are required to pay CMS a fee
equal to the cost of making data avail-
able before CMS will release the most
recent quarter of additional data to the
qualified entity.

(f) Re-application. A qualified entity
that is in good standing may re-apply
for qualified entity status. A qualified
entity is considered to be in good
standing if it has had no violations of
the requirements in this subpart or if
the qualified entity is addressing any
past deficiencies either on its own or
through the implementation of a cor-
rective action plan. To re-apply a
qualified entity must submit to CMS
documentation of any changes to what
was included in its previously-approved
application. A re-applicant must sub-
mit this documentation at least 6
months before the end of its 3-year ap-
proval period and will be able to con-
tinue to serve as a qualified entity
until the re-application is either ap-
proved or denied by CMS. If the re-ap-
plication is denied, CMS will terminate
its relationship with the qualified enti-
ty and the qualified entity will be sub-
ject to the requirements for return or
destruction of data at §401.721(b).

§401.711 Updates to plans submitted
as part of the application process.

(a) If a qualified entity wishes to
make changes to the following parts of
its previously-approved application:

(1) Its list of proposed measures—the
qualified entity must send all the in-
formation referenced in §401.707(a) for
the new measures to CMS at least 30
days before its intended confidential
release to providers and suppliers.

(2) Its proposed prototype report—the
qualified entity must send the new pro-
totype report to CMS at least 30 days
before its intended confidential release
to providers and suppliers.

(3) Its plans for sharing the reports
with the public—the qualified entity
must send the new plans to CMS at
least 30 days before its intended con-
fidential release to providers and sup-
pliers.
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(b) CMS will notify the qualified en-
tity when the entity’s proposed
changes are approved or denied for use,
generally within 30 days of the quali-
fied entity submitting the changes to
CMS. If a CMS decision on approval or
disapproval for a change is not forth-
coming within 30 days and CMS does
not request an additional 30 days for
review, the change or modification
shall be deemed to be approved.

(c) If the amount of claims data from
other sources available to a qualified
entity decreases, the qualified entity
must immediately inform CMS and
submit documentation that the re-
maining claims data from other
sources is sufficient to address the
methodological concerns regarding
sample size and reliability. Under no
circumstances may a qualified entity
use Medicare data to create a report,
use a measure, or share a report after
the amount of claims data from other
sources available to a qualified entity
decreases until CMS determines either
that the remaining claims data is suffi-
cient or that the qualified entity has
collected adequate additional data to
address any deficiencies.

(1) If the qualified entity cannot sub-
mit the documentation required in
paragraph (c) of this section, or if CMS
determines that the remaining claims
data is not sufficient, CMS will afford
the qualified entity up to 120 days to
obtain additional claims to address any
deficiencies. If the qualified entity does
not have access to sufficient new data
after that time, CMS will terminate its
relationship with the qualified entity.

(2) If CMS determines that the re-
maining claims data is sufficient, the
qualified entity may continue issuing
reports, using measures, and sharing
reports.

§401.713 Ensuring the privacy and se-
curity of data.

(a) Data use agreement between CMS
and a qualified entity. A qualified entity
must comply with the data require-
ments in its data use agreement with
CMS (hereinafter the CMS DUA). Con-
tractors (including, where applicable,
business associates) of qualified enti-
ties that are anticipated to have access
to the Medicare claims data or bene-
ficiary identifiable data in the context
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of this program are also required to
execute and comply with the CMS
DUA. The CMS DUA will require the
qualified entity to maintain privacy
and security protocols throughout the
duration of the agreement with CMS,
and will ban the use or disclosure of
Medicare data or any derivative data
for purposes other than those set out in
this subpart. The CMS DUA will also
prohibit the use of unsecured tele-
communications to transmit such data,
and will specify the circumstances
under which such data must be stored
and may be transmitted.

(b) A qualified entity must inform
each beneficiary whose beneficiary
identifiable data has been (or is reason-
ably believed to have been) inappropri-
ately accessed, acquired, or disclosed
in accordance with the DUA.

(c) Contractor(s) must report to the
qualified entity whenever there is an
incident where beneficiary identifiable
data has been (or is reasonably believed
to have been) inappropriately accessed,
acquired, or disclosed.

(d) Data use agreement between a quali-
fied entity and an authorized user. In ad-
dition to meeting the other require-
ments of this subpart, and as a pre-con-
dition of selling or disclosing any com-
bined data or any Medicare claims data
(or any beneficiary-identifiable deriva-
tive data of either kind) and as a pre-
condition of selling or disclosing non-
public analyses that include individ-
ually identifiable beneficiary data, the
qualified entity must enter a DUA
(hereinafter the QE DUA) with the au-
thorized user. Among other things laid
out in this subpart, such QE DUA must
contractually bind the authorized user
(including any contractors or business
associates described in the definition of
authorized user) to the following:

(1)(i) The authorized user may be per-
mitted to use such data and non-public
analyses in a manner that a HIPAA
Covered Entity could do under the fol-
lowing provisions:

(A) Activities falling under para-
graph (1) of the definition of ‘‘health
care operations’ under 45 CFR 164.501:
Quality improvement activities, in-
cluding care coordination activities
and efforts to track and manage med-
ical costs; patient-safety activities;
population-based activities such as
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