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protect the federal government’s inter-
est, the agency must maintain ade-
quate fidelity bond coverage.

Subpart C—Protections for the
Privacy of Child Records

§1303.20 Establishing procedures.

A program must establish procedures
to protect the confidentiality of any
personally identifiable information
(PII) in child records.

§1303.21 Program procedures—appli-
cable confidentiality provisions.

(a) If a program is an educational
agency or institution that receives
funds under a program administered by
the Department of Education and
therefore is subject to the confiden-
tiality provisions under the Family
Educational Rights and Privacy Act
(FERPA), then it must comply with
those confidentiality provisions of
FERPA instead of the provisions in
this subpart.

(b) If a program serves a child who is
referred to, or found eligible for serv-
ices under, IDEA, then a program must
comply with the applicable confiden-
tiality provisions in Part B or Part C
of IDEA to protect the PII in records of
those children, and, therefore, the pro-
visions in this subpart do not apply to
those children.

§1303.22 Disclosures with, and with-
out, parental consent.

(a) Disclosure with parental consent. (1)
Subject to the exceptions in para-
graphs (b) and (c¢) of this section, the
procedures to protect PII must require
the program to obtain a parent’s writ-
ten consent before the program may
disclose such PII from child records.

(2) The procedures to protect PIL
must require the program to ensure the
parent’s written consent specifies what
child records may be disclosed, ex-
plains why the records will be dis-
closed, and identifies the party or class
of parties to whom the records may be
disclosed. The written consent must be
signed and dated.

(3) ‘‘Signed and dated written con-
sent” under this part may include a
record and signature in electronic form
that:

§1303.22

(i) Identifies and authenticates a par-
ticular person as the source of the elec-
tronic consent; and,

(ii) Indicates such person’s approval
of the information.

(4) The program must explain to the
parent that the granting of consent is
voluntary on the part of the parent and
may be revoked at any time. If a par-
ent revokes consent, that revocation is
not retroactive and therefore it does
not apply to an action that occurred
before the consent was revoked.

(b) Disclosure without parental consent
but with parental notice and opportunity
to refuse. The procedures to protect PII
must allow the program to disclose
such PII from child records without pa-
rental consent if the program notifies
the parent about the disclosure, pro-
vides the parent, upon the parent’s re-
quest, a copy of the PII from child
records to be disclosed in advance, and
gives the parent an opportunity to
challenge and refuse disclosure of the
information in the records, before the
program forwards the records to offi-
cials at a program, school, or school
district in which the child seeks or in-
tends to enroll or where the child is al-
ready enrolled so long as the disclosure
is related to the child’s enrollment or
transfer.

(c) Disclosure without parental consent.
The procedures to protect PII must
allow the program to disclose such PII
from child records without parental
consent to:

(1) Officials within the program or
acting for the program, such as con-
tractors and subrecipients, if the offi-
cial provides services for which the
program would otherwise use employ-
ees, the program determines it is nec-
essary for Head Start services, and the
program maintains oversight with re-
spect to the use, further disclosure, and
maintenance of child records, such as
through a written agreement;

(2) Officials within the program, act-
ing for the program, or from a federal
or state entity, in connection with an
audit or evaluation of education or
child development programs, or for en-
forcement of or compliance with fed-
eral legal requirements of the program;
provided the program maintains over-
sight with respect to the use, further
disclosure, and maintenance of child
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