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(ii) A QE DUA as defined at
§401.713(d) is executed between the
qualified entity and the provider or
supplier prior to making any individ-
ually identifiable beneficiary informa-
tion available to the provider or sup-
plier.

(3) Except as specified under para-
graph (b)(2) of this section, all analyses
must be limited to beneficiary de-iden-
tified data. Regardless of the HIPAA
covered entity or business associate
status of the qualified entity and/or the
authorized user, de-identification must
be determined based on the standards
for HIPAA covered entities found at 45
CFR 164.514(b).

(4) Analyses that contain informa-
tion that individually identifies a pro-
vider or supplier (regardless of the
level of the provider or supplier, that
is, individual clinician, group of clini-
cians, or integrated delivery system)
may not be disclosed unless one of the
following three conditions apply:

(i) The analysis only individually
identifies the provider or supplier that
is being supplied the analysis.

(ii) Every provider or supplier indi-
vidually identified in the analysis has
been afforded the opportunity to appeal
or correct errors using the process at
§401.717(f).

(iii) Every provider or supplier indi-
vidually identified in the analysis has
notified the qualified entity, in writ-
ing, that analyses can be disclosed to
the authorized user without first going
through the appeal and error correc-
tion process at §401.717(f).

(c) Non-public analyses agreement be-
tween a qualified entity and an author-
ized user for beneficiary de-identified
non-public analyses disclosures. In addi-
tion to the other requirements of this
subpart, a qualified entity must enter a
contractually binding non-public anal-
yses agreement with the authorized
user (including any contractors or
business associates described in the
definition of authorized user) as a pre-
condition to providing or selling de-
identified analyses. Such non-public
analyses agreement must contain the
following provisions:

(1) The authorized user may not use
the analyses or derivative data for the
following purposes:
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i) Marketing, as defined at
§401.703(s).

(ii) Harming or seeking to harm pa-
tients or other individuals both within
and outside the healthcare system re-
gardless of whether their data are in-
cluded in the analyses.

(iii) Effectuating or seeking opportu-
nities to effectuate fraud and/or abuse
in the healthcare system.

(2) If the authorized user is an em-
ployer as defined in §401.703(k), the au-
thorized user may only use the anal-
yses or derivative data for purposes of
providing health insurance to employ-
ees, retirees, or dependents of employ-
ees or retirees of that employer.

(3)(i) At the qualified entity’s discre-
tion, it may permit an authorized user
that is a provider as defined in
§401.703(b) or a supplier as defined in
§401.703(c), to re-disclose the de-identi-
fied analyses or derivative data, as a
covered entity will be permitted under
45 CFR 164.506(c)(4)(i), or under 45 CFR
164.502(e)(1).

(ii) All other uses and disclosures of
such data and/or such non-public anal-
yses is forbidden except to the extent a
disclosure qualifies as a ‘‘required by
law’’ disclosure.

(4) If the authorized user is not a pro-
vider or supplier, the authorized user
may not re-disclose or make public any
non-public analyses or derivative data
except as required by law.

(5) The authorized user may not link
the de-identified analyses to any other
identifiable source of information and
may not in any other way attempt to
identify any individual whose de-iden-
tified data is included in the analyses.

(6) The authorized user must notify
the qualified entity of any DUA viola-
tions, and it must fully cooperate with
the qualified entity’s efforts to miti-
gate any harm that may result from
such violations.

[81 FR 44480, July 7, 2016]

§401.717 Provider and supplier re-
quests for error correction.

(a) A qualified entity must confiden-
tially share measures, measurement
methodologies, and measure results
with providers and suppliers at least 60
calendar days before making reports
public. The 60 calendar days begin on
the date on which qualified entities
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send the confidential reports to pro-
viders and suppliers. A qualified entity
must inform providers and suppliers of
the date the reports will be made pub-
lic at least 60 calendar days before
making the reports public.

(b) Before making the reports public,
a qualified entity must allow providers
and suppliers the opportunity to make
a request for the data, or to make a re-
quest for error correction, within 60
calendar days after sending the con-
fidential reports to providers or sup-
pliers.

(c) During the 60 calendar days be-
tween sending a confidential report on
measure results and releasing the re-
port to the public, the qualified entity
must, at the request of a provider or
supplier and with appropriate privacy
and security protections, release the
Medicare claims data and beneficiary
names to the provider or supplier.
Qualified entities may only provide the
Medicare claims and/or beneficiary
names relevant to the particular meas-
ure or measure result the provider or
supplier is appealing.

(d) A qualified entity must inform
providers and suppliers that reports
will be made public, including informa-
tion related to the status of any data
or error correction requests, after the
date specified to the provider or sup-
plier when the report is sent for review
and, if necessary, error correction re-
quests (at least 60 calendar days after
the report was originally sent to the
providers and suppliers), regardless of
the status of any requests for error cor-
rection.

(e) If a provider or supplier has a data
or error correction request outstanding
at the time the reports become public,
the qualified entity must, if feasible,
post publicly the name of the appealing
provider or supplier and the category
of the appeal request.

(f) A qualified entity must comply
with the following requirements before
disclosing non-public analyses, as de-
fined at §401.716, which contain infor-
mation that individually identifies a
provider or supplier:

(1) A qualified entity must confiden-
tially notify a provider or supplier that
non-public analyses that individually
identify the provider or supplier are
going to be released to an authorized

34

42 CFR Ch. IV (10-1-23 Edition)

user at least 65 calendar days before
disclosing the analyses. This confiden-
tial notification must include a short
summary of the analyses (including the
measures calculated), the process for
the provider or supplier to request the
analyses, the authorized users receiv-
ing the analyses, and the date on which
the qualified entity will release the
analyses to the authorized user.

(2) A qualified entity must allow pro-
viders and suppliers the opportunity to
opt-in to the review and correction
process as defined in paragraphs (a)
through (e) of this section, anytime
during the 65 calendar days. If a pro-
vider or supplier chooses to opt-in to
the review and correction process more
than 5 days into the notification pe-
riod, the time for the review and cor-
rection process is shortened from 60
days to the number of days between
the provider or supplier opt-in date and
the release date specified in the con-
fidential notification.

[76 FR 76567, Dec. 7, 2011, as amended at 81
FR 44481, July 7, 2016]

§401.718 Dissemination of data.

(a) General. Subject to the other re-
quirements in this subpart, the re-
quirements in paragraphs (b) and (c) of
this section and any other applicable
laws or contractual agreements, a
qualified entity may provide or sell
combined data or provide Medicare
data at no cost to authorized users de-
fined at §401.703(b), (¢), (m), and (n).

(b) Data—(1) De-identification. Except
as specified in paragraph (b)(2) of this
section, any data provided or sold by a
qualified entity to an authorized user
must be limited to beneficiary de-iden-
tified data. De-identification must be
determined based on the de-identifica-
tion standards for HIPAA covered enti-
ties found at 45 CFR 164.514(b).

(2) Ezxception. If such disclosure will
be consistent with all applicable laws,
data that individually identifies a ben-
eficiary may only be disclosed to a pro-
vider or supplier (as defined at
§401.703(b) and (c)) with whom the iden-
tifiable individuals in such data have a
current patient relationship as defined
at §401.703(r).

(¢c) Data use agreement between a quali-
fied entity and an authoriced user. A
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