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(3) Whether assets have been con-
cealed or improperly transferred by the 
debtor. 

(b) Basis for termination of collection 
action. Bases on which CMS may termi-
nate collection action on a claim in-
clude the following— 

(1) Inability to collect a substantial 
amount of the claim. CMS may termi-
nate collection action if it determines 
that it is unable to collect, or to en-
force collection, of a significant 
amount of the claim. In making this 
determination, CMS will consider fac-
tors such as— 

(i) Judicial remedies available; 

(ii) The debtor’s future financial 
prospects; and 

(iii) Exemptions available to the 
debtor under State or Federal law. 

(2) Inability to locate debtor. In cases 
involving missing debtors, CMS may 
terminate collection action if— 

(i) There is no security remaining to 
be liquidated; 

(ii) The applicable statute of limita-
tions has run; or 

(iii) The prospects of collecting by 
offset, whether or not an applicable 
statute of limitations has run, are con-
sidered by CMS to be too remote to jus-
tify retention of the claim. 

(3) Cost of collection exceeds recovery. 
CMS may terminate collection action 
if it determines that the cost of further 
collection action will exceed the 
amount recoverable. 

(4) Legal insufficiency. CMS may ter-
minate collection action if it deter-
mines that the claim is legally without 
merit. 

(5) Evidence unavailable. CMS may 
terminate collection action if— 

(i) Efforts to obtain voluntary pay-
ment are unsuccessful; and 

(ii) Evidence or witnesses necessary 
to prove the claim are unavailable. 

§ 401.623 Joint and several liability. 

(a) Collection action. CMS will liq-
uidate claims as quickly as possible. In 
cases of joint and several liability 
among two or more debtors, CMS will 
not allocate the burden of claims pay-
ment among the debtors. CMS will pro-
ceed with collection action against one 
debtor even if other liable debtors have 
not paid their proportionate shares. 

(b) Compromise. Compromise with one 
debtor does not release a claim against 
remaining debtors. Furthermore, CMS 
will not consider the amount of a com-
promise with one debtor to be a bind-
ing precedent concerning the amounts 
due from other debtors who are jointly 
and severally liable on the claim. 

§ 401.625 Effect of CMS claims collec-
tion decisions on appeals. 

Any action taken under this subpart 
regarding the compromise of a claim, 
or suspension or termination of collec-
tion action on a claim, is not an initial 
determination for purposes of CMS ap-
peal procedures. 

Subpart G—Availability of Medi-
care Data for Performance 
Measurement 

SOURCE: 76 FR 76567, Dec. 7, 2011, unless 
otherwise noted. 

§ 401.701 Purpose and scope. 

The regulations in this subpart im-
plement section 1874(e) of the Social 
Security Act as it applies to Medicare 
data made available to qualified enti-
ties for the evaluation of the perform-
ance of providers and suppliers. 

§ 401.703 Definitions. 

For purposes of this subpart: 
(a) Qualified entity means either a 

single public or private entity, or a 
lead entity and its contractors, that 
meets the following requirements: 

(1) Is qualified, as determined by the 
Secretary, to use claims data to evalu-
ate the performance of providers and 
suppliers on measures of quality, effi-
ciency, effectiveness, and resource use. 

(2) Agrees to meet the requirements 
described in this subpart at §§ 401.705 
through 401.721. 

(b) Provider of services (referred to as a 
provider) has the same meaning as the 
term ‘‘provider’’ in § 400.202 of this 
chapter. 

(c) Supplier has the same meaning as 
the term ‘‘supplier’’ at § 400.202 of this 
chapter. 

(d) Claim means an itemized billing 
statement from a provider or supplier 
that, except in the context of Part D 
prescription drug event data, requests 
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payment for a list of services and sup-
plies that were furnished to a Medicare 
beneficiary in the Medicare fee-for- 
service context, or to a participant in 
other insurance or entitlement pro-
gram contexts. In the Medicare pro-
gram, claims files are available for 
each institutional (inpatient, out-
patient, skilled nursing facility, hos-
pice, or home health agency) and non- 
institutional (physician and durable 
medical equipment providers and sup-
pliers) claim type as well as Medicare 
Part D Prescription Drug Event (PDE) 
data. 

(e) Standardized data extract is a sub-
set of Medicare claims data that the 
Secretary would make available to 
qualified entities under this subpart. 

(f) Beneficiary identifiable data is any 
data that contains the beneficiary’s 
name, Medicare Health Insurance 
Claim Number (HICN), or any other di-
rect identifying factors, including, but 
not limited to postal address or tele-
phone number. 

(g) Encrypted data is any data that 
does not contain the beneficiary’s 
name or any other direct identifying 
factors, but does include a unique CMS- 
assigned beneficiary identifier that al-
lows for the linking of claims without 
divulging any direct identifier of the 
beneficiary. 

(h) Claims data from other sources 
means provider- or supplier-identifi-
able claims data that an applicant or 
qualified entity has full data usage 
right to due to its own operations or 
disclosures from providers, suppliers, 
private payers, multi-payer databases, 
or other sources. 

(i) Clinical data is registry data, 
chart-abstracted data, laboratory re-
sults, electronic health record informa-
tion, or other information relating to 
the care or services furnished to pa-
tients that is not included in adminis-
trative claims data, but is available in 
electronic form. 

(j) Authorized user is a third party 
and its contractors (including, where 
applicable, business associates as that 
term is defined at 45 CFR 160.103) that 
need analyses or data covered by this 
section to carry out work on behalf of 
that third party (meaning not the 
qualified entity or the qualified enti-
ty’s contractors) to whom/which the 

qualified entity provides or sells data 
as permitted under this subpart. Au-
thorized user third parties are limited 
to the following entities: 

(1) A provider. 

(2) A supplier. 

(3) A medical society. 

(4) A hospital association. 

(5) An employer. 

(6) A health insurance issuer. 

(7) A healthcare provider and/or sup-
plier association. 

(8) A state entity. 

(9) A federal agency. 

(k) Employer has the same meaning as 
the term ‘‘employer’’ as defined in sec-
tion 3(5) of the Employee Retirement 
Insurance Security Act of 1974. 

(l) Health insurance issuer has the 
same meaning as the term ‘‘health in-
surance issuer’’ as defined in section 
2791 of the Public Health Service Act. 

(m) Medical society means a nonprofit 
organization or association that pro-
vides unified representation and advo-
cacy for physicians at the national or 
state level and whose membership is 
comprised of a majority of physicians. 

(n) Hospital association means a non-
profit organization or association that 
provides unified representation and ad-
vocacy for hospitals or health systems 
at a national, state, or local level and 
whose membership is comprised of a 
majority of hospitals and health sys-
tems. 

(o) Healthcare Provider and/or Supplier 
Association means a nonprofit organiza-
tion or association that provides uni-
fied representation and advocacy for 
providers and suppliers at the national 
or state level and whose membership is 
comprised of a majority of suppliers or 
providers. 

(p) State Entity means any office, de-
partment, division, bureau, board, com-
mission, agency, institution, or com-
mittee within the executive branch of a 
state government. 

(q) Combined data means, at a min-
imum, a set of CMS claims data pro-
vided under this subpart combined with 
claims data, or a subset of claims data 
from at least one of the other claims 
data sources described in § 401.707(d). 

(r) Patient means an individual who 
has visited the provider or supplier for 
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a face-to-face or telehealth appoint-
ment at least once in the past 24 
months. 

(s) Marketing means the same as the 
term ‘‘marketing’’ at 45 CFR 164.501 
without the exception to the bar for 
‘‘consent’’ based marketing. 

(t) Violation means a failure to com-
ply with a requirement of a CMS DUA 
(CMS data use agreement) or QE DUA 
(qualified entity data use agreement). 

(u) Required by law means the same 
as the phrase ‘‘required by law’’ at 45 
CFR 164.103. 

[76 FR 76567, Dec. 7, 2011, as amended at 81 
FR 44479, July 7, 2016] 

§ 401.705 Eligibility criteria for quali-
fied entities. 

(a) Eligibility criteria: To be eligible to 
apply to receive data as a qualified en-
tity under this subpart, an applicant 
generally must demonstrate expertise 
and sustained experience, defined as 3 
or more years, in the following three 
areas, as applicable and appropriate to 
the proposed use: 

(1) Organizational and governance 
criteria, including: 

(i) Expertise in the areas of measure-
ment that they propose to use in accu-
rately calculating quality, and effi-
ciency, effectiveness, or resource use 
measures from claims data, including 
the following: 

(A) Identifying an appropriate meth-
od to attribute a particular patient’s 
services to specific providers and sup-
pliers. 

(B) Ensuring the use of approaches to 
ensure statistical validity such as a 
minimum number of observations or 
minimum denominator for each meas-
ure. 

(C) Using methods for risk-adjust-
ment to account for variations in both 
case-mix and severity among providers 
and suppliers. 

(D) Identifying methods for handling 
outliers. 

(E) Correcting measurement errors 
and assessing measure reliability. 

(F) Identifying appropriate peer 
groups of providers and suppliers for 
meaningful comparisons. 

(ii) A plan for a business model that 
is projected to cover the costs of per-
forming the required functions, includ-
ing the fee for the data. 

(iii) Successfully combining claims 
data from different payers to calculate 
performance reports. 

(iv) Designing, and continuously im-
proving the format of performance re-
ports on providers and suppliers. 

(v) Preparing an understandable de-
scription of the measures used to 
evaluate the performance of providers 
and suppliers so that consumers, pro-
viders and suppliers, health plans, re-
searchers, and other stakeholders can 
assess performance reports. 

(vi) Implementing and maintaining a 
process for providers and suppliers 
identified in a report to review the re-
port prior to publication and providing 
a timely response to provider and sup-
plier inquiries regarding requests for 
data, error correction, and appeals. 

(vii) Establishing, maintaining, and 
monitoring a rigorous data privacy and 
security program, including disclosing 
to CMS any inappropriate disclosures 
of beneficiary identifiable information, 
violations of applicable federal and 
State privacy and security laws and 
regulations for the preceding 10-year 
period (or, if the applicant has not been 
in existence for 10 years, the length of 
time the applicant has been an organi-
zation), and any corrective actions 
taken to address the issues. 

(viii) Accurately preparing perform-
ance reports on providers and suppliers 
and making performance report infor-
mation available to the public in ag-
gregate form, that is, at the provider 
or supplier level. 

(2) Expertise in combining Medicare 
claims data with claims data from 
other sources, including demonstrating 
to the Secretary’s satisfaction that the 
claims data from other sources that it 
intends to combine with the Medicare 
data received under this subpart ad-
dress the methodological concerns re-
garding sample size and reliability that 
have been expressed by stakeholders 
regarding the calculation of perform-
ance measures from a single payer 
source. 

(3) Expertise in establishing, docu-
menting and implementing rigorous 
data privacy and security policies in-
cluding enforcement mechanisms. 

(b) Source of expertise and experience: 
An applicant may demonstrate exper-
tise and experience in any or all of the 
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areas described in paragraph (a) of this 
section through one of the following: 

(1) Activities it has conducted di-
rectly through its own staff. 

(2) Contracts with other entities if 
the applicant is the lead entity and in-
cludes documentation in its applica-
tion of the contractual arrangements 
that exist between it and any other en-
tity whose expertise and experience is 
relied upon in submitting the applica-
tion. 

§ 401.707 Operating and governance 
requirements for qualified entities. 

A qualified entity must meet the fol-
lowing operating and governance re-
quirements: 

(a) Submit to CMS a list of all meas-
ures it intends to calculate and report, 
the geographic areas it intends to 
serve, and the methods of creating and 
disseminating reports. This list must 
include the following information, as 
applicable and appropriate to the pro-
posed use: 

(1) Name of the measure, and whether 
it is a standard or alternative measure. 

(2) Name of the measure developer/ 
owner. 

(3) If it is an alternative measure, 
measure specifications, including nu-
merator and denominator. 

(4) The rationale for selecting each 
measure, including the relationship to 
existing measurement efforts and the 
relevancy to the population in the geo-
graphic area(s) the entity would serve, 
including the following: 

(i) A specific description of the geo-
graphic area or areas it intends to 
serve. 

(ii) A specific description of how each 
measure evaluates providers and sup-
pliers on quality, efficiency, effective-
ness, and/or resource use. 

(5) A description of the methodolo-
gies it intends to use in creating re-
ports with respect to all of the fol-
lowing topics: 

(i) Attribution of beneficiaries to 
providers and/or suppliers. 

(ii) Benchmarking performance data, 
including the following: 

(A) Methods for creating peer groups. 
(B) Justification of any minimum 

sample size determinations made. 
(C) Methods for handling statistical 

outliers. 

(iii) Risk adjustment, where appro-
priate. 

(iv) Payment standardization, where 
appropriate. 

(b) Submit to CMS a description of 
the process it would establish to allow 
providers and suppliers to view reports 
confidentially, request data, and ask 
for the correction of errors before the 
reports are made public. 

(c) Submit to CMS a prototype report 
and a description of its plans for mak-
ing the reports available to the public. 

(d) Submit to CMS information about 
the claims data it possesses from other 
sources, as defined at § 401.703(h), and 
documentation of adequate rights to 
use the other claims data for the pur-
poses of this subpart. 

(e) If requesting a 5 percent national 
sample to calculate benchmarks for 
the specific measures it is using, sub-
mit to CMS a justification for needing 
the file to calculate benchmarks. 

§ 401.709 The application process and 
requirements. 

(a) Application deadline. CMS accepts 
qualified entity applications on a roll-
ing basis after an application is made 
available on the CMS Web site. CMS 
reviews applications in the order in 
which they are received. 

(b) Selection criteria. To be approved 
as a qualified entity under this sub-
part, the applicant must meet one of 
the following: 

(1) Standard approval process: Meet 
the eligibility and operational and gov-
ernance requirements, fulfill all of the 
application requirements to CMS’ sat-
isfaction, and agree to pay a fee equal 
to the cost of CMS making the data 
available. The applicant and each of its 
contractors that are anticipated to 
have access to the Medicare data must 
also execute a Data Use Agreement 
with CMS, that among other things, re-
affirms the statutory ban on the use of 
Medicare data provided to the qualified 
entity by CMS under this subpart for 
purposes other than those referenced in 
this subpart. 

(2) Conditional approval process: Meet 
the eligibility and operational and gov-
ernance requirements, and fulfill all of 
the application requirements to CMS’ 
satisfaction, with the exception of pos-
session of sufficient claims data from 
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other sources. Meeting these require-
ments will result in a conditional ap-
proval as a qualified entity. Entities 
gaining a conditional approval as a 
qualified entity must meet the eligi-
bility requirements related to claims 
data from other sources the entity in-
tends to combine with the Medicare 
data, agree to pay a fee equal to the 
cost of CMS making the data available, 
and execute a Data Use Agreement 
with CMS, that among other things, re-
affirms the statutory ban on the use of 
Medicare data provided to the qualified 
entity by CMS under this subpart for 
purposes other than those referenced in 
this subpart before receiving any Medi-
care data. If the qualified entity is 
composed of lead entity with contrac-
tors, any contractors that are antici-
pated to have access to the Medicare 
data must also execute a Data Use 
Agreement with CMS. 

(c) Duration of approval. CMS permits 
an entity to participate as a qualified 
entity for a period of 3 years from the 
date of notification of the application 
approval by CMS. The qualified entity 
must abide by all CMS regulations and 
instructions. If the qualified entity 
wishes to continue performing the 
tasks after the 3-year approval period, 
the entity may re-apply for qualified 
entity status following the procedures 
in paragraph (f) of this section. 

(d) Reporting period. A qualified enti-
ty must produce reports on the per-
formance of providers and suppliers at 
least annually, beginning in the cal-
endar year after they are approved by 
CMS. 

(e) The distribution of data—(1) Initial 
data release. Once CMS fully approves a 
qualified entity under this subpart, the 
qualified entity must pay a fee equal to 
the cost of CMS making data available. 
After the qualified entity pays the fee, 
CMS will release the applicable 
encrypted claims data, as well as a file 
that crosswalks the encrypted bene-
ficiary ID to the beneficiary name and 
the Medicare HICN. The data will be 
the most recent data available, and 
will be limited to the geographic 
spread of the qualified entity’s other 
claims data, as determined by CMS. 

(2) Subsequent data releases. After the 
first quarter of participation, CMS will 
provide a qualified entity with the 

most recent additional quarter of cur-
rently available data, as well as a table 
that crosswalks the encrypted bene-
ficiary ID to the beneficiary’s name 
and the Medicare HICN. Qualified enti-
ties are required to pay CMS a fee 
equal to the cost of making data avail-
able before CMS will release the most 
recent quarter of additional data to the 
qualified entity. 

(f) Re-application. A qualified entity 
that is in good standing may re-apply 
for qualified entity status. A qualified 
entity is considered to be in good 
standing if it has had no violations of 
the requirements in this subpart or if 
the qualified entity is addressing any 
past deficiencies either on its own or 
through the implementation of a cor-
rective action plan. To re-apply a 
qualified entity must submit to CMS 
documentation of any changes to what 
was included in its previously-approved 
application. A re-applicant must sub-
mit this documentation at least 6 
months before the end of its 3-year ap-
proval period and will be able to con-
tinue to serve as a qualified entity 
until the re-application is either ap-
proved or denied by CMS. If the re-ap-
plication is denied, CMS will terminate 
its relationship with the qualified enti-
ty and the qualified entity will be sub-
ject to the requirements for return or 
destruction of data at § 401.721(b). 

§ 401.711 Updates to plans submitted 
as part of the application process. 

(a) If a qualified entity wishes to 
make changes to the following parts of 
its previously-approved application: 

(1) Its list of proposed measures—the 
qualified entity must send all the in-
formation referenced in § 401.707(a) for 
the new measures to CMS at least 30 
days before its intended confidential 
release to providers and suppliers. 

(2) Its proposed prototype report—the 
qualified entity must send the new pro-
totype report to CMS at least 30 days 
before its intended confidential release 
to providers and suppliers. 

(3) Its plans for sharing the reports 
with the public—the qualified entity 
must send the new plans to CMS at 
least 30 days before its intended con-
fidential release to providers and sup-
pliers. 



29 

Centers for Medicare & Medicaid Services, HHS § 401.713 

(b) CMS will notify the qualified en-
tity when the entity’s proposed 
changes are approved or denied for use, 
generally within 30 days of the quali-
fied entity submitting the changes to 
CMS. If a CMS decision on approval or 
disapproval for a change is not forth-
coming within 30 days and CMS does 
not request an additional 30 days for 
review, the change or modification 
shall be deemed to be approved. 

(c) If the amount of claims data from 
other sources available to a qualified 
entity decreases, the qualified entity 
must immediately inform CMS and 
submit documentation that the re-
maining claims data from other 
sources is sufficient to address the 
methodological concerns regarding 
sample size and reliability. Under no 
circumstances may a qualified entity 
use Medicare data to create a report, 
use a measure, or share a report after 
the amount of claims data from other 
sources available to a qualified entity 
decreases until CMS determines either 
that the remaining claims data is suffi-
cient or that the qualified entity has 
collected adequate additional data to 
address any deficiencies. 

(1) If the qualified entity cannot sub-
mit the documentation required in 
paragraph (c) of this section, or if CMS 
determines that the remaining claims 
data is not sufficient, CMS will afford 
the qualified entity up to 120 days to 
obtain additional claims to address any 
deficiencies. If the qualified entity does 
not have access to sufficient new data 
after that time, CMS will terminate its 
relationship with the qualified entity. 

(2) If CMS determines that the re-
maining claims data is sufficient, the 
qualified entity may continue issuing 
reports, using measures, and sharing 
reports. 

§ 401.713 Ensuring the privacy and se-
curity of data. 

(a) Data use agreement between CMS 
and a qualified entity. A qualified entity 
must comply with the data require-
ments in its data use agreement with 
CMS (hereinafter the CMS DUA). Con-
tractors (including, where applicable, 
business associates) of qualified enti-
ties that are anticipated to have access 
to the Medicare claims data or bene-
ficiary identifiable data in the context 

of this program are also required to 
execute and comply with the CMS 
DUA. The CMS DUA will require the 
qualified entity to maintain privacy 
and security protocols throughout the 
duration of the agreement with CMS, 
and will ban the use or disclosure of 
Medicare data or any derivative data 
for purposes other than those set out in 
this subpart. The CMS DUA will also 
prohibit the use of unsecured tele-
communications to transmit such data, 
and will specify the circumstances 
under which such data must be stored 
and may be transmitted. 

(b) A qualified entity must inform 
each beneficiary whose beneficiary 
identifiable data has been (or is reason-
ably believed to have been) inappropri-
ately accessed, acquired, or disclosed 
in accordance with the DUA. 

(c) Contractor(s) must report to the 
qualified entity whenever there is an 
incident where beneficiary identifiable 
data has been (or is reasonably believed 
to have been) inappropriately accessed, 
acquired, or disclosed. 

(d) Data use agreement between a quali-
fied entity and an authorized user. In ad-
dition to meeting the other require-
ments of this subpart, and as a pre-con-
dition of selling or disclosing any com-
bined data or any Medicare claims data 
(or any beneficiary-identifiable deriva-
tive data of either kind) and as a pre- 
condition of selling or disclosing non- 
public analyses that include individ-
ually identifiable beneficiary data, the 
qualified entity must enter a DUA 
(hereinafter the QE DUA) with the au-
thorized user. Among other things laid 
out in this subpart, such QE DUA must 
contractually bind the authorized user 
(including any contractors or business 
associates described in the definition of 
authorized user) to the following: 

(1)(i) The authorized user may be per-
mitted to use such data and non-public 
analyses in a manner that a HIPAA 
Covered Entity could do under the fol-
lowing provisions: 

(A) Activities falling under para-
graph (1) of the definition of ‘‘health 
care operations’’ under 45 CFR 164.501: 
Quality improvement activities, in-
cluding care coordination activities 
and efforts to track and manage med-
ical costs; patient-safety activities; 
population-based activities such as 
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those aimed at improving patient safe-
ty, quality of care, or population 
health, including the development of 
new models of care, the development of 
means to expand coverage and improve 
access to healthcare, the development 
of means of reducing healthcare dis-
parities, and the development or im-
provement of methods of payment or 
coverage policies. 

(B) Activities falling under paragraph 
(2) of the definition of ‘‘health care op-
erations’’ under 45 CFR 164.501: Review-
ing the competence or qualifications of 
health care professionals, evaluating 
practitioner and provider performance, 
health plan performance, conducting 
training programs in which students, 
trainees, or practitioners in areas of 
health care learn under supervision to 
practice or improve their skills as 
health care providers, training of non- 
health care professionals, accredita-
tion, certification, licensing, or 
credentialing activities. 

(C) Activities that qualify as ‘‘fraud 
and abuse detection or compliance ac-
tivities’’ under 45 CFR 164.506(c)(4)(ii). 

(D) Activities that qualify as ‘‘treat-
ment’’ under 45 CFR 164.501. 

(ii) All other uses and disclosures of 
such data and/or such non-public anal-
yses must be forbidden except to the 
extent a disclosure qualifies as a ‘‘re-
quired by law’’ disclosure as defined at 
45 CFR 164.103. 

(2) The authorized user is prohibited 
from using or disclosing the data or 
non-public analyses for marketing pur-
poses as defined at § 401.703(s). 

(3) The authorized user is required to 
ensure adequate privacy and security 
protection for such data and non-public 
analyses. At a minimum, regardless of 
whether the authorized user is a 
HIPAA covered entity, such protec-
tions of beneficiary identifiable data 
must be at least as protective as what 
is required of covered entities and their 
business associates regarding protected 
health information (PHI) under the 
HIPAA Privacy and Security Rules. In 
all cases, these requirements must be 
imposed for the life of such beneficiary 
identifiable data or non-public anal-
yses and/or any derivative data, that is 
until all copies of such data or non- 
public analyses are returned or de-
stroyed. Such duties must be written 

in such a manner as to survive termi-
nation of the QE DUA, whether for 
cause or not. 

(4) Except as provided for in para-
graph (d)(5) of this section, the author-
ized user must be prohibited from re- 
disclosing or making public any such 
data or non-public analyses. 

(5)(i) At the qualified entity’s discre-
tion, it may permit an authorized user 
that is a provider as defined in 
§ 401.703(b) or a supplier as defined in 
§ 401.703(c), to re-disclose such data and 
non-public analyses as a covered entity 
will be permitted to disclose PHI under 
45 CFR 164.506(c)(4)(i), under 45 CFR 
164.506(c)(2), or under 45 CFR 
164.502(e)(1). 

(ii) All other uses and disclosures of 
such data and/or such non-public anal-
yses is forbidden except to the extent a 
disclosure qualifies as a ‘‘required by 
law’’ disclosure. 

(6) Authorized users who/that receive 
the beneficiary de-identified combined 
data or Medicare data as contemplated 
under § 401.718 are contractually pro-
hibited from linking the beneficiary 
de-identified data to any other identifi-
able source of information, and must 
be contractually barred from attempt-
ing any other means of re-identifying 
any individual whose data is included 
in such data. 

(7) The QE DUA must bind authorized 
user(s) to notifying the qualified entity 
of any violations of the QE DUA, and it 
must require the full cooperation of 
the authorized user in the qualified en-
tity’s efforts to mitigate any harm 
that may result from such violations, 
or to comply with the breach provi-
sions governing qualified entities 
under this subpart. 

[76 FR 76567, Dec. 7, 2011, as amended at 81 
FR 44479, July 7, 2016] 

§ 401.715 Selection and use of perform-
ance measures. 

(a) Standard measures. A standard 
measure is a measure that can be cal-
culated in full or in part from claims 
data from other sources and the stand-
ardized extracts of Medicare Parts A 
and B claims, and Part D prescription 
drug event data and meets the fol-
lowing requirements: 

(1) Meets one of the following cri-
teria: 
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(i) Is endorsed by the entity with a 
contract under section 1890(a) of the 
Social Security Act. 

(ii) Is time-limited endorsed by the 
entity with a contract under section 
1890(a) of the Social Security Act until 
such time as the full endorsement sta-
tus is determined. 

(iii) Is developed under section 931 of 
the Public Health Service Act. 

(iv) Can be calculated from standard-
ized extracts of Medicare Parts A or B 
claims or Part D prescription drug 
event data, was adopted through no-
tice-and-comment rulemaking, and is 
currently being used in CMS programs 
that include quality measurement. 

(v) Is endorsed by a CMS-approved 
consensus-based entity. CMS will ap-
prove organizations as consensus-based 
entities based on review of documenta-
tion of the consensus-based entity’s 
measure approval process. To receive 
approval as a consensus-based entity, 
an organization must submit informa-
tion to CMS documenting its processes 
for stakeholder consultation and meas-
ures approval; an organization will 
only receive approval as a consensus- 
based entity if all measure specifica-
tions are publically available. An orga-
nization will retain CMS acceptance as 
a consensus-based entity for 3 years 
after the approval date, at which time 
CMS will review new documentation of 
the consensus-based entity’s measure 
approval process for a new 3-year ap-
proval. 

(2) Is used in a manner that follows 
the measure specifications as written 
(or as adopted through notice-and-com-
ment rulemaking), including all nu-
merator and denominator inclusions 
and exclusions, measured time periods, 
and specified data sources. 

(b) Alternative measure. (1) An alter-
native measure is a measure that is not 
a standard measure, but that can be 
calculated in full, or in part, from 
claims data from other sources and the 
standardized extracts of Medicare 
Parts A and B claims, and Part D pre-
scription drug event data, and that 
meets one of the following criteria: 

(i) Rulemaking process: Has been found 
by the Secretary, through a notice-and 
comment-rulemaking process, to be 
more valid, reliable, responsive to con-
sumer preferences, cost-effective, or 

relevant to dimensions of quality and 
resource use not addressed by standard 
measures, and is used by a qualified en-
tity in a manner that follows the meas-
ure specifications as adopted through 
notice-and-comment rulemaking, in-
cluding all numerator and denominator 
inclusions and exclusions, measured 
time periods, and specified data 
sources. 

(ii) Stakeholder consultation approval 
process: Has been found by the Sec-
retary, using documentation submitted 
by a qualified entity that outlines its 
consultation and agreement with 
stakeholders in its community, to be 
more valid, responsive to consumer 
preferences, cost-effective, or relevant 
to dimensions of quality and resource 
use not addressed by standard meas-
ures, and is used by a qualified entity 
in a manner that follows the measure 
specifications as submitted, including 
all numerator and denominator inclu-
sions and exclusions, measured time 
periods, and specified data sources. If a 
CMS decision on approval or dis-
approval of alternative measures sub-
mitted using the stakeholder consulta-
tion approval process is not forth-
coming within 60 days of submission of 
the measure by the qualified entity, 
the measure will be deemed approved. 
However, CMS retains the right to dis-
approve a measure if, even after 60 
days, we find it to not be ‘‘more valid, 
reliable, responsive to consumer pref-
erences, cost-effective, or relevant to 
dimensions of quality and resource’’ 
than a standard measure. 

(2) An alternative measure approved 
under the process at paragraph (b)(1)(i) 
of this section may be used by any 
qualified entity. An alternative meas-
ure approved under the process at para-
graph (b)(1)(ii) of this section may only 
be used by the qualified entity that 
submitted the measure for consider-
ation by the Secretary. A qualified en-
tity may use an alternative measure up 
until the point that an equivalent 
standard measure for the particular 
clinical area or condition becomes 
available at which point the qualified 
entity must switch to the standard 
measure within 6 months or submit ad-
ditional scientific justification and re-
ceive approval, via either paragraphs 
(b)(1)(i) or (b)(1)(ii) of this section, from 
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the Secretary to continue using the al-
ternative measure. 

(3) To submit an alternative measure 
for consideration under the notice-and- 
comment-rulemaking process, for use 
in the calendar year following the sub-
mission, an entity must submit the fol-
lowing information by May 31st: 

(i) The name of the alternative meas-
ure. 

(ii) The name of the developer or 
owner of the alternative measure. 

(iii) Detailed specifications for the 
alternative measure. 

(iv) Evidence that use of the alter-
native measure would be more valid, 
reliable, responsive to consumer pref-
erences, cost-effective, or relevant to 
dimensions of quality and resource use 
not addressed by standard measures. 

(4) To submit an alternative measure 
for consideration under the documenta-
tion of stakeholder consultation ap-
proval process described in paragraph 
(b)(1)(ii) of this section, for use once 
the measure is approved by the Sec-
retary, an entity must submit the fol-
lowing information to CMS: 

(i) The name of the alternative meas-
ure. 

(ii) The name of the developer or 
owner of the alternative measure. 

(iii) Detailed specifications for the 
alternative measure. 

(iv) A description of the process by 
which the qualified entity notified 
stakeholders in the geographic region 
it serves of its intent to seek approval 
of an alternative measure. Stake-
holders must include a valid cross rep-
resentation of providers, suppliers, 
payers, employers, and consumers. 

(v) A list of stakeholders from whom 
feedback was solicited, including the 
stakeholders’ names and roles in the 
community. 

(vi) A description of the discussion 
about the proposed alternative meas-
ure, including a summary of all perti-
nent arguments supporting and oppos-
ing the measure. 

(vii) Unless CMS has already ap-
proved the same measure for use by an-
other qualified entity, no new sci-
entific evidence on the measure is 
available, and the subsequent qualified 
entity wishes to rely upon the sci-
entific evidence submitted by the pre-
viously approved applicant, an expla-

nation backed by scientific evidence 
that demonstrates why the measure is 
more valid, reliable, responsive to con-
sumer preferences, cost-effective, or 
relevant to dimensions of quality and 
resource use not addressed by a stand-
ard measure. 

§ 401.716 Non-public analyses. 

(a) General. So long as it meets the 
other requirements of this subpart, and 
subject to the limits in paragraphs (b) 
and (c) of this section, the qualified en-
tity may use the combined data to cre-
ate non-public analyses in addition to 
performance measures and provide or 
sell these non-public analyses to au-
thorized users (including any contrac-
tors or business associates described in 
the definition of authorized user). 

(b) Limitations on a qualified entity. In 
addition to meeting the other require-
ments of this subpart, a qualified enti-
ty must comply with the following lim-
itations as a pre-condition of dissemi-
nation or selling non-public analyses to 
an authorized user: 

(1) A qualified entity may only pro-
vide or sell a non-public analysis to a 
health insurance issuer as defined in 
§ 401.703(l), after the health insurance 
issuer or a business associate of that 
health insurance issuer has provided 
the qualified entity with claims data 
that represents a majority of the 
health insurance issuer’s covered lives, 
using one of the four methods of calcu-
lating covered lives established at 26 
CFR 46.4375–1(c)(2), for the time period 
and geographic region covered by the 
issuer-requested non-public analyses. A 
qualified entity may not provide or sell 
a non-public analysis to a health insur-
ance issuer if the issuer does not have 
any covered lives in the geographic re-
gion covered by the issuer-requested 
non-public analysis. 

(2) Analyses that contain informa-
tion that individually identifies one or 
more beneficiaries may only be dis-
closed to a provider or supplier (as de-
fined at § 401.703(b) and (c)) when both 
of the following conditions are met: 

(i) The analyses only contain identi-
fiable information on beneficiaries 
with whom the provider or supplier 
have a patient relationship as defined 
at § 401.703(r). 
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(ii) A QE DUA as defined at 
§ 401.713(d) is executed between the 
qualified entity and the provider or 
supplier prior to making any individ-
ually identifiable beneficiary informa-
tion available to the provider or sup-
plier. 

(3) Except as specified under para-
graph (b)(2) of this section, all analyses 
must be limited to beneficiary de-iden-
tified data. Regardless of the HIPAA 
covered entity or business associate 
status of the qualified entity and/or the 
authorized user, de-identification must 
be determined based on the standards 
for HIPAA covered entities found at 45 
CFR 164.514(b). 

(4) Analyses that contain informa-
tion that individually identifies a pro-
vider or supplier (regardless of the 
level of the provider or supplier, that 
is, individual clinician, group of clini-
cians, or integrated delivery system) 
may not be disclosed unless one of the 
following three conditions apply: 

(i) The analysis only individually 
identifies the provider or supplier that 
is being supplied the analysis. 

(ii) Every provider or supplier indi-
vidually identified in the analysis has 
been afforded the opportunity to appeal 
or correct errors using the process at 
§ 401.717(f). 

(iii) Every provider or supplier indi-
vidually identified in the analysis has 
notified the qualified entity, in writ-
ing, that analyses can be disclosed to 
the authorized user without first going 
through the appeal and error correc-
tion process at § 401.717(f). 

(c) Non-public analyses agreement be-
tween a qualified entity and an author-
ized user for beneficiary de-identified 
non-public analyses disclosures. In addi-
tion to the other requirements of this 
subpart, a qualified entity must enter a 
contractually binding non-public anal-
yses agreement with the authorized 
user (including any contractors or 
business associates described in the 
definition of authorized user) as a pre- 
condition to providing or selling de- 
identified analyses. Such non-public 
analyses agreement must contain the 
following provisions: 

(1) The authorized user may not use 
the analyses or derivative data for the 
following purposes: 

(i) Marketing, as defined at 
§ 401.703(s). 

(ii) Harming or seeking to harm pa-
tients or other individuals both within 
and outside the healthcare system re-
gardless of whether their data are in-
cluded in the analyses. 

(iii) Effectuating or seeking opportu-
nities to effectuate fraud and/or abuse 
in the healthcare system. 

(2) If the authorized user is an em-
ployer as defined in § 401.703(k), the au-
thorized user may only use the anal-
yses or derivative data for purposes of 
providing health insurance to employ-
ees, retirees, or dependents of employ-
ees or retirees of that employer. 

(3)(i) At the qualified entity’s discre-
tion, it may permit an authorized user 
that is a provider as defined in 
§ 401.703(b) or a supplier as defined in 
§ 401.703(c), to re-disclose the de-identi-
fied analyses or derivative data, as a 
covered entity will be permitted under 
45 CFR 164.506(c)(4)(i), or under 45 CFR 
164.502(e)(1). 

(ii) All other uses and disclosures of 
such data and/or such non-public anal-
yses is forbidden except to the extent a 
disclosure qualifies as a ‘‘required by 
law’’ disclosure. 

(4) If the authorized user is not a pro-
vider or supplier, the authorized user 
may not re-disclose or make public any 
non-public analyses or derivative data 
except as required by law. 

(5) The authorized user may not link 
the de-identified analyses to any other 
identifiable source of information and 
may not in any other way attempt to 
identify any individual whose de-iden-
tified data is included in the analyses. 

(6) The authorized user must notify 
the qualified entity of any DUA viola-
tions, and it must fully cooperate with 
the qualified entity’s efforts to miti-
gate any harm that may result from 
such violations. 

[81 FR 44480, July 7, 2016] 

§ 401.717 Provider and supplier re-
quests for error correction. 

(a) A qualified entity must confiden-
tially share measures, measurement 
methodologies, and measure results 
with providers and suppliers at least 60 
calendar days before making reports 
public. The 60 calendar days begin on 
the date on which qualified entities 
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send the confidential reports to pro-
viders and suppliers. A qualified entity 
must inform providers and suppliers of 
the date the reports will be made pub-
lic at least 60 calendar days before 
making the reports public. 

(b) Before making the reports public, 
a qualified entity must allow providers 
and suppliers the opportunity to make 
a request for the data, or to make a re-
quest for error correction, within 60 
calendar days after sending the con-
fidential reports to providers or sup-
pliers. 

(c) During the 60 calendar days be-
tween sending a confidential report on 
measure results and releasing the re-
port to the public, the qualified entity 
must, at the request of a provider or 
supplier and with appropriate privacy 
and security protections, release the 
Medicare claims data and beneficiary 
names to the provider or supplier. 
Qualified entities may only provide the 
Medicare claims and/or beneficiary 
names relevant to the particular meas-
ure or measure result the provider or 
supplier is appealing. 

(d) A qualified entity must inform 
providers and suppliers that reports 
will be made public, including informa-
tion related to the status of any data 
or error correction requests, after the 
date specified to the provider or sup-
plier when the report is sent for review 
and, if necessary, error correction re-
quests (at least 60 calendar days after 
the report was originally sent to the 
providers and suppliers), regardless of 
the status of any requests for error cor-
rection. 

(e) If a provider or supplier has a data 
or error correction request outstanding 
at the time the reports become public, 
the qualified entity must, if feasible, 
post publicly the name of the appealing 
provider or supplier and the category 
of the appeal request. 

(f) A qualified entity must comply 
with the following requirements before 
disclosing non-public analyses, as de-
fined at § 401.716, which contain infor-
mation that individually identifies a 
provider or supplier: 

(1) A qualified entity must confiden-
tially notify a provider or supplier that 
non-public analyses that individually 
identify the provider or supplier are 
going to be released to an authorized 

user at least 65 calendar days before 
disclosing the analyses. This confiden-
tial notification must include a short 
summary of the analyses (including the 
measures calculated), the process for 
the provider or supplier to request the 
analyses, the authorized users receiv-
ing the analyses, and the date on which 
the qualified entity will release the 
analyses to the authorized user. 

(2) A qualified entity must allow pro-
viders and suppliers the opportunity to 
opt-in to the review and correction 
process as defined in paragraphs (a) 
through (e) of this section, anytime 
during the 65 calendar days. If a pro-
vider or supplier chooses to opt-in to 
the review and correction process more 
than 5 days into the notification pe-
riod, the time for the review and cor-
rection process is shortened from 60 
days to the number of days between 
the provider or supplier opt-in date and 
the release date specified in the con-
fidential notification. 

[76 FR 76567, Dec. 7, 2011, as amended at 81 
FR 44481, July 7, 2016] 

§ 401.718 Dissemination of data. 

(a) General. Subject to the other re-
quirements in this subpart, the re-
quirements in paragraphs (b) and (c) of 
this section and any other applicable 
laws or contractual agreements, a 
qualified entity may provide or sell 
combined data or provide Medicare 
data at no cost to authorized users de-
fined at § 401.703(b), (c), (m), and (n). 

(b) Data—(1) De-identification. Except 
as specified in paragraph (b)(2) of this 
section, any data provided or sold by a 
qualified entity to an authorized user 
must be limited to beneficiary de-iden-
tified data. De-identification must be 
determined based on the de-identifica-
tion standards for HIPAA covered enti-
ties found at 45 CFR 164.514(b). 

(2) Exception. If such disclosure will 
be consistent with all applicable laws, 
data that individually identifies a ben-
eficiary may only be disclosed to a pro-
vider or supplier (as defined at 
§ 401.703(b) and (c)) with whom the iden-
tifiable individuals in such data have a 
current patient relationship as defined 
at § 401.703(r). 

(c) Data use agreement between a quali-
fied entity and an authorized user. A 
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qualified entity must contractually re-
quire an authorized user to comply 
with the requirements in § 401.713(d) 
prior to providing or selling data to an 
authorized user under § 401.718. 

[81 FR 44481, July 7, 2016] 

§ 401.719 Monitoring and sanctioning 
of qualified entities. 

(a) CMS will monitor and assess the 
performance of qualified entities and 
their contractors using the following 
methods: 

(1) Audits. 

(2) Submission of documentation of 
data sources and quantities of data 
upon the request of CMS and/or site 
visits. 

(3) Analysis of specific data reported 
to CMS by qualified entities through 
annual reports (as described in para-
graph (b) of this section) and reports on 
inappropriate disclosures or uses of 
beneficiary identifiable data (as de-
scribed in paragraph (c) of this sec-
tion). 

(4) Analysis of complaints from bene-
ficiaries and/or providers or suppliers. 

(b) A qualified entity must provide 
annual reports to CMS containing in-
formation related to the following: 

(1) General program adherence, in-
cluding the following information: 

(i) The number of Medicare and pri-
vate claims combined. 

(ii) The percent of the overall market 
share the number of claims represent 
in the qualified entity’s geographic 
area. 

(iii) The number of measures cal-
culated. 

(iv) The number of providers and sup-
pliers profiled by type of provider and 
supplier. 

(v) A measure of public use of the re-
ports. 

(2) The provider and supplier data 
sharing, error correction, and appeals 
process, including the following infor-
mation: 

(i) The number of providers and sup-
pliers requesting claims data. 

(ii) The number of requests for claims 
data fulfilled. 

(iii) The number of error corrections. 

(iv) The type(s) of problem(s) leading 
to the request for error correction. 

(v) The amount of time to acknowl-
edge the request for data or error cor-
rection. 

(vi) The amount of time to respond to 
the request for error correction. 

(vii) The number of requests for error 
correction resolved. 

(3) Non-public analyses provided or 
sold to authorized users under this sub-
part, including the following informa-
tion: 

(i) A summary of the analyses pro-
vided or sold, including— 

(A) The number of analyses. 

(B) The number of purchasers of such 
analyses. 

(C) The types of authorized users 
that purchased analyses. 

(D) The total amount of fees received 
for such analyses. 

(E) QE DUA or non-public analyses 
agreement violations. 

(ii) A description of the topics and 
purposes of such analyses. 

(iii) The number of analyses disclosed 
with unresolved requests for error cor-
rection. 

(4) Data provided or sold to author-
ized users under this subpart, including 
the following information: 

(i) The entities who received data. 

(ii) The basis under which each enti-
ty received such data. 

(iii) The total amount of fees re-
ceived for providing, selling, or sharing 
the data. 

(iv) QE DUA violations. 

(c) A qualified entity must inform 
CMS of inappropriate disclosures or 
uses of beneficiary identifiable data 
under the DUA. 

(d) CMS may take the following ac-
tions against a qualified entity if CMS 
determines that the qualified entity 
violated any of the requirements of 
this subpart, regardless of how CMS 
learns of a violation: 

(1) Provide a warning notice to the 
qualified entity of the specific concern, 
which indicates that future defi-
ciencies could lead to termination. 

(2) Request a corrective action plan 
(CAP) from the qualified entity. 

(3) Place the qualified entity on a 
special monitoring plan. 

(4) Terminate the qualified entity. 

(5) In the case of a violation, as de-
fined at § 401.703(t), of the CMS DUA or 
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the QE DUA, CMS will impose an as-
sessment on a qualified entity in ac-
cordance with the following: 

(i) Amount of assessment. CMS will 
calculate the amount of the assessment 
of up to $100 per individual entitled to, 
or enrolled for, benefits under part A of 
title XVIII of the Social Security Act 
or enrolled for benefits under Part B of 
such title whose data was implicated in 
the violation based on the following: 

(A) Basic factors. In determining the 
amount per impacted individual, CMS 
takes into account the following: 

(1) The nature and the extent of the 
violation. 

(2) The nature and the extent of the 
harm or potential harm resulting from 
the violation. 

(3) The degree of culpability and the 
history of prior violations. 

(B) Criteria to be considered. In estab-
lishing the basic factors, CMS con-
siders the following circumstances: 

(1) Aggravating circumstances. Aggra-
vating circumstances include the fol-
lowing: 

(i) There were several types of viola-
tions occurring over a lengthy period 
of time. 

(ii) There were many of these viola-
tions or the nature and circumstances 
indicate a pattern of violations. 

(iii) The nature of the violation had 
the potential or actually resulted in 
harm to beneficiaries. 

(2) Mitigating circumstances. Miti-
gating circumstances include the fol-
lowing: 

(i) All of the violations subject to the 
imposition of an assessment were few 
in number, of the same type, and oc-
curring within a short period of time. 

(ii) The violation was the result of an 
unintentional and unrecognized error 
and the qualified entity took correc-
tive steps immediately after discov-
ering the error. 

(C) Effects of aggravating or mitigating 
circumstances. In determining the 
amount of the assessment to be im-
posed under paragraph (d)(5)(i)(A) of 
this section: 

(1) If there are substantial or several 
mitigating circumstance, the aggre-
gate amount of the assessment is set at 
an amount sufficiently below the max-
imum permitted by paragraph 

(d)(5)(i)(A) of this section to reflect the 
mitigating circumstances. 

(2) If there are substantial or several 
aggravating circumstances, the aggre-
gate amount of the assessment is set at 
an amount at or sufficiently close to 
the maximum permitted by paragraph 
(d)(5)(i)(A) of this section to reflect the 
aggravating circumstances. 

(D) The standards set for the quali-
fied entity in this paragraph are bind-
ing, except to the extent that— 

(1) The amount imposed is not less 
than the approximate amount required 
to fully compensate the United States, 
or any State, for its damages and costs, 
tangible and intangible, including but 
not limited to the costs attributable to 
the investigation, prosecution, and ad-
ministrative review of the case. 

(2) Nothing in this section limits the 
authority of CMS to settle any issue or 
case as provided by part 1005 of this 
title or to compromise any assessment 
as provided by paragraph (d)(5)(ii)(E) of 
this section. 

(ii) Notice of determination. CMS must 
propose an assessment in accordance 
with this paragraph (d)(5), by notifying 
the qualified entity by certified mail, 
return receipt requested. Such notice 
must include the following informa-
tion: 

(A) The assessment amount. 

(B) The statutory and regulatory 
bases for the assessment. 

(C) A description of the violations 
upon which the assessment was pro-
posed. 

(D) Any mitigating or aggravating 
circumstances that CMS considered 
when it calculated the amount of the 
proposed assessment. 

(E) Information concerning response 
to the notice, including: 

(1) A specific statement of the re-
spondent’s right to a hearing in accord-
ance with procedures established at 
Section 1128A of the Act and imple-
mented in 42 CFR part 1005. 

(2) A statement that failure to re-
spond within 60 days renders the pro-
posed determination final and permits 
the imposition of the proposed assess-
ment. 

(3) A statement that the debt may be 
collected through an administrative 
offset. 
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(4) In the case of a respondent that 
has an agreement under section 1866 of 
the Act, notice that imposition of an 
exclusion may result in termination of 
the provider’s agreement in accordance 
with section 1866(b)(2)(C) of the Act. 

(F) The means by which the qualified 
entity may pay the amount if they do 
not intend to request a hearing. 

(iii) Failure to request a hearing. If the 
qualified entity does not request a 
hearing within 60 days of receipt of the 
notice of proposed determination, any 
assessment becomes final and CMS 
may impose the proposed assessment. 

(A) CMS notifies the qualified entity, 
by certified mail with return receipt 
requested, of any assessment that has 
been imposed and of the means by 
which the qualified entity may satisfy 
the judgment. 

(B) The qualified entity has no right 
to appeal an assessment for which the 
qualified entity has not requested a 
hearing. 

(iv) When an assessment is collectible. 
An assessment becomes collectible 
after the earliest of the following: 

(A) Sixty (60) days after the qualified 
entity receives CMS’s notice of pro-
posed determination under paragraph 
(d)(5)(ii) of this section, if the qualified 
entity has not requested a hearing. 

(B) Immediately after the qualified 
entity abandons or waives its appeal 
right at any administrative level. 

(C) Thirty (30) days after the quali-
fied entity receives the ALJ’s decision 
imposing an assessment under 
§ 1005.20(d) of this title, if the qualified 
entity has not requested a review be-
fore the DAB. 

(D) Sixty (60) days after the qualified 
entity receives the DAB’s decision im-
posing an assessment if the qualified 
entity has not requested a stay of the 
decision under § 1005.22(b) of this title. 

(v) Collection of an assessment. Once a 
determination by HHS has become 
final, CMS is responsible for the collec-
tion of any assessment. 

(A) The General Counsel may com-
promise an assessment imposed under 
this part, after consulting with CMS or 
OIG, and the Federal government may 
recover the assessment in a civil action 
brought in the United States district 
court for the district where the claim 

was presented or where the qualified 
entity resides. 

(B) The United States or a state 
agency may deduct the amount of an 
assessment when finally determined, or 
the amount agreed upon in com-
promise, from any sum then or later 
owing the qualified entity. 

(C) Matters that were raised or that 
could have been raised in a hearing be-
fore an ALJ or in an appeal under sec-
tion 1128A(e) of the Act may not be 
raised as a defense in a civil action by 
the United States to collect an assess-
ment. 

[76 FR 76567, Dec. 7, 2011, as amended at 81 
FR 44481, July 7, 2016] 

§ 401.721 Terminating an agreement 
with a qualified entity. 

(a) Grounds for terminating a qualified 
entity agreement. CMS may terminate 
an agreement with a qualified entity if 
CMS determines the qualified entity or 
its contractor meets any of the fol-
lowing: 

(1) Engages in one or more serious 
violations of the requirements of this 
subpart. 

(2) Fails to completely and accu-
rately report information to CMS or 
fails to make appropriate corrections 
in response to confidential reviews by 
providers and suppliers in a timely 
manner. 

(3) Fails to submit an approvable cor-
rective action plan (CAP) as prescribed 
by CMS, fails to implement an ap-
proved CAP, or fails to demonstrate 
improved performance after the imple-
mentation of a CAP. 

(4) Improperly uses or discloses 
claims information received from CMS 
in violation of the requirements in this 
subpart. 

(5) Based on its re-application, no 
longer meets the requirements in this 
subpart. 

(6) Fails to maintain adequate data 
from other sources in accordance with 
§ 401.711(c). 

(7) Fails to ensure authorized users 
comply with their QE DUAs or analysis 
use agreements. 

(b) Return or destruction of CMS data 
upon voluntary or involuntary termi-
nation from the qualified entity program: 

(1) If CMS terminates a qualified en-
tity’s agreement, the qualified entity 
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and its contractors must immediately 
upon receipt of notification of the ter-
mination commence returning or de-
stroying any and all CMS data (and 
any derivative files). In no instance can 
this process exceed 30 days. 

(2) If a qualified entity voluntarily 
terminates participation under this 
subpart, it and its contractors must re-
turn to CMS, or destroy, any and all 
CMS data in its possession within 30 
days of notifying CMS of its intent to 
end its participation. 

[76 FR 76567, Dec. 7, 2011, as amended at 81 
FR 44482, July 7, 2016] 

§ 401.722 Qualified clinical data reg-
istries. 

(a) A qualified clinical data registry 
that agrees to meet all the require-
ments in this subpart, with the excep-
tion of § 401.707(d), may request access 
to Medicare data as a quasi qualified 
entity in accordance with such quali-
fied entity program requirements. 

(b) Notwithstanding § 401.703(q) (gen-
erally defining combined data), for pur-
poses of qualified clinical data reg-
istries acting as quasi qualified enti-
ties under the qualified entity program 
requirements, combined data means, at 
a minimum, a set of CMS claims data 
provided under this subpart combined 
with clinical data or a subset of clin-
ical data. 

[81 FR 44482, July 7, 2016] 
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AUTHORITY: Secs. 1102 and 1871 of the Social 
Security Act (42 U.S.C. 1302 and 1395hh). 

SOURCE: 63 FR 68690, Dec. 14, 1998, unless 
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Subpart A—General Provisions 

§ 402.1 Basis and scope. 

(a) Basis. This part is based on the 
sections of the Act that are specified in 
paragraph (c) of this section. 

(b) Scope. This part— 
(1) Provides for the imposition of 

civil money penalties, assessments, and 
exclusions against persons that violate 
the provisions of the Act specified in 
paragraph (c), (d), or (e) of this section; 
and 

(2) Sets forth the appeal rights of per-
sons subject to penalties, assessments, 
or exclusion and the procedures for re-
instatement following exclusion. 

(c) Civil money penalties. CMS or OIG 
may impose civil money penalties 
against any person or other entity 
specified in paragraphs (c)(1) through 
(c)(34) of this section under the identi-
fied section of the Act. (The authori-
ties that also permit imposition of an 
assessment or exclusion are noted in 
the applicable paragraphs.) 
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