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(a) Act means the Fair Credit Report-
ing Act (156 U.S.C. 1681 et seq.).

(b) Affiliate means any company that
is related by common ownership or
common corporate control with an-
other company.

(c) [Reserved]

(d) Company means any corporation,
limited liability company, business
trust, general or limited partnership,
association, or similar organization.

(e) Consumer means an individual.

(f)-(h) [Reserved]

(1) Common ownership or common cor-
porate control means a relationship be-
tween two companies under which:

(1) One company has, with respect to
the other company:

(i) Ownership, control, or power to
vote 25 percent or more of the out-
standing shares of any class of voting
security of a company, directly or indi-
rectly, or acting through one or more
other persons;

(ii) Control in any manner over the
election of a majority of the directors,
trustees, or general partners (or indi-
viduals exercising similar functions) of
a company; or

(iii) The power to exercise, directly
or indirectly, a controlling influence
over the management or policies of a
company, as the FDIC determines; or

(2) Any other person has, with re-
spect to both companies, a relationship
described in paragraphs (@A)
through (i)(1)(iii) of this section.

(j) [Reserved]

(k) Medical information means:

(1) Information or data, whether oral
or recorded, in any form or medium,
created by or derived from a health
care provider or the consumer, that re-
lates to:

(i) The past, present, or future phys-
ical, mental, or behavioral health or
condition of an individual;

(ii) The provision of health care to an
individual; or

(iii) The payment for the provision of
health care to an individual.

(2) The term does not include:

(i) The age or gender of a consumer;

(ii) Demographic information about
the consumer, including a consumer’s
residence address or e-mail address;

(iii) Any other information about a
consumer that does not relate to the
physical, mental, or behavioral health

§334.83

or condition of a consumer, including
the existence or value of any insurance
policy; or

(iv) Information that does not iden-
tify a specific consumer.

(1) Person means any individual, part-
nership, corporation, trust, estate co-
operative, association, government or
governmental subdivision or agency, or
other entity.

(m) State savings association has the
same meaning as in section 3(b)(3) of
the Federal Deposit Insurance Act, 12
U.S.C. 1813(b)(3).

[70 FR 70685, Nov. 22, 2005, as amended at 72
FR 63760, Nov. 9, 2007; 80 FR 65919, Oct. 28,
2015]

Subparts B-H [Reserved]

Subpart I—Records Disposal
§§334.80-334.82 [Reserved]

§334.83 Disposal of consumer informa-
tion.

(a) In general. You must properly dis-
pose of any consumer information that
you maintain or otherwise possess in
accordance with the Interagency
Guidelines Establishing Information
Security Standards, as set forth in ap-
pendix B to part 364 of this chapter,
prescribed pursuant to section 216 of
the Fair and Accurate Credit Trans-
actions Act of 2003 (15 U.S.C. 1681w) and
section 501(b) of the Gramm-Leach-Bli-
ley Act (15 U.S.C. 6801(b)), to the extent
the Guidelines are applicable to you.

(b) Rule of construction. Nothing in
this section shall be construed to:

(1) Require you to maintain or de-
stroy any record pertaining to a con-
sumer that is not imposed under any
other law; or

(2) Alter or affect any requirement
imposed under any other provision of
law to maintain or destroy such a
record.

Subpart J—Identity Theft Red Flags

SOURCE: 72 FR 63761, Nov. 9, 2007, unless
otherwise noted.
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§334.90 Duties regarding the detec-
tion, prevention, and mitigation of
identity theft.

(a) Scope This section applies to a fi-
nancial institution or creditor that is
an insured state nonmember bank,
State savings association whose depos-
its are insured by the Federal Deposit
Insurance Corporation, insured state 1li-
censed branch of a foreign bank, or a
subsidiary of such entities (except bro-
kers, dealers, persons providing insur-
ance, investment companies, and in-
vestment advisers).

(b) Definitions. For purposes of this
section and Appendix J, the following
definitions apply:

(1) Account means a continuing rela-
tionship established by a person with a
financial institution or creditor to ob-
tain a product or service for personal,
family, household or business purposes.
Account includes:

(i) An extension of credit, such as the
purchase of property or services involv-
ing a deferred payment; and

(ii) A deposit account.

(2) The term board of directors in-
cludes:

(i) In the case of a branch or agency
of a foreign bank, the managing offi-
cial in charge of the branch or agency;
and

(ii) In the case of any other creditor
that does not have a board of directors,
a designated employee at the level of
senior management.

(3) Covered account means:

(i) An account that a financial insti-
tution or creditor offers or maintains,
primarily for personal, family, or
household purposes, that involves or is
designed to permit multiple payments
or transactions, such as a credit card
account, mortgage loan, automobile
loan, margin account, cell phone ac-
count, utility account, checking ac-
count, or savings account; and

(ii) Any other account that the finan-
cial institution or creditor offers or
maintains for which there is a reason-
ably foreseeable risk to customers or
to the safety and soundness of the fi-
nancial institution or creditor from
identity theft, including financial,
operational, compliance, reputation, or
litigation risks.

(4) Credit has the same meaning as in
15 U.S.C. 1681a(r)(5).

12 CFR Ch. lll (1-1-23 Edition)

(5) Creditor has the same meaning as
in 15 U.S.C. 1681m(e)(4).

(6) Customer means a person that has
a covered account with a financial in-
stitution or creditor.

() Financial institution has the same
meaning as in 15 U.S.C. 168la(t).

(8) Identity theft has the same mean-
ing as in 16 CFR 603.2(a).

(9) Red Flag means a pattern, prac-
tice, or specific activity that indicates
the possible existence of identity theft.

(10) Service provider means a person
that provides a service directly to the
financial institution or creditor.

(11) State savings association has the
same meaning as in section 3(b)(3) of
the Federal Deposit Insurance Act, 12
U.S.C. 1813(b)(3).

(c) Periodic identification of covered ac-
counts. Bach financial institution or
creditor must periodically determine
whether it offers or maintains covered
accounts. As a part of this determina-
tion, a financial institution or creditor
must conduct a risk assessment to de-
termine whether it offers or maintains
covered accounts described in para-
graph (b)(3)(ii) of this section, taking
into consideration:

(1) The methods it provides to open
its accounts;

(2) The methods it provides to access
its accounts; and

(3) Its previous experiences with iden-
tity theft.

(d) Establishment of an Identity Theft
Prevention Program—(1) Program require-
ment. Each financial institution or
creditor that offers or maintains one or
more covered accounts must develop
and implement a written Identity
Theft Prevention Program (Program)
that is designed to detect, prevent, and
mitigate identity theft in connection
with the opening of a covered account
or any existing covered account. The
Program must be appropriate to the
size and complexity of the financial in-
stitution or creditor and the nature
and scope of its activities.

(2) Elements of the Program. The Pro-
gram must include reasonable policies
and procedures to:

(i) Identify relevant Red Flags for the
covered accounts that the financial in-
stitution or creditor offers or main-
tains, and incorporate those Red Flags
into its Program;
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(ii) Detect Red Flags that have been
incorporated into the Program of the
financial institution or creditor;

(iii) Respond appropriately to any
Red Flags that are detected pursuant
to paragraph (d)(2)(ii) of this section to
prevent and mitigate identity theft;
and

(iv) Ensure the Program (including
the Red Flags determined to be rel-
evant) is updated periodically, to re-
flect changes in risks to customers and
to the safety and soundness of the fi-
nancial institution or creditor from
identity theft.

(e) Administration of the Program.
Each financial institution or creditor
that is required to implement a Pro-
gram must provide for the continued
administration of the Program and
must:

(1) Obtain approval of the initial
written Program from either its board
of directors or an appropriate com-
mittee of the board of directors;

(2) Involve the board of directors, an
appropriate committee thereof, or a
designated employee at the level of
senior management in the oversight,
development, implementation and ad-
ministration of the Program;

(3) Train staff, as necessary, to effec-
tively implement the Program; and

(4) Exercise appropriate and effective
oversight of service provider arrange-
ments.

(f) Guidelines. Bach financial institu-
tion or creditor that is required to im-
plement a Program must consider the
guidelines in Appendix J of this part
and include in its Program those guide-
lines that are appropriate.

[72 FR 63761, Nov. 9, 2007, as amended at 80
FR 65919, Oct. 28, 2015]

§334.91 Duties of card issuers regard-
ing changes of address.

(a) Scope This section applies to an
issuer of a debit or credit card (card
issuer) that is an insured state non-
member bank, state savings associa-
tion whose deposits are insured by the
Federal Deposit Insurance Corporation,
insured state licensed branch of a for-
eign bank, or a subsidiary of such enti-
ties (except brokers, dealers, persons
providing insurance, investment com-
panies, or investment advisers).

§334.91

(b) Definitions. For purposes of this
section:

(1) Cardholder means a consumer who
has been issued a credit or debit card.

(2) Clear and conspicuous means rea-
sonably understandable and designed
to call attention to the nature and sig-
nificance of the information presented.

(3) State savings association has the
same meaning as in section 3(b)(3) of
the Federal Deposit Insurance Act, 12
U.S.C. 1813(b)(3).

(c) Address validation requirements. A
card issuer must establish and imple-
ment reasonable policies and proce-
dures to assess the validity of a change
of address if it receives notification of
a change of address for a consumer’s
debit or credit card account and, with-
in a short period of time afterwards
(during at least the first 30 days after
it receives such notification), the card
issuer receives a request for an addi-
tional or replacement card for the
same account. Under these cir-
cumstances, the card issuer may not
issue an additional or replacement
card, until, in accordance with its rea-
sonable policies and procedures and for
the purpose of assessing the validity of
the change of address, the card issuer:

(1)(i) Notifies the cardholder of the
request:

(A) At the cardholder’s former ad-
dress; or

(B) By any other means of commu-
nication that the card issuer and the
cardholder have previously agreed to
use; and

(ii) Provides to the cardholder a rea-
sonable means of promptly reporting
incorrect address changes; or

(2) Otherwise assesses the validity of
the change of address in accordance
with the policies and procedures the
card issuer has established pursuant to
§334.90 of this part.

(d) Alternative timing of address valida-
tion. A card issuer may satisfy the re-
quirements of paragraph (c) of this sec-
tion if it validates an address pursuant
to the methods in paragraph (c)(1) or
(c)(2) of this section when it receives an
address change notification, before it
receives a request for an additional or
replacement card.

(e) Form of notice. Any written or
electronic notice that the card issuer
provides under this paragraph must be
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clear and conspicuous and provided
separately from its regular correspond-
ence with the cardholder.

[72 FR 63761, Nov. 9, 2007, as amended at 80
FR 65919, Oct. 28, 2015]

APPENDIXES A-I TO PART 334
[RESERVED]

APPENDIX J TO PART 334—INTERAGENCY
GUIDELINES ON IDENTITY THEFT DE-
TECTION, PREVENTION, AND MITIGA-
TION

Section 334.90 of this part requires each fi-
nancial institution and creditor that offers
or maintains one or more covered accounts,
as defined in §334.90(b)(3) of this part, to de-
velop and provide for the continued adminis-
tration of a written Program to detect, pre-
vent, and mitigate identity theft in connec-
tion with the opening of a covered account
or any existing covered account. These
guidelines are intended to assist financial in-
stitutions and creditors in the formulation
and maintenance of a Program that satisfies
the requirements of §334.90 of this part.

I. The Program

In designing its Program, a financial insti-
tution or creditor may incorporate, as appro-
priate, its existing policies, procedures, and
other arrangements that control reasonably
foreseeable risks to customers or to the safe-
ty and soundness of the financial institution
or creditor from identity theft.

II. Identifying Relevant Red Flags

(a) Risk Factors. A financial institution or
creditor should consider the following fac-
tors in identifying relevant Red Flags for
covered accounts, as appropriate:

(1) The types of covered accounts it offers
or maintains;

(2) The methods it provides to open its cov-
ered accounts;

(3) The methods it provides to access its
covered accounts; and

(4) Its previous experiences with identity
theft.

(b) Sources of Red Flags. Financial institu-
tions and creditors should incorporate rel-
evant Red Flags from sources such as:

(1) Incidents of identity theft that the fi-
nancial institution or creditor has experi-
enced;

(2) Methods of identity theft that the fi-
nancial institution or creditor has identified
that reflect changes in identity theft risks;
and

(3) Applicable supervisory guidance.

(c) Categories of Red Flags. The Program
should include relevant Red Flags from the
following categories, as appropriate. Exam-
ples of Red Flags from each of these cat-

12 CFR Ch. lll (1-1-23 Edition)

egories are appended as Supplement A to
this Appendix J.

(1) Alerts, notifications, or other warnings
received from consumer reporting agencies
or service providers, such as fraud detection
services;

(2) The presentation of suspicious docu-
ments;

(3) The presentation of suspicious personal
identifying information, such as a suspicious
address change;

(4) The unusual use of, or other suspicious
activity related to, a covered account; and

(5) Notice from customers, victims of iden-
tity theft, law enforcement authorities, or
other persons regarding possible identity
theft in connection with covered accounts
held by the financial institution or creditor.

III. Detecting Red Flags.

The Program’s policies and procedures
should address the detection of Red Flags in
connection with the opening of covered ac-
counts and existing covered accounts, such
as by:

(a) Obtaining identifying information
about, and verifying the identity of, a person
opening a covered account, for example,
using the policies and procedures regarding
identification and verification set forth in
the Customer Identification Program rules
implementing 31 U.S.C. 5318(1) (31 CFR
1020.220); and

(b) Authenticating customers, monitoring
transactions, and verifying the validity of
change of address requests, in the case of ex-
isting covered accounts.

IV. Preventing and Mitigating Identity Theft.

The Program’s policies and procedures
should provide for appropriate responses to
the Red Flags the financial institution or
creditor has detected that are commensurate
with the degree of risk posed. In determining
an appropriate response, a financial institu-
tion or creditor should consider aggravating
factors that may heighten the risk of iden-
tity theft, such as a data security incident
that results in unauthorized access to a cus-
tomer’s account records held by the financial
institution, creditor, or third party, or no-
tice that a customer has provided informa-
tion related to a covered account held by the
financial institution or creditor to someone
fraudulently claiming to represent the finan-
cial institution or creditor or to a fraudulent
Web site. Appropriate responses may include
the following:

(a) Monitoring a covered account for evi-
dence of identity theft;

(b) Contacting the customer;

(c) Changing any passwords, security
codes, or other security devices that permit
access to a covered account;

(d) Reopening a covered account with a
new account number;
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