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Federal Deposit Insurance Corporation § 304.24 

authority to obtain information from 
insured depository institutions. 

§§ 304.15–304.20 [Reserved] 

Subpart C—Computer-Security 
Incident Notification 

SOURCE: 86 FR 66443, Nov. 23, 2021, unless 
otherwise noted. 

§ 304.21 Authority, purpose, and scope. 
(a) Authority. This subpart is issued 

under the authority of 12 U.S.C. 1463, 
1811, 1813, 1817, 1819, and 1861–1867. 

(b) Purpose. This subpart promotes 
the timely notification of computer-se-
curity incidents that may materially 
and adversely affect FDIC-supervised 
institutions. 

(c) Scope. This subpart applies to all 
insured state nonmember banks, in-
sured state licensed branches of foreign 
banks, and insured State savings asso-
ciations. This subpart also applies to 
bank service providers, as defined in 
§ 304.22(b)(2). 

§ 304.22 Definitions. 
(a) Except as modified in this sub-

part, or unless the context otherwise 
requires, the terms used in this subpart 
have the same meanings as set forth in 
12 U.S.C. 1813. 

(b) For purposes of this subpart, the 
following definitions apply. 

(1) Banking organization means an 
FDIC-supervised insured depository in-
stitution, including all insured state 
nonmember banks, insured state-li-
censed branches of foreign banks, and 
insured State savings associations; pro-
vided, however, that no designated fi-
nancial market utility shall be consid-
ered a banking organization. 

(2) Bank service provider means a bank 
service company or other person that 
performs covered services; provided, 
however, that no designated financial 
market utility shall be considered a 
bank service provider. 

(3) Business line means a product or 
service offered by a banking organiza-
tion to serve its customers or support 
other business needs. 

(4) Computer-security incident is an oc-
currence that results in actual harm to 
the confidentiality, integrity, or avail-
ability of an information system or the 

information that the system processes, 
stores, or transmits. 

(5) Covered services are services per-
formed, by a person, that are subject to 
the Bank Service Company Act (12 
U.S.C. 1861–1867). 

(6) Designated financial market utility 
has the same meaning as set forth at 12 
U.S.C. 5462(4). 

(7) Notification incident is a computer- 
security incident that has materially 
disrupted or degraded, or is reasonably 
likely to materially disrupt or degrade, 
a banking organization’s— 

(i) Ability to carry out banking oper-
ations, activities, or processes, or de-
liver banking products and services to 
a material portion of its customer 
base, in the ordinary course of busi-
ness; 

(ii) Business line(s), including associ-
ated operations, services, functions, 
and support, that upon failure would 
result in a material loss of revenue, 
profit, or franchise value; or 

(iii) Operations, including associated 
services, functions and support, as ap-
plicable, the failure or discontinuance 
of which would pose a threat to the fi-
nancial stability of the United States. 

(8) Person has the same meaning as 
set forth at 12 U.S.C. 1817(j)(8)(A). 

§ 304.23 Notification. 

A banking organization must notify 
the appropriate FDIC supervisory of-
fice, or an FDIC-designated point of 
contact, about a notification incident 
through email, telephone, or other 
similar methods that the FDIC may 
prescribe. The FDIC must receive this 
notification from the banking organi-
zation as soon as possible and no later 
than 36 hours after the banking organi-
zation determines that a notification 
incident has occurred. 

§ 304.24 Bank service provider notifi-
cation. 

(a) A bank service provider is re-
quired to notify at least one bank-des-
ignated point of contact at each af-
fected banking organization customer 
as soon as possible when the bank serv-
ice provider determines that it has ex-
perienced a computer-security incident 
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that has materially disrupted or de-
graded, or is reasonably likely to mate-
rially disrupt or degrade, covered serv-
ices provided to such banking organiza-
tion for four or more hours. 

(1) A bank-designated point of con-
tact is an email address, phone num-
ber, or any other contact(s), previously 
provided to the bank service provider 
by the banking organization customer. 

(2) If the banking organization cus-
tomer has not previously provided a 
bank-designated point of contact, such 
notification shall be made to the Chief 
Executive Officer and Chief Informa-
tion Officer of the banking organiza-
tion customer, or two individuals of 
comparable responsibilities, through 
any reasonable means. 

(b) The notification requirement in 
paragraph (a) of this section does not 
apply to any scheduled maintenance, 
testing, or software update previously 
communicated to a banking organiza-
tion customer. 

§§ 304.25–304.30 [Reserved] 

PARTS 305–306 [RESERVED] 

PART 307—CERTIFICATION OF AS-
SUMPTION OF DEPOSITS AND 
NOTIFICATION OF CHANGES OF 
INSURED STATUS 

Sec. 
307.1 Scope and purpose. 
307.2 Certification of assumption of deposit 

liabilities. 
307.3 Notice to depositors when insured sta-

tus is voluntarily terminated and depos-
its are not assumed. 

APPENDIX A TO PART 307—TRANSFERRING IN-
STITUTION LETTERHEAD 

APPENDIX B TO PART 307—INSTITUTION LET-
TERHEAD 

AUTHORITY: 12 U.S.C. 1818(a)(6); 1818(q); and 
1819(a) [Tenth]. 

SOURCE: 71 FR 8791, Feb. 21, 2006, unless 
otherwise noted. 

§ 307.1 Scope and purpose. 
(a) Scope. This Part applies to all in-

sured depository institutions, as de-
fined in section 3(c)(2) of the Federal 
Deposit Insurance Act (FDI Act) (12 
U.S.C. 1813(c)(2)). 

(b) Purpose. This Part sets forth the 
rules governing: 

(1) The time and manner for pro-
viding certification to the FDIC re-
garding the assumption of all of the de-
posit liabilities of an insured deposi-
tory institution by one or more insured 
depository institutions; and 

(2) The notification that an insured 
depository institution shall provide its 
depositors when a depository institu-
tion’s insured status is being volun-
tarily terminated without its deposits 
being assumed by one or more insured 
depository institutions. 

§ 307.2 Certification of assumption of 
deposit liabilities. 

(a) When certification is required. 
Whenever all of the deposit liabilities 
of an insured depository institution are 
assumed by one or more insured deposi-
tory institutions by merger, consolida-
tion, other statutory assumption, or by 
contract, the transferring insured de-
pository institution, or its legal suc-
cessor, shall provide an accurate writ-
ten certification to the FDIC that its 
deposit liabilities have been assumed. 
No certification shall be required when 
deposit liabilities are assumed by an 
operating insured depository institu-
tion from an insured depository insti-
tution in default, as defined in section 
3(x)(1) of the FDI Act (12 U.S.C. 
1813(x)(1)), and that has been placed 
under FDIC receivership. 

(b) Certification requirements. The cer-
tification required by paragraph (a) of 
this section shall be provided on offi-
cial letterhead of the transferring in-
sured depository institution or its legal 
successor, signed by a duly authorized 
official, and state the date the assump-
tion took effect. The certification shall 
indicate the date on which the trans-
ferring institution’s authority to en-
gage in banking has terminated or will 
terminate as well as the method of ter-
mination (e.g., whether by the sur-
render of its charter, by the cancella-
tion of its charter or license to conduct 
a banking business, or otherwise). The 
certification may follow the form con-
tained in Appendix A of this part. In a 
merger or consolidation where there is 
only one surviving entity which is the 
legal successor to both the transferring 
and assuming institutions, the sur-
viving entity shall provide any re-
quired certification. 
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