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individual banks and the banking in-
dustry. Reporting banks must also sub-
mit annually such information on 
small business and small farm lending 
as the FDIC may need to assess the 
availability of credit to these sectors 
of the economy. The report forms and 
instructions can be obtained from the 
Division of Insurance and Research 
(DIR), FDIC, 550 17th Street NW, Wash-
ington, DC 20429 or through the website 
of the Federal Financial Institutions 
Examination Council, http:// 
www.ffiec.gov/. 

(b) Report of Assets and Liabilities of 
U.S. Branches and Agencies of Foreign 
Banks, Form FFIEC 002. Pursuant to 
section 7(a) of the Federal Deposit In-
surance Act (12 U.S.C. 1817(a)) and 
other applicable law, every insured 
U.S. branch of a foreign bank is re-
quired to file a Report of Assets and Li-
abilities of U.S. Branches and Agencies 
of Foreign Banks in accordance with 
the instructions for the report. All as-
sets and liabilities, including contin-
gent assets and liabilities, must be re-
ported in, or otherwise taken into ac-
count in the preparation of the report. 
The FDIC uses the reported data to cal-
culate deposit insurance assessments 
and monitor the condition, perform-
ance, and risk profile of individual in-
sured branches and the banking indus-
try. Insured branches must also submit 
annually such information on small 
business and small farm lending as the 
FDIC may need to assess the avail-
ability of credit to these sectors of the 
economy. Because the Board of Gov-
ernors of the Federal Reserve System 
collects and processes this report on 
behalf of the FDIC, the report forms 
and instructions can be obtained from 
Federal Reserve District Banks or 
through the website of the Federal Fi-
nancial Institutions Examination 
Council, http://www.ffiec.gov/. 

(c) Summary of Deposits, Form FDIC 
8020/05. Form 8020/05 is a report on the 
amount of deposits for each authorized 
office of an insured depository institu-
tion with branches; institutions with 
only a main office are exempt from re-
porting. Reports as of June 30 of each 
year must be submitted no later than 
the immediately succeeding July 31. 
The report forms and the instructions 
for completing the reports will be fur-

nished to all such institutions by, or 
may be obtained upon request from, 
the Division of Insurance and Research 
(DIR), FDIC, 550 17th Street NW, Wash-
ington, DC 20429. 

(d) Notification of Performance of Bank 
Services, Form FDIC 6120/06. Pursuant to 
section 7 of the Bank Service Company 
Act (12 U.S.C. 1867), as amended, FDIC- 
supervised institutions must notify the 
agency about the existence of a service 
relationship within thirty days after 
the making of the contract or the per-
formance of the service, whichever oc-
curs first. Form FDIC 6120/06 may be 
used to satisfy the notice requirement. 
The form contains identification, loca-
tion, and contact information for the 
institution, the servicer, and a descrip-
tion of the services provided. In lieu of 
the form, notification may be provided 
by letter. Either the form or the letter 
containing the notice information 
must be submitted to the regional di-
rector—Division of Risk Management 
Supervision (RMS) of the region in 
which the institution’s main office is 
located. 

(Approved by the Office of Management and 
Budget under control numbers 3064–0052, 
7100–0032, 3064–0061, and 3064–0029) 

§§ 304.4–304.10 [Reserved] 

Subpart B—Implementation of 
Reduced Reporting Requirement 

AUTHORITY: 12 U.S.C. 1464(v), 1817(a), and 
1819 Tenth. 

§ 304.11 Authority, purpose, and scope. 
(a) Authority. This subpart is issued 

pursuant to 12 U.S.C. 1464(v), and sec-
tion 7 (12 U.S.C. 1817(a)(12)) and section 
9 (12 U.S.C. 1819 Tenth) of the Federal 
Deposit Insurance Act. 

(b) Purpose. This subpart implements 
12 U.S.C. 1817(a)(12) to allow reduced re-
porting for a covered depository insti-
tution when such institution makes its 
reports of condition for the first and 
third calendar quarters of a year. 

(c) Scope. This subpart applies to an 
insured depository institution, as that 
term is defined in section 3(c) of the 
Federal Deposit Insurance Act, 12 
U.S.C. 1813(c), that meets the definition 
of a covered depository institution 
under § 304.12. 
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(d) Preservation of authority. Nothing 
in this subpart in any way limits the 
authority of the Corporation under 
other provisions of applicable law and 
regulation. 

§ 304.12 Definitions. 
(a) Covered depository institution 

means an insured depository institu-
tion, as such term is defined in section 
3 of the Federal Deposit Insurance Act, 
12 U.S.C. 1813, for which the Corpora-
tion is the appropriate Federal banking 
agency and that meets all of the fol-
lowing criteria: 

(1) Has less than $5 billion in total 
consolidated assets as reported in its 
report of condition for the second cal-
endar quarter of the preceding year; 

(2) Has no foreign offices, as defined 
in this section; 

(3) Is not required to or has not elect-
ed to use 12 CFR part 324, subpart E, to 
calculate its risk-based capital require-
ments; 

(4) Is not a large institution or highly 
complex institution, as such terms are 
defined in 12 CFR 327.8, or treated as a 
large institution, as requested under 12 
CFR 327.16(f); and 

(5) Is not a state-licensed insured 
branch of a foreign bank, as such terms 
are defined in section 3(s) of the Fed-
eral Deposit Insurance Act, 12 U.S.C. 
1813(s). 

(6) In determining whether an in-
sured depository institution meets the 
asset threshold in paragraph (1) of the 
definition of ‘‘covered depository insti-
tution’’ in paragraph (a)(1) of this sec-
tion, for purposes of a report required 
to be submitted for calendar year 2021, 
an insured depository institution may 
refer to the lesser of its total consoli-
dated assets as reported in its report of 
condition as of December 31, 2019, and 
its total consolidated assets as re-
ported in its report of condition for the 
second calendar quarter of 2020. 

(b) Foreign country refers to one or 
more foreign nations, and includes the 
overseas territories, dependencies, and 
insular possessions of those nations 
and of the United States. 

(c) Foreign office means: 
(1) A branch or consolidated sub-

sidiary in a foreign country, unless the 
branch is located on a U.S. military fa-
cility; 

(2) An international banking facility 
as such term is defined in 12 CFR 204.8; 

(3) A majority-owned Edge Act or 
Agreement subsidiary including both 
its U.S. and its foreign offices; and 

(4) For an institution chartered or 
headquartered in any U.S. state or the 
District of Columbia, a branch or con-
solidated subsidiary located in a U.S. 
territory or possession. 

(d) Report of condition means the 
FFIEC 031, FFIEC 041, or FFIEC 051 
versions of the Consolidated Report of 
Condition and Income (Call Report) or 
the FFIEC 002 (Report of Assets and Li-
abilities of U.S. Branches and Agencies 
of Foreign Banks), as applicable, and as 
they may be amended or superseded 
from time to time in accordance with 
the Paperwork Reduction Act of 1995, 
44 U.S.C. chapter 35. 

(e) Total consolidated assets means 
total assets as reported in an insured 
depository institution’s report of con-
dition. 

[84 FR 29052, June 21, 2019, as amended at 85 
FR 77363, Dec. 2, 2020] 

§ 304.13 Reduced reporting. 

A covered depository institution may 
file the FFIEC 051 version of the report 
of condition, or any successor thereto, 
which shall provide for reduced report-
ing for the reports of condition for the 
first and third calendar quarters for a 
year. 

§ 304.14 Reservation of authority. 

Notwithstanding § 304.13, the Cor-
poration, in consultation with the ap-
plicable state chartering authority, 
may require an otherwise eligible cov-
ered depository institution to file the 
FFIEC 041 version of the report of con-
dition, or any successor thereto, based 
on an institution-specific determina-
tion. In making this determination, 
the Corporation may consider criteria 
including, but not limited to, whether 
the institution is significantly engaged 
in one or more complex, specialized, or 
other higher-risk activities, such as 
those for which limited information is 
reported in the FFIEC 051 version of 
the report of condition compared to the 
FFIEC 041 version of the report of con-
dition. Nothing in this part shall be 
construed to limit the Corporation’s 
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authority to obtain information from 
insured depository institutions. 

§§ 304.15–304.20 [Reserved] 

Subpart C—Computer-Security 
Incident Notification 

SOURCE: 86 FR 66443, Nov. 23, 2021, unless 
otherwise noted. 

§ 304.21 Authority, purpose, and scope. 
(a) Authority. This subpart is issued 

under the authority of 12 U.S.C. 1463, 
1811, 1813, 1817, 1819, and 1861–1867. 

(b) Purpose. This subpart promotes 
the timely notification of computer-se-
curity incidents that may materially 
and adversely affect FDIC-supervised 
institutions. 

(c) Scope. This subpart applies to all 
insured state nonmember banks, in-
sured state licensed branches of foreign 
banks, and insured State savings asso-
ciations. This subpart also applies to 
bank service providers, as defined in 
§ 304.22(b)(2). 

§ 304.22 Definitions. 
(a) Except as modified in this sub-

part, or unless the context otherwise 
requires, the terms used in this subpart 
have the same meanings as set forth in 
12 U.S.C. 1813. 

(b) For purposes of this subpart, the 
following definitions apply. 

(1) Banking organization means an 
FDIC-supervised insured depository in-
stitution, including all insured state 
nonmember banks, insured state-li-
censed branches of foreign banks, and 
insured State savings associations; pro-
vided, however, that no designated fi-
nancial market utility shall be consid-
ered a banking organization. 

(2) Bank service provider means a bank 
service company or other person that 
performs covered services; provided, 
however, that no designated financial 
market utility shall be considered a 
bank service provider. 

(3) Business line means a product or 
service offered by a banking organiza-
tion to serve its customers or support 
other business needs. 

(4) Computer-security incident is an oc-
currence that results in actual harm to 
the confidentiality, integrity, or avail-
ability of an information system or the 

information that the system processes, 
stores, or transmits. 

(5) Covered services are services per-
formed, by a person, that are subject to 
the Bank Service Company Act (12 
U.S.C. 1861–1867). 

(6) Designated financial market utility 
has the same meaning as set forth at 12 
U.S.C. 5462(4). 

(7) Notification incident is a computer- 
security incident that has materially 
disrupted or degraded, or is reasonably 
likely to materially disrupt or degrade, 
a banking organization’s— 

(i) Ability to carry out banking oper-
ations, activities, or processes, or de-
liver banking products and services to 
a material portion of its customer 
base, in the ordinary course of busi-
ness; 

(ii) Business line(s), including associ-
ated operations, services, functions, 
and support, that upon failure would 
result in a material loss of revenue, 
profit, or franchise value; or 

(iii) Operations, including associated 
services, functions and support, as ap-
plicable, the failure or discontinuance 
of which would pose a threat to the fi-
nancial stability of the United States. 

(8) Person has the same meaning as 
set forth at 12 U.S.C. 1817(j)(8)(A). 

§ 304.23 Notification. 

A banking organization must notify 
the appropriate FDIC supervisory of-
fice, or an FDIC-designated point of 
contact, about a notification incident 
through email, telephone, or other 
similar methods that the FDIC may 
prescribe. The FDIC must receive this 
notification from the banking organi-
zation as soon as possible and no later 
than 36 hours after the banking organi-
zation determines that a notification 
incident has occurred. 

§ 304.24 Bank service provider notifi-
cation. 

(a) A bank service provider is re-
quired to notify at least one bank-des-
ignated point of contact at each af-
fected banking organization customer 
as soon as possible when the bank serv-
ice provider determines that it has ex-
perienced a computer-security incident 
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