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States in which the appraiser was li-
censed or certified. 

(c) Reporting information for the AMC 
National Registry. A Federally regulated 
AMC must report to the State or 
States in which it operates the infor-
mation required to be submitted by the 
State to the Appraisal Subcommittee 
pursuant to the Appraisal Subcommit-
tee’s policies regarding the determina-
tion of the AMC National Registry fee, 
including but not necessarily limited 
to the collection of information related 
to the limitations set forth in this sec-
tion. 

§ 225.196 Information to be presented 
to the Appraisal Subcommittee by 
participating States. 

Each State electing to register AMCs 
for purposes of permitting AMCs to 
provide appraisal management services 
relating to covered transactions in the 
State must submit to the Appraisal 
Subcommittee the information re-
quired to be submitted by Appraisal 
Subcommittee regulations or guidance 
concerning AMCs that operate in the 
State. 

Subpart N—Computer-Security 
Incident Notification 

SOURCE: 86 FR 66442, Nov. 23, 2021, unless 
otherwise noted. 

§ 225.300 Authority, purpose, and 
scope. 

(a) Authority. This subpart is issued 
under the authority of 12 U.S.C. 1, 321– 
338a, 1467a(g), 1818(b), 1844(b), 1861–1867, 
and 3101 et seq. 

(b) Purpose. This subpart promotes 
the timely notification of computer-se-
curity incidents that may materially 
and adversely affect Board-supervised 
entities. 

(c) Scope. This subpart applies to all 
U.S. bank holding companies and sav-
ings and loan holding companies; state 
member banks; the U.S. operations of 
foreign banking organizations; and 
Edge and agreement corporations. This 
subpart also applies to their bank serv-
ice providers, as defined in 
§ 225.301(b)(2). 

§ 225.301 Definitions. 
(a) Except as modified in this sub-

part, or unless the context otherwise 
requires, the terms used in this subpart 
have the same meanings as set forth in 
12 U.S.C. 1813. 

(b) For purposes of this subpart, the 
following definitions apply. 

(1) Banking organization means a U.S. 
bank holding company; U.S. savings 
and loan holding company; state mem-
ber bank; the U.S. operations of foreign 
banking organizations; and an Edge or 
agreement corporation; provided, how-
ever, that no designated financial mar-
ket utility shall be considered a bank-
ing organization. 

(2) Bank service provider means a bank 
service company or other person that 
performs covered services; provided, 
however, that no designated financial 
market utility shall be considered a 
bank service provider. 

(3) Business line means a product or 
service offered by a banking organiza-
tion to serve its customers or support 
other business needs. 

(4) Computer-security incident is an oc-
currence that results in actual harm to 
the confidentiality, integrity, or avail-
ability of an information system or the 
information that the system processes, 
stores, or transmits. 

(5) Covered services are services per-
formed, by a person, that are subject to 
the Bank Service Company Act (12 
U.S.C. 1861–1867). 

(6) Designated financial market utility 
has the same meaning as set forth at 12 
U.S.C. 5462(4). 

(7) Notification incident is a computer- 
security incident that has materially 
disrupted or degraded, or is reasonably 
likely to materially disrupt or degrade, 
a banking organization’s— 

(i) Ability to carry out banking oper-
ations, activities, or processes, or de-
liver banking products and services to 
a material portion of its customer 
base, in the ordinary course of busi-
ness; 

(ii) Business line(s), including associ-
ated operations, services, functions, 
and support, that upon failure would 
result in a material loss of revenue, 
profit, or franchise value; or 

(iii) Operations, including associated 
services, functions and support, as ap-
plicable, the failure or discontinuance 
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1 Supervisory ratios that relate capital to 
total assets for bank holding companies are 
outlined in appendices B and D of this part. 

2 The risk-based capital measure is based 
upon a framework developed jointly by su-
pervisory authorities from the countries rep-
resented on the Basle Committee on Banking 
Regulations and Supervisory Practices 
(Basle Supervisors’ Committee) and endorsed 
by the Group of Ten Central Bank Gov-
ernors. The framework is described in a 
paper prepared by the BSC entitled ‘‘Inter-
national Convergence of Capital Measure-
ment,’’ July 1988. 

3 Banking organizations will initially be 
expected to utilize period-end amounts in 
calculating their risk-based capital ratios. 
When necessary and appropriate, ratios 
based on average balances may also be cal-
culated on a case-by-case basis. Moreover, to 
the extent banking organizations have data 
on average balances that can be used to cal-
culate risk-based ratios, the Federal Reserve 
will take such data into account. 

of which would pose a threat to the fi-
nancial stability of the United States. 

(8) Person has the same meaning as 
set forth at 12 U.S.C. 1817(j)(8)(A). 

§ 225.302 Notification. 

A banking organization must notify 
the appropriate Board-designated point 
of contact about a notification incident 
through email, telephone, or other 
similar methods that the Board may 
prescribe. The Board must receive this 
notification from the banking organi-
zation as soon as possible and no later 
than 36 hours after the banking organi-
zation determines that a notification 
incident has occurred. 

§ 225.303 Bank service provider notifi-
cation. 

(a) A bank service provider is re-
quired to notify at least one bank-des-
ignated point of contact at each af-
fected banking organization customer 
as soon as possible when the bank serv-
ice provider determines that it has ex-
perienced a computer-security incident 
that has materially disrupted or de-
graded, or is reasonably likely to mate-
rially disrupt or degrade, covered serv-
ices provided to such banking organiza-
tion for four or more hours. 

(1) A bank-designated point of con-
tact is an email address, phone num-
ber, or any other contact(s), previously 
provided to the bank service provider 
by the banking organization customer. 

(2) If the banking organization cus-
tomer has not previously provided a 
bank-designated point of contact, such 
notification shall be made to the Chief 
Executive Officer and Chief Informa-
tion Officer of the banking organiza-
tion customer, or two individuals of 
comparable responsibilities, through 
any reasonable means. 

(b) The notification requirement in 
paragraph (a) of this section does not 
apply to any scheduled maintenance, 
testing, or software update previously 
communicated to a banking organiza-
tion customer. 

APPENDIX A TO PART 225—CAPITAL ADE-
QUACY GUIDELINES FOR BANK HOLD-
ING COMPANIES: RISK-BASED MEAS-
URE 

I. OVERVIEW 

The Board of Governors of the Federal Re-
serve System has adopted a risk-based cap-
ital measure to assist in the assessment of 
the capital adequacy of bank holding compa-
nies (banking organizations). 1 The principal 
objectives of this measure are to: (i) Make 
regulatory capital requirements more sen-
sitive to differences in risk profiles among 
banking organizations; (ii) factor off-balance 
sheet exposures into the assessment of cap-
ital adequacy; (iii) minimize disincentives to 
holding liquid, low-risk assets; and (iv) 
achieve greater consistency in the evalua-
tion of the capital adequacy of major bank-
ing organizations throughout the world. 2 

The risk-based capital guidelines include 
both a definition of capital and a framework 
for calculating weighted risk assets by as-
signing assets and off-balance sheet items to 
broad risk categories. An institution’s risk- 
based capital ratio is calculated by dividing 
its qualifying capital (the numerator of the 
ratio) by its weighted risk assets (the de-
nominator). 3 The definition of qualifying 
capital is outlined below in section II, and 
the procedures for calculating weighted risk 
assets are discussed in section III. Attach-
ment I illustrates a sample calculation of 
weighted risk assets and the risk-based cap-
ital ratio. 

In addition, when certain organizations 
that engage in trading activities calculate 
their risk-based capital ratio under this ap-
pendix A, they must also refer to appendix E 
of this part, which incorporates capital 
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