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(i) Loan portfolio diversification
standards;

(ii) Prudent underwriting standards,
including loan-to-value limits, that are
clear and measurable;

(iii) Loan administration procedures
for the bank’s real estate portfolio; and

(iv) Documentation, approval, and re-
porting requirements to monitor com-
pliance with the bank’s real estate
lending policies.

(c) Monitoring conditions. Each mem-
ber bank shall monitor conditions in
the real estate market in its lending
area to ensure that its real estate lend-
ing policies continue to be appropriate
for current market conditions.

(d) Interagency guidelines. The real es-
tate lending policies adopted pursuant
to this section should reflect consider-
ation of the Interagency Guidelines for
Real Estate Lending Policies (con-
tained in appendix C of this part) es-
tablished by the Federal bank and
thrift supervisory agencies.

Subpart F—Miscellaneous
Requirements

SOURCE: 63 FR 37655, July 13, 1998, unless
otherwise noted.

§208.60 Authority, purpose, and scope.

(a) Authority. Subpart F of Regula-
tion H (12 CFR part 208, subpart F) is
issued by the Board of Governors of the
Federal Reserve System under sections
9, 11, 21, 25 and 25A of the Federal Re-
serve Act (12 U.S.C. 321-338a, 248(a),
248(c), 481-486, 601 and 611), section 7 of
the International Banking Act (12
U.S.C. 3105), section 3 of the Bank Pro-
tection Act of 1968 (12 U.S.C. 1882), sec-
tions 1814, 1816, 1818, 18310, 1831p-1 and
1831r-1 of the FDI Act (12 U.S.C. 1814,
1816, 1818, 18310, 1831p-1 and 1831r-1),
and the Bank Secrecy Act (31 U.S.C.
5318).

(b) Purpose and scope. This subpart F
describes a member bank’s obligation
to implement security procedures to
discourage certain crimes, to file sus-
picious activity reports, and to comply
with the Bank Secrecy Act’s require-
ments for reporting and recordkeeping
of currency and foreign transactions. It
also describes the examination sched-
ule for certain small insured member
banks.

12 CFR Ch. Il (1-1-23 Edition)

§208.61 Bank security procedures.

(a) Authority, purpose, and scope. Pur-
suant to section 3 of the Bank Protec-
tion Act of 1968 (12 U.S.C. 1882), mem-
ber banks are required to adopt appro-
priate security procedures to discour-
age robberies, burglaries, and lar-
cenies, and to assist in the identifica-
tion and prosecution of persons who
commit such acts. It is the responsi-
bility of the member bank’s board of
directors to comply with the provisions
of this section and ensure that a writ-
ten security program for the bank’s
main office and branches is developed
and implemented.

(b) Designation of security officer.
Upon becoming a member of the Fed-
eral Reserve System, a member bank’s
board of directors shall designate a se-
curity officer who shall have the au-
thority, subject to the approval of the
board of directors, to develop, within a
reasonable time, but no later than 180
days, and to administer a written secu-
rity program for each banking office.

(c) Security program. (1) The security
program shall:

(i) Establish procedures for opening
and closing for business and for the
safekeeping of all currency, negotiable
securities, and similar valuables at all
times;

(ii) Establish procedures that will as-
sist in identifying persons committing
crimes against the institution and that
will preserve evidence that may aid in
their identification and prosecution.
Such procedures may include, but are
not limited to: maintaining a camera
that records activity in the banking of-
fice; using identification devices, such
as prerecorded serial-numbered bills, or
chemical and electronic devices; and
retaining a record of any robbery, bur-
glary, or larceny committed against
the bank;

(iii) Provide for initial and periodic
training of officers and employees in
their responsibilities under the secu-
rity program and in proper employee
conduct during and after a burglary,
robbery, or larceny; and

(iv) Provide for selecting, testing, op-
erating, and maintaining appropriate
security devices, as specified in para-
graph (c¢)(2) of this section.
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(2) Security devices. Each member
bank shall have, at a minimum, the
following security devices:

(i) A means of protecting cash and
other liquid assets, such as a vault,
safe, or other secure space;

(ii) A lighting system for illu-
minating, during the hours of dark-
ness, the area around the vault, if the
vault is visible from outside the bank-
ing office;

(iii) Tamper-resistant locks on exte-
rior doors and exterior windows that
may be opened;

(iv) An alarm system or other appro-
priate device for promptly notifying
the nearest responsible law enforce-
ment officers of an attempted or per-
petrated robbery or burglary; and

(v) Such other devices as the security
officer determines to be appropriate,
taking into consideration: the inci-
dence of crimes against financial insti-
tutions in the area; the amount of cur-
rency and other valuables exposed to
robbery, burglary, or larceny; the dis-
tance of the banking office from the
nearest responsible law enforcement
officers; the cost of the security de-
vices; other security measures in effect
at the banking office; and the physical
characteristics of the structure of the
banking office and its surroundings.

(d) Annual reports. The security offi-
cer for each member bank shall report
at least annually to the bank’s board of
directors on the implementation, ad-
ministration, and effectiveness of the
security program.

(e) Reserve Banks. Each Reserve Bank
shall develop and maintain a written
security program for its main office
and branches subject to review and ap-
proval of the Board.

§208.62 Suspicious activity reports.

(a) Purpose. This section ensures that
a member bank files a Suspicious Ac-
tivity Report when it detects a known
or suspected violation of Federal law,
or a suspicious transaction related to a
money laundering activity or a viola-
tion of the Bank Secrecy Act. This sec-
tion applies to all member banks.

(b) Definitions. For the purposes of
this section:

(1) FinCEN means the Financial
Crimes Enforcement Network of the
Department of the Treasury.

§208.62

(2) Institution-affiliated party means
any institution-affiliated party as that
term is defined in 12 U.S.C. 1786(r), or
1813(u) and 1818(b) (3), (4) or (b).

(3) SAR means a Suspicious Activity
Report on the form prescribed by the
Board.

(c) SARs required. A member bank
shall file a SAR with the appropriate
Federal law enforcement agencies and
the Department of the Treasury in ac-
cordance with the form’s instructions
by sending a completed SAR to
FinCEN in the following cir-
cumstances:

(1) Insider abuse involving any amount.
Whenever the member bank detects
any known or suspected Federal crimi-
nal violation, or pattern of criminal
violations, committed or attempted
against the bank or involving a trans-
action or transactions conducted
through the bank, where the bank be-
lieves that it was either an actual or
potential victim of a criminal viola-
tion, or series of criminal violations, or
that the bank was used to facilitate a
criminal transaction, and the bank has
a substantial basis for identifying one
of its directors, officers, employees,
agents or other institution-affiliated
parties as having committed or aided
in the commission of a criminal act re-
gardless of the amount involved in the
violation.

(2) Violations aggregating $5,000 or more
where a suspect can be identified. When-
ever the member bank detects any
known or suspected Federal criminal
violation, or pattern of criminal viola-
tions, committed or attempted against
the bank or involving a transaction or
transactions conducted through the
bank and involving or aggregating
$5,000 or more in funds or other assets,
where the bank believes that it was ei-
ther an actual or potential victim of a
criminal violation, or series of crimi-
nal violations, or that the bank was
used to facilitate a criminal trans-
action, and the bank has a substantial
basis for identifying a possible suspect
or group of suspects. If it is determined
prior to filing this report that the iden-
tified suspect or group of suspects has
used an ‘‘alias,” then information re-
garding the true identity of the suspect
or group of suspects, as well as alias
identifiers, such as drivers’ licenses or
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social security numbers, addresses and
telephone numbers, must be reported.

(3) Violations aggregating $25,000 or
more regardless of a potential suspect.
Whenever the member bank detects
any known or suspected Federal crimi-
nal violation, or pattern of criminal
violations, committed or attempted
against the bank or involving a trans-
action or transactions conducted
through the bank and involving or ag-
gregating $25,000 or more in funds or
other assets, where the bank believes
that it was either an actual or poten-
tial victim of a criminal violation, or
series of criminal violations, or that
the bank was used to facilitate a crimi-
nal transaction, even though there is
no substantial basis for identifying a
possible suspect or group of suspects.

(4) Transactions aggregating $5,000 or
more that involve potential money laun-
dering or violations of the Bank Secrecy
Act. Any transaction (which for pur-
poses of this paragraph (c)(4) means a
deposit, withdrawal, transfer between
accounts, exchange of currency, loan,
extension of credit, purchase or sale of
any stock, bond, certificate of deposit,
or other monetary instrument or in-
vestment security, or any other pay-
ment, transfer, or delivery by, through,
or to a financial institution, by what-
ever means effected) conducted or at-
tempted by, at or through the member
bank and involving or aggregating
$5,000 or more in funds or other assets,
if the bank knows, suspects, or has rea-
son to suspect that:

(i) The transaction involves funds de-
rived from illegal activities or is in-
tended or conducted in order to hide or
disguise funds or assets derived from il-
legal activities (including, without
limitation, the ownership, mnature,
source, location, or control of such
funds or assets) as part of a plan to vio-
late or evade any law or regulation or
to avoid any transaction reporting re-
quirement under federal law;

(ii) The transaction is designed to
evade any regulations promulgated
under the Bank Secrecy Act; or

(iii) The transaction has no business
or apparent lawful purpose or is not
the sort in which the particular cus-
tomer would normally be expected to
engage, and the bank knows of no rea-
sonable explanation for the transaction

12 CFR Ch. Il (1-1-23 Edition)

after examining the available facts, in-
cluding the background and possible
purpose of the transaction.

(d) Time for reporting. A member bank
is required to file a SAR no later than
30 calendar days after the date of ini-
tial detection of facts that may con-
stitute a basis for filing a SAR. If no
suspect was identified on the date of
detection of the incident requiring the
filing, a member bank may delay filing
a SAR for an additional 30 calendar
days to identify a suspect. In no case
shall reporting be delayed more than 60
calendar days after the date of initial
detection of a reportable transaction.
In situations involving violations re-
quiring immediate attention, such as
when a reportable violation is on-
going, the financial institution shall
immediately notify, by telephone, an
appropriate law enforcement authority
and the Board in addition to filing a
timely SAR.

(e) Reports to state and local authori-
ties. Member banks are encouraged to
file a copy of the SAR with state and
local law enforcement agencies where
appropriate.

(f) Exceptions. (1) A member bank
need not file a SAR for a robbery or
burglary committed or attempted that
is reported to appropriate law enforce-
ment authorities.

(2) A member bank need not file a
SAR for lost, missing, counterfeit, or
stolen securities if it files a report pur-
suant to the reporting requirements of
17 CFR 240.17f-1.

(g) Retention of records. A member
bank shall maintain a copy of any SAR
filed and the original or business
record equivalent of any supporting
documentation for a period of five
yvears from the date of the filing of the
SAR. Supporting documentation shall
be identified and maintained by the
bank as such, and shall be deemed to
have been filed with the SAR. A mem-
ber bank must make all supporting
documentation available to appro-
priate law enforcement agencies upon
request.

(h) Notification to board of directors.
The management of a member bank
shall promptly notify its board of di-
rectors, or a committee thereof, of any
report filed pursuant to this section.
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(i) Compliance. Failure to file a SAR
in accordance with this section and the
instructions may subject the member
bank, its directors, officers, employees,
agents, or other institution affiliated
parties to supervisory action.

(j) Confidentiality of SARs. SARs are
confidential. Any member bank sub-
poenaed or otherwise requested to dis-
close a SAR or the information con-
tained in a SAR shall decline to
produce the SAR or to provide any in-
formation that would disclose that a
SAR has been prepared or filed citing
this section, applicable law (e.g., 31
U.S.C. 5318(g)), or both, and notify the
Board.

(k) Safe harbor. The safe harbor provi-
sions of 31 U.S.C. 5318(g), which ex-
empts any member bank that makes a
disclosure of any possible violation of
law or regulation from liability under
any law or regulation of the United
States, or any constitution, law or reg-
ulation of any state or political sub-
division, covers all reports of suspected
or known criminal violations and sus-
picious activities to law enforcement
and financial institution supervisory
authorities, including supporting docu-
mentation, regardless of whether such
reports are filed pursuant to this sec-
tion or are filed on a voluntary basis.

§208.63 Procedures for monitoring
Bank Secrecy Act compliance.

(a) Purpose. This section is issued to
assure that all state member banks es-
tablish and maintain procedures rea-
sonably designed to assure and monitor
their compliance with the provisions of
the Bank Secrecy Act (31 U.S.C. 5311, et
seq.) and the implementing regulations
promulgated thereunder by the Depart-
ment of Treasury at 31 CFR part 103,
requiring recordkeeping and reporting
of currency transactions.

(b) Establishment of BSA compliance
program—i(1) Program requirement. Each
bank shall develop and provide for the
continued administration of a program
reasonably designed to ensure and
monitor compliance with the record-
keeping and reporting requirements set
forth in subchapter II of chapter 53 of
title 31, United States Code, the Bank
Secrecy Act, and the implementing
regulations promulgated thereunder by
the Department of the Treasury at 31

§208.64

CFR part 103. The compliance program
shall be reduced to writing, approved
by the board of directors, and noted in
the minutes.

(2) Customer identification program.
Each bank is subject to the require-
ments of 31 U.S.C. 5318(1) and the im-
plementing regulation jointly promul-
gated by the Board and the Depart-
ment of the Treasury at 31 CFR 103.121,
which require a customer identifica-
tion program to be implemented as
part of the BSA compliance program
required under this section.

(c) Contents of compliance program.
The compliance program shall, at a
minimum:

(1) Provide for a system of internal
controls to assure ongoing compliance;

(2) Provide for independent testing
for compliance to be conducted by
bank personnel or by an outside party;

(3) Designate an individual or indi-
viduals responsible for coordinating
and monitoring day-to-day compliance;
and

(4) Provide training for appropriate
personnel.

[63 FR 37655, July 13, 1998, as amended at 68
FR 25111, May 9, 2003]

§208.64 Frequency of examination.

(a) General. The Federal Reserve ex-
amines insured member banks pursu-
ant to authority conferred by 12 U.S.C.
326 and the requirements of 12 U.S.C.
1820(d). The Federal Reserve is required
to conduct a full-scope, on-site exam-
ination of every insured member bank
at least once during each 12-month pe-
riod.

(b) 18-month rule for certain small insti-
tutions. The Federal Reserve may con-
duct a full-scope, on-site examination
of an insured member bank at least
once during each 18-month period,
rather than each 12-month period as
provided in paragraph (a) of this sec-
tion, if the following conditions are
satisfied:

(1) The bank has total assets of less
than $3 billion;

(2) The bank is well capitalized as de-
fined in subpart D of this part (§208.43);

(3) At the most recent examination
conducted by either the Federal Re-
serve or applicable State banking agen-
cy, the Federal Reserve—
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(i) Assigned the bank a rating of 1 or
2 for management as part of the bank’s
rating under the Uniform Financial In-
stitutions Rating System (commonly
referred to as CAMELS); and

(ii) Assigned the bank a composite
CAMELS rating of 1 or 2 under the Uni-
form Financial Institutions Rating
System;

(4) The bank currently is not subject
to a formal enforcement proceeding or
order by the Federal Reserve or the
FDIC; and

(5) No person acquired control of the
bank during the preceding 12-month pe-
riod in which a full-scope examination
would have been required but for this
paragraph (b).

(c) Authority to conduct more frequent
examinations. This section does not
limit the authority of the Federal Re-
serve to examine any member bank as
frequently as the agency deems nec-
essary.

(d)(1) Except as provided in para-
graph (c) of this section, from Decem-
ber 2, 2020, through December 31, 2021,
for purposes of determining eligibility
for the extended examination cycle de-
scribed in paragraph (b) of this section,
the total assets of a member bank shall
be determined based on the lesser of:

(i) The assets of the member bank as
of December 31, 2019; and

(ii) The assets of the member bank as
of the end of the most recent calendar
quarter.

(2) Nothing in paragraph (d)(1) of this
section limits the authority of the Fed-
eral Reserve to examine any member
bank as frequently as the agency
deems necessary pursuant to paragraph
(c) of this section.

[63 FR 37655, July 13, 1998, as amended at 72
FR 17802, Apr. 10, 2007; 81 FR 10069, Feb. 29,

2016; 83 FR 43965, Aug. 29, 2018; 85 FR 77360,
Dec. 2, 2020]

Subpart G—Financial Subsidiaries
of State Member Banks

SOURCE: Reg. H, 66 FR 42933, Aug. 16, 2001,
unless otherwise noted.

12 CFR Ch. Il (1-1-23 Edition)

§208.71 What are the requirements to
invest in or control a financial sub-
sidiary?

(a) In general. A state member bank
may control, or hold an interest in, a
financial subsidiary only if:

(1) The state member bank and each
depository institution affiliate of the
state member bank are well capitalized
and well managed;

(2) The aggregate consolidated total
assets of all financial subsidiaries of
the state member bank do not exceed
the lesser of:

(i) 45 percent of the consolidated
total assets of the parent bank; or

(ii) $50 billion, which dollar amount
shall be adjusted according to an index-
ing mechanism jointly established by
the Board and the Secretary of the
Treasury;

(3) The state member bank, if it is
one of the largest 100 insured banks
(based on consolidated total assets as
of the end of the previous calendar
yvear), meets the debt rating or alter-
native requirement of paragraph (b) of
this section, if applicable; and

(4) The Board or the appropriate Re-
serve Bank has approved the bank to
acquire the interest in or control the
financial subsidiary under § 208.76.

(b) Debt rating or alternative require-
ment for 100 largest insured banks—(1)
General. A state member bank meets
the debt rating or alternative require-
ment of this paragraph (b) if:

(i) The bank has at least one issue of
eligible debt outstanding that is cur-
rently rated in one of the three highest
investment grade rating categories by
a nationally recognized statistical rat-
ing organization; or

(ii) If the bank is one of the second 50
largest insured banks (based on con-
solidated total assets as of the end of
the previous calendar year), the bank
has a current long-term issuer credit
rating from at least one nationally rec-
ognized statistical rating organization
that is within the three highest invest-
ment grade rating categories used by
the organization.

(2) Financial subsidiaries engaged in fi-
nancial activities only as agent. This
paragraph (b) does not apply to a state
member bank if the financial subsidi-
aries of the bank engage in financial
activities described in §208.72(a)(1) and
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