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§52.3

002 (Report of Assets and Liabilities of
U.S. Branches and Agencies of Foreign
Banks), as applicable, and as they may
be amended or superseded from time to
time in accordance with the Paperwork
Reduction Act of 1995, 44 U.S.C. chapter
35.

Total consolidated assets means total
assets as reported in an institution’s
report of condition.

§52.3 Reduced reporting.

A covered depository institution may
file the FFIEC 051 version of the Call
Report, or any successor thereto, to
satisfy its requirement to file a report
of condition for the first and third cal-
endar quarters of a year.

§52.4 Reservation of authority.

The OCC may determine that a cov-
ered depository institution shall not
use the reduced reporting in §52.3. In
making this determination, the OCC
will consider whether the institution is
significantly engaged in complex, spe-
cialized, or higher risk activities, for
which a reduced reporting requirement
would not provide sufficient informa-
tion. The institution has 30 days fol-
lowing notification from the OCC to in-
form the OCC, in writing, of why it
should continue to be eligible to use re-
duced reporting or cannot cease using
reduced reporting in the OCC’s pro-
posed timeframe. The OCC will make a
final decision after reviewing any re-
sponse. Nothing in this part shall be
construed to limit the OCC’s authority
to obtain information from a covered
depository institution.

§52.5 Temporary relief.

In determining whether it meets the
asset threshold in paragraph (1) of the
definition of ‘‘covered depository insti-
tution” in §52.5 of this part, for pur-
poses of a report required to be sub-
mitted for calendar year 2021, a na-
tional bank, Federal savings associa-
tion, or insured Federal branch may
refer to the lesser of its total consoli-
dated assets as reported in its report of
condition as of December 31, 2019, and
its total consolidated assets as re-
ported in its report of condition for the
second calendar quarter of 2020.

[85 FR 77359, Dec. 2, 2020]
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§53.1 Authority, purpose, and scope.

(a) Authority. This part is issued
under the authority of 12 U.S.C. 1, 93a,
161, 481, 1463, 1464, 1861-1867, and 3102.

(b) Purpose. This part promotes the
timely notification of computer-secu-
rity incidents that may materially and
adversely affect Office of the Comp-
troller of the Currency (OCC)-super-
vised institutions.

(c) Scope. This part applies to all na-
tional banks, Federal savings associa-
tions, and Federal branches and agen-
cies of foreign banks. This part also ap-
plies to their bank service providers as
defined in §53.2(b)(2).

§53.2 Definitions.

(a) Except as modified in this part, or
unless the context otherwise requires,
the terms used in this part have the
same meanings as set forth in 12 U.S.C.
1813.

(b) For purposes of this part, the fol-
lowing definitions apply.

(1) Banking organization means a na-
tional bank, Federal savings associa-
tion, or Federal branch or agency of a
foreign bank; provided, however, that
no designated financial market utility
shall be considered a banking organiza-
tion.

(2) Bank service provider means a bank
service company or other person that
performs covered services; provided,
however, that no designated financial
market utility shall be considered a
bank service provider.

(3) Business line means a product or
service offered by a banking organiza-
tion to serve its customers or support
other business needs.

(4) Computer-security incident is an oc-
currence that results in actual harm to
the confidentiality, integrity, or avail-
ability of an information system or the
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information that the system processes,
stores, or transmits.

(6) Covered services are services per-
formed, by a person, that are subject to
the Bank Service Company Act (12
U.S.C. 1861-1867).

(6) Designated financial market utility
has the same meaning as set forth at 12
U.S.C. 5462(4).

(T) Notification incident is a computer-
security incident that has materially
disrupted or degraded, or is reasonably
likely to materially disrupt or degrade,
a banking organization’s—

(i) Ability to carry out banking oper-
ations, activities, or processes, or de-
liver banking products and services to
a material portion of its customer
base, in the ordinary course of busi-
ness;

(ii) Business line(s), including associ-
ated operations, services, functions,
and support, that upon failure would
result in a material loss of revenue,
profit, or franchise value; or

(iii) Operations, including associated
services, functions and support, as ap-
plicable, the failure or discontinuance
of which would pose a threat to the fi-
nancial stability of the United States.

(8) Person has the same meaning as
set forth at 12 U.S.C. 1817(j)(8)(A).

§53.3 Notification.

A banking organization must notify
the appropriate OCC supervisory office,
or OCC-designated point of contact,
about a notification incident through
email, telephone, or other similar
methods that the OCC may prescribe.
The OCC must receive this notification
from the banking organization as soon
as possible and no later than 36 hours
after the banking organization deter-
mines that a notification incident has
occurred.

§53.4 Bank service provider notifica-
tion.

(a) A bank service provider is re-
quired to notify at least one bank-des-
ignated point of contact at each af-
fected banking organization customer
as soon as possible when the bank serv-
ice provider determines that it has ex-
perienced a computer-security incident
that has materially disrupted or de-
graded, or is reasonably likely to mate-
rially disrupt or degrade, covered serv-

§100.1

ices provided to such banking organiza-
tion for four or more hours.

(1) A bank-designated point of con-
tact is an email address, phone num-
ber, or any other contact(s), previously
provided to the bank service provider
by the banking organization customer.

(2) If the banking organization cus-
tomer has not previously provided a
bank-designated point of contact, such
notification shall be made to the Chief
Executive Officer and Chief Informa-
tion Officer of the banking organiza-
tion customer, or two individuals of
comparable responsibilities, through
any reasonable means.

(b) The notification requirement in
paragraph (a) of this section does not
apply to any scheduled maintenance,
testing, or software update previously
communicated to a banking organiza-
tion customer.

PARTS 54-99 [RESERVED]

PART 100—RULES APPLICABLE TO
SAVINGS ASSOCIATIONS

AUTHORITY: 12 U.S.C.
5412(b)(2)(B), 5414(b)(2).

SOURCE: 76 FR 48956, Aug. 9, 2011, unless
otherwise noted.

1462a, 1463,

§100.1 Certain
seded.

Effective on July 21, 2011, section
312(b)(2)(B) of the Dodd-Frank Wall
Street Reform and Consumer Protec-
tion Act (Pub. L. 111-203, 124 Stat. 1376
(2010)) (12 U.S.C. 5412(b)(2)(B)) trans-
ferred rulemaking authority of the Of-
fice of Thrift Supervision (OTS) relat-
ing to all savings associations, both
state and Federal to the OCC. The reg-
ulations set forth in parts 1 through 197
of this chapter I applying to Federal
savings associations and state savings
associations, as those terms are defined
in section 3(b) of the Federal Deposit
Insurance Act (12 U.S.C. 1813(b)), super-
sede corresponding regulations set
forth in parts 500 through 591 of chap-
ter V of the Code of Federal Regula-
tions that were applicable to such enti-
ties prior to July 21, 2011.

[76 FR 48956, Aug. 9, 2011, as amended at 80
FR 28479, May 18, 2015]

regulations super-
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