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324.105 Contract clauses. 

Subpart 324.70—Health Insurance Port-
ability and Accountability Act of 1996 
(HIPAA) 

324.7000 Scope of subpart. 
324.7001 Policy on Compliance with HIPAA 

Business Associate Contract Require-
ments. 

AUTHORITY: 5 U.S.C. 301; 40 U.S.C. 121(c)(2). 

SOURCE: 80 FR 72151, Nov. 18, 2015, unless 
otherwise noted. 

Subpart 324.1—Protection of 
Individual Privacy 

324.103 Procedures for the Privacy 
Act. 

(a) The contracting officer shall re-
view all acquisition request docu-
mentation to determine whether the 
requirements of the Privacy Act of 1974 
(5 U.S.C. 552a) are applicable. The Pri-
vacy Act requirements apply when a 
contract or order requires the con-
tractor to design, develop, or operate 
any Privacy Act system of records on 
individuals to accomplish an agency 
function. When applicable, the con-
tracting officer shall include the two 
Privacy Act clauses required by Fed-
eral Acquisition Regulation (FAR) 
24.104 in the solicitation and contract 
or order. In addition, the contracting 
officer shall include the two FAR Pri-
vacy Act clauses, and other pertinent 
information specified in this subpart, 
in any modification which results in 
the Privacy Act requirements becom-
ing applicable to a contract or order. 

(b) The contracting officer shall en-
sure that the statement of work or per-
formance work statement (SOW or 
PWS) specifies the system(s) of records 
or proposed system(s) of records to 
which the Privacy Act and the imple-
menting regulations are applicable or 
may be applicable. The contracting of-
ficer shall send the contractor a copy 
of 45 CFR part 5b, which includes the 
rules of conduct and other Privacy Act 
requirements. 

(c) The contracting officer shall en-
sure that the contract SOW or PWS 
specifies for both the Privacy Act and 
the Federal Records Act the disposi-
tion to be made of the system(s) of 
records upon completion of contract 

performance. The contract SOW or 
PWS may require the contractor to de-
stroy the records, remove personal 
identifiers, or turn the records over to 
the contracting officer. If there is a le-
gitimate need for a contractor to keep 
copies of the records after completion 
of a contract, the contractor must take 
measures, as approved by the con-
tracting officer, to keep the records 
confidential and protect the individ-
uals’ privacy. 

(d) For any acquisition subject to 
Privacy Act requirements, the requir-
ing activity prior to award shall pre-
pare and have published in the FED-
ERAL REGISTER a ‘‘system notice,’’ de-
scribing the Department of Health and 
Human Services’ (HHS) intent to estab-
lish a new system of records on individ-
uals, to make modifications to an ex-
isting system, or to disclose informa-
tion in regard to an existing system. 
The requiring activity shall attach a 
copy of the system notice to the acqui-
sition plan or other acquisition request 
documentation. If a system notice is 
not attached, the contracting officer 
shall inquire about its status and shall 
obtain a copy from the requiring activ-
ity for inclusion in the contract file. If 
a notice for the system of records has 
not been published in the FEDERAL 
REGISTER, the contracting officer may 
proceed with the acquisition but shall 
not award the contract until the sys-
tem notice is published and the con-
tracting officer verifies its publication. 

324.104 Restrictions on Contractor Ac-
cess to Government or Third Party 
Information. 

The contracting officer shall estab-
lish the restrictions that govern the 
contractor employees’ access to Gov-
ernment or third party information in 
order to protect the information from 
unauthorized use or disclosure. 

324.105 Contract clauses. 
(a) The contracting officer shall in-

sert the clause at 352.224–70, Privacy 
Act, in solicitations, contracts, and or-
ders that require the design, develop-
ment, or operation of a system of 
records to notify the contractor that it 
and its employees are subject to crimi-
nal penalties for violations of the Pri-
vacy Act (5 U.S.C. 552a(i)) to the same 
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