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§ 314.3 Standards for safeguarding 
customer information. 

(a) Information security program. You 
shall develop, implement, and main-
tain a comprehensive information se-
curity program that is written in one 
or more readily accessible parts and 
contains administrative, technical, and 
physical safeguards that are appro-
priate to your size and complexity, the 
nature and scope of your activities, and 
the sensitivity of any customer infor-
mation at issue. Such safeguards shall 
include the elements set forth in § 314.4 
and shall be reasonably designed to 
achieve the objectives of this part, as 
set forth in paragraph (b) of this sec-
tion. 

(b) Objectives. The objectives of sec-
tion 501(b) of the Act, and of this part, 
are to: 

(1) Insure the security and confiden-
tiality of customer information; 

(2) Protect against any anticipated 
threats or hazards to the security or 
integrity of such information; and 

(3) Protect against unauthorized ac-
cess to or use of such information that 
could result in substantial harm or in-
convenience to any customer. 

EFFECTIVE DATE NOTE: At 86 FR 70307, Dec. 
9, 2021, § 314.3 was amended by revising para-
graph (a), effective Jan. 10, 2022. For the con-
venience of the user, the revised text is set 
forth as follows: 

§ 314.3 Standards for safeguarding customer 
information. 

(a) Information security program. You shall 
develop, implement, and maintain a com-
prehensive information security program 
that is written in one or more readily acces-
sible parts and contains administrative, 
technical, and physical safeguards that are 
appropriate to your size and complexity, the 
nature and scope of your activities, and the 
sensitivity of any customer information at 
issue. The information security program 
shall include the elements set forth in § 314.4 
and shall be reasonably designed to achieve 
the objectives of this part, as set forth in 
paragraph (b) of this section. 

* * * * * 

§ 314.4 Elements. 

In order to develop, implement, and 
maintain your information security 
program, you shall: 

(a) Designate an employee or employ-
ees to coordinate your information se-
curity program. 

(b) Identify reasonably foreseeable 
internal and external risks to the secu-
rity, confidentiality, and integrity of 
customer information that could result 
in the unauthorized disclosure, misuse, 
alteration, destruction or other com-
promise of such information, and as-
sess the sufficiency of any safeguards 
in place to control these risks. At a 
minimum, such a risk assessment 
should include consideration of risks in 
each relevant area of your operations, 
including: 

(1) Employee training and manage-
ment; 

(2) Information systems, including 
network and software design, as well as 
information processing, storage, trans-
mission and disposal; and 

(3) Detecting, preventing and re-
sponding to attacks, intrusions, or 
other systems failures. 

(c) Design and implement informa-
tion safeguards to control the risks 
you identify through risk assessment, 
and regularly test or otherwise mon-
itor the effectiveness of the safeguards’ 
key controls, systems, and procedures. 

(d) Oversee service providers, by: 
(1) Taking reasonable steps to select 

and retain service providers that are 
capable of maintaining appropriate 
safeguards for the customer informa-
tion at issue; and 

(2) Requiring your service providers 
by contract to implement and main-
tain such safeguards. 

(e) Evaluate and adjust your informa-
tion security program in light of the 
results of the testing and monitoring 
required by paragraph (c) of this sec-
tion; any material changes to your op-
erations or business arrangements; or 
any other circumstances that you 
know or have reason to know may have 
a material impact on your information 
security program. 

EFFECTIVE DATE NOTE: At 86 FR 70307, Dec. 
9, 2021, § 314.4 was revised, effective Jan. 10, 
2022. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 314.4 Elements. 
In order to develop, implement, and main-

tain your information security program, you 
shall: 
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(a) Designate a qualified individual respon-
sible for overseeing and implementing your 
information security program and enforcing 
your information security program (for pur-
poses of this part, ‘‘Qualified Individual’’). 
The Qualified Individual may be employed 
by you, an affiliate, or a service provider. To 
the extent the requirement in this paragraph 
(a) is met using a service provider or an affil-
iate, you shall: 

(1) Retain responsibility for compliance 
with this part; 

(2) Designate a senior member of your per-
sonnel responsible for direction and over-
sight of the Qualified Individual; and 

(3) Require the service provider or affiliate 
to maintain an information security pro-
gram that protects you in accordance with 
the requirements of this part. 

(b) Base your information security pro-
gram on a risk assessment that identifies 
reasonably foreseeable internal and external 
risks to the security, confidentiality, and in-
tegrity of customer information that could 
result in the unauthorized disclosure, mis-
use, alteration, destruction, or other com-
promise of such information, and assesses 
the sufficiency of any safeguards in place to 
control these risks. 

(1) The risk assessment shall be written 
and shall include: 

(i) Criteria for the evaluation and cat-
egorization of identified security risks or 
threats you face; 

(ii) Criteria for the assessment of the con-
fidentiality, integrity, and availability of 
your information systems and customer in-
formation, including the adequacy of the ex-
isting controls in the context of the identi-
fied risks or threats you face; and 

(iii) Requirements describing how identi-
fied risks will be mitigated or accepted based 
on the risk assessment and how the informa-
tion security program will address the risks. 

(2) You shall periodically perform addi-
tional risk assessments that reexamine the 
reasonably foreseeable internal and external 
risks to the security, confidentiality, and in-
tegrity of customer information that could 
result in the unauthorized disclosure, mis-
use, alteration, destruction, or other com-
promise of such information, and reassess 
the sufficiency of any safeguards in place to 
control these risks. 

(c) Design and implement safeguards to 
control the risks you identity through risk 
assessment, including by: 

(1) Implementing and periodically review-
ing access controls, including technical and, 
as appropriate, physical controls to: 

(i) Authenticate and permit access only to 
authorized users to protect against the unau-
thorized acquisition of customer informa-
tion; and 

(ii) Limit authorized users’ access only to 
customer information that they need to per-
form their duties and functions, or, in the 

case of customers, to access their own infor-
mation; 

(2) Identify and manage the data, per-
sonnel, devices, systems, and facilities that 
enable you to achieve business purposes in 
accordance with their relative importance to 
business objectives and your risk strategy; 

(3) Protect by encryption all customer in-
formation held or transmitted by you both 
in transit over external networks and at 
rest. To the extent you determine that 
encryption of customer information, either 
in transit over external networks or at rest, 
is infeasible, you may instead secure such 
customer information using effective alter-
native compensating controls reviewed and 
approved by your Qualified Individual; 

(4) Adopt secure development practices for 
in-house developed applications utilized by 
you for transmitting, accessing, or storing 
customer information and procedures for 
evaluating, assessing, or testing the security 
of externally developed applications you uti-
lize to transmit, access, or store customer 
information; 

(5) Implement multi-factor authentication 
for any individual accessing any information 
system, unless your Qualified Individual has 
approved in writing the use of reasonably 
equivalent or more secure access controls; 

(6)(i) Develop, implement, and maintain 
procedures for the secure disposal of cus-
tomer information in any format no later 
than two years after the last date the infor-
mation is used in connection with the provi-
sion of a product or service to the customer 
to which it relates, unless such information 
is necessary for business operations or for 
other legitimate business purposes, is other-
wise required to be retained by law or regu-
lation, or where targeted disposal is not rea-
sonably feasible due to the manner in which 
the information is maintained; and 

(ii) Periodically review your data retention 
policy to minimize the unnecessary reten-
tion of data; 

(7) Adopt procedures for change manage-
ment; and 

(8) Implement policies, procedures, and 
controls designed to monitor and log the ac-
tivity of authorized users and detect unau-
thorized access or use of, or tampering with, 
customer information by such users. 

(d)(1) Regularly test or otherwise monitor 
the effectiveness of the safeguards’ key con-
trols, systems, and procedures, including 
those to detect actual and attempted attacks 
on, or intrusions into, information systems. 

(2) For information systems, the moni-
toring and testing shall include continuous 
monitoring or periodic penetration testing 
and vulnerability assessments. Absent effec-
tive continuous monitoring or other systems 
to detect, on an ongoing basis, changes in in-
formation systems that may create 
vulnerabilities, you shall conduct: 
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(i) Annual penetration testing of your in-
formation systems determined each given 
year based on relevant identified risks in ac-
cordance with the risk assessment; and 

(ii) Vulnerability assessments, including 
any systemic scans or reviews of information 
systems reasonably designed to identify pub-
licly known security vulnerabilities in your 
information systems based on the risk as-
sessment, at least every six months; and 
whenever there are material changes to your 
operations or business arrangements; and 
whenever there are circumstances you know 
or have reason to know may have a material 
impact on your information security pro-
gram. 

(e) Implement policies and procedures to 
ensure that personnel are able to enact your 
information security program by: 

(1) Providing your personnel with security 
awareness training that is updated as nec-
essary to reflect risks identified by the risk 
assessment; 

(2) Utilizing qualified information security 
personnel employed by you or an affiliate or 
service provider sufficient to manage your 
information security risks and to perform or 
oversee the information security program; 

(3) Providing information security per-
sonnel with security updates and training 
sufficient to address relevant security risks; 
and 

(4) Verifying that key information security 
personnel take steps to maintain current 
knowledge of changing information security 
threats and countermeasures. 

(f) Oversee service providers, by: 
(1) Taking reasonable steps to select and 

retain service providers that are capable of 
maintaining appropriate safeguards for the 
customer information at issue; 

(2) Requiring your service providers by 
contract to implement and maintain such 
safeguards; and 

(3) Periodically assessing your service pro-
viders based on the risk they present and the 
continued adequacy of their safeguards. 

(g) Evaluate and adjust your information 
security program in light of the results of 
the testing and monitoring required by para-
graph (d) of this section; any material 
changes to your operations or business ar-
rangements; the results of risk assessments 
performed under paragraph (b)(2) of this sec-
tion; or any other circumstances that you 
know or have reason to know may have a 
material impact on your information secu-
rity program. 

(h) Establish a written incident response 
plan designed to promptly respond to, and 
recover from, any security event materially 
affecting the confidentiality, integrity, or 
availability of customer information in your 
control. Such incident response plan shall 
address the following areas: 

(1) The goals of the incident response plan; 

(2) The internal processes for responding to 
a security event; 

(3) The definition of clear roles, respon-
sibilities, and levels of decision-making au-
thority; 

(4) External and internal communications 
and information sharing; 

(5) Identification of requirements for the 
remediation of any identified weaknesses in 
information systems and associated controls; 

(6) Documentation and reporting regarding 
security events and related incident response 
activities; and 

(7) The evaluation and revision as nec-
essary of the incident response plan fol-
lowing a security event. 

(i) Require your Qualified Individual to re-
port in writing, regularly and at least annu-
ally, to your board of directors or equivalent 
governing body. If no such board of directors 
or equivalent governing body exists, such re-
port shall be timely presented to a senior of-
ficer responsible for your information secu-
rity program. The report shall include the 
following information: 

(1) The overall status of the information 
security program and your compliance with 
this part; and 

(2) Material matters related to the infor-
mation security program, addressing issues 
such as risk assessment, risk management 
and control decisions, service provider ar-
rangements, results of testing, security 
events or violations and management’s re-
sponses thereto, and recommendations for 
changes in the information security pro-
gram. 

§ 314.5 Effective date. 
(a) Each financial institution subject 

to the Commission’s jurisdiction must 
implement an information security 
program pursuant to this part no later 
than May 23, 2003. 

(b) Two-year grandfathering of serv-
ice contracts. Until May 24, 2004, a con-
tract you have entered into with a non-
affiliated third party to perform serv-
ices for you or functions on your behalf 
satisfies the provisions of § 314.4(d), 
even if the contract does not include a 
requirement that the service provider 
maintain appropriate safeguards, as 
long as you entered into the contract 
not later than June 24, 2002. 

EFFECTIVE DATE NOTE: At 87 FR 70308, Dec. 
9, 2021, § 314.5 was revised, effective Jan. 10, 
2022. For the convenience of the user, the re-
vised text is set forth as follows: 

§ 314.5 Effective date. 
Section 314.4(a), (b)(1), (c)(1) through (8), 

(d)(2), (e), (f)(3), (h), and (i) are effective as of 
December 9, 2022. 
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