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such decision must be made by a li-
censed health care professional, in the
exercise of professional judgment.

(4) Implementation specification: De-
ceased individuals. If under applicable
law an executor, administrator, or
other person has authority to act on
behalf of a deceased individual or of
the individual’s estate, a covered enti-
ty must treat such person as a personal
representative under this subchapter,
with respect to protected health infor-
mation relevant to such personal rep-
resentation.

(5) Implementation specification: Abuse,
neglect, endangerment situations. Not-
withstanding a State law or any re-
quirement of this paragraph to the con-
trary, a covered entity may elect not
to treat a person as the personal rep-
resentative of an individual if:

(1) The covered entity has a reason-
able belief that:

(A) The individual has been or may
be subjected to domestic violence,
abuse, or neglect by such person; or

(B) Treating such person as the per-
sonal representative could endanger
the individual; and

(ii) The covered entity, in the exer-
cise of professional judgment, decides
that it is not in the best interest of the
individual to treat the person as the in-
dividual’s personal representative.

(h) Standard: Confidential communica-
tions. A covered health care provider or
health plan must comply with the ap-
plicable requirements of §164.522(b) in
communicating protected health infor-
mation.

(i) Standard: Uses and disclosures con-
sistent with notice. A covered entity
that is required by §164.520 to have a
notice may not use or disclose pro-
tected health information in a manner
inconsistent with such notice. A cov-
ered entity that is required by
§164.520(b)(1)(iii) to include a specific
statement in its notice if it intends to
engage in an activity listed in
§164.520(b)(1)(iii)(A)-(C), may not use or
disclose protected health information
for such activities, unless the required
statement is included in the notice.

(j) Standard: Disclosures by whistle-
blowers and workforce member crime vic-
tims—(1) Disclosures by whistleblowers. A
covered entity is not considered to
have violated the requirements of this
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subpart if a member of its workforce or
a business associate discloses protected
health information, provided that:

(i) The workforce member or business
associate believes in good faith that
the covered entity has engaged in con-
duct that is unlawful or otherwise vio-
lates professional or clinical standards,
or that the care, services, or conditions
provided by the covered entity poten-
tially endangers one or more patients,
workers, or the public; and

(ii) The disclosure is to:

(A) A health oversight agency or pub-
lic health authority authorized by law
to investigate or otherwise oversee the
relevant conduct or conditions of the
covered entity or to an appropriate
health care accreditation organization
for the purpose of reporting the allega-
tion of failure to meet professional
standards or misconduct by the cov-
ered entity; or

(B) An attorney retained by or on be-
half of the workforce member or busi-
ness associate for the purpose of deter-
mining the legal options of the work-
force member or business associate
with regard to the conduct described in
paragraph (j)(1)(i) of this section.

(2) Disclosures by workforce members
who are victims of a crime. A covered en-
tity is not considered to have violated
the requirements of this subpart if a
member of its workforce who is the vic-
tim of a criminal act discloses pro-
tected health information to a law en-
forcement official, provided that:

(i) The protected health information
disclosed is about the suspected perpe-
trator of the criminal act; and

(ii) The protected health information
disclosed is limited to the information
listed in §164.512(£)(2)(i).

[656 FR 82802, Dec. 28, 2000, as amended at 67
FR 53267, Aug. 14, 2002; 78 FR 5696, Jan. 25,
2013]

§164.504 Uses and disclosures: Organi-
zational requirements.

(a) Definitions. As used in this sec-
tion:

Plan administration functions means
administration functions performed by
the plan sponsor of a group health plan
on behalf of the group health plan and
excludes functions performed by the
plan sponsor in connection with any
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other benefit or benefit plan of the plan
Sponsor.

Summary health information means in-
formation, that may be individually
identifiable health information, and:

(1) That summarizes the claims his-
tory, claims expenses, or type of claims
experienced by individuals for whom a
plan sponsor has provided health bene-
fits under a group health plan; and

(2) From which the information de-
scribed at §164.514(b)(2)(i) has been de-
leted, except that the geographic infor-
mation described in §164.514(b)(2)(i)(B)
need only be aggregated to the level of
a five digit zip code.

(b)—(d) [Reserved]

(e)(1) Standard: Business associate con-
tracts. (i) The contract or other ar-
rangement required by §164.502(e)(2)
must meet the requirements of para-
graph (e)(2), (e)(3), or (e)(5) of this sec-
tion, as applicable.

(ii) A covered entity is not in compli-
ance with the standards in §164.502(e)
and this paragraph, if the covered enti-
ty knew of a pattern of activity or
practice of the business associate that
constituted a material breach or viola-
tion of the business associate’s obliga-
tion under the contract or other ar-
rangement, unless the covered entity
took reasonable steps to cure the
breach or end the violation, as applica-
ble, and, if such steps were unsuccess-
ful, terminated the contract or ar-
rangement, if feasible.

(iii) A business associate is not in
compliance with the standards in
§164.502(¢) and this paragraph, if the
business associate knew of a pattern of
activity or practice of a subcontractor
that constituted a material breach or
violation of the subcontractor’s obliga-
tion under the contract or other ar-
rangement, unless the business asso-
ciate took reasonable steps to cure the
breach or end the violation, as applica-
ble, and, if such steps were unsuccess-
ful, terminated the contract or ar-
rangement, if feasible.

(2) Implementation specifications: Busi-
ness associate contracts. A contract be-
tween the covered entity and a busi-
ness associate must:

(i) Establish the permitted and re-
quired uses and disclosures of protected
health information by the business as-
sociate. The contract may not author-

§164.504

ize the business associate to use or fur-
ther disclose the information in a man-
ner that would violate the require-
ments of this subpart, if done by the
covered entity, except that:

(A) The contract may permit the
business associate to use and disclose
protected health information for the
proper management and administra-
tion of the business associate, as pro-
vided in paragraph (e)(4) of this sec-
tion; and

(B) The contract may permit the
business associate to provide data ag-
gregation services relating to the
health care operations of the covered
entity.

(i) Provide that the business asso-
ciate will:

(A) Not use or further disclose the in-
formation other than as permitted or
required by the contract or as required
by law;

(B) Use appropriate safeguards and
comply, where applicable, with subpart
C of this part with respect to electronic
protected health information, to pre-
vent use or disclosure of the informa-
tion other than as provided for by its
contract;

(C) Report to the covered entity any
use or disclosure of the information
not provided for by its contract of
which it becomes aware, including
breaches of unsecured protected health
information as required by §164.410;

(D) In accordance with
§164.502(e)(1)(ii), ensure that any sub-
contractors that create, receive, main-
tain, or transmit protected health in-
formation on behalf of the business as-
sociate agree to the same restrictions
and conditions that apply to the busi-
ness associate with respect to such in-
formation;

(E) Make available protected health
information in accordance with
§164.524;

(F) Make available protected health
information for amendment and incor-
porate any amendments to protected
health information in accordance with
§164.526;

(G) Make available the information
required to provide an accounting of
disclosures in accordance with §164.528;

(H) To the extent the business asso-
ciate is to carry out a covered entity’s
obligation under this subpart, comply
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with the requirements of this subpart
that apply to the covered entity in the
performance of such obligation.

(I) Make its internal practices,
books, and records relating to the use
and disclosure of protected health in-
formation received from, or created or
received by the business associate on
behalf of, the covered entity available
to the Secretary for purposes of deter-
mining the covered entity’s compliance
with this subpart; and

(J) At termination of the contract, if
feasible, return or destroy all protected
health information received from, or
created or received by the business as-
sociate on behalf of, the covered entity
that the business associate still main-
tains in any form and retain no copies
of such information or, if such return
or destruction is not feasible, extend
the protections of the contract to the
information and limit further uses and
disclosures to those purposes that
make the return or destruction of the
information infeasible.

(iii) Authorize termination of the
contract by the covered entity, if the
covered entity determines that the
business associate has violated a mate-
rial term of the contract.

(3) Implementation specifications: Other
arrangements. (i) If a covered entity and
its business associate are both govern-
mental entities:

(A) The covered entity may comply
with this paragraph and §164.314(a)(1),
if applicable, by entering into a memo-
randum of understanding with the
business associate that contains terms
that accomplish the objectives of para-
graph (e)(2) of this section and
§164.314(a)(2), if applicable.

(B) The covered entity may comply
with this paragraph and §164.314(a)(1),
if applicable, if other law (including
regulations adopted by the covered en-
tity or its business associate) contains
requirements applicable to the busi-
ness associate that accomplish the ob-
jectives of paragraph (e)(2) of this sec-
tion and §164.314(a)(2), if applicable.

(ii) If a business associate is required
by law to perform a function or activ-
ity on behalf of a covered entity or to
provide a service described in the defi-
nition of business associate in §160.103
of this subchapter to a covered entity,
such covered entity may disclose pro-
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tected health information to the busi-
ness associate to the extent necessary
to comply with the legal mandate
without meeting the requirements of
this paragraph and §164.314(a)(1), if ap-
plicable, provided that the covered en-
tity attempts in good faith to obtain
satisfactory assurances as required by
paragraph (e)(2) of this section and
§164.314(a)(1), if applicable, and, if such
attempt fails, documents the attempt
and the reasons that such assurances
cannot be obtained.

(iii) The covered entity may omit
from its other arrangements the termi-
nation authorization required by para-
graph (e)(2)(iii) of this section, if such
authorization is inconsistent with the
statutory obligations of the covered
entity or its business associate.

(iv) A covered entity may comply
with this paragraph and §164.314(a)(1) if
the covered entity discloses only a lim-
ited data set to a business associate for
the business associate to carry out a
health care operations function and the
covered entity has a data use agree-
ment with the business associate that
complies with  §§164.514(e)(4) and
164.314(a)(1), if applicable.

(4) Implementation specifications: Other
requirements for contracts and other ar-
rangements. (i) The contract or other
arrangement between the covered enti-
ty and the business associate may per-
mit the business associate to use the
protected health information received
by the business associate in its capac-
ity as a business associate to the cov-
ered entity, if necessary:

(A) For the proper management and
administration of the business asso-
ciate; or

(B) To carry out the legal respon-
sibilities of the business associate.

(ii) The contract or other arrange-
ment between the covered entity and
the business associate may permit the
business associate to disclose the pro-
tected health information received by
the business associate in its capacity
as a business associate for the purposes
described in paragraph (e)(4)(i) of this
section, if:

(A) The disclosure is required by law;
or

(B)(1) The business associate obtains
reasonable assurances from the person
to whom the information is disclosed

608



Dept. of Health and Human Services

that it will be held confidentially and
used or further disclosed only as re-
quired by law or for the purposes for
which it was disclosed to the person;
and

(2) The person notifies the business
associate of any instances of which it
is aware in which the confidentiality of
the information has been breached.

(5) Implementation specifications: Busi-
ness associate contracts with subcontrac-
tors. The requirements of §164.504(e)(2)
through (e)(4) apply to the contract or
other arrangement required by
§164.502(e)(1)(ii) between a business as-
sociate and a business associate that is
a subcontractor in the same manner as
such requirements apply to contracts
or other arrangements between a cov-
ered entity and business associate.

(£)(1) Standard: Requirements for group
health plans. (1) Except as provided
under paragraph (f)(1)(ii) or (iii) of this
section or as otherwise authorized
under §164.508, a group health plan, in
order to disclose protected health in-
formation to the plan sponsor or to
provide for or permit the disclosure of
protected health information to the
plan sponsor by a health insurance
issuer or HMO with respect to the
group health plan, must ensure that
the plan documents restrict uses and
disclosures of such information by the
plan sponsor consistent with the re-
quirements of this subpart.

(ii) Except as prohibited by
§164.502(a)(5)(i), the group health plan,
or a health insurance issuer or HMO
with respect to the group health plan,
may disclose summary health informa-
tion to the plan sponsor, if the plan
sponsor requests the summary health
information for purposes of:

(A) Obtaining premium bids from
health plans for providing health insur-
ance coverage under the group health
plan; or

(B) Modifying, amending, or termi-
nating the group health plan.

(iii) The group health plan, or a
health insurance issuer or HMO with
respect to the group health plan, may
disclose to the plan sponsor informa-
tion on whether the individual is par-
ticipating in the group health plan, or
is enrolled in or has disenrolled from a
health insurance issuer or HMO offered
by the plan.

§164.504

(2) Implementation specifications: Re-
quirements for plan documents. The plan
documents of the group health plan
must be amended to incorporate provi-
sions to:

(i) Establish the permitted and re-
quired uses and disclosures of such in-
formation by the plan sponsor, pro-
vided that such permitted and required
uses and disclosures may not be incon-
sistent with this subpart.

(ii) Provide that the group health
plan will disclose protected health in-
formation to the plan sponsor only
upon receipt of a certification by the
plan sponsor that the plan documents
have been amended to incorporate the
following provisions and that the plan
sponsor agrees to:

(A) Not use or further disclose the in-
formation other than as permitted or
required by the plan documents or as
required by law;

(B) Ensure that any agents to whom
it provides protected health informa-
tion received from the group health
plan agree to the same restrictions and
conditions that apply to the plan spon-
sor with respect to such information;

(C) Not use or disclose the informa-
tion for employment-related actions
and decisions or in connection with
any other benefit or employee benefit
plan of the plan sponsor;

(D) Report to the group health plan
any use or disclosure of the informa-
tion that is inconsistent with the uses
or disclosures provided for of which it
becomes aware;

(E) Make available protected health
information in accordance with
§164.524;

(F) Make available protected health
information for amendment and incor-
porate any amendments to protected
health information in accordance with
§164.526;

(G) Make available the information
required to provide an accounting of
disclosures in accordance with §164.528;

(H) Make its internal practices,
books, and records relating to the use
and disclosure of protected health in-
formation received from the group
health plan available to the Secretary
for purposes of determining compliance
by the group health plan with this sub-
part;
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(I) If feasible, return or destroy all
protected health information received
from the group health plan that the
sponsor still maintains in any form and
retain no copies of such information
when no longer needed for the purpose
for which disclosure was made, except
that, if such return or destruction is
not feasible, limit further uses and dis-
closures to those purposes that make
the return or destruction of the infor-
mation infeasible; and

(J) Ensure that the adequate separa-
tion required in paragraph (f)(2)(iii) of
this section is established.

(iii) Provide for adequate separation
between the group health plan and the
plan sponsor. The plan documents
must:

(A) Describe those employees or
classes of employees or other persons
under the control of the plan sponsor
to be given access to the protected
health information to be disclosed, pro-
vided that any employee or person who
receives protected health information
relating to payment under, health care
operations of, or other matters per-
taining to the group health plan in the
ordinary course of business must be in-
cluded in such description;

(B) Restrict the access to and use by
such employees and other persons de-
scribed in paragraph (f)(2)(iii)(A) of this
section to the plan administration
functions that the plan sponsor per-
forms for the group health plan; and

(C) Provide an effective mechanism
for resolving any issues of noncompli-
ance by persons described in paragraph
(f)(2)(dii)(A) of this section with the
plan document provisions required by
this paragraph.

(3) Implementation specifications: Uses
and disclosures. A group health plan
may:

(i) Disclose protected health informa-
tion to a plan sponsor to carry out plan
administration functions that the plan
sponsor performs only consistent with
the provisions of paragraph (f)(2) of
this section;

(ii) Not permit a health insurance
issuer or HMO with respect to the
group health plan to disclose protected
health information to the plan sponsor
except as permitted by this paragraph;

(iii) Not disclose and may not permit
a health insurance issuer or HMO to
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disclose protected health information
to a plan sponsor as otherwise per-
mitted by this paragraph unless a
statement required by
§164.520(b)(1)(iii)(C) is included in the
appropriate notice; and (iv) Not dis-
close protected health information to
the plan sponsor for the purpose of em-
ployment-related actions or decisions
or in connection with any other benefit
or employee benefit plan of the plan
Sponsor.

(g) Standard: Requirements for a cov-
ered entity with multiple covered func-
tions. (1) A covered entity that per-
forms multiple covered functions that
would make the entity any combina-
tion of a health plan, a covered health
care provider, and a health care clear-
inghouse, must comply with the stand-
ards, requirements, and implementa-
tion specifications of this subpart, as
applicable to the health plan, health
care provider, or health care clearing-
house covered functions performed.

(2) A covered entity that performs
multiple covered functions may use or
disclose the protected health informa-
tion of individuals who receive the cov-
ered entity’s health plan or health care
provider services, but not both, only
for purposes related to the appropriate
function being performed.

[66 FR 82802, Dec. 28, 2000, as amended at 67
FR 53267, Aug. 14, 2002; 68 FR 8381, Feb. 20,
2003; 78 FR 5697, Jan. 25, 2013]

§164.506 Uses and disclosures to carry
out treatment, payment, or health
care operations.

(a) Standard: Permitted uses and disclo-
sures. Except with respect to uses or
disclosures that require an authoriza-
tion under §164.508(a)(2) through (4) or
that are prohibited under
§164.502(a)(5)(i), a covered entity may
use or disclose protected health infor-
mation for treatment, payment, or
health care operations as set forth in
paragraph (c) of this section, provided
that such use or disclosure is con-
sistent with other applicable require-
ments of this subpart.

(b) Standard: Consent for uses and dis-
closures permitted. (1) A covered entity
may obtain consent of the individual to
use or disclose protected health infor-
mation to carry out treatment, pay-
ment, or health care operations.
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