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receptacles (e.g., file cabinet, desk
drawer), or if in secured areas or facili-
ties, in a manner that would prevent
inadvertent access by an unauthorized
individual.

§1017.25 Reproduction.

A document marked as containing
UCNI may be reproduced without the
permission of the originator to the
minimum extent necessary consistent
with the need to carry out official du-
ties, provided the reproduced document
is marked and protected in the same
manner as the original document.

§1017.26 Destruction.

A document marked as containing
UCNI must be destroyed, at a min-
imum, by using a cross-cut shredder
that produces particles no larger than
1/4-inch wide and 2 inches long. Other
comparable destruction methods may
be used. Material containing or reveal-
ing UCNI must be destroyed according
to agency directives.

§1017.27 Transmission.

(a) Physically transmitting UCNI docu-
ments or material. (1) A document or
material marked as containing UCNI
may be transmitted by:

(i) U.S. First Class, Express, Cer-
tified, or Registered mail;

(ii) Any means approved for trans-
mission of classified documents or ma-
terial;

(iii) An Authorized Individual or per-
son granted limited access under
§1017.21 as long as physical control of
the package is maintained; or,

(iv) Internal mail services.

(2) The document or material must
be packaged to conceal the presence of
the UCNI from someone who is not au-
thorized access. A single, opaque enve-
lope or wrapping is sufficient for this
purpose. The address of the recipient
and the sender must be indicated on
the outside of the envelope or wrapping
along with the words ‘“TO BE OPENED
BY ADDRESSEE ONLY.”

(b) Transmitting UCNI documents over
telecommunications circuits. Encryption
algorithms that comply with all appli-
cable Federal laws, regulations, and
standards for the protection of unclas-
sified controlled information must be
used when transmitting UCNI over a
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telecommunications circuit (including
the telephone, facsimile, radio, e-mail,
Internet).

§1017.28 Processing on Automated In-
formation Systems (AIS).

UCNI may be processed or produced
on any AIS that complies with the
guidance in OMB Circular No. A-130,
Revised, Transmittal No. 4, Appendix
III, ‘““‘Security of Federal Automated
Information Resources,” or is certified
for classified information.

Subpart F—Violations

§1017.29 Civil penalty.

(a) Regulations. Any person who vio-
lates a UCNI security requirement of
any of the following is subject to a
civil penalty under this part:

(1) 10 CFR Part 1017—Identification
and Protection of TUnclassified Con-
trolled Nuclear Information; or

(2) Any other DOE regulation related
to the safeguarding or security of UCNI
if the regulation provides that viola-
tion of its provisions may result in a
civil penalty pursuant to section 148 of
the Act.

(b) Compliance order. If, without vio-
lating a requirement of any regulation
issued under section 148, a person by an
act or omission causes, or creates a
risk of, the loss, compromise or unau-
thorized disclosure of UCNI, the Sec-
retary may issue a compliance order to
that person requiring the person to
take corrective action and notifying
the person that violation of the compli-
ance order is subject to a notice of vio-
lation and assessment of a civil pen-
alty. If a person wishes to contest the
compliance order, the person must file
a notice of appeal with the Secretary
within 15 days of receipt of the compli-
ance order.

(c) Amount of penalty. The Director
may propose imposition of a civil pen-
alty for violation of a requirement of a
regulation under paragraph (a) of this
section or a compliance order issued
under paragraph (b) of this section, not
to exceed $270,753 for each violation.

(d) Settlements. The Director may
enter into a settlement, with or with-
out conditions, of an enforcement pro-
ceeding at any time if the settlement is
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consistent with the objectives of DOE’s
UCNI protection requirements.

(e) Enforcement conference. The Direc-
tor may convene an informal con-
ference to discuss any situation that
might be a violation of the Act, its sig-
nificance and cause, any correction
taken or not taken by the person, any
mitigating or aggravating cir-
cumstances, and any other useful infor-
mation. The Director may compel a
person to attend the conference. This
conference will not normally be open
to the public and there shall be no
transcript.

(f) Investigations. The Director may
conduct investigations and inspections
relating to the scope, nature and ex-
tent of compliance by a person with
DOE security requirements specified in
these regulations and take such action
as the Director deems necessary and
appropriate to the conduct of the in-
vestigation or inspection, including
signing, issuing and serving subpoenas.

(g) Preliminary motice of violation. (1)
In order to begin a proceeding to im-
pose a civil penalty under this part, the
Director shall notify the person by a
written preliminary notice of violation
sent by certified mail, return receipt
requested, of:

(i) The date, facts, and nature of each
act or omission constituting the al-
leged violation;

(ii) The particular provision of the
regulation or compliance order in-
volved in each alleged violation;

(iii) The proposed remedy for each al-
leged violation, including the amount
of any civil penalty proposed;

(iv) The right of the person to submit
a written reply to the Director within
30 calendar days of receipt of such pre-
liminary notice of violation; and,

(v) The fact that upon failure of the
person to pay any civil penalty im-
posed, the penalty may be collected by
civil action.

(2) A reply to a preliminary notice of
violation must contain a statement of
all relevant facts pertaining to an al-
leged violation. The reply must:

(i) State any facts, explanations, and
arguments that support a denial of the
alleged violation;

(ii) Demonstrate any extenuating cir-
cumstances or other reason why a pro-
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posed remedy should not be imposed or
should be mitigated;

(iii) Discuss the relevant authorities
that support the position asserted, in-
cluding rulings, regulations, interpre-
tations, and previous decisions issued
by DOE;

(iv) Furnish full and complete an-
swers to any questions set forth in the
preliminary notice; and

(v) Include copies of all relevant doc-
uments.

(3) If a person fails to submit a writ-
ten reply within 30 calendar days of re-
ceipt of a preliminary notice of viola-
tion:

(i) The person relinquishes any right
to appeal any matter in the prelimi-
nary notice; and

(ii) The preliminary notice, including
any remedies therein, constitutes a
final order.

(4) The Director, at the request of a
person notified of an alleged violation,
may extend for a reasonable period the
time for submitting a reply or a hear-
ing request letter.

(h) Final notice of violation. (1) If a
person submits a written reply within
30 calendar days of receipt of a prelimi-
nary notice of violation, the Director
must make a final determination
whether the person violated or is con-
tinuing to violate an UCNI security re-
quirement.

(2) Based on a determination by the
Director that a person has violated or
is continuing to violate an UCNI secu-
rity requirement, the Director may
issue to the person a final notice of vio-
lation that concisely states the deter-
mined violation, the amount of any
civil penalty imposed, and further ac-
tions necessary by or available to the
person. The final notice of violation
also must state that the person has the
right to submit to the Director, within
30 calendar days of the receipt of the
notice, a written request for a hearing
under paragraph (i) of this section.

(3) The Director must send a final no-
tice of violation by certified mail, re-
turn receipt requested, within 30 cal-
endar days of the receipt of a reply.

(4) Subject to paragraphs (h)(7) and
(h)(8) of this section, the effect of final
notice shall be:

(i) If a final notice of violation does
not contain a civil penalty, it shall be
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deemed a final order 15 days after the
final notice is issued.

(ii) If a final notice of violation con-
tains a civil penalty, the person must
submit to the Director within 30 days
after the issuance of the final notice:

(A) A waiver of further proceedings;
or

(B) A request for an on-the-record
hearing under paragraph (i) of this sec-
tion.

(5) If a person waives further pro-
ceedings, the final notice of violation
shall be deemed a final order enforce-
able against the person. The person
must pay the civil penalty set forth in
the notice of violation within 60 days
of the filing of waiver unless the Direc-
tor grants additional time.

(6) If a person files a request for an
on-the-record hearing, then the hearing
process commences.

(7) The Director may amend the final
notice of violation at any time before
the time periods specified in para-
graphs (h)(4)(i) or (h)(4)(ii) of this sec-
tion expire. An amendment shall add 15
days to the time period under para-
graph (h)(4) of this section.

(8) The Director may withdraw the
final notice of violation, or any part
thereof, at any time before the time pe-
riods specified in paragraphs (h)(4)(i) or
(h)(4)(ii) of this section expire.

(i) Hearing. (1) Any person who re-
ceives a final notice of violation under
paragraph (h) of this section may re-
quest a hearing concerning the allega-
tions contained in the notice. The per-
son must mail or deliver any written
request for a hearing to the Director
within 30 calendar days of receipt of
the final notice of violation.

(2) Upon receipt from a person of a
written request for a hearing, the Di-
rector shall:

(i) Appoint a Hearing Counsel; and

(ii) Select an administrative law
judge appointed under 5 U.S.C. 3105, to
serve as Hearing Officer.

(j) Hearing Counsel.
Counsel:

(1) Represents DOE;

(2) Consults with the person or the
person’s counsel prior to the hearing;

(3) Examines and cross-examines wit-
nesses during the hearing; and

(4) Enters into a settlement of the
enforcement proceeding at any time if

The Hearing
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settlement is consistent with the ob-
jectives of the Act and DOE security
requirements.

(k) Hearing Officer. The Hearing Offi-
cer:

(1) Is responsible for the administra-
tive preparations for the hearing;

(2) Convenes the hearing as soon as is
reasonable;

(3) Administers oaths and affirma-
tions;

(4) Issues subpoenas, at the request of
either party or on the Hearing Officer’s
motion;

(5) Rules on offers of proof and re-
ceives relevant evidence;

(6) Takes depositions or has deposi-
tions taken when the ends of justice
would be served;

(7) Conducts the hearing in a manner
which is fair and impartial;

(8) Holds conferences for the settle-
ment or simplification of the issues by
consent of the parties;

(9) Disposes of procedural requests or
similar matters;

(10) Requires production of docu-
ments; and,

(11) Makes an initial decision under
paragraph (n) of this section.

(1) Rights of the person at the hearing.
The person may:

(1) Testify or present evidence
through witnesses or by documents;

(2) Cross-examine witnesses and
rebut records or other physical evi-
dence, except as provided in paragraph
(m)(4) of this section;

(3) Be present during the entire hear-
ing, except as provided in paragraph
(m)(4) of this section; and

(4) Be accompanied, represented, and
advised by counsel of the person’s
choosing.

(m) Conduct of the hearing. (1) DOE
shall make a transcript of the hearing.

(2) Except as provided in paragraph
(m)(4) of this section, the Hearing Offi-
cer may receive any oral or documen-
tary evidence, but shall exclude irrele-
vant, immaterial, or unduly repetitious
evidence.

(3) Witnesses shall testify under oath
and are subject to cross-examination,
except as provided in paragraph (m)(4)
of this section.

(4) The Hearing Officer must use pro-
cedures appropriate to safeguard and
prevent unauthorized disclosure of

880



Department of Energy

classified information, UCNI, or any
other information protected from pub-
lic disclosure by law or regulation,
with minimum impairment of rights
and obligations under this part. The
UCNI status shall not, however, pre-
clude information from being intro-
duced into evidence. The Hearing Offi-
cer may issue such orders as may be
necessary to consider such evidence in
camera including the preparation of a
supplemental initial decision to ad-
dress issues of law or fact that arise
out of that portion of the evidence that
is protected.

(5) DOE has the burden of going for-
ward with and of proving by a prepon-
derance of the evidence that the viola-
tion occurred as set forth in the final
notice of violation and that the pro-
posed civil penalty is appropriate. The
person to whom the final notice of vio-
lation has been addressed shall have
the burden of presenting and of going
forward with any defense to the allega-
tions set forth in the final notice of
violation. Each matter of controversy
shall be determined by the Hearing Of-
ficer upon a preponderance of the evi-
dence.

(n) Initial decision. (1) The Hearing Of-
ficer shall issue an initial decision as
soon as practicable after the hearing.
The initial decision shall contain find-
ings of fact and conclusions regarding
all material issues of law, as well as
reasons therefor. If the Hearing Officer
determines that a violation has oc-
curred and that a civil penalty is ap-
propriate, the initial decision shall set
forth the amount of the civil penalty
based on:

(i) The nature, circumstances, ex-
tent, and gravity of the violation or
violations;

(ii) The violator’s ability to pay;

(iii) The effect of the civil penalty on
the person’s ability to do business;

(iv) Any history of prior violations;

(v) The degree of culpability; and,

(vi) Such other matters as justice
may require.

(2) The Hearing Officer shall serve all
parties with the initial decision by cer-
tified mail, return receipt requested.
The initial decision shall include no-
tice that it constitutes a final order of
DOE 30 days after the filing of the ini-
tial decision unless the Secretary files

§1017.29

a Notice of Review. If the Secretary
files a Notice of Review, he shall file a
final order as soon as practicable after
completing his review. The Secretary,
at his discretion, may order additional
proceedings, remand the matter, or
modify the amount of the civil penalty
assessed in the initial decision. DOE
shall notify the person of the Sec-
retary’s action under this paragraph in
writing by certified mail, return re-
ceipt requested. The person against
whom the civil penalty is assessed by
the final order shall pay the full
amount of the civil penalty assessed in
the final order within 30 days unless
otherwise agreed by the Director.

(0) Collection of penalty. (1) The Sec-
retary may request the Attorney Gen-
eral to institute a civil action to col-
lect a penalty imposed under this sec-
tion.

(2) The Attorney General has the ex-
clusive power to uphold, compromise or
mitigate, or remit any civil penalty
imposed by the Secretary under this
section and referred to the Attorney
General for collection.

(p) Direction to NNSA. (1) Notwith-
standing any other provision of this
part, the NNSA Administrator, rather
than the Director, signs, issues, serves,
or takes the following actions that di-
rect NNSA employees, contractors,
subcontractors, or employees of such
NNSA contractors or subcontractors:

(i) Subpoenas;

(ii) Orders to compel attendance;

(iii) Disclosures of information or
documents obtained during an inves-
tigation or inspection;

(iv) Preliminary notices of violation;
and,

(v) Final notice of violations.

(2) The Administrator shall act after
consideration of the Director’s rec-
ommendation. If the Administrator
disagrees with the Director’s rec-
ommendation, and the disagreement
cannot be resolved by the two officials,
the Director may refer the matter to
the Deputy Secretary for resolution.

[73 FR 32641, June 10, 2008, as amended at 74
FR 66033, Dec. 14, 2009; 79 FR 20, Jan. 2, 2014;
81 FR 41796, June 28, 2016; 81 FR 96353, Dec.
30, 2016; 83 FR 1293, Jan. 11, 2018; 83 FR 66084,
Dec. 26, 2018]
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§1017.30 Criminal penalty.

Any person who violates section 148
of the Atomic Energy Act or any regu-
lation or order of the Secretary issued
under section 148 of the Atomic Energy
Act, including these regulations, may
be subject to a criminal penalty under
section 223 of the Atomic Energy Act
(42 U.S.C. 2273). In such case, the Sec-
retary shall refer the matter to the At-
torney General for investigation and
possible prosecution.

[73 FR 32641, June 10, 2008, as amended at 81
FR 41796, June 28, 2016; 81 FR 96353, Dec. 30,
2016]
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Subpart A—General

§1021.100 Purpose.

The purpose of this part is to estab-
lish procedures that the Department of
Energy (DOE) shall use to comply with
section 102(2) of the National Environ-
mental Policy Act (NEPA) of 1969 (42
U.S.C. 4332(2)) and the Council on Envi-
ronmental Quality (CEQ) regulations
for implementing the procedural provi-
sions of NEPA (40 CFR parts 1500-1508).
This part supplements, and is to be
used in conjunction with, the CEQ Reg-
ulations.

§1021.101 Policy.

It is DOE’s policy to follow the letter
and spirit of NEPA; comply fully with
the CEQ Regulations; and apply the
NEPA review process early in the plan-
ning stages for DOE proposals.

§1021.102 Applicability.

(a) This part applies to all organiza-
tional elements of DOE except the Fed-
eral Energy Regulatory Commission.
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