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§1580.101

(4) Bach freight railroad carrier
hosting a passenger operation de-
scribed in §1580.1(a)(4) of this part.

(5) Each operator of private cars, in-
cluding business/office cars and circus
trains, on or connected to the general
railroad system of transportation.

(b) Rail security-sensitive materials.
The requirements of this subpart apply
to:

(1) A rail car containing more than
2,268 kg (5,000 1bs) of a Division 1.1, 1.2,
or 1.3 (explosive) material, as defined
in 49 CFR 173.50;

(2) A tank car containing a material
poisonous by inhalation as defined in 49
CFR 171.8, including anhydrous ammo-
nia, Division 2.3 gases poisonous by in-
halation as set forth in 49 CFR
173.115(c), and Division 6.1 liquids meet-
ing the defining criteria in 49 CFR
173.132(a)(1)(iii) and assigned to hazard
zone A or hazard zone B in accordance
with 49 CFR 173.133(a), excluding res-
idue quantities of these materials; and

(3) A rail car containing a highway
route-controlled quantity of a Class 7
(radioactive) material, as defined in 49
CFR 173.403.

[78 FR 72173, Nov. 26, 2008, as amended at 74
FR 23656, May 20, 2009]

§1580.101 Rail security coordinator.

(a) Applicability. This section applies
to:

(1) Each freight railroad carrier that
operates rolling equipment on track
that is part of the general railroad sys-
tem of transportation.

(2) Bach rail hazardous materials
shipper.

(3) Each rail hazardous materials re-
ceiver located with an HTUA.

(4) Each freight railroad carrier
hosting the passenger operations de-
scribed in §1580.1(a)(4) of this part.

(5) Each operator of private cars, in-
cluding business/office cars and circus
trains, on or connected to the general
railroad system of transportation,
when notified by TSA in writing, that
a threat exists concerning that oper-
ation.

(b) Each person described in para-
graph (a) of this section must designate
and use a primary and at least one al-
ternate Rail Security Coordinator
(RSCO).

49 CFR Ch. XII (10-1-18 Edition)

(c) The RSC and alternate(s) must be
appointed at the corporate level.

(d) Each freight railroad carrier, rail
hazardous materials shipper, and rail
hazardous materials receiver required
to have an RSC must provide to TSA
the names, title, phone number(s), and
e-mail address(es) of the RSCs and al-
ternate RSCs, and must notify TSA
within 7 calendar days when any of this
information changes.

(e) Each freight railroad carrier, rail
hazardous materials shipper, and rail
hazardous materials receiver required
to have an RSC must ensure that at
least one RSC:

(1) Serves as the primary contact for
intelligence information and security-
related activities and communications
with TSA. Any individual designated
as an RSC may perform other duties in
addition to those described in this sec-
tion;

(2) Is available to TSA on a 24-hours
a day, 7 days a week basis; and

(3) Coordinates security practices and
procedures with appropriate law en-
forcement and emergency response
agencies.

[73 FR 72173, Nov. 26, 2008, as amended at 74
FR 23656, May 20, 2009]

§1580.103 Location and shipping infor-
mation for certain rail cars.

(a) Applicability. This section applies
to:

(1) Bach freight railroad carrier
transporting one or more of the cat-
egories and quantities of rail security-
sensitive materials.

(2) Bach rail hazardous materials
shipper.

(3) Bach rail hazardous materials re-
ceiver located with an HTUA.

(b) General requirement. Each person
described in paragraph (a) of this sec-
tion must have procedures in place to
determine the location and shipping in-
formation for each rail car under its
physical custody and control that con-
tains one or more of the categories and
quantities of rail security-sensitive
materials.

(¢) Required information. The location
and shipping information required in
paragraph (b) of this section must in-
clude the following:

(1) The rail car’s current location by
city, county, and state, including, for
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freight railroad carriers, the railroad
milepost, track designation, and the
time that the rail car’s location was
determined.

(2) The rail car’s routing, if a freight
railroad carrier.

(3) A list of the total number of rail
cars containing the materials listed in
§1580.100(b) of this part, broken down
by:

(i) The shipping name prescribed for
the material in column 2 of the table in
49 CFR 172.101;

(ii) The hazard class or division num-
ber prescribed for the material in col-
umn 3 of the table in 49 CFR 172.101;
and

(iii) The identification number pre-
scribed for the material in column 4 of
the table in 49 CFR 172.101.

(4) Each rail car’s initial and number.

(5) Whether the rail car is in a train,
rail yard, siding, rail spur, or rail haz-
ardous materials shipper or receiver fa-
cility, including the name of the rail
yard or siding designation.

(d) Timing-class I freight railroad car-
riers. Upon request by TSA, each Class
I freight railroad carrier described in
paragraph (a) of this section must pro-
vide the location and shipping informa-
tion to TSA no later than:

(1) Five minutes if the request con-
cerns only one rail car; and

(2) Thirty minutes if the request con-
cerns two or more rail cars.

(e) Timing-other than class I freight
railroad carriers. Upon request by TSA,
all persons described in paragraph (a)
of this section, other than Class I
freight railroad carriers, must provide
the location and shipping information
to TSA no later than 30 minutes, re-
gardless of the number of cars covered
by the request.

(f) Method. All persons described in
paragraph (a) of this section must pro-
vide the requested location and ship-
ping information to TSA by one of the
following methods:

(1) Electronic data transmission in
spreadsheet format.

(2) Electronic data transmission in
Hyper Text Markup Language (HTML)
format.

(3) Electronic data transmission in
Extensible Markup Language (XML).

(4) Facsimile transmission of a hard
copy spreadsheet in tabular format.

§1580.105

(5) Posting the information to a se-
cure website address approved by TSA.

(6) Another format approved by TSA.

(g) Telephone number. Each person de-
scribed in paragraph (a) of this section
must provide a telephone number for
use by TSA to request the information
required in paragraph (c) of this sec-
tion.

(1) The telephone number must be
monitored at all times.

(2) A telephone number that requires
a call back (such as an answering serv-
ice, answering machine, or beeper de-
vice) does not meet the requirements
of this paragraph.

(h) Definition. As used in this section,
Class I has the meaning assigned by
regulations of the Surface Transpor-
tation Board (STB) (49 CFR part 1201;
General Instructions 1-1).

[73 FR 72173, Nov. 26, 2008, as amended at 74
FR 23657, May 20, 2009]

§1580.105 Reporting significant secu-
rity concerns.

(a) Applicability. This section applies
to:

(1) Bach freight railroad carrier that
operates rolling equipment on track
that is part of the general railroad sys-
tem of transportation.

(2) BEach rail hazardous materials
shipper.

(3) Each rail hazardous materials re-
ceiver located with an HTUA.

(4) EBEach freight railroad carrier
hosting a passenger operation de-
scribed in §1580.1(a)(4) of this part.

(5) Each operator of private cars, in-
cluding business/office cars and circus,
on or connected to the general railroad
system of transportation.

(b) Each person described in para-
graph (a) of this section must imme-
diately report potential threats and
significant security concerns to DHS
by telephoning the Freedom Center at
1-866-615-5150.

(c) Potential threats or significant
security concerns encompass incidents,
suspicious activities, and threat infor-
mation including, but not limited to,
the following:

(1) Interference with the train crew.

(2) Bomb threats, specific and non-
specific.
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